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Sipi (Average of Inter-Packet Arrival Intervals)

Confusion Matrix using Sipi only

Classified as
Actual Spam | Ham
Spam 48632 301
Ham 1851 4261

Detailed Accuracy By Class using Sipi only

Class TP Rate | FP Rate | Precision | Recall | F-Measure " ROC Area
Spam 0.994 0.303 0963 | 099 | 0978 | 0959 |
Ham 0.697 0.006 0934 | 0.697 | 0.798 | 0959 |

Weighted Avg. 0.961 0.27 096 | 0961 | 0958 | 0959

Sipi2 (Average of Squares of Inter-Packet Arrival Intervals)

Confusion Matrix using Sipi2 only

Classified as B
Actual Spam Ham
Spam 48682 251
Ham 1838 4274
o ey

Detailed Accuracy By Class using Sipi2 only

F-Measure | ROC Area

Precision Recall

R
Class TP Rate | FP Rate

BE 0.995 o301 | 0964 | 0.99 0979 | 0971
pam . .

i f S e e S B

Ham =000 | 094 | 069 0804 0971

| Weighted Avg. | 0.962 0.268 o961 | 0962 | 0.96 0971
eighted Avg. J 7




Sipi3 (Average of Cubes of Inter-Packet Arrival Intervals)

Confusion Matrix using Sipi3 only

Classified as
Actual Spam Ham
Spam 48615 318
Ham 2298 3814

Detailed Accuracy By Class using Sipi3 only

Pﬁiﬁ

Class TP Rate | FP Rate | Precision | Recall | F-Measure ROC Area
0.994 0.376 0.955 0.994 0.974 096
Spam P .
Ham 0.624 0.006 0.923 0.624 0.745 0.96
Weighted Avg. | 0.952 0.335 0.951 0.952 | 0.948 0.96 '

SIfs (Average of Packets’ Lengths with fin Set)

Confusion Matrix using SIfs only

Classified as
Actual Spam Ham
Spam 48893 40 |
Il or2 R
Ham 5631 481
BRI S R
Detailed Accuracy By Class using Slfs only
Class TP Rate | FP Rate Precision F-Measure ! ROC Area
Spam 0.999 0.921 0897 | 0999 | 0945 0.655
| H 0.079 0.001 0.923 i’{TtﬁU"'"h_fﬁ' ' 0.655
lam ; )
10897 | 0856 0.655
Weighted Avg. | 0.897 0.819 0.9 | 0.897
e rile 85
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Slps (Average of Packets’ Lengths with push Set)

Confusion Matrix using Slps only

Classified as |

Actual Spam Ham Il

Spam 47260 1673 y

Ham 3263 2849 ]

|43 _,|

Detailed Accuracy By Class using Slps only
Class TP Rate | FP Rate | Precision | Recall F-Measure | ROC Area
Spam 0.966 0.534 0.935 0966 | 095 | 0922 |
Ham 0.466 0.034 0.63 0466 | 0536 | 0922 |

lWeighIed Avg. | 091 0.478 0.902 091 | 0.904 0922

Sirs (Average of Packets’ Lengths with reset Set)

Confusion Matrix using Slrs only

Classified as |
Actual Spam Ham
.
Spam 48827 106 |
W'W'“-_—l'_l i
s ke I

Detailed Accuracy By Class using Slrs only

Ciass | TPRate | FPRate | isi l “F-Measure | ROC Area
Class TP Rate | FP Rate Precision RccalI_—E F-Measure Are
e ! 1 ‘ |

| Spam 0.998 0.768 0912 | 0.998 0.953 0.69

Ham 0232 0.002 093 | 0232 | 037 0.69
| Weichted Avg, | ——o12 | 0913 ' K89 | 069
' Weighted Avg. 0913 0.683 0914 | 0.913 0.8
I B i
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Slss (Average of Packets’ Lengths with syn Set)

Confusion Matrix using Slss only

Classified as l

Actual Spam Ham
Spam 46759 74
|
Ham 3004 3108 |
o |

Detailed Accuracy By Class using Slss only

Sp (Average Number of Packets)

Detailed Accuracy By Class 1

Class TP Rate
| Spam 0.971
| Ham 0.49

( Class TP Rate | FP Rate | Precision | Recall | F-Measure
Spam 0.956 0.491 0.94 0.956 | 0.948
Ham 0.509 0.044 0588 | 0.509 | 0.546
Weighted Avg. | 0.906 0.442 0901 | 0906 | 0903
L | || TR T

Confusion Matrix using Sp only

Actual

.

Spam

L

Ham

N

FP Rate
0.51

e
0.029

0.456

Classified as
Spam

st |

3115

e

Precision Recall | F
et | 0971 | 0954

0.938

—o69 | 0 |

e

Ham

1416

2997

ising Sp only

K | R_()(.' Area '_

T 0.789

(0.789

0.789

-Measure TROC Area

057

091 | 0918 [ 0912

A N
0.918

0.92

0.92

0.92
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Spas (Average of Packets with ack Set)

Confusion Matrix using Spas only

Classified as ]

Actual Spam Ham
Spam 47920 1013 ‘
Ham 3671 2441 ‘
|

Detailed Accuracy By Class using Spas only

Class TP Rate FP Rate Precision | Recall | F-Measure ROC Area
Spam 0.979 0.601 0.929 0979 | 0.953 0835 |
Ham 0.399 0.021 0.707 GH o5 | 088 |
Weighted Avg. | 0.915 0.536 0.904 0915 | 0904 | 0835
M| Spfs (Average of Packets with fin Set)
Confusion Matrix using Spfs only
Classified as <3
Actual Spam Ham ‘
i .
« \ ”m | Spam 48933 0 |
|
A ey
b o R e

Detailed Accuracy By Class using Spfs only
| Class TP Rate WW Recall | F-Measure | ROC Area |
Spam 1 WW 1 | 0943 | 0.587
Ham | 0.041 T“HTHTWF 0078 | 0.587
Weighted Avg. | 0.893 0.853 0.905 0893 T’W"' 0.587
S B
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Spl (Average of Packet Lengths)

Confusion Matrix using Spl only

Classified as
Actual Spam Hom
Spam 47031 1902 | |
Ham 1728 4384 |

Detailed Accuracy By Class using Spl only

Class TP Rate | FP Rate | Precision | Recall | F-Measure | ROC Area
Spam 0.961 0.283 0.965 0961 | 0.963 0962
Ham 0.717 0.039 0697 | 0717 | 0707 | 0962 \

Weighted Avg. | 0934 | 0.256 0935 | 0934 | 093 | 0962 ‘

Spps (Average of Packets with push Set)

Confusion Matrix using Spps only

Classified as Rl
Actual Spam Ham
Spam 48600 333
SV SRS
Ham 4059 2053

Detailed Accuracy By Class using Spps only

Class TP Rate FP Rate Precision Recall | F-Measure ROC Area
i 3 0.993 0.957 0933
Spam 0.993 0.664 0.923 993
o736 | 0485 | 0933
Ham 0.336 0.007 0.86 0.336 0.48:
| Weig =—1 0904 | 0933
Weighted Aveg. 0.92 0.591 0.916 0.92
s
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Sprs (Average of Packets with reset Set)

Confusion Matrix using Sprs only

Classified as
Actual Spam Ham ,
Spam 48864 69 1
Ham 5478 634
|

Detailed Accuracy By Class using Sprs only

Class TP Rate | FP Rate | Precision | Recall | F-Measure ROC Area
Spam 0.999 0.896 0.899 0.999 0.946 0.612
Ham | 0.104 0.001 0.902 0.104 | 0.186 0612 |
Weighted Avg. | 0.899 0.797 0.899 0899 | 0862 | 0612
| e

Spss (Average of Packets with syn Set)

Confusion Matrix using Spss only

Classified as 1
Actual Spam Ham
I S
Spam 48933 0 |
SFENSITENSEES -
Ham 6094 18
CR R S S

Detailed Accuracy By Class using Spss

Recall | F-Measure | ROC Area |

-___________-— - -
[C\lass TP Rate | FP Rate Precision - |
Spam 1 0.997 0.889 | ] 0.941 0.507
| ———————————— — —_ - - -_ —~
H 00035 | O r"'T#T__U-—l'm; 0.006 0.507
1am }
e . —  wm 180 | 0.838 0.507
Weighted Avg. | 0.889 0.886 0902 | 088
PR ==
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sttl (Average of Seen ttl Fields)

Confusion Matrix using Sttl only

Classified as |
Actual Spam Ham |
| |
Spam 47685 1248 |
Ham 3143 2969 ]

Detailed Accuracy By Class using Sttl only

Class TP Rate | FP Rate | Precision | Recall | F-Measure "ROC Area |
Spam 0.974 0.514 0938 | 0974 | 0956 | 0.804
Ham 0.486 0.026 0.704 | 0486 | 0575 | 0.804
: |
Weighted Avg. 0.92 0.46 0.912 0.92 0.914 0.804
I I.l*i I 4§ §
\ W'y,
| | Sttl2 (Average of Squares of Seen ttl Fields)
| Confusion Matrix using Sitl2 only
Classified as .
| Actual Spam Ham
t._.‘ g ! ol
i Spam 48880 |
Ham 5643 69
TEENT RN S sy o
Detailed Accuracy By Class using Sttl2 only
| Class TP Rate | FP Rate Precision | Recall | F-Measure | ROC Area
| - _-__ - - -
e Spa 0.999 — 0.923 0897 | 0999 0.945 0.561
m ; 92 |
| A sl _
| Ham 0.077 WW 0077 | 0.141 0.561
%07 | 0897 | 0856 0.561
Weighted Avg. |  0.897 0.821 0.897 ’ ).897 |
= R | L/ M i
91
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Sztwp (Average Number of Packets with TCP Window Size of Zero)

Confusion Matrix using Sztwp only

Classified as
Actual Spam Ham
Spam 48897 36
Ham 5660 452

Detailed Accuracy By Class using Sztwp only

[ Class TP Rate | FP Rate | Precision | Recall F-Measure
Spam 0.999 0.926 0.896 0999 | 0945
Ham 0.074 0.001 0.926 0.074 | 0137
Weighted Avg. | 0.897 0.823 0.9 0.897 | 0855
e ———— I

ROC Area

0.617

0.617

0.617

92
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Annex I1

Source code for the Ranking Algorithm

import string

import math

def inductioncbr():
minii=raw_input("Enter minii")
maxii=raw_input("Enter maxii")
sipi=raw_input("Enter sipi")
sipi2=raw_input("Enter sipi2")
sipi3=raw_input("Enter sipi3")
sp=raw_input("Enter sp")
spl=raw_input("Enter spl")
spl2=raw_input("Enter spl2")
spl3=raw_input("Enter spi3")
minpl=raw_input("Enter minpl")
maxpl=raw_input("Enter maxpl")
spss=raw_input("Enter spss")
slss=raw_input("Enter slss")
spas=raw_input("Enter spas")
slas=raw_input("Enter slas") ~
spfs=raw_input("Enter spfs") .
sifs=raw_input("Enter sifs")

sprs=raw_input("Enter sprs")

sirs=raw_input("Enter slrs")
spps=raw_input("Enter spps’)

slps=raw_input("Enter slps")

i sttl=raw_input("Enter sttl")
93
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sttl2=raw_input("Enter stt2")
minttl=raw_input("Enter minttl")
maxttl=raw_input("Enter maxttl")
stw=raw_input("Enter stw")
mintw=raw_input("Enter mintw")
maxtw=raw_input("Enter maxtw")

sztwp=raw_input("Enter sztwp")

infile=open("inductionrule.txt",'r')
ruleline=infile.readlines()
infile.close()

nr=len(ruleline)

indexrule=0
d .;:T | solved="false"
Ll while (indexrule<nr and solve =="false"):
items=ruleline[indexrule]
item=[]
we il items=items.rstrip("\n') ‘
W, N:,Lq

for val in items.split(’,'):
item.append(val)
size=len(item)-1

clas=item[size-1]

percentage=item|[size]

index:o

ﬂag:l

: - i 5] item[18]
#print size,item[D],item[3],item[5]»'tem[9]r't9""[12]"“’3”““ ),item|
94
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while (index<size and flag==1):
#prhﬂiteﬂnﬁndex]
if item[index]=="minii":
if item[index+1]=="<=":
if not float(minii)<=float(item[index+2]):
flag=0
elif item[index+1}=="<":
if not float(minii)<float(item[index+2]):
flag=0
elif item[index+1]==">=":
if not float(minii)>=float(item[index+2]):
flag=0
elif item[index+1]==">":
if not float(minii}>float(item[index+2]):
flag=0
elif item[index+1]=="=""
if not float(minii)==float(item[index+2]):
flag=0
elif item[index]=="maxii": |
if item[index+1]=="<="
if not float{maxii}<=float(item[index+2]11
flag=0
elif item[index+1]=="<":

if not float(maxii)<fioat(item[index+2l)1

flag=0
elif item[index+1]==">:";
if not ﬂoat(maxii}>=ﬂoat{item[index+2]}:

flag=0

elif item([index+1]==">":

Qr.
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if not float(maxii)>float(item[index+2)):
flag=0
elif item[index+1]=="=":
if not maxii==float(item[index+2)):
flag=0
elif item[index]=="sipi":
if item[index+1]=="<=":
if not float(sipi)<=float(item[index+2]):
flag=0
elif item[index+1]=="<":
if not float(sipi)<float(item[index+2]):
flag=0
elif item[index+1]==">=":

if not float(sipi)>=float(item[index+2]):

“ 0 flag=0
1l l\\
LS ‘." elif item[index+1]==">"

if not float(sipi)>float(item[index+2]):

flag=0
elif item[index+1]=="="" .
. o
ygm re"' if not float(sipi)==float(item[index+2]):
iy

flag=0
elif item[index])=="sipi2":
if item[index+1]=="<=":

if not float(sipi2)<=ﬂoat{item[index+2]):

flag=0

elif item[index+1]=="<":
if not float(sipi2)<float[item[index+2]):
flag=0

elif item[index+1]==">=":

Q6
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if not float(sipi2)>=float(item[index+2]):

flag=0
elif item[index+1]==">":
if not float(sipi2)>float(item[index+2]):
flag=0
elif item[index+1]=="=":
if not float(sipi2)==float(item[index+2]):
flag=0
elif item[index]=="sipi3":
if item[index+1]=="<="
if not float(sipi3)<=float(item[index+2]):
flag=0
elif item[index+1]=="<""

if not float(sipi3)<float(item[index+2]):

oy flag=0
" *
g L &k elif item[index+1]==">=":

if not ﬂoat(sipi3)>=ﬂoat{item{index+2]}:

flag=0
" -"‘I elif item[index+1]==">":
.I - " if not ﬂoat{sipi3)>ﬂoat(item[index+2]):
vy gr?’

flag=0
elif item[index+1]=="=":
if not float(sipi3)==ﬂ0at(item[index+2]):

flag=0

elif item[index]=="sp":
if item[index+1]=="<=":
if not float{sp)<=ﬂoat{item[index+2]):
flag=0

elif item[index+1]=="<"
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if not float(sp)<float(item[index+2]):
flag=0
elif item[index+1]==">=":
if not float(sp)>=float(item[index+2]):
flag=0
elif item[index+1]==">":
if not float(sp)>float(item[index+2]):
flag=0
elif item[index+1]=="=":
if not float(sp)==float(item[index+2]):
flag=0
elif item[index]=="spl":
if item[index+1]=="<="
if not float(spl)<=float(item[index+2]):

2 'I“ ﬂag=0

"I"‘

elif item[index+1]=="<"

if not float(spl)<float(item[index+2]):

flag=0
/' elif item[index+1]==">=":
l it i if not fioat(spl}>=float(item[index+2]):
- '
flag=0 E
'. »
elif item[index+1]==">": . .

if not float(spl)>ﬂoat(item[index+2]):

flag=0 ﬁ\ o :
elif item[index+1]=="="
if not float(spl -=float(item[index+2]): Dars
flag=0 ’

elif item[index]=="spl2":

if item[index+1]=="<=":




- L

#print item[index+2)
if not float(splz)<=ﬂoat(item[index+2]]:
#print "wrong float(spl2)"
flag=0
elif item[index+1)=="<":
if not spl2<float(item[index+2]):
flag=0
elif item[index+1]==">=":
if not float(spl2)>=float(item[index+2]):
flag=0
elif item[index+1]==">";
if not float(spl2)>float(item[index+2]):
flag=0

elif item[index+1)=="=":
if not float(spl2)==float(item[index+2]):
|

N flag=0
elif item[index]=="spI3":
i
if item[index+1]=="<=":
/ if not float(spl3)<=float(item[index+2]):
(P s ¥ flag=0
N ag

elif item[index+1]=="<":

if not float(spl3)<float(item[index+2]):
flag=0
elif item[index+1]==">=":

if not float(spl3)>=float(item[index+2]):

flag=0

elif item[index+1]==">":

if not float(spl3)>float[item{index+2]}:

flag=0
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|
‘ elif item[index+1]=="=":
: if not float(spl3)==ﬂoat(item[index+2]):
flag=0
elif item[index]=="minpl":
if item[index+1]=="<=":
if not float(minpl)<=float(item[index+2)):
flag=0
elif item[index+1]=="<":
| if not float(minpl)<float(item[index+2)):

flag=0

elif item[index+1]==">=":
if not float(minpl)>=float(item[index+2]):

flag=0

ngn,

| elif item[index+1]==">":

|
| i ' if not float(minpl)>float(item[index+2]):

!""' ™ flag=0
i elif item[index+1]=="="
| if not float(minpl)==float(item[index+2]):
flag=0
elif item[index]=="maxpl":

| if item[index+1]=="<="
if not ﬂoat(maxpl)«::float(item[index+2]}:
flag=0
| elif item[index+1])=="<":

I if not float{maxpl)<ﬂoat[item[index+2]]:

l flag=0
elif item[index+1]==">="

! if not roat(mapr)>=ﬂoat(item[index+2]]:

flag=0
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elif item[index+1]==">":
if not float(maxpl}>float(item[index+2]}:
flag=0
elif item[index+1]=="=";
if not float(maxpl)==float(item[index+2]):
flag=0
elif item[index]=="spss":
: if item[index+1]=="<="
| if not float(spss)<=float(item[index+2]):
| flag=0
| elif item[index+1]=="<":
if not float(spss)<float(item[index+2]):

flag=0

' elif item[index+1]==">=":

if not float(spss)>=float(item[index+2]):

| il
|7 l‘l‘ h\
: flt‘ . .ﬁ flag=0
‘ | elif item[index+1]==">":
i #print "right spss"
| / if not float(spss)>float(item[index+2]):
i Wy " i
AN flag=0
I‘ n_m,

elif item[index+1]=="=""
if not float(spss)==float(item[index+2]}:
flag=0
elif item[index]=="slss":

if item[index+1]=="<=":

if not float(slss)<=float(item[index+2]]:
flag=0

elif item[index+1]=="<":

if not float(slss]<float(item[index+2]}1
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I flag=0

elif item[index+1]==">=":

if not float(slss)>=float(item[index+2]):
flag=0
elif item[index+1]==">":
if not float(slss)>float(item[index+2]):
flag=0
elif item[index+1]=="=";
if not float(slss)==float(item[index+2]):
flag=0
elif item[index]=="spas":
if item[index+1]=="<=":

#print "right spas”

| if not float(spas)<=float(item[index+2]):

i a4 flag=0

[ l“. l‘\ B . r

2 "N elif item[index+1]=="<"

ll .‘ if not float(spas)<float(item[index+2]):
il flag=0

elif item[index+1]==">="
if not float(5pas}>=float(item[inc!ex+2]]:
flag=0
elif item[index+1]==">":
if not f!oat(Spas)>roat(item[index+2]):
| flag=0

elif item[index+1]=="=":

if not float(spas]=:float{item[index+2]}:
flag=0

elif item[index]=="slas":

if item[index+1]=="<="




ﬁ

#print "right slas"
ifnotﬂoaﬂﬂaﬂ<=ﬁoaunemﬁndex+uy
flag=0
elif item[index+1]=="<":
if not float(slas)<float(item[index+2)):
flag=0
elif item[index+1]==">=";
if not float(slas)>=float(item[index+2]):
flag=0
elif item[index+1]==">"
if not float(slas)>float(item[index+2]):
flag=0
elif item[index+1]=="=":
if not float(slas)==float(item[index+2]):
flag=0
elif item[index]=="spfs":
if item[index+1]=="<=":
if not float(spfs)<=float(item[index+2]):
flag=0
elif item[index+1]=="<":
if not float(spfs)<float(item(index+2]):
flag=0
elif item[index+1]==">=""
if not float(spfs)>=float(item(index+2]):

flag=0

elif item[index+1]==">"

ifnotﬂoaﬂSpfﬂ>ﬂoaﬂﬂenﬂdex+2U:

flag=0

el'f item[index+1]=="=";




e c .

if not float(spfs)==Ffloat(item[index+2]):
flag=0
elif item[index]=="slfs":
if item[index+1]=="<=";
if not float(slfs)<=float(item[index+2)):
flag=0
elif item[index+1]=="<";
if not float(slfs)<float(item[index+2]):
flag=0
elif item[index+1]==">=":
if not float(slfs)>=float(item[index+2]):
flag=0
elif item[index+1]==">""
if not float(slfs)>float(item[index+2]):
flag=0
elif item[index+1]=="=";
if not float(slfs)==float(item[index+2]):
flag=0
elif item[index]=="sprs":
if item[index+1]=="<=":
if not float(sprs)<=float(item(index+2]):
flag=0
elif item[index+1]=="<":
if not float(sprs)<float{item[index+2]):
flag=0
elif item[index+1]==">="
if not float(sprs)>=ﬁoat(item[i"de"+2]):
flag=0

elif item[index+1]==">":
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if not float(sprs)>float(item[index+2)):
flag=0
elif item[index+1]=="=";
if not float(sprs)==float(item[index+2)):
flag=0
elif item[index]=="slrs":
if item[index+1]=="<="
if not float(slrs)<=float(item[index+2]):
flag=0
elif item[index+1]=="<":
if not float(slrs)<float(item[index+2]):
flag=0
elif item[index+1]==">=";

if not float(slrs)>=float(item[index+2]):

g flag=0
i |‘I:N
Ve ‘Jh elif item[index+1]==">""
\
! if not float(slrs]>float(item[index+2]):
| flag=0
/ elif item[index+1]=="=":
il "t;;‘ .“ if not float(slrs)==float(item[index+2]):
N
flag=0

elif item[index]=="spps":
if item[index+1]=="<=":

#print "right spps”

ifnotﬂoadsppﬂ<=ﬂoadnemﬁndex+2n:

flag=0
elif item[index+1]=="<":
ifnotﬂoaﬂsppﬂ(ﬂoadﬂemﬁndex+2n:

flag=0
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| elif item[index+1])==">=";
if not float(spps)>=float(item[index+2]):
flag=0
elif item[index+1]==">":
if not float(spps)>float(item[index+2)):
flag=0
elif item[index+1]=="=";
if not float(spps)==float(item[index+2]):
flag=0
elif item[index]=="slps":
if item[index+1]=="<=":
#print "right slps"

if not float(slps)<=float(item[index+2]):

flag=0
- '\ elif item(index+1]=="<":
i
.‘ "“ h if not float(slps)<float(item[index+2]):
J” \.
| flag=0
" i E“f item[index+1]=:ll>=u:

/ if not float(slps)>=float(item[index+2]):
Nt " flag=0

-y’ elif item[index+1]==">":

if not float(slps)>ﬂoat(item[index+2]}:
flag=0
i ’ elif item[index+1]=="=":
if not float(slps}==ﬂ0at(item[index+2]}:

flag=0

elif item[index]=="sttl":

lf item [II"I dEX+ 1]::"(:":

if not float(sttl)<=ﬂoat(item[index+2]}:

106
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flag=0
elif item[index+1]=="<":
if not float(sttl)<float(item[index+2]):
flag=0
elif item[index+1]==">="
if not float(sttl)>=float(item[index+2]):
flag=0
elif item[index+1]==">":
if not float(sttl)>float(item[index+2)):
flag=0
elif item[index+1]=="=":
if not float(sttl)==float(item[index+2]):
flag=0
elif item[index]=="sttI2":

if item[index+1]=="<=":

”‘
i \";N
7 if not float(sttl2)<=float(item[index+2]):
4 ¥
|l‘| flag:O
| elif item[index+1]=="<":

/ if not roat{sttI2)<roat(item[index+2]):
} ] [
" flag=0
‘J 1] "
elif item[index+1]==">=":
if not float(sttl2)>=float(item[index+2]):
flag=0

elif item[index+1]==">"

if not float(stt|2}>ﬂoat(item[index+2]}:

flag=0
elif item[index+1]=="=":

if not float(sttl2):=float(item[index+2111

flag=0
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elif item[index]=="mintt!":
if item[index+1]=="<=";
if not float(minttl)<=float(item[index+2)):
flag=0
elif item[index+1]}=="<":
if not float(minttl)<float(item[index+2]):
flag=0
elif item[index+1]==">=";
if not float(minttl)>=float(item[index+2)):
flag=0
elif item[index+1]==">":
if not float(minttl)>float(item[index+2]):
flag=0
elif item[index+1]=="=":
if not float(minttl)==float(item[index+2]):
flag=0
elif item[index]=="maxtt!":
if item[index+1]=="<="
if not float(maxttl)<=float(item[index+2]):
flag=0
elif item[index+1]=="<":
if not float(maxttl)(ﬂoat{item[index+2]}:
flag=0
elif item[index+1]==">="
if not float(maxttl)>=ﬂoat(item[iﬂde""z”:
flag=0
elif item[index+1]==">"

ifnotﬂoathnaxnn>ﬂoaﬂnenﬂmdex+znz

flag=0




elif item[index+1]=="=":
if not ﬂoat(maxttl)==ﬂoat{item[index+2]):
flag=0
elif item[index]=="stw":
if item[index+1]=="<=";
if not float(stw)<=float(item[index+2)):
flag=0
elif item[index+1]=="<":
if not float(stw)<float(item[index+2]):
flag=0
elif item[index+1]==">=":
if not float(stw)>=float(item[index+2]):
flag=0
elif item[index+1]==">":
if not float(stw)>float(item[index+2]):
flag=0
elif item[index+1]=="=":
if not float(stw)==float(item[index+2]):
flag=0
elif item[index]=="mintw":
if item[index+1]=="<=":
if not float(mintw)<=float(item([index+2]):
flag=0
elif item[index+1]=="<":
if not float(mintw)<float(item(index+2]):
flag=0
elif item[index+1]==">=":

if not float(mintw)>:float(item[index+2]lI

flag=0




elif item[index+1]==">";
if not float(mintw)>float(item[index+2)):
flag=0

elif item[index+1]=="=":

if not float(mintw)==float(item[index+2)):

flag=0
elif item[index]=="maxtw":

if item[index+1]=="<=":

if not float(maxtw)<=float(item[index+2]):

flag=0
elif item[index+1]=="<":
if not float(maxtw)<float(item[index+2]):
flag=0

elif item[index+1]==">=":

if not float(maxtw)>=float(item[index+2]):

flag=0
elif item[index+1]==">":
if not float(maxtw)>float(item[index+2]):

flag=0

elif item[index+1]==

if not float(maxtw ==float(item[index+2]):

flag=0
elif item[index]=="sztwp":
if item[index+1]=="<="!
if not fioat(sztwp]<=ﬁoat[item[index+2]):
flag=0
elif item[index+1]=="<":
if not float[sztwp}cﬂoat(item[index+2]}:

flag=0
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elif item[index+1]==">=":
if not fioat(sztwp)>=float(item[index+2]}:
flag=0
elif item[index+1)==">":
if not float(sztwp)>fl0at(item[index+2]}:
flag=0
elif item[index+1])=="=":
if not float(sztwp)==float(item[index+2)):
flag=0

index=index+3

if flag==1:

#print "soln",item
solved="True"

indexrule=indexrule+1

if solved=="True":

action=0;

if(clas=="dnsbl"):
if(int(percentage)==100):

action=5

elif(int(percentage)<100 and int(percentage)>=95):

action=4 e
<
elif(int(percentage)<95): i
[
action=3 . |

elif(clas=="nspam"):

if(int(percentage)==100):

action=1

elif(int(percentage)<100 and percentage>=95):

action=2




elif(int(percentage)<95):
action=3

print "The solution is ",clas,"Score",actiOn,percentage,"%"

if _name__=="__main__":

inductioncbr()
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