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ABSTRACT

Short message services are one of the most common communication methods. With the
increased usage of SMS, a variety of Amharic-content spam and smishing messages have also
increased. Spam SMS messages are unwanted messages received on a mobile phone.
Examples of spam messages are advertisements, promotions, and information from
organizations, whereas smishing messages critically harm users and service providers. Free
fees, rewards, fake lottery tickets, and malicious links are among the types of smishing
messages. Both types of SMS cause poor customer experiences and reduced revenue for
operators. Therefore, many studies have been conducted to classify short message service
using a foreign language SMS dataset to keep and win customers and avoid revenue loss.
However, the features they used are not relevant for Amharic SMS classification due to the

diversity of SMS characteristics.

This paper studies a model that classifies Amharic SMS using a machine learning technique.
The model classifies Amharic SMS texts into three classes that are ham, spam, and smishing.
The model was trained on 1844 labeled messages. The features have been prepared as follows:
Two relevant features have been selected from English spam detection approaches; three new
features have been created; and 162 keywords have been extracted from the dataset and
vectorized using TF-IDF. Then the Random Forest classifier has been trained using the
prepared features, using 10-fold cross-validation. Finally, the prepared features with RF
outperformed the existing approaches that have been done for foreign languages by 6% and
achieved a 0.99 F1-score to classify Amharic SMS.
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1 INTRODUCTION

In this digital era, technologies of communication have become widespread so quickly.
This has led to the recent rapid growth of the telecommunications industry. One of the
communication mechanisms for mobile users is the short message service [1]. Short
message service (SMS) is a mechanism for the delivery of short messages over mobile
networks. The service allows sending text messages of up to 160 characters in English [2].
But it is also possible to use 8-bit and 16-bit encoding with a maximum length of 70 and
140 characters, respectively [3]. Since short message service is accessible on both smart
phones and basic mobile devices without an internet connection, it is more likely to be
read than email or other digital channels. Besides this, the volume of SMS services is

increasing day by day [2, 4].

According to Bob's report [5], by the end of 2023, active mobile subscribers will have
reached above 7 billion worldwide. In particular, Ethiotelecom, one of the telecom
operators in Ethiopia, has reached 54.33 million mobile subscribers [6]. Globally, about
96% of all mobile phone subscribers can send SMS; 90% of phone users prefer texting
over making a direct phone call; and up to 23 billion messages are sent each day [5].

Along with the volume of SMS service increasing, the telecom industry is also seeing an
increase in fraudulent activities [1, 7]. According to the Mobile Ecosystem Forum (MEF)
2019 report [8], SMS spam, SMS malware, SMS farms, and SMishing are the most
prevalent types of SMS fraud that exist nowadays. Currently, spam and smishing messages
are the most common types of SMS fraud globally [8]. As a telecom operator,

Ethiotelecom is also one of the victims of such an illegitimate short message service.

A spam message is an unsolicited or unwanted message received on a mobile phone, often
containing advertisements, promotions, and information from different sectors [9].
Smishing is the practice of sending fraudulent SMS messages on purpose; these messages
are more harmful than spam messages. Examples of smishing include free fees, rewards,
fake lottery-related content, and malicious links [9-11]. The primary purpose of spam
messages is to promote the product and deliver information to subscribers. Some users do

not really hate this kind of message, but most users get annoyed since the message was
1



sent without their permission and cause disturbance to the users; whereas the smishing
message is for the purpose of stealing personal credit, stealing the user’s bill, and
overloading the service provider's server. So this message causes financial loss, identity
theft, server overload, and so on. As a result, spam and smishing short message services
cause poor customer experiences, increase churn among subscribers, and disrupt the
productivity of SMS as a communication medium. In 2020, the Internet Crime Complaint
Center (IC3) reported over 240,000 victims of smishing costing over $54 million in losses
[12]. In order to overcome the issues, a lot of work has been done. However, most of them
have been focusing on English spam message detection. According to the diversity of the
regional message content characteristics, the methods could not perform well enough to

classify the SMS in different languages as their own.

As of our knowledge, there is no published study employed to classify SMS with Amharic
content as of 2023. Because Amharic SMS has different characteristics compared with
English SMS, the existing English SMS classification approaches may not perform well
in classifying Amharic SMS. Therefore, it is necessary to conduct a study on Amharic
content SMS text features and develop an effective Amharic SMS classification that

classifies SMS in order to address the present issues in this area.

This paper investigates the relevant features and approaches that can be used to classify

SMS texts that are written in Amharic into normal (or ham), spam, and smishing.

1.1 Statement of the problem

SMS spam and smishing are the most common types of illegitimate short message services
and have an adverse effect on mobile users by disrupting their daily lives, losing customer
privacy, causing financial loss, and so on. This will lead to a poor customer experience.
Most countries have conducted various machine learning mechanisms for their own

languages, and they could get an improved method to classify SMS text messages.

However, in order to get the relevant features, most authors have been using manual and
automated feature selection methods. The manual feature selection method is used to select
relevant features based on the characteristics of the SMS content, and the automated

feature selection method is mostly used to extract the words that can be used as features.
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In most research, count vectorizer and TF-IDF approaches, which are the most commonly
used feature extraction methods, have been used. Since Amharic SMS content has different
characteristics from foreign SMS content, the features that have been prepared manually
cannot be relevant to classifying Amharic SMS. On the other side, taking only words as
features also has negative impacts on SMS classification. SMS fraudsters mostly use
similar words with SMS spammers and normal messages, so using words alone causes
misclassification. In addition, taking all words as features also raises feature
dimensionality and feature size. So these problems can lead to lower classification

performance.

Therefore, it is necessary to study, analyze, and develop more advanced approaches to
address the current challenges. Therefore, this study investigates the multi-class Amharic

SMS classification method.

1.2 Research Question
RQ1: What is the proposed solution's performance using an RF classifier?

RQ2: What is the model performance using the existing features for Amharic SMS

classification, and how much does the proposed approach outperform?
1.3 Objective
1.3.1 Main objective

The main objective of this study is to build a model that can classify Amharic SMS into

three classes: Ham, Spam, and Smishing.
1.3.2 Specific objective

e To investigate Amharic SMS characteristics and prepare relevant features

e To develop and evaluate the performance of the selected ML algorithm



1.4 Scope

This study focuses on classifying Amharic spam SMS into three classes: ham, spam, and
smishing by analyzing text features that are present in Amharic SMS data using natural
language processing techniques. Then train a machine learning model to classify Amharic
SMS texts. The model has been trained using the spam and smishing data from

Ethiotelecom and ham messages from volunteer respondents.

1.5 Methodology

The following phases of the research methodology have been used to achieve the

objectives of this study:

Literature review: the related literature has been reviewed in order to understand the state

of arts and gaps in current SMS classification techniques.

Research problem identified: the problem statement has been identified based on the gap

in the reviewed literature.

Data collection: the input dataset has been collected from two sources that are: volunteer
respondents for ham messages, and Ethiotelecom for the spam and smishing Amharic SMS

text messages.

Data analysis: exploring the data using data visualization techniques have been conducted
to understand the content of the dataset and its characteristics.

Data preprocessing: Data have been preprocessed using natural language processing
(NLP) techniques for better quality input in the experiment. Then relevant text features are
prepared by combining manual and automated feature preparation techniques. Manual
feature preparation has been done by selecting and creating relevant features based on the
characteristics of the collected Amharic SMS. Automated feature preparation has been
done using the TF-IDF feature extraction technique to extract and vectorize the keywords
that are found repeatedly in the dataset.



Training and testing: the selected ML algorithms, namely Naive Bayes and Random

Forest, have been trained and tested using the 10-fold cross-validation technique.

Result and discussion: At the last step of the study, the model has been evaluated and a
better one selected based on performance metrics of precision, recall, and f1-score, and the

result of the experiment is then discussed.

1.6 Significance of the study

The main contribution of this study is building an ML-based multi-class Amharic SMS
classification model by identifying relevant features from the dataset. Therefore, this thesis
provides an understanding of the current approaches and their limitations. For the
telecommunication operators, particularly those in Ethiopia, it gives a better understanding
of SMS classification and gives practical suggestions that are used to classify Amharic
SMS into ham, spam, and smishing. Therefore, it is important to identify SMS messages
and support the employee’s ability to manage messages properly. In addition, it might also
be a preference for future studies on the classification of SMS for not only Amharic but

also for other languages.

1.7 Thesis organization

The rest of this thesis's content is organized as follows: Chapter 2 presents a description
of short message service, a classification method for SMS, and related works, along with
the limitations of the researchers' methods. Chapter 3 presents an overview of the proposed
system model for Amharic SMS classification. Chapter 4 presents the experimental
analysis used to build the system model. Then the experimental results and discussion are
covered in Chapter 5. Finally, Chapter 6 concludes the thesis and provides

recommendations for possible future works.



2 LITERATURE REVIEW

In this chapter, we provide an overview of related works found in the area of SMS
classification. The first section provides a description of short message service and SMS
classification; the next section presents various approaches used in SMS classification; and
the last section presents the related work.

2.1 SMS classification

SMS is a telecommunications service developed in the 1980s by Global System Mobile
for Mobile communication (GSM) for second-generation mobile networks. It allows users
to send and receive short text messages of 160 characters in English [2, 13]. There are two
forms of SMS: point-to-point and cell broadcast. Point-to-point services send messages
between mobile devices or PCs, while cell broadcast services send messages to all active
subscribers for advertising, promotion, and information delivery [3, 14]. SMS accessibility
grows due to network coverage, making it a popular communication method for mobile
users. SMS accessibility grows due to network coverage, but due to the diverse service
providers in the SMS ecosystem, fraudulent activities like spam and smishing have

become more prevalent [7, 15].

Various methods have been proposed focused on SMS classification in order to solve this
issue. SMS classification is the process of classifying SMS messages into predefined
classes based on their characteristics. It aims to build models that accurately assign
categories to new observations. There are two types of classification: binary and multiclass

classification [16].

2.1.1 Binary classification

Binary classification classifies the input into two classes [16]. In SMS classification, the
method used to detect spam is typically binary classification. The main goal is to classify

either spam or non-spam (ham) messages.



2.1.2 Multi class classification

In multi-class classification, the input is classified into more than two classes; the main
goal is to classify the input into one of the multiple classes [16]. In this thesis, SMS is

classified into three classes: ham, spam, and smishing.
I.  Ham Message

Ham messages are normal, legitimate and desirable communication. This includes
personal messages sent or received from family, friends, and others, as well as messages

received from service providers to which users have subscribed [9].
ii.  Spam Message

Spam is unwanted messages sent to a large number of users, often used for advertisements,
information delivery, and charity promotion. Some users need this kind of message in
order to get new information. However, most users get annoyed because the message fills
their inboxes with upsetting notifications, and the message is also sent without their

permission. So this annoys the users and disrupts SMS productivity as well [1, 9].
iii.  Smishing Message

Smishing, a combination of SMS and Phishing, is a harmful message delivered for
fraudulent purposes that can harm users and service providers. Malicious individuals send
SMS messages with fake prize announcements or requests for money and links to
malicious applications and webpages, acquiring personal information, contact numbers,
and so on [9, 10, 17]. Also, they send a message repeatedly to overload the service
provider's server. These messages can lead to individuals or organizations losing
information and finances, compromising the customer experience and subscribers' trust.

This will result in a poor customer experience that puts their subscribers at risk of churn.



2.2 Methods for SMS classification

There are different methods used in various studies for SMS classification. In this section,
the basic methods, such as rule-based, ML-based, and hybrid-based approaches, are

presented in each subsection.

2.2.1 Rule based system

Rule-based systems (RBS), also known as expert systems, are the simplest form of
artificial intelligence that uses rules to solve knowledge-intensive problems. These
systems rely on expert knowledge and IF-THEN statements (if the condition is met, then
the action of that specific rule is executed) but face challenges in dealing with large
problems. High rules can make problem solvers inefficient when dealing with massive
issues [17, 18].

Jain et al. [19] proposed a rule-based data mining classification method to detect smishing
messages. They have studied the various text features of smishing in the content of
messages and identified nine rules that can detect these harmful messages. They found that
the proposed approach achieved a 99% true negative rate. However, throughput and
filtering speeds are made worse by the spread of confusing words, which leads to frequent
rule updates and vocabulary growth in spam detection. This takes more time and generates
many false positives.

In order to address the challenge of throughput issues, Xia [17] presented a constant-time
complexity rule-based spam detection algorithm by using hash forest and rule encoding
methods. The algorithm included constant time processing speed and calculated logical
operators of expressions, had O(1) time complexity, and was independent of rule size and

rule term vocabulary.

However, these techniques are unable to detect unidentified spam messages since data
without an associated rule would be ignored. Rules must be added, resulting in the system

becoming more complex and performing worse.



2.2.2 Machine learning based

Machine learning (ML) is a subset of artificial intelligence (Al) that trains computers to
learn from data and improve with experience. It involves developing approaches that
iteratively enhance performance without explicit programming [20, 21]. These algorithms
are adapted to adjust parameters depending on previous performance and make predictions
about datasets. It also became popular as an approach for pattern recognition, learning
from experience, abstracting new information, and optimizing processing and output [22].
This mechanism can be grouped into three main categories: supervised, unsupervised, and
semi-supervised. In this section, we will look at the machine learning algorithms that are
applied to classify SMS.

i.  Supervised learning techniques

Most researchers have proposed different supervised learning techniques for SMS
classification based on the content, such as Naive Bayes (NB), Support Vector Machine
(SVM), Random Forest (RF), AdaBoost (AdB), and Decision Tree (DT).

Prusty et al. [23] and Choudhary & Jain [24] proposed RF to detect spam messages that
classify the SMS into spam and ham messages. Both studies used data mining to analyze
the characteristics of the collected dataset and identify basic features of spam messages
that can distinguish spam from ham messages. Different supervised machine-learning
algorithms were also used to compare the performance of the models RF, NB, DT, and
LR. Then, in both studies, RF algorithms outperformed with 99.9% accuracy and 96.1 true

positive rates, respectively.

Similarly, Jain et al. [10] used NB, RF, and LR algorithms to detect smishing messages.
The study contained two phases. The first phase was detecting spam messages from ham
messages, and the second phase was detecting smishing messages from spam messages.
The authors discovered spam and smishing features based on their characteristics. Based
on the experiment, the proposed approach with LR performed with 96% accuracy.

Besides, selecting relevant features and algorithms has a high impact on the model's
performance. Therefore, feature extraction is an important task in the prepossessing phase

in order to improve classification performance [23]. However, the studies prepared the
9



features based on the characteristics of SMS content. So due to the diversity of regional
content behavior, the features may not be relevant for others. According to this, most

authors used feature extraction methods.

Mounika & Reddy [25] used a frequent item set mining technique called the FP-growth
algorithm to gain the frequent item set and the NB classifier for classification. The other
suggested method is the Document Term Matrix to indicate the word count in the text
message, as used by Agarwal et al. [26] and Navaney et al. [27]. Both authors proposed
spam detection methods using SVM. The suggested method used the Document Term
Matrix to indicate the word count in the text message. And they used all the words as
features. Based on the experiment, the SVM algorithm performed better at filtering normal
and spam messages than RF, AdB, and NB. In addition, the TF-IDF vectorizer approach
was also used by Gupta et al. [28] and Goldena [29] to generate a dictionary. Using the
TF-IDF approach, the authors used all words as features based on the message's content
and vectorized words into vectors based on weight measure. Goldena [29] was able to
achieve RF with a 0.97 F-measure.

On the other side, Sethi et al. [30] used message length and the count vectorizer matrix as
the main features. Information gain (1G) was applied as an attribute quality metric to select
relevant features. To evaluate and compare selected classifiers, accuracy was used as a
performance metric. A 5-fold cross-validation technique was also used to evaluate the
model’s performance. They found NB to have 98.26% accuracy with both message length
and the 1G matrix and 98.44% accuracy with only the 1G matrix.

However, the majority of investigations have focused on English SMS spam detection,
which is a binary classification. When the language varies, the SMS features will also
differ. Additionally, when the number of classes increases, model performance may be
affected due to an increase in the number of words that are being confused. Therefore, we
have also examined multiclass SMS classification and related works in other languages,
including Malay [31], Indian [26], Arabic [32], and Urdu [33] in order to understand the
effects of features and ML algorithm selection on diverse languages.

Agarwal et al. [26] and Umair et al. [34] proposed MNB to classify SMS. Both studies
used two feature extraction techniques: the count vectorizer and the TF-IDF vectorizer.

10



Agarwal et al. [26] presented a spam detection mechanism for Indian languages. The Count
vectorizer is used to convert the collection of text to a matrix of token counts, while TF-
IDF is used to convert the collection of raw documents to a matrix of TF-IDF features and
vectorize the features using the TF-IDF transformer.

In order to detect both spam and smishing messages, Foozy et al. [31] proposed a
framework that is written in Malay. However, the method they applied is binary
classification, which contains two classification phases. The first phase has been done to
detect spam messages, and the second phase has been done to detect smishing messages
from spam messages. The SMS classification was examined with the NB algorithm. They
applied the feature selection technique. The feature selection was based on the studies, and
new features were prepared based on the Malay SMS characteristics. According to this,
they found the total word count, number of bi-grams and trigrams, and average number of
message lengths from the existing studies, and they added malicious URLs, phone
numbers, advertisements, and free gift keywords. They found 100% accuracy based on the

experiment.

Umair et al. [34] offered a multi-class SMS classification that classifies SMS into three
classes: friendly, spam, and services that have been written in both English and Roman
Urdu. The count vectorizer in this study was used to count the words and set a vocabulary
size limit. TF-IDF was then used to assess the importance of each word in the text (the
message). The text input was then transformed into numerical form using the count
vectorizer transformer. According to the experimental findings of Agarwal et al. [26] and
Umair et al. [34], SVM and MNB were the best classifiers among RF and AdB; MNB

achieved 98.87% accuracy for multi-class categorization, respectively.

The limitation of all these studies is that most researchers used words alone as a feature
when they used feature extraction techniques. These led to increasing feature size and

misclassification, especially in multi-class classification.

ii.  Unsupervised learning

Unsupervised learning is employed when the training data is not labeled. This analyzes

how the system can realize a function to explain the hidden patterns in the unlabeled data.
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The main task is to automatically develop classification labels. This includes clustering

and dimensionality reduction [20, 22, 35].

iii.  Semi-supervised learning

The semi-supervised learning technique uses a large amount of unlabeled data and a very
small number of labeled data sets for training. It lies between supervised learning

(completely labeled data) and unsupervised learning (completely unlabeled data) [20, 22].

Yerima & Bashar [36] proposed a system for SMS spam detection using a semi-supervised
novelty detection approach based on a one-class SVM classifier (OC-SVM). They built an
anomaly detector that learns only from normal SMS messages, thus enabling detection
models to be implemented in the absence of labeled SMS spam data. Then they found an

overall accuracy of 98%.

Overall, these machine learning techniques have the ability to autonomously adapt with
minimal human involvement. This technique has the capability to train on smaller datasets
and minimize training duration. Therefore, in light of the advent of the big data era,
machine learning has experienced a transformation towards a more sophisticated form,
known as deep learning. Deep learning is also one of the methods used for SMS

classification.

iv.  Deep Learning based approach

Deep learning (DL), a branch of ML based on artificial neural networks (ANNS) that have
the capability to learn complex patterns and relationships in data, has gained popularity
due to the availability of processing power and big data. The deep learning algorithms use
interconnected nodes to process and transform data, thereby learning hierarchical patterns

and features without the need for manual feature engineering. [37, 38].

Although machine-learning mechanisms have been implemented and have proven
successful filtering methods for spam messages, their computational efficiency is still an
issue because of the increasing number of spam messages and the mishandling of huge
amounts of data [39]. Therefore, a deep learning mechanism has been proposed by
different researchers to overcome these issues.

12



Roy et al. [40] proposed a framework based on deep learning methods to classify SMS
spam and non-spam messages based on text data only. Specifically, the CNN and LSTM
models were employed. Then, experimental analysis was done with balanced and
imbalanced datasets, and the result showed CNN outperformed LSTM. In order to improve
the performance of the DL mechanism, natural language processing has been applied by
Hikmaturokhman et al. [41] for text preprocessing. The author applied Dense Network,
LSTM, and BLSTM classifiers and found that the Dense Network model has 95.63%

accuracy.

Beside this, some authors presented performance comparisons between supervised
learning and deep learning mechanisms to suggest techniques that are more accurate in
order to classify SMS based on the existing filter methods [4, 39, 42, 43].

Authors’ Aditya et al. [42] and Alzahrani & Rawat [43] presented a comparative study
between machine learning and deep learning classifiers using Tf-idf to compute the
difference between each word between spam and ham. The selected algorithms were
evaluated based on accuracy, precision, and recall. They found a deep learning classifier:
CNN outperformed the selected ML classifiers (SVM, NB, RF, and AdB). Similarly,
Gadde et al. [4] used three different preprocessing techniques, namely: count vectorizer,
TF-IDF, and hashing vectorizer, for pre-trained word embedding. Then, a comparison
between ML and DL was done, and they found that DL with the LSTM model

outperformed with a detection accuracy of 98.5%.

The authors, Annareddy & Tammina [39], also used CNN and RNN classifiers to identify
and classify the spam messages. Then they compared the selected classifiers' accuracy.
RNN achieved more accuracy than CNN, with 97.8%. However, deep learning
mechanisms are complex, require large amounts of data to train, and require specialized

hardware like GPUs and TPUs to perform well.
2.2.3 Hybrid approach
The hybrid approach is a combination of two or more techniques or methodologies to

improve data analysis and create a new and better model [32].
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Sable & Kalavadekar [44] proposed a hybrid approach that contained supervised and semi-
supervised learning algorithms such as the Nave Bayes classifier and the Apriori algorithm
to detect spam messages. The method was logically founded. This approach was developed
to address the drawbacks of NB. Therefore, the Apriori algorithm frequently separates

individual items. However, the studies did not present experimental results.

Hassan & Mahmood [45] and Ghourabi [32] proposed a hybrid deep learning method for
classifying SMS that is a combination of CNN and LSTM called Convltsm. Hassan &
Mahmood [45] proposed a system based on sentiment analysis for short text messages.
Ghourab [32] presented a method for identifying spam messages based on the content of
messages written in Arabic and English. They applied TF-IDF and used word embedding
to map semantically similar words and represent words in a text using real-number vectors.
The experimental evaluation of the proposed approach has shown that the construct

achieved an accuracy of 98.37% and an F1-Score of 91.48%.

Overall, according to the literature, deep learning outperforms supervised machine
learning techniques. However, it requires a huge dataset and high computational resources.
Because our SMS dataset is small and not complex, we have selected supervised learning
algorithms to reduce computational resources. Accordingly, the related work with our

proposed approach is presented in Section 2.3.

2.3 Related works

In this study, we have conducted a systematic literature review on short message service
classification by gathering English-language publications from IEEEXplore,
ScienceDirect, and Google Scholar that were published between 2014 and 2022 G.C. The
literature reviewed includes studies that have done manual and automated feature

preparation for binary and multiclass classification.

Jain et al. [10] identified the spam and smishing features manually based on their
characteristics in order to detect spam and smishing messages. But the study contained two
phases. The first phase was detecting spam messages from ham messages by identifying
11 spam message features, and the second phase was detecting smishing messages from

spam messages by identifying 5 features of smishing messages. In order to calculate the
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importance of prepared features, the author used the 1G matrix. Their approach achieved
LR accuracy of 94.9% for spam detection and 96% for smishing detection. However, this

study is a binary classification, even if they identified spam and smishing messages.

Prusty et al. [23] and Choudhary & Jain [24] analyzed the characteristics of the collected
dataset and identified ten and nine basic features, respectively, that can distinguish spam
messages from ham messages. They have used word clouds to study the characteristics of
the contents of SMS. Both authors then used RF, NB, DT, LR, and J48 algorithms to select
the best one for their proposed approach. From the selected classifiers, RF algorithms
outperformed with 99.9% accuracy and 96.1 true positive rates, respectively, in both

studies.

On the other hand, most researchers used automated feature preparation mechanisms by
using TF-IDF feature extraction techniques and then used the extracted keywords as a
feature to classify short message services.

Gupta et al. [28] and Goldena [29] used the TF-IDF vectorizer approach to extract and
vectorize keywords. Using the TF-IDF approach, the authors used all words as features
based on the message's content. Then Goldena [29] was able to achieve a 0.97 F-measure.
In addition, Agarwal et al. [26] and Umair et al. [34] have also used the TF-IDF vectorizer
to convert the collection of raw documents to a matrix of TF-IDF features and vectorize

the features.

Besides, some authors have used the features that were prepared by combining manual and
automated feature preparation mechanisms. Sethi et al. [30] used message length and the
count vectorizer matrix as the main features. Information gain (1G) was applied as an
attribute quality metric to select relevant features. However, the experimental results show
the NB model achieved a higher accuracy result when they used the IG matrix alone rather

than using both message length and the 1G matrix as features.

Foozy et al. [31, 46] proposed a framework to classify SMS in 2014 and 2019 that were
written in Malay. In the first study, Foozy et al. [31] developed dual classification methods
to detect spam and SMS phishing messages. The first classification has been done to detect

spam messages from ham messages, and the second classification has been done to classify
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the spam messages into scams and SMS phishing (smishing) messages. In order to develop
a framework, they prepared the features based on the characteristics of the Malay SMS by
selecting the features from the generic features of previous studies and creating additional
new features. According to this, they found the total word count, number of bi-grams and
trigrams, and average number of message lengths from the existing studies, and they added
malicious URLSs, phone numbers, advertisements, and free gift keywords. They found NB
to have 100% accuracy. In the second study, these authors proposed a framework to detect
spam messages using NB. The study contained only one classification phase. In this study,
the authors added payload features to the generic features. The payload features contained
a list of frequencies of words extracted using Java programming. And they found 99.4%

accuracy.

In general, most relevant works on detecting spam SMS messages with foreign language
content have used features based on SMS content and feature extraction techniques. Most
authors used manual features or keywords alone, except Foozy et al. [46]. Many of the
features they created are not relevant due to the differences in SMS characteristics.
Additionally, using keywords alone to categorize SMS has negative impacts on model
performance. Therefore, by identifying relevant features using both manual and automated
mechanisms, the proposed approaches have been implemented. Based on the studies,
among supervised machine learning algorithms, support vector machines (SVMs), random
forests (RF), and naive bayes (NB) outperformed other supervised learning methods like
logistic regression (LR), decision tree (DT), and k-nearest (KNN) to classify SMS
messages. Since SVM is used for binary classification and our study is multi-class
classification, and the feature preparation method we used was both manual and
automated, we selected RF supervised learning algorithms. In addition, to extract relevant

features for Amharic SMS classification, we used the TF-IDF feature extraction technique.
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3 PROPOSED SYSTEM MODEL

In this study, we propose an Amharic SMS multiclass classifier using machine learning
techniques. This chapter describes the proposed system model, including the main
activities and why we used them. Our approach aims to examine the collected dataset,
identify relevant features, and build a model capable of classifying Amharic SMS.

3.1 System model

The proposed system model shows the steps that we have followed to achieve the objective
of this study. There are four basic components. These include data collection and
preprocessing, model training, and evaluation. The main tasks under the data collection
and preprocessing module is first, collect the data from a couple of sources that are
Ethiotelecom and volunteer respondents; and second, data cleaning and feature
preparation, which are used to get clean data and relevant features to feed the machine
learning classifier in order to help improve the classification performance. The model
training component is used to teach the machine to recognize patterns in the data to classify
the Amharic SMS text into ham, spam, and smishing. Then the model evaluation
component evaluated the model. Figure 3.1.1 illustrates an overview of the proposed

system model architecture. The details of each component's activities are presented below.
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Figure 3.1-1: Proposed system model architecture

3.1.1 Data collection and preprocessing

The system model takes the Amharic SMS content as input for training. A dataset is
important for model training and building. However, it was difficult to obtain the content
of normal SMS (ham message) data from Ethiotelecom due to the customers' privacy and
security policies. Thus, we have used two data sources to obtain the dataset for the
experiment's purpose: Ethiotelecom for spam and smishing messages and volunteer
respondents such as family, friends and coworkers for normal (ham) messages. In total
923 ham SMS texts, 413 spam SMS texts and 508 smishing SMS texts have been prepared

for the model training.

The next step of the proposed system model after collecting and preparing the dataset is
preprocessing, which involves data cleaning and preparing features. The raw dataset may
contain noise and irrelevant data. In order to ensure that the data is free from unrelated
data and features, preprocessing the data is a crucial step in machine learning, which helps
to get relevant features and improves the model's performance. Therefore, in this study,
data cleaning and feature preparation are the main activities that have been used in the data

preprocessing step.
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i. Data cleaning

Data cleaning involves removing or replacing irrelevant parts of data. The purpose of this
task is to remove unnecessary words and symbols from the text messages to get relevant
features easily. Normalization, punctuation mark removal, and stop word removal are done

in the task of data cleaning.
ii.  Feature preparation

Feature preparation is an important task in this study because, in order to build
classification model, relevant features are needed. In this phase, feature preparation is
conducted through feature selection, creation, and extraction methods. After we got the

relevant features, we combined them to feed the selected classifier.
3.1.2 Model building

As we describe in Chapter 2, Machine learning (ML) model building is the process of
creating a model that can learn from data and make classifications on new, unseen data.
To learn and evaluate the model, training and testing datasets and performance metrics are

needed.
I.  Training and Testing

Training and testing datasets are used to build a model. The two datasets constructed from
the obtained dataset are built using random sampling and are independent of one another.
The training dataset is used to train the classification model on how to recognize patterns
in the data, while the testing dataset is used to evaluate how the model performs when
applied to new or unseen data. For the purpose of SMS classification in this study, cross-

validation techniques were used to evaluate the classifiers.
ii.  Performance metrics

Performance metrics are used to compare the performance of selected classifier. In this
study, precision, recall, and F1-score parameters are examined to measure the performance

of the proposed model.
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3.1.3 Evaluation

In general, machine-learning methods are divided into supervised, unsupervised, and semi-
supervised ML techniques. For this study, we have selected Random Forest from
supervised learning algorithm. However, in order to compare the existing approaches with

the proposed approaches, we have also used the Naive Bayes classifier.
i.  Naive Bayes Algorithm

Naive Bayes (NB) is a supervised learning algorithm based on Bayes' Theorem, assuming
each feature is conditionally independent. Naive Bayes classifies datasets using

probabilities of each attribute belonging to each class in the training set [47, 48]. According

. X .
to Bayes’ theorem, the probability that we want to compute, P (;) can be expressed in

terms of the probabilities P(X), P ( ) and P(Y) as

Y
X

(x) _POO.P (%) -

P¥) = P(Y)
Where

e P(X|Y) is a posteriori probability of X conditioned on Y
e P(X) is the a priori probability of the class label X

e P(Y|X) is a posteriori probability of Y conditioned on X
e P(Y) is the a priori probability of Y

However, NB assumes that all features are independent, which is rarely the case in
practice. So it may miss interactions or dependencies between features. This may cause
incorrect classification results [47]. But, in most research, NB performs better than other
supervised ML techniques, especially when they use keywords as a feature. The NB
algorithm is simple to understand, easy to implement, and fast, making it suitable for real-

time classification and not sensitive to irrelevant features [48].

ii.  Random Forest Algorithm
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The random forest (RF) classifier is a supervised learning technique that can be applied to
multiclass classification issues. First proposed by Leo Breiman in 2001 G.C, it comprises
multiple independent decision trees. The decision trees are built from random data
samples, and predictions are obtained from each tree. Following that, the best solution is
determined by popular vote [49]. The Figure 3.1.2 shows the conceptual framework of the

RF algorithm.

Recognition phase
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Training [ Randomization [+ SubsetS1 14 Euﬁ;? e M C;:?ﬂ:;ﬁon
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Figure 3.1-2: Conceptual framework of random forest classifier [49]

As shown in Figure 3.1.2, in training datasets, the random operation is used to select
feature subsets based on the number of elements in each. Then create multiple decision
trees, and each tree will produce classification output. Finally, the RF model combines

each decision tree's outputs to make a final classification.

The RF classifier used to overcome the overfitting problem in decision trees and the rapid
random operation build process of each single decision tree also allow for parallelization,
which increases classification speed and improves the classifier's performance. However,
because each tree must make a prediction, this technique is relatively slower than other

classification algorithms [49, 50].

Among various studies for SMS classification, RF outperformed the other supervised ML
when the features were prepared manually based on the characteristics of SMS. This is
because each tree uses a set of randomly selected features and a random subset of the

training data. The final classification is made by taking the majority vote of the
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classifications in all the decision trees. As a result, the random forest classifier takes

advantage of randomization to improve accuracy and prevent overfitting.

In summary, this chapter has discussed the proposed system model, which contains steps
we take to get ready for the next chapter on experiments. The data has been collected and
preprocessed. Then the feature preparation phase contains feature selection, feature
creation, and feature extraction techniques. The selected classifier, RF, has been trained
and tested using 10-fold cross-validation to build a model that can classify whether a new
message is spam, smishing, or a ham. At the end, we can get the classification results.

Therefore, Chapter 4 will discuss how we put these steps into practice.
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4 EXPERIMENT

This chapter focuses on the experiment to discuss the experimental setup and the
implementation procedure- which contains how the dataset has been collected, analyzed,

prepared relevant features, and built the model for experimentation.

4.1 Tool

For the experiment, Toshiba laptop has been used as the hardware technology, with the
specifications of an Intel(R) Core(TM) i3-5005U CPU @ 2.00 GHz and 4.00 GB of RAM
with Windows 10, a 64-bit operating system. According to the software specification, the
Python programming language (Version 3.11.2) on a Jupyter notebook has been applied

to visualization, preprocessing, and model training.

4.2 Dataset Description

The data sources of this study are volunteer respondents and Ethiotelecom. In order to
collect the normal (ham) message, a Google Form link has been created and sent to
respondents through Email and Telegram. The respondents have been asked to submit their
personal Amharic-written SMS, either ones they send or received. Then 923 ham Amharic
messages have been gathered from willing respondents. Additionally, 1040 smishing
messages and 413 spam messages were obtained from Ethio-telecom. The dataset was
presented in Excel format. In the original smishing dataset, Arabic, English, and more
languages were included. So we manually filtered out non-Amharic messages. As a result,
508 Amharic smishing messages have been obtained. The number of collected dataset is
presented in Table 4.2.1, and Figure 4.2.1 shows an example of the collected Amharic
SMS.

Table 4.2-1: Total collected Amharic SMS

Message Type Number of message
Ham 923
Spam 413
Smishing 508
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As a result, our study has been using a total of 1844 Amharic SMS data. All of the content

is labeled as ham, spam, and smishing.

Label Message

0 ham AF™T ATRY FCET
1 spam LEFFT hasgineAT 00 043 ThiL LT b nhedifPF ot
ham AH Ahia- FAF AF LOT ANET AEERT PHND-

smishing @& 2MEF? 040 AseeNd +oeCmPal DR RESP FRCIET Aeomf.

o M

smishing He fM@e b7 zare yewetaw eta 17, 61 2549 35

Figure 4.2-1: Sample collected dataset

As the above figure 4.2.2 shows, our dataset contains two columns: "Label” and
"Message”. The label column includes spam, ham, and smishing. The text message's

contents are set in the message column.

4.3 Data visualization

Data visualization is an important tool for understanding the dataset and making decisions.
In this phase, word clouds and analytical visualization techniques have been used to better

understand our data set.
4.3.1 Word cloud

A word cloud is one of the text visualization techniques that is comprised of words
randomly distributed throughout the figure. In a word cloud, the size of each word
corresponds to its frequency in the text. Words that appear more frequently in the content
are shown in larger font sizes, while words that appear less frequently are presented in
smaller text sizes. The word cloud is used to show the frequent words in the content and
helps to understand the content of the data in the message. As the below figure (figs. 4.3.1
- 4.3.3) shows, there are district words that frequently appear in the message. Some

common words like (N@P+NNCIAMILLM-AIRMC etc.) are unique, appearing only in
ham, spam, or smishing. These unique words are known as “keywords”, which are useful

in determining whether the message is ham, spam, or smishing. However, some common
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words like (AT EANTPIMLIPIALTIC etc.) are not unique words that are found in ham,

spam, and smishing data; these are known as *'stop words™". So it should be removed to

focus on the more important keywords.
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Figure 4.3-1: Ham word cloud
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Figure 4.3-2: Spam word cloud
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Figure 4.3-3: Smishing word cloud

As we observed in the word cloud, many types of data are found in the dataset, including
unique words, common words, numbers or digits, Latin words, and alphanumeric data.
Therefore, in order to understand the content differences between each category, analytical

visualization is used.
4.3.2 Analytical visualization

This technique provides the information numerically. The analysis begins with
understanding how much data was collected for the experiment in percentage. From the
total of 1901 Amharic SMS collected, 50% were ham messages. 22% spam and 28%
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smishing data were used for this study. The pie chart shows the result of the received

dataset in percentage in Figure 4.3.4.

Percentages(%s) of ham, spam and smishing text messages

mHam
B Spam

W Smishing

Figure 4.3-4: Percentage of ham, spam and smishing message

After that, based on the word cloud that we used to try to understand the characteristics of
the content, we then compared the proportion of the data that was found in each category.
For instance, Latin words and numbers (such as phone numbers, dates, short codes, etc.)
exist in ham, spam, and smishing. But according to the spammers and non-spammers art
of writing, the proportion of Latin words and numbers they used is different. Figure 4.3.5
illustrates the difference among the categories analytically according to the average
number of words, digits, special characters, and Latin words found in the labeled data.
This makes it easier for us to understand the distinction between the contents of the data

in each category.
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Figure 4.3-5: Differences between ham, spam and smishing analytically
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The finding shows the smishing data typically contains more digits and special characters
than spam and ham, with the smishing messages typically having an average number of
digits of about 17 digits, while spam is 3.8 and ham messages tend to have an average of
0.4 digits. Similarly, spam typically contains more Latin words (A-Z/a-z) than smishing
and ham. The number of words in spam and smishing messages is higher than that of ham
messages by 3/5t" and 3/10t" respectively. This shows that there are differences in the

characteristics of ham, spam, and smishing messages.

4.4 Data cleaning

In this experiment, normalization, punctuation marks removal, and stop word removal

were applied to clean the dataset.
4.4.1 Normalization

In the Amharic writing system, there are various characters that have similar sounds,
known as homophones, and there is no consistency in using them. This results in being
unable to find the unique words that can identify the message as ham, spam, or smishing.
As we observed in the word cloud, the word ‘Am’ for instance, is written as 6m but there
IS no meaning difference between the two words. It leads to an increase in feature size as
well. So in order to avoid the unnecessary representation of a given word in different
formats, normalization is important. In this phase, characters that have similar sounds in
several forms were replaced by their equivalent orders. The normalization for Amharic

characters is presented in Table 4.4.1.

Table 4.4-1: Amharic normalization

Characters to be replaced Canonical form
Yihihiviy (ha) U

W (se) N

RI0I% (a) A

B (tse) 2

M. (wu) -
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4.4.2 Punctuation mark removal

When sending an SMS, many punctuation marks are used. However, the most common

punctuation in the Amharic writing system for SMS is the word separator (: AT 1%),
sentence end marker (:: A1 17%1), comma (%), colon (: 1MA AZH), semi-colon (¢ &C1N

N<M), and some punctuation such as question mark (?) and dot (.) also used in Amharic
SMS. Therefore, the specified punctuation marks are removed in this phase. The main
reason that punctuation mark removal is needed in this experiment is to reduce the number

of symbols that are commonly found.
4.4.3 Stop word removal

Stop words are highly frequent words but are found in each category, so they do not carry
significance to distinguish them. In fact, the standard stop word list is not available for
Amharic SMS; stop word list preparation was one of the tasks in the study. Figure 4.4.1
shows some of the common words that are found in ham, spam, and smishing messages

along with their frequency.
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Figure 4.4-1: Frequency of common words

As shown in figure 4.4.1, the words (e.g. N2 1@ ANNE NI PI 77HAN: APAANT etc.) are

frequently used in ham, spam, and smishing. Therefore, these words are not used to
differentiate the message. In this experiment, 106 stop words were identified and then

removed from the message. This helps to find keywords.
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4.5 Feature preparation

In this phase, feature selection, feature creation, and feature extraction have been applied

in order to prepare relevant features.
45.1 Feature selection

Feature selection is the process of selecting more relevant features that contribute to
improving the classification performance of a model. In this phase, we selected relevant
features for classifying Amharic SMS from the current approaches carried out for English
SMS spam detection. According to the literature, most researchers discovered generic
features for English SMS spam detection based on the characteristics of the message. The

top nine generic features for identifying English spam are listed in Table 4.5.1.

Table 4.5-1: Generic features for English spam detection

Features Feature name

F1 Mathematical symbol

F2 Presence of dot

F3 URL

Fa Presence of special symbol

F5 Upper case

F6 Phone number

F7 Number of words

F8 Message length

F9 Keywords (Amharic keywords: Am? A&A etc.)

The letter "F" stands for feature. As stated in Table 4.5.1, not all features are relevant for
categorizing Amharic SMS. Therefore, the Random Forest method (RF) has been
employed as a quality metric for features in order to identify more relevant features for

Ambharic SMS classification.
i.  Random Forest Feature Importance

The feature's importance describes which features are relevant. By using feature selection,
you can analyze the quality of each feature and remove irrelevant ones. It can aid in a

better understanding of the problem that has been handled and lead to model
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improvements. With the help of random forest feature importance, we selected the relevant

features from the generic features.

The random forest feature importance can be computed with the built-in RF, permutation
method, and SHAP values. we used permutation-based feature importance. Permutation-
based feature importance is used to overcome the limitations of default RF, as it requires
training and validation, and the performance of the model will be calculated by each
feature being randomly shuffled as part of the process. The below Figure 4.5.1 shows the

importance of Generic features using permutation method

Features

0.0 0.1 0.2 0.3 0.4 0.5
Random Forest Feature Importance

Figure 4.5-1: Importance of Generic features using RF-Permutation method

The result obtained through RF-Permutation feature selection methods, as shown in Figure
4.5.1, shows that the two features F7: message length and F8: number of words can

contribute more than others to classify Amharic SMS.
45.2 Feature Creation

Since Amharic spam and smishing message characteristics differ from those of spam in
other languages, it is important to create additional features that can be used to help the
model classify the Amharic SMS as ham, spam, or smishing. This is why we analytically
analyze our dataset. We then created three new features: the numbers of Latin words,

special characters, and digits.
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45.3 Feature Extraction

Feature extraction transforms raw data into numerical features. Through this, the
dimensionality of raw data would be reduced into numerical features that could be read by
models. Bag of words (BOW) and TF-IDF are two common feature extraction techniques.
According to many studies, the TF-IDF technique is better for extracting keywords and
vectorizing them. In this study, the most frequent words (keywords) were extracted and

vectorized using the TF*idf extraction technique.
i. TF-IDF

TF-IDF stands for term frequency-inverse document frequency. It is one of the feature
extraction techniques used for analyzing the importance of words in given data. TF-IDF is
used to identify the words that are most important to a given message by measuring how
frequently they appear in that message, comparing it to how frequently they appear in the
larger corpus, and ranking their relevance. After calculating the weights of the words in
the text, TF-IDF forms a digital vector, which is the feature vector of the text. This helps

the model read the data. This feature extraction method uses the following methods:
TF — IDF(t,d) = TF(t,d) * IDF(¢t) (4.1)
Where: -

tisterm

e dis document
e TF is the number of instances of a term in a single document only;
e IDF of the word is the number of documents in the corpus separated by the

frequency of the text.

For this study, the number of occurrences of words above 10 times was selected as a
keyword; therefore, a total of 162 most frequent keywords have been applied to Amharic
SMS classification. Table 4.5.2 presents some of the most frequent words with their

occurrence, and Figs. 4.5.2-4.5.4 show those keywords in the word cloud of each category.

31



Table 4.5-2: Samples of high frequent words with their frequency

Words Occurrence Words Occurrence Words Occurrence
AM 91 AT+ 51 Al 42
AR 86 7% 49 aHeE 38
LRMm K 86 fetd 47 a0 EC 37
nae+NNC 68 goy 47 1NC 28
$¢ 65 nmge 44 N+ 27
2AN 57 A7 44 11C 27
NaeAn 52 €MC 43 NN 23
= ”{ig /U

As we can see from the word cloud, the unique words (keywords) are used to distinguish
between ham, spam, or smishing. This shows how the most common words are entirely

distinct from one another. Due to this difference, it is likely that our classifier will have
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Figure 4.5-2: Ham keywords
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strong keywords to differentiate the classes.

As a result, based on the characteristics of the Amharic SMS, we prepared three new
features and two existing features from generic features. Additionally, 162 keywords have
also been applied in this experiment. The relevant features that have been used for the

study are shown in Table 4.5.2.
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Table 4.5-3: Features for Amharic SMS classification

Feature preparation method Feature name
Feature selection from the state of Message length
the art Number of words

Number of special characters

Feature creation Number of Latin words
Number of digits
Feature Extraction Keywords (162 most frequent words )

After preparing those features, the importance of the features has been calculated using the
RF permutation method to analyze which features have a high amount of information and
the greatest contribution to the classification of Amharic SMS. The rank of the prepared

feature's importance is shown in Figure 4.5.5.

rnum_digit

message_len

num_words

Features subset

num_special_char

num_latin_word

F T T T T T T T
0.00 0.05 0.10 0.15 0.20 0.25 0.30 0.325
Random Forest Feature Importance

Figure 4.5-5: Importance of prepared features using RF-permutation

Figure 4.5.5 shows the contribution of the prepared features based on the characteristics
of Amharic SMS: number of digit, message length, number of words, number of special
characters and number of Latin words for model performance in descending order. After
understanding the features importance, we combined these five prepared features with
keywords using numpy.hstack() function, making it possible to stack the sequence of input
arrays horizontally to make a single array.
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4.6 Cross validation

After the relevant features were prepared, the cross-validation technique has been applied
to train and evaluate the model. Cross-validation is a technique used to evaluate the
performance of a model. The basic idea is to divide the data into two sets: the training and
the testing dataset. A training set is used to train the model, and a testing set is used to test
the model’s performance. The cross-validation technique is performed by partitioning a
dataset into multiple subsets, or "folds". Therefore, in this experiment, the 10-fold cross-
validation technique has been used, where the dataset is divided into 10 equal-sized folds.
The model is trained on nine folds and tested on the remaining fold. This process is
repeated 10 times. This method reduces the overfitting risk of the model.

4.7 Performance Measures

Since our dataset is imbalanced, we used macro average of precision, recall and f1 score.
In multi class classification there are many classes to be predicted. So precision and recall
is calculated for each class in the data set individually. So the specific class treated as
positive and all other classes treated as negative in multiclass classification. Therefore,
these performance metrics are calculated using True positive (TP), True negative (TN),
False positive (FP) and False negative (FN).

e TP (True Positive): Correctly identified classification for each class means it
classified ham, spam and smishing classes correctly.

e TN (True Negative): Correctly rejected classification for certain classes. i.e for class
spam, the model rejects the ham message and smishing message (classify the ham and
smishing message not spam message).

e FP (False positive): incorrectly identified prediction for certain class. i.e for class
spam, the model identifies ham message as spam or smishing message as spam
message.

e FN (False negative): incorrectly rejected to certain classes. i.e. for class spam, the

model rejects spam messages (predict spam message not spam).
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Since this research has been focusing on classifying SMS as ham, spam, and smishing, FP
and FN have critical impacts on the model. So both precision and recall have been

evaluated.

Precision: is a proportion of occurrences out of all instances that the model properly
classified as belonging to a particular class. It measures the model’s ability to correctly
identify instances of a particular class. Equation 4.2 is used to express precision

mathematically.

. e TPclassa
Precision = 4.2
ClassA TPclassat FPclassA ( )
Recall: is proportion of instances in a class that the model properly classified out of all
occurrences in that class. It measures the model’s ability to identify all instances of a

specific class. Equation 4.3 is used to express precision mathematically.

TPciassa
Recall = 4.3
ClassA TPciassat FNclassA ( )

When FP classification is critical, precision is good metrics, whereas when FN is critical
the recall measure is good metrics. Therefore, to consider both performance metrics F-

measure is good performance metrics.

F1-Score (F-measure): It is the harmonic mean of precision and recall. It is a better metric
to choose if a balance between precision and recall is needed. Equation 4.4 is used to

express precision mathematically.

2(Precisionxrecall)cigssa

F1 — Scorecigssa = (4.4)

Precisioncigssa+ Recallciassa

Macro-average: The macro-average is determined by calculating the precision, recall, and
f1-score for each class and then averaging those values over all classes. The main benefit

of this metrics is that it provides equal weight to each class.

Therefore, in this study, we used macro average for precision, recall and fl-score to

calculate the outcome since it determines the average values of each measure for each
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class, and because our dataset is imbalanced, we used F-measure along with macro average

to evaluate the proposed ML model.

4.8 Experiment Setup

In this study, three experiments have been implemented. The first two experiments were
conducted to address the research questions (RQs) of this thesis. The final experiment was
conducted to gain more insight on the impact of features on model performance.

Experiment 1: The proposed approach experimentation with RF

The first experiment has been implemented using proposed approach with RF classifier.
This experiment aims to evaluate the model’s performance when we used the prepared

features; that will respond to RQ1.

Experiment 2: Evaluating the model performance using existing features and

compare with the proposed approaches

This experiment has been done to show the performance of the model when we applied
the existing features to an Amharic SMS dataset and compared with the performance of
the proposed approach. The experiment has been conducted using three scenarios. The
first scenario is implemented using words as a feature that is extracted by TF-IDF. The
second scenario is implemented using generic features. As we described in the feature
selection section in Table 4.5.1, the generic features used for English SMS classification
have been applied to classify Amharic SMS. And the third scenario is implemented to
compare the model’s performance using the prepared features and the existing features.
According to the literature, the features that were extracted by TF-IDF performed well by
the NB classifier. Whereas, the features that are prepared manually based on characteristics
performed well by the RF classifier. Therefore, in this experiment, we have used two ML
classifiers, NB and RF, to evaluate the model’s performance when we applied the existing
features. This experiment aims to show the practical limitations of the existing methods
performance for classifying the Amharic SMS and to show how much more effective the
proposed approach was than the existing ones in terms of the correctness of classifying
SMS; that will respond to RQ2.

36



Experiment 3: Evaluating the model performance using the prepared features

separately

This experiment has been implemented to show what the model performance when the
study's prepared features are used separately. This contributes to a further understanding
of how the features impact the model's performance. three scenarios were used in this
experiment. The first scenario has been implemented using only 162 keywords that
appeared the most frequently in the dataset. The second scenario has been developed using
the two features—message length and word count—that were selected from the generic
features of English SMS classification and three features that have been created based on
the characteristics of Amharic SMS in the feature preparation (that was the number of
digits, special characters, and Latin words). This scenario has been done to show how well

the model performs when those features are combined.
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5 RESULT AND DISCUSSION

This chapter discusses the results of model experimentation. All experiments were
measured using precision, recall, and F1-score along with a macro average. Precision tells
us how accurate the model is when it classifies a positive result. A high precision score
indicates that the model is good at classifying true positives and not misclassifying
negatives as positives. While recall tells how well the model can identify positive results,
a high recall score indicates that the model is good at identifying all the positives, even if
it misclassifies some negatives as positives. The F1-Score is a precision- and recall-
weighted average. It is a measure of the model's accuracy that considers both precision

and recall.

5.1 Experimental result
Experiment 1: The proposed approach with RF

Table 5.1.1 shows the experimental findings for each class of precision, recall, and F1-

measure of the proposed approach with an RF classifier.

Table 5.1-1 : Proposed approach with RF
Performance metrics

Class Precision Recall F1-Score
Ham 0.99 1.00 0.99
Spam 1.00 0.98 0.99
Smishing 0.99 0.98 0.99
Macro average 0.99 0.99 0.99

Based on the result of the experiment 1, the proposed approach with RF achieved precision
0.99, which means 99% of the returned results are correct. The recall of the model is 0.99,
which means 99% of the actual positive instances are correctly identified by the model.
The F1-score of the model is 0.99.

Experiment 2: Evaluating the model’'s performance using existing features and

comparing it with the proposed approach

Scenario 2.1: Words only (Tf-1df approaches) with NB and RF classifiers
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Table 5.1.2 shows the result of the NB and RF model's performance for each class when

the model trained using words alone which extracted and vecorized by Tf-1df.

Table 5.1-2: Extracted words (Tf-1df)

Performance metrics

Algorithms Precision Recall F1-Score
NB 0.93 0.93 0.93
RF 0.89 0.89 0.89

As shown in Table 5.1.2, the NB achieved 0.94 F1-Score and RF achieved 0.89 when we
applied words as a feature. Therefore, using words alone as a feature with NB could
classify Amharic SMS better than RF by 5.3%.

Scenario 2.2: Generic features

Table 5.1.3 shows the result of the NB and RF model's performance for each class when
the model trained using the generic features.

Table 5.1-3: Generic features on Amharic SMS classification
Performance metrics

Algorithms Precision Recall F1-Score
NB 0.53 0.29 0.20
RF 0.93 0.93 0.93

As shown in the above Table 5.1.3, the top nine generic features prepared for English SMS

classification with RF achieved 0.94 F1-score.

Therefore, the existing approaches using the features of extracted words with the NB
outperformed the RF in classifying Amharic SMS by 5.3%, and the existing approaches
using the generic features with the RF outperformed the NB by 78% in classifying
Ambharic SMS.

Scenario 2.3: Comparative study

The below figure 5.1.1 presents the comparative study of the model’s performance of the

existing and proposed approaches to classifying Amharic SMS.
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Figure 5.1-1: Comparative study of the proposed approach with existing approaches

As shown in Figure 5.1.1, using extracted words as a feature with the NB classifier
performed and using generic features of the existing features with RF achieved 0.93 F1-
score; and the proposed approach using an RF classifier achieved a 0.99 F1 score. This
shows that the proposed method, which was prepared based on the characteristics of
Amharic SMS and extracted keywords using Tf-l1df with an RF classifier, outperformed
the extracted word-based approach and the generic features by 6%. Therefore, the
proposed approach to classifying Amharic SMS has achieved the best result compared to

the existing approaches that were done for foreign languages.

Experiment 3: Evaluating the model performance with the prepared features in this

study separately.
Scenario 3.1: Most frequent words (162 keywords)

Table 5.1.4 shows the result of the proposed model's performance for each class when the
model trained using only 162 keywords that appeared the most frequently in the dataset.

Table 5.1-4: RF performance with 162 keywords only
Performance metrics

Class Precision Recall F1-Score
Ham 0.91 0.88 0.95
Spam 0.86 0.83 0.84
Smishing 0.96 0.86 0.91
Macro average 0.91 0.89 0.90
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Scenario 3.2: selected and created features

Table 5.1.5 shows the result of the RF model's performance for each class when the model

trained using both selected and created features total of five features.

Table 5.1-5: RF performance with selected and created features
Performance metrics

Class Precision Recall F1-Score
Ham 0.98 0.99 0.99
Spam 0.99 0.95 0.97
Smishing 0.97 0.98 0.98
Macro average 0.98 0.98 0.98

Based on the result of scenario 3.1 and 3.2 in experiment 3, the result of model’s
performance to classify Amharic SMS is presented graphically in figure 5.1.2.

The model's performance using prepared features separately
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Figure 5.1-2: The prepared features performance

As the above figure 5.1.2 shows, using only the most frequent keywords with the NB
classifier achieved lowest performance with achieved 0.9 F1-score. When both selected
and created features were used, the model achieved better performance with an 8.1%
improvement than using keywords alone. However, when we add the keywords on the
prepared features in scenario 3.3, the proposed approach can improve the model's
performance by 1%. As a result, the proposed approach, which is the combination of
scenarios 3.1 (keyword-based approach) and 3.2 (combination of selected and created
features), has the greatest F1-Score of 0.99, which is close to 1. Therefore, using relevant

features together rather than separately helps get an improved result.
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5.2 Discussion

The main aim of this thesis was to build a model that can classify Amharic SMS into three
classes. According to the studies, relevant features are critical to the model's performance.
In this thesis work, relevant features for the classification of Amharic SMS have been
prepared by combining manual and automated feature preparation techniques. Based on
this, we manually created five features based on SMS characteristics, and we automatically
identified the 162 most frequent words using the TF-IDF feature extraction technique.
Following the preparation of the relevant features, we built the model that can classify
Amharic SMS. Therefore, in order to meet the main objective and address the research
questions of this thesis as described in Chapter 1, various experiments have been

implemented as detailed in Chapter 4's model experimental section.

One of the research questions in this thesis was: What is the model performance using
the prepared features? So based on the experiment findings, as shown in Table 5.1.1, the
proposed approach with the RF classifier achieves a 0.99 F1 score. Therefore, the proposed
method of classifying Amharic SMS into three categories—ham, spam, and smishing—
using an RF classifier is preferable.

Evaluating the performance of the current methods that have been used for foreign
languages when used for Amharic SMS classification and comparing them with the
proposed approach was the second research question. In order to address this question,
we identified the features of the existing approaches in the literature. Based on this, the
current methods have either employed manual or automated feature preparation
techniques. As a result, to classify Amharic SMS, we used the generic features that were
manually created based on the characteristics of their SMS as well as words that were
automatically extracted by TF-IDF feature extraction approaches. As seen in figure 5.1.1,
to classify Amharic SMS, the current approaches—extracted words and generic features—
achieved F1-Scores of 0.93. Additionally, according to the literature, these approaches
obtained 0.99 and 0.98 for their respective studies, respectively. This shows the variety of
SMS characteristics that, when applied directly to their features, affect the model's
performance. So it is crucial to develop features based on the needs of SMS. Therefore,
the proposed method outperformed the extracted word-based approach and the generic

feature-based approach by 6%. This suggests that we can improve model performance by
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combining the relevant features prepared based on SMS characteristics with keyword-

based methods.

In this thesis, the last experiment was conducted to better understand how the model
would function if the proposed approach’s features were used separately. This
experiment helps us to understand the impact of features on the model performance. We
have employed three scenarios, as shown in experiment 3, including the most frequent
words alone, selected features and created features, and a combination of all selected and
created features that were prepared based on the characteristics and 162 keywords. As a
result, as shown in figure 5.1.2, the model with selected and created features outperformed
using keywords alone by 8.1%. The selected and created features with the RF classifier
achieve a 0.98 F1-score. However, when the keywords are included in the features that
have been prepared based on the characteristics of Amharic SMS, the RF model can

achieve the best performance of 0.99 F1-Score, which is close to 1.
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6 CONCLUSION AND RECOMMENDATION

With the rapid growth of the telecommunications industry, SMS has become a popular
communication medium. However, increasing usage of text messaging has led to increased
fraudulent activity, particularly SMS spam and smishing. These types of SMS result in a
poor customer experience, which lowers SMS productivity and reduces revenue for

telecom operators.

Detecting SMS spam and smishing messages has become a major challenge, and many
classification methods have been developed by different scholars to avoid customer
dissatisfaction and revenue loss. However, detecting English spam messages is the primary
method used. According to regional SMS content characteristics that differ among
different countries, the current methods for classifying foreign languages lack the
capability to classify Amharic SMS accurately. Moreover, detecting spam messages is a
binary classification that can identify the message as spam or not spam; this prevents
people from seeing spam messages valued by some users. To address these issues, this
study investigated the multi-class Amharic SMS classification method using machine

learning.

The main aim of this study is to classify Amharic SMS into three classes: ham, spam, and
smishing by identifying the relevant features. For the experiment, we used 1844 tagged
messages in the sample, including 923 ham messages, 413 spam messages, and 508
smishing messages. Based on the collected Amharic SMS characteristics, two relevant
features have been selected from the generic features of English spam detection, three new
features have been created, and 162 keywords have been extracted and vectorized using
TF-IDF. These features were experimentally determined to be important using

permutation-based Random forests.

In this thesis, the RF classifier has been trained and evaluated using a 10-fold cross-
validation technique. In the experiment, the RF algorithm achieved a 0.99 F1 score. In
addition, in order to understand the impacts of features on the model's performance,

various experiments have been applied.
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Finally, the deployment of Amharic SMS classification using a random classifier is
recommended for ethiotelecom to improve service availability, customer satisfaction, and
revenue. As future work, we suggested studying more features that can be used not only

for Amharic but also for foreign languages using hybrid forms using a large dataset.

45



10.

REFERENCE

Fatia, K.D., M.D.R. Mgs. M. Rizgi Fadhlurrahman, and R. Mahendra. Multiclass SMS Message
Categorization: Beyond Spam Binary Classification. 2017. Institute of Electrical and

Electronics Engineers Inc.

Katankar, V.K. and V.M. Dr.Thakare, Short Message Service using SMS Gateway. (IJCSE)

International Journal on Computer Science and Engineering 2010. 02.

Brown, J., B. Shipman, and R. Vetter, SMS: The Short Message Service, in Computer. 2007,
IEEE. p. 106-110.

Gadde, S., A. Lakshmanarao, and S. Satyanarayana, SMS Spam Detection using Machine
Learning and Deep Learning Techniques, in 2021 7th International Conference on Advanced
Computing and Communication Systems (ICACCS). 2021. p. 358-362.

Bob, T. 15 Top SMS Statistics for 2023. 2022 [cited 2022 23]; Available from:
https://tallbob.com/2023/01/24/15-top-sms-statistics-for-2023/.

Taylor, P. Ethio Telecom: mobile/wireless subscribers 2012-2021. 2022 [cited 2022 12];

Available from: https://www.statista.com/statistics/749536/ethiopia-ethio-telecom-mobile-

line-subscribers-by-type/.

Duha, N., Short Message Services (SMS) Fraud Against MobileTelephone Provider Consumer
Review From Law Number8 Of 1999 Concerning Consumer Protection. Journal of Law
Science, 2021. 3: p. 36-43.

Anti-Fraud Workshop. 2019; Available from: https://mobileecosystemforum.com/wp-
content/uploads/2020/04/MEF_Workshop_AfricaCom_MarchFINAL.pdf.

Abayomi-Alli, 0.0., S.A. Onashoga, and A.S. Sodiya, A CRITICAL ANALYSIS OF EXISTING
SMS SPAM FILTERING APPROACHES, in 1st International Conference on Applied
Information Technology 2015 2015.

Jain, A.K., S.K. Yadav, and N. Choudhary, A Novel Approach to Detect Spam and Smishing
SMS using Machine Learning Techniques. International Journal of E-Services and Mobile
Applications, 2020. 12(1): p. 21-38.

46


https://tallbob.com/2023/01/24/15-top-sms-statistics-for-2023/
https://www.statista.com/statistics/749536/ethiopia-ethio-telecom-mobile-line-subscribers-by-type/
https://www.statista.com/statistics/749536/ethiopia-ethio-telecom-mobile-line-subscribers-by-type/
https://mobileecosystemforum.com/wp-content/uploads/2020/04/MEF_Workshop_AfricaCom_MarchFINAL.pdf
https://mobileecosystemforum.com/wp-content/uploads/2020/04/MEF_Workshop_AfricaCom_MarchFINAL.pdf

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

Abdulhamid, S.I1.M., et al., A Review on Mobile SMS Spam Filtering Techniques. IEEE Access,
2017. 5: p. 15650-15666.

Martens, B., 11 Facts + Stats on Smishing (SMS Phishing) in 2023, in Saftey Detectives. 2023.

Acker, A., The Short Message Service: Standards, infrastructure and innovation. Telematics
and Informatics, 2014. 31(4): p. 559-568.

Peersman, G. and S. Cvetkovic, The Global System for Mobile Communications Short Message

Service IEEE Personal Communications, 2000. 7(3).

Worku, T., Short Message Service Fraud MitigationTaxonomy:, in Telecom Information
system. 2018, Addis Ababa Institute of Technology: Addis Ababa.

Classification algorithms. 2023 [cited 2022 Sept 20]; Available from:

https://www.geeksforgeeks.org/getting-started-with-classification/.

Xia, T., A Constant Time Complexity Spam Detection Algorithm for Boosting Throughput on
Rule-Based Filtering Systems. IEEE Access, 2020. 8: p. 82653-82661.

Grosan, C. and A. Abraham, Rule-Based Expert Systems in Intelligent SystemsA Modern
Approach. 2011. p. 149-185.

Jain, A.K., Rule-Based Framework for detection Smishing message in mobile enviroment, in
6th international conference on smart computing and communications ICSCC. 2017:

Kurushkshetra, India.

Saravanan, R. and P. Sujatha A State of Art Techniques on Machine Learning Algorithms: A
Perspective of Supervised Learning Approaches in Data Classification. in 2018 Proceedings
of the Second International Conference on Intelligent Computing and Control Systems
(ICICCS). 2018. Madurai, India: IEEE.

Attoh-Okine, N.O., Machine Learning: A Basic Overview, in Big Data and Differential
Privacy: Analysis Strategies for Railway Track Engineering, N. O. Attoh-Okine, Editor. 2017,
John Wiley & Sons, Inc.

Mahesh, B., Machine Learning Algorithms -A Review. International Journal of Science and
Research (IJSR), 2020. 9(1).

47


https://www.geeksforgeeks.org/getting-started-with-classification/

23.

24,

25.

26.

27.

28.

29.

30.

31.

32.

33.

Prusty, S.R., etal., SMS Fraud Detection Using Machine Learning, in Intelligent Systems. 2022.
p. 595-606.

Choudhary, N. and A.K. Jain, Towards Filtering of SMS Spam Messages Using Machine

Learning Based Technique, in Advanced Informatics for Computing Research. 2017. p. 18-30.

Mounika, M. and R.P. Reddy, Short Message Service Spam Detection Using Machine Learning
Techniques. International Journal Of Current Engineering And Scientific Research (IJCESR),
2021. 8(1).

Agarwal, S., S. Kaur, and S. Garhwal, SMS Spam Detection for Indian Messages in 2015 1st
International Conference on Next Generation Computing Technologies (NGCT-2015). 2015,
IEEE: Dehradun, India.

Navaney, P., G. Dubey, and A. Rana, SMS Spam Filtering Using Supervised Machine Learning
Algorithms, in 2018 8th International Conference on Cloud Computing, Data Science &
Engineering (Confluence). 2018, IEEE: Noida, India.

Gupta, S.D., S. Saha , and D.S. Kumar. SMS Spam Detection Using Machine Learning in

Journal of Physics Conference Series. 2017.

Goldena, N.J., Selciya,T.Ancy Spam Detection Approach For Secure Sms Using Machine
Learning Algorithms. International Journal of Creative Research Thoughts (IJCRT), 2022.
10(5).

Sethi, P., V. Bhandari, and B. Kohli SMS spam detection and comparison of various machine
learning algorithms in 2017 International Conference on Computing and Communication
Technologies for Smart Nation (IC3TSN). 2017, IEEE Gurgaon, India.

Foozy, C.F.M., R. Ahmad, and M.F. Abdollah, A framework for SMS spam and phishing
detection in Malay language: A case study. nternational Review on Computers and Soliware
(ILRE.CO.S.), 2014. 9(7).

Ghourabi , A.M., Mahmood A.Alzubi , Qusay M., A Hybrid CNN-LSTM Model for SMS Spam
Detection in Arabic and English Messages. Future Internet 2020, 2020.

Siddique, Z.B., et al., Machine Learning-Based Detection of Spam Emails. Scientific
Programming, 2021. 2021: p. 1-11.

48



34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44,

Umair, M., et al., Multi-class Classification of Bi-lingual SMS using Naive Bayes Algorithm, in
2020 IEEE 23rd International Multitopic Conference (INMIC). 2020. p. 1-5.

Sedkaoui, S., Supervised versus Unsupervised Algorithms: a Guided Tour in Data Analytics
and Big Data. 2017, Wiley Data and Cybersecurity. p. 123 - 151.

Yerima, S.Y. and A. Bashar, Semi-supervised novelty detection with one class SVM for SMS
spam detection, in 2022 29th International Conference on Systems, Signals and Image
Processing (IWSSIP). 2022. p. 1-4.

Rusk, N., Deep learning. Nature Methods, 2015. 13(1): p. 35-35.

Du, X., Y. Cai, and S.W. Leijie Zhang, An overview of Deep Learning, in 2016 31st Youth
Academic Annual Conference of Chinese Association of Automation (YAC). 2016, IEEE:
Wuhan, China.

Annareddy, S. and S. Tammina, A Comparative Study of Deep Learning Methods for Spam
Detection, in 2019 Third International conference on I-SMAC (loT in Social, Mobile, Analytics
and Cloud) (I-SMAC). 2019: Palladam, India.

Roy, P.K., J.P. Singh, and S. Banerjee, Deep learning to filter SMS Spam. Future Generation
Computer Systems, 2020. 102: p. 524-533.

Hikmaturokhman, A., et al., Deep Learning Algorithm Models for Spam Identification on

Cellular Short Message Service. Journal of Communications, 2022: p. 769-776.

Aditya, M.G., B.S. Agarwal, and P. Mehndiratta. A Comparative Study of Spam SMS Detection
using Machine Learning Classifiers 2018. Proceedings of 2018 Eleventh International
Conference on Contemporary Computing (IC3).

Alzahrani, A. and D.B. Rawat, Comparative study Machine Learning Algorithm for SMS Spam
Detection, in 2019 SoutheastCon. 2019, IEEE: Huntsville, AL, USA.

Sable, S.A. and P.N. Kalavadekar Sms Classification Based On Naive Bayes Classifier And
Semi-Supervised Learning. International Journal Of Innovations In Engineering Research And
Technology [WIERT], 2016. 3(7).

49



45.

46.

47.

48.

49.

50.

Hassan, A. and A. Mahmood, Deep Learning Approach for Sentiment Analysis of Short Texts
in 2017 3rd International Conference on Control, Automation and Robotics 2017, IEEE:

Nagoya, Japan.

Foozy, C.F.M,, et al., Malay SMS Spam Detection Framework using Naive Bayes Technique.
International Journal of Innovative Technology and Exploring Engineering (IJITEE), 2019.
8(8S).

F.Y, O, et al., Supervised Machine Learning Algorithms: Classification and Comparison.

International Journal of Computer Trends and Technology, 2017. 48(3): p. 128-138.

Huang, Y. and L. Li, Naive Bayes Classification Algorithm Based On Small Sample Set in 2011
IEEE International Conference on Cloud Computing and Intelligence Systems. 2011, IEEE:
Beijing, China.

Parmar, A., R. Katariya, and V. Patel, A Review on Random Forest: An Ensemble Classifier, in
International Conference on Intelligent Data Communication Technologies and Internet of
Things (ICICI) 2018. 2019. p. 758-763.

Gall, J., N. Razavi, and L.V. Gool, An Introduction to Random Forests for Multi-class Object
Detection, in Outdoor and Large-Scale Real-World Scene Analysis pp 2012. p. 242-263.

50



