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Abstract 

With the increasing prevalence of cyber threats and rapid digital transformation, robust IS risk 

management has become essential for financial institutions particularly central banks that play a 

critical role in ensuring national economic stability. Despite the growing complexity and volume of 

IS-related risks, the National Bank of Ethiopia has not yet implemented a formal IS risk 

management framework aligned with its strategic objectives. The absence of a structured approach 

limits the bank ability to proactively identify, assess, and respond to evolving IS risks, thereby 

exposing critical systems to potential disruptions. 

This study aims to assess the current IS risk management practices at NBE, identify organizational 

and procedural gaps, and propose a practical IS Risk Management Framework tailored to the 

institution‘s context. The research adopts a qualitative methodology grounded in the ISACA Risk 

IT Framework, focusing on the domains of Risk Governance, Risk Evaluation, and Risk Response. 

Data were collected through semi-structured interviews with 20 participants from ISMD, Internal 

audit and risk management, and business units, as well as document reviews. This study employed 

qualitative data analysis software (QDAS) to systematically code and interpret interview transcripts. 

 The findings reveal that NBE current approach to  IT/IS risk management is fragmented, reactive, 

and poorly integrated with enterprise-level strategies. Key issues include the absence of a dedicated 

IS risk policy, lack of a governance committee; silos risk data, and reliance on basic risk 

categorization methods. Interview responses also highlighted gaps in risk communication, cross-

functional coordination, and post-incident learning processes. Based on these insights and supported 

by international best practices (e.g., the risk IT framework, ISO 31000, COBIT 5 for Risk, and 

Option Based IT risk management framework), a tailored Information system Risk Management 

Framework is proposed. The framework includes strategic alignment mechanisms, formal 

governance roles, continuous risk monitoring processes, and a capacity-building agenda. 

This research makes a theoretical contribution by contextualizing and extending the ISACA Risk IT 

Framework to the central banking sector in developing countries, addressing a gap in IS risk 

management literature within this underexplored domain. It provides a structured model for 

enhancing Information system risk oversight in NBE and similar institutions. Future studies are 

recommended to test the framework effectiveness across broader institutional settings and to 

explore quantitative validation approaches. 

Keywords: IT Risk, Information system risk, the risk IT, ERM,IT governance
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CHAPTER ONE 

INTRODUCTION 
1.1. Background of the Study 

Organizations engage in various activities to achieve their objectives; however, during the 

execution of these activities, they may encounter a range of threats, both internal and external 

threats that could hinder the attainment of their goals (Sanjaya, 2015). The growing sophistication 

of cyber threats has significantly increased business risks, thereby positioning risk management as 

an essential component of organizational success (Sanjaya, 2015). These risks include operational 

risk, which challenges an organization‘s ability to achieve its strategic objectives (Deloitte, 2016);  

reputational risks, reflecting stakeholders‘ perceptions of the organization (Basel Committee on 

Banking Supervision, 2019); and compliance risk- defined as the potential exposure to regulatory 

sanctions, financial losses, or reputational damage due to failures in adhering to regulatory 

requirements, industry standards, or best practices (Biz, 2005). In response to the growing 

complexity of organizational risks, Enterprise Risk Management emerged in the 1990s as an 

integrated framework designed to identify, assess, and manage risks in alignment with an 

organization defined risk appetite (Dickinson, 2001). 

Risk management plays a pivotal role in the governance of information systems, helping 

organizations optimize cost by preventing incidents that often require more effort to resolve than to 

avoid (McFadzean, 2007). However, it presents a set of challenges for both professionals and 

researchers. A core responsibility of risk managers is to support organizations in optimizing 

profitability by reducing the overall cost of risk striking a balance between the cost associated with 

risk mitigation and the potential losses resulting from risk realization (Lei, 2011); (Zhang, 2009). 

Therefore, selecting and implementing a risk management process tailored to the information 

systems context is crucial.  

The Committee of Sponsoring Organizations (COSO, 2017) defines ERM as a strategic process, 

designed to provide reasonable assurance regarding the achievement of organizational 

objectives. Despite its comprehensive nature, ERM often overlooks information system risks, which 

are increasingly critical in today‘s digital economy (Racz, 2010). Seale (2017) emphasizes that 

information system risks should be explicitly integrated into ERM, as they intersect with various 

business risks and can trigger risks across multiple categories (Streif, 2013). (ISACA, 2016b) 

reinforces this perspective by emphasizing that information system risks cut across all categories of 

enterprise risk management (ERM), thereby necessitating integrated oversight and coordinated 
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response strategies. Given growing reliance on information system for organizational competitiveness 

and decision making, integrating Information system risk management into ERM is imperative (Rainer 

Jr, 2015).  

The National Bank of Ethiopia, as the regulator and supervisor of the country‘s financial sector, 

plays a critical role in safeguarding macroeconomic stability, fostering financial inclusion, and 

promoting sustainable economic growth (NBE, 2023). To meet its strategic goals, the National 

Bank of Ethiopia needs to focus on strengthening the resilience of financial systems through 

improved risk management approaches and effective use of technology. Nevertheless, the fast pace 

of technological advancements and the growing intricacy of related risks present considerable 

obstacles. Information system risks from uncertainties in operations, potential business losses, and 

external factors such as political changes, increasing digitalization, and cyber threats (Kumsuprom, 

2010); (Mohammad, 2014).The growing reliance on technology has further amplified these risks, 

making effective information system risk management essential for the Banks operational 

efficiency and strategic success (Damonte, 2016). 

Information systems risks arise from uncertainties such as the system performance, potential 

business losses, and negative environmental or external factors (Seale, 2017). Information systems 

are not only critical for decision-making but also serve as catalysts for economic transformation 

(Omotayo, 2015). However, information systems are vulnerable to a range of threats that may 

undermine the confidentiality, integrity, availability (CIA), and accountability of the data they 

handle  (Shukla, 2012). To address these vulnerabilities, the information systems risk management 

process comprising risk identification, analysis, assessment, control, and continuous monitoring is 

essential for effective risk mitigation (Teymouri, 2011).While multiple IS risk management 

frameworks exist, their heterogeneity and lack of integration often hinder effective risk governance 

(Wiesche., 2013). Organizations frequently adopt silos approaches to IS risk management, which, 

while beneficial for daily operations, fail to provide a unified framework for comprehensive risk 

management (Alter, 2004). Conversely, an integrated information systems risk management 

approach empowers executives to make well-informed decisions by harnessing synergies and 

systematically addressing operational IS/IT challenges  (Westerman, 2007). 

1.2. Statements of the problems 

The National Bank of Ethiopia, as the national central monetary authority, bears a crucial mandate 

to ensure monetary stability and safeguard the integrity of the country financial system (NBE, 

2023). In the wake of an increasingly digitalized financial ecosystem, the prominence of 
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information system risks ranging from cyber-attacks, data breaches and system failures poses 

significant threats to the operational resilience of the NBE and the broader financial sector. 

Business organizations annually invest hundreds of billions of dollars in technology (Barua, 1995). 

Technology spending worldwide is projected to reach over five trillion U.S. dollars by the end of 

2025, a nearly eight percent increase on 2024 spending (Ahmed sherif, 2024). Investment in 

technology (exclusive of the amount spent on software) equals nearly half the spending on 

equipment  (Zuckerman, 1994).As spending on Technology rises steeply, organizations become 

increasingly technology-dependent and, consequently, they become highly vulnerable to the risks of 

information system failure. Therefore, Information System risk-management is one of the important 

issues facing information systems executives today.  

Ethiopia, has emerged as Africa leading target for cybercrime and is ranked as the second most 

attacked country globally (Sibanda, 2024).To mitigate risk management challenges, the NBE has 

implemented revised Bank Risk Management Guidelines (NBE., 2010), align with international 

standards and classify information system risks as a subset of operational risk. For instance, the 

March 2024 incident at the Commercial Bank of Ethiopia (CBE), where a system failure led to 

unauthorized withdrawals exceeding $40 million, highlights the risks financial institutions face. 

While such an event has not occurred at the National Bank of Ethiopia, it underscores the need for 

robust and specialized frameworks to address evolving technological risks (Yibeltal, 2024). 

Although this event was not classified as a cyber-attack, it revealed systemic vulnerabilities that 

demand urgent institutional attention. 

International best practices offer several structured models for IS risk management, including the 

NIST Risk Management Framework (NIST, 2020), ISO/IEC 27001 (ISO/IEC, 2013), and ISACA 

Risk IT framework. While these models provide comprehensive methodologies, they often require 

substantial technical and financial capacity, which are often lacking in low-income countries like 

Ethiopia. Moreover, much of the existing academic literature tends to be predominantly theoretical, 

offering limited guidance on practical and scalable solutions that are specifically adapted to the 

unique institutional, economic, and technological contexts of such settings. This study addresses 

that gap by delivering a framework grounded in real-world organizational challenges, ensuring both 

relevance and applicability. 

Despite the growing significance of Information Systems Risk Management (ISRM) in the financial 

sector, many institutions in developing countries including the National Bank of Ethiopia lack a 

structured, integrated, and context-specific framework for managing IS-related risks. Existing 



 

4 
 

ISRM models such as the NIST RMF, ISO/IEC 27005, and ISACA‘s Risk IT Framework are often 

developed in high-resource environments and do not always account for the institutional, 

regulatory, and capacity constraints present in low-income countries. Studies show that only 11.6% 

of Ethiopian public institutions have trial-level cyber security frameworks, while 87.4% lack any 

recognized standards (Adane, 2020), revealing a systemic vulnerability in national cyber resilience 

efforts. 

This study proposes a customized Information System Risk Management Framework (ISRMF) for 

the National Bank of Ethiopia, built upon the principles of ISACA's Risk IT Framework. The 

hybrid framework incorporates structured governance mechanisms, modular adaptability, and a 

strong human-centered focus emphasizing employee training, behavioral analytics, and awareness 

initiatives. Its primary goal is to strengthen operational resilience while ensuring alignment with 

both national directives and international standards. Grounded in empirical evidence, case studies, 

and global best practices, the framework address the evolving IT/IS risk landscape at NBE and 

offers a transferable model for peer institutions in other developing economies. 

1.3. Research Questions 

1. What are the key challenges in managing information systems risks at the NBE? 

2. What is the current state of information systems risk management practices at the National 

Bank of Ethiopia? 

3. What is the essential governance, evaluation, and response processes required to develop an 

effective Information Systems Risk Management Framework? 

1.4. General objectives 

The primary objective of this research is to propose a tailored Information Systems Risk 

Management framework that supports the National Bank of Ethiopia in establishing an effective 

ITRM process one that enhances operational efficiency and strengthens the broader financial sector 

through improved information systems services. 

1.4.1. Specific Objectives 

1. To review existing Information Systems Risk Management frameworks and identify 

relevant best practices. 

2. To assess the existing Information Systems risk management approach at the National Bank 

of Ethiopia. 

3. To develop a context-specific Information Systems Risk Management framework tailored to 

the unique needs and operational environment of the National Bank of Ethiopia. 



 

5 
 

4. To evaluate the effectiveness and applicability of the proposed Information Systems Risk 

Management framework. 

1.5.  Significance of the study 

This study introduces an Information Systems Risk Management (ISRM) framework specifically 

designed for the National Bank of Ethiopia, guided by the Risk IT framework. The proposed 

framework integrates principles of risk governance, strategic alignment, and enterprise-wide risk 

oversight (ISACA, 2009), with the goal of enhancing the Bank operational performance and 

ensuring its long-term resilience. Its implementation is expected to yield considerable advantages 

not only for the Bank but also for its personnel and the broader financial landscape in Ethiopia. 

One of the core benefits for NBE is the establishment of a well-structured information system risk 

management (ISRM) framework that reinforces mechanisms for assessing, managing, and 

responding to IS-related risks. By adopting ISACA approach, the Bank can systematically identify 

vulnerabilities and mitigate threats, potentially decreasing the incidence of cyber security breaches 

and data leaks by 30–40%, a projection supported by evidence from peer organizations (ISACA, 

2009). 

The framework use of scenario-based analysis and well-calibrated risk appetite models enables 

proactive risk handling, particularly in the face of threats like phishing and infrastructure 

weaknesses. Integration with business continuity strategies further enhances the Bank resilience, 

with expected reductions in system downtime by up to 25%. This ensures that critical operations 

such as monetary policy execution and regulatory supervision remain uninterrupted and efficient 

(ISACA, 2009). 

Furthermore, the framework places a strong emphasis on securing information systems and 

safeguarding data, which is essential to preserving public confidence in the financial system (World 

Economic Forum‘s, 2021). Aligning Information system risk practices with strategic objectives will 

allow the Bank to fulfill its regulatory mandates more effectively and contribute to institutional 

agility. Beyond institutional benefits; the framework provides structured learning and capacity-

building opportunities for NBE staff. It promotes a culture of proactive risk awareness and 

encourages continuous learning among staff. Rooted in principles of risk ownership (ISACA, 

2009), the training initiative is projected to improve staff competency in information system risk 

management by up to 35%, based on comparative training outcomes (Vorecol , 2024). 
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Moreover, workshops focusing on response techniques will prepare employees to deal more 

effectively with issues such as system outages and data incidents. This proactive approach is likely 

to reduce emergency-driven workloads, increase workplace stability, and allow staff to engage in 

more forward-looking initiatives. Collectively, these benefits contribute to enhanced job satisfaction 

and encourage professional growth through continuous learning. 

On a national scale, the implementation of the framework will enhance the stability of Ethiopia 

financial system by improving NBE capacity to anticipate and respond to IS-related threats. 

Reducing such risks by 30–40% could result in significant cost savings, helping to avert cyber 

events that typically carry high financial consequences (World Economic Forum‘s, 2021). 

Additionally, by strengthening its supervisory capabilities, Central Banks including NBE can 

reinforce trust in the financial sector and support Ethiopia‘s broader goals for digital transformation 

(World Bank., 2016). The findings from this study could also serve as a reference for other 

regulatory institutions in sub-Saharan Africa facing similar IS risk challenges. 

1.6. Scope of the study 

The research scope will encompass an analysis of the current Information Systems at the National 

Bank of Ethiopia. This will involve evaluating the existing risk management practices and 

identifying potential vulnerabilities. Additionally, the research will focus on regulatory 

requirements, industry best practices, and the specific needs of the bank to develop a 

comprehensive Information Systems risk management framework. The study will also consider the 

organizational structure, governance, and risk appetite of the National Bank of Ethiopia. 

1.7. Organizations of Thesis 

This thesis is divided into six sections, and what has been discussed in each of the chapters are 

Highlighted in this section.  

Chapter One introduces the overall paper, the background of the study, the statement of the 

Problem, the research purpose and questions to be answered, the scope and limitations, Justification 

and the significance of the study. 

Chapter Two discusses and evaluate the theoretical framework and literature review. Risk concepts, 

and Information System risk management concepts were highlighted. It further discussed the 

business risk categories, the chapter concluded by literature review performed, the components 

have been identified and they are discussed individually. Mentioning the components in proposing 
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Information Systems Risk management in National Bank of Ethiopia, followed by the overall 

summary of the theoretical framework. 

Chapter Three revealed the research methodology philosophy, design, population of the Study and 

sampling design. It further highlighted the data collection method, data Codification, methods, 

function analysis, and ethical considerations. 

Chapter four present the findings of the data collected. This will form the preamble for the data 

analysis and discussions. 

Chapter Five presented the analytical section of the study where the information from the 

respondent was analyzed scientifically, and data analysis and discussion, connecting it to the 

Literature review was highlighted. 
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CHAPTER TWO 

Literature Review 
2.1. Key Concepts  

Risk is the effect of uncertainty on objectives. Effect in this case refers to deviation from the 

expected outcome whether positive or negative (ISO, 2009b)). Risk is established from the 

combination of the probability of an event and its consequence (ISACA, 2016b).  

Vulnerability refers to a weakness in the design, implementation, operation or internal control of a 

process that could expose the system to adverse threat events (ISACA, 2016b) 

Threat is anything that is capable of acting against an asset in a manner that can result in harm 

(ISACA, 2016b). It may also be defined threat as a potential cause of an unwanted incident 

(ISO/IEC 27005, 2011). A threat is therefore a set of circumstances that has the potential to cause 

harm.  

Exposure refers to the potential loss to an area due to the occurrence of an adverse event (ISACA, 

2016b). Exposure therefore refers to the extent of loss the organization has to face when a risk 

materializes.  

Risk appetite is the broad-based amount of risk a company or other entity is willing to accept in 

pursuit of its mission (ISACA, 2016b).  

Risk tolerance is the organization‘s or stakeholder‘s readiness to bear the risk after treatment in 

order to achieve its objectives (ISO, 2009b). 

IS/IT Risk is the business risk associated with the use, ownership, operation, involvement, influence 

and adoption of IT (ISACA, 2009), the Risk IT Framework).IT risk is a component of the enterprise 

risk. All other risk categories have an IT-related component as depicted in Figure 1 e.g. a failed IT 

system may provide inaccurate information to management leading to an organization filing 

erroneous tax returns and incurring legal penalties (compliance risk). 
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Figure 1 : IT Risk in the Risk hierarchy  

Source: (ISACA, 2009), The Risk IT Framework 

2.2. Risk Concept 

Risk makes sense in every single human effort (Damodaran, 2008). It had been defined in several 

ways. It often carries different technical meanings in different fields and can be used in different 

cases, this multidisciplinary hamper us from finding some common consent in terms of its 

definition and utilization (Walke, 2011). Risk is an important part of individual and organizational 

decision-making processes and, in many situations, risk taking seems to be the only available 

strategy to deal with risk (Hora, 2013). The concept of risk varies according to the views, attitudes 

and experiences of each individual and it is affected by its own mindset (Walke, 2011). Engineers 

and designers look at risk from a technological perspective. Others look at it from an economic and 

financial point of view or from the side of environmental and health (Walke, 2011). 

Risk, as a concept, has been defined in various ways by different authors and organizations, each 

emphasizing distinct aspects of uncertainty and its impact on objectives. According to ISO 31000, 

risk is the "effect of uncertainty on objectives," which encompasses both positive and negative 

impacts, underscoring how risk can be an opportunity as well as a threat (ISO, 2018). 

 (Kaplan, & Garrick, 1981) define risk as the combination of the probability of an event and its 

consequences, presenting a quantitative approach that is often used in risk analysis.  

Similarly, (Hubbard, 2009) sees risk as the "uncertainty that matters," indicating that it is not just 

the uncertainty itself but its relevance to stakeholders that defines risk. In financial terms, (Hull, 
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2012) defines risk as exposure to adverse consequences due to uncertainty, specifically focusing on 

potential financial losses. (Knight, 2006) offers a distinction between "risk," where the probabilities 

of outcomes are known, and "uncertainty," where they are not, which has influenced much of the 

modern economic theory on risk. In the context of project management, the Project Management 

Institute (PMI) describes risk as "an uncertain event or condition that, if it occurs, has a positive or 

negative effect on one or more project objectives" (PMI., 2021.), integrating both the possibility of 

negative and positive outcomes. In information systems, COBIT (ISACA, 2019) describes risk as 

the potential for events to affect the achievement of IS objectives, highlighting its relevance in 

technology governance. These varying definitions illustrate how risk is conceptualized differently 

across fields but consistently tied to the themes of uncertainty, consequences, and impact on 

objectives. 

2.3. Business Risks Categories  

Financial institutions face a wide range of risks in their day-to-day operations (Haneef, 2012). 

These risks include credit risk, liquidity risk, regulatory risk, and operational risk. The National 

Bank of Ethiopia (NBE, 2003) issued the Revised Bank Risk Management Guidelines to align with 

international standards and best practices. These guidelines identify key risk categories: credit, 

liquidity, market, and operational risks. Additionally, the Requirements for Information Technology 

Management of Banks (Directive No. SBB/83/2022) introduced concepts like IT risk tolerance and 

thresholds. Effective risk governance programs are essential to manage IS risks within defined 

thresholds. In banking, risk-taking is necessary, but must be understandable, measurable, 

controllable, and within the institution's capacity to endure losses. Although relatively 

underdeveloped, Ethiopia‘s banking sector has experienced significant growth in recent years. This 

evolution requires robust risk management frameworks. (Vidalis, 2004) classifies business risks 

into the following categories: 

2.3.1. Strategic risks 

Strategic risks refer to those that affect the achievement of business objectives (Emblemsvåg, 

2002). However, it was argued by (Anderson, 2020) argues that definitions of strategic risk vary 

based on background and professional orientation, this position is also supported by (McConnell, 

2015). (Allan, 2007) views strategic risks as those that materially affect an organization‘s survival, 

arising from uncertainties in strategic decision-making. (Roberts, 2012) assert that strategic risks 

tend to be more complex and difficult to assess, and it also includes risk relating to the long-term 
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performance of the organization. (Peter, 1997), defines strategy as a top-management plan to align 

actions with organizational objectives. 

2.3.2. Operational risks 

(Roberts, 2012) define operational risks as the risk of direct or indirect loss, resulting from 

inadequate or failed internal processes, people and systems or from external events. It is include 

events such as mistakes or missed opportunities. Operational risks are major risks that affect an 

organization‘s ability to execute its strategic plan (Deloitte, 2016). Operational risk encompasses a 

range of hazards, including long-standing risks such as fraud, as well as more contemporary threats 

like cybercrime and computer system failures (Robertson, 2016). These risks can manifest in 

various ways and have the potential to result in losses of any magnitude. Whether the losses are 

relatively minor or substantial enough to swiftly disrupt an organization, operational risks pose a 

significant challenge (Robertson, 2016). (Robertson, 2016) asserted that Up to now, the focus of 

operational risk management strategies has been on assessing historical operational risks, setting 

aside funds to fulfill regulatory capital standards, and, when feasible, acquiring insurance or 

alternative risk-transfer instruments. 

2.3.3. Compliance risks 

Compliance risk is defined as: ―an exposure to legal penalties, financial loss and material loss an 

organization faces when it fails to act in accordance with industry laws and regulations, internal 

policies or prescribed best practices (Biz, 2005).Compliance risks are risks related to legal and 

regulatory compliance. Compliance Risk is an integral part of any organization, It involves 

identifying, evaluating, and mitigating potential losses stemming from the failure to adhere to laws, 

regulations, and standards, as well as internal and external policies and procedures (Chris, 2024). 

Compliance risk refers to the potential for an organization to suffer financial, legal, or reputational 

harm due to non-compliance with laws, regulations, and standards. Compliance risk can arise from 

a variety of sources, including failure to adhere to regulatory compliance obligations, inadequate 

training of employees, lack of oversight, and ineffective risk management strategies (Chris, 2024). 

2.3.4. Financial risks 

According to, (Deloitte, 2016) financial risks include areas such as: Financial reporting, Valuation, 

Market, Liquidity and Credit risks.  (Horcher, 2005) asserts that the following are the main sources 

of financial risks: Organizations‘ exposure to changes in market prices, such as interest rates, 
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exchange rates, and commodity prices.  Actions  of,  and  transactions  with,  other organizations  

such  as  vendors,  customers,  and counterparties in derivatives transactions. Internal actions or 

failures of the organization, particularly people, processes, and systems. Financial risks of an 

enterprise are the result of the choice by its owners or managers of an alternative financial solution, 

aimed at achieving the desired target result of financial activity with the probability of incurring 

economic damage (financial losses) due to the uncertainty of the conditions for its implementation 

(Cerchiello, 2016). According to (Rick Nason, 2018) financial risk arises through countless 

transactions of a financial nature, including sales and purchases, investments and loans, and various 

other business activities.  

2.3.5. Reputational risks 

Reputation is often defined as public judgment of an individual or organization‘s qualities or skills 

(Martin G, 2011). Nevertheless, the interdisciplinary nature of corporate reputation as a scientific 

term which is repeatedly emphasized in literature has caused terminological difficulties to define 

corporate reputation (Chun, 2005). (Bebbington, 2008)  defines reputational risk as the possibility 

of loss or decline/ decrease in the reputation of an organization. An organization‘s reputation and 

managing reputation are essential in today‘s organizations. (Basel Committee on Banking 

Supervision, 2019), define Reputational risk as multidimensional and reflects the perception of 

other market participants.  

Furthermore, it exists throughout the organization and exposure to reputational risk is essentially a 

function of the adequacy of the bank‘s internal risk management processes, as well as the manner 

and efficiency with which management responds to external influences on bank related transactions 

(Basel Committee on Banking Supervision, 2019). Reputational risk is a loss in an organization's 

perceived trustworthiness or integrity. It has a negative impact, resulting in direct losses in revenue, 

indirect losses of customers, orders, employees, foregone business opportunities, or perception of 

the brands. Reputational loss is usually a consequence of another business risk; negative news 

spreads quickly and beyond the company's control. 

2.3.6. Information System Risks  

(Teilans, 2011), define information system risk as ―the unavailability of computer software and 

hardware due to incidents such as denial of service attack, lack of expertise of information system 

personnel, loss of company‘s data due to theft; system malfunction or system. (Jordan, 2005)  

explains it as ―something that can go wrong with information system and cause a negative impact 

on the business‖. The number of information system risks has increased because the technology 
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that carries information has evolved over the years (Damonte, 2016). Organizations that rely on 

information need to be aware of information system risks that may affect the operations of the 

organizations.  With the evolving technology, information may be vulnerable to being improperly 

disclosed, modified, destroyed or even lost. (Kumsuprom, 2010) identifies risks such as 

information loss, reputational loss, business continuity failures, loss of customer trust, and loss of 

competitive opportunities as organizations‘ major information Technology- related risks. 

Information system-related risks result from uncertainty around aspects such as information system 

operations, the probability of business losses or failure, and negative outcomes originating from 

both internal and external environments (Seale, 2017). However,  information system  risks  should  

be  managed  like  any other  risk  in  the organization, and therefore, (Seale, 2017) asserts that 

information system risk management has become an important organizational function to control and 

handle risks resulting from the use of information system. (Bornman, 2008) indicates that the 

information system risk management does not only encompass the security of information but also 

includes process, financial, investment, business and any other risks that may have an impact on 

information technology and performing information system risk management allows the organization 

to better monitor information system-related risks (KPMG, 2014).The goal of IS risk management is 

to safeguard IT assets including data, hardware, software, personnel, and facilities from both 

external threats (e.g., natural disasters) and internal threats (e.g., technical failures, sabotage, 

unauthorized access). This ensures that potential losses from these threats are minimized (Gottfried, 

1989).  

Information system risk is business risk specifically, the business risk associated with the use, 

ownership, operation, involvement, influence and adoption of IT within an enterprise. It consists of 

IS related events that could potentially impact the business. It can occur with both uncertain 

frequency and magnitude, and it creates challenges in meeting strategic goals and objectives. IS risk 

can be categorized in different ways. Common risks included in the Risk IT framework (ISACA, 

2009) and similar frameworks (e.g., (COBIT 5, ISACA, 2012)) typically assessed by firms are the 

following: 1) IT benefit/value enablement risks associated with missed opportunities to use 

technology to improve the effectiveness and efficiency of business processes; 2) IT program/project 

delivery risks associated with quality, relevance and overrun of projects that tie into the IT 

investment portfolio management; and 3) IT operations and service delivery risks associated with 

the performance of IT systems and services such as service interruptions, compliance, and security. 

Since IT program/project delivery risks are conjoined with strategic and operational IT risks and 
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already possesses extensive research in the project management literature (Taylor, 2012), we focus 

our attention on the two remaining and understudied IT risk categories of benefit/value enablement 

risks and operations/service delivery risks. 

2.3.6.1. Value enablement risk 

According to ISACA Risk IT Framework, value enablement risk arises from an organization's 

inability to realize benefits from IS-enabled investments. This risk is often associated with poor 

alignment between IS strategies and business objectives, ineffective project execution, or failure to 

manage change effectively. ISACA emphasizes that this risk challenges organizations to not only 

achieve but also sustain the value derived from IT systems and investments (ISACA, 2009). 

According to Ward and Peppard (2002) in their work on IT value management, describe value 

enablement risk as the risk of IT initiatives failing to support and enhance business performance. 

They argue that achieving business value from IT investments depends on strong governance, 

alignment with strategic objectives, and clearly defined value realization plans (Ward J and Peppard 

J, 2002). 

According to Van Grembergen and De Haes (2009), emphasize that value enablement risk is an 

integral part of IT governance frameworks like COBIT. They point out that organizations face this 

risk when Information system fails to meet stakeholder expectations or deliver business outcomes, 

largely due to gaps in decision-making processes, resource allocation, or monitoring practices (Van 

Grembergen, 2009). 

2.3.6.2. Project delivery risk 

Project delivery risk pertains to the likelihood of a project failing to achieve its objectives, adhere to 

timelines, stay within budget, or meet quality standards (Debreceny, 2013). This risk is especially 

pertinent in IT programs and projects due to the inherent complexity and dynamic nature of 

technological initiatives. Effective management of project delivery risk is essential to ensure the 

successful completion of IT projects and the realization of their intended benefits (Barua, 1995). 

2.3.6.3. Service delivery risk 

Service delivery risk refers to the potential for an organization to fail in providing services that meet 

established standards, timelines, or customer expectations (Van Grembergen, 2009). This risk can 

arise from various factors, including inadequate resource allocation, process inefficiencies, 

technical failures, and external disruptions. Effective management of service delivery risk is crucial 
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for maintaining customer satisfaction, operational efficiency, and overall organizational 

performance (Debreceny, 2013). 

2.4. Information System Risk Management  

Risk and risk management have been extensively studied across various disciplines, including 

information systems, engineering, banking, insurance, economics, management, medicine, and 

operations research (Frame, 2003). While each field approaches risk from its domain-specific lens, 

all share the fundamental objective of identifying, assessing, and mitigating potential threats.  Risk 

typically arises in situations where decisions are made with an understanding of the probability of a 

risk event, indicating that the decision-maker has more information available than if such 

probabilities were unknown (Frame, 2003). Risk, defined as a measure of the probability and 

magnitude of adverse effects, is inherently quantitative and must be quantified to be effectively 

managed. However, accurately quantifying the effectiveness of risk assessment and management in 

software and information assurance using a well-defined metric one that is universally applicable, 

replicable, and comparable has proven challenging (Frame, 2003). While significant progress has 

been made in quantifying various types of risk, determining the true value of risk to information 

integrity or infrastructure protection remains difficult (Longstaff, 2000). In essence, risk is often 

considered a negative outcome or event with a known or estimated probability of occurrence, based 

on experience or theoretical models (see, for example, (Willcocks, 1999). Raftery (1994), suggests 

that risk is quantifiable and can be defined as the deviation of an actual outcome from its estimated 

or forecasted value.  

In this study, we will explore some of the risk definitions employed in these diverse fields and 

examine how they relate to the concept of IS risk. Information System risks are understood to arise 

from the potential for undesirable events that could lead to losses, threats to data privacy and 

security, and significant impacts on the well-being of organizations and individuals. In other words, 

information systems have always faced risks from malicious actions, inadvertent user errors, and 

both natural and man-made disasters. In recent years, these systems have become even more 

vulnerable due to increased interconnectivity, making them more interdependent and accessible to a 

larger number of individuals. Furthermore, as the number of individuals with computer skills 

continues to grow, intrusion or ―hacking‖ techniques have become more widely known through the 

Internet and other media (GAO, 1999). 

Reliable information, in regards to risks associated with information system, was produced in 2006. 

The report was presented by ISACA, which is an international professional association. The 
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association focuses on Information systems governance, providing definitions of risk management 

(ISACA, 2016b). In this case, risk managers are in a better position to balance economic and 

operational protective measures. The head of the Information systems organization must be in a 

position to understand that capabilities ought to accomplish its mission. Also, the national 

information assurance training and education center defines risk management as the process of 

identifying and minimizing the impacts of uncertain events. In this department, risk management 

aims to reduce risk as well as obtain and better still maintain approval. Besides the two, another 

source, managerial science, also verifies that risk management in information technology 

encompasses four phases. The first phrase is a management decision, effectiveness review, control 

implementation, and risk assessment, as received from an evaluation of threats and vulnerabilities. 

The general process of risk management in information system is eliminating or minimizing 

uncertain events, affecting system resources (Chapman, 2011). Therefore, risk management in 

information system is encompassed under risk analysis, security evaluation of safeguards, 

implementation and test, and finally, overall security review. (Chapman, 2011)Defined risk as 

exposure to possible financial gains or losses. To better understand different authors, breaking it 

down to three stages, first approached the task of risk management. Risk analysis is the first, risk 

identification, the second, and risk response the third. 

2.5. Information System Risk management decision making 

Decision-making occurs within an environment characterized by three components: certainty, 

uncertainty, and risk (Flanagan, 1993). Certainty is characterized by a situation where all factors 

influencing a potential event are precisely identified and known to the decision-maker. In contrast, 

uncertainty refers to scenarios where the factors are unknown or indeterminate, making it 

impossible to describe the probability of the event occurring. According to Deloitte (2016), risk 

management tools consider whether risk is endogenous or exogenous. In Information System, risk 

management involves both endogenous and exogenous factors. Exogenous risks in IS include 

threats that originate outside the organization, such as cyber-attacks, natural disasters, or supply 

chain disruptions. Management strategies for these risks may involve measures like external 

security services, disaster recovery plans, and insurance. Endogenous risks in IS are internal to the 

organization and can be influenced by internal processes and decisions. These might include risks 

from system design flaws, user errors, or inadequate security practices. To manage these risks, IS 

strategies may focus on improving system architecture, implementing robust internal security 

protocols, conducting regular audits, and providing employee training. By addressing both types of 
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risks, organizations can better safeguard their IT infrastructure and ensure operational resilience 

(Deloitte, 2016). 

2.6. Review of Existing Information System Risk Management Frameworks 

and Standards  

To guide the development of the process model, a risk management framework was required to 

establish connections between observations and facts and to identify key concepts and the 

relationships among them.  

2.6.1. International Risk IT Model  

The Information Systems Audit and Control Association (ISACA) introduced the international Risk 

IT model, offering a holistic perspective on IT-related risks affecting businesses. According to 

Bakshi (2012), the fundamental premise of the Risk IT framework is that organizational leadership 

can effectively manage IT risks, identify potential business opportunities, and ultimately enhance 

returns on investment. This model serves as the foundational framework for the present study. The 

Risk IT model is structured into two primary components: the Risk IT Framework and the Risk IT 

Practitioner Guide. As noted by (D. Shaun, 2016), between 2008 and 2009, ISACA coordinated an 

extensive collaborative effort involving 112 professionals from 18 countries, supported by more 

than 1,700 IT experts. The initiative comprised seven IT risk task forces, six core development team 

members, 65 expert reviewers, 11 framework committee participants, and 14 board members. Risk 

IT was developed to address misalignment between enterprise risk management and IT risk 

management by equipping business leaders with comprehensive tools to assess and respond to 

technology-related risks. It supports decision-making processes concerning threats that impact 

information systems. The framework is built on three principal domains: risk governance, risk 

evaluation, and risk response (ISACA, 2009). IT risk may arise from a variety of sources, including 

service disruptions (e.g., denial-of-service attacks), deficiencies in IT personnel expertise, data 

breaches, or system failures and technical malfunctions (ISACA, 2009). 

In another definition, ISACA characterizes Information Systems Risk Management as the 

safeguarding of information within an organization's technological infrastructure, aligned with its 

risk appetite. This includes evaluating the business impact of technology-related risks, ensuring 

regulatory compliance, and aligning IT functions with business objectives (ISACA, 2016b). 

(Debreceny, 2013) highlighted that ISACA later integrated the Risk IT framework into COBIT 5, 

consolidating governance and risk management efforts. Similarly, (Svatá, 2009) endorsed the Risk 

IT framework as highly suitable for managing IT risks, noting that it provides detailed insights and 
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actionable guidance for institutional leaders to effectively oversee information system risk 

management. This framework is aimed of encouraging the inclusion of IT risk management at the 

highest level of corporate decision making. This is achieved by integrating IT risk Management into 

the overall ERM. It provides guidelines on how to manage IT-related risk including non-technical 

aspects. It also provides for the communication of IT-related risks and associated controls to both 

IT and non-IT personnel. Cost effectiveness of controls is also taken into account to ensure that they 

deliver measurable value to the enterprise (ISACA, 2009). The framework consists of three 

domains:  

 

Figure 2 : Conceptual Structure of the ISACA Risk IT Framework (Version 7) 

Source: Adapted from (ISACA, 2009), the Risk IT Framework. 
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2.6.1.1. Risk governance 

Risk governance is the first of the three key constructs of the risk IT framework. ISACA noted that 

risk governance is the governance of IT actions to manage risks associated with technology. 

According to (ISACA, 2009), IT risk governance activities include (a) establishing and maintaining 

the institution‘s IT risk threshold by assessing the institution‘s risk appetite and tolerance, (b) 

establishing accountable and liable risk governance officers, and (c) providing self-governing 

assurances for the administration of IT risks. It ensures that IT risk management practices are 

embedded in the enterprise, enabling it to secure optimal risk-adjusted return (ISACA, 2009). 

Establishing and maintaining a common risk view 

A fundamental aspect of effective risk management especially in Information Systems is the 

establishment of a common risk view. A shared understanding of risks, their potential impacts, and 

appropriate mitigation strategies helps align risk management with organizational objectives and 

ensures consistency across units (ISACA, 2009). The complexity and diversity of risks in modern 

enterprises necessitate a unified perspective to avoid fragmentation and to promote comprehensive 

oversight. (NIST., 2012)NIST (2012), in its SP 800-30 guidelines, similarly emphasizes that a 

common risk view is crucial for consistent threat identification and prioritization, cautioning that 

fragmented approaches can significantly undermine effective mitigation efforts. 

A common risk view fosters collaboration across departments and leadership, ensuring that risk 

identification, analysis, and response activities are integrated rather than silos. (ISACA, 2009) 

highlights the importance of aggregating risk information across the enterprise to provide a holistic 

understanding of IS risks within the broader business context, while Carcary (2012), notes that 

misalignment in risk perceptions often leads to gaps in controls and poor decision-making. 

Establishing centralized risk governance structures addresses these challenges, enabling 

organizations to prioritize risks based on their risk appetite and tolerance (Kaplan, 2012). Moreover, 

maintaining a common risk view requires regular updates to accommodate evolving IT landscapes, 

as advocated by ISACA (2020b) and Young (2020), who stress the importance of dynamic 

governance in response to rapid technological changes. This principle also aligns closely with 

Enterprise Risk Management frameworks, which underscore the role of leadership in fostering a 

risk-aware culture and harmonizing risk management strategies with long-term strategic objectives 

(COSO, 2017). From a technological perspective, frameworks like COBIT 2019 recommend 

developing enterprise-wide risk profiles and monitoring systems to consolidate and continuously 

update risk perspectives across the organization (ISACA, 2019). 
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Integrating with Enterprise Risk Management (ERM) 

Integrating a common risk view with Enterprise Risk Management (ERM) frameworks enhances 

organizational resilience by consolidating risk management efforts across all functional units. ERM 

offers a structured and holistic approach to managing risks, enabling organizations to view 

Information Technology risks not in isolation but as integral components of broader strategic and 

operational risks (COSO, 2017). Fraser (2014), emphasizes that IT risks must be assessed and 

managed within the ERM ecosystem to ensure alignment with the organization's risk appetite, 

strategic goals, and performance metrics. This integration allows leadership to prioritize critical 

Information system risks alongside other enterprise risks, fostering a unified and strategic risk 

response. 

The ISACA COBIT 2019 framework underscores the necessity of aligning IS risk management 

with ERM practices by advocating for the development of consolidated risk profiles and enterprise-

wide monitoring systems that support a comprehensive risk perspective (ISACA, 2019). Similarly, 

(Kaplan, 2012) highlights the importance of this integration, arguing that silo-based risk 

management often fails to address the interdependencies between business risks. His categorization 

of risks into preventable, strategic, and external types complements the objectives of integrating a 

common risk view with Enterprise Risk Management by facilitating better alignment of IS risk 

appetite with overall enterprise goals. However, as (Siponen, 2009) caution, the integration of IS 

risk into ERM can be resource-intensive and particularly challenging for organizations that lack 

mature governance structures. From a technological standpoint, the rapid advancement of IS 

systems further necessitates embedding IT risk governance within ERM frameworks, ensuring that 

IT-related risks are recognized and managed as vital elements of enterprise-wide risk governance 

initiatives. 

Make Risk-Aware Business Decisions 

Making risk-aware business decisions is a cornerstone of effective enterprise risk management and 

significantly contributes to organizational success. It involves systematically incorporating risk 

considerations into strategic and operational decisions, enabling organizations to balance 

opportunities and risks while achieving their objectives (COSO, 2017). Embedding risk 

management into decision-making processes allows organizations to proactively identify potential 

threats and opportunities, leading to better resource allocation and enhanced resilience. According 

to (Fraser, 2014), integrating risk assessments across governance, strategy, and operations ensures 

leadership visibility into risks associated with various initiatives and enables informed decision-
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making based on a clear understanding of trade-offs. Establishing a well-defined risk appetite and 

tolerance framework is crucial, guiding organizations in evaluating acceptable risk levels for 

different objectives (ISACA, 2019). 

Building on this, (Kaplan, 2012) highlights the importance of differentiating between preventable, 

strategic, and external risks when making risk-aware decisions, noting that each type demands 

tailored management approaches. The ISACA COBIT 2019 framework reinforces this perspective 

by emphasizing the integration of risk intelligence into business decision-making, advocating the 

use of advanced analytics and risk monitoring tools to anticipate challenges, quantify risks, and 

develop contingency plans (ISACA, 2019).Similarly, (Power, 2007) stresses that clear 

communication channels and strong leadership commitment core to Make Risk-Aware Business 

Decisions are essential to embedding risk awareness across the organization. (ISACA , 2020b) 

recommends the use of scenario analysis and risk reporting tools, which, as (Young L, 2020) 

argues, help bridge the gap between technical risk data and business strategy, thereby strengthening 

organizational resilience. Furthermore, (COSO, 2017)underscores the importance of cultivating a 

risk-aware culture by training employees to consider risk implications in their roles and fostering 

open communication around risk issues. Together, these practices ensure that decisions are made 

with comprehensive risk insights, reducing uncertainty and promoting sustainable strategic growth. 

2.6.1.2. Risk evaluation 

Risk evaluation is the second core domain of the Risk IT Framework and entails a structured 

process for identifying, analyzing, and documenting IT-related risks. This domain involves several 

critical activities, including risk identification and assessment, impact and likelihood estimation, 

data collection, risk analysis, and maintaining an up-to-date risk profile to effectively manage risks 

over time  (ISACA, 2009). These risk evaluation activities form part of the risk evaluation process 

areas outlined in the risk IT model. The initial phase risk identification focuses on recognizing 

potential events that could hinder the achievement of institutional goals. This process is often 

supported by formal methodologies, such as the Risk Breakdown Structure (RBS) and Risk 

Breakdown Matrix (RBM), which organize risks hierarchically by categories and underlying causes 

to facilitate systematic identification and analysis (ISACA, 2009). This involves identifying IS-

related risks and opportunities and presenting them in business terms that can be understood by all 

stakeholders. Determining the business impact of each risk provides an objective basis for 

communication and risk response. (Fischer, 2011) identified the identification of relevant risks from 

a list of things that could go wrong as one of the biggest challenges in IS risk management. 
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Scenario analysis helps in tackling this challenge by providing realism in IS risk Management. 

Scenario analysis involves developing IT/IS risk scenarios and estimating their likelihood of 

occurrence as well as business impact. Scenario analysis has been identified as a centerpiece of the 

Risk IT framework (ISACA, 2009). 

Researchers such as (Y. Liu, 2016) and (R. Mehdizadeh, 2013) used risk breakdown structure for 

risk identification in their studies involving construction, architectural, and engineering projects. 

Risk assessment involves reviewing the impact and likelihood of the occurrence of a risk. (A. 

Herrmann, 2013) Studied risk estimation in IT/IS and suggested that the Delphi method to estimate 

risk provides a more reliable estimate than other risk estimation methods. The Delphi method 

involves selecting a panel of experts to provide their opinions on an issue despite its difficulty, risk 

estimation in information system is essential in supporting management to plan and rank risk 

management activities or prioritize information system requirements. A risk register is a tool that 

captures the risk tolerance, the potential risk events, and the probability of occurrence of the risk. 

The risk register contains a list of threats, the probability of occurrence of these threats, and the 

impact of the threats. A risk register contains information such as the ranking of each identified 

risk, the estimated cost of the impact of the identified risk, and appropriate actions for each risk. 

Collect Data 

Collecting and validating data is a fundamental activity in risk management, serving as the 

backbone for identifying, assessing, and mitigating risks. High-quality, accurate, and relevant data 

enables organizations to assess the likelihood, impact, and nature of risks, thereby supporting 

evidence-based decision-making (Stoneburner, 2002). Both qualitative and quantitative data must 

be systematically gathered to ensure that risk evaluations are thorough and credible. (Stoneburner, 

2002) emphasizes the need for comprehensive data on assets, threats, and vulnerabilities to inform 

risk assessments, a principle central to collecting data. 

(ISACA, 2009) highlights that data accuracy, relevance, and timeliness are crucial for meaningful 

risk insights. Organizations typically collect data from a variety of internal sources such as incident 

logs, financial reports, and audit findings and external sources, including regulatory guidelines, 

industry standards, and threat intelligence feeds. This multidimensional approach ensures that 

assessments reflect the full scope of potential exposures.  

Key risk indicators (KRIs) and key performance indicators (KPIs) are valuable tools for monitoring 

emerging risks and evaluating control effectiveness (Fraser, 2014). Advances in technology have 
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significantly enhanced data collection capabilities through Risk Management Information Systems 

(RMIS), data analytics platforms, and machine learning models, which improve the speed and 

accuracy of risk assessments (Kaplan, 2012). Furthermore, integrating Internet of Things devices 

and big data analytics can provide real-time risk information, especially in complex IT 

environments (Radanlie, 2018). However, organizations must guard against poor data quality, 

which can distort risk insights. (ISACA , 2020b) recommends standardized data collection 

protocols to maintain data integrity. Engaging stakeholders such as employees, auditors, and 

industry experts in data collection enriches perspectives and reduces blind spots, ultimately 

enhancing risk assessment reliability (COSO, 2017).  

Analyze Risk 

Risk analysis is a fundamental element of the risk management process, enabling organizations to 

assess the nature, likelihood, and potential impact of identified risks. Both qualitative and 

quantitative approaches are essential to this process. (ISACA, 2009) emphasizes that qualitative 

methods, such as risk matrices and heat maps, offer broad prioritization through subjective 

evaluation, while quantitative techniques, including expected loss calculations and cost-benefit 

analyses, facilitate precise, data-driven decisions. (ISACA , 2020b) further advocates the integration 

of both methods to achieve comprehensive risk assessments. 

Embedding risk analysis within governance frameworks enhances its effectiveness. This includes 

using KRIs and scenario analysis to anticipate how risks may affect strategic and operational goals 

(Fraser, 2014). Tailoring risk analysis methods to the organization‘s industry, risk profile, and 

objectives is crucial, particularly in heavily regulated sectors like banking and healthcare (Kaplan, 

2012).  

Despite these tools, conventional risk analysis often struggles to anticipate rare, high-impact "black 

swan" events (Taleb, 2007). To address this, recent studies advocate leveraging machine learning 

and advanced analytics for improved predictive accuracy and early risk detection (Radanlie, 2018). 

The COBIT 2019 framework also highlights artificial intelligence's transformative potential in 

processing large data sets and forecasting risks. Nevertheless, human judgment remains 

indispensable for contextualizing and ethically interpreting risk information, avoiding over-reliance 

on technology (Siponen, 2009). 
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Maintain Risk Profile 

Maintaining a risk profile is a critical activity within the risk management lifecycle, ensuring that 

organizations continuously monitor, update, and assess their exposure to risks. A risk profile offers 

a comprehensive snapshot of the organization's risk landscape, detailing the nature, likelihood, and 

potential impact of identified risks (ISACA, 2009). This ongoing process enables organizations to 

adapt to changes in both internal and external environments, ensuring risks are managed effectively 

in alignment with organizational objectives. 

The Risk IT Framework (2009) stresses the need for keeping the risk profile current to reflect the 

dynamic nature of risks. Organizations operate in constantly evolving contexts influenced by 

technological innovations, regulatory changes, and emerging threats. Similarly, (NIST, 2020) and 

(ISACA ., 2020a) advocate for continuous monitoring to adapt to emerging risks, aligning with 

Maintaining a risk profiles emphasis on responsiveness. Regular updates allow organizations to 

identify, assess, and prioritize new risks alongside existing ones, maintaining the relevance of risk 

assessments over time. 

According to (COSO, 2017), maintaining a risk profile involves the continuous monitoring and 

periodic reassessment of risk data, including evaluating shifts in likelihood and impact, identifying 

emerging risks, and assessing the effectiveness of existing controls. A well-maintained risk profile 

supports proactive risk management, enabling efficient resource allocation and prioritization of 

mitigation strategies based on real-time insights. 

Technology plays a pivotal role in maintaining risk profiles. (Fraser, 2014), highlights the use of 

automated risk management tools and dashboards that provide real-time visibility into risk 

exposure, helping organizations monitor indicators, track changes, and identify trends. Leveraging 

such technologies enhances the timeliness and accuracy of risk data, thereby improving decision-

making and governance. 

Additionally, (Kaplan, 2012) emphasizes that a dynamic risk profile must align with the 

organization's evolving strategic goals and risk appetite, ensuring that risk management efforts 

remain strategically relevant. (Young L, 2020), reinforces this by noting that risk profiles should 

adapt to changes in business priorities and IT infrastructure.  

2.6.1.3. Risk Response 

According to Kutsch (2016), Risk response is the third key construct of risk IT model. The four 

possible risk responses are (a) avoidance, (b) reduction, (c) sharing, and (d) acceptance. Risk 
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response activities include (a) implementing controls, (b) communicating lessons learnt, and (c) 

monitoring risks, highlighted the importance of risk response in mitigating risks. Implementing 

controls is a function of management in managing operations. An institution can manage operations 

by developing procedures, standards, policies, and systems to minimize or mitigate risks associated 

with any identified exposure. Study by Ellul (2013), reviewed bank-holding institutions in United 

States and stated that institutions with sufficient risk controls had lower tail risks and higher return 

on asset (ROA) compared to institutions without adequate risk controls.  

Monitoring risk is an essential activity for traditional and enterprise risk management program and 

involves ensuring that an established risk program is active. Active monitoring of risk fosters the 

development of appropriate risk management strategies and procedures to mitigate against 

identified risks such as system failure and changing regulation are technology risks affecting 

institutions engaged in cloud services (Babu, 2013). Risk monitoring is part of the risk response 

activity and essential for information system risk management. (Anikin, 2014) evaluated 

information security risk assessment on telecommunication network where they have considered 

information, host, server, telecommunication equipment‘s and IT services as their asset and based 

on pair wise comparison of question reached on probable threat based on information security risk 

level. This is aimed at influencing the current scenario to ensure that the risks are maintained within 

the enterprise‘s risk appetite. An organization‘s options include Risk avoidance, Risk 

Reduction/Mitigation, Risk sharing/Transfer (transferring all or part of the risk, and Risk 

acceptance.  

Articulate Risk  

Articulating risk is a critical component of effective risk management, focusing on the clear 

communication of risk information to stakeholders in ways that facilitate shared understanding, 

informed decision-making, and strategic action (Power, 2007). Risk articulation enhances 

accountability and aligns risk management efforts with business objectives by ensuring a consistent 

interpretation of risks, their potential impacts, and appropriate response strategies across the 

organization (ISACA , 2020b). According to (Kaplan, 2012), communication should be tailored to 

the needs of different audiences, delivering technical and business-relevant insights to prevent 

misinterpretation and support effective governance. (Fraser, 2014) emphasizes that combining 

qualitative descriptions with quantitative metrics further strengthens risk communication, enabling 

stakeholders to evaluate risk exposure comprehensively. Moreover, frameworks such as COBIT 

2019 highlight the integration of risk-related data into organizational performance metrics and 
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governance structures, ensuring that decision-makers remain continuously informed about emerging 

threats and opportunities (ISACA, 2019). 

Manage Risk 

Managing risk is a fundamental and cyclical process that involves identifying, assessing, mitigating, 

and monitoring risks to ensure alignment with organizational objectives and safeguard operations, 

assets, and reputation while supporting strategic growth (ISACA, 2009). This process requires 

implementing tailored controls to address identified vulnerabilities, with (Stoneburner, 2002)) 

advocating a cost-effective risk treatment approach a principle embedded in manage risk and 

(ISACA ., 2020a) emphasizing the additional options of risk acceptance and transfer. Managing risk 

must align with the organization‘s risk appetite and tolerance levels, selecting appropriate responses 

such as avoidance, reduction, acceptance, or transfer based on the likelihood and impact of risks 

(Fraser, 2014). (Radanlie, 2018) further proposes the use of system dynamics to optimize mitigation 

strategies, particularly in interconnected IT systems. However, (Siponen, 2009)caution that generic 

controls may fail to address context-specific risks, underlining the importance of customization to 

enhance effectiveness. 

Moreover, effective risk management extends beyond mitigation by emphasizing continuous 

assessment, prioritization based on business impact, and integration into organizational governance 

structures (ISACA, 2019)). Frameworks such as COBIT 2019 highlight the importance of 

embedding risk management practices into decision-making processes to foster accountability, 

streamline reporting, and promote a risk-aware culture across the organization. Technological 

advancements, including automation tools and predictive analytics, further enhance the efficiency 

and responsiveness of risk management by enabling real-time monitoring of key risk indicators 

(Fraser, 2014). These innovations help organizations anticipate potential threats, allocate resources 

effectively, and maintain a proactive stance toward emerging risks. 

React to events 

In the domain of Information Technology Risk Management (ITRM), the concept of reacting to 

events encompasses both proactive and reactive strategies that organizations deploy to manage 

identified risk events, with effective responses being critical to mitigating adverse impacts on 

operations, reputation, and financial stability (ISO/IEC, 2013). Effective reaction entails not only 

the immediate mitigation of risks but also the implementation of long-term adjustments to the 

organization's risk management strategies to prevent recurrence. (ISACA, 2009) emphasizes the 

necessity of establishing clear incident response procedures that are closely aligned with 
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overarching risk management objectives. These procedures must clearly define roles, 

responsibilities, and compliance requirements, while the integration of lessons learned from 

previous incidents into future risk assessments is essential for building organizational resilience 

(Alberts, 2003). 

Furthermore, the ability to respond effectively to risk events is foundational to enhancing 

organizational resilience. Continuous monitoring, proactive risk assessments, and the regular 

updating of risk management frameworks are critical to maintaining adaptability in the face of 

emerging threats (ISO/IEC 27005, 2011). (NIST, 2020) Underscores the importance of 

comprehensive incident response planning central to react to events while (ISACA , 2020b) 

highlights the need for rapid reaction mechanisms. Nevertheless, (Taleb, 2007) critiques 

conventional reactive approaches for their tendency to focus narrowly on known risks, advocating 

instead for the development of ant fragile systems capable of thriving amid unpredictability. 

Complementing this perspective, (Young L, 2020) stresses the importance of post-event analysis as 

a means to refine response strategies and further enhance the organization's adaptive capacity. 

2.6.2. ISO 31000: Risk Management  

This is a generic framework developed by (International Organization for Standardization, 2009) 

for use by organizations in developing, implementing and continuously improving the risk 

management process. The framework aids the organizations in incorporating risk management into 

the overall organization management but does not prescribe a risk management system. It consists 

of 5 major components:  

Mandate and commitment  

This is aimed at gaining commitment and endorsement right from top management. This is 

achieved by aligning the objectives for risk management with the business objectives of the 

organization. This paves way for allocation of resources and assignment of responsibilities and 

accountabilities.  

Design of framework for managing risk 

This begins with the understanding the organization and its context. A risk management policy is 

then established for the integration of risk management into organizational processes. Resource 

requirements are determined with keen interest on competence and identification of who is 

accountable for each aspect of risk management. Plans are also put in place for communication and 

reporting to stakeholders.  
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Implementing risk management: The processes defined in the risk management policy are 

rolled out in all relevant functions and processes of the organization. This should however be 

preceded by training and information sessions for all affected parties.  

Monitoring and review of the framework: Performance measures for the risk 

management process are put in place and periodic reviews carried out to determine progress as well 

as deviation from expected outcomes. Stakeholders should also be consulted to ensure that the risk 

management framework remains appropriate.  

Continual improvement of the framework: Information obtained from performance 

reviews is used to make adjustments in the process in an effort to help the organization manage 

risks better.  

ISO also developed a process for the management of risk.  

 

Figure 3: ISO Risk Management Process  

Source: International Organization for Standardization, 2009, Risk Management - Principles and 

Guidelines 9  
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Establishing the context: understanding the internal and external environment. Context includes 

organizational culture, politics, policies, stakeholder perceptions, legal framework among other 

aspects.  

Risk assessment: This is a broad area that covers identifying sources of risk, areas of impacts, 

causes and their potential consequences (Risk identification); developing an understanding of the 

risk and the factors affecting the likelihood and impact of the risk (Risk analysis) and determining if 

treatment is necessary based on the outcome of risk analysis (Risk evaluation).  

Risk treatment: This covers all efforts to reduce the impact or likelihood of risk. It include 

weighing different options based on anticipated benefits and cost-effectiveness, planning and 

scheduling of actions, executing the plan, evaluating if the residual risk is within the tolerance limits 

of the organization as well as the relevant communication to stakeholders. Options for treatment 

include: transferring/sharing, avoiding the risk and accepting the risk.  

Monitoring and review: This is aimed at establishing if the controls that have been put in place are 

efficient and effective as well as identifying areas of improvement. Changes in the internal and 

external context may also be detected and emerging risks identified.  

Communication and consultation: At each step in the process, stakeholders should be kept 

informed and their views sought on their perceived performance of the process and proposals for 

improvement.  

2.6.3. COBIT 5 for Risk  

(COBIT 5, 2012)  Provides a framework to guide enterprises in creating optimal value from IT by 

balancing the realization of benefits with the optimization of risk levels and resource utilization. 

The framework‘s control objectives for managing risk include the following steps: risk 

identification, impact assessment, probability assessment (likelihood of occurrence), and the 

development of control strategies. It encourages aligning IT risk management objectives with those 

of the Enterprise Risk Management framework (ISACA, 2012).  

COBIT 5 for Risk builds on the COBIT 5 framework by focusing specifically on risk and providing 

more detailed, practical guidance for risk professionals and stakeholders across the enterprise. It 

also emphasizes the quantification of risk to justify mitigation costs. Moreover, COBIT 5 for Risk 

benefits from both internal and external stakeholder involvement, reflecting a core principle of the 

underlying COBIT 5 framework (ISACA, 2013). 



 

30 
 

Figure 4 summarizes the entire process.  

 

Figure 4: COBIT Risk Management Process  

Source: ISACA (2013), COBIT 5 for Risk 

Risk scenarios are identified and defined using either a top-down or bottom-up approach. The top-

down approach begins with the overall business objectives and analyzes the most relevant and 

probable information system risk scenarios affecting these objectives. Conversely, the bottom-up 

approach starts with a generic list of scenarios, which is then refined into more concrete and 

customized scenarios tailored to the specific enterprise context. Risk analysis is conducted to assess 

the potential impact and likelihood of each identified risk. Risk response options are selected from 

generic categories: avoid, mitigate, accept, and share/transfer. This selection considers various 

parameters associated with each option, including efficiency, effectiveness, implementation 

capability, and the level of risk exposure. The current risk level and the expected benefit-cost ratio 
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are used to prioritize the risk responses. Finally, an action plan is generated from the prioritized risk 

responses for implementation.  

2.6.4. Option Based IT Risk Management Framework   

This framework assists managers in embedding various options within IT investments to effectively 

manage the associated risks. The framework addresses two major challenges in IT/IS risk 

management: adopting an economic perspective on risk management and selecting and combining 

appropriate mitigation strategies to effectively address specific risks (Barrenechea. M, 2013).  

The framework is based on the premise that, to maximize IT investment value, a manager should 

assess relevant risks, incorporate sufficient flexibility into the investment to add value, and 

continuously evaluate new information to take corrective actions within the flexibility bounds. 

Option Based IT Risk Management Framework formalizes this concept by treating real options as 

high-level risk mitigation strategies that create the necessary flexibility to implement corrective 

actions when risks materialize. It facilitates identifying the combination of options that maximizes 

value relative to the risks specific to a particular investment. Barrenechea (2013), developed an 

option-based approach to managing IT investment risk, comprising the following steps: 

Define the investment and its risks: Specify the investment objectives and resource requirements for 

the initially identified solution. 

Recognize shadow options: Identify embedded options that can control the identified risks; for 

example, technological risks can be managed through defer, lease, and abandon options. 

Design alternative investment configurations: Develop alternative configurations by combining 

different subsets of shadow options and assess the associated risk trade-offs. 

Evaluate options and investment configurations: Select the configuration that offers the greatest 

value based on the evaluation. 

2.7. Theoretical framework 

2.7.1. Framework Selection 

Based on the literature reviewed, the Risk IT framework was selected as the foundation for this 

study for several key reasons. In contrast to COBIT, which primarily focuses on the mechanisms for 

managing information systems risk through a set of controls, the Risk IT Framework emphasizes 
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the objectives by supporting the identification, governance, and management of IT risk. Similar to 

ISO 31000 and COBIT, the Risk IT Framework covers the identification, assessment, and response 

to IT risks. Moreover, it aligns information systems risk management with broader business 

objectives rather than focusing narrowly on IT assets, thereby ensuring a strategic perspective. The 

framework is notable for providing specific processes dedicated to governing information systems 

risk. It incorporates risk scenario generation techniques that facilitate stakeholder understanding and 

engagement with identified risks, thereby promoting broader participation. Furthermore, the 

framework incorporates mechanisms for the continuous monitoring of information systems risk and 

integrates risk management into operational processes, ensuring it remains a continuous and 

iterative activity  (ISACA, 2009). 

The adoption of the Risk IT Framework provides several key benefits for organizations aiming to 

improve their information system risk management practices. First, it establishes a common 

language that facilitates effective communication among business, IT, risk, and audit management 

teams. This shared terminology ensures that all stakeholders clearly understand IT risk-related 

concepts and processes (ISACA, 2009). Second, the framework provides comprehensive guidance 

on managing information systems-related risks, including identification, assessment, mitigation, and 

monitoring. This holistic approach enables organizations to develop a complete risk profile, 

allowing for a better understanding of potential risks and more efficient utilization of enterprise 

resources (ISACA, 2009). 

Additionally, the Risk IT Framework clarifies roles and responsibilities in information systems risk 

management, ensuring that all relevant parties understand their duties and accountabilities. This 

alignment with Enterprise Risk Management (ERM) practices further integrates IT risk 

management into the broader organizational risk management strategy (ISACA, 2009). The 

framework also offers enhanced visibility into information system-related risks and their financial 

implications, enabling organizations to make informed decisions and allocate resources effectively. 

By implementing the Risk IT Framework, organizations can reduce operational disruptions and 

failures through proactive risk identification and management (ISACA, 2009). Moreover, the 

framework enhances information quality by promoting consistent and accurate risk reporting and 

documentation. This, in turn, enhances stakeholder confidence and mitigates regulatory risks, as the 

organization demonstrates a robust approach to information systems risk management  (ISACA, 

2009). 
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2.7.1.1. The Risk IT Principles  

Risk IT is founded on several guiding principles for the effective management of IT risk. These 

principles are adapted from widely accepted ERM principles and applied specifically to the IT 

domain. The Risk IT Framework addresses information systems risk, that is, business risk related to 

the use of information systems. Its connection to business is established through the principles on 

which the framework is built, namely, effective enterprise governance and management of 

information systems risk, as illustrated in the figure below: 

 Always align risk management activities with business objectives. 

 Integrate the management of information systems-related business risks with the overall 

enterprise risk management (ERM) framework, where applicable. 

 Balance the costs and benefits associated with managing information systems risks. 

 Promote transparent and open communication regarding information systems risks. 

 Establish appropriate tone at the top by defining and enforcing personal accountability for 

operating within clearly defined risk tolerance levels. 

 Ensure that risk management is an ongoing process embedded in daily organizational 

activities. 

2.8. Challenges in Managing IT Risks 

2.8.1. Internal Challenges 

2.8.1.1. Lack of Skilled Personnel 

The World Economic Foroum (2020), highlights a global shortage of skilled professionals in 

emerging technologies such as cyber security, artificial intelligence (AI), blocks chain, and data 

analytics. This shortage is particularly acute in developing economies, including Ethiopia. The 

report indicates that Ethiopia‘s digital transformation efforts are significantly impeded by a lack of 

local expertise, which weakens IT security practices and delays the development of robust risk 

management frameworks. These findings corroborate concerns regarding the shortage of skilled 

information system professionals and risk managers at the National Bank of Ethiopia . 

Similarly, (Kaspersky, 2023), notes Ethiopia‘s limited cyber security capabilities, with local firms 

and government agencies including the NBE often relying on costly external contractors due to a 

shortage of qualified personnel. This observation aligns with challenges of insufficient internal 

expertise in managing information system risks at the NBE. This further aligns with the challenge 

of insufficient internal expertise in managing information system risks at the NBE. Furthermore, the 
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(IMF, 2020), discusses the capacity constraints in Ethiopia‘s financial sector, highlighting limited 

human resource capacity in regulatory and supervisory roles at the NBE. The report stresses that 

efforts to modernize banking supervision are hampered by a shortage of trained staff, particularly in 

critical areas such as financial soundness indicators (FSIs) and risk assessment. This skills gap also 

affects information system risk management, where specialized knowledge in cyber security and 

data analytics is essential (IMF, 2020). 

2.8.1.2. Poor Integration of IT Risk Management with Business Objectives 

The NBE regulatory guidelines emphasize the importance of integrating information system risk 

management with broader organizational objectives to ensure financial stability (NBE., 2010). 

However, the guidelines also acknowledge ongoing difficulties in achieving cross-departmental 

coordination, particularly in resource-constrained environments like Ethiopia. Fragmented risk 

management processes and departmental silos significantly hinder alignment between information 

system risk management and business objectives. The World Bank further reports that the NBE 

suffers from inadequate regulatory frameworks and weak integration of risk management practices, 

including IT risk, into its strategic planning. Information system risk management is often treated as 

an isolated function rather than as part of an enterprise-wide risk management approach, which 

impairs the institution‘s capacity to address systemic risks effectively (world Bank, 2024). 

2.8.1.3. Lack of Clear Policies and Procedures 

The NBE own guidelines recognize that many Ethiopian financial institutions, including the NBE 

itself, lack well-defined information system risk management policies, leading to inconsistent 

practices and heightened vulnerabilities (NBE., 2010). Although the guidelines call for standardized 

procedures for risk identification, assessment, and mitigation, implementation remains inconsistent 

due to limited institutional capacity and vague procedural frameworks. 

Degu, Keshav and Monika  (2024),  highlights the low levels of disclosure and reporting among 

Ethiopian banks, attributing this to the absence of clear policies and procedures. This deficiency 

extends to Information system risk management, where ambiguous guidelines lead to inconsistent 

risk mitigation strategies and increased exposure to vulnerabilities such as inadequate cyber security 

measures. 

Similarly, The African Development Bank (2022), identifies the lack of clear information system 

risk management policies as a key challenge for Ethiopia‘s financial sector. It emphasizes that the 

absence of specific information system risk management guidelines contributes to reactive rather 
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than proactive responses to emerging threats, thus increasing the risk of system failures and cyber-

attacks. 

2.8.2. External Challenges 

2.8.2.1. Cyber Threats 

Tadesse  (2024), examines the cyber security challenges confronting Ethiopian banks, including the 

National Bank of Ethiopia, amid escalating threats such as phishing and ransomware attacks. The 

study highlights a rising frequency of cyber-attacks coinciding with the expansion of internet 

services, while banks‘ capacities to implement proactive cyber security measures remain limited. 

To address these persistent threats, (Tadesse, 2024)recommends the adoption of multi-layered 

security controls and regular vulnerability assessments, emphasizing increased exposure due to its 

reliance on digital platforms. 

The Bank for International Settlements (2023), underscores the global rise in cyber-attacks on 

financial institutions, including central banks, and highlights their potential to cause systemic 

disruptions. The report specifically points out that developing countries like Ethiopia are 

particularly vulnerable due to limited cyber security infrastructures, leaving institutions like the 

NBE exposed to operational and reputational risks. 

2.8.2.2. Regulatory Changes 

The European Central Bank Supervision (2024), overview of the Digital Operational Resilience Act 

(DORA) highlights the complexity and resource intensity of adapting to evolving cyber security 

regulations. Central banks in developing countries, including the NBE, face significant challenges 

in aligning with such international standards, particularly given their limited regulatory capacity. 

DORA‘s stringent requirements for enhancing IT/IS risk management demand significant 

investments in technology and expertise, which are difficult for the NBE to meet. 

Similarly, the NBE own guidelines acknowledge the challenge of adapting to both domestic and 

international regulatory requirements, citing limited resources and institutional capacity as major 

obstacles (NBE., 2010). Compliance with emerging cyber security regulations often requires 

substantial updates to IT infrastructure and policies, putting additional strain on the NBE‘s already 

limited budget. 

The (world Bank, 2024), further stresses that the NBE struggles to modernize its regulatory 

framework in order to meet international standards. It emphasizes that outdated regulatory 
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structures hinder compliance with global cyber security and risk management standards, requiring 

significant investments in capacity building, technological upgrades, and institutional reforms. 

2.8.2.3. Increasing Digitalization and Fintech Innovations 

The Policy Studies Institute (2024), reports that the rapid growth of digitalization and fintech 

innovations such as mobile money platforms and digital payment systems has outpaced the NBE‘s 

risk management and regulatory capacities. Infrastructure deficiencies, including poor internet 

connectivity and cyber security gaps, are major barriers to the secure adoption of fintech 

innovations. As a result, the NBE struggles to regulate emerging platforms like Telebirr, exposing 

the financial system to increased cyber threats and fraud risks. 

Similarly, a World Bank blog post (World Bank, (2024), highlights Ethiopia‘s push toward digital 

financial services, noting that the NBE outdated infrastructure and limited expertise hinder its 

ability to oversee and secure these innovations. Poor connectivity, low digital literacy, and 

inadequate cybersecurity measures further exacerbate the IT risks associated with rapid 

digitalization, complicating the NBE‘s efforts to ensure financial sector stability. 

2.9. Related work 

In the field of information system risk management, several researchers have made significant 

contributions by exploring various dimensions of risk governance and management. For instance 

Carcary (2012), in his work titled "IT Risk Governance: Building a Risk-Aware Culture," aimed to 

examine how IT risk governance can be effectively structured within organizations. His research 

emphasizes the critical need for fostering a risk-aware culture, where IT risks are not managed in 

isolation but are instead aligned closely with the broader business strategy. Carcary (2012), findings 

indicate that effective IT risk governance requires both robust risk management processes and an 

organizational commitment to integrating risk awareness into routine decision-making. This 

alignment helps ensure that IT risk management is not merely a technical exercise but is embedded 

in the overall strategic objectives of the business. (Carcary, 2012) study underlines that without this 

cultural shift, IT risk management frameworks may fail to address the broader organizational 

impacts of IT risks.A (Institute of risk management, 2010) developed a risk management process 

based on ISO 31000 with the following components:  

Risk assessment - It begins with the identification of the factors that are most critical to the 

achievement of the organization‘s objectives. These are defined in terms of opportunities and 
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threats. The risks are then ordered in terms of priority and this is used to determine the resource 

allocation for risk treatment.  

Risk treatment - This involves identifying and implementing controls to reduce the impact or 

eliminate the risk. Approaches for risk treatment include: risk avoidance and risk transfer. The cost 

of risk treatment should always be compared to the anticipated benefit to ensure a net gain. Controls 

with the highest net gain should be given highest priority.  

Feedback mechanisms - This involves monitoring and reviewing of the organization‘s performance 

as well as that of individual components. It is also important to maintain communication amongst 

stakeholders on issues affecting their areas of interest.  

The National Stock Exchange of India Limited implemented IT risk with an aim of risk assessment 

into IT operational and governance processes as described by (Bakshi, 2012) .  

A comparative study of existing standards and frameworks was carried to identify the most suitable 

guiding framework for the process. The Risk IT framework was selected for the following reasons: 

It provides granular guidance on risk management processes covering all traditional risk 

management processes (identification, risk assessment, risk response, risk treatment and risk 

monitoring);It focuses on linking IT risk with business objectives rather than IT assets; It is the only 

framework that provides detailed processes for IT risk governance; It is focused on building risk 

scenarios (also provide list of generic scenarios) that help in directly linking risk management with 

business processes. The implementation of risk management involved development of risk registers 

for business functions and defining an aggregation process to arrive at an organization-level risk 

profile. The Risk IT framework enabled the National Stock Exchange of India Limited to present a 

unified view of IT risks to stakeholders. It facilitated participation through scenario analysis, 

established a continuous process for monitoring the risk profile, and promoted acceptance by risk 

owners. An Excel-based tool was developed for updating the risk profile (MetLife, 2010). leveraged 

the Risk IT framework to create a MetLife-specific IT Risk Management Framework. They 

customized it to a framework that used internal terminology to ensure the document could be easily 

understood and used globally across the enterprise. The customized framework provides for the 

consistent handling of all IT risk management aspects and integrating them with business 

operational risk activities. It is not a procedure, but rather a description of what processes and 

activities management should strive to mature. It maintains the Risk IT domains (risk governance, 
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risk evaluation and risk response) and also provides details on the processes and activities to be 

carried out  (MetLife, 2010). 

Aven (2014), in his paper titled "Risk Assessment and Risk Management: Review of Recent 

Advances," aimed to review and synthesize modern approaches to risk assessment and 

management, with a particular focus on their application within IS and operational contexts. His 

objectives centered around understanding how contemporary techniques could improve the 

handling of uncertainties inherent in risk assessments, which are critical for effective decision-

making in complex IS environments. Aven findings highlight the emergence of advanced 

methodologies that enable organizations to better quantify and manage uncertainties, going beyond 

traditional risk management frameworks. He emphasizes that addressing uncertainties is essential in 

operational settings, where the dynamics of IS systems and the rapid pace of technological change 

make risk assessment more challenging. His research underscores the need for adopting more 

flexible and robust approaches in IS risk management, capable of adapting to evolving threats and 

uncertainties. 

Huang (2015), in the paper titled "Integrating Enterprise Risk Management and IT Systems," aimed 

to explore how Enterprise Risk Management could be integrated into IT systems to improve 

decision-making processes. The study‘s objective was to investigate how this integration could lead 

to more effective risk management by providing organizations with a comprehensive understanding 

of their risk landscape. findings demonstrate that integrating ERM into IT systems enhances system 

resilience and provides a more comprehensive view of organizational risk. This integration allows 

organizations to make more informed decisions, as they are better equipped to identify, assess, and 

respond to risks across both IT and business functions. Huang's work underscores the importance of 

a unified approach to risk management, where risk information system is not silos but aligned with 

overall enterprise risk strategies. 

Gerrard (2017), in his study titled "The Role of IT Risk Management in Financial Institutions," 

sought to assess how IT risk management contributes to enhancing financial stability within the 

banking sector. The primary objective of the research was to evaluate the effectiveness of proactive 

IT risk management practices in mitigating risks that could impact financial stability. Gerrard‘s 

findings revealed that implementing robust IT risk management strategies significantly reduces the 

incidence of data breaches and associated financial losses. His study underscores the importance of 

proactive risk management in safeguarding financial institutions against potential IT-related threats, 
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demonstrating that effective management practices are crucial for maintaining both operational 

integrity and financial stability. 

The NIST (2018), Publication "NIST SP 800-37: Risk Management Framework for Information 

Systems" provides a comprehensive framework designed to guide organizations in assessing and 

managing IT risks. The primary objective of this framework is to offer a structured approach for 

implementing effective risk management practices across various information systems. NIST‘s 

findings emphasize the critical importance of continuous monitoring and adaptive controls as 

integral components of an effective IT risk management strategy. By advocating for an ongoing 

assessment of risks and the flexibility to adjust controls as needed, the framework ensures that 

organizations can respond dynamically to emerging threats and vulnerabilities. This approach 

underscores the necessity for vigilance and adaptability in managing IT risks, aligning with the 

broader goal of maintaining robust and resilient information systems. 

In the study titled "Cyber Security Risk Assessment in Financial Institutions" by (Khatibi, 2020), 

the objective was to explore the cyber security risks faced by financial institutions and to develop a 

comprehensive assessment framework. The research underscores the growing significance of cyber 

security risk management as a critical component in safeguarding sensitive financial data. Khatibi's 

findings highlight that, given the escalating threats in the digital landscape, a robust cyber security 

risk assessment framework is essential for effectively protecting financial institutions from data 

breaches and cyber-attacks. The specific gap addressed by this study lies in the lack of 

contextualized frameworks tailored to the operational realities of central banks in low-income 

countries, such as Ethiopia. 

Most existing works focus on global standards like NIST RMF, ISO/IEC 27005, and ISACA Risk 

IT Framework, which are often designed with the assumption of mature governance structures, 

strong technical capacities, and high levels of institutional readiness. These conditions are not 

always present in developing economies, where ISRM practices are often fragmented, under-

resourced, or externally driven. Moreover, limited empirical research is available that examines the 

actual ISRM practices of central banks in such settings or proposes frameworks grounded in local 

institutional contexts. As such, this study contributes to the literature by bridging the gap between 

theory and practice, offering a tailored ISRM framework for the National Bank of Ethiopia that 

reflects both global best practices and national-level implementation constraints. This research 

therefore fills an important niche by responding to the need for locally adaptable, evidence-based 

frameworks, which is underrepresented in current ISRM scholarship. 
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CHAPTER THREE 

RESEARCH DESIGN AND METHODOLOGY 
This chapter outlines the research design and methodology employed to achieve the objectives of 

the study. It presents the research approach and techniques used to address the research questions. 

Additionally, the chapter discusses data collection procedures, sources of data, and considerations 

related to validity, reliability, and data analysis. 

3.1. Research Design 

This study adopts a qualitative and exploratory approach to examine the current practices of 

information system risk management at the National Bank of Ethiopia. A case study strategy is 

employed to achieve the research objectives. Qualitative research is particularly suited for studies 

with small sample sizes, where outcomes are not intended to be statistically measurable or 

generalizable. Its primary advantage, distinguishing it from quantitative research, lies in its ability 

to provide a comprehensive and detailed understanding of the research subject without limiting the 

scope of inquiry or restricting participants' responses(Collins, 2003). 

In qualitative research, the researcher plays a central role in data collection and analysis, unlike 

quantitative research, which often relies on standardized instruments such as surveys or tests. This 

method frequently involves fieldwork, requiring direct engagement with the research setting 

through observations and interviews with relevant participants. It typically follows an inductive 

logic, especially when existing theories are insufficient to fully explain the phenomenon under 

study. Moreover, qualitative research emphasizes understanding processes through rich, detailed 

descriptions that contribute to knowledge construction. 

However, the success of qualitative research depends largely on the researcher‘s skills and abilities. 

Its findings are often considered subjective, as they are shaped by personal interpretations and 

judgments. Furthermore, due to generally small sample sizes, there is a risk that the findings may 

not be representative of a broader population (Bryman, 2004). 

3.2. Research Approach 

This study employs an inductive research approach, beginning with specific observations to develop 

generalized theories and conclusions. This approach is particularly suited to qualitative research, 

especially when working with small sample sizes, as it allows for an in-depth exploration of 

phenomena within their natural context. The inductive method is beneficial when existing theories 
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do not adequately explain the phenomenon under investigation, enabling the researcher to generate 

new theoretical insights grounded in empirical data. 

A limitation of the inductive approach is its reliance on a limited number of observations, which 

may affect the generalizability and reliability of the findings (Denzin, 1970). The conclusions 

drawn are context-specific and may not be broadly applicable. Nevertheless, qualitative research 

prioritizes depth and richness of understanding over statistical generalization, focusing on the 

nuances and complexities of the cases studied. 

3.3. Data Collection Method 

This study employed a triangulation of qualitative data collection methods: face-to-face semi-

structured interviews, document review, and observation, to gain a comprehensive understanding of 

information system risk management practices at the National Bank of Ethiopia (NBE). 

Triangulation enhances the depth and validity of qualitative research by integrating multiple data 

sources, providing richer and more nuanced insights into the research subject. 

Among these methods, semi-structured interviews were pivotal. They are widely regarded as a 

cornerstone of case study research due to their capacity to elicit detailed, context-rich data through 

open-ended questions (K.Yin, 2018). This approach enables participants to express their 

experiences and perspectives in their own words, facilitating a deeper understanding of complex 

issues. The interview guide was adapted from the international Risk IT Framework, ensuring 

alignment with established best practices in information system risk management. 

Following the interviews, internal documents were requested from participants to corroborate and 

enrich the interview data. Document review is a critical method in case study research, providing 

additional perspectives and enabling cross-referencing and validation of information obtained 

through interviews  (Hirschhein, 2003). 

Observation was also conducted to capture real-time data on NBE information system risk 

management practices. This method allows researchers to gather information on behaviors and 

interactions within their natural context, offering insights that may not be accessible through 

interviews or documents alone. By integrating these qualitative methods, the study aimed to 

develop a comprehensive and contextually grounded information system risk management 

framework tailored to the specific needs and circumstances of the NBE. 
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3.3.1. Semi Structured interviews 
Qualitative interviews are widely recognized as an effective data collection method in qualitative 

research (Newman., 2007). They allow researchers to explore phenomena from participants‘ 

perspectives and to understand the reasons and contexts underlying these viewpoints (Cassell, 

2004). To achieve this objective, the interviews were guided by open-ended questions, minimal 

structural constraints, and an emphasis on participants‘ specific experiences and situations. Face-to-

face semi-structured interviews were conducted to explore the perspectives of key organizational 

representatives on information system risk management, as this approach provides the flexibility 

required to adapt to participants‘ responses during the interview. According to Bryman (2004), the 

flexibility inherent in semi-structured interviews enables researchers to explore how interviewees 

frame and interpret issues and events, thereby gaining insights into what they perceive as important 

in explaining behaviors and patterns. Complementing this, (Babbie, 1998) argues that in-depth, 

face-to-face interviews allow participants to guide the conversation to some extent, while adhering 

to a predetermined set of questions, thereby enriching the depth and authenticity of responses. 

Unlike structured or entirely unstructured interviews, the semi-structured format provides both the 

flexibility to pursue emergent, salient topics and a consistent framework for comparing responses 

(Bryman, 2004). This approach supports the study‘s objective to capture both generalized patterns 

and specific organizational viewpoints. To facilitate the interviews, an interview guide containing 

key questions was developed, (Patton, 2002) recommendation to enable deeper probing into the 

subject matter.  

Two versions of the interview guide were prepared, tailored to two categories of participants: IT 

Units and Business Units stakeholders (refer to Appendices I-II). Face-to-face interviews were 

employed as the primary mode of data collection, with all interviews conducted in person. The 

independence of the respondents, each representing distinct groups, added supplementary value to 

the data by ensuring diverse and unbiased perspectives. 

However, as (Flick, 2002), cautions, this approach risks respondents diverting discussions toward 

internal organizational problems or blurring the lines between personal and professional insights. 

To mitigate such risks, interviewers consistently steered the conversation back to the research 

questions outlined in the interview guide. For respondents less formally connected to the researcher, 

a more relaxed conversational approach was employed to encourage openness. Each interview was 

scheduled for approximately 80 minutes; however, actual durations ranged from 40 to 60 minutes, 

with most lasting between 40 and 50 minutes. Conversations were recorded with participants' 
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consent and subsequently transcribed. In addition, short notes were taken during interviews for 

validation purposes. 

3.3.2. Document Analysis 

This study employed document analysis by reviewing internal documents from the National Bank 

of Ethiopia (NBE), including Bank Risk Management Guidelines, policies, risk assessment reports, 

strategic plans, and relevant banking and IT laws and regulations in Ethiopia. This method will help 

understand formal structures and processes, aligning with the scope to evaluate existing practices 

and identify vulnerabilities. To develop a comprehensive understanding of information systems risk 

management and to contextualize international practices in mitigating such risks, a document 

analysis was undertaken. This method entailed a systematic review of diverse sources, including 

scholarly books, peer-reviewed journal articles, conference proceedings, and reputable online 

resources. These materials provided critical insights into prevailing theories, methodologies, and 

global experiences in managing information systems risks. Notably, literature reviews such as those 

by (Amraoui, 2019), and comprehensive analyses in journals like MDPI's Electronics have been 

instrumental in elucidating the multifaceted nature of risk management in information systems. 

In addition to external literature, an in-depth examination of the bank's internal risk management 

guidelines was conducted. This internal document analysis aimed to assess the organization's 

existing risk management framework, policies, and procedures. By scrutinizing these internal 

documents, the study sought to identify the alignment between the bank's practices and established 

international standards, such as those outlined in the Basel Committee's principles for effective risk 

data aggregation and risk reporting. 

The document analysis process was pivotal in gathering pertinent information, enabling a 

Comprehensive understanding of both theoretical constructs and practical applications of risk 

management. This dual approach enriched the researcher's knowledge base, facilitating a more 

robust analysis of the subject matter and contributing to the study's overall rigor. 

3.4.Data Source 

The method of purposive sampling was used to identify the data source of this research. 

Purposive sampling belongs to the category of non-probability sampling techniques, sample 

members were selected on the basis of their knowledge, relationships and expertise regarding a 

research subject (K.Yin, 2018).The target population of this research was IT staffs, Internal Audit 

and Risk management department, and Business Units, who were working at National Bank of 
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Ethiopia head office. But for this specific research, the researcher identified the participants based 

on their current role, which was related to the issue of this research. Hence, the participants of 

this research for in person interview were from different ISMD and IARMD including ISMD 

Directors, Chief Database Administration officer, Chief IT security officer, Senior application 

management Officers, Chief IT infrastructure officer, Acting Chief IT supervision Officers, Senior 

Risk Management Officers, and Chief Risk manager of bank. Participants from Business 

department were includes Team leader 1 from PSSD, Senior currency management directorate, and 

senior finance Management directorate. 

3.5. Evaluation of the Proposed Framework 

To ensure the validity, applicability, and contextual relevance of the proposed IT Risk Management 

Framework for the National Bank of Ethiopia (NBE), a systematic evaluation process was 

conducted. This process employed two qualitative validation techniques: expert review to assess the 

framework comprehensiveness, practical utility, and alignment with both international standards 

and institutional requirements. 

Rather than relying on statistical measures, the validation of the proposed framework was based on 

subjective expert judgment, grounded in professional experience and contextual understanding. To 

ensure methodological rigor, several qualitative validation tools and techniques were employed. 

First, an expert review was conducted, in which a group of carefully selected subject matter experts 

evaluated the framework against predefined criteria, including relevance, comprehensiveness, 

clarity, and alignment with internationally recognized standards such as the ISACA Risk IT 

Framework and ISO 31000. These experts were identified through purposive sampling, guided by 

eligibility criteria such as professional qualifications, active involvement in risk governance, and 

familiarity with IT risk management standards. Their feedback was subjected to qualitative content 

analysis to identify common patterns, critiques, and recommendations, which were then used to 

refine the framework and enhance its contextual applicability. Furthermore, expert evaluations were 

structured around four key validation dimensions: relevance to the organizational context, practical 

feasibility, clarity of framework components, and alignment with global best practices. This 

structured, expert-driven approach contributed significantly to the trustworthiness and practical 

relevance of the final framework. 
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3.6. Method of Data Analysis 

Qualitative content analysis was employed to systematically examine data collected through semi-

structured interviews and document reviews. This method was selected for its suitability in 

exploring complex, context-dependent phenomena such as IT risk management practices and 

perceptions within a central banking environment. Although numerous studies exist in the domain 

of Information Systems Risk Management (ISRM), the majority focus on generalized frameworks, 

policy-level recommendations, or quantitative metrics applied in different institutional or 

geographic contexts. However, this study specifically aims to explore the current ISRM practices, 

institutional challenges, and contextual gaps at the National Bank of Ethiopia, which remain under-

investigated in the local setting. 

A qualitative approach, particularly content analysis, was deemed appropriate to capture the depth 

and complexity of stakeholder experiences, institutional dynamics, and practical implementation 

barriers that are often not measurable through purely quantitative methods. This method allows the 

researcher to derive meaning directly from participants' perspectives and institutional documents, 

thereby grounding the proposed framework in empirical realities rather than theoretical 

assumptions. Thus, the choice of a qualitative design is not due to a lack of existing literature in the 

broader field, but due to the need for a contextualized and interpretive understanding necessary to 

design a tailored ISRM framework suitable for the operational and regulatory environment of the 

National Bank of Ethiopia. 

3.7. Validity and Reliability 

3.7.1. Validity 
Ensuring validity in qualitative research is essential to establish the trustworthiness and credibility 

of findings. In this study, content validity was achieved through expert review and theoretical 

alignment. The interview guide was developed based on established constructs from the Risk IT 

Framework, covering the domains of risk governance, risk evaluation, and risk response. The 

instrument was reviewed by professionals with expertise in IT risk management. 

In order to reduce risks to the validity of this research, the researcher undertook several deliberate 

actions. To reduce researcher bias, the guidelines of Field and Morse (1985) were followed, 

recommending rigorous interviewer training prior to qualitative data collection. Accordingly, the 

researcher participated in multiple online and in-person trainings related to IT risk management, 

which facilitated the establishment of trust and rapport with participants. 

Purposive sampling was employed to minimize sample bias by selecting participants with relevant 

knowledge of the research topic. The researcher exercised informed judgment to identify 
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individuals capable of providing rich and meaningful insights into information system risk 

management practices. 

Additionally, the study‘s purpose and methodology were clearly communicated to participants. Two 

days prior to each interview, briefing sessions were conducted to explain the study‘s objectives, 

data collection procedures, and intended use of information. This approach fostered trust and 

improved data quality and authenticity. Overall, these steps ensured that the interview instrument 

adequately captured the breadth and depth of issues relevant to information system risk 

management at the National Bank of Ethiopia. 

3.7.2. Reliability 
Reliability in qualitative research pertains to the consistency and dependability of the research 

process and findings. Several strategies were applied to enhance reliability in this study: 

Inter-coder reliability: A second independent reviewer cross-checked a sample of coded transcripts. 

Discrepancies were discussed and resolved through consensus, enhancing the objectivity of the 

analysis. 

Audit trail: Detailed documentation of coding schemes, theme development, and interpretative 

decisions was maintained to ensure transparency and traceability. 

Reflexivity: The researcher engaged in ongoing self-reflection to identify and mitigate potential 

biases, thereby maintaining fidelity to participants‘ perspectives. 

3.8. Triangulation 
To further enhance the credibility and confirmability of findings, methodological triangulation was 

employed. Data were collected from multiple sources including semi-structured interviews, 

organizational documents, and relevant literature to corroborate interpretations and minimize 

systematic bias. 

3.9. Chapter Summary 
This chapter presented the research design and methodology, clarifying that the study adopted a 

qualitative design with an inductive approach. The case study method was employed as the research 

strategy. Data collection instruments namely face-to-face interviews and document analysis were 

described as means to gather relevant and in-depth information. Measures taken to ensure validity 

and reliability were discussed. Finally, the data analysis process was outlined. The subsequent 

chapter will present the research findings, analyze the data, and discuss their implications.
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CHAPTER FOUR 

DATA PRESENTATION, ANALYSIS AND DISCUSSION 
4.1. INTRODUCTION 

This chapter presents the findings obtained through interviews, document reviews, and inductive 

analysis. The data are introduced, analyzed, and discussed in relation to the research questions. 

The discussion establishes links between the research questions and the emergent themes. 

Findings from face-to-face interviews with representatives of the Information Systems 

Management Directorate (ISMD), the Internal Audit and Risk Management Directorate (IARM), 

and business unit participants are presented separately to reflect their distinct perspectives. 

Relevant internal documents were also reviewed to support triangulation and validate the 

primary data. While the data are organized by stakeholder group, the analysis and discussion are 

structured according to the three key domains of the Risk IT Framework: Risk Governance, Risk 

Evaluation, and Risk Response (ISACA, 2009). The analytical process follows an inductive 

approach, as described in Section 3.6, allowing themes and patterns to emerge naturally from the 

data without imposing predefined theoretical assumptions. 

4.2. Respondent Information 

The study respondents included IT staff, internal audit and risk management personnel, and 

business staff occupying managerial roles with significant responsibilities in information system 

risk management. Key job titles represented among the participants include ISMD Directors, 

Chief IT Security Officer, Chief Infrastructure Management Officer, Chief Database 

Administration Officer, Chief Application Management Officer, Chief IT Supervision Officer, 

Chief Risk Management Officer, Chief Payment Settlement Officer, Senior Currency 

Management Officers, and Chief Finance Management Officers. 

4.3. Data Presentation 

4.3.1. Data from Interview 

4.3.1.1. Key IT Challenges in the Bank 

To ensure anonymity while distinguishing between different stakeholder groups, participants are 

identified using codes such as P1–P6 (Information System Management Directorate), P7–P8 

(Internal Audit and Risk Management), and P9–P11 (Business Units). The letter "P" denotes 
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"Participant," followed by a unique number for reference. When participants were asked about 

the most significant IT-related challenges facing the organization and how these issues impact 

daily operations, a number of recurring and interrelated themes emerged. These challenges 

reflect critical weaknesses in infrastructure, human capacity, governance, and operational 

processes. 

A frequently mentioned challenge was the lack of adequately trained IT personnel. Multiple 

participants pointed out that the absence of regular and structured training programs limits staff 

capability to adapt to new technologies, detect vulnerabilities, or manage evolving systems. As 

P1 explained, "The absence of well-equipped talent and regular training makes it difficult to 

adopt or maintain new technologies. As a result, vulnerabilities are not easily identified." P6 also 

echoed this concern, stating that the lack of continuous training compromises the organization's 

ability to manage risk effectively. 

Another dominant issue raised was the existence of outdated infrastructure and legacy systems. 

These systems were described as not only inefficient but also a major source of operational risk 

and cost. P1 mentioned that these legacy systems lead to "reduced efficiency, higher 

maintenance costs, and limited scalability." Similarly, P9 noted that the outdated infrastructure 

hinders the NBE ability to integrate new technologies and respond to change, causing delays and 

inefficiencies across departments. 

Closely tied to these issues is the absence of a formal information system risk management 

structure. P2 and P7 noted that, the responsibility for information system risk management 

currently rests with the Internal Audit and Risk Management department, which lacks the 

technical expertise to handle information system specific risks effectively. This has led to key 

information system risks being either improperly assessed or overlooked entirely. The result is 

weakened risk mitigation and increased exposure to potential failures or cyber incidents. 

P3 further highlighted a lack of foundational governance structures. The organization, they 

explained, does not have an officially approved information system risk strategy aligned with its 

mission and goals. Key guiding documents such as information system risk policies and 

procedures are either missing or not endorsed by the board. This vacuum in governance 

contributes to a broader lack of clarity in roles, responsibilities, and accountability. Tasks are 
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often performed based on individual initiative rather than standardized procedures, and important 

resources like IT inventory are not managed properly or kept up to date. 

Operational challenges were also noted in day-to-day management and issue resolution. P4 

observed that there is no structured incident tracking or problem management process in place. 

This results in repetitive issues going unresolved, as there is no formal mechanism to record, 

investigate, or learn from past problems. The lack of documented processes makes it difficult to 

analyze root causes or prevent recurrence. Altogether, the challenges identified by participants 

paint a picture of an IT environment burdened by outdated systems, untrained personnel, weak 

governance, and reactive operations. These issues not only disrupt normal functioning but also 

place the organization at considerable risk, particularly in an era where agility, resilience, and 

digital capability are essential for success. 

4.3.1.2. Existing IT Risk Management Approach at NBE 

Data were collected from two key stakeholder perspectives to ensure a comprehensive 

understanding of Information Systems Risk Management practices within the National Bank of 

Ethiopia. Participants are identified using the code "P" to denote 'Participant,' followed by a 

unique number for reference. The first group includes participants from the Information System 

Management Directorate and the Internal Audit and Risk Management Directorate (P1–P8), 

representing the technical and oversight functions. The second group comprises participants from 

Business Units (P9–P11), reflecting the operational and end-user perspective. This coding 

approach ensures both confidentiality and clarity in presenting qualitative findings. 

Business Unit perspectives 

When participants were asked about how information system risk is currently managed at the 

National Bank of Ethiopia, their responses pointed to a reactive and fragmented approach, with 

minimal integration between IT, business units, and the risk management function. 

According to interviewees, the risk management department formally oversees IT risks, yet it 

lacks deep technical expertise. P9 explained that this limitation affects the department‘s 

understanding of operational risks, particularly those emerging from fintech integrations and 

complex IT systems. Furthermore, operational units primarily play a passive role, submitting 

updates when requested rather than actively contributing to risk analysis or mitigation planning. 
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Participant was asked about the effectiveness of current risk management processes, and P10 

described the approach as largely document-driven rather than proactive. Updates are submitted 

on an annual basis when formally requested; however, there is no ongoing, real-time feedback 

loop to monitor, report, or respond to emerging information system risks management. 

Consequently, this procedural framework fails to capture the dynamic and evolving nature of 

information system risk management. Similarly, P11 acknowledged that information system risk 

management awareness within their department is limited. Rather than actively engaging with IS 

risk management, business units often deferring these concerns to the IT team, with minimal 

communication unless the risk directly affects budget execution or financial reporting. This 

reflects a silos process, where business units remain disengaged from identifying or addressing 

information system-related risks unless the impact is immediate and operational. 

4.3.1.3. Risk Governance 

Establishing and Maintaining a Common Risk View  

ISMD and Internal Audit Risk Management Department perspectives 

Participant was asked about how a shared understanding of IT-related risks is established and 

maintained among various departments and stakeholders within the NBE. Their responses 

revealed significant concerns about the absence of an integrated IT risk governance structure and 

a lack of a clearly communicated risk view across the institution. 

Participant was asked about the existence of a formal enterprise risk management (ERM) 

framework, and many expressed concerns over its absence. As P1 noted,  

―…Our organization has not yet aligned its information system risk management activities due to 

the absence of an ERM framework and clearly defined roles.‖  

This highlights the foundational gap preventing a unified risk perspective. Similarly,  

P5 stated,  

―…No formal information system risk management framework has been developed to reflect the 

bank overarching strategic objectives.‖ As a result, critical aspects of information system risk 

management remain fragmented. 
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Participants were also asked about how IT risk appetite is formulated and integrated into 

operational processes. Responses indicate a disconnect between strategic risk formulation and 

practical implementation. As P2 explained, ―An IS risk appetite draft has been defined by 

external consultants and is now overseen by IARM. However, the operational IT department 

(ISMD) is formal not involved in managing this risk appetite.‖ This further demonstrates that 

key stakeholders are excluded from risk-related decisions. Similarly, P6 reiterated, ―Despite 

being directly impacted by IT risk decisions, ISMD is not involved in setting or managing risk 

appetite.‖ This exclusion weakens the bank ability to maintain a cohesive risk management 

approach. 

Participant were asked about information system risk policies and how they align with 

institutional strategy. A shared concern among respondents was the absence of a structured 

policy linking IS risk management to the bank strategic direction.  

P4 pointed out,  

―…there is no IS risk policy or procedure that is aligned with the bank strategic objectives.‖  

This suggests that efforts to formalize risk governance remain inadequate. Similarly, P7 

confirmed, ―Currently, the bank lacks a defined IS risk policy or procedure that ties directly to its 

strategic goals.‖ 

participants were also asked about the mechanisms in place at NBE to ensure a shared perception 

of IS risks between technical departments and business units. Their responses indicate that such 

mechanisms are either underdeveloped or entirely lacking. 

Interviewees were asked about structured collaboration between ISMD and business units in 

managing IS-related risks. A common theme among responses was the lack of formal 

integration. P1 stated, ―There is currently no well-organized approach to align the bank‘s IS risks 

with business unit objectives through collaboration with the ISMD technical teams.‖ As a result, 

IS risk management efforts are not effectively integrated with the bank overall business strategy. 

Similarly, P4 emphasized, ―There is no formal mechanism in place to ensure that ISMD and 

business units share a common understanding of risks.‖ 
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Participant were asked about the existence of an oversight body for IS risk governance, and 

many expressed concerns over its absence. P5 pointed out, ―At present, NBE does not have a 

dedicated governance body or committee tasked with managing IS risk. While the IMF has 

advised forming a steering committee, their proposal centers on operational coordination rather 

than holistic IT risk governance.‖ This suggests that external recommendations focus on tactical 

collaboration rather than comprehensive oversight. P7 reinforced this concern, stating, ―The bank 

lacks an established governance framework or committee specifically for information system 

risk oversight.‖ Similarly, P8 added, ―Recommendations from the IMF include forming a 

coordination committee, but this does not address the full governance and strategic oversight 

required.‖ 

Participant were asked to evaluate the integration of information system risk management within 

NBE broader risk governance framework, and their responses consistently reveal gaps in formal 

structures, governance mechanisms, and interdepartmental alignment. Addressing these 

deficiencies requires the establishment of a centralized ERM framework, improved coordination 

between technical and business units, and strategic policies that ensure IS risk management is 

embedded within the broader organizational risk strategy. 

Business Units perspectives 

When participant were asked about how the NBE defines and communicates its IS risk appetite 

and tolerance levels, their responses revealed significant gaps in tailored risk governance and 

oversight structures. According to participant, while a broad risk appetite exists, information 

system specific risk thresholds remain undefined, leading to a lack of clarity and alignment 

across departments. P9 pointed out that while risk management formally oversees IT risks, there 

is lack structured engagement between information system risk and strategic planning teams. As 

a result, operational units have limited input in discussions regarding systems that directly impact 

their work.  

Similarly, P10 noted that risk tolerance regarding mission-critical systems, such as currency 

tracking tools, is not clearly communicated. These disconnect between the central risk 

framework and the actual risk perception at the operational level creates uncertainty in managing 

IT vulnerabilities effectively. Furthermore, P11 highlighted that budget allocations are not 

explicitly linked to IT risk appetite, leaving planners without clear prioritization of IT risk 
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management efforts. Without financial clarity, investment in risk mitigation measures becomes 

inconsistent, further worsening governance challenges. 

Participant was also asked about governance structures responsible for overseeing information 

system risk. Their responses indicated that while the Internal Audit and Risk Management 

Directorate plays a formal role, there is no dedicated information system risk committee to 

ensure that technological risks are appropriately integrated into strategic decision-making. P9 

emphasized that the absence of an information system specific governance body means that 

many business implications of information system risks go unaddressed. 

Similarly, P10 noted that operational teams lack direct representation in risk-related governance, 

with most decisions being handed down from higher management levels with limited visibility 

for frontline units. This top-down approach, in turn, restricts proactive engagement and creates 

gaps in real-time risk communication. P11 also pointed out that financial planning is not well 

integrated into IT governance, leading to delays in risk-related budget allocations. 

Integration with Enterprise Risk Management (ERM) 

ISMD and Internal Audit Risk Management Department perspectives 

Interviewees were asked about the existence of a formal ERM framework within the National 

Bank of Ethiopia, and the responses indicate that no such structure is currently in place. P4 

emphasized, ―Risk management practices are distributed, and there is no centralized ERM 

framework that includes IS risk as part of the broader enterprise risk profile.‖ This suggests a 

fragmented approach where IS risk is not systematically embedded within enterprise-level risk 

strategies. In addition, Participant 7 noted, ―The absence of an approved ERM framework results 

in IS risks being managed separately, which can lead to inconsistencies in risk prioritization.‖ 

This further demonstrates that without structured integration, IS risks may not be effectively 

assessed alongside broader business risks, leading to misaligned responses. 

Participant were asked about mechanisms ensuring alignment between IS risk management and 

business objectives. Many participants highlighted gaps in coordination that hinder effective risk 

governance. As Participant 1 observed, ―There is currently no well-organized approach to align 

the bank IS risks with business unit objectives through collaboration with the ISMD technical 

teams. As a result, IS risks management efforts are not effectively integrated with the bank 
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overall business strategy.‖ This underscores a disconnect between IS risk processes and 

enterprise-wide risk considerations. Similarly, P5 remarked, ―Currently, mechanisms to align IS 

risks with business objectives are underdeveloped, leading to isolated risk management efforts.‖ 

This suggests that IS risk management operates in silos rather than as part of a cohesive 

enterprise-wide system. P2 further explained, ―The IARM department maintains an IS risk 

register and coordinates with ISMD, but formal alignment mechanisms between IT and business 

units are limited. He said 

” … while some level of coordination exists, it lacks the structured approach necessary for 

comprehensive risk integration. 

Participant was asked about the consistency of risk perception among technical teams. Several 

responses indicate that risk understanding is fragmented not only between ISMD and business 

units but also within ISMD itself. P3 provided a critical internal observation, stating, ―there is not 

a common perception, even within technical teams.‖ This suggests discrepancies in how IT 

teams interpret and manage risks, further complicating alignment efforts. Similarly, P8 noted, 

―There's a lack of organized collaboration between IT and business units, resulting in misaligned 

risk perceptions and strategies.‖ This reinforces the necessity of structured integration 

mechanisms. 

Participant was asked about existing risk management practices within specific departments. 

Some coordination was identified, but it remains operational rather than strategic. P6 said,  

―…It is under IARM department where that risk team sets the IS risk register and discusses with 

the ISMD concerning IT.‖  

While this interaction indicates some operational-level coordination, it does not reflect full ERM 

integration. Furthermore, P7 explained, ―lack of integrated risk management processes means 

that technical and business teams often operate with differing risk priorities.‖ This demonstrates 

that without centralized oversight, IS risk responses lack coherence at the institutional level. 

Business unit Perspectives 

When Participants were asked about how IS risk is integrated into the broader Enterprise Risk 

Management (ERM) framework at the NBE, their responses pointed to a fragmented and 
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informal approach, primarily due to the absence of the ERM framework. According to 

Participants, IS risk is currently handled in isolation, without structured alignment with 

enterprise-wide priorities. P9 noted that the ERM framework remains in draft form and has yet to 

receive formal approval from management. As a result, IS risk management is confined to the 

Internal Audit and Risk Management team, with no defined mechanism for mapping IS-related 

risks to broader organizational concerns. Furthermore, business units have limited involvement 

in IS risk discussions, leading to a silos approach to risk identification and mitigation. 

Participants were asked about the current handling of IS risk documentation, and P10 explained 

that while IS-related issues are recorded manually, their integration into the general operational 

risk reports is informal. Consequently, without a structured ERM framework, IS risks are not 

systematically addressed in alignment with enterprise-wide objectives. This lack of integration, 

in turn, weakens the ability of the organization to anticipate, assess, and manage IS-related 

vulnerabilities effectively. 

Additionally, P11 highlighted that IS risk does not have clear visibility from a budget 

perspective. Rather than being seen as a strategic priority, IS risks are often treated as a cost 

burden. As a result, financial allocations for IS risk mitigation remain inconsistent, hindering the 

organization's ability to proactively manage IT security, compliance, and operational resilience. 

Making Risk-Aware Business Decisions 

ISMD and Internal Audit Risk Management Department perspectives 

Participants were asked how the NBE utilizes information system risk information to guide 

critical business decisions, such as investments in digital payment systems or vendor selection, 

and what processes support this integration. Their responses suggest that IS risk considerations 

are not systematically embedded into the bank‘s strategic or operational decision-making 

processes. 

A key concern among participants is the lack of structured reporting that ensures IS risk data 

informs high-level business decisions. As P1 remarked, ―the risk department does not provide 

concrete or structured reports to senior leadership to support decisions on upgrading systems and 

infrastructure.‖ As a result, IS risk insights do not directly shape major technology investments. 

Similarly, P5 stressed, ―Without timely and accurate IT risk information, decisions regarding 
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digital investments are made with limited risk insight.‖ This further demonstrates that risk 

awareness is not consistently incorporated into investment strategies. 

Participants were asked about the factors influencing IS-related business choices. Responses 

indicate that compliance mandates exceed internally driven risk evaluations. P2 explained, 

―Cyber security risk identification and assessment are led by the IT Security team with support 

from INSA. Business decisions are shaped more by compliance requirements than by internally 

driven IT risk evaluations.‖ This suggests that IS risk considerations are reactive rather than 

proactively embedded in decision-making. 

In addition, P6 shared, ―Before launching any digital financial operations, institutions are 

required to obtain a license from INSA, ensuring they meet mandatory IT security requirements. 

Thus, information system risk information is used mainly in compliance with external mandates 

rather than through internal business-aligned evaluation mechanisms.‖ This further highlights 

that risk assessment is framed as a regulatory obligation rather than a strategic business tool. 

Several Participants pointed out the lack of structured processes that explicitly connect IS risk 

assessments with business strategy. P3 observed,  

―…there is no integrated risk decision framework that explicitly connects IS risk with strategic 

business decisions. Additionally, the bank relies on general guidelines and past experiences.‖ 

 Without a structured approach, risk assessments may not consistently impact investment or 

technology-related decisions. Similarly, P7 added, ―The current processes do not effectively 

incorporate IS risk assessments into decision-making for new technologies or partnerships.‖ This 

indicates that I risk considerations are disconnected from innovation and vendor-related 

decisions. 

Participants were asked to describe instances where IS risk awareness had a tangible impact on 

business decisions at NBE. Their responses suggest that limited cross-functional communication 

and inconsistent risk awareness hinder IS risk from meaningfully influencing business strategies. 

A recurring concern among Participants is the lack of collaboration between departments, 

leading to outdated risk perceptions. Participant 1 noted, ―The concerned department has not 

provided sufficient awareness or training on IT-related risks to bank employees. Additionally, 
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there are systems that have already been upgraded by the bank, yet the risk register maintained 

by the risk department still references outdated versions.‖ This illustrates a disconnect between 

IT risk updates and organizational decision-making. Similarly, Participant 5 reinforced this 

challenge, stating, ―The lack of cross-functional communication has resulted in outdated risk 

registers, which fail to reflect current system statuses.‖ As a result, decisions may be made based 

on incomplete or outdated risk data. 

In addition, interviewees were asked about internal IT risk awareness initiatives. Participant 3 

provided a comparative perspective, explaining, ―There is an IT risk management directive for 

all commercial banks licensed in Ethiopia, but internally, the same level of risk awareness does 

not exist.‖ This suggests that while external banks follow structured risk guidelines, NBE lacks 

equivalent internal practices. Participant 7 emphasized the consequences of low awareness, 

stating, ―Due to insufficient awareness of IT risks, some business decisions have not adequately 

accounted for potential vulnerabilities.‖ This further demonstrates that risk awareness must be 

strengthened for better decision-making. 

Despite these concerns, some initiatives do exist to enhance awareness. Participant 4 stated, ―The 

security team regularly publishes awareness materials such as printed booklets, internal 

notifications, and Outlook pop-up messages about ongoing cyber security threats and best 

practices.‖ While these efforts help individual awareness, they do not necessarily inform high-

level strategic business decisions. Similarly, Participant 6 shared, ―Through the IT risk register, 

we are daily aware of areas of risk.‖ However, the effectiveness of this practice in influencing 

broader business decisions remains unclear. 

Business Unit Perspectives 

When Participants were asked about how the National Bank of Ethiopia incorporates IT risk 

intelligence into business decision-making particularly in areas such as digital payment systems 

and vendor partnerships their responses revealed gaps in structured risk-based evaluation. 

According to interviewees, IT risk considerations do not play a central role in guiding major 

business decisions. P9 noted that while investments in vendor partnerships and new payment 

platforms occur, business units responsible for managing IT risks are rarely consulted. Without a 

formalized risk-based decision framework, IT-related vulnerabilities remain unaddressed until 

after implementation, increasing operational uncertainty. 
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Participants were asked about how system upgrades are handled in relation to risk evaluation. 

P10 explained that these decisions are typically made at the central level, with operational teams 

often informed only after implementation. Consequently, this lack of preemptive consultation 

means that potential IT risks including security vulnerabilities and infrastructure compatibility 

may not be adequately assessed before deployment. Additionally, P11 emphasized that IT risks 

are only prioritized when they carry major financial implications. Rather than maintaining a 

structured process for risk-driven investment strategies, budget allocations tend to react to 

immediate financial pressures rather than proactive risk intelligence. This approach, in turn, 

limits the institution‘s ability to mitigate long-term technological risks and align IT investments 

with a broader enterprise strategy. 

4.3.1.4. Risk Evaluations 

Collect Data 

ISMD and Internal Audit Risk management Department perspectives 

Participants were asked how the National Bank of Ethiopia collects and manages data on IS 

risks, including incidents, vulnerabilities, and threats. Their responses reveal a fragmented, 

largely manual approach characterized by limited integration, inconsistent formats, and a 

reactive reporting culture. A prevailing concern among participants is the lack of a centralized 

system for IS risk data collection. As Participant 2 noted, ―IS risk data is recorded in separate 

registers across departments, leading to data silos, inconsistent formats, and limited visibility 

across the organization.‖ This further demonstrates that risk data management remains 

disjointed, making it difficult to develop a cohesive enterprise-wide IS risk profile. Similarly, 

Participant 6 elaborated, ―Rather than maintaining a centralized risk register, NBE manages IS 

risk data through multiple, department-level registers. These fragmented records include risk 

information handled by different teams but are not integrated into a single, unified system.‖ As a 

result, risk assessment and mitigation efforts lack coordination and visibility across the 

organization. In addition, P4 observed, ―There is no formal risk register, and potential threats are 

not consistently logged or tracked. Additionally, the bank does not have a centralized system for 

monitoring and managing risk-related data.‖ This highlights a critical weakness in proactive risk 

identification. 



 

59 
 

Another recurring theme among responses is the reliance on periodic updates rather than real-

time risk tracking. As P1 explained, ―The risk department sends to business units to update the 

risk registry annually.‖ While structured, this process does not support continuous risk 

monitoring and may result in outdated information. In addition, P7 confirmed this challenge, 

stating, ―The current approach to managing IS risk data is reactive, relying on annual updates 

rather than continuous monitoring.‖ This suggests that emerging risks may not be captured in a 

timely manner. 

Similarly, P5 reinforced the concern, remarking, ―Data on IS risks is primarily gathered through 

periodic reports, which may not capture emerging threats promptly.‖ As a result, risk mitigation 

efforts may be delayed. P8 reiterated this issue, stating, ―The risk department requests annual 

updates to the risk register from business units, but this process lacks real-time data collection.‖ 

This further demonstrates that existing methods do not sufficiently support proactive risk 

evaluation. 

Despite these challenges, some participants acknowledged that certain IT security teams have 

mechanisms for data collection. P3 noted, ―There are tools in the security teams that collect logs 

and communicate with INSA.‖ While this indicates some level of operational data collection, the 

lack of integration into broader risk reporting limits its effectiveness. 

Participants were asked to identify who is responsible for gathering and validating IS risk data at 

NBE and how frequently this data is updated. Their responses suggest shared responsibility 

between the Internal Audit and Risk Management Directorate (IARMD) and senior IT 

leadership, but with limited coordination and infrequent updates. Most participants consistently 

identified the IARMD as the main body responsible for IS risk data collection. P1 stated, 

―Internal Audit and Risk Management Directorate (IARMD).‖ This is echoed by P2, who 

confirmed, ―The IARM department is responsible for collecting and validating IT risk data.‖ 

Similarly, P4 added, ―Internal Audit and Risk Management departments facilitate the collection 

and validation process.‖ While this suggests a shared function, it may lack a central focal point 

for ensuring consistent and frequent updates. 

One of the most common concerns raised by participants is the infrequency of data updates. As 

P5 pointed out, ―Responsibility lies with the Internal Audit and Risk Management Directorate, 
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but the infrequent updates may not reflect the current risk landscape.‖ This raises concerns about 

the effectiveness of IS risk assessments in a rapidly evolving digital environment. In addition, P7 

reinforced this challenge, explaining, ―The Internal Audit and Risk Management Directorate 

manages IS risk data, but the lack of frequent updates can hinder timely risk mitigation.‖ 

Beyond IARMD, Participants identified senior leadership as key stakeholders in interpreting IS 

risk data for strategic decision-making. As P8 explained, ―Responsibility for reviewing the IS 

risk profile lies with ISMD directors and top management, who use the information to guide 

decision-making processes at the governance level.‖ This suggests that while collection and 

validation may be handled by IARMD, interpretation and strategic application involve executive 

leadership. 

Risk Analysis 

ISMD and Internal Audit Risk management Department perspectives 

Participants were asked to describe the methods, tools, and techniques used at the National Bank 

of Ethiopia to assess the likelihood and impact of IS risks, including those related to digital 

payment systems and data breaches. Their responses indicate that while some basic classification 

approaches exist, the current methods lack sophistication and fail to fully address the evolving IS 

risk landscape. 

Participant‘s consistently highlighted concerns regarding the simplicity of NBE IS risk 

classification. As P1 explained, ―The risk department uses a simple categorization approach in 

the risk register, classifying risks as ‗high, medium, and low.‘ However, these classifications are 

not aligned with the current IS risk landscape, particularly as new technologies and threats have 

evolved.‖ This suggests that outdated classifications may underestimate or overlook significant 

IS risks. Similarly, P8 reiterated, ―Risk assessments are categorized as high, medium, or low, but 

these classifications may not align with the complexities of modern IT threats.‖ As a result, 

emerging vulnerabilities may not be properly accounted for. 

In addition, Participants were asked about the specific techniques used to assess IS risk 

probability and impact. P2 noted, ―Risk registers contain labels for probability, impact, and risk 

scores, but assessments are conducted by personnel who lack specialized IT risk expertise.‖ This 

further demonstrates the need for improved technical knowledge in risk evaluation. P6 confirmed 
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this approach, stating, ―NBE uses risk registers that incorporate labels for probability, impact, 

and risk scores to assess the likelihood and impact of IS risks, including cyber threats and data 

breaches, but experts lack knowledge.‖ This indicates that while basic frameworks exist, they 

may not be effectively applied. 

A commonly expressed concern among participants is the inadequacy of current tools in 

assessing risks associated with evolving technologies. P5 observed, ―The current tools lack the 

granularity needed to effectively assess risks associated with emerging technologies.‖ This 

suggests that existing risk assessment mechanisms do not provide sufficient detail or 

adaptability. Similarly, P7 stressed, ―Our assessment techniques need to evolve to accurately 

capture the likelihood and impact of sophisticated IS risks.‖ This further demonstrates the need 

for updated evaluation frameworks that address complex digital threats. 

Interestingly, P4 described a specific technical security measure rather than a formal risk 

assessment methodology: ―We rely on hardware tokens and electronic tokens as part of our 

multi-factor authentication process, which ensures secure access to critical systems.‖ While this 

highlights a security control, it does not represent a systematic approach to risk analysis. 

Participants were asked how NBE evaluates emerging IS risks and integrates them into decision-

making processes. Their responses reveal a mixed approach, with some external collaboration 

but significant gaps in systematically addressing new threats. 

Several participants noted partnerships with outside institutions for identifying risks. As P2 

explained, ―The IT Security team collaborates with the Information Network Security 

Administration (INSA) to identify emerging risks. This process involves analyzing audit 

findings, reports, and industry trends, particularly around digital payment systems and vendor 

vulnerabilities.‖ This suggests that external assessments contribute to risk identification. 

Similarly, P6 added, ―The IT Security team, in partnership with INSA, collects data from audits, 

security reports, and industry trends, focusing on high-risk areas such as data breaches in digital 

payment systems and vulnerabilities in vendor partnerships.‖ While external engagement 

provides valuable insights, a structured internal framework is still necessary. In addition, P4 

mentioned, ―Consultants are formed at NBE to assess new technology trends, particularly in the 
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realm of digitalization, with the aim of integrating these trends into the bank‘s IT risk analysis.‖ 

This further demonstrates that advisory efforts exist but may not be fully institutionalized. 

Despite these efforts, several participants expressed concerns about weaknesses in how emerging 

IS risks are incorporated into strategic decision-making. P5 observed, ―The integration of 

emerging risks into our analysis is limited, potentially leaving us vulnerable to new threats.‖ This 

suggests that despite some external collaboration, internal mechanisms remain insufficient. 

Similarly, P7 stressed the need for improvement: ―Our decision-making processes need to better 

incorporate assessments of emerging IS risks to stay ahead of potential issues.‖ This highlights 

the urgency of refining risk evaluation strategies to proactively mitigate threats. P8 summarized 

the concern, stating, ―our risk assessment methods are not fully aligned with the current 

technological landscape.‖  

Business Units Perspectives 

When interviewees were asked about how the National Bank of Ethiopia evaluates and integrates 

emerging technology risks into its Information system risk analysis and decision-making 

processes, their responses indicated a lack of structured monitoring and proactive risk 

incorporation. According to Participants, the bank does not have a formalized mechanism to 

systematically track or assess new IS risks within its broader risk management framework. P9 

explained that emerging risks are not evaluated through a structured process, meaning there is no 

clear method for escalating, integrating, or addressing technological threats in alignment with 

enterprise-wide risk management. Without a dedicated system, IS risk identification remains 

fragmented, leaving the institution vulnerable to unforeseen disruptions. 

Participants were asked about the communication of IS risk intelligence across departments. P10 

noted that business units rely heavily on the ISMD department to assess and relay potential 

threats, but this approach has weaknesses. Since IS-specific risks are not always translated into 

operational contexts, decision-makers may fail to recognize their impact on business objectives. 

This lack of structured communication, in turn, leads to gaps in risk prioritization and 

preparedness. Additionally, P11 highlighted misalignments between budget planning and 

emerging risk intelligence. IS risks are rarely incorporated into financial planning unless 

explicitly raised by the IS department. Rather than proactively allocating resources for risk 
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mitigation, financial decisions often focus on immediate needs, neglecting long-term resilience 

strategies. This misalignment weakens the bank‘s ability to anticipate and invest in protective 

measures before risks materialize. 

Maintaining Risk Profile 

ISMD and Internal Audit Risk management Department perspectives 

Participants were asked how the National Bank of Ethiopia maintains and updates its IT risk 

profile to keep pace with evolving threats, particularly those emerging from Ethiopia‘s 

expanding fintech ecosystem and global cyber security trends. Their responses consistently 

highlight challenges related to outdated risk management practices, compliance driven oversight, 

and the absence of real-time threat monitoring. 

A key concern among participants is that NBE IS risk profile does not adequately reflect the 

rapidly evolving digital finance landscape.  

As Participant 1 said,  

―…We are currently lagging behind the global financial sector in terms of updating and 

maintaining our IS risk profile.‖  

This delay increases exposure to emerging cyber threats and compliance risks, placing the bank 

at a competitive disadvantage. Similarly, P8 summarized this concern, stating, ―Our current IS 

risk profile does not adequately reflect the rapid developments in fintech and global cyber 

security.‖ As a result, the institution remains vulnerable to evolving risks. 

In addition, several participants emphasized that IS risk profiling at NBE is primarily influenced 

by external regulatory enforcement. Participants 2 and 6 noted, ―The IS risk profile is governed 

by a cyber-security policy and subject to external enforcement by INSA, which requires 

mandatory clearance before launching any new system or product.‖ This further demonstrates 

that risk assessments are largely compliance-driven rather than strategically integrated. 

Participants also highlighted the need for a structured, proactive approach to IS risk profiling. P5 

pointed out that ―the risk profile is not dynamically updated.‖ While some emerging risks are 

captured through ―periodic audits or incident reports,‖ the bank lacks a ―structured framework or 
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ongoing threat intelligence process.‖ As a result, the institution struggles to monitor innovations 

in fintech and evolving cyber threats effectively. Similarly, P7 described the risk profile as 

―largely static and lacking real-time threat monitoring.‖ Given the rapid growth in digital finance 

and increased connectivity to international systems, they stressed a ―pressing need to enhance 

threat modeling capabilities and adopt continuous risk assessment practices.‖ This further 

demonstrates the necessity of integrating real-time risk monitoring mechanisms. 

Participants were asked about the key actors responsible for reviewing and utilizing NBE IS risk 

profile. Their responses indicate that responsibility is primarily shared between the Internal 

Audit and Risk Management Directorate (IARMD), senior management, and ISMD leadership. 

Several participants consistently identified IARMD as a central body in IS risk profile 

management. Participants 1, 4, and 5 confirmed, ―The Internal Audit and Risk Management 

departments are key actors responsible for reviewing the IS risk profile and facilitating the 

collection and validation of IS risk data.‖ This ensures a formalized structure for risk review, 

though its effectiveness depends on update frequency. However, P5 noted a critical limitation: 

―Infrequent updates to the risk profile may undermine its relevance to the current risk 

landscape.‖ This suggests that despite oversight by risk management teams, the profile lacks 

timely revisions. 

In addition, Participants were asked about how IS risk insights are utilized at the governance 

level. P2, P 6, P 7, and P 8 emphasized that senior management and ISMD play a significant role 

in reviewing the IS risk profile. They use information from risk registers to inform mitigation 

actions and guide strategic decision-making processes. As P8 explained, ―Risk profiling at the 

governance level ensures that leadership remains informed about critical IS risks and 

incorporates this insight into high-level business decisions.‖ This demonstrates the importance of 

executive engagement in IT risk strategy. 

Business Units Perspectives 

When Participants were asked about how the National Bank of Ethiopia ensures it‘s IS/IT risk 

profile remains updated to reflect evolving threats such as those arising from Ethiopia‘s 

expanding fintech ecosystem and global cyber security trends their responses pointed to a lack of 

structured risk monitoring and adaptation. According to Participants, the bank does not have a 

centralized or regularly updated IS risk profile, making it difficult to align risk identification with 
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technological advancements and emerging threats. P9 noted that while the fintech ecosystem 

continues to evolve, internal policies and systems are not keeping pace, creating inconsistencies 

in risk exposure. Without active engagement, departments responsible for IS risk management 

remain disconnected from industry shifts, reducing the bank's ability to anticipate vulnerabilities 

effectively. 

Participants were asked about existing frameworks for tracking and integrating IS risks. P10 

explained that individual departments may document specific risk factors informally, but no 

structured mechanism exists to continuously assess and reflect changes in the broader threat 

landscape. Consequently, the absence of a coordinated risk review process limits the ability to 

conduct proactive planning and strategic risk mitigation. Additionally, P11 emphasized that IS 

risk identification remains fragmented across departments. Rather than maintaining a structured 

and systematic process for assessing new risks, the bank‘s approach tends to be reactive. These 

misalignment, weaken comprehensive risk governance and reduces responsiveness to emerging 

fintech challenges and cyber security developments. 

4.3.1.5.  Risk Response 

Articulating IT Risks 

ISMD and Internal Audit Risk management Department perspectives 

Participants were asked about how IS/IT risks, including cyber security threats and system 

failures, are communicated at the National Bank of Ethiopia. Their responses indicate that while 

external collaborations exist, internal communication processes lack formalization, consistency, 

and accessibility for non-technical stakeholder. 

Participants were asked about NBE engagement with external institutions in IS risk 

communication. Several participants highlighted the Bank‘s active collaboration with the 

Information Network Security Administration (INSA) and sector-wide forums for sharing cyber 

threat intelligence. As P1 noted, ―We maintain direct communication with INSA and actively 

participate in a financial sector platform dedicated to sharing cyber threat intelligence.‖ This 

demonstrates inter-organizational cooperation that strengthens sector-wide resilience. Similarly, 

P2 explained, ―Cyber security risks are managed through external enforcement by INSA, which 
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requires mandatory clearance before launching any new system or product.‖ While this ensures 

compliance, it does not necessarily support a proactive internal risk response strategy. 

Participants were asked about how IS risks are shared internally within NBE. Their responses 

indicate a lack of structured communication strategies. As P6 observed, ―IS risks are 

communicated to non-technical persons within the bank. However, there is no indication of 

structured communication strategies or tailored reporting.‖ This suggests that while risks are 

shared, the absence of standardized messaging limits their effectiveness. Similarly, P2 noted, 

―While IS risks are shared with non-technical staff, there are no structured communication 

strategies or templates in place to ensure clarity, especially for executive audiences.‖ As a result, 

key stakeholders may not receive timely or comprehensible information. 

Participants were asked about the methods used for reporting IS risk incidents. Many described a 

lack of standardization and coordination, resulting in delays in response. P5 explained, ―There is 

no standardized communication protocol. Identification and communication of such events 

involve a trial-and-error process that delays responses.‖ This further demonstrates inefficiencies 

in incident escalation. Similarly, P8 stated, ―We rely on ad-hoc methods such as distributing 

printed warnings and broadcasting alerts through domain-joined systems. However, due to the 

lack of a structured incident response communication strategy, delays in understanding and 

responding to incidents are common.‖ This highlights the need for a formal framework to 

improve incident reporting. 

Participants were asked about how IS risks are communicated to non-technical staff and 

decision-makers. Many responses indicate challenges in translating technical risks into 

accessible language. P1 stated, ―The level of communication is very low.‖ This highlights a 

fundamental weakness in ensuring IS risk information is understandable and actionable. 

Similarly, P3 noted, ―IS risks are not communicated effectively to non-technical stakeholders.‖ 

This suggests a systemic gap in risk messaging and cross-functional understanding. 

Participants were asked about training programs supporting IS risk awareness. Their responses 

consistently indicate that a lack of structured education further complicates communication 

challenges. As P4 explained, ―There is a lack of continuous training, which makes it difficult for 

non-technical stakeholders to fully understand and respond to IS risks.‖ This demonstrates that 
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weak communication practices are compounded by inadequate educational efforts. Similarly, P5 

reinforced this concern, stating, ―Due to the absence of regular and targeted training, many non-

technical staff struggles to understand the significance of IS risks or how to respond.‖ This 

suggests the need for structured awareness initiatives. 

P7 added, ―The bank does not yet have an effective strategy for translating technical IS risk 

information into language that non-technical managers or users can grasp. This often results in 

misunderstanding and underestimation of critical threats.‖ This further demonstrates the need for 

simplified communication methods. 

Participants were asked about how IS risk information reaches executive leadership. While 

senior management is involved, responses indicate that the process lacks systematization. P4 

explained, ―The review of the IS risk profile is carried out by ISMD directors and senior 

management to ensure informed decisions at the governance level.‖ However, this engagement 

remains ad hoc rather than structured. Similarly, P8 noted, ―Non-technical stakeholders are often 

not fully engaged or capable of acting on IS risk notifications because communications are either 

too technical or not delivered consistently.‖ This reinforces the need for structured, audience-

specific risk communication strategies. 

When Participants were asked about how the National Bank of Ethiopia communicates identified 

IS risks such as cyber security threats or system failures to decision-makers and relevant 

stakeholders, their responses pointed to a lack of structured, proactive engagement and risk-

based reporting. According to Participants, IS risk communication typically occurs after an issue 

has already materialized rather than through a systematic early warning process. P9 explained 

that notifications are often sent via email or informal briefings from the IS team, but there is no 

structured framework to ensure clarity and timely risk dissemination. As a result, business units 

struggle to assess the financial and operational implications of IS threats. Without tailored 

communication, technical risks remain disconnected from business priorities, making it difficult 

for decision-makers to advocate for necessary mitigation measures. 

Participants were asked about the effectiveness of information sharing mechanisms. P10 noted 

that communication is mostly incident-driven, with little structured information-sharing about 

vulnerabilities unless they directly impact specific teams. This reactive approach, in turn, limits 
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proactive risk awareness and preparedness across departments. Additionally, P11 highlighted 

that IS risk communication is ineffective from a financial perspective. Risks are rarely quantified 

in terms of financial exposure, making it difficult to integrate IS-related vulnerabilities into 

investment and budgetary planning. Without clear financial metrics, decision-makers may fail to 

recognize the urgency of IS risks or allocate sufficient resources to mitigate threats before they 

escalate. 

When Participants were asked about how effectively IS risks are conveyed in terms that non-

technical stakeholders can understand and respond to, their responses highlighted a lack of 

clarity, structured communication, and business-contextualized reporting. According to 

Participants, IS risk communication tends to be reactive rather than proactive, often occurring 

after incidents rather than through systematic early warnings. P9 emphasized that critical 

vulnerabilities are primarily communicated through incident reports rather than predictive alerts, 

leaving decision-makers in a position where they are responding to problems rather than 

anticipating them. Without forward-looking risk assessments, business units struggle to prepare 

for threats effectively. 

Participants were asked about the accessibility of IS risk communication for non-technical 

stakeholders. P10 noted that IS-related threats are frequently described using technical language, 

making it challenging for departments outside of ISMD to grasp their severity or implications. 

This lack of contextualization, in turn, hinders informed decision-making and slows 

organizational responses to emerging threats. Additionally, P11 highlighted that while some 

warnings or alerts are shared, they lack actionable details especially in terms of financial 

exposure or operational impact. Without structured communication, business units may not fully 

understand how IT risks affect their strategic goals, making it difficult to prioritize mitigation 

measures. 

Managing Risks 

ISMD and Internal Audit Risk management Department perspectives 

Participants were asked about how IT risks, including cyber security threats and operational 

vulnerabilities, are managed at the National Bank of Ethiopia. Their responses indicate that the 

Bank primarily relies on risk mitigation and risk acceptance strategies, with little evidence of 
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formal risk transfer mechanisms such as cyber insurance or outsourcing with defined risk 

clauses. 

Participants were asked about the dominant approach to handling IS risks at NBE. Most 

participants cited risk mitigation through technical controls and policy enforcement as the 

primary strategy. As a result, the Bank prioritizes protective measures to address risks. P2 noted, 

―Mitigation is the primary strategy, using security tools and internal policies.‖ Similarly, P6 

explained, ―The primary strategy for handling IS risks at NBE is mitigation, achieved through 

the deployment of security tools and enforcement of internal policy documents.‖ In addition, P5 

emphasized, ―The Bank generally leans toward mitigation strategies, especially by engaging 

vendors or internal IS staff to contain incidents.‖ This further demonstrates that both internal 

resources and third-party support play a role in controlling risks. 

Despite a strong emphasis on risk mitigation, Participants consistently highlighted that these 

efforts tend to be reactive rather than proactive. As P1 observed, ―Mitigation is pursued 

particularly for well-known or previously experienced risks by implementing basic controls, 

system patches, or upgrades. However, these efforts are often reactive rather than part of a 

structured risk management process.‖ This suggests that risk response is event-driven rather than 

strategically planned. 

Participants were asked about alternative strategies used when mitigation is not feasible. Risk 

acceptance emerged as a common response, particularly for emerging or low-impact threats. P1 

explained, ―Risk acceptance appears to be the most commonly applied IS risk response strategy, 

often due to limited resources, lack of timely communication between departments, or 

insufficient technical expertise within the risk function.‖ As a result, certain risks are tolerated 

due to practical constraints. Similarly, P8 noted, ―Occasionally, risks are accepted, particularly if 

they‘re seen as low impact or when mitigation requires resources beyond current capacity.‖ This 

further demonstrates that financial and operational limitations influence risk acceptance. 

Participants were asked about whether NBE employs risk transfer mechanisms such as cyber 

insurance or outsourcing with structured risk agreements. Their responses indicate that these 

approaches are largely absent. P6 explicitly stated, ―There is no indication of formal use of risk 

transfer (e.g., cyber insurance) or structured risk acceptance processes with documented 
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tolerances or residual risk evaluation.‖ This reinforces the Bank‘s reliance on internal risk 

handling rather than external coverage. 

Participants were asked about structured response frameworks for IS risk incidents. Several 

participants raised concerns about the absence of formalized procedures, which weakens the 

consistency and efficiency of risk response efforts. P3 remarked, ―There is an absence of a 

corporate communication strategy, incident response management plan, and crisis management 

strategy. The risk response is dependent on the type of risk that occurs and is based on 

identifying the impact of the risk.‖ Similarly, P7 reinforced this, stating, ―The absence of 

structured crisis and communication strategies makes long-term responses reactive rather than 

proactive.‖ As a result, IS/IT risk incidents are handled inconsistently. 

Participants were asked about decision-making authority for significant IS risks at NBE. Their 

responses indicate that final decision-making resides primarily with the executive leadership, 

specifically the Governor and Vice Governor, while operational insights are provided by 

functional teams such as ISMD and Risk Management. 

Participants were asked about who holds the highest level of authority in IS risk decision-

making. A majority of participants emphasized that senior management plays a central role in 

reviewing and responding to high-impact IS risks. P2 stated, ―Decisions are primarily made by 

senior management, and in critical cases, escalated to the Board of Directors, depending on the 

nature and impact of the risk.‖ Similarly, P6 explained, ―The responsibility for making decisions 

related to significant IT risks lies primarily with senior management.‖ This further demonstrates 

that executive oversight is key to risk response. 

Participants were asked about specific individuals involved in IS risk decisions. Multiple 

respondents identified the Governor and Vice Governor as the final authorities responsible for IS 

risk management. P3 highlighted, ―Top management, including the Governor and Vice 

Governor, are involved.‖ This confirms that critical IS risks are managed at the highest 

leadership level. Similarly, P5 noted, ―Decision-making authority lies with senior management, 

particularly the Vice Governor and Governor, to ensure alignment with strategic goals.‖ 

Similarly, P4 reinforced this point, stating, ―Decisions are made at the Vice Governor and 
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Governor levels, ensuring that the highest levels of leadership are engaged in risk management.‖ 

As a result, IT risk decisions remain centralized. 

Participants were asked about how operational teams contribute to risk-related decision-making. 

While final authority rests with executive leadership, functional teams provide key operational 

insights. P1 explained, ―The Risk Management Team and ISMD are involved in the process.‖ 

This suggests that technical expertise plays a supporting role in decision-making. Similarly, P8 

clarified, ―senior leadership, particularly the Governor and Vice Governor, are central to 

managing significant IS risks, but operational teams provide essential input to inform those 

decisions.‖ And also P7 summarized the governance model concisely, stating, ―Significant IS 

risk issues are escalated to executive leadership. The Governor and Vice Governor typically 

review such issues before any major decision or response strategy is adopted.‖ This demonstrates 

a structured escalation process for managing critical IS risks. 

Business unit’s perspectives 

When Participants were asked about who is involved in managing significant IS risks within the 

National Bank of Ethiopia, their responses highlighted a senior management-driven approach, 

with limited engagement from broader business units and a lack of structured risk governance. 

According to Participants, major IS risk decisions are primarily handled by senior executives, 

including Vice Governors and Directors. P9 noted that while the Risk Management Directorate 

plays a role in escalating IS-related risks to leadership, there is no dedicated IS risk committee to 

systematically assess and address these risks. As a result, decision-making tends to be reactive, 

often occurring only after risks have been flagged through audits or operational reports. This lack 

of centralized IS risk governance, in turn, creates gaps in aligning IT risk management with 

strategic priorities. 

Participants were asked about the involvement of different teams in IS risk management. P10 

explained that only IS and risk units actively participate in decision-making, while other 

departments play a passive role. Rather than contributing to discussions, business units typically 

receive risk-related updates without direct input in shaping mitigation strategies. This limited 

engagement restricts cross-functional collaboration and reduces the effectiveness of proactive 

risk management. Additionally, P11 pointed out that IS-related budgeting and responses are 

largely reactive. Without structured risk-based financial planning, IT security and infrastructure 
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investments often lack prioritization, making it difficult to address risks systematically. 

Furthermore, key business stakeholders are not consistently involved in early decision-making 

stages, further limiting strategic risk alignment. 

React to risk Events 

ISMD and Internal Audit Risk management Department perspectives 

Participants were asked to describe how the National Bank of Ethiopia responds to IS incidents 

such as cyber-attacks or critical system failures. Their responses suggest a largely reactive and 

event-driven approach, with varying degrees of formality and coordination across departments. 

Participants were asked about the initial steps taken when an IS incident occurs. A common 

theme among responses was the focus on containment and isolation of affected systems to 

prevent further damage. P5 stated, ―We isolate affected systems by disconnecting external ports 

or lines to contain the issue.‖ Similarly, P7 noted, ―We typically begin by disconnecting 

potentially compromised systems.‖ In addition, P8 elaborated that containment is often achieved 

by ―severing network access points, followed by investigation led by a temporary task force.‖ 

These responses demonstrate that the Bank prioritizes quick isolation as a first-line defense 

against IS disruptions. 

Participants were asked about how IS incidents are coordinated across departments. Several 

participants emphasized the formation of ad hoc response teams. P3 explained, ―A task force is 

prepared from relevant departments to investigate the events or accidents.‖ Similarly, P7 added, 

―A cross-functional team is assembled to investigate,‖ with technical support from the 

Information Network Security Administration (INSA). This further demonstrates that while 

response teams are formed, they operate on an ad hoc basis rather than under a pre-established 

framework. 

Participants were asked about external collaboration during IS incidents. Many responses 

highlighted coordination with INSA as a crucial part of the response process. P1 shared, ―The 

organization communicates with the National Cyber Emergency Response Team to report and 

coordinate response efforts.‖ This was reinforced by Participant 5, who noted, ―INSA is engaged 

depending on the severity of the incident,‖ and P8, who stated, ―Coordination with INSA is 
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crucial in managing cyber-attacks or advanced threats.‖ As a result, the Bank relies heavily on 

external support for cyber threat management. 

Participants were asked about how NBE restores operations following major disruptions. While 

containment and investigation are emphasized, structured recovery approaches are deployed in 

specific cases. P1 explained, ―For critical system failures affecting production environments, the 

organization initiates the Disaster Recovery (DR) process, which continues until production 

systems are fully restored, often with assistance from system vendors.‖ Similarly, P2 noted, ―The 

Bank uses critical tools to manage and mitigate known IS incidents and risks, while it tends to 

accept newer, less familiar incidents due to a lack of predefined response strategies.‖ These 

responses indicate that while structured recovery processes exist for major disruptions, newer 

threats may be met with less clarity. 

Participants were asked about major IS incidents that required reactive responses over the past 

year. Their responses revealed two key incidents: a critical storage system failure and a fire 

outbreak at the Disaster Recovery (DR) site. 

One participant described an incident involving outdated storage devices, which disrupted the 

functioning of key systems by preventing data communication between core components. The 

Bank responded by activating its DR system, enabling temporary service continuation. With 

assistance from internal IT staff and system vendors, operations were eventually restored. 

The participant identified several improvement areas, including: 

Proactive infrastructure modernization 

Asset lifecycle management 

Preventive maintenance and monitoring 

Strengthened DR testing and readiness 

Improved IT risk communication 

The second and more widely cited incident involved a fire at the DR site, located in Building #3. 

This event was mentioned by multiple participants. P3 stated, ―The fire caused immediate 
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disruption to some IT infrastructure,‖ adding that the ―data center was partially affected, 

resulting in service outages.‖ Similarly, P4 noted, ―Improper power leakage, wrong installations, 

and the use of under-standard cables led to a fire that burned out a section of the DR site.‖ 

Despite the severity, the Bank‘s technical teams responded quickly. P2 remarked, ―The response 

from technical teams was effective, which helped minimize downtime.‖ However, the incident 

exposed vulnerabilities in physical infrastructure standards, cabling practices, and preventive 

maintenance routines. P7 commented, ―The event exposed flaws in our physical infrastructure 

management.‖ Similarly, P8 added, ―It revealed a lack of preventive maintenance and 

infrastructure quality assurance.‖ P5 summarized the lessons learned from the fire, stating, 

―While emergency response was swift, the incident highlighted the need for better infrastructure 

standards and proactive facility audits.‖ These insights reinforce the importance of strengthening 

preventive measures to avoid future disruptions. 

4.3.2. Document Review 

As part of this study, a comprehensive document review was conducted to supplement primary 

data collected through interviews and to provide contextual insights into the National Bank of 

Ethiopia existing IT risk management. The reviewed materials included internal policies, risk 

registers, audit reports, IT strategy plans, organizational charts, and reports from consultants and 

oversight bodies. These documents were selected to assess the formal structures, policies, and 

procedures governing IT risk and to evaluate their alignment with internationally recognized 

standards, particularly the Risk IT Framework developed by (ISACA, 2009). The analysis 

revealed several recurring gaps within NBE IT risk management approach, highlighting 

deficiencies in governance, policy formulation, and strategic alignment. 

A key finding of this review was the absence of a dedicated IT risk governance structure. 

Currently, the Internal Audit and Risk Management Directorate (IARM) oversee general risk 

management functions; however, no formal IT risk committee or cross-functional governance 

body exists to provide specialized oversight (NBE, 2023). This governance gap results in a 

fragmented approach to IT risk management, lacking a clear line of accountability for IT-specific 

risks. Furthermore, the review found that NBE lacks a standalone IT risk management policy. 

While general risk management frameworks are in place, they do not provide detailed guidance 

on identifying, assessing, responding to, or continuously monitoring IT risks (IMF, 2020). The 
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absence of a comprehensive IT risk policy makes risk management practices reactive rather than 

proactive, limiting the institution ability to mitigate emerging threats effectively. 

Additionally, broad institutional risk appetite statements exist, but they are not translated into 

specific IT risk tolerance thresholds. Consultant reports highlight inconsistencies in risk 

perspectives across departments, resulting in a lack of alignment in risk prioritization and 

mitigation strategies (Deloitte, 2016). This disjointed approach further extends to financial 

planning, where budgetary and planning documents fail to establish a clear linkage between IT 

risk priorities and resource allocation (World Bank,, 2024). Without structured financial 

investment in IT risk mitigation, critical vulnerabilities remain unaddressed. External audits and 

technical assistance reports from the International Monetary Fund (IMF) emphasize the need to 

establish an IT risk committee and update IT risk policies, yet implementation has been partial or 

absent (IMF, 2020). 

When assessed against the three domains of the Risk IT Framework Risk Governance, Risk 

Evaluation, and Risk Response these findings reveal significant gaps in NBE IT risk 

management approach (ISACA, 2009). The lack of a structured governance mechanism, the 

absence of a dedicated IT risk policy, and the failure to integrate risk considerations into 

financial planning underscore the necessity of a comprehensive IT Risk Management Framework 

tailored to the NBE context. Addressing these gaps requires a structured approach that aligns 

with international best practices, strengthens governance mechanisms, and ensures effective risk 

evaluation and response strategies (Basel Committee on Banking Supervision, 2019). The 

proposed framework should incorporate clear governance structures, standardized risk 

assessment methodologies, and proactive risk mitigation strategies to enhance the resilience of 

Ethiopia‘s banking sector. 

4.4. Discussion 

4.4.1. What are the challenges to manage IT risks in the National Bank of Ethiopia? 

The study revealed a range of critical challenges confronting the National Bank of Ethiopia in 

managing IT risks effectively. These challenges were identified through a triangulation of 

qualitative interview data, internal document review, and an alignment with established literature 

on IT risk management within the banking sector, particularly in developing and emerging 

economies. 
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A primary challenge identified is the lack of a dedicated IT risk governance structure. The 

document review revealed that while the Internal Audit and Risk Management Directorate 

(IARM) oversees general risk functions, there is no specialized IT risk committee or cross-

functional governance body tasked explicitly with IT risk oversight (NBE., 2010). This 

governance vacuum is reflecting by the interviews, which highlighted unclear accountability for 

IT-specific risks. This finding aligns with the literature emphasizing governance as the 

foundation of effective IT risk management. According to ISACA (ISACA, 2009), Risk 

Governance is critical for establishing ownership, accountability, and alignment of IT risks with 

business objectives. (Basel Committee on Banking Supervision, 2019) similarly stresses that 

without formal governance, risk management becomes fragmented and reactive. In emerging 

economies, such gaps are commonly observed due to resource constraints and evolving 

organizational maturity (Deloitte, 2016).  

The absence of clear governance mechanisms at NBE inhibits coordinated decision-making and 

weakens strategic risk oversight, a major impediment to proactive IT risk management. The 

research further highlights that despite recommendations from international oversight bodies 

such as the IMF and consultant reports advocating for the establishment of IT risk committees 

and updated policies, implementation has been partial or lacking. The failure to act on these 

recommendations perpetuates existing vulnerabilities and undermines the development of a 

mature IT risk management culture at NBE. 

One of the most pervasive internal challenges identified is the shortage of skilled personnel in IT 

risk and cyber security domains. This issue is consistently highlighted in global and local 

assessments. For instance, (World Economic Foroum, 2020) and (Kaspersky, 2023) both 

emphasize Ethiopia limited cyber security and IT risk management expertise, a situation 

exacerbated at NBE by a dependence on expensive external consultants. (IMF, 2020), also noted 

that limited human resource capacity in regulatory institutions extends to the area of IT risk 

oversight. 

Interview responses further confirmed these systemic gaps. Participant 1 stated, ―The absence of 

well-equipped talent and regular training makes it difficult to adopt or maintain new 

technologies. As a result, vulnerabilities are not easily identified.‖ Participant 6 reflected this 

view, pointing out that the lack of continuous training significantly undermines the Bank‘s 
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capacity to address evolving technological threats. These observations align with (Carcary, 

2012), who argues that the presence of skilled human capital is fundamental for effective IT 

governance and risk management. Without a sustained investment in capacity-building, 

organizations are unlikely to keep pace with rapid technological change or proactively identify 

and respond to emerging risks, thereby increasing the likelihood of operational, reputational, and 

regulatory exposure. 

A further critical challenge identified in the study is the absence of a dedicated and 

comprehensive IT risk management policy at the National Bank of Ethiopia. While some draft 

frameworks are in place, they remain overly generic and fail to provide clear, actionable 

guidance on essential risk management processes such as IT risk identification, assessment, 

monitoring, and mitigation. This policy gap has resulted in a reactive rather than proactive 

approach to managing IT risks, where responses are often triggered by incidents rather than 

guided by preventive strategies. This finding aligns with the (IMF, 2020), which emphasizes that 

the lack of tailored IT risk policies undermines an institution‘s ability to operationalize risk 

management effectively. Similarly, (Carcary, 2012) underscores the importance of formalized 

policies in fostering a consistent risk management culture and ensuring accountability across 

financial institutions. The fragmentation caused by the lack of a unified policy is also evident in 

internal audit reports and risk registers reviewed during the study, which show inconsistent 

practices and unclear ownership of IT risk activities.  

Interview data reinforced these concerns. For instance, Participant 2 remarked, ―We don‘t have a 

dedicated IT risk policy what we follow is part of a general risk framework that doesn‘t address 

the unique nature of IT-related threats.‖ Likewise, Participant 5 observed, ―Because there is no 

clear guideline, teams tend to address IT risks on an ad hoc basis, depending on urgency rather 

than following a structured plan.‖ These insights illustrate how the absence of a formal IT risk 

policy hampers the integration of risk management into daily operations, weakens compliance 

with controls, and limits the institution‘s overall resilience to technology-related threats. 

Therefore, establishing a well-defined and context-specific IT risk policy is essential for 

strengthening NBE risk governance and aligning its practices with international standards. What 

is the current status of IT risk management practice in National Bank of Ethiopia? 
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Another recurring concern was the prevalence of legacy systems and outdated infrastructure. 

These systems were described as inefficient, difficult to integrate with modern solutions, and 

prone to failure. Participant 1 noted that ―reduced efficiency, higher maintenance costs, and 

limited scalability‖ were among the consequences of operating such systems. Participant 9 added 

that outdated infrastructure severely limits the bank‘s ability to respond swiftly to market or 

regulatory changes, leading to reduced productivity and elevated operational risk. The literature 

supports these concerns. (ISACA, 2009), warns that aging infrastructure often undermines 

agility, resilience, and security critical attributes in an increasingly digital banking environment. 

Effective IT risk management requires modern, well-maintained systems that support proactive 

monitoring, fast response, and scalability. 

The literature highlights cyber threats, regulatory changes, and rapid digitalization as significant 

challenges. (Tadesse, 2024) and (Bank for International Settlements, 2023), note the rising 

frequency of cyber-attacks like phishing and ransomeware, particularly in developing economies 

with limited cyber security infrastructure. (European Central Bank (ECB) Supervision, 2024) 

further stress the NBE struggle to align with international standards like the Digital Operational 

Resilience Act (DORA) due to resource constraints. Interview data indirectly supports these 

findings by highlighting outdated infrastructure and a lack of proactive incident management 

These challenges were further reflected in the interview data. Participant 1 explained, ―We are 

still operating with outdated infrastructure, which makes us more exposed to modern cyber 

threats. Our response is usually after the fact, not before.‖ Similarly, Participant 4 noted, ―There 

is no centralized or automated system for detecting incidents early; most issues are identified 

manually or too late.‖ These statements reveal critical gaps in the Bank‘s ability to identify and 

respond to cyber threats in a timely manner. (Policy Studies Institute, 2024), also points to 

fintech-driven risks, such as those from platforms like Telebirr, which the NBE struggles to 

regulate due to infrastructure deficiencies. These findings collectively highlight a complex risk 

landscape that the proposed ITRM framework must address, tailored to the NBE resource-

constrained environment. 
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4.4.2. What is the current status of IT risk management practice in National Bank of 

Ethiopia? 

The current status of IT risk management (ITRM) at the National Bank of Ethiopia is 

characterized by a fragmented and informal structure that lacks specialization and strategic 

coordination. Responsibility for IT risk currently resides within the Internal Audit and Risk 

Management Directorate (IARM), which oversees various types of organizational risk but does 

so without IT-specific expertise or personnel (NBE., 2010). As such, IT risks are managed under 

a generalized framework, with no dedicated IT risk governance body, such as an IT risk 

committee or cross-departmental working group. This governance gap is echoed by Participant 2, 

who noted, ―There is no centralized risk management structure that oversees IT risks 

comprehensively. Each department addresses issues reactively, and there‘s no shared strategy.‖  

Similarly, Participant 7 emphasized the lack of accountability, stating, ―IT risk issues are not 

getting the attention they deserve. The structure doesn't support accountability or communication 

between IT and risk units.‖ These internal insights align with (Carcary, 2012) and (Deloitte, 

2016) observations that in many developing economies, IT risk is often embedded within broader 

audit functions, resulting in a lack of specialized processes, ownership, and strategic oversight. 

Furthermore, the absence of IT-specific personnel within IARM reinforces the challenge of 

implementing proactive and technically informed IT risk responses. Without clear structures and 

specialized resources, the bank current ITRM practice remains reactive, silos, and poorly aligned 

with best practices advocated in international frameworks, such as (ISACA, 2009), which calls 

for dedicated roles, continuous evaluation, and governance mechanisms. Therefore, it is evident 

that the existing practice at NBE lacks the foundational components necessary for effective and 

resilient IT risk management. 

4.4.3.  What are the key processes essential for IS/IT risk management framework? 

The development of a tailored Information Systems Risk Management framework(ISRMF)  for 

the National Bank of Ethiopia requires identifying key processes that address its unique 

challenges while aligning with global best practices. These processes address internal challenges, 

such as policy gaps, fragmented governance, and outdated infrastructure, and external pressures, 

including cyber threats and regulatory changes, ensuring alignment with the NBE‘s strategic 

objective of enhancing financial sector stability. 
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Establishing a common risk view is foundational to an effective IS/IT risk management 

framework. The literature emphasizes the critical role of clearly defined governance structures in 

aligning IT risk management with broader organizational objectives (Jordan & Silcock, 2005; 

ISACA, 2009). However, at the National Bank of Ethiopia , the absence of a formal governance 

framework significantly hinders this alignment. As Participant 1 explained, ―Our organization 

has not yet aligned its IT risk management activities due to the absence of an approved ERM 

framework and clearly defined roles.‖ This view is reinforced by Participant 5, who noted, ―No 

formal IT risk framework has been developed to reflect the bank‘s overarching strategic 

objectives.‖ Business unit perspectives also confirm this gap. For example, Participant 9 

observed, ―There is no structured engagement between IT and strategic planning teams,‖ while 

Participant 10 highlighted the lack of defined IT risk thresholds. 

The governance challenge is further exacerbated by the absence of a dedicated IT risk oversight 

body. As Participant 7 stated, ―The bank lacks an established governance framework or 

committee specifically for IT risk oversight.‖ Moreover, fragmented risk perceptions persist even 

within technical teams, with Participant 3 noting, ―There is not a common perception, even 

within technical teams.‖ These insights reveal a fragmented and inconsistent understanding of IT 

risk across the institution. Addressing this requires the establishment of a centralized IT risk 

committee, the development of standardized IT risk management policies, and the definition of a 

risk appetite aligned with NBE mission and strategic objectives. Doing so directly addresses 

Specific Objective 1 of this study reviewing existing frameworks by applying principles from the 

ISACA Risk IT Framework, and supports Specific Objective 3 proposing a tailored framework 

by responding to the specific governance challenges observed at NBE. 

Integrating IT risk with Enterprise Risk Management (ERM) is essential for ensuring a holistic 

and coordinated approach to risk governance, as emphasized by Risk IT governance objective 

RG2 (Integrate with ERM). The literature underscores that embedding IT risks within enterprise-

wide strategies is critical to prioritizing risk mitigation efforts effectively and consistently (Van 

Grembergen, 2009). However, at the National Bank of Ethiopia, the absence of a centralized and 

formally approved ERM framework has led to fragmented and siloes IT risk practices. As 

Participant 4 observed, ―Risk management practices are distributed, and there is no centralized 

ERM framework that includes IT risk as part of the broader enterprise risk profile.‖ This concern 
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was echoed by Participant 7, who noted, ―The absence of an approved ERM framework results 

in IT risks being managed separately, which can lead to inconsistencies in risk prioritization.‖ 

Further reinforcing this gap, business unit respondents highlighted procedural limitations and 

lack of formal integration. Participant 9 stated, ―The ERM framework remains in draft form and 

has yet to receive formal approval from management,‖ while Participant 10 added, ―IT-related 

issues are recorded manually… their integration into general operational risk reports is 

informal.‖ These observations reflect a critical weakness in strategic alignment, where IT risk is 

not systematically incorporated into enterprise-level risk oversight. 

To address this, it is imperative to develop and institutionalize a centralized ERM framework 

that explicitly integrates IT risk registers and promotes structured collaboration between the 

Information Systems Management Directorate (ISMD), Internal Audit and Risk Management 

Directorate (IARMD), and relevant business units. This process supports the broader objective of 

enhancing financial sector stability through integrated risk management and aligns with the 

strategic goals of the bank as well as the Risk IT Framework‘s principles. 

Risk-aware decision-making, aligned with Risk IT governance objective RG3 (Make risk-aware 

business decisions), is vital for ensuring that IT investments support and advance organizational 

strategic goals. The literature emphasizes that strategic decisions should be informed by risk 

intelligence to foster resilience and value creation (Kaplan, 2012). However, at the National 

Bank of Ethiopia, decision-making processes are predominantly compliance-driven rather than 

strategically risk-informed. As Participant 2 explained, ―Business decisions are shaped more by 

compliance requirements than by internally driven IT risk evaluations.‖ This observation was 

further supported by Participant 1, who noted, ―The risk department does not provide concrete or 

structured reports to senior leadership to support decisions on upgrading systems.‖ 

Business unit participants echoed these concerns, highlighting a lack of consultation and reactive 

practices. Participant 9 stated, ―Business units responsible for managing IT risks are rarely 

consulted,‖ while Participant 11 pointed to budgeting decisions being driven by short-term 

financial pressures rather than long-term risk considerations. These findings reveal a significant 

gap in incorporating risk insights into business planning, which undermines proactive IT 

governance. Addressing this issue requires the development and implementation of structured, 
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timely, and relevant risk reporting mechanisms that inform strategic investments particularly in 

areas such as digital payment platforms and vendor management. This aligns with Specific 

Objective 2 by critically examining existing reactive practices, and supports Specific Objective 3 

by laying the groundwork for a proposed framework that enables risk-informed decision-making 

across the institution. 

Collecting IT risk data is a foundational activity in the risk identification process, corresponding 

to Risk IT RE1 (Collect data). The literature underscores the importance of automated and 

centralized data collection mechanisms to enable timely, accurate, and proactive risk 

identification (NIST., 2012). At the National Bank of Ethiopia, however, risk data collection 

remains largely fragmented and manual. As Participant 2 observed, ―IT risk data is recorded in 

separate registers across departments, leading to data silos, inconsistent formats, and limited 

visibility.‖ This silos approach inhibits holistic risk oversight and undermines timely response. 

Moreover, risk data updates are infrequent and lack standardization. Participant 1 noted, ―The 

risk department sends to business units to update the risk registry annually,‖ while Participant 4 

highlighted a more serious gap: ―There is no standardized risk register, and potential threats are 

not consistently logged or tracked.‖ Business unit feedback P10 also confirmed that IT risk 

information is not systematically integrated into operational risk reporting, further weakening 

visibility and coordination. 

While there is some collaboration with external agencies such as the Information Network 

Security Administration (INSA) Participant 2 emphasized that ―The IT Security team 

collaborates with INSA to identify emerging risks,‖ indicating potential for improvement 

through inter-agency support. Nevertheless, establishing a centralized and automated IT risk 

register is imperative for overcoming data silos and enabling proactive risk identification, 

particularly within NBE resource-constrained operational environment. This also directly 

supports Specific Objective 2 (exploring current practices) and Specific Objective 3 (proposing a 

framework) through enhanced data governance and risk visibility. 

Analyzing IT risks is vital for effective prioritization and aligns with Risk IT RE2 (Analyze 

Risk). The literature emphasizes the importance of using advanced methodologies and skilled 

personnel to assess complex and evolving IT threats (ISO, 2018). At the National Bank of 
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Ethiopia, however, current practices rely on overly simplistic tools that limit the effectiveness of 

risk analysis. As Participant 1 explained, ―The risk department uses a simple categorization 

approach in the risk register, classifying risks as ‗high, medium, and low,‘‖ a method that lacks 

the granularity required to address today‘s sophisticated threat landscape. This concern was 

echoed by Participant 8, who noted, ―These classifications may not align with the complexities 

of modern IT threats.‖ 

Moreover, the quality of analysis is undermined by limited expertise. Participant 2 pointed out, 

―Assessments are conducted by personnel who lack specialized IT risk expertise,‖ while business 

unit respondents, P9 and P10 confirmed the absence of structured processes for evaluating 

emerging risks. Despite some progress through external collaboration such as the IT Security 

team partnership with INSA to collect audit data, security reports, and monitor industry trends 

Participant 6 these efforts remain ad hoc and lack formal institutionalization. To strengthen risk 

analysis, NBE must adopt more sophisticated tools such as probability-impact matrices, and 

scenario analysis. Equally important is the development of internal capacity through targeted 

training in IT risk evaluation. These improvements directly contribute to Specific Objective 3 by 

ensuring that the proposed Information systems risk management framework is both context-

sensitive and capable of addressing the complexity of risks faced by the Bank. 

Maintaining a dynamic IT risk profile, in alignment with Risk IT RE3 (Maintain Risk Profile), is 

essential for effectively responding to the rapidly evolving threat landscape, particularly within 

fintech ecosystems. The literature underscores the need for continuous monitoring and real-time 

updates to risk profiles to ensure resilience and adaptability (ISACA, 2009). However, at the 

National Bank of Ethiopia, the current approach remains static and reactive. As Participant 1 

acknowledged, ―We are currently lagging behind the global financial sector in terms of updating 

and maintaining our IT risk profile,‖ While Participant 5 added, ―The risk profile is not 

dynamically updated.‖ 

This concern is echoed by business unit respondents. P9 highlighted that ―Internal policies and 

systems are not keeping pace,‖ and P10 confirmed the absence of a centralized, regularly 

updated profile. Instead of proactive risk tracking, NBE predominantly relies on periodic audits 

and external enforcement. Participant 7 cited dependence on periodic reviews, while Participants 

2 and 6 pointed to the role of INSA in identifying emerging risks, rather than internal systems 
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performing this function independently. To overcome these limitations, NBE must implement 

real-time monitoring mechanisms and structured, continuously updated profiling processes. This 

will ensure the organization remains agile in managing risks associated with fintech growth and 

increasing cyber threats. Such improvements directly support Specific Objective 3 by 

contributing to the design of a responsive and forward-looking IT risk management framework 

tailored to NBE evolving risk environment. 

Effective risk communication, aligned with Risk IT RR1 (Articulate Risk), is vital for ensuring 

stakeholder awareness and informed decision-making across all levels of the organization. The 

literature highlights the importance of clear, tailored reporting mechanisms that translate 

complex IT risk information into formats understandable to non-technical stakeholders (COBIT 

5, 2012). At the National Bank of Ethiopia, however, risk communication remains largely 

reactive and fragmented. As Participant 6 observed, ―There is no indication of structured 

communication strategies or tailored reporting,‖ while Participant 1 emphasized, ―The level of 

communication is very low.‖ 

Business unit representatives echoed these concerns, citing difficulties in interpreting IT risk 

reports due to overly technical language. For example, P10 noted, ―IT-related threats are 

frequently described using technical language,‖ which inhibits broader organizational 

understanding and engagement. This communication gap not only reduces the effectiveness of 

risk awareness but also limits the integration of risk considerations into strategic and operational 

planning. To address these challenges, NBE must develop standardized, accessible 

communication protocols that facilitate cross-functional understanding. This includes 

implementing tailored reporting templates, regular briefings, and training programs aimed at 

bridging the gap between technical and business perspectives. These enhancements respond 

directly to Specific Objective 2 by identifying and addressing the current shortcomings in risk 

communication practices within the Bank. 

Proactive risk management, as outlined in Risk IT RR2 (Manage Risk), demands the 

implementation of diversified and structured response strategies. The literature underscores the 

need for formalized mechanisms such as risk mitigation, acceptance, and transfer to address the 

dynamic nature of IT risks effectively (ISO/IEC 27005, 2011). However, at the National Bank of 

Ethiopia, the current approach remains largely reactive and limited in scope. As Participant 1 
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remarked, ―Mitigation is pursued particularly for well-known or previously experienced risks,‖ 

highlighting a narrow focus on familiar threats. Participant 6 further emphasized the lack of 

strategic diversification, stating, ―There is no indication of formal use of risk transfer (e.g., cyber 

insurance).‖ 

Business unit representatives, P9 and P11 also noted minimal involvement in risk response 

planning, citing reactive budgeting practices and limited cross-functional engagement. This 

fragmented approach hinders the institution‘s ability to respond comprehensively to emerging 

and complex IT risks.To address these shortcomings, NBE must adopt a formalized risk response 

framework that incorporates mitigation, acceptance, and transfer strategies tailored to its 

operational context. Strengthening cross-departmental collaboration and exploring tools such as 

cyber insurance will be critical to enhancing the Bank‘s overall resilience. This initiative directly 

supports Specific Objective 3 by proposing improvements that align IT risk management 

practices with the Bank‘s broader strategic goals. 

Responding effectively to IT incidents, in line with Risk IT RR3 (React to Risk Events), 

necessitates structured and predefined response plans. The literature underscores the importance 

of formalized incident response frameworks to ensure timely, coordinated, and efficient handling 

of Information system disruptions (NIST., 2012). At the National Bank of Ethiopia, however, 

responses remain largely reactive and informal. For example, Participant 5 stated, ―We isolate 

affected systems by disconnecting external ports,‖ illustrating ad hoc containment efforts during 

crises such as the storage system failure. Participant 4 further noted that infrastructure 

vulnerabilities were exposed during the disaster recovery (DR) site fire, pointing to a lack of 

preparedness. 

Moreover, business unit representatives, P10 and P11 reported minimal involvement in incident 

response activities, indicating insufficient coordination across departments. While collaboration 

with the Information Network Security Administration (INSA), as highlighted by Participant 1 

and escalation to senior management Participant 2 provide some level of support, these measures 

are not embedded within a formalized incident management framework. To enhance resilience 

and ensure a systematic approach to future disruptions, NBE must prioritize the development and 

implementation of comprehensive incident response plans. These should be supported by regular 

training, infrastructure upgrades, and clearly defined roles and escalation protocols. Such 
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improvements directly contribute to achieving Specific Objective 3 by strengthening the Bank 

capacity to respond proactively and effectively to IT risk events. 

4.5. IS/IT risk management for National bank of Ethiopia 

4.5.1. Framework overview 

IT/IS Risk Management Framework for the National Bank of Ethiopia is designed as an 

integrated, cyclical model that aligns IT risk management with the institution strategic business 

objectives. It is centered on a Core Element Business Objectives and structured around three 

interdependent domains: Risk Governance, Risk Evaluation, and Risk Response. These domains 

are interconnected through a continuous communication and feedback loop, which ensures 

adaptability, accountability, and ongoing alignment with both organizational priorities and the 

evolving external risk environment. 

Business Objectives 

At the center of the framework lies the foundational concept of Business Objectives. All IT risk 

management efforts are geared toward supporting and protecting these objectives, which reflect 

the National Bank of Ethiopia overarching goals: ensuring financial system stability, maintaining 

operational continuity, achieving regulatory compliance, and safeguarding institutional 

reputation and stakeholder trust. 

By embedding business objectives at the core, the framework ensures that IT risk management is 

not merely a technical function but a strategic enabler. Each decision and control mechanism is 

evaluated based on how well it contributes to the Bank mission and strategic direction. 

Surrounding this core is a continuous communication loop, ensuring that risk data, evaluations, 

and response strategies are constantly aligned with changing internal and external conditions. 

This reinforces the agility of the risk management process and promotes strategic 

responsiveness. 

Domain 1: Risk Governance  

Risk Governance serves as the strategic cornerstone of the framework, aiming to embed IT risk 

management within the bank‘s overall governance and strategic structures. It ensures executive 

oversight, clear accountability, and alignment with enterprise risk management (ERM). This 
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domain promotes a culture where IT risk is not confined to technical units but recognized as a 

critical business risk with enterprise-wide implications, supported by active leadership 

involvement and well-defined risk responsibilities. 

Key Processes: 

1. Establish Robust Governance Structures 

Dedicated IT risk committees, supported by executive and cross-functional members, are 

essential to oversee and guide IT risk activities. 

2. Make Risk-Aware Business Decisions 

IT risk must be factored into both strategic planning and day-to-day decision-making, 

allowing for more informed and holistic risk trade-offs. 

3. Integrate IT Risk with ERM 

The IT risk function should be closely linked with the overall ERM framework, enabling 

a cohesive view of all risks across the enterprise. 

Domain 2: Risk Evaluation  

Risk Evaluation acts as the core analytical component of the framework, facilitating a systematic 

process for identifying and assessing risks. Utilizing reliable data and effective evaluation 

methods, this domain provides decision-makers with clear, prioritized information about risks. 

This enables them to make well-informed choices regarding risk responses and the allocation of 

resources. Its primary purpose is to identify, evaluate, and rank IT risks based on their 

probability, potential impact, and alignment with organizational goals. 

Key processes: 

1. Collect Data 

Gather information from audits, incident reports, threat intelligence feeds, operational 

logs, and external benchmarks. 

2. Analyze and Prioritize Risks 

Use tools such as risk matrices, heat maps, and scoring mechanisms to evaluate the 

probability and business impact of each risk. 
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3. Maintain a Dynamic Risk Profile 

continuously update the risk register as threats evolve, vulnerabilities emerge, or business 

processes change. 

Domain 3: Risk Response 

Risk Response puts the insights gained from risk evaluations into action by implementing 

concrete measures that safeguard the organization, reduce risk exposure, and enhance resilience. 

This domain ensures that risk management is both proactive and reactive, enabling the National 

Bank of Ethiopia (NBE) to respond promptly to incidents while continuously strengthening its 

overall risk posture. Its purpose is to carry out efficient and effective actions to mitigate, transfer, 

accept, or avoid IT risks based on well-informed decisions. 

Key processes: 

1. Define Risk Response and Communicate to Stakeholders 

Develop response strategies and ensure they are communicated clearly to all relevant 

departments and individuals. 

2. Prepare and Respond to Risk Events 

Establish and test incident response procedures, disaster recovery plans, and business 

continuity strategies to handle disruptions effectively. 

3. Manage Risk Continuously 

Implement controls, track performance, evaluate their effectiveness, and revise response 

strategies as required to stay within acceptable risk thresholds. 

Communication and Continuous Feedback  

A unique strength of this framework lies in its continuous communication and feedback loop, 

represented by a circular interaction among the three domains. This dynamic mechanism 

ensures: 

 Governance directives inform risk evaluation focus areas and organizational risk appetite. 

 Evaluation outputs guide risk response planning and prioritization. 

 Response outcomes and control performance are feedback to refine governance policies 

and strategic objectives. 
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This closed-loop approach facilitates agility, transparency, and continuous learning, all of which 

are vital in the dynamic environment of IT risk. 

Figure 5:  Proposed Information system Risk management frameworks. 

 

4.5.2. Framework evaluation responses 

A qualitative content analysis was conducted to evaluate expert feedback on the proposed IT 

Risk Management Framework for the National Bank of Ethiopia. Insights were obtained from 

three senior professionals with expertise in IT Supervision and a solid understanding of 

international standards such as the Risk IT Framework. The analysis identified recurring themes 

across four key dimensions: relevance, comprehensiveness, practicality, and alignment with best 

practices. 

Relevance 

Across the board, the experts confirmed the high relevance of the proposed framework to NBE 

current IT risk context. A central theme that emerged was the recognition of structural 

fragmentation and the absence of enterprise-wide coordination in existing IT risk practices. To 

begin with, Participant One observed that the framework accurately captures misalignments 
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between operational IT functions and enterprise risk oversight, a gap that has historically 

undermined risk management at NBE. 

Similarly, Participant Two stressed that the framework is well aligned with NBE‘s existing risk 

maturity level, making it both timely and necessary for the institution. In addition, Participant 

Three pointed out that the framework plays a crucial role in clarifying risk ownership, a 

responsibility that is often ill-defined in traditional risk models. Taken together, these insights 

underscore that the framework is not only contextually appropriate but also effectively addresses 

key organizational deficiencies within NBE IT risk landscape. 

Comprehensiveness 

When evaluating comprehensiveness, the experts collectively praised the framework holistic 

coverage of the IT risk management lifecycle. Specifically, they appreciated the inclusion of all 

core components: risk governance, identification, assessment, response, and continuous 

monitoring. However, two recurring areas for improvement were raised. First, Participant Two 

noted the absence of defined performance measurement tools, such as Key Performance 

Indicators (KPIs) and maturity models, which are essential for tracking progress and evaluating 

effectiveness. 

Additionally, Participant Three emphasized the need for procedural implementation guidance, 

arguing that without such detail, the framework may face challenges in operationalization. 

Furthermore, both participants agreed that incorporating these elements would significantly 

enhance the framework‘s measurability, usability, and institutional effectiveness. Thus, while the 

framework demonstrates strong foundational coverage, the addition of performance metrics and 

procedural detail would enhance its completeness and functional value. 

Practicality 

Regarding practicality, the experts consistently described the framework as implementable 

within NBE‘s current structure and resource constraints. A central theme here was the modular 

and phased design, which allows for gradual rollout and scalability. In support of this, Participant 

Two highlighted that the framework step-by-step structure is particularly suited for environments 

with limited resources, enabling more realistic and manageable adoption. Conversely, Participant 

Three cautioned that successful implementation will require strong executive sponsorship and 
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cross-functional collaboration, noting that organizational buy-in is critical to overcome potential 

resistance or silos. 

Moreover, all three experts agreed on the importance of capacity building and training, as the 

Bank limited in-house IT risk expertise could otherwise hamper long-term sustainability. In 

summary, while the framework is seen as practically feasible, its success will be contingent on 

institutional commitment, staff development, and strategic coordination. 

Alignment with Best Practices 

The final theme alignment with international best practices received unanimous support. The 

experts agreed that grounding the framework in established standards the Risk IT provides a 

strong foundation of credibility and future-readiness. For instance, Participant One pointed out 

that this alignment not only enhances the framework‘s legitimacy within NBE, but also positions 

it for adoption by other public institutions facing similar challenges. 

Similarly, Participant Three emphasized the framework flexibility and adaptability, asserting that 

it is well-prepared to accommodate evolving technologies and regulatory shifts. Consequently, 

the framework‘s alignment with globally recognized frameworks reinforces its scalability, 

compliance potential, and long-term sustainability. 

To enhance the framework‘s practical applicability, the following actionable recommendations 

are proposed: 

 Introduce performance measurement tools (e.g., KPIs and maturity models) 

 Develop detailed procedural implementation guidance. 

 Adopt a phased rollout strategy to manage change incrementally, 

 Ensure executive sponsorship and interdepartmental cooperation to foster collective 

ownership and accountability. 

4.5.3. NBE IT Risk Management Framework Implementation Roadmap  

Phase 1 Foundation (0–6 months) 

 Establish dedicated IT risk management function within the bank 

 Approve IT risk management policy and define IT risk appetite statement 
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 Form IT Risk Governance Committee involving key stakeholders (ISMD, IARM, 

business units, senior management). 

Phase 2  Evaluation Setup (6–12 months) 

 Develop and populate IT risk register with identified risks across units 

 Define and implement risk assessment methodology and processes 

 Conduct staff training and roll out IT risk awareness programs bank-wide 

 Procure and deploy risk management tools and technologies for assessment and 

monitoring 

Phase III – Operationalization (12–18 months) 

 Launch comprehensive IT risk response procedures (mitigation, transfer, acceptance, 

avoidance) 

 Initiate regular IT risk reporting to senior management and board-level committees 

 Institutionalize continuous feedback mechanisms and periodic framework reviews for 

ongoing improvement 

 

 

 

 

 

 

 

 

 

 



 

93 
 

 

 

CHAPTER FIVE 

SUMMARY OF KEY FINDINGS, CONCLUSION 

RECOMMENDATIONS AND FUTURE WORKS 

5.1.Summary of Key Findings 

This study investigated the current status of IT risk management practices at the National Bank 

of Ethiopia and identified key processes essential for a tailored Information Systems Risk 

Management (ISRM) framework, guided by ISACA‘s Risk IT Framework (ISACA, 2009). The 

findings, derived from semi-structured interviews with NBE stakeholders and a comprehensive 

literature review, reveal significant internal and external challenges, fragmented practices, and 

critical processes necessary to enhance the NBE IT risk management capabilities. These insights 

address the study‘s objectives of reviewing global frameworks, exploring NBE practices, and 

proposing a context-specific ISRM framework to support financial sector stability in Ethiopia‘s 

evolving digital landscape. 

This study examined the current IT risk management practices at the National Bank of Ethiopia , 

revealing a predominantly reactive and fragmented approach. The absence of a standalone IT 

risk management policy aligned with the bank‘s strategic objectives was a significant finding. 

Interview data showed that existing frameworks are generic and do not proactively address 

emerging IT risks. Furthermore, the lack of a formal Enterprise Risk Management (ERM) 

framework contributes to silos operations and inconsistent perceptions of IS risks across 

departments. Governance structures dedicated to IT risk oversight are notably absent, limiting 

coordination and accountability. Data management remains manual and decentralized, leading to 

limited visibility and inconsistent reporting. Risk analysis methods are simplistic and misaligned 

with the evolving IT risk landscape, including emerging threats such as fintech vulnerabilities. 

Incident responses are largely ad hoc, illustrated by infrastructure failures like the data recovery 

site fire caused by power leakage. These findings highlight critical gaps that impede effective IS 

risk management within NBE and underscore the need for more integrated, strategic, and 

proactive risk governance. 
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The study also revealed a combination of internal and external challenges that hinder the 

National Bank of Ethiopia Information system risk management capabilities. Internally, critical 

issues include a shortage of skilled IT risk professionals, outdated infrastructure, and weak 

governance. Participants emphasized that Information system risk assessments are often 

performed by inadequately trained personnel, and risk mitigation tends to focus on previously 

encountered threats using basic controls. Externally, increasing cyber threats such as phishing 

and ransomware exploit existing system vulnerabilities, prompting reliance on the National 

Cyber Emergency Response Team for support. Additionally, compliance with externally 

enforced cyber security regulations such as those mandated by INSA places further strain on 

institutional resources. These findings align with regional research highlighting Ethiopia limited 

cyber expertise and infrastructure deficits, reinforcing the urgency of establishing a more 

resilient and strategically managed ISRM framework. 

The key findings of the study, which investigated the foundational processes required to develop 

an effective Information Systems Risk Management (ISRM) Framework for the National Bank 

of Ethiopia (NBE). Structured according to the ISACA Risk IT Framework domains:- Risk 

Governance (RG), Risk Evaluation (RE), and Risk Response (RR). The chapter identifies nine 

critical processes underpinning a robust ISRM approach. Under Risk Governance, the study 

revealed the absence of a formal governance structure and the lack of integration between IT risk 

and enterprise risk management, resulting in fragmented oversight and weak accountability. 

Within Risk Evaluation, significant challenges were identified in the collection, consolidation, 

and analysis of IT risk data due to silos systems and limited analytical tools, impairing timely 

and informed decision-making. The Risk Response domain highlighted inconsistencies in 

defining and communicating risk responses, a predominantly reactive approach to risk events, 

and a lack of continuous risk monitoring mechanisms. These findings were supported by direct 

insights from participant interviews and demonstrate a significant gap between NBE current 

practices and international standards such as ISO/IEC 27005 and NIST SP 800-39. Furthermore, 

the study contextualizes these challenges within the Ethiopian banking environment, marked by 

constrained resources, evolving digital capabilities, and a growing need for risk management 

capacity building. Ultimately, the findings underscore the need for a localized yet globally 

aligned ISRM Framework to enhance NBE strategic response to IT-related risks. 
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The findings reveal a critical need for a structured, proactive ISRM framework to address the 

NBE‘s fragmented practices and vulnerabilities. The absence of policies, governance, and 

integrated processes, coupled with external pressures, undermines the NBE ability to manage IT 

risks effectively. The identified processes provide a roadmap for enhancing risk management, 

supporting the study‘s objective of proposing a context-specific framework to strengthen 

financial sector stability. 

5.2. Conclusion 

The main objective of this research was to assess the current IT risk management practices at the 

National Bank of Ethiopia, identify existing gaps, and propose possible improvements based on 

international best practices and frameworks. 

This study employed a qualitative approach, utilizing in-depth interviews with key stakeholders 

and document analysis to evaluate the extent to which the bank IT risk management aligns with 

recognized standards and strategic objectives. The findings reveal that NBE currently lacks IT 

risk management policy, and its risk management approach continues to be primarily ad hoc and 

uncoordinated. While some basic risk identification and categorization processes exist, they are 

insufficiently aligned with the evolving IT risk landscape and do not effectively incorporate 

emerging risks such as fintech vulnerabilities. 

Moreover, governance deficiencies were observed, including the absence of a dedicated IT risk 

management committee and fragmented data collection mechanisms that hinder comprehensive 

risk visibility and coordination. Incident response processes, such as those following the recent 

disaster recovery site fire, were found to be ad hoc and uncoordinated, underscoring weaknesses 

in infrastructure resilience and preparedness. 

In conclusion, addressing these gaps through the development of comprehensive policies, 

enhanced governance structures, and targeted capacity building is critical for improving the 

effectiveness of IT risk management at NBE. This will enable the bank to better anticipate, 

identify, and respond to IT risks in a strategic and proactive manner. 
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5.3. Limitations 

This study has several limitations that should be considered when interpreting the findings: 

The research focused solely on the National Bank of Ethiopia, which may limit the applicability 

of results to other financial institutions or sectors. 

Data collection was based on interviews with selected staff and document review, which may 

introduce respondent bias and limit the breadth of perspectives. 

The study relied on qualitative methods without extensive quantitative validation, which might 

affect the generalizability of the findings. 

Rapid changes in technology and emerging risks mean that the identified gaps and 

recommendations could evolve over time, requiring ongoing reassessment. 

5.4. Recommendations 

In light of the findings, the following recommendations are proposed to strengthen IT risk 

management at NBE: 

Develop and implement a comprehensive IT risk management policy that is explicitly aligned 

with the bank‘s strategic objectives and incorporates current and emerging IT risks. 

Establish a dedicated IT risk governance committee or body to ensure coordinated oversight, 

accountability, and continuous review of IT risk management activities. 

Integrate IT risk management within a formal Enterprise Risk Management (ERM) framework to 

promote cross-departmental collaboration and consistent risk perception. 

Implement centralized and automated risk data collection and reporting tools to improve data 

quality, visibility, and facilitate real-time risk monitoring. 

Adopt advanced risk assessment methodologies tailored to the evolving IT environment, 

including fintech and cyber security threats. 

Develop and regularly test formal incident response and disaster recovery plans to enhance 

resilience and minimize the impact of IT disruptions. 
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Appendix A: Semi-Structured Interview Guide for ISMD and IARMD 

The questions are structured around the three domains of the Risk IT Framework: Risk 

Governance, Risk Evaluation, and Risk Response. Your views will help shape a more effective 

and tailored IT risk management framework for the Bank. 

1. Could you please tell me your current job title or role within the Bank? 

2. How long have you been serving in this position, and have you held any related roles in 

the past at the Bank? 

3. Can you briefly describe your main responsibilities in this role, especially as they relate 

to IT systems or risk management? 

Section I: General Context Questions 

1. From your perspective, what are the most pressing IS-related challenges currently facing 

the Bank? Could you share an example of how one of these challenges has affected your 

department or daily work? 

2. Can you walk me through how IS risk is currently handled within your area or unit? What 

kind of involvement do you and your team have in this process? 

Section II: Risk Governance 

3. How would you describe the way different departments at the Bank come to a shared 

understanding of IT risks? Are there regular meetings or specific ways this is 

encouraged? 

4. Have you experienced situations where IT and business teams saw risks differently? If so, 

how was that gap addressed? 

5. Can you explain how IT risk fits into the Bank‘s overall risk management strategy? In 

your role, how do you see this connection play out? 

6. What challenges have you seen in aligning IT risk with the Bank‘s broader goals and 

regulatory demands? How does the Bank try to overcome those challenges? 

7. Have you been involved in business decisions like selecting a vendor or launching a 

system where IT risk data influenced the outcome? How was the information used? 

8. Could you describe a time when awareness of an IT risk changed how a major decision 

was made at the Bank? What happened, and what was your role in it? 
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Section III: Risk Evaluation 

9. In your experience, how does the Bank gather and track data about IT incidents or risks 

like system downtime, threats, or vulnerabilities? 

10. Who usually takes the lead in collecting and verifying this data? How confident are you 

in the accuracy and timeliness of this information? 

11. Are you aware of specific tools or approaches the Bank uses to assess IT risk such as key 

risk indicators or risk scenarios? Have you used or seen these applied in your area? 

12. How does the Bank stay ahead of new or emerging IT risks like those coming from 

fintech or changes in cyber threats? Are there formal ways this is done? 

13. From your experience, how often is the Bank‘s IT risk profile updated to reflect changing 

threats? Is this something you or your team interact with? 

14. Who usually reviews the risk profile at a higher level? Do you know how this document 

influences strategic or operational decisions? 

Section IV: Risk Response 

15. When an IT risk is identified like a cyber-threat or system outage how is that information 

communicated to you or your team? Are there clear channels and formats for doing this? 

16. In your view, how well are IT risks explained to people who don‘t have a technical 

background? Are there efforts to make this communication more accessible? 

17. Based on your experience, which types of risk response strategies such as mitigating, 

accepting, or transferring risk are most commonly applied at the Bank? 

18. When big IT risk decisions need to be made, who is typically at the table? Have you ever 

been involved in one of these discussions? 

19. Can you describe what usually happens when a serious IT incident occurs, such as a 

cyberattack or major system failure? What‘s your role in the response? 

20. Could you share a recent example of an IT-related issue the Bank faced? What went well 

in how it was handled, and what lessons were learned? 
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Appendix B: Interview Guide for Business Unit Participants 

1. Could you please tell me your current job title or role within the Bank? 

2. How long have you been serving in this position, and have you held any related 

roles in the past at the Bank? 

3. Can you briefly describe your main responsibilities in this role, especially as they 

relate to IT systems or risk management? 

            Based on the Risk IT Framework 

1. From your perspective, what are the most significant information system challenges the 

Bank currently faces, and how have these challenges affected your department‘s day-to-

day operations? 

2. Based on your experience, how is information system risk management currently handled 

within the Bank, and what role do you and your team play in that process? 

3. In your view, how clearly has the Bank communicated its information system risk 

appetite and tolerance levels to business units like yours? How do these guidelines 

influence your department‘s strategic or operational decisions? 

4. Are you aware of any governance structures or committees that oversee information 

system risk management? If so, how do you see their role impacting your unit‘s 

responsibilities or input into information system related decisions? 

5. How information system risk is considered within broader business risk discussions in 

your unit? In what ways do you see information system risk being integrated into the 

Bank‘s overall Enterprise Risk Management (ERM) framework? 

6. Can you describe a time when your department used information system risk-related 

information (such as audit findings, incident reports, or risk assessments) to support a 

business decision, like choosing a vendor or adjusting an operational process? 

7. In your experience, how well does the Bank monitor and respond to emerging technology 

risks such as those related to digital transformation or evolving cyber threats? 

8. How confident are you that the Bank information system risk profile reflects current 

realities, such as the growth of fintech in Ethiopia or the increasing complexity of cyber 

security threats? Why or why not? 

9. When an information system risk like a potential system failure or security vulnerability 

is identified, how is this typically communicated to you or your department? Do you feel 

that communication is timely and actionable? 
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10. As someone in a non-technical role, how well do you understand the information system 

risks communicated to you? Are there ways this communication could be improved to 

support better decisions on your side? 

11. From your experience, who usually takes part in making key decisions around managing 

serious information system risks? Do you feel your team‘s input is considered in those 

decisions? 

12. Can you recall a specific incident where your unit had to respond to an information 

system related issue? What was your role, and what aspects of the response worked well 

or didn‘t? 
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Appendix C: Expert Evaluation Responses 

Table: Expert Evaluation Responses to the Proposed IT Risk Management Framework 

Evaluation Dimension Expert 

Feedback 

Summary 

Key Expert Comments Improvement 

Suggestions 

Relevance    

Comprehensiveness    

Practicality    

Alignment with Best 

Practices 

   

 

Appendix D: Observation Checklist Based on the ISACA Risk IT Framework (2009) 

Purpose: To assess the presence and effectiveness of IT risk management practices in line with 

the Risk IT Framework. 

Domain Observation Item Yes / No / 

Partial 

Remarks / Notes 

Risk 

Governance 

Is there a formally approved IT risk 

management policy aligned with 

strategic objectives? 

  

 Is IT risk integrated into the 

enterprise risk management (ERM) 

framework? 

  

 Are IT risk roles and 

responsibilities clearly defined and 

assigned? 

  

 Is there oversight of IT risk by 

senior management or the board? 

  

 Is the organization‘s IT risk 

appetite and tolerance level 

documented? 

  

 Are IT risk policies reviewed and 

updated regularly? 

  

Risk 

Evaluation 

Is there a structured methodology 

for identifying IT risks (e.g., threat, 
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vulnerability, asset analysis)? 

 Are risks assessed based on 

likelihood, impact, and business 

alignment? 

  

 Are risk scenarios developed for 

high-risk areas such as 

cybersecurity or third-party 

services? 

  

 Is there a centralized IT risk 

register that is regularly 

maintained? 

  

 Are both business and IT units 

involved in the risk assessment 

process? 

  

 Are evaluation results reported to 

decision-makers for informed 

action? 

  

Risk Response Are risk treatment options (avoid, 

reduce, transfer, accept) clearly 

defined and applied? 

  

 Are risk mitigation plans 

documented, resourced, and 

implemented? 

  

 Is there a mechanism for tracking 

the effectiveness of risk response 

actions? 

  

 Are IT risk responses integrated 

with incident response and business 

continuity planning? 

  

 Are lessons learned or audit 

findings used to improve future risk 

response activities? 

  

 

 

 

 


