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ABSTRACT

The study has tried to explore the strategies in use by the selected three banks in Ethiopia to
improve their e-banking related frauds management. The study also goes through the types of
frauds in brief for which strategies are deployed. The research design undergone on three banks
having a total of 57.1 % market share in Ethiopia. Semi- structured Interview and examination
of secondary data has been taken as a means of data collection. The qualitative approach with
content and thematic analysis method is used to explore the phenomenon of the topic under
study. Tangible and concrete outcome of the research is presented in such a way that it can be
used by banks in Ethiopia as a source of practice for managing and minimize fraud related risks
in complement with their own initiation and strategic direction. In addition to financial
institutions, the government as well as the society can benefit from it because of the fund
transfers traceability and ease mode of payments respectively can undergo with manageable
level of fraud. The findings of the study depicts as banks and their customers are facing different
fraud related problems, and those banks are trying to handle it by implementing different
strategies at the various stages of the fraud. Based on the findings, it is recommended banks to
identify their weakest link and make vulnerability assessment on their system in order to deploy

the best and convenient fraud management strategies at hand.
Keywords: Financial Institution, Bank Fraud, e-banking services, Ethiopia, cyber security,

Cashless Society, electronic or digital banking, banks in Ethiopia, strategy, fraud management.

Fraud management strategies
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CHAPTER ONE

INTRODUCTION

1.1 Background of the Study

Ethiopia’s banking sector has undergone significant reforms since 1991, showing clear steps
towards the explosion of privately owned domestic bank institutions (NBE, 2015). The change
has led the way for the establishment of 16 private banks, 31 microfinance institutions, and 16
private insurance companies in the country. According to the NBE (2018), all 18 banks in
aggregate have opened more than 4,757 branches from which 35.3% of the total is located in the

capital city.

Since the beginning, Ethiopian banks focus is on branch network expansion at the expense of e-
banking (NBE, 2015). According to the NBE (2015), out of 16.52 million bank account holders,
there are only 746,050 e-banking services users. In the year 2019, the number of bank account
reaches to double to what it was in the year 2015, but e-banking users is still not more than 6

million.

According to GSMA (2014), creating cashless society will benefit the society and the country as
a whole in different ways; and this can be achieved only by the modern banking that can also be
called electronic or e - banking. However, the slow diffusion of electronic banking negatively
affects the profitability of banking businesses in most of the developing countries. But, there are
also many challenges that do not let to create cashless society for the last two decades, and needs
to overcome rapidly; the one and foremost problem is fraud.
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As defined by Reserve Bank of India, fraud can be loosely described as any behavior by which
one person intends to gain a dishonest advantage over another. Fraud encompasses a good range
of illicit practices and illegal acts involving intentional deception or misrepresentation. Institute
of Internal Auditors’ International Professional Practices Framework defines fraud as “Any

illegal act characterized by deceit, concealment, or violation of trust”. (IPPF, 2009)

E-banking frauds on Ethiopian banks usually are not disclosed officially, as a result, there is little
or no information in this aspect. Especially, for this infant stage e-banking services, related fraud
and cyber security issues are not being disclosed enough by banks except the use of different
fraud management strategies to overcome it. As a result, this study attempted to make the
exploration on the frauds and fraud management strategies in use by the selected commercial

banks in Ethiopia in relation to E- banking services.

1.2 Statement of the problem

According to Madan (2016), since banks are the engines that drive the operations in the financial
sector and growth of an economy; with the growing banking industry in Ethiopia, frauds in banks
also are increasing and fraudsters are getting more sophisticated and ingenious. The banking

industry in Ethiopia calls rising fraud as “an inevitable cost of doing business.”

On the other hand, now a day’s going to branch for getting Banking services are unnecessary

because, it is already accessible through E-Banking services, you can withdraw, make payment,
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Transfer money through this Technology but less attention is given to security aspects. (Tsegaye,

2017)

Bambore (2013) identified five major factors that affect implementation of e banking in the
Ethiopian banking industry. Those are a) Fraud or security risk, b) lack of trust, c) lack of legal
and regulatory framework, d) lack of infrastructure, and €) absence of competition between local

and foreign banks.

Fraud, one of the major factors, is a worldwide observable fact that affects all continents and all
sectors of the economy. Parties and organizations to get money, property, or services; to avoid
payment or loss of services; or to secure personal or business advantage, perpetrate frauds. Fraud
affects organizations in several areas including financial, operational, and psychological. While
the monetary loss owing to fraud is significant, the full impact of fraud on an organization can be

shocking. In fact, the losses to reputation, goodwill, and customer relations can be devastating.

As frauds are often perpetrated by any employee within a corporation or by those from the
outside, therefore, it’s important to possess an efficient fraud management strategies in place to

safeguard organization‘s assets and reputation (IPPF as cited in Madan, 2016).

In general, always when consumers’ wants frictionless, smart and speedy payment processes
through e banking services they also need their account to be protected and safe. On the other
hand, while banks in Ethiopia are adopting electronic banking, then they are facing one of the

identified five major factors that affect its implementation called Fraud or Security risk.
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Therefore, from the bank managers’ perspective, this thesis covers the exploration of e-banking
related frauds and the strategies that are in practice by the selected commercial banks in Ethiopia

to improve their fraud management.

The research aims to fill the research gap by disclosing the actual e banking frauds occurred in
Ethiopia without affecting the respective banks reputation. Furthermore, in Ethiopian context,
since there is little study in relation to the topic, this study explores on e —banking frauds from
the respective managers’ perspective with deployed strategies to overcome it so that it can be a

base for subsequent studies.

1.3 Research questions

1.3.1 The general research question of the study:

*

What strategies do commercial banks in Ethiopia are using to improve e-banking related

*0

fraud management?

1.3.2 Specific research questions that the study answers:

°

What is the nature of e-banking fraud and the reasons behind those frauds?

o0

What fraud management strategies are in practice?

o0

How effective are those fraud management strategies?
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1.4 Objectives of the study

1.4.1 The general objective of the study:

X/
°e

The general objective of the study is to explore the strategies that the selected commercial
banks in Ethiopia are using to improve e-banking fraud management by describing the

frauds occurred in parallel.

1.4.2 The Specific Objectives of the study:

% To describe actual frauds that occurred on e-banking services of the selected banks
% To identify the fraud management strategies that are in practice by those banks

% To assess the effectiveness of those e-banking fraud management strategies in use

1.5 Scope and Limitations of the Study

1.5.1 Scope of the Study

The scope of the study was limited to the selected commercial banks in Ethiopia, even though
there are more than eighteen banks in Ethiopia, for the sake of data availability and longer
experience than others, the scope is limited to three banks. The study mainly tried to assess the
fraud management strategies and practices in those three commercial banks in Ethiopia. The
survey covers two departments of each selected banks, with document review and an interview
question to the directors and managers of each department. Although, the term fraud is a broad
concept, in this study the present researcher tried to focus on fraud management with special

attention to electronic banking services of the banks.
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1.5.2 Limitations of the Study

The researcher faces problems such as, shortage of sufficient source documents in Ethiopian
context. Moreover, since respondents are bank managers and directors, they were so busy and
engaged in meetings. The data collection was also very difficult because banks have already
correlated the idea of fraud with their business reputation. Even though there were other
constraints arise during the research of this study, the researcher tried to find sound results

pertaining to the objectives of the study.

Note: For the sake of the selected three banks business reputation, copies of documents
reviewed in parallel with the interview is not attached with annex. However, only for academic
purpose, some copies are presented to confirm the reliability and validity of the data used in

this thesis.

1.6 Significance of the Study

The study has attempted to show the actual existence of fraud on banks in Ethiopia by which it
alert the government as well as the society. Going further on indicating its existence, it describes
the strategies that the selected banks are using to improve their fraud management; with that,
banks will share their experience to understand the better strategies. It also put some

recommendations for effective management of frauds that follow on e-banking services.
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Furthermore, the study can be used as further reference for other researchers to conduct further
studies in the area and it will benefit the NBE, government banks, private banks, customers and a

society as a whole to understand frauds, put caution in place and deploy controlling mechanisms.

1.7 Organization of the Study

The study deals about banking fraud management strategies that occur in relation to e banking
services, focusing on the selected commercial banks in Ethiopia. It starts with introductory
outlines under which an overview of the topic under study is presented as background of the
study and then description is made on the statement of the problem. The research questions, the
general and specific objectives of the study, the significance of the study, the scope and
limitation of the study and organization of the study are followed along with it. The second
chapter is dedicated to the review of related literature. Under this section of the study, a detailed

coverage on the concepts of the proposed study is given.

Methodology of the study is presented in chapter three; and analysis of the research findings are
presented in fourth chapter. Here an attempt is made to deal with presentation, descriptions,
discussions and analysis of data, and findings with the implementation of the study. Finally, the
fifth chapter presents the main findings, summary, conclusions and recommendations drawn by
the researcher based on the analysis in chapter four. The thesis at the end contains a list of

references, and attachments on the interview questionnaire, with few appendixes.
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CHAPTER TWO

LITERATURE REVIEW ON BANK FRAUD

2.1 Introduction
A literature review is a systematic way to synthesize earlier works on a particular research topic.
A literature review provides a framework for a researcher to build an overview of the
phenomenon, thereby helping to identify major controversies and gaps that the research can fill
(Walker & Solvason, 2014). My literature search on e-banking service fraud management
strategies include information on the development of electronic banking and competitive
advantage, frauds registered or occurred so far, strategies to manage frauds, rival theories of the
conceptual framework, and a methodology review. Accordingly, this literature review included
information on the current research, the significance of the results, and gaps in current

knowledge.

Several databases provided source material for the review. | used journal articles, dissertations,
and other reference material from the Internet to conduct the literature review. The primary
databases searched for this study includes Addis Ababa University Digital Library for research
and publications, Journals of Banks in Ethiopia, SAGE Research Methods Online, World Bank,

and sources from Google Scholar.

Various keywords and phrases used when conducting the search on scholarly documents
includes fraud on banks, cashless society, E-banking, E-business strategy, fraud management,
fraud management strategy, cyber security, modern banking, competitive advantage and IT on

business alignment etc. | use two methods to search literature: The broad exploratory approach
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and specific detail approach (Ford, 2012). The broad exploratory approach is used to build a
generic overview on the topic by searching information on the Internet. The specific detail

approach helps to collect peer-reviewed literature in line with the research topic under this study.

The reference includes books, peer reviewed journal articles, government reports, non-
governmental associations, and Internet sources relevant to the research topic, questions, and

design.

2.2 Technology and Business
General resources such as high-quality human resource help commercial banks to
internationalize their business (Panda & Reddy, 2016). Doherty & Terry (2013) noted
information system makes an indirect contribution to improve the competitive organizational
position. Organizational resources such as continuous innovation, stakeholder integration, shared
visions, and early adoption is vital for Green IT performance (Abdulrahim & Abdulrahman,
2013). Resource-based co-innovation through a platform ecosystem appears a successful strategy
for mobile payment service innovation (Zhong & Nieminen, 2015). Intra organizational
resources such as top management support and information technology are two vital enablers of
supply chain integration and thereby business performance (Xu, Huo, & Sun, 2014). Like many
other countries around the world, Ethiopia has embraced ICTs and ICT based services as key

enabler for societal and economic development in the nation (Halefom, 2014).

Few scholars, argue that IT could not be a source of competitive advantage (Chi and Sun, 2015).

According to Chi and Sun (2015), even though IT can increase performance as well as have a
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high value for customers, there is no evidence to support it leads to highest business profitability.
Carr (2003) argued since IT becomes a commodity, easily acquired and duplicated, the value
goes away and no more competitive advantage comes out of it. However, Bhatt and Grover
(2005) opposed Carr’s point of view and argued firms can develop distinct capabilities in
managing IT. According to Bhatt and Grover, a competitive advantage does not stem from the IT
infrastructure itself but the company's capabilities in organizational learning intensity, IT

business experience, and relationship infrastructure.

According to Porter (1985), understanding and coping with competition is the key tenet of the
strategy process. Porter sees technology as one of the change drivers in industry structure and
firms must incorporate it into their strategy so that they can gain a competitive advantage by
exploiting the market opportunity. IT is one form of the technologies that affect competitive
advantage positively if it is well integrated into firm’s business strategy and enables a firm to

achieve a low cost and differentiation through its value activities (Porter, 1985).

2.3 Technology and Banking
According to the international payment schemes; VISA and MasterCard, the international market
is still based on a strong use of cash. This represents a tremendous opportunity to growth for
electronic payments. Consumers are asking for payment solutions always more; safe and reliable,
convenient and innovative. New not traditional players have already entered and are pushing to
enter the payments market (e.g. PayPal) in order to offer innovative payment solutions.

(Mastercard Academy, 2018)
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The banking sector in Ethiopia is one of the rapidly growing sectors of the country’s economy
(Abiy and Lemma, 2012). Using ICT all banks of today are providing new technology driven
services like ATM, POS, Mobile banking, Internet banking and mobile money and very recently

ecommerce is on launching stage by many banks.

Bank clients can access financial services (i.e. whether it is transactional or non-transactional)
through online channels from anywhere at any point of time (Lie bana-Cabanillas, Munoz-
Leiva, and Rejo'n-Guardia, 2013). E-banking channels enable individuals to make real-time
financial decisions conveniently independently of time and location (Sikdar, Kumar, & Makkad,
2015). Mishra and Bisht (2013) pointed out electronic banking enables customers to access
financial services without limit in time, place, and the type of agents they use. The core use of
online banking, therefore, are convenience and low-cost advantage thereby customer satisfaction

(Aliyu, Rosmain, & Takala, 2014; Liébana-Cabanillas et al., 2013).

Fraud Management - The Big Picture
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The provision of electronic banking becomes a lucrative business and the area where companies
compete to gain competitive advantage and increase efficiency (Dauda & Lee, 2015). Mobile
banking technologies combining with smart technologies create opportunities for Africa to
leapfrogging the traditional ways of delivering banking services (World Bank, 2013). It uses as a
catalyst to speed up the pace of change in financial services thereby achieve financial inclusion
and to overcome geographical barriers (Baptista & Oliveira, 2015). Hence, to tap the unleashed
potential of technological innovations, the issue of digital banking becomes a topic of great

interest to the business strategists of financial institutions (Liébana-Cabanillas et al., 2013)

2.4 E-Banking and Fraud

Historically, according to An International Multi-Disciplinary Journal, Ethiopia Vol. 4 (3b) July,
(2010), Bank of Credit Commerce International (BCCI) $10 billion fraud globally and Japan Fuji
Bank $3 billion forgery both happens in 1990. In Japan, the bubble burst in the financial sector in
the early 1990s, due to unrealistic valuation of land, share prices manipulation, CEOs fiendish
incompetence, uncontrolled poaching of staff, financial engineering, enormous uncollectible bad
loans, and issuance of fake certificate. These were reasons for the collapse of Japanese financial
segment. As it happened in japan in 1990s, some banks in Africa may face the same tragedy
unless they are carful from the current day frauds. For example, most symptoms of those days in
Japan are prevalent in the Nigerian financial sector today. It is obvious that, land speculation,
weak internal process, blue-chip syndrome, absence of a structured succession plan and poaching

staffs are pervading the Nigerian financial sector and all these are agents of fraud.
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Some persons have different motivations that are not in line with the use of Information
Technology within the confines of proper ethical and sometimes even legal conduct (Dwight as
cited in Behabtu, 2015). Unfortunately, not everyone wants to use this advancement for the
greater good. Even though the use of IT offers so many advantages to organizations, numerous
inherent risks must be mitigated in order to successfully Secure Ethiopian banking sector
services. Based on a recent survey, employee fraud in the financial services industry is a
widespread problem that is largely attributed to advances in technology. Employees who have
access to information systems are usually the ones with the tendency to bargain (Esola as cited in
Behabtu, 2015). But the outside environment also bring a lot of fraud risks in relation to cyber

security as it already brings a new technology driven banking services too (Behabtu, 2015).

According to Accenture (2015), change in consumers’ demography, the expansion of banks into
new marketplace, and the implementation of new technologies and channels present new
challenge in fraud protection. Rapid technological and social changes alter the relationship
between banks and their customers in a way that creates new opportunities for fraudsters
(Madan, 2016). It’s an endless game of cat and mouse between financial institutions and cyber-
criminals. There is a virtual arms battle taking place online between banks and cyber criminals,
who as soon as the bank implements a new process or technology to avoid online fraud, they find
a weakness to exploit (ACL, 2013; Dzomira, 2014). In addition, customers expect to be protected
from fraud, and also want anti-fraud tools to look at them holistically, assessing the fraud risk of

transactions by their individual profiles.

There is no single way to squeeze fraud, but by implementing the right mix of different

technologies and prevention techniques, bank executives can greatly reduce their organization‘s
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risk. As Accenture‘s Santoro puts it, a solid portfolio of solutions with multiple layers of
protection and controls can go a long way toward providing the necessary protection. If you put
enough deadbolts at the door, thieves are going to give up and look elsewhere. The information
security world has recently started becoming aware of another threat that had more devastating
consequences and was substantially more difficult to tackle. This time, the threat was not coming
only from external hackers, but from authorized users of IT systems. These users abuse their
privileged access rights by committing a series of unintentional or deliberate actions damaging
individuals or organizations in many different ways. The global information security survey by
PwC (2014) reported that the number of security occurrences increased by 25% in 2013, among
which 58% were performed by current (31%) or former employees (27%). Consistently, Verizon
(2013) found an increase of more than 10% of reports regarding security breaches committed by

insiders.

According to Behabtu (2015), the growing threat of the malicious insider has given rise to a
number of long-term research projects on different sectors of the country. The Information
Network Security Agency (INSA) identified several critical infrastructure sectors that require
special attention in protecting the cyber space from any possible attacks. Some of them are
Banking and finance, Information and telecommunications, Energy, Defense base and related

technological infrastructures.

Information assets are under serious threats and attacks from insiders day in and out in the
government and private Banks. With the advancement of information Communication
technology (ICT), Banks collect a lot of confidential information about their, customers,

employees and financial status. A lot of the information being collected are processed and stored
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electronically and with the widespread use of the information technology, the risks of theft and
attack are expanding by the day whilst pressure is also being mounted on information security
infrastructure. In case any confidential information such as customer's information and trade
secrets fall into wrong hands, it will lead to negative consequences like loss of goodwill,
customers and profit. In a financial institution such as a bank, likely targets are customer account

records or perhaps company accounts, where there is a direct access to funds. (Behabtu, 2015).

Banking and Finance sectors in Ethiopia are now becoming more sophisticated; almost all banks
have already implemented CBS (Core Banking Solutions) with the advancement of such
technologies enabling services like Mobile Banking. Internet Banking and Card Banking are

getting easier and those enablement have simplified almost all operation performed in the Banks.

Security issues are sources of concern for everybody more especially as it concerns banking
industry. Electronic banking is prone to security breaches such as fraud, theft of commercially
sensitive or financial information, vandalism of web sites or denial of service (DOS) and faults in
system design and set up leading to security breaches. All these security violation or breaches

have potentially serious financial, legal and reputational impacts. (Kassahun, 2016)

2.5 Fraud management strategies and practices: Empirical evidence
E-banking transactions are significantly growing year by year, at the same time, new fraud
techniques, if not contrasted quickly and effectively, can put at risk the reliability of the

electronics payments, destroying progressively the Cardholders trust. Consumers’ wants for
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frictionless, smart and speedy payments to process their accounts protected against fraud with

speedy resolution of disputed transactions. (Mastercard Academy, 2018)

According to MasterCard Worldwide research, the international experience shows that, across
the globe, a number of very clear truths prevail. The truths are fraudsters will operate and survive
in every market; fraudsters will migrate to the weakest link. There is no one golden cure that
resolves all fraud types, significant losses/risks are often not understood and remain an issue and
a high proportion of fraud teams do not understand the negative impact they could and are

having on their business revenue and profits.

Global Fraud Overview & Trends

Card Fraud - The hard facts

3in10 50% 65%

Total card Of global fraud Forecasted lack confidence

fraud in 2015 is from online growth of CNP that their banks

(USD)? payment Fraud over can protect them
channels? next 3years® against fraud?

1The Milson report: Card fraud worldwide

2pjte: 2016 Global Consumer Card Fraud: Where Cord Fraud Is Coming From 15
. mastercard #vasterCard Wordlwide research
Figure 2.2: Global card fraud- The hard facts Source: MasterCard Academy

The current Fraud losses are just the tip of the iceberg. Optimizing fraud management program
will provide many opportunities to reduce the full expense of fraud mitigation program while

ensuring fraud losses stay on target.
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Global Fraud Overview & Trends
Cost of fraud goes beyond direct losses
Indirect losses often have a greater long term impact to issuers

1 Directlosses Fraud incurred

Customer switching

° Indirect losses Reputation
Productivity
Customer
confidence
Undetected fraud
. mastercard
Figure 2.3: Cost of fraud Source: MasterCard Academy

According to Evalyne (2018), Fraud Management Lifecycle is made up eight stages,
demoralization, expectation, distinguishing proof, control, examination and arraignment. This
speculation suggests that the last stage, arraignment, is the summit everything being equivalent

and disillusionments in the fraud management lifecycle.

Financial Fraud management practices include internal control, Training, employee and third
party screening and whistleblower protection. Effective internal controls are account
reconciliation, law enforcement, investigation and law and audit committee and senior
management oversight, monitoring systems designed to detect fraud, establishment of internal
controls and management review. Additionally, there is proactive data analysis and use of

information technology to prevent fraud. (Evalyne, 2018)
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Given the prevalence of fraud and the negative consequences associated with it, there is a
compelling argument that organizations should invest time and resources towards tackling fraud.
There is, however, sometimes debate as to whether these resources should be committed to fraud
prevention or fraud detection. Prevention techniques include the introduction of policies,
procedures and controls, and activities such as training and fraud awareness to stop fraud from
occurring. As fraud prevention techniques may not stop all potential perpetrators, organizations
should ensure that systems are in place that will highlight occurrences of fraud in a timely

manner. This is achieved through fraud detection. (CIMA, 2008)

It should never just be about minimizing fraud losses or catching the crooks, instead the main
objective of optimized fraud management is “Maximize revenue while maintaining an acceptable
level of fraud risk.” According to CIMA (2008), an effective anti-fraud strategy in fact has four

main components; those are Prevention, detection, deterrence and response.

Payment card fraud is a sophisticated crime carried out by criminals using modern technology,
these fraud payments have resulted into losses. Therefore, driving increasing efforts in card fraud
prevention and detection as well as implementation of robust card fraud management response
strategies such as the new laws which were enacted to compel banks to maintain set security

standards and open the card networks to external auditors. (Doody as cited in Allan, 2016)

Fraud management optimization provides opportunities typically include Increase in sales,

improved approval rates (e.g. application and transaction), improved portfolio profitability with
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reduced fraud write-offs, cost-efficiency/Cost Management, productivity opportunities (e.g.
improved workflow) and decreased customer impacts and minimized risk exposure with

improved customer retention

According to Mastercard Acadamey (2018), at the past, the fraud risk manager’s role was seen as
very straight forward; they worked to prevent the fraudsters from doing their thing, and focused
on managing the cost of fraud losses. Banks have had a tendency to focus on their fraud basis
points position, rather than on the impact to sales and other important business drivers. But at the
present time and in the future, the roles and responsibilities of fraud management personnel are
far more complicated with a broader understanding of and focus on the impacts that their
policies, processes and decisions have on the greater business. Moreover, banks must focus on
the delicate balance that exists between revenue, customer experience and fraud loss and how

changes to one have a direct and significant impact on the others.

Evaluating the true costs of card fraud losses is a complex business. On one hand, it can be split
between issuer fraud, acquirer fraud, and merchant fraud. In addition, it can be split between
fraud prevention, fraud detection and investigation, and recovery activities. (Cards & Mobile

payments industry intelligence, 2015)
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2.6 Research Gap

It was discussed on the literature part; most of the studies undertaken are related to Electronic

banking and fraud. Different researchers in different research techniques showed different

perspective about the use of ICT while commonly agreed about the basics of fraud.

1.
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Use of ICT or information system is positively concluded by ten researchers as it
increases an organization performance and used as competitive advantage and it is not

considered as source of competitive advantage by another five researchers.

Considering IT with respect to banking services, seventeen researchers have shown as
digital/electronic banking positively affect financial sectors profitability and
efficiency, and creates convenience to customers. But, no negative effect is found by

any of the researchers.

Three researchers found out about insider fraud and one researcher explains fraud

from the outside environment.

The existence of mouse and cat game between financial institution and fraudsters is

elaborated by two researchers

Three researchers depict the potential loss of fraud but no researcher showed the

magnitude of actual fraud happened in Ethiopia.
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6. The empirical evidences presented the international digital banking & fraud
management strategies, and the amount & types of losses due to fraud globally, but

not in Ethiopia.

Even though there are researchers that contradict the use of ICT as a means of competitive
advantage and business performance but many of the above stated researchers showed the use of
ICT for business. Specific to banking industry, all researchers have concluded the same as digital
or Electronic banking has positive effect on the profitability and convenience to banks and
customers respectively. Previous researchers have shown as there is fraud both by insiders and

outside environment, and described the potential loss of frauds.

On the other hand, there were also items not researched by the above researchers such as the type
of e-banking frauds in Ethiopian banks and little attention is given about how do banks in
Ethiopia is actually practicing fraud related cases and managing those frauds, thus the researcher
is interested in exploring on the type of e-banking frauds. Moreover, in order to fill the research
gap, the researcher interest is to study about the Ethiopian banks experience of implementing

strategies that are necessary to improve the fraud management practices.
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CHAPTER THREE

METHODOLOGY OF THE STUDY

3.1 Research Method

In order to answer the research questions and address the objectives, qualitative research
methods were employed. Kaczynski, Salmona, & Smith, 2014 (as cited in Teklebrhan, 2017)
described as the qualitative method focuses on understanding participants’ perspective,
experiences, decision making, and phenomena. In this research, a qualitative approach was
chosen in order to directly communicate with the directors and managers of the selected banks
and explore from their experience and perspectives. Marshall and Rossman (2014) noted the
qualitative method is a better approach than the quantitative method in gaining a better
understanding of the complexity of human experiences or phenomena. Moreover, in this
research, the selected qualitative method helped to approach the managers and get the necessary

information on this complex and sensitive issue of fraud.

Leedy and Ormrod (2015) also mentioned the qualitative method is useful in a situation when
variables are unknown, little information exists on a topic, and there is an inadequate or missing
relevant theory base. Since the research question is in relation to fraud and banks usually prefers
to hold such kind of information confidentially for the sake of their reputation, the qualitative
method employed helped the researcher to grasp well on the topic on which little information is

out there.
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Accordingly, exploration of the actual e-banking frauds focusing on the types of strategies in use
by the selected three banks in Ethiopia for fraud management is made in this study using a

qualitative approach.

Zahir, Basias, Themistocleous, & Morabito (2013) pointed out qualitative research enables
researchers to understand, explain, explore, discover and clarify situations, feelings, perceptions,
attitudes, values, beliefs, and experiences. Therefore, in this study, since the topic in relation to
e-banking frauds in Ethiopia is studied little, the researcher used qualitative method to explore
frauds and fraud management strategies mainly on e- banking services. Exploratory studies help
a researcher gain initial insights into a topic that has previously been little studied (Leedy &
Ormrod, 2015). It is useful to investigate little-understood phenomena and identify relevant

categories of meaning (Marshall & Rossman, 2014).

3.2 Research Design

There are several qualitative designs, but the researcher have chosen phenomenology design. In
order to select it, 1 have considered three popular designs including phenomenology,
ethnography, and case study. While phenomenological researchers concentrate on understanding,
the essence of participants’ lived experiences (Cibangu & Hepworth, 2016), researchers using an
ethnography design seek to describe and interpret a culture-sharing group (Lewis, 2015; Simpson
et al., 2014). Case study is useful in situations when the research aimed at answering how or why

questions and the focus of the study is a contemporary phenomenon. (Leedy & Ormrod, 2015)
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Since the purpose of this study is to seek the essence of participants’ lived experience 1i.e.
selected banks in Ethiopia and understanding of the phenomenon but not to interpret group’s
culture. Thus, the phenomenology is found to be more appropriate than ethnography and case

study designs for this study, so it used by the researcher.

3.3Sources of data, Population and Sampling

The necessary data for the study is collected from three banks in Ethiopia. From the selected
three banks, electronic payment departments and internal control departments of each bank, with
six departments in total, are the specific source of the required information. Cases from all
branches are forwarded to the above stated head office organs, so the necessary information that

the branches and other departments can provide is also obtained from those departments.

Choosing an appropriate sampling method enhances the trustworthiness of the research
(Robinson, 2014). For this study, for the purpose of data availability and experience, the
researcher used purposeful sampling technique to select participants from the target population in
those departments. By using purposeful data sampling technique, the researcher was able to
make the experienced staffs from the selected departments i.e. managers and directors to be part

of the necessary source of information.

Regarding the sample size, there is no single formula or criterion to use in the qualitative study
rather depends on the research objective, method, and available resources (Boddy, 2016).
Moreover, Sauro (2015) described the five types of qualitative approaches methods related to

focus, sample size and data collection methods as stated below:
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Table 3.1 Five types of qualitative methods

Methods Focus Sample size | Data collection

Ethnography Context or culture 0 Observation

Narrative Individual experience and | 1-2 Stories from individuals and
sequence documents

Phenomenological | People who have experienced | 5-25 Interviews

a phenomenon

Grounded Theory | Develop a theory from | 20-60 Interviews, then open and axial
grounded in field data coding

Case study Organization, entity, | - Interviews, documents, reports, and
individual or event observation

By evaluating the different types of qualitative approaches, the researcher has chose to use
phenomenological type approach. Based on that, interviewed 12 different level leaders at the
respective departments of the selected three banks. With this sample size, the researcher were

able to include all directors and responsible managers of all the six departments.

3.4 Data Collection Methods
The qualitative researcher is expected to draw upon multiple (at least two) sources of evidence;
that is, to seek convergence and corroboration with different data sources and methods. Apart
from documents, such sources include interviews, participant or non-participant observation, and
physical artifacts (Yin, 2014). Therefore, for this study, from the primary source of data, semi-

structured interview is used for retrieving participant perceptions as the principal data collection
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method to assess the banks lived experience in fraud management strategies. In addition, from
the secondary source of data, document review is used as a supplementary source over the semi-

structured interview in order to explore the actual frauds that occurred on the selected banks.

In qualitative studies, a researcher is the primary instrument of data collection, analysis, and
reporting (Frels & Onwuegbuzie, 2013; Leedy & Ormrod, 2015). For this research, the
researcher direct participation in the collection of the necessary data helped to explore and get
the necessary explanation as required. A qualitative interview is a suitable method for a more
flexible response (Comi, Bischof, & Eppler, 2014). According to Nguyen (2015) researcher can
collect accurate data using semi-structured interview if there is trust between the researcher and
participants. So, by properly approaching the interviewees, the researcher was able to build trust
that helped to collect convenient information from the semi-structured interview as well as

reviewing of documents.

3.5 Data Analysis Methods

Qualitative data develops concepts that help to understand social phenomena in natural settings
rather than experimental, by giving appropriate importance to the meanings, experiences and
views of the participants (Cibangu & Hepworth, 2016). In this research, data collected using a
semi-structured interview and document review is analyzed using thematic analysis and content
analysis methods. The themes used in interview transcripts are applied to the content of the

documents reviewed. Themes they generate serve to integrate data gathered by both methods.
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Thematic analysis is a form of pattern recognition within the data, with emerging themes
becoming the categories for analysis (Fereday & Muir-Cochrane, 2006). The process employed
for this research involves a careful, more focused re-reading and review of the data collected by
both methods. The reviewer takes a closer look at the selected data and performs coding and
category construction, based on the data’s characteristics, to uncover themes pertinent to a

phenomenon.

Since several methods are available to analyze qualitative data, the researcher has revised and
checked the convenience of the below most commonly used data analysis methods before

selecting content and thematic analysis:

Content analysis: This is one of the most common methods to analyze qualitative data. It is used
to analyze documented information in the form of texts, media, or even physical items. When to
use this method depends on the research questions. Content analysis is usually used to analyze

responses from interviewees.

Narrative analysis: This method is used to analyze content from various sources, such as
interviews of respondents, observations from the field, or surveys. It focuses on using the stories

and experiences shared by people to answer the research questions.

Discourse analysis: Like narrative analysis, discourse analysis is used to analyze interactions
with people. However, it focuses on analyzing the social context in which the communication
between the researcher and the respondent occurred. Discourse analysis also looks at the

respondent’s day-to-day environment and uses that information during analysis.
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Thematic analysis: is a form of pattern recognition within the data, with emerging themes

becoming the categories for analysis

Grounded theory: it uses qualitative data analysis to explain why a certain phenomenon
happened. It does this by studying a variety of similar cases in different settings and using the
data to derive causal explanations. Researchers may alter the explanations or create new ones as

they study more cases until they arrive at an explanation that fits all cases.

Document analysis is often used in combination with other qualitative research methods as a
means of triangulation ‘the combination of methodologies in the study of the same phenomenon’
(Denzin, 1970). Therefore, for this study, by examining information collected through different
methods, the researcher was able to verify findings across data sets and thus reduce the impact of
potential biases that can exist in a single study. According to Patton (1990), triangulation helps
the researcher guard against the accusation that a study’s findings are simply an artifact of a
single method, a single source, or a single investigator’s bias. Therefore, as described above, by
triangulating the data, the researcher attempts to provide a confluence of evidence that breeds

credibility.

In qualitative data analysis the steps starts from being familiar with the data, coding into themes,

searching for patterns and connections finally interpretation of the data and drawing conclusions.
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* Read and re- read the data; write down detailed notes and impressions

Data and deciding which data is valuable

familiarization

Coding « Create categories and subcategorles

« Looking for relative importance and identifying relationships between

Pattern and each data

connection search

Interpretation « Give sense of the data identified as important

Conclusion « decide wheather the interprated data aligns with the need

Figure 3.1: data analysis steps

The document analysis employed involves skimming (superficial examination), reading
(thorough examination), and interpretation. This iterative process helped the researcher to
combine elements of content analysis and thematic analysis. By using the content analysis
method the researcher was able to organize information from document review into categories
related to the central questions of the research. It entails a first-pass document review, in which

meaningful and relevant passages of text or other data are identified.
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CHAPTER FOUR

DATA ANALYSIS AND FINDINGS

4.1 Introduction
In this part of the paper, the researcher attempted to analyze the data collected through semi-
structured interview and document analysis using thematic and content analysis methods. For
this purpose, the researcher has interviewed six department directors and six unit managers i.e.
Total of twelve leaders of the selected three banks in Ethiopia. Various documents like
procedures, correspondence letters and interdepartmental memos from internal control and
electronic banking departments of the selected three banks are also reviewed as a supplementary

source of data and analyzed all together accordingly.

4.1 Analysis and Findings

The main research question that guided the study was: What strategies do commercial banks in
Ethiopia are using to improve e-banking related fraud management. Thoroughly, questions like
the following are answered; what is the nature of e-banking fraud and the reasons behind those
frauds? What fraud management strategies are in practice? Moreover, how effective are those

fraud management strategies?

Therefore, 1 was able to obtain relevant information and data for the study by purposefully
sampling two departments in those selected three commercial bank in Ethiopia. The sample size

for the study and method triangulation was used to achieve data saturation (Fusch & Ness, 2015).
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Participants met the research criteria of being leaders in the selected departments of commercial
banks and experienced in devising and implementing fraud management strategies for several
years. The participants lived in Addis Ababa, Ethiopia. A total of twelve bank directors and
managers are participated in the semi-structured interviews. | sent an authorization request letter
to the banks’ Human Resource development departments for permission and have access to
relevant documents for the study before communicating the participants. Subsequently, |
contacted each participant to participate in the study. | conducted all interviews in two-week
period, and each interview lasted not more than 40 minutes. After the transcription of each
interview, | interpreted the participants’ responses and conducted member checking by
requesting personal feedback from each participant during and after the interview to enhance the

validity of the results.

Document analysis is often used in combination with other qualitative research methods as a
means of triangulation ‘the combination of methodologies in the study of the same phenomenon’
(Denzin, 1970). As a qualitative researcher, | have drawn multiple (two) sources of evidence;
that is, to seek convergence and corroboration with different data sources and methods. So apart
from the Semi-structured interview, document analysis is made with the thematic analysis of the

Semi-structured interview.

| used an assigned code from P1 to P12 to identify each participant. Before the completion of the
interviews, | reviewed documents about the nature of e-banking fraud and the reasons behind
those frauds to ensure methodological triangulation. In the following section, | have presented

the key themes and the findings from each interview question and document review.

Based on the central research question and according to the empirical evidences as indicated in

section 2.5 (Fraud management strategies and practices: Empirical evidence) data analysis of
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participants’ responses led to the identification of three core emergent themes: a) Prevention b)

Detection and c¢) Resolution

The next component includes a detailed analysis of each theme. The themes emerging from this

study reflects a common set of characteristics and strategies that commercial banks are using.

Theme 1: Prevention

Ensuring prevention mechanism is at the core of the bank’s e-banking fraud management

strategy. Prevention is referred the most up-to-date fraud prevention tools and services to

minimize fraud incidents. A thematic analysis of the participants’ answers to interview questions

2, 3 and 4 showed as prevention is a key strategic resources to improve the management of e-

banking fraud (Table 4.1).

Table 4.1: Fraud Prevention (Interview Question 2, 3 and 4)

Participants’ answers to

interview question #2, #3 and #4

Interpretation and analysis

Emergent themes

P1 “....our customers are protected
based on the Policy set by the board
of directors and top management and
for that they are willing to use e-
banking services” P2 “... guidelines
we are using, that are necessary to
avoid fraud are not maintained up-
to-date even though it is necessary to

improve e-banking fraud

Several participants related
legislations, policies and
guidelines are necessary for fraud
protection and helps to improve

e-banking fraud management

Fraud prevention using
Legislation, Policy and
guidelines as a means
for e-banking fraud

management
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management ”

PS5 “.... In order to improve the e-
banking service the local and
international legislations should be
properly respected .... Those are

also controls to prevent fraud...

P3” ...regular review of merchant
contracts helps to fill gaps and
protect customers against fraud
which let customer service to be
more convenient and...”

PS5 “...contracts that clearly outline
responsibilities and regular visit to
merchants helps us to minimize

fraud and improve the POS services”

Merchant contract management is
one of the fraud prevention

mechanism

Fraud prevention using
Merchant contracts as a
means of for e-banking

fraud management

P4” ... compliance with physical
card production process requirement
is our key method to prevent fraud...
customers will be safe...”

P6 “ ...card design let customers to
be attracted and this will improve the
service but the main point is access

control, storage of plastic cards,

Standard card production process

is one means of fraud prevention

Fraud Prevention using
standard card production
to improve e-banking

fraud management
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destruction of damaged and waste
cards are critical points in preventing

fraud”

P5” ... We use different card holder
education methods like initial
awareness, card security training and
ongoing education, this help
customers to use our services and
also to be protected from fraud”
P6”... always customers’ confidence
increases with much education and
awareness sessions we prepare...”
P11”...Merchants awareness
creation sessions were fruitful in
increasing successful transaction rate

of the bank”

Creating awareness on customers
used for improved service
delivery and also it makes
customers to be protected from

fraud

Fraud prevention by
awareness creation in
managing e-banking

frauds

P2” ... PIN generation options that
we are using is random and fully
automated.”

P4”... the pin mailer is fully sealed
by the machine and it is accessible
for customers only, this makes our

customers to feel safe and it is also a

PIN generation and delivery is
one of the service improvement
means with fraud protection in

parallel

Fraud prevention by
means of secured pin
generation helps for e-
banking fraud

management
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means of fraud protection”

In the data analysis, | have used word clustering and tree projection of the dominant perceptions
of participants on the role of various strategies used to improve fraud management. Prevention,
the first core themes from data analysis revealed the following five perceived strategies for the
participants involved in the study: Legislation, Policy and guidelines, Merchant contracts,

Standard card production, Awareness creation and Secured pin generation. (Figure 4.1)

Legislation,
Policy and
guidelines

Merchant
contracts

_ Standard card
Prevention production

Awareness
creation

Secured pin
generation

| J/

Figure 4.1: Word clustering on fraud Prevention
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Twelve participants (Table 4.4) representing the highest frequency of occurrence, perceived
strategy of using legislation, policy and guideline led to successful fraud management. The
perception of these 12 participants is congruent with the view of Haag and Cummings (2008).
Haag and Cummings argued strategy drives technology decision, not the reverse. According to
Haag and Cummings (2008), ensuring alignment between strategy and selection of technology
enable the organization to achieve its business objectives. The issue of leading through strategy

and ensuring strategic alignment is the highest priority of the bank’s leadership.

Sixty-Seven percent of the participants (Table 4.4) claimed that the bank’s contract with
merchants who receive payment for transactions through POS machines is one means for
improving e-banking fraud management. P3, for example, stated, “Regular review of merchant

contracts helps to fill gaps and protect customers against fraud”.

From the documents reviewed, Manual card or card not present transaction on POS is the one
that create a great opportunity for fraudsters. Due to this card absent transaction, banks in
Ethiopia has lost huge amount of money by charge back requests. Starting from 2017, for the last
three years, 115 transactions amounting of 10,779,995.21 are fraud related chargeback. (Table

4.2)

As per international payment facilitator VISA and MasterCard, the main reasons for chargeback
have been categorized in to four broad parts; namely, Customer disputes, Fraud, Processing

errors and Authorization issues.

From both MasterCard and Visa international card transaction, starting from 2017 more than
28,368,408.45 birr and 409 numbers of transactions made on 126 merchant sites of the selected

three banks raised a dispute and those banks have lost most of the disputed amount. Customer
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disputes, fraud, processing error and authorization issue mainly cause those chargeback requests.
The below chart indicates that the number of transaction and amount of chargeback with their

type which was appear in the selected three banks in Ethiopia.

Table 4.2: Charge back amount and number of transaction

Common reason Amount Transaction No.
Authorization issues 15,602,624.64 53
Fraud 10,779,995.21 115
Processing errors 1,134,736.33 151
Customer disputes 851,052.25 90
Total 28,368,408.43 409

Number of transaction

Customer disputes ® Fraud related ® Processing errors B Authorization related

Figure 4.2: Charge back number of transaction
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The lion share of both number of transaction and amounts are goes to fraud related chargeback.
As per the data presented above, fraud related chargeback results 38% of the total chargeback

amount and 28% of the total number of transaction. (Figure 4.2)

These happen due to fraud card present environment and fraud card absent environment.
However, as per visa international and MasterCard, fraud related chargeback usually occurs due
to when a customer did not swipe the card through a magnetic-stripe reader or insert EMV, i.e.

Manual card/card absent transaction.

Even though it has huge risks and banks have lose a lot as stated above, still the selected banks in
Ethiopia provides this service for merchants with a binding contract considering some eligibility
criteria, the criterions set includes; Merchants’ business type, only Hotels, supermarkets and duty

free shops are qualified business types to be granted for manual card transaction.

On the other hand, from the documents reviewed (table 4.3), there are five significant amount
cases at the hand of the legal offices of the selected three banks since 2018 regarding fraudulent
POS transactions; four of them are ongoing while one is closed case, the winner of the closed
case is the bank. This is because of the contract binds the merchant to take full responsibility

over the fraudulent transaction.

Table 4.3: Court case status and amount

Case Status Amount
Case 1 Closed 1,329,807.59
Case 2 Ongoing 277,812.08
Case 3 Ongoing 84,600.00
Case 4 Ongoing 958,638.30
Case 5 Ongoing 120,847.66
Total 2,771,705.63
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Therefore, the claim of these eight participants is the running of the e-banking business with help

of contracts as a means of fraud prevention as explained above.

Seven participants (Table 4.4) believed the use of standard card production enabled banks’ to
improve their card banking fraud prevention. For example, according to P4” PCI-DSS (Payment
card Industry Data Security Standard) is one of the best standard to comply in the e-banking
industry. So, compliance with physical card production process requirement is our key method to

prevent fraud”

According to the documents analyzed, from the card types, Mag stripe cards is the old
technology, so can be easily copied. Frauds like card skimming that significantly affect banks in
Ethiopia has happened because of Mag stripe cards are in use. The amount of money lost
because of card skimming fraud is more than ETB 500,000 and it affects 52 customers only from
one of those selected banks. Even though some banks have quit or minimally use mag stripe
cards in parallel with smart cards, but the selected banks in Ethiopia are now moved to the smart
cards technology with a standard production mechanism, which is latest and more secured than

mag stripe cards.

The claim of nine participants, 75% of the total participants is about awareness creation as a
method of preventing frauds in e-banking industry. About this method the participants
elaborated from multiple stakeholders perspective in the e-banking business i.e. bank, merchant
and customers. For example, P11 stated, “Merchants awareness creation sessions were fruitful in

increasing successful transaction rate of the bank”

As per the document review on the banks’ assessment report about their merchants’ awareness

level before the trainings they deliver, merchants didn’t perform proper customer and card
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identification for POS transactions. They didn’t hold their POS password properly, and didn’t
know what types of functionality their POS has and some merchants even didn’t know how to
operate transaction on their POS. Moreover, because of this gap, they were vulnerable for
phishing or social engineering types of frauds; for example, a single fraud makes one merchant

to lost ETB 200,000.

PS5 Explained, “We use different card holder education methods like initial awareness, card
security training and ongoing education, these help customers to use our services and also to be
protected from fraud”. Therefore, participants perceive awareness creation on cardholders, as it
let customers to be protected from fraud and it is an enhanced means of fraud management in e-

banking business.

Six participants (Table 4.4) that comprises 50% of the total participants have perceived as
secured pin generation is one means of fraud prevention in improved fraud management strategy

for e-banking industry.

P4, for example, stated, “The pin mailer is fully sealed by the machine and it is accessible for
customers only, this makes our customers to feel safe and it is also a means of fraud protection”.
Even though payment cards are lost, unless the PIN is all-together, customers are still safe. For
that, as elaborated by P4, there is one day gap between card delivery and pin delivery to the
branches and will be in custody by different personnel. Finally, the card and pin come together

only on the hands of customers.

P2 explained another experience in the card and pin delivery system to branches. I.e. the card

and pin delivered to branches all together but it will be activated only when it is delivered to the
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customer. Therefore, even though card and pin are put together, since the card is not activated,

no fraud can be perpetrated.

Table 4.4: Frequency distribution of fraud Prevention Strategy

Prevention Strategies Total Number of Response | % of participants
Legislation, Policy and guidelines | 12 100 %

Merchant Contracts 8 67 %

Standard card production 7 58 %

Awareness creation 9 75 %

Secured pin generation 6 50 %

Theme 2: Detection

The second strategic pillar, having a detection mechanism is at the core of the bank’s e-banking

fraud management strategy. Detection is referred the recognition of transactional risk

information to identify fraud trends and patterns. A thematic analysis of the participants’ answers

to interview questions 1, 2, 3 and 6 showed as detection is a key strategic resources to manage e-

banking fraud (Table 4.5).

Table 4.5: Fraud Detection (Interview Question 1, 2, 3 and 6)

Participants’ answers to

interview question #1, #2, #3 and #6

Interpretation and

analysis

Emergent themes

P9 ...one of the means of addressing fraud

by our bank is timely identification of the

Customer and merchants

report is a means of

Contact center to detect

fraud and improve e-
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fraud...frauds like card skimming are
reported by customers ...through our short
code phone number...

P2 ... if customers card is stolen then
there is no way to know unless they
informs us through our contact center ...
P12... our merchants know our lines, so
when Card Not Present transaction occurs

to them they will call us...

detecting fraud by which
they regain their

confidence

banking fraud

management

P10...in collaboration with INSA we have
built standard security operation center
(SOC) ... using Tivoli which is system
monitoring application/software made by
IBM

P11...cyber-attacks are detected by the

latest technology we have deployed...

Monitoring systems are a
means of detecting frauds
by which the safety of
entire systems and
customers’ transaction is

identified

Technology/software to
detect fraud and
improve e-banking

fraud management

P10...in collaboration with INSA we have
built standard security operation center
(SOC) by which we monitor our systems
24 hours, ...

P12... there is a department called IS
Operation, this department is fully

engaged in monitoring the health status of

The monitoring team is
the one that usually detect
frauds and escalate before

it significantly affect

Transaction monitoring
to detect fraud and its
assistance in e-banking

fraud management
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customer transactions...

P12... since we monitor transactions
regularly, some frauds like denial of
service (DOS) are addressed even before

our customers recognize it...

P3... trainings by the international
schemas like VISA lets us to know recent
frauds occurred internationally ...

P12 ...usually memorandums issued by
Interpol discloses the very recent types of

fraud

Other countries Industry experience to
experience helps to detect fraud and its
understand the patterns of | assistance in e-banking
fraud and ease the fraud fraud management

detection

Detection

Contact center

\. /

e a

Technology/software

Transaction
monitoring

Industry experience

Figure 4.3: Word clustering on fraud Detection
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Ninety two percent of the participants, i.e. 11 out of 12 agreed as most of the fraud types are
detected through their contact centers they made available for customers (table 4.6). Even some
types of frauds in e banking cannot be detected by banks without having contact center. P2, for
example, stated, “If customers card is stolen then there is no way to know unless they informs us

through our contact center”

Moreover, it stated by P9 as “frauds like card skimming are reported by customers, through our
short code phone number”. As explained before from the document review, fraud perpetrated by
card-skimming device affects 52 customers only from one of those selected banks. So, this fraud

is detected by banks through their contact center following the calls from affected customers.

The deployment of the latest technology products or software applications is perceived by 83%
of the participants as a means of fraud detection for improved fraud management in e banking.

For example, P11 stated, ”Cyber-attacks are detected by the latest technology we have deployed”

From the document review, because of ransomware virus attack 70 branches and 201 ATMs
have stop service for various range of days, until two weeks maximum. As explained by P11, in
order to take action the first part, detection or identification of such kinds of frauds is made by

the latest technology products.

Ninety two % of the participants perceived as in addition to technologies deployed, uninterrupted
monitoring of systems is a significant part of fraud detection. P10, for example, stated, “in
collaboration with INSA we have built standard security operation center (SOC) by which we
monitor our systems 24 hours”. Furthermore, P12 explained, “Since we monitor transactions
regularly, some frauds like denial of service (DOS) are addressed even before our customers

recognize it”
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The other fraud detection strategy used for e-banking fraud management is the sharing of an
international industry practices. P3, for example, stated, “Trainings by the international schemas
like VISA lets us to know recent frauds occurred internationally”. This perceived by eight

participants comprising 67% of the total participants.

As per the document review on the correspondence letters and electronic messages from the
Interpol and international payment schema respectively, all recent and new fraud types are
shared for those banks so that they can easily detect it. P12, for example, stated, “Usually

memorandums issued by Interpol discloses the very recent types of frauds”.

Table 4.6: Frequency distribution of fraud Detection Strategy

Detection Strategies Total Number of Response | % of participants
Contact Center 11 92%
Technology 10 83%
Transaction Monitoring 11 92%
Industry Experience 8 67%

Theme 3: Resolution

The third strategic theme for the improvement of e-banking fraud management is resolution.
Resolution is referred the support, services and tools to assist with resolving all or major fraud
cases swiftly. A thematic analysis of the participants’ answers to interview questions 2, 3, 5, 7

and 8 showed as resolution is a key strategic resources to manage e-banking fraud (Table 4.7).
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Table 4.7: Fraud Resolution (Interview Question 2, 3, 5, 7 and 8)

Participants’ answers to

interview question #2, #3, #5, #7 and #8

Interpretation and

analysis

Emergent themes

P8... ICAM is a monitoring tool that
capture Image of customers while they
perform transaction on ATM...those images
are used by police ... P3....police officers
uses transaction logs on the central systems

interpreted by system administrators......

Monitoring systems
are source of
evidence to give a
solution to some

fraud...

Tools for fraud resolution
in e-banking fraud

management

P8... software companies usually gives us
an update and patches regularly...

P3... international card schemas provides an
advisory service about resolving
fraud...P7... Ethiopian government through
its police officers provides a service to

resolve fraud incidents on customers

Different Services by
different
organizations as
means of resolving
frauds after its

occurrence

Different organizations
services for fraud
resolution in e-banking

fraud management

P10...INSA provides us information
security advices to resolve some fraud types
P9...our 24/7 contact center provides
support to customers in handling any e-

banking related fraud perpetrated on them...

Support as means of
resolving frauds after

its occurrence

Support for fraud
resolution and e-banking

fraud management
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4 N\
Tools/
monitoring
systems
. J
4 N\

Resolution Services
L J
4 N\

Support
L J

Figure 4.4: Word clustering on fraud resolution

All participants of the interview, 100%, perceived as most of the cases are resolved in
collaboration with police offices for that the output of some tools in use are basic for the
resolution of the case (table ). One of the result of the tools is photo or image evidence that are

captured at the time of transaction on ATMs.

P8, for example, stated, “ICAM is a monitoring tool that capture Image of customers while they
perform transaction on ATM and those images are used by police” in addition to the images
there are other evidences necessary to resolve the case by police, for example, P3 stated, “police

officers uses transaction logs on the central systems interpreted by system administrators”

From the documents reviewed, the correspondence letters between branch and head offices, and
between different banks, frauds that end up on ATM, like stealing of card and pin then withdraw
money from the ATM, fraud by employees who withdraw money from the ATM by customers’

card etc. are resolved with the help of cameras on the ATM.
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On the other hand, nine participants that comprises 75% of the total participants perceived as
services provided by different organizations and business partners as one of the fraud resolution
strategy. P8, for example, stated, “software companies usually gives us an update and patches

regularly”

According to the documents reviewed, a type of fraud happened on one of the three selected
banks. i.e. fraudsters that know the vulnerability of ATMs with special functionality of
exchanging foreign country currencies, requests the ATM to pay odd amounts, then since the
ATM was not get fixed to handle such kind of strange requests, it pays the approximate amount
of money and lets the customer account to be reversed as if the transaction is not successful. So,
based on the software service agreement, this fraud is resolved by applying the latest fix to the

ATM obtained from the service provider.

Forty two percent of the participants have claimed, as support by other organizations is one
means of fraud resolution strategy. P10, for example, stated, “INSA provides us information
security advices to resolve some fraud types”; the other participants also claims as support that
banks providing for their customers as another means of fraud resolution. P9, for example,
stated, “our 24/7 contact center provides support to customers in handling any e-banking related

fraud perpetrated on them”

Table 4.8: Frequency distribution of fraud Resolution Strategy

Resolution Strategies Total Number of Response | % of participants
Tools/ monitoring systems 12 100%

Services 9 75%

Support 5 42%

48 |Page



E-BANKING FRAUD MANAGEMENT

CHAPTER FIVE

FINDINGS SUMMARY, CONCLUSIONS AND RECOMMENDATIONS

5.1 Summary of key Findings
In this section of the chapter, the basic findings obtained by using the semi-structured interview
and document review from the selected three banks are described. The key findings are presented

from data analysis and findings section in chapter four.

5.1.1 Nature of e-banking frauds and the reasons behind

1. Fraud and Payment Card types

Some banks are not using the latest technology that help to manage frauds on some of their
services. For instance, the researcher has found that, frauds like card skimming that significantly
affect banks in Ethiopia has happened because of Mag stripe cards are in use. Mag stripe cards is
the old technology that can be easily copied and insecure. However, still banks in Ethiopia are

using this card type alone or in parallel with the smart card technologies.

2. Fraud and POS Transaction types

The researcher have found that, banks are taking fraud risks to run their business by deploying
the fraud management strategies. Manual card transaction is the one that create a great
opportunity for fraudsters. Though it has huge risks and banks have lose a lot, still banks in

Ethiopia provides this service for merchants with some eligibility criteria., the criterions set
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includes; Merchants’ business type like Hotels, supermarkets and duty free shops that are

assumed to be qualified business types to be granted for manual transaction.

3. Fraud and awareness level or skill gap

Whatever the type of technology banks are using, unless the required knowledge to lead,

administer and use the technology is available, its adverse impacts will be high. The researcher

has found the below findings with respect to each stakeholders of the e-banking services.

Because of the skill gap, the following are findings from the bank, merchants and customers

perspective:

X/
L X4

X/
L X4

X/
L X4

X/
L X4
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Some banks do not compile and assess the level of fraud appeared in their
bank at corporate level, that was necessary to assess their preparedness level
Some banks do not apply fraud control mechanisms like physical security
for ATMs and surveillance camera because of this, for instance, one of the
three banks have lost ETB 300,000 to ETB 400,000 because of damaged
ATM due to fraud.

Merchants are vulnerable for phishing or social engineering because of this,
for example, one merchant has lost ETB 200,000

Some customers still do not hold their payment card and pins securely;
participants mention the number of customers affected and the amount of

money lost due to this fraud as significant.
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4. Fraud and ATMs hardware and software status

The respondents described, as a strategy, the technologies in use should be latest and up to date

in order to improve the fraud management. Therefore, ATM hardware and software is also

expected to be the latest and up to dated. However, from the document review, the following are

findings in this regard:

X/
L X4

X/
L X4

X/
L X4

X/
L X4

X/
L X4
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Even though the world has moved to Windows 10, all selected banks
software is running on Windows 7 operating system

Some ATMs do not have camera that capture images during transaction
Some ATMs do not have anti-skimming device on the card reader that is
necessary to protect card skimming fraud

Forex ATMs software was not patched, because of this money is stolen

5.1.2 E-banking fraud management strategies and its effectiveness

According to the participants response, even though the procedures and way
of practice is different, all selected banks are using a similar types of e-
banking fraud management strategies

Prevention, Detection and Resolution are found to be the key strategic
pillars used by the selected banks for improved e-banking fraud
management

By using merchant contracts, legislation, policy and guidelines with

technology results of standard card production and secured pin generation,
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X/
L X4

X/
L X4

the selected banks are trying to insure the implementation of the first
strategic theme, prevention. Moreover, awareness creation is also a means of
e-banking fraud prevention used by the banks.

The second strategic pillar, detection, used by the selected banks to improve
e-banking fraud management is being implemented using the banks contact
center, technology products, industry experience and transaction monitoring.
In this regard, the researcher has found that most of the fraud types to be
detected by contact center with customers call.

Resolution, the third strategic pillar, is in practice by the selected three
banks by using tools/monitoring systems, services and supports of various
stakeholders like police. But, there is no formal session for knowledge and
experience sharing between police offices and banks, except data exchange
after the fraud has happened

All reports in relation to frauds are very specific and incident oriented, there
is no corporate level aggregate report that in compasses all fraud types
managed by different departments.

Some of the e-banking fraud management strategies, like detection
strategies, are effectively implemented by the selected banks, for example,
frauds are detected or identified by one or other detection strategies
effectively.

On the other hand, some of the fraud types currently occurring on Ethiopian
banks and customers are frauds happened on the first world country a long

time before like for example loss of card and PIN together. On the other
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hand, some of the fraud types described in the analysis section are actually
happening even after the implementation of the described strategies. This
entails the effectiveness of some of the fraud management strategies in use
are still on the developing stage.

From the document analysis, as stated on section 5.1.1, some of the
strategies mentioned by the respondents are not actually put in practice. As a
result, some of the fraud management strategies implementation has a long

way to go or it is ineffective.
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5.2 Conclusions

E banking services can be delivered through different channels that banks are currently using, for
example Core-Banking (Branch), ATM, POS, Mobile (Mobile banking, Mobile money) and

Internet (Internet banking, E-commerce).

According to the analysis of the study, there are different types of frauds that happened in
various forms and magnitude on e-banking services. According to the findings summarized
above, different types of fraud have happened on banks in Ethiopia. Fraud on card banking is
more frequent than the other types of frauds happened on mobile banking, mobile wallet, internet
banking and e-commerce platform. But, from the international practices, cost of fraud aligns with
the iceberg concept, even though the occurrence of one fraud type is more frequent than the
others but the reputation and other consequences of fraud might be bigger on the less frequent

fraud types.

As a result banks have implemented various strategies in managing e-banking related frauds.
Those various strategies fall in to three pillars called prevention, detection and resolution. In this
regard, the selected three banks are using similar strategies even though the detail of its

implementation is different from one bank to the other bank.

Some of the fraud types described in the analysis section are actually happening even after the
implementation of the described strategies. These shows as the effectiveness of the strategies in

use are still needs improvement.
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5.3 Recommendations

Based on the findings and conclusions made above in this study, the researcher identifies and

proposes the following recommendations for banks to have an improved fraud management.

% As part of fraud management strategies, banks in Ethiopia have to acquire and implement the

latest and more secured card types like EMV chip and contactless cards.

R/
A X4

Banks shall improve the merchant recruitment criteria for manual card entry types of service
on one hand and provide all the necessary training to merchants about how to identify

genuine customers on the other hand.

% In order to fill bankers awareness gaps, providing the necessary and up to date training,
experience sharing between the senior and junior staffs, participating on webinars to share
international practices are very necessary for all banks. Moreover, banks should work more
on customers’ awareness creation strategy, tailoring the training type they give to the status

of their customers.

%+ Banks in Ethiopia should have an agreement with vendors and software providers in such a

way that regular latest updates can be easily acquired and applied before significant damage

happens.
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R/
L X4

X/
°e

Realizing once gap and vulnerability assessment helps to put mitigation plans in to practice,
so banks are supposed to scan their system consistently, identify the gap and fill with

appropriate strategies.

To get insight and make correct strategies at organization level on the fraud management
system, banks should arrange fraud related data, documents and reports to be holistic and

centralized.

Ethiopian banks should reconcile their status and readiness towards fraud both by learning
from other countries earlier experiences and should come up with the 21% century

technologies to overcome both out dated and new fraud types.

It is suggested the strategies that are not yet well implemented to be put in practice by the

banks as earlier as possible

The strategies that are actually implemented for fraud management shall be attentively

monitored and regularly updated by the banks.
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APPENDIXA

Addis Ababa University
Faculty of Business and Economics

Department of Management

Interview Questionnaire: To be answered by directors and managers at the selected banks
internal control and e-banking departments
The following interview questions are designed to collect information about e banking fraud and
fraud management strategies in Ethiopian banks. The information shall be used as primary data in my
research that | am conducting as a partial requirement of my study at Addis Ababa University for
completing my MSc in Management under faculty of Business and Economics. The research is to be
evaluated in terms of its contribution for assessing fraud that exist or occurred on banks in Ethiopia
in relation to e banking services and the strategies of managing those frauds. Therefore, your
genuine, honest, and prompt response is a valuable input for the quality of and successful completion
of the research. Since the tangible and concrete outcome of this research will be present in such a
way that it will be used by banks in Ethiopia and National bank of Ethiopia as a source of practice for
a minimal fraud related risks in complement with their own initiation and strategic direction.

Therefore, | will be willing to submit a copy of my final report to you if desired when it is ready.

List of interview questions:
1. How do you know when fraud occurs on your bank in relation to e banking services?
2. What are the mechanisms you use to improve the safety or security of your e banking
services?
3. What are the key features of your safety measures on fraud management?
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4. What barriers you encountered while implementing the fraud management mechanisms
for the e banking services?

5. How do you address those barriers after implementing the strategy to control frauds?

6. How do you rate the usefulness of your fraud management strategies?

7. What factors were critical in your success regarding the implementation of those
strategies?

8. What other additional information would you like to add?

APPENDIX B

Note: For the sake of the selected three banks business reputation, copies of documents
reviewed is not attached with annex. However, only for academic purpose, some copies are

presented to confirm the reliability and validity of the data used in this thesis.
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