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Abstract

Software testing is one of the software development life cycle for detect or discovers errors of
the software. It ensures the correctness, completeness, and quality of software that has been
developed. Automated software testing is a good strategy for reducing software testing effort
during web application testing. During web applications, testers develop a web element
locator to find web elements on a page using a query through test scripts. Developers apply
changes to their web applications to meet new requirements, adding new functionalities, fixing
bugs, etc. During those times web elements attribute like identifier (ID), name and classes of
the web application dynamic and keeps changing. A simple modification of the application
programming interface (API) affects locators, which leads to unable to select the desired web
elements on the web application that may cause a test to fail. The main reason for the
appearance of test case breakage is the failure of the element’s locator on the dynamic web
application (DWA). It disturbs those who use test automation so much. To repair these
fragility problems, test engineers must debug and rewrite those test cases. Because the locators
that are used to select the web element may no longer be valid in the updated version. This

process takes additional time for testing dynamic web applications.

In this research, to improve the accuracy and performance of DWA testing, we proposed a
web element locator algorithm (WELA) using machine learning which automatically
identifies web elements. The algorithm covers structural, logical, and presentation types of
changes of web elements that may cause the breakage of the web element locator. It can
identify a similar pattern based on web element features to adjust the locator according to the
change. This makes the test more reliable and maintainable, by reducing the time and effort
required to maintain web element locators. The testing process begins after the correct web

elements have been identified.

An experiment is performed in ten web applications to prove the effectiveness of WELA in
terms of accuracy and performance. The result is promising, which shows the proposed
approach effectively repairs 97% of broken web test scripts and generates the test with the

relatively shortest execution time on the evolved versions of a DWA.

Keywords: Automated Testing, Dynamic Web Application Testing, Web Application
Change, Web Element Locator, Machine Learning
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1. Introduction

1.1 Background

One of the most important steps in the software development life cycle (SDLC) is software
testing. It is a method for identifying the correctness, completeness, and quality of software
that has been developed [1]. Web application testing is a software testing practice to test web
applications for potential bugs. It includes a set of activities conducted with the intent of
finding errors in software to be corrected before the product is released to end users [2].
Because it gives a confident quality of the final product, confirms that the application has no
errors in the code, verifies how the user can work with the application and ensures that the

end product is easy to use.

Web application testing faces a problem in manual testing when they need to create test cases
and run test cases repeatedly especially if the application versions change frequently [3]. To
overcome those problems automated testing comes up as a solution that focuses on replacing
manual human activities with systems or devices that enhance the efficiency of the software
testing process. It uses the assistance of tools, scripts, and software to perform test cases by
repeating pre-defined actions [4]. Automated testing develops a web element locator that finds
and returns web elements on a page using a given query through test scripts. As the dynamic
nature of the web application increases, web element locator like 1D, extensible markup path
language (XPath), and name of the page will be different each time the page is visited [5],
when it is visited by a different user or for successive release of a web application. The
modification of the API has an impact on locators that leads to unable to select the desired

elements on the web page [6].

It is important to have good locators to find the correct web elements, making sure that tests
are faster, more accurate, and more maintainable. Often, we end up working with element
attribute not found, index-based locator not found, or inconsistent web graphic user interface
(GUI) elements, such as those lacking unique ID or class names, automatically generated 1D
not found [7]. Those web element attributes vary from release to release, making it hard or
even impossible to find the correct elements on the page [8]. It also leads to the automated

script has to find these web elements take up a lot of time [5].



Failure to identify web elements may result in less reliable tests or test code fragility problems
[9]. To make that test are faster and more accurate, we propose a web element locator algorithm
(WELA) for DWA testing using machine learning (ML) techniques which automatically
identifies web elements. Automatic recognition of these elements plays an important role in

tasks such as automated web applications testing [10].

ML as a subdomain of artificial intelligence (Al) which is widely used in various stages of the
SDLC [11], especially for automated software testing processes. It helps systems to learn and
apply the learned knowledge in the future which helps software testers with more accurate
knowledge. The DWA would be tested and it is trained to a system from a human perspective
in such a way that the algorithm is able to understand which web element locator to be
followed for every element on the web application so that next time the test will be based on
those input elements. The algorithm learns what actions to be done for a particular web
element and can detect or predict the change to adapt those changes for the locators in which

the web element changes.
1.2 Motivation

Nowadays, developing an “error-free” software product becomes a key concern for software
developers and research communities. Software testing is one of the most challenging tasks
of the software development lifecycle [12]. Many organizations and businesses tend to spend
a whole or most of the efforts and resources on other SDLC. On the other hand, they spent a
short time testing the software product [13], that affects the quality of the software product.
So, developers need effective automated testing to ensure that their software works well,
everywhere within a minimum effort. Creating an effective web element locator is a
significant challenge for successful automated DWA testing. Thus, issues motivated us to
work and contribute to the automated testing especially, for locating web element for web

application testing.

Software systems have become a vital aspect of the economy in multiple fields, including
education, banking, healthcare, communication, and more. However, whenever they fail, there
are economic consequences, customer dissatisfaction, the loss of financial assets, and even
the loss of human lives. According to a study conducted by a software testing business,

software failure affected 3.6 billion individuals in 2017 and resulted in $1.7 trillion in financial
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losses [14]. A good testing practice would have eliminated these issues because it ensures
that bugs and issues are detected early in the life cycle of software product. These issues

inspire us to investigate more on the testing particularly in dynamic web testing.
1.3 Statement of the Problem

Web element locator is the core process of web test automation. For handling a web element,
we first need to identify the web element correctly. It is like the way we recognize someone
who has some varied unique characteristics or identifications. Identifying web elements has
always been required an accurate and efficient approach for web testing [15]. Locators are
specific commands used by test automation tools to identify the web elements on the GUI
before performing actions on them. A simple modification of the API test has an impact on
locators that leads to unable to select the desired web elements on the web application may
cause a test fail [6, 16]. Furthermore, many test scripts are manually handled which increases

the cost and time for testing [5].

The rapid development of web applications causes some broken taste cases. The main reason
for the appearance of test case breakage is the failure of the element’s locator on the web
application like non-selection, mis-selection, form data problems, and obsolete content
problems [7, 17]. The fragility of GUI tests has been a big problem that disturbs those who
use test automation [18]. To repair these fragility problems in automated testing, test engineers
must debug and rewrite those test cases. This process takes additional time and leads to slow
down the time for testing a given software. Thereby, we can assert that the more efficient the

locator, the more stable will be the automation script.

Automated web testing tools like selenium, supports several techniques for identifying web
elements including names, ID, absolute XPath, relative XPath, and more [19]. However, when
developers update the software, they often need to modify the test scripts accordingly [20]. A
robust XPath locators’ algorithm is also used for automated web application testing [21].
However, an XPath expression for an element would frequently contribute to longer running
tests, and handling dynamic objects or web elements were one of the most significant

problems in Selenium, and Using XPath expressions tends to take much longer to run [22, 23]

In general, the testing stability of web application, are often impacted by elements within them

that are either dynamic by the developers or more commonly, changes are made directly to
3



the application like functionality addition, functionality modification, functionality deletion.
Non-ML test scripts cannot automatically adapt and overcome those changes. This inability
results in test failures, brittle tests, and inconsistent test data [24]. More specifically the
following research questions need to be addressed.

%+ What are the problems of the web element locator for DWA testing?
% Witch ML algorithm can cope with DWA issues especially for the identification of web
elements?

% What type of features are more appropriate for ML model training?
1.4 Objectives

General Objective

The general objective of the research is to develop a web element locator algorithm for DWA

testing using ML.
Specific objectives

To realize the general objective of the research, the following specific objectives are
identified.

% Review Literature concerning web element, DWA testing, web element locators, and ML.
% Identify the significance features to train ML model for locating web elements.

¢ Design web element locator algorithm for DWA testing.

% Implement and evaluate the performance and accuracy of the algorithm through a

simulation.
1.5 Methodology

To achieve the general and specific objectives mentioned above, a design science research
approach will be used. The foundations for the application of design science research as a
research method and the methods formalized by several authors are presented. From the
different process models and descriptions with diagrams of the design science research
processes presented by different authors we will be adopted Peffers et al. [25]. The reseaon

behind is that by considering the method used should address the research question, the



method must be recognized the scientific community, and the method should demonstrate the

procedures that were adopted for the research.

As shown in Figure 1.1, the starting point of the research that employs the method is a
literature review step. It is to search for existing solutions for web element locators and
identify well-established theories that can serve as a basis for the research and wish to propose
a new solution to fill the gaps in the existing knowledge. After investigating the gaps, in the
design and development step the artifact that will help to find the answer to “how to solve the
problem on the identification of web elements with dynamic content?”. Once the algorithm is
developed at the evaluation step the algorithm will be tested, not only the algorithm works but
also whether its improved performance and accuracy of locating the write web element for
DWA will be evaluated.
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Figure 1.1: Design Science Research Process for Web Element Locator

Data Collection

The first step is to find training data to build an effective ML model for a given DWA testing
problem. We collected 5,280 web elements from 250 DWA using the scraping tool beautiful
soup from SourceForge and Alexa database. The criteria to select these web applications have
been their number of web elements, the number of attributes they have, web elements that

have changed their attribute values, and their structural complexity. The complexity of the

DOM structure defines how far web elements they settled down in the structure.




1.6 Scope and Limitations

This research work aimed to design a web element locator algorithm. The proposed algorithm
particularly focuses sample of ten open-source web applications with two successive releases
from SourceForge, as well as a common example of dynamic applications such as Amazon,

Gmail, and Google Search.
1.7 Application of Results

The result of this research work will contribute to ongoing researches in the automated testing
area for DWA. Because it is important to have good locators to find the correct web elements,
making sure that tests are faster, more accurate, and more maintainable. The main benefits of
the algorithm in test automation are finding bugs on the early stages of development, and

reusing test code across successive releases of the application under test (AUT).

Currently, large information technology companies such as Google, Amazon and web
application developers use different automation tool like Selenium [19]. But they are likely to
spend a big portion of their test development time trying to locate web elements on a web
application. So, this work will save time and effort in maintaining test scripts for web
application testing. Another important thing is to reduce dependency on subject matter experts
by automatically selecting the test to execute according to the scenario and dynamically

refining the task scope according to changes in the test strategy.
1.8 Organization of the Rest of the Thesis

The rest of this thesis is organized as follows. This section givers an overview of the contents
of each Chapter. Chapter Two presents the literature review of important concepts related to
web element locator for DWA testing. Chapter Three presents recent research works that will
be investigated to understand web element locator is explored so far and what are the
limitation and gaps that need to be addressed. Chapter Four explains a detailed description of
the architectural design of the proposed algorithm, components, subcomponents. Chapter Five
presents topics that are concerned with describing the implementation details of the proposed
algorithm and evaluation. Finally, Chapter Six summarizes the thesis with the major concept
raised in this research work, the research contributions, conclusions, and potential future

works.



2. Literature Review

This Chapter deals with the review of important concepts related to web element locator,
aiming to guide the proposed work understandable by readers and practitioners in the field of
DWA testing. It discusses basic concepts about the web application, automated testing, web
application testing techniques, and the way for locating web elements for web application
testing. Generally, it is a critical summary of the background knowledge on the topics that are

the basis for this thesis research work.
2.1 Web Application

A web application is a program stored on a remote server and it can be accessed using a web
browser interface over the Internet using hypertext transfer protocol (HTTP) [26]. It typically
builds the front end with HTML, CSS, and JavaScript, which are supported by major
browsers. Stephane et al. [5] define that web applications are computer programs that allow
website visitors to submit and get data from a database using their favorite web browser over
the Internet. It is primarily intended to execute specific activities and achieve specified goals
and objectives. Depending on the requirements and aims, these features can be basic or

complicated.

A web application is a collection of static and DWA [27]. A static web application does not
change when a site visitor requests it. The web server sends the page to the requesting web
browser without modifying it. A DWA, on the other hand, is updated by the server before
being sent to the requesting browser. The changing nature of the page is why it’s called

dynamic.
2.1.1 Static Web Application

A static web application comprises a set of related HTML pages and files hosted on a
computer running a web server. A web server is a software that serves web applications in
response to requests from web browsers. It generated a page request when a visitor clicks a
link on a web application, selects a bookmark in a browser, or enters a uniform resource
locator (URL) in a text box. The page designer determines the final content of a static web
application, which does not change when the page is accessed. When a web server receives a

request for a static web application, the server sends the application directly to the requesting
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browser. When a dynamic application is requested, the webserver responds differently than
when a static web application is requested. It sends the page to an application server for
processing. The application server reads the code on the page, completes the page according
to the code's instructions, and then removes the code. As a result, the application server returns

a static page to the web server, which then sends it to the requesting browser [28].
2.1.2 Dynamic Web Application

A DWA generates pages in real-time and sent a response from the server to the client based
on the client request [29]. Based on this response the client-side will take the appropriate
action. The user changed and updated the contents and layout of a DWA every time. DWA
changes their structure and content during the process of viewing that page [30]. Sometimes
ID and classes of the web element keep changing. Such web elements are dynamic web
elements. These are database-based elements, and they update the values of these elements

whenever the database is updated.

According to the IEEE definition, a dynamic web application contains web applications that
are generated in real-time. These pages include Web scripting code, such as pre-processor
hypertext (PHP), asynchronous JavaScript and XML (AJAX), and active server page (ASP).

Figure 2.1 [31], shows the communication flow how data be access from DWA. A database
query is a command to extract data from a database. This query comprises search criteria
expressed in a database language called structured query language (SQL). Through the use of
a database driver, an application server can communicate with the database [31]. Between the
application server and the database, database driver software functions as an interpreter. After
the driver establishes communication, the query is executed in the database and a record set
is created. A record set is a set of data extracted from one or more tables in a database. They
returned the record set to the application server, then the application server inserts data on the
page that passes the page to the web server finally web server sends the finished page to the

request browser.
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Figure 2.1: Access Database in Dynamic Web Application

Dynamic web application access information from a database. Therefore, to alter the content
of this application, the webmaster may only need to update a database record. The cost of
developing a DWA is higher at first, but the benefits are many. It can allow the web application
owner to edit and add new material to the web application at a basic level. DWA is used when
an application requires information changes frequently, such as stock prices or weather
forecasts [31].

2.1.3 Web Application Features

Web applications are distinguished from standalone applications by their enormous customer
base, heterogeneous execution environment, heterogeneous languages used for component
development, heterogeneous operating systems, faster maintenance rate, multi-tier
architecture, transactional concurrency, and dynamic state changes [32] as shown in Figure
2.3. Such complexities inherent with web applications make the testing of web applications a
challenging job, thus establishing an obvious need for more sophistication in web application

testing.
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Figure 2.2: Web Application Feature

2.2 Web Application Testing

Web testing is the name given to software testing that focuses on web applications [33]. Web
application testing is a mandatory skill for software test engineers these days. It checks

bottlenecks and performance leakage in the software or web application to be tested.

Web application testing is a quality assurance activity evaluating the system under test (SUT)
by observing its execution to reveal failures [1]. When the SUT's external behavior differs
from what we expect of the SUT according to its requirements or some other description of

the expected behavior, a failure is discovered [34].
2.2.1 Type of Web Application Testing

Web application testing can be divided into two main categories, manual testing, and
automated web application testing [3]. Both categories have their strengths and weaknesses.

A. Manual Testing

Manual testing is a testing process that is carried out manually to find defects without the
usage of tools or automation scripting. A test plan document is created by the test lead which
describes the detailed and systematic approach to testing a software application and which the
tester has to be followed. Typically, the test plan includes a complete understanding of what
the ultimate workflow will be. To ensure the completeness of testing, test cases or test

scenarios are created [3].
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The tester runs the test cases manually to see whether they have any defects. In manual testing,
the tester has to pretend as an application user and use all kinds of functions available to find
out its right behavior [35]. Manual testing can’t be used again, no facility for scripting, and
few errors may remain undetected. In addition, manually performed software testing is a time-
consuming and burdensome task. Therefore, authors have developed various automated

methods and tools to help developers test the quality of a web application.
B. Automated Testing

Automated testing focuses on replacing manual human activities with systems or devices that
enhance the efficiency of the software testing process. It uses tools, scripts, and software to
perform test cases by repeating pre-defined actions [45]. It is suitable for regression testing,

performance testing, load testing, or highly repeatable functional test cases.

The test case is a crucial component of the testing process. A test case outlines the conditions
under which SUT detects a failure. When a test case reveals a failure, it is successful. A test
case embodies the input values needed to execute the SUT [34]. Therefore, test case inputs
vary in nature, ranging from user inputs to method calls with the test-case values as
parameters. To evaluate the results of test cases, testers must first know where an element is

situated, then conduct an action on the web element and examine the result.
2.2.2 Test Script

Automated testing is one of the more popular and available strategies to reduce testing effort.
It uses test scripts that will be used later to execute test cases instead of human [36]. Test script
is a set of instructions that are performed on a SUT to verify that the system performs as
expected. Each test script command is composed of locator, test action, and test data. The test
action specifies the action performed on that specific web elements [20]. A test script is part
of a test case, and a test case can have either a single test script or multiple test scripts. The
script code will typically do the following one or more times. Identify input elements in the
user interface (Ul), navigate to the required Ul component, identify output element, and verify
that output elements display the result, read the result from the output element, assert that
output value is equal to the expected value, and write the result of the test to a log [37].
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A test automation scripting technique is a set of instructions to define the method of testing to
be used by the quality assurance team to get the pre-determined or expected test results. It is
important to note that test scripting techniques are not mandatory for test case execution, but
they help test teams conduct test case executions with higher accuracy and efficiency. The
following are the most often used scripting techniques for test automation by quality assurance

teams.

A. Linear Scripting Techniques

The linear scripting approach is a simple record and playback used by a test engineer to
automate test case of a system. John Kent [38] explains the idea behind the linear technique,
which is simply to set the test tool to the record mode while performing actions on the SUT.
The generated recorded script consists of a series of testing instructions using the
programming language supported by the tool. Linear scripting technique is easy to use and
does not need to have any programming skills. The main disadvantage is the recorded script
can only work under the same conditions as when it was recorded the first time. If a simple
error happened or unexpected normal events during a test run, it will not be handled correctly
by the test script, and it is not reliable enough, even if the application has not changed
[39]. One of the major limitations of record and replay tools are if the script author who needed
to repeat an action many times would need to record that action and maintain each one of the
actions individually.

B. Structural and Shared Scripting Techniques

Structured scripting technique uses structured programming instructions, which either be
control structures or calling structures [39]. It uses control structures in the scripts. These
control structures enable testers to control the flow of the test script. The control structures are
typical ‘if-else’, ‘switch’, ‘for’, ‘while’ statements that help in implementing decision making
in the script, to perform some tasks iteratively and capacity to call other common functions
that house commonly needed functionality [40]. The most important advantage of the
structured technique is that the test script can validate for specific conditions to determine if
the executed test passed or failed according to these conditions. However, it requires testing

skills as well as programming skills.
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C. Data-Driven Scripting Techniques

This technique separates data from scripts and stores it as files on a disk in an external
repository. As a result, the test script contains the programmed code. It may need this when
the data needs to be varied over the test run.

One benefit of this approach is that it makes it possible to modify a test without actually having
to change the test case's code. This makes it possible to separate responsibility for creating
tests between test engineers who have coding skills and those who don't. Those with coding
skills can create test scripts and encode the test logic in them, and test engineers who don't
have coding skills can create and edit the test data that the test scripts use to test the AUT.

D. Keyword-Driven Scripting Techniques

It is an approach in which the control to check and execute operations is maintained with
external data files by dividing all test steps by using reusable keyword functions. So, the test
data and the operations or sequence of the test are planned in an external data file and an extra
library is needed to interpret this data in addition to the conventional script. It is an extension
of data-driven testing. A tester can create test cases by using Microsoft excel using a variety
of keywords (e.g., click-element, send-keys verify-element, and store text). As the test gets
executed and processes the excel file in the driver script one by one against the keywords
present in the excel file [41]. The advantage of this scripting technique is to add new test cases
and change to test cases requires no code change. The main disadvantage is that webpages
change an element identification or dynamism of web applications to become an issue.

E. Page Object Factory Scripting Techniques

It is an object design pattern, where web pages are represented as classes, and the various
elements on the page are defined as variables on the class or used to initialize the web
elements. All user interactions can then be implemented as methods in the class. The page
object model is a design pattern to create an object repository for web Ul elements. According
to this method, each web page in the application should have its page class. This page class
will find the web elements of that web application and also has page methods that conduct

operations on those web elements.
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2.2.3 Web Application Testing Techniques

The web application testing technique has specific criteria to cover a particular aspect of the
program. It defines different test requirements that a test suite should meet. We can generate
test requirements from many parts of the software. e.g., specification and implementation.
Web application software testing employs some testing techniques, including coverage
testing, structural testing, statistical testing, combinatorial interaction testing, penetration
testing, search-based software engineering testing, and machine learning techniques [42].

2.2.4 Web Application Test Breakage

Automated test scripts are prone to changes when web applications evolve. It becomes a
challenge for the testers to deal with the rapid evolution of the web application under test.
Even minor layout changes may lead to breakages in the test scripts. Hammoudi et al. [7]
develop a detailed taxonomy that discusses the various web test breakages. It broadly

classified this taxonomy into five distinct categories of test breakage:

% Breakages related to locators used in tests

%+ Breakages related to values and actions used in tests
% Breakages related to page reloading

% Breakages related to changes in user session times
%+ Breakages related to popup boxes

This research focus is on test breakages related to locator-based changes and values and
actions used in tests. Locator-based breakage occurs when an attribute of a web element that
was used to find the web element in the previous web application changes in the new web
application. Web application test breakages associated with value-based changes are when the
input value used by the original test is no longer used on the updated web application.

Page reloading activity and user session timeout are the third and fourth categories of test
breakages, respectively. Page-reloading activities test breakages occur when the wait time
specified in the test script is not enough to load completely and display the content of a web
application. User session timeout problem occurs when the web application becomes inactive

during testing after n minutes of inactivity [20].
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2.3 Web Element

Web element is an individual entity displayed on the web application, as seen by the end-
users. Title headings, buttons, input fields, text areas, text boxes, combo boxes, checkboxes,
and other web components that a user sees on a web application are examples of web elements.
Multiple attributes, such as ID, CSS path, position, size, and value, are assigned to each
element [43]. Web element attributes provide a way of attaching additional information about
the element that the browser can use. This data can specify how the element is displayed by
the browser or identify and categorize the element. Programming languages typically access
web elements as nodes in the DOM. The more sophisticated the application, the more the web
element becomes dynamic [5]. The dynamic element is that web element attributes such as
ID, class, name, value, and so on are changes when the web application change due to different
purposes. In addition, when the user reloads the application, it changes [33]. Database-driven

or session-driven dynamic elements are available.
2.3.1 Web Element Operations

To access web elements, we need to perform a set of operations starting with browser actions
until the operations performed on those web elements [15]. Operations like Launch the
browser to work with a web application we first need to open a web browser, navigate to a
particular web page, close the current browser, close all browsers opened during execution,
maximize browser, and refresh the browser. To perform most operations with web elements,
first it needs to locate the Ul elements. Table 2.1 shows some web element operation used to

in automated testing.

Table 2.1: Web Element Operations

No  Web Element Operation on the web element

1 Browser Launch, Navigate, Refresh the browser, Close browser
2 Web Page Get page title, Get page URL

3 Link Check link existence, Click link

4 Button Click, Check enabled status and Display status

5 Image General image, Image button Image link
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6 Text Area Return or capture the messages from the web page

7 Checkbox Select the checkbox, Unselect checkbox
8 Radio button Select the radio button, Check if it displays the radio button
9 Dropdown Select an item in the list, Get the item in the count

2.3.2 Classification of Web Element Change

There is a continuous evolution of the web application development process, as the perception
about it is changing to something more dynamic. Developers usually apply changes to their
web applications to meet new requirements, adding new functionalities, fixing bugs, etc.
Additionally, web applications include some components that are more dynamic, such as 1D
and web element classes, which change frequently. These are database-based elements whose
values get refreshed every time the database gets updated. Leotta et al. [9] define types of
changes that in web applications: (1) Structural or layout, and (2) Logical changes.

Structural changes refer to change the page layout and structure like re-styling or change a
web element’s locator attributes. Cohen et al. [44] suggest that the number of structural
changes increases in the amount of dynamic content with the traffic volume of the web
application. The author expects the changes are because of advertisements and dynamically

added content, which is much more common on a high-volume web application.

Logical changes refer to all the changes of active web element components. The effects of
change are on the functionality of the web application or changing the logic of the web
application under test, such as functionality addition, functionality modification, functionality
deletion, etc. Usually, the impact of structural change is smaller than the logical change.

Another type of change in web elements is presentation changes, which refer to changes in
the attribute of DOM objects [45]. Usually, the changes of DOM objects’ attributes refer to
changes in the rendering or visualization options of a DOM object. This research focus on
those three web application changes of DWA testing. Those web elements change breaks most
XPath locators used tools like TestComplete or handwritten using frameworks like selenium

web driver for finding web elements during web application testing [19].
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2.3.3 Web Element Locator

In automated testing, a web element locator is used to identify all the GUI objects to operate
upon and eventually to retrieve web page content that is compared against some oracle to
decide whether the test case has passed or not [46]. A Web element locator is an object that
finds and returns web elements on a page using a query. In short, locators find web elements,
and it also software reference points that allow a tester to pull data from and push data to a
web page and measure its response [47]. It needed as human users when interacting with web
pages visually: We look, scroll, click, and type through a browser. However, test automation
interacts with web pages programmatically. It needs a coded way to find and manipulate those

web elements.

locators used in a wide range of areas, namely, web testing [17], web data extraction [48],
web annotation, web automation, or web augmentation [49]. The main focus is on web
application testing, particularly on DWA testing. Web element locators play a vital role in
automated web testing. It provides software identifiers to select and validate elements of the
code that we are testing. For example, locating and filling in the input areas of a web page,
performing certain computations (e.g., clicking on components), and ensuring that the output

is correct (showing the results of web application elements).

Locators need to be checked for correctness and possibly updated at every new release of the
web application. So, using efficient strategies for web element identification is critical. Web
element not found, non-selection, mis-selection, and a form data problem is the most common
error we could get once we run scripts in automated web application testing [6, 7]. Automated
web applications perform actions on specified items on different web elements, such as
locating a button to click on, a text field to fill in, and comparing the output of these actions

to a preset intended outcome.

To perform an action on the web element, firstly it must be located. Basically, there are three
types of web elements locator approaches based on how test cases localize the web elements
to interact with, and what objects that select [19, 21]. DOM-based, visual, and coordinate-
based locators.
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A. Document Object Model

The Document Object Model (DOM) is an object-oriented tree representation of a web page
that represents the hierarchical document structure of the page, and serves as a programming
interface for web pages [12]. Second-generation tools use DOM information to locate web
elements [21]. Selenium integrated development environment (IDE) and Selenium
WebDriver, for example, take this technique and provide several ways to discover web
application elements. It defines how documents are accessed and updated, as well as their
logical structure. We can access anything in an HTML or XML document using the DOM.

Most web testing tools use attribute-based locators (e.g., ID, name, etc.) or structure-based
locators (e.g., XPath). A problem with these locators is that they may be changed even by a

trivial software update, such as changing a page layout or element name [46] .
i. 1D Locator

ID is a unique identification for an element that is usually assigned by the code developer [8].
The ID should be unigue on the page. The most widely used method for selecting elements,
getElementByld is essential to modern web development. With this handy little tool, we can
find and work with any element simply by referencing a unique ID attribute. One of the biggest

challenges in locating elements by ID is handling web elements with dynamic ID.

id="change-password” class="btn" href="#"> Forgotten Password</a

driver.findElement(By.id("change-password"

ii.  Name Locator: Locating elements by name are very similar to locating by 1D, except

that we use the ""name="" prefix instead.

[ Fina & Flignt | |
Registered users can sign-in
here to find the lowest fare an
participating airlines
User [ |
Name

Password

Destinations

Iq:irrpl_u: type="tsxt" :ize-"’lﬂ'_" nam-"usezﬂam"bl I
< /Scd>

Figure 2.3: Name Locator
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iii.  XPath Locator

Among the web element locators, XPath locators are remarkably powerful and flexible [21].
It is used to traverse elements and attributes of an XML document. XPath provides various
types of expressions which can search relevant information from the XML document. They
represent the most general choice because we can specify most locators using properly defined
XPath expressions. On the other hand, XPath locators are the most complex selector to use. It
requires knowledge in XPath query language, so if we are not fluent in that query language,
we will find it difficult to find elements using XPath queries. XPath locator can be an absolute
XPath or relative XPath locator.

% Relative XPath Locator
For Relative XPath the path starts from the middle of the HTML DOM structure. It starts with

the double forward-slash (//), which means it can search the element on the web application.

Relarive XPath: //*[@class="featured-box’]//*[text () ="Testing’]

% Absolute XPath Locator

The absolute XPath method uses a complete path from the root element to the particular
element. An absolute XPath starts with Html and forward-slash (/) as shown below in the
example. They are prone to more regression as a slight modification in DOM makes them
incorrect or refer to a different element. Normally it’s not considered a best practice to use
absolute XPath, However, But the risk with this method is, if something changes in the

structure of the web application, the code will break. So, this is not a recommended method.
iv.  Element with Index

Sometimes there is more than one element present in the DOM with similar attributes and it
becomes difficult to search them when they are dynamic. For example, there are 5 buttons on
the page and we want to locate the fourth button. Then we search elements with the ‘button’
tag and navigate to the 4th index of the list of buttons to get that element. These are just a few
ways for coping up with dynamic web elements. We will have to use different strategies
depending on the situation. The ultimate aim should be to identify a web element uniquely
and whatever is the locator strategy, it should always be able to locate the web element

irrespective of the change in attribute values dynamically.
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B. Visual locator

Visual locators use image recognition techniques to find the element. Third-generation tools
have emerged recently. They make use of image recognition techniques to identify and control
GUI components. A visual locator has two attributes - a rectangular image and a name. Two
visual locators can have the same name. It can implement one "logical entity” which looks
different in different circumstances or states by simply creating two visual locators with the
same name. Using visual locators is a two-step workflow. The first step is to define the set of
visual locator images and their names. Once eyes know what the locator images and names
are, the second step is to use an eyes query to search for instances of the locator images on the

current application.

A fundamental difference between second and third-generation tools is the way assertions are
written. Users can specify fine-grained assertions on the attributes of the web elements
contained in the web application's model, or the DOM, using DOM-based tools. Visual tools
verify that a picture representing an element'’s visual appearance is present in the web page as
rendered by the browser at runtime. Moreover, DOM-based tools can find the target elements
regardless of their position in the DOM or their presence on the displayed GUI. Visual tools,

instead, do require the target elements to be displayed on the screen [50].
C. Coordinate Locator

First-generation tools record the screen coordinates of the web application elements and then
use this information to locate the web elements [21]. Nowadays this approach is considered
obsolete because it produces fragile test cases. Test automation engineers, spend an enormous
chunk of test development time finding elements on a page, like buttons, inputs, and div.
Finding the correct web elements can challenge, especially when they lack unique ID or class

names.

When automating a DWA, the scripts will break as soon as the content changes that will cause
the test to fail. Then we have to update the test case each time, which is a tiresome task. Once
we understand it, we can devise a strategy to interact with these elements. So, it is not a simple
task to handle that element simply by the locator. e.g., in Gmail Inbox elements, their class

name gets changed on every login.
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2.3.4 \Web Element Locators Problem

Before we can configure a better locator, it is helpful to understand why locators failed to
locate a web element. As we have stated earlier in Section 2.3.2 rapid development and a high
rate of maintenance characterized a web application change to adapt the program for new
requirements. Such changes have problems in the web element locator. Choudhary et al. [51]

define four types of problems that the changes could cause.

The structural change could cause non-selection, mis-selection and form data problems. The
non-selection problem refers to the inability of a test case to select a DOM node that was

successfully identified in the older version of the web API [51].

A non-selection occurs when a locator L applies to a DOM state D, no items are selected,
formally L: D — @, but the target element e is still present on the page (e € D). L'|L" D —
e. The mis-selection problem refers to the selection of an unintended element in the newer
version of the web application [19]. The form data problem refers to the use of inappropriate
input values within form elements. This problem is caused by the deletion, addition, or
modification of form elements. The addition of form elements imposes the use of specific
input values for such elements. Hence, the test case needs to be augmented with appropriate
commands applying values to the newly added form elements. In contrast, the deletion of one
or more form elements requires the deletion of all test script commands involving the deleted
form elements. Content changes could lead to the obsolete content problem. This problem is
may not be due to bugs introduced in the modification of web application instead it is
encountered when the value of the assertion does not match the actual value of the DOM node

under consideration.

The element is not found is another common issue with the web element locator. When a user
interface element of the AUT couldn't be located or couldn't find an element based on a given
locator query, this happened. For example, this problem is caused when | attempts to locate
an element e via an attribute a that functioned in previous web application, but no longer

functions in new web application.
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2.4 Machine Learning

ML is a field of computer science involving the study and construction of techniques that
enable computers to self-study based on the input data to solve specific problems [52]. Figure
2.4 depicts the three main categories and subcategories of ML [53]. It is broadly classified as
supervised, unsupervised, and reinforcement learning. For each ML approach, one or more
algorithms implement the learning approach used to build models for solving real-life
problems. ML algorithms extract the internal relationship of the data, which can be presented

by some rules or models for prediction and classification problems [54].

Classification

Regression

Clustering

Dimensionality
Reduction

Figure 2.4: Types of Machine learning
A. Supervised Learning

Supervised learning, to make predictions of a set of samples, first provided the training data
with all the correct answers for the target variable. The primary task of the algorithm is to
replicate the correct response based on the data set to create predictions for a set of samples
[54]. In supervised learning, the model requests that you train me. This type of learning is
used to achieve Al goals, such as classification and regression. Classification is about
predicting a nominal class label and used to predict discrete responses, whereas regression is
about predicting the numeric value for the class label and is used to predict continuous
responses. This method classifies the free parameters while minimizing output errors [55].
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The data set might be separated into training data and testing data, to calculate the accuracy

and loss of a particular algorithm.
B. Unsupervised Learning

The ML model has not given any dataset to get trained (no training data) learning through
observation and finds structure in the data. This method helps to find hidden patterns in data
that do not have a target variable (anticipated outcomes) and organize the data into a clustering
system to characterize its structure. It is usually more challenging than the other methods
which use for data extraction and clustering purposes [55, 52, 56]. Algorithms used for this
method might be k-means where the user specifies the desired number of clusters or
hierarchical clustering where the user doesn’t need to commit to a particular number of

clusters. Both of which attempt to group objects together based on their similarity [57].
C. Reinforcement Learning

This algorithm is constantly adapting to the environment, based on its feedback, which might
be positive or negative. This method is concerned with how software agents should take action
in an environment [58]. The algorithm chooses an action based on each item of the data set
and later learns the effectiveness of the decision, changing its strategy to learn better and

achieve the best reward for the action taken.
2.4.1 Machine Learning Classification Techniques

The most popular supervised machine learning classification algorithms are Support Vector
Machine (SVM), Decision Tree, Naive Bayes, and K-Nearest Neighbor (KNN) [53].

A. Support Vector Machine

A SVM is a type of supervised machine learning algorithm that performs supervised learning
for classification or regression of data groups [23]. The goal is to find the best line or decision
boundary which is called a hyperplane. The support vectors are the points where the SVM
algorithm determines the line's nearest point from both classes. The distance between the
vectors and the hyperplane is called a margin. The hyperplane with the maximum margin is
called the optimal hyperplane [59]. The algorithm aims at detecting an object from its

background with the minimum training data.
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SVM can be of two types:

% Linear SVM

Linear SVM is used for linearly separable data, which implies a dataset may be classified into
two classes using only a single straight line. The data is therefore referred to as linearly
separable data, and the classifier used is known as the Linear SVM classifier.

% Non-linear SVM

Non-linear SVM is used for non-linearly separated data, which implies that if a dataset can't
be classified using a straight line, it's non-linear data, and the classifier employed is called
Non-linear SVM.

Consider a binary linear classification problem with a training dataset of pairings (Xi, Yi) ...
(i=1, 2,...n), xi € R™ and yi € (-1, +1), where X;, is a feature vector and is y; a class label. A
hyperplane partitions the training data into two sets corresponding to the intended classes in

the SVM classifier model. A separating linear hyperplane is defined by equation (1).

f(x) w" x+b (1)
where w € R" and b € R are parameters that control the function. The signed distance between
a point x and the separating hyperplane is given by the function f. if f (x) > 0, a point X is
assigned to the positive class; otherwise, it is assigned to the negative class [23]. To make the
correct classification and get the highest classification interval, the optimization problem of
constructing the optimal plane described:

1 1
min ¢ (w) = 3 lw]” = P (w W) (2)
sty [(wex)+b] = L

The optimal solution of w and b can be solved by introducing the Lagrange multiplier. Then

we can obtain the optimal classification problem defined by equation (3).
fx)=sgn{w" -x+b"}. (3)
B. Decision Tree

The most powerful non-parametric supervised learning method is decision trees (DT)
algorithm. The fundamental purpose of DT is to build a model that predicts the value of a

target variable by learning simple decision rules based on data features. The root node, where
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the data splits, and the decision nodes or leaves, where we get final output, are the two main

entities in decision trees [60].

C. Naive Bayes:

Naive Bayes is a supervised machine learning algorithm used for classification problems. It
is built on Bayes Theorem. It is called Naive because of its Naive assumption of Conditional
Independence among predictors. The model comprises two types of probabilities that can be
calculated directly from the training data: (i) the probability of each class and (ii) the
conditional probability for each class given each x value. Once the probability is calculated,

the model can be used to make predictions for new data using Bayes theorem [61].

D. K-Nearest Neighbor

The K-Nearest Neighbor (KNN) algorithm is based on the Supervised Learning technique and
is one of the most basic ML algorithms. It does not require training; rather, it examines all
data points at prediction time and makes a judgment based on the distance between fresh data
points and training data points. KNN is a type of classification system depending on its
majority, as an object to the nearest class votes to its neighbors, or because it keeps track of
all available observations and categorizes them according to their similarity [59].

2.4.2 Feature Selection

Feature selection is a process by which we search for the best subset of attributes or features
in the dataset [62]. The purpose of feature selection is to discover the best set of characteristics
that improves the classification performance of the models for the problem domain. Feature
selection may be categorized into wrapper and filter methods [63]. The filter method selects
the features based on various statistical tests to assign a scoring to each feature. The features
are ranked by score, and the scores are used to remove low-scoring features from the dataset
while keeping high-scoring features [63]. Where as in the wrapper approach, feature selection
IS “‘wrapped’ in a learning algorithm. In this approach, various subsets of features are
generated, and then a specific classification is applied to evaluate the accuracy of these subsets
[63]. However, as the space of feature subsets grows exponentially with the number of
features, heuristic search methods are used to guide the search for an optimal subset [59].
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2.5 Metrics

The evaluation of the ML classifier is important and mandatory to analyze the result very well.
To validate the classifier in this research, the researcher selects the dataset (both training and
testing) is drawn from each version of a different DWA. The metrics used for evaluating the

performance of a classifier are discussed below.
2.5.1 Confusion Matrix

It is a simple performance analysis metrics typically used in supervised learning and used to
represent the test result of a prediction model. Each matrix column represents instances in an

actual class and the predicted class is represented by the row as shown in Table 2.2.

The four metrics involved in a confusion matrix are discussed as follows:

TP: - Stands for instances that are correctly classified as the instances including correct locator
(class actually positive and also classified as positive).

FP: - The instances without correct locators are incorrectly classified as the instances
including correct locator (class actually negative but classified as positive).

FN: - The instances with the correct locator incorrectly classified as the instances without
fault (class actually positive but classified as negative).

TN: - The instances are correctly classified as the instances without the correct locator (class
actually negative and also classified as negative).

When the classifier does things right, true positive, and true negative tells us, while false

positive and false negative tell us when the classifier does things incorrectly.

Table 2.2: Binary Class Classification Using a Confusion Matrix

Actual Values

Correct locator Incorrect locator
d True Positive (TP) False Positive (FP)
[ Correct locator
s
3] False Negative (FN) True Negative (TN)
3 Incorrect locator
o
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2.5.2 Evaluation Metrics

To evaluate the performance of a classifier the most common and well-known evaluation

metrics such as accuracy, precision, F1-Score, and recall are used [24]. Each of these is used

where appropriate in the analysis of the performances.

1.

Accuracy: - Itis the total number of predictions that were correct or correct classification
rate used to measure the proportion of the correctly classified instances to the total
instances.

Accuracy = TP+ TN/ (TP+TN+FP+FN) (4)
Precision: - It is used to measure the ratio of the correctly classified positive instance to
the set of positive instances. In other words, members of class members are classified
correctly over the total number of instances classified as class members.

Precision = TP/ (TP+FP) (5)
Recall: - It the percentage of the correctly predicted positive instance in the whole
instance with the defect.

Recall = TP/ (TP+FN) (6)
F1-Score: - It provides a good balance between precision and recall, or the F1-Score
combines or harmonic mean of precision and recall values.

F-Score=2* Precision*Recall / (Precision + Recall) (7)

Support: - It is the number of actual occurrences of the class in the specified dataset
imbalanced support in the training data that may indicate structural weaknesses in the
reported scores of the classifier and indicate the need for stratified sampling or
rebalancing.

The average of these parameters like precision, recall, F1-Score for individual predictive

classes becomes the final values of the entire model such as weighted average. There is no

constant formula for a weighted average, but for example, in the case of a two-class problem

it can be calculated generally using the equation (8):

Weighted average = (sum of actual class A *predicted value of A) +

(Sum of actual class B*predicted value of B)/ (8)

(Class A + class B)
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2.6 Machine Learning in Test Automation

Newer technologies and concepts such as cognitive computing, predictive analytics, and ML
will be added in automated testing methods to overcome the shortcomings of software testing
and make test automation successful [64]. ML aids developers in obtaining accurate outcomes
by supporting systems in reading and applying accumulated knowledge. Not to add that the
risk of making a mistake isn't the only disadvantage. The amount of data that needs to be
processed can still expand without difficulty on the test team, and it also minimized the time
required to complete a software test. ML has many techniques and algorithms to be used in
software testing [42]. The algorithms and techniques in Al are deferred from each other from
different perspectives like how they work, their mathematical and statistical models,
characteristics, accuracy when they solve classification or regression or other problems [53].

Many authors use different Al techniques used for many software testing areas [65].
2.7 Summary

This Chapter reviewed various related issues and concepts concerning the fundamental and
general definitions, and techniques to DWA testing. especially, web element locators. A web
application is a collection of static and dynamic web applications. Web application testing is
conducted using manual and automated approaches. Automated testing uses a web element
locator to finds and returns web elements on a page using a given query through test scripts.
The DWA may change between builds, particularly in the early stages. It becomes a
challenging situation for the testers to deal with the rapid evolution of the web application
under test. Even minor layout changes may lead to breakages in the test scripts. These changes
may affect the test results, or the automated tests may no longer work with the new version of

the application.

Automation evolution from recording or linear scripting techniques to page object techniques
and describing the pros and cons of each of them. All these methods have a common
drawback. Whenever the developer changes any object property, the script execution fails
and, we need to spend quite some time to correct these scripts. So, the next level of automation
includes a ML technique that detects changes automatically that would navigate the entire
application and check if the object properties are the same or changed and need to modify the

test scripts accordingly.
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3. Related Work

This Chapter briefly discusses major relevant works related to this research work to provide
insight into web element locator for dynamic web application testing. Different authors have
been proposed variety of web element locator algorithms and techniques. We will try to
explain the author's objective, methods, limitations, as well as the results they provide.

3.1 Document Object Model Locator

Dynamic web applications are dynamic and interactive in such a way that their contents and
layouts are changed and updated every time as compared to other applications. Therefore,
traditional testing techniques and tools are not sufficient for web application testing [66]. The
choice of locator depends mainly on the application under test. Many authors have used DOM
locators in web test cases to identify GUI objects to operate on and eventually to access web

page content in the field of web application testing.
3.1.1 Attribute-based Locators

Attribute-based locator is a type of DOM-based locator. Aldalur and Diaz [15] fix the broken
locator’s problem by using web extensions and locate the element using its attributes. If there
is no unique node located using these attribute combinations, the attributes of the ancestor
node of the elements are used. This process is successively repeated by considering more
ancestors until a single node is detected. If no unique node is located, and all the ancestor
elements were used, they considered it a failure for selecting the desired web element.

3.1.2 Structure-based Locators

Structure-based locators identify an element based on its position within the DOM tree of the
web page under test [67]. Leotta et al. [9] proposed the robust locator algorithm (ROBULA)
that auto-generates robust web element locators. The intuition behind ROBULA is used to
XPath predicates to maintain the locators short and good while retaining a low level of
fragility. The locator has proven that these XPath-based robust locators still correctly select
the target web page elements when the web application changes. With no experiment for
proving these issues, they conclude different locators are adaptable to any web application

changes.
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The refined version of ROBULA [21], which is called ROBULA+ employs prioritizing
algorithms to create robust XPath locators automatically. They address web element locator
problems that occur because of a structural change of the web application. The locator selects
the nodes in the algorithm starts with the most generic XPath locator that decides all nodes in
the DOM. It then iteratively refines the locator until the element of interest is selected. The
iterative process degrades the performance of automated testing. The algorithm, as they noted,

cannot locate an element after some attributes of the web application changes.

Maurizio et al. [43] Instead of depending on ad-hoc algorithms like the one provided by the
state-of-the-art utility ROBULA+, formulate the robust XPath locator generation problem as
a graph exploration problem. The SIDEREAL tool is the statistical adaptive algorithm, which
surpasses ROBULA+ heuristics in terms of resilience by learning the potential fragility of
HTML characteristics from earlier versions of the application under test. It significantly
reduced the number of broken locators when SIDEREAL used, and the time to construct such
robust locators was acceptable. One limitation of this tool is that they frequently produce

absolute XPaths that are long and highly flaky.

Aldalur et al. [68] proposed an algorithm for repairing structure-based locators called ABLA.
They defined four unique attributes: previous ID, previous class, the previous value, and the
previous value name used to tag nodes. They calculated the time required to restore each
locator by comparing the execution time of ABLA with that of other algorithms that
regenerate broken locators and conclude that we get excellent results but have limitations.
With ABLA, if the developer has carried out two updates between two executions on the same
node in the same attribute, the algorithm will not find the web element because the algorithm
only applies to nodes with unique properties. As a result, it cannot apply to all nodes in a web
application because all nodes don't have the same properties.

3.1.3 Multi Locators

Leotta et al. [69] compared the maintainability of selenium WebDriver test suites employing
different locators used in web applications and found that the use of ID locators is much better
than XPath locators that depend only on the location of the element in the DOM tree. But
when web application developers used auto-generated ID. The ID locator shall be select many

web elements or not be able to detect the web element. Leotta et al. [46] developed an

31



algorithm that uses multi locators generated by different tools to select a web element. They
gave each of these locators a weight to show its ability to survive among different versions of
the web application. If any of these locators could still get a unique element, then the one with
the highest weight is chosen. A voting procedure that assigns different voting weights to
different locators is the selection criteria. When this procedure succeeds and gets an element

identified by the locator with the most votes, other broken locators can repair automatically.

The main motivation behind the use of a multi-locator as opposed to an individual locator is
that web element locators are fragile individually, and non-fragile collectively. No research
has attempted to address problems related to locator fragility by using a multi-locator
approach. Leotta et al. [69] address the fragilities of a single locator by creating a novel type
of locator called multi-locator, which combines the results produced by different locator
generation algorithms and outputs one single locator that corresponds to the most voted one
[69]. Multi-locator algorithm is populated with five different XPath generation algorithms,
which are used by the following tools: FirePath absolute, FirePath Relative 1D-based,
Selenium IDE locators, Montoro, and ROBULA+.

3.2 Image-based Locators

The Image-based locators use image recognition techniques to identify and control GUI
components. In image-based recognition, an automated test compares a stored image to the
screen image pixel by pixel. An image locator has two attributes. i.e., rectangular image and
a name. Two visual locators can have the same name. That means we can create a logical
object that appears differently in different contexts or states by simply establishing two visual
locators with the same name. Sikuli is a tool to automate GUI using the visual image match
method. In Sikuli, they should take all the web elements as an image and stored them inside
the project. Sikuli will trigger GUI interactions based on the image visual match, the idea
which they have passed as the parameter along with all methods [70].

Stocco et al. [71] proposed a computer vision-based approach to repair the tests. During the
initial execution of the test script, the technique gets visual information (i.e., image capture of
web items). They then applied it to identify any changes made to the application in a new
version. This method has the drawback of being extremely sensitive to any visual changes in
the appearance of a web element.
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3.3 Coordinate-based Locator

First generation locators like coordinate locators record the screen coordinates of the web
application elements and then use this information to locate the web elements during test case
replay [72]. Web element has its position on a page known as X-Y coordinates. X and Y pixels
are the units of measurement. X pixels mean the horizontal position of the web element on a
page from the left side, The vertical location of a web element on a page is measured in Y
pixels [73]. Coordinate-based locates a Ul object based on its (X, Y) grid coordinates and a
length value. For this to work, the object must always be at the same spot on the screen. Given
that any change to the Ul layout would break coordinate-based recognition, this approach was
fragile even on legacy applications designed for fixed-size screens. It’s even more unstable in

today’s environment of varied screen sizes, resolutions and orientations.
3.4 Web Element Locator Using Contextual Clues

Contextual clues are labels or images near the element that uniquely identifies the web element
on a web application. Yandrapally et al. [74] proposed a method for uniquely identify web
elements based on contextual clues without recording information about the internal
representation. They referred to contextual clues positioned in the neighborhood of the web
element of interest as contextual clues. The authors use other nearby items to identify the web
element of interest. They implemented their method in a record or replay tool called automatic
test and analysis qui vicino (ATA-QV) using five open-source web applications in three
empirical investigations [74]. The technique comprises two phases: the automation phase and
the playback phase. The automation phase creates a test script that records contextual clues
for all user interface elements. The playback phase replays the test suite by analyzing the
recorded contextual clues and executing the required action(s) on the user interface element
of interest. According to the experiments [74] , ATA-QV produces 73 % of the contextual
hints that a human could generate. The difficulty with these methods is that ATA-QV test
scripts fragile where labels are modified. Such changes could involve changing a label’s name,
replacing it with an image completely deleting it. If they change the DOM of the web
application under test, the playback mechanism can fail. In addition, there is a limit to
robustness. Since an eligible locator varies depending on the characteristics of the application,

the approach of previously determining the locator lacks flexibility.
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3.5 Repair Locators Based on Web Element Properties

Over the past decade, authors and practitioners have proposed different techniques for
automated repairing for broken test scripts of evolving software systems [17, 19, 51].
Choudhary et al. [51] address test breakages by creating a technique that automatically
suggests test repairs. The method consists of two crucial steps, namely collecting test data
and suggesting repairs [67]. The data collection phase contains gathering information relative
to the old version and the recent version of the web application under test. For every web
element in the old and new versions of the web application, ten properties (ID, XPath, class,
link Text, name, tag name, coordinates, clickable behavior, visible property, index, and hash
value) gathered. They also collect a test script breakage that the error or failure message
reported by the testing tool. such information is input to the second phase of the approach.
The second phase of the method aims at suggesting repairs for the problems. It generated
random values for all the added web elements in the recent version of the web application. If
they can find no correct repair, the technique deletes the command at which the test case
breaks and checks if the test case passes. Following these steps, the approach suggests a list

of repairs to test scripts [51].

Choudhary et al. [51] implemented their approach by creating a tool called web application
test repair (WATER). They evaluated the method by considering 11 versions of 3 different
web applications. The result shows that WATER can suggest correct repairs 81% of the time
[51]. The authors do not suggest any method for root cause analysis. Some test cases could
present silent breakages, which are situations in which test cases do not explicitly break and
keep performing unintended behavior till the end of execution. The authors do not propose
any solution to address such breakages. They suggest a repair technique based on random
generation of input values for newly added input fields within the web application under test.
Random generation of input values may not be effective given that newly added input fields
may only accept restricted types of input values. For instance, assuming that the new date of
a birth text field is added within the web page under test, such a text field would only expect

dates as input values. If the user enters a random string, the test case will fail.

Hiroyuki et al. [19], proposed a correct locator recommender approach to support repairing

broken locators during software updates. The authors use attributes, images, texts, and
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positions to repair broken locators. The suggested method improves the accuracy of selecting
correct web elements and focuses on the web applications that vary due to page layout
changes. They do not take into account web applications with dynamic content. When there
are many similar elements in a page (e.g., web elements in a tabular form, radio buttons with
many options), it is difficult for COLOR to differentiate between them. Another limitation of
COLOR is that the algorithm will not successfully locate web elements if the developer has

performed two updates on the same web element in the same attribute during two runs.

Muhammed et al. [20] proposed a model-based approach that is independent of the underlying
capture-replay tool. The method targets the repair of test scripts that may break because of
locators used in tests, page reloading, and related to pop-up boxes. The model uses DOM-
level change information to repair the various test breakages. To prove the generalizability of
the proposed strategy, they evaluated an industrial and six open-source case studies. The
authors compare their approach with the state-of-the-art DOM-based test repair approach,
WATER. The comparison results show that the model-based approach repairs 91% of broken
test scripts than the WATER of 85%. The major limitation of this strategy is that it fails when
unexpected assertion values occur, i.e., when the textual content of a web element is changed,

it requires human involvement to define the functional oracle of the test.

Alshawan et al. [75] present an automated technique for regression testing based on the repair
of user session data. It contains a white box examination of the structure of the changed web
application to detect changes. The authors applied individual URL repair and sequence repair
to the session data. They consider ten versions of one single web application to evaluate their
approach. It is necessary to apply the approach to a variety of web applications to make
generalizable conclusions regarding the performance of the algorithm. The contributions of
this work are the creation of an algorithm for regression testing through the use of session data
repair and presentation of a controlled experiment’s results that evaluate the effectiveness of

the technique when applied to ten versions of an open-source web application.

Andrea Stocco et al. [76], proposed automatic page object generator for web regression
testing by creating a web element instance for each web element. For all of them, a @FindBy
annotation specifying the locator related to the web element. The typical problems for this

type of locator technique are changes in the Ul that break multiple tests in several places,
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selectors duplication both inside and across the testing process. In some scenarios, the
automatically generated find expression may be ineffective because it locates multiple
elements on the active window or may use dynamically generated attributes, which are
unreliable for the later test execution. In such cases, they may need to require adjusting the

find expression.
3.6 Machine Learning Technique for Web Element Locator

ML techniques implement mechanisms for automatically inducing knowledge from examples.
There has been much work that applies ML to software web application testing. Yu et al. [77]
proposed a multi-Locator based on ML. This method assigns weights to a different locating
tool by cyclically training the locators on a web application to improve the locating accuracy
of multi-locator. The authors develop several web application testing tools on a corpus of web
applications for which successive versions are available. They use same function (fun_same
(e, e’) = true or false) to determine whether the target element and the unique located element
by the locator are the same, then if the target element and the particular element are the same
use for selecting the web element for testing the web application. The authors conduct an
experiment with three web applications. For each web application, there is one original
version and one later version. After analyzing the results in which all locating tools returned
with the number of broken locators, they conclude that the correct probability of locating the
target element in the new web application by learned-weights multi-locators is higher.
However, they argue it needs many experiments involving more web applications that are
more complex to verify the result. When using this method to perform experiments, different
weights to be calculated according to extensive web applications training, and the training
cost has no many advantages.

Nicey et al. [24] proposed an approach for every element on a web-based platform using ML
and selenium. A three-layer structure web scraper, ML, and selenium were used to achieve
the goal. They, train the system to recognize specific web elements, and then determine
whether the web element is present or not. It does not give a test result of web elements. They
recommend as future work to create an algorithm of web testing for a given URL that gives a

test result of all web elements or else testing specifically for each type of web element.
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Nguyen et al. [23] also proposed an automation functional testing framework named codeless
web testing by combining selenium and machine learning techniques. They apply the
framework to run genetic test cases to test the functionality of search that is present in multiple
web pages. They employ the ML learning model to recognize and predict the search element
pattern seen in the HTML data of a test web application. While the process is not entirely
code-free, there are some obvious and no reasons they should say codeless testing into
automated web testing. Even though solutions for automatically generating test cases for web
applications have been developed, most test suites are still created manually. e.g., if they want
to test a search functionality of a web application, they go ahead with the search button of the
AUT and use that link for testing. The main limitation of this approach is it supports the single
model that validates a single page based on provided URL or single validation on the current
page. It doesn’t iterate over a defined set of URLs automatically. Also, they do not address
scenarios in which one single locator identifies two or more elements in the next release of
the web application under test and if the developer has carried out testing on the same node at

the same attribute, the framework will not find the correct web element.

Amr et al. [17] introduced an algorithm adopted with a genetic algorithm to select the write
element by decreasing the fragility of GUI tests for a web application by automatically
repairing the write element. Population, crossover, mutation, and iteration phases are all part
of the algorithm. First, the population initialized a crossover performed among some randomly
selected individuals, the mutation should apply to some individuals, and the iteration stopped
after a pre-defined number of iterations. Finally, the algorithm selects the best individuals.
Then, according to a fitness function to be transferred to the next generation. This process
continues until they found a result or for a specific number of iterations. The suggested generic
algorithm stops after a pre-defined number of iterations.

Using ML in the web element locator of test automation is due to the flakiness, dependability,
and maintenance of test automation. Experiments suggest that ML-based test generation can
give a greater level of test automation that is broader and more reflective of human testing
than current approaches [12], and that identifying web elements supported by ML is more
resilient than existing methods [77]. It requires to modify frequently as per platform or
environment, and its entire foundation is the application element. This element leads to either

change their GUI appearance at the different tests of the web application.
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An algorithm for
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XPath locators for
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Approaches and
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Automated End-
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A Method of
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Locators using
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More robust XPath locators,
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in a new release of the web

app

+¢+ Prioritization and
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The locator selects the nodes
in the algorithm starts with the
most generic XPath locator
that decides all nodes in the
DOM

«» Combined Locator

Repairing broken locators in

accordance with software
updates using element
attributes

« ML and Selenium

Train the system for particular
web elements and understands
what the test cases needs to be
executed.

< Multi-Locator ML

Assigns weights to different
tool by training the locators on
a web application

An algorithm adopted with
GA that selects the best
individuals according to a
fitness function
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Testing using
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3.7 Summary

A web element locator is a mechanism for uniquely identifying an element on the web content.
Locators are fragile upon web content upgrades. i.e., changes in the layout, the appearance of
the content of the web application can make locators stop working. When web content
updates, they often need to change the test scripts accordingly. In automated web application
testing, authors made many efforts to identify web elements. They attempted to address web
element locator fragility during automated testing by recognizing web elements using

different techniques and generations.

The first generation was based on on-screen coordinates, resulting in fragile test suites when
the API evolves. Minimal changes to the web application layout or screen resolution may
invalidate the existing test cases, requiring the developers to fix or re-create them from scratch.
For this reason, they have become obsolete and replaced by other locators. DOM-based
locators are the second generation of locators. Those locators overcome the limitations of the
first generation by accessing the web application. DOM, a hierarchical data structure where
web elements like anchors and buttons can be by accessing their properties or by navigating
the DOM tree through structural-based or attribute-based quires. One drawback of these
locators is that they usually generate exceedingly multiple locators. It is necessary to consider
the locator should have only one candidate element to identify the web element. An excellent
locator is unique, descriptive, concise, and applicable even if the web application changes.

Finally, the third generation of image-based element locators or visual locators has been
developed. These locators used an image to find a certain element of a web application during
AUT. Tests created using third-generation tools are fragile as well, given that simple changes
affecting the visual appearance of a web element could cause the test to break. For instance,
changing the size of the web element of interest might cause the test to break. Nonetheless,
web element Locator fragility is the major problem that requires additional investigation for
the dynamic web content of the successive release of a web application. Web application
elements with multiple appearances within the same web application (structural change), web
application elements that change their functionality at different times (logical change), and
web application that generate dynamic web elements attributes are some of the main issues

we will consider.
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4.  The Proposed System Architecture

This Chapter, presents the overall design of the proposed algorithm for dynamic web
application testing. Design considerations, the web element locator algorithm, the architecture

of the system, and its components have been explained in detail.
4.1 Design Consideration

The DWA is not quite the same as standard web applications from multiple points of view.
Dynamic web applications are much more complex on a technical level. They use databases
for data loading and its contents are updated each time the user accesses them using values
and parameters stored in the database. This design aims to propose a web element locator
algorithm that can correctly locate web elements of AUT. The following are some of the
design consideration issues for the newly proposed solution.

A. Accuracy

Finding the right web elements is a vital requirement when creating an automation script. The
web element locator algorithm will locate the write element. The proposed algorithm will test
whether it improved the accuracy of locating the write web element for DWA testing and
compared with other related algorithms. It is important to have good locators to find the

correct web elements, making sure that tests are faster, more accurate, and more maintainable.
B. Test Maintainability

Test maintainability is performed to evaluate the software or system’s ability to get modified
without any issues, to satisfy and meet the changing requirement and needs of the user. This

type of testing ensures the hassle-free implementation of the modifications in the system [78].

The proposed design considers the web element locator problem in DWA testing which is
occurred during the evolution of web applications. The algorithm tries to adapt to the change
of web application and correction automatically handle the web element change to continue
the test, it will reduce the maintenance effort. The maintainability of a test can also be
measured in terms of the effort required to test the changed web application. It can be a

correction of errors or faults and adapting to the changing environment. Tests should integrate
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with such pipelines and automatically execute when triggered. For faster execution times and

mitigate testing problems, the proposed algorithm integrates the change every time.
C. Execution Time

Execution time for regenerating a broken locator is an important factor for successful web
application testing [2, 68]. The process of locating the correct web element and restoring the
broken locator takes longer duration. Even if we use ML, we will try many features to kept
the ones yielding the good performance and moved them to the final model. The quicker the
test case completes, the better it is. The execution time of the proposed algorithm depends on

the number of target elements.
4.2 System Design

This section presents the architecture and the components of the proposed algorithm for DWA
testing. In Figure 4.1 overall proposed algorithm architecture is depicted. Web applications
follow the n-tiered structure by nature, and every tier has a designated role even though there
are other variations [29]. The first tier, known as the client (presentation), is represented by a
web browser. This thin-client web browser is mainly responsible for viewing and rendering
web application documents on-screen and generating requests to a web server. The second
tier is the middle tier which is the web application itself, running a dynamic web content
technology. The dynamic web content technology that is the application server is responsible
for generating HTML content that is sent back by the web application server to the client. The
third tier is the storage tier which is responsible for persisting the data, normally using a

database.
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Figure 4.1: The Proposed Architecture for Dynamic Web Application Testing

4.3 Description of the Components of the Proposed Algorithm
A. Web App Module

The web application module accepts the address of the DWA to be tested and crawls through
the web application to retrieve all elements.

B. Application Server

The application server contains Web and EJB containers. It can be used for servlet, jsp, struts,
jsf, ejb etc. It is a component-based product that lies in the middle-tier of a server-centric
architecture®. An application server is software that helps a web server process the pages

containing server-side scripts or tags. The application server passes back to the web server,

! https://www.javatpoint.com/server-web-vs-application
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which then sends the page to the requesting browser. All the browser gets when the pages

arrive is pure HTML.
C. Web Scraping

We extract important information from the web application elements and their position in the
DOM tree with their attributes. After scraping data from the web application, the data clean

up and extract from the given data that can be used for the next stage.
D. Previous Web Element Properties Storage

Now, we postulate that there are web element properties storage that contain a web element
locator and web element properties for the previous web application. The web element locator
is not executable for the changed (new) version of the dynamic web application. A simple
modification of the API test has an impact on locators that leads to unable to select the desired
web elements. It is used as input to the change detection phase of the web elements locator

algorithm, that next time learns the change of each web element throughout the process.
E. Testing

In web applications, web tests are concerned with performing actions on certain elements in
different pages of the application. e.g., finding a button to click on, finding a text field to
write in, etc., and comparing the output of these actions with a predefined expected result. To
perform testing on any element, the element must be firstly located. Based on how test cases

localize the web elements to interact with, what kind of objects select the target web elements.
F. Test Listener Module

As the name implies listener module listens to every event that occurred during testing and
behaves accordingly like test start, test finish, test fail, and test success. Test listeners watch
the test behaviors and to allow customizing test reports or logs. Each Listener contains
different methods invoked to perform a specific task. For instance, when a test case fails or is
skipped, then want to take a screenshot of that particular automation scripts to see what went
wrong. In that case, it can invoke the test failure method within the test listener and move the
test execution to a script repository and execute a specific event. A good practice is to log a
line of text before every action. This log will be displayed in the report and a will know which

action the test case has failed.

44



G. Test Result

Clear and comprehensive reports help us to conclude after script execution is complete. The
test result should be able to understand what it represents, the test coverage, the pass
percentage, and the overall state of the DWA under test. Good test execution reports are
essential to understanding the state of the application under test. Especially if the number of

tests is large. The test result saves in HTML files, for human-readable results.
4.4 Web Element Locator Algorithm

Web element locator algorithm contains change detection (CD) and generate a new locator
for the changed web application based on the change using ML. The CD is based on the
comparison of the previous version or the web application before the change and the current

AUT or the web application that changed due to modification or update.
4.4.1 Web Element Change Detection Algorithm

The web element CD algorithm accepts the application that is going to be tested which is
selected by the users. After that, the algorithm then compares the two-web application to
detect the changes. It first selects the previous web application and, then the modified web
application as an input. Then constructs the parse tree of both the pages and then compares
the node by node of both the trees. If the web element changes and the locator is not aware of
the changes then it will be looking for an element that may or may not exist.

Web element change is detected by combining these two different detection algorithms [45,
20]. In our context, it requires a more detailed comparison of the various DOM elements and
are interested in all the changes that may cause a test breakage. These changes include
structural, logical and presentation change of web element.

The CD algorithm consists of three successive phases. The pre-processing, processing, and
post-processing phase. The pre-processing phase is responsible for converting the initial web
application into element queues that are used for further analysis. The processing phase
receives as an input of two web applications for checking the application change based on a
comparison of two web components. In this phase, the checksums are calculated for the whole
DOM object and the DOM object’s internal content. When the data extraction is complete and

the checksums are calculated for the DOM object, the DOM object’s data and its uniquely-
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generated identifier are used to create a unique node that is appended to the tree as shown in
Figure 4.2. An element is formed from a unique identifier of the DOM object (extracted from
the tree), a unique parent identifier of the DOM object), the weight of the DOM object, and a
sub-tree that contains the DOM object itself and its related first-level children.

Queue
Quecue Quecue Quecue
element #1 element #2 element #n
consists of
W
element's parent element's ; sub-tree
. ; weight of
unique unique of the
. p . - the element
identifier identifier element

Figure 4.2: Generated Element
The post-processing phase is the final stage of the proposed detection algorithm's execution.
The basic idea behind this phase is to group components with relevant statuses from CD

queues.

Different changes are made during the development process like structural change, logical
change, and presentation change. It can impact the test script, for example when new functions
are added after the test script was generated it must update the test script to automatically
locate new elements. The same is true for the deleted element also, the test script values must
be deleted corresponding to the position from where the web element was deleted. Figure 4.3

explained details the change that occurs in DWA changes and how to adopting it.

46



Drynamic Web App

|

Identify the previous
weh element Content
and the modified

Use Existing Locator

Insert new Test script values
corresponding to the position
where the new web element

New Element

Delete the Test script values

Kind of Change i it
16 of Lhange Deleted Element | corresponding to the position

happened

inserted from where the web element
Deleted
Return Values=
{Test Script, locator of new Return Value=0 |«
Element

Copy the oniginal configuration Version
Control and Eeep 1t up to date

;

Return new Locator

Figure 4.3: Change Detection
To identify web elements WELA learns the change throughout the process for each web
element from the previous web element properties. Generate dynamically access alternative
locator is part of the algorithm. That means, propose different locators in case of failure
dynamically access alternative locators and proposed automatically try and re-execute based

on previous experience.

We scrap the web application of the first execution or previous version of the web application
and the new changed web element after the web application changed and match their
respective web element. The matching web element or elements that have the same path or
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properties are identified as shown in Algorithm 4.1. The find_best_matching() function
determines which attribute should be selected for identifying the target element The non-
selection of web element problem and the mis-selection problem are addressed by comparing
new and previous web element properties of the web application under test. If any of these
properties match, an updated locator is proposed as a solution. The comparison of elements’
internal contents is done by applying Levenshtein’s distance algorithm which provides a
percentage value between two web elements. if there should be an occurrence of any change
at the web element, we use extended find features of the web element using the ML model to

generate a new locator for a needed web element.

It will find a similar pattern of the web element and adjust it according to the changes. Finally,
new web elements are identified. The next step is generating a new locator for given web

elements.

Input: Old_ element Tl and New _element T2
Output: The matching element
Function Document Root Analysis (New Element, 0Old DOM element)
find best matching (Attribute)
new element T2 Path~ GetPath(new element T2)
old element Tl Path~ GetPath(old elemen T1)
if new element T2 Path=old element T1 Path then
new_element Attribute « Get Attribute (new_Attribute)
old element Attribute « GetID (old Attribute)
if new _element Attribute = old element Attribute then
new_element T2 weight « GetWeight (new root element)
old element weight « Get Weight (old root element)
if new _element weight = old element weight then
new_ element T2 checksum— getDOM Checksum (newroot element)
old element Tl checksum- get DOM Checksum(old root element)
if new_element T2 checksum = old element checksum then
calculate LevenshteinDistance (Tl. weight, T2. weight)/max (length
(Tl. weight) length (T2. weight)
fun same (T1, T2) =1
return true
else
return false

end if

end function

Algorithm 4.1: Algorithm for Web Elements Change Detection
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4.4.2 Machine Learning Model

Choosing a model can be achieved by comparing accuracy, training time, and prediction time
for different combination of feature extractor with classification models. According to [24,
79], a linear support vector machine can often classify a dataset to higher accuracy. It was a
benchmark with other algorithms such as decision tree, fine decision tree, logistic regression,
Gaussian Naive Bayes, and Kernel Naive Bayes. Based on the advantage that the linear
support vector machine classifier algorithm provides, we used SVM to build and train a model
in this research. As discussed in Section 2.4.1, SVM belongs to the linear classifier family of
supervised ML algorithms that attempt to find a linear hyperplane that separates examples

from different classes.

For any change in the web element, the SVM is to train a model that assigns a new changed
web element to find a similar pattern based on those features to adjust the locator according
to the change. Figure 4.4 shows the detailed process of the ML training model for locating
web elements. It includes two major steps: the first step is model training, and the second step

is locating the write web element.
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Figure 4.4: Machine Learning Web Element Locator Model
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4.4.3 Feature Selector

A significant feature of web element which is useful for algorithm is extracted. Extraction the
feature of individual web element properties being observed once structured data is extracted
for each DWA element. Many features and preprocessing steps as part of the identifying the
web element process, like capture the element, capture the element information or features,
and feature synthesis as shown Figure 4.5. Features are extracted from the element node,
containing information about element node name, element node type, element node values,
and, the element node attribute. The node type property of the DOM is very helpful in
determining exactly the type of node currently accessing, which is not always so apparent and
the node Value property is a read or write property that reflects the current value of the element
node. All web element properties might not equally contribute to the classification result of

the ML model. Through feature selection, a significant subset of features in the dataset is

selected.
|_ _______________ TrainedModel
| Eb ;p> <ZScrap1'ng>_ - <Data> _ . <Data> _ . <Train1'n.g‘f . M_ode_l |
L Feature Selection | | Feature Synthesis| |Element Labeling |Model Training Validation |
- —

Figure 4.5: Feature Selection

4.4 4 Dataset Constructor

A large high-quality training set is required to develop a ML model that can help the
algorithms to understand that certain patterns or series of outcomes come with a given
question. The dataset constructor is used to convert the comma separated values (CSV) file
into sets and the data is divided into training and testing datasets. The constructor will first
read the CSV file with Pandas, data manipulation and analysis tool built on top of the Python
programming language, before passing it to NumPy arrays. NumPy can process numbers,
texts, and records as arrays. Finally, the dataset constructor split the dataset into training and
testing data and then perform data conversion.
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A. Splitting Dataset

The training dataset is used to train the algorithm to develop a model or set of rules that can
predict outputs based on input variables whereas, the testing dataset is used to evaluate the
model's classification performance. To split the CSV dataset into training and testing sets, the
dataset constructor uses Scikit. Scikit library contains built-in classes for different ML
algorithms that offer various features for data processing that can split a dataset into random
train and test subsets. According to Gholamy [80], to get the best results when 20-30% of the
data is used for testing and the remaining 70-80% for training. In our algorithm also use 80%

for training and 20% for testing as shown Annex A.
B. Data Conversion

ML models cannot be used the CSV file directly, it needs to be converted the input and output
variables to be appropriate format. This means that if the ML data contains categorical data,
it must encode into numbers before it can fit and evaluate a model. To do that, we create a list
of numerical and categorical features, respectively. Next, pack the numerical features into a
single vector and the categorical features into vocabulary list. We used a Label encoding for
converting labels into numeric values. to make them understandable for machines. In general,
the features of ML data can be:
% Numerical: Features whose values are integer value or continuous. They are represented
by numbers. For instance, feature “locator label” whose value is a binary set: {0 or 1}.
%+ Categorical: Features whose values are taken from a defined set of values. For instance,
feature “Web element Attributes Properties”: {Name, Id, role, class, arial-label,

accesskey, position} is a category value.
4.4.5 Classifier

Once all of the data has been labeled, we can now make use of machine learning classifiers,
for the given problem. We discussed many supervised based ML classification techniques
earlier in Chapter 2 under Subsection 2.4.1. Among the techniques, we are going to use the
classification technique named linear SVM to build our model. Dynamic web elements are
keep changing dynamically in structure, logical and presentation. In our proposed algorithm,

the objective of Linear SVM model is to recognize the pattern of web elements. For any
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change in the web element, the SVM linear classifier that identifies similar patterns to a newly
changed web element based on the web element feature. Finally, the ML model generate a

new locater to automatically identifies the web element.
4.5 Algorithm for Dynamic Web Application Testing

WELA is applying for DWA testing. The algorithm can automatically identify the change
made to an element locator that was added between predefined test automation steps, and
either quickly fix them. Whenever locate a web element, it is very important to analyze what
remains constant and what changes with every application. Once this understanding has, then

it will be able to create many reliable locators.

For simplicity and better understanding, WELA is split into three phases as shown in
Algorithm 4.2. Get the web AUT (phase 1), identifying change and locating the web element
(phase 2), and performing web application testing (phase 3). The following processing model
must be followed to determine what the indicated part of the algorithm follows to locate a
given web element and execute automation testing.

1. At lines 1 and 2 of the algorithm, parse the AUT and allow the component of the
Application to be identified.

2. Starting from line 3 up to line 10 of the algorithm, If the new test execution finds an
element in the DOM with an attribute and content equal to the web application that ran
earlier, then that web element is the target element. It shows that the web element remains
unchanged, the locator remains correct, and the algorithm continues to run.

3. When the locator cannot select the target element, an element is not correctly located, and
it generates an error message, showing locator failure. Then the CD phase of the algorithm
detects the changes of the web elements.

4. ldentify useful features of individual dynamic web element properties being observed and
apply Linear SVM. The machine is trained to locate the web element based on the
collected information and returned the selected web elements.

5. If the processing part of the matching algorithm is performed successfully, meaning that
by generating a new locator the target web element is identified.

6. Once the web element is located, the final section of the algorithm is performing a web

application testing, then the results are analyzed and defects are logged, if any.
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Input: AUT
Output: Test Result

Definition: Let AUT, be a dynamic web application, T1, T2: Dom tree collection for

previous web element and the new or the changed web element,
L: Previous locator, "=new locator, mseqg, :Error or failure message

//phase 1
1. page = requests get (AUT)
2. soup = BeautifulSoup (page.content, DOM.parser')
3. for locatorList L do
4. attribute=get LocatorAttribute (L)
5. Value=getLocatorValue (locator wvalue)
6. Path=getLocatorPath ()
7. Element=find element (L)
8.If (Element=found) then
9. Locator L correct <- correct value
10. execute Test ()
//phase 2
ll.else if (Element= “changes”) then
12. mk[]= element.getChanges ()
13. features = getAttributes[T1])// find previous reference
14. element = self (element, features)
15. match Features (features T1l, features T2)
16. foreach.add (getElementByFeatures (T2, locator T1)
17. foreach (T2 in new element) do
18. If mk[]=logical change
19. If mk[]== new Element ()
20. L’ .find elementsBy (features)//generate new locator (L’)
21. Find changed L’= updated L ()
22. Element=find element (L’)
23. Else mk[]==deleted Element ()
24 . Remove (element)
25. else if mk[]= structural change
26. L’ .find elementsBy (features)
27. L’= Update.attribute (newValue) //update attributes
28. else mk[presentation change]
29. L’ .findelement (Contains, starts-with]// stable Locator
30. locator=locator L’// update locator
31. Element=find element (L")
// phase 3
32. execute Test ()
33. return result ()
34. return false
35.else
36. return false

Algorithm 4.2: Algorithm for the Web Element Locator for Dynamic web App Testing
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4.6 Summary

The Chapter systematically went through the development of a web element locator algorithm
for DWA testing. The components that constitute the system, the relationship among these
components and the responsibility of each component are presented. The designed system
encompasses many components working in collaboration to perform different tasks like
scrapping, ML model, locating web elements, identifying web elements, and executing web

application testing.

We divide the WELA algorithm into three phases. The first phase is getting the address of the
AUT that is going to be tested. The second phase is identifying change and locating the web
element. The change identification is based on the notion of feature, which reflects the degree
of similarity between the changed web element and the previous web element. A linear SVM
classifier is used in the proposed ML algorithm to generate a new locator for the changed web
element. The best set of web element features allows building useful ML models. The last
section of the algorithm is doing web application testing after identifying the target web

elements.
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5.  Experiments

This Chapter, described the implementation details of the algorithm for DWA testing based
on the theoretical basis described earlier. The development environment and the tools used to
develop the system are briefly discussed. Accordingly, the type of ML classifier, the data set
used, and the results achieved in the linear SVM process will be discussed. The
implementation details and evaluation of the proposed system are also explained. Finally, the
results of the algorithm for the problem domain with another related algorithm will be

discussed.
5.1 Tools and Programing Language

Various tools and libraries used for the development of different components the algorithm.
The tools, libraries and languages with their respective description are discussed in Table 5.1.

A. Selenium

We used selenium automated tool for testing WELA. One of the core ideas and motivations
behind the use of the selenium tool is that according to the review by Gallego et al. [81]
selenium tool is one of the top automated software testing tools in 2021 for web applications
across different browsers and platforms. One of the major components of selenium is the
selenium web driver, a friendly API that makes tests easier to read and maintain. Currently,
selenium supports various programming languages that can be written in Java, Python, C#,
Ruby, Perl, and .Net. This allows a large number of testers to easily use it without any

language barriers.
B. Python

ML applications and ML algorithms are written and designed using programming languages
Python is extremely popular in the developer and coding community. It is a highly dynamic,
open-source language that supports object-oriented, imperative, functional, as well as
procedural development paradigms®. We used python 3.9 with PayCharm 2020. PayCharm
is a cross-platform IDE used for Python programming?®. It is one of the Python IDE editors

that can be used on Windows, macOS, and Linux. This software contains an API that can be

2 https://www.upgrad.com/blog/best-programming-languages-for-machine-learning/
3 https://www.guru99.com/python-ide-code-editor.html
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used by the developers to write their Python plugins so that they can extend the basic
functionalities. To perform data preprocessing in ML using Python, then it needs to import

predefined Python libraries*. These libraries are used to perform some specific jobs.
C. Beautiful Soup

According to Uzun et.al [82], there are several libraries for extracting useful data from web
pages in python. Uzun et.al compared three different well-known web content extraction
libraries including BeautifulSoup, Ixml, and regex. They conclude that regex achieves the
good results with an average of 0.071 Ms. However, it is difficult to generate correct extraction
rules for regex when the number of inner elements is not known. So, for this research purpose,

BeautifulSoup and Ixml are used for the extraction process.

Beautiful soup is a Python library to crawl web applications or screen scraping AJAX-enabled
websites®. All kinds of information extract from the web application elements and their
position in the DOM tree with their attributes. After scraping data from the web application,

the data clean up and extract from the given data that can be used for the next stage.
D. Fuzzy Wuzzy

Fuzzy wuzzy is a library of python which is used for string matching. Fuzzy string matching
is the process of finding strings that match a given pattern. It uses Levenshtein distance to
calculate the difference between sequences. It is used for to calculating the similarity between

the new and the previous web element.

Table 5.1: List of Development and Experimentation Tools

Name of Tools

el L s Description Version
Selenium A tool that used for testing web application 3.141.0
Python is a high-level general-purpose programming 3.9.1
Python language. It is used it to write the program (code).
Beautiful soup Extracting useful data from web application 4.9.3

4 https://www.javatpoint.com/data-preprocessing-machine-learning
5 https://www.crummy.com/software/Beautiful Soup/bs4/doc/
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It is a library of python which is used for string 0.18.0

Fuzzy Wuzzy ]
matching
Support for large, multi-dimensional arrays and1.20.3
NumPy matrices for converting the array of int labels into a
NumPy array
o Built-in classes for different SVM algorithms used for0.24.2
Scikit-learn L
classification purposes.
Matplotlib Plotting library for the Python 34.2
Manipulating numerical tables, time series, and 1.2.4
Pandas

reading files

5.2 Experimental Setup

In this research, the experimentation was conducted using a computer with Intel(R) Core (TM)
i5_4200U CPU of 1.6GHz processor speed and 8.00GB (RAM), 1000 GB hard disk capacity

with window platform.
5.3 Data Sets

ML techniques require representative data, possibly without bias, to build an effective ML
model for a given problem. To test dynamic web applications using the proposed algorithm
i.e., WELA, needed a fair number of web element for training purposes. Five thousand two
hundred eighty web elements collected across 250 web applications with the help of beautiful
soup from SourceForge and Alexa database. Each element in the datasets is evaluated using a
combination of seven attributes (ID, name, title, class, role, aria-label, and access key) as
shown in Annex B. The stated attributes were selected based on the study addressed [17]
which prioritize their ability to successfully locate an element among different versions of an
application. All the web applications that were used are legal and included a variety of web
elements. It needs to employ the processing step in the next steps to improve data quality and

extract web elements relevant to the research.
5.4 Implementation Process

This section will demonstrate how to execute a testing process from the beginning to the end

of the testing with sample pseudocode. An experiment is performed on a sample of ten open-
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source web applications from SourceForge, and common example of dynamic applications
such as Amazon, Gmail, and Google Search as shown in Table 5.2. The applications are
relatively new and well-known, with at least two major releases to ensure that they work
properly on the most recent versions and some of them have been downloaded more than one

hundred thousand times.

Table 5.2: Sample Web Application

Web Original Version Modified Version Test  Web Application
Application Script

Line of code = Version LOC Version

(LOC)

Password 112,010 0.3.1 575,976 0.6.0 42 http://sourceforge.net/proj
Manager ects/ppma/

University 743,624 1.2.0 1,055,988 1.5.0 250 http://sourceforge.net/proj

management ects/claroline/

Room 11,839 1.26.1 34,144 149 35 http://sourceforge.net/proj
Booking ects/mrbs/

Phone Book 10,338 4.0 34,548 8.2.5 55 http://sourceforge.net/proj

ects/php-addressbook/

E-learning 352,565 1.10.7 333,551 1.115 53 http://sourceforge.net/proj

ects/claroline/

Bug tracking = 108,473 1.1.8 180,741 1.2.0 49 http://sourceforge.net/proj

ects/mantisbt/

Collaboration 149,887 0.65 220,993 1.0.0 44 http://sourceforge.net/proj

Software ects/collabtive/

Google https://www.google.com
Gmail login https://www.gmail.com/
Amazon https://www.amazon.com
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Various scenarios are investigated where WELA can provide a significant amount of
improvement in terms of time and effort required as well as the accuracy of locating dynamic
web elements during web application testing: A detailed evaluation of WELA under these
scenarios is provided in the following section. The scenario is related to the changes of web
element that is logical change, structural change, and presentation change of a DWA and
address the web element locator problems like non-selection, mis-selection, a form data
problem, and an element not found problems. To test the algorithm, we defined three
conditions on the result of the test case: pass, fail, and error.

% The test is considered as pass, if a web element locator algorithm identifies web element
correctly. For example, to test out a login feature locate an input text field, fill it with some
text, locate a button, click on it, locate the text that shows the result of the computation
and check whether it matches the expected behavior of the web application. Finally, the

test result of the web application displayed correctly as shown in Figure 5.1.

Automatic Identification Of Web Element Test Result

Start Time: 2021-03-11 02:03:04
Duration: 83.33 5

Summary: Total: 1, Pass: 1
Result Status
Test for Dynamic Web Application

Total: 1, Pass: 1 -- Duration: 83.33 5

Figure 5.1: Pass Test Result Example
% When the web element changes (dynamically generated i.e., new elements added,
elements deleted, elements move) and the locator does not select those elements the test
is considered as fail as shown Figure 5.2. It leads to the mis-selection and non-selection

of web element happen and the result of the test is not as expected.
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Automatic Identification Of Web Element Test Result
start Time: 2021-03-20 02:16:07
Duration: 22.35 s

Summary: Total: 1, Pass: 0, Error: 1

Test Result Status

Search Test case )

NoSuchElementException: Message: no such element: Unable to locate element: {"method"No matching features found"} (Session info:
chrome=588.0.4324.190)

Traceback (most recent call last): File "C:/Users/Miki/PycharmProjects/algorithm/Smitests/hiddenSearch.py”, line 45, in test_search click_button =
self. driver.find_element_by_xpath("/button[@class="css-1tho1gm ewfaidr0]") File "C:\Users\Miki\PycharmProjects\algorithmivenvilibisite-
packages\seleniumiwebdriveriremotelwebdriver.py”, line 394, in find_element_by_xpath return self find_element{by=By XPATH, value=xpath) File
"C\UsersiMiki\PycharmProjects\algorithmivenvilibisite-packages'\seleniumiwebdriveriremotewebdriver.py”, line 976, in find_element retumn

self execute{Command.FIND_ELEMENT, { File "C:\Users\Miki\PycharmProjects\algorithmiwvenvilibsite-
packages\seleniumiwebdriveriremotelwebdriver.py”, line 321, in execute self error_handler.check_response(response) File
"CUsersiMikiPycharmProjects\algorithmwenvilibisite-packages\seleniumwebdriveriremotelerrorhandler.py”, line 242, in check_response raise
exception_class(message, screen, stackirace) selenium.common.exceptions.NeSuchElementException: Message: no such element: Unable to locate
element: {"method":"xpath","selector":"//button[@class="css-1tho1gm ewfai8r0]"} (Session info: chrome=88.0.4324.190)

Total: 1, Pass: 0, Error: 1 — Duration: 22.35 5

Figure 5.2: Fail Test Result Example
¢+ Error criteria are considered when an error occurs while running the test that is not related
to the objective of the test. e.g., some test scripts fail when the application takes too much
time to load the user interface. Another type of error is related to user session timeouts.
This problem occurs when the web application becomes inactive during testing after n
minutes of inactivity as shown in Figure 5.3. For example, a web application has a preset
session timeout of 10 minutes while the test suite running on this application takes almost
half an hour to complete its execution. During testing when the application logs out after

10 minutes, the test scripts error.

File "C:\Users\Miki\AppData\lLocal\Programs\Python\Python39\lib\unittesthcase.py", line 558, in _callTestMethod
method()

File "C:\Users\Miki\PycharmProjects‘algorithm\final web element locator\search test case.py", line 34, in test.
self.driver.get(self.base_url)

File "C:\Users\Miki\PycharmProjectshalgorithm\venv\lib\site-packages\selenium\webdriver\remote\webdriver.py", 7
self.execute(Command.GET, {'url': url})

File "C:\Users\Miki\PycharmProjects\algorithm\venv\lib\site-packages\selenium\webdriver\remote\webdriver.py", 7
self.error_handler.check_response(response)

File "C:\Users\Miki\PycharmProjects\algorithmivenv\lib\site-packages\selenium\webdriveriremotelerrorhandler.py
raise exception_class(message, screen, stacktrace)

selenium.common.exceptions.WebDriverException: Message: unknown error: net::ERR_INTERNET_DISCONNECTED
(Session info: chrome=91.0.4472.124)

Figure 5.3: Error Test Result Example
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A. Logical Change of Web Application

Under this scenario, the main focus is on modifying the logic of the web application under
tests such as functionality addition, modification, and deletion. Then check whether the
algorithm has overcome this problem, which means if an object gets modified or removed
then the program script must be able to find the closest object to the one it was looking for

and decides the other locator strategy to locate a particular element.

Consider the following example that is to test out a search feature. The tester runs the web
application and the search page is displayed. The first attributes that are shown are the search
by price and search button as shown in Figure 5.4. Imagine there is a new version release and
the advanced search option was added or a logical change happen in the old web application

as shown in Figure 5.5, so the search functionality locator has changed.

WELA will not be deceived and will automatically overcome these changes, in this case, the
search page gets modified, then the program and the script must be able to find the closest
object to the one it was looking for and then generate a new locator for the advanced search
option and update the existing locator and continue the test. i.e., the search page has the
options, search by price, search text box and search button first, and the script was written
according to that, and for the new advanced search option the script must be able to add new
test script to the existing one using create new test command corresponding to the added field
and anticipate that change so that the test run can continue running without fail. If a web
element is removed the same is true that the algorithm uses the removed test script command

and removes the test scripts that are used to locate the removed element.

Search by Price:

Search by Price: Advance Search

With Location:

Figure 5.4: Old Search Functionality Figure 5.5: New Search Functionality
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B. Structural change of web application

Structural changes refer to all the changes that modify the page layout and structure such as
re-styling or changing a web element’s locator. It impacts only the page layout/structure,
modified to beautify the web application appearance or to reorganize its content (e.g.,
switching from a table-based to a tableless layout). In the test suite, the test script has to modify
one or more lines containing locators that are affected by the structural changes.

When the position of the web element changes on the screen, then the test scripts may fail to
locate such elements via the existing locator. The algorithm solves this problem by using
taking the DOM tree from the old and new versions of the applications. It then extracts the
web element properties using ML, which is used for locating elements, from nodes and
searches for them in the DOM tree of the new version of the web application. For all the DOM
tree nodes which match the locating properties, the technique updates the locator to match
these nodes and verifies if that makes the test pass. All locator updates in this phase resulting
in a test case pass are returned and the successful locators are saved for the next testing

purpose.

C. Presentation Change of Web Application

Dynamic web applications sometimes generate dynamic ID for web application elements.
Those type of change is called presentation change of the web application. Usually, the
change of DOM object attributes refers to changes in rendering or visualization options of the
DOM object. It includes auto-incremented numbers, like ID=AAU_001, AAU_002. These
numbers can change from session to session or from one application version to another. For
example, the ID that was generated automatically was not found problem happen when
presentation change occurs. This error occurs when Locator L tries to locate an element e
using an automatically generated ID that worked in V but does not work in V0. The algorithm

to detect an element that has this type of feature is extracting stable 1D from dynamic ID.

In the example as shown Figure 5.6 the stable ID is AAU_00. For this purpose, define a regular
expression pattern that denotes the meaningful part of the 1D using capturing parenthesis {}:
AAU_00\d+*. Depending on this outcome, the result will then automatically adjust the

priority and include the ID attribute only if it makes sense.
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div clas "features" id-"AAU 001"
the previous text
div

div clas-"features™ id-"AAU 002"
the modified text
div

Figure 5.6: DOM Presentation Change

5.5 Evaluation Criteria

The effectiveness of WELA is evaluated in terms of the number of broken locators that are
repaired, locating the correct web element, and the execution time. It is done by comparing
the algorithm with another related algorithm for a given DWA. i.e., how effective the proposed
algorithm when the AUT or application is changed.

A. Accuracy

The accuracy of the algorithm is done by evaluating the percentage of correctly identified web
elements and executed the test. The percentage is computed by taking the ratio of correctly
identified web elements to the total web elements when the web application changes its
structure, content, and presentation. The final result for the accuracy of the algorithm for the
selected web application is calculated as shown in Table 5.3.

WELA is evaluated by asking some questions like what is the accuracy to generate the correct
locator during the testing phase, how effective is it when the AUT is changed, and finally what

is the performance overhead of WELA to generate the correct locator during the testing phase.

63



Table 5.3: Locating Accuracy of WELA for the Selected Application

\Web Number ofNo of ChangedUnable to select theWELA
e
Elements perWeb Element Correct Web ElementsAccuracy (%)
Application .
Page after Using WELA
Few Frequently No 100
Google )
Changing
] Few Frequently No 99
Gmail )
Changing
Moderate 45 15 88
Amazon
Few 119 13 92
Address
book
) Few 53 6 97
Claroline
) Few 49 4 97
MantiBT
] Many 44 No 100
Collabtive
Many 42 4 92
PPMA
) Many 250 5 98
Industrial
APP
Few 35 No 100
RBS
Total 47 97%

Table 5.3 shows the number of changed web elements and the number of broken web elements
when using WELA. In the experiment ten web application is present. For each web
application, there are one original version and one later version. We calculate the number of
broken locators for all web applications by other locator algorithms and WELA as shown in

Figure 5.7. After analyzing the results in which all locators returned with the number of broken
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locators, we found it very interesting that the correct probability of locating the target element

in the changed web application by WELA is higher than other algorithms.
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Figure 5.7: Comparison Between Algorithms for Web Element Locators

B. Execution Time

Test execution measures how long it takes to run the automated tests. Test duration is a
significant metric because testing time is commonly a bottleneck in the agile development
cycle [83]. With very frequent iterations to software, if tests do not run fast, teams will not
run them at all. In our case, the factor affecting the total test duration of a DWA testing is the
time it takes for locating the correct web element, the test time, and the execution time as
shown in Figures 5.8 and 5.9. The execution time of WELA depends on the number of target
elements. When the dynamic component of a web application has many input types and
attributes, links, buttons, and so on, the execution time increases because the number of
candidates increases, and locates each web elements required time. While locating web
elements in changed web applications WELA on average took 0.8 s, this is a very short time

that can be considered from the tester perspective.

Locate time=End locate time — Start time (9)
Test time= End test time — Start test time (10)
Executed time (total test duration) =End time — Start time (12)
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The example in Table 5.4, shows the associated test result is displayed with the conditions on

the result of the test case. Next to this, the execution time of the selected test case is also

described.
Table 5.4: Sample Test Case
T, Web Application Test Case Expected  Actual Result Pass/fail
. Description Result
Links Google, yahoo, links andCheck  linkAs Expected, Pass
Amazon, Addressidentification ofexistence
book, Industrialitems of navigationDisplay status
App menus
Attempts to sign inIndicate error As Expected, Pass
using blank user
Sign inGmail, Amazon, name and passivord
[Figure 5.8]
Sign in using validSuccessfully As Expected, Pass
username andsign in
password
Search an item andDisplay As Expected, Pass
Search Google, Amazon,

) verify at least onesearch result
[Figure 5.9] Phonebook

result exist
Shopping Add product to aThe productAs Expected, Pass
cart [FigureAmazon shopping cart, added

5.10]
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Aldalur et al. [68] illustrates the execution order of an algorithms and shows the performance
of each algorithm by assuming that all other factors e.g., speed of the processor, are constant.
Table 5.5 compares the execution time of WELA with those algorithms and other ML
techniques for automatically regenerate broken locators. The time for locating a web element
and automatically identify a web element with a different change of web application was

calculated based on the number of tests and the number of web elements, or attributes.

Table 5.5: The Execution Order of the Web Element Locator Algorithm

Change SuccessTest Dependency
Algorithm Or ) . .
Execution Order Consideration (%o)

Techniques
Genetic Algorithm [17] O(m") Logical 87 M: test, N node attributes
Structural 90 M: test, N Element and
ROBULA+ [21] O(mn) )
attributes
Structural and100  N: nodes
ABLA [68] O(n) )
Logical
Structural, logical,91 M: test, N Element and
Model Based [20] O(m" ) )
and presentation attributes
Multi-Locator ML [77] O(mn) Structural 93 M: test, N Element and
ML and Selenium. [24] O(m") Structural 87 M: test, N Element
Structural, 93 M: test, N Element

Codeless ML [23] O(mn) )
Presentation

Structural, logical, 97 M: test, N Element and
and presentation attributes

5.6 Discussion

This section shows the research finding and the results that have found about the problem
domain with prior knowledge of the area. The proposed solution has been analyzed through
experimentation to evaluate its accuracy and performance in locating web elements during
DWA testing.

By automatically identifying the target web elements using linear SVM machine learning
techniques, the algorithm significantly reduces test breakages caused by web element locators.

We performed a set of experiments to evaluate the effectiveness of the proposed algorithm
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through different scenarios. (i) when the web application changes its structure, (ii) when the
web application changes its presentation), and (iii) when the web application's logical
structure changes. The experiments were conducted on the selected ten open-source web
applications from SourceForge, and an example of dynamic applications such as Amazon
Shopping, Gmail, and Google Search. The web applications we use for the experiment change
during the evolution of the web applications. As a result, existing locators become broken,
resulting in locator issues such as non-selection, mis-selection, a form data problem, and an
element not found. If the web application’s structure did not change considerably in the

successive release, locators survive the software evolution.

The effectiveness of WELA is evaluated in terms of the number of broken locators that are
repaired, the accuracy of locating the correct web element, and the performance of the
algorithm in terms of execution time using different scenarios. It is done by comparing the

correct web element located by the algorithm with another related algorithm.

WELA was compared to studies proposed in [19], [23] [24] [21], [20] , and [68]. Earlier in
Section 5.5, as shown in Figure 5.7 and Table 5.5 illustrate the accuracy and performance
comparison results of the algorithm to those published techniques, respectively. Based on our
findings, the suggested approach outperforms others in an average accuracy of locating the

write web element and execution time.
5.7 Summary

In this chapter, an experiment is performed for testing the accuracy and performance of the
developed algorithm, WELA. The experiment used Python as a development tool and
Selenium as a web application testing tool. An experiment is performed over a sample of ten
open-source web applications where WELA can provide a significant amount of improvement
in terms of time and effort required for locating dynamic web elements during web application
testing. The experiments are related to the changes of web elements that are logical change,
structural change, and presentation change of a web application and address the web element
locator problems. We also presented the performance and accuracy of the proposed algorithm
in comparison with those previous works. The result is promising that effectively repair 97%
of broken web test scripts and generate the test suites with the minimum execution time on

the developed versions of a DWA.
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6. Conclusion and Future Work

6.1 Conclusion

Automated testing has recently received significant attention in the software testing industry.
The fundamental problem faced in dynamic web applications is that they update their contents
and layouts every time. A simple modification of the AUT has an impact on locators that leads
to unable to select the desired web elements on the web application because the web element
that the scripts are referencing may not valid in the recent version. When web content updates,
they often need to change the test scripts accordingly. Furthermore, several works have been
done to identifying web elements in automated web application testing. They tried to solve
the problems of test case fragility or breakage of test during automated testing by identifying
web elements using different techniques in different generations.

The first generation of web element locators relied on on-screen coordinates, even if minor
changes to the web application layout or screen resolution could render existing test cases
useless, requiring developers to change or recreate them from scratch. For this reason, they
have become obsolete and replaced by second-generation tools called DOM-based locators.
Those locators overcome the limitations of the first-generation locator by accessing the web
application. However, one drawback of these locators is locating web elements that do not
have unique attributes because the locators generate multiple matching web elements, and it
is long and flaky. Finally, the third generation of image-based web element locators, also
known as visual locators, was developed. These locators used an image to find a web element

of a web application during AUT.

In this research work, we have introduced an algorithm known as WELA for dynamic web
application testing. The proposed algorithm covers the various changes of web elements that
may cause the breakage of the web element locator by using SVM machine learning technique.
The locator algorithm adapts dynamically to the change, and the aim is to save the test case

breakage and effort of maintaining test scripts that spent to change or change the test codes.

Finally, in the experiments, the effectiveness of WELA is evaluated in terms of the number of
broken locators that are repaired, the accuracy of locating the correct web element and

performing the algorithm using different scenarios. The result is promising that effectively
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repair 97% of broken web test scripts and generate the test suites with the minimum execution

time on the developed versions of a DWA.
6.2 Contribution of this Work

The main contributions of this work are:

% A web element locator algorithm that improved the accuracy and performance of DWA
testing is developed.

% Reusing test cases by leveraging machine learning techniques on dynamic web element
locator that it is general-purpose, and reusable.

% Save time and effort in maintaining test scripts for web application testing. Failed test
results prevent testers from gaining valuable insights on their tests, because the root causes

may vary and do not reflect the real status and performance of the AUT.
6.3 Future Work

This research work explores the following points that can be further improved in future

researches.

*

% These DWA testing still require human intelligence to validate and train the system and
testing the selected application in the areas where ML approaches have not found
solutions. As a result, developing ML capable of self-testing approaches in an adaptive
environment will be effective in the future for dynamic web applications. That means
fully autonomous web application testing is required, in which machines examine an
application, determine what, when, where, and how testing should be conducted, and
summarize the results for humans to ensure a web application is error-free and performs
as expected. This aspect will need an enormous amount of data to be trained and analyzed
from different perspectives.

% Locating and identifying changes of web element that occur in a logical change will

involve investigating sophisticated features and considering alternative algorithms to

improve the result.
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Annexes

Annex A: Source Code of the Algorithm

A. Setup the Environment

Importing Dataset

# 1mporting the dataset

Df_file = Path("data") / "locator_lable_Data.csv"

dataset = pd.read_csv(Df_Tile)

df = pd.DataFrame(dataset, columns=['name', 'id','class’', 'title', 'role’','aria-label', ‘accesskey', 'target'])
print(df)

Output
C:\Users\Miki\PycharmProjects\algorithm\venviScripts\python.exe "C:/Users
name id ... accesskey target
B search_guery search ... H id
1 email NaN ... character class
2 g footer-search-bar ... C id
3 q navbar-gquery ... W id
L] query query2 ... NaMN id
5274 as_word text ... value class
5275 NaM Zipcode ... NaM class
5276 NaMN geeks ... single_character class
5277 gs myHeader ... NaMN class
5278 Tleld-keywords twotabsearchtextbox ... S id

[5279 rows x 8 columns]

Process Tinished with exit code 0

B. Dataset Constructor (Training and testing data using the percentage split (80% Training,
20% Testing)

# Import train_test_split fumction

from sklearn.model_selection import traln_test_split

# Import svm model

from sklearn.svm import SVC

from sklearn.metrics import classification_report, confusion_matrix, accuracy_score

# Split dataset into training set and test set

X_traim, X_test, y_train, y_test = train_test_split(X, y, test_size=0.20)
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C. CSV Data Conversion

# Label encoding for converting our ML categorical data to numerical data vusing label encoding
def Encoder(df):

columnsToEncode = list(df.select_dtypes(include=['category', 'object’']))

le = LabelEncoder()

for feature in columnsToEncode:

try:
df[feature] = le.fit_transform(df[feature])
except:
print('Error encoding ' + feature)
return df

D. Data cleaning

import pandas as pd

from pathlib import Path

DF_FILE = Path('data') / "locator_lable_Data.csv"

empty_keys = ['name', 'id', 'class’, 'title’, 'role', 'aria-label', 'accesskey', 'target']
df = pd.read_csv(DF_FILE)

# Check 1if attributes have empty valuve

df2 = df[df[empty_keys].isnull().all(axis=1)]

print(df2)
Output
C:\Wsers\Miki\PycharmProjects\algorithm\venv\Scripts\python.exe
name id class title role aria-label accesskey target
88 NaMN MNaN NaM NaMN NaN MNaM NaM NaM
189 NaMN MNaN NaM NaMN NaN MNaM NaM NaM
255 NaMN MNaN NaM NaMN NaN MNaM NaM NaM
371 NaMN MNaN NaM NaMN NaN MNaM NaM NaM
679 NaMN MNaN NaM NaMN NaN MNaM NaM NaM
5201 MNaN NaN NaM NaMN NaN MNaM NaM NaM
5205 MNaN NaN NaM NaMN NaN MNaM NaM NaM
5228 MNaN NaN NaM NaMN NaN MNaM NaM NaM
5237 MNaN NaN NaM NaMN NaN MNaM NaM NaM
5254 MNaN NaN NaM NaMN NaN MNaM NaM NaM

[65 rows X 8 columns]

Process finished with exit code 0
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D. Selecting the Write Web Element Locator

RAW_FILE = Path("data") / "1_2_urldata.csv"
DF_FILE = Path("data™) / "locator_lable_Data.csv"
element_key = ['name’', 'id', 'class', 'title’, ‘role', 'aria-label', 'accesskey', 'target' ]
def label_data(dict):
it aict['name']:
dict.update({'target': 'name'})
elif dict[*id']:
dict.update({'target': *id'})
elif dict['class']:
dict.update({ target': 'class'})
elif dict['title']:
dict.update({'target': 'title'})
elif dict['aria-label’]:
dict.update({'target': 'aria-label'})
elif dict['accesskey']:
dict.update({'target': 'accesskey'})
d2 = {} # A list to store the clean data
clean_data = []
with open(RAW_FILE, 'r', encoding='utf-8') as rf, open(DF_FILE, 'w', encoding='utf-8', newline='"') as dffFile:
reader = csv.reader(rf, delimiter=',6") # open file, read raw data from each row then process data:
for row in reader:
# convert raw data to dictienary
element_dict = {k: v.strip('"') for k, v in re.findall(r' \S+ = ".*?"|\S+ ', row[1])}
# add only interested attributes
d2 = {k: element_dict.get(k) for k in element_key}
label_data(d2)
clean_data.append(d2)

F. Compiling the Algorithm WELA

# Feature columns

X = df.drop(['name’', 'target'], axis=1)

y = df['target’]

# Split dataset into training set and test set

¥_train, X_test, y_train, y_test = train_test_split(X, y, test_size=08.20)

# Create a svm Classifier

svclassifTier = SVC(kernel='linear')

svclassifier.Tit(X_train, y_train)

# Predict the response fFor test dotaset

y_pred = svclassifier.predict(X_test)

print("Confusion matrix")

print(confusion_matrix(y_test, y_pred))

# Model Precision: what percentage of positive tuples are labeled as such
print("Classification Report")

print(classification_report(y_test, y_pred))

# Model Accuracy

print("The accuracy of the Model is ", accuracy_score(y_test, y_pred))
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C:\Users\Miki\PycharmProjects\algorithm\venv\Scripts\python.exe

Confusion matrix

[[878 B ]
[ 8 149]]

Classification Report

accuracy
macro avg
weighted avg

precision

B.99
B.87

B.93
.98

recall fl-score support
0.98 0.98 200
B.97 B.92 154
B.97 1054

B.97 B.95 1054
B.97 B.97 1054

The accuracy of the Model 1s 0.9743833017077799

Process fTinished with exit code B

Model Precision Recall

Linear SVM 0.98

0.97

F1-Score Support Accuracy (%)
0.97 1054 (25%) 0.97

Percentage Split (80)

Annex B: Features of Web Element

Features

Name
Class length
Parent HTML Tag

Num. Children

Num. Siblings
Attributes
Vertical Percent

ID

Description

Define the Name of form web element

Length of the class attribute of the web element

The tag for the given element’s parent.

The number of HTML nodes that are children of the
given element’s node.

The number of HTML nodes that are siblings of the
given element’s node.

Each attribute of the element

The relative vertical position (in percentage) of the
given element.

Unique identifier of the DOM node
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Distance from Input

Type
Text

The relative (normalized against the full set of elements)
distance to the closest input widget from the
given element.

The string to be set to an input field.

The actual text is associated with the given element.

Relative width, relative height, Position and dimension of the element related to the
relative x, relative y

enclosing document’s position

1 Tag_MNameType Id MName class value web element l
2 imput text username username loginnam: no Text Area |
3 input text combo-1type ¥x-farm no dropdownmenu
4 input text combo-1type x-form no dropdownmenu
S input text combo-1type x-form no dropdownmenu
o input text uname uname loginname no Text Area
7 inmput passwoern pass pass loginpass no Text Area
& inmput passwoen password password loginpass no Text Area
9 input submit  NA submit loginbt | login Button
10 select option cars cars MA Volvo dropdownmenu
11 button submit  no no btn-primary Button
12 select option cars cars no Merceds dropdownmenu
13 input radio no no no no radiobutton
14 input checkbox no chk[] checkbox- kichen checkbox
15 input checkbox no chik[] checkbox- Laundry checkbox
16 button submit  ID-3465-textl ID-Class-textds Button
17 button submit  ID-4434-textE2 ID-Class-text73 Button
18 input text no q gLFyT gsfi search Text Area
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