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A b tract 
Internet of Thing (loT) is a comprehensive and open network of intelligent objects which have 

the capacity to share in fo rmation, data and resources, auto-organize, act and react when any 

situation or change in the environment is faced. Organizations believe that loT can improve their 

perfo rmance and transfo rm how they made busi ness . However, as with any innovation and 

adoption and since organizations place a hu ge amount of investment, readiness of a company to 

adopt loT should be strictly assessed before its widespread adoption. This study assesses the 

challenges in vo lved in loT adoption and proposes the guideline to be fo llowed fo r adopting loT. 

A design science research methodology is employed to invest igate the readiness of Ethio te lecom 

to adopt foT, to des ign the gu ideline and to conduct evaluation to prove potential appl icabil ity of 

the proposed guideline. The outcome of this study requires a de ign and des ign science is 

suitable fo r thi s. A guideline is a model arti fact or a statement that shows a course of action to 

fo llow in doing something. In our context, it is a statement that shows the procedures to be 

fo llowed before loT implementation. Furthermore, a quantitative approach was used to assess the 

readiness of Eth io te lecom as well as to evaluate the applicability of the guideline. The study 

used the TOE and 0 0 1 framework to design the guideline. Thi s research used survey 

questionnaire to co llect data fo r the assessment. The data was analyzed using quantitat ive data 

analysis too l, SPSS. 

The main fi nding of the study identifies a gap that serves as a requirement to the proposed 

artifact. After the gap was identi fied the strategic guideline is designed by incorporating 

components from the above mentioned framework and carefu lly choos ing the components that 

are inline with the identified arti fact requirement. The arti fact designed is a strategic guideline 

that could be used by the company for the successfu l adoption of loT. The researcher also gets 

the arti fact evaluated by di fferent experts that works in di fferent posit ion in Ethio te lecom. The 

result of the evaluation indicated that the guideline ful fi lled the requirements of goal, 

environment, structure, activity and evo lution. The organization can use the strategic guideline 

developed in this study to determine the direction, strategy, and resource allocation in their 

decision to mi grate from the traditional to loT based environment. Thi s study doesn' t include 

assess ing the post factum effect of the strategic guideline after it is being appl ied to the real 

situation. Therefore, further studies that attempt to expand our understand ing of the post factum 

effect of the proposed strategic guideline in supporting the loT adoption need to be conducted by 

extending or refi ning the proposed strategic guideline. 
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I . I Background 

CHAPTER ONE 

INTRODUCTION 

Imagine a world where almost all objects are connected to each other in order to exchange 

in fo rmati on. Further, objects are being able to interact with their users using the internet and 

other communication networks. It is not only people who get connected but products are also 

exchanging info rmation and things are getting interconnected as a resul t of the internet. This 

in terconnectedness of things is referred to as Internet of Things (ToT) [1 ]. toT sectors growth 

prospects are large ly confi rmed. Globally, it is estimated that the number of loT connections 

will reach 25 billion by 2025 [I]. 

According to Vermesan [2], the Internet of Things term was fi rst co ined by Kev in Ashton in 

1998 at the Massachusetts Institute of Technology (MIT); it is defined as a technology that 

allows people and things to be interconnected at Anyplace, Anytime, with Anyone and Anything, 

preferabl y using Any path or network and Any service [2]. 

In addition, the loT systems can be described as the co llection of interconnected objects and 

smart devices that are given unique identifi ers and able to transfer data and communicate without 

any human or computer intervention with the purpose of fulfilling the desired goal. It holds a 

variety of technologies, services, and standards [3]. 

As Andersson & Mattsson [4] state, in today 's world, we are talking about connected health, 

smart banking and smart homes as new services that bring changes in consumer behav ior. The 

loT is considered to impact the way normal activities are perfo rmed and also prov ide variety of 

benefits for businesses like enabling mUltiple functions that include security, payment, tracking 

and trac ing [4]. The loT system is complex, heterogeneous, hi ghly variable, rapidly changing, 

extremely dynamic and prone to ri sks and fa ilures. 

The Inte rnet of Things has evolved through five phases (see Figure 1.1 ). It starts with connecting 

two computers, and then large number of computers gets connected with the creation of World 

Wide Web (WWW). 
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Then there c me th m bile-internet onne ti n which i the c nne tion of m bile devic 

the internet after that th pe ple-int rn t merge whi h i the c nne tion f pe pi e thr ugh 

ial netw rk . Finall Internet of Thin g wa b rn ' the inter onnected bject wor ld [5). 

Th comput r Th int rn t 

I 
I 

Q i "0. I J;; , t , 
~ : 11 ~ 
~ : o. .. 

I , , 
Th mobil -Int rn t Th P opl - Int rn t The int rn et of things 

Figu.·c 1.1 - h evo lution of th e In tern t of T hings 161 

ompanie u uall y I k forward to have a cutting-edge and an inn vative techn I gy which 

give upp rt to enhance bu ine efficiency while al red ucing c t they can urvive in th e 

market for an extended peri d of time. loT i an inn vat ive te hn I gy which build a c mpany 

wo rthwhil e impr ving perat i nal pr fitability [7][8). The determinant affecting loT are the 

intention to adopt and ten independent fa t r : tho e are techn I gy readine ,complex ity 

compatib ility effect ive management upport, regulat ry upport firm ize, ecurity concern , 

co t av ing, compat ibility and relative advantage, The e factor are found by combining the 

di ffu ion of innovation (0 I) and techn logy rgan ization envi ronment framework [9] [10). 

Through the literature audit, element that influence loT adoption were di c vered . 

1.2 Statement of the problem 

Con umer ' s expectation i growing due to the pre ence of loT in their everyday lives . And it i 

stated that the con umer wi 1\ insi ton thi technology through their purcha e in the future [II] 

whi ch proves the signifi cance ofthi resea rch topic. The LoT revolution help telecommunication 

network prov iders in creat ing value in exceptional new way. A consum er ' behav ior and 

expectations change, ervice providers need to provide increa in gly ophi ticated ervice goin g 

forward. 
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T ke p up \ ith the c n umer d mand fi r nne ti vit and data, t Ie om companie mu t adopt 

ne trategie that hi t the p wer of nex t-generat i n m bile dev ice . They need to embrace new 

technol gie uch a ma hine learning fi r example t predi t fa ilure befi re they happen [12). 

Accordin g to Dav id [1 3], there i an incr a in g number of ' mart obj ect ' connected to the 

internet. In relation to thi , many I T rvice have been deve l ped and the global market fi r 

uch kind of ervice i growing rapidl y. Thi highlight the future opportuni tie th at will ari e 

and contribute to an econ mic deve lopment. Regardl e of the pr mi ing hype of loT, the 

ad pti n rate are low. ven though the loT adopti n rate i I w many are predi cting that loT' 

economic impact will be huge. 

In order to function ucce full y loT relie on data pr ce in g and c nnectivity. Deve lopin g 

co untrie , including Ethi opia are till in the nea r beginning tage f deve l ping an effi cient 

network . For in tance, broadband connecti n f b th I w and high peed are con iderab le and 

m t important part of how the deve loped c untrie are engag in g with I T. 

loT enable telecom c mpanie to monitor and plan main tenance more effecti ve ly optimize 

ba ndwidth and c verage t b o t d wnl ad time and impr ve cu t mer ervice by redu cing 

dropped ca ll and ervice wa it time. Thi in turn will minimize revenue 10 t to ervice 

di ru pti on[1 3]. The pre ence of loT will en ure to rea lize all it benefit. Thi re earch wa 

in tended to de ign a readine a e ment guideline to guide a ucce ful implementati on of loT. 

ince telecom infra tructure i very ex pen ive and i ubj ected to the theft of major and core 

component , an loT enabled intru ion detecti on system and acce management would provide a 

lot of va lue [14]. Many remote ites ex i t in har h environments, consequently water, fire and air 

quality en ors would playa significant role in avo iding long term exposure to elements which 

might damage core in fra tructures irreplaceabl y and create a netwo rk down time. 

In deve loping countri e , investment in technology and software development i till low. loT can 

help Telecom compani es decrease their operational ex penditure and capital on core infra tructure 

by moni to rin g their owned asset like ba e tati on and ce ll tower . loT mu t be integrated with 

te lecom in the right way to achieve new opportunities fo r profit. And when a network 

in fra tructure i bein g pl anned, loT can be introduced to en ure optimization and effi cient 

network des ign[ 14). 
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Currently, Ethio telecom is in the process of building an loT/Machine to Machine (M2M) 

ecosystem to deliver end to end so lution in partnership with platform and service prov iders 

towards a broad range of expertise and so lu tions. Ethio Telecom was in the process of building 

an loT ecosystem and assess ing their readiness before the actual implementation saves a lot of 

resource. 

Becoming an loT connectivity service prov ider and offering Machine to Machine (M2M) 

connectivity can open up new streams of revenue for Ethio te lecom. In order to achieve thi s 

broad objective, Ethio telecom has developed a comprehensive loT roadmap with incremental 

im plementation approach towards an End to End service delivery [1 5]. The roadmap helps in 

defining the time frame in which the ini tiatives of technological processes will be implemented. 

Due to this reason, the loT readiness assessment guideline becomes necessary fo r the company. 

The current li terature regarding loT adoption fra mework fa lls short in the fo llowing ways: fi rst 

and fo remost, thi s thesis contributes with further exp lorat ion of challenges of loT adoption. The 

se lectio'n of loT adoption is based on prev ious research mainly from loT and smart device 

li terature. This thes is has an adoption view, where prev ious research also looks at SMEs 

read iness on loT [1 6], loT adoption readiness [17], loT readiness in smart-government and 

organization [1 8], adoption of loT in business [1 9], Indian readiness fo r loT [20], consumer 

res istance [2 1] , non-adoption resistance [22] and purchase intention [23]. 

In addit ion to thi s, some studies spec ifica lly focused on smart objects such as smart watches 

[2 I] , Smart Cars [24], and Smart Homes [25]. Reports from Acqui ty Group [I I], Accenture [26], 

Assurant Inc [27], Business Insider [28] , Cisco [29], and McKinsey Global Institute [30], which 

have di scussed on loT and Smart Objects. These reports are not sc ientific research but they can 

give a ground or serve as a basis fo r the li terature. There is no such similar study found therefore 

it is not possible to use any nonex istent resul t. As part of the research question assess ing the 

challenges in loT adoption had to be assessed. To the best of our knowledge, there is no 

prev ious research that attempts to develop a guideline fo r te lecom industry fo r the purpose of 

assessi ng their readiness to adopt loT. 

This study is focusing on issues on loT readiness of Ethio te lecom. Therefore, the aim of the 

study is to des ign a gu ideline fo r assess ing the readiness of Eth io te lecom to adopt loT. 
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It is because Ethio telecom is on the verge of building an loT ecosystem for the first time. And as 

any technology and specially this one will take up huge investment so the company readiness has 

to be assessed. Similar study could not be found so there is no way of adopting their guideline 

but design a new one. 

1.2.1 Research questions 

This study attempts to investigate and answer the fo llowing research questi ons. 

I. What are the potential challenges towards ToT adoption by Ethio telecom? 

2. What are the requirements of Ethio telecom fo r adopting loT? 

3. What suitable guideline can be des igned to assess and guide the readiness of Ethio 

telecom for adopting loT? 

1.3 Objective of the Research 

1.3 .1 General objective 

The main objective of thi s research is to design a strategic guideline fo r assess ing the readiness 

of Ethio telecom in support of adopting loT technology. 

1.3.2 Spec ific objectives 

The specific obj ectives that are accompli shed to achieve the general objective of the study are 

stated as follows. 

• To identi fy the potential use of adopting foT in telecom industries by reviewing literature. 

• To identi fy the challenges in adopting and using loT. 

• To identi fy requirements for the des ign of the strategic guideline 

• To evaluate the current readiness of Ethio telecom using different parameters. 

• To present the report finding for·future research 
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1.4 Significance of the study 

These are significances which will be achieved after using the guideline for assessing their 

readiness. Organizations that take time to plan and insure they are ready fo r implementing loT 

are much better positioned fo r success. Therefore, after the guideline is developed it will be 

sign ificant to transform organizations into foT ready companies before the real implementation 

begins. Because the guideline could help Ethio telecom to be aware of the prerequisites, 

requirements and will help to assess the preparedness of the company before the actual adoption. 

This in turn will help in successful adoption ofloT. 

This study will help the service provider, Ethio telecom, to offer personalized services to 

its customers, and to implement loT successfull y so as to achieve company's goal in increas ing 

revenue, ga ining competitive advantage and improving quality of services. The guideline is fo r 

assess ing the readiness of Ethio telecom. At the later stage, successful adoption, Ethio telecom 

could deliver better service and personalized service to its customers. It is indirect significance, 

which can be achieved after assess ing their readiness, get prepared fo r, and adopting foT. In 

addition to thi s, with the help of data analytics, Ethio telecom can analyze the huge amount of 

data and can draw interfaces and better understand its customers, doing thi s will increase the 

cll stomer experience to a new level. 

The customer will get customized and personalized services, since the connectivi ty demand will 

be fulfilled. Customers will get enhanced data communication with low latency, better speed, 

and low error rate. It is indirect significance, which can be achi eved after assess ing their 

readiness, get prepared for, and adopting loT. 

Therefore, this thes is contributes to the literature in des igning a strategic guideline to guide in 

measuring the preparedness of the company to undergo a major change or take on a significant 

new project. 

It is difficult to jump into a big change without knowing if the company has the resources to 

accompli sh it effectively. Since thi s area is relatively new in our country, other researchers can 

extend this research by testing the strategic guideline develop in real world setting. The outcome 

of thi s research is a readiness assessment guideline. Putting thi s guideline in place and testing it 

in foT readiness and seeing the workability of it could be another research. 
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1. 5 and limi tat i n ofth tud 

The op of thi re earch i limited t the organiza tion thi te le m' thi mean that ther 

bu in type are x luded. Primary and quantitative data wa c lI ected. Thi data lIecti n 

wa m thio telec m headquarter and particul arl y fro m inform ation y tern 

divi Ion nly. For the de ign of the trategic guideline quantita ti ve data wa c lIected. Thi 

divi ion in/ormation system division, i elected becau e thi i the di vi in c ncern ed with the 

im plementation of loT. Manager and executi ve were al part f the r p ndent , a can be 

een n the data co llecti on resul t. The main ft cu and communicati n wa with in ft rm at ion 

y tem divi ion. 

The re earch focu ed on de igning a trategic gui de line fo r a e ing the readine f thi 

telecom to adopt I T. It i ut f the cope fthi tudy t de ign a framew rk and implement a 

per the trategic guideline prop ed in the current tudy. The tudy planned to mea ure p t 

factum effect f the trategic guideline after it i being applied to the rea l ituat i n. But due t 

time con traint thi couldn ' t be d ne in thi tudy. The re earch ft cu ed n de igning a trateg ic 

guideline fo r a e in g the readine of thi telec m to ad pt loT 

Thi study i limi ted to acce ible mate ri al in the literature rev iew and data co ll ection in the 

a se ment and guideline eva luati n. During the data c lI ecti n, it wa very difficult to get the 

consent of th e re pondent ince they enquire appr va l letter fr m Ethi o telecom hi gher offi cial 

to co llect the data. After rev iew in g the data co ll ection in trument, it take them a lot of time to 

give grant fo r co llect ing the data. Even after that in fear of the ovid-1 9 pandemi c the 

re pondent were not ava ilable all the time and thi take longer time to finali ze the data 

co ll ection. 

The fi ndings of thi tudy may not be generalized to other organizations sin ce it co ntext i 

di ffe rent-telecom sectors. The urvey from 6 Directors, 19 Executi ve , 19 Engineer , and 2 1 

Con ultant in the company prov ide us the opportuni ty to ga in under tanding of their readines to 

adopt loT. Every organization has unique context even they are operating in the arn e industry. 

The findin g of thi tudy could be applied in similar compani e in the te lecom indu try 

however, orn e a e ment ha to be conducted to ali gn the context. Therefore, more case studi e 

need to be conducted in other organizat ion in order to determine whether the ex peri ence of thi s 

organi zat ion can be replicated in. 
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1.6 Ethical Considerations 

The data we co llected from Ethio te lecom employees was only to be used fo r academic 

purposes and main ta in confidentiali ty and anonymity of the respondents. No identify ing 

in formation was requested from the respondents. Legal matters and privacy was valued and 

respected by the researcher. All works of other academicians and scholars used fo r the purposes 

of thi s study will be properly cited and referenced. 
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PT R W 

LIT RAT REVI W 
2 . 1 

The purp e f thi lit rature rev iew PI' nt th re f r I ant li terature n the 

theoreti al d finiti n related n epr the re hn I gi u d fI r I , the p tential u e f 

I T in the tel m indu try the challenge of u ing I T in the tel c m indu try, I Tad pli n 

prev iou work on I Tad pti n, and prev i u w rk n I framew rk . Thi rev iew defined key 

term , definition and terl11in I gie related t the Internet f Thing ( I T) in the thiop ian 

te l 111 indu try t an wer the main re earch que ti n . 

2.2 verv lew f LoT 

In the c n ept fiT, thing uld refer t everal d vi e uch a p pi I11puter , en 1' , 

a tuat r , refrigerat r , TV vehi Ie m bile ph ne , fI d b k , med i in et . Th 

' thin g ', in rder t hav the apab ility f addre ing and mmunl ating with ther thing and 

verify their identitie , h uld be identified u ing me kind funiqu way f identifica ti n. A nd 

after hav ing th e uniqu identifier the thing ' w ill be referred t a ' bje t' [31]. 

The term Internet f Th ing i c ntinuou Iyev Iv ing due to the change in the technol gie and 

idea that dri ve I T. Due to the change in I T driver a clear defi nition f Internet of Thing 

doe n't eem to ex i t yet [32][33]. Different ch lar attempt t provide definition to Internet f 

Thing. 

The uropean Re earch lu ter of Internet of Thing (I R ) [34] defined J T a a ' dynamic 

globa l network in fra tructure with el f-con figuring capabi I itie ba ed on standard and 

interoperab le communicat ion protoco l where phy ica l and virtual thing ' have identitie 

physical attributes, and v irtual personalitie , u e intelli gent interface and are eamle Iy 

integrated into the inform ation network" [34). 

Be ide Rama wamy & Tr ipathi [35] defined l oT a a comprehen ive and open network of 

inte ll igent obj ect which have the capacity to hare inform ation data and re urce auto­

organize, act and react when any ituation or change in the envir nment i faced . 
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Ramaswamy & Tripathi [35] mentioned that, loT allows to have a communication between 

human-to-human, human-to-things, and things-to-things. 

Similarly, Whitmore et aI. , [33] state that, the core concept behind loT is the communicati on, 

objects will be able to communicate with each other and other dev ices and services with the 

purpose of achiev ing use ful obj ectives in which they are in tended to achieve. 

l oT is also defined as the interconnection of sensors and actuators prov iding the abili ty to share 

info rmati on and resources across various platfo rms through an integrated framework, developing 

a unified operating picture fo r enabling innovative applications. And this is achieved through 

seamless ubiquitous sensing, data analyt ics and info rmati on representat ion with cloud computing 

as the uni fy ing framework[36]. 

Moreover, Zancul et al. ,[37] explain loT as an emerging paradigm in which objects are prov ided 

with radio frequency identification (RH O), senso rs, actuators, tags, etc through the use of unique 

addressing schemes to allow the devices interact with each other and cooperate with other 

devices to attain a common goal. 

Also loT represents the future communication and computing. Further development of thi s 

techno logy depends on technology innovation in radio frequency identifi cation (RH O), sensor 

technologies, nanotechnology, smart things/objects, and miniaturization[38]. According to the 

cluster of European projects on the Internet of Things [2], loT is expected to change business, 

soc ial processes, info rmation and prov ided many unanticipated poss ibilities. 

I n the next 5-1 0 years it is expected that there wi II be growth in the use of connected dev ices and 

in addition foT is anticipated to quickly di srupt lots of business sectors [39]. 

loT is also referred to as internet's next generation, holds the potential to change people lives 

using the global system of interconnected computer networks, sensors, actuators, and other 

dev ices through the use of the internet protoco l [37]. 

Business sectors need to fo resee the potenti al opportunities that become possible when the 

physical world is merged with the virtual world, where potentiall y every physical object can 

poss ibly be both intelligent and networked. And when objects become networked, it has a 

signi ficant impact on how actual value is produced. 
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T il da the fI u ha b n hi lled fr m indu tri II manu fa 

r ice in whi h u er thr ugh th e de i . A I 

P tential ft r devel ping ne intelli gent pr gram 

b-ba d 

a huge 

in di fTer nl fi Id Thi 

primaril y due t it ab ilit t gath r in ft rm ati n ab ut natural phen mena u er habit m di al 

parameter and t ffer n umer tai I r d and target d 

Variou name have been given t Internet a Internet f bj ect , 

M achine-t -M a hine interacti n embedded inte llig n e and Iluman- mputer int ra ti n [ 5]. 

De pi te the fact th at In ternet f Thing ha been refl rred by u ing everal name u h a the 

above menti ned, the bj eeti ve i ti II the am . 

2.2. 1 mart object 

mart object can be een a the building bl f Intern t f Thing. The e bj t an lie t 

infl rmati n fr 111 their envir nment and intera t w ith th phy i al w rid thr ugh their a tu at r 

In rder t ex hange data and in~ rm ati n. mart bj e t link pe pie 

enterpri e , tran p rtat i n, PI' du ti n line natural gi ti c netw rk 

in terc nnected netw rk[40]. In additi n t thi , Rifkin [4 lJ fI und ut that every thing 

in th 

r bje t 

can be turned int a mart bje t by putting intelli gence int them. I T i a paradigm which link 

everyone with everything within an integrated netw rk environment. I T u e the int met 

platform t fo rm a large network of c nnected mart bjeet . 

It integrate dev ice and bj ect with embedded en or and actuator t allow them t 

communicate auton mou Iy ver the intern et, while the c nventi nal coml11unica ti on over the 

in ternet allow pe pie in th e exchange f inform ati on[42). 

2.3 l oT Technolog ie 

everal tudie were conducted on the t pi c of loT that primaril y focu ed on the di rupti ve 

technologica l aspect of loT. However, for the traditional bu ine and indu trie it i m t 

important to look away from thi di rupti ve technol gy hype and make an attempt to rea lize that 

en or , machine-to-machine (M 2M) telematic and other loT dev ice and techn logie are the 

fundamenta l in order to move toward an I T-ba ed bu ine model. 
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hat unt m t i th infra tru tur hi h h Id the imp rlant and r quired t hn I ie lik 

appli ali n and API all l gether. ing thi m d I di rupti n me a 

w lI a a n wwa f rea ting alue [4 1][42). 

rdin g t M hapatra et al. [4 ] dl T d In M2M area n t\ rk include 

per onal area netw rk techn 10 ie like B luet th Z ig Be Pr Z igB e - Thread, and F . 

on trained dev i ar d vice I w bandwidth , 

limited c mputat i n and mem ry. The e d vi ar exp ct d t u DP, wPA AP 

pr toc I , and DTL in higher layer. High per ~ rm an e l Td vi e arc ex pe ted t upp rt 

ce llular (2 .5 I 14 (LT)) Wi-Fi and - th rnet I gie . And at high r layer, high 

performance I T device are expe ted t u IPV4/ IPV6, T ,T Pl OP and IITTP. 

fU= ID y tem are 

made up f reader 

identifier in the bject 

that, the key te hn I gi 

ar 

f tag and ignal bettcr eq uippcd w ith unique 

en or tag and a tuat r [7][44] imilarl y Wang t al. [4 J di cu ed 

in I T in lude RI- ID and W and n xt t the e te hn I gie ar 

ubiquit u c mputing and cl lid mpllting. 

loT paradi gm ex i t becau e of the c nver i bel w depict the 

cia i ficat i n f techn I gie that make up th loT' wh i h include thing ri ented v i ion 

in ternet oriented vi i n and emantic ri ent d v i In. 

The fir tone i thing ri ented vi i n, which concentrate on en I' actuator , and w irele 

en or network . The definiti on f I T drive fr m a things oriented perspective. The fir t 

v i ion i thing oriented vi i n the idea behind thi mart object take center tage where each 

obj ect is given a unique identifier to make object di tingui hable from each ther[36J. A n 

indu try dri ven global tandard i mainl y u ed to improve object v i ibility that i the traceability 

of an object and awarenes of it current location and tatu . Thi i a key component of the path 

to the full deployment of the loT vi ion but it i not the only one. 

The econd vi ion i internet-oriented vision which invo lve internet ervice a the main 

focu while the data are contributed by object [33]. It mainl y concentrated on In ternet protoco l 

and other related technologie of internet. Thi n fir t focu e on the networking a pect of 

loT that enable huge number of heterogeneou and n trained obj ect to be connected together. 
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A I 0 enable them t communi ate ith th r 

band. idth and I w-power environment [4 5] . 

tem and with ea h ther and t functi n in I w 

The third vi ion i semantic oriented vi ion ; th idea b hind thi vi ion i that the number f 

item invo lved in the future internet i intended t bec me ex tremely high. Thu i ue relat d 

to how to repre ent interconnect tore, ea r h and organize inG rmation generated by I Twill 

become very challenging. In thi regard manti te hn logie uld play an imp rtant r Ie. 

Indeed the e can ex ploit appropriate modeling oluti n for thing de cripti n emantic ex cuti n 

environment , rea oning over data generated by loT and ar hite ture that ac mm date I T 

requirement and ca lable communication and t ring in fra tructure[ 9]. 

"Internet "-oriented 
visions 

"Things:: 

visions 

Figur 2] - echn olou ic th a t make up th e loT 139J 
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2.4. Ben fit f I T 

Internet f T hing (I T r pre ent the futur f mmunl ati n and c mputing. I T 

techn I gie pro ide a number f b n fi t t difTi r nt bu In be au e they cover man 

area by enabling fun ecurity payl11 nt tra kin g and tracing, et . 

T herefore, it i vita l fI r bu ine 

technologie are be t uited fo r their bu ine 

prov ide [4][46). omm n example 

per onal hea lth tracking dev ice ~ r to l n car 

mbinati n f 

harve t th P tential pp rtun itie that I 

III lude dev i lik wearable that m nit r 

ard identity identifier tag fl r 

retail good . Rea l example trackin g y tem fI I' 

problem by ending ce ll ph ne alert t let driver kn w ab ut the traffi 

Iving r preventing 

increa e rfi ciency 

ated[47]. I' to remotely w it h ffthe p wer in an f fi n e th building ha b 

However, m t loT techn I gie are n mprehen ive et that are needed t build an I T 

bu ine luti n. T he techn I gie till needed t be m dified, c nfigur d, and integrated with 

back nd y tem and data in rder t luti n whi h be t fit ~ r their bu ine [48]. 

Likewi e, a arti culated by lam in i [4 ] the u e and te hn I gie f i T are changing at fa t 

rate a a re ult f the gr wth f pp rtuniti e 

onnect ing loT dev ice III an pen y tem c uld be machine-t -m achine and/or human-t -

machine communicati n i alreadyev Iving and expected to bring greater va lue and can crea te 

c mpletely new generati n of inn vati ve ervice with a great impact on the oc io-economic 

a pecr. The e mart devi ce will help in building mart home , mart building, mart indu trie 

mart autom bile , mart hea lthcare and etc. in more ynergic manner in the connected world. 

For in tance mart o ffi ce are not only expected to con erve energy in a building but al 0 to 

integrate w ith ecurity, environmenta l conditi n and their operati onal readine III a 

comprehen ive way [43). 

In the pa t, telecommunication technology ha been focu ed on enabling human-to-human 

communication, but these day w ith the advancement and emergence of new technologie , 

machine-to-machine communicati on hall u e ame communication in fra tructure and fac ilitie 

a the ea rlier communicati n doe in a much greater ca le. Billi n of mart device r machine 

hall connect to th e net ork and con iderabl impa t the wa p pie Ii e and conduct 
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bu ine th m rk t urv b pr di t d, ut ill i n m rt de i \ hi h 

ex eed the \ rid p pul ti n, \ ill b nn t d t th int rnet, 

T h intr t hn I gi 

f th id r In nabling belt r mmuni ati n bel en pe pi and d VI 

t ren at ne\ fI r th I r u 1 mer an 

appli ati n w ith th purp e f impr ing lheir bu ine , the advent fl T 

in the tel m indu trie bu In pr pr edure and 

generate m re r venu . In rder 1 b n fj 1 fr m th in rea ed re enue pp rlunit lei m 

indu tri e mu 1 devel p inn vativ appr a he and appl i ati n 1 m n liz I T I uti n . 

2.5 hal l ng [ JoT 

T he emergen e f the I T le hn I br ught va ri u hall ng i fferent h lar 

di cu ed the p 1 ntial ummar f the hallen e pre ented in the nex 1 

e urily lh u e f i T be me n maj r halleng 

T w ilh ut d u t in rea e data atta k n the n w i T devi e 

l 1][52). ne example uld be u ine e whi h ha had mpr mi ed e urity and had 

cu t mer infl rmati n n eded in Iud : Appl e, nlhem II me ny jp M rgan ha e, 

and Target [52). 

In thi regard e urity i n id red a a maj r challenge whi ch bligate bu ine to verc me 

the chall nge in rder t full y utili ze the p lenlial u e f the I T te hnol gy. M aintaining the 

ecurity f i T techn I gie i een a a c mplex la k ince there are bi ll ion f dev i e 

nnected t one an ther and a m re devi e are gett ing c nnected to the internet there w ill be 

an increa e In the p tential attack of J T techn logie . The attack primaril y affect the 

communicat ion channel f the communicating dev ice r object thr ugh ph y ica l threa t , 

Denial of er ice, identit fabri cati on and oth er type Fatta k [53 ] . 

Weber [54] di cu ed that bu ine e feel that n r e uring the I de ice fr m an attack a 

pr te ti n framew rk i adequate in order to en ure the eCLIrit o f loT, in c ntra t indi vidual 

II er fee l that m re need to d ne in rder t inn rm pri vac and e urity f i T, like data 

c nfidentiali ty a ailabilit ) and integrit 
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d mpr mi ed, th mpan w ill be at a hi h ri k f fa ing different 

in ar nn ted \ ith th er de i e thr ugh the internet. 

A nd i f the e urit br a h d at a p ifi f de i e are at ri k 

theyar highl lik be atta k d[ 2]. 

Regarding ecurit R man et al. r5] d that th re need t be f a hie ing 

id a in th t univer al authenti ati n f i T te hn I gi I. [ 5] al 

ef fective auth nli at i n m hani m will fa i1itate ha e i e 

appl icati n and p pl . In additi n t thi ffI tive authenti ati n me hani m i al 

n idered to guarantee the 

integrity fthe dev ice. 

ure n w f data b tween I T de i e whi l al en urin th 

Furthenn re, J ne r5 J argue that there i a need ft r impl menting curilY l hn I gie ft r 

the protecti n f i T device and platfl rm fr m e urity threat u h a phy i al tampering and 

inft rmati n attack. Th eClIrity dev ice th at will be put in pia e an help in en ryptin th 

c mmuni ati n fiT devi e and addre p tential e lIrity hallenge 1I h a mimi kin 

" thin g " r denial f leep atta k th at will drain batteri 

2.5. 1 hallenge T in tele m indll try 

h re are varioll pen challenge that have been ~ und by different re earcher 111 luding th e 

challenge related t p wer upply ev Iving architecture enab ling a complex en ing 

env ironment mplex ity f iT, mUltiple connectivity ption pri vacy, ecurity f infonnat i n 

e change between I T device [45](57). 

Due to the lack of a lea r and widely accepted bu lI1e 

inve tm ent to deploy f loT te hn log ie there i 

parad igm(44). 

model, which encourage bu ine e or 

a diffi culty in the ad pti n f l T 

To me extent, th e ab ve mentioned challenge can be met with the help of variou wire le 

and wired connect ivity opti on , uch a rad io frequency identi fi cati n B luetooth near-field 

communicati on F) and Wi-Fi . The e c nnectivit pti n are categori zed under the three 

br ad type b takin g into con ideration their ge graphica l ar a erage. u h a per nal area 

netw rk (P 10 al area network (LA ) and ide area network (W ) . 
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aleg ri ati n f I mmunl li n te hn I gi . Th 

Wi- i netw rk ha e 1 be e pand d in rder t upp rt me h 

network [58][59]What i 111 re, 1 Lind r land th infi rmati n e hang within lTd vi the 

c nfirmat i n n mmuni ati n pathwa r I T i 

Figure 22-10'1' omrnunitation f c/tn olog i s I OJ 

It i imp rlant t upp rt device-to-devi e (D2D) device-t - erver (02 ) and erver-to- erver 

communication ( 2 ) in order tenable inft rmati n haring between loT dev ice [58][60] 

Vari u tandard ( L1ch a JG PP tandard (LPWAN), LoRaWAN, igfox , Weightle 

R1 MA ... ) and protoco l ( uch a 6LowPA , IPV4/IPV6, Wifi , Bluetooth mD ... ) are 

in vo lved with loT communicati n. 

However, ome of the protocol and tandard take the hi ghe t priority, like Internet Protocol 

Ver ion 4 (IPV4) Intern et Protocol Ver ion 6 (IPV6), IPV6 over Low-Power Wirele Per nal 

Area etwo rk (6LoWPAN), er Datagram Protoco l ( DP), Tran mi ion ontro l Prot co l 

(T P) and on trained Application Protoco l ( oAP). 

n th e other hand a per the eva luat ion f c n trained de ice deve loper DP i con idered a 

co t-effecti ve and ad antageou due to it mail er ize and performance[ I]. 
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n appli ali n 

L WPA [4J[ ], E 8 2. 1 .4r ] and IPv 

and 

I ~ r I w 

power and I y netw rk (RP L)[ Jr 7J ther til l d e n' l ex i t ev id n e which h w 

comprehen ive eva luali n 

The m t mm n maj r hallenge f i T and it future include per~ rmance reliability 

ava il ab ility ecurity and priva pre I I n, alab ility, in ter perability, Big I T data 

c mpatibility m bility and inve tment. 

I T highly depend n the component and performance of evo lving techn I gle. It 

perform ance ca nn t be weighed up u ing imple mechani m. In addition other factor that have 

an effect n the performance of l oT include netw rk traffi c heavy reliance on the cl ud, and 

huge amount of data(68). One of the vital requirement f! r an l oT envir nment i the cloud 

which fac ilitate re ource haring. 

U er , regardl e of their location, are enabled acce to loT ervice by mean f an internet 

connect ion w ith the convergence of cloud and loT. The convergence f! Ilow a cl ud-ba ed loT 

approach or loT-centric cloud approach. 
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While, ex isting individual challenges of loT and cloud are being overcome, in both approaches 

dynamic resource management, orchestrat ion techniques, dynami ca lly offl oading fro m clients or 

hosts to the cloud are new challenges of cloud and loT convergence [69]. 

In some critical applications, reliability is an important feature. Reliability is not just sending 

reliable information to the receiver, but also being able to adapt to the changing environmental 

conditions and being res istant to long-term security and usability problems [1 2][70]. 

In all aspects of loT software and hardware components, reliabili ty needs to be guaranteed. An 

attempt was done to clearly explain with architectural consideration, re liability consideration fo r 

link, transport, and appli cation layers together [70]. Furthermore, a probabili stic approach was 

proposed in order to describe and analyze cost and reliability related properties of the service 

compos itions in loT [70][71]. 

loT is primarily used to facilitate the exchange of data and information at anytime, anywhere for 

any person based on the requests made[72]. So in order to realize JoT, availability of physical 

devices and applications is significantl y a critical issue. The loT network requires hi gh 

ava il ability which guarantees the presence physical devices as well as JoT applicati on in order to 

achieve hi gh avail abili ty. The most feas ible so lution fo r thi s issue is using redundant 

maintenance of hardware devices and programs, with the intention that the redundant devices or 

the program can be used to carry out load balancing when the actual fa ilure ex ists[73]. 

There are some situati ons where simplicity of the infrastructure is disc losed to achieve hi gh 

availability, despite the fact redundancy increases complexity. 

Therefore, to ensure availability the feasible so lution is using redundant hardware components. 

In [73J two redundancy models were proposed: active and passive redundancy models. The 

pass ive redundancy model performed better as compared to the active redundancy model. Tn the 

pass ive model spare hardware components will be activated onl y when the primary hardware 

component fails and these spare components will be partially loaded or at sleep mode during 

other times. 

Another essenti al requirement of an loT application are privacy and security [74]. In foT, 

memory cards of a device have limited capacity as a result onl y small amount of data can be 
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stored on the dev ice memory and the rest of the data will be stored remotely on other sites. The 

data on the remote storage device are disclosed to other people . 

Most of the time users do not want to make known their info rmation to others, so these kinds of 

data need high privacy and security. In the ca e of privacy, ecurity, governance rules, a new 

technology is needed to provide users the abili ty to veri fy whether the company is satisfying 

their service level agreement or not, dynamica lly. 

So companies must adapt appropriate mechani sm for loT, in order to meet the des ired security 

level of a user. Privacy, computation, trusted sensing, communication, and digital forging are 

rarely addressed tasks in terms of security scope. loT does not confo rm to common security 

standards and architecture; though, security has become a very significant issue[72][73]. And the 

traditional security standards and architectures can' t full y satisfy the security requirements of 

loT, due to the reason that there are a huge amount of heterogeneous dev ices which are 

connected together. As a result of this, there ex ists a large number of malware entry points which 

increases the vulnerability of the devices. A scheme had been proposed, by applying a biologica l 

immunology approach, based on dynamic defense security mechani sms to improve these security 

issues in the loT architecture[75]. As reported by Xu et aI. , [73] , some attempts were done to 

secure loT communicati on by makin g sure the security of JoT devices is maintained. Tn the tirst 

phase, Computer Aided Design (CAD) techniques were proposed in order to design loT devices, 

which are highl y optimized in terms of both security and energy. Most importantly, as compared 

to the proposed costl y hardware-securing concepts, CAD techniques can be utilized towards 

implementing a strong and plenty security with low cost. But it has never been practically used 

unti I date. 

Literatures presented various approaches for tackling the security issues in the exising loT 

paradigm . But, in a dynamic mobility environment the authentication of dev ices and securing 

links are still unreso lved issues. Accordingly, the authentication of loT devices in the real world 

situation still has unreso lved issues. And researchers have warned that there is a potential 

rea li stic threat to the loT environment in future industries, which is ca lled "smart home 

hacking"[76]. 
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Preci ion i the th r IlTIp rtant hall en hi h n d t b add r d in man mart I T 

environm ent uch a h alth are tran p rtati n, un mann d a rial hi ul ar net\ rk and h re 

dev ice and y tern gl ball get 

reported by Ahmed [76] wh n dea ling ith pr 

m . AI 0, compli ance with ri g r u requirem nt 

machine, machine perat r and r lated bu in 

rna hin ul d fa il if th timing i I 

ntral t th h alth and a fet f the 

In addition to thi , the ava ilabl e band width and n tw rk lat n are n idered a key fa t r 

that have an impact n the preci i n f a di tribut d I T mi n- riti al & delay- n iti v 

envir nment. Thu , when deployin g I T in a mart envir nm ent the e parameter h uld b 

taken into con iderati on. 

For example, in mart tran p rtat i n envir nm nt Inger n tw rk p tenti all y uld 

cau e delay 111 applyin g car brake and be danger u In a e f v hi le-t -vehi I 

communication. 0 by de igni'ng and deve l ping hi gh-preei I n y tern , ne an achi eve 

ucce ful loT deployment in mart envir nment . 

The increa ing rate in the number f mart dev i e and the adva ncement f embedded 

technologie have increa ed the dev ice t per n rati up t 1.84 in 20 I 0[77]. M re ver the 

application requirement by a cli ent have been increa in g eventuall y. the ca lability f i T, 

which is the ability to add extra dev ice and ervi e ti T with ut affectin g the quality f 

ervice (QoS), must be taken into con iderat i n. Due t the heter gene u characteri tic of the 

dev ices and underl ying technolog ie ca labili ty bec me an important i ue in I T. F r the 

realization of loT noti on, a di stributed and in te r perab le architecture wa pr po ed [! r I T in 

order to enable unifi ed addi tion of new dev ice t the ex i ting pl atfo rm via a layered architecture 

and to address the scalability is ue without affect ing the qu ality of ervice[78]. 

In addition, the study by arkar[78] propo ed three layer of loT infra tructure: Virtual bj ect 

layer (VOL), compos ite virtual object layer ( V L) and er ice la er ( L). The ba e tru cture 

of the di stributed architecture con i ted of the ba ic functi onali tie of the three layer whi ch are 

referred to a object virtualizati on ervice creati n and management and ervice compo iti n 

and execution. Ba ed on the capab ili t f the proce ing p er and mem r e er bject h 

it own daemon. Vari ou application are uni fied u ing the three la er f th I T daem n. 
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Virtual object layer (VO ) digitall r pr nt th run li naliti and pr p rtie rea h bj t. 

On the other hand, multiple obje t w rk in lI ab rati n t p rft rm a rta in ta k. at 

runtime, the compo ite virtual bje t will re ted a a ma h-up r irtual bje t 

corresponding to the ta k. 

So as to create a rna h-up potenti al virtual bj t n ed b id ntifi d. Thi i d n at the 

compos ite virtual object layer. With the h Ip r ntati n r bj r virtual 

obj ects, adding new object to the ex i ting I T n tw rk will n t d grad the qualil r er i e 

(Qo ). This i because all the dev ice are c nn ecl d in a di tri but dar hile lure. 

In addition to thi , there i al 0 a ca labili ty i ue due t the in rea e r netw rk elem nt in th 

internet. The authors ouza et al. [79] PI' P ed a ervi e- rient d path mputati n lement ( -

PCE) to compensate the ca lability I ue in t ad r P . Th 

performance evaluati on re ult of the pI' 

network elements than ho t-ori ented P • by 

DN S servers[80]. 

nfirmed that, the m del d upp rt m re 

mparing the re ult bt< ined and the I g r the 

Another major concern regardin g to loT i in ter perability[8 1 J. In the I T envir nm enl va ri u 

types of devices get connected to each ther. Th refl re regardle r their type I T h uld 

fac ilitate services to all these dev ice , in ce in ter perabili ty i a nece ity. By co nfl rmin g t lhe 

standardized protoco ls, interoperability can be achi eved at applicati on and network leve l . 

Achieving interoperabili ty becomes a chall enge, a a re ult fa n ambiguou interpretati n f the 

same protocol. Thus, interoperability of loT would be rea lized by avo iding uch ambiguitie . The 

authors in Ishaq et al. ,[82], propo ed a olu tion to addre loT re ource u ing a web protoco l 

through the use of loT hub . Due to thi the in teroperabili ty challenge are reduced to data 

fo rm ats and presenting hub catalogue . 

Since most of the device in loT environm ent are mobile device thi make the loT cenari o 

more complex . Thi s necess itates the loT application to render ervl e by takin g in to 

consideration of the mobility factor a we ll. There are alread ava il abl e tandard management 

protoco ls to fac ilitate mobile i ue in loT. Tho e are mobil IPV6, at the network layer and T P 

migrate, at the transport layer. However the ab e mentioned tandard management protoco l 
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are complex enough to be u ed in I T n d . r ined d in I T n ir nm nt a 

oA P-ba ed mobili ty protoc I wa ]. ik \ i d b Fu t al. ,[ 4] in 

order to ensure the mobility, a gr up m bilit managem nt M mc hani m h w p t nti al 

and is shown to be promi ing. 

Kranenburg & Bas i [85] mentioned that another ha ll ng in I cn ir nm ent i big data. I l' i 

one source for generating large am unt r data. A menti 0 bi ll i n d vi e re 

ex pected to be connected with each ther in 2020 whi h an le( d larg am unt r data 

production. Most loT appli cation perfl rm ance i d t nnincd ba d n th data managcmcnt 

services. 

Thus, due to the bi g data generated by vari u l Td V I ft nnin a mart I T envir nm nt 

managing big data in term 0 f torage and pr 

computing infrastructure that don' t afre t and 

app l ications. 

apa ity req uire highl y alabl c 

mpr mi e th e perft rman e r the I l' 

The other challenge of loT ba ed mart envir nment wher vari u dev ic ar nne ted t 

each other, is compatibility[76]. Due to the unava il ability r uni ver al pI' gramming language 

most devices are unable to connect with each ther and reate an in mpatibility pr I m. In 

order to create compatibi li ty between loT device , c lI ab rati n am ng pr duct manufacturer 

like LG, Philips, Samsung i a mu t. 

Ifpeop le will not get frustrated if the producti n companie d n t c lI aborate and they can nl y 

use one brand . Therefore, co ll aboration among the e compani e i required in order to get h Id 

of infrastructure information of each de ign and product a uni ver al pr gramming language to be 

used by developers. To guarantee the ucce of loT c mpat ibility i ue mu t be addre ed. 

Huge investment in loT scenario i demanded for the inve tment deci ion to depl y an 101' 

env ironment. In an loT environment, there i diffi culty for bu ine e t adopt thi technol gy 

since things are not interoperabl e and open in term of Aware and hard ware. 0 open and 

integrated software and hardware-ba ed loT olu tion are required t be built for the depl o ment 

in industries. What is more the olution hould al 0 be fl e ibl e enough to nab le indu tr ie in 

evo lving and adapting to their change in tead of repla ing the e depl ment with a ne 
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system. Investment and expertise are required to generate innovation within the ex i ting software 

and hardware architectures. 

2.6 loT adoption 

Adoption is defined by Milind[86] as "the acceptance and continued use of a product, service or 

idea". In relation to this, new product adoption behavior is stated as the degree to which 

consumers adopt a new product earlier than other consumers in their soc ial system[79]. 

Consumer's passes through the process of getting awareness, show interest, evaluate the product, 

make trial and then making the decision to adopt or rej ect the product [82][87]. Converse ly, Hall 

& Khan [88] claim that, consumers do not have a choice for adoption or no adoption, because 

sooner or later the consumers will adopt it. Their decision will be adopting now or adopting later. 

In addition to the evaluation of the consequences, the consumer' primary belief of the 

consequences of adopting the technology is the driving force for the consumer's att itude towards 

adopting the technology. So attitude will be made by the strength of the consumer 's belief that 

adopting the technology will lead to a certain consequence [84]. 

The loT system is found to be complex, highly variable, rapidly changing, heterogeneous, 

extremely dynamic, and prone to risks and failure[89]. Thi s indicates that in the mirror of 

change, the system should have the capability to adapt to the environment in order to carryon 

offering the desired performance. Particularly, dynamic proactive adaptation is required in order 

to provide adjustments at runtime[86]. 

Regardless of the many predictions of the growth in the roT industry, consumers do not adopt 

this technology and devices to the extent expected. It is predicted that consumers will lag behind 

government and businesses in terms of adopting loT. In contrary to this, the slow pace of 

consumer adoption of the new technology creates disappointment to the loT industry. 

However, regardless of their slow pace in the adoption, it is estimated that consumers will 

purchase a huge number of devices and will invest significant amount of money on the loT 

ecosystem[90] [9 I ]. 
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2.7 Factors affecting the adoption ofIoT 

There are different factors affecting the adoption of loT, including organizational, 

environmental, technology contexts and others. 

2.7.1 Organizational context 

The organizational context is explained by the executive management upport and firm size 

constructs which are discussed as follows: 

2.7.1.1 Executive management support: 

The executive management support holds a critical function in loT adoption since it leads the 

unification of services, sharing of resources and the processes re-engineering[42] [92]. Without 

the influence and help of executive management, the company is likely to resist loT 

adoption[92]. Executive management support will positively affect loT adoption. 

2.7. 1.2 Firm size: 

Big companies have more merits than small ones since they have more re ources and can take 

more significant threats linked with innovation adoption[93]. Small firms, although more 

adaptable, does not have the resources or knowledge to read ily adopt newer technologie [93]. 

The size of a firm is a determinant of ToT adoption. The firm size will positively influence loT 

adoption. 

2.7.2 Environmental context 

The environmental context is explained by the regulatory support factor which is environmental 

in nature as it is industry and government based. 

2.7.2. 1 Regulatory support: 

The regulations of the government of nations can affect the adoption of loT by fi rms. But loT 

regulation is still evolving[94]. If and whenever a government enfo rces loT policy compliance 

with a huge amount of money to be paid by firms who do not comply, several companies would 

want to adopt ToT[95]. This Regulatory support will significantl y affect loT adoption. 
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2.7.3. Technology context 

The technology context explains the technology read ines factor as it is a technology-related 

determinant. 

2. 7.3.1 Technology readiness : 

The technology context has to do with the organization, knowledge, and kill of the employees. 

The ability of technological infrastructures to eas ily integrate with loT is a part of the 

organization structure [96]. A firm whose company with technological infra tructure and 

employees with updated IT knowledge and ski ll s has a higher degree of technological read iness 

and thus is more likely to adopt loT. These kinds of firms are in a good position to adopt loT 

[97]. Technology readiness positively impacts loT adoption. 

2.7.4. Innovation characteristics 

The innovation characteristics are exp lained by complex ity, compatibility and security concerns 

which are innovation and design related. 

2.7.4.1 . Complexity: 

Complexity explains the level of difficulty in understand ing and utilizi ng innovation [91]. 

Complexity in loT adoption is the di fficul ty leve l of the perception of loT adoption and 

integration. Planning on and Selection from a wide range of loT gadgets adds a leve l of 

complexity [67]. Complexities are not suitable for loT adoption, especia lly when there is no 

skilled employee in many the complex environment [98). Complexity will affect JoT adoption 

negatively. 

2.7.4.2. Compatibility: 

Compatibility explains the level that innovation unifies with present practices or value systems. 

The rate of adopting a change is proportional to the compatibi lity level ; therefore, the higher the 

compatibility, the quicker the adoption. Compatibility among technology systems is an important 

determinant that affects loT adoption[99). The compatibility wi ll affect loT adoption positively. 
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2.7.4.3. Security concerns: 

There are security ri sks and matter affect in g I T ad pti n. Th re are i lie like e urit gap , 

privacy and security concerns that affect th e ad pti n f i T [ 2] [ 4] [100]. 

2.7.5. The Intention for loT adoption 

The intent for loT adoption is a primary factor in th tud r I T. The I ha b n v ling t 

grow. There are a lot of benefit to be ga ined from the ev luti n r I T de i e by making g d 

use of the data from these dev ice [10 1][ I 02J [10 J; 

But the influence on the organizational bu ine trategy infra tru ture, and e uritya r hit cture 

must first be taken into consideration by orga nizat i int nti n t ad pt I T ha 

not been fast even though most of the independ nt n tru t ha p 

There is a need to address and con ider fact r uch a 

adoption. 

2.8. Constructing a guideline for technology ad pti n 

t and urity nhan e I T 

A guideline is a non specific principle or rul e that give dire ti n t me rt fact i n I' 

behavior. It gives additional support and adv ice fo r devel ping different p licie , pI' ced ure , I' 

standards. It assist policy makers in explaining the p li cy t the p li cy aud ience in m re impler 

terms since it is more detailed and pecitic when com pared with fram w rk. n the other hand a 

framework is general as compared to guideline. It i a general guideline that a certa in 

organization can adopt. It intend to connect inter related core c ncept that are appr priate t a 

variety of contexts [105]. 

2.8 Strategies for loT adoption 

loT helps telecom operators to deliver innovative and va lue-added product and ervice if it i 

properly designed and executed in the right way. The con umer need i al 0 different. Fo r 

instance, some consumers may need co nnect ivity and ome other may need complete luti n . 

Choosing the right strategies depends on evera l factor [106]. The fi r t facto r i the telec m 

operator's abilities such as available re ource and infra tructure. The econd i the di gital 

evolution of the country or the region such a a pl atfo rm trateg . It i unfitting for co untrie that 
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do not have software evolution[88]. Finall y, the ex istence of di gita l maturity model 

(DMM)[107] . 

There are five telecom strategies for ToT [108]. The fi gu re 2.3 below hows the e telecom 

strategies. 

Sensing 

For operators buying and selling loT data becomes a new so urce of revenue. Operators offer data 

to their customer in enterprises as an option to enable loT so lutions by using the existing 

infrastructure to deliver environmental data. 

This strategy is useful for more effi cient asset management of operator networks similarly brings 

new and reliable opportunities, and it also improves operational ex penditure through the 

exploitation of resources such as environmental analys is data which updated continuously by 

operators [ 109]. 

Connectivity 

Connectivity plays an important role in the complete loT and there are extra business 

opportunities in connectivity. It serves as the bas is of all telecom loT so lutions. Tn thi s strategy, 

telecom strategy provide an economical cellular connecti vity package of services and pricing and 

also provides high-quality & reliable communication by leveraging the potential in the existing 

customer base, space, and use mechani sms for billing[ll 0]. 

Generic Platforms 

This strategy is a broader solution in which an operator can offer a hosting environment fo r 

applications to multiple industrial sectors by providing the necessary capabilities to help 

developers meet loT requirements of process ing, storage, management, and sharing of data 

across advanced capabilities in software development with in-depth knowledge of other 

fields[ Ill]. 

Vertical-Specific platforms 

In this strategy an operator can offe r capabilities and building so lutions to solve small use cases 

that are tailored to a specific vertical market, without prov iding all components of these 

28 



solutions. An operator should have industry knowledge and experience domain to elect the 

vertical markets that intend to address carefu lI y[ 11 2]. 

End-to-End solutions 

An operator can offer all components of a so lution including en or device , actuator , 

middleware, analytics, gateways, user appli cations and other benefit (e.g. upport connectivity, 

and billing. 

This strategy brings more revenues and gives more control, but it needs carefu l planning, 

business partnerships with players, and technology in the indu try uch a dev ice manufacturer 

and chip[11 0]. 

Figure 23- loT st"atcgics for Tclccomll OI 

2.9 Conceptual model 

There are different conceptual models in the literature. Some of the models suitab le for the 

current study are discussed briefly below. 

2.9.1 Diffusion ofInnovation (001) 

The diffusion ofTnnovation theory was developed by Rogers [91], in his book he defined as the 

process in which an innovation is communicated via certain channels overtime among the 

members ofa social system. 
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According to Rogers[91] , in a soc ial system the e indi vidual do not adopt an innovation at the 

same time however they can be divided into adopter categorie ba ed on their first u age of an 

innovation. In addition Parasuraman [113] had introd uced the expre ion of 'Technology 

readiness index ' (TRl) at the beginning of the new mill ennium and it was publi hed in the 

journal of service research [5]. Parasuraman [I 13] propo e to mea ure the "people's propen ity 

to embrace and use new technologies for accomplishing goa l in home life and at work" 

[113]. So as to grasp the complexity of users ' beliefs about the u e of loT clas ification i 

normally used as a relevant means of interpret ing distinguish group. 

Prior 
conditions 
1. Previous practice 
2. Fell needs/problems 
3. Innovative ness 
4. NOrms of the social 
systems 

Communication channels 
+······· .. · .. ···· .. ,····· .... ····l ··'··· ...... ··············· .. ···•··· .. · .... ········ .... ···· ...... ·l .. ·· ···· ······ .. ·· .. ··· .. ··· .... l 

I. 

t 
Characteristics of tM 
dedsion-maktng lIni! 

1. Socioeconomic 
characteristics 
2. Personality variables 
3. CommunlcalJon behavior 

2.9.2 TOE Framework 

II. 

t 
Perceived c"aracle(lslics of 
the innova.tion 

1. Relative advantage 
2 Compatibility 
3. Complexity 
4. Trlalabllity 
5.0bservabillty 

III . 
Decision 

IV. 

1. Adoption ~ Continued adopllon 
~ l.alerAdoption 

~ Discontinuance 
2. Rejection • Conlinued rejection 

Figure 2 4-Diffus ioll of Innovation [91] 

Technology, Organization, and Environment (TOE) framework was developed by [114] and they 

focus on the context in which innovation takes place. This framework consists of three 

contextual elements or components. Namely: Technological context, Organizational context, and 
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external Environmental context. These contexts together hape the techn ological innovation of 

decision making of an organization[114]. The fi gure 2.5 below illu trate the framework. 

External Task 
Environment 

1. Industry 
Characteristics 
and Market 
Structure 

2. Technology 
Support 
Infrastructure 

3. Government 
Regulation 

Technological 
Innovation 

Decision 
Making 

Technology 

I. Availability 
2. Characteristi.cs 

Organization 

I. Formal and 
Informal 
Linking 
Structures 

2. Communication 
Processes 

3. Size 
4. Slack 

Figure 2 5-Tecbnology-Organization-Environmcnt framework 1I1 4j 

2.9.3 TOWl 

rDWI research conducted by Halper [115] focuses on data management and anal ytics issue and 

teams up with industry thought leaders and practitioners in order to deli ver both broad and deep 

understanding of the business and technical chall enges surroundin gs the deployment and u e of 

data management and analytics so lution. 

Based on the assumptions above, we have deve loped a strategic guideline by identifying 

parameters or indicators, from previous researches, that could be used fo r determining the leve l 

of companies' readiness for adopting loT. This guideline is used to help Ethio telecom 

understand loT and the critical factors that affect the successful implementation of loT [115]. 
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Eclipse smart home (ESH) framework is designed to ea e of re olution of loT y tern and 

problems encountered by developers who benefits fro m its interface, per i tence mechani m, and 

automation rules, as well as its SOA implementation[11 6]. 

This framework is a connection and integration framework particularly developed for smart 

home domain and it is independent of connectivity features of the hardware but rather, it makes 

emphasis on the implementation of a connector to the framework. 

This connector is called binding and it is expected to be implemented only once and at least once 

for a particular communication protocol. This framework, ES H, becomes largely famous since it 

is open source, and it is being widely implemented as a smart home so lution by a large market. 
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The Calvin framework[117] , is a hybrid framework of both the loT and cloud programming 

models to explain the complexity of diverse programming language di tributed computing, and 

communication protocols. This framework is developed by combining theories from fl ow ba ed 

computing and actor model. This framework divided the loT application deve lopment into four 

separate and sequentially executed aspects which are ca ll ed de cribe, connect, dep loy, and 

manage. 

2.9.4 Technology Readiness Index (TRI) 

Technology readiness refers to people 's tendency to embrace and u e new technologies for 

achieving goals in home life and at work[113]. According to Para uraman[11 3] technology 

readiness represents a gestalt of mental motivators and inhibitors which co llectively determine a 

person's tendency to use new technologies. For the purpose of thi study, technology readines 

defined as the Ethio telecoms' propensity to embrace and use loT fo r accompli hing goa l at 

work, which is measured with the Technology Readiness Index (TRI ). 

TRI is treated as a different version of Technology Acceptance Model (TAM), which was 

originally designed for the purpose of explaining user acceptance of new technology, which i an 

information system [113] . Also, TRI has been integrated with TAM by uggesting that the level 

of technology readiness particularly does relate to the level of technology acceptance, where both 

models are significant so as to understand technology adoption [11 3]. 

In this study, the focus is on TRI on ly as the readiness is the prerequisite of technology 

acceptance. In addition to this, knowing the level of readiness is the very first critical step to 

understand users ' acceptance on new technology [11 3]. In princip le, TRI allows researchers 

identify a set of motivators and inhibitors to embrace and use new technologies. TRI scale was 

used in various contexts; for example, online insurance [118], mobile data services [119], human 

resources [120], bank [121] , education [122] , and tourism [92]. Though, technologies have been 

changing after a while and new advancement in technologies has led to the development of 

technology readiness index 2.0 (TRl 2.0) [11 3] . When compared to the TRl 1.0 scale, the TRI 

2.0 scale is more condensed and consists of four dist inct dimensions with each factor including 4 

items such as: Optimism, Innovativeness, Discomfort, and Insecurity. 
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Optimism refers to a positive view in technology, togeth er with a beli ef f control convenience, 

flexibility, and efficiency [113] . 

Innovativeness refers to the propensity to become pioneer in technology and thought leader 

[113]. In previous studies, innovativeness has been mo t in ve tigated among factor which 

constitute technology readiness. It is an important factor which i po iti ve ly related to acceptance 

ofa certain technology [113]. More to thi s point, studies like Roehrich [1 23] how that there i a 

positive relationship between acceptance of new technology and innovati vene , and other 

studies didn't find empirical evidence that confirm thi s relation hip. 

Discomfort is a perceived feeling of being overwhelmed and lack of control by technology. Thi 

kind of feeling of being overwhelmed and lack of contro l by technology can create anxiety with 

technology. 

As Meuter et aI. , [124] discussed, regardless of the hi gh correlation between anxiety and 

technology discomfort, these two factors were two di ffe rent fac tor . imilarl y Dabholkar & 

Bagozzi [125] argued that anxiety also lead to lack of control and a a re ult thi lack of control 

can lead to discomfort. 

Insecurity is the lack of trust in technology and technology' ability to function properl y. It i 

considered as one of the most significant factors that lead to the rejecti on and non-use of new 

technology [113] . Moreover, insecurity also leads to negati ve perceived benefits [11 3]. 

Parasuraman [113] has indicated that optimism and innovativene are positive driver of 

technology readiness while discomfort and insecurity are negative attitlldes towards technology. 

TRl also enables the respondents on each dimension to be grouped into five useful 

segments related to technology - skeptics, explorers (earl y adaptor), avoiders (laggard), 

pioneers, and hesitators. For instance, the explorers will need minimal help to mastering new 

technologies, while the skeptics must be provided with concrete rea ons for adopting new 

technologies. As such, TRI will produce very rich information on the level of technology 

readiness. Due to several revolutionary technologies in the recent years, such as high-speed 

internet connectivity, mobile commerce, and cloud computing, TRI 2.0 wa introduced as to 

update and streamline the measures from the ori ginal [1 26]. 
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Regardless of more advantages over the ori ginal TRl , uch a wider application become more 

refined, and less burden to respondents, studies that have app lied TRI 2.0 are currentl y very 

low[16]. However, in the context of the fourth industrial revo lution, it i timely relevant t u e 

TRI 2.0 to investigate the loT readiness of Ethio telecom. 

By adopting and deploying new technologies, telecom indu trie are expected to improve 

their service quality and customer satisfaction. With re pect to the interaction between 

customers and technologies, previous studies have confirmed that cu tomer with a 

positive perspective felt that they would be receptive to technology product and ervice. 

On the contrary, customers who have negative perspective felt that they would be re i tant 

to technology products and services. Therefore, technology readine can po iti vely 

distress customers ' attitude and behavior in technology adoption. 

2.10 Related works 

Faizal, Zaidi, and Belal (2019), conduct a preliminary study to under tand the ME ' readine 

on loT in malaysia. SMEs need to transform towards TR4.0 ooner or later no matter how they 

will react to the radical technological change. The tran formation ha to be done ince the 

accessible source of capabilities will become obso lete and therefore i in uffic ient to u tain a 

competitive advantage under new emerging industry standards. Con equentl y, firm including 

SMEs worldwide have left without many option, however to prepare and get ready with the 

change. Therefore, the objective of thi s study is to focus on the i sue on JoT readiness among 

SMEs in Malaysia. A quantitative method was used. A questionnaire which compri se of two 

items addressing the respondent background and 16 items to addres loT readines with as-point 

likert scale adopted from TRI 2.0. All the data were then recorded and de criptively analyzed 

with SPSS V.20. The results of the study showed that the respondents are pretty optimism with 

the benefits provided by loT, but lacking of innovati veness to pioneer the introduction. What is 

more, though the respondents do not feel di scomfort with loT, they do eem undec ided either to 

trust it or not. In addition top management feels more optimism toward JoT but at the same time 

feel insecure to it. This study has found the respondents are quite opti mi m with loT that will 

increase their control, flexibility, and efficiency of the works. However, the overall mean of 

innovativeness is not quite sufficient to suggest that they are ready to be the pioneer and thought 

leaders ofIoT. 
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Meanwhile, the respondents do not feel ing discomfort with loT but undecided either it can be 

trusted or not for doing business. As a way forward the author recommended the fo ll owing: to 

improve the level of loT readiness, more incentives and support mu t be provided to M 

More training should be provided to SMEs to improve their knowledge on loT product or 

services. The respondents should be educated on how to control loT and make good u e of it. 

Also, long time planning concerning the use of loT must be done to avo id becoming too 

dependent on it. In addition, the directors feeling of di strust on loT hou ld be managed ince 

their support is crucial to the successful introduction ofloT in SMEs. 

Atayero, Oluwatobi and Alege (2016), conducted a study to as es the Internet of Thing 

adoption readiness of sub-Saharan Africa. This study mainl y focu ed on tudying how ready 

developing countries are ready to adopt foT. Thi s is important becau e being able to mea ure the 

readiness of developing countries in order to adopt foT will revea l gap that need to evo lve 

policy options to bridge gaps identified . Therefore, the objecti ve of thi tudy i to a e I T 

adoption readiness of African economies. A thorough literature review wa conducted to identi fy 

relevant factors to consider so as to examine foT adoption readine . From the literature rev iew 

the authors identified relevant indices that help in capturing vital component of loT. A a re ult 

of the literature review the study identified top ten performing countri es in each region fo r each 

of the indices. In addition to this, Sub Saharan Afri ca(SSA) wa di covered to be the fa te t 

growing in terms of mobile broadband penetration. This study deve loped an index that have the 

ability to effectively capture loT readiness of deve loping econom ies mainly those in SA. Thi s 

study tried to assess loT adoption readiness of SSA using the indices 101, NRJ, GC I, Gil and 

KEI. These represents indices for important loT components. Thi s wa accomplished by 

identifying the top ten countries in other regions for each of the indice . The countries included 

are Mauritius, Seychelles, South Africa, Rwanda, Kenya, Cape Verde, Ghana, Namibia, 

Botswana, and Senegal. Ethiopia was not included. ffEthiopia was included we could have used 

the study finding as a baseline and we cou ld take the assessment re ult and proceed fro m that on 

the way forward. Generally, SSA region are found to be lagging behind all the indices except the 

Gil. This indicate the region demands a strong institution which can dri ve the increase in human 

capital, Innovation that facilitate the delivery of affordable services, insta ll ation of adequate fCT 

infrastructure and a market which promotes competiti veness. 
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As a way forward the authors recommended to extend the finding of thi re earch an index 

which better captures the readiness of SSA countries on loT by c n idering ther relevant factor 

should be developed. 

Ali Alenezi (2019) conducted a study to assess internet of thing & cyb r ecurity read ine In 

smart-government and organizations. Sometimes, it is challenging for orga nization to map the 

digital environments that they operate. Since connecting new dev ice add complex ity to the 

infrastructure and sometimes organizations cannot manage it. The ri ing u e and ex pan i n of 

the internet increases the opportunity for its malicious u e that threaten privacy and ecu rity . 

Even though the benefit of loT is realized, the development of ecurity requirement ha been 

lacking and it becomes barriers when deploying ToT. 

This research focused on identifying the chall enges of loT on new-generation- mart-government 

and to dig out the main challenges facing the country in term of developing an loT framew rk 

for smart government. This study used both quantitative and qualitat ive method for validating 

the finding. A survey was used for extracting information about th deve lopment of loT, it 

absorption in the present day, companies and leve l of staffi ng, and perform ance the e companie 

are operating in the present scenario. The findin gs of thi study how that in ve tment, in 

compliance with standard, and risk assessment have a sign ificant effect n organiza ti n cyber 

security readiness. Also, the result showed that compliance to policie and tandard ri k 

assessment and investment strongly influence the cyber security readine . Without knowledge 

compliance will never exist. Training courses, conferences, talk wo rk hop and email 

significantly help to build awareness leading to better compliance with cyber security tandards. 

In addition, risk assessment and investment findings imply that the management ha a 

responsibility to secure funding for their department upgrade and employee trai ning and 

advancement to face the ever-growing cyber treats. Moreover, the oth er finding of the tudy i a 

model that investigates the relationship between employee awarenes , experti se, organi zati onal 

investment, risk assessment, and compliance with standard. Thi study expl ained the challenge 

involved in the implementation of smart government, particul arl y th e integrat ion of GOY 2.0 and 

smart cities and provides a framework for smart government to illu trate the challenge and 

phases of smart government. 
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As a way forward the authors of thi s study recommended in order to extend the re ult f thi 

study, an additional systematic research is required so as to determine h w r ady corporate and 

government security organizations are across the country and to better e timate contributing 

factors . Moreover, the survey instrument has to be enhanced to incorporate I 0 audi t and I T 

security readiness checklists. To promote the establishment of a ecure ba e for loT in mart 

cities and smart government it is worthy to investigate the potenti al of an loT framework 

according to NIST cyber security framework pillars design implement and veri fy. 

Hugo Gerritsen (2018) conducted a study on adoption of internet of thing in bu ine . loT 

popularity is growing however the popularity surpassed by the hi gh fa ilure rate of loT initiative. 

A research gap was identified since there was barely any literature on the influencing factor in 

the adoption process of loT. Most enterprises struggle with the effective adoption of loT. A 

stated on Cisco's survey 74% of the loT initiatives were a partial fa ilure. 

This is totally understandable as loT is st ill a complex and immature technology, with not many 

people who have the expertise to make loT projects ucces fu!. But, there are other facto r 

which influence the success of loT projects and enterpri ses have orne difficultie recogni zing 

and facing those factors. The purpose of this research aims to provide overview. The re earch 

method used was first a thorough literature rev iew on ex isting IT adoption models, then another 

review was conducted on the challenges which occur when adopti ng loT in bu ine . La tly, a 

case study was conducted in the form of expert interv iew. The finding of thi re earch include a 

synthesis of the three research approaches into an integrated Internet of Thin gs adoption 

framework. A framework consisting of eighteen relevant factors which influence the adopti on of 

loT in business was developed. Generally, to achieve the goa l of the research a thorough 

literature review and case study was conducted. Though, the current literature i incomplete in 

this area this particular research tries hard to be as complete as possible on the subject. The 

outcome of the three research approaches were synthesized into and integrated loT adoption 

framework. As a way forward the author of this research recommended the following: further 

research to extend the result of the case study on loT adoption in business should be conducted. 

In addition to this future research must consider that IT adoption model to see if any relevant , 

factors raise that wasn't raised in this particular research. Moreover, it could be used to further 

strengthen the finding of this study by confirming some overl apping facto rs. 
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Katole et al.,[127] proposed an loT fram ework that will take care of tandardi zati n and 

interoperability aspect with the help of which many domain pecifi c applica ti on can be built. 

The proposed loT g has three components. Application service layer i an independent layer and 

interoperates with the loT framework to provide application oriented and domain p cifi c 

services. The second layer is the loT fram ework consisted of utili ty layer and loT ervi ce layer. 

The utility layer consisted of utilities that can be used by di fferent application in the applicati n 

layer. Examples of utilities for application include navigation, location ervice , and tracking; 

and loT service layer, which provides various services fo r interoperability among di fferent 

entities in a targeted loT environment. 

An example of services includes device management service, dev ice communication ervice, 

mediator service, location service, security service, interface service, and data ervice. The third 

layer is the loT environment layer, which represents the network of ph y ica l entiti e or thing in 

the Internet of Things. 

The AVloT[128], is an loT framework developed for vi sualizing and managing loT object that 

are present in a specific environment; for instance a smart home. Thi fTa mework aim to all w 

users to apply its visual authoring tool s to abstract and program the behav ior of JoT thing. 

Therefore, end users can monitor easily and defin e the behavior of thing loT eco y tem without 

prior internal knowledge of the connection system of the sen or or the architecture. Thi 

framework is proposed in order to allow visual configuration and management of thing within 

an loT environment with ease. The AVIoT framework all ows a principled proce of th e 

abstraction of sensors and actuators, interactive loT visualization, and interactive foT authoring. 

Research gap 

Many studies focused on developing framework for managing loT object , whi ch can be applied 

on a specific smart domain. But from our thorough literature rev iew we have found a gap on the 

development of a guideline to help companies guide in their loT adoption decision. Therefore, 

this study attempts to fill the gap by developing a guideline that will give support for compani e 

in assessing their readiness for adopting loT. 

From the literatures reviewed so far a research gap was identified. In that it was hardly to find a 

literature on loT readiness to guide adoption of loT. Therefore, thi study stri ves to develop a 

strategic guideline to guide the adoption of loT in Ethio telecom. 
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CHAPTER THREE 

METHODOLOGY 
3.1 Overview 

According to oxford dictionary [129] , a research methodology i defi ned a the y tematic way 

of investigating and studying material and sources so as to e tab li h fact and rea h new 

conclusions. This chapter explains detail s of the research methodologyfl ll owed in thi tudy. 

This chapter also explains the different approaches and views in whi ch the methodology i u ed 

as well why the specific methodology has been chosen to carry out the re earch. 

3.2 Study area 

The study was conducted at Ethio telecom, the so le te lecom service prov ider in thiopia. It i the 

major internet and telephone service provider company. Among the vari u department in the 

company, information system is the department that is concerned with new inn vat ion and 

product development. The researcher work close ly re lated with in formati on y tem 

department/division throughout the research. The foc us of thi tudy being de igning a 

strategic guideline for assessing the readi ness of Ethio te lecom to ado pt loT. The ta rget 

population of this research is individuals who work in Ethio te lecom in information y tem 

department and directly participate in the new project of creat ing loT eco y tem. Ethio te lecom 

is the only company who is about to start an ToT company, and we need to minimize the co pe 

also. It is not possible to take the whole company employees as a populati on. The target 

population were identified prior to the data co llection and identify the department that i 

concerned with such kind of new technology adoption and implementat ion. 

3.3 Research design 

Two research paradigms characterize majority of researches conducted in the in fo rmation 

systems discipline; Behavioral and design science research[1 30]. Behav ioral research i one 

methodological approach primarily used to deve lop and test theori es that can explain, pred ict 

human and organizational behavior. 
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Despite the fact that, design science is a problem so lving approach which tri e treat new and 

innovative artifacts that extend the boundari es of human problem and rgani zati nal 

capabilities[130]. Design science was selected as a methodology becau e the outc me of thi 

research is readiness assessment guideline, an arti fact. 

This study followed the design science research (DSR) as a main re earch meth dology in rder 

to address complex problems by investi gating and deve loping the uti lity of the propo ed lu ti n 

artifact. Because the outcome of this study requires a des ign and de ign cience i uitable t! r 

this. 

A guideline is a model artifact or a statement that shows a CO llf e of acti n to t! lIow in d ing 

something. In our context, it is a statement that shows the procedure to be t! II wed before I 

implementation. 

In this study, Peffers et al.[131] design science process model wa u ed, a h wn In fi gure .1. 

The main activities are: problem identifi cation and motivation, defin ing bjective f luti n 

design and development, demonstration, evaluat ion, and communicati on. 

Design science research involves two primary activities to improve and under tand the behav i r 

of aspects of Information systems. The fi rst one is the creation of new knowledge through the 

design of innovative or novel artifacts and the other is the analy i of the art ifac t performance 

with reflection. The artifacts created in design science research include but not limited to 

constructs, models, methods, and instantiation [81]. 
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3.4. Problem Identification and Motivation 
3.4.1 Motivation 

The main motivation for doing this research was that adoption of loT i unex pl ited te hn I gy 

in Ethiopia. The loT adoption has been left alone in Ethiopia fo r ome tim now whil other 

countries have been trying to include and use it. The way the world i go ing in the 

communication roam shows that the need to shift or use Internet of Thing (loT) partiall y i 
inevitable. 

In addition to this, Ethio telecom is in the process of building an loT eco y t m. Furtherm re 

local researches conducted on the adoption of foT in the telecom indu try are very fl w. nl y ne 

study conducted by Melak [133] was found at Addis Ababa univer ity digital library. The ab ve 

reasons show that the area is wide open and there are lots of problem that need t be addre d. 

3.4.2 Problem Identification 

The initial step in design science is problem identification. Here is where the problem I' in thi 

case challenges are identified and presented. In thi s phase the pec ifi c re earch problem i 

defined and the value of the solution is justi fied. During this pha e the re earcher nducted 

thorough literature review from journals, confe rence proceedings and the internet t under tand 

the specific problems and to get deeper understanding towards the complexity of the pr blem 

nature. The main problem found from the reviewed li te rature was that, fo r implementing loT a 

huge investment is made and it requires a lot of resource . Therefore for ucce ful 

implementation of loT studying the Ethio telecom readiness is very critical. 

For conducting the survey, sample individuals are selected from Ethio telecom. ampling i the 

process of selecting units from a population which can be included in the tudy. [n thi tud y 

individuals are sample units. According to Acharya [1 32], sampling can be broadl y cia ifi ed a 

probabilistic and non-probabilistic. Hence, in the case of probabili ty ampling each member of 

the popUlation has an equal chance of being selected and included in the tudy ample. Wherea , 

in non-probability sampling the probability of a subject being selected is unknown. Among the 

non-probability sampling techniques purposive or judgmental sampling i elected for thi tud y 

to collect data. This technique was selected to use judgment to se lect ample that could enable 

to answer questions and to meet the objectives. It was necessary to take ample becau e it enable 

us to select individuals/employees who have a direct relati on with the topic we are tud ing. 
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This sampling technique was selected because it enables the re earcher to c Il ect target d data r 

data collection from experts who are in direct relation with the top ic bein g tudi d. Purp IV 

sampling enables a researcher to use judgment to se lect sample that co uld enable t an w r 

questions and to meet the objectives. In thi s study the case company i th i t Ie m. h 

company is on the start of implementing loT so it is good opportunity to obtai n the req uir d 

information from employees who participated in the implementation . In additi n to thi the 

company is the sole and state-owned telecom service provider in th iopia . 

For this research, detailed and focused literature review was done to under tand m r ab ut 

Internet of Things concepts and loT readiness assessment framework with a centra l i ue f 

identifying critical factors. Various researches conducted on foT are reviewed fr m j umal 

articles and conference proceedings. 

In addition, we conducted survey to extract the view of multiple stakeholder that parti ipate n 

loT readiness adoption. The stakeholders are the company employee . Becau e the takeh Id r 

must be aware of the loT concepts and pre requisites before the actual implementati n. A 

questionnaire with Close and open ended questions (see annex II ) were di tributed fI r elect d 

respondents and the response is collected accordingly for analysi . A que ti nnai re wa u ed 

because it allows us to capture objective type of answers from pre defined ption. And al 

questionnaire is the best instrument for conducting assessment. The que tionnaire item were 

extracted from TRI 2.0. 

3.4.3 Pilot testing 

For the purpose of testing the reliability and validity of the que tionnaire, a pi lot te t wa 

conducted. This was done by taking 10 sample respondents. These re pondent al 0 participated 

in the evaluation as well. In addition to this, doing thi s helped us to make ure the data co llecti n 

instrument was free from ambiguity and irrelevant items. Pilot te ting i impol1ant to minimize 

bias during data interpretation. The prepared data co llection instrument, the que tion nai re were 

distributed to willing respondents and they filled and return with con tructive feedback. Ba ed on 

the feedback the researcher made some modification to the instrument 0 a to minimize bia . , 

S· . . I .. sary to check validity and reliabilit of the mce the study use quantitative data on y, It IS neces 

measurement techniques. 
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Reliability checks the quality of the measurement. The measurement to be u ed ~ r an ling th 

data collected must give the same result if we run the test again and aga in . With ut an 

measurement the result will always stay invalid. Thus, reliabi li ty f the m a ur ment i a 

prerequisite for obtaining valid research findin g. And validity in quantitativ meth 

acceptability of the research finding[83]. Therefore, in order to en ure the va lidity f th findin g 

we perform a reliability test using a method of Cronbach 's alpha reliab ilit te t. 0 ing (hi 

helped us to show whether the questionnaire items response are con i tence a r (h tud . 

After taking respondents from the company a Cronbach 's alpha re ul t of 0.81 7 wa btained . 

This number is greater than 0.7, which shows that the researcher con ider that th e que ti nn airc 

was reliable to conduct a full scale of data co llection. 

3.4.4 Reliability Analysis Test 

Reliability test is critical when we interpret study effects and test re ul t . Thi te t i r the 

requirements that need to be performed in quantitative research . It i one fi rm r n uring 

internal consistency of the question in the questionnaire. 

Cronbach alpha coefficient is used more often and is incorporated in vari OLI tati ti al packag 

programs such as SPSS. The bigger the value ofCronbach's alpha test is, the m re the item in a 

questionnaire are inter-correlated [134]. Table 3.1 below show the res ul t or reliab ili ty t t. The 

overall Cronbach 's alpha value of the questionnai res item is 0. 854. Thi num ber how there i a 

high level of internal consistency among the questionnaire item and the item are in ter­

correlated. 

In addition, table 3.1 presents the internal consistency between each of the four major categ l'Ie 

such as optimism, innovativeness, discomfort, and insecurity. 

Ma' or categories Cronbach's AI of Items 

o timism 0.757 5 

Innovativeness 0.81 2 5 

Discomfort 0.709 5 

Insecurity 0.806 5 

. " f tl cstio nnaires' itcm Table 3 I-Reliability test result tor each categories 0 IC qu . 
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3.4.5 Data Analysis 

Research results interpreted from quantitative data can generat ·f:C t' 
e e lec Ive utput. A.er ti n 

quantitative data using the questionnaire, the co ll ected data wa entered and analyz d u in 

SPSS 20. SPPS software package was chosen as the analysis too l to help in implif ing th 

analysis process as well as the presentations of the result. Becau e the data 011 t d i 

quantitative data and SPSS is well known data analysis software fo r uch kind f data. h u 

of descriptive statistics also depends on the nature of the data co ll ected it all w data t b 

presented in understandable and meaningful way 

Descriptive statistics methods such as frequency di stribution, mean ca lculati n and , 
tabulation are used to summarize the collected data. 

3.5 Objectives of the Solution 

This is the second step in the design science research process model. At thi tep the tudya im 

to identify the design requirements for designing the proposed read ine sa e ment guideline n r 
loT. The objective of the solution, strategic guideline, was to fac ilitate [oT readine a e m nt 

and to bring success. 

It aims to provide answer for the questions "what guideline needs to be de igned fi r t tin g the 

readiness ofEthio telecom to adopt loT?" after identifying a problem and once the relevance wa 

evaluated, a solution was developed in the form of a strategic gu ideline. The main aim i t 

design a strategic guideline for assessing the readiness of Eth io te lecom to adopt loT. 

Quantitative data was gathered to assess the readiness level, awa reness, famil iarity of the employees 

of loT. As a data collection tool questionnai re was used to show how the propo ed guidelin i 

expected to support solutions to the challenges that were not previously addre ed or con idered 

in other researches. 

The purpose of the guideline was to identi fy potential gaps prior to loT adoption and pr vide the 

organization with the ability to fill the gaps before beginning loT implementati n. Defi ning the 

objective of the solution is dependent on the problem identified and requirement et which ar 

the bases for deciding details of the guideline. 
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3.6. Design and Development 

Design science research should produce a feasible artifact in the form of m del , 111 th d , 

constructs and instantiations[135]. In this phase the actual artifact, which i a guidelin , 

designed and developed. A guideline is a model artifact or a statement that how a COur r 
action to follow in doing something. In our context, it is a statement that how the pr dur 

be followed before loT implementation. The survey is used to identify currentl y exi ting g p 

regarding the preparedness of the company to adopt loT. A theme is identified fr m th ur 

result. Two frameworks TOE and DOl are used to identify component that get in line with th 

identified problems. The guideline is designed by taking component from b th fram w rk 

adapt the current challenges. The designed guideline shows prior is ue to c n ider b re 

initiating loT adoption with a description. 

Each of the components of the guideline is discussed in detail in the next chapt r . The 

developed readiness assessment guideline is designed to Ethio telecom but can be u ed n r ig 

organizations with massive network infrastructure. 

3.7 Demonstration 

Demonstration is the application of the artifact developed to a real life situati on. In thi pha e the 

researcher demonstrates the artifact developed, the strategic guideline, to the end u er fi r th e 

purpose of collecting feedback to improve the proposed artifact. The end u er are th e wh 

uses the artifact at the end, in our case the employees. 

Since the guideline is designed in statement form, the technique we used to demonstrate it to the 

participant is a graphical representation ofthe guideline component . In addition, a de cription f 

how they are related to one another and what each represents was provided. 

A session with some of the respondents was held and the guideline i demon trated b 

explaining the purpose of each components of the guideline. We start by electing participant 

. . Id s effective knowledge of h w to u e the and the resources required for the demonstratIOn mc u e 

artifact to solve the problem. 
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3.8 Evaluation 

As explained by Peffers et a1.[136] without evaluation, we only have an unpr ven d ign th r 

or a hypothesis in which the developed artifact is usefu l for so lvi ng ome pr blem r makin 

improvement. Also, the guideline developed needs to be evaluated for the purp e of e aluat ing 

its quality so that it can be valuable to solve real world problem[ I 12] In thi pha e th tud 

tries to measure and evaluate how well the guideline helps in a e ing th read ine f th 

company in implementing loT. Evaluation proves how the propo ed guideline i effi ctiv and 

efficient in identifying the missing factors or components for saying the c mpany i read 

enough to implement loT. This is performed by comparing the objective f the lu ti n t the 

observed results after demonstrating the guideline. The respondents of the re ar hu ed 1 v rify 

the completeness of the guideline and the capability of the guideline for guid ing the ad pti n f 

loT. 

This study attempts to construct a guideline; in order to evaluate the de ign arti fa t f th 

proposed guideline; we followed Peffers et al.[136] evaluation method. The eva luat i n m th d 

are expert evaluation, logical argument, technical experiment, action re earch ubject ba d 

experiment, case study, and illustrative scenario. By considering the above evalu at i n meth d In 

this study we used expert evaluation to evaluate the proposed guideline. By taki ng int a unt 

the applicability of the guideline, experts who gained adequate knowledge and experience in th e 

area were used for the evaluation. With the aim that the researcher wi ll obtain fruitful fe dba k 

from these experts and modify the proposed guideline in a way to achi eve the objective et 

along to solve the existing problem. 

3.9 Communication 

After the completion of this research work, the report is submitted to the chool of J nform ation 

Science as a partial fu lfillment of MSc. Degree in Information Systems. And an attempt wi II be 

made to distribute the results of this research to a well-known academic conference and journal. 

The final artifact of this study, the guideline, wi ll be communicated to Ethi o telecom to er e a 

a reference during the implementation ofToT. 
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4.1 Overview 

CHAPTER FOUR 

ANAL YSIS AND DISCUSSION 

The purpose of this chapter is to report the findings by giving a brief de cription f the I' ult . In 

this study, Parasuraman and Colby [126] technology readiness scale wa u ed. The in trum nl t 

measure and evaluate customers' technology readiness is the TRI scale with 36-item that wa 

invented by Parasuraman[I13]. This measurement scale consists of fo ur con truct : ptimi m 

innovativeness, insecurity and discomfort. Each of the constructs consi t of fi ve item . Th I v I 

ofIoT readiness was measured by five items which were borrowed from Lin & H ieh [I 7] and 

Makanyeza & Mumiriki [138] and adopted to fit this research objective. 

A questionnaire comprising of five items to address the respondents background and tw nty 

items to address the loT readiness of Ethio telecom with a 5 point Likert ca le ranging fr m I fI I' 

'Strongly disagree ' to 5 for 'strongly agree ' was adapted from TRI 2.0. In order t en ur the 

respondents understanding of the survey, on all questionnaire forms a page fba ic infl rmati n 

on loT was attached. Due to cost and time limitations, the researcher ha per onall y di tributed 

the questionnaire to the respondents. 

This study focused on Ethio telecom employees. During the data co llection, the que ti nnaire 

was directly distributed to the employees at different pos ition by using per onal communicati n. 

Of the total questionnaires, 72 were returned, of which 65 were appropriate for ub equent 

statistical analyses. The rest of the data was incomplete. The time fo r data co llection wa fi· 111 

March 2020 to July 2020. After completing the data collection, all the data were recorded and 

descriptively analyzed using SPSS v.20 statistical package. 

4.2. Respondents Background 

S ... . . d the ' rCT u age i pre ented in table ummary of respondent's posItIOn In the organIZatIOn an Ir 
4 . ~ d' tors and 29 2% re pon e fi· 111 .1. The survey has receIved 9.2% responses lrom Irec , . 

executives. And this study has obtained 29.2% from engineers and 32.3% from con ultant 
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In terms of leT usage, 85.1% of the respondents are . . using email ervice, 7 . % th 
respondents are usmg social media, and 58.4% of th d . e respon ents are u Ing mobi l III 

and have computer and software at work. Generally th' s t t ' . " , I sa ISt lCS have Indica! that alth u h 
the respondents are familiar with some le T tools some t ' 11 ' . . . ' are no Stl USIng any Internet web pag 
in order to SOCialize and communicate with customers h'l , W I e more than hal f ar y t a ut t 
adopt the current trends of doing business with onl ine platforms. 

Items Frequency Percentage 

Respondent Position 

Directors 6 9.23% 

Executives 19 29.23% 

Engineers 19 29.23% 

Consultant 21 32.3% 

leT utilization 

Email services 56 85.15% 

Social media 51 76.9% 

Mobile messages 38 58.4% 

Table 4 I-l)emographic characteristics of rcspondcnts 

4.3. Motivator 

Motivators are the positive aspects of technology readiness which comprises of two trait : 

optimism and innovativeness [113]. These traits are the enablers or drivers that improve an 

individual 's technology readiness. A 5-point likert scale, ranging from strongly di agree t 

strongly agree, was used to capture the respondents opinion . While a mean sco re from 0.0 I to 

1.00 represents "Strongly Disagree", a mean score of 2.00 represents "Disagree", a mean c re 

from 2.01 to 3.00 represents ''Neutral '', a mean score from 3.0 I to 4.00 repre ents ' gree", and a 

mean score from 4.01 to 5.00 represents "Strongly Agree". The results Ii ted here are from the 

likert scale range. Each of the traits were considered different, an average wa not cal ulated . 

Because each represent a different meaning. 
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4,3.1. Optimism 

Optimism is one of the traits of motivator which refers to a positive view of technolo and a 

belief that it provides increased flexibility, contro l, and efficiency in people ' li ve [II ]. 

Therefore, in general an optimist respondent fee ls favorably towards u ing technol gy. he 

tend to see more benefits in specific technology and worry less about the drawback r n gati 

side oftechnology[139]. 

Summary of the respondent's suggestion concerning optimism motivator i hown in table .2 

below. The mean was taken from the analysis result of the data from P . It wa alcu latcd b 

taking the average of each item in each of the four dimensions. 

Percentage 

Issues Strongly Disagree Neutral Agree Strongly Me n 

Disagree Agree 

loT will contribute to a better 46.8 53.2 4.53 

quality of working life 

loT will give more freedom of 44 .2 55.8 4.56 

mobility at work 

loT will give more control over 67.5 32.5 4.32 

daily activities at work 

loT will make working life more 22.1 55.8 22.1 4.0 

productive 

Respondents prefer to use 44 .2 55.8 4.56 

advanced technology available 

Average Mean 4.39 

Table 4 2-Summary of survey result on Optimism 
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The result on optimism show that, the issue of "respondents' fi 
pre er to u e mo t ad an d 

technology available" and also the issue of "loT will give them fr d . . 
more ee om of mob Jil t at 

work," registers mean of 4.56. Also, loT will contribute to a better quality of working li ft 

mean of 4.53. On the other hand, loT will give more control over d 'l t" . 
al y ac IV ltle at w rk 

achieves on the average 4.32. Finally, loT will create more productive working life with m an of 

4.0. 

Therefore, with average mean of 4.39, respondents 'Agree ' with optim ism in u ing 10 r m 

the result, it can be concluded that the respondents have sufficiently posi ti ve view on 10 and 

believe that it will give them better control, flexibili ty, and efficiency over their day to day 
working activities. 

With this level of optimism, it appears that the respondents are more motivated and read 

accept loT with its potentials. 

4.3.2.lnnovativeness 

Innovativeness is another trait of motivators which refer to the tendency to be a techn logy 

pioneer and thought leader[ 113]. Consumer innovativeness research ha found that the e 

essential individual characteristics highly correlate with consumer's creativity behavior and 

novelty-seeking behavior such as adoption of new technology product[140] . Therefi re, thi 

parameter is used because individuals with a high degree of innovativenes , how intrin ic 

interest in trying new technologies and will become early adopters or innovators. 

The respondent's suggestion concerning Innovativeness motivator is shown in tab le 4.3 bel w 

based on the five issues. 
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Percentage 
Issues Strongly Disagree Neutral Agree Str ngl n 

Disagree 
gr e 

'Atwork, others will come to the lOA 20.8 35 .1 23.4 10.4 3.03 
respondents for advice on loT 

The respondent will be among the 20.8 45 .5 22.1 11.7 3.25 
fi rst of the circle to acquire loT 

when it appears 

The respondent can figure out loT 11.7 20.8 55.8 1 1.7 3.25 
products/services without help from 

others 

The respondent can keep up with 11. 7 32.5 55.8 3.44 

latest loT developments III their 

areas of interest 

The respondent enjoy the challenges 1004 33.8 45 .5 10.4 3.45 

of figuring out loT gadgets 

Average Mean 3.37 

Table ~ 3-Summary of survey result on Innova tivcness 

The result on innovativeness shows that, the issue of, "respondents can figure out loT 

products/services without the help from others" scores a mean of 3.68. AI 0 , wheth r 

respondents enjoy the challenge of figuring out loT gadgets registers a mean of3.45 . In add iti n, 

respondents can keep up with the latest loT developments in their areas of intere t regi ter a 

mean of 3.44. On the other hand, the issue that, "respondents will be among the first to acqu ire 

loT when it appears" score a mean of3 .25. Finally, the respondents somehow 'agree ' that other 

will come to them for advice on loT at work with a mean of 3.03. Therefore, with the average 

mean of 3.37 (between 'Neutral ' and 'Agree'), it can be concluded that the re pondent 

motivation still need to be improved so as to become more innovative as their tendency to be the 

loT pioneers and thought leaders are just slightly better than average (' eutral '). 
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4.4. Inhibitor 

Inhibitors are negative aspects of technology readiness which have two trait : 111 cur ily and 

discomfort. These are the detractors which decreases individual 's technology readine [11 3]. 

4.4.I. Discomfort 

Itisoneofthe traits of the inhibitor which refers to the perceived lack of contro l over techn logy 

and a feeling of being overwhelmed by it. We expect a negative re lationsh ip between thi lrait 

and technology usage. In addition to this, consumers control beliefs positively afft t their 

adoption oftechnologies[141]. 

Summary of the respondent's suggestion concerning discomfort inhibitor is depicted in table 4.4 

below. 

Percentage 

Issues Strongly Disagree Neutral Agree Strongly Mean 

Disagree Agree 

If the respondent get technical 10.4 11.7 33.8 44.2 3.12 

support from a provider of loT, 

he/she will feel as they are being 

taken advantage of someone who 

knows more than they do 

Technical support line will not be 45 .5 32.5 22. 1 2.77 

helpful to explain loT in terms that 

the respondent understand 

The respondent think that loT 10.4 23.4 33 .8 32.5 2. 88 

systems are not designed for use 

by ordinary people like him/her 

There is no such thing as a manual 10.4 57.1 10.4 22.1 2.44 

for loT product/service that is written 

in plain language 
'-
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It is embarrassing when the 32.5 57.1 10.4 2.78 
respondent has trouble with an loT 

gadget while people are watching 

Average Mean 2.9 -

Table.t 4-Summary of survey result 011 Discomfort 

The result on discomfort shows that, respondent are omch w " r e' In that th ill (ak 

advantage of someone who knows more than them with a mean of .12. n the th r hand th 

r LI respondents "disagree" to the statement that, loT y tern are n t d 

people like them with a mean of 2.88. Moreover, the re p nd nt m " Lit th 

statement, "it is embarrassing when I have trouble with an I T gadgct whil e p pi r wa t hin 

me" with a score mean of2.78. 

Also, the respondents seem to di sagree to the tatement whi h tate, the te hnica l upp rt ill 

not be helpful to explain and make them understand the I T bctter with a m an 2. 77. 

Furthermore, the respondents inclined more toward "di agree" with a m an f 2.4 n th 

statement that ask, there is no manual fo r loT product/ ervi ce that i ea read. There~ r" 

with the average mean of 2.79 (between "Oi agree" and ' eutra l"), it an e n luded that 

respondents do not necessaril y perceived lacking of contI' I er I and fee lin bei ng 

overwhelmed by it, which indicates that they do not eem to di comfi rt with I T. 

there is no guarantee that their readiness to adopt loT will be inhibit d y thi ee ling. 

4.4.2. Insecurity 

This is the second traits of inhibitor which refer to a di tru t of techn temm i n g fr m 

skepticism about its ability to work properly and concern about potential harmful n equ n 

[92]. This trait combines general safety concern , need for a uran e and ut nega ti 

outcomes. Here, individuals who are distrustful of and skeptica l ab ut te hn 

risks rather than benefits in any new technology and therefore a oid it. 

The respondent 's suggestion concerning insecurity inhib itor i hown in tab l . b I 
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Perc nLag 
Issues Strongly Di agree Nt u(ral Agr S Ir nl n 

Disagree 
r 

The respondent will be too 23.4 55 .8 20.8 3.74 
dependent on loT to do things 

at work 

Too much loT will distract the 10.4 10.4 11.7 67.5 
,-- .-

respondent to a point that is 

harmful 

loT will lower the quality of 10.4 22.1 33 .8 33 .8 3.8 1 
relationsh ips by reducing 

personal interaction 

The respondent will not feel 10.4 33.8 44.2 11 .7 2.57 

confident doing business that is 

reached only by loT 

The respondent is worried that 32.5 20.8 46.8 
.-

3.1 

information sent over the 

internet will be seen by other 

people 

Average Mea n 3.324 

Table 4 5-Summary of survey result 011 Insecurity 

The result on insecurity shows that the respondents are omehow ' gree" t all lalel11 ' nl 

mentioned in table 4.5, loT will lower the quality of relati n hi p reduc ing per nal 

interaction, they will become too dependent on loT to do thing at work and feel rried that 

information they sent over the internet wi ll be een by other people a ell a I11U h J 

distracts to a point that is harmful with a mean co re of3.8 1 3.74 .74 and ) re pecti I . 

The respondents are not sure either to fee l confid ent or not to do bu ine e thal an 11 1 e 

reached by loT with a mean of2.57. 
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Therefore, with the average mean of 3.324 (betwe n ' neutral " nd' 
it an 

concluded that the respondents seem to be more dependent n 
d th ir da 

activities, and believes that too much loT wil l cau e di traction at m pint. nd in dditi n 

the respondents believe that JoT will lower their per onal intera ti n. 

The above results indicate that respondents feel ome ort of in e urit b ut I 

there is no guarantee that their readiness to adopt loT wi ll be inhibited b thi lin 

4.5 Discussion 

It seems that they are somehow not innovative enough to be loT pi n er and th u ht I 

Moreover, the respondents believe that they can figure out loT pr du t and 

help from others. This implies that, their technical knowledge on I 

good. Their motivation to become more innovative and be om I T pi n rand th u 'ht I 

still needs some improvement. 

On the other hand, the respondents are generally not feeling di m rt with I 

somewhat 'disagree' that they will lack control over loT and feeling rbein 

In terms of insecurity, they feel somehow insecure about loT. 

But it is difficult to tell that loT is perceived a harmful and di tru t by the re p 

it. 

the fact that, when looking at the individual item of the factor in e urity, the re p nd nt d 

concern on being too dependent of loT to do thing at work. AI 0 th Y have rrie that, it ill 

lower the quality of their relationship with their colleagues by reducing interper nal intera ti n. 

4.6. Design requirement 

The strategic guideline to be followed must incorporate the fol lowing requirem nt t fill the gap 

identified during the assessment. 

• The employees must be motivated to be loT pioneer and thought leader. 

• Ensure the employees have control over loT and do not feel 0 er helm d b it. 

• Implement security policies to reduce employee fee ling of in curit . 

• Reduce employees feeling of being too dependent on loT. 

• Ensure employees do not feel too dependent on loT. 
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• Understand the consumer's expectation and r adine In th ha a Ii th t it \ ill 

reduce their interpersonal relationship. 

4.7. Objective of the solution 

The purpose of designing the guideline is to serve a a ba eline ~ r pr paring a tr t g r th 

effective implementation and successful adoption of the loT in the in I r 

the objective of constructing the guideline for implementi ng loT in 

• To have consistent implementation of loT. 

• To avoid any redundancy and optimize reso urce 

• To optimize costly operation 

• To attract stakeholders of the organization toward u ing the I 
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CHAPTER F1V 

DESIGN OF THE STRAT 01 

In the previous chapter, we have come up with orne in ight of the finding . hi 

with the proposed strategic guideline for assessing Ethio telecom readin 

chapter brings the components of the strategic guideline and th d ripti n 

components. 

5.1 Guideline development procedure 

e h 

. FI hi 

th 

As noted by Lin & Chang [1 42], knowing the level of readin i the II' t riti al t p t 

understand user's acceptance on new technology. Sa ed on the literalure I' ie 

identify the key activities in technology readine s and what need l 

adopting a new technology. According to the finding , we revealed lhallh re p nd nl w r n t 

innovative enough to be loT pioneers and thought leader. 

Therefore, it is very important for the management to create m il 

and to motivate them to be pioneers and innovative enough . Additi nail , a I l r I' 
feel insecure about loT. Therefore, the readiness a es ment guide mu t gi altcnti n t ical' 

out employee's insecurity and frustration and to boo t their confiden e. he PI' p cd uidelin 

must incorporate such kind of issues to consider it carefully before lh ad pti n and during lh> 

readiness. The proposed strategic guideline was obtai ned by combining comp nent fr m T • 

and DOl adoption models and the gap identified from the data analy i re ult de i n 

requirement) (see section 4.5). 

To fulfill the gaps identified the strategic gu ideline should include the fI II wing mp nent 

• Top management support to motivate and support the employee t ward u ing [ T 

• To let the company employees have more control over loT th guid line mu t ha a 

component to assess the complexity of loT, a having c ntr 

complex the technology is. 

ill d pend n h 

• In order to reduce employees feeling of in ecurity, the trategi guid lin 

component to address implementat ion of ecurity, go ernan e and p Ii 

h u Id ha 
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5.2 Components of the Strategic Guidel ine 

The proposed guideline for Ethio telecom was b d h 
a e on t e pr liminar tud and d lail'd 

literature review. The proposed guideline was con tructed to fill th gap identified r m th d t 

collection by integrating components from 001 and TO framework. It in Iud r m 

these frameworks that have the ability to fil l the identified gap and u in ul "lin J th 

design requirement. The 17-guideline components were extra ted fr m lit ratur . 

literature review was conducted on technology readine and re uir m III 

for loT adoption. As mentioned above, the guideline component weI' tra t d 

studies and customized to our context and were te ted by the re p ndent . II th guid lin 

components are presented below. 

1. Defining business goal & the expected outcome 

It is very important to clearly identify and defi ne the problem tatement that intr du in I I ill 

solve. Despite the fact that, for any initiative, the succe of JoT i 

clarity of a problem statement. 

treme ly d pend nl n th 

The organization stakeholders, employees, must identi fy the expected ut me t gether ith the 

key success metrics. And the organizat ion shou ld know how the loT luti n wi ll impa t th 

efficiency, productivity, and customer satisfaction in the long run . It i al vcr cru ial t d 'fin> 

the key performance indicators that will be measured and improved through I T luti n . 

2. 10 T objective & 10 T use cases suitable for the business 

loT implementation starts with identification of key objective, with ut n u ing at all n the 

market hype. Whether a company wants to start a new line of bu ine implif it e i ting 

operation, compete with competitive companies, or just want to explore ab ut it: figuring ut the 

key objective is crucial. Accordingly it wou ld be be t if thio t lecom determine hat the 

company wants to achieve by implementing the loT technology. ea h rganizati n ha 

different needs, for instance some may aspire to improve customer ex peri en e 

to decrease operational costs. It may be a bit hard to identify bu ine 

company business need. The first and foremost thing Ethio tele om h uld d 

objectives based on the overall mission and vision and create a roadmap to a hi 

goals. 

hil th r aim 

reat k 

e th u 111 
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3. Understanding the Industry pressure 

Large companies have advantageous competitive po ition in the market 

customer preference. Recently, the disruptive potential and te hn logi 

have changed not only the market segmentation but al 0 the cu tom r 

t rg tin g 

Inn I 'I 

n. 

For this change the major output are purchasing per onalized and u t miz d pr du t and 

services that are delivered faster. This is the most important a p 

advantage or pressure, particularly since the change happen ing v r 

companies are facing a challenge in sustaining continuou inn vativcnc 

competitive advantage. 

mp liti 

nu 
a t k p th if' 

Even though, Ethio telecom is the so le telecom service provider in th untr , th mll t pi n in 

advance by taking into consideration key factors to sati fy cu t mcr n ed and t . ta in the 

market as other competitors are joining the industry. 

4. Understanding the organization size 

In recent years, loT as a technological innovation is a valuabl re ur that i ' al 

bigger shifts. The changes have a huge impact over qua l ity tandard 

costs, and in terms of legal aspects such as individual, ocia l, and envir 

are various challenges that a company will face on the way of ad pting I 

bring forward a new way of strategic thinking for achieving u tainability. Thu 

ing lip 

if thi 

applications will require higher rate of adaptation and better management f th e p 'rati nal 

systems of the company business models. Simultaneou Iy, the need tran fI I'm th > 

infrastructure of organizations will appear together with the increa in g n rated numb I' f 

innovations. The size of an organization has a direct relation hip with the re ur e pr ided , 

. hid 1 T. particularly in terms of taking the initiatives to adapt to the innovative c ange re ate t 

Therefore, the company must take into consideration the re ouree available at hand emplo e ' 

competences, position in the market, and the size of the company before adopting 1 T. 

5. Conducting Basic & applied research 

A research should be conducted so as to create a knowledgeba 

input for the planning and design of the loT innovati on. 

hieh ill lat r be u d an 
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A basic research which investigates the advancement of cientifi kn ledg hi h n t hav' 

the specific objective of applying this knowledge to practica l pr blem and appl ied re ar h 

which is a scientific investigation that intend to olve practical prob lem. h r 
mpan 

must start with a basic research which then lead to app li ed re ar h. h re ult the ' 

researches will end on start of the development stage. 

6, Understanding the Complexity/ compatibility nature of l oT 

Regarding structure, there are various factors which influence the path r inn ali n a ti iti . 

The more big, complex, and differentiated product and services are pr vid d y th rgani/ ti n, 

it is easier to cross boundaries and higher number of source to b u ed ' pli it high 

possibilities for generating new ideas. As the size of the market get increa ed and ragm nt d, it 

will be more difficult to achieve a reliable and efficient integrati n fit ppli ati n . 

There are various technologies, platforms and busine e that inter nne t and uild I 

standard for its broad application in the industry. All the approa he have th am' gal , t 

become a standard and used in the market by companie . The increa e in th numb'r hardwar' 

and software used during the adoption will constraint the adopti n of I T in a m r pen wa . 

Some of the devices and technologies used for the adoption of 10 and it tandardizati n ill 

become useless or unnecessary in the next few years, thu it i imp rtant t d fine a pr per 

strategy for the company so as to keep up with the transformation flow. It i imp rtallt t 

understand the short life performance of loT appliance in compari n with the gen'ri 

computing technologies, which can then be utilized for much longer peri d f lime. Th purp > 

and functionality of the prod uct is what wi II shape the approach 0 f the u r rut mer t the 

service or product provided. 

7, Choosing the right plat/orm, tools amI solutions provider that fit tllio fete 0 111 1/ d ' 

Before the implementation of the JoT technology choo ing the right plat rm , t I , and 

solutions that can contribute and go in line with the key objecti e id ntified in th lem 

statement is significant to the successful implementation of loT. f tin ed in 

. . It' er ignifi an t that , thi integrating different available solutions with JoT I ma Ive. I 

. that ran ge fr m big t mid il telecom chooses its platform wisely. There are many compal1le 
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and has the potential in providing loT solutions. While choo ing an I 

should focus more on agility and core offerings and make an inform d de 
luti n 

i i n. 

This also includes the language used to program and key PI 

supported by all platforms. 
n t II langua I 

8. Identify the hardware & device and participating in the CO/1I1e t d Ollitioll 

Ethio telecom has to carefully identi fy the hardware, machinery and equipment r man ' . j. tin' 

inventory of devices. As per organization goals and the expected ut me, Ethi mm 
have to collaborate with suppliers which provide sensor, actuator brid e, dapter and til r 

hardware's. The combination of existing devices and the identified comp nent r m th de i 's 

layer, which becomes the source of the comprehen ive data acquired by the platfl rm . 

The organization should identify everything that it take to onboard phy i al die t til' 

connected platform. 

9. Define device connectivity & data f ormat 

An enterprise loT solutions deal with the various protocol and me hani m need'd fI r die 

connectivity. It includes how sensors and actuators communicate with lega 

devices talk to the edge layer, the raw format of data et which are generated the d'vi e ', th ' 

protocol translation that takes place between devices and gateway. en r mmuni at· t 

gateway and edge layer through Bluetooth low energy, Zig Bee, Z-wav , · thernet, i ti , rial 

Port etc. the data format can be XML to CSV to JSON. The edge layer wi II ha e t tran lat' th . 

wire format protocols and transport protocol before sending the data t the I T platfl rm . 

Therefore, the organization has to clearly define the right combination of data format and 

transport protocols across the stack to go a long way. 

10. Prepare data points & metrics aligned with the outcome 

Sensors attached to loT devices generate multiple data poi nts which tran late t 

While the data is the root of an enterprise loT so lution, it i impo/1ant l 

right data points that contribute to the metrics. Every device that i conne ted t 

generate dozens of data points. Some of the data need to be anal yzed in bat h 

ma e data t . 

e the 

ari u en r 

hile ther data 
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points need to be analyzed in real time. Thus, the organization h uld pr p r dat pint 

metrics that support in achieving the company objecti ve . 

JJ. Development-Develop new product & service & busine s tnodel 

nd 

Regularly, the organization needs to create new product and ervice nIp i ling pr du lS 

by connecting them to the internet. It is critical in improving cu tom r e perien e and in r a in ' 

competitive advantage. 

In addition to this, while creating a new loT product and ervice th rg niza ti n 'h uld u~ 

on outcome based solutions. Before implementing any ideas, outcome mu t d 

solutions must have a focus on specific outcomes more than thought . An uld 

deliver a lot of insights into consumer buying behavior, p ychol g and PI' du t u 'abi lil 

however that data is not an outcome. Also the insights that are gathered fr m th data ar \ n t an 

outcome/ the real outcome that Eth io te lecom mu t focus on i h w the mpan g a ut Ll sin 

the data to increase revenue and consumer satisfaction. 

The ultimate goal should be to co llect key analytics and analyze th e t imp!' vc de i i 11 

making. Therefore, each of the new ideas and solutions mu t be outc me riented . Th' la t n CLl ' 

should be given to gather key analyt ics and analyze those to improve deci i n makin . 

12. Prototyping implementation 

Before initiating the loT project, a team/ al l stakeholder / mu t be gathered fr m different 

departments to think it thoroughl y. By its nature, loT involve variou tem I inl'ra lith 

each other. This means Ethio telecom need employees with di fferent e perti Llt the 

projects inception, design, prototyping, imp lementation, and incrementati n. ep nding n the 

need and the loT product/ services to be introduced ome of the expert th at th rganiLati n 

must include in the pre-implementation team includes: oftware engineer mpuler engineer , 

Mechanical engineer, Electronic engineer, IT expert, utomati n ngin r, Tel m 

Specialist. .. 

67 



Implementing loT technology in a company is like implementing any th r pr . 

is unavoidable; it is a key. In order to understand the complex ity f building I 

services Ethio telecom must decide on the outcome, carefu lly d ign th 

acquire the required knowledge, and then test with a prototype. 

mmilm nl 

impl m nlati n, 

Prototyping consisted of using already available and les robu t y t m whi 

attached and removed as required so as to understand what work and wh n t. h 
consist of hardware's designed with loT in mind, or even with an adapt d Ra 

Arduino products. 

ma 

r 

If the team input, initial results, and cost estimates on the fu ll loT implem nt ti n < r til r n 
for maximizing optimism, then Ethio telecom must commit to it by impl m nting ller platfl rm 

and hardware with better quality that is more responsive and fa tel'. 

13. Implement security, governing, and policy across each layer 

Just like any other enterprise solutions, security is very cri tical for all I ' pI' du t < nd . rvi l:S. 

Datasets should be carefully encrypted, anonymized, and compre d b fI rc p r rmin' un 

processing. So a complete and inclusive governance model is imp rtant t re trict accc " t 

sensitive data and report by unauthorized users. Developing policie that define hi h r I, and 

personas are allowed to control the devices and accessing the bu ine ard . 

loT security must be tightly integrated with the ex isting bu ine ecurit bet 

practices. This planning must also include identifying and implementing mple u lI1e rul " 

which define several policies for interconnecting devices and acce ing the data. ata priva 

and security are primary concerns while implementing loT. Therefore, the rganizati n need t 

make sure that data governance best practices are integrated into the I T implementati n. In 

addition to this, applying communication protocols, endpoint ecurit ntr fraud 

management, and encryption could be taken as measure to enhan e data pri a and urit . 

And if necessary, general data protection regul ation (GDPR) compliance uld b 

minimize security breaches. 

14. Integrate loT system with other advanced technology(col1necl, adapt 1,,1 gral 
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What it takes to set up an loT technology stack, that are uitabl fI r I 

sensors, communication networks, devices, cloud infra tructure I plat 

After the sensors are set in place for collecting and toring data, u in 

technologies for using the data for analytics, edge computing and m 

infrastructure. Furthermore, data from mUltiple ource hould ulti m 

language to be processed either in the cloud or on an edge device. 

nne Ii n in lude .. 

ne\ 

peak th ., Il1 

This is because before the loT applications can provide the de ir d in i ht, da t must b 

collected from several 'things', then communicated thru a network fI r urth r pr ' ing. 

Therefore, these new loT technologies need to be needed to b c nn ted and int gra ted 

physically and logically with legacy systems and mu t be updated a 
f thi s 

phase, the result is a fully functional system by includ ing data 11 , trag. und 

processing. Therefore, Ethio telecom must plan carefu lly to integrate I T ·tem with ', istin' 

and other advanced technology without disrupting the ex i ling legacy y tem. 

15. Commerciallizaiton (DOl) 

Once the new system are integrated and adapted with the legacy 

production, manufacturing, packaging, marketing, and di tributi n of I T pr du I ' and cr icc. 

that embodies and innovation. This is the stage where the innovation i ful l d' el p'd pa 'd 

thru several tests and ready to be used by the potential u ers and fulfi ll it purp e. 

16. Top management support(TOE) 

In the adoption of any innovation top management support is very imp rtant. Their attitud 

depends on the level of openness for adopting new and innovati ve oluti n ha high impa t 

over the rate of successful adoption. Of course, switching to such ne t hn I g require a 

. I d'ffl ce dep nding n the ize f change in the company culture and posture. There IS a ways a I eren 

the company. The smaller the company is the easier to get feedback. H we r a th > ompan i 

I . ld fi d t get feedba k fr m all the I m arger m terms of size the management shou In a way 0 

Users and affected employees. 
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The top management must be able to clearly identify al location f I in the mpan 'I, 

strategy. Ethio telecom should decide to adopt products of loT a d t .. 
n raIning mu t pr ided I 

all employees regarding required and relevant topics. One trategy could b pr p rI di idin. lh 

entrepreneurial units which should be segmented into independent mall unit 

with the dynamism ofthe target market and its dimen ion . 
r ke ping up 

17. Diffusion and adoption(DOI) 

Once all the technology product and services has been developed, a de i i n ha t 

begin diffusing the innovation as the different actors and stakeholder need t e in imult n' liS 

ways so as to make the diffusion process as effective as po ible. 

Various stakeholders can be the entity producing the innovation or the I T pr du t and s. 

entity(es) funding it and others while various actors could be change agent diffu ina. 'ncic~ 

or systems, governmental agencies, regulating agencies, and other actor whi h he ' th a ilit t 

communicate and disseminate the innovation to potential adopter. In thi tage the c mpan 

must create organizational relationship with other companies to facilitate the ucce ' ful di rfu 'i n 

and adoption of the loT technology. 

5.3 Demonstration 

Demonstration of the artifact developed, the strategic guideline wa made t the r p ndent . In 

this phase the researcher demonstrated the strategic guide line to the re pond nt fI r the purp 'e 

of collecting constructive feedback so as to improve the artifact. ince the trat gi guidel inc i 

in statement format, the technique used by the researcher was to create a graphical repre entati n 

of the guideline main components and demonstrate the graph con tructed. fier thi , a rief 

description of how we come up with the guideline was made. In addition to thi ad ripti n n 

how the components are interrelated to each other and what each of the omp n nl repre enl d 

was clarified to the respondents so that they could have a clear picture of the trategi guideline. 
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The demonstration was made by using a laptop and a projector, a print d 

guide was also shared with 10 respondents so they wil l be able to e th 

description by themselves. 

5.4. Evaluation of the strateg ic gu ideline 

Ih slmlc,i 

mp n nl nd their 

As an artifact, the developed guideline need to be evaluated 0 a t alu t il qu lit nd fil 

for purpose which in a way be valuable to solve the identified rea l w rid 1. 

Moreover, when evaluating an artifact it can be from mUltiple per pecti ilit , 

completeness, functionality, and we may use any evaluation meth d u h ac PCl1 al idal i n, 

experimental testing, and descriptive method [143]. 

This study used expert evaluation to val idate the propo ed trategic gu id linc u ing I Iphi 

method. As Hsu [144] explained, the Delphi technique i a widely u d m th d 

feedback from respondents in their domain of experti se. The rea on fI r h e p It 

validation is since the Delphi technique is suitable to extract expert ' 

and in their own area of expertise. Therefore, 10 expert from information y t m di i 'i 11 ef 

chosen to evaluate the proposed strategic guideline. They were elected ba cd 11 til -ir r lation 

with the loT ecosystem and they also participate in the urvey. 

After the selection of the evaluators from the information y tern department, we prepared u 

printed format of the guideline and prepare a session to discus with the parti ipant . 

The evaluation questionnaire was adopted from [145]. The question were eu t miled t ur 

context. The printed guideline along with the evaluation que tionnaire wa pr ided t th > 

respondents prior to the presentation. The researcher explained the comp nent r the e aluati n 

criteria's so that they have that in mind while the presentation wa made. e t I that a rief 

presentation of the proposed strategic guideline was made to the re pondent . Cler that all r 
the experts were asked to evaluate the guideline (goal , environment tru tu re, a ti it , and 

evolution) by filling up the questionnaire. 

Proposed strategic guideline evaluation result 

A reliability test was made in order to test the que tionnaire int rn al u in g 

I f th t t i indi ated in lhe cronbach 's alpha method before the actual evaluation. The re u t oe e 
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below table as presented in the table, the cronbach ' s alpha te t re ult i 

questionnaire response are reliable since it is greater than 0.7. 
I thi m an lh 

Based on the result, the survey achieved a value of approximately O. , m aning the qu 

items have high interrelation, collinearity, and red undancy to mea ure am c n ept r 

Cronbach's Alpha 

0.861 

Cronbach 's Alpha 

Standardized Items 

0.866 

um ber of It em 

23 

Tablc 5. l-Rcliability statistics result for the empirica l datel 

A total of23 question items were used to evaluate the propo ed guid line thr ugh a ik rt al 

data measurement technique and then those interval cale item are gr up dint Ii ba i 

categories. 

The evaluation questionnaire (see annex Ill ) wa analyzed u ing a de riptiv tati ti al anal i ' 

such as mean and standard deviation methods. We u ed the mean t kn w thc cnlra l t nd ' n 

of the guideline. As shown in the table be low the ummary of th riteri n i prc ented and th ' 

highest mean is 4.45 and the lowest 3.91.The evaluation re ult averag 111 an i 4. 14 , hi h 

implies, the evaluators or the respondents have agreed that the guidelinc ullill'd lh' 

requirements of goal, environment, structure, activity and evo luti n. What i m re a hi e e th . 

maximum benefit of the guideline improvement area and ome Ii edba k wa pr id d fr 111 ll" 

survey evaluation using an informal in terview at the end of the evaluati n. 

Descri tive Statistics 

Evaluation Criteria N Min Max SId. DeviMli() n 

Goal 10 2 5 

Environment 10 2 5 

Structure 10 2 

Activit 10 2 \.09 

Evolution 10 2 .846 

10 2 .877 
uideline 

Table 5. 2-Descriptive statistics resu lt of guideline evaluation survey 
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5.5 . Discussion of result 

A previous study conducted by Faizal et aI. , [146] asse ed M r adin n I and und 

that the respondents were quite optimism with loT that wi ll increa th ir c ntr n ilit , 

and efficiency of the works. However, the overall mean of inno 

sufficient to suggest that they are ready to be the pioneer and th ught 

quit 

Meanwhile, the respondents do not feel di scomfort with loT, but und cid d eith r it c n 

trusted or not for doing business. 

A study by Faizal et aI. , [146] on ly studied the M readine In M lay i . In dditi n t 

assessing Ethio telecom employees readiness, thi s tudy have deve l p d a trat gi guid lin t 

support in the adoption of loT. As a design cience re earch, any arti a t mu t b e aluat d 

before actually put in place. The evaluation resu lt of thi tudy h wed that the r p ndent have 

agreed with the strategic guideline fulfill ing goa l, environm nt, tru tUI' , a ti vity and ev luti n 

with a total mean of 4.14 out of 5. 

After the demonstration and evaluation an informal di scu ion wa h Id with the re p ndcnt , 

and the following are the feedbacks provided 

• The guideline should be utilized in the real li fe ituation. 

• There could be some unforeseen change and requirement , whi ch ma ari a th 

• 

• 

implementation begun. Therefore, the guideline must be open and al l to in OI'P rate all 

new circumstances. 

Detailed and step-by-step instruction on how each of the guideline comp nent ork 

essential. 

An agreed framework by scaling up the trategic guideline, to guide th c mpan n it 

loT readiness implementation and further refi nement may be requir d depending on the 

things available on the ground . 
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6.1 Overview 

Chapter six 

Conclusion and Recommendati n 

This chapter presents an overall summary of the research undertaken. It fI u 

the result of the study is related to the research que tion and obje tiv 

chapter also provides recommendations for future re earcher and xt n i n 

finding. 

6.2 Conclusion 

n h ing h 

the i . hi 

thi th i 

As a new technology, Internet of Things is at the initial stage of dev I pment in ~ thi pia. I 

one important enabler ofIR 4.0 that will redefine the domain different indu tric . I ill a 

the competitive advantage of companies worldwide including thiopia. 

loT readiness ofEthio telecom is yet to be under tood. The finding ofthi 

elt , the 

the respondents are quite optimism with loT that wi ll increa e their c ntr I f the w rk and 

efficiency. Though, the overall mean of innovativene i not quite um i nt t uggc t th t the 

employees are ready to be the pioneers and thought leader of loT. 

So as to improve the level of Ethio telecom loT read ine ,additi nal in enlive and upp rt 

should be provided to the respondents as a payback fo r their optimi m nI T. What i m re, 

more training should be provided to the employee in order to improve th ir kn wledge ni T 

products and services. Meanwhile, even though the re pondents do not feel di com fI rt with I T, 

more awareness should be created on how to contro l JoT and make good u of it. M re ver, 

long time planning is a must regard ing the use of loT to avoid bec ming t 0 d I endent nit, 

also to maintain existing human interaction and relation hip . La tly, the re p nd nt ' 

awareness and knowledge should be increased with relevant program . Thi re earch i an initial 

study to understand loT readiness basic component to contribute to future tudie . F r ne t 

investigation and researchers, thi s research can be extended by evaluat ing the trategic guidel in 

to assess the readiness of Ethio telecom for loT. 
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In order to achieve the objectives of thi s research an attempt wa 

research questions: 

Challenges to adopt loT by Ethio telecom 

r th in 

In response to this question, through literature review an attempt wa made t id nti th 

challenges to adopt loT by Ethio telecom by conducting a thorough lit r lure re ic . 1 h 

literature review result revealed that the most common challenge fa ed while d pling I • 

includes performance, reliability, availability, security and privacy, ca la ilil 

interoperability, big loT data, compatibili ty mobility and investment. 

Requirements to design the strategic guideline 

In oder to identify the requirements needed to design the trategic guid lin a primar d la wa 

collected using survey questionnaire to identify the readine level of lh rc p nd nt in rd r t 

adopt loT. the analysis result indicated that the re pondent were not a 

they required more motivation from the top management, it eem that the rc p ndcnt d n t 

have control over loT and worried that loT wil l create dependence n the tc hn I gy. What i 

more, the respondents also feel insecure about loT. Ba ed on the identi fl ed gap fr m th data 

analysis the researcher tried to define the des ign requirement for the tralegi guideline and ,t 

the following: 

• Top management support to moti vate and support the employee t ward u ing I T, 

• To let the company employees have more control over loT, the guideline mu t ha a 

component to assess the complex ity of loT, a having contr I will d p nd n h w 

complex the technology is. 

• In order to reduce employees fee ling of in ecu rity, the trategic guideline h uld ha e a 

component to address implementation of ecurity, governan e and p Ii . 

What suitable guideline can be designed to guide the adoptioll of foT by Ethio tete 0 11l ? 

The proposed guideline incorporates the findin g that are identi (j ed u ing th ur 

f · hi h questionnaire. Tn addition, the findin gs of the re earch indicated the area 0 IInpr ement 

needs to be included in relation to technology readine of the emplo ee and ar addre ed in , 
the guideline. Therefore, to fill the gaps identifi ed fro m the ur e r quir menl the pr p d 

guideline was designed by incorporating ome component fr m " and I fram \i rk . 
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The proposed guideline is believed to improve the readi ne of - thi t I 

successful adoption of loT and be prepared in advance fo r the Lip om ing 

amount of investment. This study doesn' t perfo rm the w rkabi li t 

m t a hi 

guideline by applying it a real life situation. Therefore, another re ar h n d 

finding of this research by testing the guideline in thio telecom c nte t. 

6.2 Recommendation 

Based on the findings of the study, the foLlowing recommendations ar su '1 d as a IVa 

forward. 

• This research study focuses on 1T profess ional trom -thio t Ie m in rmati n (m 

division for collecting data and designing the guideline. · urth r re ar h nccd t 

to assess loT adoption from users and cu tomer per pectiv . 

• The respondents' optimism on loT is a good indicat r t tran ft rm ':.thi tcle m t ard 

IR 4.0. With this level of optimism, the respondents should be g iv n lIIore /1 ollf'ag ' III 'l/f, 

incentives, opportunities, and supports from the company to equip 1111111S' lv .\' wifll loT 

technolog ies. 

• The respondents ' do possess some element of inn vativene that will help them t 

increase their motivation to adopt loT. everthele , a the c re all etween ' neutral' 

and 'agree', the respondents are more likely to be te hnol gy II weI' than th > 

innovators. Since loT is still very new in our countr and lor Elh io lele alii, III I 

respondent 's knowledge needs to be enhanced in order to be the piol1'er ' alld t/lOlI hf 

leaders ofloT This can be done by exposing them with mol' trainin on loT. 

• The respondents' are not fee ling di comfo rt with loT. Thi a go d ign t intr duce 

loT as the respondents are not thinking that they wi ll be l ing ntr I and being 

overwhelmed by loT. Even though the re ult didn 't 'how thaf di ' om/orl I ilh illhibif 

respondent 's readiness for l oT, training on how to achieve b ' lIer onlrol a/ loT alld 

make good use of it must be provided. 

• The respondents are a bit skepti cal that JoT will work proper! and will n t bring harmful 

consequences to the company. There/ore, to increase loT readin .. a Elhio leI 0 111 and 

to get lull support from the top management, the re pond nl ' kepl i 01 fi elin all JoT 

should be reduced. 
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• Since loT is a new technology, top management initiation t intr du I T in thi 

telecom is very important. In addi tion to thi , top manag ment ptimi m n I wi ll 

increase the confidence level of employee and provid upp rt to impl m nt th n \ 

change. 

• loT security issues should be given priority where the fac ilitie and in ra tru tur 

improve them have to be des igned and developed. 

• Other researchers can extend the resu lt this re earch by te ting th w rk il it th 

strategic guideline developed in this research. 

The evaluation survey confirmed that the guide line component can fulfill th c fiv ritcr ia 

and the guideline is ready to be used for assessing the readine . 
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Annex I: Infonnation Sheet 
Dear SirlMadam, 

In partial fulfillment of the requirements for the Degree of Ma ter of ien e in In rmati n 

systems, currently I am conducting a research on "Designing a readine lin 

towards adopting loT: The case of Ethio telecom" at Addi baba niver ity. Th im thi 

study is to design a framework for guiding the adoption loT by thio telec m. Thi que ti nnaire 

is prepared with the aim to collect data about the readines of the c mpan . Y ur an wer i ' 

extremely valuable for the success of this study and it i hi ghly appr ciated. Th ue ti nnair 

survey will take approximately 30 minutes to complete and the re ult of the urv y wi ll be u 'cd 

for the purpose of academic research onl y. Hence, all re pon e wi ll e kcpt in tri t 

confidentiality and individual participants wi ll not be identified in any rep rt r publi ati n 

and also shall not be used for other purposes other than the intended ai m f th i re ear h. I ki nd I 

ask you to read all the questions carefu ll y and give you r genuine an we I' ba ed n ur 

awareness of the current condition at your company. Your dedicati n i m t valued and 

appreciated and I would like to take this opportuni ty to thank y u in ad ance [I r our kind 

participation, genuine and on time response to the que tionnaire. 

If you have any inquiry, please fee l free and contact me amanuclzewdu3 a 'mai l. com r 

+251932514406 

Thank you Again! 

Amanuel Zewdu 
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Annex II: Data collection instrument 
Demographic Characteristics: 

Please indicate your response to each question by circling th appr priat r. 

1. Age 

A. 10 - 15 years old 

B. 15 - 30 years old 

C. 30 - 45 years old 

D. 45+ 

2. Education 

A. High School 

B. Bachelor's Degree 

C. Master's Degree 

D. Ph.D. or higher 

3. Work Experience 

A. 1-2 years 

B. 3-4 years 

C. 5-10 years 

D. More than 10 years 

4. Current Position 

A. Directors 
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B. Managers 

C. Executives 

D. Engineers 

E. Consultant 

F. Trainer 

4. ICT Utilization Percentage 

A. Email 

B. Mobile Massagers 

C. Computer & Software 

D. Social Media 

E. Online Business 

F. Others 
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14 

6 

7 

8 

9 

------------

No Questions 

Optimism 

loT will contribute to a better quality of working 

environment. 

loT will give me more freedom of mobility at work . 

loT will give me more control over my daily 

activities at work. 

loT will make me more productive in my working 

environment. 

I prefer to use the most advanced technology 

available. 

In nova tiven ess 

Other people will come to me for advice on loT at 

work 

I will be among the first in my circle of fr iend to 

acquire loT when it appears 

] can figure out loT products and service without 

help from others 

I can keep up with the latest loT development In 

Survey Scale: Strongly Di agree=l ; 

Disagree=2; 

Neutral=3; 

Agree=4; 

Strongly Agre - 5; 

1 2 3 4 5 

1 2 3 4 5 

1 2 3 4 5 

1 2 3 4 5 

1 2 3 4 5 

1 2 3 4 5 

1 2 3 4 5 

1 2 3 4 5 

1 2 3 4 5 
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1-- my areas of interest 

110 I enjoy the challenges of figuring out loT gadgets. 

1"-

II 

Discomfort 

If I get technical support from a provider of an loT 

product or service, I will sometimes feel as if I am 

being taken advantage of by someone who knows 

more than I do 

12 In my opinion, technical support lines will not be 

helpful to explain loT in terms that I understand 

13 Sometimes, I think that loT systems are not 

designed for use by ordinary people like me 

14 

15 

16 

17 

18 

19 

20 

There is no manual for loT product or service that' s 

written in plain language 

It is embarrassing when I have trouble with an loT 

gadget cwhile people are watching me. 

Insecurity 

I will be too dependent on loT to do my work 

Too much loT wi ll distract me to a point that i 

harmful 

loT will lower the quality of relation hip by 

reducing personal interaction 

I will not feel confident doing busines with a place 

that can only be reached by loT. 

I am worried that information I sent over the internet 

will be seen by other people. 

1 2 

1 2 

1 2 

1 2 

1 2 

1 2 

1 2 

1 2 

1 2 

1 2 

1 2 

3 4 5 

3 4 5 

3 4 5 

3 4 5 

3 4 5 

3 4 5 

3 4 5 

3 4 5 

3 4 5 

3 4 5 

3 4 5 
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Annex III: Evaluation Survey 
Dear respondent, 

I am conducting a research entitled "Designing Readiness Assessment Guideline towards 

Adopting loT: The case of Ethio telecom" as part of the partial fu lfi llment of the 

requirements for the Degree of Master of Science in Info rmati on Systems, at Addi Ababa 

University. Throughout the data co llection process, you have provided valuable input 

especially during the guideline demonstration and evaluation pha es. In thi en e, the 

proposed guideline is improved ri gorously based on your previou comment and ugge tion . 

This evaluation survey as the extension to the prev ious in terview evaluati on i developed ba ed 

on five categories and these are goal, envi ronment, structure, act ivity, and evolu tion. The Ar t 

section will evaluate the goal of the proposed gu ideline in te rm of goal attainment ut ili ty, 

feasibility, and generality. The second section will eva luate the environmental per p tive f the 

proposed guideline in terms of people, technology, and organization. The third ecti n will 

evaluate the structure of the proposed guideline in term of c mpletene , im plicity 

understandability, consistency, and homomorphism. The fourth ecti on will eva luate the activity 

of the proposed gu ideline in terms of completeness, simplicity, con i tency, fu ncti nali ty, 

trustworthiness, and perfo rmance. The last section will evaluate the evolution of the pr p ed 

guideline in terms of robustness, scalabili ty, adaptabili ty, modifi abi li ty and learnin g capability. 

The evaluation survey will take approx imately 25 minute to complete and the re ult f the 

survey will be used for academic research only. Hence, all your re pon es will be kept in 

strict confidentiality and would not affect anyone in any ca e. If you faced any unclear p int or 

need support, please do not hesitate to contact me th rough the below addre . 

The evaluation survey is conducted by employing a five-point Likert ca le t hn ique. The al 

are; strongly agree, agree, neutral or neither agree nor di agree, di agree and tr ngly di agr e 

and their ass igned we ights are 5, 4, 3, 2, I respectively. 
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Thank you in advance for your active participation and generous contribution to the evaluation of 

the proposed guideline. 

Amanuel Zewdu 

aman uelzewd u3@gmail.com 

No Evaluation Criteria Strongly Disagree Neutral Agree Strongly 
Disagree Agree 

Goal 
I The proposed guideline will a llow 

achieving its objective or can facilitate the 

successful adoption ofIoT. 

2 The proposed guideline will be useful to 

achieve the desired goal. 
,.., 

The proposed guideline is feasible In .) 

terms of technical, operation, and 

economic perspective 

4 The proposed guideline is broader In 

scope to address the problem 

Environment 
5 The proposed guide li ne is consistent with 

people in terms of usefulness, ease of use, 

ethicality, and absence of side effects . 

6 The proposed guideline is consistent with 

the organization in terms of business 

alignment, and absence of side effects. 

7 The proposed guideline is consistent with 

technological fitness, and the absence of 

side effects. 
Structure 

8 In terms of the structure of the proposed 

guideline, it is complete and contains a ll 

the necessary elements 

9 The proposed guideline contains a 

minimal number of elements. 

10 The proposed guideline is uniform, 

standardize, and free from contrad icti on 

among the elements. 

II The proposed guideline can be 

comprehended, both at a global level and 

the detailed level of the elements in ide 

the guideline 
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12 The proposed guideline is in harmony 

with another model and the modeled 

phenomenon 

Activity 

13 The activity of the proposed guide line 

contains all necessary elements and 

relationships between elements 

14 The capability of the proposed guideline 

to provide functions which meet stated 

and implied needs when it is used under 

specified conditions 

15 The activity of the proposed guideline 

contains the minimal number of elements 

and relationships between elements. 

16 The activities in the proposed guideline 

maintain their uniformity, standardi zation, 

and freedom from contradiction among 

the elements. 

17 The proposed guideline is trustworthy in 

terms of expected outputs delivery and 

performing correctly. 

18 The degree to which the proposed 

guideline accomplishes its functions 

within given constraints of resources. 

Evolution 

19 The proposed guideline can handle 

invalid inputs or stressful environmental 

conditions. 

20 The proposed guideline either to handle 

growing amounts of work gracefully or to 

be readily en larged . 

21 The ease with which the proposed 

guideline can work in contexts other than 

those for which it was specifically 

designed 

22 The ease with which the proposed 

guideline can be changed without 

introducing defects 

23 The ability of the proposed guideline to 

learn from experience 

96 



Declaration 

I, the undersigned, declare that this thesis research is my original work and has not been 

presented for a degree in any other university, and that all source of materials used for the project 

have been properly acknowledged. 

Declared by: 

Name: Amanuel Zewdu 

Signature: ~ Date: J=l ~, 'I J L O 1"2-Z-

This thesis research has been submitted for examination with my approval as university advisor. 

Name Date Signature 

-. 

Advisor: Million Meshesha(PhD) 

97 



Addis Ababa University 

College of Natural and computational Sciences 

School of Information Science 

Title:- Designing Readiness Assessment Guideline towards 
Adopting loT: The case of Ethio telecom 

Candidate: Amanuel Zewdu Signature __ -- Date,_----

Advisor: Million Meshesha(PhD) Signature ~. Date J¢f 6tJ/ltJ lIZ 
I 

98 


