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Abstract 

The volume of unsol icited commercial e-mai ls, also known as spam, is in such a rapid 

increase that almost over 90% of all e-mail messages are spam. We are in a state where 

an average of200 bill ion e-mail spamsare sent eachday. This problem is exacerbated by 

the fact that many of these spams contain some sort of malicious code for attack. In 

addition to wasting of users' time and attack threats, the huge amount of spam also 

consumes bandwidth and storage spaces illegally. There have been efforts over the years 

to combat spam messages. The most popular ones arc based on e-mail content analysis 

and IP address reputation. Techniques based on e-mail content analysis arc fall ing behind 

because of spammers' ability to trick suc h filters using legit imate e-mail-like words in 

their contents. The introduction of image and PDF spams is also another headache for 

content based filters. Fi lters based on IP add ress reputat ion are also not coping well with 

the spammers because of the dynamic nature of II) addresses and the difficulty of hunting 

down malicious addresses before significant damages are donc. Our approach is to filter 

out spam messages before they are delivered to the user' s inbox based on packet fl ow 

characteristi cs. This is a complimentary approach that can be used with other techniques 

to reduce the number of spam messages reaching users' inbox. Our approach is based on 

over 55,000 packet fl ow records. We have identified nine features that best different iate 

spam from legitimate e-mail. Based on these attributes and a classification model with an 

accuracy of 99.5% and a fal se-positive of 2.6%, we have developed a ranking algori thm 

that scores a given flow into one of five categories. Based on these scores, a given packet 

flow will be accepted, rejected or will be passed for further examinat ion by other 

techniques. In addition to giving the advantage of not rel yi ng on e-mail content or IP 

address to filter spam, our method also avoids the wastage of resources like bandwidth 

and storage space by spam messages. 

Keywords: Network flow, E-mai l spam, Feature selection, Classification, Ranking 
algorithm 
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CHAPTER ONE: INTRODUCTION 

1.1 Background 

Communication is a vital part of human life. People use different communication 

techniques to convey information among each other; to carry out business 

correspondence or just to keep in touch with relat ives. Electronic mail , also known as e­

mail , is one of the most popular communication channe ls being widely used these days. 

E-mail is an electronic message transmitted over a network from onc user to another [15'J, 

Because of its low cost and fast communicat ion, e-mail has been widely used for years. 

Sparn (also called junk e-mai l) is an unwanted c-mail that has been sent to large number 

of recipients on the In ternet for several purposes; including adverti sing, spreading 

malicious programs, annoying, and ph ishing. Spam is a problem that practically every e­

mail user encounters. More than 85% of all e-mai l messages are like ly to be spam and 

this level is still rising [6]. The problem of spam begins with the definit ion of the term 

itself. It depends on the attitude, position, temper or even mood of the person rece ivi ng an 

e-mail , whether he/she classi fies an incoming mail as spam. 

The following are often referenced defin itions of spam: 

"Spamming is the abuse 0/ elec/ronic messaging systems /0 send unsolicited bulk 

messages, which are generally undesired" [3]. 

"A n elec/ronic message is spam iff4]: 

(I) The recipienr 's personal identity and conI ex/ are irrelevant because the 

message is equally applicable 10 many olher potential recipients AND 

(2) The recipienr has flot verifiably granred deliberate, explicit and srill­

rel10cable permission/or it 10 be sent ". 

Spam is a problem that plagues every organization from the biggest of enterprises to the 

smallest of businesses and individuals. Accord ing to a study by Symantec, one out of 

every 617 spam messages contains a malicious code or mal ware [I]. From 2001 to 2008, 

spam volume grew from 8% of all e-mai l vo lume to over 80% of all e-mails. Even many 
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enterprise customers are finding that over 95% of their e-mail traffic is spam. Deal ing 

with spam can severely hamper employee productivity as well as time and resources from 

IT departments [I, 5]. 

Current approaches to identify and filter spam can be classified into two categories: those 

based on characterizing the properties of the sending SMTP server, and those based on 

analyzing the contents of the e-mail message. These approaches are also called pre­

acceptance and post acceptance tests, respectively. These techn iques have the ir own 

advantages and disadvantages. The details regarding these techniques arc dealt in Chapter 

two. 

1.2 Motivation 

The spam filtering techniques mentioned in the last paragraph of the previous section 

could not prevent the explosive growth of spam. Usuall y spammers seem to go one step 

ahead of the defense mechanisms. Thus, researchers are still looking for novel techniques 

that are capable of preventing or effectively ident ify ing spam. Currently. most spam 

detection is accomplished by filters at the receiving end of the e-mai l life cycle. These 

spam filters have become complex and yet ineffective against some spammer evasion 

techniques like image spam and parasitic spam (embedding spam into kgitimate 

messages). Another negative aspect of filtering at the receiving end is that it does not stop 

the bi llions of packets that traverse the Internet and consume resources. Therefore, ant i­

spam tools need not onJy fi lter spam at the users' inbox, but also before deli vering the 

message to the user, at the network core, prevent ing the illegal consumption of storage 

space on mai l servers. 

Whereas the spammers have the flexibi lity to alter the content of e-mai ls as users update 

spam fi lters, they have far less flexibility when it comes to altering the network- level 

properties of the spam they send. Thus, effecti ve and accurate pre-acceptance filtering 

can significantly reduce the load on SMTP servers and enhance their ability to identify 

and mitigate spam. 

Spammers arc even able to evade existing pre-acceptance tests like blacklisting using 

zombie (compromised computers by attackers) computers and botnets (network of 

zombies) . As pointed out in [9], 85% of all spam is estimated to come from a few bottlet 
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clusters. Therefore, it is very critical to detect thi s botnet machines based on thei r 

network-level behavior (rather ilian simple IP address blocking) to mitigate bi llions of 

spam e-mails that ori ginate from the spamming machi nes. 

In thi s thesis, we propose a spam detect ion approach that does not rely on e-mail content 

which is very easy fo r spammers to change and de lude protection mechanisms. Network­

level behavior of spammers will be analyzed to develop an algorithm that will help in the 

design of more robust pre-acceptance techniques. 

Studies show that the network layer behavior of suspicious hosts diffe rs substantia lly 

from that of legitimate mail servers, both in acti vity and incoming/outgoing traffic 

patterns [7, 8]. Recently a few researchers have proposed some approaches and 

techniques to detect malicious machines based on network-level behaviors [8, 10, II , 12, 

13]. This work differs from the past approaches in that we try to identify novel traffic 

features that are general enough to detect spammers based on traffic in fonnation only and 

we focus speci fi cally on detecting e-mail spam, not on detecting botnets in general , 

unlike most others. 

In this study, from the network level properties, those properties that arc general enough 

to detect spamming machines and are more difficult to alter to the spammers will be 

explored and used to develop a spam detection algorithm. 

1.3 Statement of the problem 

In 2009, there were 1.4 bi ll ion e-mai l users on the Internet sending 90 tri ll ion e-mail 

messages. Out of these, 73 trill ion were spam messages, averaging 200 bill ion e-mai l 

spams per day. The spam amount has shown 24% increase from the previous year [2] . 

According to [17], US companies alone arc losing over $70 bill ion a year in lost user 

productivity. 

Even though there have been plenty of research works done on combating e-mail 

spam over the years, there still ex ists a huge gap in fi ndi ng optimum solution 10 the 

problem. To this end, we have identi fied the fo llowing main problems among others. 

~ The existing techniques arc eas ily evadable 
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}> Most existing techniques have high fa lse positive rates 

}> The existing techniques impose huge load on the mai l servers 

}> The existing techniques do not prevent wastage of resources illegitimately 

}> The exist ing techniques are expensive 10 maintain 

1.4 Objectives 

1.4. 1 Ge ne ra l Obj ec ti ve 

The general objective of this study is to develop a spam detection algorithm based on 

the network-level behavior of spammers. 

1.4.2 Specific Objectives 

This study strives to meet the fol lowing specific objectives: 

• To understand how spammers behave on the flow level 

• To observe how spamming diffe rs from normal e-mail traffic on flow level 

• To identi fy behaviors which are identifying features orspammers 

• To come up with an algorithm that can detect spamming machines with low 

raise positives 

1.5 Scope and Limitation 

This study is li mited to observing the flow behaviors or spammers and devising an 

algorithm to mit igate future attacks. We focus only on the network traffic fl ow to observe 

now behaviors of legitimate and spam e-mails.This thesis wi ll not deal with analy-.dng e­

mail contents or mere IP addresses to detect spammers and spam. 

1.6 Methods 

Data Sct 

The now data that we will be using for the study will be collected using net flow 

capturing software too ls. From the existing open sources tools, we will se lect the one 

that fits best for th is purpose and network traffic wi ll be collected for about 7 days. 

4 



Data Selectio n 

From the collected data, we will filter out the ones that we arc interested in. The 

whole data captured will be too large and the response ti me may also be infeasible. 

Therefore, data selection step wi ll be used to fi lter out important data and the chosen 

data wi ll be stored in a separate database. 

Feature Ext raction and classification 

From the filtered data set, features from nows wi ll be observed and those features that 

are typical of spam messages will be ex tracted. These are the properties that 

differentiate spam from a legitimate e-mai l. 

Algorit hm Constr uclion 

Based on the properties observed, an ini tial algorithm will be developed that can be 

used to detect spam. This algorithm will be fi ne-luned using validation techniques. 

Va lidation and Testing 

Validation can be done uSlOg already known legitimate traffic and spam traffic 

collected during the data collection period. 

1.7 Application of the Results 

The findings from th is study could be used by small to large mail servers worl dwide. 

Perhaps the results from this research could shift the burden from mai l servers down 

to othcr network devices in detecting spam. This in tum means reduction in the 

number of misclassi fication by mail servers due to too much load in high speed real 

time networks. The effective classificat ion and filtering of spam messages in the 

network core means no need of storage fo r spam in user inboxes, no need of resources 

and bandwidth wastage to transport spam folders from servers to users' mail agents, 

no wastage of users' time in reading and deleting spam and of course, no threat of 

attack via spam messages. These benefi ts are fo r the vast number of mail servers and 

other network resources globall y and fo r the nearl y one and half bill ion e-mai l users. 
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1.8 Organization of the T hesis 

The remaining part of thi s document is organized in six chapters. Literature review is 

dealt with in Chapter two. Works related wi th ours are presented in the third Chapter. 

Chapter four presents the proposed model to come up with the desired so lution. The 

results from this thesis work are presented in Chapter fi ve together wi th thorough 

di scussion about the findings. The final Chapter concludes the whole work . 
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CHAPTER TWO: LITERATURE REVIEW 

This Chapter rev iews literatures on howe-mail systems work and the different spam 

categories. Better evaluation of anti -spam methods can be made by grouping them into 

classes. Each category acts on a dirTcrentlevel during the flow of ham (legitimate e-mail) 

and spam e-mails. In order to describe these catego ri es (that will be done in the next 

Chapter), a general view of howe-mai l systems work is presented below. Describing the 

groups of anti-spam methods can be done much eas ier by considering the fl ow of e-mail 

messages from the sender to the receiver. Literatures regard ing spam wi ll be dealt with in 

the final part of thi s Chapter. 

2.1 E-mai l and its Protocols 

2.1.1 Howe-mail works 

An e-mail can be simply a few lines of text sent from one user to another, or includes 

attachments such as pictures or documents. It can be a newsletter sent to subscribers dail y 

detaili ng what is happening and when, or an encrypted message sent between government 

organi zations containing classified infonnation. 

E-mail has come a long way since the advent of the Internet, with bi ll ions of e-mai Is 

being sent and received each day. It is perhaps the Internet's ' killer' application as more 

than 8 1 % of people who use the Internet also use e-mail [21 and there arc more number of 

e-mail accounts than Internet users [16]. E-mail has become the way to communicate 

efficientl y, quickly and cheaply. E-mail is thought to have a major impact in advanc ing 

the spread of the Internet more than any other application or use of the Internet. When the 

Internet (or ARPANET as it was called) was first introduced it did not take long before 

75% of all network traffic was e-mail related [1 5]. 

As the Internet has no di stance issues, it is far simpler, cheaper and quicker to send an e­

mail halfway round the world than it is to send a traditional lette r. It isjust as easy to send 

an e-mail to the person sitting next to you, as it is to send an e-mail to a hundred different 

people around the worl d. 
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From the user standpoint, e·mail seems so simple. YOli sci the c·mail address o f' the 

person 10 whom you W<lnt to send the e·mail , compose your message and click 'Send '. In 

reality. it is a bi t more complicated than that. Figure 2. 1 illustrates the componcnts thai 

takc part in deli vering a given message f'rom the source to Ihe destination l1 5]. Eac h stcp 

is described in the subsequcnt paragraphs. 

How Email really Works 

Sender'S Mall Client 
(MUA) 

D 

(Send"" MOMMTA) D 

o 
Sender's Mail Server 

(MfA) 

Mall Queue 

B In< ..... 

Rooter. 

Recipient Mall Client 
(MUA) 

o 
Recipient Mall Serwr 

(MfA) 

L AntiSpam & 
AntiVirus Blocker 

Figure 2. 1: Componenls in e·mai/ messaging 
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S tep A : Sender creates ami semis (III e-mail 

The origi nating sender creales an e-mail in hi s/her Mail User Agen t (MUA) and clicks 

'send' . M UA is the app lication the ori ginating sender uses to compose and read e-mail. 

such as Out look, Entourage, etc. 

Step B: Sellder 's MDAIMTA rOlltes 'he e-mail 

The sender's MUA transfers the e-mail to a Mai l Delivery Agent (M DA). "requently. the 

sender's MTA also handles the responsibi lities o f"an MDA. Several of" the most common 

MTAs do th is. including sendmail and gmail. The MDA/MTA accepts the e-mail. then 

rOlltes it to local mailboxes or fo rwards it if it isn't loca lly addressed. In Figure 2.1. an 

MDA forwards the e-mail to an MTA and i1 enters the first o f" a seri es of "network 

clouds." labeled as a "Sender's LA N" cloud. 

S tep C: Network Cloud 

An c-mail can encounter a network cloud wi thin a large company or ISP. or the largest 

network clo ud in existence: the Internet. The network cloud may encompass a multiHlde 

of mail servers, DNS servers. routers. and other devices and services too numerous to 

mention. These arc prone to be slow when processing an unusua lly heavy load, 

temporarily unable to receive an e-ma il whcn taken down lo r mai ntenance, and 

sometimes may not have identified themsel ves properly to the Internet through the 

Domain Name System (ONS) so that other MTAs in the network cloud are unable to 

<kli ver mail s as addressed. These devices may be protected by lirewa ll s, spam lilters and 

ma lw<l rc detection so ftware that may bounce or even delete an e-mail. When <In e-mai l is 

dl!k tcd by thi s kind of software, it tends to fail s il entl y. so the sender is given no 

info rmation about where or when the deli very fai lure occurred. 

E-ma il service providers and other companies that process <I large volume of c-mai l often 

have their own private network clouds. These organi zat ions commonly have multiple 

ma il servers. and route all e-mail through a central gateway server (i.e., mail hub) that 

redi stri butes mail to whichever MTA is avai lab le. E-mail on these secondary MTAs must 

us uall y wai t for the primary MTA (i.e .. the designated hosl fo r that domain) to become 

avai lable, at which time the secondary mail se rver will transfer its messages to Ihe 

primary MTA. 
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~~§~~~-----------

Step D: E-mail Queue 

The c-mail in Figure 2. 1 is addressed to someone a l another company. so it en ters an e­

mail queue with olher outgoing c-mai l messages. If there is a high volume or mai l in the 

queue- either because there arc many messages or the messages arc unusuall y large, or 

both- the message wi ll be delayed in Ihe quelle un til the MTA processes the messages 

ahead of it. 

Step E: MTA to MTA Trallsfer 

When transferring an c-mail , the send ing MTA handles <Ill aspects of mail de li ve ry lIntil 

the message has been either accepled or rejec ted by the receiving MTA. As the c-mail 

c\c<l rs the queue. it enters the Internet network cloud. where it is rOllted along a host-to­

host chai n of servers. Each MTA in the Internet network cloud needs to "stop and ask 

directi ons" from the DNS in order to identify the next MTA in Ihe del ivery chain. The 

exacl route depends partly on server availability ,md mostl y on which MTA can be found 

10 accept e-mail for the domain speci fied in the address. Most c-mai l takes a path Iha1 is 

dependen t on serve r availabilit y. so a pair of messages originating from the same hosl 

and addressed to Ihe same reet' iving host could lake different palhs. These days, it is 

most ly spammers that specify any part of the path. del iberately routing the ir message 

through a series of rday serve rs in an <l ltempt to obscure the true origin orl ile message. 

To lind the rec ipient's II> address and mailbox, the MTA must drill down through the 

DNS, which consists of a set of servers di stribu ted across the Internet: beginning wi th the 

root name servers at the top-level domain. then domain name servers thai handle requests 

for domains with in that top- level domain. and eventlla ll y to name serve rs tha I know about 

Ihe local domain. 

DNS resolutiolJ lllllllrtllJsjer process 

,. There arc 13 roOI servers serving the top-level domains (e.g .. . org .. com .. edu . 

. gov .. net. etc.). These root servers refer requests fo r a given domain to the root 

name servers that handle requests for that top-Icvel domain. In prac lice. tbi s step 

is seldom necessary . 
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,. The MTA can bypass this step because it a lready knows which domain name 

servers handle requests fo r these lop-level domains. It asks the appropriate ONS 

server which Mail Exchange (MX) servers have knowledge of the subdo llluin or 

local host in the c-mail address. The DNS server responds with an MX record: a 

prio riti zed list of MX se rvers for this do main. 

An MX server is rcally an MTA wearing a diflcrcnt hat, just like a person who 

holds two jobs wi th dillercTlt job lilies (o r Ihrel.!. if the MTA nlsa Imndlcs the 

responsibil ities of an MDA). To the DNS server. the server that accepts messages 

is an MX server. When it is transferring messages. it is called an MTA . 

;.... The MTA contacts the MX serve rs on the MX record in order of priorit)' unt il it 

finds the designated host lor that address domain. 

, The sending MTA asks if the host accepts messages for the recipient's uscrnarne 

at thaI domain (i.e .. lIsernamc@domain.top-levc[ domain) and transfers the 

message. 

Step F: Firewa/ls, Spam alltl Virus FilterJ 

The transfer process described in the last step is somcwhat simplified. An e-mail may be 

trans le rred to marc than one MTA within a network cloud and is likely to be passed to at 

Icast one lirewall before it reaches its desti nat ion. An e-muil encountering a lirewall may 

bi;! tested by spam and vi rus lilters before it is allowed to pass inside the firewall. 

These fitte rs lest to see if the message qualifies as spam or malware. If the message 

contains mal ware, the fi le is usually quarantined and the sender is notified. Irthe message 

is identified as spam. it wi ll probably be deleted without not ifying the sender. 

Spam is diffi cu lt to detect because it can assume so many different fornl s. so spam filters 

tl.:st on a broad set of criteria and tend to misclass ify a significant number of messages as 

spam, particularly messages from mailing li sts. When an e-mai l from a li st or olher 

automated source seems to have vanished somewhere in the network cloud, the calise is 

lIsuall y a spam filter althe receiver's IS!> or company. 
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Finally. the c-mai l makes it past the hazurds of the spam trap or filt er. and is accepted for 

deli very by the receiver's MTA as shown in Figure 2.1. The MTA ca ll s a local MDA to 

deli ver the mail to the correct mai lbox, where it will be stored un til it is retrieved by the 

recipient's MUA 

2.1.2 Commo" E-mail Pr%cols 

SMTP (S imple Mai l Transfer Protocol) [34] was developed during the 1980s as a 

standard for the transmission of messages. It is the language that most mai l servers use to 

send messages between each other. 

When the SMTP mail system sends a message it uses DNS to convert the domain part of 

an e-mail address(such as@aau.edu.et) to the JP network address of the machine that 

maintains the domain (such as 10.4.15. 109). It then connects to that IP address on port 25 

and uses very simple commands to communicate the sender's and recipient 's e-mail 

addresses and the body of the message. 

POP3 (Post Office Protocol 3) (35J is used by clients to co llect e-mail from e-mail 

servers. Clients must suppl y a username and password to the server in order to log into 

thei r account or POP3 mai lbox. The e-mai l servcr will respond with the number of 

messages waiting and the cl ient can initiate a ' deque' command to download the queued 

e-mails. The messages will either be deleted from the e-mail server or marked as read so 

Ihey are not downloaded again. 

POP) is very good at the simple task of collecting e-mail and can be used as and when 

requi red. The POP) transactions between cl ient and the e-mail server arc similar to 

SMTP. 

IMAP (I nternet Message Access Protocol) l361 is used fo r accessing e-mai l stored on a 

server. It is a protocol that allows users to perform certain electronic mail functions on a 

remote server rather than on their local computer. The fundamental difference between 

accessing e-mail via IMAP as opposed to via POP3 is that (MAP does not download the 

messages and stores them locall y as POP3 does. All message manipulations, such as 

opening, closing and deleti ng, are carried out on the server. This makes backup simpler 
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and securi ty tighter since no e-mai ls arc actuall y stored locall y on the user's own 

computer. 

2.2 E-mail Threats 

There are plenty of attacks on e-mail systems by individuals and organizations that seek 

to cause some fonn of technical damage or hope to make money in an illegal fashion. 

The following are some of the major threats posed on e-mail systems [49]. 

)- Viruses, Worms and Trojan I-Iorses: Del ivered as e-mail attachments, 

destructive code can devastate a host system's data, turn computers into remote 

control slaves known as botnets and cause rec ipients to lose serious 

money. Trojan horse keyloggers, ror example, can secretly reco rd system 

acti vities, giving unauthorized ex ternal parti es access to corporate bank accounts, 

internal business web sites and other pri vate resources. 

}o> Phishing: According to the Anti-Phishing Working Group-a trade organizat ion 

that consists of financial organizations, so rtware publi shers and other concerned 

parties - phishing attacks util ize soc ial engineering to steal consumers' personal 

and financ ial data. The attacks rel y on "spoored" e-mai ls that direct recipients to 

bogus web sites that arc designed to tri ck them into revealing confidential 

financial data such as credit card numbers, account usernames, passwords and 

social security numbers. Phishing committers typicall y operate by hiding under 

fake ident ities that they have stolen from banks, online merchants and credit-card 

compames. 

)- Sparn: Junk e-mail can quick ly overwhelm an inbox, making it diffi cult or even 

impossible for its owner to view legitimate messages. The spam problem has 

gotten so bad that it is commonplace fo r users to drop e-mail accounts that are 

overrun with spam rather than try to fi ght the problem. Sparn is also the delivery 

medium of choice for both phishers and virus attackers. The problem has reached 

to a level that hundreds of billions of spam messages are sent every day. 
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2.3 Spam 

Sparn, as defined in Chapter one, is the use of electronic messaging systems to send 

unsolicited bulk messages indiscriminately. Whi le the most widely recognized form of 

spam is e-mail spam, the term is applied to simi lar abuses in other media: instant 

messaging spam, Usenet ncwsgroup spam, Web search engine spam, spam in blogs, wiki 

spam, online classified ads spam, mobile phone messaging spam, Internet forum 

spam, junk fax transmissions, social networking spam, television adve rt ising and file 

sharing network spam. 

Spamming remains economicall y viable because adverti sers have no operating costs 

beyond the management of their mailing li sts, and it is difficult to hold senders 

accountable for their mass mail ings. Because the barrie r to entry is so low, spammers are 

numerous, and the volume of unsolicited mail has become very high. 

2.3.1 Types of Spa", 

,.. E-mail Sparn 

Spam in e-mail started to become a problem when thc Internct was opened up to 

the general public in the mid-1990s. It grew exponentiall y over the fo llowing 

years, and today composes more than 85% of all the e-mail in the world , by a 

"conservative estimate" [6]. Pressure to make e-mai l spam illegal has been 

successful in some jurisdictions, but less so in others. Spammers take advantage 

of this fact, and frequent ly outsource parts of thei r operations to countries where 

spamming will not get them into Icgal trouble. 

Increasingly, e-mail spam today is scnt Via zombie networks, networks 

of compromised personal computers in homes and offices around the globe. 

According to Daily Mail [32] , Rustock botnet , a collection of infected machines 

independently sending messages, had sent 200 billion j unk e-mai ls a day, half the 

global total, in 2010 before being shut down by U.S. authorities in March 20 11. 

Many modem worms install a backdoor (a means of access to a computer 

program that bypasses security mechanisms) which allows the spammer access to 

the computer and usc it for malicious purposes. This complicates attempts to 
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conlroilhc spread of spam, because in man y cases the spam doesn't even ori gi nate 

from the spammer. 

~ Instant Messaging Spurn 

Instant Messaging spam makes usc of instant messaging systems. Although less 

ubiqui tous than its e-mail counterpart, accord ing to a report from Ferris Research, 

500 million spam instant messages were sent in 2003, twice the level of 2002 

[29). As instan t messagi ng tends not to be blocked by firewall s, it is an espec ially 

useful channel for spammcrs. 

~ Ncwsgro up and Forum Spurn 

Newsgroup spam is a type of spam where the targets arc Uscnct newsgroups. 

Spamming of Usenet newsgroups actuall y pre-dates e-mail spam. Uscnct 

convention defines sparnmi ng as excessive multiple posting, that is, lhe repeated 

posti ng of a message. Similar to newsgroup spam is forum spam. Forum spam is 

the creating of messages that arc adverti sements or otherwise unwanted on 

Internet forums. It is generall y done by automated spambots. Most forum spam 

consists of links to external sites, with the dual goals of increasing search engi ne 

vis ibility in highly competitive areas such as we ight loss, pharmaceuticals, 

gambling, pornography, real estate or loans, and generating more tmmc for these 

commercial websites. Some of these links contain code to track the spambot's 

identity if a sale goes through, when the spammer beh ind the spambot works on 

commi SSion. 

~ Mobi le Phone Sparn 

Mobile phone spam is di rected at the text messaging service of a mobile phone . 

This can be espec iall y irritati ng to customers not only for the inconvenience but 

also because of the fee they may be charged per text message received in some 

markets. 

~ Online Game Messaging Sparn 

Many onli ne games allow players to contact each other via player-Io-player 

messaging, chat rooms, or public discussion areas. What qualifies as sparn varies 
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from game 10 game, but usually this term applies to all fomls of messagc 

nooding, violating the terms of service contract fo r the website. 

)- Spam targeting search engines (spamdcxing) 

Spamdexing (from spamming and indexing) refe rs to a practice on the World 

Wide Web of modifying HTML pages to increase the chances of them being 

placed high on search engine relevancy li sts. These sitcs use black hat search 

engine optimization techniques to unfairly inc rease their rank in search engines. 

Recently The New York Timcs has reported an incident of a company named 

J.C.Penny that had managed to turn up in the number onc spot of Google search 

results for months using some sort of spamdcxing [33]. 

Many modern search engines modified their search algorithms to try to exclude 

web pages utilizing spamdexing tact ics. For example, the search bots (robotic 

agents that continuously search the Internet to find all the best websites on the 

searcher's behalf) wi ll detect repeated keywords as spamming by using a 

grammar analysis. If a website owner is found to have spammed the wcbpage to 

falsely increase its page rank , the website may be penal ized by search engines. 

)- Blog and Wiki Spam 

Blog spam, or "blam" for short, is spamming on weblogs (a web site that consists 

of a series of entries arranged in reve rse chronological order). In 2003, thi s type of 

spam took advantage of the open nature o f comments in the blogging 

software Movable Type by repeatedly placing comments to various blog posts 

that provided nothing more than a link to the spammer's commercial web site 

[18]. Similar anacks are often performed against wikis (a website that allows the 

creation and editing of any number of interlinked web pages via a web 

browser) and guest books (an electronic means for a visitor to acknowledge their 

visitation to a site, and leave their name, address, and a comment or note, if 

desired), both of which accept user contributions 

)- Spam targeting video sharing sites 

Video sharing sites, such as YouTube, arc now being frequently targeted by 

spammers. The most common technique invo lves people or spambols posting 
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li nks to sitcs, most likely pornographic or dealing wi th online dat ing, on the 

comments section of random videos or people's profiles. Another frequent ly used 

technique is using bots to post messages on random users' profi les to a spam 

account's channel page, along with tempting text and images, usually of a 

sexuall y suggestive nature. These pages may include their own or other users' 

videos, again often suggestive. The main purpose of these accounts is to draw 

people to thei r link in the home page section of thei r profile. YouTube has 

blocked the posting of such links. In addit ion, YouTube has implemented 

a CAPTCI-IA (a lype of challenge-response test as an attempt to ensure that the 

response is not generated by a computer) system that makes rapid posting of 

repeated comments much more difficult than before, because of abuse in the past 

by mass-spammers who would nood people's profiles with thousands of repetitive 

comments. 

Yet another kind is actual video spam, giving the uploaded movie a name and 

description with a popular figure or event which is likely to draw attent ion or 

within the video has a certain image timed to come up as the 

video's thumbnail image to mislead the viewer. The actual content of the video 

ends up being totall y unrelated, sometimes offensive, or just features on-screen 

text of a link to the site being promotcd. 
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CHAPTER THREE: RELATED WORK 

This Chapter deals with research works that are publi shed by different researchers to 

combat the problem of e-mail spam. Even though there are a number of approac hes to 

fight the problem of e-mail spam, in this Chapter we point out the most commonl y used 

broader categories for the purpose ofundcrstandabil ity. 

The rel ated works we have reviewed arc di scussed in the following two broad catego ri es: 

IP reputation (envelope analysis) and content analysis (data analysis) techniques [14]. 

The IP reputation methods dea l with canceling the SMTP connection before receiving the 

actual c-mail ' s data. The content analysis methods deal with filtering Oll t mali cious 

messages based on analysis of e-mail header and content. 

3. 1 II' Reputation 

Esquivel el al. [1 91 proposed an IP reputat ion based pre-acceptance spam filtering 

mechanism. The authors classified SMTP senders in to three main categories: legi timate 

servers, end hosts, and spam gangs, and empirically studied the limits of e rrecti veness 

regardi ng an IP reputation filtering ror each category. Then the authors developed 

techniques that build custom IP reputatiull li sts which improve the perrommncc or 

existi ng IP reputation lists. 

They have al so developed a technique to correlate domain names and If> addresses with 

sender po licy framework records. The authors were able to keep track orIll add resses or 

spammers by examining the DNS sender pol icy rramework records ror their domain. 

Even though IP-based blacklist is an effecti ve way to filter spam e-mails, building and 

maintaining individual IP addresses in the blackli st is difficult as new malicious hosts 

conti nuously appear and their IP addresses may also change over time [20). Thus, Qian el 

al. proposed to replace individuallP addresses in the blacklist with IP clusters [20]. They 

proposed a new clustering approach that considers both network origin and DNS 

informat ion. 
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The authors studied the th ree common clustering approaches: BGP (Border Gateway 

Protocol)-based, DNS based, and combined clusters, and proposed a combined cluster 

approach that can be easily incorporated in to SpamAssassin [30], a popular spam 

fil tering system. In addition to previously used BGP information, the authors also 

examined reverse DNS records as a way to construct lP clusters. 

SpamTracker is a system that classifies e-mail senders using behavioral blac kli sting 

proposed by Ramachandran e/ af. [2 1]. This system class ifies e-mail senders based on 

thei r send ing patterns. The authors believe that many spammers exhibit stable sending 

patterns that can act as fingerpri nts for spumming behavior. 

SpamTracker clusters e-mai l senders based on the set of doma ins that they target. It uses 

these sending patterns of confirmed spammers to bu ild blacklist clusters, each of which 

has an average vector that represents a spamming fingerpri nt fo r that cluster. 

SpamTracker tracks sending patterns of other senders and computes the similarity of thei r 

sending patterns to that of a known spam cluster as the basis for a spam core. 

Erickson e/ 01. [22] built and deployed a whi tcli sting e-mai l service named DoE-mail. 

The authors have shown that with whiteli sts it is easy to identify the much smaller set of 

users who can legitimately send us e-mail. The system (DoE-mail) had been used fo r two 

years by over 120 users. To usc the system, a user signs up for DoE-mai l account and 

redi rects his/her existing e-mai l through it. Then the user owns and manages whitelisls 

and blackli sts. Along with the DoE-mail service, the authors implemented Thunderbird 

add on, a free e-mail client that makes management of the whitelists and blacklists easy. 

Another wh iteli sti ng approach is the one proposed by Chiri ta e/ al. in [23]. Mai lRank, a 

system that bui lds a global whitclisl from the e-mail contacts of all Mai lRank users and 

updates it automatically based on their e-mail act ivi ti es, is the proposed approach. To 

prevent attackers from putting their e-mail addresses in the whiteli st, the e-mai l contacts 

of all Mai lRank users are aggregated in to a single e-mail network which is then used to 

compute a rank for each e-mail address. This approach assumes that e-mails from within 

a person 's soc ial network are typically not spam with a high probabil ity, such that the 

rank can be used to identify the e-mail address of spammers. 
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Approaches based on IP reputat ion have the problem of quick reputation change. 

Condition of blocked III might change morc qu ickly than its reputation and once a 

whitelisted server begins sending spam, it might take time to discover the misbehaving 

server as connections from whitelistcd servers arc not checked al all. In add ition to this, 

an e-mail server that uses whitelisti ng docs not escape from the need to filter out 

connections from unknown servers. Therefore, whi tclisting by itself is not a fu ll solution 

rather parl of the whole so lution. 

Ri sk assessment of blacklists is a very complex process and needs support from 

experienced groups. Blocking SMTP connect ions wi thout looking into the c-mui ls might 

be dangerous, since no quarantining is used and hence no recovery of fa lse positives is 

feasi ble. This might cause complete lose of valuab le e-mail sent from an IP address tbat 

is black li sted by mistake, for example, or has changed its reputation lately. 

3.2 Contcnt Analysis 

Nowadays the most common counter measures against spam are spam filters such as 

SpamAssass in which reject or accept e-mai l messages based on their content. One of the 

most common spam filtering techniques used these days, Bayesian filter , is proposed in 

[24]. The authors sought to employ a Daycsian class ificat ion technique to the problem of 

junk e-mail filtering in one of earl y works for spam filtering. In addition to message texts, 

the authors incorporated domain knowledge about the particular task at hand through the 

introduction of additional features in the Bayesian classifier. 

Among features used in classificati on is examining message texts for the appearance of 

speci fic phrases known to be indicative of junk e-mail. Domain types of the sender (.edu, 

.com, ... ), examining whether the recipient of a message is an individual user or lhe 

message was sent via a mailing lisl, whether a message has attached documents and the 

percentage of non-alphanumeric characters in the subject of the mail message are among 

the ind icat ive features the authors identified. 

The authors used a corpus of 1789 actual e-mail messages of wh ich 1578 were junk and 

2 11 were legitimate. Among these, 1538 messages were used for training and the 

remaining 25 1 messages were lIsed for testing. 
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Wang er (II. [25] demonstrated the usc of Support Vector Machines (SYM) as a base 

classifier to address the problem of separating legit imate c-mail s from unso licited ones. 

In their work, the aUlhors addressed the feasibil ity of adapti ve learning strategy to sparn 

filtering task. They have also used act ive learning fo r selecting the mosl useful example 

for labe ling and adding the labeled example to training scI to retrain a model, and an 

online learning for solving the problem of dynamic nature of data and drifting concepts . 

This work is inspired by the works of [26, 27, 28]. Even though the works of [26] and 

[27] do not involve filtering sparn traffic , they point out the poss ibil ities of using network 

traffic data for the purpose of identifying difTerent acti vities in flow level and hence give 

us an insight that we can fi lter spam traffi c in fl ow level. 

In [261 Bonfiglio el al. proposed a technique to successfull y reveal traffic of a specific 

appl ication, Skype traffic, in realtime. The authors proposed a framework based on two 

complementary techn iques to reveal Skype tra ffic in rea l time. The first approach, based 

on Pearson's Chi·Square test and agnost ic to VOIP· related traffic characteri sti cs, is used 

to detect Skype's finger print from the packet framing structure, exploiting the 

randomness introduced at the bit level by an encryption process. The authors call this 

approach Chi·Square Class ifi er (CSC). The second approach is based on a stochastic 

charw.;ll!ri;t..ati on of Skypc traffic in terms of packet arrival rotc and packet length, which 

are used as features of a decision process based on NaNe Bayesian Classi fiers (NBC). 

To proof·check the correctness of the stati stical techniques, the authors develop a 

Payload Based Classifier (PBC), that relies on traditional technique of dccp·packet 

inspection, combined with a per host analysis that allows to identify Skype clients and 

their generated traffic . The PBC is used to cross·check the results obtained from the 

statist ical approaches. In particular, from the controlled test bed experiments and from 

rea l traffic traces as we ll , the PBC is used to create a benchmark dataset in which the 

authors class ify Skype fl ows with a very high confidence level. Moreover, the benchmark 

dataset is used to tune parameters of the above classifiers, as well as to quanti fy the 

number of NBC/CSC fa lse·positives and false·negatives. The authors assessed the 

effectiveness of the two classifiers, when they arc either separately or jointly used, by 

running the NBC and CSC onto the benchmark dataset. They antic ipated that the 

combination of NBC and CSC yields astonishingly good results. Finally, the authors 
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found oul that the joint NBC+CSC classification method efTecti ve ly limits the number of 

false posit ives, yielding conservati ve results, in the sense that the number of non-Skypc 

flows erroneously classified as such is negligible. 

Moore and Zuev [27] success full y utili zed traffic fl ow characteristics to classify network 

traffi c in to categories. They have used supervised machine learning to classify network 

traffic. The authors used data that has been hand-classified (based upon flow conten t) to 

one of a number of categories (like Bulk, Database, Interactive, Mail, Services, WWW, 

P2P, Auack, Games, and Multimedia) . Sets of data consisting of the (hand-assigned) 

category combined with descriptions of the classi fi ed nows (e.g., now length, port 

numbers, time between consecut ive nows) are used to train the classifier. The authors 

tested thei r algorithm using data-sets consisting of onl y the object descriptions and then 

compared the predicted category wi th the actual category for each object. In contrast with 

the full-payload data used to enable precise classification, thi s method, once trai ned with 

data of a known classificati on, is able to be used to class ify data fo r which on ly the TCP­

headers arc available. 

The authors illustrated the performance both in terms of accuracy and trust in the 

result ing classification o f traffic. They showed that in its most basic form a Naive Bayes 

da!S!Si fit;;r i!S able to provide 65% accuracy ror data rrom the same period and can achieve 

over 95% accuracy when combined with a number of simple refinements. They also 

illustrated the temporal stability or their techn ique usi ng test and trai ning sets separated 

by over 12 months. Significantly, whil e a rclativel y low performance is achieved for the 

simplest Naive Bayes configuration, the authors then showed the fu ll benefits of their 

refined techniques wh ich led to an accuracy of up to 95%. 

The authors have demonstrated that a classification model constructed using known data 

is able to be applied when far less information is available about the traffic. Critically, 

they have illustrated a classification technique that may be used retrospectively on data­

traces that have previously not been examined in any detail due to the lack of complete 

information. 

The feasibi li ty of detect ing spam connections using now statistics has been shown by 

Zadnik and Michlorsky in [28]. To this end, the authors analyzed several days of SMTP 

communication collected at middle-s ized email server. They collected data from the 
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SMTP server hosting mailboxes of the Libcroutcr [3 1] project group. In parallel , all 

SMTP and SMTPS traffic was dumped in a file . The file was processed later on by a 

script that measured 30 unidirectional flow characteristics in each d irect ion per each 

connection. In offline mode, the deli vered mail s were classified by SpamAssassin version 

3.2.3 into two groups: relevant c-mail s and spam. 

In the ir first experiment, the training set consists of 66% of all annotated traffic statisti cs 

and the remainder serves for evaluation of the classi licr accuracy. The training of the 

classifi cation mode l took approximately 4 minutes while the eva luation was very fast 

(less than I second). Results confirm that the class ification ofSMTP traffic into spec ified 

categories (Spam, NotSpam, Rejected, Outgoing and Otbers) is possible. 

The goal of their second cxperiment was to find out whether the class ifier wou ld still 

work if it is trained and evaluatcd only on the incoming flow of the connection. The 

experiment was motivated by situations where it is poss ible to monitor only one direction 

of the connection, for example due to asymmetric routing. The perfornmnee of the 

classifier that observes the incoming stream only is nearl y the same as that of the 

bidirectional one. 

The aging of the classifiers was a point of the authors' interest during the ir last 

experiment. The classifier trained on who le measurement period was evaluated on data 

coll ected two months late r. The performance o f the classifiers, both bidirectional and 

incoming flow, degraded significantl y. 

Sperotto el a/. [7] investigated if it is possible to detect spammers al the fl ow leve l, 

wi thout relying on email content. Their findings show that the network behavior of 

suspicious hosts differs substantiall y from that of a legitimate mail server, both in activity 

level and incoming/outgoing traffic patterns. Based on these observations, they propose a 

detection algorithm that makes use of netwo rk characteristics. The algorithm has been 

validated using trusted blackli sting services. The results show that spamming machines 

can be detected with 92% accuracy for the traces on which the authors validated their 

approach, meaning that the algorithm has a low probability to report false positives. 

The algorithm consists of two main phases and a post-processing step. In the first phase, 

hosts that do not sat isfy three basic selection criteria arc filtered out. The cri teria arc: 
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number of outgoing connections, connection rat io, and number of distinct desti nations. 

This phase aims to reduce the amount o f dala to be analyzed and to improve the overall 

perfo rmance of the algorithm. The hosts selected in the firs t phase arc then ranked in the 

second phase by means of fi ve ordering criteria according to thei r likelihood of being 

spammers. These criteria arc: number of distinct desti nat ions, percentage of idle time , 

number of peaks, number of incoming connections, and irregulari ty in acti vity. 

Finally, ranked hosts are once again filtered accord ing to a post·proccssi ng criterion. The 

criterion specifies the number of hosts to be filtered . The algori thm analyzes the SMTP 

traffic sent and received from the network that is monitored. Of course, thi s means spam 

tra ffic generated by a spammer outside the monitored network and targeti ng a di fferent 

network cannot be considered for the analysis. However, the results show that it is not 

necessary to have a complete overview of all the traffic generatcd by a spammer to 

ac hieve a good detection level. 

The authors evaluated their algori thm over three data scts coll ected at the University of 

Twente: a reference data set used to deve lop the algorithm and two newly collected data 

sets. Each data set spans over a period of seven days, with an average of -15M flows. 

The time wi ndows over which the data sets span are not overlapping. The implementation 

or thei r approac h uses SQL scripts ond con process a data sct in a period or 5 hours. 

The last two works are the ones that have direc t re lat ion with ours. Both works try to 

inspect malicious flows using network behaviors. In [28], the authors tried to point out 

the feasibility of detecting spam connections using flow stati stics. As clearl y stated in 

thei r report, the intention of the authors was to use a suitable class ification method to 

validate that spam can be detected in statistics co llected upon SMTP connection and to 

prove its feasib ility fo r spam detection and not to tunc the classi fication to come up with 

a new algorithm sui table for the purpose. 

And in [7] , the authors have developed a spam detection algorithm which is able to 

di scriminate between benign and malic ious hosts. But thei r algorithm needs the access to 

all hosts so that they can watc h prope rties like the host 's id le time, the number of 

outgoing connections from the host at a ti me, the number of distinct desti nations for a 

given message from a host, the number or incoming connecti ons and id le ti me or the host 
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so that they can classify hosts as mali cious and benign. But having access to spammers' 

resources is far from possible. Their technique can be applied to sec whether a given 

corporation' s mail servers arc suspicious of sending out spam or not but not to 

successfull y filter out spam coming into a corporation' s servers from outside. 

Content based filters arc getting easil y evaded by spammcrs as spammers usc a method 

call ed ' Bayesian Poisoning' to trick spam fil ters by inserting ham-like (l egi timate e-mail) 

word salad in the e-mai l. The increasing num ber of image spam is another headache for 

content based filters as they need to do OCR (Optical Character Recogni tion) operations 

to decode the image into tex t before they can filter. In add ition to this, managing the 

pol icy list of filters is very ti me consuming and tedious. 

Therefore, the need for new and better spam mitigati on techniques is undebatable. The 

current rate of increment of spam attacks also suggests that the existing techniques seem 

to lose the war against the spammers. This has given a room for researchers to come up 

with new spam fi ghting techniques. To thi s end , we arc proposing a technique to stop 

sparn before it reaches the users inbox, like blackli sting, but that does not depend on the 

reputation of the sending IP address, unl ike blacklisting. We propose to identify spam 

flow in the network leve l. This has a big advantage in saving the Internet resource in 

temlS of bandwidth and storage space and user' s time from a corporation 's po int of view. 

This is where our approach fits. We propose to develop an algorithm to filter out 

suspicious connect ions based on just flow data. We neither need the access to spammers' 

machi nes nor want to just see the feasibil ity of this approach rather we develop and fine 

tune our algorithm to classify flow data into categories based on observable properties. 

Due to the high ri sk of breaking all suspicious connections, our algorithm will score the 

connections so that the ones with highest scores of suspicion can be dropped and the less 

suspicious ones (legitimate ones) with below the threshold score can be sent to the inbox. 

The other connections that are in between the above two categories can be passed fo r 

further analysis together with their scores. There fo re, our algorithm is a kind of scoring 

algorithm which categorizes connections into three groups: highly likely spam, highly 

likely ham and suspicious. As mentioned above, the highl y likely category connections 

can be dropped and the highly likely ham connections can be delivered to the user's 
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inbox whi le the suspicious category connecti ons can be passed for further check-up by 

fil ters like SpamAssassin which is an open source and can be integrated with OUT system. 
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CHA PTER FOUR: SOLUTION DESIGN 

This chapter deals with describing the detai ls of the proposed solution. The first section 

of thi s Chapter gives an overv iew of how our proposed system works while the other 

sect ion discusses the detai l architecture of our system and the individual components in 

the system. 

4.1 Flow based spa m detector 

OUf solut ion is based on r e P/IP packet flow information. Packets traversing the network 

will be monitored on the gateway routers to formulate statistics that wi ll be lIsed in 

identifying spam and ham flows. Based all the formulated stati sti cs and class ification 

model , Ollf ranking algorithm will assign class categories for every traversing flow, These 

categories will be used to accept, reject or sim ply pass the spec ific flow for fu rther 

examination. To fonnu late the statistics we will usc the Te p/I !> header in fonnation that 

will be di scussed in the next section. The data we will be using and the ran king algorithm 

with the classifier are brie fly discussed in the consecutive sections. 

In general, our system works in the fo llowing way. We collect a training data that is a 

flow record of packets traversing a network and manuall y classify the records into spam 

and ham classes. This wi ll be a training data. Based on thi s traini ng data we train a 

class ification algorithm producing a model for future usc. This model will be the best 

performing among the existing classification algorithms. We have even experimented 

improving and customizing an existing algorithm so that it fi ts we ll for our purpose. 

Based on th is model and a number of best rul es gained using the model on the traini ng 

data, we ex tract confidence values for each rule. Then, we will go to the rea l ti me data 

co llection of a single flow at a ti me to see weather that flow is of a spam or ham 

connect ion. This detect ion is done using the read ymade model with the confidence values 

for each rule and our ranking algori thm. In realtime, the ranking algorithm scores a given 

fl ow into categories so lhat that flow will be rejected or accepted. 

The detailed fom1at of our input data, the general archi tecture of our system and the 

ranki ng algorithm are discussed in bri ef in the next sect ion. 
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4.2 Design Architecture 

In thi s section, fi rst a pictorial depiction of the design architecture will be presented 

fo llowed by descriptions of each component in subsequent subsections. As shown in 

Figure 4.1, the proposed so lution has four major components: input data, classifier , text 

rule, and a ranking algorithm. 

Training Phase 

, Training INPUT DA TA 

(class known set) 

l 
. ...,.. ............ /. '-

CLASSIFIER 

l 
".., . . -JXJX~«"'''''''''~«'''~ ,'7- W-0 

t TEXT RULE 
':-'. 

Figure 4.1.- Design Architecture 

Ranking Phase 

r 

INPUT DATA/or Test 

(class unknown record) 

I 
'- ~qs: ')1h';O-

RANKING ALGORlTIIM 

l 
Predicted class 

and Score 

During the training phase, the input data is manuall y classified and class assigned (spam 

or ham) record. This set of records is used to generalc rules for futu re pred ict ion based on 

the best classifier available. The input data in the ranking phase is a single record with 

unknown class of which we want to know its class. 
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4.2.1 Input data 

Input data is captured from network traffic. It is a rcal -time co llecti on of data as it 

traverses over a network . Attributes will be fomlUlatcd from the packet headers by 

ca lculating averages, minimum values, squares, and others and important attributes will 

be fed to the classifier fo r training. All the attributes formulated are described in the nex l 

paragraphs. In the case of ranking, a single record will be fed to the ranki ng algorithm to 

come up with a class predicti on. The difference between input data fo r training and input 

data for test is that the former has an additiona l a ttribute that indicates the class type and 

contains much more records whi le the latter has just a single record with unknown class. 

For the pu rpose of our proposed so lution, the fo llowing statistical data is required. The 

stat isti cal data is formulated from IPv4 Tep header, Figure 4.2 [54], and IPv4 header, 

Figure 4 .3 . 

Min ii- minimum of inter-packet arrival intervals 

Max ii- max imum of inter-packet arri val intervals 

S ipi-A verage of inter-packet arri val interval s 

S ipi2-A verage of squarl!s of intc,; r-packet arrivals 

Sipi3-A verage of cubes of inter-packet arri vals 

Sp-A verage number of packets 

Spl-A verage packet lengths 

SpI2-A verage of squares of packet Icngths 

SpI3-A verage of cubes of packet lengths 

Minpl-minimum of packets' lengths 

Max pl-max imum of packets ' lengths 

Spss-A verage of packets with syn sct 

Slss- Average of packets' lengths with syn set 

Spas- Average of packcts wi th ack set 

Slas- Average of packcts' lengths with ack set 
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Spfs- Average of pack CIS with fi n set 

Slrs- Average ofpackcls' lengths with fin set 

Sprs- Average of packcts wi th reset SCI 

Slrs- Average of packets' lengths with reset set 

Spps- Average of packets with push set 

Slps- Average of packets' lengths wi th push set 

Stt l-A verage of all TIL fi elds 

Stt I2-A verage of squares ofTrL fi elds 

Mina i-minimum of seen TTL fields 

Maxtt l-max imum of seen TfL fields 

Stw-Average of Te r window sizes 

Mintw-minimum ofTer window size 

Maxtw-maximum ofTer window size 

Sztwp-A verage number of packets with Te p window size zero 

l' 

500fce Por t Number 16 bits I De~tlna l ion Port Number 16 bits 

Sequence Num ber 32 bil ~ 

Acknowledgment Number 32 bi ts 

" HlEN 4 bit Reserved (6 U A P R 5 , Window Si l e 16 bits 

bits) R C 5 5 Y , 
G , " T N N 

Checksum 16 bits Urgent Pointer 16 bi ts 

Optlon~ 

Figure 4.2: IPv.J TC P header 
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4 bi ls 4 bits 8 bits 16 bits 

Version Header Service Total Length 
Length Type 

Identification Flags I Fragment Offset 

Time to live (TTL) Protocol l'leader Checksum 

Source IP Address 

Destination IP Address 

IP Options 

Figure 4.3: IPv4 IP header 

The packet capture can be done using any o f the avai lable capturing IDols like Tcpdump 

[37], Wireshark [40J or Ethereal [39]. We have got a rcadymade data already captured by 

Tcpdump and we have not used these tools in OUf thesis work . 

4 .2.2 Class ifier 

After the input data is prepared, we need to experiment and select the best classification 

algorithm for our purpose. Weka [41] is a proven tool for such tasks. h has a 

comprehensive set of classification too ls. There are over 71 algorithms in total in Weka. 

When it comes to choosing a specific algorithm, thcre are no obvious cho ices. Different 

algorithms perfonn differently depending on the characterist ics of the data and the 

desired output. Among the 71 algorithms, we experimented with the ones that can be 

used for a classification task. The algorithms we have used are described in the next 

Chapter. 

There are also various methods that assist us in gctting the best out of our data. Details 

regarding tools and techniques uscd will be presented in the next Chapter. Afier 

experimenting with the classification algori thms, we have sclected the best algorithm for 

our purpose. We have also made improvements to the best pcrfonning algori thm so that it 

ean best fit to our purpose. There arc different measures to prefe r one algori thm from 
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another. We wi ll deal with these, as we ll , in detail in the nex t Chapter. I-lavi ng done 

training and testing the algori thm, we will use the rul es from the trained algo ri thm for 

fu ture class prediction of unknown-class data. 

4.2 .3 Text Rule 

This is a rule generated from the trained algorithm in a text formal. Weka outputs are not 

in a format we want for our ranking algori thm as input. In order to incorporate the resu lts 

from the trained algorithm with our ranking algorithm, we converted the output rules into 

a notepad file. This text ru le is organi zed in a way that our ranking algori thm wi ll use it 

for future prediction. This ru le will be generated during the training phase and will be 

used thereafter. The ru le might be peri od ically updated to see changes in behav iors of 

classes. For thi s purpose, a new data fo r training has to be captured wi th already known 

class type. If there happens to be a major change in the induction ru le, our prev ious rul e 

has to be replaced with the new one without the need of changing the ranking algori thm. 

4.2.4 The Ranking Algor ithm 

The ranking algorithm takes the induction rule (text rule) and data to be predicted as 

input. Based on the induction rule, thi s algori thm scores the class probability of an input 

data. There are scores from I to 5. A score of I indicates that the data belongs to ham 

class and a score of 5 indicates a spam class. Data with a score of 2 is most probably ham 

whi le data with score of 4 is most probably spam. The middle category with a score of 

three is a group of data that needs further assessment to classify. 

We thought that it is better to accept ham likely e-mai ls (score 2) instead of rejecting 

them in expense of losing ham messages. Losing a single ham message could sometimes 

be catastrophic. In doing so, we might accept some spam messages that resemble ham but 

this should be acceptable than losing a ham message. We proposed two options for the 

score 4 category: tight filtering and loose fi ltering. When ti ght filte ring is turned on, 

score 4 category wi ll be rejected like that of score 5 category. But if loosc filtering is 

turned on, the score 4 category will be passed for further filtering like score 3 catcgory. 

This implementat ion depends on the user's interest. Some users migh t prefer to tolerate 

some amount of spam to the ir inbox while others might need complete blockage of 
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anyth ing suspicious of spam behavior. Spammers will , most probably, not rcscnd or 

communicate with the desti nation due to huge amount of messages they send and because 

of their use of automated machines that send messages autonomously. In ordcr to avo id 

legit imate messages being rejected again and again by suspicion, we proposed assigning 

a counter fo r every message rejected. If that message reappears for a given number of 

ti mes, it can be accepted. Currentl y, it is be lieved that spammers do not resend a fa iled 

message so that we can accept all messages that are resent. But there is no guarantee that 

the spammers wi ll not resend in the fu ture. Therefore, thi s num ber should be adjusted 

according to the spammers' behavior and more research has to be done to see the 

spammers' resending behavior. The pseudo code for the ranking algorithm is shown in 

Figure 4.4. 
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Accept Input Data/or Ranking 

Read Induction Rule 

Unlit all rules are checked AND Not Solved 

Check Rule 

If Not Solved 

Rule++ 

If Solved 

Calculate Percentage 

I/Class Spam 

I/Percent equals 100 

Score equals 5 

ElseIf Percent less than hundred AND greater than or equals 95 

Score equals 4 

Else 

Score equals 3 

/felass Ham 

1/ Percent equals 100 

Score equals I 

Eisel/Percent less rhem hundred AND greater rhall or equals 90 

Score equals 2 

Else 

Score equals 3 

Else 

Score equals 3 

Figure ./ ,4: Pseudo code for the ranking algorithm 
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The algorithm starts with taking the record to be scored . In real time, thi s wi ll be a single 

fl ow traversing a network that is captured with the packet capturing tools described. The 

rank ing algo rithm, then reads the already prepared induction rules rrom the text data. 

There are a number or rules together with their confidence values. Confidence is 

calculated based on how accurately they perronned on the training data. Some rules 

c1ass iry the training data correctl y without misclassificati ons, hav ing 100 percent 

confidence, whi le others have some misclass ifications reducing their confidence va lue. 

These confidence values arc rererred to as percent in the algorithm. 

I-laving the input data ror classification, the algorithm checks whether the data sati sfies 

the fi rst ru le or not. I r the ru le is sati sfied, a fl ag called Solved wi ll be turned on. Ir not, 

every ru le wi ll be checked until a satisryi ng rule is round. When the sat isrying rul e is 

round, its confidence value will be checked to <lssign a rank to the record. Ir there is no 

ru le that the data satisfies, the record wi ll be assigned a score on. 

We have categorized the confidence values into three categories. The first category 

contains rules that perrectly classi fi ed the training dataset into the respecti ve class. Such 

rules have 100 confidence values. Ir the input data sati sfies such rules, then the record 

will be given a score or 5, ir it is Sparn Class, or a score or I, ir it is Ham Class. That 

me<lns, a record or spam class with a confidence value or 100 will be automaticall y 

rejected and a record or ham class with a confidence vallie or 100 will be accepted. 

The second category ror spam class records is those with confidence value between 

95(inclusive) and 100. We have done some experimentation to come up with the 

boundary or 9S confidence value. This is a score 4 class and records in thi s category are 

very suspicious 10 be spam. Thererore, there is a probability that these records will be 

rejected, ror example, when ti ght filtering is turned on. Based on our training data, we 

have seen that it is risky to include other records with less confidence values than 95. 

Hence, we have decided to include the remaining records (with less than 95 confidence 

value) in the third category with score 3. But, records with confidence val lie or 9S and 

more are very close the definitely spam category and includ ing them in score 4 is 

necessary and less ri sky. 
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When the records are of ham class, we have the lower bounder of 90 confidence value 

(inclusive) and an upper bound of 100. The records havi ng these confidence values and 

ham class are assigned score of 2. These records arc very likely to be ham and it is even 

possible to accept such records. But, there is a low probability of accepting spam 

messages and it should be acceptable. Reducing the boundary to a confidence value of 

below 90 wi ll let in many spam messages into ham territory and is against the very first 

idea of filtering out spam. 
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CHAPTER FIVE: EXPERIMENTATION A D IMPLEME TATIO 

Starting with describing the tool s and techniques we have lIsed, thi s Chapler presents, in 

detail , our experimentation. The results and findings from the ex periments arc also 

di scussed together with how Ollf final so lution is implemented. 

5.1 Tools and Techniques 

The following arc the too ls that arc essential for the realizati on of the proposed sohnion. 

The techniques are also explained along with the tools. 

TCI' I)UMI' 

Tcpdump is a powerful command line packet analyzer. II can print out a description of 

the contents of packets on a network interface or it can save the packet data to a file for 

later analys is. Furthermore, it can read packets from saved fil es for anal ysis. This too l is 

used fo r capturing packets either fo r training the algori thm or doing the scoring task in 

rea [ ~time . 

When Tcpdump finishes capturing packets, it repons counts of packets captured, packets 

received by filter if specified, and packets dropped by the kernel due to lack of buffer 

space. 

There are options to be used with Tcpdump in command line to specify the type and 

format of an output. For example: 

-e: print the link-level header on each dump line 

-F: use file as input for filter expression 

-K: do not attempt to verify JP, Tep or UD P checksums 

-11 : do not conven addresses to names 

OS: prin t abso lute, rather than relative, Tep sequence number 

ott : print an unfonnatted timestamp on each dump line 
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-XX: when parsing and printing, in addition to printing the headers of each packet, print 

data of each packet, including its link-level headers, in hexadecimal and ASCI I. 

Based on the type of the protocol, the output fo rmats differ. For the ' -c' option, on 

Ethcrnets, the source and destination addresses, protocol , and packet length are printed. 

On FOO l (Fiber Distributed Data Interface) networks, frame control field , source and 

desti nation addresses and packet lengths arc printed. 

The following is the general format of a TCP protocol line: 

Src>dst: flags data-seqno ack window urgen t opt ions 

It is also possible to capture packets wi th particular flag combinat ions, meaning just 

capturing packets wi th some flags set and some others not, for example. 

We were not able to collect raw packets and hence used already collected data. We have 

not used Tcpdump in our thesis work. We descri bed it here because of the fact that it is 

necessary for fu ture use of our algorithm. 

MS Office Excel 

After fi rst captured by Tcpdump, our input data is converted into an Excel fil e for further 

processing. Using Excel sheets, we pre-processed our data so that irrelevant and 

incomplete data can be removed. We have removed four attributes found to be not 

important for the classification task and some records with missing values have also been 

removed. Detail s regard ing these are explained in Section 5.2.2. Excel' s filtering fcalllre 

has also been of great help to visuali ze and analyze data in subsets. 

WEKA 

WEKA (Waikato Environment for Knowledge Analysis) (41) is an open-source software 

which is a collect ion of machine learning algorithms for data mining tasks. It contains 

tools for data pre-processing, classification, regression, clustering, associat ion. and 

visuali zat ion. For our experimental purpose, we have used different classificat ion 

algorithms that exist in Weka and selected the best perfomling algorithm for our ranking 

algori thm implementation. The algorithms we have used and their performances in our 

data set arc described in section 5.2.5 in detail. 
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Notepad 

We have used notepad to formu latc the induction ru les that have been generated by the 

selected algorithm during classification. OUf ranking algorithm rcads the induction fu les 

from this Notepad formulated file. 

Python 

Python [42] is a frec-lo-usc programming language that runs on Windows, Linux/Unix, 

and Mac OS. It is a simple but effecti ve object-oriented programming language. Pyt hon 

is an excellent tool for scanning and mani pulating textual data. Because of this facl, we 

have used Python for writing OUf ranking algorithm which rcads input from a text file. 

5.2 Data Collection and Experimentation 

5.2. 1 I>ata Collection 

Initia ll y, the data for thi s thesis work was planned to be collected from Add is Ababa 

Univers ity (AAU) mail server. But, due to changes in management personnel and over­

suspicious privacy concerns, we were not able to use data from AAU. We have also tried 

to co llect our data from other local universities, but the same conccrns persisted in 

wherever we went. As a matter of this fact, we are obliged to use data from sources 

outside the country. The data we have used is described in detail in l28]. The data was 

collec ted from an SMTP server that hosts over one hundred mailboxes in the Czech 

Republic. The data was co llected for nine days. The raw packets were dumped with 

Tcpdump and in parallel, received e-mai ls were saved to separate folders. The delivered 

e-ma il s were classified by SpamAssassin in omine mode. Later, the results from the 

classi fica tion were manually verified and the misclassified ones were corrected. Figure 

5. 1 shows the data co llection setup [28]. 
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Figure 5. / : DalO collection setup 

5.2.2 Data Preprocess ing 

Data preprocessing describes any type of processing pcrfOnllCd on raw data to prepare it 

for another processing procedure. It transforms the data into a ronnat that wi ll be morc 

easily and effectively processed fo r the purpose of the user. As po inted oul in Section 5. 1, 

we have used MS Excel to preprocess OUf data. Using Exce l and Weka, we have removed 

629 invalid and irrelevant records from the original data. Invalid records arc records 

containing many attributes with missing values. The original data we have recei ved had 

an attribute called "valid" and was assigned a value of 1 for valid records and 0 for the 

non-valid ones. We removed the invalid records and then also removed the whole 

att ribute ("valid") as there is no need to keep the attribute when all the remaining records 

contai n the same value of I for that attribute. An attribute containing the same value for 

all the records is irrelevant fo r our classi ficati on. 
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In add ition to the "Valid" attribute, another four attributes which are found to be 

irrelevant for our work were also removed. The attr ibutes we have removed arc "Spus", 

"Slus", "Sts", "Ets". They stand for sum of packets with urgent set, length of packets 

with urgent set, start time stamp, and end time stamp, respecti vely. These attributes arc 

irre levant because they contain the same va lues for all records hence not helping in the 

classification task. There were attributes with a few missing values. To dea l with missing 

val ues Case Deletion and Mean Imputation arc commonly used. We decided to fi ll the 

missing values with mean values than discard the whole attribute as the miss ing va lues 

were few. Even though the original data contains stati stics from two direct ional flows, we 

have used statistics of inbound traffi c on ly because we will be using inbound flows onl y 

to determine the spam traffic in the future. 

S. 2.2. 1 Feature Selection 

Feature select ion is the process of finding a subset of features from the tota l original 

features. Its purpose is to remove the irre levant input features from the data set for 

improv ing the classi fication accuracy. Feature se lection is essenti al for model 

construction. Irre levant and redundant fea tures may lead to a complex model as well as 

poor detect ion accuracy (521. 

There are many data mining methods for se lecting important features from training data 

sets such as information gain, gain ratio, document frequency, mutual infommtion, CHI , 

and term strength [43]. For a tex t data set like ours, information gain, gain ratio and CHI 

methods can be used. In our thesis work, to select the important input attributes from the 

ori ginal training data set, the three methods were tested and we found that informati on 

ga in approach performed better. Infonnati on gain is the amount of information associated 

with an attribute value that is related to the probability of occurrence. Our selection of 

thi s approach is based on its performance on our dataset and other related experiments 

like those in [43]. 

Information gain measures the amount of information about the class prediction, if the 

on ly information available is the presence of a fea ture and the corresponding class 

distribution. It measures the expected reduction in entropy (uncertainty assoc iated wi th a 

random feature). Hence, attributes with random distributions have higher entropy and 

lower information ga in; therefore, such attributes arc less interesti ng. 
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Information gain ralio is also used instead of infonnation ga in . It is a similar technique 

wi th infonnat ion gain but biases the decision tree aga inst considering attribu tes with a 

large number of distinct values. However, attri butes with very low informat ion values 

then appeared to recei ve an unfai r advan tage. 

In probabil ity theory and statistics, the chi-square distribu tion wi th k degrees of freedom 

is the di stribution of a sum of the squares of k independent standard nonnal random 

variables. It is one of the most widely used probabi lity distribut ions in inferentia l 

stat isti cs. The chi-square di stribution is used in thc common chi -square tests for goodness 

of fit of an observed distribution to a theorctica l one. Top ten features that are selected 

based on the three methods are shown in Tab le 5. 1. These features were described in 

section 4.1. 

Table 5.1: Top ten Feat/lres selected by the three me/hods 

Rank Number Informalion Ga in Ga in Ratio CHI-square 

I Spl3 Minpl Spl3 

2 Spl2 Sirs Spl2 

3 Sipi2 Slas Sipi2 

4 Sipi Spl Sipi 

5 Maxii Spps Maxii 

6 Sipi3 Spl2 Stw 

7 Stw Maxpl Sipi3 

8 Spl Spl3 Slas 

9 Maxpl Sp Spl 

10 Slas Sipi3 Maxpl 
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It can be seen from Table 5.1 that infomlulion gain and chi square se lect almost similar 

fcatures. Experimenting with these selected features, we have secn that infonnation gain 

features arc much better. Experimental resu lts obtained using this method afC explained 

in Section 5.2.3. Features se lected by infomlalion gain arc also in accordance with results 

we obtained by manually selecting best features which arc also explained in Section 

5.2.3. 

5.2.2.2 Unbalanced Dataset Handling 

A dataset is said to have a class imbalance if it contains many more examples of one class 

than the other. Such situations pose cha llenges for classifiers since Ihey lend to ignore 

small classes while concentrating on class ifying larger once accurate ly. Our dataset 

contains 48,933 spam instances and 1592 ham instances. This is one example of 

unbalanced datasets that needs somc balancing work before class ifi cation to avoid 

classi fier bias. 

However, there is one critical difference between our dataset imbalance and other 

datasets that often have class imbalance problems such as fraud detection, fault dctcction, 

and anomaly detect ion which typically contain much fewer instances of the cvent of 

interest (abnormal activity in the mentioned examples) than of irrelevant events (nonllal 

act ivities) [44]. Our dataset contains much more instances of spam class (the fea ture of 

the Interest) than ham class and thi s class imbalance problem of ours is not as severe as 

the other way round because we have more sets of interesting instances. Even though our 

dataset is not cursed with the problem of few instances of interest class, it still needs 

balancing tasks to achieve high classification accuracy. 

To this end, we have used a SMOTE (Synthet ic Minority Over-sampling Technique), 

which oversamples the smaller class without making any changes to the larger class. As 

poin ted out in [44] , there is no single point whcre every dataset can be said to be 

balanced. Some datasets produce good results in the ratio one to tcn while others give 

same results as previous in the ratio one to one hundred. Therefore, we have done little 

experimenting to see in what ratio we can gel the best out of our dataset. The best result 

we got was obtained by under-sampling the smaller class without changing the large r 

class un til they reach the ratio of about one to eight. Our final balanced set contains 6112 

instances of ham class and 48,933 instances of spam class. 
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5.2.5 Classification 

Classi fication is a data mining technique that assigns items in a collection to target 

categories or classes. The goal of classification is to accurately predict the target class for 

each case in the data. A classification task begins with a dataset in which the class 

assignments are known. In the training process, a classification algorithm finds 

relationship between the values of the attributes and the va lues of the target class. 

Different classification algorithms use different techniques for finding the relationships. 

These relationships are summarized in II model , which can then be applied to a dirrerent 

dataset in whieh the class assignments are unknown. 

Class ification models are tested by comparing the predicted values to known target 

va lues in a set of test data. Test metrics are used to assess how accurately the model 

predicts the known values. The following arc the most common metrics ['38]: 

Confusion Matrix 

A confusion matrix d isplays the number of correct and incorrect predictions made by the 

mode l compared with the actual classi fication in the test data. A confusion matrix has the 

following general fonnat 

Table 5.2: The general formal of 1I confllsion matrix 

Classes Classified as 

(actual) a b Tota l 

a TP FN P 

b FP TN N 

Where: 

a stands for spam class and b stands for ham class. 

TP (True Positive): 

Is the number of ins lances that arc Posit ive and classified as Posi ti ve by the model 
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FN (False Negati ve): 

Is the number of instances that are Positive but classified as cgativc by the model 

FP (False Positive): 

Is the number of instances that arc Negati ve but classified as Positive by the model 

TN (True Negati ve): 

Is the number of instances that arc Negat ive and classifi ed as Negative by the 

model. 

P (Positive): Is the total number of positive classifications. 

N (Negative): Is the total number of negative classifications. 

Two types of eITors can be seen from the confusion matrix , Type I and Type II errors. 

Type J Errors are errors that are False I)ositive and Type II errors arc errors thaI arc False 

Negative. In our case, Type I Error (FP) is much severe than Type II Error (FN). 111al 

means it is bener to classify a sparn message as ham Ihan classifying ham as spam. 

Dropping of a s ingle ham message, by mistake, might be catastrophic. This fact has been 

considered while evaluating a classifier. There are other measures that arise from the 

confusion matrix, which are discussed below. 

TPR (True Positive Rate): the proportion of actual Positives which are predicted Positi ve 

TPR~ TP = TP 
P TP+FN 

where P stands for actual Positives 

TPR is also call ed sensitivity or recall. 

l N R (True Negative Rate): the proportion of actual egati ves which are predicted 

Negati ve 

TN TN 
- = where N stands for actual Negatives 
N TN+FP 

TNR is also called speci ficity. 
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FPR (fa lse Positive Rate): the propon,·o" r o actual Pos iti ves which arc predicted 

Negative 

FP FP 
FPR= - = ---.:...:..-.-

N TN+FP 

Based on the confusion matrix results, accuracy and precision can be computed as 

follows: 

Accuracy refers to the percentage of correct predictions made by the model when 

compared with the actual classifi cation. 

TP / Accuracy ~ - (P+N) 
TN 

Precision: is the proportion of predi cted Positi ves whi ch a f C actuall y Posi tive . 

I
> .• _ TP 
reCIS io n - (TP+FP ) 

F-measure : is a measure of a test's accuracy. It cons iders both the prec ision p and the 

recal l r of the test to compute the score: p is the num ber of correct results divided by the 

numbe r of all returned results and r is the number of correct resulls di vided by the 

number of results that shou ld have been returned . The F ·measure ean be in terpreted as a 

weighted average of the prec ision and reca ll, where an F -measure reaches its best val ue 

at I and worst score at O. 

ROC Arca 

Receiver Operating Characteristics (ROC) curve is used to characterize the tradeorr 

between hit rate and false alarm rate. ROC curves depict the pcrfomlance of a classifier 

without regard to class distri bution or error costs. They plot the number o f positi ves 

included in the sample on the vertical ax is, expressed as a pe rcentage of the total number 

of positi ves, against the number of negati ves included in the samples, expressed as a 

percentage of the total number of negatives, on the horizonta l axi s. 

ROC area is the area under the curve, that is, the area between the ROC curve and the 

lower ri ght hand comer of the diagram. The ROC area is directl y related to the separation 

of the two conditi onal di stributions, and therefore measures the discrimination abi lity of 
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the forecast. The closer the curve is to the upper left hand comer of the graph, the greater 

the area and the greater the discrimination. The range of the ROC area is 0 to 1. If the 

ROC lies along the diagonal , corresponding to an area of 0.5 , thi s means the two 

conditional distributions lie exactly on top of each other and there is no d iscriminal ion. 

Va lues be low 0.5 denote negat ive or "perverse" discrimination. Although there is some 

discrimination whenever the ROC area is > 0.5, in most situations the discrimi nation 

abili ty of the forecast is not really considered useful in practice un less the ROC area is 

greater than 0.7. 

Based on the above metrics, we have se lected the best performing classification 

al gorithm for our purpose. Below are the algorithms that are round to ha ve better 

classi ficat ion results. 

Nai'"e Bayes 

The ai've Bayes algorithm is based on conditional probabi lities [381. It uses lJayes' 

theorem, a fonnula that calculates a probabi lity by counting the rrequency o r values and 

combinat ions of values in the hi storical data. Bayes' theorem finds the probabil ity or an 

event occurring given the probabil ity or another event that has already occurred . 

Nai've Bayes makes the assumption that each predictor is conditionall y independent of the 

other. For a given target value, the distri bution or each pred ictor is independen t or other 

predictors. 

The classification results using Nai've Bayes algorithm arc shown below. 

The results arc obtained using stratified cross-validati on that di vides the input data into 

ten subsets and uses the nine subsets ror training and the remain ing one for testing. 
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Table 5.3: Confllsion Malri:r of Nallie Bayes AI 'tl gOr! 1111 

Classes Classified liS 

(actual) spam ham 

spam 46,669 2,264 

ham 35 6077 

Table 5. 4: Detailed Accuracy by Class f or Nallle Bayes algorithm 

Class TP Rate FP Rate Precision Recall F·Measurc IlOe Arca 

Sparn 0.954 0.006 0.999 0.954 0.976 0.998 

Ham 0.994 0.046 0.729 0.994 0.84 1 0.998 

Weighted A vg. 0.958 0.01 0.969 0.958 0.961 0.998 

Correctly Classified Instances 52746 95.8234 % 

Incorrectly Classified Inslances 2299 4.1 766 % 

As can be seen from Tables 5.2 and 5.3, NaTve Bayes algorithm has a good TP value, a 

good TPR, Precision, and Recall for Spam class but it has [l high misclassifieation 

(4.17%) making it difficult to adopt for our solution. It has a FPR of 4.6% for ham class 

which means it classifies 4.6% of ham messages as spam making it a bit difficult for 

adopt ing. 

JRip 

JRip is a rule induction algorithm which gencratcs rules in if·then fonn. JRip implements 

a propositional rule leamer, RIPPER, which was proposed by Cohan (45). Ripper bui lds 

a rule set by repeatedly adding rules to an empty rule sct until all positive examples arc 

covered. Rules are formed by greedily adding conditions to the antecedent of a rule until 

no negat ive examples are covered. The classification results using JRip algori thm arc 

shown below. 
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The results arc obtained using stratified cross·va l'.da,·o 'h d" d h ' d . I n at IVI cs I C Input ala Into 

Icn subsets and uses the nine subsets fo r training a d 'h . . r . n c remammg one lor ICSllIlg . 

Table 5.5: Confusion Matrix of JRip Algorilhm 

Classes Classified as 

(actua l) sparn ham 

sparn 48677 256 

ham 253 5859 

Table 5.6: Detailed Accuracy by Class/or JRip algorithm 

Class TP Rate FP Rate Precision Recall F·Mcllsure ROC Area 

Sparn 0.995 0.041 0.995 0.995 0.995 0.978 

Ham 0.959 0.005 0.958 0.959 0.958 0.978 

Weighted A vg. 0.991 0.037 0.99 1 0.991 0.991 0.978 

Correctly Classified Inslallces 54536 99.0753 % 

Incorrectly Classified Instances 509 0.9147 % 

JRip has perfonned better than Na"ive Bayes. It has much reduced the FPR for ham class 

down 10 0.5 and also misclassi fied only 0.92% of test data. Its Precision and Recall arc 

al so way better than NaiVe Bayes. However, it still has unpractical FPR. A 3.7% FPR is 

ri sky to tolerate. 
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J48 Decision Tree Algorithm 

Decision tree involves decision based classification and adaptive learning over a training 

dataset (46]. Decision trees are produced by algorithms that identify various ways of 

splitting a dataset into branch-like segments. These segments form an inve rted decision 

tree that originates with a root node at the top of the tree . 

The J48 algorithm is the Weka implementation of the C4.5 deci sion tree learner. The 

algorithm uses a greedy technique and detennines. at each step. the most predicti ve 

attribute and splits a node based on thi s attribute. It deals with numeri c attributes by 

determini ng where thresholds fo r dec ision should be placed. Result s from J48 

classification are shown below. 

The results are obtained using stratified cross-val idation that divides the input data into 

tcn subsets and uses the nine subsets for traini ng and the remaining one for testing. 

Table 5. 7: Confusion Matrix 0/ J48 Algorithm 

I Classes Classified as 

(actua l) spam ham 

sparn 48854 79 

ham 175 5937 

Table 5.8: Detailed Accuracy by Class/or J48 Algorirhm 

Class TP Rate FP Rate Precision Reca ll F-Mcasure ROC Arca 

Spam 0.998 0.029 0.996 0.998 0.997 0.996 

Ham 0.971 0.002 0.987 0.97 1 0.979 0.996 

Weighted A vg. 0.995 0.026 0.995 0.995 0.995 0.996 
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Correctly Classified Instances 54791 99,5386 % 

Incorrectly Classified Instances 254 0.4614% 

J48 has given us an improved result in every aspect: high 'I'll, low FP, high Prec is ion and 

Reca ll , and high ROC Area as we ll. It has reduced the FPR down to 2.6% with improved 

Precision of Ham class to 98.7%. Overall it has a misclassific8tion of 0.46% which is 

practicall y tolerable and can be dealt with. This model lets onl y 0.16% of Spam to be 

wrongly deli vered to the user while correctly detecting 99.84% of spam. This is so 

lucrat ive lhat we used J48 algorithm as a model to construct our ranking algorithm. In the 

next section, we discuss some of the best predictive attri butes we have identified using 

the J48 model. 

The above classification results are based on full dataset usage . We have used all 

attributes in the classification process. Our next experiment was to see the performance of 

each attribute alone using the best perfonning c1 assili er, )48. Oelow we have shown the 

results for some of the attributes when used alone. The results of other attributes that arc 

not shown here are shown in Annex I. 

Maxpl (Maximum of packets' lengths) 

Tub/I! 5.9: Conf usion Matrix /lsillg Maxp/ ollly 

Classified as 

Actual Sparn Ham 

Spam 46410 2523 

Ham 1663 4449 

Table 5. /0: Detailed Accuracy By Class /Ising Mu'Cpl only 

Class TP Rate FP Rate Precision Recall F-Measurc ROC Area 

Spam 0.948 0.272 0.965 0.948 0.957 0.956 

Ham 0.728 0.052 0.638 0.728 0.68 0.956 

Weighted A vg. 0.924 0.248 0.929 0.924 0.926 0.956 
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Slas (Average of Packets' Lengths with ack Set) 

Table 5.11: Confllsion Mmrix /Ising Slas only 

Classified as 
Actual Spam Ham 

Spam 47838 1095 

Ham 1892 4220 

Table 5.12: Detailed Accuracy By Class /Ising Slas ollly 

Class TP Rate FP Rate Precision Recall F-Measure 

Spam 0.978 OJI 0.962 0.978 0.97 

Ham 0.69 0.022 0.794 0.69 0.739 

Weighted A vg. 0.946 0.278 0.943 0.946 0.944 

Spl2 (A verage of Squares of Packet Lengths) 

Table 5.13: COII/IIS;OIl /I,falrlx m';l1g Spl2 unl), 

Classified as 

Actual Spam Ham 

Spam 48022 911 

Ham 1243 4869 

Table 5.14: Detailed Accuracy By Class /Ising Spl2 only 

Class TP Rate FP Rate Precision Recall F·Measure 

Spam 0.981 0.203 0.975 0.98 1 0.978 

Ham 0.797 0.019 0.842 0.797 0.819 

Weighted A vg. 0.961 0. 183 0.96 0.961 0.96 

ROC Ar~a 

0.909 

0.909 

0.909 

ROC Area 

0.985 

0.985 

0.985 
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Spl3 (A verage of Cubes of Packet Lengths) 

Table 5.15: Confusion Matrix /Ising Spl3 ollly 

Classified as 
Actual Spurn Ham 

Spam 48465 468 

Ham 615 5497 

Table 5. J 6: Detailed Accuracy By Class /Ising Spl3 ollly 

Class TP Rate FP Rate Precision Recall F-MCilsure ROC Arca 

Spam 0.99 0.101 0.987 0.99 0.989 0.995 

Ham 0.899 0.01 0.922 0.899 0.91 0.995 

Weighted A vg. 0.98 0.091 0.98 0.98 0.98 0.995 

Stw (Average ofTep Window Sizes) 

Table 5./7: Confusion Matrix 1I~' iflg SIll' ollly 

Classified as 
Actual Spam Ham 

Spam 48444 489 

Ham 1867 4245 

Table 5. 18: Detailed Accuracy By Class /Ising SIll' only 

Class TP Rate FP Rate Precision Recall F-Measurc ROC Area 

Spam 0.99 0.305 0.963 0.99 0.976 0.945 

Ham 0.695 0.01 0.897 0.695 0.783 0.945 

Weighted A vg. 0.95 7 0.273 0.956 0.957 0.955 0.945 
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As it can be seen from the above Tables, SplJ has the highest classification accuracy with 

an average TPR of 98% and FPR of 9. 1 %. Sp12 is another attribute with a good 

classification accuracy having 96% and 18% average TPR and FNR, respecti vely. Maxpl , 

Slas and SIW have also better classi fication accuracies than other attributes. 

Next, we experimented to see how the combinations of two or morc attributes pcrfonn. 

To this end we have used the combination of the best performing Spl3 attribute with 

others. Us ing SpJ3 and Spl2 have given us the best improvement over SplJ alone. We gOI 

98.9% and 5.7% TPR and FPR respectively when Spl ) and Spl2 arc used together. This 

is an expected result as both attributes arc the highest performing attri butes alone. 

Bel ieving that using only top performing few attributes may give us the best result , we 

experimented with three, four, five and more best attributes. But the result was not as we 

thought. Using the best perfonning few attributes alone did not give us much 

improvement over using just Spl3 and spl2. 

We have other attributes like "Minii" wh ich perfonn very weakly when used alone but 

make signi ficant impact when used with spl3. Minii has 90% TPR and 72% FPR when 

used alone. Even though Minii has a high FPR, its combination with Spl3 gives us an 

improved perfonnance of98.9% TPR and 5.8% FNR. This prompted us to think that we 

need to use a good combination of both top performing attri butes lind weaker attributes. 

To do this, we have categorized attributes into groups based on their closeness. 

Group I : Minii , Maxii, Sipi , Sipi2, Sipi3 

This group contains attributes that deal with packet inler-arrival times 

Group 2: Sp, Spl, Sp12, Sp13, Minpl, M .. xpl 

This group contains attributes that deal with packet sizes. 

Group 3: Spss, Slss, Spas, SI.s, Spfs, Slfs, Sprs, Sirs, Spps, Sips 

This group contains attributes thai deal wi th flags. 
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Group 4: Stt l, Sttl2, Mintt l, Maxttl 

This group has auributes dealing with time-la-live values. 

Group 5: Stw, Mintw, Maxtw, Sztwp 

In this group we have attributes that deal with rep window size. 

We have grouped attributes due to the fact that attri butes in a simi lar category have a very 

related infonnation and taking one or two from each category can represent in formation 

of that category. 

The first thing we have done is to take one attribute from each category based on their 

individual performances. The best performing attri butes one from each c<ltcgory arc: 

Sipi2, Sp1 3, Slas, Snl, and Stw. The result obtained using these fi ve attri butes is shown in 

Tables 5. 19 and 5.20. 

Table 5.19: Confusion Matrix IIs;ngjive se/ecfed {lltribliles 

Classified as 

Actua l Sparn Ham 

48825 108 
Sparn 

244 5868 

Ham 

Table 5.20: Detailed Accuracy By Class IISingfi\'e selected altriblltes 

Class TP Rate FP Rate Precision Reca ll F-l\1casurc ROC Arca 

Spam 0.998 0.04 0.995 0.998 0.996 0.997 

Ham 0.96 0.002 0.982 0.96 0.971 0.997 

Weighted A vg. 0.994 0.036 0.994 0.994 0.994 0.997 
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Correctly Class ified Instances 54693 

Incorrectly C lassified Instances 352 

99.3605 % 

0.6395 % 

Furthermore, we have experimented by adding some attributes to the best ri ve we have 

alread y used. After some experimentation, adding of another four attributes, maxii , 

Maxpl, Spps, and Maxtw is found to improve the classification result. The final resu lt 

using the selected nine attributes is shown in Tables 5.21 and 5.22. 

Table 5.21: Confusion Matrix IIsing the selet:ted nine allriblltes 

Classified as 

Actual Spam Ham 

Spam 48837 96 

Ham 180 5932 

Table 5.22: Detailed Accuracy By Clal's using the selected nine allriblltes 

Class TP Rate FP Rate Precision 

Spam 0.998 0.029 

'-lam 0.97 1 0.002 

Weighted A vg. 0.995 0.026 

Correctly C lassified Instances 
Incorrect ly Classi fied Instances 

54769 
276 

0.996 

0.984 

0.995 

Reca ll 

0.998 

0.971 

0.995 

99.4986 % 
0.5014 % 

F-Measure ROC Area 

0.997 0.993 

0.977 0.993 

0.995 0.993 

The results using the selected nine attributes arc as good as the results we got using the 

total 29 attributes. But using the reduced number o f attributes is ad vantageous in terms o f 

speed and complexity. The ru les derived from using the 29 3uributcs arc very complex 

and it takes more time to generate the rules. 
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5.2.6 Results and Discussion 

In this section, we discuss the results we found from the expe· e t · h . rim n S In t e prevIous 

section. Basing our findings on the J48 model we have trained and tested in the above 

section, we will discuss the attributes which have a profound effect in identifying spam 

flows. We will also point out any other experi mental results that comply or contradict 

with ours. 

As pointed out by Gomes ef. al. [47] and Beverly el.a/. [48] , there arc differences in the 

ways sparn messages and ham messages arc sent. These differences arc possibly due to 

the inherent distinct nature of e-mai l senders and their connections wi lh e-mail rec ipients 

in each group. Whereas a ham transmission is the result of a bi lateral relat ionship, 

typically initiated by a human being, driven by some social relationship, a spam 

transmiss ion is basically unilateral action, typica lly performed by automatic too ls and 

driven by the spammer's will to reach as many targets as possiblc wilhout being detccted. 

Bccause spammers must send large volumes of e·mail to be viable economically. they 

transmit e.mails continuously, asynchronously, and in parallel [4 81· The sources of spam 

arc frequently large compromised batnets; 85% of spam is sent from botnets [91 , which 

are resource constrained and typically connected to the Internet by links with asymmetric 

bandwidth. Therefore, the flows that comprise spam traffic exhibit behaviors consistent 

with traffic competing for link access. FurthemlOrc, today's botnet masters and attackers 

are seeking money, driven by profits, and motivated more by a desi re to gain financial 

benefit than to create havoc (53]. Hence, spammers usuall y pay for these botnel masters 

based on the duration of time they actively use the rented botnets, forc ing thcm to send 

large amount of spams in short period of time in max imum possible way. 111ese foc tors 

playa great role in differentiating spam from ham. 

The following are the major findings from our research experiment: 

There is a notable difference between spam and ham c-mails in terms of size. Our 

attributes that are related to e.mail size show significant difference between the two 

categories. In terms of number of packets in a single flow, average size of packets and 

maximum packet length in a given flow, we found out interesting differences Ihat can be 

finger prints for detection. These fac ts arc shown in Figures 5.2 to 5.6. 
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x less tha n 152 

Figure 5.2: Average packet lenglhs/or ham ami spam co ,mections 

In Figure 5.2, we can see that 82% of spam flows have packet sizes less than 152 bytes, 

while only 18% of ham flows have less than that figure. This is in parallel with the 

number of packets for each flow, which is depicted in Figure 5.3 . From the fi gure we can 

sec that when 89% of ham flows have more than ten packets, onl y 20% of sparn flows 

have more than ten packets per flow. Still continu ing with size, we sec in Figure 5.4 that 

85% of sparn flows have maximum packet size (in a flow) less than 658 bytes, whi le 

onl y 14% of ham flows have maximum packet length less than 658 bytes. 
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Sp (Average Number of Packets) 
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Figure 5.3: Average number a/packets/or ham and spam Jlows 
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Figure 5.4: Max imum packet lengt hS ill a single flow for ham alld spam 
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Furthennore, we have experimented to see how the other two attributes related wi th size 

behave in the two categories. The first one is the average of squares of packet sizes (spI 2) 

and the second is the average of cubes of packet sizes (spI3). The results from these two 

attributes still coincide with the above results. As shown in Figures 5.5 and 5.6, 73% of 

ham flows have Spl2 greater than IOOKB but only 13% of spam flows obey th is rule . 

SpJ3 has a slightly better distincti ve power than spl2. 76% of ham flows have spl3 grenter 

than 1.5 GB, whi le only 13% of sparn connections fa ll in the same category. 

Spl2 (Average of Squares of Packet Lengths) 

100% 

90% 

80% 
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30% 

20% 

10% 
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hom spam 

Fig ure 5.5: Average of squares of packel sizes for ham and spam flo ws 
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Spl3 (Average of Cubes of Packet Lengths) 
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Figure 5.6: Average of cubes of packel f)'izes of ham lIlId splIm flows 

The results from the above attributes, features related to size, have shown to have n high 

discriminatory power between ham and spam flows. These fea tures arc so discriminatory 

that the above five attributes alone can correctl y classify 77% of spam fl ows with onl y 

4% false positive rate. Another observation is that spam messages have an average packet 

number of nine and an average packet size of 93 bytes in a single flow while ham 

messages have 22 and 228 bytes respecti vely. These show us that spam messages have by 

far less size than ham messages. Ham messages have almost two and half times Inrgc r 

size than spam messages on average. 

Variabi lity in size of packets is also another intcresting point to note. While ham 

messages have a very high size dilTerences among themselves (a standard deviation of 

302 bytes), spam messages are not too variable in size (a standard deviation of91 bytes). 

Our findings related to packet sizes have been studied by other researchers as well. In 

[47], the researchers found out that size of packets and coefficient of variability of packet 

sizes can be used to detect spam flows. Regarding the size and variability. their results 

coincide with ours. They found out that the average size of a ham message is from six to 

eight times larger than the average size of a spam and the coeffic ient of variation of the 

sizes of ham messages is three times hi gher than that of spam messages. Hao el.ot. [511 
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have also came up with similar results: spam messages tend to have small size and 

rel atively equal sizes while ham messages have variable and larger sizes. 

The fact that spam messages have small and non-variable sizes arc altribulCd to 

spammers' behavior of sending. Because a given spamrner will mostl y send the same or 

simi lar content in all the messages using some kind of templates, it is normal to expect 

lower size variance in the size of spam messages than ham messages. To be effective in 

sending as many spams as possible, spammcrs also need to keep their messages small . 

This complies with their economics as well. Rented botnels have to be used effecti vely 

by send ing as many as possible spam in as possible as little lime so that they usc their 

resources effectively. Making messages smaller in size will have an advantage for 

spammers, in this regard. 

100% 
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10% 

0% 

Spas (Average of Packets with ack Set ) 

• greater than 4 

~ les s or equa ls to 4 

h,m spa m 

Figure 5. 7: Average number oJ packe/s with ackflelc/ set 

fl found to be other good ind icators. As 
Packets with the ack (acknowledgment) ag set arc . 

h . F' 5 7 d 5 8 the maiority of spa01 flows have no ack field sct, meaning Sawn m Igures . an . , CI 

. ' d' k wledgments. Only 17% spam flows have 
spammers do not waste their time sen mg ac no 

h'l 71% of ham flows have more than four 
more than four packets with ack fie ld set, W I e 

5" f am flows which have ack fil ed sct ha\'e 
packets with ack field set. Moreover, 8 10 0 sp 

. 1 15% ham flows which have ack field set have 
packet sizes less than 41 bytes while on Y 

packet sizes less than 41, 
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Figure 5.8: Average size ojpackels with ackfleld set 

Time.to-live (ttl) is found to be another discriminating fea ture in our experiment. Time­

to-live is used to prevent packet endless loop and the current recommended default time­

to-l ive fo r TCP is 60 seconds [SO] . Having Ihis in mind, we tried to see how the two 

classes behave in tenns of ttl. When we compare against the recommended standard (60 

seconds), 50% of ham flows obey the rule while on ly 11 % of sparn nows arc in 

accordance with the recommendation. In addition to this, we found that 83% of spalll 

nows have ttl greater than 105 seconds while only 36% of ham nows have that rate. This 

shows us that spammers tend to set large time-to-li ve values. This might be \0 keep the 

packets alive for as long as possible so that they wi ll not be expected to resend removed 

packets. This makes sense as spammers have too many spams to send and doing tbe 

resending task for many packets will be tedious and infeasible for them due to limited 

resources and time. Figure 5.9 shows the ttls for ham and spam nows. 
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Figure 5. J 0: Maximum inter-packet arriWlI intervals of Iram and sparn 

Conn ect ions 

Inter-packet arrival times have also some discriminating power. To sec this. we have 

max imum inter-packet arri val lime and average inter-packet arri val lime nuributcs. 80% of 

sparn nows are found to have more than 5 seconds maximulll inter-packet arri val times while 
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only 17% of ham flows have more than 5 seconds maximum inler-packet arrival lime ns 

shown in Figure 5. 10. This behavior continues with average inter-packet arrival limes as 

wel l. Wh ile 67% of ham flows have average inter-packet arrival of less than 0.43 seconds, 

only 17% of spam flows have the same rate. This is shown in Figure 5. 11 . As shown in 

Figure 5. 12, sum of squares of inter packet- intervals (Sipi2) also shows that 70% of hnm 

flows have Sipi2 less than 0.5 while only 8% spam flows fall in this category. These Inrge 

inter-packet times in spam flows might be due to the fact that spammcrs use constrained links 

to send large amount of spam in short period making their flows congested and il might also 

be due to the long distances spam messages have to travel across the globe making thei r 

chances of fac ing congested links and bott lenecks high. 
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k . lal interval of hom and spa", 
Figure 5.11: Average in ter-pac et arro 

connect ions 
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Figure 5. J 2: Average of squares 0/ inler·packel arrival illi erva/s of 110m {wd 

spam connections 

Another attribute found to have a good discriminating power is Tell window size. 

TCP window size specifies the number of bytes that the receiver is currently wil ling 

to rece ive. When we look at this feature, only 11 % of sparn nows have minimum 

Te l' window size less than 5720 while 48% of ham flows have mini mum Te ll 

window size less than 5720. This means sparn flows have higher Te p window sizes 

set by spammers. This might be due to the spammers' interest to receive as many 

bytes as possible so that they can achieve their target of making connections and 

transferring every data to the destinations. The percentages arc shown in Figure 5. 13 . 
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Mintw (Minimum ofTCP Window Sizes) 
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Figure 5. J 3: Minimum rep window SiUl' of ham lind spa", flo ws 

The features we discussed above arc the oncs that have higher discriminating capability 

than the other attributes. However, every attribute we have used in our experimentation 

has a role in detecting and scoring spam flows. 

5.3 Implementation Scenario 

Based on the features we have detected in the previous section from our experiments, we 

developed our ranking algorithm. It accepts a set of rules constructed from the attri butes 

of OUf training data. Rules that can effectively detect spam flows without any false 

positi ve are the most desirable and such rules result in detecting and blocking spam 

messages in the network core. 

We have selected 25 best performing rules for our implementation. These rules are 

deri ved from the J48 tree algorithm. The J48 algorithm works based on Entropy and 

Information Gain principles. The attribute that has the lowest Enlropy and hence the 

highest Information Gain becomes the most important attribute for classification. Afier 
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the best anribute is selected based on minimum In formation Gain. branches will be 

formed for each value of the chosen attribute. Entropy and Information Gain ,,~ Il be 

calculated for each attribute except the already.choscn attribute along each branch. The 

attribute with the highest !nfannation Gain will be selected as second best and the 

process of calcu lating Entropy and Information Gain continue lill all branches of all 

attributes arc covered. Then, each tree branch from the rool to the branch node constitutes 

a rule. We select best rules based on the number of correct and incorrect classifications. 

The foll owing are the best 25 rules we have se lected from a Irce constructed by a process 

descri bed in the above paragraph. 

I. Maxpl = '[89.5-451]': spam (31160.0/2.0) 

2. Maxpl = ,[85.993867-87.5],and Spl3 = ,[1 316753-23 15634.5],: spam (57 1.0) 

3. Maxpl = '[85.993867-87.5]' and Spl3 = ,[87841 2.861624- 1316560.5 ),: spam 

(365.0) 

4. Maxpl = ,[43.706293-84.026422],: spam (4353.0/4.0) 

5. 

6. 

7. 

Maxpl = '[ 1498.99018-inl]' and Slt l = '[58.97607-59.083468], and MaXlw = 

,[5805 .182235-645 1.094067],: spam (1285.0) 

Maxpl = '[ 1498.99018-inl]'and Sltl = ,[56.998096-57.03262 1], and MaXlw = 

'[33432.059258-33741.255595],: ham (59.0) 

Maxpl = '[I498.99018-inl]'and Sltl = '[47.993357-49.025555),and Maxiiz 

'[ 1.030494-1 .36728],: ham (64.0) 

8. Maxpl = '[I498.99018-inl]'and Sltl = '[46.998 195-47.067719)': ham (74.0) 

9. Maxpl = '[I498.99018-inl]'and Sltl = '[61.017238-62.726887]': ham (439.0) 

10. Max pl = '[855.5-937.5]': spam (261.0) 

II. Maxpl = '[657.5-672.645794]'and Spps = '(3.999973-4.000422]': ham (118.011 .0) 

12. Maxpl = ,[1283.5-1299.5], and Slas = '[_inf_40.oo9967]': spam (246.0/1.0) 

13. Maxpl = '[84.993503-85.993867]'and Spl3 = '(1316753-2315634.5 ]':spam (220.0) 

14. Maxpl = '[1235.5-1271. 185413]': spam (757.011 0.0) 

15. Maxpl = '[1235.5-1 271. 185413]' and Spps = '[6.995814-7.003832]': spam (172.0) 

16. Maxpl = '[1207-1223.5]' : spam (199.0/1.0) 

17. Maxpl = '[1194.89529-1205.5]': spam (207.011.0) 

18. Maxpl= '[87.5-88.5]' : spam (646.0) 
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19. Maxpl ~ '[1393.508083-1441.184421], and Spl3 = '[856946 1825.5-

8629898271.5],: ham (79.0) 

20. Maxpl ~ '[88.5-89.5]' and Spl3 ~ '[1316753-23 15634.5 [': spam (523.0) 

21. Maxpl ~ '[ 1300.5-1321.276703],: spam (199.012.0) 

22. Maxpl ~ ,[1469.204704-1471.891422],: ham (389.0/4.0) 

23. Maxpl ~ ,[1492.005232-1498.99018],: ham (11 6.0) 

24. Maxpl ~ '[ 1112.5-1114.962746], and Slas = '[51.97632-1 59.5 [': ham (1 19.0) 

25. Maxpl ~ '[ 1148-11 52.598238],: ham (82.0) 

These are our best rules and the numbers in each parentheses show the number of correCI 

classifications and incorrect classifications, respectively. It is based on these numbers we 

calculate the percentage of confidence for each rule . A rule wilh no misclassification will 

have 100% confidence value. The numbers in the brackets show the range of values for a 

given attribute which gives us the classifications shown in parentheses. For instance, nile 

18 stales that if Maxpl has values between 87.5 bytes and 88.5 bytes, then the gi ven flow 

will be spam with a confidence value of 100 because there arc no misclassifications. All 

the 646 records satisfying this rule are spam. 

Such rules will be fonnulated with the he lp of classi fication algorithms find will be given 

to the rank ing algorithm as an input together with a flow stati stics to be ranked. To be 

consistent with the spammers' behavior, these ru les have to be updated frequen tl y. There 

is no need to change the ranking algorithm, rather classification algorithms which assist 

in generating induction rules have to be tested in regular intervals and the best class ifier 

has to be selected to generate the induction rules. 

To improve the perfonnance of the J48 algorithm, we have used a similar tree induction 

algorithm called ID3. It is a predecessor of the J48 algorithm with similar pcrfonl13ncc. 

We have experimented with the 1D3 algorithm to improve its classification resul ts. 11)3 

works like the 148 algorithm by selecting the best attribute based on Infonllation Gain 

value. We have found out that attributes with many di stinct values get higher In fonllation 

Gain values and the algorithm gets biased to such attri butes. 0 , attributes having so 

many distinct values will get an unfair advantage of getting selected while fO nllUlating n 

rule. 
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To reduce the amount of bias in selecting attributes, we proposed a method of arti ficia ll y 

biasing attribute selection to those attributes with a few distinct values and known to have 

a good classification performance either from experience or observat ion. We have got a 

better result with a sample classification problem by introduc ing artificial attribute bias 

towards attributes with a few distinct values. Since we do not have experience how each 

attribute should he biased, we have not used biasing attributes. But, in the (uture aftcr 

implementing our solution, if some attributes arc found to have a good classi ficotion 

power, then we can assign good values to such attributes so that we can bias the classifier 

for good. This can be done during maintenance where changes arc needed based on 

spammers' future behaviors. 

As our solution is a flow level solution, it can be deployed on the edge router of, for 

example, a corporation. Such design will have a huge advantage of prevent ing a 

company's illegal bandwidth consumption in addition to saving employees' time and 

preventing them from attacks via spam. This design can be cxtcnded to prcvent wholc 

citizens of a given country by deploying the solution at the edge routers of the ma in 

gateways of the country. Such solutions will have notable benclits to countries like ours 

where bandwidth is so limited and an expensive asset. In tenns of a country, thc ovcra ll 

advantage of protection will have such a great impact. A general archi tecturc of a 

company's network and the proposed position of deploying our solution are shown in 

Figure 5. 14. 
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CHAPTER SIX: CONCLUSION AND RECCOMMENDATION 

E.mai l spam has been there since the early days of e-mail. But, it has been changing ils 

mission, form and contcnt while its number has been growing exponentially. Initially 

spams were scnt just for advertizing purpose even without the need of disgui sing the 

sender information. They have now reached to a level where it is almost impossible 10 

easi ly differentiate spam from ham and their goa ls have become so di verse that they arc 

used for phishing attacks, spreading malicious programs, advertising and even for 

annoying purposes. In terms of number, spams scnt reached over 90% of all sent 

messages from just a handful of advertisements in its early days. 

There have been different efforts to counter the effects of spam even though spammcrs 

also have been able to evade those techniques. In broad categories, these techniques can 

be classified into two: pre-acceptance filtering and post-acceptance filtering. °nle pre­

acceptance filtering techniques try to block spams evcn before they reach the recipient 's 

mai l server. Such techniques usually rely on the reputation of the sending IP addresses to 

whether accept or reject a given message. To do this, such techniques build reputation 

lists, either blackli sts or whitelists, to look up when a given mai l server is trying to 

connect. Blacklists are lists of bad IP addresses so that any connection establishment 

attempt from such addresses is automatically rejected. Whitelists. in contrast, are lists of 

good IP addresses so that any message sent from such addresses is accepted right away. 

Such techniques, IP reputation based, are so rel iant on IP addresses and IP addresses arc 

so dynamic that it is becoming very difficult to totally rely on such systems. These 

systems have a notable difficulty in hunting down all possible bad IP addresses and 

because of this so many IP addresses continue to send spams without being detected. It is 

even much difficult to change a given IP address' reputation once it is blackl isted by 

mistake or otherwise. The problem with whitelists is that it is difficult to communicate 

with new machines and if a whitelisted IP address starts sending spam it will not be easily 

detected early . 

T 
. 'ent spam messages from reaching the 

he post-acceptance filtering techmques try to pre\ 

user's inbox by filtering out and storing separately the spam mess..1ges. Thcy usually usc 
h t chniques arc being hi gh ly tricked by 

COntent filters to detect spam messages. But suc e 
. .. tI ods 10 make spams inseparable from 

spammers as they use a variety of disgUISing me 1 72 
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legitimate e-mail messages. Such content-based fi lters are almost I ' h . asmg I e war agamst 

spams. It has become very difficult to detect spams just by looking the conlcnt for some 

common sparn words. 

Considering the disadvantages of totally relying on IP address reputation and the fact thai 

content filters are losing to spammers, we have come up with a complementary approach 

that neither relays on IP addresses nor needs the content to filte r out spam messages. It is 

based on packet flow data. We have found out that by just looking into flow data we can 

have different iating fingerprints between ham and spam messages. Packet data was 

collected and based on this data we have developed a classification model using the J48 

decision tree algorithm. Using this model, from a tOlal of29 features we selected the best 

performing combination of nine attributes. The nine attribules selected together with our 

J48 model gave us 99.5% accuracy and a false·pos itivc of 2.6%. Thi s result is so 

impressive that we developed a ranking algorithm based on our model. TIle ranking 

algorithm takes a new record of a single flow and assigns a rank to that flow so that it can 

be accepted, rejected or passed fo r further processing. There are scores from I to 5. A 

flow with a score o f 1 is a ham flow and that with a score of 2 is mosl probably ham. 

Score 1 flows are automatically accepted and score 2 flows can also be accepted as Ihcy 

have a high t.endency of being ham. So, we accept flows with scores of I and 2. A flow 

record with a score of 5 is sparn and that with a score of 4 is most probably spam. The 

midd le category with a score of 3 will be passed for further fi lteri ng. Score 5 flows arc 

automaticall y rejected but flows with score of 4 can be rejected or treated like score 3 

category based on an assigned option. If tight filtering is turned on, score 4 flows will be 

rejected as that of score 5 but if loose filte ring is turned on, the score 4 flows will be 

passed fo r further filtering by other systems. 

Any message rej ected will be reported to the sender as a fai lure of del ivery so that no 

message sent by a legitimate party will vanish in the middle of nowhere. 

We deve loped this system based on flow behaviors of spam and ham messages. We have 

noticed that there are notable diffe rences between ham and spam messages in tenns of 
. . I ' t rvals number of packet and TCP 

packet s ize, size of flag fields, mter·packet am va III e , 
. od enough that we arc ab le to filter out 

wmdow sizes, among others. These features are go 

Over 99% of spam flows with a very low fal se posit ive. 
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There are differences in the ways sparn messages and ham messag Th cs arc scnt . esc 

differences are possible due to the distinct nature of c-mail senders and their connections 

with c-mail recipients in each group. A ham transmission is the result of a bilateral 

relationship typically initiated by a human being, driven by social relationship. While 

sparn transmission is basically a unilateral action performed by automatic tools and 

dri ven by the spammers ' will to reach as many targets as possible without being detected. 

Flows that comprise spam traffic exhibit behaviors consistent with traffic competing for 

li nk access. Such inherent behaviors playa huge role in detecting spam based on flow 

characteristi cs. 

There always is a difference between the two groups of senders (spammers and legit imate 

users) that our system will not be easily evaded. Even though changes are made by 

spammers, there is still a high probability of their flows being different enough to be 

detected. Otherwise, the spammers' business will not be viable and they cannot cont inue 

their business if they cannot send too much spam in a short period of time in a 

constrained link with messages of same or similar content. Another advantage of our 

system is that it takes the burden of filtering spam from mail servers down to network 

devices. There were spams passing by mail servers due to huge load on the servers. Now, 

mail servers can do their regular job of processing c-mai l (whether it is storing, 

transmitting or receiving). Preventing illegal wastage of storage space on mail serverS 

and preventing bandwidth consumption while transporting spam messages from mail 

servers to the client is also another advantage of our system. 

A point worth mentioning here is that, our system needs to be maintained regularly to see 

changes in spammer behaviors. This can be done by collecting packet flows and testing 

Our model using the collected data. If our current model fails 10 perfonn up to the 
. . .. h 11 t d d ta as an input Such maintenance 

expectation, It can be updated by gIVIng t e co ec ea ' 

steps are neither difficult nor expensive and should be done on regular intervals. 

As a recommendation for future work, we believe that flow level behaviors of spam have 

be 
. . d try level so that a wider view and more 

to seen III a WIde scale setup an at a coun 

general properties can be selected to detect spam messages. 
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Annex I 
The performance of individual attributes when used alone using J48 algorilhm 

Maxii (Maximum of inter-packet arrival intervals) 

Confusion Matrix of )48 Algorithm using Max;; ollly 

Classified as 

Actual Sparn Ham 

Spam 48795 138 

Ham 2368 3744 

Detailed Accuracy By Class /Ising Maxii ollly 

Class TP Rate FP Rate Precision Retail F-Measure ROC Area 

Spam 0.997 0.387 0.954 0.997 0.975 0.965 

".- ." , , ~ , 1 

•• •• -. " I 

Ham Q.6lJ 0.003 0.964 0.613 0.749 0.965 

Weighted A vg. 0.954 0.345 0.955 0.954 0.95 0.965 

• " 

li lt .... , Maxttl (Maximum of seen TIL fields) 

ConfuSion Matrix /Ising Maxul ollly 

Classified liS 

Actual Spurn Hum 

Spam 48516 417 

Ham 3825 2287 
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Detailed Accuracy By Class /Ising Maxltl only 

Class TPRate FP Rate Precision Recall F-Measurt ROC Aru 

Spam 0.991 0.626 0.927 0.991 0.958 0.822 

Ham 0.374 0.009 0.846 0.374 0.519 0.822 

Weighted A vg. 0.923 0.557 0.918 0.923 0.909 0.822 

Maxtw (Maximum ofTep Window Sizes) 

Confusion Matrix using Maxtlll only 

Classified as 
Actual Spam Ham 

Spam 48669 264 

Ham 4182 1930 

Detailed Accuracy By Class /Ising MaxIII' ollly 

Class TP Rate FP Rale Precision Recall F-Measure ROC Area 

Spam 0.995 0.684 0.92 1 U.995 0.956 0.822 

Ham 0.316 0.005 0.88 0.316 0.465 0.822 

Weighted Avg. 0.919 0.609 0.916 0.9 19 0.902 0.822 

Minii (Minimum oflnter-Packet Arrival lnterva!s) 

ConfuSion Matrix /Ising Minii only 

Classified as 

Actual Spam Ham 

Spam 48641 292 

J-Iam 4954 11 58 
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Detailed Accuracy By Clas!.' using Minii only 

Class TP Rate FP Rate Precision Recall F-Measure 

Sparn 0.994 0.81\ 0.908 0.994 0.949 

Ham 0.189 0.006 0.799 0.189 0.306 

Weighted Avg. 0.905 0.721 0.895 0.905 0.877 

Minpl (Minimum of Packets' Lengths) 

Confusion Matrix /Ising Minpl only 

Classified liS 

Actual Spam Ham 

Sparn 48433 500 

Ham 4407 1705 

Detailed Accuracy By Class /Ising Mil/pi only 

Class TPRate FP Rate Precision Recall F-Mcasure 

Sparn 0.99 0.721 0.917 0.99 0.952 

Ham 0.279 0.01 0.773 0.279 0.4 1 

Weighted Avg. 0.911 0.642 0.901 0.9 11 0.892 

Mintt l (Minimum of seen TIL Fields) 
Confusion Matrix using linn I onl y 

Classified as 

Actual Spam Ham 

Spam 483 19 614 

Ham 3588 2524 

ROC An'lI 

0.889 

0.889 

0.889 

ROC Area 

0.63 1 

0.63 1 

0.63 1 
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Detailed Accuracy By Class using Minul only 

Class TP Rate FP Rate Prec:ision Recall F-Measure ROC Area 

Sparn 0.987 0.587 0.931 0.987 0.958 0.815 

Ham 0.411 0.013 0.804 0.413 0.546 0.815 

Weighted A vg. 0.924 0.523 0.917 0.924 0.913 0.815 

Mintw (M inimum of TCP Window Sizes) 

Confusion Matrix /Ising /..,lifllw ollly 

Classified as 

Actual Spam Ham 

Spam 48377 556 

Ham 3397 2715 

, ... I 

, I ,"" '1 
~ t _ • 

, I ,. Detailed Accuracy By Class /ising MiniII' only 

Class TP Rate FP Rate Pretision Recall F-Measure ROC Art!a 

Sparn 0.989 0.556 0.934 0.989 0.961 0.895 

" ... .I 
Ham 0.444 0.0 11 0.83 0.444 0.579 0.895 

Weighted A vg. 0.928 0.495 0.923 0.928 0.918 0.895 

• .. '~--
'/ 

I 

• • • 
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5ipi (Average of Inter-Packet Arrival Intervals) 

Confusion Matrix using Sipi only 

Classified as 

Actual Spam flam 

Spam 48632 301 

flam 1851 4261 

Detailed Accuracy By Class using Sip; only 

Class TP Rate FP Rate Precision Reca ll F-Measure ROC Area 

Sparn 0.994 0.303 0.963 0.994 0.978 0.959 

fl am 0.697 0.006 0.934 0.697 0.798 0.959 

Weighted A vg. 0.961 0.27 0.96 0.961 0.958 0.959 

Sipi2 (Average of Squares of Inter-Packet Arrival lnlcrvals) 

Confusion Matrix using Sipi2 only 

Classified as 

Actual Spam flam 

Sparn 48682 25 1 

Ham 1838 4274 

Detailed Accuracy By CJass using Sipi2 Dilly 

FP Rate Precision Recall F-Mcasurc ROC Area 
Class TP Rate 

0.301 0.964 0.995 0.979 0.971 

Sparn 0.995 

0.005 0.945 0.699 0.804 0.97 1 

fl am 0.699 

0.268 0.961 0.962 0.96 0.971 

Weighted Avg. 0.962 
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Sipi3 (Average of Cubes of Inter-Packet Arrival Intervals) 

Confusion Matrix using SipiJ only 

Classified as 

Actual Sparn Ham 

Sparn 48615 318 

Ham 2298 3814 

Detailed Accuracy By Class /Ising SipiJ only 

Class TP Rate FP Rate Precision Recall F-Mcasure 

0.994 0.376 0.955 0.994 0.974 

Soam 
Ham 0.624 0.006 0.923 0.624 0.745 

Weighted A vg. 0.952 0.335 0.951 0.952 0.948 

Sifs (Average of Packets' Lengths with fin Set) 

Confusion Matrix using Slfs ollly 

Classified as 

Actual Sparn Ham 

Spam 48893 40 

Ham 5631 481 

Detailed Accuracy By Class !Ising SIjs only 

FP Rate Precision Rerall f-Measure 
Class TP Rate 

0.921 0.897 0.999 0.945 
Spam 0.999 

0.001 0.923 0.079 0.145 
Ham 0.079 

0.819 0.9 0.897 0.856 
Weighted A vg. 0.897 

ROC Arca 

0.96 

0.96 

0.96 

ROC ArCil 

0.655 

0.655 

0.655 
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Sips (Average of Packets' Lengths with push Set) 

Confusion Matrix /Ising Sips only 

Classified as 
Actual Spam Ham 

Spam 47260 1673 

Ham 3263 2849 

Detailed Accurat .. y By Class /Ising SIps ollly 

Class TP Rate FP Rate Precision Re .. 11 F-Measure 

Sparn 0.966 0.534 0.935 0.966 0.95 

Ham 0.466 0.034 0.63 0.466 0.536 

Weighted Avg. 0.91 0.478 0.902 0.91 0.904 

Sirs (Average of Packets' Lengths with reset Set) 

Confilsion Matrix /Ising Sfrs Dilly 

Classified as 

Actual Spam Ham 

Sparn 48827 106 

Ham 4695 14 17 

Detailed Accuracy By Cfass /Ising Sirs ollly 

Class FP Rate Precision Recall F_Measure 
TP Rate 

0.768 0.9 12 0.998 0.953 
Sparn 0.998 

0.002 0.93 0.232 0.371 
Ham 0.232 

0.683 0.9 14 0.913 0.889 
Weighted A vg. 0.913 

ROC Artll 

0.922 

0.922 

0.922 

ROC Area 

0.69 

0.69 

0.69 
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SI" (Average of Packets' Lengths with syn Set) 

Confusion Matrix using Slss only 

Classified as 
Actual Sparn 1·lam 

Spam 46759 2174 

Ham 3004 3108 

Detailed Accuracy By CiOH /Ising Sis:, only 

Class TP Rate FP Rate Precision Recall F-Measure 

Spam 0.956 0.491 0.94 0.956 0.948 

Ham 0.509 0.044 0.588 0.509 0.546 

Weighted Avg. 0.906 0.442 0.901 0.906 0.903 

Sp (Average Number of Packets) 

ConjiJsion Malrix /Ising Sp Oll/Y 

Classified liS 

Actual Sparn Ham 

Sparn 47517 1416 

Ham 311 5 2997 

Detailed Accuracy By Class /Ising Sp only 

Class TP Rate FP Rate Precision Recall F_Measure 

Spam 0.971 0.51 0.938 0.97 1 0.954 

0.029 0.679 0.49 0.57 
Ham 0.49 

0.456 0.91 0.918 0.912 

Weighted A vg. 0.918 

ROC Area 

0.789 

0.789 

0.789 

ROC Area 

0.92 

0.92 

0.92 
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Spas (Average of Packets with ack Set) 

Confusion Matrix /Ising Spas only 

Classified as 
Actual Spam Ham 

Spam 47920 1013 

Ham 3671 2441 

Detailed Accuracy By Class /Ising Spas ollly 

Class TP Rate FP Rate Precision Recall F·Melisure 

Spam 0.979 0.601 0.929 0.979 0.953 

Ham 0.399 0.021 0.707 0.399 0.5 1 

Weighted A vg. 0.915 0.536 0.904 0.915 0.904 

Spfs (Average of Packets with fin Set) 

ConfuSion Matrix /Ising Spfs only 

Classified as 

Actual Spam Ham 

Spam 48933 0 

Ham 5864 248 

Detailed Accuracy By Class using Spjs only 

Class FP Rate Precision Recall F_Measure 
TPRate 

0.959 0.893 I 0.943 
Sparn 1 

0 1 0.041 0.078 
Ham 0.041 

0.905 0.893 0.847 
Weighted A vg. 0.893 0.853 

ROC Arca 
r 

0.835 

0.835 

0.835 

ROC Area 

0.587 

0.587 

0.587 
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Spl (Average of Packet Lengths) 

Confusion Matrix using Spl only 

Classified as 
Actual Spam Ham 

Spam 47031 1902 

Ham 1728 4384 

Detailed Accuracy By Class /Ising Spl ollly 

Class TPRate FP Rate Precis ion Recall F·Measure 

Sparn 0.961 0.283 0.965 0.961 0.963 

Ham 0.7 17 0.039 0.697 0.717 0.707 

Weighted A vg. 0.934 0.256 0.935 0.934 0.934 

Spps (Average of Packets with push Set) 

Confusion Matrix using Spps only 

Classified as 

Actual Sporn Ham 

Sparn 48600 333 

Ham 4059 2053 

Detailed Accuracy By Class using Spps only 

Precision Reca ll F·!\1£11sure 
Class TP Rate FP Rate 

0.923 0.993 0.957 
Spam 0.993 0.664 

0.86 0.336 0.483 
Ham 0.336 0.007 

0.916 0.92 0.904 
Weighted A vg. 0.92 0.591 

• 
ROC Arell 

0.962 

0.962 

0.962 

ROC Area 

0.933 

0.933 

0.933 
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Sprs (A verage of Packets with reset Set) 

Confusion Matrix using Sprs only 

Classified as 

Actual Sparn Ham 

Spam 48864 69 

Ham 5478 634 

Detailed Accuracy By Class using Sprs ollly 

Class TP Rate FP Rate Precision Recall F-Measure 

Spam 0.999 0.896 0.899 0.999 0.946 

Ham 0. 104 0.001 0.902 0. 104 0.186 

Weighted A vg. 0.899 0.797 0.899 0.899 0.862 

Spss (Average of Packets with syn Set) 

ConfuSion Matrix /Ising Spss ullly 

Classified as 

Actual Sparn Ham 

Sparn 48933 0 

Ham 6094 18 

Detailed Accuracy By Class using Spss 

FP Rate Precision Recall F_Measure 
Class TP Rate 

0.997 0.889 1 0.941 
Spam 1 

1 0.003 0.006 
Ham 0.003 0 

0.902 0.889 0.838 
Weighted A vg. 0.889 0.886 

• 
ROC Art. 

0.612 

0.612 

0.612 

ROC Area 

0.507 

0.507 

0.507 
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SUi (Average of Seen ttl Fields) 

Confusion Matrix using Sui only 

Classified as 
Actual Spam Ham 

Spam 47685 1248 

Ham 3143 2969 

Detailed Accuracy By Class using Sill only 

Class TP Rate FP Rate Precision Recall F-Measure 

Sparn 0.974 0.5 14 0.938 0.974 0.956 

Ham 0.486 0.026 0.704 0.486 0.575 

Weighted A vg. 0.92 0.46 0.912 0.92 0.914 

SUI2 (Average of Squares of Seen ttl Fields) 

Confusion Matrix /Ising SuI] only 

Classified as 

Actual Sparn Ham 

Sparn 48880 53 

Ham 5643 469 

Detailed Accuracy By Class /Ising SII 12 only 

Class TP Rate FP Rate Precision Recall F-Measu rc 

Spam 0.923 0.897 0.999 0.945 
0.999 

0.001 0.898 0.077 0. 141 
Ham 0.077 

Weighted Avg. 0.821 0.897 0.897 0.856 
0.897 

ROC Ar •• 

0.804 

0.804 

0.804 

ROC Area 

0.561 

0.561 

0.561 
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Szrwp (Average Number of Packets with rep Window Size of Zero) 

Confusion Matrix /Ising Sztwp only 

Classified as 

Actual Spam Ham 

Spam 48897 36 

Ham 5660 452 

Detailed Accuracy By Class using Sztwp Dilly 

Class TP Rate FP Rate Precision Recall F-Measure 

Spam 0.999 0.926 0.896 0.999 0.945 

Ham 0.074 0.001 0.926 0.074 0.137 

Weighted A vg. 0.897 0.823 0.9 0.897 0.855 

ROC Area 

0.617 

II 
0.617 

0.617 

~ I 

II 
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Annex II 

Source code for the Ranking Algorithm 

import string 

import math 

def inductioncbr(): 

minii=raw_input("Enter minii") 

maxii=rawJnput("Enter maxii") 

sipi=raw_input{ltEnter sipi") 

sipi2=rawJnput("Enter sipi2") 

sipi3=raw_input ("Enter sipi3") 

sp=raw_input("Enter spill 

spl=rawJnput( "Enter spi") 

spI2=rawJnput( "Enter spI2") 

spI3=raw_input("Enter spI3") 

minpl=raw_input("Enter min pili) 

maxpl=raw_input(ltEnter maxpl") 

spss=raw_input{"Enter spss") 

slss=raw_input("Enter sI55") 

spas=raw input("Enter spas") 

slas=raw_input("Enter 51a5") 

spfs=raw_input("Enter spfs") 

slfs=raw _i nput("Enter slfs") 

sprs=raw_input("Enter sprs") 

slrs=raw_input{" Enter sirs") 

Spps=raw input("Enter spps") 

slps=rawjnput("Enter sips") 

sttl=raw_input("Enter sttl") 

• • ,. 

• 
• • 

• • • 
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sttl2=raw Jnput("Enter sttI2") 

minttl=raw _input( "Enter mintt1") 

maxttl=raw_input(tlEnter maxttl") 

stw=raw_input("Enter stw") 

mintw=raw_input( "Enter mintw") 

maxtw=raw_input ("Enter maxtw") 

sztwp=raw_input("Enter sztwp") 

infi le=o pe n (" i nd uction rule. txt", I r' ) 

ruletine= infi Ie . rea d lines() 

infile .close() 

nr=len(ruleline) 

indexrule=O 

solved="fa lse" 

while (indexrule<nr and sotved=="false"): 

items=rulelinelindexrule] 

item=[j 

items=items.rstrip('\n') 

for val in items.splitl','): 

item.append(val) 

size=len( item)-l 

clas=item(size-l] 

pe ree ntage::: ite m I size 1 

index=O 

flag=1 
" I I " 1121 iteml151,iteml181 

#print size,itemIO],itemI31,itern[6]" tem 9 ,Item , 94 



, . 

while (index<size and flag==1): 

#print item [index] 

if item(index1=="minii" : 

if itemlindex+lJ=="<=": 

if not float(minii)<=f]oat(item(index+2]) : 

f10g=0 

elif item[index+l]=="<": 

if not float{minii)<float(item[index+2j): 

fiog=O 

elif item[index+lj==">=": 

if not float(minii»=float(item[index+21l: 

f10g=0 

elif item[index+ 1J==">": 

if not float(minii»float(item(index+2]): 

f10g=0 

elif item{index+l]=="=": 

if not float(minii)==float(item[index+2)) : 

f10g=0 

elit item[index]=="rnaxii": 

if item(index+l]=="<=": 

if not float(maxii)<=float(item[inde)(+211: 

f10g=0 

elif item{index+l)=="<"; 

if not f1oat(maxii)<float(item[index+21l : 

fiog=O 

elif itemlindex+lj==">=": 

if not float{rnaxii»=f10at(itemlindex+2]): 

flag=O 

elif item[index+l)==">": 9S 



,I 
• 

I ..... / 
, J 
I, II ~ , .... ... 

if not float(maxii»f1oat(itemlindex+2J): 

fl.g=O 

el if item[index+l]=="=" : 

if not maxii==f1oat(item[index+2]) : 

flag=O 

elif item[index]=="sipi": 

if item[index+lJ=="<=": 

if not float(sipi)<=f1oat(item(index+2]J : 

flag=D 

elif item[index+lJ=="<": 

if not float{sipi)<float(item[index+21l : 

flag=O 

elit item(index+l}==">=": 

jf not float(sipi»=f1oat(item[index+2J): 

fI ' g=O 

elif item[index+ 1)==">": 

if not float(sipij>f1oat(item(index+2]) : 

flag=O 

elit item(index+l]=="=": 

if not float(sipij==float(i tem[index+2j): 

fI.g=O 

elit item(index]=="sipi2": 

if item(index+lj=="<=": 

if not float(sipi2 )<=f1oat(itemlindex+2]): 

fI'g=O 

elif item[index+l]=="<": 

jf not float(sipi2)<float{itemlindex+2]) : 

fl.g=O 

elif itemlindex+l]==":>=": 

• 
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if not float(sipi2»=f1oat(item[index+2j): 

flag =O 

elit itemlindex+ 1]==">": 

if not float{sipi2»f1oat( ite mlindex+2]): 

fI.g=O 

elit item[index+l]=="=": 

if not float(sipiZ)==f1oat(itemlindelC+2J): 

fl.g=O 

elif item(index]=="sipi3" : 

if item[index+l ]=="<=": 

if not float(sipi3)<=f1oat(item[index+2j): 

flag=O 

elit item[index+ 1)=="<": 

if not float(sipi3)<float(item!index+211 : 

fI.g=O 

elif iteml index+ 1]==">=": 

if not float(sipi3»=float( item lindex+2]): 

fl ag=O 

elit item[index+lj==">": 

if not float(sipi3»float(item[inde)(+2J): 

fl'g=O 

elif itemlindex+ 1}=="=": 

if not float(sipi3)==f1oat(i tem[index+2J): 

fI'g=O 

elit item[index]=="sp": 

if item( index+l]=="<=": 

if not float(sp)<=float(itemlindex+2]) : 

flag=O 

elit item[index+l)=="<": 97 
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if not float(sp)<float{item[index+2]): 

f lag=O 

elif item{index+lJ==">=": 

if not float{sp»=float(item[index+2]): 

flag=O 

el if item[index+l]==">" : 

if not float(sp»float(item[index+2]) : 

flag=O 

el if item!index+l 1=="=": 

if not float(sp)==float(item[index+2j): 

f lag=O 

elif item{index]=="spl": 

if item{index+lJ=="<=": 

if not float(spl)<=f1oat(item(index+2]) : 

flag=O 

elif item[index+l)=="<": 

if not float(spl)<f1oat(item(index+2)): 

flag=D 

elif item[index+l]==">=": 

if not float(spl»=f1oat(item[index+2]): 

flag=O 

elif item[index+l]==">": 

if not f1oat(spl»float(item(index+211 : 

flag=O 

el if item(index+l}=="=": 

if not float{spl)==f1oat(item(index+2]) : 

flag=O 

elif item(index}=="spI2": 

if item[index+l]=="<=": 

" , . 

.' 
• 

• 
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Itprint iteml index+2j 

if not float (spI2)<=float(item[inde)(+2J): 

Itprint "wrong float(spI2)" 

flag=O 

elif item[inde)(+1]=="<": 

if not spI2<float(itemlinde)(+2]) : 

f1.g=0 

elif item(inde)(+l]==">=": 

if not float(spI2»=float(item[inde)(+2]): 

flag=O 

elif item(index+1]==">": 

if not float(spI2»f1oat(item(index+2J) : 

flag=O 

elif item(index+l ]=="=": 

if not f1oat(spI2)==float(item(index+2JJ : 

f lag=O 

elif item[index]=="spI3": 

if item[index+1]=="<=": 

if not float(spI3 )<=float(item[index+2]): 

flag=O 

elif item[index+ 1]=="<": 

if not float(spI3)<f1oat(item(index+2j): 

f1ag=O 

elif item[index+1]==">=": 

if not f1oat(spI3»=float(item(index+2J): 

flag=O 

elif iteml index+1]==">": 

if not float(spI3»f1oat(item[index+2]) : 

f1'g=O 
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elif item[index+l]=="=": 

if not float(spI3 )==float(item[index+21l : 

flag=O 

elif item[index]=="minpl": 

if iteml index+l ]=="<=": 

jf not float(minplj<=float(item(index+2]): 

flag=O 

elif item(index+lJ=="<": 

if not float(minplj<float(item(index+2)): 

flag=O 

elif item(index+l]==">=": 

if not float{minplj>=float(itemlindex+2]) : 

elif itemlindex+l]==">": 

if not float{minpl»f1oat{item(index+2]): 

flag=O 

elif jtem(index+l]=="=": 

if not float(minpl)==float(item(index+2j): 

flag=O 

elif item[index]=="maxpl": 

if item[index+l]=="<=": 

if not float(maxpl)<=float{item[index+2]) : 

flag=O 

elif item(index+l]=="<": 

if not float{maxplj<f1oat{item(index+2)): 

flag=O 

elif item[index+l]==">=": 

if not float(maxpl»=float{itemlindex+2j) : 

J 

I 
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elif item(index+1J==">": 

if not float(maxpl»float(itemlindex+2)): 

fI'g=O 

elif item(index+l]=="=": 

if not float(maxpl)==float( item(indelC+21l: 

fI'g=O 

elif item(index]=="spss": 

if item(index+l)=="<=": 

if not float(spss)<=float(item(indelC+2J): 

fI'g=O 

elif item(index+IJ=="<": 

if not float(spss)<float(iteml index+21l : 

flag=O 

elif item(index+l]==">=": 

if not float(spss»=float(item[indelC+2Jl : 

elif item(indeIC+l]==">": 

#print "right spss" 

if not float(spss»float(item(indelC+2j) : 

II'g=O 

elif item(index+l]=="=": 

if not float(spss)==float(item(indelC+211 : 

flag=O 

elif iteml index]=="slss" : 

if item(index+l]=="<=": 

if not float(slss)<=f1oat(item(index+2)): 

f1ag=O 

elif item[index+l]=="<": 

if not float(slss)<f1oat(i tem lindex+2]) : 
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flag=O 

elif item(index+l]==">=": 

if not float(slss»=float(item(index+2]) : 

flag~O 

elif item(index+lJ==">": 

if not float(slss»float(item(index+2J): 

flag~O 

elif item(index+l]=="=": 

if not float{slss)==float(item[index+2]): 

flag~O 

elif itemlindex]=="spas": 

if item(index+lJ=="<=": 

"print "right spas" 

if not float(spas)<=float(item[index+2j) : 

flag=O 

elif item(index+l]=="<": 

if not float{spas)<float{item[index+2)) : 

flag=O 

elif item(index+l]==">=": 

if not float(spas» =ftoat(item(index+2]J: 

flag=O 

elif item[index+l]==">": 

if not float(spas»ftoat (item[index+2]) : 

flag=O 

elif item[index+l]=="=": 

if not float(spas)==float(item[index+2]J: 

flag~O 

elif item(index]=="slas": 

if item[index+l]=="<=": 
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#print "right slas" 

if not float(slas)<=float(ite~[inde)(+2]) : 

fiag=O 

elif item[index+lJ=="<": 

if not float{slas)<f1oat(item[index+2]) : 

fiag=O 

elif item[index+l}==">=": 

jf not float(slas»=float(item(index+2j): 

Ilag=O 

elif item[index+l]==">": 

if not float(slas»f]oat(item[index+2j): 

Ilag=O 

elit itemlindex+l]=="=": 

if not float(slas)==f]oat{item(index+2]): 

flag=O 

elit item(index]=="spfs" : 

if item[index+l]=="<=": 

if not float(spfs)<=float(item[index+2j): 

flag=O 

elif item[index+l)=="<": 

jf not float(spfs)<float( item(inde)(+2]) : 

fiag=O 

elif item[index+l)==">=": 

if not float(spfs»=float(itemjindex+2J) : 

fiag=O 

elif item[index+lj==">": 

if not f1oat(spfs»f1oat(item[index+2]) : 

fiag=O 

elif item[index+lj=="=": 
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if not float{spfs)==float(itemlindex+2]j: 

flag=O 

elif item[index)=="slfs": 

if item[index+1]=="<=": 

if not float{slfs)<=float{item(index+2j) : 

flag=O 

elif item[index+ 1)=="<": 

if not float{slfs)<float(item[index+2]): 

flag=O 

elif item(index+1}==">=": 

if not float(slfs»=float{item(index+2]) : 

flag=O 

elif item(index+1)==">": 

if not float(sl fs»f1oat(item(index+21l: 

flag=O 

elif item[index+1j=="=": 

if not float(slfs)==float{itemlindex+2]) : 

flag=O 

elif item[index]=="sprs": 

if item[index+1]=="<=": 

if not float(sprs)<=float(item (index+2]): 

flag=O 

elif item(index+1}=="<": 

if not float(sprs)<f1oat{item(index+2]): 

flag=O 

elif item(index+1]==">=": 

if not float(sprs»=f1oat(item(index+2]): 

flag=O 

elif item(index+1]==">": 
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if not float(sprs»f1oat(itemlindex+2]): 

fI'g=O 

elif item(index+ 1}=="=": 

if not float(sprs)==float(item(index+2]): 

fl'g=O 

elif item(index}=="slrs": 

if item(index+l}=="<=": 

if not float(slrs)<=float(item(index+2]): 

II'g=O 

elif item(index+lJ=="<": 

if not float(slrs)<float(item[index+211: 

f1ag=O 

elif item(index+1]==">=": 

if not f1oat(slrs»=f1oat(itemlindex+2]): 

fI'g=O 

elif item[index+l]==">": 

if not float(slrs»float(item(index+2)): 

II'g=O 

elif item[index+l]=="=": 

if not float(slrs j==float(item[index+2]): 

fI'g=O 

elif item(index]=="spps": 

if item(index+lj=="<=": 

#print "right spps" 

if not float(spps)<=float(itemlindex+2)): 

flag=O 

elif item[index+l]=="<": 

if not float(Sppsj<float(item[index+2]) : 

flag=O 
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elif item(index+l]==">=": 

if not float(spps»=float(itemlindex+2)): 

flag=O 

elif item( index+1J==">": 

if not float(spps»float(itemlindex+2j): 

flag=O 

elif item[index+lj=="=": 

if not float(spps)==float(item(index+2j): 

flag=O 

elif itemlindexJ=="slps": 

if item(index+l]=="<=": 

#print "right sips" 

if not float(slps)<=float(item[index+2]): 

flag=O 

elif item(index+1J=="<": 

if not float(slps)<float{itemlindex+2]): 

flag=O 

elif item(index+lj==">=": 

if not float(slps»=float(item(index+2]): 

flag=O 

elif item[index+lj==">": 

if not float(slps»f1oat(item(index+2J): 

flag=O 

elif item[index+l]=="=": 

if not float(slps)==float(item[index+2Jl: 

flag=O 

elif item[index]=="sttl": 

if item[index+lj=="<=": 

if not float(sttl )<=float(itemlindex+2]): 
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fI'g=O 

elif item[index+ 1)=="<": 

if not float(sttlj<f1oat(itemlindex+l]): 

fI'g=O 

elit item{index+lJ==">=": 

if not float{sttl»=f1oat(item[index+2]) : 

fI'g=O 

elit item[index+lJ==">": 

if not float(sttJ»ftoat(item(index+1J): 

11'g=0 

elif item[index+lJ==":": 

if not float(sttl)==float{itemlindex+2J): 

flag=O 

elif item(index)=="sttI2": 

if item[index+lJ=="<=": 

if not float(sttll)<=f1oat(itemlindex+211: 

11.g=0 

elit item[index+1]=="<": 

if not float(sttI2)<float(item[index+2]J: 

11.g=0 

elif item[index+l]==">=": 

if not float(sttI2»=f1oat(item[index+2]): 

fI'g=O 

elif item(index+l)==">": 

if not float(sttl2»f1oat(item[index+2J): 

flag=O 

1'1' I' d II .... , el Itemm ext := =. 

if not f1oat(sttI2)==float(itemlindex+2]): 

11.g=0 
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elit item(index]=="minttl": 

if item[index+l]=="<=": 

if not f1oat(minttl)<=f1oat(item(index+2j): 

fiag=O 

elif item{index+l)=="<": 

if not float(minttl)<f]oat(item[index+2]) : 

fiag=O 

elif item[index+ 1)==">=": 

if not float(minttl»=float(item[index+2]) : 

fiag=O 

elit item[index+lJ==">": 

if not float{minttlj>f1oat(item(index+211: 

fiag=O 

elif item[index+l]=="=": 

if not f1oat(minttIJ==f]oat(item[index+2]): 

flag=D 

elif item(index)=="maxttl": 

if item[index+l]=="<=": 

if not float(maxttl)<=float(item[index+2]1: 

flag=O 

elit item[index+lj=="<": 

if not f1oat(maxttl)<float(item[index+2 )): 

flag=D 

elif item[index+l)==">=": 

if not float(maxttl»=f10at(item[inde)(+2)}: 

f1ag=O 

elif item[index+lj==">": 

if not float(maxttl»f10at(item1iodex+2]) : 

flag=O 
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elif item[indextlJ=="=": 

if not float(maxttl)==f1oatOtem [index+2J): 

fiag=O 

elif item(indexJ=="stw": 

if item[index+lj=="<=": 

jf not float (stw)<=fJoat(item[index+2j) : 

flag=O 

elif item(index+ 1J=="<"; 

if not float(stw)<f1oat(item[index+l]): 

flag=O 

elit item[index+IJ==">=": 

if not float{stw»=f!oat(item[indext2j): 

flag=O 

elif item[index+lJ==">": 

if not f1oa t(stw»float(itemlindex+2]): 

f1ag=O 

elif itemlindextlj=="=": 

if not float(stw)==float{item(indext2J) : 

flag=O 

elit item[index]=="mintw": 

if item(index+lj=="<=": 

if not float(mintw)<=float(item[index+2JJ: 

flag=O 

elit item{index+l]=="<": 

if not float(mintw)<float(item[inde)(t2]): 

f1ag=O 

elit item[index+l]==">=": 

if not float(mintw»=float(item [indext 2]): 

flag=O 
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elif item(index+ 1]==">": 

if not float(mintw»f1oat{item[index+2]); 

flag=O 

elif item[index+l]=="=": 

if not float{mintw)==f1oat(item[index+2]) : 

flag=O 

elif itemlindexl=="maxtw": 

if item[index+ll=="<=": 

if not float(maxtw)<=f1oat(item[index+2lJ: 

flag=O 

elif item[index+l]=="<": 

if not float(maxtw)<float{item[index+2]): 

flag=O 

elif item[index+ lj==">=": 

if not float(maxtw»=f1oat(item[index+2]) : 

flag=O 

elif item[index+l]==">": 

if not float(maxtw}>f1oat(item[index+2]): 

flag=O 

elif item[index+l]=="=": 

if not float(maxtw)==float{item[index+2JJ; 

flag=O 

elif item[index]=="sztwp": 

if item(index+l]=="<=": 

if not float(sztwp)<=f1oat{item[index+2Jl: 

f1ag=O 

elif item(index+lj=="<": 

if not f1oat{sztwp)<float(itemlindex+2JJ: 

flag=O 
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elif item(index+lj==">=": 

if not float(sztwp» =f1oat(itemlindex+2]): 

flag=O 

elit item[index+ l j==">"; 

it not float(sztwp» f1oat(itemfindex+2j): 

lIog=O 

elif item[index+1J=="=": 

if not float(sztwp)==f1oat{item[index+2J): 

fJag=O 

index=index+ 3 

if flag==1: 

#print "soln",item 

solved="True" 

indexrule=indexrule+ 1 

if sOlved=="True"; 

action=O; 

if{clas=="dnsbl"): 

if(int(percentage)==lOO): 

action=S 

elif( int (percentage)<lOO and in t(percentage» =9S): 

action=4 

elif(int(percentage)<9S): 

action=3 

e lif( cia s= =" nspam"); 

if(int(percentage)==100): 

action=1 

elif(int(percentage)<100 and percentage>=9S) : 

action=2 

• 
t 

.... 

• 
... ... 
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elif{ i nt( percentage }<95}: 

action=3 

print "The solution is ",clas, "Score",action,percentage,"%" 

inductioncbr( ) 
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