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Abstract

Dynamic Random-Access Memory (DRAM) technology has advanced signifi-
cantly, resulting in faster access times and increased storage capacities by shrinking
the size of memory cells and tightly packing them on a chip. However, as the scal-
ing of DRAM continues, it presents new challenges and considerations that need to
be addressed. Smaller memory cells and the proximity between them have led to
circuit disturbance errors, such as the Row-hammer problem. These errors can be
exploited by attackers to induce bit flips and gain unauthorized access to systems,
posing a significant security threat.

In this research, we propose DEACT, a counter-based hardware mitigation ap-
proach designed to tackle the Row-hammer problem in DRAM. It moves all fre-
quently accessed rows to a safety sub-array. DEACT aims to prevent further row
activations and maintain hot rows, effectively eliminating the vulnerability. Further-
more, our counter implementation requires smaller chip area compared to existing
solutions. Moreover, We introduce DDRSHARP, a cycle-accurate DRAM simula-
tor that simplifies configuration and evaluation of various DRAM standards. DDR-
SHARP provides over 1.8x simulation time reduction compared to contemporary
simulators. Its performance is optimized by avoiding infeasible iterations, minimiz-

ing branch instructions, caching repetitive calculations and other optimizations.
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Chapter 1

Introduction

DRAM'’s (Dynamic Random Access Memory) significance in modern computing de-
vices is multifaceted. Its speed, capacity, and ability to handle data-intensive tasks
are essential for ensuring optimal performance and enabling a seamless user expe-
rience. As computation becomes increasingly data-centricc DRAM’s role as a vital
component in modern systems continues to grow, empowering innovative applica-
tions, data analysis, virtualization, and the overall advancement of computing tech-
nology.

DRAM technology scaling has been a key driving force behind the rapid ad-
vancement of computer memory systems. As technology has progressed, DRAM
scaling has enabled higher memory capacities, increased data transfer rates, and im-
proved overall system performance. However, alongside these benefits, there have
also been side effects that need to be carefully considered, particularly with respect
to a phenomenon known as "Rowhammer." [1, 2]

Rowhammer, which is the side effect of DRAM scaling, has gained attention in
recent years. It refers to a security vulnerability where repeated accessing of specific
memory rows can cause bit flips in adjacent rows [1]. It is a unique exploit that
leverages the physics of memory cells to manipulate adjacent cells and corrupt data.

The impact of Rowhammer can be:

1. Data Integrity Issues: Rowhammer-induced bit flips can corrupt data stored
in adjacent memory rows [1]. In critical systems, such as financial databases
or cloud infrastructure, these data integrity issues can lead to serious conse-

quences, including data loss, system crashes, and security breaches.

2. Security Concerns: Rowhammer attacks can exploit this vulnerability to gain
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unauthorized access to sensitive data. By deliberately targeting specific mem-
ory rows, an attacker can manipulate the bit flips to alter security-related in-
formation, compromise encryption keys, or bypass access control mechanisms.
This poses a significant risk to systems that handle sensitive user data or cryp-

tographic operations [3, 4, 5, 6, 7].

Mitigation Challenges: Detecting and mitigating Rowhammer attacks is a com-
plex task. Countermeasures involve techniques like error-correcting codes (ECC),
memory isolation, and software-based solutions. However, these mitigation strate-
gies often come at the cost of increased memory overhead, additional computational
complexity, and potential performance degradation [8, 9].

Rowhammer is more prevalent in high-density DRAM designs with smaller nanome-
ter scales due to the underlying physical characteristics and electrical interactions of
the memory cells. A recent study by Mutlu et al. [9] describes that, since its first
discovery, the number of bit flips have increased by 500x. Several factors contribute

to the increased susceptibility of these designs to the rowhammer effect:

1. Cell Proximity: As DRAM technology scales down, memory cells become
physically closer to each other. In high-density designs, this leads to a smaller
separation between adjacent memory cells, reducing the electrical isolation be-
tween them. As a result, electrical charges can leak more easily from one cell to
its neighboring cells, increasing the likelihood of unintended bit flips during

repeated accesses.

2. Electrical Coupling: In smaller nanometer-scale designs, the electrical cou-
pling between adjacent memory cells becomes more significant. When a spe-
cific memory row is accessed repeatedly, the electrical charge applied to the
targeted cell can induce voltage fluctuations in nearby cells, causing bit flips
in adjacent rows. The reduced physical distances between cells exacerbate this

electrical coupling, making it more likely for bit flips to occur.

3. Scaling-Induced Cell Characteristics: The scaling of DRAM technology also
affects the electrical characteristics of memory cells. As feature sizes shrink,
the individual cells become smaller and more sensitive to charge disturbances.
High-density designs with smaller cells exhibit increased charge sensitivity,
making them more susceptible to the Rowhammer effect. Additionally, scal-

ing can introduce process variations and defects, which further amplify the
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vulnerability to bit flips. As electronic devices become smaller, manufacturing
processes become more complex and sensitive to temperature, pressure, and
chemical fluctuations, which can affect the electrical characteristics of compo-
nents. These process variations and defects due to impurities, crystal lattice
structure, or manufacturing errors can lead to deviations from desired device

behavior and increase the likelihood of bit flips.

4. Design Constraints: In high-density DRAM designs, there are often constraints
on power consumption, area utilization, and overall system cost. These con-
straints can limit the implementation of mitigation techniques or architectural
changes that would help alleviate the Rowhammer vulnerability. Thus, high-
density designs may have fewer resources dedicated to mitigating the Rowham-

mer effect, making them more susceptible to its impact.

The consequences of Rowhammer can be devastating. An attacker can poten-
tially exploit the vulnerability to escalate privileges [3], bypass security measures
[10, 5], or even launch remote code execution attacks [4, 11]. The vulnerability poses
a significant threat to both individual users and organizations, as it can compromise
the integrity and confidentiality of sensitive data.

To mitigate the risk posed by Rowhammer, various techniques and mitigations
have been developed. Error-Correcting Code (ECC) Memory is designed to detect
and correct single-bit errors in memory. It adds additional bits to each memory
word, allowing errors to be detected and fixed automatically. ECC memory min-
imizes the risk of Rowhammer attacks by identifying and correcting the bit flips
caused by the exploit.

Target Row Refresh (TRR) is a mitigation technique implemented in some mod-
ern DRAM modules. It periodically refreshes rows adjacent to the accessed rows
to prevent the bit flips caused by Rowhammer. TRR adds a delay during memory
accesses to allow for these refresh operations, reducing the probability of successful
attacks [8]. However, this technique is proven to be ineffective as reported by Frigo
et al. [6].

It’s important to note that as technology progresses, manufacturers and researchers
are actively working to develop countermeasures and mitigation techniques to ad-

dress rowhammer vulnerabilities. These include hardware-based solutions, such
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as specialized memory architectures, error-correcting codes (ECC), and memory re-
fresh mechanisms, as well as software-based mitigations that monitor and detect
rowhammer activity. Continued research and collaboration are essential to ensure
the reliability and security of high-density DRAM designs as they continue to evolve.

It is important to note that while these mitigations significantly reduce the risk
of Rowhammer attacks, they are not foolproof. Attackers continue to explore new
techniques to bypass these defenses, and the cat-and-mouse game between attack-
ers and defenders continues. Most importantly, the associated overhead that comes
with most these mitigation techniques is significant in terms of performance and en-
ergy consumption. Therefore, it is crucial to come up with a different approach to

eliminate the Rowhammer vulnerability.

1.0.1 Statement of the problem

Rowhammer, which exploits DRAM disturbance errors, have become a great con-
cern to the security of local, remote and mobile systems. Several mitigation tech-
niques against such attack have been proposed. Although some of these prevention
techniques have been effective in stopping specific exploits, the performance over-
head of these countermeasures is considerable resulting in poor memory efficiency.

Moreover, Rowhammer is still a big threat to system security as new attack vec-
tors continued to break previous mitigations. Hence, it is required to provide an

effective mitigation where the associated performance overhead is minimum.

1.0.2 Objective

The main objective of this research is to study the Rowhammer problem, a vul-
nerability that affects DRAM, comprehensively and propose an effective mitigation
method that successfully mitigates the Rowhammer vulnerability. The primary ob-
jective of this research is to introduce DEACT, a hardware-based solution designed
to eliminate the Rowhammer vulnerability within the DRAM itself. As traditional
software-based mitigations have proven insufficient, a comprehensive examination
of the problem and the development of novel hardware-based solutions is crucial.
DEACT combines a hardware counter and an additional row buffer, which functions
as a dedicated storage area for highly activated rows.

In addition to proposing DEACT as a hardware-based solution, this research also

introduces DDRSHARP, a fast and extensible cycle-accurate simulator. DDRSHARP



Chapter 1. Introduction 5

serves as a valuable tool for evaluating the effectiveness of DEACT and other miti-
gation techniques in a simulated environment. By providing a realistic and detailed
representation of the DRAM system, DDRSHARP enables researchers to analyze the
impact of Rowhammer attacks and assess the performance of proposed countermea-
sures.

The specific objectives of this work include:
1. Study the Rowhammer problem comprehensively.
2. Review existing mitigation to the Rowhammer vulnerability.
3. Introduce DEACT, a hardware solution to the Rowhammer problem.
4. Introduce DDRSHARD, fast and extensible memory simulator.

5. Evaluate the efficacy of DEACT using DDRSHARP.

1.0.3 Methodology

To fulfill our objective, we conduct an in-depth analysis of the Rowhammer vulnera-
bility, exploring its underlying causes, mechanisms, and potential consequences. We
investigate the effectiveness of existing software-based mitigation techniques and
identify their limitations. Building upon these insights, we propose and implement
DEACT, a novel hardware-based solution that addresses the Rowhammer vulner-
ability by enhancing the activation counter technique. We develop DDRSHARP, a
cycle-accurate simulator, to evaluate the effectiveness of DEACT and other proposed
mitigation techniques. In this section, we discuss the steps we followed to achieve

the goal of this research:

1. Step 1: Study the DRAM Architecture.
This part of the work focuses on studying the architecture of DRAM, timing

parameters and performance/energy consumption of its components.

* Conduct a comprehensive review of existing literature, research papers,

and technical documentation on DRAM architecture.

¢ Understand how DRAM is organized of into channels, ranks, banks, rows

and columns.

¢ Understand the various components of DRAM, such as row buffers, mem-

ory cells, sense amplifiers, and column multiplexers.
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Become familiarized with the operation of DRAM, including the read and

write cycles, refresh operations, and timing constraints.

Study how a read /write request is decoded into one or more DRAM com-

mands depending on the state of the DRAM bank .
Study the execution time of every command.

Study the factors that dictate the minimum time gap between two DRAM

commands.

Study the latency/energy consumption of each DRAM component in re-

sponse to a given memory request.

Study the effect of scheduling on performance/energy consumption of

DRAM.

Study the working principles of the Memory controller.

2. Step 2: Develop DRAM Model

Create a detailed performance and power model of the DRAM based on

the knowledge acquired in Step 1.

Define the key parameters and variables that affect the performance and

behavior of the DRAM.

Validate the model by comparing its predictions against known DRAM

behavior and performance characteristics.

3. Step 3: Develop DDRSHARP, a Configurable and Cycle-Accurate DRAM Sim-

ulator

Utilize object-oriented design methodology to develop a modular and ex-

tensible DRAM simulator.

Design classes to represent the various components of the DRAM archi-

tecture, such as the ranks, bank-groups and banks.

Implement the timing constraints and state transition rules in the simula-

tor to accurately replicate the behavior of a real DRAM.

Provide configurability options to adjust key parameters, such as the mem-
ory size, latency, and command protocols, to support different DRAM

configurations.
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4. Step 4: Design a Hardware Counter to Detect Unsafe Memory Access Patterns
* Design counter that intercepts every activation command to detect exces-
sively activated rows.

¢ Design a hardware counter module that tracks and records these unsafe

memory access patterns during the simulation.
¢ Implement the counter module within the DRAM simulator to capture
relevant statistics related to unsafe memory access.
5. Step 5: Design DEACT (De-activator) using Row Buffers
e Utilize the insights gained from the DRAM simulator and the hardware
counter to design DEACT.

* Develop an algorithm that leverages the row buffers in DRAM to opti-

mize the access patterns and minimize unnecessary data transfers.

¢ Implement DEACT within the DRAM simulator, integrating it into the

existing object-oriented design to evaluate its effectiveness.
6. Step 6: Evaluate DEACT
* Execute a series of benchmark workloads on the DRAM simulator with

DEACT enabled.

¢ Collect performance metrics, such as access latency, bandwidth utiliza-
tion, and energy consumption, to evaluate the effectiveness of DEACT

compared to standard DRAM.

¢ Analyze the simulation results and compare them with the baseline per-

formance to determine the improvements achieved by DEACT.

* Conduct statistical analysis and validate the results to ensure their accu-

racy and reliability.
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1.0.4 Contribution

The research provides significant contributions to the field of computer security by
introducing DEACT as a hardware-based solution to the Rowhammer attack. Exper-
imental results demonstrate the effectiveness of DEACT in mitigating the vulnerabil-
ity within the DRAM. By addressing the problem at the hardware level, DEACT of-
fers a robust and proactive defense mechanism against Rowhammer attacks, signifi-
cantly enhancing system security. The results highlight the viability and practicality
of hardware-level defenses, paving the way for future research and development in
the field of memory security.

Moreover, the research makes a significant contribution by introducing DDR-
SHARP as a cycle-accurate simulator for DRAM systems. Through extensive ex-
perimentation and evaluation using DDRSHARP, we validate the effectiveness of
DEACT in mitigating the Rowhammer vulnerability. The simulator provides valu-
able insights into the performance and limitations of DEACT, enabling researchers
to fine-tune and optimize the hardware-based solution. Additionally, DDRSHARP
serves as a platform for further research, facilitating the development and evalua-
tion of new mitigation techniques for Rowhammer attacks. The proposed hardware-
based solution and the cycle-accurate simulator could serve as a foundation for fu-

ture research and development in the field of memory and security.

1.0.5 Thesis Organization

The remainder of this research is organized as follows. In chapter 2, we provide
background information on DRAM. While chapter 3 discuses DDRSHARP, chapter
4, reviews the Rowhammer attacks and existing countermeasures in current litera-
ture. DEACT is discussed in chapter 5 and chapter 6. Finally, we provide conclusions

in chapter 7.



Chapter 2

DRAM Background

DRAM (Dynamic Random Access Memory) plays a significant role in modern com-
puting devices, serving as the primary form of volatile memory. Its importance
stems from its speed, capacity, and ability to store and retrieve data quickly. In the
current computing landscape, where data-driven applications are becoming increas-
ingly prevalent, the significance of DRAM cannot be overstated.

One of the key aspects of DRAM'’s significance lies in its speed. DRAM offers fast
access times, allowing the processor to quickly retrieve and manipulate data. This
speed is crucial for tasks that require rapid data access, such as running complex
algorithms, real-time multimedia processing, and interactive user interfaces. The
responsiveness and seamless user experience we expect from modern computing
devices are made possible by the fast data access provided by DRAM.

DRAM'’s capacity is another vital factor. Modern computing devices require sig-
nificant amounts of memory to handle the growing complexity of applications and
the ever-increasing data volumes. DRAM'’s ability to provide large memory capaci-
ties allows for the storage of vast amounts of data, facilitating multitasking, efficient
program execution, and effective management of datasets. Whether it’s running
resource-intensive software, virtual machines, or working with large datasets, the
ample memory capacity offered by DRAM is indispensable.

Moreover, modern computation is increasingly becoming data-intensive. Appli-
cations like machine learning, big data analytics, scientific simulations, and video
editing rely heavily on processing large amounts of data. DRAM'’s role in such sce-
narios is to store the data that needs to be processed, enabling the processor to access
it quickly. With the rise of Al and deep learning algorithms, the demand for DRAM
has grown exponentially due to the memory-intensive nature of these computations.

DRAM enables efficient data handling, accelerating the performance of data-centric
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tasks and driving innovation in various fields.

Additionally, the growing popularity of cloud computing and virtualization has
further emphasized the significance of DRAM. Cloud environments require robust
memory systems to support multiple virtual machines and handle concurrent user
requests efficiently. DRAM'’s speed and capacity are vital for virtualization plat-
forms, enabling smooth resource allocation and dynamic scaling of applications

based on demand.

2.1 Advantages of DRAM Technology Scaling

As technology has progressed, DRAM scaling has enabled higher memory capaci-
ties, increased data transfer rates, improved power efficiency and improved overall

system performance.These section briefly describes these advantages.

1. Increased Memory Capacity: Scaling DRAM technology allows for the inte-
gration of more memory cells onto a single chip, enabling higher memory ca-
pacities. This is crucial for modern computing tasks that require large amounts
of memory, such as data-intensive applications, virtualization, and scientific
simulations. Higher memory capacity enhances multitasking capabilities and

enables the efficient processing of larger datasets.

2. Improved Performance: Scaling DRAM technology leads to higher data trans-
fer rates and lower latencies. With faster memory access times, processors can
retrieve data more quickly, resulting in improved overall system performance.
This is especially beneficial for applications that heavily rely on memory oper-

ations, such as gaming, real-time video editing, and database processing.

3. Power Efficiency: As DRAM technology scales, advancements in fabrication
processes have led to reduced power consumption. This is significant in mo-
bile devices and energy-constrained environments, as it helps extend battery
life and reduces heat generation. Additionally, power-efficient DRAM mod-
ules contribute to greener computing practices by reducing energy consump-

tion in data centers.
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2.2 DRAM Standards

DRAM standards play a crucial role in ensuring compatibility, performance, and
interoperability of Dynamic Random Access Memory (DRAM) modules across dif-
ferent computer systems and devices. These standards are defined by industry orga-
nizations to establish common guidelines, specifications, and interfaces for DRAM
technology [12]. A few examples of DRAM standards that have played a pivotal
role in shaping the memory landscape in modern computing devices are described

below.

1. DDR (Double Data Rate): DDR is one of the most widely adopted DRAM
standards. It introduced a significant improvement in data transfer rates by al-
lowing data to be transferred on both the rising and falling edges of the clock
signal. The DDR standard has gone through multiple improvements, includ-
ing DDR2, DDR3, DDR4, and the more recent DDR5. Each generation brought
advancements in data rates, increased capacity support, improved power effi-

ciency, and updated electrical specifications.

2. LPDDR (Low Power DDR): LPDDR is a specialized DRAM standard designed
for power-constrained devices such as smartphones, tablets, and portable de-
vices. LPDDR modules are optimized for low power consumption while still
providing reasonable performance and capacity. Similar to DDR, LPDDR has
seen multiple iterations, including LPDDR2, LPDDR3, LPDDR4, and LPDDRS5,

each introducing power-saving features and improved data rates.

LPDDR implements various power-saving techniques. LPDDR uses a lower
supply voltage (as low as 0.5 volts) compared to other memory technologies,
reducing power consumption without compromising performance. It also in-
corporates power management features like clock gating and power down
modes to further minimize power usage during periods of inactivity. It also

implements an improved refresh technique to reduce power consumption.

Another important aspect of LPDDR is its compact form factor. Mobile devices
require memory modules that are small in size to fit within the limited space
available. LPDDR memory chips are designed with a reduced footprint, en-
abling manufacturers to incorporate higher memory capacities without com-

promising the physical size of the device.
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3. GDDR (Graphics Double Data Rate): GDDR is a specialized variant of DDR
memory specifically designed for graphics processing units (GPUs) and graphics-
intensive tasks. GDDR modules are optimized for high bandwidth and low la-
tency to meet the demanding requirements of graphics rendering, gaming, and
virtual reality applications. GDDR standards, such as GDDR5 and GDDRS6,
have made significant advancements in memory bandwidth and capacity to

keep up with the rapidly evolving graphics technologies.

Standardization ensures that memory modules from different manufacturers can
be reliably integrated and operated within a given system, fostering interoperability
and allowing for easy upgrades or replacements. Furthermore, adherence to stan-
dards enables consistent performance, compatibility, and scalability, which are cru-

cial for ensuring efficient memory utilization and overall system performance.

2.2.1 DDR Standards

DDR standards have played a pivotal role in the evolution of memory technol-
ogy, enabling faster data transfer rates, increased memory capacities, and improved
power efficiency. Each generation of DDR has pushed the boundaries of memory
performance and has been instrumental in driving advancements in computing de-
vices. The adoption of DDR standards across various industries has contributed
to the development of faster and more capable systems, empowering users with en-
hanced computing experiences and enabling the efficient execution of data-intensive

tasks. We briefly describe the the various DDR standards and their advancements:

1. DDR: DDR, which operates at 2.5v 0r2.6v, was the first iteration of the DDR
standard, introducing a breakthrough in data transfer rates compared to its
predecessor, SDRAM (Synchronous DRAM). DDR was further categorized into
DDR1 to differentiate it from subsequent generations. DDR memory modules
allowed data to be transferred on the rising as well as the falling edges of the
clock signal, thereby doubling the data transfer rate. For instance DDR-400
operates at a clock rate of 200MHz with a data transfer rate of 400MT/s and
bus bandwidth of 3,200MB/s.
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2. DDR2: DDR2, which operates at 1.8v, improved upon the original DDR stan-
dard by increasing data transfer rates and introducing more advanced signal-
ing techniques. It featured higher clock frequencies, improved memory bus ef-
ticiency, and reduced power consumption. DDR2 modules provided increased
memory bandwidth and were available in higher capacities, making them suit-
able for a wide range of computing applications. For instance DDR2-1066 op-
erates at a clock rate of 266.67MHz with a transfer rate of 1,066.67MT/s and a
bus bandwidth of 8,533.33MB/s.

3. DDR3: DDR3, which operates at 1.5v/1.35v, brought further advancements in
data rates, operating frequencies, and power efficiency. It introduced higher
clock speeds, reduced voltage requirements, and increased memory density.
DDR3 modules offered improved performance for tasks such as multimedia
processing, gaming, and enterprise applications. DDR3 was widely adopted in
desktops, laptops, and servers, becoming the prevalent memory standard for
several years. For instance DDR3-2133 operates at a clock rate of 266.67MHz
with a data transfer rate of 2,133.33MT /s and a bus bandwidth of 17,066.67MB/s.

4. DDR4: DDR4, which operates at 1.2v/1.05v, represented a significant leap for-
ward in DDR technology. It introduced higher data transfer rates, increased
module capacities, and improved power efficiency compared to DDR3. DDR4
modules operated at lower voltages and featured enhanced error correction
capabilities. The increased memory density and bandwidth of DDR4 made it
well-suited for demanding applications, including data centers, high-performance
computing, and advanced gaming systems. For instance DDR4-3200 operates
at a clock rate of 400MHz with a data transfer rate of 3,200MT/s and a bus
bandwidth is 25,600MB/s.

5. DDR5: The most recent DDR standard, DDR5, offers substantial improve-
ments in performance and efficiency. DDR5 introduces higher data transfer
rates, increased module capacities, and advanced features like on-die error
correction and enhanced power management. DDR5 memory modules lever-
age improved signaling techniques, higher clock speeds, and increased mem-

ory channels to deliver significant performance gains. DDR5, which operates
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at 1.1v, is designed to meet the demanding requirements of modern data-
intensive applications, including Al, machine learning, and big data process-
ing. For instance DDR5-7200 operates at a clock rate of 450MHz with a data
transfer rate of 7,200MT /s and a bus bandwidth is 57,600MB/s.

Another set of standards include LPDDR standards. Even though, LPDDR and
DDR are both standardized by JEDEC[12], they exhibit slight variations. For exam-
ple, while DDR4 improved the transfer speeds by doubling the internal memory
clock speed, the LPDDR4 standard simply increased prefetch size. These modifica-
tions were reversed by the DDR5 and LPDDRS5 specifications.

2.3 DRAM Architecture

DRAM is characterized by a hierarchical structure that encompasses channels, ranks,
bank-groups, and individual banks. This organization serves to optimize memory
access and data retrieval.

Starting at the highest level, we have channels, which act as the primary conduits
for data flow within the DRAM system. These channels are linked to one or more
ranks, establishing a crucial connection that facilitates communication between var-
ious components.

Although each rank operates independently, it’s important to note that there are
limitations in terms of full parallelism. This constraint arises from the fact that all
ranks connected to the same channel share common data lines. This means that
while ranks can perform tasks autonomously, they must also coordinate with one
another, potentially introducing slight delays in data retrieval processes.

Each rank represents a 64-bit wide module, essentially a unit that holds a collec-
tion of DRAM chips. These chips are the fundamental building blocks of memory
storage and processing. In an x8 configuration, for instance, eight physical chips
are joined together, each with an individual bit-width of 8 (x8), forming a coherent
unit that contributes to the overall memory capacity. The x8 configuration is visually
depicted in Figure 2.1, illustrating how these eight chips are interconnected.

Alternate configurations include x4, where 16 chips are utilized, or x16, which re-
lies on only four chips. Each of these configurations serves distinct purposes, cater-

ing to speciﬁc computational requirements.
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FIGURE 2.1: Memory System Organization.

Within each individual DRAM chip, there exists a further subdivision into multi-
ple banks. These banks serve as discrete units for storing and retrieving data. These
banks are then grouped into one or more bank groups, forming a higher-level struc-
ture that aids in memory management. A typical DDR5 (Double Data Rate 5) rank,
contains a total of 32 banks. This signifies a substantial capacity for parallel data
access and retrieval within a single rank. This configuration is designed to opti-
mize memory operations, allowing for the concurrent processing of multiple mem-
ory transactions.

This hierarchical arrangement of banks and bank groups within every chip plays
a crucial role in optimizing the efficiency and speed of memory operations. While
not entirely parallel, individual banks are capable of executing independent opera-
tions concurrently. For instance, when dealing with four ACT (activate row) com-
mands, if they pertain to the same bank, they are processed sequentially. However,
if the commands involve different banks, all four ACT commands can be executed
simultaneously. It's important to note that even in such cases, these operations aren’t
completely parallel, as each ACT command must adhere to a specified time interval
determined by the RRD (row to row delay) timing parameter.

The functional block diagram of DDR4 SDRAM, as depicted in Fig. 2.2, shows a
configuration where a total of 16 banks are organized into four distinct bank-groups.
in a typical DRAM device, each bank comprises an a total of 32 sub-arrays. Within
each of these sub-arrays, there exists an assembly of 32 MATs, which stands for mul-
tiple cell matrices. These MATs collectively house a total 262,144 memory cells, pos-

sessing 512 rows and 512 columns.
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FIGURE 2.2: 8Gb, x8 DDR4 SDRAM Functional Block Diagram (re-
produced from[13].

A closer look at the structure of a memory cell reveals its fundamental compo-
nents. At its core, a memory cell consists of two essential elements: an access tran-
sistor and a capacitor, as illustrated in Figure 2.3. The capacitor plays a pivotal role,
serving as the storage unit for a single bit of data. In contrast, the access transis-
tor operates as a switch, facilitating the connection or disconnection of the capacitor
to/from the bit line. This simple yet ingenious design allows for the storage and
retrieval of binary information.

The intricate interplay between these memory cells, bit lines, and row-bulffer is
vital to the memory’s performance. When a word-line is activated, it grants access
to all the memory cells within a specific row, effectively copying the contents of
that row into the row buffer. This clever mechanism ensures that recently accessed
data remains readily available for rapid retrieval. Subsequent read requests for data
residing in the same row can be swiftly served from the row buffer, significantly
reducing latency and enhancing memory throughput.

A bank is considered "open" if it contains an active row in the row buffer. It’s
important to mention that certain memory systems adhere to a closed page policy,
requiring a row to be promptly closed after any memory access operation. Addi-
tionally, a significant aspect of closing a bank comes into play when shifting to new
read /write operations situated in a different row.

To close the bank, the contents of the row buffer must be rewritten back to the tar-

get row. This process is essential to restore the lost charges in the capacitors, ensuring
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FIGURE 2.3: Bank Structure: DRAM Cell array(reproduced from [14])

that they return to their original levels. Furthermore, it’s important to understand
that reads in dynamic memory systems are inherently destructive in nature. When a
memory cell is read, the act of sensing its charge inherently leads to a loss of charge
in the process. This is due to the fact that the charge stored in the capacitor is used to
determine the state of the memory cell. As a result, it’s to restore their charge levels.
This ensures that the memory system operates reliably and consistently, avoiding

any potential data corruption or loss.
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24 DRAM Operations

The address register accepts the bits that identify the target memory location; that is,
the bank group, the bank, the row address and the column. The control logic takes
signals such as CKE, CS_n, ACT_n as an input.

Figure 2.2 shows the functional block diagram of an 8Gb, x8 DDR4 SDRAM.
The address register takes bits that represent the requested memory location, which
includes the bank group, bank, row address, and column. Signals such as CKE,
CS_n, and ACT_n are fed to the control logic. RAS_n (row address strobe), CAS_n
(column address strobe), and WE_n (write enable) are additional commands that
help decide which memory command to issue.

Table 2.1 shows a simplified truth table of DDR4 commands. Pins RAS_n/A16,
CAS_n/A15, and WE_n/A14 can be used as either a command pin or an address
pin depending on the the control signal ACT_n is high or low. In order to define
every DDR4 command, additional states such as CS_n, and CKE with appropriate
bank-group address, bank address, row address and column address are used to a

DDR4 commands at the rising edge of the clock

TABLE 2.1: Truth table of DDR4 Commands (extracted from [15]).

Prev. | Pres. RAS n | CAS n | WE_n
CKE. | CKE | CS.n | ACT_n | /Al6 /A15 | /Al14 | Command
H H L H L H L PRECHARGE.
H H L H L L H REFRESH
H L L H L L H Self refresh entry
L H H X X X X Self refresh exit
H H L L Row address (RA) ACTIVATE.
H H L H H L H Read.
H H L H H L L Write.
H H L H H H H No operation (NOP)
H L H X X X X Power-down entry
L H H X X X X Power-down exit

24.1 Read Operation

DRAM read operation is performed in the following sequence; fig. 2.3 shows the

structure of a memory bank.

1. The sense amplifiers shown in fig. 2.3 are disconnected. Then the bit-lines are

precharged to 3 Vpp. The precharge circuit is finally switched off.
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2. Based on the the row address, the word-line of the target row is set high in
order to switch on all transistor connected to the word-line. This process con-
nects the capacitors to their respective bit lines, where each capacitor may
charge or discharge based on whether its potential is higher lower than 1 Vpp.
This causes the bit line voltage to slightly increases decreases. This slight
change is sensed and amplified by the sense amplifiers to latch the correct out-

put of each column (0 or 1).

3. Based on the column address, then appropriate column is connected to the
data bus. During this period consecutive column reads can be performed as

long as they are in the same row.

2.4.2 Write Operation

A memory write also follows the same procedure as a memory read operation except
the sense amplifier is selectively driven high or low. This causes the bit-line to charge

or discharge the capacitor.

2.4.3 Refresh Operation

DRAM cells store bits of information as electrical charges in tiny capacitors. Over
time, these charges leak away due to various factors, including thermal effects and
leakage currents. If left unattended, the gradual discharge of these charges can cause
data corruption, resulting in errors and system instability.

To combat this issue, DRAM modules incorporate a built-in refresh mechanism.
The purpose of the refresh operation is to periodically read and rewrite the data
stored in each memory cell to replenish the charge and prevent data loss. This pro-
cess is typically handled by the memory controller within the computer system.

DRAM refresh can be broadly categorized into two main approaches: asyn-

chronous refresh and self-refresh.

Asynchronous Refresh

In asynchronous refresh, the memory controller initiates a refresh cycle by accessing

each row of memory cells sequentially. It sends a command to activate a row, reads
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the data, and immediately writes it back without any changes. This read-rewrite op-
eration refreshes the charge in the capacitors, effectively resetting the data retention
timer for each cell.

The memory controller repeats this process for every row in the DRAM mod-
ule, typically within a specified refresh interval. The interval is usually defined by
the memory module’s specifications, such as the number of rows and the required

refresh rate.

Self-Refresh

Self-refresh is a power-saving mode employed by certain DRAM modules, com-
monly found in mobile devices and laptops. In this mode, the memory controller
delegates the refresh responsibility to the DRAM module itself, reducing the work-
load on the system’s main processor.

When a self-refresh command is issued, the DRAM module takes control of the
refresh operation internally. It periodically scans and refreshes each memory cell
independently, without the need for continuous intervention from the memory con-
troller. This helps conserve power by allowing the system to enter a low-power state
while maintaining data integrity.

Note: DRAM cells are refreshed at regular interval(64 ms) as defined by the
JEDEC[12] standard. Studies, however, show that DRAM cells are characterized
by variable retention time; the worst case being 64ms. It is possible for DRAM cell
to retain its charges for several seconds[16]. Liu et al.[16] proposed retention aware
refresh mechanism to minimize the performance overhead and energy overhead as-

sociated with every refresh operation,.

2.4.4 Row buffer

One of the key factors contributing to the speed of DRAM is the presence of a row
buffer, a temporary storage location that holds recently accessed data. The row
buffer acts as a cache, temporarily storing a complete row of data that was recently
accessed. The row bulffer is located closer to the memory array, making it faster to

access compared to other areas of memory.
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Advantages of Row Buffer:

1. Elimination of Activation Time: Since the row buffer holds the recently ac-
cessed row, subsequent reads or writes to memory locations within the same
row can be performed without requiring activation. This eliminates the need
to go through the time-consuming activation process, significantly reducing

the overall latency.

2. Reduced Access Time: Accessing data from the row buffer is faster because
it bypasses the slower activation step. The data in the row bulffer is readily
available, allowing for faster retrieval. This speed advantage becomes more

pronounced when there are consecutive memory accesses within the same row.

3. Increased Efficiency: By eliminating the need for activation, the row buffer
enables DRAM to achieve higher memory access efficiency. It allows for more
frequent access to data within the same row, resulting in improved overall

memory performance.

2.5 Page Policy

The DRAM page policy is a crucial aspect of the memory controller, which plays a
vital role in managing the memory. The page policy determines how the memory
controller selects and manages the pages within the DRAM, optimizing the overall
system performance and efficiency.

To mitigate the high latency issue, DRAM is organized into fixed-size pages. A
page is the smallest unit of data that can be accessed within the DRAM. When the
memory controller needs to read or write data, it activates an entire page, bringing
it into the row buffer of the DRAM. The row buffer acts as a temporary storage area,
allowing faster access to the data within the activated page.

The page policy of the memory controller determines how pages are selected and

managed within the DRAM. There are primarily two types of page policies:

Open-page policy: In an open-page policy, once a page is activated and brought
into the row buffer, subsequent memory accesses within the same page incur lower

latency. The activated page remains open until another page needs to be accessed.
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This policy takes advantage of temporal locality, as it assumes that accessing data

within the same page is more likely.

Closed-page policy: In a closed-page policy, the activated page is closed immedi-
ately after the memory access is completed. When a new memory access is required,
the memory controller needs to reactivate a new page, incurring the higher latency
penalty for each access. This policy sacrifices the benefits of temporal locality.
Choosing the appropriate page policy depends on the workload characteristics
and the trade-off between performance and power consumption. Workloads with
high spatial locality, where data within the same page is frequently accessed, benefit
from an open-page policy. On the other hand, workloads with lower spatial locality

and a focus on power efficiency may favor a closed-page policy.

2.6 Register Clock Driver (RCD)

A Register Clock Driver (RCD) is an essential component in the memory architecture
of modern DRAM modules. It serves as an interface between the memory controller
and the DRAM devices, ensuring proper synchronization and control of data flow.
The RCD plays a critical role in managing the timing and signal integrity of data
transfers within the DRAM subsystem.

DRAM DRAM DRAM DRAM DRA DRAM DRAM DRAM DRAM DRAM

DRA DRA DRA DRA DRA DRA DRA DRA DRA DRA

FIGURE 2.4: RCD: Register Clock Driver
The following are key functions and features of a Register Clock Driver:

* Clock Distribution: The RCD receives the system clock signal from the mem-
ory controller and distributes it to the DRAM devices. It generates the neces-

sary clock signals required for proper operation of the DRAM module.

¢ Clock Skew Management: Clock skew refers to the slight timing differences
that can occur between different parts of a system due to variations in trace

lengths or other factors. The RCD incorporates circuitry to minimize clock
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skew between the memory controller and the DRAM devices, ensuring accu-

rate synchronization of data transfers.

¢ Address and Command Multiplexing: In a typical DRAM system, the mem-
ory controller sends address and command signals to the RCD, which then
multiplexes these signals and forwards them to the appropriate DRAM de-
vices. The RCD handles the necessary decoding and signal routing to ensure

the correct commands are delivered to the target DRAM chips.

e Data Bus Organization: The RCD also plays a role in managing the organiza-
tion of the data bus within the DRAM module. It handles tasks such as data
bus inversion (DBI) and error correction code (ECC) support. DBI is a tech-
nique used to reduce signal reflections and power consumption on the data

bus, while ECC helps detect and correct errors in data stored in the DRAM.

¢ I/O Termination The RCD includes circuitry to properly terminate the I/O
(input/output) signals from the DRAM devices. Proper termination ensures

signal integrity and prevents reflections or noise on the data lines.

¢ Training and Calibration: Many RCDs incorporate training and calibration
features to optimize the performance and reliability of the DRAM module.
These features include automatic detection and compensation for signal and
timing variations, allowing the memory subsystem to adapt to changing oper-

ating conditions.

Overall, the Register Clock Driver (RCD) serves as a crucial bridge between the
memory controller and the DRAM devices, managing clock signals, addressing, data
flow, and various other functions. It plays a vital role in ensuring the reliable and

efficient operation of the DRAM subsystem in modern computer systems.

2.7 DMA: Direct Memory Access

DMA is a mechanism that allows certain devices, such as sound cards or network
cards, to access system memory directly without involving the CPU. DMA can by-
pass the CPU’s involvement in data transfer between the device and memory. When
a DMA transfer occurs, the DMA controller typically interacts directly with the

memory controller. The memory controller handles the communication between the
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DMA controller and the memory modules. It translates the memory requests from
the DMA controller into the appropriate row and column addresses required by the
memory modules.

During DMA transfers, the GPU communicates directly with the memory con-
troller, which manages the flow of data between the GPU and system memory. The
memory controller handles the necessary address and data signals. It's worth not-
ing that the specifics of how DMA transfers are handled can vary depending on the
specific architecture, GPU model, and system configuration. Different GPU manu-
facturers may implement DMA differently, but in general, DMA provides a more

direct pathway for data transfer between the GPU and system memory.
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Chapter 3

DDRSharp: Cycle Accurate DRAM

Simulator

DRAM (dynamic random-access memory) is a critical component of modern com-
puting systems. With the rise of data-intensive computations, the demand for faster
and more efficient memory is increasing. To meet these needs, researchers rely on
DRAM simulators to analyze the performance and energy usage of DRAM designs.
These simulators are often used to model a variety of existing DRAM standards. In
order to accommodate the differences in DRAM design as well as future models, it
is required to have an extensible DRAM simulator. Given the fact that not every
researcher is expert in programming, the simplicity of the programming language
used to develop the simulator affects the efforts of a researcher. Any one who wishes
to extend or customize the software should be able to do it with minimum effort and
minimum errors.

The main motivation for designing a new simulator is DEACT [17]; the need to
design a simple and extensible simulator that fully supports DEACT. For the reasons
described in section 3.4, we chose C# to construct the simulator.

We propose DDRSHARP, a fast DRAM simulator with cycle-accurate modeling
capabilities for both the performance metrics and power/energy characteristics of
DRAM modules. In its development, we break down fundamental components of
the memory system into loosely-coupled objects. This architectural choice grants
us the flexibility to dynamically configure diverse DRAM specifications during run-
time. By steering clear of hard-coded parameters specific to different DRAM stan-
dards, we’ve streamlined the process of evaluating an array of memory systems with

varying specifications.
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This chapter discuses functionalities and architecture of DDRSHARP. Specifi-
cally, section 3.1 reviews existing simulators. Section 3.4 discuses the choice of pro-
gramming language and section 3.2 provides the basics of DRAM model. Section
3.3 discusses DDRSHARP components and functionalities. Section 3.6 evaluates the

simulator by validating it against other simulators.

3.1 Review of Existing Simulators

A significant number of such simulators are amalgamated with CPU simulators.
In order to insure timing accuracy, most of them are cycle accurate; that is, every
clock cycle of the target system is simulated, including the execution of individual
instructions, the movement of data through the system, and the interactions between
various components. It aims to provide an accurate representation of the system’s
behavior and performance by faithfully emulating the timing and interactions of its
individual components.

Cycle-accurate simulators are particularly useful when studying the detailed be-
havior of hardware systems, especially in areas such as performance analysis, power
consumption estimation, or instruction-level debugging. They allow designers and
researchers to closely analyze the impact of various architectural choices, optimiza-
tion techniques, or workload characteristics on the overall system behavior.

Among the cycle-accurate simulators available, DRAMSIm?2 [18] is limited to
supporting a narrow range of DRAM standards, specifically DDR2 and DDR3. Like-
wise, USIMM [19] is designed specifically for DDR3. However, Ramulator [20],
DRAMsys [21] and DRAMSsim3 [22] offer support for a broader range of DRAM
standards, including DDR2, DDR3, and DDR4. Notably, Ramulator possesses the
capability to expand its support to encompass various academic memory models.
Table 3.1 provides a brief summary of contemporary simulators.

The emphasis on simulation speed has been a primary motivator for the develop-
ment of various simulators. As a result, many developers have devoted considerable
effort to surpass the performance of earlier simulators [26, 27, 19, 28, 20, 18, 25, 21].
However, it’s worth noting that cycle-accurate simulators can be computationally
expensive and require significant processing power and memory resources to simu-

late the detailed behavior of complex hardware systems accurately. Therefore, they
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TABLE 3.1: Description of current DRAM simulators

Simulator

Limitation

Statistical DRAM modeling[23]
* uses synthetic traces to train the model

¢ Sacrifices accuracy for speed which makes

Does not guarantee the correct-
ness of simulation results.

Fast and accurate DRAM simulation [24].

* Uses lookup tables for latency estimation

neural network

e Allows 5% error .

* Uses GPU to accelerate offline trace analysis; utilizes

Does not guarantee the correct-
ness of simulation results.

MCSIM [25] An extensible memory controller.

code (LOCQ).

* Enabled 11% reduction of lines-of-code on average

¢ Provides a simple interface that minimizes lines-of-

Sacrifices speed for code sim-
plicity.

¢ The generalization feature
degrades the speed of sim-
ulation.

Ramulator [20]:
¢ Compatible with a wide range of DRAM models.

* Provides the ability to extend functionality.

Lengthy simulation time.

DRAMSsim3[22] :

¢ Compatible with a wide range of DRAM models.

mal characteristics of DRAM.

* Models performance, power/energy as well as ther-

Lengthy simulation time.

are typically used for targeted analysis and verification rather than for large-scale

system simulations.

Hansson et al. [29] introduced an event-based memory model aiming to improve

performance by reducing the number of timing parameters in a DRAM model, re-

sulting in a seven-fold increase in performance. They chose to neglect certain timing

parameters, which they regard as not important. Although they claimed that simu-

lation accuracy was preserved, Li et al. [30] conducted a comparison between this

event-based memory model [29] and DRAMsim3 [22], a cycle-accurate simulator.

The findings of the study revealed that it is not feasible to ensure correct simulation

for all workloads using the event-based approach without incorporating all timing
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constraints.

Given the performance limitations cycle accurate simulators, Li et al. [30, 23] ar-
gue for prioritizing speed over accuracy. They specifically question the significance
of cycle-accurate simulation and instead propose a statistical modeling technique
that trades a 2% margin of error for a substantial 400-fold increase in speed [23].
Nonetheless, it is important to note that this approach may not be suitable in cases
where absolute accuracy is necessary.

In addition to performance and simulation accuracy, it is crucial to consider ex-
tensibility, and scalability when designing a new simulator. The simulator model
should possess the capability to easily incorporate both current DRAM standards
and future ones.The time effort needed to customize an existing simulation software
depends on its and the choice of the programming language.

Apart from performance and simulation precision, it’s essential to consider in
extensibility and scalability during the design phase of a new simulator. The sim-
ulator model should be equipped to seamlessly integrate both existing and forth-
coming DRAM standards. The amount of time and effort required for customizing
an existing simulation software depends on its inherent extensibility as well as the
programming language chosen. Software components should be loosely coupled
for a simplified customization process and the programming language that the soft-
ware is constructed should provide automatic memory management tools such as
garbage collection and providing memory safety. The following section discusses

the effects of the choice of programming language on software development.

3.2 Modeling DRAM

In order to design the performance and power model of DRAM, it is crucial to
comprehend the architectural, timing, and power parameters outlined in these data-
sheets. The timing parameters serve as constraints that must be met before a com-
mand can be executed, while the power parameters determine the electrical cur-
rent and voltage required for executing a DRAM command. In this section, we go
through DRAM parameters in relation to the design of a performance and power
model.

Data-sheets provided by vendors, such as JEDEC [31], offer detailed specifica-

tions of every DRAM model. These documents are essential resources for crafting
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a comprehensive performance and power model for DRAM. Understanding the in-
tricate details of architectural, timing, and power parameters outlined in these data-
sheets is of paramount importance.

The timing parameters play a critical role as they establish constraints that must
be satisfied before a command can be executed within the DRAM system. These pa-
rameters essentially dictate the precise sequence of actions that need to be followed
for a command to be processed successfully. On the other hand, the power param-
eters deal with the electrical aspects, determining the specific levels of current and
voltage required to execute a DRAM command effectively.

In this section, we embark on a comprehensive exploration of the various DRAM
parameters and their direct relevance to the formulation of a accurate performance
and power model. By delving into these parameters, we aim to provide a clear un-
derstanding of how they intricately shape the functionality and efficiency of DRAM
within a computational system. Moreover, we also delve into how memory requests
are decoded into DRAM commands, a process contingent upon the current state
of the memory. By comprehending this process, we gain insight into the dynamic

relationship between the computational system and the DRAM module.

3.21 DRAM Commands and Memory States

DRAM functions through a series of distinct operational states, each with its set of
specific commands governing transitions between them. The visual representation
of this process is illustrated in Figure 3.1. This diagram is established on the basis
of a default burst length which is of 16 (referred to as BL16) for both read/write.
However, with the advent of DDR5 [31], a 32-bit burst read/write mode (known
as BL32 mode) has been introduced, which is exclusively applicable to x4 devices.
These states and commands provide the necessary control and coordination for ac-
cessing and managing data in a DRAM module. By transitioning between different
states and issuing appropriate commands, the DRAM can efficiently read, write, and
maintain the integrity of stored data.

Even though availability and functionality of DRAM commands may vary de-
pending on the specification of DRAM model, we briefly describe the most common

DRAM commands:
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FIGURE 3.1: Simplified State Diagram of SDRAM (reproduced from

[32]).

Activate (ACT): This command selects a specific row in the memory array, ac-

tivating it for subsequent read or write operations.

Precharge (PRE): The precharge command resets the bit-lines in the memory

array to a baseline voltage level, preparing them for the next access.

Read (RD): The read command retrieves data from the activated memory cells

and transfers it to the output buffers for further processing or storage.

Read and Auto-Precharge (RDA)

: This command is similar to RD command

except it automatically performs a precharges operation once the the read op-

eration.
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e Write (WR): The write command stores data from the input buffers into the

activated memory cells.

¢ Write and Auto-Precharge (WRA): This command is similar to WR command
except it is followed by automatically precharges operation once the the write

operation.

¢ Refresh (REF): The refresh command ensures data integrity by periodically re-

freshing all memory cells within a specified time interval.

¢ Power Down Entry (PDE): This command initiates the transition of the DRAM

into a low-power state known as the power down mode.

¢ Power Down Exit (PDX): The power down exit command brings the DRAM

out of the power down mode, restoring it to an active state.

¢ Self-Refresh (SRE): This command automatically triggers a refresh operation
without requiring explicit refresh commands. It is typically used in self-refresh

mode.

¢ Self-Refresh Exit (SRX): This command automatically brings the DRAM out of

self refresh operation.

¢ Load Mode Register (LDM): The load mode register command loads specific

configuration settings into the mode register, affecting the behavior of the DRAM.

¢ Burst Terminate (BT): The burst terminate command stops a burst operation

before its completion, ending the continuous read or write sequence.

¢ Write Leveling (WL): This command is used to calibrate and adjust the timing

delays for write operations, ensuring accurate data storage.

¢ 7ZQ Calibration (ZQCAL): The ZQ calibration command performs impedance

calibration, optimizing the electrical characteristics of the DRAM.

At any given time, the DRAM can exist in one of several valid memory states, in-
cluding power down, standby, precharging, activating, refreshing, reading, or writ-
ing. When the clock enable signal (CKE) is set to low, the DRAM enters power down
mode. This signal is responsible for enabling output drivers, input buffers, and in-

ternal clock signals. The power down entry (PDE) command triggers the transition
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to power down mode (PDN). With CKE set to low, a bank can shift from an active
state to an active power down state, or from an idle state to a precharge power down
state.

When a PDX command is issued, the memory exits the power-down state. The
subsequent state the bank enters depends on whether it holds an active row. As
illustrated in Figure 3.1, a bank in an idle state has the option to transition directly
into either the refreshing state through the REF command or the activating state via
the ACT command.

In instances where the clock enable signal (CKE) is set to a low state, an addi-
tional transition to the self-refresh state is possible through the use of the SRE com-
mand. In this state, the DRAM is capable of autonomously executing self-refresh
operations without reliance on the memory controller or the processor. The mem-
ory’s exits from the self-refresh state is achieved by the SRX command. The follow-
ing list briefly describes the most common DRAM states and their corresponding

commands:

¢ Power Down State: This low-power mode occurs when the DRAM is deacti-
vated, triggered by setting the clock enables signal (CKE) to a low state. The

power down entry (PDE) command initiates this transition.

¢ Standby State: In this state, the DRAM is partially powered and ready to re-
spond to commands. It is the default state after power-up or when exiting
the power down state. Other commands can transition the DRAM to different

states from standby.

* Precharging State: This state resets memory cells to a baseline voltage level
to prepare them for subsequent access. The precharge (PRE) command trig-
gers the precharging state, ensuring proper initialization before read or write

operations.

¢ Activating State: In this state a specific row of memory cells is activated for
read or write operations. The activate (ACT) command is used to select a row
in the DRAM array, and the corresponding row’s data becomes accessible for

read or write operations.
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¢ Refreshing State: DRAM cells tend to lose charge over time, necessitating pe-
riodic refreshing to maintain data integrity. The refresh (REF) command initi-
ates the refresh operation, ensuring that each memory row is refreshed within

a specified interval.

¢ Reading State: Data is retrieved from the activated memory cells in this state.
The read (RD) command triggers the reading operation, transferring the data

to output buffers for further processing or storage.

* Writing State: The writing state involves storing data into the activated mem-
ory cells. The write (WR) command is used to initiate the writing operation,
and the data is then transferred from the input buffers to the specified memory

cells.

State Transition Rules

State transition rules in DRAM govern the sequence and conditions under which
the DRAM transitions from one state to another. These state transition rules provide
guidelines for controlling the behavior of DRAM and maintaining proper memory

operations. We describe the basic state transition rules.

* Precharged/Idle State to Row Activation State Rules:

1. Uponreceiving an activate command for a specific memory location (row),
the DRAM transitions from the precharged/idle state to the row activa-

tion state.

2. The transition occurs if the specified row is not already activated.
¢ Row Activation State to Read/Write State Rules:
1. After the row activation, the DRAM transitions to the read or write state

based on the subsequent command.

2. If a read command follows the row activation, the DRAM transitions to

the read state.

3. If a write command follows the row activation, the DRAM transitions to

the write state.

4. The transition occurs only if the row is already activated.
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* Read/Write State to Precharged State Rules:
1. After aread or write operation, the DRAM transitions back to the precharged
state.
2. The transition occurs after the completion of the read or write command.
3. The transition is necessary to reset the capacitors within the memory cells
for the next memory access

¢ Precharged State to Refresh State Rules:

1. To maintain data integrity, DRAM cells require periodic refreshing.

2. The DRAM transitions to the refresh state based on a predetermined re-

fresh interval or when explicitly commanded.
3. The transition ensures that all memory cells are refreshed within a speci-
fied time frame to prevent charge leakage.
* Refresh State to Precharged State Rules:
1. After the refresh operation, the DRAM transitions back to the precharged
state.
2. The transition occurs after the completion of the refresh command.
3. The transition prepares the DRAM for subsequent memory accesses.
¢ Power-Down State to Power-Up State Rules:
1. When the DRAM is in a power-down state, it can be transitioned to an
active state using the power-up command.
2. The transition occurs when the system requires the DRAM to be accessed
again.
3. The transition ensures that the DRAM returns to an operational state

while conserving power during periods of inactivity.

3.2.2 Timing Parameters

Understanding timing parameters of DRAM is essential when designing the a DRAM
model. These parameters play a crucial role in coordinating the access and opera-

tion of DRAM modules, ensuring proper data retrieval and storage. The values
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in the specification provide detailed information about the latency associated with
each DRAM command in relation to any read or write memory request. These spec-
ifications essentially serve as a comprehensive guide to understanding the precise
timing requirements for executing various commands within the DRAM module.
This knowledge is crucial for accurately modeling the performance characteristics

of the DRAM system.

Column Acccess Strobe Latency (CAS Latency or CL): The time between the mem-
ory controller issuing a read command and the start of data transfer. It measures the
time delay for the memory module to access data; that is until the availability the

first bit.

Row Access Strobe (RAS): Minimum time that a row must remain active before
it can be precharged. It measures the duration for which a row of memory cells

remains open and accessible for read or write operations.

Row to Column Delay (RCD): Also known RAS-to-CAS Delay measures the time
needed between the activation of a row and the start of a column access. It represents
the time it takes for the memory module to select and access a specific column within

an activated row.

Row Precharge (RP): Represents the minimum time required for a row to remain
in the precharged state before it can be activated again. It specifies the duration for
which a row must remain in the precharged state before it can be accessed for a read

or write operation as it needs a some time to stabilize before it can be activated again.

Refresh Cycle Time (RFC): In DRAM, row refresh is necessary to maintain the
integrity of stored data. Over time, the charge stored in memory cells naturally
dissipates, which can lead to data corruption if not refreshed. This parameter deter-
mines the minimum duration between successive row refresh commands to ensure

all rows in the memory module are adequately refreshed to maintain data integrity.

Refresh Interval (REFI): Specifies the minimum time interval between two con-
secutive refresh operations. It represents the duration required to refresh all the

memory cells within the DRAM module.
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Write Recovery Time (WR): The minimum time required after a write operation
before initiating a precharge or a new command. It ensures that data is properly
stored before performing subsequent actions.

After writing data to a specific memory bank in DRAM, a certain amount of time
is needed for the memory cells to stabilize before initiating another write operation.
twr defines this minimum time interval that must be observed between consecutive

write commands to prevent interference and ensure the accuracy of data storage.

Four Activation Window (FAW): The minimum time required between four acti-
vate commands to different banks. It prevents conflicts and interference between si-
multaneous row activations. It helps prevent data corruption and ensures the proper

functioning of the memory subsystem.

Row to Row Delay (RRD): Time interval between two consecutive activates to
different banks without interference or conflicts. It specifies the time delay that must
elapse after activating a row before another row in a different bank can be activated.
It helps prevent data corruption and ensures proper row access within the memory

subsystem.

Row Cycle (RC): Represents the minimum time required for a complete row ac-
cess cycle. It specifies the time interval between the activation of a row and the
precharging of that same row, including the time for reading or writing data. It en-
sures that there is sufficient time for the memory controller to complete all necessary

operations within a row before moving on to the next access.

Read-to-Precharge (RTP): Measures the number of clock cycles between a read
command and the subsequent precharge command to the same bank. After reading
data from a specific memory bank in DRAM, a certain amount of time is required
for the memory cells to stabilize before initiating a precharge operation. This pa-
rameter specifies the minimum time interval that must be observed between a read
command and a subsequent precharge command to prevent interference and ensure

proper memory operation.

Write-to-Precharge (WRP): Specifies the time between a write command and the

subsequent precharge command. After writing data to a specific memory bank in
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DRAM, a certain amount of time is needed for the memory cells to stabilize before
initiating a read operation. This parameter defines the minimum time interval that
must be observed between a write command and a subsequent read command to

prevent interference and ensure proper memory operation.

Column-to-Column Delay (CCD): Specifies the minimum number of clock cycles
that must elapse between two consecutive column accesses within the same memory
bank. It represents the time delay required for the memory module to switch from
accessing one column to accessing another column within the same row.

When accessing consecutive columns in a burst operation, this parameter en-
sures that there is sufficient time for the DRAM to settle and stabilize before initiat-
ing the next column access. This delay is necessary to prevent interference and data

corruption that may occur if consecutive column accesses are performed too quickly.

Write to Read Delay (WTR): Specifies the minimum time that should elapse be-
tween a write command (WR) and a subsequent read command (RD). When a write
command is issued, data is written to the memory cells. However, due to internal
operations and the nature of DRAM architecture, there is a certain period of time
needed before the written data becomes stable and available for subsequent read
operations. This timing parameter ensures that sufficient time has passed to allow

for reliable and accurate data retrieval.

Column Write Latency (CWL): Represents the minimum number of clock cycles
required between the assertion of the CAS signal and the availability of valid data

on the DRAM’s data bus during a write command.

3.2.3 Decoding Memory requests

When processing a read /write request, the intricate rule of memory access unfolds.
It begins with a single request, it could potentially give rise to a cascade of DRAM
commands based on the device’s present state.

For instance, consider a read request. If the targeted row is already in an active
state, it elegantly translates into a straightforward RD command, smoothly fetching
the desired data. Yet, should the bank find itself in an idle state, the read request

decodes into a two DRAM commands; namely an ACT followed by RD commands.
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In a different complex scenarios, where a different row is active, the memory
system follows a different approach. It starts with a PRE command, writing-back
the active-row to its original location, followed by an ACT command, bringing the
desired row to the buffer. Finally, the RD command completes the sequence of tasks.

DRAM decodes memory requests using a combination of address decoding and
control circuitry. Even though the specific implementation details may vary across

different DRAM architectures, we describe a high-level overview of the process:

¢ Address Decoding: The memory controller generates a memory request with
a specific memory address. The address decoder interprets the address and
selects the appropriate memory bank or row in the DRAM array based on the

address bits.

* Row Activation: Once the memory bank or row is determined through ad-
dress decoding, the row activation command (ACT) is issued to the selected
row.The ACT command is accompanied by registered address bits that specify
the bank and row to be accessed. This command activates the sense amplifiers
and opens the access transistor for that row, enabling access to the cells in that

TOw.

* Column Selection: After the row activation, the memory controller sends the
column address to the DRAM. The column address determines the specific
memory cell within the selected row that needs to be read or written. The col-
umn address is decoded to select the appropriate column within the activated

TOwW.

¢ Read/Write Operation: Depending on the memory request, either a read com-
mand (RD) or a write command (WR) is issued to access the data in the selected
cell. The read command retrieves the data from the sense amplifiers and trans-
fers it to the output buffers, while the write command stores data from the
input buffers into the selected cell. The address bits registered with the RD
or WR command determine the initial column location for the burst opera-
tion. Additionally, these bits determine whether an auto precharge command

should follow a successful RD/WR command.
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* Data Transfer: In the case of a read operation, the retrieved data is transferred
from the DRAM module to the memory controller or to the requesting de-
vice. In the case of a write operation, the incoming data is transferred from the

memory controller or the requesting device to the DRAM module for storage.

3.2.4 Power Model

In order to determine the maximum power consumption of DRAM operations in-
cluding power consummations during a standby or power-down states, we utilize
the micron power calculator [13]. The total DRAM power is computed as the com-
bined sum of scheduled power, background power, and 1/O termination power. In
the process of designing the power model for DRAM, both timing parameters and
power parameters are taken into account. The key parameters related to the power

characteristics of basic DRAM operations can be found in Table 3.2.

TABLE 3.2: Description of key current parameters(reproduced from

[33])
Current Explanation
IDDO Average Activate-to-Precharge current
IDD2N Precharge Standby Current
IDD2P Precharge Power-Down Current
IDD3N Active Standby Current
IDD3P Active Power-Down Current
IDD4R Burst read current
IDD4W Burst write current
IDD5R Distributed refresh current (1X REF)

Scheduled Power

A memory is in power down mode draws an active current of IDD3p and a precharge
current of IDD,p. Conversely, if it’s not in power down mode, the background cur-
rents are DD,y and IDD3y. When calculating scheduled power, it’s imperative to
always deduct these background currents. For instance, the current resulting from
an activate command (occurring over a duration of frc) is determined by subtracting
the background currents, specifically IDDsy (spanning tr4s) and IDD;y (covering
trc — tras), as demonstrated in equation 3.1. This calculated current is then multi-
plied by the default voltage to yield the power associated with an activate command.

IDDsnt + IDDyn(tre — ¢
Licr = Inpy — antRAS tRCzN( RC — tRAS) 3.1)
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IDD3ntRrAs n IDDon(tre — tras)

Pacr = (IDDg —
trC trC

-Vbp (3.2)

Equation 3.3 and equation 3.4 calculate the power consumed by read operation
and a write operation respectively. The Ippsr and Ippaw represent the current dur-
ing a read and write operation. However, the standby IDD3y must be subtracted
from IDDyg and IDDyy in order to compute the power due to a a read or a write

operation only.

Prp = (Ippar — Ipp3n) - Vpp - RDCP (3.3)

where,

RDCP is the percent of cycles spent on the bus reading data per total clock cycles.

Pwr = (Ippgw — lippan) - Vbop - WRCP (3.4)

where,

WRCP is the percent of cycles spent on the bus writing data per total clock cycles.

A refresh operation in DRAM perform a read and write operation on a number
of rows during a period of tgrc. This operation is periodically conducted once a
duration specified by trgr; timing parameter is elapsed. The current during a re-
fresh operation is specified as I;pps. As shown in equation 3.5, the I;ppsn current is

subtracted to exclude the standby power.

t
Prer = (Itpps — Iippan) - Vo - tRFC (3.5)
REFI

Background Power

When the memory is in power-down state; that is its CKE is set to low, it draws
a current specified by the Ipp,p parameter if all banks are closed. However, if
there exists a single bank that is open while CKE is low, the power consumption
is due Ippsp. The background power components that is the active power down,
the precharge power down, the active standby and the precharge standby powers
are computed using the parameters shown in table 3.3. Equation 3.6 shows the the
precharge power in power down mode while equation 3.7 shows the the activation

power in power down state.
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Conversely, when the memory is a standby mode; that is the CKE is set to high,
the background power current is Ippoy if all banks are closed and Ipp3n otherwise.
Equation 3.8 shows the the standby precharge power while equation 3.9 shows the
the standby activation power in power down mode. All equations utilize the pa-
rameters described on table 3.3.

The memory can enter power-down mode at by setting the CKE to low. If all
banks are closed, the current that causes power dissipation is Ippop. If there exists a
single bank that is open while CKE is low, the power consumption is due Ippsp. The
background power components that is the active power down, the precharge power
down, the active standby and the precharge standby powers are computed using
the parameters shown in table 3.3. Equation 3.6 shows the the precharge power
in power down mode while equation 3.7 shows the the activation power in power
down mode. When the CKE is high, the memory goes to a standby mode and the
background power consumption is by Ippoy if all banks are closed and Ippsn oth-
erwise. Equation 3.8 shows the the standby precharge power while equation 3.9
shows the the standby activation power in power down mode. All equations utilize

the parameters described on table 3.3.

TABLE 3.3: Key parameters for Background power computa-
tion(reproduced from [13])

Parameter | Explanation

PPRE Percentage of cycles that all banks are precharged per total number of cycles.

PPREppN Percentage PPRE when CKE is LOW

PACTppnN Percentage bank active time when CKE is LOW (100 - PPRE)

PDNpre = Ippop - Vpp - PPRE - PPREppN (3.6)
PDNyucr = Ippsp - Vpp - (1 — PPRE) - PPREppN (3.7)
PSTBYpre = Iippan - Vpp - PPRE - (1 — PPREppN) (3.8)

PSTBY act = Ippsn - Vpp - (1 — PPRE) - (1 — PPREppy) (3.9)
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I/0 Termination Power

The main components that make up this power are the power that drives the output
and the on die termination (ODT) power. The I/O power depends the density and
form factor of the system. Given the power per DQ, the I/O termination power is
computed by multiplying it with the total number of data pins and strobe pins. For
example, for an x8 device, the value of Npgr in equation 3.10 and equation 3.12
equals to 10; that is 8 data pins (DQ) plus 2 strobe pins (DQS). However, Npow in
equation 3.11 and equation 3.13 include one additional data mask which sets the
value to 11.

Equation 3.10 calculates the power consumed when terminating a read to the
same rank. Similarly, equation 3.11 similarly computes the estimated power con-
sumption when terminating a write. Both equations considers the percent of cycles
the system utilizing the data bus. When terminating a read from another rank or a
write to other rank, we apply equation 3.12 and equation 3.13 respectively.

3.11

PODriver = PE}’DQREAD . NDQR -RDCP (310)

where,

RDCP is the percent of cycles spent on the bus reading data per total clock cycles.

PTWR = PerDQWRITE . NDQW -WRCP (311)

where,

WRCP is the percent of cycles spent on the bus writing data per total clock cycles

PTrpo = PerDQRrEapDother - NDgr - RCTP (3.12)

where,

RCTP is the percent of cycles spent terminating reads from other ranks
PTwro = PerDQwritEother - NpowWCTP (3.13)

where,

WCTP is the percent of cycles spent on terminating writes to other ranks.
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3.3 Architecture

DDRSHARP is a CPU and memory subsystem model that utilizes CPU and memory
traces. Every line of a trace input is parsed by the trace reader and converted into a
valid CPU and/or memory request. A valid memory address plus a valid memory
command, such as read or write, constitute a memory request. A channel, rank,
bank-group, bank, row, and column address are included in the memory address. A
CPU request contains a memory request as well as the number of CPU cycles to be

executed.

3.3.1 CPU Model

DDRSHARP contains a simplified CPU model which consists of the most funda-
mental CPU components such as the core, the reorder buffer (ROB), and the miss
status holding register (MSHR). The CORE model receives CPU traces and at every
cycle the CORE sends a memory request to the memory controller and the MSHR
unless the queue of the memory controller or the MSHR is full. Is such case, the
CORE waits until prior memory access request is completed and the the queue gets
a free slot.

Besides memory access requests, on every cycle, the CORE also sends CPU in-
structions to the ROB. The Issue-width of the processor determines the maximum
number of instructions to be sent to the ROB on one CPU cycle. It also determines
the maximum number of instruction that can be retired by the ROB in one CPU cycle.
The ROB also checks if an instruction has completed the pipeline as per the pipeline
length parameter before retiring it.

A delegate function attached with each request is invoked whenever the DRAM
completes the memory access operation. The CORE then removes the removes
memory address, associated with the completed request, from from the buffer (ROB)

and the MSHR.

3.3.2 Memory Model

The memory model works can work with the CPU model or independently. When
Working independently, it fetches DRAM traces and queues them directly at the
memory controller, if the queue is not full. The main components of of the memory

sub system models are the channel, the rank, the bank-group and the bank.
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The channel is responsible for ensuring all ranks within a channel share the data
bus without violating the burst length (BL) timing parameter. A rank in a channel
controls enforces the timing constraints that govern the relationship with its child
components or the relationship with sibling ranks. The relationship with its siblings
mainly focuses on the on accessing the shared data bus. Even though all ranks can
work indecently of each other, Full parallelism cannot be achieved due to a common
data bus.

When a rank performs a read or write operation, all sibling ranks push their
validated read/write time. Similarly, a rank controls the timing gap between two
memory command within its components. for example, it manages the gap between
column accesses, the gap between row accesses and gap between refreshes. Detailed
information on how timing constraints are enforced is described in section 3.3.4.

The bank group component makes sure that the time gap between two column
accesses and two row accesses within its child components is obey the specified
timing constrain as described in section 3.3.4. The bank component controls the its
state and validates state transitions. Enforces timing constraints between row access

and column access and the gap between two row accesses.

3.3.3 Extensibility and Functionality

DDRSHARP adheres to an object-oriented design approach where code is orga-
nized into cohesive and loosely coupled objects. The combination of encapsulation,
inheritance, polymorphism, abstraction, and modularity in object-oriented design
methodology provides a solid foundation for extensibility. It enables developers to
add new features, modify existing behavior, and integrate new classes or modules
into a system without disrupting the existing functionality.

DDRSHARP is composed of two separate projects: a simulation library and a
user interface (UI). The UI provides an intuitive platform for users to configure pa-
rameters related to DRAM, CPU, and Memory Controller settings. To simplify this
process, users have the option to incorporate configuration files into any folder, elim-
inating the need for manual and time-consuming input of diverse configurations
from various standards.

The simulator object, which is in charge of building the Memory System and the

CPU core, is at the heart of the simulation library. The trace reader and address
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FIGURE 3.2: DDRSHARP Components.

translator, which can be substituted by custom functionalities, are injected to the
simulator object when is is being constructed.

The memory controller is the simulator’s primary component. Even though it is
in charge of controlling how a memory request is executed, for simplicity and ex-
tensibility, it does not implement a complicated computation. Key functionalities
such as scheduling, refreshing, queuing system and read /write mode switching are
delegated to custom implementations. Any custom functionality is expected to im-
plement the interfaces which define the implementation contract. DDRSHARP also
provides default functionalities which are injected to the memory controller during
initialization.

Whereas the queue manger is responsible for basic queuing functionalities, the
read /write mode selector is responsible for deciding if the DRAM should be in read
mode or write mode. If in read mode only read request in the queue are served. The
criteria for selection mostly depends on the number of read/write requests in the
queue.

The refresher decides if a refresh operation needs to be performed. As the mem-
ory can not serve any read/write requests during refresh, the scheduler is not al-
lowed to issue any request. When the DRAM is ready for service, the scheduler
selects the best request that suits the scheduling policy and selected DRAM mode
(read mode or write mode). It iterates through requests in the queue and compares
them to select the best candidate and issues appropriate command that based on

the state of DRAM and state transition rules. In case the selected request ca not be
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issued due to timing constraints, the next best is issued.

If the current DRAM state does not suit the selected request even though it ful-
fills the timing constraints, an appropriate DRAM command is issued to guide the
memory into a suitable state. For example, if a memory read request to columns in
row R is selected and the bank is in active state with row R, in buffer (R, is active
row), the scheduler closed the bank by issuing a PRE command so that the request
may be issued in the future. Once the bank completes the operation and return into
an idle state and the scheduler selects the aforementioned request again, an ACT
command is issued to activate row R in order to copy it to the row buffer (make it
active); next time the request is selected again, a RD command is issued to read a
data in row R from the buffer.

The default scheduler uses the arrival time and row-buffer hit as a criteria to to
implement first come first served scheduling policy. if there is no any queued request
whose row matches the buffered row. The default refresher implements rank based
refresh, where a refresh is periodically injected as per TREFI timing parameter. Fig.

3.2 shows basic DDRSHARP components.

3.3.4 Enforcing Timing Constraints

The memory system includes separately designed components; the channel, the
rank, the bank-group and the bank component regulates its own state while inde-
pendently updating its timing constraints. Hence, once a scheduler selects a com-
mand, each component is hierarchically queried if it allows issuing the command.
First the channel is queried, if the channel component is not ready, the command
is not issued. Otherwise the the query is forwarded to immediate child component
which is a rank. A command needs to pass a chain of filters all the way to the target
bank before it can be issued.

Whenever a command is issued, each component updates its timing constraints.
These constraints define the appropriate time for every command which eligible be
executed based the current memory state. DDRSHARP stores these constraints in
variables; some of the key variables are NextRD, NextWR, NextACT, NextPRE are
NextREF. For example, NextRD defines when a memory read command is permit-
ted. RD command can be executed only the memory cycle time reaches or exceeds
that value specified NextRD. We describe how each component is the memory sys-

tem updates its own timing constraints.
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Channel

Memory reads and writes are carried out in bursts; that is successive column read-
s/writes are performed without the need of further row activation. The channel
always ensures that no new RD/WR command can be issued until the time speci-
fied by BL (burst length) timing parameter is elapsed. It pushes the valid time for a
RD command or a WR command by a time of BL; that is it adds BL to the current
cycle and updates the NextRD and NextWR variables with this value.

Rank

The Rank always updates the valid time for next DRAM command whenever one
of its components or a sibling rank starts command execution. In this section we
describe both scenarios. For more information on the timing parameters used in this

section, see section 3.4. Fig. 3.3 shows the flow chart of timing constraints update

mechanism.
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FIGURE 3.3: Timing update mechanisms at the rank component

Sibling Rank: Whenever a rank starts executing a command, sibling ranks update
their timing constraints which takes the rank to rank switching time (RTRS) into
consideration. Fig. 3.4 shows the flowchart of that a sibling rank performs to adjust
its timing constraints. For example when a rank starts reading, sibling ranks delay

the next read operation by a value of BL 4+ RTRS.
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FIGURE 3.4: Timing update mechanisms at the sibling rank.

Bank Group: The vale of some timing parameters such as CCD, WTR and RRD
(for more information on these parameters, see section 3.2.2) varies based on the
nature command execution. It is defined by a longer and shorter versions; CCDL,
WTRL and RRDL define the longer version while CCDS, WTRS and RRDS which
are enforced by the rank component specify the shorter one.

Whenever a RD, WR or ACT commands are issued, the bank group updates
its timing constraints to override the rules of its parent rank; that is if the previous
command and the current command are both executed on the same bank-group,
the timing constraint is dictated by bank-group rules; otherwise they obey the con-
straints set by the parent rank. For example, the timing gap between two reads is
CCDL if both reads are to be executed on the same bank group; otherwise its is
specified by CCDS. Fig. 3.5 shows the how the bank group component updates its

timing constraints.
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FIGURE 3.5: Timing update mechanisms at the bank-group compo-
nent



Chapter 3. DDRSharp: Cycle Accurate DRAM Simulator 49

Bank: The bank component is responsible for updating both the state and the tim-
ing constraints. Whenever a DRAM command is executed, it starts updates its
current state and calculates the minimum duration the system should hold before
transitioning to the subsequent state; it stores it on variable called CountDown and
NextState. Fig. 3.6 shows a flow chart of update mechanisms within a bank. As it
can be seen in fig. 3.6, the bank component triggers the update process whenever a
column access or a row access command are issued.

For instance, if the ACT (row access command) command is issued, the CountDown
variable’s value is set to RCD (see section 3.2.2 for more information on RCD);
the values of of NextRD and NextWR are pushed by RCD while NextACT and
NextPRE are pushed by RC and RAS respectively. As per state transition rules
specified in fig. 3.1, the bank sets the value of the NextState variable to ACTIVE
and flags itself as busy. The CountDown variable is decremented on every cycle un-
til it reaches 0 up on which the bank transitions to the state specified by NextState
thatis ACTIVE.
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NEXTACT = CYCLES + RC
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NEXTPRE = CYCLES + RTP |

FIGURE 3.6: Timing update mechanisms at the bank component

3.4 Choosinga Programming Language for Constructing DDR-
Sharp
Systems programming languages, such as C or C++, are specifically designed to pri-

oritize performance and efficiency, making them superior in certain scenarios com-

pared to high-level programming languages. These languages provide direct access
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to hardware resources, allowing programmers to finely control memory manage-
ment, optimize algorithms, and achieve maximum performance. Traditionally, the
speed advantage of C++ over managed languages like Java, C# has been attributed
to the control it provides over memory allocation and deallocation. However, pro-
gramming languages such as C/C++ allow the use of unsafe pointers. Pointer safety
can be ensured either at run time or compile time. It is not possible ensure memory
safety at compile time as C/C++ are not designed to accomplish this.

The other aspect of pointer management, verifying pointer safety at runtime,
comes at a cost [34]; both in terms of memory usage and CPU time. Individually,
these safety checks incur minimal memory and CPU time costs. Modern processors
can perform these checks quickly, and the memory required to store the additional
information for safety checks is usually relatively small. Therefore, for a small num-
ber of pointers, the impact on performance is usually negligible.

However, the costs of these safety checks can accumulate when a large number
of pointers are used in a program. As the number of pointers increases, the number
of safety checks also increases proportionally. This can lead to a noticeable impact
on both memory usage and CPU time.

In terms of memory usage, each pointer may require additional memory to store
safety-related information. If a program uses a large number of pointers, the mem-
ory overhead can become significant, especially if the pointers are frequently allo-
cated and deallocated.

Furthermore, the runtime safety checks require CPU time to perform the neces-
sary verifications. As the number of pointers grows, the time spent on these checks
increases accordingly. The cumulative effect can lead to a noticeable performance
degradation in the overall execution time of the program.

Currently, memory safety errors represent the most significant vulnerability that
hackers exploit, and it seems that attackers are taking advantage of such vulnera-
bilities. Even a single error in developers” memory management code can result in
numerous memory safety errors, which attackers can leverage to carry out harmful
and invasive actions like remote code execution or gaining elevated privileges. Both
Microsoft [35] and Google [34] have acknowledged that approximately 70 percent of
their vulnerabilities are caused by software memory safety issues. Software vulner-
abilities caused by memory issues are a significant portion of existing vulnerabilities

that can be exploited. Poor memory management can result in incorrect program
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outputs, gradual deterioration in program performance, and program crashes.

The National Security Agency (NSA) [36] advises organizations to consider a
strategic transition away from programming languages that offer limited or no in-
herent memory protection, such as C/C++, whenever feasible. Instead, they rec-
ommend adopting memory safe languages like C#, Go, Java, Ruby™, and Swift®,
which provide varying levels of memory protection.

The Rust programming language is also a memory safe language that ensures
memory safety at compile-time; that is, it ensures memory safety through its lan-
guage design. Rust’s compiler includes an advanced static analysis tool called the
borrow checker. It analyzes the code at compile-time and enforces strict rules to en-
sure memory safety. It verifies that all borrows and ownership transfers adhere to
the language’s rules, preventing common memory-related bugs [37].

Ultimately, the choice of programming language depends on various factors, in-
cluding the project requirements, team skills, and target platforms. C# is a popular
choice for developing applications due to its versatility, productivity, and strong

ecosystem. The following are the factors that make us choose C#.

1. Familiarity: C# is widely used and part of the .NET ecosystem, making it a

familiar choice for developers with experience in C# or other .NET languages.

2. Cross-platform Development: C# supports cross-platform development through

NET Core, enabling applications to run on Windows, macOS, and Linux.

3. Robust Framework: C# benefits from a mature and extensive framework, the
NET Framework or .NET Core, which provides a wide range of libraries and

tools to simplify development tasks.

4. Productivity: C# offers developer-friendly features like strong typing, auto-
matic memory management, and a modern syntax, which enhance productiv-

ity and reduce common programming errors.

5. Integration with Microsoft Technologies: C# seamlessly integrates with var-
ious Microsoft technologies and platforms, facilitating development and im-

proving interoperability.

6. Support and Community: C# enjoys a strong developer community and re-
ceives ongoing support and updates from Microsoft, providing access to com-

prehensive documentation, tutorials, and resources.
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7. Performance: C# is a compiled language that can deliver excellent perfor-
mance, especially when optimized and utilized with efficient coding practices.

The JIT compilation in .NET further enhances execution performance.

3.5 Code optimization

The built-in automatic memory management tools in C# bring undeniable conve-
nience, but they do come with a notable performance overhead. This could po-
tentially lead to a significant reduction in the speed of the simulator. Therefore, it
becomes imperative to implement various code optimization techniques to enhance
the overall simulation performance. After applying several optimization techniques,
the initial version of the project underwent significant improvements. The first step
was to identify and eliminate redundant code, reducing the overall complexity and
increasing the system’s efficiency. We conducted extensive profiling to identify per-
formance bottlenecks. Through careful analysis, we were able to optimize critical
sections of the code, resulting in faster execution times and reduced memory usage.

We describe the key optimizations that improved the system’s overall perfor-
mance and greatly enhanced the efficiency which also resulted better and scalability

for future growth.

3.5.1 Caching

We implemented caching mechanisms to avoid unnecessary computations by stor-
ing frequent but same computations in memory. These values are computed only
once; that is when the simulator is initialized. The system was able to calculate re-
sults much faster, resulting in improved response times. Simulators such as USIM
[19] would greatly benefit by applying a aching technique. For instance, they update
the value of the NextWR variable (valid timing next write command) of a rank as
Cycle + CAS + BL + RTRS - CWL. If the simulator conducts 1 million reads, this
expression will be computed 1 million times. The only that varies on every cycle is
the Cycle variable. Hence the result of CAS + BL + RTRS - CWL can be computed,
during initialization, and stored on a variable called Rankgrp wr; the system will
relieved from performing three addition operations and one subtraction operation

repeatedly.
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3.5.2 Smart Iteration

Results of extensive profiling indicate, iterating through all requests queued at the
memory controller is the major performance bottleneck. We implemented a cod-
ing technique that eliminates redundant iterations. Such technique would greatly
improve the performance of contemporary simulators such as Ramulator [20] and
DRAMsim3 [22] which apply exhaustive iteration. USIM [19] takes the exhaustive
iteration approach to the next level by conducting the iteration twice; one iteration
to mark if every request can be issued and another iteration to select the best request
to be issued.

A bank can not accept any new command when it is precharging, activating,
reading or writing. Hence, utilizing a bank-based queuing technique can help opti-
mize performance by minimizing unnecessary iterations in a busy bank. DRSHARP
skips iteration on busy banks; if a particular bank specified in the inner loop is busy,
all requests queued in that bank are skipped. This approach allows for selective pro-
cessing, as each bank-queue can be processed independently, avoiding the need to
iterate over all requests in a single queue. This optimization can lead to a notice-
able performance boost in code sections which iterate through queued requests. It

greatly enhancing the overall efficiency and responsiveness of the code.

3.5.3 Minimum Branches

Minimizing the number of branches reduces computational overhead as they signif-
icantly impact on CPU pipelines. Modern CPUs typically employ advanced pipelin-
ing techniques to maximize instruction throughput. Pipelines are designed to exe-
cute instructions in a sequential and overlapping manner, where each stage of the
pipeline handles a different operation. Branch instructions pose a challenge for
pipelines because they introduce uncertainty about the next instruction to be exe-
cuted. When a branch instruction is encountered, the pipeline must speculate on the
outcome and fetch instructions from both the predicted branch path and the alter-
native path. This speculative fetching incurs additional overhead and can lead to
pipeline stalls and wasted CPU cycles if the prediction turns out to be incorrect.
The cost of branch misprediction on performance can be significant. When a
branch is mispredicted, the processor must flush the instructions that were specula-

tively executed after the branch, and then fetch and execute the correct instructions.
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This process incurs a delay, as the processor has to wait for the correct instructions to
be fetched from memory or cache. This delay can result in decreased overall perfor-
mance, as it effectively stalls the processor and wastes precious clock cycles. Addi-
tionally, the misprediction penalty can cascade, impacting subsequent instructions
and potentially causing further pipeline stalls.

Therefore, when coding a simulator which contains a code that is executed many
cycles, minimizing the number of branches reduces the misprediction performance
penalty and maximizing the simulator’s execution speed; DDRSHAPR utilizes as
fewer branches as possible which allows the CPU to maintain a high instruction
throughput and avoid costly pipeline flushes and restarts.

When compared to contemporary simulators such as DRAMsim3 [22], DDR-
SHARP employs fewer branches. For instance, listing 3.1 displays a portion of code
of the ClockTick method of the Controller class of DRAMsim3. This method, which
contains 14 if blocks, is invoked every clock cycle; only three are shown here to con-

serve space.

void Controller::ClockTick () {
// previous code fragments skipped.
if (channel_state_.IsRefreshWaiting()) {

cmd = cmd_queue_.FinishRefresh();

if ('emd.IsValid()) {

cmd = cmd_queue_.GetCommandToIssue () ;

if (cmd.IsValid()) {
IssueCommand (cmd) ;
cmd_issued = true;

// next code fragments skipped.

LISTING 3.1: A code snippet from Controller class of DRAMsim3 [22].

The implementation of cmd_queue_.GetCommandTolssue method on line 7 of list-
ing 3.1 is shown in listing 3.2. This method contains a branches (lines 4 and 5)
which are executed on every iteration of of the loop listed on line 2. Moreover, it
calls the GetFirstReadyInQueue method whose coding logic is shown in listing 3.3.
The GetFirstReadyInQueue method implements five branches (lines 4,7 8 11 and 12)

within loop that iterates through the command queue.

Command CommandQueue::GetCommandToIssue () {



N

N

w

Chapter 3. DDRSharp: Cycle Accurate DRAM Simulator

55

for (int i = 0; i < num_queues_; i++) {
auto& queue = GetNextQueue();
if (is_in_ref_) {
if (ref_q_indices_.find(queue_idx_) != ref_q_indices_.end()) {

continue;

}
auto cmd = GetFirstReadyInQueue (queue);
if (cmd.IsValid()) {
if (cmd.IsReadWrite()) {
EraseRWCommand (cmd) ;

}

// mnext code fragments skipped

LISTING 3.2: A code fragment of the GetCommandTolssue method

of command_queue class of DRAMsim3 [22].

Command CommandQueue::GetFirstReadyInQueue (CMDQueue& queue) const {
for (auto cmd_it = queue.begin(); cmd_it != queue.end(); cmd_it++) {
Command cmd = channel_state_.GetReadyCommand (*cmd_it, clk_);

if (Yemd.IsValid()) {
continue;
}
if (cmd.cmd_type == CommandType::PRECHARGE) {
if (!'ArbitratePrecharge(cmd_it, queue)) {
continue;
}
} else if (cmd.IsWrite()) {
if (HasRWDependency(cmd_it, queue)) {
continue;
}

// mnext code fragments skipped

LISTING 3.3: A code portion of the GetFirstReadyInQueue method of
command_queue class of DRAMsim3 [22].

DRAMSsim3 [22] is undeniably commendable in terms of its functionality and

performance. However, it has the potential to achieve even greater heights by con-

sidering a revision of its architecture, particularly with regards to minimizing the

number of branches so that they further solidify their status as a top-tier solution in

its domain.
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Another advantage of minimizing branches is improved code readability and
maintainability. Programs with excessive branching can often become convoluted
and difficult to understand, making them prone to bugs and errors. Simplifying the
architecture by minimizing branches leads to cleaner, more straightforward code
that is easier to comprehend and maintain. This not only benefits the original devel-
opers but also facilitates collaboration and future enhancements by other program-
mers.

In addition, reducing branches can have a positive impact on the program’s scal-
ability. When the number of branches is minimized, it becomes easier to optimize
the code for different hardware platforms and architectures. This allows the pro-
gram to take full advantage of the specific capabilities of various devices, leading to

improved performance across a wide range of systems.

3.5.4 Optimized Memory Allocation

Stack allocation is a memory management technique that plays a crucial role in op-
timizing memory allocation and aiding the garbage collector in programming lan-
guages. By utilizing stack allocation, developers can minimize memory overhead
and improve the efficiency of their applications. In C#, One of the prominent fea-
tures that contribute to these benefits is the ‘Span<T>’ type, which further enhances
the capabilities of stack allocation.

When a program executes, it utilizes memory to store various objects and data
structures. Traditionally, memory allocation involved dynamically allocating mem-
ory on the heap, which required additional overhead due to managing the allocation
and deallocation of memory blocks. This process resulted in potential memory frag-
mentation and increased pressure on the garbage collector. For example, a c# code
logic that manipulates a string object will end up allocating new string objects on
the heap.

Stack allocation which is characterized by low overhead of stack memory man-
agement, significantly improves program efficiency; it also alleviates the pressure
on the garbage collector, resulting in improved performance and reduced memory
fragmentation. The introduction of the ‘Span<T>" type in certain programming lan-
guages, such as C# and Rust, enhances stack allocation even further.

A “Span<T>’ is a lightweight abstraction that represents a contiguous region

of memory, similar to an array. It allows developers to operate on a sequence of
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objects without having to perform heap allocation. By leveraging stack memory
and enabling efficient zero-allocation abstractions, bounds checking, interoperabil-
ity, and performance optimizations, developers can build high-performance appli-
cations while reducing the burden on memory management and garbage collection

systems.

3.6 Evaluation

In this section, we embark on the crucial task of validating the simulator’s accuracy.
This validation process involves rigorous testing to ensure that the synchronous
communications between the memory controller and DRAM adhere strictly to the
established rules of DRAM standards. Additionally, we undertake a comprehensive
performance comparison of DDRSHARP against existing DRAM simulators. This
evaluation tests the fidelity of our simulator’s operation and provides insights into

its relative efficiency and effectiveness.

3.6.1 Validation and Verification

Ensuring that every memory command generated by DDRSHARP complies with
the precise timing constraints and state transition regulations outlined in DRAM
standards is of paramount importance. To rigorously assess the accuracy of DDR-
SHARP, we conducted a thorough comparison of its simulation outcomes with those
produced by the well-established simulator, Ramulator [20].

For both simulators, we recorded the start and end times of every command that
is executed during the simulation process. The results of the comparison indicate
that DDRSHARP and Ramulator exhibit complete consistency.

DDRSHARP’s accuracy can be assessed in terms of several crucial aspects:

* Sequence of Commands: DDRSHARP demonstrates accuracy in coordinat-
ing the sequence of commands. This means that the succession of commands
issued aligns precisely with the expected order specified by standard DRAM
protocols. This adherence to the prescribed sequence ensures that the memory

operations are conducted in an orderly and efficient manner.

¢ Execution Cycle for Each Command:
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DDRSHARP exhibits precision in determining the execution cycle for each
command. This refers to the specific duration required for the successful com-
pletion of a command. The simulator accurately computes and enforces the
necessary timing constraints, guaranteeing that commands are executed within

the stipulated time-frames.

¢ Specific Channel, Rank, and Bank Allocation:

DDRSHARP is accurate when in the allocation of channels, ranks, and banks
for command execution. It ensures that each command is directed to the des-
ignated channel, rank, and bank as per the requirements of standard DRAM

operation.

The accuracy demonstrated by DDRSHARP in these critical areas attests to its
stringent adherence to the timing constraints and state transition rules mandated by
standard DRAM specifications. Moreover, the internal components of DDRSHARP,
which encompass the memory controller, channel, rank, and bank state machines,
operate with notable accuracy in strict accordance with the specified DRAM guide-
lines. This operation ensures that DDRSHARP is a reliable tool for simulating dy-
namic memory systems with precision and reliability. Table 3.4 shows the list of

simulation parameters used when verifying the correctness of DDRSHARP.

TABLE 3.4: Configuration simulation parameters utilized of verifica-

tion of DDRSHARP.
Parameter Value
Input Cache filtered traces of 403.gcc workload of the
CPU2006 benchmark
Channel 1
Ranks 1
Number of Banks 8
Address Mapping ROW-RANK-BANK-CHANNEL-COLUMN
Scheduling Policy FRFCEFS (First-ready, first-come-first-service).
Number of cores 1
Number of simulation cycles | 20 million cycles

3.6.2 Performance Comparison with Existing DRAM Simulators

In order to analyze the performance of DDRSHARP, we utilized DRAMsim3 [22]
and Ramulator [20]. We fed all simulators with a sequence of requests for 25 million

cycles. The number of read requests exceeds that of write requests by a two fold. We
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utilized two kind of DRAM traces; one is stream of requests, which access contigu-
ous memory blocks, while the other list of random requests. We applied the same
configuration described on table 3.4 to conduct the simulation.

Figure 3.7 depicts the simulation time of the a random trace input for all simu-
lators. DDRSHARP outperforms DRAMsim3 [22] by 1.88 times and Ramulator by
2.84 times. Similarly findings for a trace of stream requests demonstrate that DDR-
SHARP outperforms Ramulator [20] and DRAMSsim3 [22] by more than twice (2.88)
and 2.1 respectively.
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Chapter 4

Rowhammer

In this Chapter, we review recent Rowhammer attacks and proposed countermea-
sures. Besides the hardware/software features that provide a favourable condition
for such attacks, we also provide a brief description of virtual memory, memory

de-duplication and side channel attacks.

4.1 Overview of Virtual Memory

A user cannot directly access the physical memory, but through an intermediary
layer called virtual memory. The MMU (memory management unit) of modern pro-
cessors translates virtual address to physical addresses. Page tables which contain
address mapping between virtual and physical memory have been the primary tar-
get [3]). A Page Table is often a 4k data structure which contains a list of 512 PTEs
(page table entries). A PTE holds the mapping of a virtual address to physical mem-
ory and is 64 bits wide. Figure 4.1 shows virtual to physical memory mapping where
a virtual memory location could correspond to a location in physical memory or a
disk.

The Intel x86 page table is a four-level tree that covers a virtual address space
of 48 bits where each level is identified by 9 address bits. The MMU carries out a
page-table walk, searching the page tables from the tree’s root all the way down to

the level that holds the address translation.

41.1 Look-Aside Buffer

Virtual memory would significantly hinder performance if it necessitated a page
table read for every load or store operation, effectively doubling the latency of these

crucial memory accesses. Such a delay would substantially impede the efficiency
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FIGURE 4.1: Virtual Memory page could be mapped to a disk or phys-
ical memory.

and responsiveness of the entire computing system. The processor uses A look-
aside buffer (TLB) to enhance performance. The purpose of a TLB is to temporarily
store frequently accessed page table entries that are likely to be needed again in the
near future. By keeping a copy of this data in the buffer, the processor can access it

much faster than if it had to retrieve it from the slower main memory.

4.2 Overview of Memory De-duplication

Memory deduplication, a feature of the OS (operating system) that makes multiple
processes share the share memory pages. The OS kernel periodically scans the phys-
ical memory in search of identical content. For example, KSM (kernel same-page
merging) of Linux merges identical pages into a single page by making respective
PTE (page table entries) point to it. The WPF (Windows Page Fusion of Windows)
of windows, on the other hand, allocates a new physical page for the shared page.
As it can be seen in Figure 4.2b, a shared page takes longer write time than writ-
ing to a normal page. An attacker can use this timing difference to discover that if
certain pages exist in the system. On systems where memory deduplication is en-

abled, attackers may learn if they share a page with a victim. [38, 5]. Examples of
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such attacks are detailed in Section 4.5.4.
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FIGURE 4.2: Memory Deduplication: timing difference between nor-
mal write and copy on write

4.3 Overview of Side Channel Attacks

A side-channel attack leaks sensitive information by exploiting fundamental com-
putational characteristics such as timing, power consumption, electromagnetic emis-
sions and sound of computer components. For example, Rowhammer attackers may
learn if a victim has accessed a certain website or the victim has has opened the same
file by simply measuring access time. A data shared (memory de-duplication) with
other processes takes longer time to access when compared to a data owned by a
single process [5].

Moreover, an attacker could learn if they share the same cache line with a victim
by exploiting the access time difference between a data that is already in CPU cache
and a data that resides memory [39, 40, 41]. Similarly. if examined, the power used
during computing[42], the sound made by system components[43], and the electro-

magnetic radiations emitted [44] also offer additional information that might lead
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to information leakage. More examples of such exploitation are detailed in Section

4.5.4 and Section 4.5.3.

44 The Rowhammer Vulnerability

Rowhammer is a noteworthy hardware vulnerability that pertains to specific vari-
ants of DRAM chips. Its discovery in 2014 marked a significant milestone in the
realm of computer security [1], subsequently prompting extensive research and thor-
ough analysis. This vulnerability capitalizes on a unique phenomenon wherein re-
current access to particular rows of memory induces bit flips in neighboring rows.
This, in turn, can result in the inadvertent corruption of data and, more alarmingly,
opens the door to potential security breaches. Given its potential ramifications, the
investigation and mitigation of Rowhammer has become an imperative focus within
the field of cyber security and hardware design.

The vulnerability arises from the dense packing of memory cells in modern DRAM
modules [9]. When a row of memory is accessed, electrical charges are applied to the
memory cells, which can inadvertently induce electric field interference on nearby
cells. In certain cases, this interference can cause bit flips, meaning the stored data
in adjacent rows is altered.

In 2014, it was required as least as 139K row activation to create circuit distur-
bance errors[1] . In 2021 it was dropped 10k on DDR4 devices and 4.8k on LPDDR4
devices[8]. A recent study has reveled that the susceptibility is have increased by
500x since it was first known[9].

Attackers exploit the Rowhammer vulnerability by executing carefully crafted
software programs that repeatedly access specific memory rows in quick succession.
By doing so, they attempt to induce bit flips in adjacent rows, effectively altering
the contents of those rows. This can have serious consequences, such as bypassing
security mechanisms, gaining unauthorized access, or even escalating privileges on
affected systems.

Rowhammer attacks can be carried out in various ways, including through web
browsers, JavaScript code, or even malicious applications running on compromised
systems. While initially demonstrated on desktop computers [3], the vulnerability
has also been shown to affect mobile devices [10] and cloud servers [45], expanding

its potential impact.
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441 Hammering Techniques

In the context of Rowhammer vulnerabilities, a row that experiences frequent ac-
tivations or accesses is referred to as the "aggressor row." This term designates the
specific row that is deliberately subjected to multiple accesses within a given refresh
interval. Consequently, due to the perturbations induced by these repeated accesses,
adjacent rows, denoted as "victim rows," may experience data integrity issues. In the
illustrative diagram provided in Figure 4.3a, we observe a scenario where a single
row, denoted as Rj, is subjected to frequent activations. This leads to circuit dis-
turbances impacting the neighboring rows, specifically R, and R4, causing the bit
values of their respective cells to be flipped.

This particular technique, known as "one location hammering," is predicated on
the manipulation of a single row to induce such effects. It's important to note that
this technique can only be effectively applied if the memory controller strictly ad-
heres to a closed page policy. This policy dictates that after a memory access oper-
ation, the accessed row must be promptly closed before activating a new row. This
preventive measure ensures the necessary conditions for Rowhammer attacks to oc-
cur, demonstrating the critical importance of proper memory management policies
in mitigating such vulnerabilities.

However, if an open page policy is implemented, one location hammering is
not possible, as the previously active row will remain the row-buffer; subsequent
requests will be served from the row buffer unless unless we forcibly close it. A
hammering technique where two rows are alternately accesses to prevent buffering
is called single sided hammering. Fig. 4.3b shows how R3 and R7 are hammered to
induce errors on Ry, Ry, Rg and Rg.

When the aggressor rows are strategically positioned, with one row situated
directly above and another below the victim row, as illustrated in Figure 4.3c, the
vulnerability to bit flips is notably heightened. This sophisticated technique, aptly
termed "double-sided hammering," is remarkably effective in inducing circuit dis-
turbances. In the visual representation provided in Figure 4.3c, we observe a victim
row denoted as R3 experiencing the combined impact of hammering from both R,
and Ry. The concurrent application of this technique significantly amplifies the po-
tential for bit flips, posing a greater threat to data integrity.

A noteworthy variant of the hammering technique is the "one and a half ham-

mering." This approach introduces an imbalance in the activation rates of aggressor
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FIGURE 4.3: Hammering techniques

rows. As depicted in Figure 4.3d, we observe a scenario where the activation rate of
row Rj3 is intentionally set higher than that of rows R; and R4. The consequence of
this unequal distribution of activations is that victim rows R; and Rs bear the brunt

of the induced disturbances.

4,5 Known Rowhammer Attacks

After the announcement of the vulnerability memory devices to Rowhammer prob-
lem in 2014 by Kim et al.[1], Seaborn et al.[3] showed that the problem is more severe
than a reliability concern. Since then, several studies have shown how several tech-
niques on how to compromise the security of a system by exploiting the row hammer
problem. For example, SpecHammer [46] combine Spectre attacks with Rowham-
mer to void current mitigation that rely on taint-tracking; such combination enables
attackers to steal secret information.

In this section we discus practical Rowhammer attacks.
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4.5.1 Privilege Escalation

Memory Spaying involves forcing the OS (operating system) to fill the memory with
sensitive information. This increases the the chance of flipping bits on relevant data
when Rowhammer is conducted. As PTEs point to physical memory as described
in section 4.1, Seaborn et al.[3] employed a clever technique that targets page table
entries (PTE). As shown in fig. 4.4, they repeatedly map a file to force the OS fill the
memory with PTEs. Initially all PTEs point to the same shared data in memory. Con-
ducting Rowhammer, however, could make a PTE, located on a susceptible memory
cells, point to another PTE. In such case, the user edits the PTE to point to any phys-
ical memory with read/write access which allows them to gain kernel privilege on

Linux system.

PTE

PTE

PTE

PTE

Shared
Data
PTE

Virtual Physical
ASdF():Iarsgs Memory

FIGURE 4.4: Repeatedly map a file with read-write permis-
sions(reproduced from [3]).

A different approach to memory spraying was introduced by [47] which leaves
smaller memory footprints. They gained kernel privileges by targeting operating
systems that contain kernel buffers which are are also concurrently owned by and
a user; for example example video buffers and SCSI Generic buffers. Such buffers
nullify kernel isolation and reopen the door to the Rowhammer-based attacks. Using
a new approach called memory ambush, with just a tiny amount of memory, they
were able to physically put the hammerable double-owned kernel buffers next to

page tables.
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Similarly, PThammer[48] gains kernel privileges by exploiting the address trans-
lation mechanism of contemporary processors; a brief description of address trans-
lation mechanism is found in section 4.1. The main idea behind this attack primitive
is to apply cache eviction strategies to cause a TLB miss a PD hit and PTE miss for
the address of the exploitable row.

In a different attempt to gain root privileges, Gruss et al.[49] targets the sudo
binary and sudoers.so shared library. A a single flip in opcodes mostly produces
another valid opcode so as to make an attacker bypass authentication checks. In
x86 instruction set, for example, the machine code for JE(jump if equal), INE(jump
if not equal) and JBE (jump if below or equal) are 0x74, 0x75 and 0x76 respectively
and a single bit flip in 0x75 (JNE) may yield 0x74(JE) or 0x76(JBE) or something else.
Successful bit flip on the conditional jump changes the branch of execution from an
incorrect password to correct one.

Throwhammer [50] demonstrated how a Rowhammer assault may be deployed
remotely using network packets on Remote Direct Memory Access (RDMA) en-
abled networks. Such networks relieve the CPU from any work when transferring
packets between the client and the server. Even though reading/writing packets
directly from/to DMA buffers improves performance, it also opens a door for a re-
mote Rowhammer attack. Throwhammer[50] indirectly executes several memory
accesses on the server to produce bit-flips by repeatedly asking the network inter-
face (NIC) to transfer data across multiple offsets of the buffer.

Deterministic Rowhammer attacks on that target ARM machines was first intro-
duced by DRAMMER [10]. They exploited a buffer management API tool of modern
GPUs of mobile devices to gain root access on Android/ARM,; this tool allows direct
access to memory through. They first identify weaker memory cells by conduct-
ing Rowhammer. Once weaker cells are identified, they trick the buddy allocator
place a page table into these vulnerable memory location. Similarly, RAMPAGE [51]
showed how the DMA (direct memory access) feature of Android OS continues to
facilitates Rowhammer attacks by gaining a root access and app-to-app exploitation.

Xiao et al.[52] they were able to gain access to a physical memory location of
other VMs or hypervisors. As Xen MMU para-virtualization has a feature which
allows guest VM to specify physical memory location of a read only page table en-

try (PTE). Xiao et al.[52] first identifies memory locations which are vulnerable to
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Rowhammer and then trick the VM monitor to map a page table into these loca-
tions. By performing Rowhammer on a page table, they were able to gain privilege
of a target HVM. Similarly, Razavi et at.[38], see section 4.5.3 for brief explanation,
managed to gain privilege of a target HVM by breaking the OpenSSH security.

4.5.2 Escaping Browser Sandbox

Seaborn et al.[3] also targeted the exploited the NaCl (google native client). In order
to escape NaCl’s sandbox, they sprayed the memory with a specially crafted code.
Conducting row hammer increases the probability of bypassing sandbox security.
Listing 4.1 shows a simple code where a single bit flip in memory could result in a
new instruction if it is one of the sandbox instructions that restrict control flow. For

example, rax may change to rcx to cause an indirect jump to unregistered register.

andl $0xffffffeO, %eax
addq %rl15, Yrax

jmp *%rax

LISTING 4.1: Google Native Client(NaCl) Sandbox Evasion([3]).

Gruss et al. [4] demonstrated how Rowhammer attack can be conducted re-
motely using JavaScript [53] by implementing a clever cache eviction technique.
Bosman et al.[5] exploited the Rowhammer vulnerability and memory deduplica-
tion to mount a JavaScript-based attack on Microsoft Edge browser. They leak the 64
pointers randomized by ASLR (Address-Space Layout Randomization) one byte at a
time using using a birthday attack. The ability to reveal these randomized pointers,
helps gain arbitrary memory read/write access and take full control of the browser.
Similarly, SMASH [7] managed to induce bit flips on DDR4 devices.

Browser sandbox evasion, om ARM machines, in under two minutes was also
reported by GLitch[54]. They exploited the working nature of Graphical Process-
ing units(GPUs) which are integrated into modern mobile processors. Even though
these devices boost the performance an application, they can be misused to facilitate

Rowhammer attacks.
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4.5.3 Breaking RSA Encryption and Compromising the Update Mecha-

nism

Razavi et at.[38] introduced FFS (Flip Feng Shui) which first identifies susceptible
physical memory pages by conducting Rowhammer and identifying cells whose val-
ues are changed. Once a list of weak cells is obtained, they apply memory massaging
to force the memory allocator to place the required page on these vulnerable cells.
Once these pages are placed on weaker cells, They conduct Rowhammer to induce
bit flips.

They targeted cryptography keys (.ssh/authorized_keys) for this attack. Assum-
ing they know the public key of victims that access the VM (virtual machine), they
open a victim’s public key. They learn if they share the this page with the victim by
help of the characteristics of memory deduplication as described in section 4.5.4. Up
on conducting Rowhammer, they we able to factor and RSA encryption scheme and
reveal the secret key.

They also targeted the sources.list and trusted.gpg of the Debian/Ubuntu to
compromise the security of update procedures [38]. Inducing bit flips on page that
contains list update repositories, could redirect the update crafted web site; for ex-
ample ubuntu.com may be changed to ubunvu.com. They were able to redirect the
update process. The next step is to hammer the page that contains the trusted.gpg
so as to corrupt one of the Archive Signing Keys and a sign and install a malicious
package.

Bhattacharya et al. [55] also managed to induce bit flips on 1024 bi RSA encryp-
tion by exploiting timing difference between a cached and un-cached data to learn if
a victim shares the same cache line using Prime and Probe attack. JackHammer[56]
introduced a Rowhammer using FPGA on Heterogeneous FPGA-CPU Platforms;
they implemented RSA-CRT fault injection to break RSA encryption.

RAMBIleed [57] implements a rather different approach to guess contents of a
unprivileged memory area by hammering its own private memory. assumes that
if a weak cell that was initially set to 1 is flipped 0 after hammering its neighbor
cells, the secret cells which are located directly above and below the victim cell are
0. Similarly if the victim cell’s value is flipped from 0 to 1, the value both secret cell
are assumed to be 1. They managed to read 68% of 2048 bit RSA key at a rate of 0.31

bits /second with accuracy of 82%.
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4.54 Memory Deduplication Exploitation

Memory Deduplication provides a side channel to leak sensitive information such as
randomized 64 bit pointers or even much larger secrets. As a result, an attacker can
exploit memory deduplication to escape browser sandbox, exploit other processes

and leak useful information like HTTP password hashes.

4.5.5 DOS: Denial of Service Attack

Abusing Cache Allocation Technology Intel’s Cache Allocation Technology (CAT)
restricts the amount of cache that is available to virtual machines in order to avoid
denial of service attacks on caches[58]. Limiting cache usage minimizes the job of
cache bypassing schemes of a Rowhammer attacker’s. Aga et al.[59] exploit this fea-
ture to perform successful Rowhammer attack. They first attempt to selfishly use the
last level which causes the CAT to impose a limit. Once the limit is imposed, they
are able to conduct Rowhammer as fast as possible which can even outrun double
refresh rates. Similarly,

Similarly, Nethammer [11] is remote Rowhammer attack that sends a carefully
prepared network packets so as to to mount a one-location or single-sided ham-
mering. But in order to cause bit flips, either CAT is should be running on the VM,
memory must not be memory, or clflush must be used upon receiving network pack-

ets.

Abusing Software Guard Extensions(SGX) Intel’s Software Guard Extensions (SGX)
protects a user process’s confidentiality and integrity against threats such as cold-
boot attacks, memory bus snooping and memory tampering attacks) by providing
an encrypted memory region called as an enclave. Any violation to the integrity this
data forces the CPU to lock down[60].

If the an enclave contains weak memory cells, conducting Rowhammer could vi-
olate its integrity. Jang et al. [45] introduced SGX-Bomb which performs Rowham-
mer on enclaved memory region. The end result being processor lock down; this de-
nial of service attack (DOS) could shut down public cloud servers. Similarly Gruss

et al. [49] abused the SGX to cause DOS on cloud servers
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4.5.6 Attacks on Neural Networks

DeepHammer [61] and Hong et al. [62] degrade the model of the deep neural net-
works. They showed that a single bit flip could in cause a 99% drop in accuracy [62].
On the other hand, DeepSteal [63] reveals weight of deep neural networks (DNN)
by conducting double-side hammering. These wights are considered considered as
a top intellectual property (IP) for model owners.

DeepHammer [61] and Hong et al. [62] degrade the deep neural network (DNN)
model. They demonstrated that a single bit flip might result in a 99% loss in accuracy
[62]. DeepSteal [63], on the other hand, exposes the weight of deep neural networks
(DNN) by performing double-sided hammering; such wights may be regarded as
valuable property rights (IP) model owners.

4.6 Rowhammer Mitigation Techniques

The immediate reaction of vendors [64, 65] was to release a bios update that de-
creases the refresh interval from 64ms to 32ms. Google, in order to avoid the security
risks of the its browser’s (chrome) sandbox, disallowed the clflush instruction and
non temporal instruction [66, 67]. Similarly, Linux updated its kernel to limit non
root access to the pagemap [68]. VMware [69] disabled the Transparent Page Sharing
(TPS) in ESXi as the access time difference introduced by memory de-duplication,
CPU caches and DRAM row buffers provide a side channel for Rowhammer attacks
[38, 5],

As the threat landscape evolves, continuous research and development of both
hardware and software-based detection methods are necessary to combat emerg-
ing variants of Rowhammer attacks effectively. These mitigations can be broadly
categorized into three main types: software-based mitigations, hardware-based mit-
igations, hybrid approaches and mitigations against side-channel attacks. In this

section, we discus some the detection techniques in current literature.

4.6.1 Software-Based Mitigations

Software-based mitigations primarily focus on preventing or detecting Rowham-
mer attacks at the software level. This section explores some of the key software-
based strategies used to counter Rowhammer attacks, including detection methods

to identify and respond to potential threats.
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Memory Management Techniques

Rowhammer attack allocates a large amount of memory to search for vulnerable
locations and steer sensitive data towards it. Preventing such memory exhaustion
limits the attacker’s ability from scanning the entire physical memory and minimizes
the chance of precisely guiding a page to a vulnerable memory locations[10, 4].

Similarly user applications, on Android, can use DMA(Direct Memory Access)
of the GPU(Graphics Processing Array) to access the physical memory and mount a
deterministic Rowhammer attack. To prevent such attacks, user applications should
be given restricted DMA support. According to Drammer [10], enforcing memory
limits at OS level minimizes Rowhammer attack.

Memory management techniques not only mitigate the impact of Rowhammer
attacks but can also help detect potential instances of exploitation. By carefully mon-
itoring memory allocations and access patterns, software can detect unexpected or
suspicious behavior that may indicate a Rowhammer attack. For instance, tracking
the frequency of memory accesses to specific rows and detecting excessive accesses
or patterns that deviate from normal usage can serve as an early warning sign.

Software-based detection methods play a crucial role in identifying ongoing at-
tacks and taking appropriate actions to prevent or minimize their impact. Through
memory access pattern analysis, memory integrity checks, hardware performance
counters, and machine learning-based approaches, software tools can detect Rowham-
mer attacks and trigger mitigations promptly. As the threat landscape evolves, con-
tinuous research and development of software-based detection methods are neces-

sary to combat emerging variants of Rowhammer attacks effectively.

1. Memory Access Pattern Analysis: One approach to detect Rowhammer at-
tacks is through analyzing memory access patterns. By monitoring the se-
quence and frequency of memory accesses, anomalous patterns indicative of
Rowhammer behavior can be identified. Software-based detection tools can
track the number of accesses to specific memory addresses and identify pat-
terns that resemble Rowhammer-induced activity. If such patterns are de-
tected, appropriate countermeasures can be taken to prevent an ongoing at-

tack.

MASCAT [70] detects the existence of hammering code in a a binary file using

a static analysis. SoftTRR [71] particularly monitors memory access patterns of
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rows located near page tables. SoftTRR refreshes the page table once frequent
activation that exceeds a predefined threshold is detected in neighboring rows.
Vig et al. [72] uses a combination of sliding window and a hash tree to detect

excessive row activations.

2. Memory Integrity Checking: Software can perform periodic memory in-
tegrity checks to verify the consistency and correctness of memory contents. By
comparing expected data values with actual values stored in memory, software-
based integrity checks can identify bit flips caused by Rowhammer attacks.
These checks can be integrated into applications or operating systems to con-
tinuously monitor the integrity of critical data structures and trigger appropri-

ate actions when discrepancies are detected.

3. Hardware Performance Counters:

Modern processors often feature hardware performance counters that provide
valuable information about memory access patterns. These counters can be
utilized by software-based detection mechanisms to monitor the number of
memory accesses to specific rows or the frequency of memory refreshes. Un-
usually high activity in specific memory regions or a lack of memory refreshes
can indicate potential Rowhammer activity. By leveraging these hardware
counters, software tools can detect and respond to Rowhammer attacks effec-
tively.

The "nohammer" [73] kernel module uses using hardware performance coun-
ters to track memory cache misses, to detect cache misses to mitigate Rowham-
mer attack. The "nohammer" kernel module determines the maximum cache-
miss rate allowed in a system to throttle further memory accesses untill next
DRAM refresh (64ms). Aweke et al.[74] introduced, ANVIL, a software-based
protection against Rowhammer attacks. They keep track of all memory ac-
cesses whose number of cache misses in the last level cache (LLC) exceeds
some threshold value. The list is further filtered to discard benign memory ac-
cesses by keeping frequently activated rows that target the same bank. Upon

detection of possible Rowhammer attack, ANVIL[74] refreshes victim rows.

4. Machine Learning-Based Approaches: Machine learning techniques can also
be employed for software-based Rowhammer detection. By training models

on large datasets of memory access patterns, machine learning algorithms can
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learn to differentiate between normal memory access patterns and those in-
dicative of Rowhammer attacks. These models can then be used to classify on-
going memory access patterns in real-time, enabling the detection of Rowham-
mer attacks with high accuracy. Machine learning-based approaches offer the
advantage of adaptability, as they can continuously improve their detection

capabilities by incorporating new data and evolving attack vectors.

5. Error Monitoring and Analysis: Software-based monitoring and analysis tools
can track memory errors and detect anomalies that might be indicative of a
Rowhammer attack. By monitoring error correction codes (ECC) or parity
checks, software can identify bit flips or high error rates that are characteristic
of Rowhammer-induced disturbances. Sophisticated algorithms can analyze
error patterns and trigger alerts or take proactive measures to mitigate poten-

tial attacks.

6. Row Conflicts and Hammering Counters: Software can maintain counters
or track row conflicts during memory accesses. Excessive row conflicts or an
abnormally high number of accesses to specific rows can indicate a Rowham-
mer attack. By setting thresholds and monitoring these counters, software can
detect suspicious activity and initiate mitigation measures or raise alarms to

prevent further damage.

Memory Partitioning

This approach involves isolating sensitive data and applications in separate memory
regions, making it difficult for Rowhammer attacks to reach critical data. Techniques
such as address space layout randomization (ASLR) and memory randomization
can enhance the effectiveness of memory partitioning. Isolation-based mitigation of
Rowhammer has its advantages and challenges. On the positive side, it provides
an additional layer of defense against Rowhammer attacks without requiring mod-
ifications to the underlying hardware. It can be implemented on existing systems
through software updates or configuration changes. Additionally, isolation tech-
niques are relatively straightforward to understand and can be combined with other

security measures.
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However, isolation-based approaches may come with some performance over-
head. Memory access isolation and partitioning techniques may introduce addi-
tional latency due to the need for stricter access controls and the separation of mem-
ory regions. Moreover, some implementations waste a considerable amount of mem-
ory space. In this section we review some of the isolation-based approaches to the

Rowhammer vulnerability.

Physical Memory Isolation: Brasser et al.[75] introduced G-CAT(Generic Can’t
Touch This)[75], which is an extension to the memory allocator that isolates the phys-
ical memory locatuon of a user from that of kernel memory location. This memory
isolation scheme prevents a malicious user from inducing bit flips in kernel mem-
ory by Rowhammering. They also introduced a system boot-loader extension called
B-CATT (Boot-loader Can’t Touch This).It blacklists susceptible memory locations
after scanning the entire physical memory for vulnerable memory cells. Similarly,
RIP-RH [76] introduced a memory allocator that manages multiple processes. They
enforce physical isolation of memory locations allocated to different user processes.

Such scheme prevents processes that work on sensitive data.

Using Guard Rows: The concept behind using guard rows is to create a buffer zone
between sensitive data and potentially compromised memory regions. Guard rows
are additional rows placed on either side of critical data to act as a barrier against
Rowhammer attacks. GuardION [51], proposed for ARM machines, sandwiches the
DMA buffer between two guard rows so that any Rowhammer induced bit flips
occur on the guard rows only. Similarly, ALIS [50] uses guard rows to implement
the isolation method on x-86 machines. ZebRAM [77] prevents an attacker from
hammering a system owned row of HVM by making the system use either odd or

even rows. this forces the user to induce bit flips on unused memory area.

Flip Pattern Based Isolation: CTA [78] profile the nature bit flips in memory cells
that is cells whose value flips from 0 to 1 or vice versa; they use this information
to prevent Rowhammer exploitation. First the delimit a memory region where only
page tables be allocated; In order to guarantee any bit flip on page tables entries
from pointing to a user owned memory space, such pages are allocated on memory
cells whose value flips from 1 to 0; this ensures a page table entry to always point to

towards the page table area.
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Dynamic Randomization

Dynamic randomization techniques aim to make the memory layout less predictable,
making it harder for an attacker to locate and target specific rows for Rowhammer
attacks. Software-based randomization techniques can involve shuffling memory
allocations, periodically relocating sensitive data, or introducing random memory
remapping. These dynamic changes in memory layout can thwart an attacker’s abil-
ity to reliably exploit Rowhammer vulnerabilities.

Address Space Layout Randomization (ASLR) is a common implementation of
dynamic randomization. It is typically performed by the operating system (OS) dur-
ing the loading of an executable into memory. ASLR randomly arranges the memory
locations of various components, such as libraries, stack, and heap, making it diffi-
cult for attackers to exploit memory vulnerabilities. By randomizing the memory
layout, ASLR makes it challenging for an attacker to predict the location of critical
functions or memory addresses.

Oliverio et al.[79] introduced VUsion, a secure page fusion system. VUsion ran-
domizes memory allocation of shared pages to prevent from attacks that may steer

sensitive data to a vulnerable memory location.

Access Pattern Randomization:

Rowhammer attacks often rely on predictable memory access patterns. Access pat-
tern randomization introduces randomness in memory accesses, making it harder
for attackers to exploit the specific patterns necessary for successful attacks. Soft-
ware can introduce access pattern randomization to disrupt an attacker’s ability
to predict and manipulate memory rows. By varying the access patterns used by
memory-intensive applications, such as randomizing read and write patterns, it be-
comes more challenging for an attacker to induce the bit flips necessary to perform
a successful Rowhammer attack.

Cache access pattern randomization is an example of access pattern randomiza-
tion. Modern processors use sophisticated caching mechanisms to improve perfor-
mance. However, these caches can be vulnerable to side-channel attacks, such as
cache timing attacks. Access pattern randomization techniques can be implemented

at the OS level to introduce random delays or variations in memory access patterns,
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making it harder for attackers to exploit timing information leaked through cache
behavior.

Oliverio et al.[79] introduced VUsion, a secure page fusion system. The idea
behind VUsion is to make the write time to a shared page and normal page to be
the same by applying fake merging on normal pages. Similar proposals that require

equal timing between cached and un-cached data is proposed by [40].

4.6.2 Hardware-Based Mitigations

Hardware-based mitigations involve modifications to the memory chips themselves
or the memory controller to address the Rowhammer vulnerability. Some notable

hardware-based mitigations include:

Detection

Hardware-based Rowhammer detection techniques significantly strengthen the de-
fense against memory vulnerabilities. By leveraging memory sensing, parity checks,
ECC, specialized testers, memory protection techniques, and memory encryption/-
tagging, these approaches provide real-time detection, error correction, and memory
integrity checks. Implementing hardware-based detection mechanisms alongside
software-based solutions enhances overall system resilience and reduces the risk of
successful Rowhammer attacks. As hardware technology advances, continuous re-
search and development of hardware-based Rowhammer detection techniques will
remain vital in addressing evolving memory vulnerabilities. In this section, we ex-
plore several hardware-based approaches that help detect and mitigate Rowhammer

attacks.

1. Memory Sensing: Memory sensing techniques involve monitoring electrical
characteristics of DRAM cells to detect Rowhammer-induced disturbances. By
analyzing the voltage fluctuations or current variations during memory oper-
ations, hardware sensors can identify patterns indicative of Rowhammer at-
tacks. Gomez et al. [80] utilized dummy memory cell with a higher suscepti-

bility to electromagnetic interference to signal a warning.

2. Counters: LightRoad[81] implements a hardware based LLC miss counter, a

flush counter and DMA counter for a specific memory region that share the
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same most significant bit (MSB) address. Based on the predefined threshold, a

warning is signaled.

There also exist several detection methods that implement a data structure that
keeps track of row activation. Some are implemented at the memory control
(MC) while others are implemented within DRAM or at the gegister clock
driver (RCD). CRA[82] keep track of every row activation with in DRAM. It
also uses the MC to cache row activation count. CBT [83] uses non a tree of
counter to detect highly activated rows. Such non deterministic approach min-

imizes the number of counters needed.

CAT [84] assigns a single counter to a collection of rows, and each access to
a row in the set is tallied. In order to compensate for activation imbalance
between groups, they employ adaptive trees to adjust the number of counters
required for each group. TWiCe[85] maintain a big list of items that keeps track
of every row activation. They minimize the size of the table by separating it
into two sub-tables. Graphene [86] employ the Misra-Gries Algorithm [87]
to detect hot rows. Implemented at the memory controller, Graphene keep a
counter table; they use additional spillover counter to determine if a new entry

should overwrite existing entry or be ignored.

BlockHammer, implemented at MC, [88] uses a counting bloom filter (BCF) for
such purpose. While Silver bullet [89] maintain a table that monitors activation

of group of rows (sub bank).

PROTRR [90], implemented within DRAM, uses a data structure similar to an
implementation of the customized Misra-Gries [87] algorithm. Panopticon [91]
implements counters using a new DRAM mat design; the counter for each row

is determined using DRAM’s row decoding circuitr.

Mithril [92] maintains a counter that implement a derivative of Misra-Gries
algorithm. They refresh a victim row after the issuance of the refresh manage-
ment(RFM) command[93, 94]; a victim row is chosen from the counter table
using a greedy algorithm. They also introduce Mithril+[92] an optimized ver-

sion which skips some preventive refreshes.

Whenever a potentially dangerous memory access is detected, some relocate it
[81] or throttle it [88, 95]; while others, although ineffective, try to correct bit

errors using ECC (error correction codes) [96, 97].
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When a potentially hazardous memory access is identified, various strategies
are employed to mitigate the risk. Some opt to relocate the problematic data
[81], effectively shifting it to a safer location. Others choose to throttle the
access [88, 95], imposing limitations on the frequency or intensity of the ac-
cess to prevent potential harm. Alternatively, although less effective, some
approaches attempt to rectify bit errors through the application of ECC (error

correction codes) [96, 97].

However, it is noteworthy that nearly all mitigation techniques share a com-
mon practice - the refreshment of victim rows. This crucial step is integrated
into most countermeasures as a fundamental precautionary measure. In the
subsequent sections, we will provide an in-depth overview of countermea-

sures that are based on the principle refreshing victim rows.

3. Parity Checks and Error-Correcting Codes (ECC): ECC memory is designed
to detect and correct single-bit errors in memory [52]. It adds additional bits
to each memory word, allowing errors to be detected and fixed automatically.
ECC memory helps protect against Rowhammer attacks by identifying and
correcting the bit flips caused by the exploit. However, it cannot correct multi-
bit errors; at most it can only detect double-bit errors. As a result, ECC can-
not ensure guaranteed Rowhammer security. Furthermore, adding an addi-
tional chip for error correction in DRAM modules results in a considerable
overhead[1]. Although DRAM modules with ECC are often used in server

systems, their high cost makes them unusable for desktop devices.

4. Radio RADAR [98] employs a new approach to detect frequent row activation
using electromagnetic signals using a telescopic whip antenna. They discov-
ered identifiable sideband patterns in the frequency range of the DRAM clock

signal that are associated to hammering behaviors.

5. Memory Encryption and Tagging (MET):

Memory Encryption and Tagging (MET) is a security mechanism designed to
enhance the protection of computer systems against various memory-based at-
tacks, including Rowhammer. It combines encryption and tagging techniques
to provide stronger safeguards for the integrity and confidentiality of memory

contents.
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In MET, memory encryption involves encrypting the data stored in memory.
This ensures that even if an attacker gains unauthorized access to the physical
memory, they cannot retrieve the actual data without the decryption key. En-
cryption algorithms, such as AES (Advanced Encryption Standard), are com-

monly used to protect memory contents.

On the other hand, memory tagging adds additional metadata or tags to mem-
ory locations, allowing the system to track and verify the integrity of memory
operations. These tags can be used to mark memory regions as either secure
or non-secure, ensuring that sensitive data is accessed only by authorized pro-
cesses. Tagging can also help detect unauthorized modifications or tampering

of memory contents.

The combination of memory encryption and tagging can help prevent Rowham-
mer attacks. Rowhammer is a hardware vulnerability where repeated access to
specific rows in dynamic random-access memory (DRAM) can cause bit flips
in neighboring rows, potentially leading to unauthorized data modification or

privilege escalation.

Target Row Refresh (TRR)

TRR is a mitigation technique implemented in some DDR4 modules [99]. It is a
mechanism implemented in the memory controller that increases the frequency of
refreshing rows that are adjacent to rows being actively accessed in order to prevent
the bit flips caused by Rowhammer. TRR adds a delay during memory accesses to
allow for these refresh operations, reducing the probability of successful attacks.
Probabilistic adjacent row activation (PARA) was also introduced by Kim et al.
[1]. This technique, which requires implementation at the the memory controller,
performs probabilistic target row activation. Whenever a row is closed, they toss a
coin to decide if a target row needs to be refreshed. Similarly, PRoHIT [100], imple-
mented within DRAM, maintains a probabilistic data structure that keeps track of
possibly victim rows and refreshes the top most row. Moreover, MRLoc [101] main-
tains a list of recent victim rows and uses it to dynamically calculate calculates the
probability of victim row refresh. However, as all these approaches are probabilistic

and do not guarantee the prevention of Rowhammer attack with absolute certainty.
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Partitioning

Isolation-based mitigation techniques aim to contain the effects of Rowhammer by
isolating vulnerable memory regions and preventing the attacker from accessing
critical system data. Isolation-based approach is the use of physical isolation or
memory partitioning. In this technique, the memory is physically divided into sep-
arate regions using memory controllers or other hardware mechanisms. Each parti-
tion operates independently, and the Rowhammer effect is contained within its own
partition. By doing so, the impact of Rowhammer can be confined to a limited por-

tion of the system, minimizing the potential damage.

Rowhammer-resistant DRAM Designs

Several DRAM manufacturers have developed memory modules with hardware-
level mitigations against Rowhammer. These designs often incorporate physical
modifications to the memory cells or include additional circuitry to detect and pre-
vent bit flips caused by Rowhammer.

One such study conducted by [102] utilized an additional phosphorus (P) im-
plantation technique between two neighboring buried word lines. Another study
by [103] employed the silicon migration technique of hydrogen (H) annealing to
mitigate the issue. Three works proposed by [104, 105, 106] aimed to reduce leakage
currents between cells. In the first work [104], metal nano-particles were introduced
at the interface between the gate metal and oxide to create energy valleys (EVs) be-
tween nodes, preventing electron diffusion from the hammered cell to the victim cell.
The second work [105] involved the introduction of metal nano-wires (MNW) at the
gate metal/gate oxide interface for the same purpose. The third work [106] focused
on providing isolation between the storage capacitor and the word line passing over
it, resulting in a 92% reduction in electron current density near the shallow-trench-

isolation (STI) during the accessing of PWL.

4.6.3 Hybrid Approaches

Hybrid approaches combine software-based and hardware-based mitigations to pro-
vide comprehensive protection against Rowhammer attacks. These approaches lever-
age the strengths of both software and hardware mitigations to create a multi-layered

defense mechanism.
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While hardware solutions to mitigate Rowhammer amim to reduce the effects
of electrical interference and implementing physical barriers between memory cells
to prevent the leakage of electrical charges. Operating system and software-level
mitigations aim to detect and prevent Rowhammer attacks by monitoring memory
access patterns and detecting anomalies. These mitigations often rely on a combina-
tion of hardware support and software algorithms to identify and mitigate potential

exploits. In this section we discuss some of such attempts.

4.6.4 Summary

It’s important to note that while these mitigations provide effective defenses against
Rowhammer attacks, the vulnerability landscape is constantly evolving. Researchers
continue to explore new attack vectors and develop countermeasures to mitigate

emerging threats.
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Chapter 5

DEACT: Hardware Solution to

Rowhammer

We propose DEACT, a hardware based approach to eliminate the vulnerability of
DRAM to Rowhammer attack. Analytical security analysis on efficacy of DEACT
shows that DEACT completely eliminates Rowhammer vulnerability. In order to
asses its impact on DRAM performance, we tested DEACT using DDRSHARP [107],
cycle accurate memory simulator on trace files of TPC and CPU-2006 benchmarks.
Simulation results indicate that DEACT improves DRAM performance by 41%; this
chapter discusses DEACT and explains its advantages over existing mitigation. In
this chapter, we describe how DEACT detects excessive row activation and the mech-

anisms it follows to eliminate the vulnerability to the Rowhammer threat.

5.1 Motivation

In chapter 4, we have reviewed existing Rowhammer migration techniques. In this
section, we discuss the weaknesses of existing mitigation techniques which moti-

vated us to propose an alternative approach.

5.1.1 Limitation of Performance Counter-based Techniques

Performance counter-based techniques focus primarily on CPU activity, such as cache
misses. Various detection techniques have been proposed to identify Rowham-
mer attacks, including those relying on performance counters of the central pro-
cessing unit (CPU). However, it is crucial to recognize the limitations of such ap-
proaches, particularly in heterogeneous systems that incorporate additional com-

puting devices such as graphics processing units (GPUs). Moreover, these metrics
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do not directly monitor the state of the DRAM modules. By solely relying on CPU
performance counters, the detection techniques overlook the critical indicators of
Rowhammer attacks.

Frigo et al. [54] demonstrated that such approach provides an incomplete picture
and Rowhammer attacks can be specifically crafted to bypass performance counter-
based detection techniques. By leveraging computing devices other than the CPU,
attackers can execute memory-accessing operations that do not trigger the perfor-
mance counters” monitored events. These attacks can exploit the inherent weak-
nesses of performance counter-based detection, rendering it ineffective in identify-

ing Rowhammer activity.

5.1.2 Limitation of Isolation-based Countermeasures

Various mitigation techniques have been proposed to counter the Rowhammer threat,
including the use of guard rows[51, 77] or isolating the kernel memory area from
the user memory area [75, 76]. While some of these approaches waste considerable
amount of memory space, recent research [108] also suggests that these approaches
can be ineffective, as the electrical disturbance generated by Rowhammer can affect
rows that are located as far as six rows away, rendering these mitigation techniques
less reliable.

While these approaches may offer some level of protection, Rowhammer-induced
electrical disturbances can propagate beyond the immediate neighboring rows [108].
As a result, the guard rows or isolated kernel memory area may not be sufficient to
prevent Rowhammer attacks. The electrical disturbances can traverse several rows,

affecting data in areas that were intended to be safeguarded.

5.1.3 Inefficiency of Refresh-based Mitigation

The default refresh rate, typically set at 64 milliseconds (ms), has been established to
accommodate the worst-case scenario where weaker cells lose their charge within
this time frame. However, studies [109] have demonstrated that the majority of
DRAM cells possess significantly higher charge retention capacities than these weaker
cells. Consequently, research efforts should focus on minimizing DRAM refresh
rates to improve efficiency and maximize system performance.

A notable study conducted by Liu et al. [109] shed light on the charge retention

capacities of individual DRAM cells. Their research revealed substantial variations
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in charge retention capabilities among different cells. While a few weaker cells ne-
cessitated a refresh cycle every 64 ms to maintain data integrity, a majority of the
cells could retain their charge for significantly longer durations. This indicates that
the default refresh rate is unnecessarily conservative and not fully optimized for the
capabilities of most DRAM cells.

If we consider the scenario of performing extra refresh operations on neighboring
victim cells to mitigate the effects of a Rowhammer attack on the aggressor row, there
are indeed some performance and energy implications to consider.

Performing additional refresh operations on neighboring victim cells requires
accessing and refreshing those cells in addition to the regular refresh cycles. This
process aims to counteract the disturbances caused by the repeated accesses to the
aggressor row. However, this approach introduces some overhead in terms of per-
formance.

Firstly, the extra refresh operations increase memory access latency. Each ad-
ditional access to a victim row takes time and adds to the overall memory access
overhead. This can result in a slowdown of memory-intensive operations, leading
to reduced system performance.

Furthermore, the increased number of refresh operations also consumes addi-
tional energy. Accessing and refreshing the neighboring victim cells requires addi-
tional electrical power, contributing to higher energy consumption. This can be espe-
cially significant in large-scale systems or environments where a substantial amount
of memory is present.

By focusing on minimizing DRAM refresh rates, researchers and industry pro-
fessionals can unlock several benefits for memory management and system perfor-

mance.

1. Enhanced Efficiency: Reducing the refresh rate to match the charge retention ca-
pabilities of the majority of DRAM cells would result in more efficient memory man-
agement. This approach would eliminate unnecessary refreshes and reduce power

consumption, enhancing overall system efficiency.
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2. Improved Performance: By minimizing refresh rates, memory bandwidth that
would otherwise be used for refresh operations becomes available for other memory-
intensive tasks. This translates to improved performance and faster data access, en-

abling applications to run more smoothly and efficiently.

3. Extended DRAM Lifespan: Frequent refresh operations contribute to wear and
tear on DRAM cells, potentially shortening their overall lifespan. By minimizing
refresh rates, the stress imposed on DRAM cells is reduced, leading to a longer-

lasting memory subsystem and improved system reliability.

5.2 High Level Overview

The primary objective of DEACT is to thwart Rowhammer attacks by utilizing a
combination of a hardware counter and row buffers. Figure 5.1 depicts an overview
of DEACT along with the counter component and a buffer component. The counter
component identifies hot-rows (frequently activated rows) by counting every row
activation. It implements a data structure that holds activated rows along and their
respective activation count. Optimization techniques described in Section 3.5, have
enabled our counter to incur a minimal space overhead; specifically 1.67 times lesser
than exiting counters.

Once excessively activated rows are detected, they are moved a row-buffer to
avoid vulnerability to Rowhammer by avoiding further activation. Moreover, ac-
cessing data from a row buffer in DRAM provides a significant speed advantage
compared to accessing data from other areas of memory. By eliminating the activa-
tion step, the row buffer reduces latency and enables faster retrieval of data. This
feature improves the overall efficiency and performance of DRAM.

As shown in fig. 5.1, DEACT intercepts every ACT (activate row) command
and updates the counter as using Misra-Greis [87] algorithm; which is described in
detail in section 5.3. This process is done independently of any DRAM operation.
The validity of the contents of the counter expires after a predefined reset interval
and contents are cleared; the reset interval is configurable. Moreover, the maximum
activation limit, the maximum number of row buffers required to hold hot-rows,

and the size of the counter (number of entries it supports) are also configurable.
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FIGURE 5.1: DEACT: Hardware based solution to the Row-hammer
problem.

5.3 Activation Counter

If not performed excessively, row activation is a necessary process in DRAM, where
a row is activated to allow access to the data stored within that row. Counting row
activations is helpful in identifying frequently activated rows. One effective method
to detect Rowhammer attacks is by using such counter. Detecting Rowhammer at-
tacks is crucial for maintaining the security and integrity of computer systems. In

this section we describe how DEACT implemented the counter table.

5.3.1 Location of the Counter

Devices that utilize Direct Memory Access (DMA) bypass the CPU and interact di-
rectly with the memory controller, allowing for efficient data transfers. Placing the
row activation counter within the CPU would fail to account for activations per-
formed by devices using DMA. This omission would result in an incomplete un-
derstanding of memory access patterns and hinder the ability to analyze system
behavior accurately.

Implementing the row activation counter within the memory controller might
seem like a straightforward solution. However, it can introduce additional burden

on the memory controller’s performance. The memory controller already handles
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critical tasks like command decoding, data transfer, and addressing, requiring effi-
cient operation for optimal system performance. Diverting its resources to track row
activations could potentially hinder its primary functions, leading to performance
degradation.

Integrating the row activation counter within the DRAM itself offers several ad-
vantages. First and foremost, it offloads the tracking responsibility from the memory
controller, allowing it to focus on its primary tasks and optimizing memory perfor-
mance. By eliminating the need for the memory controller to maintain the activation
count, the system can achieve better memory access latencies and improved overall
efficiency.

Moreover, incorporating the row activation counter within DRAM ensures com-
prehensive tracking of activations, including those performed by devices employ-
ing DMA. This holistic view of memory usage enables accurate analysis, workload
optimization, and power management techniques. By considering all activations,
system-level decisions can be made more intelligently, resulting in better resource
allocation and improved overall performance.

Hence, DEACT implements then the row activation counter directly within DRAM.
This approach ensures accurate tracking of row activations without burdening the
memory controller or neglecting activations by devices utilizing Direct Memory Ac-
cess (DMA). Implementing the row activation counter within DRAM represents a
holistic and effective solution, contributing to the seamless operation and optimiza-

tion of memory resources in computer architectures.

Register Clock Driver (RCD)

A Register Clock Driver (RCD) is an essential component in the memory architecture
of modern DRAM modules. It serves as an interface between the memory controller
and the DRAM devices, ensuring proper synchronization and control of data flow.
The RCD plays a critical role in managing the timing and signal integrity of data
transfers within the DRAM subsystem.

The following are key functions and features of a Register Clock Driver:

¢ Clock Distribution: The RCD receives the system clock signal from the mem-
ory controller and distributes it to the DRAM devices. It generates the neces-

sary clock signals required for proper operation of the DRAM module.



Chapter 5. DEACT: Hardware Solution to Rowhammer 90

* Clock Skew Management: Clock skew refers to the slight timing differences
that can occur between different parts of a system due to variations in trace
lengths or other factors. The RCD incorporates circuitry to minimize clock
skew between the memory controller and the DRAM devices, ensuring accu-

rate synchronization of data transfers.

¢ Address and Command Multiplexing: In a typical DRAM system, the mem-
ory controller sends address and command signals to the RCD, which then
multiplexes these signals and forwards them to the appropriate DRAM de-
vices. The RCD handles the necessary decoding and signal routing to ensure

the correct commands are delivered to the target DRAM chips.

e Data Bus Organization: The RCD also plays a role in managing the organiza-
tion of the data bus within the DRAM module. It handles tasks such as data
bus inversion (DBI) and error correction code (ECC) support. DBI is a tech-
nique used to reduce signal reflections and power consumption on the data

bus, while ECC helps detect and correct errors in data stored in the DRAM.

¢ I/O Termination The RCD includes circuitry to properly terminate the I/O
(input/output) signals from the DRAM devices. Proper termination ensures

signal integrity and prevents reflections or noise on the data lines.

¢ Training and Calibration: Many RCDs incorporate training and calibration
features to optimize the performance and reliability of the DRAM module.
These features include automatic detection and compensation for signal and
timing variations, allowing the memory subsystem to adapt to changing oper-

ating conditions.

The register clock driver (RCD), which is described in detail in section 2.6, serves
as a crucial bridge between the memory controller and the DRAM devices, man-
aging clock signals, addressing, data flow, and various other functions. DEACT
implements the counter at the RCD. It’s worth noting that DMA provides a more
direct pathway for data transfer between the GPU and system memory, bypassing
certain intermediate components like the RCD. However, the DMA controller typ-
ically interacts directly with the memory controller; the memory controller should

notify the the RCD for every ACT command. In return, the RCD also notifies the
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memory controller concerning hot rows which are moved to DEACT bulffers. Figure

5.2 shows the location of the RCD with in a A DRAM device.

DRAM DRAM DRAM DRAM DRA DRAM DRAM DRAM DRAM DRAM

DRA DRA DRA DRA DRA DRA

FIGURE 5.2: RCD: Register Clock Driver

5.3.2 Estimation of Size of the Counter

To estimate the highest possible number of activations per bank that can occur within
a refresh period (trgrw) while excluding the time DRAM is busy refreshing, we can

follow these steps:

1. Determine the duration of a refresh interval (trer;), the duration of a single
refresh cycle (trrc) and the time gap between two row activations in a bank

(trc) which can be found in the DRAM’s data-sheet.

2. Calculate the number of refresh intervals in a refresh window (tgrgrw): Divide

the duration of the refresh window by the refresh interval: Nrgr; = tg&i VIV . This
gives you the number of refresh intervals that can occur within the refresh

window.

3. Determine the time spent on refreshing (Trgr): Multiply the number of refresh
intervals by the duration of a single refresh cycle (trrc): TrRer = NRrer1 X trec;

that is Trer = tt’;EEFFVIV X trrc. This gives us the total time spent on refreshing

during the refresh window.

4. Calculate the effective time for activations: Subtract the time spent on refresh-

ing from the refresh window duration to obtain the effective time available for

tREFW
EREFI

activations: Tact = trerw — Trer; thatis Tacr = tRepw — X tREC-

5. Estimate the number of activations per bank: Divide the effective time for acti-

vations by the time required for a single activation (frc) to get an estimation of
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the maximum number of activations that can occur during the refresh window:

tREFW
Nact = tREFw — e

xtRpcx i’i

EFI RC

= trerw (1 —

_ IREFW
fREFI

t 1
REC
EREFI

(tREFI —

trC

trREC) X P
RC

During a fraction of the refresh window, that is trgrw /x, a rough estimation of

the highest possible number of activations that could possibly be conducted with a

bank is shown in eq. 5.1. We examine the DDR4-2400P [15] model whose timing

parameters are partially shown in table 5.1 in order to get a sense of the total figure

during one refresh period (x = 1). Substituting the values for trgrw, trReFI, tREFI,

trrc and trc, we get Np = 1,358,405 or 1.4M. Keeping a list of approximately 1.4M

rows consumes a lot of space. Moreover, allocating such big counter for every bank

within a rank increases the space requirement by a factor of the number of ranks;

that is 16 for the DRAM model specified on table 5.1.

where:

TABLE 5.1: Key timing parameters of DDR4-2400P [15]

Configuration
Parameter | Description x4 x8 x16
trc Row cycle 45ns 45ns 45ns
tREC Refresh cycle 350ns | 350ns | 350ns
tREET Refresh interval 7.8us 7.8us | 7.8us
tREFW Refresh window 64ms 64ms 64ms
traw Four activation windows | 3.33ns | 21.67ns | 30ns
t /x 1
Np = REEW L2 (4 rerr — trrc) — (5.1)
EREFI trc
trerw = DRAM refresh rate
X = reset interval of the counter

trer; = refresh interval

trec = refresh cycle time

trc = row cycle time
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5.3.3 Counting Optimization

Understanding the row activations in a memory system is crucial. In this context,
two important timing parameters are often considered: frc (Row Cycle Time) and
teaw (Four Activate Window Time).

To estimate row activations per bank using fzc, we need to determine the num-
ber of row cycles that can be completed within a given time period. The row cycle
time (trc) represents the minimum time required for a memory controller to access
a different row in the same bank. By dividing the time period under consideration
by trc, we can approximate the number of row activations per bank as shown in eq.
5.1. The total row activation count per rank is then computed by multiplying results

of eq. 5.1 by the total number of banks (Numip,,xs) of a rank.

N = M(tmen - fRFc)L + Numpauks (5.2)
tREFI trc
where: trgrw = DRAM refresh rate
X = reset interval of the counter
tREFI = refresh interval
trREC = refresh cycle time
trC = row cycle time

Nump,,s = total number of banks within a rank

Estimating the number of row activations per bank by considering the parame-
ter trc and multiplying it by the total number of banks per rank is a common ap-
proach in memory analysis. However, for more accurate and optimal estimation,
it is recommended to estimate row activations per rank using fraw (time frame to
activate different banks within the same rank). By utilizing traw, we can capture the
inter-bank activation behavior within a rank, which provides a more comprehen-
sive understanding of the memory system’s performance. This approach enables
us to make more informed decisions regarding resource allocation and optimization
strategies at the rank level.

Whereas counter-based detection methods [86, 83, 85, 84] use the tRC parameter
to get an estimate of maximum row activations per bank and allocate a separate

counter for each bank, DEACT uses the tps parameter to and allocates a single
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counter for all row activation with a rank. Eq. 5.3 shows how the total number of

activation per rank (Ng ) is computed a time windows of (trerw /X).

Ng= - [REPw (53)
tpaw X

where: trprw = DRAM refresh rate
traw = four activation time window

X = reset interval of the counter

Space Savings

Taking the ratio of eq. 5.2 (tgc based estimation) and eq. 5.3 (fraw based estimation)
produces eq. 5.4. In order to get an estimate of the space savings, we take the DRAM
model depicted in table 5.1 as an example. While the value tr¢ is the same for DRAM
configurations, the value of tFAW varies as per implemented configuration; that is
x4, x8 or x16.

Substituting the values of fgc and tp4py into eq. 5.4 produces 1.13, 1.84 and 2.54
for x4, x8 and x16 configuration. For all configurations, the tray based estimation
produces a an optimal estimation for all configurations; x8 configuration being the
median with almost 2 times space savings. On average, traw based estimation can

achieve 1.84X space savings.

ratio = Numpgis Lraw. <1 _ Irrc ) (5.4)
4 trc tREFI
where: trpc = Refresh cycle time
tREEI = Refresh interval
traw = four activation time window
tre = row cycle time

Numpguis = total number of banks per rank

Moreover, the space can be further reduced by minimizing the activation track-
ing duration; that is instead of full trgrw (64ms). The time is split by setting the
value of x to greater than 1. In order to get an overview space requirements, we
compute the ratio of all activation during one trgrw to a slice of trerw (FREFW / X).

Equation 5.6 For x = 2, the space can be further reduced by factor of 4/3; as x gets
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bigger, so does the space saving. Although unrealistic, the counter can be reduced

by a factor of 2 when the values x approaches infinity.

. N 1 4 t
Table Sizepaw = R = REFW (5.5)
Aty ArHtrpaw X
where: Nr = number of maximum activation per rank
Arg = adjusted activation interval
X = reset interval of the counter
trerw = DRAM refresh rate
traw = four activation window
Sizetpp _ 2% (5.6)
SizetREFW/x x+1

where: x = reset interval of the counter

5.3.4 Counting Algorithm

The space overhead can be minimized by employing a probabilistic approach such
as count-min sketches [110] or similar alternatives [111, 112]. However, in order
to insure accuracy of the counter, DEACT employs an efficient and deterministic
counting algorithm as described in section 5.3.4.

Probabilistic data structures, such as count-min sketches, provide an efficient
way to track row activations while significantly reducing the space requirements.
These data structures trade a small amount of accuracy for reduced storage over-
head. They work by hashing row addresses to multiple counters and incrementing
the corresponding counters when a row is activated. Although individual coun-
ters may occasionally produce collisions and inaccuracies, the overall pattern of
Rowhammer activity can still be detected reliably.

An alternative approach to detect Rowhammer attacks deterministically is by
using algorithms like Space-Saving [113] or the Misra-Greis [87] algorithm. These
algorithms focus on identifying heavy hitters, which are rows that experience an
unusually high number of activations. By maintaining a fixed-size list of row ad-

dresses sorted by their activation count, these algorithms can efficiently detect the
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most active rows. This approach provides deterministic detection of Rowhammer
attacks at the expense of potentially missing less active rows.

Both probabilistic data structures and deterministic algorithms offer effective
means of detecting Rowhammer attacks using counters. The choice between them
depends on the specific requirements of the system, such as the desired level of ac-
curacy, available resources, and performance constraints.

DEACT implements the Misra-Greis algorithm which was introduced by Misra
and Greis in 1982 [87]. This algorithm provides a solution for maintaining a counter
table capable of storing k row addresses along with their corresponding activation
counts. The primary objective of using the Misra-Greis algorithm is to identify and
retain rows that are activated at least n/k times in the counter table. This algorithm
is particularly useful in scenarios where there is a large dataset with numerous rows
and it is necessary to filter and identify rows that meet a certain activation threshold.

The Misra-Greis algorithm depicted in algorithm 1 operates as follows:

1. Initialize the counter table with k rows, each having an empty row address and

an activation count of zero.
2. For each element in the dataset, perform the following steps:

¢ Check if the element belongs to any row in the counter table. If it does,

increment the corresponding activation count.

e If the element does not belong to any row in the counter table, check if
there is an empty row available. If so, assign the element to that row and

set the activation count to one.

e If all rows in the counter table are occupied and the element does not
belong to any of them, decrement the activation counts of all rows by one.
If the activation count of any row reaches zero, remove that row from the

counter table and replace it with the new element.

3. After processing all elements, the counter table will contain the rows that have
been activated at least n/k times. These rows represent the desired output of

the algorithm.

The correctness of the Misra-Gries algorithm can be proven through the follow-

ing observations:
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Algorithm 1 Misra-Gries Algorithm

procedure MISRAGRIES(stream, size) > s a stream sequence of positive integers
and s is size of the counter
data < HashMap[Key, Count|
while stream # empty do
k < stream
if data[k] # empty then
datalk] < datalk] + 1
else if |data| < size then
datalk] < 1
else
fori < 0,size — 1 do
datalk] < datalk] — 1
if data[k] = 0 then
datak] < empty
end if
end for
end if
end while
end procedure

¢ The algorithm never overestimates the frequency of any element. If an ele-
ment is present in the summary, its count is guaranteed to be at least the true

frequency of the element in the stream.

¢ The algorithm may underestimate the frequency of some elements. If an ele-
ment’s frequency is less than the smallest count in the summary, it will not be

included in the summary and its frequency will be underestimated.

¢ The total number of counters used in the summary is bounded by k, which
is the parameter set at the beginning. Therefore, the algorithm has a small

memory footprint and can handle large datasets efficiently.

The Misra-Gries algorithm efficiently utilizes a limited number of counters (k)
to track the activation counts of rows. By continuously updating the counter table
based on the activation status of elements, the algorithm ensures that rows with at
least n1/k activations are retained. This eliminates the need for exhaustive searches
or maintaining a large amount of data, making it a practical solution for identifying
relevant rows in large datasets. Its ability to filter rows with at least n/k activations
by utilizing a small counter table makes it a valuable tool in various applications

involving data filtering and analysis including DEACT.
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5.3.5 Detection of Excessive Activations

Implementing an effective counter for row activation detection provides a robust
defense against Rowhammer attacks. Accurately counting row activations and pe-
riodically resetting the counter, ensures the detection of potentially malicious pat-
terns. With proper threshold comparison and appropriate response mechanismes, it
is possible to proactively protect computing systems from the risks associated with
Rowhammer, safeguarding the integrity and security of critical data and applica-
tions.

In order to determine the effectiveness of the row activations and detect potential
Rowhammer attacks, the counter value is compared against a predefined threshold.
If the count exceeds the threshold, it signifies that the row activations are occur-
ring frequently enough to be considered suspicious. Once a Rowhammer attack is
detected, appropriate actions can be taken, such as alerting the system administra-
tor, isolating the affected memory regions, or applying further countermeasures to
prevent potential exploitation. Response and mitigation of DEACT to excessive ac-

tivations is discussed in section 5.4.

Effects of Double-sided Hammering

Unlike other hammering techniques, double-sided hammering attacks, exploit the
vulnerability from both above and below the victim row. In this scenario, two adja-
cent rows act as aggressors and hammer the victim row simultaneously, increasing
the risk of bit flips and the success rate of the attack. Hence, the importance of ad-
justing the rowhammer activation threshold to account for double-sided hammering

becomes evident.

Effects Detection Window

This window is defined to be sufficiently short to capture the Rowhammer attack
pattern, yet long enough to avoid excessive false positives. After the fraction of the
time refresh window (trerw/x) elapses, the counter is reset to zero. This periodic
reset ensures that the detection process remains accurate and effective in identifying

Rowhammer attacks.
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However, it is crucial to consider the cumulative effect of these activations across
different fractions of refresh windows. Although the counter is reset after each frac-
tion of the refresh window, the sum of these activations over multiple windows can
accumulate and surpass the actual threshold required for a successful Rowhammer
attack. In other words, even if individual activations fall below the threshold during
specific refresh windows, their combined effect over time can exceed the threshold
and lead to data corruption.

In other words, even though the activations within individual time windows
(trerw / x) may not individually trigger the Rowhammer effect, the cumulative effect
of multiple activations over k time windows Z}C:k trRerpw / x can exceed the Rowham-
mer threshold and potentially cause bit flips and memory corruption. Therefore, it
is necessary to adjust the activation threshold appropriately to account for the po-

tential cumulative impact of activations across multiple refresh windows.

Adjusted Activation Threshold

To mitigate the risks associated with double-sided hammering attacks, it becomes
crucial to adjust the Rowhammer activation threshold (Rry). The double-sided ham-
mering Rowhammer threshold (Arx) can be computed as Aty = R% This adjusted
threshold considers the increased likelihood and severity of bit flips resulting from
the simultaneous hammering of the victim row from above and below.

Moreover, if the activation threshold is not appropriately adjusted to address
the problems detection window, some instances of Rowhammer may go undetected
during that specific time frame. Moreover, for a counting time frame which is equiv-
alent to the refresh windows (tgerw ), it difficult to know if a victim cell was refreshed
in the previous or current time frame. Hence, for a time frame of trgrw / x, the activa-
tion threshold needs to be adjusted by a factor of x +1; thatis Aty = 5—1’1’ Adjusting
the activation threshold appropriately helps strike a balance between identifying ex-
cessive activations that may cause Rowhammer and avoiding false positives due to
isolated activations within short time frames.

Adjusting the Rowhammer threshold to compensate for a fractioned refresh win-
dow count duration can be a complex task and may depend on various factors such
as the specific hardware configuration and memory controller capabilities. How-

ever, I can provide you with some general guidelines on how to approach this issue.
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In order to compensate for a fractioned refresh window count duration and dou-
ble side hammering, the Rowhammer threshold is adjusted by a factor of 2(x + 1) as

shown ineq. 5.7.

Ary = Rrn_ (5.7)

5.4 Rowhammer Prevention

It’s worth noting that Rowhammer remains an ongoing area of research and devel-
opment, both in terms of exploit techniques and mitigation strategies. As new attack
methods and hardware vulnerabilities are discovered, memory manufacturers and
security researchers continue to refine their defenses and countermeasures to miti-
gate the risk of Rowhammer attacks.

Originally, researchers, found that repeatedly accessing a row around 139K (DDR3)
[1] times was needed to reliably trigger the vulnerability. Increased storage den-
sity of DRAM have reduce thed Rowhammer threshold significantly. Researchers
have reported successful exploitation with access counts 10K (DDR4) or as low as
4.8K(LPDDR4) [108]. Using eq. 5.1, at most 1358405 (1.3584M) row activations can
be conducted on the DRAM model specified in table 5.1 during a period of trgrw.
This figure is significantly higher than the stated Rowhammer thresholds. In or-
der to deal with this issue, we should shorten the counting time window and move
aggressive rows to one of the row-buffer which are set aside for this reason.

Besides preventing Rowhammer by bypassing further activation, row buffers
contribute the speed of DRAM. Accessing data from a row buffer in DRAM provides
a significant speed advantage compared to accessing data from other areas of mem-
ory. By eliminating the activation step, the row buffer reduces latency and enables
faster retrieval of data. This feature improves the overall efficiency and performance
of DRAM, making it a crucial component in modern computing systems.

During one refresh period, the number of rows that could become hot as a result
of excessive activation can be computed by dividing the possible number of acti-
vation by the Rowhammer threshold. To compensate of double sided hammering,
the threshold must be divided by 2. Equation 5.8 shows, the method for finding the

maximum possible hot rows per bank.
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t —t t 1
(trerr — trec) tREFW 1 (5.8)

HOT =
ROWS Rty /2 trerr tre

where: HOTrows = maximum number of possible hot-rows

Rry = the Row-hammer threshold
tREFI = refresh interval

trREC = refresh cycle time

REFW = refresh time window

trc = row cycle time

For the specific DRAM model depicted in table 5.1, the estimated number of hot
rows during a time period of 64ms(frerw at a Rowhammer threshold of 10K is ap-
proximately 272. To prevent further activation of hot rows, one can allocate row
buffers for each hot row identified during a refresh window. In this scenario, if there
are 272 hot rows during one refresh window, a total of 272 row buffers can be allo-
cated—one for each hot row. This approach ensures that the hot rows remain readily
accessible without the need for frequent row activation, thus improving memory ac-
cess performance.

While allocating row buffers for hot rows proves beneficial in terms of reducing
further activations, it incurs a significant area overhead within the memory system.
The additional row buffers required to accommodate the hot rows increase the over-
all footprint of the memory, impacting both chip size and manufacturing costs. This
area overhead can be a limiting factor, especially in applications with stringent area
constraints or cost-sensitive designs.

The trade-off between managing hot row activation and achieving area efficiency
must be carefully considered. Allocating row buffers for all hot rows can indeed
prevent further activation, resulting in improved memory access performance. We
must find a balance between the number of row buffers allocated and the resulting
area overhead.

A strategy that dedicates a specific memory area, called safe area, that comprises
row buffers and standard memory cells with shorter bit-line can be employed; it is
possible to achieve better performance, reduce the risk of rowhammer vulnerabili-

ties, and strike a balance between the two factors.
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5.4.1 Deactivation Methods

Once a memory row becomes hot, it is moved from the main memory area to one of
the DEACT buffers located in a safe area. This relocation not only prevent bit flips
but also improves the speed of accessing data from that specific row. Subsequent
memory requests to the same row are served directly from the row buffer, which
significantly reduces the latency associated with accessing the main memory:.

However, if a different row becomes hot and all DEACT buffers are already oc-
cupied, a replacement policy needs to be applied to make space for the new highly
activated row. In this case, the least recently used (LRU) policy is employed. The
LRU policy selects the row buffer that has been least recently accessed and evicts it,
replacing it with the new row.

The evicted row, which was previously stored in the DEACT buffer, remains in
the memory cells located at the safe area. During this period, the counter table is
updated to hold the index of the evicted row in the safe area. This step ensures that
the computer’s memory management system keeps track of the location of each row,

allowing for efficient memory operations.

5.4.2 Correctness of the Counter

In order to prove the correctness of the counter, we must prove the correctness of the
counting algorithm. The implements algorithm, Misra-Gries [87], claims to identify
all rows with at least n/k activations using k counters. DEACT utilizes a tabular data
stricture which is updated on every activation instance of row (R;). The algorithm
always increments the count value if R; already exists in the counter. Otherwise, the
algorithm may perform either of the following depending on whether the counter is
full or not. If there is an empty slot (counter is not full) R; is added to the table with
a count value of 1. When the counter is full, however, R; is ignored and the count
value of each row in the table is decremented; any row whose count value is equal
to 0 is removed from the counter.

For a given stream of rows Srows of length 7, let Rrrgg be the actual number of
activations of row R and let RcounTeD be the recorded activation count. As per the
algorithm, the activation count of row R could be incremented i times; it could also

be discarded (deleted) x times. Hence, RcounTep is equivalent to Rprpg — 1 —x. A
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counter, that utilizes k counters, cannot perform more than n/k decrements/dele-
tions; that is i + x < n/k. Therefore, Rrrpg — 1/k < Rcountep < Rrreg-

Thus, the proof establishes, the estimated count Rcountep falls within the range
of Rrreg - 11/ k to Rpreg; we can conclude that the Misra-Gries algorithm provides an
approximate lower bound on the frequencies of row activations; that is the counter

guarantees to detect that all rows that are activated at least n/k times..

5.4.3 Implementation of DEACT

DEACT’s implementation involves incorporating a row activation counter at the
register clock driver (RCD). By monitoring row activations independently of any
DRAM operation, DEACT provides valuable insights into the frequency and utiliza-
tion of individual rows.

To facilitate efficient memory access and command issuing, DEACT’s system en-
sures that the memory controller is aware of the row activation status and buffer up-
dates. Whenever a row is added to or evicted from the buffer, the memory controller
receives notifications. This information enables the memory controller to issue the
appropriate DRAM command (PRE, ACT, or RD/WR) when targeting a specific row.
To convey the row’s activity status to the memory controller, DEACT introduces a
new DRAM command known as Buffered Row (BFR). The BFR command informs
the memory controller whether a row is active (buffered) or not, allowing for more

accurate and optimized memory operations.

5.5 Methodology

We show security analysis to evaluate DEACT, providing an analytical perspective
on its security alongside the DRAM traffic analysis obtained through simulation.
We employed DDRSHARP [114], a cycle-accurate DRAM simulator, to evaluate DE-
ACT using CPU traces [115]. We compared DEACT with DDR4-2133R [15]. To con-
duct this evaluation, we utilized traces from two benchmark suites: CPU2006, intro-
duced by Henning et al. in 2006 [116], which includes workloads such as 403.gcc,
447 dealll, 464.h264ref, and 481.wrf, and TPC (Transaction Processing Performance
Council) benchmarks [117], which includes workloads such as tpché, tpch2, tpch17,
and tpcco4.
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To ensure consistency and reliability in our evaluation, each workload was sim-
ulated for 1 billion cycles using DDRSHARP. This allowed us to obtain accurate and
comprehensive insights into the performance of DEACT in comparison to DDR4-
2133R. By simulating workloads for an extended period, we could analyze the be-
havior of DEACT and DDR4-2133R under sustained and prolonged execution sce-
narios.

For the evaluation, we utilized the basic configuration settings of DEACT as
shown in table 5.2. The use of a cycle-accurate DRAM simulator, along with the
selected benchmark suites and extended simulation duration, allowed us to obtain

valuable insights into DEACT’s efficacy.

TABLE 5.2: Configuration of DEACT

Component | Parameter Value
Cores 1
Clock rate 3200MHz
CPU Size of Reorder buffer 128
ROB Fetch/Retire Width 3
Miss Status Handling Registers 32
Size of Queue 64
Scheduling Policy FR-FCFS
Memory Refresh Policy Rank
Controller | Page Policy Open
Number of Channels 1
Number of Ranks 1
DRAM Number of Bank groups 4
Number of Banks 16
Row Buffers Per Bank 8
Activation Threshold 2
DEACT Reset Interval 32ms
Size of Activation Counter 64
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Chapter 6

Evaluation of DEACT

In this chapter, we perform analytical security analysis of DEACT as well as its im-

pact on DRAM access latency.

6.1 Security Analysis

When a memory row reaches the adjusted activation threshold, it is transferred from
the main memory area to one of the DEACT bulffers located in a secure zone. How-
ever, if another row becomes frequently accessed and all DEACT buffers are occu-
pied, the Least Recently Used (LRU) replacement policy is applied. The evicted row
is then relocated to one of the standard rows within the secure zone. In this sec-
tion, we examine potential vulnerabilities and risks associated with both the main

memory and the secure areas.

6.1.1 Worst-Case Scenario in Main Memory

The activation threshold is adjusted to account for the effects of double-sided ham-
mering and the possibility of undetected but significant activations during the pre-
vious detection window. Consequently, the threshold is set to one-fourth of the
Rowhammer threshold, as described in the previous chapter.

During a refresh window, the number of standard rows (Ng) required in the
safety sub-array is calculated using Equation 6.1. This equation ensures that all ac-
tivations reaching the threshold have a free slot in the safety sub-array. Therefore,
as long as every frequently accessed row is moved to the safety sub-array, the main

memory remains protected from Rowhammer attacks.

Nacrs
Np = —— 6.1
Sl — (6.1)
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where: Aty = Adjusted activation threshold
Nycrts = Total number of activations that can be performed during one refresh window

Nr = Number of standard rows in the safety sub-array

6.1.2 Worst-Case Scenario in the Safety Sub-array

Assume a scenario where all activations target a single row in the safety sub-array.
Due to the LRU policy, activations are evenly distributed among all rows. Further-
more, double-sided hammering effects are not feasible in this scenario. Therefore,
the activation threshold equals the Rowhammer threshold (Rtx).

The safety area comprises Ny standard rows and Ngp buffers. Each row would

receive NNQ%S activations, which is significantly less than the activation threshold
R RB

(Atg), let alone the Rowhammer threshold (Rty). This ensures that even under

maximum stress conditions, the safety sub-array remains safeguarded against po-

tential Rowhammer attacks.

6.2 Evaluation of Memory Access Latency of DEACT

DEACT is primarily developed to counter the vulnerabilities associated with Rowham-
mer attacks. However, in addition to its security benefits, it also enhances the overall
performance of DRAM. Experimental results of a simulation conducted over a simu-
lated time of one billion cycles, have shown significant increase in hit rates resulting
in improved performance compared to standard DRAM.

DEACT performs a higher number of reads and writes compared to traditional
DRAM. This increased data transfer contributes to a higher DRAM traffic, enabling
the system to handle more memory requests efficiently. In standard DRAM, memory
requests often encounter row conflicts, necessitating row activation to resolve the
issue. However, DEACT buffers serve memory requests without the need for row
activation leading to a substantial improvement in DRAM traffic.

Table 6.1 provides insights into the performance enhancements achieved by DE-
ACT in various benchmark workloads such as CPU2006 [116] and TPC [117]. The hit
rate and DRAM traffic metrics exhibit notable improvements across the board. For
instance, the TPCH17 workload demonstrates a significant increase of more than

10% in DRAM traffic for both read and write requests.
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TABLE 6.1: Increase in hit rate and DRAM traffic

Hit Rate DRAM traffic
Input Read | Write Read Write
403.gcc 87% | 1750% | 1.45% | 1.66%

447 dealll 32% | 240% | 0.47% | 0.84%
464.h264ref | 70% 74% 7.46% | 7.40%

481.wrf 60% | 219% | 0.05% | 0.05%
tpcho6 33% 66% 3.44% | 3.42%
tpch2 20% | 39% | 10.16% | 10.21%
tpch17 21% | 49% | 10.90% | 10.73%
tpcco4 9% 79% 4.85% | 5.11%

Average 42% | 314% | 4.85% | 4.93%

While the 403.gcc workload has seen higher increase in row buffer hit rate, it is
essential to consider the overall impact on hit rates across all workloads. When we
analyze the data, we find that the average increase in hit rate for both reads and
writes is substantial. For reads, the average hit rate has experienced a commendable
increase of 41.16%. In the case of writes, the average hit rate has witnessed an even
more remarkable surge. With an average increase of 314.35%, the write hit rate has
more than tripled compared to its initial value.

While the specific workload 403.gcc has experienced an extraordinary increase in
its write hit rate) (1750%), it is important to recognize that this improvement is not
isolated. The overall trend indicates substantial progress in hit rates for both reads
and writes across all workloads underscoring the benefits of DEACT.

DEACT enables a significant reduction in average DRAM access latency for both
read and write requests. This improvement can be observed in Table 6.2, which
showcases the average memory access latency as well as the average latency of each
request in the queue. The significance of DEACT in reducing latencies is particularly
evident when analyzing the statistics for the 464.h264ref workload.

Specifically, the average write latency for the 464.h264ref workload has experi-
enced a noteworthy decrease of 79.8%. This means that the time it takes for a write
request to be completed has been significantly reduced, resulting in faster data stor-
age operations. Additionally, the average write queue latency for the same workload
has witnessed a substantial decrease of 83.4%. This indicates that the time a write re-
quest spends in the queue before being processed has been significantly shortened,
leading to improved overall system performance.

Moreover, when considering all workloads, the average decrement in read or
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TABLE 6.2: Latency reduction

Read Write
Input Read | Queue | Write | Queue
03.gcc 32.2% | 50.1% | 35.9% | 42.9%

447 dealll 22.8% | 44.1% | 43.3% | 51.4%
464.h264ref | 22.5% | 40.9% | 79.8% | 83.4%

481.wrf 30.7% | 55.5% | 55.0% | 63.9%
tpch6 14.3% | 17.5% | 18.8% | 19.0%
tpch2 9.8% | 11.9% | 15.5% | 15.7%
tpch17 11.9% | 14.5% | 17.4% | 17.5%
tpcco4 74% | 10.9% | 22.1% | 22.5%

Average 18.9% | 30.7% | 36.0% | 39.5%

write latency has been noteworthy as well. On average, the read latency has de-
creased by 18.9%, while the write latency has shown an even more substantial im-
provement, with a reduction of 36%.

Furthermore, the queuing latency for both read and write queues has also ex-
perienced significant enhancements. The average read queue latency has decreased
by 30.7%, meaning that the time read requests spend in the queue before being pro-
cessed has been noticeably shortened. Similarly, the average write queue latency has
undergone a substantial reduction of 39.5%, resulting in faster processing of write
requests.

Overall, these statistics clearly demonstrate that average latency for both read
and write requests has significantly decreased. The improvements in memory access
and queuing latencies signify the efficiency and responsiveness of DEACT which
enables enhanced performance and faster data operations in various workloads.

DEACT demonstrated remarkable efficiency compared to standard dynamic ran-
dom access memory (DRAM). Notably, DEACT exhibited significantly lower row
activation energy for each workload while outperforming standard DRAM in terms
of read and write operations. These findings are supported by Table 6.3, which re-
veals an average reduction of 50% in row activation energy.

Row activation energy represents the energy required to activate a row of mem-
ory cells and make them accessible for read or write operations. Lower row acti-
vation energy translates to reduced power consumption and improved overall ef-

ficiency. The reduction of activation energy can be attributed to the DEACT row

buffers.
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TABLE 6.3: Decrease in Activation Energy Reduction

Input Activation Energy
403.gcc 52.6%
447 .dealll 48.9%
464.h264ref 58.0%
481.wrf 54.5%
tpch6 47.1%
tpch2 41.8%
tpch17 47.2%
tpcco4 18.2%
Average 50.0%

6.3 Storage Efficiency Evaluation

The number of bits required per rank to implement the counter can be calculated
using the formula: log, Nyanks + loga N,ows. Consider a DRAM configuration of x8,
as mentioned in Table 5.1. The configuration specifies a rank with 16 banks and 64k
rows per bank. To determine the total number of bits required per entry, we use the
same formula: log, 16 + log, 64k, which equals 20 bits.

In addition to the counter table, we also need to consider the reset interval. In
this case, the reset interval is set to half of the refresh interval, which is 32ms. We are
still considering the x8 DRAM configuration.

Moving on, the number of LRU (Least Recently Used) bits depends on the num-
ber of row-buffers per bank. If there are eight row-buffers per bank, it would require
3 bits per bank to represent the LRU information. To calculate the total number of
LRU bits for a DDR4 rank with 16 banks, we use the formula: log, (8 x 16), which
equals 7. Additionally, we need 1 extra bit to indicate whether a row is buffered or
has been moved to a safe area.

For the purpose of assessment, we established the Row-hammer threshold at
32K, which aligns with the threshold utilized by most existing techniques aimed at
mitigating this issue [86, 83, 84, 88]. By employing equation 5.3, we can compute
the maximum number of activations per rank that can occur within a 1/2 of refresh
period, amounting to 5,906,784.

When we substitute the value of x as 2 into equation 5.7, we obtain Aty = 5.33k.
In order to represent values up to 5.33k, we require 13 bits, resulting in a total of 34
bits needed per individual entry. Using equations 5.7 and 5.5, we ascertain that the

table size should encompass 1108 entries.
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Considering that each entry demands 34 bits, the cumulative size required per
rank sums up to (37656 bits + 7 LRU bits + 1 flag bit), which translates to 4.71 kB.

In general, DEACT demonstrates a significant efficiency in terms of storage re-
quirements for a 32k activation threshold. It only necessitates 4.71 kB of storage,
which is significantly lower when compared to other counter-based mitigation tech-
niques. A comprehensive comparison between DEACT and other existing approaches
is presented in Table 6.4. Notably, when compared to BlockHammer [88], DEACT
manages to reduce the storage requirements by an impressive factor of 11.64 while

maintaining the same activation threshold.

6.4 Area Overhead

Recent studies [8] have revealed that the minimum activation level required to cause
bit flips on DDR4 devices is 10k, which is significantly lower than the previously
assumed value of 32k. By utilizing equations 5.3, 5.5, and 5.7 respectively, it the size
of the counter table requires to 113,417 bits, which is equivalent to 14.18 kB.

We followed a scripting and approximation methodology to estimate the up-
per bound of the area and energy overhead. The script analyzes the RTL code of
the counter design and counts the number of gates required for each component.
We calculated the area and energy overhead of the counter using data provided by
Cui et al. [118] for 7nm FinFET technology. The total area overhead at the RCD,
which includes the counter table, decoders, LRU units, counters, and comparators,
is 0.409, mm?.

We also provide an estimate of the overhead at each DRAM bank. A typical
bank in a bank-based DRAM architecture consists of 32 sub-arrays, where each sub-
array contains 32 MATs (Memory Access Tiles). Each MAT is composed of 512x512
memory cells and one local row-buffer [119]. Therefore, the total number of memory

cells per bank can be calculated as follows:

512 x 512 x 32 x 32 = 268,435,456

Similarly, the total number of sense amplifiers per row-buffer can be calculated

as:

512 x 32
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TABLE 6.4: Comparison of space overhead per memory rank

Overhead
(kB) Ratio
DEACT 457 -
Graphene. [86] 7.62 1.67
BlockHammer. [88] 53.21 11.64
TWiCe. [85] 37.12 8.12
CBT. [83, 84] 24.50 5.36

Hence, the total number of sense amplifiers per bank is equivalent to:

512 x 32 x 32 = 524,288

In this particular case, each bank in the DEACT implements 256 memory rows
and 8 row buffers. This implies that each row buffer has 512 x 32 (131,072) sense
amplifiers. Since a row contains 512 x 32 memory cells, the total number of memory

cells implemented is:

256 x 512 x 32 = 4,194,304

It is worth noting that a sense amplifier is 100 times larger than a memory cell
[120]. Equation 6.2 computes the estimated area overhead per DRAM bank, which
is approximately 5.39%.

(100 x DEACTss + DEACT )

Overhead = DRAMpc + 100 x DRAMgy

(6.2)

where: DEACTss = number of sense amplifiers implemented by DEACT
DEACTuyc = number of memory cells implemented by DEACT
DRAMpc = number of memory cells within a DRAM bank
DRAMs, = total number of sense amplifiers within a DRAM bank

Data movement within a bank is performed by implementing LISA (Low-cost
Intelligent Sense Amplifier) [120], incurring only 0.8% DRAM area overhead. There-
fore, the total area consumed by DEACT is 6.2% of the DRAM area and an additional
area of 0.409mm? at the RCD.
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6.5 Energy Overhead

According to data of power density of 7nm finFET technology provided by Cui et
al. [118], the static energy during a 64ms refresh interval is determined to be 15.7p].
DRAM typically consumes 1.18m] [33] for such refresh operations. When consider-
ing the static energy overhead of the counter, this value represents a negligible of the
refresh energy consumed by DRAM.

In addition to the static energy overhead, there is an additional energy cost in-
curred when searching and updating the counter table within the counter table. This
dynamic energy is approximately 26.2p]. DRAM spends 13.89n] [33] for ACT (Ac-
tivate) and PRE (Precharge) operations. It is evident that the 26.2p] required for

searching and updating the counter table is negligible.

6.6 Sensitivity Study

In this study, we conduct a sensitivity analysis to explore the impact of various pa-
rameters on the performance of the DEACT. DEACT employs a mechanism where
activated rows are tracked, and highly activated rows, referred to as "hot-rows," are
moved to a row buffer. The determination of hot-rows is based on a configurable
threshold defined by the maximum activation permitted configuration parameter.
Additionally we utilized other parameters number of DEACT buffers, the size of the
counter and the rest interval for the study. These parameters are briefly described in
table 6.5.

The sensitivity analysis aimed to investigate how changes in each parameter af-
fect the overall performance of the DEACT. For each parameter value described in
table 6.5, we observe the resulting performance metrics. This section discusses the

insights we gained into the optimal values for the DEACT parameters.

6.6.1 Activation Threshold

In our analysis, we have thoroughly examined the impact of the row activation
threshold on the performance of the 403.gcc workload in the CPU2006 benchmark.
Our findings, as depicted in Figure 6.1, clearly illustrate that a lower row activation

threshold leads to a significantly improved hit rate.
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TABLE 6.5: Parameters used in the sensitivity study of DEACT per-
formance.

Parameter Case Values
Activation Threshold:
Maximum number of activation a row should experience | 2,4,16,128
before it is declared hot and is moved to a row buffer
Number of Row-Buffers:

Maximum number of extra row buffers per bank dedicated 2,4,8,16
for keeping hot rows
Size of Activation Counter:
Number entries of counter table 16, 32, 64, 128
Reset Interval:
The time period that DEACT waits before resetting con- | 8, 16,32, 64
tents of the counter

It is important to note that the impact of the row activation threshold may vary
across different workloads. Each workload possesses unique memory access pat-
terns, and the optimal row activation threshold for one workload may not necessar-
ily yield the same benefits for another.

0.9

0.8

0.7

0 16 32 48 64 80 96 112 128
Activation Threshold

--Hit Rate (READ) Hit Rate (WRITE)

FIGURE 6.1: Sensitivity analysis of the activation threshold on perfor-
mance of the 403.gcc workload.

6.6.2 Size of Activation Counter

When determining the size of the activation counter, it is important to strike a bal-

ance between tracking as many row activations as possible and efficiently utilizing
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memory space. If the activation counter size is too small, it can lead to the over-
writing of records by new entries. This means that when the counter reaches its
maximum capacity, any subsequent activations will replace the existing records, re-
sulting in a loss of valuable data.

On the other hand, having an excessively large activation counter table can result
in unused spaces. If the size of the counter is much larger than necessary, it would
lead to the allocation of memory that goes unused. This can be inefficient and waste-
ful, as it consumes resources without providing any tangible benefits. It can also af-
fect the overall system performance by causing unnecessary memory overhead and
potentially impacting other processes or components.

Fig. 6.2 provides an illustration of the impact of varying the entry size of the
counter table on performance, specifically considering the 403.gcc workload. As
depicted in the figure, different counter sizes were evaluated, and their effects on
performance were measured. Fig. 6.2 shows that a counter size of 64 entries provides

the optimal value for the 403.gcc workload.

0.9

0.8

0.2

0.1

0 16 32 48 64 80 96 112 128 144
Entry Size (Counter Table)

--Hit Rate (READ) -e-Hit Rate (WRITE)

FIGURE 6.2: Sensitivity analysis of the size of counter-table on per-
formance of the 403.gcc workload
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6.6.3 Reset Interval

In our study, we investigated the impact of varying the reset interval on the per-
formance and results of the experiment. The reset interval refers to the fixed time
period at which the counter table, used in the experiment, is cleared.

Fig 6.3 presents the findings of our study, indicating that the effect of altering the
reset interval on the experiment’s outcomes is negligible. Surprisingly, regardless of
the reset interval, frequently activated rows are consistently detected.

One possible explanation for this phenomenon is that frequently activated rows
are easily identified, regardless of the reset interval employed. In other words, the
reset interval does not significantly affect the detection of these rows. Consequently,
the observed outcomes of the study remain relatively stable, irrespective of the reset
interval setting.

Nevertheless, reducing the reset interval has its advantages in terms of storage
efficiency. By decreasing the validation (reset) interval by a factor of x, we can
achieve improved storage efficiency in the counter table. This reduction leads to
a proportional decrease in the number of entries or space requirement of the counter
table.

Specifically, when the reset interval is decreased by a factor of x, the number of
entries in the counter table is reduced by a factor of 2x/(x + 1). This reduction can
have practical benefits, as it minimizes the storage resources needed for maintaining

the counter table while still ensuring accurate detection of frequently activated rows.

6.6.4 Number of DEACT Buffers

The hit rate of a row buffer refers to the percentage of memory requests that can be
satisfied by accessing data directly from the row buffer, without the need to access
the slower main memory. A higher hit rate indicates that a greater proportion of
memory requests can be served using the row buffer, resulting in improved system
performance.

The relationship between the number of row buffers and the hit rate has been an-
alyzed to understand the impact of increasing the number of row buffers on system
performance. To investigate this, a study was conducted with varying numbers of

DEACT bulffers, specifically two, four, eight, and sixteen.
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FIGURE 6.3: Sensitivity analysis of the rest interval on performance
of the 403.gcc workload.

The study’s findings, as depicted in Figure 6.4, confirmed that the hit rate in-
creases as the number of row buffers increases. This means that having more row
buffers improves the system’s ability to satisfy memory requests from the row bulffer,
thereby reducing the number of accesses to the main memory.

Additionally, increasing the number of row buffers also helps in mitigating the
negative effects of conflicts. Conflicts occur when multiple memory accesses com-
pete for the same row bulffer, leading to frequent row buffer evictions. By introduc-
ing DEACT bulffers, the chances of conflicts decrease, allowing for a higher hit rate

and improved overall system performance.
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FIGURE 6.4: Sensitivity analysis of the number of row buffers on per-
formance of the 403.gcc workload.
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Chapter 7

Conclusions

Rowhammer stands as one of the significant threats to computer security, potentially
allowing unauthorized access and compromising sensitive data. Existing counter-
based mitigations aim to detect excessive row activations and address the vulnera-
bilities posed by Row-hammer by employing techniques such as activating victim
rows or throttling DRAM operations. However, these solutions come with consider-
able performance and energy overhead.

To address these security vulnerabilities related to Row-hammer, we propose
DEACT. In contrast to existing mitigations, DEACT does not introduce extra re-
freshes or throttle DRAM operations. Instead, it employs dedicated row buffers to
buffer hot rows, effectively eliminating Row-hammer.

DEACT employs a counter-based mitigation strategy that monitors row activa-
tions at the Register Clock Driver (RCD). We assessed the impact of utilizing either
the FAW (four activate window ) or RC (row cycle) timing parameters for deter-
mining the counter size, and consequently, estimating the resulting area overhead.
Notably, the FAW-based estimation approach demonstrates a reduction in storage
overhead by a factor of 1.67 in comparison to the RC-based estimation method.

Not only does DEACT eliminate Row-hammer vulnerabilities, but it also outper-
forms standard DRAM. Through extensive testing using TPC and CPU-2006 bench-
marks, DEACT has shown remarkable improvement in row-buffer hit rate. On av-
erage, it boosts the hit rate by 41.16% for reads and 314.35% for writes across all
workloads. Moreover, the memory access latency has decreased by over 18% for
reads and 36% for writes. The queuing latency has also seen significant reductions,

with a decrease of 30.7% for memory reads and 39.5% for memory writes.
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Moreover, we introduce DDRSHARP; a cycle accurate DRAM Simulator. DDR-
SHARP, written in C#, surpassing the performance of Ramulator [20] and DRAM-
sim3 [22], both implemented in C++ and C, respectively. By applying a series of in-
genious optimizations such as stack allocation, minimizing the number of branches,
caching, and avoiding redundant inner loops, DDRSHARP outperforms its counter-
parts by a significant margin.

The cumulative effect of these optimizations is significant. On average, DDR-
SHARP outperforms DRAMsim3 [22]., written in C++, by a staggering factor of 1.95.
Its efficient use of resources, smart branching reduction, effective caching, and elimi-
nation of redundant inner loops enable DDRSHARP to execute tasks in half the time
it takes DRAMsim3. Moreover, when compared to Ramulator [20], implemented in
C++, DDRSHARP showcases an even more impressive performance advantage. By
leveraging its optimizations, DDRSHARP achieves a 2.86 threefold speed increase
over Ramulator [20].

In conclusion, despite being written in C#, DDRSHARP outshines both Ramu-
lator [20] and DRAMSsim3 [22]. Through its clever application of optimization tech-
niques.

Thanks to the object-oriented programming (OOP) design methodology, DDR-
SHARP effectively organizes code into reusable and modular components, enhanc-
ing both its readability and maintainability. The OOP design methodology allows
for easy extension and modification of DDRASHARP’s functionality, making it adapt-
able to evolving requirements and promoting efficient software development prac-
tices. We believe, DRSHARP’s extensibility would aid DRAM researchers in achiev-
ing their objectives. It minimizes the time and effort of a researcher who wants to

reuse/modify existing code.

7.1 Future Work

Although DDRSHARP makes considerable improvements to the C# code by im-
plementing optimization techniques, we believe a better performance can still be
achieved. In future works, implementing DDRSHARP in Rust could further yield
a better performance as systems programming languages offer better performance

when compared to high-level programming languages, such as Python, C# or Java.
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On top of that Rust is a language renowned for its emphasis on performance,
memory safety, and concurrency. Rust’s emphasis on zero-cost abstractions and low-
level control allows us to squeeze out additional performance gains, resulting in

code that executes faster and more efficiently than ever before.
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