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ABSTRACT  

Framework for Software Requirements Engineering Ethics 

 

Seblewongel Esseynew 

Software Engineering  

Addis Ababa University, 2025 

Ethics has an extensive array of uses throughout many fields of study and in diverse 

circumstances. Ethics significantly impacts decisions made in requirements 

engineering. Requirements engineering is a fundamental process in software 

development projects. At the same time, it is a difficult phase and exposes to many 

ethical problems. In software engineering, many well-known codes of ethics address a 

wide range of issues that are significant for software engineers with different 

perspectives. However, it is found to be challenging to follow and implement them in 

the day-to-day work of software engineers.  

This research aimed to study ethical issues raised in requirements engineering 

processes. In this research, we investigated requirements engineering ethical concerns. 

Data were collected from seven case software companies using interviews and focus 

group discussions.  

Themantic qualitative analysis is employed to analyse the collected data. The analysis 

result revealed that companies lack industry practices, use of professional code of 

conduct standards, methods, or any other ethical guidelines to be followed during 

requirements engineering. Based on the analysis, one hundred seventy six codes, 

thirty four categories and five themes emerged. The five main themes include 

importance, practice, fundamental ethical concerns, management-related problems, 

and methods.   

In this research, we proposed a framework with five basic components for software 

requirements engineering ethics to address critical ethical concerns which were 
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screened and identified during the analysis per their imprance to achieve the research 

questions.  These components are Ethics for Knowledge Gap, Ethics for 

Requirements Identification, Ethics for Requirements Quality, Ethics for 

Unwillingness, and Ethics for doing Unpermitted Activities. Each of them gives 

specific pieces of advice that can be solutions to address the identified requirements 

engineering ethical concerns. 

The validity and reliability of the proposed framework were evaluated using an expert 

evaluation involving five-point Likert scale questionnaires and focus group 

discussions. Additionally, open-ended questionnaires are used. The experts are 

purposively selected from the software industries.   

The evaluation results indicate that the suggested framework is beneficial to use it as a 

daily guideline. It can be used as an advising guide for software engineers to 

minimize the occurrence of those identified ethical concerns during requirements 

engineering.   

Keywords: Concerns, Categories, Components, Ethics, Evaluation, Framework, 

Requirements Engineering, Validity 
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Chapter One – Introduction 

1.1 Background  

In this rapidly growing and competitive world, software has become the prevailing 

deriver for growth, innovation, and prosperity [1, 2, 3, 4]. As Atkinson [1] explained, 

software is essential in creating high-paying jobs, covers a significant share of the 

Gross Domestic Product (GDP), and compels productivity and GDP growth. It also 

derives innovation, provides different opportunities, and is a key tool to take over 

competitive advantages. On the other hand, software has turned out to be a decisive 

economic resource [5]. Every activity of organizations, businesses, and individuals 

directly and/ or indirectly depends on software. Moreover, most of our day-to-day 

activities are dependent on software applications. For instance, in our occupation, 

business transactions, educational systems, healthcare systems, entertainment, and 

others can be negatively or positively affected by software systems [6]. 

In earlier times software had received minimal focus [7]. Organizations used to give 

less attention to software as it was not an integral part of organizational systems. 

Now, however, it is not only an integral part but also a critical part of many systems. 

As technologies have become more advanced, developing software systems is 

becoming a more challenging task since it involves technical and non-technical 

aspects, including ethical issues [3, 6, 8].  

A software engineer is someone who takes accountability for both the ethical 

concerns surrounding software objects and their profession [9]. The software engineer 

must have enough knowledge, experience, and skills in his or her profession since he 

or she holds the key, software package [10]. On the other hand, customers are reliant 

on software artifacts, and they cannot recognize details of abstractions behind 

software or its artifacts. Because of the interaction between these two technical and 

non-technical aspects, it is important to maintain ethical considerations and balance 

them to regulate the software system and ensure that it is free from harm. Developing 

software systems unethically leads to many negative effects. Some of these include 

personal harm, financial crises, loss of life because of unusable and unfeasible 
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software artifacts, and loss of faith in companies that possess them [11, 12, 13]. 

Eventually, this could result in severe lawful consequences that influence people‘s 

lives, organizations, and the overall society [6]. 

The success of software projects is significantly impacted by ethical concerns that will 

occur in the processes of requirements engineering (RE) [14]. In software 

development projects, RE is the fundamental phase of systems development through 

which requirements of a software project are identified and decided. It involves 

identifying the needs of stakeholders, understanding contexts, depicting requirements 

clearly and logically, and requirements negotiation, validation, documentation, and 

management. It is the hardest phase [15, 16, 17] meanwhile, it determines rigorously 

what to build and determines detailed requirements specifications and validations, 

including functional and non-functional requirements details [18]. It determines 

whether a software project succeeds or fails. In RE, ethical concerns might result in 

serious issues that eventually lead to project failure.  

Starting from early times to these days, software project failure has become a well-

known problem [19]. Software project failures have been widely studied by different 

researchers [20, 21, 22, 23]. These researches disclosed the existence of chief 

problems that lead to the failure of software development projects [24]. A few of the 

reports regarding this are presented below.   

Research done by McKinsey and Company together with Oxford University upon 

5,400 Information Technology (IT) projects indicated that above 44.8% of software 

projects have delivered less output than expected [25]. Mainly, this research 

demonstrated that developing IT projects pays little attention to stakeholders‘ needs 

and expectations.   

A survey conducted on 600 individuals involved in software project development 

during 2010 - 2011 [26] revealed that, even at the initial stages of their software 

projects, many businesses anticipated potential failures. According to this study, the 

major causes of software project failures include unclear enterprise objectives and 

requirements, disagreements with stakeholders, and excessive rework. As stated in the 
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study, 75% of project participants presented shortages in terms of self-assurance of 

the success of their projects.   

The other study, which was investigated by International Business Machines (IBM) 

using about 1,500 managers concerning project failure rate [27], found that the largest 

obstacle to project success was found to be the people factor, which includes changing 

attitudes and mindsets, which account for 41.73%, corporate culture (35.25%), and a 

shortage of senior management support (23.02 %). The study's conclusions draw 

attention to the crucial relationship that exists between corporate culture, human 

factors, and senior management's support when it comes to ethical issues in RE, 

particularly when those issues arise in software projects. It suggests that ―ignoring the 

needs of stakeholders and changing views might give rise to ethical issues, which may 

then result in software that falls short of ethical standards and/or user expectations‖. It 

also demonstrates how corporate cultures, that prioritize schedule or speed over detail, 

may ignore ethical considerations in a rush to complete a project. In addition, it 

underlines how these issues are made worse by senior management's lack of support, 

which makes it more difficult to make ethical decisions and allocate resources that are 

required for meaningful stakeholders‘ involvement.  

Gulla [28] investigated that failure to address issues, including stakeholder conflicts, 

poor user input, and insufficient communication, encompassing occasional open 

communication and deprived communication with sponsors and business users, are 

some of the major identified reasons for software project failure. This investigation 

showed ―certain principal causes that subsidize software project failure, and these 

factors can often be worsened by ethical problems in RE, such as conflict of interest, 

disregard for user input, and insufficient communication‖.   

The Standish Group studied 50,000 projects (from 2011 to 2015) all over the world 

about software project success and failure. The research outcome showed that further 

work should be done to obtain flourishing results from software projects. Table 1.1 

shows the results obtained from the investigation [29].  
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Table 1.1 Software Project Failure Rate  [29] 

 2011 2012 2013 2014 2015 

Successful 29% 27% 31% 28% 29% 

Challenged  49% 56% 50% 55% 52% 

Failed 22% 17% 19% 17% 19% 

 

In addition to the above data depicted in Table 1.1, the 2015 Standish Group Chaos 

Report indicates that 44% of software projects failed due to insufficient requirements 

[29]. In the same way, the Standish Group's Chaos Report 2021 shows that 83.9% of 

IT projects fail due to many reasons. As stated in the report, among them, the first top 

factor that leads to software project failure is incomplete requirements [30]. Besides, 

according to their report, the first top indicators of challenged IT projects are 

inadequate specification, deficiency in customer feedback, and insufficient 

requirements. These problems not only hinder software project success but also raise 

ethical concerns. Incomplete requirements can lead to misunderstandings and the 

delivery of products that fail to meet stakeholder needs, significantly harming users 

and wasting resources. Similarly, lacking user input undermines the ethical necessity 

to prioritize user well-being and satisfaction. Furthermore, ambiguous requirements 

and specifications are obstacles to transparency and accountability and threaten 

project integrity. In the same way, a recent study showed that the leading problems of 

software projects come from RE problems that have deep ethical implications for the 

success of software projects [31]. 

From early times to these days, RE has been discovered as one of the most significant 

phases for developing flourishing software products [15]. The ethical issues of RE 

contribute to software project failure. So, they should be carefully analyzed to get an 

understanding of their impacts, leading to successful software development practices 

[32]. Software artifacts developed by software engineers affect the existence and 

livelihoods of clients, other stakeholders, and society as well. Thus, they should give 
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attention to the requirements engineering processes [10, 32]. For this purpose, 

software engineers' practical skills and ethical responsibility should be synergized to 

have usable and valuable software products and services [10].  

While different scholars have varied perspectives on ethics, many of the definitions 

match with the Institute of Electrical and Electronics Engineers Computer Society and 

Association for Computing Machinery Joint Task Force on Software Engineering 

Code of Ethics and Professional Practice (IEEE-CS/ACM JTFSECEPP). To see some 

of them, Immanuel Kant prioritizes obligation and human value ethics, focusing on 

duty and inherent human value [33]. 

Stuart [34] linked ethics to maximizing happiness and minimizing pain. Aristotle [35] 

viewed ethics as a balance between excess and deficiency, but Stuart associated ethics 

with maximizing enjoyment and minimizing misery. Donald Gotterban [36] 

underscored how crucial it is for software engineers to behave in the public interest 

and take societal effects into account. According to Michael Davis [37], ethics is the 

study of moral principles and how they relate to making decisions. Baase [38] 

highlighted issues like security and privacy in computing, and she defined ethics as 

the rules that govern human behaviour.   

IEEE-CS/ACM Joint Task Force defines ethics as upholding principles prioritizing 

public and client interests, professional integrity, and lifelong learning first. 

Collectively, these place a strong emphasis on accountability, transparency, and the 

larger societal effects of decision-making [9, 39]. According to IEEE-CS/ACM 

JTFSECEPP, principles refer to the basic ethical guidelines that professionals should 

follow to ensure integrity, responsibility, and professionalism in software engineering. 

The IEEE-CS/ACM JTFSECEPP ethical principles are formulated based on guiding 

values such as autonomy, beneficence, justice, integrity, etc. They serve as the 

foundation for ethical decision-making and the professional conduct of software 

engineers [9].  
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For the purpose of this research, ethics is described as adhering to the proposed RE 

ethical framework for ethical decision-making during RE processes, guaranteeing 

client needs, confidentiality, and public safety, all the while upholding stakeholder 

trust and ongoing professional development. 

1.2 Motivation 

In this digital society, the pervasive influence of software in various aspects of our 

lives is unquestionable. Software has become the basis of our existence, from critical 

systems that manage financial transactions to applications that facilitate social 

interactions. As the dependence on software continues to grow, the ethical 

implications associated with its development, starting from the initial stage at RE, 

become increasingly significant [40]. 

There have been many cases in which RE has become unethical. Here, three examples 

are explained in which requirements of software become unethical by holding up 

deceptive requirements, toxic requirements, and improper requirements [41, 42, 43, 

44, 13, 45, 46].  

a. The 2009–2015 Volkswagen Turbo Diesel Injection (TDI)  vehicles are one example. 

The TDI ethical problems of these model cars primarily come from the company's use 

of software that manipulated emissions test results for their diesel vehicles. [41, 42, 

43, 44, 13].  

Volkswagen had installed deceptive software in their diesel cars to cheat on emissions 

tests. The software allowed the vehicles to emit pollution within acceptable limits 

during the testing laboratory, but 35 times exceeded in real-world driving conditions. 

This deception violated Environmental Protection Agency standards, impacting direct 

and indirect stakeholders. This deliberate deception led to environmental concerns, 

regulatory inquiries, and legal actions and damaged the company's reputation. 

Volkswagen faced criticism for prioritizing profit over environmental and public 

health considerations. When we look at this case for RE, the primary unethical 

problem was that software engineers deliberately used deceptive requirements to 

design those model cars to detect and cheat emission levels differently.   
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b. The National Oncology Institute in Panama experienced unethical practices related to 

improper requirements, leading to miscalculated radiation doses [46]. Among 478 

cancer patients treated, 3 likely died from radiation overdose. The health minister 

sought an investigation by international experts, revealing that 56 patients received 

incomplete teletherapy fields, with treatment periods calculated using a faulty 

computerized system. Dosage errors of +10% to +105% affected 28 patients, resulting 

in 23 deaths, at least 18 due to direct radiation impact. This case exemplifies the 

consequences of improper requirements. In this case, the unethical perspective of RE 

lays in the inaccurate definition and validation of software requirements for radiation 

calculation. The software was supposed to accurately calculate radiation dosage for 

cancer treatment, but due to errors in requirements specification and validation, 

incorrect dosages were administered to patients, leading to serious harm, including 

life death. 

c. The breakdown of communication between the Federal Aviation Administration's 

(FAA) air traffic control center and airplanes in Los Angeles can be taken as another 

instance where ethical concerns were not considered during requirements engineering 

processes [45]. An air traffic supervisor faced a crisis when voice communication 

suddenly failed among 400 airplanes heading to the southwestern United States. The 

FAA's radio system, Voice Switching and Control System (VSCS), in Palmdale, 

California, malfunctioned without warning, impacting 450 flights and causing over 

30,000 traveller‘ disturbances. The fault originated from a flawed timer design in the 

VSCS, leading to a three-hour radio breakdown and communication loss. This case 

illustrates the dangers of toxic requirements. Toxic requirements refer to requirements 

that have long-term, unidentified hazardous effects on direct and indirect stakeholders 

of a software project [32, 47]. This case demonstrates that safety-critical requirements 

are not properly incorporated. The failure to ensure clear and effective communication 

of safety-critical requirements can be taken as an unethical issue observed from a 

requirements engineering standpoint. 

As seen from each of the above case examples, unethical doing during requirements 

engineering comes from specific actions or failures related to how requirements are 

defined, validated, communicated, and/or manipulated.  
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The motivation for developing a framework for RE ethics stems from recognizing the 

ethical challenges that arise in RE, where decisions reached in the preliminary phase 

of development can have extensive consequences [48, 49]. Thus, investigating ethical 

issues specific to RE is essential to develop a guideline that software engineers can 

follow in their day-to-day RE work. 

Therefore, we are motivated to study the applicability of explicit consideration of 

ethical concerns during RE by proposing a framework for RE ethics. 

1.3 Statement of the Problem 

The importance of ethical software development has greatly increased to handle 

the ongoing growth of businesses' necessities, competition, users' needs, and the 

public's safety. It is also a key in enhancing the success of industries [50]. Presently, 

software industries are obliged to enter the rapidly changing global competitive 

marketplace [51]. Hence, software industries must make the best use of software 

through the appropriate and explicit integration of ethical principles when they 

develop software artifacts, products, and services.  

Throughout software artifacts development, it is significant for software industries to 

focus on ethical considerations to maintain sustainable competitiveness in a period of 

ever-increasing uncertainty and market globalization [52]. 

Without software, computer systems become collections of electronic and mechanical 

components that cannot perform useful functions. This implies that software 

determines the use of its artifacts.  Software related issues are frequently the cause of 

a great deal of technological failures [10]. If a software system fails, it can bring 

numerous catastrophes to living things [53]. In most cases, such failures are assumed 

to be problems associated with project management. However, there are many 

situations in which a software project fails due to ethical issues that will occur during 

RE  [10]. Typically, these malfunctioning outcomes stem, either explicitly or 

implicitly, from software engineers' tendency to disregard their professional duties by 

engaging in unethical activity [6, 53]. 
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Software project fails due to different reasons [19]. Many studies have been done 

concerning this. However, this issue still becomes a serious problem in the ecosystem 

of software engineers [19, 54]. Now, many software initiatives are unlikely to fail 

financially. In contrast, it creates profit in the short term but can lead to significant 

harm to society over the medium and long term due to noncompliance with policies, 

rules, and software engineering codes of ethics [10]. As studies show, in most cases 

software engineers did not follow professional codes of conduct standards in their 

daily software development work to consider ethical concerns [6, 10, 55].   

Throughout software development, ethical concerns should be clearly and 

appropriately considered to have an expressive and justified result. These concerns 

will be potentially identified during RE [10, 52, 56]. Although the implementation of 

a software system is performed accurately, the software product will fail if a worthless 

requirement is incorporated [15].   

RE has been exposed to many problems [16]. Some of them include holding up toxic 

requirements, improper requirements, deception requirements, inadequate engineering 

of requirements, ignoring issues that need critical focus, insufficient specification, 

unnecessary complexity and functionality, vague requirements, the presence of a 

conflict of interests, etc. [6, 57, 58, 41, 42, 43, 44, 13]. These, in turn, have impacts on 

the other phases, and the final products and services. These problems many security 

vulnerabilities, misrepresentations of stakeholder needs, delays, usability problems, 

partiality, dissatisfaction among stakeholders, unethical software products and 

services, conflicts among stakeholders, unfair requirements that undermine the 

integrity of the software project, loss of trust among stakeholders, a lack of 

transparency, even legal issues, and many others will occur in RE [59, 60, 61].  

Furthermore, there are numerous cases in which software caused disasters due to the 

abovementioned and other RE problems [62, 63, 64]. Such cases show a lack of 

attention to ethical concerns during the RE processes [65]. Most of the time, software 

engineers place a high focus on functional requirements [10].  

Many organizations, such as IEEE, ACM, the British Computer Society, and others, 

have developed codes of ethics for computing professionals [55, 66, 9, 67, 68]. 
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Moreover, the Electrical and Electronics Engineers Computer Society (IEEE-CS) and 

ACM jointly revised their code of ethics [69, 9]. Nevertheless, those codes of ethics 

are broad and lack the breadth and depth to apply them in specific domain areas like 

RE [6]. Most of them have become challenging to exercise on a day-to-day basis 

since they are broad and cover a wide range of aspects that a software engineer takes 

into account in many dimensions [6, 48].  

Practically, software developers could not uphold these standards, and most did not 

know what these codes of ethics were [6, 55]. Surprisingly, as Lurie and Mark [10] 

stated, most of the members of these societies do not even understand the codes. In 

addition, Ammar and Karim et al. [6, 11] explored the absence of a framework to aid 

software engineers as guidelines to consider ethical concerns during software 

development and the need for more research work in the software engineering code of 

ethics.    

Even though some works were done to integrate software engineering code of ethics 

to software development lifecycles [4, 6, 10, 48], none explicitly investigated the RE 

phase's ethical concerns. It is impossible to effectively address ethical concerns and 

talk about software project success when RE is practiced without considering ethical 

concerns [10, 70].   

To minimize wrong requirements, ethical concerns should be considered wisely [71, 

72]. The above discussions indicate the need for a framework for RE ethics that will 

be used as a guideline to uphold ethical principles that promote the consideration of 

ethical concerns in requirements. Developing such a framework helps to enhance the 

quality and usability of software products, services, and deliverables [10, 66].    

To the best of the researchers‘ knowledge, not much research that were done on RE 

ethics. Therefore, this research work proposes a RE ethics framework that guides 

software engineers to consider and address the identified concerns during RE by 

answering the following research questions:   
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1 What are indispensable ethical concerns of software that should be considered 

explicitly during requirements engineering? 

1.1 How do software engineers address ethical concerns when conducting 

requirements engineering?  

1.2 Are there any guidelines or methods software companies use to identify 

serious ethical concerns in requirements engineering?                    

2 What are the basic components of the proposed framework? 

3 What should be a suitable framework, in the software development process, for 

integrating the ethical concerns of requirements during software requirements 

engineering?   

1.4 Objectives of the Research 

General Objective  

The general objective of this research is to develop a framework for software 

requirements engineering ethics aimed at enhancing the consideration of ethical 

concerns throughout requirements engineering.   

Specific Objectives  

The specific objectives of the research are to: 

1 Identify ethical concerns that should be considered during requirements 

engineering. 

1.1 Investigate how ethical concerns are being put into practice in the real 

working environments of software companies during requirements 

engineering.  

1.2 Discover guidelines or methods employed by software companies for 

addressing ethical concerns in the process of software requirements 

engineering. 

2 Find out the core components that can be used to develop a framework for 

software requirements engineering ethics. 

3 Propose and evaluate the framework. 
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1.5 Research Methodology 

For the research, we followed an inductive research approach and qualitative research 

design. Data were collected using purposive sampling, interviewing, and Focus Group 

Discussions (FGDs). Four thematic analysis techniques are utilized to analyse the 

acquired data. Besides, the proposed framework is evaluated by purposively selected 

experts using five-point Likert scale questionnaires and focus group discussion 

questions.   In the sequel, we discuss the research process and major research 

methodologies utilized for the research. 

1.5.1 The Research Processes 

The interpretivist paradigm is appropriate for inductive qualitative thematic research 

as it is concerned with understanding human experience, exploring meanings, and 

acknowledging subjectivity [73]. Unlike positivism, which tries to identify objective 

facts based on quantifiable data, interpretivism seeks reality as social constructs and 

context dependent [74]. This makes it more suitable for thematic analysis that is 

aimed at capturing patterns and meanings in qualitative data [75]. 

We chose interpretivism as a research paradigm since it is more suitable for this 

research. One of the reasons for using interpretivism is that it fits with inductive 

research, where themes are not preconceived but taken from data [76]. Knowledge is 

created between participants and researchers, as opposed to being an objective reality  

[77]. It also recognizes subjectivity and meaning-making, realizing that knowledge is 

shaped by language, culture, and social interaction [78]. Contextual understanding is 

also the other since interpretivism emphasizes transferability, making certain that 

findings are significant in a particular context and institutional setting [79].  

This research employed an inductive approach rather than relying on a preexisting 

theoretical framework or hypotheses. We attempted to construct knowledge from 

empirical evidence collected through interviews and FGDs with seven case 

companies. 

The inductive research approach starts with data collection and analysis to arrive at 

theories or patterns. It is involved in building knowledge from the bottom up, 
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allowing data to dictate findings [73]. In inductive research, the researcher will 

initially gather data, typically using interviews, FGDs, cases, and observations, and 

then seek the emerging patterns or themes directly emanating from data [75]. 

The inductive research approach is very useful for the context of this research as it 

directs the analysis of data obtained from interviews and FGDs. This study does not 

aim to disprove or prove already formulated hypotheses but allows themes to be 

emergently constructed, aiding in the development of the proposed framework based 

on the data [80]. Upon analysis, the findings are synthesized into a framework, 

presenting an ordered solution for the identified problems.  

For this research, following the inductive approach helps to get rich contextual data. 

The inductive research approach is vital to the development of the proposed 

framework. The proposed framework is not constrained by current theory but instead 

is decided by themes emerging within the data.  

This research uses a qualitative research design in an effort to gain a detailed insight 

into the case software industries‘ practices, trends, and experiences to identify ethical 

issues of requirements. The qualitative research design and thematic analysis provide 

a strong finding that becomes the basis for the proposed framework. Data was 

collected through structured and semi-structured interviews and FGDs from 

purposively chosen software companies that have a diverse range of experiences and 

sizes. Subsequent data gathering, thematic analysis is used to identify patterns/themes, 

categories, and codes that emerge from the data. The use of diverse case companies 

allowed an in-depth investigation of the topic at hand, while the thematic analysis 

allowed for conclusions that were translatable into contextually relevant solutions.  

The major processes involved during this research are problem formulation, review of 

literature, data collection, data analysis, framework development and evaluation. The 

fillowing diagram, Figure 1.1, shows the entire processes involved in the research. 
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Figure 1.1 Overview of the Research Process 

1.5.2 Study Population and Sampling Technique  

The purposive sampling technique is used to select samples since it is more 

appropriate to address the research questions by gathering in-depth, detailed, and 

reliable information [81]. Purposive sampling is a basic nonprobability sampling 

technique to get suitable quality and reliable data. It is the process of carefully 

selecting a sample based on the abilities that the sample has [82].    

In this sampling technique, an investigator determines what information is necessary 

and to be known and searches for individuals who can and are willing to provide 

about required levels of experience and/or expertise [82]. It applies to quantitative and 

qualitative data. Unlike probability sampling, in the case of purposive sampling, a 

sample can be selected either before or after the study [83]. Purposive sampling can 

also be used with different data-gathering techniques. For example, research might 

begin through a survey, and afterward, purposive sampling may be carried out 

following the survey findings. Also, a questionnaire, interviews, cases, and other 

techniques can be used during purposive sampling research.   

Conclusion and Recommendations for Future work    
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The real problem in existing knowdge Its importance to furrthre investigate the issue 
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When this research began, we tried to search and identify about forty active software 

companies that are engaged in software development in Ethiopia. Among these, seven 

software companies were selected as cases for the research, and thirty-five 

participants were chosen purposively in light of their willingness engagement, and the 

richness and availability of the required data related to the study. Additionally, 

individual participants from each company were purposively chosen. Participants 

were selected based on their involvement in RE processes and their willngness to 

participate in the research.Additionally, few persons in managerial positions are 

selected to get strategically high-level information regarding the study. The 

researchers determined the sample size by taking the saturation point as a criterion. 

After gathering data from thirty participants from those seven companies, many 

replies corresponding to each interview question became redundant, and many 

repeating replies have occurred here and there. The researchers then believed that the 

data collected were sufficient by adding five more participants from the selected case 

companies.   

1.5.3 Data Collection   

An interview is the most conventional but very useful Method to collect data. It is an 

essential tool to gather detailed information from different people in flexible and 

complex situations. Also, it is crucial to explore the experiences of people [84]. The 

structured interviews (open and closed-ended) and two FGDs, four members each 

[12], are employed to gather a rich, in-depth wealth of qualitative data, to get deep 

insights, and to extract detailed ethical concerns of RE [85, 86]. For this research, we 

used an intensive interview and FGDs to identify ethical concerns that should be 

considered during RE.   

1.5.4 Data Analysis 

Thematic analysis is one of the qualitative research methods that is used to discover, 

inspect, and interpret concepts from data that are qualitative in nature. It involves 

categorizing and systematically structuring data according to recurrent themes that 

show within the data itself. It is used to get a thorough, extensive understanding of the 
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experiences, viewpoints, and meanings that the data contains about the subjects [87, 

88].  

In the beginning, the collected data are transcribed and read repeatedly in a recursive 

manner and made suitable for analysis. Subsequently, the coding strategies are 

implemented progressively. This research analyzes the collected data using the four 

types of inductive thematic qualitative analysis coding strategies. These are holistic, 

initial, attribute, and in vivo codings.      

Holistic coding uses a code for every huge group of data in the corpus to catch up on a 

concept of the broad-spectrum contents and the potential categories that may develop 

[87]. For our research, we applied holistic coding to capture major themes and 

categories from the collected corpus data. It is employed to prepare data units for 

additional coding and categorization and to obtain a general idea of the contents. 

Initial coding is useful for analyzing discrete parts of qualitative data. After holistic 

coding, every unit of the data is examined thoroughly, and initial codes are generated 

as of per discrete unit of the data. In qualitative research, ―in vivo‖ coding is one of 

the most widely used coding strategies to take the words respondents‘ said as it is. For 

the research, vital real words of the partakers are taken as stated through the use of in 

vivo coding. 

Moreover, attribute coding is utilized to present information concerning the 

participants' demographics and other vital information that will be used for future 

reference and administration. In this research, attribute coding is used to analyze the 

participating firms and each attendee‘s demographic details [12].   

1.5.5 Evaluation 

The proposed framework is evaluated for its validity and reliability [89, 90] using 

questionnaires, Likert scales, purposive sampling techniques, expert evaluations, and 

FGDs.  

For the evaluation of the proposed framework, we adopted a mixed-method approach 

by incorporating both closed-ended and open-ended questionnaires, drawing from 

established literature [91]. This method enables a thorough assessment of the 
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framework from multiple perspectives. The closed-ended questionnaires were 

designed using five-point Likert scales to quantitatively assess various aspects of the 

framework's validity and reliability. These include face validity, content validity (plus 

the content validity of each of the framework components), construct validity (plus 

the construct validity of each of the framework components), reliability, and internal 

consistency. Additionally, open-ended questions are incorporated to collect the 

perceptions of participants towards the proposed framework. These questions aimed 

to identify the most challenging aspects to follow and the most crucial components of 

the framework, providing valuable context to complement the quantitative data. 

Furthermore, using open-ended questions, we assessed the placement or allocation of 

clauses for each of the RE's ethical concerns to ensure the framework's thoroughness 

and relevance. 

The Likert scale, as the proposed framework evaluation method  [92], was chosen 

because it allows us to measure the opinions, perceptions, and input that experts have 

regarding the suggested RE framework [93]. Additionally, we used the odd-number 

Likert scale choices since, in most cases, this is preferred by most scholars [94].  

The sentiments on the Likert scale are ―very good,‖ ―good,‖ ―neutral,‖ ―poor,‖ and 

―very poor." We added the neutral option to the five-point Likert scale. Because, 

instead of forcing them to choose an alternative that doesn‘t reflect their thinking, 

adding the neutral option helps respondents to answer neither positive nor negative 

responses and gives them freedom [95]. The evaluation results of the Likert scale are 

analyzed using an ordinal data scale [94]. We describe the data as a summary of the 

percentage of responses in each framework‘s component of the Likert item.   

Furthermore, expert evaluation is used to evaluate the proposed framework. Expert 

evaluation is a method mostly used in different fields of study to assess and validate 

the quality of a system, product, artifacts, or content by looking for opinions and 

judgments from domain experts [96]. The expert evaluation method is frequently used 

by people in their everyday tasks [97]. The fundamental assumption of the method is 

that the combined expertise of a given set of individuals is always greater than the 

individual knowledge of each member of the group. 
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 Expertise demonstrates that tasks are typically realized more successfully when they 

draw on the collective knowledge and expertise of individuals [98]. In this research, 

expert evaluation is used to assess the proposed framework. Forty experts are 

purposively selected from software development companies specializing in computer 

science, software engineering, technologies, information multimedia, and information 

systems. The chosen experts are equipped with well theoretical and practical 

knowledge of software engineering, particularly RE. In addition, the experts' 

willingness is considered when choosing them.   

In addition, FGDs, among the most common tools used in support of qualitative 

research, were utilized during the evaluation of the proposed framework. Currently, a 

focus group discussion is widely used in different fields of study [99]. It is a crucial 

tool for collecting and analyzing data [100, 101]. Using FGDs has many advantages; 

for instance, participants can influence one another, and the interaction among groups 

can create synergy among participants. Especially when there are difficult situations 

to get participants individually, FGDs are the preferred method.  

1.6 Research Scope and Limitations 

In this research, ethical issues that should be taken into account during the RE 

processes are assessed, and a framework for RE ethics is developed. The research 

does not include other phases of a software development project's lifecycle.   

1.7 Ethical Considerations  

We tried to keep the privacy of those companies and individuals who participated in 

the research. To start the research, we obtained formal letters from Addis Ababa 

University, IT Doctoral Program. Furthermore, an informed consent form is prepared 

and given for participants to sign to ensure their willingness.  

Additionally, we used coded names for both participating software companies and 

individuals. Besides, real results, whether favorable or unfavorable, are presented as 

discovered. 
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1.8 Organization of the Dissertation   

The thesis is organized into seven chapters, including the current chapter. Reviews of 

literature in the research area are discussed in Chapter Two. We discussed related 

works under Chapter Three. Chapter Four presents the analysis results of the research. 

In this chapter, the data collection procedures, the findings, and the analysis results 

are described. Chapter Five discusses the proposed framework for RE ethics and its 

components. The proposed framework‘s evaluation results are discussed in Chapter 

Six. Finally, Chapter Seven presents concluding remarks and recommendations for 

future research.  
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Chapter Two – Literature Review             

2.1 Introduction  

Nowadays, one of the major careers in the world is software engineering [102, 103]. 

As the area of software engineering has grown, it has become the backbone for every 

technological innovation globally [102].  

Like other academic fields, software engineering is subject to legal and social 

constraints that limit the group of employees. Software engineers have a professional 

responsibility to act and make ethical decisions io complete their work in addition to 

possessing the necessary technical skills. So, discussing ethics becomes a fundamental 

issue in the software engineering field of study. 

Within this chapter, we talk about basic concepts and the state of the art in the study 

area. Specifically, the chapter deals with RE, frameworks in RE,  ethics in RE,  ethical 

considerations in software development, software engineering ethics, and software 

engineering code of ethics.     

2.2 Requirements Engineering   

Requirements engineering is a component of engineering that concentrates on 

the objectives, constraints, and capabilities of a system [56]. The process of 

determining the services that a client needs from a system and the limitations that 

shape its development and operation is known as RE [16, 17].  

RE has a great role in developing successful software [104, 105]. Not identifying the 

right requirements results in faults in system components and specifications [106]. It 

is essential to ensure whether a software solution correctly solves a problem or not. 

Initially, we must understand the problem that needs to be solved. Then, the relevance 

of the problem and stakeholders must be justified and determined, respectively. 

Poorly specified requirements can lead to several challenges that affect different 

system stakeholders. RE offers an effective framework for identifying customers‘ real 

needs, evaluating their expectations, reviewing feasibility, clearly outlining solutions, 
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validating and managing requirements, and articulating practical solutions as they are 

integrated into an operational system [107].  

Under RE, there are five key processes including ―requirements elicitation, 

requirements analysis and negotiation, requirements specification, requirements 

validation, and requirements management‖ [56, 106, 108].  

The first sub-process, requirements elicitation, involves collecting requirements from 

key stakeholders. Problem identification, constraints and scopes of the system, 

problem volatility, and understanding are clearly stated in this sub-process of RE [56, 

107]. Once requirements have been collected, the necessity, consistency, 

completeness, and feasibility of requirements will be checked during the requirements 

analysis sub-process. Through negotiation and prioritization, conflicting requirements 

will be resolved among a variety of stakeholders [108].  

Requirements specification involves specifying and describing the function and 

nonfunctional requirements of the proposed system, constraints that will control its 

development, input, and output controls, and determines every assigned system 

element. The specification also helps to aid communication between stakeholders and 

developers of the proposed system [106].   

Requirements validation inspects systems specifications to ensure whether all system 

requirements have been described clearly or not. It ensures that discrepancy 

oversights and faults have been identified and approved, and products and 

deliverables obey the rules and standards of software artifacts. The requirements 

management sub-process involves identifying, controlling, and tracking requirements, 

and change requests throughout the development  [56, 102].  

There are various forms of requirements. These include user requirements and system 

requirements. System requirements hold functional and non-functional requirements. 

Requirements that designate functions and services that a system should offer and its 

interfaces are known as functional requirements. Non-functional requirements are 

levied through the situation in which the system is operating [56, 102].   
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2.2.1  Challenges in Requirements Engineering   

RE faces different challenges with different perspectives [16, 105]. To be competitive, 

organizations, institutions, and individuals face digitalization and globalization 

challenges from time to time [109]. The growth of software technological innovations 

also goes fast in different dimensions such as in artificial intelligence [110], critical 

software systems [111], social media application software [112], and so on. The fast 

growth of software technologies, the close intimacy between the environments of 

software and the software itself, customers' growing demands, and globalization make 

the requirements process of software development more challenging [16].  

RE challenges emerge from different dimensions. The challenges may occur due to 

the RE process; technological crises like obsoleting requirements; stakeholders‘ 

conflicts, time frame, economic crisis, and other external factors [105]. Wnuk and 

Pavan [109] identified the challenges of RE, which include insufficient resources, 

requirements prioritization problems, the presence of incomplete requirements, 

aligning product, project, and organizational opinions, implementing business values, 

and considering time and resource constraints. Similarly, Asghar and Mahrukh [105] 

identified ―comprehending stakeholders‘ needs; incomplete and inconsistent process 

description; and verification and validation of requirements‖ as the leading challenges 

confronted in requirement engineering. In addition, communication gaps, omitting 

non-functional requirements, quality-related problems, method utilization,  usage 

problems, and requirement prioritizations are the major challenges recognized by 

Shah and Patel [16].   

Directly or indirectly, software engineers are playing an increasingly relevant role in 

the RE processes. Accordingly, these professionals have noteworthy prospects to 

benefit or damage others and to persuade assigned duties or do destruction. To be sure 

of a positive contribution to society at large, software engineers must endeavour as 

much as possible to make software engineering a helpful and valued profession.   
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2.2.2 Frameworks in Requirements Engineering  

Different scholars define a framework in different ways. The Cambridge Dictionary 

[113] explains a framework as ―a supporting structure around which something can be 

built; a system of rules, ideas, or beliefs that are used to plan or decide something; a 

structure around or over which something is built; the ideas, information, and 

principles that form the structure of an organization or plan.‖  

Similarly, the Oxford Dictionary [114] describes a framework as ―the parts of a 

building or an object that support its weight and give it shape.‖ It also defines it as ―a 

set of beliefs, ideas or rules that are used as a basis for making judgments, decisions, 

etc.; and the structure of a particular system, which can be the basic framework of a 

society, a regulatory/legislative framework, a framework for something.‖ Medical 

dictionary [115] defines a framework as ―the basic structure about which something is 

formulated or built.‖  

In software engineering, there are different definitions of a framework. Most 

popularly a framework can be defined as ―a platform‖ that helps software engineers to 

develop software programs, systems, and other related artifacts [116].  

There are a variety types of frameworks in different fields of study. For instance, if 

we take engineering and medical fields of study, there are many frameworks. Three 

examples of engineering frameworks include ―A safety engineering framework for 

open adaptive systems‖ [117], a social engineering attack framework [118], a security 

RE framework [119], and so on. A few examples of medical frameworks encompass 

the Meta organic framework for biological and medical applications [120, p. 6260], 

huge medical data-driven cloud-based systems for home diagnosis services [121], 

frameworks for learner assessment in medicine [122], etc. A framework‘s purpose, 

aim, and meaning differ in each field of study.    

In the field of RE, several frameworks have been proposed. Schon et al. [123] 

proposed a framework in order to enhance agile RE. Arayici et al. [124] developed a 

RE framework to integrate systems development for the construction industry. 

Edward and Geoffrey [125] proposed a RE framework within the aim of process 
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improvements in software industries that are small to medium-sized. Ashok and 

Deraman [126] propose requirements vagueness evading framework with the 

intention of helping requirements engineers to write unambiguous requirements. Bates 

[127] developed an ethical framework for engineering professionals and students to 

discourse ethics from twofold standpoints. These are to enhance the knowledge of 

engineering graduates regarding their professional code of ethics responsibilities and 

to assist experts who confront different problems and encounters related to acting 

unethically and to protect them from doing unethical activities. Rehman and Volker 

[128] suggested a security RE framework for cyber-physical systems. The chief aim 

of the proposed framework was to address the concern of security requirements 

elicitation for different cyber-physical system components. It helps the elicitation of 

security requirements accompanied by software facets.  

Van de Poel [129] suggested an ethical framework for emerging technologies‘ 

acceptability in social experiments. The framework is developed according to 

―bioethical principles for experiments with human subjects: non-maleficence, 

beneficence, respect for autonomy, and justice.‖  Similarly, Lurie and Shlomo 

develop a framework for ethics that combines the professional expertise of software 

engineers with their ethical obligations [10].  

In RE, commonly frameworks are used to integrate methods, techniques, standards, 

and research problems [130]. A "framework" is typically utilized to explain a 

fundamental structure or set of guidelines, rules, or ideas that serve as a basis for 

comprehending, creating, or resolving problems [131]. For example, a framework in 

software development is a pre-made, reusable code structure that programmers can 

utilize as a starting point when creating particular kinds of applications [132]. 

A framework is an organized method of thinking or doing things. It offers a collection 

of guidelines that deal with problems in a particular field. It mainly serves as a basis 

for people or organizations to confront issues or activities methodically and in an 

orderly way. Frameworks are suggestions, not strict laws, that support people in a 

particular field of study in making morally sound decisions in various work-related 

contexts [133].  
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A framework in ethical discourse is a collection of principles or rules that direct moral

 judgments [133]. The IEEE and ACM, for instance, have codes of ethics that provide 

guidelines for moral behavior in computing.  

Within the scope of this research, the framework is considered a set of pieces of 

advice as clauses that guide software engineers to ethical decision-making by 

considering the suggested bits of advice to address the stated fundamental ethical 

concerns during RE. The meaning of "clause" varies based on the context in which it 

is used. For example, a clause in computer programming could relate to a particular 

segment of the syntax of the language or a logical condition inside a statement [134]. 

When referring to particular sections of the IEEE-CS/ACM JTFSECEPP that 

narratively describe different principles, the term "clause" is used [68]. In the context 

of this research, clauses are used to indicate the suggested bits of advice that are 

adapted from IEEE-CS/ACM JTFSECEPP clauses to deal with the primary identified 

RE ethical issues.   

2.3 Ethics   

2.3.1 Introduction 

Ethics is one of the core branches of philosophy which covers a wide range of aspects 

starting from principal questions about the nature of humanity and autonomy to very 

real-world inquiries around the morality of physician-assisted suicides and 

experimentations on creatures [135].  

Greek word ―ethos,‖ meaning ―good,‖ is where the word ethics originates and 

indicates  ―character, habit, customs, ways of behavior, etc.‖ [135]. Additionally, 

some scholars define ethics as ―moral philosophy‖ that reflects behaviors, customs, 

characters, and so on [136]. It is the thoughtful examination and identification of the 

good things and/or bad things regarding human behavior and individual 

responsibility. To put it differently, ethics indicates the ―good‖ things and means in 

order to find those things, and the bad things and the way which helps us to avoid that 

bad thing(s). Lillie [137] stated that ethics denotes ―what to be done to achieve what is 

good and what ought not to be done to avoid what is evil.‖  
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Ethics is a science at the same time a philosophical discipline. As a science, ethics 

deals with a set of organized bodies of knowledge of what humans should be through 

justification of what one is. Similarly, as a field of philosophy, ethics examines norms 

and procedures through which we live and comprises the reasonings of those values 

and guidelines. Ethics is a theoretical and practical study since it offers important 

ideologies up on the foundation of ethical conclusions that are reached regarding the 

final goal being achieved, and how to go about achieving it [138].  

Ethics is not simply a collection of codes. Rather, ethics shows the means to find 

―what is good and how to get it‖ as an advisory service, not as an obligatory way of 

manner. Ethics is not mainly to oblige or restrict somebody to do something, but it is a 

voluntary action [138].  

2.3.2 History of Ethics 

It is difficult to trace the origin and moral perception. Nevertheless, from the 

literature, we can give an overview of the beginning of ethics [139]. As scholars 

stated, the first ethical thoughts were transmitted by the word of elders and fathers 

[137]. But as the communities learned, to be able to read and write, they began to put 

their ethical beliefs in a written form. These documents worked as primary proof of 

the advent of ethics. According to Western Philosophy, the history of ethics began 

with the arrival of Socrates around the fifth century [139]. The main goal of Socrates 

was to imitate his companion individuals towards the necessity of rational criticism of 

their beliefs and practices [137]. To search for reasonable realms for ethical 

encouragement, Socrates focused on the logical interrelationship among values and 

facts in which he constructed ethical philosophy.  

Plato introduced objectivism to moral truth later. He first proposed an organized 

perspective on God, nature, and humans before identifying driveable ethical 

principles. The major intention of Plato regarding ethical philosophy was to show an 

approach concerning a dream of the good. Plato originated religion and ethical ideals. 

The successor philosopher after Plato, Aristotle, focuses on the necessity of exercising 

the knowledge of good by demarking practically applicable guides for persons 

working to live virtuously [139]. Contrasting to his forerunner, Aristotle banned an 
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all-embracing ―Form of Good. Instead, he thought that every item, practice, action, or 

individual has dissimilar ultimate goodness. The distinction between morality-weak 

and morality-robust individual depends alone on their behavior, not on their desires or 

wishes.  

In general, Socrates was the beginner to appreciate the necessity to state ethical 

notions and endeavour to launch a worldwide standard. Plato established his standard 

in unchangeable, common constructs and goodness is measured by his ideal Form. 

Aristotle converted into practical implementation through which pleasure is realized 

over the correct act. Following his explanation, societal and individual righteousness 

are connected. The former philosophers depicted assumptions near moral 

responsibility. On behalf of Plato, ethically erroneous conclusions are carried out in 

mistake due to a deficiency of knowledge. Furthermore, Aristotle supplemented the 

likelihood of selecting to do wrong as additional errors [139].   

Nowadays, ethics is recognized not only by philosophers or social scientists but also 

in all areas and fields of study. Especially in the software engineering industry, we 

have come to a time when ethics is very important and relevant to people‘s daily 

activities [140]. That is why ethics is considered a professional code of conduct in 

almost all fields of study.    

2.4 Software Engineering and Ethics  

2.4.1 Software Engineering Ethics  

The most profound realization is found within ethics, which discloses how people are 

constantly determined to live [53]. Intentional action that has an impact on people‘s 

lives, whether positively or badly, is referred to as ethics [55, 66]. Ethics in 

engineering plays a vital role in offering harmless and valuable technological services 

and products [8]. Software engineering ethics might be characterized by software 

engineers‘ practical and moral decision-making processes [56, 9].  

Different scholars define ethics according to their perspectives. Among them, the 

prominent individuals whose definitions of ethics align most closely with the "IEEE-

CS/ACM JTFSECEPP" are discussed below.  
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The famous German philosopher, Immanuel Kant, defined ethics in terms of his 

deontological moral theory. According to Kant, the idea of obligation and the intrinsic 

value of every person serve as the foundation for ethics [33]. Instead of concentrating 

just on the results of actions, his definition highlights the significance of obligation, 

logic, and commitment to moral principles in ethical decision-making. Similar to the 

IEEE-CS/ACM JTFSECEPP, Kant emphasizes the public good and upholds 

professional integrity.  

Stuart [34] stated that moral judgments should seek to optimize overall pleasure and 

minimize overall pain. He states that a course of behavior is ethically justified if it 

results in the utmost happiness in support of the vast population. Aristotle, a well-

known Greek philosopher, describes ethics as a quality that is demonstrated by 

habitual behavior found between excess and deficiency and developed via practical 

wisdom to lead a fulfilling life for people [35]. 

A well-known person in software engineering ethics, Donald Gotterbarn, stated ethics 

as "the systematic study of our general moral concepts and our moral judgments, 

including the moral judgment that we ought to engage in such a study. His definition 

mainly implies that in addition to upholding honesty, equity, and respect for everyone, 

software engineers should act and perform in the public interest and ensure that their 

work reduces harm while benefiting society [36]. He said that ―software engineering 

involves more than adherence to rules; it includes the responsibility to consider the 

broader impact of software on society.‖   

Michael Davis, a famous philosopher on business ethics, defines ethics as ―… the 

discipline that examines one's moral standards or the moral standards of a society and 

asks how these standards apply to our lives and whether these standards are 

reasonable or unreasonable, whether they are supported by good reasons or bad‖ [37]. 

According to Davis, ethics refers to the methodical study of morality, with an 

emphasis on establishing what is good or bad and how these conclusions relate to 

decisions made by people in different situations [37]. Davis contributes to software 

engineering ethics. He emphasizes the need for honesty, transparency, and respect for 

stakeholder rights for engineering professional ethics.  



29 

 

Base [38] known for her work in computer science and ethics, defines ethics as "a set 

of moral principles that govern human behaviors." Basse‘s definition shows ethics as 

a framework of ethical guidelines that direct and control human conduct. It implies 

that ethics serve as a foundation for evaluating actions and decisions in terms of their 

alignment with moral principles. She discussed the ethical and social implications of 

computing, emphasizing concerns about security, privacy, and professional 

accountability, which are essential elements of the IEEE-CS/ACM JTFSECEPP. 

According to the IEEE-CS/ACM JTFSECEPP ethics can be defined as adhering to 

principles and practices that prioritize the interests of the public, clients, and 

employers, as well as high professional standards, justice, integrity, lifelong learning, 

and the profession's progress. This assures trustworthy and accountable behavior in all 

professional settings  [39]. 

In one or another way, these individuals have provided important concepts and 

principles to computing and software engineering professional codes of ethics 

developed by different organizations, including the IEEE-CS/ACM JTFSECEPP.  All 

the above definitions of ethics share common concepts such as transparency, 

professional integrity, public accountability, and considering the wider effects of 

software on society. They provide a foundation for ethical decision-making and 

professional conduct within the software engineering field of study.   

After reviewing ethics definitions given by the above-stated scholars and 

organizations, we tailored contextual definitions that will be fit for our research scope. 

Specifically, our definition of ethics aligns with the IEEE-CS/ACM JTFSECEPP.  

So, in the context of this research, ethics is considered to follow the specific advice 

stated in the proposed framework for ethical decision-making during RE. This 

includes ensuring the requirements prioritize public safety and well-being 

communicating with customers while maintaining the confidentiality and privacy; 

upholding ethical principles for achieving high quality, complete, unambiguous, 

transparent, exclusive requirements gathering and documenting requirements that 

align with the client's real goals and interests, and ensuring they are ethical and 

feasible; engaging and understanding stakeholders; be transparent about any potential 
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ethical issues and conflicts of interest; updating knowledge and skills and contribute 

to the professional community by sharing insights and advancements; ensuring that all 

activities are well-documented, traceable, and reliable, thereby maintaining 

stakeholder trust throughout the RE life; overlook ethical concerns and providing 

honest, evidence-based recommendations; and commit to ongoing professional 

development and self-reflection on ethical issues.  

There is a significant association between ethics and software engineering. Software 

engineers create software artifacts, ranging from easy, like application programs, to 

complicated ones, for instance, software for rockets, aircraft, and automobiles, among 

other safety-critical systems. These types of systems affect society in either a 

beneficial or harmful way on the public and the environment [141].    

Principally, Software engineering, which builds software services and products, views 

itself as a technical career. Nevertheless, in today‘s world, software systems play 

either a direct or indirect role in the daily activities of human beings. Software 

engineers will make key decisions on the side of a software system throughout 

software development processes. These decisions have an excessive effect on society 

and clients. The implications of this demonstrate that software engineers should take 

into account for their decisions to protect the public and customers from the 

unforeseen hazards of those software products and services [55, 66]. So, during their 

decision, ethical issues related to that software product and/or service should be 

critically considered and analyzed [142].  

2.4.2 Ethics in Software Development  

Nowadays, software is found ubiquitously. The uses of software are observed in many 

of our daily works. Among them, some are children‘s electronic toys, cellophanes, 

televisions refrigerators, and a computer‘s onboard devices within cars, etc.  Software 

services and products offer a vital contribution in many dimensions. Some of its 

contributions include providing business information solutions for enterprise resource 

planning, and facilitating, structuring, and safeguarding operations of small, medium, 

and large firms. Those who develop software systems have a remarkable chance to do 

good or evil, to enable or influence others to do good or harm. This suggests that 
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software engineers ought to have a strong commitment to ensuring that software 

artifacts are advantageous for all parties involved, as well as for society at large [10].   

Features, functions, and infrastructures in software packages often extend beyond 

what end users want and understand.  Nevertheless, whether the software satisfies the 

goals and desires of stakeholders relies upon software artifacts quality and issues 

considered and incorporated during the software development process [143]. Every 

day, vast amounts of software are used, and when they adversely affect customers, the 

situation becomes urgent. Throughout the software development process, developers 

might have to make morally difficult choices to ensure that users and stakeholders 

suffer as little as harm as possible. There are many reasons for the inclusion of ethical 

practices in software development project decision-making [69]. To prevent software 

from hurting people, software engineers should carefully evaluate how to incorporate 

ethical principles into their decisions. Software engineers have a duty to the public 

and their profession. When they develop software, they have to show their willingness 

to uphold their professional code of ethics as an element of their contributions to 

society. Ammar [6] stated that ―Professional codes of ethics do not only require doing 

the right things for the client, but it also includes doing the right thing for the society.‖ 

The public's faith in software artifacts, their image, inner and outside communication 

amongst several collaborators, and their degree of contentment intends to be better off 

when ethical issues are taken into account during software development initiatives  

[144]. To highlight frequent ethical problems in software development, Berenbach 

[69] presents nine main categories for ethical dilemmas. Mea culpa, rush jobs, not my 

problem, red lies, fiction ware versus vapourware, lack of diligence, and canceled 

vacations are some examples of dilemmas. There should be a clear blueprint that tells 

software developers what needs to be considered and integrated with regard to ethical 

issues in the course of software creation. Software engineers will also be better able to 

understand and follow ethical principles when they develop software development 

projects [6]. 
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2.5 Software Engineering Code of Ethics  

Within the discipline of software engineering, software codes of ethics require high 

attention [6, 10, 145]. Taking ethical considerations into account during software 

development processes will enhance stakeholder satisfaction, internal and external 

communication, public trust, and the professional image of software artifacts [55]. 

There should be a clear set of guidelines or frameworks that take these ideas into 

account and show what parts of ethical issues in software development projects 

should be taken into account through software development projects. Moreover, 

identifying ethical issues in software development projects clearly will give software 

engineers a better understanding and ability to follow codes of ethics in their 

discipline [6] to give clear, real, appropriate, and precise requirements. Nevertheless, 

in actual software development, ethical considerations are not considered [6, 69, 55, 

11]. 

One of the topics of software engineering that requires more research attention is 

software engineering codes of ethics  (SWECODE) [6].  It immensely affects people‘s 

daily lives and might take up a large portion of the practice.  Software engineers‘ 

ability to adhere to established codes of ethics significantly impacts the degree of 

harm that malfunctioning software technology can cause humans [11].  

Many organizations, such as IEEE, ACM, the British Computer Society, and others, 

have developed codes of ethics for computing professionals [129, 146, 147, 148, 149]. 

Nevertheless, those easily accessible codes of ethics provide software engineering 

experts with a comprehensive road map. These codes of ethics are deficient in 

extensiveness and deepness. The codes of ethics won‘t evaluate and proceed onward 

with ethical concerns regarding software artifacts and development phases in a 

detailed manner [48]. The majority of those are complex and encompass a wide range 

of aspects, they are difficult to follow on a daily basis [11, 148].      
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Chapter Three – Related Work 

3.1 Introduction  

In order to find peer-reviewed journal articles, conference papers, and other studies 

regarding requirements engineering and ethics, an intensive search was carried out 

across different databases, including Google Scholar, ACM Digital Library, IEEE 

Xplore, ResearchGate, PubMed, and SpringerLink. To limit the search, particular 

keywords were used such as "Ethics in Software Engineering or Requirements 

Engineering", "Ethical concerns of Requirements Engineering", "Ethical 

Considerations in Software Development" and "Ethics in Software Requirements 

Engineering", "Ethics in Requirements Engineering", ―Ethics and Requirements 

Engineering", "Requirements Engineering Ethics" or ―RE Ethics‖, "Ethical 

Framework for Requirements Engineering" or ―Ethical Framework for RE ‖, ―Codes 

of Ethics in Software Engineering‖ or ―SE Codes of Ethics ‖, etc. Using such kinds of 

keywords, we retrieved scholarly articles. 

After gathering the available sources, we followed Keshav's [150] three-pass reading 

approach. In the first pass, to get the general aim of the papers, we read the abstracts, 

introduction, section headings, headings, and references at a glance. During this time 

we were able to identify the type of papers, their relevance to our research, their 

correctness, and their clarity to understand and review them easily. After this stage, 

among many downloaded papers, we chose about eighteen that are related to the 

concept of RE ethics, issues in RE, software engineering codes of ethics, and ethics in 

software development. In the second pass, we read each section of the papers 

carefully to grasp the papers' content and aim. Then, among the eighteen, fourteen 

papers that are more related to the research objectives were chosen. Each of these 

papers was reviewed critically. These papers are most likely related to software 

engineering codes of ethics and ethics in software development and RE, papers that 

have a resemblance with RE from different perspectives.  

The nominated papers were intensively reviewed in line with the gaps that each paper 

raised, the methodologies used, the contributions of the paper, and the limitations and 



34 

 

recommendations for further investigation. In the following section, we discussed 

some of those reviewed papers. 

Various scholars have examined the ethical considerations underlying software 

systems from different perspectives. Many researchers examine ethical problems 

concerning software quality, human elements of software artifacts, socio-political 

issues, and concerns associated with reliability, privacy, accessibility, and accuracy. 

Researchers have also looked into software engineering codes of ethics. Here, we 

review some of the major research works, including the IEEE-CS/ACM JTFSECEPP.  

3.2 IEEE-CS/ACM Joint Task Force Code of Ethics  

The well-known organizations, IEEE-CS, and ACM together proposed codes of 

Ethics and Professional Practice with eight principles (IEEE-CS/ACM JTFSECEPP) 

[9, 148]. Table 3.1 shows the full version of the IEEE-CS/ACM JTFSECEPP.  

Table 3.1 The Eight Principles  

IEEE-CS/ACM JTFSECEPP – Principles and Clauses 

Principle 1 Public: Software engineers shall act consistently with the public interest. 

In particular, software engineers shall, as appropriate: 

1.01  Accept full responsibility for their own work.   

1.02  Moderate the interests of the software engineer, the employer, the client, and the 

users with the public good. 

1.03 Approve software only if they have a well-founded belief that it is safe, meets 

specifications, passes appropriate tests, and does not diminish quality of life, 

diminish privacy or harm the environment. The ultimate effect of the work should 

be to the public good. 

1.04 Disclose to appropriate persons or authorities any actual or potential danger to the 

user, the public, or the environment, that they reasonably believe to be associated 

with software or related documents. 

1.05 Cooperate in efforts to address matters of grave public concern caused by 

software, its installation, maintenance, support or documentation. 

1.06  Be fair and avoid deception in all statements, particularly public ones, 
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IEEE-CS/ACM JTFSECEPP – Principles and Clauses 

concerning software or related documents, methods and tools. 

1.07  Consider issues of physical disabilities, allocation of resources, economic 

disadvantage and other factors that can diminish access to the benefits of software. 

1.08  Be encouraged to volunteer professional skills to good causes and to contribute 

to public education concerning the discipline. 

 

Principle 2 Client and Employer: Software engineers shall act in a manner that is in 

the best interests of their client and employer, consistent with the public interest. In 

particular, software engineers shall, as appropriate: 

2.01 Provide service in their areas of competence, being honest and forthright about 

any limitations of their experience and education.  

2.02 Not knowingly use software that is obtained or retained either illegally or 

unethically. 

2.03 Use the property of a client or employer only in ways properly authorized and 

with the client's or employer's knowledge and consent. 

2.04 Ensure that any document upon which they rely has been approved, when 

required, by someone authorized to approve it. 

2.05 Keep private any confidential information gained in their professional work, 

where such confidentiality is consistent with the public interest and consistent 

with the law. 

2.06 Identify, document, collect evidence and report to the client or the employer 

promptly if, in their opinion, a project is likely to fail, to prove too expensive, to 

violate intellectual property law, or otherwise to be problematic. 

2.07 Identify, document, and report significant issues of social concern, of which they 

are aware, in software or related documents, to the employer or the client. 

2.08 Accept no outside work detrimental to the work they perform for their primary 

employer.  

2.09  Promote no interest adverse to their employer or client, unless a higher ethical 

concern is being compromised; in that case, inform the employer or another 

appropriate authority of the ethical concern.  
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Principle 3 Product: Software engineers shall ensure that their products and related 

modifications meet the highest professional standards possible. In particular, software 

engineers shall, as appropriate: 

3.01 Strive for high quality, acceptable cost, and a reasonable schedule, ensuring 

significant tradeoffs are clear to and accepted by the employer and the client, and 

are available for consideration by the user and the public. 

3.02 Ensure proper and achievable goals and objectives for any project on which they 

work or propose. 

3.03 Identify, define and address ethical, economic, cultural, legal and environmental 

issues related to work projects. 

3.04 Ensure that they are qualified for any project on which they work or propose to 

work, by an appropriate combination of education, training, and experience,. 

3.05 Ensure that an appropriate method is used for any project on which they work or 

propose to work. 

3.06 Work to follow professional standards, when available, that are most appropriate 

for the task at hand, departing from these only when ethically or technically 

justified. 

3.07 Strive to fully understand the specifications for software on which they work. 

3.08 Ensure that specifications for software on which they work have been well 

documented, satisfy the users' requirements and have the appropriate approvals. 

3.09 Ensure realistic quantitative estimates of cost, scheduling, personnel, quality and 

outcomes on any project on which they work or propose to work and provide an 

uncertainty assessment of these estimates. 

3.10 Ensure adequate testing, debugging, and review of software and related 

documents on which they work. 

3.11 Ensure adequate documentation, including significant problems discovered and 

solutions adopted, for any project on which they work. 

3.12 Work to develop software and related documents that respect the privacy of those 

who will be affected by that software. 

3.13 Be careful to use only accurate data derived by ethical and lawful means, and use 
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it only in ways properly authorized. 

3.14 Maintain the integrity of data, being sensitive to outdated or flawed occurrences. 

3.15 Treat all forms of software maintenance with the same professionalism as new 

development. 

 

Principle 4 Judgment: Software engineers shall maintain integrity and independence 

in their professional judgment. In particular, software engineers shall, as appropriate: 

4.01 Temper all technical judgments by the need to support and maintain human 

values. 

4.02 Only endorse documents either prepared under their supervision or within their 

areas of competence and with which they are in agreement. 

4.03 Maintain professional objectivity with respect to any software or related 

documents they are asked to evaluate. 

4.04 Not engage in deceptive financial practices such as bribery, double billing, or 

other improper financial practices. 

4.05 Disclose to all concerned parties those conflicts of interest that cannot 

reasonably be avoided or escaped. 

4.06 Refuse to participate, as members or advisors, in a private, governmental or 

professional body concerned with software related issues, in which they, their 

employers or their clients have undisclosed potential conflicts of interest. 

 

Principle 5 Management: Software engineering managers and leaders shall 

subscribe to and promote an ethical approach to the management of software 

development and maintenance. In particular, those managing or leading software 

engineers shall, as appropriate: 

5.01 Ensure good management for any project on which they work, including 

effective procedures for promotion of quality and reduction of risk. 

5.02 Ensure that software engineers are informed of standards before being held to 

them. 

5.03 Ensure that software engineers know the employer's policies and procedures for 
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protecting passwords, files and information that is confidential to the employer 

or confidential to others. 

5.04 Assign work only after taking into account appropriate contributions of 

education and experience tempered with a desire to further that education and 

experience. 

5.05 Ensure realistic quantitative estimates of cost, scheduling, personnel, quality and 

outcomes on any project on which they work or propose to work, and provide an 

uncertainty assessment of these estimates.  

5.06 Attract potential software engineers only by full and accurate description of the 

conditions of employment. 

5.07 Offer fair and just remuneration. 

5.08 Not unjustly prevent someone from taking a position for which that person is 

suitably qualified. 

5.09 Ensure that there is a fair agreement concerning ownership of any software, 

processes, research, writing, or other intellectual property to which a software 

engineer has contributed. 

5.10 Provide for due process in hearing charges of violation of an employer's policy 

or of this Code. 

5.11 Not ask a software engineer to do anything inconsistent with this Code. 

5.12 Not punish anyone for expressing ethical concerns about a project. 

 

Principle 6 Profession: Software engineers shall advance the integrity and reputation 

of the profession consistent with the public interest. In particular, software engineers 

shall, as appropriate: 

6.01 Help develop an organizational environment favorable to acting ethically. 

6.02 Promote public knowledge of software engineering. 

6.03 Extend software engineering knowledge by appropriate participation in 

professional organizations, meetings and publications. 

6.04 Support, as members of a profession, other software engineers striving to follow 

this Code. 

6.05 Not promote their own interest at the expense of the profession, client or 
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employer. 

6.06 Obey all laws governing their work, unless, in exceptional circumstances, such 

compliance is inconsistent with the public interest. 

6.07 Be accurate in stating the characteristics of software on which they work, 

avoiding not only false claims but also claims that might reasonably be supposed 

to be speculative, vacuous, deceptive, misleading, or doubtful. 

6.08 Take responsibility for detecting, correcting, and reporting errors in software and 

associated documents on which they work. 

6.09 Ensure that clients, employers, and supervisors know of the software engineer's 

commitment to this Code of ethics, and the subsequent ramifications of such 

commitment. 

6.10 Avoid associations with businesses and organizations which are in conflict with 

this code. 

6.11 Recognize that violations of this Code are inconsistent with being a professional 

software engineer. 

6.12 Express concerns to the people involved when significant violations of this Code 

are detected unless this is impossible, counter-productive, or dangerous. 

6.13 Report significant violations of this Code to appropriate authorities when it is 

clear that consultation with people involved in these significant violations is 

impossible, counter-productive or dangerous. 

 

Principle 7 Colleagues: Software engineers shall be fair to and supportive of their 

colleagues. In particular, software engineers shall, as appropriate: 

7.01 Encourage colleagues to adhere to this Code. 

7.02 Assist colleagues in professional development. 

7.03 Credit fully the work of others and refrain from taking undue credit. 

7.04 Review the work of others in an objective, candid, and properly documented 

way. 

7.05 Give a fair hearing to the opinions, concerns, or complaints of a colleague. 

7.06 Assist colleagues in being fully aware of current standard work practices 

including policies and procedures for protecting passwords, files and other 
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confidential information, and security measures in general. 

7.07 Not unfairly intervene in the career of any colleague; however, concern for the 

employer, the client or public interest may compel software engineers, in good 

faith, to question the competence of a colleague. 

7.08 In situations outside of their own areas of competence, call upon the opinions of 

other professionals who have competence in that area.  

 

Principle 8 Self: Software engineers shall participate in lifelong learning regarding 

the practice of their profession and shall promote an ethical approach to the practice 

of the profession. In particular, software engineers shall continually endeavor to: 

8.01 Further their knowledge of developments in the analysis, specification, design, 

development, maintenance and testing of software and related documents, 

together with the management of the development process. 

8.02 Improve their ability to create safe, reliable, and useful quality software at 

reasonable cost and within a reasonable time. 

8.03 Improve their ability to produce accurate, informative, and well-written 

documentation. 

8.04 Improve their understanding of the software and related documents on which 

they work and of the environment in which they will be used. 

8.05 Improve their knowledge of relevant standards and the law governing the 

software and related documents on which they work. 

8.06 Improve their knowledge of this Code, its interpretation, and its application to 

their work. 

8.07 Not give unfair treatment to anyone because of any irrelevant prejudices. 

8.08 Not influence others to undertake any action that involves a breach of this Code. 

8.09 Recognize that personal violations of this Code are inconsistent with being a 

professional software engineer. 

As shown above, in Table 3.1, the IEEE – CS/ACM jointly revised their codes of 

ethics and suggested eight principles that cover many relevant issues for software 

engineers. These include the public, clients, employers, products, judgments, the 
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profession itself, co‐workers, and oneself. However, their joint task force code of 

ethics has become difficult to apply and uphold daily. While this code of ethics can 

provide valuable guidelines, it is challenging to apply it in specific situations. This is 

because it considers a wide range of perspectives that a software engineer must take 

into account [10, 11].   

3.3 Related Work on Software Development and Code of Ethics 

To overcome the challenges observed in the IEEE-CS/ACM JTFSECEPP, Ammar et 

al. [6, 11] conducted a research study on SWECOE by taking one software project 

development company known as SADA as a case study in Saudi Arabia. The 

researchers analyzed SWECOE and proposed new classifications for it according to 

the software development life cycles. The researchers took the four principles of the 

IEEE-CS/ACM JTFSECEPP (public, client and employer, product, and judgment) 

and classified them based on the RE, design, code, test, and maintenance phase, and 

proposed a new SWECOE classification.    

The research showed how to adapt the IEEE-CS/ACM JTFSECEPP for the need to 

consider ethical practices explicitly in the software development process. However, 

the researchers did not make any modifications to the ACM/IEEE JTFSECEPP. They 

directly took the IEEE-CS/ACM JTFSECEPP and classified them according to 

lifecycle phases. Besides, they did not give any justification as to why they did select 

only the four principles. Furthermore, the research was carried out by taking a single 

company. To enhance the validation of the research results, more cases should be 

considered. Generally, the work of Ammar et al. [6, 11] showed that further 

investigation should be carried out to analyze ethical concerns in SDLC phases in a 

more detailed manner.   

Lurie and Shlomo [10] proposed an ethical framework that amalgamates software 

engineers‘ professional knowledge with their ethical responsibilities [10]. The main 

purpose of the research was to associate the software development lifecycles with the 

professional responsibilities of software engineers. The proposed work has both 

strong and weak points. Though the research demonstrates the possibilities of 

integrating both technical knowledge and the professional code of ethics, the proposed 



42 

 

work does not suggest basic ethical issues that should be answered at each level. For 

example, we can see the ―yes‖ or ―no‖ questions that are prepared for the RE phase. 

These include questions concerning requirements decision-makers, functional 

requirements, customer resistance, the existence of special negative consequences and 

contradictory issues, and requirements prioritization. By answering only these 

questions, it is difficult to address the main ethical concerns. In general, when we see 

their proposed framework, it relies on a set of ―yes/no‖ ethical questions for each 

phase of development that may lead to subjective decision-making, and what is 

considered ethical can vary among individuals. The framework may not capture the 

full complexity of ethical decision-making, and stakeholders may interpret questions 

differently. In addition, the ―yes/no‖ format of the ethical questions may oversimplify 

ethical considerations and lead to a checkbox mentality, where stakeholders simply go 

through the motions of answering questions without deeply reflecting on the ethical 

implications. This could result in a shallow consideration of ethics in the development 

process. 

Van de Poel [129] suggested a framework to evaluate experimental technologies, 

more particularly those technologies that can pose ethical, societal, and safety risks. 

The proposed framework is intended to serve as a guide for decision-making when 

technologies are still being developed and their long-term effects are still unknown. 

One of the contributions of this research is that it addresses ethical responsibility in 

technological innovation, specifically on how to anticipate and prevent potential risks 

before widespread use. One of the strengths of Van de Poel's proposed work it 

emphasizes ethical responsibility, which is vital and aligns with RE's ethical decision-

making. However, there are gaps in its direct application to RE ethics. While the 

framework does take into account ethical responsibility in software development, it 

does not explicitly cover the specific RE issues. In addition, it fails to provide tangible 

guidelines for RE practitioners on how to formally include ethical considerations in 

RE. 

An ethics-aware software engineering approach was presented by Aydemir and 

Fabiano [48], which records, examines, and represents stakeholders' values about 

software artifacts and software engineering procedures. By examining the ethical 

issues with software assets and software engineering processes, their relevant value, 



43 

 

and in-danger entities like developers and users, the suggested effort seeks to assist 

stakeholders in software development initiatives. Furthermore, the approach is 

suggested as a plugin for all models of the development process. It also consists of 

five distinct stages: articulation, specification, implementation, validation, and 

verification. The approach is also suggested with four distinct enablers: transparency, 

ethics knowledge, conscious valuing, and awareness. The proposed method is 

stimulating since it presents fresh ideas for software development methodologies that 

consider ethics. Nonetheless, the covers a very wide issues. A broad aspects and every 

stage of the software development life cycle were covered. Target groups and 

development stages tailored to ethical issues should be taken into account in order to 

attain depth. Since the RE phase is the cornerstone of the others, it is very important 

to include a list of specific ethical issues along with suitable solutions. 

Salehnia and Hassan [151] assessed ethical issues of software engineering and ethical 

aspects of software and system development. These scholars reviewed different codes 

of ethics including the ACM, Data Processing Management Association, Institute for 

Certification of Computing Professionals, IEEE, and IEEE-CS/ACM JTFSECEPP. 

The review shows that in one way or another, all of them are playing a role for 

computing professionals to diminish the advert impacts of computing systems and 

trying to safeguard the safety, health, and welfare of society. Moreover, they reviewed 

other scholars‘ papers from a technical point of view, social, and ethical point of 

view. From their review, they conclude that like technical knowledge of software 

development, recognizing more about the ethical impacts of software artifacts, in 

which it is to be used, is very important.  

3.4  Complementary Works on Ethics in RE 

Rashid et al. [152] assessed the ethics of software engineering in a digital world. The 

authors stated that software engineering exercises and practices should explicitly 

integrate ethical concerns. As stated by the authors, we are living in a globally 

growing digital world, in which various technologies are pervasively accessible. This 

enhances the ease of use and collective communication. However, such technologies 

also have negative impacts; they raise many ethical concerns, such as privacy, 

monitoring, and data protection, to name a few. The digital world has many benefits 
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for the public; nevertheless, it also speeds up numerous unethical activities. The 

authors also explained this situation, i.e., the problem of a single technology having 

the ability to bring both good and bad, as a dual-use dilemma. To demonstrate the 

concept of the dual-use dilemma in the context of the digital world, the authors used 

three sample applications: Google Maps, chat rooms, peer-to-peer networks, and 

Facebook. They stated that the dual-use dilemma emerges because the same single 

technology can be used for harm or for good. As discussed, instead of a simple 

comparison of the benefits and drawbacks of a technology, software engineers should 

critically investigate the damaging ethical concerns of individual software technology. 

Moreover, they should search for alternative solutions, approaches, and/or methods, 

including examining the algorithmic design of those technologies, for the dual-use 

dilemma for the corresponding technology. 

Thew and Sutcliffe [153] investigated three socio-political issues of requirements 

engineering, specifically values, motivations, and emotions. As for the elicited 

requirements techniques, researchers employed interviews, workshops, prototyping, 

and telephone conferences. To evaluate the proposed method, researchers used case 

studies and expert evaluations. The researchers proposed a method for analysing 

socio-political issues in the requirements engineering processes. In doing so, the 

method complements the analysis of non-functional requirements. Furthermore, the 

proposed method brought in new concerns about the RE processes by focusing on 

these three parameters. The results showed various issues regarding the need for 

appropriate guidance for managing socio-political issues in the RE process.  However, 

Thew and Sutcliffe's [153] research only focuses on values, which are relatively 

constant personal beliefs, and motivations, which are psychological concepts 

associated with personal characters that may be observed as stakeholders' long-term 

goals in RE. The professional ethical responsibilities of software engineers (technical 

persons) for  RE were not discussed yet.   

Whittle et al. [154] discovered the means of integrating human values into software 

engineering and proposed new methods of taking those values into account. To 

investigate, the researchers used three real-life projects. The researchers used an 

exploratory research methodology. From their investigation, the researchers observed 

that unlike functional and non-functional requirements, which represent the ―what‖ 
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and ‗how‘ of a software system respectively, values represent the ‗why‘ of a software 

system. As they stated, similar to quality requirements of software systems, 

consideration should be given to human values like for instance, respect, 

empowerment, transparency, community responsibility, and others. These things are 

essential since they relate to the professional responsibility of software engineers 

during RE processes. Nevertheless, the research work of Whittle et al. [33] mainly 

focuses on human values rather than linking them to ethical issues that should be 

considered during RE. 

Jones [32] identified three deep-rooted troubles of software requirements that desire 

solutions; these are toxic requirements (that have long-term unidentified requirements 

which have hazardous impact on direct and indirect stakeholders), incomplete 

requirements, and surplus requirements. Consequently, software engineers have a 

professional responsibility to avoid these problems [32]. The researcher places a 

strong emphasis on the responsibility of software engineers in requirements gathering 

and analysis to address these concerns.    

Similarly, Cemiloglu et al. [155] investigated the ethical requirements for addictive 

technologies in the case of online gambling. Through their study, they identified three 

categories requirements that should be considered gambling addiction problems. 

These are creating an environment that supports informed choice, monitoring user 

data to identify risk factors, and introducing measures to tackle problematic behavior. 

As a contribution, this research work gives initial insights regarding issues that must 

take into account to proactively protect the existence of ethical associated with 

gampling technologies. Nevertheless, the research only focuses on one addictive 

technology, gambling. More work needs to be done on ethical guidelines to be 

followed during RE  

Paech and Kurt [156] explored the need to understand users‘ views of software. Users 

could not be discoursed like developers. While users talk regarding the external view 

of software, developers should have to compare features of the software, identify 

compliance with the software usability, and differentiate the constraints including its 

ethical issues. The researchers proposed an intermediary communication language 

(user view language) as a common ground for discussions among users and 
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developers. Their research findings emphasize the need for attention to identify 

ethical problems and to look at different aspects of software, particularly from users' 

points of view.  

In summary, the reviewed related works investigated ethical problems from different 

viewpoints. In this chapter, we discussed some related works which are more related 

to the research. This research used different strategies including using different search 

keywords, ―or‖ and  ―and‖ operators,  and a pass reading approach for selecting 

suitable papers to be reviewed. Before anything else, we discussed the IEEE-

CS/ACM JTFSECEPP to provide clarifications regarding the adapted codes of ethics 

for this research. Following that, those works that were carried out related to software 

engineering codes of ethics and software development are reviewed. In addition, some 

works that were done on technology and ethics are considered since they are essential 

to get the ethical implications of those technologies on RE. We categorized those 

works into three. The first one is the software engineering code of ethics. Secondly, 

those works that mainly deal with software development and software engineering 

codes of ethics are elaborated. Thirdly, we explained five reviewed papers that have 

relations with RE ethics in various ways. As we see from the above discussions, more 

work is required to address the consequence of software technologies at the initial 

stages, RE. Therefore, this research is initiated to investigate the ethical concerns of 

RE and propose a framework that helps software engineers to get a clear guideline 

concerning the consideration of ethical concerns in RE.  
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Chapter Four – Research Findings 

4.1 Introduction  

Before selecting the case companies, we conduct an initial screening using their 

websites and online platforms. This involves reviewing their annual reports and other 

related reports available on their website. These include reviewing accessible contact 

information, the number of employees they have, the area in which they are engaging, 

years of experience, and other relevant published information. After conducting this 

preliminary information, we tried to communicate with those companies via phone 

calls, in person, and through other online platforms. From a total pool of forty 

companies as population size, seven were purposively selected based on specific 

criteria such as the availability of required information they have like accessible 

contact and address information, their transparency/openness, and their 

active/ongoing engagements in software development. This selection process helps us 

to ensure the ability of the chosen companies to provide the rich and detailed 

information necessary for this research.  

The research considers a diverse range of company sizes. The participating companies 

range from having less than ten employees in the development activities to large 

companies having more than 3000 employees in the development task. Besides, those 

companies have a variety of years of experience, except for one company (Company 

E) that has five years of experience; most of them are well-experienced. Four 

companies (Company A, B, C, and F) have more than sixteen years of experience, and 

two companies (Company D and G) have sixteen and ten years of experience, 

respectively. The oldest company, Company B, has twenty-nine years of experience 

in developing software products and services. The following table, Table 4.1 shows 

the companies' sizes and their years of experience. 
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Table 4.1 Software companies’ Size and Year of Experience [12, p. 40] 

Company 

Code 

Years of 

Experience  

No. of 

Employees  

Number of 

Participants 

Involved  

Participants Job Title  

 

A 

 

19 years   

 

9 

 

3 

 Chief Company Manager 

 Requirements Engineering  

 Team  Leader  

 

B 

 
 

29 years   

 
 

628 

 

 

7 

 Chief Company Manager 

 Requirements Engineer 

 Consultant and Project Manager   

 Team Leader  

 

C 

 

20 years 

 

12 

 

3 

 Middle-Level Manager  

 Software Developer 

 

D 

 

16 years 

 

501 

 

3 

 ICT Director  

 Team Leaders   

 Developers 

 

E 

 

5 years  

 

6 

 

2 

 Team Leader  

 Software Developers 

 

F 

 

17 years 

 

Above 

3000 

 

16 

 Director for Security 

 Department Business Analysts    

 Requirements Engineers 

G 10 years 3 1  Software developer 

 

Almost all companies are engaged in the provision of affordable IT-based solutions to 

business enterprises and customers in e-government, enterprise resource planning, 

human resource management, inventory and stock management, medical software, 

customer relationship management, mobile applications, etc. The companies are given 

alphabetical coded names for privacy. The number of participants involved in the 

research from the seven participating companies is thirty-five. Table 4.2 below 

displays some of the major areas in which each of the companies engaged in.  
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Table 4.2: Companies' Engagement 

Company 

Code 

Engagements 

 

A 

 Provides IT solutions and services in Ethiopia and abroad, with a 

focus on management information systems consultancy, software 

development, business process outsourcing, e-commerce, etc.  

 

B 

  Mainly, it provides enterprise resource planning  system solutions 

for its clients 

 Its clients include star-rated hotels, supermarkets, and restaurants 
 

C 
 Software developing company for different clients, including 

hotels, supermarkets, and others 

 

D 

 Automating processes, administrative tasks, 

 Integrating technologies in business and academic institutions, etc.  

 

E 
 Software development company 

 Have a partnership with more than 1000 organizations 

 

F 

 Works on security, cybercrimes, and others through software 

systems development 

 Works on protection of society   

G  Providing IT-based solutions by developing software systems  

 Among the thirty-five participants, one is a Ph.D. holder, twenty-four are MSc 

holders, and ten of them are BSc holders in computer science, software engineering, 

and information systems. Table 4.3 underneath presents the details of the companies 

and participants. 
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Table 4.3: Participants' Demographic Information [12, p. 41] 

Variables Category   No. of 

Participants 

Involved  

Percentage (%) 

 

Gender 

Male 22 62.9% 

Female 13 37.1% 

 

Age 

From 20–35 9 25.72% 

From 36–50 22 62.86% 

Above 50 4 11.43% 

 

Educational 

Level 

BSC 9 25.7% 

MSc. 25 71.4% 

Ph.D. 1 2.9% 

 

Years of 

Experience 

1 year 3 8.57% 

5 years 3 8.57% 

7 years 4 11.43% 

8 years 3 8.57% 

9 years 8 22.86% 

Above 14 14 40% 

4.2 Data Collection Procedure 

Before data collection, the participants were briefed on the aims of the research. They 

were informed about confidentiality, voluntariness, and their rights to withdraw at any 

time without facing any consequences. Written informed consent was prepared for 

each participant. No formal training was provided, but clear explanations were given 

to all the participants.  

We used thirteen interviews and five FGD questions. These questions were validated 

by twelve computing professionals (ten Ph.D. and two Ph.D. candidates). According 

to their comments and feedback, we made revisions. The questions are designed to 

answer the research questionsidentify ethical concerns during RE. All the interviews 

were conducted face to face and they were audio recorded, with the average length of 

the interview being 45 minutes. We conducted two FGDs with four members each. 
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On average, each of the FGDs took an hour. Both FGDs were very open and 

interactive sessions. During the interview sessions, we used probing questions to 

discover relevant ethical concerns in a detailed manner. Moreover, before starting the 

interview and the focus group discussion questions, every participant agreed to and 

signed the consent form. Annexes II and III depict interview and FGD questions, and 

the consent form respectively. 

4.3 Data Analysis 

The thematic analysis is one of the qualitative analysis methods researchers use to 

organize and analyze qualitative data. It refers to repetitively reviewing and rereading 

the recorded data to identify codes, categories, and themes [157]. Different scholars 

recommend using a six-stage analysis of qualitative data to keep the needed rigour in 

the analysis process [87, 85, 157]. For this research to analyse the collected data, a 

thematic analysis is employed. Figure 4.1 below shows the processes involved during 

the analysis of stage of this research.   
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Figure 4.1: Steps in Data Analysis 

 Here, we discussed the major activities that occurred under each of the processes.  

4.3.1 Stage 1: Data Familiarization 

The data were organized to be suitable for analysis. Appropriate qualitative analysis 

techniques were selected and utilized to generate codes, categories, and themes of the 

research.  

At the familiarization with data stage, we immersed ourselves in the data by reading 

them multiple times. The major processes carried out at this stage are the interview 

and FGDs, which were listened to and transcribed again and again.  

The findings of the interview and focus group discussion questions are grouped 

according to the research questions. Then, holistic coding is employed to analyse 

collected data from participants. This method is used since it enables us to grasp the 

main concepts and patterns within the dataset. The overall concepts of the corpus are 

identified and coded with groups of data. anchor codes. We thoroughly read and re-
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read the collected data, including interview transcripts and FGDs  repeatedly to 

identify the important concepts of the findings. Then, we highlighted key concepts 

and identified anchor codes to large segments of the data.  

Revisions were carried out on them and finally five anchor chodes, corresponding to 

each research questions were emerged from the entire collected data. These are 

Importance,  Practice, Fundamental Ethical Concerns, Management-related problems, 

and Methods. These anchor codes are key codes that represent the most important 

themes that developed at the initial stages of the analysis, and they served as basic 

reference points to analyse the collected data further by applying initial, in vivo, and 

attribute coding strategies.  

4.3.2 Stage 2: Generating Initial Codes 

At this stage, the initial coding strategy is employed on the interview transcripts and 

FGDs. Each part of the collected data was analysed word by word, phrase by phrase, 

paragraph by paragraph, and section by section in detail. Every distinct section of the 

data was carefully reviewed. Following that keyword, and/or word phrases that seem 

very relevant were highlighted and identified. Then, meaningful labels for each of the 

data segment were given, and relevant statements were coded, and they are put under 

their respective anchor codes. In addition, by using in vivo coding, some important 

actual words of the respondents are taken as they are. Moreover, we use attribute 

coding to discuss the participating software companies and individual participants‘ 

demographic information.     

4.3.3 Stages 3 and 4: Review and Compile Initial Codes 

In this point, we reviewed, refined, and organized the labeled codes generated in stage 

2 to ensure clarity, coherence, and relevance. Finally, at this stage of the coding 

process, the list of initial codes is compiled. All in all, three hundred forty codes from 

participants‘ interviews and FGDs were developed. In the fourth stage, these codes 

are grouped based on the anchor codes or the research questions.  
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4.3.4 Stage 5: Group Codes and Tally Their Frequency  

During this stage, we organized codes into broader themes and counted their 

frequency. Revisions were made to make each code distinct and meaningful. Each 

code is depicted according to its frequency.  

4.3.5 Stage 6: Generate Categories and Refine Themes  

At this stage, further revisions encompassing refining the initial codes and anchor 

code revisions were made. The essence of each anchor code, the initial codes, were 

carefully reviewed. After lots of revision, we obtained one hundred seventy six codes, 

thirty four categories, and five themes.   

In this research, codes, categories, and themes are used based on Saldaña's [87] 

explanation. In qualitative research, a code is usually a word or word phrase that 

effectively conveys concise, meaningful, and insightful attributes of a section of 

textual or visual data. In this research, codes refer to short labels given for specific 

segments of data/text that express a meaningful concept regarding the texts that they 

represent. Codes are used to represent small units of data segmentations. Categories 

are more general classifications used in qualitative research that combine related 

codes according to common characteristics. By observing patterns and relations 

among coded segments, categories help to organize the data. We used categories as a 

transitional phase between coding and the formation of themes. Similarly, themes 

characterized broad conceptual holistic interpretations of the collected data in line 

with the research questions. The anchor codes, which were identified at the beginning 

of the analysis (at stage 1), were reviewed carefully [31]. After multiple revisions, in 

the end, one hundred seventy six codes, thirty four categories, and five themes 

emerged.  

 In the following section, Section  4.4, we discussed the major findings obtained under 

each of the five themes. Sample codes and categories for each of the themes are also 

depicted and have been developed using the Xmind mapping tool. 
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4.4 The Research Findings 

This section presents the details of the themes, categories, and codes.  

4.4.1 Themes  

a. Importance 

The first theme, importance, deals with the importance of clearly considering ethical 

concerns during RE processes. Regarding this, all the participants replied that 

considering ethical concerns during the RE process is essential. Mainly, two 

categories have been identified under this theme, namely, helping to get quality 

software and avoiding ethical concern violations. Considering ethical concerns during 

RE processes helps to get quality software. This means that if we consider ethical 

concerns when doing RE, it is possible to ensure privacy and security issues, enhance 

software project success, refine artifacts, enhance ease of use, enable us to get in-

depth information, and so on. Considering ethical concerns also helps to avoid ethical 

violations. This means that it helps us to elude deceptive requirements, protect 

confidentiality, prioritize social safety, find complete requirements, and so on. A few 

of the responses are presented as follows: 

As one participant stated, ―RE is the first phase of system development, and it is a 

foundation. As a result, if there is a problem in this phase, the problem will be 

reflected in the design, architecture, and all other phases. Besides, the problem which 

is not solved in this phase will have a high impact on the other phases‖ [12]. 

Likewise, the other participant mentioned that  "Of course, considering ethical 

concerns has many benefits. In requirements-gathering activities, the more we go into 

detail, the more information we will obtain. Nevertheless, in practice, this is not 

exercised. Only functional requirements, such as the needs of our customers, have 

high focus and will be gathered in most situations.‖ 

Similarly, the other participant expressed that ―Considering ethical concerns helps to 

avoid requirements duplication and to give priority and attention to critical ethical 

issues according to organizational behavior, needs, and wants. In principle, 
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requirements should be complete, clear, unambiguous, consistent, and accurate. It 

helps us to respect social values, to empower customers, to protect confidentiality and 

privacy issues, to protect unauthorized access to information, to avoid unnecessary 

and unwanted requirements, to avoid deceptive requirements, and so on. However, as 

far as I know, there are no laws, rules, or regulations that make developers 

accountable for their products. There is no legal ground to punish those developers 

who omit ethical concerns and issues. Something should be done to make developers 

liable for their faults. That thing may be a procedure, policy, or other thing. There 

should be legal procedures that enforce the inclusion of ethical concerns and the 

accountability of software developers‖ [12]. 

Under this theme, a total of three main categories and eighteen codes were identified 

from the qualitative data analysis. Figure 4.2, represents these categories and codes 

within this theme.  

 

Figure 4.2: Importance – Codes and Categories   



57 

 

b. Practices 

The second theme, practices, assesses the practices of software companies regarding 

the considerations of ethical concerns during RE processes. In this regard, the practice 

is assessed concerning industry practices, usage of professional code of conduct 

standards, and guideline utilization practices. 

Regarding industry practices, except one, all the participating companies have a 

traditional way of doing RE processes. The single company, company ―F‖, is trying to 

focus on the early identification of ethical concerns, especially security aspects of 

ethics, during RE processes. Some of the manners in which this company is practicing 

include ensuring security issues by giving great focus to them. Additionally, the 

company is using issue-tracking software (like requirements traceability matrices and 

document matrices) to filter requirements. Further, this company divides departments 

by specialization, such as business analyst, solution engineer, database designer, 

developer, architect, etc. 

Regarding using professional code of conduct standards, respondents were asked 

which professional code of conduct standards related to ethical concerns for RE 

processes they use in their day-to-day activities. The respondents from six companies 

replied that they do not have any professional code of conduct standards that they 

follow in their day-to-day work on software development. One company, company 

―F‖, uses the IEEE Code of Ethics standard via customization with limited practice. 

Some of the employees of this company said, ―We have not,‖ and others stated only 

limited practices of IEEE. Similarly, almost all the six companies, except company F, 

stated that currently, they do not have any guidelines in place for considering ethical 

concerns throughout the software development project. 

 Moreover, respondents were asked to mention the methods they use to identify 

ethical concerns. They were asked what method they use to ensure that requirements 

don't endanger human safety or involve any deceit, incompleteness, inconsistency, 

improper requirements, ambiguity, or clarity issues. As most of the respondents said, 

they do not have any methods or checking mechanisms to perform such things [12]. 
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They are using traditional identification techniques that are used for functional 

requirements like prototyping, discussions, and workshops. 

In general, the findings of this theme refer to the absence of industry practices, 

professional code of conduct standards, and other guidelines within the company for 

integrating ethical aspects of software during RE processes. It also indicates that 

almost all companies do not have any identification methods or checking mechanisms 

for whether ethical concerns are considered and incorporated during the RE process or 

not. Generally, within this theme, a total of eight categories and twenty-six codes 

were developed. These categories and codes are shown below in Figure 4.3. 

 

Figure 4.3: Practice – Codes and Categories   

c. Fundamental Ethical Concerns 

The third theme, fundamental ethical concerns, assesses critical ethical concerns 

that are obtained from the participants. A few of the responses are presented below. 
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One participant said, ―Non-functional requirements are very vague to capture; they 

are costly to test." Users could not identify them correctly. Since there are these and 

other similar problems, taking non-functional requirements as requirements is very 

challenging.‖ Additionally, he stated that still functional requirements are unstable in 

the context of our nation. It is highly challenging to discuss non-functional 

requirements, and ethical issues with a system whose functional requirements are not 

satisfied. This is because it necessitates a large amount of funding and a supply of 

resources, including human and other resources. 

According to another respondent's reply, the majority of ethical issues are private. 

That refers to how an individual behaves.  As he said, ―The challenge regarding RE is 

that in most cases, even though there are frameworks and guidelines, practically they 

are not used. The other challenge is a lack of knowledge on both the customer and 

business analyst or requirements engineer sides. The ability to identify requirements, 

hear them, and gather and appropriately document those requirements is a very 

challenging problem. Besides, from the customer side, they do not know how their 

business is done.‖ Similarly, the other respondent replies, ―In most cases, I observed 

knowledge gap problems. Not knowing customers‘ requests and needs.‖ 

Another participant said, ―The fundamental challenge during RE is the frustration of 

customers with using automated systems. Because they assumed that automation 

might cause them to lose their jobs, automation might cause overload (workload), and 

problems with their attitude concerning automation. Due to that, when they are asked 

to give requirements, they are not willing to give the real requirements, both 

functional and non-functional requirements. They hide every piece of information. In 

addition, unclear business processes, unclear and ambiguous requirements, unfulfilled 

infrastructure, and using outdated tools and technologies are the other ethical concerns 

that I observed.‖ 

Similarly, another participant stated, ―Customers could not be willing to give all the 

necessary formats, documents, and reports. There is a tendency to hide them. Some of 

them may be due to lack of knowledge, but most of them do it purposely due to some 

reasons, such as some of them being afraid to be jobless because of automation, some 
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of them losing unnecessary benefits associated with corruption, etc. I observed these 

fundamental ethical problems.‖  

Under the theme of fundamental ethical concerns, six categories have been identified: 

knowledge gap problems (KGP), requirements identification problems (RIP), 

requirements quality-related problems (RQP),unwillingness to give requirements 

(U/DP), doing prohibited activities (PAP), and lack of legal ground or rules for 

accountability. Under these categories, about seventy five codes have been identified. 

Regarding the category of requirements identification problems, some of the codes 

include inadequate RE processes, insufficient requirements, ―incomplete 

requirements, lack of attention, focusing only on functional requirements, not 

identifying them as requirements, not identifying the real needs and wants of 

customers, vague requirements, collecting irrelevant requirements, omitting 

requirements, and so on‖ [12]. 

Under the quality-related problems category, the codes include security concerns, 

privacy concerns, cyber-attacks, confidentiality issues, usability issues, etc. In the 

doing unpermitted things category, the codes include lack of honesty in job work, 

carelessness, adding evil requirements intentionally, plagiarism, and so forth [12]. 

Under the unwillingness to give requirements category, the codes include customers‘ 

reluctance to give clear, real, appropriate, and precise requirements, getting impure, 

and too complex requirements [12]. Regarding the knowledge gap category, lack of 

knowledge, communication gap, lack of experience, lack of knowledge in identifying 

and using the appropriate tools and methodologies, and others are included. Besides, 

these main categories, other categories were identified under this theme. Figure 4.4 

below depicts the categories and sample codes within them. 
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Figure 4.4: Fundamental Ethical Concerns – Sample Codes and Categories  

d. Management Related Problems 

The theme, management-related problems, evaluates issues that tend to be related 

to software project management. Under this category, various issues are covered. To 

name a couple of them, a participant said, ―Adapting to change can be challenging 

when it occurs. Not being proactive and not being able to adapt to that change is a 

bottleneck." The biggest challenge in the software development journey is the 

frequent change requests that customers raise, stated another participant. ―Consider 

business process reengineering (BPR) as an example. Numerous changes were 

brought by BPR. We had our entire attention focused on developing BPR throughout 

that period. We are told to abandon the implementation after expending a great deal of 

time, energy, and resources on it and resume our regular workdays using the earlier 

method. We had spent a lot of resources at that point, which made it difficult because 

the system could not be used for a while.‖ 
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The theme has two categories: ―frequent change requests and being reluctant to accept 

changes,‖ [12] with more than twenty-five codes. The following figure, Figure 4.5, 

depicts categories and sample codes of this theme.  

 

Figure 4.5: Management-Related Problem –  Sample Codes and Categories  

e. Methods  

The fifth theme, Methods, examines whether ethical issue identification techniques 

are present or not.  Respondents were asked to mention the methods that are used to 

identify ethical concerns to know whether ethical concerns are considered or not. 

They were asked as to how they are determining whether requirements do not 

endanger human safety or involve any deceit, inconsistency, incompleteness, or 

inappropriate, imprecise, or ambiguous requirements. The majority of software 

industries, about six of them, lack defined procedures for identifying ethical problems 

during RE processes.  One company, company F, use communication with customers, 

such as conversations with customers, meetings, pilot design,  user acceptance testing, 

etc. [12]. The theme has about five key categories and twenty-eight codes. Figure 4.6 

below portrays a sample of them.  
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Figure 4.6: Methods Theme –  Sample Codes and Categories  

To conclude, in this chapter we discussed major research findings. Data were 

collected from the participants using interviews and FGD questions. This research 

investigates the industry practices in using methods to identify ethical concerns with 

three perspectives: industry practice, usages with respect to professional code of 

conduct standards, and application of any established ethical guidelines to bring 

ethical issues under consideration. According to the findings, those case companies do 

not have a well-organized way to consider ethical concerns during RE. Many of them 

fail to take into account ethical issues in their work throughout RE [72]. Moreover, 

this research examines the serious problems of RE that need critical attention. 

Following the analysis results, major themes, categories, and concerns are obtained.  
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Chapter Five – Framework for Software RE Ethics 

5.1 Introduction  

This chapter presents the proposed framework for RE ethics. Mainly, the proposed 

framework will be beneficial for software engineers. It can also be used as an aid for 

software developers, practitioners, and RE managers in the early identification of 

ethical concerns. Within the scope of this research, we use the term ―software 

engineers‖ to represent those computing professionals who mainly work in RE 

processes, including requirements engineers, system analysts, and other computing 

professionals. The following subsections discuss the proposed framework and its 

components.   

5.2  The Proposed Framework 

After obtaining the analysis results of the research,  we revised and screened the 

themes, categories, and codes based on the research questions. The main aim of this 

research is to investigate critical ethical issues of RE in real working environments of 

software industries and propose a solution via framework development. For this 

purpose, among the five themes, we selected the Fundamental Ethical Concern Theme 

and the first five categories within it, as discussed under subsection 4.1.1. Each of the 

categories encompasses codes. These codes represent the critical concerns that should 

be considered during RE processes. So, hereafter, the codes that were identified and 

screened during the analysis stage of the research are considered as concerns. 

Therefore, in this research context, codes and concerns are used interchangeably. 

Following a rigorous revision, the top twenty-four concerns to be considered during 

RE are screened. Other concerns can be represented by each of these selected 

concerns. Details of this are depicted in Annex IV. Table 4.1 displays these screen 

concerns to be considered in the proposed framework. 
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Table 5.1: The Top Fundamental Ethical Concerns to be Considered 

 

The above-selected main categories belong to the fundamental ethical concern theme. 

Among the six categories of fundamental ethical concern theme, we consider the first 

five, indicated in the Category column of Table 5.1: knowledge gap problems (KGP), 

requirements identification problems (RIP), requirements quality-related problems 

(RQP), unwillingness or disclination to give requirements (U/DP), and doing 

prohibited activities (PAP). To address these problems within each of the five 

No. Categories Concerns (Codes) 

 

 

1 

 

 

Knowledge 

Gap 

a Unrealizing the benefit of automation 

b Lack of experience 

c Communication gap  

d Lack of knowledge to identify and utilize tools, and methods  

e  Weak Requirement change management 

 

 

2 

 

 

Requirements 

Identification 

a Incomplete requirements  

b Insufficient requirements engineering processes  

c Presence of ambiguous requirements  

d Requirements Omitting  

e Lack of attention for non-functional requirements 

f Not identifying ―to be‖ requirements  

g Collecting irrelevant requirements  

h Lack of proper documentation  

 

3 

Quality 

Related 

Problems 

a Security concerns  

b Privacy concerns   

c Usability concerns   

 

4 

 

Unwillingness  

a Unwilling to give clear, real, appropriate, and precise  

requirements  

b Getting too complex requirements 

c Be reluctant to give real/precise requirements  

 

5 

 

Doing 

forbidden 

action 

a Lack of honesty  

b Carelessness   

c Adding evil codes on source code   

d Plagiarism (duplications of works)   

e Denial of agreements  
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categories, the corresponding five components of the framework are identified. Every 

component of the proposed framework suggests pieces of advice for each of the 

corresponding concerns. Table 5.2 illustrates the identified components of the 

proposed framework inline with each category. 

Table 5.2: Mapping Categories to the Framework Components 

 

No. 

 

Categories 

 

Framework 

Components (Cn) 

 

Meaning 

 

1 

Knowledge 

Gap Problems 

(KGP) 

Ethics for 

Knowledge Gap 

(C1EKG) 

Proposes lists of advice as solutions to 

resolve the identified knowledge gap-related 

problems 

 

2 

Requirements 

Identification 

Problems 

(RIP) 

Ethics for 

Requirements 

Identification 

(C2ERI) 

Suggests the possible solutions that can be 

considered to minimize the presence of 

those problems under RIP during RE 

 

3 

Quality-

related 

Problems 

(RQP) 

Ethics for 

Requirements 

Quality (C3ERQ) 

Gives specific bits of advice that can be 

used to minimize the mentioned quality-

related problems 

 

4 

Unwillingness 

or 

Disclination 

(U/D) 

Ethics for 

Unwillingness or 

Disinclination 

(C4EU/D) 

Recommends sets of advice as clauses that 

will be useful to get the willingness of 

customers 

 

5 

Doing 

Prohibited 

Activities 

(PAP) 

Ethics for 

Prohibited Actions 

(C5EPA) 

Shows the ways that help to diminish 

unethical behaviors and practices of 

software engineers 

Following this, the proposed framework is systematically structured using the five 

components (C1EKG, C2ERI, C3ERQ, C4EU/D, and C5EPA), the major categories, 

and the screened concerns. Each component incorporates a set of clauses, which are 
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adapted from IEEE-CS/ACM JTFSECEPP, as resolving mechanisms to address the 

associated ethical concerns within them.  

5.2.1 Notation for the Framework Building Blocks 

For clarity, we provide notations for components, concerns, and clauses, which serve 

as the framework's foundational building blocks. We organize and discuss their 

labeling using the hierarchical notation system below.  

Notation for Components  

The components of the framework are labelled as  Cn, where C represents the 

components and n represents the component‘s number (order of it), ranging from 1 to 

5. For example, C1 refers to component 1 of the proposed framework. Hence, using 

this notation, the five components of the framework are labelled as:  

 Component 1 (C1): ―Ethics for Knowledge Gap‖ – C1EKG  

 Component 2 (C2): ―Ethics for Requirements Identification‖ – C2ERI  

 Component 3 (C3): ―Ethics for Requirements Quality‖ – C3ERQ  

 Component 4 (C4): ―Ethics for Unwillingness or Disinclination" – C4EU/D 

 Component 5 (C5): ―Ethics for doing Prohibited Actions‖ – C5EPA   

Notation for Concerns 

The concerns are represented as Con. n.x, where  

 Con. stands for the identified requirements engineering ethical concern,  

 n represents the component number in which that concern is found (indicates 

their placement order in the proposed framework components), and  

 x shows the concern number within that component.  

For instance, Con. 1.2 refers to the second concern of component 1.  

Notation for Clauses 
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The advice provided for each concern under each of the components is organized as 

Cl n.x.a where: 

 Cl denotes clause, 

 n represents the framework component number, 

 x refers to the concern number within that specific component,  

 a indicates the advice number associated with the corresponding concern within 

that component.  

For example: 

 Cl 1.2.3 refers to: 

o Cl represents clause, 

o Component 1 of the proposed framework, 

o Concern 2 within component 1, 

o The third piece of advice provided for concern 2 within component 1.  

Notation for Checklists  

 Con. n.x – concern-related information, as mentioned above. 

 SN  

o S refers to the strategies to ensure whether the identified concern is addressed 

or not (at least addressed to some extent or not).   

o N refers to the strategy number for the concerns to be checked.  

In the following section, Section 5.3, each of the proposed framework building blocks 

is discussed. Also, the high-level proposed framework structure is depicted below in 

Figure 5.1.  
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Figure 5.1: High–Level Proposed Framework Structure 

5.3 Components of the Framework 

5.3.1 Ethics for Knowledge Gap 

Pertaining to this research, the knowledge gap indicates the knowledge gap problems 

that are observed in technical and nontechnical stakeholders of a software project.  

Technical persons include software engineers, software developers, or anyone with an 

appropriate computing profession working and/or engaging in RE processes. In 

accordance with our research findings, some of these technical persons did not do the 

right things in their work, they become unwilling to participate professionally. Some 

of the problems that occurred related to technical persons include lack of experience, 

lack of identifying tools and methodologies, wrong utilization of those methodologies 

and tools, using outdated tools and technologies, and improper use of techniques.  

Nontechnical persons include customers, managers, sponsors, and other stakeholders 

of a project who are expected to give requirements during RE processes. In the same 

way, problems related to nontechnical persons include frustration with automation 

due to different personal reasons, not realizing the benefits of automation or lack of 

interest in knowing about it, being reluctant to accept the change of workplace to be 

an automated environment purposely, and so on. Due to these and other related 

problems, customers do unethical activities such as not giving the real requirements of 

a system, becoming reluctant to any cooperation and communication, rejecting the 

final artifacts, etc. 
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In RE, knowledge gaps among technical and nontechnical stakeholders of a software 

project can result in unethical actions, whether intentionally or unintentionally. This 

lack of knowledge leads to misrepresentation, manipulation, and lack of knowledge in 

describing systems requirements, which can result in damage and bring hazardous 

impacts for users, organizations, society, and the environment. The ethical problems 

arising from knowledge gaps can be categorized under different domains with their 

impact.   

Lack of knowledge in RE may cause misrepresentations of requirements. 

Nontechnical stakeholders, including business owners, product managers, and users, 

may define requirements (the needs, goals, and constraints of a system) incorrectly. 

Using those wrongly defined requirements, software engineers may prepare 

requirements specifications. This may lead to false expectations of the final product or 

service. In other cases, individuals or organizations knowingly manipulate 

requirements to their benefit, taking advantage of less informed stakeholders. For 

example, an executive in a company who does not have technical know how can 

misrepresent the functionality of a software product in project reports and thereby 

deceive investors and customers. A software company can also hide some technical 

limitatins at the intial stages of RE to secure the contract, and then disclose the 

necessity for additional expenditures. Such knods of deception result in a breach of 

trust, financial loss, and loss of reputation, and hence, it becomes a serious ethical 

problem in RE. 

Moreover, a lack of knowledge may lead to collecting, defining, specifying, 

designing, sorting, and processing sensitive information in an insecure manner. For 

example, a software development team might neglect the proper encryption of user 

data due to a lack of knowledge in security best practices. Alternatively, an 

organization may be unintentionally gathering excessive amounts of users personal 

data without first gaining explicit consent from users. Such kinds of privacy breaches 

lead to identity theft, financial fraud, and abuse of user data.  

Furthermore, the knowledge gap may lead to different challenges related to 

accountability and transparency among different stakeholders of a software project. 

Accountability and transparency are important in RE practices since they allow open 
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understanding among stakeholders concerning the goals, constraints, and risks of a 

system. Inadequate documentation, less traceability, and a lack of accountability for 

decision-making due to the knowledge gap problem create difficulties in seeking 

accountable persons for particular design decisions.In addition, there are many other 

cases in which a knowledge gap causes many unethical problems. This study finding 

shows that the knowledge gap is one of the major ethical problems during RE [12]. 

Filling the knowledge gap in RE is not only a technical necessity but also an ethical 

obligation towards being fair, accountable, transparent, and developing software that 

conforms to the best ethical standards. is, therefore, this component of the framework, 

Ethics for knowledge gap, discusses possible solutions, specific pieces of advices as 

set of clauses, for the selected knolwdge gap related problems. The classes that are 

mentioned under this category help software engineers resolve those problems in 

advance before proceeding to the other stages of software development. The 

following table, Table 5.3, shows sample clauses and corresponding concerns under 

this component of the framework.  

Table 5.3: Ethics for Knowledge Gap – Sample Clauses 

Concerns to 

be Addressed 

in C1EKG 

Clauses as Specific Advice for Consideration IEEE-

CS/AC

M   

 

 

Con. 1.1 Not 

realizing the 

benefit of 

automation 

1.1.1  Ensure your descriptions of automation benefits 

are accurate and based on evidence, taking 

responsibility for their reliability. 

1.01 

1.1.2 Set clear, realistic expectations for what 

automation can achieve in a software project.  

3.02 

1.1.3 Emphasize the human-centric benefits of 

automation, such as reducing tedious tasks and 

enhancing job satisfaction. 

4.01 

1.1.4  Promote automation solutions that comply with 

industry standards and legal requirements. 

6.06 

1.1.5 Continually improve your skills and knowledge to 

realize and communicate the full potential of 

automation in RE. 

8.02 
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Concerns to 

be Addressed 

in C1EKG 

Clauses as Specific Advice for Consideration IEEE-

CS/AC

M   

 

 

 

 

Con. 1.2 Lack 

of Experience 

1.2.1 Ensure that the lack of experience in RE does 

not compromise the safety, reliability, and 

quality of requirements. Seek expert guidance 

and thorough review to mitigate associated risks. 

1.06 

1.2.2 Implement management practices that encourage 

continuous learning and knowledge sharing 

among team members. Create an environment 

where inexperienced team members can learn 

from seasoned professionals. 

5.01 

1.2.3 Engage in continuous professional development 

to enhance skills in RE. Participate in 

workshops, seminars, and courses to stay 

updated with industry best practices. 

6.03 

1.2.4 Consider best practices and support colleagues in 

professional development to mitigate the effects 

of immaturity in experience during RE. 

7.02 

1.2.5 Take personal responsibility for your 

professional growth in the area of RE. Regularly 

seek feedback and take advantage of training 

opportunities to improve your expertise. 

8.01 

 

 

 

Con. 1.3 

Communicatio

n Gap 

 

 

1.3.1 Communicate effectively and efficiently with 

appropriate key stakeholders to identify and 

mitigate hazardous risks that impact the public. 

 

1.04 

1.3.2 Respect and appreciate the diversity of 

viewpoints and experiences within the 

development community and cooperate to 

produce solutions that are both equitable and 

inclusive.  

 

2.02 

1.3.3 To dig out ethical concerns early, let users speak 

about their needs freely in their own words. Try 

3.02 
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Concerns to 

be Addressed 

in C1EKG 

Clauses as Specific Advice for Consideration IEEE-

CS/AC

M   

to understand users better. 

1.3.4 To provide impartial, unambiguous 

interpretations of the requirements, communicate 

objectively. 

4.03 

1.3.5 Ensure that ethical standards are clearly 

communicated and expectations are precisely 

mentioned for members involved in RE.   

5.02 

 

 

Con. 1.4 Lack 

of knowledge 

in identifying 

and utilizing 

tools, 

methodologies 

1.4.1 Learning is an endless process. So, upgrade your 

knowledge of software engineering methods, 

tools, techniques, principles, concepts, and 

standards for the development of software 

through formal and informal education and 

conversation with colleagues. This encourages to 

address and prevent issues of public concern. 

1.05 and 

6.03 

1.4.2 Ensure that software engineers who are working 

in RE processes are well qualified for their work 

by an appropriate combination of education, 

training, and experience. 

3.04 

1.4.3 Software engineers should devote themselves to 

supporting colleagues in RE professional 

development, including adhering to ethical 

principles and assisting in technical weaknesses 

and nontechnical skill developments.  

7.02 

1.4.4 Integrate your professional and ethical 

knowledge and work by following appropriate 

standards and principles.  

8.01 

1.4.5  Demonstrate a commitment to ongoing 

professional development. 

8.02 

 1.5.1 Approve requirements only if they have a well-  
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Concerns to 

be Addressed 

in C1EKG 

Clauses as Specific Advice for Consideration IEEE-

CS/AC

M   

 

Con. 1.5 Weak 

requirements 

change 

management 

founded belief that it is safe, harmless for 

society, meets specifications, and does not 

diminish the quality of life and privacy or harm 

the environment. The ultimate effect of the work 

should be for the public good. 

1.03 

1.5.2 Maintain professional objectivity concerning any 

change requests or other related tasks you are 

asked to evaluate.  

4.03 

1.5.3 Promoting an ethical approach to the 

management of requirements ensures the 

inclusion of holistic needs that enhance ethical 

practices in RE by respecting the interests and 

values of stakeholders. 

5.04 

 

1.5.4 During requirements change management, 

software engineers should not promote their 

interests at the expense of the profession, clients, 

or employer. 

6.05 

1.5.5 Review change requests from your colleagues, 

clients, or other stakeholders objectively, 

truthfully, and properly documented. 

7.04 

As indicated above in Table 5.3, under C1EKG, five top concerns, labeled from Con. 

1 to Con. 5, are selected. For each of these concerns, pieces of advice are suggested as 

some samples shown above in Table 5.3. Other concerns within C1EKG were 

grouped under these five concerns based on their resemblance in characteristics. Some 

of them are indicated in Annex IV.  

Con. 1.1 has about fifteen clauses that were adapted from principles 1, 2, 3, 4, 5, 6, 

and 8 of IEEE-CS/ACM JTFSECEPP. The specific adapted clauses in these 

principles are 1.01, 1.02, 2.01, 2.02, 2.04, 2.06, 2.07, 3.01, 3.02, 4.01, 4.03, 
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5.03, 6.01, and 8.02. The following table, Table 5.4, shows the total number of 

clauses within each of the concerns and the corresponding clauses from which they 

were adapted.  

Table 5.4: Ethics for Knowledge Gap – Concerns and Clauses 

  

As indicated above in Table 5.4 for C1EKG, among eighty clauses of IEEE-ACM, 

about thirty six of them are adapted with respect to the concerns mentioned under 

C1EKG.  

Concerns in 

C1EKG 

Number 

of 

Clauses  

Adapted From (IEEE – CS/ACM …) 

Principles Clauses 

Con. 1.1 Not 

realizing the benefit 

of automation 

 

15 

1, 2, 3, 4, 5, 

6, and 8 

1.01, 1.02, 2.01, 2.02, 2.04, 2.06, 

2.07, 3.01, 3.02, 4.01, 4.03, 5.03, 

6.01, and 8.02 

Con. 1.2 Lack of 

Experience 

11 1, 2, 3, 5, 6, 

7, and 8 

1.06, 2.01, 3.01, 3.05, 5.01, 5.06, 

6.03, 7.02, and 8.01 

Con. 1.3 

Communication Gap 

 

18 

1, 2, 3, 5, 6, 

7, and 8 

1.01, 1.04, 2.02, 2.06, 2.07, 3.02, 

3.06, 4.03, 5.02, 5.04, 6.02, 6.05, 

7.01, 7.05, 8.01, 8.02, and 8.06 

Con. 1.4 Lack of 

knowledge in 

identifying and 

utilizing tools, 

methodologies 

 

11 

 

1, 3, 4, 7, and 

8 

 

1.05, 1.06, 3.04, 4,01, 7.02, 7.04, 

7.08, 8.01, and 8.02 

Con. 1.5 Weak 

requirements change 

management 

10 1, 3, 4, 5, 6, 

7, and 8 

1.03, 3.05, 4.03, 4.05, 5.01, 5.02, 

5.04, 6.05, 7.04, and 8.01 
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5.3.2 Ethics for Requirements Identification 

As of this research finding, there are many requirements identification problems occur 

during RE processes which include, incomplete requirements, insufficient RE process, 

presence of ambiguous requirements, requirements omission, concentrating just on 

the functional requirements, failure to to identify the real ―to be‖ necessities, 

collecting irrelevant requirements, and lack of proper documentation.  

In RE errors in collecting, defining, analysing, and documenting requirements may 

result in ethical problems that negatively affect users, stakeholders, society, and 

environments. Incomplete requirements and missing key requirements may result in 

software failures, safety risks, economic crises, and ineffective solutions that waste 

time and resources while eroding trust.  

Similarly, focusing exclusively on functional requirements or omitting key ones may 

bring disastrous system failures with potentially hazardous consequences. Ineffective 

RE processes not only lead to software that fails to meet the requirements of users but 

also causes cope creeping, increasing costs and schedule deadlines. Additionally, 

inadequate documentation renders development, maintenance, and upgrading 

problems with increased risk of misconfigurations, security vulnerabilities, and 

system crashes.  

Every one of these requirements and identification problems, which were understood 

in the analysis stage of the research, has direct ethical implications. These problems 

can be considered unethical because they have many direct and indirect consequences, 

including violating ethical responsibilities, leading to conflict of interest, misleading 

stakeholders,  lack of accountability and transparency, obstacles to information 

sharing, loss of trust, and so on.  

Software engineers have a professional duty to make sure that RE processes are 

conducted in a responsible, accountable, and transparent way [9]. By resolving these 

problems in advance, software engineers not only enhance the quality of systems but 

also maintain their professional responsibility so that software will benefit users 

instead of harming them. 
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Therefore, this component of the framework is aimed to address the identified and 

selected requirements identification related problems. In other words, ethics for 

requirements identification (C2ERI) deals with the possible solutions that a software 

engineer can take into consideration to minimize the presence of each of the above-

listed problems. For each of the problem domains, more than one clause is indicated. 

By looking at these clauses, a software engineer can take remedial action to reduce 

the existence of the problems mentioned above.  

Under C2ERI, the topmost eight concerns are considered. To address each of the 

eight, lists of bits of advice are given. Each of the advices recommended suggestions 

to tackle the corresponding concerns. Table 5.5 presents sample clauses for each of 

the eight concerns. 

Table 5.5: Ethics for Requirements Identification – Sample Clauses 

Concerns to 

be Addressed 

in C2ERI 

Clauses as Specific Advice for Consideration IEEE-

CS/ACM 

 

 

 

Con. 2.1 

Incomplete 

requirements 

2.1.1   Ensure that requirements gather holistic needs to 

serve the best interests of clients and employees by 

delivering software systems that meet the objectives 

and needs of their stakeholders.  

1.02 

2.1.2  Ensure significant issues are disclosed. Incomplete 

requirements can cause significant issues that must 

be disclosed.  

2.03 

2.1.3  Identify, define, and address requirements issues. 

Incomplete requirements can lead to unaddressed 

ethical and other related issues. 

3.03 

2.1.4   Disclosed conflicts of interest to all concerned 

parties. Incomplete requirements can bring potential 

conflicts of interest.  

4.05 

2.1.5  Helping colleagues to understand the importance of 

complete requirements is part of their development.  

7.03 
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Concerns to 

be Addressed 

in C2ERI 

Clauses as Specific Advice for Consideration IEEE-

CS/ACM 

 

Con. 2.2  

Insufficient 

Requirements 

Engineering 

Processes 

2.2.1 By any means, the final requirements engineering 

artefacts and deliverables do not take precedence 

over the rights, safeties, and interests of clients, 

employers, and societies.  

1.02 

2.2.2 Create a conducive working environment and ensure 

good leadership for software projects throughout RE 

processes.  

5.01 

2.2.3 Ensure that realistic work is done on requirements 

engineering processes, including careful 

consideration of ethical concerns.  

5.05 

2.2.4 Help to develop an ethical organizational 

environment. Inadequate RE processes can lead to 

unethical practices or outcomes.  

6.01 

2.2.5 Improve your knowledge of software engineering 

code of ethics standards, their interpretation, and 

their application of them during RE.  

8.06 

 

Con. 2.3  

Presence of 

ambiguous 

requirements 

 

2.3.1 Ensure all requirements are unambiguous to avoid 

misinterpretations that could lead to unsafe software 

affecting the public.  

1.01 

2.3.2 Clearly communicate any ambiguities found in 

requirements to clients and employers, seeking 

clarification and ensuring mutual understanding.  

2.01 

2.3.3 Write requirements clearly and precisely, and avoid 

vague or subjective language usage. Prioritize and 

validate requirements to avoid redundancy and 

ambiguity.  

3.01 

2.3.4 Ensure clarity and precision in requirements, 

perform rigorous reviews, validate requirements 

with stakeholders, and get approval of them.  

3.08 
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Concerns to 

be Addressed 

in C2ERI 

Clauses as Specific Advice for Consideration IEEE-

CS/ACM 

2.3.5 Make judgments about ambiguous requirements 

with consideration for their potential impact on users 

and other stakeholders, ensuring decisions support 

human values and needs. 

4.01 

 

Con. 2.4    

Requirements 

Omitting 

2.4.1 Employ rigorous requirement elicitation and analysis 

methods to ensure that no critical requirements are 

omitted.  

3.05 

2.4.2 Evaluate requirements comprehensively, considering 

all user needs and human values to ensure no 

essential requirements are overlooked.  

4.01 

2.4.3 Address and correct any instances where 

requirements may have been omitted, recognizing 

the ethical implications of such omissions. 

6.11 

2.4.4 Mentor, coach, and support colleagues in improving 

their requirement elicitation and analysis skills to 

prevent omissions.  

7.02 

2.4.5 Continuously improve understanding of the domain 

and context to ensure all relevant requirements are 

captured and included.  

8.04 

 

 

Con. 2.5 Lack 

of attention 

for non-

functional 

requirements 

2.5.1 Be rational to keep social benefits from 

requirements.  

2.07 

2.5.2 Facilitate early detection of ethical concerns by 

identifying, defining, and addressing ethical issues 

related to requirements on software development 

projects.  

3.03 

2.5.3 Consider the influence of non-functional 

requirements on user and systems‘ usability, 

ensuring they align with people's safety.  

4.01 

2.5.4 Push and promote to consider ethical concerns early, 5.01 
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Concerns to 

be Addressed 

in C2ERI 

Clauses as Specific Advice for Consideration IEEE-

CS/ACM 

in the requirements engineering process, to reduce 

later reworking.  

2.5.5 Mentor and support colleagues in understanding and 

implementing non-functional requirements 

effectively.  

7.02 

 

 

Con. 2.6 Not 

identifying the 

real ―to be‖ 

requirements 

2.5.1 Confirm that the "to be" requirements are 

comprehensive and precise, confirming they lead to 

effective, safe, and useful RE artifacts and 

deliverables. 

1.03 

2.5.2 Offer extensive information on the identified 

requirements, spotlighting any holes among the 

existing state and the required future state, and 

discuss possible dangers of not addressing these 

gaps.  

2.03 

2.5.3 Ensure that requirements specifications have good 

documentation, satisfy users‘ ―to be‖ requirements, 

and have the appropriate approval.  

3.08 

2.5.4 Communicate best practices and lessons you have 

learned about the identification of real "to be" 

requirements in the professional community to 

improve overall industry standards. 

6.02 

2.5.5 Carry out in-depth reviews of requirements 

documents prepared by colleagues, providing 

constructive feedback to ensure the real "to be" 

requirements are accurately identified and 

documented.  

7.04 

 

 

2.7.1 Ensure that the requirements-collecting process is 

carried out with the public interest in mind, focusing 

on collecting only those requirements that are very 

1.02 
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Concerns to 

be Addressed 

in C2ERI 

Clauses as Specific Advice for Consideration IEEE-

CS/ACM 

Con. 2.7 

Collecting 

Irrelevant and 

Inappropriate 

Requirements 

useful for the intended purpose of software products, 

services, and artifacts.  

2.7.2 Approve requirements only if they have a well-

founded belief that it is safe, meets specifications, 

passes appropriate tests, and does not diminish the 

quality of life, diminish or harm the environment.  

4.03 

2.7.3 Take responsibility for detecting, critically 

reviewing, correcting, and reporting errors on 

requirements and related activities and 

documentation on which you work.  

6.08 

2.7.4 Encourage colleagues to use software engineering 

codes of ethics, including this proposed framework 

guideline, to refine requirements and eliminate 

irrelevant and inappropriate requirements that have 

unforeseen impacts and dangers.  

7.01 

2.7.5 Improve your ability to create safe, reliable, 

relevant, and useful requirements for software 

development projects. 

8.02 

Con. 2.8 Lack 

of proper 

documentation 

2.8.1 During RE, disclose any potential danger associated 

with requirements documentation or related 

documents.  

1.04 

2.8.2 Ensure that specifications for software requirements 

have been well documented, satisfy the users' 

requirements, and have the appropriate approvals.  

3.08 

2.8.3 Maintain professional objectivity concerning any 

requirements documentation you are requested to 

evaluate.  

4.03 

2.8.4 Take responsibility for detecting, correcting, and 

reporting errors in requirements and associated 

6.08 
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Concerns to 

be Addressed 

in C2ERI 

Clauses as Specific Advice for Consideration IEEE-

CS/ACM 

documents on which you work. 

2.8.5 Improve your ability to produce accurate, 

informative, and well-written requirements 

documentation.  

8.03 

As shown above in Table 5.5, within C2ERQ, eight critical concerns, Con. 1 to Con. 

8, are chosen. For each of these concerns, lists of advice are suggested to minimize 

their existence during RE. There are a total of one hundred-one clauses stated within 

C2ERQ.  Con. 2.1 holds eighteen, Con. 2.2 sixteen, Con. 2.3 ten, Con. 2.4 eleven, 

Con. 2.5 fifteen, Con. 2.6 twelve, Con. 2.7 ten, and Con. 2.8 nine clauses. Table 5.6 

below shows a summary of concerns, the number of clauses in each concern, and the 

source from which each was adapted. 

Table 5.6: Ethics for Requirements Identification – Concerns and Clauses 

Concerns in 

C2ERI 

Number 

of Clauses 

Adapted From (IEEE – CS/ACM …) 

Principles Clauses 

Con. 2.1 

Incomplete 

requirements 

 

18 

1, 2, 3, 4, 5, 

6, 7, and 8 

1.01, 1.02, 1.03, 1.05, 2.01, 2.03, 3.01, 

3.02, 3.03, 4.01, 4.03, 4.05, 5.01, 6.08, 

7.01, 7.03, 8.05, 8.09  

Con. 2.2 

Insufficient 

requirements 

engineering 

processes 

 

16 

 

1, 2, 3, 4, 5, 

6, and 8 

1.01, 1.02, 2.09, 3.02, 4.03, 5.01, 5.02, 

5.05, 6.01, 6.08, 6.05, 8.04, 8.05, 8.06     

Con. 2.3 Presence 

of ambiguous 

requirements 

 

10 

 

1, 2, 3, and 

4 

1.01, 2.01, 2.04, 2.05, 3.01, 3.05, 3.08, 

4.01, 4.03  

Con. 2.4 

Requirements 

11 1, 3, 4,6,  7, 

and 8 

1.02, 1.03, 2.03, 2.05, 3.01, 3.05, 4.01, 

6.02, 6.11, 7.02, 8.04   
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 As depicted in Table 5.6 above, the clauses of C2ERQ are adapted from all the eight 

principles of IEEE-CS/ACM JTFSECEPP.  

5.3.3 Ethics for Requirements Quality 

During the research journey, many issues associated with quality are raised. From the 

research analysis, we found different types of quality concerns as problems of RE. 

Some of them are security issues, privacy issues, cyber attacks, confidentiality 

problems, usability problems, and so on [12]. ―Ethics for Requirements Quality‖ can 

guide software engineers to tackle quality-related problems. Among all the problems 

identified under quality related problems, the first three, security, privacy, and 

usability concerns, are selected to be considered. Each of them consists of related 

serious problems that should be considered during RE. To address these issues, thirty-

two clauses are developed via adapting from IEEE-CS/ACM JTFSECEPP clauses. Con. 3.1 

consists of thirteen clauses as specific advice to reduce the occurrences of security 

problems of requirements. Similarly Con. 3.2 and Con. 3.3 incorporates thirteen and 

twelve clauses, respectively. Sample clauses and a summary of the number of clauses 

and concers under C3ERQ are indicated in Tables 5.7 and 5.8, respectively.   

Omitting 

Con. 2.5 Lack of 

attention for non-

functional 

requirements 

 

15 

 

1, 2, 3, 4, 5, 

6, 7, and 8 

1.03, 2.01, 2.03, 2.07, 3.01, 3.03, 3.05, 

4.01, 4.02, 5.01, 6.11, 7.02, 7.04, 8.02, 

8.04   

Con. 2.6 Not 

identifying the 

real ―to be‖ 

requirements 

 

12 

 

1, 2, 3, 4, 5, 

6, 7, and 8 

1.02, 1.03, 2.03, 3.01, 3.05, 3.08, 4.01, 

5.02, 6.02, 7.04, 8.02, 8.04 

Con. 2.7 

Collecting 

Irrelevant 

requirements 

 

10 

 

1, 2, 3, 4, 5, 

6, 7, and 8 

1.02, 2.01, 3.01, 4.03, 5.05, 6.08, 6.11, 

7.01, 7.02, 8.02 

Con. 2.8 Lack of 

proper 

documentation 

 

9 

1, 2, 3, 4, 5, 

6, 7, and 8 

1.04, 2.04, 3.08, 3.11, 4.03, 5.03, 6.08, 

7.04, 8.03 
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Table 5.7: Ethics for Requirements Quality – Sample Clauses 

Concerns to be 

Addressed in 

C3ERQ 

Clauses as Specific Advice for Consideration IEEE-

CS/ACM … 

 

 

 

Con. 3.1 

Security 

concerns 

3.1.1  During RE processes, promote 

transparency and honesty in all 

professional interactions and disclose any 

conflicts of interest that may arise.  

1.02 

3.1.2  Assure customers that their data will be 

protected and used responsibly in RE 

processes.  

2.05 

3.1.3  Ensure that the privacy of the user and 

confidentiality of their data are respected 

and maintained throughout RE processes.  

3.03 

3.1.4   According to the policies and procedures 

of an intended company, identify security 

requirements.  

5.03 

3.1.5  Assist colleagues in being fully aware of 

current standard work practices, 

including policies and procedures for 

protecting passwords, files, and other 

confidential information, and security 

measures in general.  

7.06 

 

 

Con. 3.2  

Privacy concerns 

3.2.1 Every precaution must be taken to protect 

the privacy of clients, stakeholders, and 

the public.  

1.04 

3.2.2 Keep private any confidential 

information gained during RE processes, 

where such confidentiality is consistent 

with the public interest and consistent 

with the law.  

 

2.05 

3.2.3 Respect and protect the privacy of users  
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Concerns to be 

Addressed in 

C3ERQ 

Clauses as Specific Advice for Consideration IEEE-

CS/ACM … 

by ensuring the confidentiality and 

security of their data throughout RE 

processes.  

3.01 

3.2.4 Constructively decide to implement 

appropriate ethical principles that respect 

stakeholder confidentiality and privacy.  

4.01 

3.2.5 Uphold integrity and professionalism in 

all aspects of RE, including ensuring 

transparency about data handling.  

6.06 

 

 

 

Con. 3.3  

Usability  

concerns   

3.3.1 Ensure the requirements are easy to 

understand and effective in meeting 

users' needs.  

1.03 

3.3.2 Identify, document, collect evidence, and 

promptly report any usability issues to 

the client or the employer if it is believed 

that a project may fail, become 

expensively costly, infringe on 

intellectual property laws, or pose other 

significant problems.  

2.06 

3.3.3 Ensure that usability is part of the quality 

parameter of software requirements.  

3.01 

3.3.4 Balancing the interests of stakeholders 

with the public good includes ensuring 

the reliability of requirements to prevent 

harm or inconvenience to users.  

4.02 

 

3.3.5 Software engineers shall collaborate with 

colleagues to identify and address 

usability problems during RE via 

fostering a supporting environment. 

7.05 
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Table 5.8: Ethics for Requirements Quality – Concerns and Clauses 

 

5.3.4 Ethics for Unwillingness or Disinclination 

This research finding demonstrated that most customers and clients are not willing to 

give real and accurate requirements intentionally [12]. Due to this, the collected 

requirements will become more complex. Besides, deliberately they become reluctant 

to give the real requirements. Hence, this component of the proposed framework, 

―Ethics for Unwillingness or Disinclination,‖ gives guidelines to get solutions for 

such kind of disinclination from the customers‘ side. As part of this component, 

C4EU/D, the three most serious major concerns are selected to be considered during 

RE. For each of the concerns, possible suggestions are provided. Con. 4.1 comprises 

fourteen Con. 4.2 eleven, and Con. 4.3 seven clauses as specific bits of advice to 

lessen their likelihood in the course of  RE. Table 5.9 below presents sample clauses 

from C4EU/D. 

  

Concerns in 

C3ERQ 

Number 

of 

Clauses  

Adapted From (IEEE – CS/ACM …) 

Principles Clauses 

Con. 3.1  Security 

concerns 

 

13 
1, 2, 3, 5, 7, 

and 8 

1.02, 1.03, 2.05, 3.01, 3.03, 3.04, 

3.12, 3.13, 3.14, 5.03, 7.06, and 8.02 

Con. 3.2 Privacy 

concerns 

 

13 
1, 2, 3, 4, and 6 1.02, 1.03, 1.04, 2.03, 2.05, 2.08, 

3.01, 3.02, 3.01, 3.02, 3.06, 3.12, 

4.01, 4.03, and 6.06  

Con. 3.3 Usability 

concerns 

 

12 
1, 2, 3, 4, 6, 7, 

and 8 

1.01, 1.03, 2.06, 3.01, 3.04, 3.07, 

4.02, 6.04, 7.05, and 8.02  
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Table 5.9: Ethics for Unwillingness – Sample Clauses 

Concerns to 

be 

Addressed in 

C4EU/D 

Clauses as Specific Advice for Consideration IEEE-

CS/AC

M 

 

 

 

 

 

Con. 4.1 

Unwillingnes

s to give 

clear, real, 

appropriate , 

and precise 

requiremen t  

4.1.1 Retain honesty and refrain from deceptive 

practices that could mislead customers. 

2.05 

4.1.2  Participation by individuals must be voluntary.  2.03 

4.1.3  During requirements engineering processes, 

every potential participant must be adequately 

informed of the aims of the project, methods 

used, sources of data, any possible conflicts of 

interest, the anticipated benefits, their rights 

and duties of them.  

4.05 

4.1.4   Encourage public and clients' knowledge of 

requirements significance on quality, safety, 

usability, and reliability of software products 

and services. 

6.02 

4.1.5  Software engineers should work in 

collaboration fairly with colleagues, customers, 

and clients, including accepting and providing 

clear and appropriate information during RE 

without distorting facts.  

7.07 and 

7.08 

 

 

Con. 4.2  

Getting too 

complex 

requirements 

4.2.1  Inform well customers regarding the dangers 

associated with too complex requirements, 

focusing on the possible effects on the general 

public.  

1.04 

4.2.2 Put in place management practices that place 

considerable importance on precise 

requirements, clarity, and communication to 

lower project risks.  

5.01 

4.2.3 All stakeholders of proposed software projects 6.01 
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Concerns to 

be 

Addressed in 

C4EU/D 

Clauses as Specific Advice for Consideration IEEE-

CS/AC

M 

should have ethical obligations.  

4.2.4 Make sure that cooperative efforts to define 

requirements are acknowledged and 

recognized.  

7.03 

4.2.5 Improve your capacity to organize and 

deconstruct complicated requirements in order 

to improve the results of RE documents, 

artifacts, and deliverables.  

8.02 

 

 

 

Con. 4.3 

Be reluctant 

to change 

intentionally 

 

4.3.1 Even if customers become reluctant, advocate 

for necessary changes to requirements that 

ensure the final product is safe and meets 

quality standards. 

1.03 

4.3.2 Uphold confidentiality while promoting 

necessary reforms and establishing a balance 

between the client's interests and concerns 

about public safety and quality. 

2.05 

4.3.3 Learn and use the best practices and techniques 

for handling and negotiating modifications 

with reluctant clients constantly.  

3.06 

4.3.4 Any conflicts of interest or hazards associated 

with the unwillingness to modify requirements 

should be openly communicated.  

4.05 

4.3.5 Work together with colleagues to address RE 

challenges, including customers' resistance to 

automation change amendments.  

7.08 

All in all, in C4EU/D, there are about thirty-two clauses that were adapted from the 

eight principles and clauses of IEEE-CS/ACM JTFSECEPP. Table 5.10 provides a 

summary of the number of clauses and concers under C4EU/D.   
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Table 5.10: Ethics for Unwillingness – Concerns and Clauses 

 

5.3.5 Ethics for Unpermitted/Prohibited Activities 

According to this finding, many unpermitted concerns are done through software 

engineers. For example, software engineers may perform their responsibilities 

carelessly, do their work dishonestly, and add evil or deceptive requirements for some 

purpose deliberately [12]. Besides, instead of doing the intended task, they simply 

duplicate the work of others without any permission. Ethics for Unpermitted 

Activities refers to the methods that help software engineers to avoid such kinds of 

unethical behavior and activities among them. As advice for concerns within C5EPA, 

there are about sixty-six clauses. Samples of these clauses are indicated in Table 5.11 

below.  

Table 5. 11: Ethics for Prohibited Activities – Sample Clauses 

Concerns to be 

Addressed in 

C5EPA 

Clauses as Specific Advice for Consideration IEEE-

CS/AC

M 

 

 

5.1.1 Try to ensure fair inclusion of all stakeholders‘ 

benefits and safety of the society.  

1.06 

5.1.2  Be honest and do your professional 2.08 

Concerns in 

C4EU/D 

Number 

of 

Clauses 

Adapted From (IEEE – CS/ACM …) 

Principles Clauses 

Con. 4.1  

Unwillingness 

14 1, 2, 3, 4, 6, 7, 

and 8 

1.03, 1.04, 2.01,  2.03, 2.05, 

3.01, 3.02, 4.01, 4.02, 4.05, 

4.06, 6.02, 7.07, 7.08, and 8.07   

Con. 4.2 Privacy 

concerns 

11 1, 2, 3, 4, 5, 6, 

7, and 8 

1.04, 2.01, 3.01, 3.02, 4.01, 

5.01, 6.01, 7.03, and 8.02  

Con. 4.3 Usability 

concerns 

7 1, 2, 3, 4, 5 and 

7 

1.03, 2.05, 3.06, 4.05, 5.01, 

5.11, and 7.08,   
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Concerns to be 

Addressed in 

C5EPA 

Clauses as Specific Advice for Consideration IEEE-

CS/AC

M 

 

 

Con. 5.1 Lack of 

Honesty 

responsibility for your employer.  

5.1.3  Keep professional neutrality when assessing 

any requirements specifications or related 

documents that you are requested to look over.  

4.03 

5.1.4   Don't further your personal interests at the 

expense of your employer, clients, or 

profession. 

6.05 

5.1.5  Not influence others to undertake any action 

that involves a breach of software engineering 

codes of ethics.  

8.08 

 

 

Con. 5.2  

Carelessness 

5.2.1 Try to avoid any harm due to your negligence. 

Being careful with handling confidential 

information is essential to maintain trust and 

avoid data breaches.  

2.05 and 

2.09 

5.2.2 Careful consideration of technical judgments of 

requirements confirms they are aligned with 

human values and ethical standards.  

4.01 

5.2.3 Not unjustly prevent software engineers from 

taking a position for which that person is 

suitably qualified.  

5.08 

5.2.4 Act in the best interest of software engineering 

profession, clients, employers, and the public.  

6.05 

5.2.5 Strive for quality in your work and continuous 

improvements of your knowledge and ability. 

This helps software engineers stay updated on 

best practices and techniques and reducing the 

likelihood of carelessness.   

8.01 and 

8.02 

 5.3.1 Be fair and avoid deceptions in all 

requirements, particularly public ones, 

1.06 
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Concerns to be 

Addressed in 

C5EPA 

Clauses as Specific Advice for Consideration IEEE-

CS/AC

M 

 

Con. 5.3 

Adding evil 

requirements for 

some purpose 

/Deceptive 

Requirements 

concerning requirements specifications or 

related documents, methods, and tools.  

5.3.2 Promptly reporting deceptive requirements 

prevents potential legal and ethical issues and 

aligns with professional responsibility.  

2.06 and 

2.07 

5.3.3 Avoid deceptive practices driven by personal 

benefits among software engineers and be 

transparent concerning those conflict of 

interests. 

4.05 

5.3.4 Be accurate in stating the characteristics of 

requirements on which they work, avoiding not 

only false claims but also claims that might 

reasonably be supposed to be speculative, 

vacuous, deceptive, misleading, or doubtful.  

6.07 

 5.3.5 Approach colleagues and assist them to well 

understand the professional codes of ethics 

well to prevent the occurrences of harmful and 

deceptive requirements which have hazardous 

impact on the clients, employers, colleagues 

themselves, as well as society and the 

environment too.  

7.01 and 

7.02 

 

 

Con. 5.4   

Plagiarism  

(redundancy, 

duplication of 

works) 

5.4.1 Approve requirements only if they have a well-

founded belief that it is original and free from 

plagiarism. This helps to maintain the quality 

and reliability of requirements and to ensure 

they are safe, meets specifications, passes 

appropriate validations, don‘t diminish quality 

of life, diminish privacy, or harm the 

environment.  

1.03 

5.4.2 Uphold trust with your employers via being 2.01 and 
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Concerns to be 

Addressed in 

C5EPA 

Clauses as Specific Advice for Consideration IEEE-

CS/AC

M 

honest regarding the originality of your work. 

During RE appropriately use authorized 

resources and avoid unauthorized duplications 

of others work.  

2.0 

5.4.3 Carryout adequate reviewing and validations of 

requirements specifications and other related 

documents, identify any plagiarism issues, and 

ensure the truthfulness of them.  

3.10 

5.4.4 Ensure that software engineers know the 

employer‘s policies regarding all RE processes 

including requirements elicitation, 

specification, validation, and managements.  

5.03 

5.4.5 Fully acknowledge the work of colleagues, and 

refrain from taking undue credit.  

7.03 

Con. 5.5  Denial 

of agreements  

5.5.1 Moderate the interest of your clients, employer, 

software engineers, and the public. Ensure that 

requirements are used ethically, and prohibit 

the denial of agreements.  

1.02 

5.5.2 Software engineers should be honest regarding 

their abilities to achieve agreements and 

communicate openly with employers and 

clients to avoid denial of agreements.  

2.01 

5.5.3 Not only fair remuneration but also there 

should be a fair distribution of potential 

hazards and benefits.  

5.07 

5.5.4 Software engineers should not prioritize 

personal interests over agreements made with 

stakeholders, ensuring professional integrity.  

6.05 

5.5.5 Acquire and maintain professional competency, 8.01 and 
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Concerns to be 

Addressed in 

C5EPA 

Clauses as Specific Advice for Consideration IEEE-

CS/AC

M 

improve your skills in developing effective 

communication and negotiation strategies, 

carefully navigate complex processes of RE, 

and manage and avert denial of agreements that 

will exist between clients, employers, sponsors, 

other key stakeholders, and you (software 

engineer).  

8.02 

In this component, C5EPA, the five serious concerns are recognized. For each of 

them, possible solutions to reduce their existence during RE processes are given. 

These suggestions are put as a clause. Con. 5.1 has nine, Con. 5.2 tewenty, Con. 5.3 

fifteen, Con.5.4 nine, and Con. 5.5 therteen cluases. Table 5.12 presents an overview 

of clauses and concerns in C5EPA. 

Table 5.12: Ethics for Prohibited Activities – Concerns and Clauses 

Concerns in 

C5EPA 

Number 

of 

Clauses   

Adapted From (IEEE – CS/ACM …) 

Principles Clauses 

Con. 5.1  Lack of 

Honesty 

 

9 

1, 2, 4, 6, 7, 

and 8 

1.06, 2.05, 2.08,  4.03, 6.05, 

7.07, 8.07 and 8.08  

Con. 5.2 

Carelessness 

 

20 

1, 2, 3, 4, 5, 6, 

7, and 8 

1.01, 1.03, 2.01, 2.02, 2.05, 

2.09, 3.01, 3.11, 4.01, 4.02, 

5.01, 5.02, 5.07, 5.08, 5.09, 

6.03, 6.05, 6.06, 7.01, 7.02, 

7.03, 8.01, and 8.08 

Con. 5.3 Evil 

requirements … 

 

15 

1, 2, 3, 4, 5, 6, 

7, and 8 

1.03, 1.04, 1.06, 2.01, 2.02, 

2.06, and 2.07, 3.03, 3.08, 

3.11, 4.01, 4.05, 5.01, 5.02, 
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Generally, the proposed framework integrates these five key components discussed 

above. Each component of the framework has been carefully chosen to address the 

concerns within them using the stated clauses that were adapted from IEEE-CS/ACM 

JTFSECEPP. By combining these elements (the components, concerns, and the IEEE-

CS/ACM JTFSECEPP), the proposed framework can be used as an RE guideline for 

software engineers to proactively identify those concerns and take measures to 

diminish their presence in equirements. The diagrammatic representation of the 

proposed framework is depicted below in Figure 5..2. 

 

5.10, 6.07, 7.01, 7.02, and 

8.03 

Con. 5.4 Plagiarism 
 

9 
1, 2, 3, 4, 5, 6, 

7, and 8 

1.01, 2.01, 3.10, 4.01, 4.02, 

4.04, 5.03, 6.12, 7.03, and 

8.04 

Con. 5.5  13 

clauses  

 1.02, 1.03, 2.01, 3.08, 4.05, 

5.04, 5.07, 6.02, 6.05, 7.08, 

8.01, and 8.02 
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Figure 5.2: Diagrammatic Representation of the Proposed Framework 

5.4 Checklists for the Framework Guideline  

The term checklist can be used in different forms and different contexts [158]. 

Checklists are used in many fields of study to minimize errors  [158]. Checklists can 

be used as instruments to unify our day-to-day responsibilities in our profession and 

to substantiate and prioritize the most important activities  [159]. Checklists are 

formats created to perform repetitive tasks and regulate amenability with a list of 

requirements in an orderly and systematic manner [159]. Mainly, checklists are 
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essential to carry out activities in which no important tasks are forgotten and to 

perform tasks in an established manner.  

5.4.1 Types of Checklists  

Checklists can be used in a variety of ways to assist performances. Primarily, 

checklists are a very useful tool for memory aid. According to their usage, there are 

different types of checklists. Chaparro et al. [158] discussed the following types of 

checklists.  

Table 5.13 Taxonomies of Checklists [163, p. 24] 

Types of 

Checklists 

Definition Example 

1. Laundry 

List 

A loosely organized list of 

items where the order is not 

of primary importance 

Shopping list, list of items 

to take on a trip, medical 

equipment list 

2. Iterative 

Checklist 

A form of sequential checklist 

that is used multiple times to 

check or evaluate a system‘s 

state or status 

Checklist to evaluate the 

performance of a system 

after a series of adjustments 

to fine-tune the performance 

of the system 

3. Diagnostic 

Checklist 

The checklist is used to 

troubleshoot a system, often 

using a flowchart 

organization 

Medical protocols used by 

emergency medical 

technician  

4. Criteria of 

Merit Checklist 

List of evaluative dimensions 

that users are expected to 

employ to judge the overall 

quality of a product 

List of evaluative 

dimensions judges (i.e., 

color, appearance, taste) are 

instructed to use when 

judging food entries in a 

cooking contest 

5. Procedural 

Checklist 

Complex, lengthy, or critical 

tasks are performed 

 

Assembly instructions for 
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intermittently to make sure 

certain tasks are performed 

furniture 

6. Preparation 

Checklist 

Multistep procedures 

certifying that all the steps are 

performed; order of execution 

may be less important 

Shopping list, collection of 

necessary supplies for a 

camping trip 

7. Problem – 

Solving  

Checklist 

Sequential, multistep 

procedure with decision 

points used to support 

diagnoses, troubleshooting, 

and so on 

 

Medical protocol, selecting 

an appropriate statistical test 

8. Prevention 

Checklist 

Checklists are designed to 

address known causes of 

errors or high-risk, high-

hazard conditions that may 

result in injuries or the death 

of users. 

 

Equipment setup checklist 

For this research, a hybrid of iterative, problem-solving, and prevention types of 

checklists are appropriate and used since the main purpose of our proposed checklist 

is designed to address iteratively the identified, known ethical problems of 

requirements engineering, which has a high impact on the requirements. The proposed 

checklists will be used as a multistep procedure to check iteratively whether those 

identified concerns are addressed or not.    

During RE processes, software engineers perform multiple steps. We are proposing 

this framework to be used daily for the consideration of ethical concerns for RE. The 

checklist will be used as a tip to check whether the identified concerns are addressed 

or not using the given clauses. As discussed above, within each of the five categories, 

we have identified ethical concerns. Under each concern, some clauses should be 

considered to minimize the corresponding identified concern. During the 

implementation of the framework, a software engineer can crosscheck in short by 
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referring to the checklists regarding each concern‘s advices. Table 5.14  highlights the 

suggested checklist for use.   

Table 5.14 Checklists for Utilizing the Proposed Framework  

No. Strategies  
Go to and 

Recursively 

Consult 

Clauses 

1 Con. 1.1: Not realizing the benefit of automation 

S1: Ensure the presence of well awareness and realization of 

automation.    

  Avoid the frustration of customers concerned about the 

intended system that will be automated. 

 Try to ensure that customers are realizing the benefits of 

automation in a better manner.  

 

 

1.1.1  to 1.1.15 

2 Con. 1.2: Lack of experience 

S2: Continuously check your experience and improve it.  

 Take a rain check on lack of experience on requirements 

engineering ethics 

 

1.2.1  to 1.2.11 

 

3 

Con. 1.3: Communication gap 

S3: Be ensuring absence of communication barriers between 

technical and non-technical parties.   

 

1.3.1 to 1.3.18 

 

4 

Con. 1.4: Lack of identifying and utilizing tools, 

methodologies   

S4: Check proper selection and use of tools, methodologies, 

and techniques    

 

1.4.1  to 1.4.11 

5 Con. 1.5: Weak requirements change management 

S5: Try to minimize weak requirements change management   

 

1.5.1 to 1.5.10 

6 Con. 2.1: Incomplete requirements    

S6: Ensure the inclusion of all requirements 

 

2.1.1 to 2.1.18 

7 Con. 2.2: Insufficient requirements engineering process 

S7: confirm the presence of adequate requirements 

 

2.2.1 to 2.2.16 
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No. Strategies  
Go to and 

Recursively 

Consult 

Clauses 

engineering processes 

8 Con. 2.3: Presence of ambiguous requirements 

S8: check whether all requirements are specified in a clear 

and simple term or not 

 

2.3.1 to 2.3.10 

9 Con. 2.4: Requirements Omitting   

S9: Refine all the requirements and add the forgotten one  

 

2.4.1 to 2.4.11 

10 Con. 2.5: Lack of attention to nonfunctional requirements 

S10: Give attention to nonfunctional requirements 

 

2.5.1 to 2.5.15 

11 Con. 2.6: Not identifying the real ―to be‖ requirements 

S11: Care towards compulsory ―to be‖ requirements 

 

2.6.1 to 2.6.12 

12 Con. 2.7: Collecting irrelevant requirements 

S12: Eliminate unnecessary requirements and details 

 

2.7.1 to 2.7.10 

13 Con. 2.8: Lack of proper documentation 

S13: Verify having well–prepared requirements specification 

documents. 

 

2.8.1 to 2.8.9 

14 Con. 3.1: Security concerns 

S14: Specify strong authentication methods. 

 

3.1.1 to 3.1.13 

15 Con. 3.2: Privacy concerns 

S15: Be ensure the presence of reliable confidentiality 

requirements. 

 

3.2.1 to 3.2.13 

16 Con. 3.3: Usability concerns 

S16: Make sure that requirements are usable or not for the 

intended purpose.  

 

3.3.1 to 3.3.12 

17 Con. 4.1: Unwilling to give clear, real, appropriate, and 

precise requirements 

S17: Appreciate intended customers to get the required 

requirements for a system. 

 

4.1.1 to 4.1.14 

18 Con. 4.2: Getting too complex requirements  
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No. Strategies  
Go to and 

Recursively 

Consult 

Clauses 

S18: Encourage customers to clearly articulate their needs in 

their own word. 

4.2.1 to 4.2.11 

19 Con. 4.3: Be reluctant with changes intentionally 

S20: Clearly promote the benefits of automation in practical 

manners. 

 

4.3.1 to 4.3.7 

20 Con. 5.1: Lack of honesty 

S20: Be obeyed by your personal ethics as well as 

professional Ethics. 

 

5.1.1 to 5.1.9 

21 Con. 5.2: Carelessness 

S21: Always remember your professional responsibility. 

 

5.2.1 to 5.2.20 

22 Con. 5.3: Adding evil requirements for some purpose 

/Deceptive  

          Requirements 

S22: Keep away from doing any kinds of deception on 

requirements.   

 

 

5.3.1 to 5.3.15 

23 Con. 5.4: Plagiarism (redundancy, duplication of works) 

S23: Do not use the work of others, including requirements, 

as your own. 

 

5.4.1 to 5.4.9 

24 Con. 5.5: Denial of agreements 

S24: Ensure the presence of a consent form/keep a specified 

memorandum of understanding. 

 

5.5.1 to 5.5.13 

This checklist ensures whether the identified concerns are addressed or not. During 

RE, a software engineer can use this checklist to determine whether the identified 

issues are resolved or not by looking at them forward and backward to consider the 

listed concerns accordingly.   
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5.5 IEEE-CS/ACM JTFSECEPP Adaptation   

In this research, adapting the IEEE-CS/ACM JTFSECEPP to the proposed framework 

is crucial for tailoring the famous and mature software engineering codes of ethics to 

RE ethics. The IEEE-CS/ACM JTFSECEPP is well recognized as a foundation code 

of ethics for the software engineering discipline [160, 161].  

We chose this code because of its numerous benefits. The main reason for adapting 

this code of ethics is that it is very useful, which was suggested by the two large, well-

known, and experienced organizations, IEEE and ACM. The IEEE-CS/ACM 

JTFSECEPP provides a solid foundation for understanding the broader concepts of 

ethics in software engineering. It offers a comprehensive and strong framework for 

professional conduct in software engineering, emphasizing fairness and public safety. 

This code of ethics covers many dimensions of the software engineering field. 

However, due to the specific contexts of this study, RE ethics and the IEEE-CS/ACM 

JTFSECEPP  codes of ethics needed to be modified to specific situations. Directly 

using it for specific situations, like RE, required several modifications to ensure its 

relevance and efficiency. This adaptation not only improves the quality of software 

products but also encuarages professionalism among requirements engineers and 

progresses the practices of RE ethics. Before adapting the IEEE-CS/ACM 

JTFSECEPP, we undertook a thorough review of relevant literature and examined the 

code itself. Additionally, we consulted domain experts, including software engineers, 

software developers, and other practitioners in the field of software engineering. 

Through these literature reviews and consultations, we gained valuable insights and 

received recommendations regarding the suitability of the IEEE-CS/ACM 

JTFSECEPP. Following this, we proceed to adapt this well-established code of ethics.  

Key modifications were made on the IEEE-CS/ACM JTFSECEPP to adapt it for RE 

ethics context, specifically to align the clauses with the identified critical problems of 

RE.  In the IEEE-CS/ACM JTFSECEPP eighty clauses were stated within all the 

eight principles. Principle one holds eight clauses, principle two consists of nine, 

principle three nine clauses; principles four to eight encompass six, twelve, thirteen, 

eight, and nine clauses respectively. To provide specific pieces of advice as sets of 

clauses, we adapted clauses from each of the IEEE-CS/ACM JTFSECEPP principles. 
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For the proposed framework, we stated about three hundred two clauses 

corresponding to each serious concern identified during our research. When we 

adapted, we did not directly take the clauses. However, by using the clauses of IEEE-

CS/ACM JTFSECEPP as a benchmark or starting point, we tailored them to the 

context of RE, and we are trying to make them detailed, clear, and precise. 

Additionally, we put each detailed and specific clause per the identified concerns to 

be addressed. By using a single clause, we even stated various clauses that would be 

suitable for each problem that were dug out in this research investigation.   

 For example, here we present two examples to show how IEEE-CS/ACM 

JTFSECEPP was adapted to address specific concerns in the context of our proposed 

framework.  

Example 1: IEEE-CS/ACM JTFSECEPP Principle 1, Clause 1. It says 

―1.01: Accept full responsibility for their own work.‖ 

In the context of our work, this clause is tailored to seven clauses that will be suitable 

to address seven concerns from the first, second, third, and fifth components of the 

proposed framework. These are 

1.1.1 Ensure your descriptions of automation benefits are accurate and based on 

evidence, taking responsibility for their reliability.  (for not realizing the benefit of 

automation concern) 

1.3.1 To take responsibility for accurate interpretation and implementation of 

requirements, you should ensure the presence of clear communication throughout RE 

processes (for communication gap ) 

2.1.1 Engage in stakeholders effectively and considering their holistic needs to 

contribute to the public good by ensuring that software systems meet the diverse 

needs of users and stakeholders. (for incomplete requirements) 
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2.2.1 Ensure the presence of a clear distribution of roles and responsibilities for 

elicitation, verification, validation, and monitoring of requirements. (for insufficient 

requirements engineering processes) 

2.2.2 Do your best for the public as well as clients‘ interests, by avoiding inclusions of 

harms on requirements, to the clients, society besides on the environment. (for 

insufficient requirements) 

3.3.1 Ensure the reliability of requirements to prevent harm or inconvenience to users. 

Contribute to user satisfaction and well-being by ensuring that software systems are 

easy to use and effective in meeting users‘ needs and public well-being. (for usability 

concerns) 

5.2.1 Endorse conscientious behaviour through taking full responsibility for software 

engineer's work during RE. This ensures that the work in RE processes is thorough 

and accurate. (for carelessness)  

Example 2: IEEE-CS/ACM JTFSECEPP Principle 8, Clause 1. It says 

―8.01 Further their knowledge of developments in the analysis, specification, design, 

development, maintenance and testing of software and related documents, together 

with the management of the development process.‖ 

We adapted this clause into eight clauses as advice for eight concerns from the first 

and fifth components of the proposed framework. These comprise 

1.2.11 Take personal responsibility for your professional growth in the area of RE. 

Regularly seek feedback and take advantage of training opportunities to improve your 

expertise. (for lack of experience)   

1.3.18 Ensure that ethical standards are clearly communicated and expectations are 

precisely mentioned for members involved in RE. (for communication gap) 

1.4.8 Try yourself to recurrently update your knowledge to select and use the most 

relevant tools, techniques, and methodologies that will be suitable for your project. 

(for lack of knowledge in identifying tools, techniques, …) 
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1.4.9 Try to continually endeavour to further enhance your knowledge of the 

requirements engineering processes. (for lack of knowledge in identifying tools, 

techniques, …) 

1.4.10 Integrate your professional and ethical knowledge and work by following 

appropriate standards and principles. (for lack of knowledge in identifying tools, 

techniques, …) 

1.5.10 Maintain professional competence and integrity, stay updated with best 

practices, and continually improve requirements management skills. (for weak 

requirements change management) 

5.2.20 Strive for quality in your work and continuous improvements of your knowledge 

and ability. This helps software engineers stay updated on best practices and 

techniques and reduces the likelihood of carelessness. (for carelessness) 

5.5.13 Acquire and maintain professional competency, improve your skills in 

developing effective communication and negotiation strategies, carefully navigate 

complex processes of RE, and manage and avert denial of agreements that will exist 

between clients, employers, sponsors, other key stakeholders, and you (software 

engineer). (for denial of agreements)  

Similarly, all the eighty  IEEE-CS/ACM JTFSECEPP clauses were adapted to address 

specific problems, resulting in three hundred two clauses. The following table, Table 

5.15, displays the clauses of IEEE-CS/ACM JTFSECEPP and their adaptations to 

address (at least to reduce) a particular concern during RE.   

Table 5.15 Mapping IEEE-CS/ACM JTFSECEPP Clauses to Concerns  

IEEE-

CS/ACM…Clauses 

 

Adapted to Proposed Framework Clauses 

 

Principle 1  

 

PUBLIC 

1.01 1.1.1, 1.3.1, 2.1.1, 2.2.1, 2.2.2, 3.3.1, 5.2.1 



105 

 

 

 

1.02 1.1.2, 2.2.2, 2.2.3, 2.4.1, 2.6.1, 2.7.1, 3.1.1, 3.2.1, 5.5.1, 

5.5.2 

1.03 1.5.1, 2.1.3, 2.4.1, 2.5.1, 2.6.1, 3.1.2, 3.2.2, 3.3.2, 4.1.1, 

4.3.1, 5.2.2, 5.3.1, 5.4.1, 5.5.3,  

1.04 1.3.2, 2.8.1, 3.2.3, 4.1.1, 4.2.1, 5.3.2 

1.05 1.4.1, 2.1.4, 1.4.1, 2.1.4 

1.06 1.2.1, 1.4.2, 5.1.1, 5.1.2, 5.3.3  

Principle 2 CLIENT AND EMPLOYER 

2.01 1.1.3, 1.1.4, 1.2.2., 1.2.3, 2.1.5, 2.3.2, 2.5.2, 2.7.2, 4.1.2, 

4.2.2, 5.2.3, 5.3.4, 5.4.2, 5.5.4 

2.02 1.1.3,  1.3.3, 5.2.4, 5.3.5 

2.03 1.3.4, 1.3.5, 1.3.6, 2.1.6, 2.4.1, 2.5.3, 2.6.3, 3.2.4, 4.1.1, 

4.1.5 

2.04 1.1.5 , 2.3.3 , 2.8.2 , 3.3.3 , 4.2.3 ,  

2.05 1.3.17, 2.3.4, 2.4.4 , 3.1.3 , 3.2.5 , 4.1.3 , 4.3.2 , 5.1.3 , 

5.2.5 ,  

2.06 1.1.6, 1.3.7 , 3.3.4 , 5.3.6,  

2.07 1.1.6, 1.3.7, 2.5.4, 5.3.6 ,  

2.08 3.2.6, 5.1.4 ,  

2.09 2.2.4  2.2.5  5.2.5  
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IEEE-CS/ACM… 

Principles and Clauses 

Adapted to Proposed Framework Clauses 

Principle 3  PRODUCT 

3.01 1.1.7, 1.2.4, 2.1.7, 2.3.5 , 2..3.6 , 2.4.5, 2.5.5 , 2.6.4 , 

2.7.3 , 3.1.4 , 3.2.7, 3.3.5, 3.3.6 , 4.1.6 , 4.1.7 , 4.2.4, 

5.2.6  

3.02 1.1.8, 1.3.8, 2.1.8 , 2.2.6, 3.2.8 , 4.1.6 , 4.1.7 , 4.2.5,  

3.03 2.1.9,, 2.5.6, 3.1.5, 5.3.7  

3.04 1.4.3, 1.4.4, 3.1.6, 3.3.7 ,  

3.05 1.2.5, 1.5.2,, 2.3.7, 2.4.6, 2.5.7, 2.6.5   

3.06 3.2.9, 4.3.3, 1.3.9, 

3.07 3.3.8 

3.08 5.3.8, 5.5.5 , 2.3.8, 2.6.6 , 2.8.3,  

3.10  1.3.10 , 2.3.10, 3.3.10, 5.3.10 , 5.4.3 

3.11 2.8.4 , 5.2.6 , 5.3.8,  

3.12 3.1.7, 3.2.10, 

3.13 3.1.8  

3.14 3.1.9 

Principle 4 JUDGMENT 

4.01 1.1.9 , 1.4.2, 2.1.10, 2.3.9, 2.4.7, 2.5.8, 2.6.7, 3.2.11, 

4.1.8, 4.2.6 , 5.2.7 , 5.3.9, 5.4.4 

4.02 2.5.9, 3.3.9, 4.1.8, 5.2.8, 5.4.4  

4.03 2.8.5, 3.2.12,  5.1.5, 1.1.10, 1.3.10, 1.5.3, 2.1.11, 2.2.7, 
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2.3.10, 2.7.4 

4.04 5.4.5  

4.05 1.5.4 , 2.1.12, 4.1.10, 4.1.11, 4.3.4, 5.3.10, 5.5.6, 5.5.7 

4.06 4.1.9 

IEEE-

CS/ACM…Clauses 

 

Adapted to Proposed Framework Clauses 

Principle 5  MANAGEMENT 

5.01 1.2.6, 1.5.5, 2.1.13, 2.2.8, 2.5.10, 4.2.7,  4.3.5 , 5.2.9, 

5.3.11  

5.02 1.3.11, 1.5.6, 2.2.9, 2.6.8, 5.2.10, 5.3.11  

5.03 1.1.11, 2.8.6,  3.1.10, 3.1.11, 5.4.6  

5.04 1.3.12 , 1.3.13, 1.5.7, 5.5.8   

5.05 2.2.10, 2.7.5, 5.3.12  

5.06 1.2.7. 

5.07 5.2.11, 5.5.9 

5.08 5.2.12 

5.09 5.2.13 

5.11 4.3.6 

Principle 6  PROFESSION 

6.01 1.1.12, 2.2.11, 2.5.11, 4.2.8, 4.2.9,  
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6.02 1.3.14 ,  2.4.8, 2.6.9, 4.1.1, 4.1.12, 5.5.10 

6.03 1.2.8, 1.4.1, 5.2.14   

6.04 3.3.10 

6.05 1.5.8, 2.2.13, 5.1.6, 5.2.15    

6.06 1.1.13, 1.3.15, 3.2.13, 5.2.16 

6.07 5.3.13 

6.08 2.1.14, 2.2.12, 2.7.6,  2.8.7,  

6.09 1.3.17 

6.11 2.4.9 , 2.7.7, 5.5.11 

6.12 5.4.7  

IEEE-CS/ACM… 

Principles and Clauses 

 

Adapted to Proposed Framework Clauses 

Principle 7  COLLEAGUES 

7.01 1.2.4, 1.3.17, 2.1.15, 2.7.8, 5.2.17, 5.3.14 

7.02 1.2.9, 1.2.10, 1.4.5, 2.4.10, 2.5.12, 2.7.9, 5.2.18, 

5.3.14,   

7.03 2.1.16, 4.2.10, 5.2.19, 5.4.8 

7.04 1.4.6, 1.5.9, 2.5.13 , 2.6.10, 2.8.8  

7.05 1.3.16, 1.3.16, 3.3.11 

7.06 3.1.12 

7.07 4.1.13, 5.1.7  
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Adapting the IEEE-CS/ACM JTFSECEPP in this way adds a new dimension to its 

application in software development projects, particularly in RE. Moreover, it will 

open opportunities for future research to explore its adaptability in other perspectives 

in the area. Furthermore, this adaptation also bargains perceptions into how existing 

frameworks can be transformed to address specific problems without losing their 

theoretical essence.    

Additionally, adapting the IEEE-CS/ACM JTFSECEPP has practical implications. 

From a practical standpoint, adapting this code of ethics to the proposed framework 

improves the framework‘s real-world applicability. Software engineers and software 

industries can benefit from the framework that is closely aligned with the realities of 

their specific environment, rather than applying generic codes of ethics. 

7.08 1.4.6, 4.1.13, 5.5.12 

Principle 8  SELF 

8.01 1.2.11, 1.3.18, 1.4.8, 1.4.9, 1.4.10, 1.5.10, 5.2.20, 

5.5.13 

8.02 1.1.14, 1.1.15, 1.4.11, 1.3.18 , 2.5.14, 2.6.11, 

2.7.10, 3.1.13, 3.3.12, 4.2.10, 5.5.13, 5.2.20 

8.03 2.8.9, 5.3.15 

8.04 2.2.14, 2.4.11 , 2.5.15 , 2.6.12, 5.4.9  

8.05 2.2.15 , 2.1.17,  

8.06 1.3.18, 2.2.16, 

8.07 4.1.14, 5.1.8 

8.08 5.1.9  

8.09 2.1.18 
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Chapter Six – Proposed Framework Evaluations 

6.1 Introduction   

To evaluate the proposed framework, different methods are employed. In the 

following subsections, we discuss the tools and methods used to validate the proposed 

framework and the processes we followed to select and evaluate it.  

6.2 Preparation of Validation Tools 

Primarily, we derived survey questions from the literature [6, 162] and they are 

modified to fit the context of this study. The questionnaires were lengthy and 

contained both closed- and open-ended questions in their initial original stage. 

Furthermore, there were just four options available for the questions: "high," 

"medium," "low," and "none."  Experts in the field are requested to provide comments 

and suggestions for possible changes and improvements. First, the questions are given 

to two experts. These two experts critically looked at the tools and modified them into 

a shorter and clearer format.  In addition, the other three subject-matter experts were 

handed the questionnaires and asked for their input. Like the initial experts, these 

provided insightful criticism and improved the questionnaire to be more 

understandable. The experts recommended using the most popular questionnaire 

format, the five-point Likert scale, in place of the four options listed above. 

Furthermore, in between the two positives and the two negatives, they put ―neutral‖ to 

increase the validity of the answers given by the participants. The addition of the 

"neutral" option encourages respondents to provide a response that is neither positive 

nor negative, rather than forcing them to select an option that doesn't align with their 

viewpoints [95].   

Each of the five experts is provided feedback and comments while recursively 

improving the questionnaires. These questionnaires were updated considering the 

insightful remarks and suggestions. Finally, questionnaires with a five-point Likert 

scale are employed to validate the suggested framework. We chose this scale because 

it makes it easier to measure the opinions, feelings, and feedback that our participants, 

a group of software developers, experts, and practitioners, had on the suggested RE 
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framework. On the Likert scale, ―Very Good‖, ―Good‖, ―Neutral‖, ―Poor‖, and ―Very 

Poor‖ are the sentiments. Annexes IX and X show the last modified versions of the 

questionnaires [163]. 

6.3 Participant Selection 

Preliminary and formal evaluations are the two evaluation levels for the suggested 

framework‘s evaluation. During the initial stage of the evaluation, the proposed 

framework with the five-point Likert scale questionnaires is given to sixteen 

voluntary participants from whom data were gathered during the data collection stage 

of the research. These participants were selected from the case software companies 

using a volunteer sampling technique. The participants went through each framework 

component and evaluated the proposed framework using the developed 

questionnaires. Besides, the researchers observed and took feedback from them in 

person. With the provided comments and feedback, the proposed framework is 

thoroughly revised [163].  These volunteer experts were not involved in the formal 

evaluations of the framework. The major purpose of carrying out this initial 

evaluation is to ensure transparency, accuracy, and validity. This process assists in 

obtaining feedback, and credibility of the research. and to gain their viewpoints about 

the representation of concerns, the proposed framework, and its components. 

For the formal validations of the proposed framework, participants are selected 

purposively. Experts with knowledge of software development, specifically in relation 

to RE, and with practical and theoretical expertise are chosen. During the selection of 

experts, their willingness is considered. Taking these things into consideration 

experts, nineteen from local and twenty-one from international software industries, 

are selected. Only thirty-one of them returned the completed questionnaires. The 

industry experiences of the participants in software development processes range from 

one to thirty-five years. The following pie chart shows the experiences of those 

participants working on software development projects within the software industries. 
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Figure 6.1: Industry Experiences of Participants 

Furthermore, different participants with different work profiles who are working in 

different sections of industries are involved in the validation process [163]. The 

following pie chart indicates the participants' work profiles. 

 

Figure 6.2 Participants Work Profile 
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6.4 The Validation Processes 

Validation is essential to confirm whether the research met its objective [89]. To 

ensure the participants' understanding regarding the concepts used in the research, 

such as the three validity types and reliability, we provided clear definitions of them 

before presenting the questionnaires. Additionally, we designed the questions in a 

way that assessed conceptual understanding rather than assuming their prior 

knowledge. A pilot test was also conducted on five experts to identify any ambiguities 

and refine the questionnaires accordingly. The questionnaires assess the validity of the 

proposed framework [89]. These include face validity, content and construct validity 

(plus the content and construct validity of each of its framework‘s components), 

and its reliability. Furthermore, the appropriateness of the placement of the clauses for 

each of the RE's ethical concerns was also assessed. In addition, the parts of the 

framework that are the most challenging to follow and most importantly perceived are 

evaluated. 

Before starting the evaluation process, the proposed framework, the foundation codes 

of ethics, IEEE-CS/ACM JTFSECEPP, from which the clauses are adapted as 

discussed in subsection 5.2, and the contextual definitions of the evaluation 

parameters, are elaborated to the participants via formal meetings, discussions, and 

communications media. After that the proposed framework is given to the experts for 

evaluation using the questionnaires. Side by side, definitions of validity and reliability 

in the context of this research are given for them. . Next, the questionnaires are filled 

out in two ways. One is in the form of FGDs ; the other is filled without focus group 

discussion sessions by using the initial elaboration. Three FGDs, each with seven 

members, were conducted by dividing the participants into smaller, manageable parts. 

For all the three groups, discussion sessions were organized on different days, and the 

proposed framework is presented to them. The research findings, the aim of the 

framework, its components, the main contributions of the proposed work for software 

engineers, the contextual definition of validity and reliability, and similar concepts are 

presented. Free discussions among the participants and researchers were carried out. 

After getting these discussions and presentation highlights, the participants thoroughly 

read the framework, which contains the concerns, advice to address those concerns, 
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and the corresponding IEEE-CS/ACM JTFSECEPP clauses from which the piece of 

pieces of advice is adapted, and answered the provided questionnaires accordingly. 

The entire partakers within three FGDs  filled out and returned the questionnaires. For 

the other groups, the participants who filled out the questionnaires without coming 

and meeting at the physical location, a brief explanation about the proposed 

framework and the evaluation process is provided via communication channels. The 

following section discusses the results obtained during this evaluation process. 

6.5  Expert Evaluation of the Proposed Framework 

As mentioned in Section 6.3, questionnaires were distributed to forty purposively 

selected experts. However, only thirty-one of them were filled and returned. The 

returned questionnaires are coded from P1 to P31 to keep the confidentiality of the 

participants.  

6.5.1 Demographic Description of Participants 

The proposed framework is validated by twenty-three (74.2%) male and eight 

(25.8%) female participants. Besides, participants were asked for their ages. The age 

of about 60% of the participants ranges from 30 (thirty) to 55 (fifty-five) years. The 

remaining 40% are between 21 (twenty-one) to (twenty-nine) years old. The 

qualifications of those participants are professors, Ph.D. holders, Ph.D. candidates 

who are currently engaging in software development projects, and MSC and BSC 

holders underneath the fields of software engineering, computer science, technologies, 

and multimedia. The participants are currently engaged as software developers, 

researchers, and chief technology officers.   

6.5.2 Assessments of the Validity and Reliability Results   

In research, validity and reliability enhance clarity and minimize the biases of 

researchers [164]. In the context of this research, validity is considered as the extent to 

which the proposed framework can express the inclusion of appropriate clauses as sets 

of advice to address those identified RE issues or not [165]. Among the different 

types of validity [89], face, content, and construct validity were considered since they 

were relevant to the research. In this research, face validity refers to whether each of 
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the proposed framework components, corresponding concerns, and clauses presented 

in each framework‘s component looks relevant to its understandability, 

unambiguousness, and clarity, or not [56]. It also includes whether the proposed 

framework is feasible, readable, and clear in terms of language, usage, and coherency, 

or not [165].  

Furthermore, content validity indicates the degree wherein the clauses in the 

framework are representative of addressing the corresponding identified RE concerns 

[164]. In addition, construct validity refers to whether the concepts mentioned in the 

proposed framework are easily understandable and easily operational or practicable 

on a day-to-day basis or not [165]. Moreover, it helps to check whether the proposed 

framework clauses are appropriately adapted from the IEEE-CS/ACM JTFSECEPP or 

not.   

Additionally, the reliability of the proposed framework was assessed. In this research, 

reliability is considered to determine whether the indicated specific pieces of advice 

as clauses, are consistent or not. It also includes internal consistency, which means the 

extent to which the framework items are intercorrelated and consistent in measuring 

the corresponding identified issue or not [165]. The major evaluation results are 

discussed below. 

Below, in Table 6.1, the results of the validity and reliability evaluation for the 

proposed framework are presented. 

Table 6.1 The Validity and Reliability Evaluation Results 
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The first question that was asked of participants was: 

1. Please show the extent to which you believe this framework to have face validity 

following a thorough perusal of it [162]. 

As indicated in Table 6.1, 35.5% of the respondents replied that the proposed 

framework has a very good face validity. This implies that the proposed framework is 

very relevant to its understandability, simplicity, clarity, and coherency in terms of 

language and usage. On the other hand, 64.5% of the respondents, responded that the 

proposed framework has good validity. All the respondents accepted the face validity 

as good and above.  

2. The results of the second question, ―Please indicate to what degree you consider 

this framework has overall content validity," are indicated as follows:  

The overall content validity evaluation results suggest that most participants have 

positive views concerning the proposed framework. Specifically, 96.8% of 

respondents rated the overall content‘s validity result as positive, with 22.6% 

considering it very good and 74.2% rating it as good. This high percentage of positive 

responses indicates strong agreement among participants regarding the framework's 

overall content validity. Likewise, the small proportion (3.2%) of participants 

selecting the neutral option implies that only a minority of respondents remained 
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undecided about the framework's content validity. Overall, these findings, among the 

participants, suggest that the proposed framework is representative of resolving the 

related RE concerns. 

3. ―Please indicate to what degree you consider C1EKG of this framework to have 

content validity.‖ 

The evaluation results for the content validity of C1EKG show that a considerable 

number of respondents, 38.7%, reflect the content validity of this framework‘s 

component to be very good. This indicates that the clauses discussed in C1EKG 

strongly aligned with the identified ethical issues. Furthermore, the majority, 61.3% 

of respondents still believe that the content‘s validity is good. This demonstrates that 

even though a significant percentage of respondents did not evaluate them as very 

good, they did acknowledge the ability and applicability of the contents in the 

C1EKG. All things considered, these findings point to a favorable belief on C1EKG's 

content validity among the participants, with a sizable percentage recognizing good 

and above-quality. 

4. ―Please indicate to what degree you consider C2ERI of this framework to have 

content validity.‖ 

As shown in Table 6.1, a considerable number of respondents, 38.7%, believe that the 

content validity of C2ERI is very good. This reveals that the clauses included in 

C2ERI fit the discovered ethical problems. Additionally, many respondents, 61.3%, 

consider that the content validity of the component is good. This shows that even 

though a notable number of respondents did not perceive it as very good, they 

acknowledge the usefulness and capabilities of the contents in the C2ERI. Overall, 

these results show that respondents have a positive view regarding the content validity 

of this framework's component, with a significant portion identifying it as good and 

above. 

5. ―Please indicate to what degree you consider C3ERQ of this framework to have 

content validity." 
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The content validity of C3ERQ indicates that a considerable number of respondents 

perceive it positively. Specifically, 35.5% evaluated it as very good, while a higher 

percentage, 58.1%, viewed it as good. Only a minority, 6.5%, selected the neutral 

alternative, suggesting that a large portion of respondents have strong views regarding 

its content validity.  Generally, 93.6% of the respondents agreed that the component 

has good and above content validity. However, attention should be given for the 

respondents who stand on neutral sentiment.  

6. ―Please indicate to what degree you consider C4EU/D of this framework to have 

content validity.‖ 

With regard to C4EU/D, the evaluation's findings show that the participants' thoughts 

toward content validity of it, are promising. About 90.4% of the respondents have 

positive perceptions, with more than half, 58.1%, evaluating it as good. This suggests 

that most of the participants thought its content as satisfactory. Nonetheless, it is 

crucial to remember that 9.7% of participants gave the content validity a poor rating 

implying that there might be some areas in need of clarification or adjustments to 

increase its content validity. All in all, the findings point to a good degree of content 

validity, more than 90% of respondents rated the content validity of C4EU/D as good 

and above. 

7. ―Please indicate to what degree you consider C5EPA of this framework to have 

content validity.‖ 

The C5EPA evaluation findings indicate a generally positive insight into its content 

validity among participants. A considerable percentage, 67.7%, expressed that the 

content validity was good, showing that it adequately represents the intended content. 

In addition, 29% of participants assessed the content's validity as very good, 

indicating an even stronger validation of its ability to accurately address the 

corresponding ethical concerns. Conversely, 3.2% of respondents have a neutral 

opinion. Overall, the replies from most participants indicate that the results display the 

intended purpose positively.   
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8. Please show the extent to which you believe this framework to have overall 

construct validity following a thorough perusal of it [162].  

The evaluation results of the overall construct validity of the proposed framework 

show that a notable percentage of participants perceive it as good and above. 

Explicitly, 35.5% of respondents rated it as very good, and a majority of 58.1% 

evaluated the construct validity as good, indicating a generally positive perception of 

its effectiveness. However, it is important to take into account that a small number, 

6.5%, of them stand on neutral sentiment, revealing some room for improvement with 

certain aspects of the framework‘s construct validity. All in all, while many 

participants rated good and above in the framework‘s construct validity, addressing 

the concerns of the minority group, who stand on the neutral sentiment, could enhance 

its overall effectiveness and acceptance. 

9.  ―Please indicate to what degree you consider C1EKG of this framework to have 

construct validity.‖ 

The construct validity evaluation results of C1EKG disclose a good tendency among 

participants' perceptions. Nearly half of the respondents, comprising 48.4%, expressed 

a positive viewpoint, characterizing the construct validity of it as good. In addition, a 

significant proportion, account for 41.9% of participants, rated even further to 

describe the construct validity as very good. Overall, over 90% of the respondents 

accepted the construct's validity as good and above. While most respondents viewed it 

positively, it is important that a smaller number, encompassing 6.5%, accepted a 

neutral sentiment, and a small number of them, 3.2%, perceived it as having poor 

construct validity. These results point to the need for further work to improve the 

construct validity of this framework‘s component. It is vital to explore further to 

understand the factors contributing to this neutrality and dissatisfaction and whether 

any adjustments or clarifications are needed to address potential areas of concern. 

10. ―Please indicate to what degree you consider C2ERI of this framework to have 

construct validity.‖ 
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The evaluation results of the C2ERI construct validity suggest a positive observation 

among participants. Explicitly, 32.3% of respondents perceived construct validity as 

very good, while 61.3% considered it good. Even though 6.5% of the participants 

stand on neutral sentiment, the overall findings suggest a generally consistent 

understanding and agreement among participants regarding the appropriateness of 

C2ERI to use it as a practical guideline for software engineers. 

11. ―Please indicate to what degree you consider C3ERQ of this framework to have 

construct validity.‖ 

Regarding the construct validity of C3ERQ, the evaluation results show that a large 

percentage of participants, about 90.4%, perceive it to have satisfactory construct 

validity. 19.4% of participants evaluated the construct validity as very good; a 

majority, 71%, assessed the construct validity as good, indicating positive perception 

of C3ERQ‘s clauses placement with the targeted ethical concerns. The remaining 

9.7% of participants preferred being reserved to give either of the two extreme 

responses by standing on the neutral sentiment. All things considered, these results 

suggest that this component reveals promising construct validity, with a noteworthy 

proportion of participants expressing their belief in its ability to be easily applicable 

and operational for daily use in real-world scenarios. 

12. ―Please indicate to what degree you consider C4EU/D of this framework to have 

construct validity.‖ 

The evaluation results of C4EU/D indicate that a remarkable number of participants 

view it to possess good to very good construct validity. Specifically, more than 90% 

of participants rated the construct validity positively (both the very good and good 

responses). This shows that the concepts under C4EU/D are easily understandable and 

practicable. While a small proportion of participants, 6.5%, remained neutral in their 

assessment, only a minority, 3.2%, stated it was poor. Altogether, these findings 

suggest a good insight into its construct validity among the participants, with a 

majority viewing it positively. However, further investigation is required to address 

concerns raised by the minority who rated it poorly and who expressed neutrality. 

Participants who stand for neutral sentiment might have reservations or uncertainties 
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about some aspects of its construct validity, indicating potential areas for 

improvement and clarification. 

13. ―Please indicate to what degree you consider C5EPA of this framework to have 

construct validity.‖ 

The evaluation results of C5EPA construct validity specify good insight among the 

participants. Correspondingly, a significant number of participants, 35.5%, expressed 

a high level of perception of the C5EPA construct validity; most, consisting of 54.8% 

of the participants, acknowledged its construct validity as good. A smaller yet notable 

portion, 9.7%, remained neutral in their evaluation, neither strongly confirming nor 

opposing its construct validity. Ultimately, these results suggest that C5EPA 

demonstrates promising construct validity, with a substantial portion of participants 

suggesting its construct validity as good and above. 

14. ―Please indicate to what degree you consider this framework to have overall 

reliability.‖ 

As depicted in Table 6.1, many participants have favorable views regarding the 

framework's overall reliability. 93.6% of respondents described reliability as good and 

above. According to the participants' perspectives, this indicates a strong levels of 

trustworthiness and consistency in the framework‘s performance. Additionally, the 

presence of only 6.5% expressing a neutral sentiment suggests that the framework‘s 

reliability is generally perceived positively among them, with a minimal portion 

remaining undecided or indifferent. Overall, these results reflect a constructive 

judgment of the proposed framework‘s reliability, with a sizable portion considering it 

very good and the majority inclined towards a good overall assessment. 

15. ―Please indicate to what degree you consider this framework to have internal 

consistency.‖ 

Regarding internal consistency, 29% of the participants mentioned that the proposed 

framework has a very good internal consistency and 67.7% said it has good internal 

consistency. This indicates the presence of a strong level of agreement among them 

regarding the framework‘s reliability and coherence. The small proportion, 3.2%, of 
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respondents who expressed a neutral option may indicate a slight ambiguity or lack of 

consensus among a minority of participants. Nonetheless, strong internal consistency 

is implied by most of the positive feedback, assuring the framework's capacity to 

maintain reliability.  

6.5.3 Descriptive Assessment of the Results 

The questionnaires are both closed and open-ended questions. The questions are 

prepared, validated, and given to the experts.  These questions are provided to get 

experts‘ suggestions, recommendations, and feedback on the proposed framework.  

The first open question deals with whether the placement of clauses in line with the 

identified RE concerns is appropriate or not. It says 

1 After reading the proposed framework, please use ―√‖ regarding your observation  

 on the placement of activities with respect to each section? 

 

 The placement is done appropriately and accurately without any mismatch 

 The placement is done appropriately and accurately with very little 

modification 

 The placement is done appropriately with some modification 

 The placement is not done appropriately. It should be done again 

Please also provide any comments and recommendations. 

As a result, 32.3% or 10 of the participants indicated that the placement of clauses 

concerning each concern is appropriately and accurately done without mismatch. 

Whereas, 38.7% or 12 of them stated that the placement is done appropriately and 

accurately with a very little modification. Also, the remaining 29%, or 9 of them 

stated that the placement is done appropriately, but some modifications should be 

made, especially in components 3 and 4. 

Generally, as observed from the reply, 70% of the respondents suggested that the 

placement of clauses for each framework component is done appropriately and 
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accurately. The remaining of them said it was done appropriately with some 

modifications. This implies that the placement of clauses is good for each stated 

ethical concern. The second open-ended question asked the participants to identify the 

framework‘s component that will become a challenge to follow throughout the regular 

course of software development. It states, ―Which are perceived to be the most 

challenging to be followed? Among the forty respondents, only eighteen gave a reply 

to this question. Accordingly, six respondents said that C5EPA is challenging to 

implement in practice. On the other hand, most of them, more than 55% of them said 

that each of the proposed framework component clauses can be practiced in real work 

areas of software development.  

The third question deals with identifying the most important component. It asks 

respondents to state their perspectives towards the relevance of each of the proposed 

framework components. It says, ―From your observation, which are perceived as 

important?‖ Like the second question, this question is also been answered by only 

eighteen respondents. Accordingly, 30% of the experts stated that C2ERI and C5EPA 

are very important. They said that the problems mentioned under these categories are 

the basic bottlenecks to developing usable software systems. Besides, the clauses that 

are mentioned corresponding to each of these components are important. As a result, 

software engineers can use these components‘ clauses to minimize the occurrence of 

the indicated concerns. The other 28% of the participants mentioned that C4EU/D is 

more important than others. As they justified, to get everything plus to develop a 

software system, first and foremost, we must get the willingness of customers. As 

often mentioned, customers are ―Kings.‖ Without customers for a system, nothing 

would be done. Therefore, software engineers must get the real willingness and 

cooperation of the customers and other stakeholders, consequently, the clauses that 

are mentioned under C4EU/D are vital. Moreover, 28% of the participants explained 

that C3ERQ is the most important one. Activities that help to better consider quality 

parameters, such as privacy, security, and usability of requirements, are the most 

important ones.  
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6.6 Discussion: Interpretation  of Research Findings 

6.6.1 Key Contributions of the Research 

This research proposes a framework and evaluates it using empirical data. The main 

aim of the proposed framework is to improve ethical decision-making in RE that fills 

gaps in the available software engineering codes, IEEE-CS/ACM JTFSECEPP [11].  

The proposed framework is designed to be feasible, clear, and easily practicable on a 

day-to-day basis so that it can be easily employed by software engineers to consider 

ethical issues in RE. This research contributes to the field of software engineering, 

specifically for RE, by systematically organizing a framework based on the empirical 

research findings.   

In addition, the research line up with the ongoing debate on software development 

ethics. Lurie and Shlomo [10] indorse an ethical-driven software development 

approach, integrating ethical considerations into software engineering. Similarly, 

Karim et al. [11] emphasize the necessity of ethical principles within the software 

development life cycles. This research complements these perspectives by ensuring 

RE practices not only follow methodological requirements but also align with the 

professional responsibilities of software engineers.  

6.6.2 Interpretation of Evaluation Results 

The evaluation result shows the proposed framework possesses good validity and 

reliability, supporting its relevance for practical applications in RE. The evaluation 

involves the validity, and reliability of the proposed framework and its components, 

the appropriateness of each adapted clause to address the corresponding concerns, the 

clauses' relevance to address the issues, and the challenges to use them in the day-to-

day work of software engineers during RE. the face validity results indicate a positive 

perception, with all participants rating as good and above. This suggests that the 

proposed framework‘s structure and clarity align with the participants' expectations. 

Content validity results further demonstrate its effectiveness, with 96.2% of 

participants rating it as good or very good. However, C4EU/D received a lower rating 

(9.7%  poor), highlighting the need for refinements in that component. Similarly, 
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construct validity results show that over 90% of participants found the framework 

understandable and practicable though C4U/D and C1EKG require further 

improvement based on participants' feedback. Reliability assessment supports these 

findings, with 95% of respondents confirming the framework‘s consistency. However, 

the 4.8% neutral responses suggest that some clauses require further clarity to confirm 

consistency across different RE environments. 

Moreover, the participants' feedback from the FGDs and open-ended questionnaire 

questions highlights valuable insights into the proposed framework. While the overall 

framework structure was regarded as good, minor grammatical and formatting 

problems were recognized, suggesting the necessity of adjustments to improve even 

more on clarity and professionalism. More importantly, the principal recommendation 

was the incorporation of requirements validation within the C4U/D framework 

component. This incorporation would increase the consistency and clarity of software 

project requirements among stakeholders, customers, and software engineers, and, 

overall efficiency. Furthermore, the need for revision, modification, and functional 

alignment with intended use was emphasized, which implies the framework should be 

practicable for real-world implementations. These findings underscore the essential 

for iterative improvements based on the provided feedback from the research 

participants to ensure the framework complies with expectations. Generally, the 

evaluation results show that the proposed framework is promising to use as a 

guideline for RE ethics.  

These findings echo with Karim et al. [11], who emphasize that ethical frameworks 

must be explicitly integrated into software engineering methodologies. The challenges 

in framework validation highlight the importance of continuous refinement and 

ethical considerations to address ever-increasing technological advancements and 

associated ethical consequences.  

6.6.3 Comparison with the Existing Knowledge  

Compared to the existing software engineering codes of ethics, IEEE-CS/ACM 

JTFSECEPP, the proposed framework offers a structured, detailed, and validated 

guideline that emphasizes practical applicability for specific contexts (for RE) and for 
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specific issues. While the existing codes of ethics lack specific context, the proposed 

framework development and evaluation using empirical data for specific situations 

confirms that the proposed framework aligns with industry needs. Unlike the IEEE-

CS/ACM JTFSECEPP, which focuses on broad perspectives of software engineering 

ethics, this research proposed and validated its framework through empirical 

evidence, reinforcing its practical applicability for daily use in the real working 

environments of software industries.   

Additionally, this research builds upon IEEE-CS/ACM JTFSECEPP and adapts it to 

problems found in the real-world working environments of software companies. 

Unlike some previous works , this research extracts the basic components of the 

proposed framework from the empirical data and proposes solutions to address the 

real-world problems of RE that reinforce the practical usability of the proposed 

framework.   

Lurie and Mark [10] and Karim et al. [11]stress that ethical considerations should be 

embedded within software engineering, rather than treated as standalone concerns. 

This research advances their argument by demonstrating how a well-structured RE 

framework inherently supports ethical practices by ensuring transparency, clarity, and 

accountability in RE processes. 

The proposed framework facilitates existing RE practices by providing a validated, 

structured, and context-specific guideline. The main new contributions of this 

research include   

 A RE ethics framework built and validated empirically, ensuring practical 

feasibility. 

 Identification of areas for refinement like C4EU/D and C1EKG, leading to 

framework improvements. 

 Integration of participants' feedback into framework adjustments, improving clarity 

and applicability.  

 Alignment with the well-known codes of ethics, IEEE-CS/ACM JTFSECEPP, 

reinforcing the importance of professional responsibility in RE. 
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The research findings contribute to both academic literature and industry practice by 

bridging the gap observed in software engineering codes of ethics, supporting 

arguments by both Lurie and Shlomo [10], and Karim et al. [11] that software 

development must incorporate ethical and professional standards as an integral part of 

software engineers. 

6.6.4 Key Takeaways 

 The proposed framework is empirically validated and shows strong face, content, and 

construct validity. 

 Some components of the proposed framework (E.g., C4EU/D, C1EKG) require 

further refinement, emphasizing the need for iterative improvements. 

 The research adds practical value by validating an RE framework that fits with 

industry needs. 

 Future work should focus on refining weak areas and expanding validations.  

By bringing into line with the ethical and professional standards discussed in Lurie 

and Mark  [10] and Karim et al. [11], this research highlights the importance of 

integrating ethics, validation, and practical usability in RE frameworks, ensuring that 

they meet both methodological and professional standards.  

6.7 Threat to Validity (Limitations of the Research) 

While the research follows scientific ways to carry out the major research processes 

indicated in Figure 1.1, limitations should be recognized. The major limitations of the 

research concerning research approach, data collection, analysis, and proposed 

framework evaluation are discussed below. 

6.7.1 Research Approach 

Even though using the inductive approach provides benefits, some limitations were 

observed in this research. One of the main problems in using this approach was, this 

approach needs more time and it was time and resource intensive. Data collection and 

analysis took lots of time. The other difficulty in this approach is its subjectivity since 

inductive procedures hinge on themes from the data being discovered and what 
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preconceived ideas or predispositions the researchers themselves hold will influence 

theme finding. To resolve this problem, we tried to use different techniques like 

member checking, expert reviews, and peer reviews. 

6.7.2 Data Collection 

Employing interviews for data collection assisted us in getting in-depth information 

from the case companies. However, using interviews may result in interviewer bias, 

response bias, misinterpretations of questions, and so on. As a complementary 

method, we used FGDs to understand the problems via dialogues between 

participants. The use of FGDs helped us to cross-check the data collected through 

interviews. In addition to that, we used semi-structured interview questions that led to 

asking probing questions for more clarification regarding the problem under 

investigation.  

The other threat to validity regarding data collection is that we didn‘t use triangulation 

using different techniques and different data sources. To fill this, we used techniques 

including giving the analysis results to the participants for reviewing, peer reviewing, 

iterative and intensive reviewing, refining the collected data, etc.  

The other possible threat to the validity of the research is that the case companies are 

located in one country. The case companies from whom data were collected are all 

from Ethiopia. This may bring the question of using the framework only within the 

country. However, to address this issue and to improve its acceptability and 

representativeness, the proposed framework is evaluated by both international (about 

twenty-one) experts and experts from the country. The research findings and the 

proposed framework were communicated internationally and were accepted.  

6.7.3 Analysis 

Thematic analysis helps us to understand the study area and make sense of qualitative 

data that reflects participants' experiences. However, there are some threats to validity 

associated with this analysis method. One of them is its subjective nature since 

diverse researchers might understand and interpret the same data in different ways. 

This leads to possible discrepancies and biases in coding.  



130 

 

To address this potential problem, we followed a six-stage coding process, and we 

applied multiple coding strategies, including holistic, initial, in vivo, and attribute 

coding. At each stage of the analysis processes, many recursive revisions and 

refinements were made. 

6.7.4 Evaluation of the Proposed Framework 

One of the merits of the proposed framework is that it is derived from thematic 

analysis results, which provide a clear and organized view of the identified problems 

and their possible solutions.  Expert evaluation increases validity in that the 

framework is based on known knowledge. Also, using Likert scale questionnaires 

gives quantitative validation so that expert feedback can be measured objectively. 

This puts expert opinion into quantifiable terms, providing measurable evidence of the 

relevance of the framework. Nevertheless, using expert evaluation may result in 

biased evaluation results. To minimize this, different sets of experts from different 

places were involved. In addition, FGDs were also employed. Besides, kinds of 

workshop discussions are organized and conducted on different days to give a clear 

explanation regarding the evaluation process and associated basic concepts.  
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Chapter Seven - Conclusions and Future Works 

7.1 Conclusion 

RE is one of the most crucial steps in developing effective software services and 

products. Gathering and analyzing requirements is essential to developing a 

successful software system. However, this stage is challenging and prone to numerous 

ethical wrongdoings. Considering ethics starting from the beginning is essential to get 

helpful software artifacts, services, and products and diminish unethical practices in 

the course of RE.  

A wide range of aspects that are important to software engineers, with different 

dimensions is covered by the IEEE-CS/ACM JTFSECEPP, which is the most popular 

code of ethics, for instance [9]. This code of ethics provides a wide-ranging standard 

that states how software engineers should act concerning various aspects including the 

public, products, the profession itself, co-workers, oneself, and others. Everyday 

adherence to and application of the IEEE-CS/ACM JTFSECEPP is found to be 

difficult. To resolve the problem, Karim and others mapped the phases of the systems 

development lifecycle to the four IEEE-CS/ACM JTFSECEPP [6]. Still, there haven't 

been any significant modifications to those ethical principles for daily uses in the 

specific domain.  

In this research, we looked into ethical concerns underlying RE. The research 

assessed the importance of ethical considerations, the procedures employed by the 

software industries, techniques for determining ethical dilemmas, and basic ethical 

challenges in RE. The investigation was carried out under actual software industry 

conditions. The research covered seven software industries [12].  

We used two data collection methods. These are focus groups and 

interviews. Purposive sampling is used to select companies and specific individuals 

from each company. Qualitative data analysis methods, such as initial, holistic, in 

vivo, and attribute coding strategies were employed to examine the gathered data [12]. 

The results of the research show that companies lack professional responsibility codes 

of conduct, industry norms, and other policies that would allow them to incorporate 
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ethical principles that aid in minimizing RE ethical concerns. Additionally, almost all 

companies lacked means to identify and check whether ethical concerns are 

contemplated and included throughout RE [12]. 

To address the recognized main ethical problems, we have proposed a framework 

with five components for RE ethics. This framework aims to minimize the occurrence 

of major ethical issues during the RE processes [163].    

The first component is the C1EKG, aimed at addressing issues encompassing 

unrealized benefits of automation, lack of experience, communication gaps, 

insufficient identification and utilization of tools and methodologies, and others. To 

tackle these problems, we propose sets of clauses as a resolution mechanism. 

The second component, C2ERI, states sets of clauses to resolve ethical problems 

related to incomplete requirements, insufficient RE processes, ambiguous 

requirements, requirements omission, lack of attention to non-functional 

requirements, failure to identify "to-be" requirements, irrelevant requirements, and 

lack of proper documentation, among others. To tackle these concerns, we put forth 

detailed clauses associated with each of the corresponding concerns as specific 

guidance for software engineers.  

The third component, C3ERQ, addresses major issues such as security, privacy, 

usability, reliability, consistency, and others. Like other components, here also we 

provided sets of pieces of advice that should be considered during RE to minimize 

their occurrences on requirements. The fourth component focuses on C4EU/D and 

offers guidance through pieces of advice as a solution to address the concerns within 

it. The fifth component, C5EPA, discusses bits of advice as a resolving mechanism 

for the issues, including lack of honesty, adding malicious requirements, carelessness, 

deceptive requirements, plagiarism (redundancy, duplication of works), and denial of 

agreements.   

Results from the evaluation indicate that the proposed framework has the potential to 

be a practical guideline for software engineers regularly. This framework facilitates 

the creation belonging to useful software products by providing ethical guidance in 
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RE. Furthermore, it can be a foundation for further investigations into ethics in RE. 

However, the limitation of the research lies in obtaining a large number of 

participants, with only 40 willing participants, of whom nine did not return the 

questionnaire. 

7.2  Contribution of the Research 

Through thematic analysis, we identified and filtered out five major problems that 

should be taken into account during RE. To resolve these problems, the five 

components are identified. Using these, we proposed a framework for RE ethics. So, 

the main contribution of this research is the proposed framework, which will be 

essential for software engineers [163]. The proposed work will assist them by 

providing clues as to what and how ethical issues should be considered practically in 

RE activities.  

Additionally, by analyzing data collected from interviews and FGDs, the research 

contributes practical insights into software company practices and challenges. 

The research has made a stimulating contribution to academics, as evidenced by the 

popularity of views and engagements in the published papers. The papers have 

received enormous attention from scholars as a sign of their relevance and value 

addition to ongoing debates in the field. The research introduced new perspectives 

and served as a reference point for subsequent studies.  

7.3 Future Works 

The proposed framework consists of major components, each of which can be 

investigated independently. So, in the future, the researchers will assess the impacts of 

each of the components on the ethical decision-making processes of software 

engineers.  

Besides, to ensure that the framework is relevant, effective, and responsive to the 

needs and concerns of all stakeholders, diverse experts from different phases of 

SDLC, including programmers, designers, and architects, will be engaged to gather 

feedback on the performance of the proposed ethical framework and identify areas for 
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improvement. This will help us to facilitate collaboration, build trust, enhance the 

legitimacy of the framework, and ultimately contribute to better ethical decision-

making and outcomes. 

Furthermore, going forward, we intend to enhance and thoroughly investigate the 

proposed framework, focusing on each step of the RE processes. This encompasses 

requirements elicitation, requirements analysis and negotiation, requirements 

specification, and requirements validation [56, 106]. 

Moreover, the growth of software technological innovations goes fast in different 

dimensions. This research sets the foundation for an ethical framework in RE that can 

be further extended to address ethical issues in various technologies. There are many 

dimensions in which this research will be expanded to Artificial intelligence (AI) and 

other emerging technologies. Primarily, we will focus on extending the proposed 

framework for AI technologies since there are growing ethical challenges and 

implications in AI [166, 167]. Some future works about this include: 

 In the future, we will validate the proposed framework in real AI projects. We will 

conduct case studies and expert evaluations in real-world AI projects to enhance 

the applicability and effectiveness of the proposed framework.  

 Moreover, bias, transparency, accountability, and fairness are serious ethical issues 

in AI-driven systems that require tailored ethical guidelines in the RE process [168, 

169].  In the future, we will extend the research to integrate these concerns into the 

proposed framework.  

 On the other hand, using AI, like machine learning models, can assist in ethical 

decision-making processes [170]. Therefore, in the future, we will investigate the 

role of AI in supporting ethical decision-making practices in RE  to identify serious 

ethical problems of requirements. We will carry out different works, including 

algorithm design and others to integrate AI with the proposed framework. 
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Annex – II: Data Gathering Instruments [12] 

I Interview Questions  

A. Script Prior to the Interview Session   

Dear Respondents/Participants  

We would like to thank you for being willing to participate in the interview sessions 

of our research. This interview is part of Ph.D. research for the partial fulfilment of 

Doctor of Science in Software Engineering, entitled ―Framework for Software RE 

Ethics‖ The aim of this research is to investigate the ethical concerns that need to be 

considered explicitly during the RE processes of the software development lifecycle. 

As such, the research will develop a RE framework aimed towards enhancing 

integration of ethical concerns in software artifacts. In addition, the proposed 

framework will function as a guideline to help software developers ensure the explicit 

inclusion of ethical concerns for RE processes. 

To obtain the valuable information needed to explore the facts and have the full 

picture of the study problem; obtaining the experiences, practices, skills, perceptions 

and insight of people who are currently working in software development is of 

paramount importance. Thus, we kindly request your assistance in responding to the 

following interview questions directly and honestly. Please be informed that all 

information provided will be kept confidential and no individual data will be reported, 

but your reply will help immensely in advancing our research in this area, and it will 

be used accordingly.  

Once again, we thank you in advance for your cooperation. 

With regards, 

Researchers  
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B. Review of Consent Form Aspects and Background Notes 

We want to ask you about your experience with RE processes. The research involves 

interviews with people doing software engineering and software development in 

different roles within different software companies.  

As mentioned above the purpose here is to try to understand how software engineers 

consider ethical issues in different RE processes so that we can try to identify and 

propose solutions for the problems in this regard.  

As you fill in the consent form of this research, we want to ask you the following 

questions and tape record your answers.  

Are you still ok with me recording (or not) our conversation today?  Yes/No  

Can I switch on the recorder? 

 

Participant's Code:   

____________ 

C. Interview Questions   

1 Can you please tell me, from your perspective, the importance of clearly 

considering ethical concerns during software RE processes?  

2 In your company, in what manner is ethics being practiced in carrying out RE 

processes?  

3 Which professional code of conduct are you following to identify ethical concerns 

for your day-to-day activities of RE processes? 

4 Do you currently follow any other guidelines in place for considering ethical 

concerns throughout software development lifecycles?  

5 During RE processes which fundamental ethical concerns are you considering? 

6 What are the main factors that hinder you to identify ethical problems of 

requirements? 

7 Would you please describe the methods you use to identify ethical concerns?  
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8 In your company who is involved in RE processes?  

9 What kinds of conflicts of interest occur among different stakeholders of a 

software system during RE processes? 

a . How do you manage conflicts of interest that occur among different 

stakeholders of a software system during RE processes?   

10  Would you please describe a time that you were challenged ethically during the 

journey of software RE processes?  

11 Does your organization use any method to identify ethical concerns of RE? If yes, 

please provide the methods. 

12 How do you check (make sure) whether requirements are not being held? 

a threat to human well-being (any negative adverts? or not?)  

b incomplete, inconsistent, inappropriate, imprecise, ambiguous/unclear  

 requirements? 

c deceptive requirements and toxic requirements?  

13 Would you please provide any general suggestions on how to best practice the 

integration of ethical concerns during RE processes?  

About You 

Would you tell me, please? 

1 Your name __________________________________________________ 

2 Name of your industry/company _________________________________ 

3 What is your role in the industry? ________________________________ 

4 What formal qualification (educational level) do you have, if any? ______ 

5 What is your field of study? ____________________________________ 

6 How long have you been working as Software Engineer/Developer? ____ 
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II Focus Group Discussion Questions  

1 What do you think about the concept of ethical concerns in RE processes? 

2 In your company, in what manner is ethics being practiced eliciting, analyse, 

validate, and manage requirements?   

2.1 In your view point, how have the main ethical violations occurred during RE 

processes?  

2.2 What are those violations?  

2.3 From your perspective, how do we make sure that requirements are complete, 

consistent, clear (unambiguous), precise, and free from any deceptive and toxic 

requirements?  

3 What methods have you used to identify ethical concerns for RE subprocesses?   

4 What do you feel about the necessary ethical concerns, which should be clearly 

considered in each of the above RE subprocesses?  

5 Which professional code of conduct standards will be more suitable to identify and 

consider ethical issues during software RE processes? Why? 
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Annex – III: Consent Form for the Research Interviews  

  Ethical Framework for Software Requirements Engineering  

Principal Researcher: Name: Seblewongel Esseynew, PhD candidate, Addis Ababa 

University.  

 

 

 

I have recognized purposes this research and the confidentiality conditions. I approve to be interviewed 

by Seblewongel Esseynew for the purpose of this research. I give my consent to the collection and use of 

my opinions, perceptions, information, and experience during this research.  

 

 

 

 

 

Please 

Initial 

box: 

I confirm that I have read and understood the information sheet  

 

 

I am aware that participation in this research is completely optional and that I can end it 

whenever I want, for any reason, and without facing any repercussions. 

 

I know that the information  I provide will kept strictly private. I recognized that my 

identity will not be connected to the research materials, nor will it be appear in any 

report or reports that from the study.  

 

I accept a tape recording of this interview. I acknowledge that the audio recording of this 

interview will only be used for analysis and that excerpts from the conversation, from 

which I would remain anonymous, may be used in any research-based conference 

presentation, report, or journal article. I am aware that the original recording will not be 

accessible to anyone other than the study team, and that no further use of the recording 

will be done without my express written consent. 

 

I approve the use of my anonymized data for ongoing research, including publications 

linked to this research once it is finished. 
  

 

I agree to take part in this interview.  

____________________ _______________         ________________ 

Name of participant Date                                     Signature 

_____________________________      __________________________   

Email Address of participant      Phone Number of participant                                        

______________________ ________________       ________________ 

Principal Investigator Date                                     Signature 

 

 

 

 

 

 

We appreciate your perusal of the information sheet regarding the sub-study on 

interviews. If you would like to take part, kindly fill out and sign the form below. To 

indicate that you concur with each of the following statements, please initial the boxes: 
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Annex – IV: Sample - Theming the Data -Fundamental Ethical Concerns  

 

No. 

 

Categories 

 

Concerns (Codes) 

 

Remark 

 

 

1 

 

 

Knowledge 

Gap 

a . Unrealizing the benefit of 

automation 

b Frustration of automation  

c Lack of experience 

d Communication gap  

e The lack of knowledge to 

identify and utilize tools and 

methods  

f     Weak Requirement change 

management 

 

b → a (b is 

considered/included under 

concern a. The concerns are 

coded and put according to 

their frequency.  

 

 

2 

 

 

Requirements 

Identification 

a Incomplete requirements  

b Insufficient requirements 

engineering processes  

c Presence of ambiguous 

requirements  

d Requirements Omitting  

e Lack of attention  

f Not identifying ―to be‖ 

requirements  

g Collecting irrelevant 

requirements  

h Lack of proper documentation  

i Not identifying the real needs, 

and wants of customers (not 

identifying the real problems)  

j Unclear requirements   

k Vague requirements   

l Collecting Inappropriate 

requirements  

The first eight are indicated 

in the proposed framework. 

Others encompassed within 

them. So, when we suggest 

pieces of advice, we 

consider all. 

Directly or indirectly, most 

of them are covered by 

others. For instance: i → f, a 

and g; j and k → c; l and n 

→ g; o → e; and p → a. 

(Notice: x → y implies 

concern x is included under 

concern y)  
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No. 

 

Categories 

 

Concerns (Codes) 

 

Remark 

m Requirements redundancy  

n Focusing only on functional 

requirements   

o Insufficient requirements   

p Unable to get holistic needs and 

wants   

 

 

 

3 

 

 

 

Quality 

Related 

Problems 

d Security concerns  

e Privacy concerns   

f Usability concerns   

g Performance issues   

h Cyber Attack   

i Lack of reliable services of 

systems   

j lack of consistency services of 

systems   

k Confidentiality issues    

The first three were 

selected. Most of them are 

covered by the selected one. 

Example:  

cyber-attack → (a, it is part 

of Security); 

confidentiality → (b 

privacy) privacy, and lack 

of reliability and 

consistency→c) usability) 

 

 

4 

 

 

Unwillingness  

d Unwilling to give clear, real, 

appropriate, and precise  

requirements  

e Getting too complex 

requirements 

f Be reluctant to give real/precise 

requirements (2 

g Unwilling to accept the artifact 

(1 

h Be reactant with changes (1) 

i Getting impure requirements 

(1) 

The first three are explicitly 

put. Others included within 

them. For instance: d → a; e 

→ c; and f → f → a and b.  

 

5 

 

Doing 

forbidden 

action 

f Lack of honesty  

g Carelessness   

h Adding evil codes on source 

code   

i Plagiarism (duplications of 

works)   

j Denial of agreements   

Five are considered and f is 

included within e (denial of 

agreements).                                                                                                                                         
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No. 

 

Categories 

 

Concerns (Codes) 

 

Remark 

k Conflicts due to differences of 

interest   

Annex – V: Sample Questionnaires used  for Framework Validation  

What is your Gender? 

0 Male 

0 Female 

How old are you? 

_______________________________________________ 

In which institution/organization are you working? 

_______________________________________________ 

What is your current position? 

_______________________________________________ 

How long have you worked in the software industry? 

_______________________________________________ 

After reading the rationale provided to you regarding this framework, please indicate 

to what degree you consider this framework to have the indicated validity and 

reliability.  

1 Face validity of the Framework 

0 Very Good 

0 Good 

0 Neutral 

0 Poor 

0 Very Poor 

2  Overall content validity of the framework  

0 Very Good 

0 Good 
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0 Neutral 

0 Poor 

0 Very Poor 

 

3 Content validity of Component 1 

0 Very Good 

0 Good 

0 Neutral 

0 Poor 

0 Very Poor 

4 Content validity of Component 2 

0 Very Good 

0 Good 

0 Neutral 

0 Poor 

0 Very Poor 

5 Content validity of Component 3 

0 Very Good 

0 Good 

0 Neutral 

0 Poor 

0 Very Poor 

6 Overall construct validity of the framework 

0 Very Good 

0 Good 

0 Neutral 

0 Poor 

0 Very Poor 

7 Construct validity of Component 1 

0 Very Good 
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0 Good 

0 Neutral 

0 Poor 

0 Very Poor 

8 Construct validity of Component 2 

0 Very Good 

0 Good 

0 Neutral 

0 Poor 

0 Very Poor 

9 Reliability of the framework  

0 Very Good 

0 Good 

0 Neutral 

0 Poor 

0 Very Poor 

10 Internal consistency  

0 Very Good 

0 Good 

0 Neutral 

0 Poor 

0 Very Poor 
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Annex – VI: Sample Questions Asked During Framework Evaluation   

1 Placement of Activities. After reading the proposed framework, please use ―√‖ 

regarding your observation on the placements of clauses with respect to each 

concern. 

 The placement is done appropriately and accurately without any mismatch. 

 The placement is done appropriately and accurately with very little 

modification. 

 The placement is done appropriately with some modification. 

 The placement is not done appropriately. It should be done again. 

2 Which are perceived to be the most challenging to be followed? 

3 From your observation, which is perceived as important? 

4 Please also provide any comments and recommendations. 

_______________________________________________________________

_______________________________________________________________

_______________________________________________________________

_______________________________________________________________

_______________________________________________________________

_______________________________________________________________  
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The undersigned confirms that this dissertation work is my original work. During the 
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of research. The sources which are used in this dissertation are properly 
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have not submitted this dissertation to any other academic institution for the purpose 

of receiving a degree or for any other mission.      
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Seblewongel Esseynew Biable 
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