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Abstract

Cloud manufacturing is an evolving concept that enables various manufacturers to con-
nect and address shared demand streams regardless of their geographical location. Al-
though this transformation facilitates operational flexibility and resource optimization,
it concurrently introduces critical challenges related to continuous visibility, traceability,
and proactive security management within Industrial Internet of Things (IloT)-enabled
cloud manufacturing environments. Notably, the absence of real-time insights into device
states and operational behaviors increases susceptibility to unauthorized access, latent
security breaches, and operational disruptions, whereas existing blockchMLn-based solu-
tions predominantly emphasize initial authentication and transactional integrity but lack
mechanisms for ongoing device verification and continuous provenance tracking. Simulta-
neously, artificial intelligence (ML)-driven predictive auditing techniques have evolved in
isolation, without harnessing the immutability, accountability, and policy enforcement ca-
pabilities afforded by blockchMLn technology. This fragmentation results in limited trace-
ability and weakened system integrity, particularly in dynamic IIoT ecosystems, where
timely data-driven decision making is imperative. This study MLms to address these
gaps through three primary objectives: (i) optimize blockchMLn architectures to sup-
port continuous monitoring, traceability, and visibility in IIoT environments; (ii) develop
and integrate ML-based predictive auditing mechanisms with blockchMLn to proactively
detect and mitigate security risks in IToT-based cloud manufacturing; and (iii) evalu-
ate the effectiveness of the integrated blockchMLn and predictive auditing framework in
addressing security, traceability, and real-time visibility challenges while mMLntMLning
operational continuity. Adopting a Design Science Research Methodology (DSRM), this
study develops and rigorously evaluates an integrated framework that combines dynamic

blockchMLn-based provenance logging with ML-driven anomaly detection. The experi-
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mental evaluation was conducted using a scenario-based experimental setup in a cloud
simulated multizone warehouse environment involving [ToT-enabled forklifts that oper-
ated under three behavioral scenarios: fully compliant, partially compliant, and rogue.
Key evaluation metrics included validation accuracy 94%, prediction precision (up to
99.7%, F1 score 90%, traceability rate (ranging from 82% to 85%, average system la-
tency (3.95 seconds), transaction rejection rate (100% for rogue inputs), and operational
uptime (100% resilience with no downtime). The results substantiate the ability of the
framework to provide real-time responsiveness, robust security, and continuous traceabil-
ity while mMLntMLning operational continuity, even under adversarial or non-compliant
conditions. This study contributes to the body of knowledge by bridging the gap be-
tween blockchMLn technology and ML in IToT-enabled cloud-manufacturing security.
These findings have practical implications for the secure deployment of IIoT technologies

across smart manufacturing ecosystems.

Keywords: Cloud Manufacturing, IToT, Industry 4.0, Risks, Provenance, Predictive
Auditing. Integrated Visualization.

v



Acknowledgments

This dissertation would not have been possible without the support, guidance, and en-

couragement of many individuals, to whom I am sincerely grateful.

First and foremost, I would like to express my heartfelt gratitude to my supervisors,
Prof. Luis Borges Gouveia and Dr. Elefelious Getachew for their invaluable mentorship,
insightful guidance, and continuous support throughout every stage of this research. Their
academic rigour, constructive criticism, and unwavering commitment were instrumental

in shaping this work.

I would also like to thank the School Graduating Committee, for their valuable input and
critical evaluations that helped refine and strengthen this work. Their perspective has

complemented and strengthened the research process in meaningful ways.

Finally, I extend my heartfelt thanks to my family for their patience, understanding, and

unwavering support throughout this academic journey.



Contents

I Introduction

11

1.1

1.2
1.3
1.4
1.5

1.6
1.7
1.8
1.9

Background and Context . . . . . .. ... ... .. ... ...
1.1.1  Blockchain Technology for Mitigating Data Protection Risks in

Cloud Manufacturing (C-MFGs) . . . . . ... .. ... ... ...
1.1.2  Cyber Security Threats from Unsolicited IIoT Devices . . . . . .
Motivation and Goals of the Study . . . . . .. ... ... ... ... ..
Problem Statement . . . . .. ... .o
Research Questions . . . . . . . . .. ..o
Objectives of the Study . . . . . . . .. .. .. ..
1.5.1 General Objective . . . . . . .. .. ... ...
1.5.2  Specific Objectives . . . . . . . .. ... L
Major Contributions of the Study . . . . . . ... .. ... ... ... ..
Publications . . . . .. ..o
Significance and Impact of the Study . . . . . . ... ... .. ... ...

Structure of the Dissertation . . . . . . . . . . ... ...

Literature Review and Theoretical Framework

2.1
2.2
2.3
24
2.5
2.6
2.7

Introduction . . . . ...
Cybersecurity Risks to IloT-Enabled C-MFG . . . ... .. ... .. ..
Provenance Blockchain for Securing [1oT in C-MFG . . . .. ... . ..
Al for IToT Security . . . . . . . . . . ..
Summarizing the Gaps in Literatures . . . . . . . .. ... ... .. ...
Theoretical Framework . . . . . . . . . ... .o
Security Models and Access Control Theories . . . . .. ... ... ...
2.7.1 Zero Trust Architecture (ZTA) . .. . ... ... ... ... ...
2.7.2  Application of ZTA in the study . . . . . . . ... ... ... ...

vi

11
12
13
13
13
14
16
17
18



2.8 Blockchain and Data Integrity Principles . . . . . . . ... .. ... ... 44

2.8.1 Application of Blockchain in the study . . . . ... .. ... ... 44

2.9  ML-Driven Predictive Auditing . . . . .. ... ... ... ... .. 45
2.9.1 Application of Predictive Auditing in the study . . ... .. ... 47

2.10 Conceptual Framework . . . . . . .. .. ... .0 48
2.10.1 Blockchain Frameworks . . . . . . . .. ... ... .. 50
2.10.2 Blockchain Network Architecture . . . . . .. ... .. ... ... 52

11T Proposed Framework 56
3.1 Introduction . . . . . . .. o6
3.2 Research Philosophy . . . . . ... .. ... 56
3.3 Methods . . . . . . . o8
3.3.1 Qualitative Methods . . . . . . . .. ... ... ... ... . ... 58
3.3.2  Quantitative Methods . . . . . . . ... ... L. 59

3.4 Data Collection . . . . . . . . ... 60
3.4.1 Data Sources . . . . . . ... 60
3.4.2 Data Collection Process . . . . . .. ... .. .. ... ...... 60
3.4.3 Experimental Setup . . . . .. ... 61

3.5 Dataanalysis . . . . .. ... 63
3.5.1 Evaluation Metrics . . . . . . . . ... L 63

3.6 Threat Model . . . . . . . . .. 65
3.6.1 Assumptions of the Proposed Framework . . . . . . ... ... .. 65

3.7 Framework Overview . . . . . . . . .. .. 67
3.8 System Architecture . . . . ... ..o 69
3.8.1 IIoT Device Layer . . . . . . . . . . ... ... ... ... ..., 69
3.8.2 Data Processing and Anomaly Detection Layer . . . ... .. .. 70
3.8.3 Blockchain Integration Layer . . . . . . . ... ... ... ... .. 70
3.8.4 Smart Contract Execution Layer . . . . ... .. ... ... ... 70
3.8.5 Alert and Response Mechanism . . . ... ... ... ..... .. 71

3.9 Data Flow Diagram . . . . . . . .. ... ... o 72
3.10 Algorithms . . . . . . . . .. 74
3.10.1 Algorithm 1 . . . . . . .. ... 74
3.10.2 Algorithm 2 . . . . . . . . ... 75

vil



3.10.3 Algorithm 3 . . . . . . . . ... 76

3.10.4 Algorithm 4 . . . . . . . . .. 7
3.11 System Design . . . . . . ... 78
3.11.1 Design Analysis . . . . . . . . . ... 79
3.12 Implementation . . . . . .. . ... Lo 81
3.12.1 Off-Chain Components Implementations . . . . . .. .. ... .. 81
3.12.2 Implementation of On-Chain Components . . . . . ... ... .. 91
3.12.3 Provenance Log Contract (IOUContract) . . . . . ... ... ... 94
3.12.4 Provenance Log Flow . . . . . .. .. .. ... ... ... ... 97
3.12.5 Contract and Flow Testing . . . . . . .. .. ... ... ... ... 98
3.12.6 Smart Contract Versioning and Policy Evolution . . . . . . . . .. 99
3.12.7 Integration of Off-Chain and On-Chain Components. . . . . . . . 101
3.12.8 Design Trade-Off: Scalability versus Intelligence and Security . . . 102
3.12.9 Design Trade-Off: Immutability versus Auditing Flexibility in a
Scalable System . . . . . . ... oL 102
3.13 Deployment Structure of the Framework . . . . . . ... ... ... ... 104
3.13.1 Communication Workflow . . . . . ... ... .. ... ... ... 104
3.13.2 Private Cloud Setup (VM-Based) . . . ... ... ... ... ... 106
3.13.3 Testing and Validation . . . . . . ... ... ... ... . ..... 108
3.13.4 Tools and Technologies . . . . . . . . .. ... ... ... .. ... 108
3.14 Ethics Considerations . . . . . . . . . . . ... 110
IV Experiments and Results 112
4.1 Introduction . . . . . . ... 112
4.2 Experimental setup . . . . . . . ..o 112
4.2.1 Hardware and Software Infrastructure. . . . . . . .. .. ... .. 113
4.2.2  Simulation Scenarios and Data Generation . . . . . . .. ... .. 116
4.2.3 Data Volume and Class Distribution . . . . . ... ... .. ... 117
4.2.4 Evaluation Metrics . . . . .. .. .. oo 118
4.3 Experimental Execution . . . . .. ... ..o 119
4.3.1 Testing Procedure. . . . . . . ... ... 0oL 119
4.3.2 Experimental Iterations . . . . .. .. ... ... ... ... 120
4.4 Results and Analysis . . . . . . . ... 121



4.4.1 Scenario (1): Fully Compliant Forklifts . . . . . ... ... .. .. 121

4.4.2  Scenario (2): Partially Compliant IIoT enabled Forklifts . . . . . 126
4.4.3 Scenario (3): Compromised/Rogue IIoT enabled Forklifts . . . . . 131
4.4.4 Cross-Scenario Analysis . . . . . .. .. ... 0L 136

V Discussions 143
5.1 Introduction . . . . . ... 143
5.2 Interpretation of Results . . . . . ... .. ... ... 143
5.3 Comparison with Previous Research . . . . . . .. .. ... ... ... . 146
5.3.1 Ruiz-Villafranca et al. (2023): AMEC-IIoT System . .. ... .. 147
5.3.2  Elmrabit et al. (2020): Machine Learning for Anomaly Detection 149

5.4 Contributions to Existing Knowledge . . . . . . .. ... ... ... ... 150
5.5 Implications of the Findings . . . . . . .. .. ... .. ... ... ... 154
5.5.1 Theoretical Implications . . . . . . . . . .. .. ... ... ... 155
5.5.2  Practical Implications . . . . . .. ... ... . L. 156
5.5.3 Policy Implications . . . . . .. .. ... ... 159

VI Conclusion and Future work 162
6.1 Summary of the Study . . . . . ... ... 162
6.2 Addressing the Research Questions . . . . . . . . ... ... ... .... 162
6.3 Key Contributions . . . . . . . . .. .. 164
6.3.1 Theoretical Contributions . . . . . . . .. .. .. ... ... ... 164
6.3.2 Methodological Contributions . . . . . ... .. ... ... .... 164
6.3.3 Practical Contributions . . . . . . . ... ... ... 164

6.4 Limitations . . . . . . . ..o 165
6.4.1 Dataset and Testing Environment . . . . . . . . . ... ... ... 165
6.4.2 Discussion on Comparative Baseline and Claim Boundaries. . . . 165
6.4.3 Provenance Privacy and Regulatory Compliance. . . . . . . . .. 166

6.5 Future Research Directions . . . . . . .. .. ... ... ... ...... 166

X



List of Figures

Figure :

Figure :

Figure :

Figure :

Figure :
Figure :
Figure :
Figure :

Figure :
Figure :
Figure :
Figure :
Figure :
Figure :
Figure :
Figure :
Figure :
Figure :
Figure :
Figure :

co = O Ot

10
11
12
13
14
15
16
17
18
19
20

Cloud manufacturing layers (formulated from the analyses in
6L,I7], [8]) -+« v o 2
A simplified infrastructure design of provenance blockchains

(based on [68],[69]) . . . . ... ... 5

Simplified representation of ProvChain provenance blockchain

based on [17]. . . . . . ... Lo 27
Redrawn representation of secure provenance-based smart con-

tract architecture [68]. . . . . .. ... Lo 29
Redrawn representation of PrivChain [69]. . . . . .. ... .. 30
Redrawn cyber physical security principle (based on [28]).. . . 41
Theoretical Framework. . . . . . . .. ... ... ... 48
Blockchain Network Architecture. . . . . . . .. ... .. ... 52
Design science research methodology process model [56]. . . . 59
Threat Model. . . . . . . . .. ... L 65
Proposed Framework. . . . . . . ... ..o 67
System Architecture. . . . . . . ... .. ... 69
Data flow Diagram. . . . . . . . . . ... ... 72
System Design. . . . .. ... Lo 78
Design Analysis. . . . . . . . ... o oo 80
Predictive Auditing System Design. . . . . . .. .. ... ... 82
Entity relationship Diagram. . . . . . . . .. .. .. ... ... 85
Logging provenance data. . . . . . . . . ... .. ... .. ... 92
Merkle Tree hashing process. . . . . . . . .. .. ... .. ... 93
Cryptographic linkage process. . . . . . . .. .. ... .. ... 93



Figure :
Figure :
Figure :
Figure :
Figure :

Figure :
Figure :

Figure :
Figure :

Figure :

Figure :

Figure :

Figure :
Figure :

Figure :

Figure :

21
22
23
24
25

26
27

28
29

30

31

32

33
34

35

36

Smart contract state transitions process. . . . . . .. ... .. 96

Provenance Log Flow. . . . . . . ... . ... ... ... ... 98
Contract and Flow Testing. . . . . .. .. ... ... ..... 99
Components of the framework. . . . . . . .. . ... ... ... 101
Deployment Diagram. . . . . . . . ... ... .. ... ... .. 104
A simple schematic of warehouse environment. . . . . . . . . . 114

Actual versus Predicted tests for IIoT devices that are fully
compliant to the smart contract rules. . . . . . . .. ... ... 122
Blockchain Validation success(experimentation). . . . . . . . . 124
The metrics for performance of the prediction model of the Sce-
nario (1).. . . .. .. L 124
Actual versus Predicted tests for IToT devices that are partially
compliant but was suddenly assigned a radically different task
in the smart contract not predicted by the ML. . . . . . . .. 126
The metrics for performance of the prediction model of the Sce-
nario (2).. . . ... 129
Figure 32: Actual versus Predicted tests for IIoT devices that
were non-compliant to the smart contract rules. . . . . . . .. 131
A rejected medium and high risk transaction (Experiments). . 133
The metrics for performance of the prediction model of the Sce-
nario (3).. . . . .. 134

Response times of the three scenarios. . . . . . . . . ... ... 136

IToT in cloud manufacturing concerns addressed by this study 153

x1



List

Table :

Table :

Table :
Table :

Table :
Table :

of Tables

Comparative Summary of Key Blockchain-IToT Studies and Re-

search Advancements . . . . . . . . . . ... ... 39

Summary: Algorithm—Component—Research Question Mapping 77

Escalation of Risk Levels across Scenarios. . . . . . . .. ... 138
Mapping scenarios to the research questions . . . . . .. . .. 141
Comparison of Model Performance with Reference [143] . . . . 148
Comparison of Model Performance with Reference [144] . . . . 149

xii



Chapter I

Introduction

1.1 Background and Context

The Fourth Industrial Revolution, referred to as Industry 4.0, is defined as the integration
of cyber-physical systems (CPS) with the Industrial Internet of Things (IIoT), funda-
mentally reshaping the manufacturing industry. This paradigm emphasizes automation,
real-time data analytics, and interconnected systems for optimizing the manufacturing
processes. Within this transformative landscape, Cloud Manufacturing (C-MFG) has
emerged as a revolutionary concept that enables geographically dispersed manufacturers
to collaborate through networks that address common demand streams[1]—-[3]. Currently,
the infrastructure for information technology, systems, and communication (ITSC) is
seamlessly integrated into the operational framework of manufacturing companies under
a new paradigm known as Industry 4.0 [2]. Manufacturing organizations have adopted
modern technologies such as the Industrial Internet of Things (IIoT), autonomous and
adaptive robotics and machines, big data analytics, vertical and horizontal integration,
augmented reality, and additive manufacturing to respond to the dynamic nature of mar-
kets, consumer demands, and business environments [3]. Production, logistics, and supply
chain engineering systems are interconnected and Internet-enabled through the Industrial
Internet of Things (IIoT) [3]. Traditionally, networks of these engineering systems have
been established using programmable logic controllers and supervisory /distributed con-

trol systems [4]. These networks have created isolated connectivity; however, the advent

1



of IIoT has facilitated comprehensive connectivity among all engineering systems utilized
by manufacturing organizations. Consequently, industrial systems capable of sensing pro-
cess parameters can collaborate cognitively and transmit their data and reports to big
data servers in cloud-computing environments [5]. A simplified representation of the C-
MFG layer is shown in Fig. 1. Software-based manufacturing controllers are deployed in
cloud computing over big data servers to make decisions based on the collective analysis
of sensory data and send back commands for actuation, tuning, or enabling/disabling
process-governing parameters to field-level engineering systems [6]. Cloud manufactur-
ing is a framework for software-based manufacturing systems and controllers deployed in
cloud computing [5]-[8]. In the Industry 4.0 framework, engineering systems that utilize
[IoT create a digitalized perception layer, which is a key advancement of Industry 3.0.
Above this layer, systems involving big data and artificial intelligence are implemented
to interpret the data gathered by the perception layer and to facilitate decisions related
to actuation, activation, and governance. Cloud manufacturing can be used to create
digitalized manufacturing consortiums of shared manufacturing and logistics resources

participating in shared demand fulfilment [5]-[8].

Artificial Intelligence

making sense of the perceptions and cognitive awareness of the perception layer;
learning lots of facts in real time; creating reference libraries and updating them
in real time; making accurate decisions on activations, actuations, and governing
controls at the physical layer.

Big Data Systems

Storing data streams arriving from the perception layer.

Long Distance Communication Technologies

Connecting the cognitive awareness and real-time of the perception layer to cloud
manufacturing.

Perception Layer
A cognitive awareness and real-time perception is generated among all
manufacturing equipment and machines, programmable logic controllers,
distributed process controllers, and other assets with |oT attached.

Physical Layer

All manufacturing equipment and machines, programmable logic controllers,

complex neural-network-like communication network is deployed using near field
and low power low range communication technologies.

Figure 1: Cloud manufacturing layers (formulated from the analyses in [6],[7], [8])



As illustrated in Figure 1, The AI layer collects data streams from field sensors em-
bedded in industrial and logistics systems through the IPv6 communication protocol,
forming what is known as a CPS or IIoT. At the core, it is essential that the industrial
sensors powered by the IloT are precisely configured and calibrated. Nonetheless, at
a more advanced level, issues arise concerning the accountability, traceability, fairness,
and transparency of the data gathered by Al systems. This necessitates the detection,
tracking, and capturing of all data manipulation processes within IIoT devices to achieve
a thorough understanding of provenance data [9]-[11]. Conventional data visualization
frameworks, such as database queries, are unreliable because of their reliance on single-
point capture. Reliable data visualization is possible when multiple sources are utilized.
Blockchain technology has been developed in this context. Data collected from field events
can be encrypted and duplicated across multiple peer computers to ensure immutabil-
ity, tamper resistance, and data security. The data remain reliable and maintain strong
privacy within a closed semi-private network of peer organizations that share secure and

encrypted network segments. The next subsection discusses the blockchain.

1.1.1 Blockchain Technology for Mitigating Data Protection Risks
in Cloud Manufacturing (C-MFGs)

Blockchain technology for cloud manufacturing and logistics/supply chain applications is
an extended conceptualization of the Ethereum technology used in the world of crypto
currencies [10]—-[13]. Blockchain refers to an encrypted network established among par-
ticipating organizations that authorizes their personnel (called peers) to sign agreements
and conduct transactions as per them. The technology for digital contracting and cap-
turing transactions related to it is called the “smart contract ledger”. The participating
organizations make their industrial engineering assets (production machines, production
and support robots, equipment, trolleys, cranes, vehicles, etc.) visible to the smart ledger
through the IIoT integration. This integration makes them “IToT devices.” These assets
can be tied to smart contracts by defining their respective roles. The execution of the
respective roles by assets is tracked in the form of transactions, such that payments can
be released using them as evidence. Each asset is allowed to transmit relevant data to the
smart ledger to track the execution of the roles of these industrial engineering assets. For

example, if a transport has transported goods from Point A to Point B, the smart ledger



can track them as execution evidence, based on the data transmitted from the truck
and consignments. Data transmission can be related to every process event executed by

industrial engineering assets relevant to the execution of smart contracts.

Blockchain technology can mitigate the data protection risks of Industry 4.0, manufactur-
ing settings [11]-[13]. This is because all smart contracts are encrypted, digitally signed,
and constitute cryptographic hash functions that ensure the integrity of the transactional
blocks. The blocks are replicated to ledgers held in all peer machines authorized by collab-
orating organizations. A blockchain anchor peer may be a customer hiring multiple cloud
manufacturers through cloud manufacturing applications. Several studies have discussed
blockchain and its smart-ledger applications [10]-[14]. However, very little emphasis has
been placed on ensuring the reliability and trustworthiness of sources that supply infor-
mation to the blockchain. These data sources are logistics engineering assets operating
outside the blockchain. The data sources were declared by the participating manufactur-
ing organizations. Once they are allowed to send transactional data and are protected in
the blockchain using key pairs (encryption and decryption keys, symmetric or asymmet-
ric, depending on the blockchain design), they are deemed trusted and their transactions
are protected by the blockchain. Blockchain transactions are immutable. Blockchains
are designed to protect transactional information from trusted sources; they will end up
doing the same for malicious sources if trusted mistakenly, as well as being planted by
malicious actors, such as illegal traders, proliferators, and masquerading asset owners.
For example, if the blockchain has protected the information supplied by a “counterfeit
production agency,” it will be very difficult for the “genuine production agency” to seek

protection on the same blockchain.

One of the solutions to this challenge that has evolved recently is provenance data cap-
turing and its use as a mechanism for authenticating information sources (the IIoTs in
the context of this research). Blockchain provenance data capture and approval can be
used to enhance the I1oT security in cloud manufacturing. One may imagine a blockchain
network in which only authorized devices are allowed to run processes through registra-
tion in smart contracts and monitoring and control using smart ledger updating. Such
systems have been the focus of many recent studies conducted to find solutions to IloT

threats and vulnerabilities identified in several other studies [14]-[19]. These designs



should incorporate a trust validation system that employs the exchange of asymmetric
cryptographic keys. By setting up the necessary data structures from IloT devices, a
smart contract for provenance can be developed to confirm their genuine (uncompro-
mised) status [10], [17], [20]. A smart contract was established to oversee provenance
and create essential data structures for I[IoT devices to verify their authenticity and en-
sure that they remain uncompromised. The blockchain framework assigns crucial roles
to data owners, data users, provenance auditors, and provenance validators, to uphold
operational transparency and accountability. Figure 2 presents a simplified diagram that

integrates the architectures suggested in [68] and [69]. The design of block structures,

Local provenance records of thousands of l1oT cyber physical devices

Application Programming Interfaces holding the Provenance Formats

Blockchain Server Miners

EEEE

Ledger data stores holding the smart contracts

Figure 2: A simplified infrastructure design of provenance blockchains (based on [68],[69])

data modeling, and integrated strategic consensus modeling are essential for these ser-
vices [19]. A block structure may consist of a block hash, a transaction digest, and a
state digest. To confirm the outcomes against the values recorded in a block’s digests
using a block hash, it is necessary to execute both the transaction and state digests
within that block. When the results match, the block is considered unaltered and can

be incorporated into the ledger linked to smart contracts that require provenance data.



Ideally, block records are transmitted over encrypted networks using JavaScript Object
Notation format. The records can then be processed, encrypted, and stored as read-only
files. Each blockchain utilizes Application Programming Interfaces (APIs) with specific
file formats to ensure the security of transactions involving data retrieval, submission,
and encryption. These file structures are accessible only to authenticated APIs. Blocks
obtained through the API must adhere to the file formats specified by blockchain APIs.
This structure is validated before the blockchain can confirm and record the blocks in
its ledgers. Consequently, each blockchain retains its localized storage within the host
cloud. In a multi-cloud environment, blockchain requires the implementation of appli-
cation programming interfaces (APIs) in each cloud to operate as network peers. All
data traffic was secured using the TLS and SSL protocols. At the heart of the system,
a smart contract builder coordinates the activities of purchasers, suppliers, and asset
owners, according to the provenance rules defined for I[ToT devices within the contractual
terms of the blockchain. Several studies have investigated the use of provenance capture
in blockchains to enhance security, privacy, and trust validation in IToT environments
[16], [17], and [18]. Blockchain technology offers significant advantages in terms of decen-
tralization and immutability, making it a promising solution to IIoT data management

and security challenges.

Despite these advantages, the latency issues inherent in blockchain implementation can
limit its effectiveness for real-time continuous validation in IIoT environments. Addition-
ally, blockchain’s inherent immutability is an advantage for securing past transactions,
but it does not possess built-in capabilities for real-time anomaly detection, which are cru-
cial for maintaining security and operational continuity in dynamic environments. Most
existing solutions focus on secure data storage, access control, and transaction logging
challenges [21],[22] but do not specifically address the need for real-time verification of
provenance data. This gap is particularly evident when considering the dynamic nature
of IToT environments and the need for timely decision making based on trustworthy data.
If TIoT devices linked to an active smart contract are compromised by cybercriminals or
internal threats, those responsible for managing the smart contract’s implementation will
be unable to detect intrusions. Such vulnerabilities can result in unethical actions such
as the production of counterfeit goods, substandard work quality, unsafe procedures, and

even accidents and dangers during the implementation of smart contracts.



In cloud manufacturing architecture, thousands of IloT devices may be incorporated
into the multiparty collaboration of manufacturers [6]-[8]. The continuous tracking of
[ToT devices in action is a significant challenge. The modern conglomerates of several
manufacturers contributing to large focal organizations in a cloud manufacturing setting
may face several security threats caused by rogue IIoT devices [23]-[25]. To further
understand the problem, cybersecurity threats caused by unsolicited IIoT devices are

presented in the next subsection.

1.1.2  Cyber Security Threats from Unsolicited IIoT Devices

The manufacturing sector is facing significant cybersecurity challenges [2]. Approximately
seventy-five percent of companies in the oil and gas sector have experienced at least one
successful cyberattack, resulting in noticeable business consequences [2]. In 2017, power
grids accounted for approximately 15 percent of all cyberattacks [2]. A recent report by
Varonis and Forbes [26], [27] provided statistics on this issue. According to their reports,
there was a staggering 1000 percent rise in malicious PowerShell scripts aimed at cyber-
physical devices, with an average of approximately 5,200 attacks per month in 2021 and
2022 [26], [27]. Typically, defenses against unauthorized IIoT devices installed by insiders
can create significant vulnerabilities, particularly when employing harmful and opaque
algorithms [20], [25]-[29].This alarming pattern involves insiders intentionally creating
loopholes [20], [27], [29]. Insider actions are responsible for 30 percent of all attacks
[26], [27]. The degree to which unauthorized IIoT devices can infiltrate manufacturing
networks remains unquantified. Nonetheless, insider activity accounts for 30 percent of
5,200 cyberattacks on IIoT devices in 2021 and 2022, indicating a notable trend that is
anticipated to increase [26], [27]. As IToT systems rely on computing boards, memory,
and storage with very limited capacities [2], [14], [20], [27] — [29]), the inherent risks
related to data authenticity and integrity cannot be addressed using the level of control
possible on the cloud computing side [53], [54]. To address these issues, it is essential to
view cyber security threats from a perspective distinct from that of traditional manufac-
turing [2], [20], [22]-[28]. In the context of Industry 4.0, industrial sensors and actuator
systems have been converted into cyber-physical systems (CPS) by integrating Industrial
Internet of Things (ITIoT) technologies [9], [23], [30]. This shift has led to the migration of
Supervisory Control and Data Acquisition (SCADA) distributed control systems (DCS),

7



and various new industrial control applications to cloud computing, thereby creating a
framework known as cloud manufacturing. As a result of this shift, decentralized network
manufacturing has developed, allowing manufacturers to share resources globally to meet
a unified demand chain [33], [34], [35]. This model, which is the dominant approach for
businesses utilizing cloud manufacturing, provides numerous advantages, including adapt-
ability, efficient resource use, enhanced quality, quicker processing and delivery, and cost
savings. In decentralized network manufacturing, sensor data and actuation commands
are transmitted over Internet-enabled connections and interfaces that operate on a shared
TCP/IP framework by using the IPv6 protocol. This shift has made industrial systems
and their controllers vulnerable to cyber-attacks [36]. Such attacks can be more perilous
than typical cyber-attacks targeting corporate business applications. When industrial
systems are attacked, they can suffer physical harm, leading to industrial accidents or
espionage. There are also considerable operational challenges, including supply chain
transparency concerns regarding collected data and quality control. Primary issues were

identified in [33]-[41].
(a) Validating the identity of CPS facilitated by IIoT communication.
(b) Swift tracking deployment and Internet integration of millions of CPS devices.

(c) Tracking the addition, modification, and removal of CPS devices, especially

when these devices are mounted on mobile assets.

(d) Validating the reliability of sensor data that affects process events, which are
interpreted from sensory inputs and the decision-making algorithms responsible

for carrying out actuation commands.

(e) Defining the responsibility and accountability of individuals who possess CPS

devices.

(f) Algorithmic transparency refers to accountability regarding the behavior of al-

gorithms used to manage the operations of CPS devices.

(g) CPS devices engage in incorrect or harmful processing, which adversely affects

the performance of smart contracts.



1.2 Motivation and Goals of the Study

The expansion of cloud manufacturing (CM) and widespread adoption of the Industrial
Internet of Things (IIoT) in the context of Industry 4.0 [9] have introduced significant
transformative possibilities to manufacturing systems. These technologies promise signif-
icant improvements in efficiency, flexibility, and cost reduction, particularly in developing
economies. However, this growth introduced a range of security, traceability, and data
integrity issues, resulting in IIoT hacking by malicious actors and insider trading. Such
events can compromise the execution of smart contracts in favor of attackers, such as
producing and transporting compromised counterfeit and unsafe products and running
unsafe and unethical practices. Smart contract execution can cause quality control is-
sues resulting in defective products, customer dissatisfaction, intellectual property theft,
and legal liabilities [28],[42]-[45]. In extreme scenarios, compromised IloT-enabled CPS

devices can cause industrial accidents, resulting in loss of life and property.

Blockchain technology, which is known for its decentralized, tamper-proof, and transpar-
ent nature, has been proposed as a promising solution to these challenges by creating
immutable records of device transactions [47]. Moreover, Al methods have demonstrated
significant promise in analyzing behavior from data gathered by IloT to identify and
forecast misuse, irregularities, trends, intrusions, fraud, data expansion, or a combina-
tion of these elements. Al-driven predictive auditing techniques often operate in isola-
tion [33]-[45], [52]-[54] without leveraging the transparent and immutable features of the
blockchain to track and validate device behavior and interactions. However, the integra-
tion of blockchain technology for data provenance with Al-driven anomaly detection for

proactive risk assessment has not been explored sufficiently.

Existing research has primarily focused on leveraging provenance blockchains to capture,
record, and monitor traces of IloT-enabled CPS devices, starting with processes such as
authentication, authorization, and accounting. [14]-[19], [46], [47]. When IloT-enabled
CPS devices are allocated to smart contract tasks, their provenance details are recorded
to oversee and manage the operation of the smart contracts. The designs of Prov-Trust,
ProvChain, and Smart Provenance, as discussed in [16], [17], and [18], respectively, are

empirical studies that demonstrate this functionality. Although capturing and recording



provenance information in blockchains initially secures, protects, and establishes trust in
[ToT-enabled devices, it does not ensure ongoing security, privacy, or trust in identifying
potential security threats before they occur. When IloT-enabled assets linked to an
active smart contract are targeted by malicious actors or insider traders, those overseeing
the execution of the smart contract are unable to identify the breach. This is because
the blockchain architecture lacks inherent features for real-time anomaly detection or
predictive auditing. Additionally, current machine learning models used for anomaly
detection and predictive auditing in IToT environments often operate in isolation [33]-[45],
[52]-[54] and have not integrated blockchains to analyze data streams for the detection of

malicious or noncompliant activities of [loT-enabled CPS assets linked to smart contracts.

Despite advancements in blockchain and Al technologies, a significant gap remains in the
literature regarding the integration of a provenance blockchain with predictive auditing
to mitigate security and transparency challenges and ensure the integrity and security of
the cloud manufacturing process. This gap presents a clear need for research exploring

the synergies between blockchains and Al to provide a proactive security framework.

This study aims to fill this gap by developing an integrated blockchain provenance and
Al-driven predictive auditing framework. This hybrid framework aims to enhance the se-
curity, traceability, and operational transparency of IIoT systems in cloud-manufacturing
environments. This study sought to enhance the security, transparency, traceability, and
operational continuity of the manufacturing process by creating a unified framework that
leverages the advantages of blockchain and ML. Additionally, it aims to improve quality
control and strengthen the protection of intellectual property. Integrating predictive fea-
tures into the provenance blockchain can verify the legitimacy of the data collected from
[ToT devices, enabling swift identification of any breach in rules or controls. This func-
tionality can be achieved solely by incorporating artificial intelligence into the provenance
blockchain framework. Predictive analytics can facilitate oversight of IIoT devices that
have already been verified and integrated into cloud manufacturing systems. Predictive
analytics techniques can identify vulnerabilities introduced into I[1oT devices, such as sen-
sor tampering, transmission of incorrect sensory data, and improper use of assets linked
to IloT data transmitters. The outcomes of this study will shed light on the effective

strategies for managing the traceability of IIoT devices that have been added, modified,
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or removed. Additionally, it clarifies the accountability and liability of the individuals
who own these devices. This will not only benefit manufacturers but also contribute to
the broader field of industrial cybersecurity and smart manufacturing technologies, the

specific goals of which are as follows:

1. Optimize blockchain-based provenance for continuous monitoring, traceability,

and visibility in [ToT systems.

2. Develop a hybrid framework that integrates blockchain with ML-driven predictive

auditing for proactive security.

3. Evaluate the effectiveness of the integrated framework in detecting, mitigating,
and auditing security risks; ensuring operational continuity; and maintaining trust

in the IToT ecosystem.

1.3 Problem Statement

Although blockchain technology has been widely adopted in industrial settings to ensure
the immutability of provenance data [14], [16], [18], and artificial intelligence (AI) has
shown promise in predictive anomaly detection and risk classification [26], [27], current
implementations tend to treat these technologies as isolated solutions. In the context of
[ToT-enabled cloud manufacturing (C-MFG) systems, this fragmented approach results
in critical gaps in ensuring real-time security, behavioral traceability, and operational
resilience. Despite efforts to develop blockchain-based provenance frameworks [25], [28],
[50], [51], most of these are log-centric and reactive, lacking the real-time predictive capa-
bilities needed to detect or prevent security violations before compromising the system.
Similarly, many Al-based security mechanisms have been deployed independently of on-
chain provenance logs, limiting their trustworthiness, traceability, and integration with
system-wide governance policies. As such, none of the existing frameworks fully leverage
the synergistic potential of Al and blockchain to support real-time predictive auditing,
dynamic risk mitigation, and autonomous policy enforcement within IToT-enabled cloud
manufacturing infrastructure. This lack of an integrated ML-Blockchain-based frame-
work for predictive auditing and provenance tracking exposes IloT-enabled systems to

the following vulnerabilities:
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e Missed Anomalies: Events occurring between audit cycles or log timestamps
may go undetected, creating behavioral blind spots that rogue devices or malicious

actors can exploit.

e Delayed Threat Response: Without real-time predictive insight, critical in-
cidents may only be identified after substantial operational damage, increasing

recovery costs, and downtimes.

e Incomplete Traceability: Log-based traceability alone offers limited contex-
tual depth, impairing the ability to reconstruct behavioral violations or enforce

accountability.

Consequently, the absence of a holistic, predictive, and traceable governance framework
not only undermines system transparency and integrity, but also threatens continuity,
safety, and stakeholder trust across the manufacturing supply chain. As manufactur-
ing systems become more autonomous and decentralized, addressing this integrated gap

becomes urgent and foundational to future-ready industrial security architectures.

1.4 Research Questions

1. How can a blockchain-based provenance tracking be optimized to support contin-
uous visibility and traceability of I[loT-enabled Cloud Manufacturing (C-MFG)?
Addresses the gaps in [21], [22], [65], [66].

2. How can predictive auditing be integrated with blockchain technology to enhance
real-time anomaly detection and proactive threat mitigation? Addresses the gaps

in [73], [76]-[80].

3. How can integrating blockchain and predictive auditing ensure data integrity,
traceability, and security, while maintaining operational continuity in [ToT-enabled

C-MFGs? Addresses the gaps in [55]-[57], [71].
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1.5 Objectives of the Study

1.5.1 General Objective

The general objective of this study is to develop and evaluate an integrated blockchain-
based provenance tracking and ML-driven predictive auditing framework to enhance se-

curity, traceability, and operational continuity in [ToT-enabled C-MFGs.

1.5.2 Specific Objectives

The specific objectives include:

e To design a provenance-enabled blockchain framework for real-time tracking and

monitoring of IIoT devices in dynamic operational environments.

e To develop a mechanism for tracking state changes using off-chain storage for

real-time data collection and on-chain logging for batch recording.

e To design and implement predictive auditing mechanisms using machine learning

algorithms to identify potential threats or anomalies in real-time.

e To develop a framework that integrates provenance blockchain and predictive au-
diting to ensure data integrity, traceability, and adaptive security enforcement in

[ToT-enabled cloud manufacturing.

e To develop a consensus mechanisms that allow blockchain systems to adapt to

real-time data, ensuring efficiency and security in dynamic IIoT environments.

e To evaluate the framework through simulation-based experimentation, assess its
effectiveness in detecting security threats, maintaining operational continuity, and

optimizing decision-making processes in real-time IIoT monitoring.
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1.6 Major Contributions of the Study

The following are the four major contributions of this study that advance the security

and operational continuity of IloT-enabled CPS within the context of the C-MFG:
(a) Continuous monitoring and validation of IToT devices

A significant contribution of this study is the development of continuous monitoring and
validation of IloT devices that are linked to smart contracts within a blockchain.The
framework employs a predictive auditing algorithm to continuously monitor real-time
data streams from IloT devices, ensuring their operations align with the provenance
constraints established in the blockchains. This enables the system to detect potential
anomalies based on continuous learning from the behavioral analysis of IIoT devices be-
fore escalating into significant issues. The predictive auditing mechanism extends beyond
post-event detection to offer proactive risk mitigation, thus enabling faster responses to
potential threats in IIoT environments. In real industrial systems, this design is ex-
pected to detect anomalies relevant to many aspects such as counterfeit products, unsafe
products, unethical practices, quality control issues (that may result in defective prod-
ucts, customer dissatisfaction, and legal liabilities), and intellectual property protection

challenges.

(b) Optimized blockchain architecture for Real-Time IIoT Data Prove-

nance

This study developed an optimized blockchain architecture to address the high compu-
tational overhead and latency issues inherent in the existing blockchain implementations
[55]-[57]. Integrating the on-chain and off-chain hierarchical structures and optimizing
the algorithms to meet the high-throughput and low-latency requirements of IIoT makes
it more suitable for time-sensitive IIoT applications without compromising the integrity
or security of the data. This design balances computational efficiency with data trans-
parency by temporarily storing real-time IIoT data off-chain for rapid access and analysis,
while committing hash values of the data to the blockchain at predefined intervals. This
ensures the integrity of the data without overburdening the blockchain, thereby making

the solution practical for resource-constrained environments.
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(c) Development of an Integrated Security Framework for IToT in Cloud

Manufacturing

Another significant contribution of this study is the development of a security frame-
work that integrates ML-driven predictive auditing for real-time anomaly detection with
blockchain technology, to ensure immutable audit trial records. This integration allows
for the early identification of noncompliant or potentially compromised IIoT devices be-
fore they can inflict any harm. By harmonizing these two technologies, the proposed
framework broadens the concept of provenance by verifying and authorizing the contin-
uous reliability of IIoT devices to ensure full operational compliance in accordance with
the constraints established by smart contractors within a blockchain specifically designed

for provenance.
(d) Ensuring End-to-End Traceability

This study extends the existing blockchain-based provenance body of knowledge to full
spectrum traceability, which is limited to authentication. By leveraging blockchain’s
ledger to track not only data provenance but also device interactions, system status,
and operational anomalies in real time. This enables end-to-end traceability of the data
lifecycle, ensuring that every piece of data generated by IloT devices is recorded se-
curely, tamper-proof, and transparent. Such a system offers substantial improvements in

accountability, data integrity, and security in cloud-manufacturing environments.
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1.7 Publications

The findings and contributions of this study have been disseminated in the following

publications:

1. Journal Publication: “Umer, M.; Belay, E. and Gouveia, L. (2024). Leveraging
Artificial Intelligence and a provenance blockchain framework to mitigate risks in
cloud manufacturing in Industry 4.0. Electronics, 13(3), 660. ISSN: 2079-9292.
DOI: 10.3390/electronics13030660”

2. Journal Publication: “Umer, M.; Gouveia, L. and Belay, E. (2023). Prove-
nance blockchain for ensuring IT security in cloud manufacturing. Frontiers in

Blockchain, 6:1273314. DOI: 10.3389/fbloc.2023.1273314”.

3. Journal Publication: “Umer, Mifta Ahmed, Elefelious Getachew Belay, and
Luis Borges Gouveia. 2024. ”Fortifying Industry 4.0: Internet of Things Security
in Cloud Manufacturing through Artificial Intelligence and Provenance Blockchain

A Thematic Literature Review” Sci 6, no. 3: 51. https://doi.org/10.3390/sci6030051”

4. Book Chapter: “Mifta Ahmed. (2023). BlockchMLn for integrated logistics
engineering. In Blockchain for Integrated Logistics Engineering (pp. 60-68).
MKSES Publication Lucknow. https://doi.org/10.5281/zenodo.10279885”
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1.8 Significance and Impact of the Study

This study’s academic importance stems from its contribution to the existing body of
knowledge on blockchain technology and auditing practices. Specifically, it advances the
understanding of how blockchain can be integrated with predictive auditing to create
a continuous verification of provenance information through machine learning using the
state transition rules engine of a smart contract loaded on a blockchain to continuously
monitor the compliance of operating assets within the boundaries defined by the smart
contract. This study also expands the theoretical understanding of continuous IIoT prove-
nance validation during operations. This thought domain may also provide new insights

into how emerging technologies can be leveraged to enhance the auditing processes.

From a practical perspective, this study offers a solution to the pressing need for the
real-time monitoring of IIoT data in cloud manufacturing systems. By combining the
transparency and immutability of blockchain with a predictive proactive auditing ap-
proach, this study provides a novel approach for enhancing the efficiency, security, and
accuracy of audits in manufacturing environments. With provenance and predictive au-
diting in place through blockchain, manufacturers, auditors, and regulators may obtain

the following benefits.

(a) Every IIoT device is identified at the time of installation or removal using its
ID, ownership details, manufacturer details, running algorithm identification,

and role.

(b) Every IIoT device is registered with full metadata in an intrinsic blockchain

registry.

(¢) Every IIoT device will have a recorded history of ownership changes and deploy-
ments quickly accessible by predictive auditing, even if the IIoT device memory

does not have it recorded.

(d) IIoT device deployments by hackers will fail because the unregistered IIoT de-
vice will be rejected, and an attempt to install it will be highlighted.
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1.9 Structure of the Dissertation

The first chapter presents the background, context, specific details of the research, objec-
tives, motivation, and significance of the study. The rest of this dissertation is structured

as follows.

Chapter 2: Literature Review and Theoretical Framework provides the most relevant
literature on blockchain, Al, and IToT security and discusses the gaps in the literature
that this research seeks to fill. Furthermore, it provides the theoretical framework that

underpins this study.

Chapter 3: This chapter presents a comprehensive analysis of the research methodology
along with the Proposed Framework. The design details of the provenance blockchain

and Al are reviewed, including the architecture and technologies applied in this study.

Chapter 4: Discuss the experimental results including framework’s performance in de-

tecting and mitigating security threats in real-time

Chapter 5 Interprets the findings in line with the research questions, compares them

with existingliterature, and discusses the theoretical and practical implications.

Chapter 6: The conclusion summarizes key findings, limitations, and future research

perspectives.
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Chapter 11

Literature Review and Theoretical

Framework

2.1 Introduction

The background was established in Chapter 1 to gain a relevant understanding of back-
ground knowledge to establish the context and help highlight the research problem, mo-
tivation, and contribution. This chapter presents a comprehensive review of existing
research on blockchain, AI, and IloT security, identifies the limitations of current ap-
proaches, and highlights how this research fills these gaps. The chapter also outlines the
key theories and concepts that form the basis of the proposed framework and explains

how they inform the design and analysis methods used in this study.

2.2 Cybersecurity Risks to IloT-Enabled C-MFG

Cloud manufacturing marks a transformative shift from conventional industrial systems
[6]. Programmable Logic Controllers (PLCs) have been converted into Internet of Things
(IoT) devices featuring advanced firmware and electronic upgrades that enable commu-
nication through TCP/IP protocols. This evolution allows them to connect via open-
standard wireless networks to the Internet, thereby becoming cyber-physical systems

(CPS) [6] [58]. In this contemporary landscape, the integration of information technol-
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ogy, systems, and communication (ITSC) infrastructure with the operational framework
of manufacturing organizations is embodied in the Industry 4.0 paradigm [2]. To adapt
to rapidly changing market conditions, consumer preferences, and business environments,
manufacturing organizations have adopted state-of-the-art technologies such as the In-

dustrial Internet of Things (IIoT), autonomous and adaptive robotics, and machinery

3]-

As artificial intelligence (AI) rapidly evolves, driven by advances in machine learning
algorithms and the subsequent automation of decision-making and field actions, the re-
liability of the data sources utilized by the AI system and the effectiveness of machine
learning algorithms have become significant issues [9],[20],[29],[30]. Al systems gather
data streams from field sensors that are part of the industrial and logistics infrastructure
by utilizing the IPv6 communication protocol (commonly referred to as cyber-physical
systems or the Industrial Internet of Things). However, at a higher level, there are issues
regarding accountability, traceability, fairness, and transparency of the data gathered by
Al systems. This necessitates the detection, tracking, and capturing of all data manip-

ulation mechanisms in IToT devices to achieve a thorough understanding of provenance

data [14], [23]-[25].

The streams of data gathered by machine-learning algorithms are utilized to make deci-
sions regarding operational sequences and send actuation commands for the functioning
of industrial machinery within advanced automation systems [23]-[25]. In automation
frameworks, the functions performed by machines, equipment, and robots must be val-
idated by their end customers to confirm their reliability and adherence to agreements
that have been signed and executed. Conventional data visualization systems (such as
database queries) are considered unreliable owing to their reliance on single-point cap-
ture. Reliable data visualization can be achieved when various sources are integrated.
Blockchain technology has significantly progressed in recent years. One can perceive the
blockchain as a network comprising distinct data-mining participants that validate and
confirm transactions, posting their information as “decentralized ledgers” or “blocks”
blocks’ that are duplicated for all members of the network [54]. Once these blocks are
shared, they cannot be compromised because the data mining participants are concealed

from conventional attack vectors on the Internet or cloud computing.
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In contrast to conventional transactional records, these blocks are not kept on central-
ized ERP servers, making unauthorized alterations possible [54], [59]. Instead, storage
systems are distributed across the blockchain and secured using sophisticated cryptogra-
phy. Only members of the blockchain have access to these storage systems. The use of
advanced cryptography and digital accountability facilitated by digital signatures guar-
antees that transactions are permanent and safeguarded against unauthorized changes.
Additionally, new transactional members who wish to join the system must be verified
by current members rather than relying on a single authentication method. Members are
introduced through smart contracts that outline rules for their interaction and validation.
Smart contracts function as transactional agreements rather than as master agreements
linked to traditional paper contracts [59]. This means that transactions are executed
under transaction-level smart contracts comprising all details related to the transactions
needed by blockchain members who have executed and digitally signed the contract. This
essentially implies that the transaction will be terminated if all transaction-specific de-
tails required by the network members in the blockchain are not populated in the smart
contract. These are called state rules, defined at low levels for every real-world device
assigned to a smart contract to execute its terms. For example, if a crane is assigned
to a smart contract, several state rules regarding the operational constraints allowed for
the crane should be built within the smart contract. These rules capture ownership and
accountability. These rules validate transactions, and are reliable for blockchain members
who invest in the execution of smart contracts. In Industry 4.0, smart contracts are re-
quired when multiple manufacturers collaborate to execute joint manufacturing processes

by using cloud computing (cloud manufacturing).

Blockchain possesses architectural features and components that are ideal for establishing
cybersecurity measures to safeguard IoT in industrial settings. Cryptographic methods
can be implemented within blockchains to secure IoT devices during communication via
individual radio frequency identification [60],[61]. IIoT sensors collect data from industrial
processes from the points of events and transmit them to cloud computing applications
used to visualize these events during the running processes [62]. Such visualization forms
a perception layer regarding the processes and events occurring in the physical layer, thus
making the entire supply chain transparent [62]. In a large-scale collaborative system,

the events occurring across all echelons of a supply chain are visible in real time to man-
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agers by virtue of the data collected from IloT networks deployed in manufacturing and
logistics engineering systems at the echelons [54],[59],[62]. If multiple organizations col-
laborate in a manufacturing and supply chain system, supply chain events are accessible
to wider groups of individuals through their respective computers or mobile terminals.
They can not only see the sequence of events through real-time data visualization but
also utilize real-time data analytics with the help of big data technologies. Furthermore,
digitized and automated supply chains comprising artificial intelligence have enabled de-
cision making for engineering-level field actuations based on the data collected on events.
The decisions made by artificial intelligence are based on enormous industrial engineer-
ing transactional knowledge entered in big data systems, which are used as baselines
for comparing the data received from IloT systems. Decisions are made in real time to
generate automation commands for manipulating the operations carried out by indus-
trial machines, robots, and equipment. These commands are issued through actuators
attached to devices configured to receive data from the cloud (unlike sensors, which are

configured to receive data from process events).

The threats in Industry 4.0, software systems, and applications differ from those in the
information systems used in Industry 3.0. Threats arise from diversity, a lack of standard-
ization and controls, and limited onboard resources on IIoT devices deployed in industries
28], [50], [51]. Numerous risks are associated with insecure IIoT devices. Some attack

scenarios using a rogue IIoT device inserted into a running manufacturing network are

as follows [23]-[25], [28], [30], [50], [51]:

(a) Eavesdropping attack: Attacks caused by unauthorized entry of penetration

systems into the running process sequences.

(b) Masquerading attack: attacks caused by penetration systems falsely appear to

be genuine and are authorized to run security checks on the processes.

(c) Distributed Denial of Service (DDoS) attacks occur when systems capable of
producing vast quantities of fraudulent data streams overwhelm network con-

nections, computing power, memory, and storage.

(d) Side-channel attacks: penetration attacks caused by less-monitored and scru-
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tinized side channels connected to the main entry channels into the running

processes.

Cross-site scripting attacks: involve scripts that can be mixed with existing

scripts controlling industrial processes, leading to penetration attacks.

Automated code-based attacks: caused by automated codes called auto bots
that can generate behaviors similar to those of human access to industrial in-

formation systems.

Exploit-based attacks: caused by exploits, with payloads appearing as genuine

traffic capable of exploiting known vulnerabilities in software systems.

Identity thefts (of authorized IIoT devices): penetration attacks occur when
the authentication and authorization information of IIoT devices is stolen, al-
lowing malicious devices to be substituted in order to inflict specific damage on

industrial systems.

Insider trading and proliferation: Individuals with insider access exchange con-
fidential security details with their partners outside the organization to com-

promise industrial systems.

Deceptive sensor data input and actuation attacks in control systems: Devices
are manipulated by unauthorized personnel to stream fake sensor data into
the monitoring and control software running on cloud computing, such that
the software makes wrong control decisions leading to actuation signal flows,
causing damage to industrial systems, which can be a very targeted attack. For
instance, an attacker may manipulate the system by reducing the valve pressure
in a crucial pipeline, prompting the control system to incrementally increase the
pressure, which could result in an explosion. This scenario might occur because
insider traders have access to equipment; however, the possibility of external

attacks causing such incidents cannot be dismissed.
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To protect cloud manufacturing systems from potential threats, it is crucial to implement
a comprehensive control-system framework that addresses multiple aspects of industrial
computing systems. Central to this framework is the security of the Industrial Internet
of Things (IToT). Enhancing IToT security requires continuous and accurate monitoring
of its introduction, deployment, and redistribution in industrial systems and processes.
Recent academic research has identified a provenance blockchain as a potential solution,

which is explored in the subsequent section.

2.3 Provenance Blockchain for Securing IIoT in C-

MFG

At its core, provenance can be described as dynamic metadata, which is essentially data
about data linked to information to pinpoint the individuals, events, and contexts involved
in their creation and alterations over time [24]. These dynamic metadata are generated
sequentially in conjunction with the operations performed on the data, marked by dates
and timestamps [25]. Consequently, this method is useful for reverse tracing in forensics.
In the era of Industry 4.0, provenance has significantly extended its applications, partic-
ularly in algorithmic logging and the traceability of events produced in cloud computing
[31],[32]. Carata [46] laid the foundation for understanding provenance metadata by em-
phasizing their unique role in ensuring backward traceability and capturing the essential
elements of a system’s operation. Unlike general metadata, provenance metadata must
be carefully structured to document interrelationships, thus enabling fine-grained insights
into software processes. Carata identified the key components of automated provenance
capture, including files, databases, operating system processes, and memory maps, while
also addressing manual methods such as parsing engines to capture human-related data.
Importantly, this study underscores the need for metadata integrity and security, advocat-
ing robust access-control mechanisms and encryption. Although this research provided
crucial insights for conceptualizing algorithmic designs for provenance systems, its fo-
cus was primarily on static data, leaving gaps in its applicability to dynamic, real-time

environments.

Building on Carata’s work, Suriarachchi [63] explored provenance metadata capture in
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big-data streams. With the growing importance of provenance in data-intensive com-
putation environments (e.g., Industry 4.0 systems enabling data streams from process
engineering sensors), a solution for the automated capture of provenance metadata re-
garding data sources or content was investigated in this research. Suriarachchi [63] found
that the complexities of provenance metadata structures may at times result in meta-
data records becoming larger than the actual data that they describe. Suriarachchi [63]
investigated a mechanism of provenance streams that captures reduced provenance data
using a system called “global reducer.” This system uses multi-processing with parallel
executions of stream captures and conducts on-the-fly stream pre-processing and pro-
cessing using a one-pass algorithm to reduce and capture provenance data. However, a
significant limitation of this approach is that the provenance data cannot be constrained
based on capture rules, which increases the risk of data manipulation and false identifiers.
Hence, there is a finite chance that eavesdroppers play with the system, resulting in false
identifiers and misdirected traceability. If such vulnerabilities are realized, the purpose

of having a provenance system as a governance and control mechanism can be lost.

Blockchain technology has been widely explored for enhancing security and trust in In-
dustrial Internet of Things (IIoT) environments, particularly focusing on data provenance
and authentication mechanisms. Blockchains can make the industrial system and net-
working closed and accessible only to authorized members, such that an attacker may
not be able to insert any form of a rogue IloT device into a running network. One may
imagine a blockchain network in which only authorized devices are allowed to run pro-
cesses through registration in smart contracts and monitoring and control using smart
ledger updating. Such systems have been the focus of many recent studies to find so-
lutions to IIoT threats and vulnerabilities identified in several other studies [23]-[25],
[50], [62]. Ali [67] modeled a traceability algorithm using a provenance data capture and
policy-based system in a blockchain design. Ali [64] examined policy enforcement and
traceability by using provenance data traceability in cloud computing. With the massive
deployment of services in cloud computing in the application, platform, and infrastruc-
ture layers, the performance, reliability, and ownership of these two critical factors are
key problems. This study investigates how provenance data traceability can be used
to solve these problems. This research contributed to the development of an enhanced

provenance traceability model based on an earlier model called “PROV-DM (Prov Data
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Model)” developed by W3C (2013). However, this study overlooked the comprehensive
traceability of device interactions within IIoT ecosystems. Building on these insights,
Nwafor et al. [20] presented a data model for provenance captured by a blockchain
network from each IloT device before permitting it. The data model captures the de-
tails of all agents and activities related to the IIoT device to form a provenance-sensing
model. In the blockchain-capturing mechanism, Nwafor et al. [20] created a mapping
algorithm between the provenance data and IloT sensor being audited. The “tracer” in
the blockchain should be a microcontroller having knowledge about the common tracing
format used by the blockchain network, which is translated into the provenance data
model by breaking down the individual data units. Although both studies underscored
the critical importance of understanding how to track and audit data in the IIoT plane,
they did not sufficiently integrate these processes into the cloud manufacturing plane for
a comprehensive traceability. This oversight reveals a research gap that future studies
should address by integrating IIoT and cloud planes in the model to form comprehen-
sive traceability and an integrated risk visualization framework. Several studies have
explored provenance data with bindings between device metadata and ownership data,
as proposed in recent studies [17], [20], [23], [29], [61]. However, there are multiple issues
related to provenance data capturing and management, such as breach of confidentiality
and integrity of data bindings, privacy and access control of data, fresh (latest) data
availability, cryptography, reliable forensics, issuance and management of cryptographic

keys, and the overall privacy of cloud computing virtual boundaries.

The concept of system interaction of a provenance blockchain and its algorithm was
presented in [17]. The design includes a trust validation mechanism that uses user reg-
istration, data encryption, data sharing, and data validation by verifying the keys and
ownership of the users. The keys are issued by a decentralized PKI network. The system
comprises a provenance auditor interfacing a blockchain network hosting IToTs. The cloud
service provider is protected by the blockchain network because only data from validated
[ToTs reach the cloud-hosted sensing and control applications. These solutions typically
capture data from IIoT devices during registration or at key operational checkpoints, and
store information in the blockchain for future reference. A simplified representation of

the interaction architecture is shown in Figure 3.
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In ProvChain, ledger transactional data are stored locally on blockchain nodes, whereas
provenance auditors store validation records on servers. This design also presents the
block structure of integrated provenance and ledger transaction data. However, the sig-
nificantly long hash keys are owing to the serial appending of the previous block hash in
the next block. At some stages, message sizes may comprise infinitely long hashes with
limited data per block. These frameworks successfully generate secure auditable records.
However, their high computational overhead and inability to process continuous data
streams render them impractical for I[ToT systems, which require rapid and responsive

security actions.

Cloud manufacturing

Device registration using key Kdev

User [ © © ) ,
~/ Request data store access using key Kda
Share data access ‘,_,,.,f-"""'étore Provenance
using key Kdsh Data
Update .
Provenance Data Publish
Validation Provenance Data Owner Provenance
rd Data
Request provenance data validation
Return Validation request
Provenance Auditor Provenance Blockchain

Figure 3: Simplified representation of ProvChain provenance blockchain based on [17].

Furthermore, Wang et al. [65] proposed a blockchain-based lightweight message-authentication
scheme for IIoTs in cross-domain scenarios. In [65], the focus was on addressing the ef-
ficiency and security challenges. Similarly, Cui et al. [66] proposed a blockchain-based
cross-domain authentication scheme to facilitate secure communication for cross-domain
[IoT devices. Although these studies achieved notable results in utilizing blockchain
for data provenance and authentication in IIoTs, a limitation remains in addressing the
complete traceability of device interactions. Several studies have explored the use of

blockchains for provenance tracking in [IoT-enabled CPS environments to recognize, reg-
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ister, record, and control IIoT cyber-physical devices [16], [67]. These studies recommend
the storage of provenance data at two locations: the data store of the provenance data
owner, and the provenance blockchain. Whenever a new device requests registration and
shares its provenance data for this purpose, it requests a cloud-manufacturing applica-
tion. However, a validation cycle is triggered to validate the data from the blockchain.
The user sharing the provenance data also needs to send a data store access request to
the cloud manufacturing application to publish the provenance data in the blockchain.
Cloud manufacturing applications allow temporary storage of provenance data. When a
data storage event occurs, the provenance auditor auditor of the provenance blockchain
confirms the data before the provenance data shared by the device is permanently stored
in the data repository of the provenance data owner. If the validation failed, the tempo-
rary provenance data stored in the data store of the provenance data owner were deleted.
Although this approach provides a high level of data integrity, continuous monitoring is
often lacking, leaving systems vulnerable to threats that occur between logging intervals.
In addition, the computational overhead of blockchain can introduce latency, making it

difficult to implement in real-time environments.

In a recent study [68], these interaction topologies and algorithms were enhanced by
introducing a secure provenance-based smart contracting framework. Likewise, Malik
et al. [69] developed a framework for the PrivChain architecture. Figure 4 illustrates
a simplified version of the secure provenance-based smart contracting architecture, and

Figure 5 depicts the privacy chain architecture.

Figure 4 in [68] illustrates a cycle that can be employed to authenticate the origin of any
product acquired from a supply chain by scanning the QR code label for its data. This
concept was similarly explored in [69] using a secure provenance-based smart contracting
system, as depicted in Figure 5. The primary differences between the workflows in Figures
4 and 5 include the fact that, in the latter, consumers interact directly with the blockchain
for provenance verification, which works in conjunction with the blockchain to ensure
that payments are processed only after the provenance records have been verified and
confirmed, and there is no auditor involved in the provenance validation process. In this
configuration, the provenance data are stored solely in the blockchain, with no temporary

storage used for validation.
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Figure 4: Redrawn representation of secure provenance-based smart contract architecture

[68].

These two studies proposed an architectural framework in which a provenance blockchain
serves as a trusted intermediary. This blockchain is tasked with verifying ”secret infor-
mation” through cryptographic techniques without revealing the actual content. Within
this framework, studies advise storing provenance data in the provenance blockchain and
maintaining cryptographic keys during storage. Provenance data are stored in two loca-
tions: with the cloud service provider in the designated space of the data owner and on
the blockchain, which includes smart contracts linked to provenance information. When
a new user wishes to register data (using a temporary key provided by the key generation
center), they upload the data to a cloud-hosted application for verification. This action
triggers a validation process to authenticate data via a blockchain. The cloud-hosted
application temporarily holds provenance data in the provenance data store before pub-
lishing it in the blockchain. Following this, the user requests that the provenance auditor
confirms the provenance of the data. The auditor then consults the provenance blockchain

to verify the data and the verification result is relayed to the user.

Similarly, several studies [15]-[19], [20], [30] explored the use of provenance in a blockchain

with algorithmic validation (built-in smart contract rules) to enhance security in indus-
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Figure 5: Redrawn representation of PrivChain [69].

trial Internet of Things (IToT) environments. Although this approach ensures the initial
security, privacy, and trustworthiness of the devices allocated to smart contracts, continu-
ous monitoring is often lacking, leaving systems vulnerable to threats that occur between
logging intervals. At the fundamental level, blockchain security has a limited influence on
IToT devices because the devices operate outside the blockchain network, and blockchain
smart contracts are dependent upon the sensory data collected from the IIoT devices
to validate the completion of contractual terms. The concept of smart contracts can be
used for reliable execution of transactional contracts in cloud manufacturing. However,
the reliability of the transaction data collected from IoT devices must be ensured. This
is because the data streams arrive from IIoT devices that are spread over the operating
fields. Just one validation of their ownership, purchase, deployment history, etc., does not
justify IIoT security, as they can be breached after the initial validation. Continuous ver-
ification of the provenance metadata captured in the IToT network (against counterfeits

and eavesdroppers) is critical to enable rapid threat detection and mitigation.

Blockchain technology provides significant advantages in terms of security, decentraliza-
tion, and immutability, making it a promising solution to IToT data management and

security challenges [22],[70]. A study [70] proposed the EdgeShare framework to enhance
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the overall performance of IIoT using blockchain and edgecomputing to increase the ef-
ficiency and security of data sharing across heterogeneous network domains. Similarly,
Latif et al. [36] proposed an ultra-lightweight blockchain-based architecture for the ac-
cess control of IIoT sensors and actuator data in an industrial environment. Several
solutions have emphasized secure data storage, access control, and transaction logging.
This discrepancy is particularly relevant in the context of the dynamic nature of IloT
environments and the need for timely decision making based on trustworthy data. To
address this gap, Paper [23] presented challenges in provenance verification systems to
accurately identify IIoT devices and build the traceability of doubtful devices in a net-
work. These challenges include the provenance detection of bindings, fault tolerance,
integrity, confidentiality verification through data, chain and origin integrity verification,
access control, and protection of keys during sharing. Building on Paper [23], a study
[67] mentioned the integrity challenges and added proof of work and proof of author-
ity verifications and consensus while extracting provenance metadata from IIoT systems
comprising high- and low-level information and enforcing the completeness and security of
provenance metadata through enforced lineage, verifications, data point locking, parallel

verifications, and privacy.

Several studies have highlighted the importance of low latency and high throughput in
existing blockchain implementations to address the real-time constraints. Yu et al [70]
introduced LayerChain, a hierarchical edge-cloud blockchain that efficiently reduces the
block propagation time and system resource requirements, making it suitable for large-
scale low-delay IToT applications [22]. Umran et al [71] and Latif et al [22] propose using
a private blockchain mechanism with a lightweight security scheme and a low-power ARM
Cortex-M processor to improve computational execution and ensure secure authentica-
tion, scalability, and and lightweight architectures, to meet the high throughput and low
latency requirements of IToT. Moreover, a study [58] delved deeper into provenance se-
curity by defining the layers of audit, enforcement, and regulation planes and building
a system-wide policy framework to enforce predictive auditing and governance of data
flow within an application context and between application contexts. Another study
[69] further emphasized the security provenance verification challenges faced by exist-
ing blockchain architectures, and suggested predictive auditing to verify compliance and

identify violations retrospectively and proactively when using machine learning.

31



A prominent gap identified in the literature is the limitation of continuous provenance
data verification, where devices constantly exchange data and operational parameters and
security risks can emerge between periodic updates, which blockchain systems typically
rely on for validation. Several studies have explored the use of blockchain for enhanc-
ing security and data provenance in Industrial Internet of Things (IloT) environments.
Blockchain technology offers significant advantages in terms of security, decentraliza-
tion, and immutability, making it a promising solution for IIoT data management and
security challenges[22], [70], [73]-[76]. However, there is a gap in addressing continu-
ous and real-time provenance verification in the existing blockchain-based IIoT systems.
Additional layers or layers of control are required to ensure the continuity of security,
privacy, and trust. The solution is a continuous validation, which is possible through
continuous auditing. Furthermore, to detect and conduct timely interventions, predictive
capabilities of continuous auditing are required. These are mentioned in the limitations
of references [15]-[19], [20], and [30]. Because IIoT devices have limited edge-computing
protection, their validity requires predictive audit capabilities. This could involve devel-
oping lightweight consensus algorithms tailored for real-time provenance verification or
incorporating machine learning techniques to detect anomalies and ensure data integrity
in real time. In addition, the use of smart contracts, as mentioned in [70], can be extended

to automate and expedite the provenance verification process in an IIoT environment.
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2.4 Al for IIoT Security

The significance of artificial intelligence in enhancing IToT security has been the focus of
numerous recent studies aimed at protecting devices, networks, and applications, either
at the endpoint or within cloud-computing environments. Al-driven predictive auditing
solutions have been developed in various studies, as noted in references [33]-[45] and
[52]-[54]. These solutions use Al techniques to proactively detect and address potential
security threats prior to their occurrence. Currently, predictive audits in [ToT security are
powered by machine-learning and deep-learning algorithms. Al methods are employed
to process large datasets, detect anomalies, and identify patterns that conventional secu-
rity systems may miss [77]. Various machine learning algorithms, such as support vector
machines (SVM), random forests (RF), extreme gradient boosting (XGBoost), neural
networks (NN), and recurrent neural networks (RNN), have demonstrated their effective-
ness in detecting and classifying different IoT attacks with satisfactory results [78]. These
techniques enable continuous system assessments to ensure adherence to security stan-
dards and improve detection and response to breaches [77]. The integration of Al with
[oT security has yielded promising advancements in threat detection, predictive analytics,
and overall security measures [79]. Machine learning (ML) techniques have been proven to
boost the effectiveness, speed, reliability, and efficiency of cybersecurity strategies for IoT
devices [80]. With AT’s integration of Al into the application layer, controls are crafted
to supervise and manage IIoT security both upstream (from the field to the application)
and downstream (from the application to the field) within cloud computing environments
[82]. As IIoT devices do not relay all their data to cloud systems because of the increasing
strain on these systems, there has been a shift towards edge computing [88]. Therefore,
Al in cloud computing should feature a data-analysis framework that bridges both cloud
and edge computing. This approach is particularly significant for cloud manufacturing.
Achieving this can be facilitated through blockchains, where peers interface with edge-
computing databases. The foundational layers for authentication, authorization, and
access control privileges must be established for edge computing. Al analytics should
be hosted in cloud computing to integrate multiple levels of edge-computing infrastruc-
ture. Utilizing artificial intelligence to analyze behavioral data from IIoT can efficiently

identify and predict misuse, anomalies, patterns, intrusions, fraud, data proliferation,
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or a combination of these elements [83]-[86]. An Al-driven security layer is considered
more advanced than conventional signature-based detection techniques. The success of
AT relies on the purity, precision, relevance, and organization of the data, which requires
comprehensive data engineering prior to analysis. For Al systems to effectively detect
and predict, they must be trained using established databases that contain intrusions and
anomalies. This analytical process requires the extraction and normalization of pertinent
features from the data during pre-processing [87]. Algorithms used in machine learning
that excel at detecting anomalies in data from IloT devices include decision trees, ran-
dom forests, k-nearest neighbors, support vector machines, and artificial neural networks.
These networks incorporate features such as convolutional layers, backward propagation,
and long short-term memory [81],[86]-[88]. Among these, decision trees, random forests,
and artificial neural networks excel in both detection and predictive analysis, whereas
k-nearest neighbors and support vector machines are predominantly effective for detec-
tion. Al systems should be engineered to autonomously recognize and foresee misuse,
anomalies, patterns, intrusions, fraud, data proliferation, or any combination thereof by
detecting manipulations in Al inputs compared with expected logical values [86]. To
achieve this, developers should incorporate detection and prediction capabilities into a
rule-based framework that is specifically designed for IoT data analysis. The range of
attack complexities includes basic input manipulations and botnet attacks, extending
to more sophisticated and severe threats such as dataset poisoning, algorithm poisoning,
and model poisoning. Al should be proficient in detecting rule infractions, whereas devel-
opers should excel in crafting comprehensive rules that effectively address known attack

scenarios.

An Al automation strategy based on rules can effectively defend against a range of attacks
on IoT devices. This includes evasive attacks such as masquerading and eavesdropping,
malicious code injections such as cross-site scripting and side-channel attacks, and flood-
ing attacks [86]. However, to detect or predict more complex threats, such as counterfeit
IoT, wormhole/sinkhole/link ranking, exploit-based attacks, DDoS, and injection of false
sensor data, it is crucial to employ more advanced techniques [81],[87],[89],[90]. Ad-
dressing these threats necessitates the use of both supervised and unsupervised learning
along with reinforcement and deep learning strategies. These advanced approaches are

essential for identifying both external and internal threats. Identifying patterns might
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only be achievable after extensive training of neural-network black boxes, which could
include multilayered perceptrons or a combination of decision trees and random forests
[81],[87],[89],[90],[91]. Therefore, it is crucial to create layers for gathering, organizing,
preprocessing, and analyzing large datasets to facilitate supervised and unsupervised

learning as well as reinforcement and deep learning methods in artificial intelligence [45].

Currently, there are a limited number of studies that combine AI with blockchain technol-
ogy to improve I1oT security; however, it is expected that more research will be conducted
in this area in the future. In the realm of Al, blockchain technology is vital for guaran-
teeing the collection and storage of dependable and immutable data, which is crucial for
performing both detection and prediction analyses [92]-[95]. Data can be stored either
on- or off-chain, but their integrity is maintained using a smart contract rule engine.
Although both types of data can be encrypted, on-chain data require digital signatures
from blockchain participants for authentication. Regardless of whether the data are
stored on or off the chain, their trustworthiness remains high because of the chain-code
validation performed by the blockchain peers in accordance with the smart contract rule
engine. The application of blockchain technology may not extend to all IIoT devices in
edge computing, because it is restricted to those involved in executing smart contracts.
Consequently, data collection for Al-driven predictions and detection should be confined
to IloT devices within this scope, leading to the utilization of both on- and off-chain
data storage. Al systems can be developed to take advantage of both the storage types.
Although both on-chain and off-chain data can be used in the detection and prediction
processes, testing data might be limited to on-chain sources, and decision making can be
implemented on IToT devices integrated into smart contracts. The literature review in
earlier sections provides a crucial foundation for this study. The next section critically

examines the knowledge gaps in existing research.
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2.5 Summarizing the Gaps in Literatures

The existing literature on Blockchain Technology, Predictive Auditing, and Industrial
Internet of Things (IIoT) provides valuable insights into the individual components of
these technologies; however, significant gaps persist regarding their integrated application
within the context of cloud manufacturing. The following sections highlight the key gaps
that this study aims to address:

(a) Lack of continuous Provenance monitoring and Validation for Dynamic

IIoT Tracking

In the context of IIoT, provenance refers to the systematic tracking of device interactions,
state changes, and data transfers. Traditional models [17], [68], [69] focus on post-event
logging, limiting their ability to detect threats in real-time. While most existing research
on IIoT focuses on data collection and post-hoc analysis, comprehensive approaches that
enable real-time data validation and continuous monitoring of IIoT systems are lacking.
While such solutions tend to ensure data encryption and access control, they rarely allow
for real-time verification of data provenance [36], [73]-[76]. Such a gap is especially
apparent when we look at the changing landscape of the IIoT and the necessity for real-
time decision making based on reliable data. The absence of such real-time mechanisms
renders IIoT networks susceptible to cybersecurity breaches, data manipulation, and
system failures, because anomalies or malicious activities are frequently detected too late

to prevent operational disruptions.

This study addresses this gap by investigating the potential integration of real-time moni-
toring and verification mechanisms into blockchain-based I1oT infrastructure. This might
include integrating machine learning techniques to help in anomaly detection and the as-

surance of data integrity in an updated manner.
(b) Real-Time Constraints in Blockchain for Real-Time IToT Security

Cybersecurity threats in Industrial Internet of Things (IIoT) environments are becoming
increasingly sophisticated, posing significant challenges to industrial systems. These de-

vices are being increasingly utilized in manufacturing facilities and other sectors, such as
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power grids and the oil and gas industries. There has been a sharp rise in the number
of malicious PowerShell scripts aimed at CPS. Although industries that employ cloud
computing may offer robust protection against these remote code execution strategies,
insider traders can intentionally create vulnerabilities to facilitate successful code exe-
cution attacks. Moreover, compromised CPS devices may be deployed in critical areas
prone to accidents, posing risks to lives, property, and system stability, and potentially
causing physical harm to industrial machinery. Blockchains are acknowledged as tools for
enhancing the cybersecurity of industrial IoT devices, particularly when they are directly
integrated with ongoing manufacturing planning, operations, and control applications
[22], [46], [60]. The combination of provenance with blockchain solutions is noted for its
capability to monitor blockchains [14] [16], [18]. In contrast, the real-time transaction
processingof blockchains remains a major challenge, particularly for managing large vol-
umes of data generated by IloT devices. Owing to the latency of blockchain networks,
their ability to process transactions quickly remains limited in terms of fulfilling the real-
time requirements of dynamic IIoT systems, wherein instantaneous data validation and

transaction processing are required.

This study aims to address latency issues by investigating methods to optimize blockchain’s
transaction throughput and reduce its latency, making it more suitable for time-sensitive

[ToT applications without compromising the integrity or security of the data.

(c) Limited Exploration of Blockchain for Preventing Cybersecurity Threats

in Real-Time

The sophistication of cyberattacks on I1oT systems has increased and the potential of
blockchains against cyberthreats to IIoT systems has not yet been fully considered. Al-
though various studies assert that blockchain technology has implications for data im-
mutability and secure transactions, a significant limitation in this context is that pre-
dicting cyber breaches when integrated with blockchain technology remains an area that
has not been thoroughly explored in existing literature. An integrated approach that
combines predictive anomaly detection with blockchain’s immutable ledger has the po-
tentialto improve both cybersecurity and operational performance. Numerous researchers
have explored the Blockchain Technology to secure IIoT systems. However, there remains

a significant lack of integration between blockchain and predictive auditing technologies
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that emphasize real-time anomaly detection. Although the use of blockchain is significant
in IToT environments as it provides support fordata integrity, immutability, and prove-
nance tracking, it has not been adequately integrated with the predictive capabilities of
machine learning and anomaly detection to improve real-time security monitoring and
operational performance. None of the existing studies has explored the synergyof these

dominant technologies in an addressable domain, which is IIoT security.

This study bridges this gap with an integrated blockchain model that utilizes its im-
mutable ledger in combination with predictive auditing real-time anomaly detection by
providing a more robust and proactive security mechanismfor industrial IoT systems in

cloud manufacturing environments.

(d) Limited Application of Blockchain for Comprehensive Traceability in
IIoT Systems

Existing studies on IIoT via blockchain mainly focus on the provenance of data or authen-
tication of the device and ignore the detailed traceability within the system and network
activities of the device itself. There have been multiple studies on the use of blockchain
as a means to improve both security and data provenance in Industrial Internet of Things
(IToT) environments. This enables it as an excellent candidate for overcoming IToT data
management and security issues [70], [22] due to the benefits of security, decentraliza-
tion,and immutability provided by the underlying blockchain technology[73],[22], [73].
Although existing research has made significant strides in leveraging blockchain for data
provenance and authentication in the I1oT, there is a gap in addressing the comprehen-
sive traceability of device interactions. Existing IIoT security and data integrity studies
lack holistic tracking of an IToT ecosystem as a whole, which wouldbetter facilitate an

understanding of the system performance and security.

The full-spectrum traceability model proposed in this study serves as an integral frame-
work for extending the existing knowledge. Through the application of blockchain tech-
nology, the proposed research allows end-to-end tracking of device interactions, system
state changes, and operational anomalies to increase accountability, transparency, and

auditability incloud manufacturing systems.
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Table 1: Comparative Summary of Key Blockchain-IToT Studies and Research Advance-

ments
Thematic Representative Key Contributions Limitations How this study Overcomes
Group Studies the limitations
Security & | Latif et al. (2021), | Secure data access, | Focus on static | Integrates real-time Al-driven
Access Control | Yang et al. [2022), | cross-domain authentication, monitoring and behavioral
inlloT Wang et al. (2023), | authentication, no continuous | profiling for dynamic
Cui et al. (2022) blockchain-based maonitaring or | authentication and
access regulation traceability of | continuous access control
device behavior using smart contracts
Consensus Huang et al. (2019), | Lightweight or | Focused on | Combines blockchain  with
Optimization & | Liu et al. (2015 sharded consensus | network real-time predictive auditing
Blockchain Yu et al. (2020), models, improved | efficiency, but | to balance efficiency and
Scalability latency and | lack end-to-end | trustworthiness in lloT
scalability data validation or | environments
real-time auditing
Data Cao et al. (2019), | Smart contract- | Lack granularity in | Implements continuous data
Provenance & |Juma etal. (2023) based traceability | tracking lloT | provenance and behavioral
Traceability and transaction | device actions | traceability across lloT devices
monitoring and interactions | using blockchain logs and Al
beyond static | validation
product lifecycle
events,
AlfML Abdullahi et al. | Al-based intrusion | Lacks blockchain | Merges Al auditing  with
Integration for | (2022), detection, anomaly | integration; blockchain immutability,
Cybersecurity Folorunsa et al. | detection using | prone to false | enabling transparent,
(2024), ML/DL positives;  little | explainable, and tamper-
Lloyd & Abubakkar focus on | proof threat detection via
(2024), transparency and | smart contracts
Messinis et al. (2024) accountability
Trust & | Umran et al. (2021), | Low-latency private | Lacks integration | Builds a hybrid Al-Blockchain
Resilience in | 5ani et al. (2019), Cai | blockchains, and | of Al with | framework that supports
IloT Ecosystems | et al. (2023), Feng et | resilience blockchain for | threat detection, response,
al. (2023) mechanisms adaptive logging, and self-healing using
resilience; focus | smart contracts and
on infrastructure | predictive models
not threat
response

2.6

Theoretical Framework

Cyber-Physical Systems (CPS) form the foundation of Industry 4.0, by integrating phys-

ical industrial processes [1]-[8]. These systems facilitate real-time data exchange between

manufacturing and logistics control engineering systems. Controlled machines, equip-

ment, and robots can occur over the internet, thereby expanding the operational domain
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from a few manufacturing plants to larger geographies. However, this new design is
exposed to risks because of “lack of physical touch. Controlling sophisticated critical
systems remotely builds attack surfaces on the internet coverage of digitalized machines,
equipment, and robots, causing cybersecurity breaches in industrial systems [26]-[27].
Existing security measures, such as encryption and traditional access control models,
provide initial protection, but lack continuous monitoring. Real-time security auditing
post-deployment includes Validation, Tracking, Traceability, Sensor data fidelity, account-
ability and liability, inter-cloud security, algorithmic transparency, errors, and malicious
processing. This results in undetected breaches, unauthorized access, and threats to
data integrity, ultimately compromising the manufacturing processes. To address these
challenges, the proposed framework integrates provenance blockchain with Al-driven pre-

dictive auditing for real-time monitoring.

The proposed framework is designed based on three fundamental security paradigms.
These were chosen to address the security, trust, and real-time monitoring challenges

faced by Cloud Manufacturing (C-MFG) environments.

o Access Control Theories (Zero Trust, Role and Attribute Based Access Control)

— To prevent unauthorized access.

¢ Blockchain Security and Data Provenance — Provide IloT data integrity,

traceability, and immutability.
¢ ML-driven Predictive Auditing — Detecting security threats in real time.

This study proposes a well-defined security framework that employs the immutability
of blockchain, verification methods of Zero Trust, and real-time adaptability of ML-
Driven Predictive Auditing to build an IIoT security framework with resilience. This
section presents the theoretical foundation of the proposed framework by integrating the
principles of cybersecurity models, access-control mechanisms, blockchain security, and

real-time audit theories.
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2.7 Security Models and Access Control Theories

2.7.1 Zero Trust Architecture (ZTA)

The Zero Trust Model (ZTM) redefines traditional security models, which assume that
entities residing within the perimeter of a network are trusted by default. Traditional
network-based security models operate under an implicit trust assumption in which reg-
istered and authenticated entities are considered trustworthy. However, this perception
of the devices will not persist, even if they adhere to all procedures and key exchanges
necessary for proper registration. This approach is susceptible to insider threats and
unauthorized access. ZTA breaks under the principle of “Never trust, always verify,”
where continuous authentication and security monitoring are required for every device
before access is granted to any resource. This transforms authentication, authoriza-
tion, and accounting (AAA) controls from static network-based perimeters to additional
capabilities for tracking and tracing movements, locations, and usage of devices, anti-
counterfeit controls, and data quality controls. The diagram presented by DiMase et al.
[28], redrawn and presented in Figure 6, is an example of a traditional cyber-physical

security framework deployed to secure machine-to-machine communication.
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Figure 6: Redrawn cyber physical security principle (based on [28]).

The zero-trust model builds on multiple foundational security theories and frameworks

that contribute to its application in IToT security.
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(a) Least Privilege Access Control (LPAC) Theory: The principle of least
privilege states that individuals, software, and devices should only receive the lowest
level of access required to perform their tasks, thus limiting the potential damage from
security incidents [91]. Role-Based Access Control (RBAC) and Attribute-Based Access
Control (ABAC) are widely used access control frameworks for implementing the least

privileged principles in the Industrial Internet of Things (IIoT).

(b) Continuous Authentication and Risk-Based Access Models: ZTA requires
continuous authentication of IToT devices instead of one-time authentication during the
first connection; thus, trust cannot be assumed through initial verification [92]. Continu-
ous authentication is a key aspect of the ZTA when applied to IIoT environments. Meng
et al.[93] proposed a zero-trust compliant protocol that eliminated the need for a trusted
authority. These models evaluate different factors to determine the risk level of a user’s

login attempt and adjust theauthentication process [93].

(c) Zero Trust Micro-Segmentation: Microsegmentation creates security zones in
[ToT networksto help stop lateral movements of attackers. All IToT networks are divided
into individual security zones in which data are protected to prevent the lateral movement
of attackers in the network. This method is consistent with the defense-in-depth (DiD)
approach, offering many layers of protection, which is critical for addressing the diversity

of security threats inlloT environments [94].

2.7.2 Application of ZTA in the study

ZTA limits access tolloT devices and cloud resources for authenticated and continuously
monitored entities. This ensures that only authorized users haveaccess, and minimizes
the chances of data breaches in cloud manufacturing environments. Therefore, the fol-
lowing important security mechanisms must be implemented in IIoT environments to

operationalize zero-trust principles:
(a) Continuous Identity Verification

Every IIoT device and user must continuously verify their identity using Role-Based
Access Control (RBAC) and Attribute-Based Access Control (ABAC). The proposed

framework employs RBAC within the cloud processing and blockchain security layers,
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ensuring that only authorized personnel can interact with IloT data, configure devices,
or modify the security policies. Blockchain-based decentralized identity management

systems further enhance trustworthiness by preventing unauthorized identity spoofing.
(b) Dynamic Access Control and Risk-Based Authentication

Although RBAC enforces role-based permissions, it lacks contextual awareness. Attribute-
Based Access Control (ABAC) extends RBAC by incorporating dynamic security at-
tributes, such as device security posture, operational conditions, and user behavior [92].
The proposed framework leverages ABAC to make real-time access decisions for IIoT de-
vices, thereby ensuring a granular security control based on the current security context.
Access permissions are assigned dynamically based on real-time risk assessments to en-
sure that devices with higher risk scores face stricter authentication challenges. An access
request is granted only if the authentication and security evaluation function, A(u,r,c),

satisfies a predefined security threshold.
A(u,r,c) > T

In this equation, A(u, r, ¢) represents authentication and security evaluation function, and
u denotes the user or device requesting access, c is the contextual parameters and T
represents the predefined security threshold. This ensures that the access is dynamically
assessed based on real-time security metrics, thereby mitigating unauthorized access risks.
Context-aware authentication mechanisms use ML-driven analytics to evaluate behavioral

patterns and flag anomalies.
(c) Reduce attack surfaces

The concept of dividing IToTnetworks into disconnected subnets prevents security inci-
dents from cascading across an entire network. This fits the clustering architectureintro-
duced by Boudagdigue et al. [95], in which each cluster head controls the security of the
member nodes. This segmentation can also protect essential systems and sensitive data
by preventing attackers from browsing the network easily [95]. Zero-trust policies, how-
ever, function on the foundation of “never trust, alwaysverify,” meaning that every access
to the network has to be authenticated and authorized on an ongoing basis. Zero-trust
security policies strictly enforce restrictionson unauthorized lateral movements between

the security zones. This method supplements network segmentation by providing an ad-
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ditional layer of security both in and betweennetwork segments. [96]. This means that if
one segment is compromised, the damage is limited and zero-trust policies imply that ac-
cesswithin each segment is meticulously regulated and logged. This multilevel approach
addresses the challenges posed by the extendedattack surface and the growing volume of

cyber-attacks targeting industrial equipment, as pointed out by Mugarza et al. [97].

2.8 Blockchain and Data Integrity Principles

Blockchain ensures data integrity by maintaining an immutable ledger where each block

is linked to the previous block using cryptographic hashing.
H(B,) = H(Bn — 1)) + H(T})

Where, H (B,,) denotes hash of block n, H(Bn — 1) is the hash of the previous block and
H(T,,) represents the hash of the transaction data in the current block. This formulation
ensures that each block’s hash is dependent on both the hash of the previous block and the
transaction data of the current block, thereby maintaining the integrity of the blockchain.

This guarantees that any attempt to modify past records is immediately detectable.

Unlike conventional transactional records, these blocks are not kept on centralized ERP
servers, which can be subjected to unauthorized alterations. Smart contracts are used to
incorporate transactional members, establish guidelines for interactions, and verify them
[2]. Smart contracts record updates for all transactions based on the transaction rules
specified in the contract. These transactions will only be included in the smart contract
execution records if blockchain peers provide all the transaction-specific information re-
quired by network members in the blockchain. Such rules ensure that transactions are

both validated and trustworthy.

2.8.1 Application of Blockchain in the study

The proposed framework leverages blockchain to achieve the following:
(a) Smart Contract-Based Security Policies

Smart contract state rules automatically enforce security-compliance verification policies.
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V(o)e P. In this expression, V(0) evaluates whether an operation o is valid,(0) denotes
operation being performed and p is a set of permitted operations. This prevents unautho-
rized actions on IToT devices and ensures compliance with the security policies. Smart

contracts serve as automated security enforcers.

e Validating IloT device interactions in real time, preventing unauthorized state

changes.

e Executing risk-aware security responses, where anomaly severity determines the

level of enforcement.
e Triggering compliance audits when abnormal device behavior is detected.

By dynamically adapting security enforcement policies based on an ML-driven risk as-

sessment, the framework enhances I1oT resilience against cyber threats.

(b) Immutable Logging of Device State Changes Existing blockchain-based
[IoT frameworks store every device state update directly in the chain, leading to high
storage overhead and processing latency. To overcome this problem, the proposed frame-

work employs the following steps:

e Hybrid on-chain/off-chain logging, where high-frequency device interactions are

temporarily stored off-chain and securely hashed into periodic blockchain entries.

e Risk-adaptive consunsus mechanisms, ensuring that high-risk anomalies trigger

immediate interventions, reducing unnecessary overhead.

This structured approach ensures that IIoT security auditing remains scalable, without

compromising provenance and traceability.

2.9 ML-Driven Predictive Auditing

Although the blockchain enhances data integrity, it does not provide real-time anomaly
detection. In cloud manufacturing, blockchains can be used to form trusted networks
of partners that operate their assets to serve common demands and orders [54], [59],

[62]. The assets can be shared and allocated to fulfill demands and orders through peer
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organizations of the blockchain engaged in executing smart contracts. As the assets are
privately held by blockchain peer organizations, the accountability of their reliability and
operational success is based on them as per smart contracts. A blockchain state-tracking
system can be used to collect data on the actions performed by assets that contribute to

state changes in smart contracts.

To contribute to smart contracts in blockchains, IToT devices should be authorized and
authenticated by the peer organization’s security system. While organizations attempt
to authorize and authenticate each IIoT device installed in their industrial systems, there
is a recognized risk of devices being replaced or existing devices being compromised for
rogue purposes. In cloud manufacturing architecture, thousands of IloT devices may
be incorporated into the multiparty collaboration of manufacturers [6]-[8]. The modern
conglomerate of several manufacturers contributing to large focal organizations in a cloud
manufacturing setting may face several security threats caused by rogue IloT devices

[23]-[25).

At the fundamental level, the fact that needs to be appreciated is the limited influence
of blockchain security on IIoT devices because the devices operate outside the blockchain
network, and the blockchain smart contracts are dependent upon the sensory data col-

lected from the IToT devices to validate the completion of contractual terms.

The challenge of ensuring data authenticity in Industrial Internet of Things (IIoT) de-
vices is addressed by integrating predictive capabilities into the provenance blockchain.
This integration allows artificial intelligence to continuously monitor the behavior of these
devices, thereby enabling real-time detection of violations. The incorporation of artificial
intelligence into a provenance blockchain is essential to achieve this functionality. Predic-
tive analytics plays a crucial role in overseeing IoT devices that have been authenticated
and incorporated into cloud-based manufacturing systems. These techniques are instru-
mental in identifying the emergence of vulnerabilities in IoT devices, the manipulation
of sensors, the transmission of erroneous sensory data, and improper utilization of assets

associated with IoT data transmitters.
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2.9.1 Application of Predictive Auditing in the study

The proposed framework implements predictive auditing for the ITIoT security.

(a) Continuously monitor system behavior and detect anomalies in real

time

ML models trained on IToT behavioral patterns are leveraged to improve threat classifi-
cation accuracy. Anomaly detection in Industrial Internet of Things (IToT) security can
be conceptualized as a time-series classification problem utilizing machine learning tech-
niques to continuously monitor device activities in real time. This approach facilitates
the early identification of noncompliant or potentially compromised IToT devices, thereby
mitigating the risks before any substantial harm can occur.

0, if PO|N)<T
D=

1, if PO|N)>T

Where D is the anomaly detection decision, P(0 | V) represents the probability of an
observation given a normal behavior model O and T'is a detection threshold. This method

enables the real-time identification of unauthorized access attempts.
(b) Risk Score Assessment

Predictive auditing models continuously monitor compliance with operating assets defined
by smart contracts and adjust security policies in response to emerging risks. Every vari-
able related to IIoT devices allocated to smart contracts can be monitored and assigned
a risk score (low, medium, or high). A high R-value triggers security alerts, allowing for

a rapid response to potential threats.

1=1

In this equation, R represents the risk score, F; is the security log events and w; denotes
the weight assigned to each log type. The parameter n is the total number of different
log types during the observation period. Adapting security policies dynamically based

on continuous machine learning feedback.
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2.10 Conceptual Framework
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The conceptual framework for integrated Provenance Blockchain with ML-Based Predic-

tive Auditing Framework

Zero Trust, RBAC and ABAC — Secure [IoT authentication and access man-

agement

Blockchain — guarantees secure data provenance and integrity.

Smart Contracts — Automate the enforcement of security policies.

e ML Powered Predictive Audit — Offers continuous security monitoring.

The steps in Figure 7 illustrate the operation of the conceptual framework in a real-time
IToT security context. The framework workflow begins with Data Generation, where
[ToT-enabled CPS devices generate real-time operational data. Device identity valida-
tion and authentication occur using zero-trust mechanisms through key exchanges with
client systems and their validation using authorization records stored in the provenance
blockchain. Once validated, the data underwent Blockchain Recording to ensure that
the state changed in an immutable ledger. ML-driven predictive auditing continuously
analyzes IIoT data for anomalies of state data transmitted by IoT devices to track their
operations against the provenance rules defined in the blockchains. The Risk-based se-
curity models track the risks and adjust access control policies dynamically based on
evolving threats Following anomaly detection, State Validation is conducted using smart
contracts that enforce predefined operational constraints. The blockchain peer assigned
to monitor the device periodically records IIoT sensor data and risk logs, and compares
them against historical transaction data. If discrepancies or violations are detected, such
as a device exceeding the boundary constraints, malfunctioning, or being subjected to
unauthorized modifications, an investigation is triggered. Finally, Alert and Response
mechanisms ensure proactive risk management. If abnormal patterns emerge, such as a
device exceeding operational thresholds or behaving erratically, blockchain peer monitor-

ing of the device flags the investigation.

To integrate Provenance Blockchain with ML-Based Predictive Auditing with the aim of
building a practically viable solution, the blockchain framework is reviewed in the next

section.
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2.10.1 Blockchain Frameworks

Three blockchain frameworks—Hyperledger, Corda, and Ethereum—were evaluated for the
proposed framework. Ethereum was avoided after the initial analysis. Ethereum is avail-
able to developers as a client machine called Ethereum Virtual Machine (EVM), which
needs to be connected with the global development network of Ethereum such that EVM
states can be agreed upon by all participants globally [103]. Currently, Ethereum supports
“Eth” cryptocurrencies. Developers need to invest in Eth and then pay it for fulfilling re-
quests for execution of their codes. Smart contracts can be written in Solidity and Vyper,
which are Ethereum-specific languages [104]. In addition, several open-source-free tools
are available for creating distributed applications [105]. The proposed framework can use
one of these tools to create a provenance application, but only with the permission of the
development community and pay their fees in the “Eth” currency. Ethereum is not suit-
able for cross-industry blockchain research in applications other than crypto-currencies,
because it is tightly controlled by its development community. Its development for new
industrial applications can only be performed in collaboration with other Ethereum de-
velopers who are connected to their development networks. Owing to these restrictions,
the Ethereum blockchain framework is considered unsuitable for this study. This may
be suitable for professional developers to collaborate and work in a highly controlled
networking environment based on their mutual agreement. The other two frameworks,
Hyperledger and Corda, were selected for further analyses. Unlike Ethereum, they can be
viewed as generic open-blockchain frameworks that can be implemented across multiple
industries for multiple applications [106], [107]. Similar to Ethereum, cryptocurrencies
are supported. The advantage of Hyperledger and Corda is that they can be deployed in
an isolated development environment controlled by a developer. This is because unlike
Ethereum, they have native permission systems to implement and control privacy locally.
Neither Hyperledger nor Corda allow unknown identities to connect and transact in the
network. At the fundamental level, blockchain networks established using Hyperledger
and Corda are not publicly available. They are semi-private, established with the mutual
consent of the agreeing parties to form a closed group. The parties contributing to the
semi-private blockchain network are peers who own the chain codes and policies govern-

ing transactions over secured channels. Secured channels constitute a fundamental fabric
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of blockchain networks. Peers use chain codes as interfacing channels for asset exchange.
Assets can be imagined as having business and financial value that one party can offer
to another party. For example, a basket of apples sold is an asset exchange that changes
hands, and the payment made for it is also an asset exchange that changes hands. All
such exchanges are recorded in a ledger that is visible to all transacting parties. These
exchanges are agreed on through smart contracts. The transactions recorded in the ledger
are immutable and private because they are recorded in encrypted blocks that are rec-
ognized by hash functions. The transactions were verified using consensus algorithms.
Subsequently, the detailed design requirements of the Hyperledger and Corda were stud-
ied [108]-[113]. The design and implementation scope include writing the contract, its
states, its flows, and its integration tests. The states need to be contract state definitions
to be attached to a smart contract, which, in turn, is created by declaring it a sepa-
rate class [114], [115]. Opportunities to include provenance verification in the blockchain
include contract states and contract verification methods. Another opportunity to add
provenance verification is to add it as a flow definition and attach it to a smart contract
[116]. These flows are actual transactions executed on smart contracts. Event recordings
are also considered as flows from an application that captures them. After completing the
contracts, flows, and states in the Corda framework, integration tests can be conducted
to evaluate the features implemented in a smart contract [116]. Integration tests help
test the full integrity of the flows and states declared, with their Smart Contracts iden-
tified as distinct classes. It should be noted that injecting provenance verifications as a
flow definition, contract state, or contract verification method requires the generation of
verification data from outside the blockchain. This is where data collection from the I1oT
and inspection using a machine-learning algorithm can be designed and implemented.
Understanding the overall bigger picture requires a review of the blockchain architecture
explained by [117] and [119], supported by Hyperledger and Corda, as reviewed in the

next subsection.
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2.10.2 Blockchain Network Architecture

When manufacturers integrate their cyber-physical systems, which are essential for their
production processes, into cloud manufacturing, they can connect their Enterprise Re-
source Planning (ERP) systems via blockchain [22]. Contemporary ERP systems have ef-
fectively interfaced with leading blockchain technologies such as Hyperledger and Ethereum.
This integration further extends to linking Industrial Internet of Things (IIoT) devices
and their associated cyber-physical systems to the blockchain [54], [73]. Figure 8 il-
lustrates a design scenario in which a manufacturing network is managed using the
blockchain technology. This configuration, detailed in reference [117], employs Hyper-
ledger Fabric to develop, implement, and manage smart contracts. This design demon-
strates how provenance data streams and artificial intelligence can be integrated into a

blockchain.

---————-< c1
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Figure 8: Blockchain Network Architecture.

The structure shown in Figure 8 was assessed based on the scenario outlined in Ref.[117].
In this context, four entities, RO, R1, R2, and R3, form a blockchain network (BN) to
facilitate the signing, sharing, and management of smart contracts. RO functions as a
contracting authority, whereas the remaining entities act as contracting vendors. They
agreed to establish two network channels, C1 and C2, which are governed by network

configurations based on policies, specifically CC1 and CC2. Channel C1 is employed by
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RO, R1, R2, and R3, whereas C2 is designated for use by R0, R2, and R3. Consequently,

R1 does not participate in C2, and is thus prohibited from accessing it.

Applications A1, A2, and A3 were deployed by R1, R2, and R3, respectively, to connect
to the network via the approved channels. For network interactions, R1, R2, and R3
must authorize their peers P1, P2, and P3 to operate on their behalf. RO authorizes O
to handle orders R1, R2, and R3 through peers P1, P2, and P3. Peers P1, P2, and P3
are allowed to access the BN network using cryptographic keys issued by certification
authorities CA1, CA2, and CA3, respectively. The ordering authority manages C1 and
C2 network channels to enable interactions with P1, P2, and P3. P1 has a restricted
access to C1, whereas P2 and P3 can access both C1 and C2. When orders are placed,
smart contracts are digitally signed with signatures provided by CA1, CA2, and CA3 to
P1, P2, and P3 for the contracting vendors, and a digital signature from CAO to O for
the contracting authority. Furthermore, to digitally sign contracts, CAl, CA2, and CA3
issue X.509 certificates to components identified as part of organizations R1, R2, and
R3, respectively. Certification authorities endorse transactions by signing them. Once
signed, smart contracts are recorded in smart ledgers L1 and L2, which correspond to
network segments C1 and C2. P1 maintains a copy of only L1 (as it and its organization
R1 have no business connections with C2), whereas P2 and P3 hold copies of both L1 and
L2. Details concerning smart contracts L1 and L2, such as the logs of tasks completed in
accordance with the contract terms, are stored in state databases S1 and S2. P1 retains
a copy of S1, whereas P2 and P3 have copies of S2 and S3, respectively, based on their
access rights. All state database copies are synchronized. The ordering authority O does
not need to maintain a copy of the state databases because RO does not contribute to

state changes. However, O can review S1 and S2 as required.

The design scenario described above demonstrates a fundamental blockchain network for
creating, executing, and monitoring smart contracts and related events. This study inte-
grated real-time provenance capture and predictive analytics using artificial intelligence,
specifically by employing a random forest algorithm. The blockchain framework selected
for this study was CORDA [120], which is lightweight and requires few resources. Ran-
dom forests were selected because of their capability to make independent predictions

about multiple variables streaming continuous datasets in a group, forming a structure
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based on past records [115]. It can handle a large number of input variables to provide
estimations by reading datasets on which the variables are significant. It can provide
promising results, even when trained using smaller training datasets. For example, the
original research by Breiman [115] used training datasets as low as 200 and 436 records to
generate up to 72% accuracy. Accuracy levels can be improved significantly when struc-
tured data are used as inputs and for training. In this framework, the Random Forests
algorithm is built into the cloud manufacturing controller, which has distinct rules for

operations for each asset, as per the smart contracts defined in the blockchain.
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Summary

This chapter provides a comprehensive review of the existing literature and establishes the
theoretical framework that underpins this research. It provides deeper knowledge on the
concept of provenance and predictive auditing and their usage in blockchain, forming the
essential theoretical background to study real-world blockchain frameworks in the next
chapter. In addition to building the theoretical knowledge needed for studying real-world
blockchain frameworks, this chapter presents related studies conducted mostly at PHD
levels to provide inputs for the components of the design proposed after understanding
the frameworks and establishing the directions for realizing the design in an affordable
experimental environment for this research. Among the related studies reviewed, few
have been conducted on the design of provenance blockchain solutions. These studies
were helpful for using them as baselines for designing their architectures. The original
value addition from this research was proposed in the form of two added layers of ma-
chine learning and a predictive engine using the differences between the machine learning
predictions and actual data streams received. All of these must be performed at the end
of the blockchain, right behind the peers interfacing with the blockchain. This research
was conducted as a first effort to integrate a risk management system using the predic-
tion of provenance information by machine learning with the state transition rules engine
of a smart contract loaded on a blockchain to continuously monitor the compliance of

operating assets within the boundaries defined by the smart contract.

The theoretical framework synthesizes these concepts and establishes a foundation for
integrating provenance blockchain with ML-driven predictive auditing. This framework
was designed to mitigate unauthorized access risks, ensure real-time anomaly detection,
and maintain immutable audit trials. The chapter concludes by identifying research gaps
in current methodologies, including the need for improved hybrid blockchain designs by
registering all operating assets through smart contracts loaded on the blockchain, and
integrating predictive auditing by machine learning. It is a tightly controlled industrial
cyber-security system. Further, the cyber security enhancements ensured by this system

in the Industry 4.0 framework are explained in subsequent chapters.

95



Chapter 111

Proposed Framework

3.1 Introduction

This chapter presents the methodology and proposed framework designed to address
the key challenges associated with data integrity, unauthorized access, and real-time
monitoring by leveraging a combination of on-chain and off-chain mechanisms. The
research methodology employs Design Science Research Methodology (DSRM) to guide
the design, development, and validation of the framework, ensuring that it addresses real-
world problems. The proposed framework was built on a hybrid blockchain model that
utilizes the Corda platform for smart contract execution and provenance tracking. This
integration ensures that all device transactions are logged securely while maintaining the

system efficiency through off-chain data storage.

3.2 Research Philosophy

This study adopts pragmatic learning as both inductive and deductive, which is well-
suited for problem-solving in real-world contexts. Pragmatism emphasizes practical ap-
plications and focuses on developing solutions that are both theoretically sound and
empirically validated [118], [119]. This is consistent with the principles of Design Science
Research Methodology (DSRM), which focuses on developing and assessing artifacts to

tackle identified issues by refining a conceptualized design of provenance within an ex-
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isting blockchain framework and incorporating Al for monitoring and decision-making.
A machine learning algorithm utilizing "Random Forests was designed to predict the
numerical values for the operating parameters and identify the risk levels based on the
boundary parameters. These risk levels were added to the event records to verify ongoing
work and completions according to the smart contract terms. Consequently, operations
teams that monitor these records can observe risk levels and examine the specific IIoT
devices involved. Because event data might be gathered from a collection of IIoT de-
vices, the entire group may need to be investigated until the investigators identify the

problematic IIoT device.

As this is an original approach to addressing the research problem [148], it requires a
repetitive cycle of development, refinement, and testing by simulating scenarios of prove-
nance data anomalies using simulated production data in logistics processes until the final
outcomes are deemed satisfactory. This study focused on the iterative process, which is
a defining feature of DSR. With this methodology in mind, a pragmatic philosophy was
chosen and both qualitative and quantitative methods were employed for data collection
and analysis [148]-[153]. Given the focus of this study on solving operational challenges
in IIoT systems, particularly in terms of security and traceability, a pragmatic approach
ensures that this research contributes directly to addressing the issues faced by practi-
tioners in cloud-manufacturing environments. The framework developed as part of this
research will undergo continual testing and refinement to address the gaps in the con-
tinuous security, privacy, and trust of IloT-enabled CPS devices working as machines,
equipment, robots, carriers, vehicles, and other assets allocated to smart contracts under

execution.

This study further aligns with the Design Science Research Methodology (DSRM), which
emphasizes the creation and evaluation of artifacts that offer practical solutions to iden-
tified problems [150]-[152]. In this context, an artifact is the integrated blockchain and
ML framework, designed to address the security, transparency, and operational continu-
ity challenges associated with IIoT-enabled systems. The research approach is solution
oriented, focusing on the design of an artifact capable of improving cloud manufacturing

security.

The objectives of this study were as follows:
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(a) Optimization of the provenance blockchain for continuous monitoring, trace-

ability, and visibility in IIoT environments.

(b) Develop a framework that integrates a provenance blockchain and predictive
auditing to proactively detect and mitigate security risks in IloT-based cloud

manufacturing.

(c) Evaluate the effectiveness of the integrated blockchain and predictive auditing
framework in addressing security, traceability, and transparency challenges while

maintaining operational continuity.

3.3 Methods

This study employs mixed research in which qualitative and quantitative methods are
combined to form a hybrid method [118], [119]. The mixed-method design allows for
a comprehensive investigation that combines artifact development (qualitative) with a
system performance evaluation (quantitative). The learning approaches of inductive and
deductive are mixed following the qualitative and quantitative methodologies, respec-
tively, and they were followed in the methods. The theoretical interpretations of the
literature review outcomes for designing artifact development were inductive, and the
system performance evaluation conducted was analyzed deductively. This study utilized

the DSRM method suggested by Peffers et al. [121] and Hevner et al. [120].

3.3.1 Qualitative Methods

Artifact Design and Development: The conceptualized design and development
of the blockchain and ML framework are the primary focus of qualitative research. The
framework was designed on the basis of theoretical foundations and an existing body
of knowledge. This requires refinement through several rounds of iterative design and
refinement occurs through pilot implementation and continuous evaluation. The artifact
design process follows several iterations and refinements to achieve artifact effectiveness
[122]. As illustrated in Figure 9, the DSRM process model [121] comprises six activi-
ties spanning the entire research process from initial motivation to final communication.

The Research Entry Point varied according to the specific study [121]. Research can be
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initiated through four primary approaches: commencing with a specific problem, concen-
trating on a particular objective, emphasizing design and development, or being driven
by the needs of the client or context. In this study, we adopt a ”problem-centered ini-
tiation,” wherein we identify an issue within the literature to evaluate its significance
and explore it throughout the research process. As illustrated in Figure 9, this approach
suggests that the research process will proceed sequentially, beginning with the initial

task: ”identify the problem and motivate.”

Process Iterations
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Figure 9: Design science research methodology process model [56].

3.3.2 Quantitative Methods

Experimental Evaluation: The study used an experimental evaluation method in
a controlled environment. This was mainly performed during the design cycle, where
the artifact was assessed and refined using the DSR guidelines, which cover the design,
testing, and iterative refinement stages. A quantitative method is used to evaluate the
effectiveness of the integrated framework. Quantitative data were generated by simulating
intermittent anomalous data values of parameter variations at different levels injected into
the data streams to best represent the performance of the artifact. The effectiveness of
the system was evaluated using key performance indicators such as prediction accuracy,

blockchain-logging latency, risk detection rates, and response times.
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3.4 Data Collection

The primary data for this study was generated from a simulated IIoT environment. I1oT
devices (representing real-world industrial machines and sensors) will be simulated to
generate data streams that will be monitored and logged by the integrated blockchain
and ML-based predictive auditing system [123], [124].

3.4.1 Data Sources

This study relied on data generated from a simulated IToT manufacturing environment
to ensure controlled evaluation of the proposed framework [125], [126]. The primary

data sources included the following;:

(a) IIoT Device Data: Data generated by I1oT devices, including sensor readings
(Locations and weight) were collected to serve as inputs for the blockchain and

ML auditing system.

(b)  Blockchain Data: Provenance data, including transaction records and logs of

state changes, were collected from the blockchain.

(¢) ML-based Predictive Auditing Data: Predictive models generate data on

the probability of system risks, including security breaches and system anomalies.

3.4.2 Data Collection Process

° Real-Time Data Collection: The system continuously collects data to sim-
ulate the real-time operation of the IIoT devices. Data are generated and fed into

both the blockchain and ML auditing systems.

° Simulated Data: The data will be simulated using Python scripts of IloT
devices, allowing controlled testing of the integrated system under various opera-

tional conditions. These Conditions are defined in the smart contracts.
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3.4.3 Experimental Setup

The experimental setup consisted of simulating IIoT devices in a cloud manufacturing

environment using two primary components [127].

Provenance Blockchain: A fully operational runtime of the Corda framework was
set up to record and validate the state changes of IloT devices, providing an immutable
record of device activities. The smart ledger blockchain invokes investigations by peers ac-
cessing the smart contract to automate the validation and logging of the state transitions

in the blockchain.

ML-Based Predictive Auditing: Machine learning model was conceptualized us-
ing random forest algorithms at the core to predict potential security threats and opera-
tional anomalies. The Random Forest model is deployed off-chain, analyzes the streams
of data from IIoT devices, and forecasts potential risks. While Random Forest (RF) is
inherently a batch learning algorithm, its integration within real-time Industrial Inter-
net of Things (IIoT) systems poses challenges related to responsiveness, data drift, and
dynamic behavioral patterns. To overcome these limitations and meet the operational
demands of cloud manufacturing environments, this study implemented an adaptive RF
strategy based on the principles introduced in our previous work [26], which proposed
a hybrid ML and provenance blockchain framework for risk mitigation. This approach
comprises two interdependent layers: (i) sliding window accumulation and retraining, (ii)

shadow model architecture.
(i) Sliding Window Accumulation and Retraining

e Rather than retraining the model after each individual data point, the system uses
a sliding time window to accumulate and audit data, specifically spatial coordinates
(x,y, z) and load weights w from IToT-enabled forklifts. A new batch is formed after
a predefined number of events (1,000 interactions). These data were then labeled

and used to update the training dataset.

e Retraining is either scheduled at new data thresholds or triggered when the model
performance metrics drop below a threshold. This approach ensures a balance be-

tween model responsiveness and computational stability, a technique that is widely
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applied in time-series adaptation models [173].

(ii) Shadow Training Architecture and Adaptive Updating The shadow model
architecture runs concurrently with the production pipeline, allowing for asynchronous
and non-disruptive model updates. This component continuously aggregates new labeled
behavior data derived from smart contract validation and predictive audit outcomes.The
retraining of the RF model was triggered based on performance degradation or new data

thresholds:
e Scheduled retraining: Every 2-4 simulated hours or after 10,000 new labeled records
e Adaptive retraining trigger: Fl-score falling below 0.85 on recent test batches

The updated model is validated offline and only hot-swapped into production if it out-
performs existing models. This methodology follows common MLOps practices, where

shadow models ensure robust deployment cycles [174].

Integration of Components: While the ML model conducts instantaneous eval-
uations of potential risks, the rules governing blockchain contracts are configured as
predictive audits, permitting updates solely when the ML’s risk predictions align with
established parameters. This integration enables continuous monitoring, risk mitigation,

and real-time audit-logging.
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3.5 Data analysis

The data analysis focuses on evaluating the effectiveness of the integrated framework in
terms of security, traceability, and operational continuity. The performance of anomaly
detection by machine-learning algorithms is measured using four parameters: true posi-
tives, false positives, true negatives, and false negatives [129]-[131]. A true positive (TP)
anomaly exists and was successfully detected. A false positive (FP) is a nonanomaly (be-
nign) that is erroneously detected as an anomaly. True negative (TN) is a non-anomaly
(benign) that is detected as a non-anomaly (benign). A false negative (FN) is an anomaly
that has been erroneously detected as non-anomaly (benign). There are two additional
parameters: the total number of positives (P) and the total number of negatives (benign
instances, N). These six parameters were used to generate the following four performance
metrics: Overall Accuracy, Precision, Recall, and F1 score. They are defined as follows

[129]-[131]:

3.5.1 Evaluation Metrics

Several evaluation metrics were used to assess the integrated framework.

e Overall Accuracy :%

e Precision = %
__(rp)

e Recall =TP+EN)

_ Precision X Recall
e Il Score = 2 x Precision+ Recall

The F1 score is the harmonic mean of precision and recall. By solving the following

equation, the final equation for the F1 score is as follows:

_ 2TP
F1 Score = 3TP+FPFN

Precision, Recall, and F1 scores were generated for every test case, whereas accuracy was
generated for all cases. However, there exists a method for calculating the overall F1

score [131]. The formula used was as follows:
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F = i1 (wiff)
° i=1i

Where
e F10 is Overall F1
e w; is the number of test cases in scenario
e flis the average F1 score for individual classes
e cis Weight (number of cases) of the ith class (number of cases)

A similar formula can be used to calculate the overall precision and recall of the model,

which reflect the anomaly detection rate of the model.

Traceability: Completeness and accuracy of provenance data captured on the blockchain.

Tracability =

(Numberof Device ActionsTracked) /(T otal Numbero f Device Actions)100

Blockchain Latency: Time taken to log device state changes to the blockchain.
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3.6 Threat Model

The threat model illustrated in Figure 10 describes the possible security threats, vul-
nerabilities, and attack vectors for the system. In addition, it allows the pinpointing
of risk that is foundational, and allows for an understanding of threats against which
the proposed framework must be defended. Appropriate mechanisms are encoded in

the framework to mitigate all identified threats, thereby preventing potential adversarial

actions against the system.

lloT Sensors &
Actuators

Role-Based
Access Control
(RBAC)

Al-Based Anomaly
Detection

Smart Contract
Execution

Manufacturing
Operators

System
Administrator

Blockchain Ledger
(Security logs)

Main Components
ID | Description
401 | 110T Devices
402 | Cloud Infrustructure
403 | Blockchain System

Ad4 | System Admin & IAM

3.6.1 Assumptions of the Proposed Framework

The effectiveness of the framework is based on several assumptions that define the security

Security Controls ‘ ‘

Threats [23] - [25], [28], [30],[53], [54]

ID | Description ID | Description

€01 | Al-Powered Anomaly Detection o1 | Device Compromise

c02 | Role-Based Access Control (RBAC) oz | Data Integrity Attacks (Spoofing Sensor Data, Malicious Firmware Updates
03 | End-to-End Encryption (TLS/SSL, VPNs) 03 | Man-in-the-Middie (MITM) Attacks

¢04 | Blockchain-Based Device Identity Validation T04| Eavesdropping (Data Interception, API Exploits)

<05 | Immutable Blockchain Logs T0S| Insider Threats

<08 | DDoS Protection (Cloud-Based Traflic Filtering & Rate Limiting) T06| DDoS Attacks

Figure 10: Threat Model.

model and the operational boundaries.

(a) IIoT Devices Are Trusted at Initial Registration: IIoT devices are assumed to

be trusted at initial registration and adhere to accepted industry standards for
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security, interoperability, and data integrity.

Security Best Practices: It is assumed that system components (IIoT devices,
cloud infrastructure, blockchain, and audit systems), as well as the communi-

cation between them, follow industry-standard security practices.

Trust in Blockchain Mechanisms: A blockchain network is inherently assumed to
be trusted because it operates on a definitive consensus mechanism that prevents

any unauthorized individual from validating and committing transactions.

Trusted Cloud Infrastructure: The cloud infrastructure used for off-chain stor-
age and processing is assumed to be trusted, which prevents unauthorized mod-

ifications at the infrastructure level.

Predictive Auditing System Is Continuously Updated: The predictive auditing
system is assumed to be updated continuously with machine learningmodels,
whereas predictive models can detect new types of anomalies when encountered

in real time.

Strong Authentication and Access Control Are Enforced: All user interac-
tions with the system are expected to utilize strong multi-factor authentication
(MFA) and role-based access control (RBAC) to safeguard against unauthorized

access.

Real-Time Data Availability: The system operates in a real-time context in
which data collection, processing, and decision-making are performed continu-
ously. This assumes low-latency operations for the IIoT and predictive auditing

systems.
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3.7 Framework Overview

The proposed framework for this research is presented in Figure 11 to implement the
continuous security, privacy, and trust of IIoT-enabled CPS devices working as machines,
equipment, robots, carriers, vehicles, and other assets allocated to smart contracts under
execution. The framework integrates a provenance blockchain with a cloud manufactur-
ing controller system with predictive auditing capabilities. This integrated framework
combines real-time device state tracking, ML-driven predictive auditing for early detec-
tion of threats, and proactive security enforcement and optimizes blockchain storage to

minimize transaction overhead while preserving traceability and data integrity.

Smart Logistics Contracts accessible by Predictive Auditing engine for cloud
procurement and logistics managers, and by Results manufacturing controller
authorities and auditors
peers Live Stream Predicted Historical
Records States Records

Off-Chain Storage (ProvDB) . t ‘

Provenance Database + Codes to automatically generate test and
training databases + Coding of ML Algorithm

- VfoVtVfoVfoVfo

Edge Computing layer interfaced with the smart contracts and also enabling data streams about each logistics event carried
out by the smart lloT-attached CPS devices related to a smart contract to the blockchain computers CPS

A A A A A A A A A A A A A A A A A A A
A network of smart (lloT attached and cognitively enabled for sensing and transmitting data ) logistics & Production assets:

Cranes, Hoists, Platforms, packaging equipment, robots, in-plant vehicles, in-warehouse vehicles, outdoor vehicles, shelves,
motors, power systems, pallets, and several other plant and warehousing machines.

visible to
blockchain

BLOCKCHAIN PLATFORM ON
CLOUD MANUFACTURING

Blockchain

Figure 11: Proposed Framework.

The proposed framework comprises [loT-enabled manufacturing smart logistics and pro-
duction assets digitalized using IloT attachments, such that the assets can collect data
from their sensors and send them to cloud manufacturing controllers through the Internet.
Examples of these assets include Cranes, Hoists, Platforms, packaging equipment, robots,
in-plant vehicles, in-warehouse vehicles, outdoor vehicles, shelves, motors, power systems,
pallets, and several other plants and warehousing machines. These assets must be allo-

cated to smart contracts to execute predefined tasks to be monitored and controlled by a
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cloud-manufacturing controller. CPS devices can send data directly to application Pro-
gramming Interfaces (APIs) over the Internet. Off-Chain Storage (ProvDB) captures the
state changes in CPS devices while executing tasks assigned by smart contracts. Instead
of storing all raw data in a chain, ProvDB is used for off-chain storage, containing detailed
provenance data, whereas blockchain retains hashed summaries. The machine learning
models were tasked with learning from the ProvDB training database and using the test
database to arrive at the predicted values of the next state and were fed to the CMC
for comparison with the historical time series data. A cloud manufacturing controller
(CMC) contains a predictive auditing engine for cloud manufacturing controllers based
on smart contracts. The predictive auditing engine is tasked with comparing the latest
state data, predicted values, and historical time-series data and classifying each transac-
tion as low-, medium-, or high-risk, triggering automated responses for mitigation. The
predictive auditing engine continuously learns from both real-time and historical data,
and adapts to evolving attack patterns and system anomalies. CMC implements an in-
terval logging mechanism, periodic hashing, and anchoring data on the blockchain to
ensure its integrity. All results generated by CMC are visible to the blockchain peers
for transmission into the blockchain smart contract execution blocks as status updates.
A blockchain maintains an immutable ledger of device state changes and event logs. If
the results are rejected by the blockchain, blockchain peers must raise alerts to conduct

investigations on doubtful CPS devices.
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3.8 System Architecture

The proposed system architecture presented in Figure 12 consists of five interdependent
layers, each designed to handle specific tasks within the framework. These layers en-
sure seamless data collection, anomaly detection, blockchain-based provenance tracking,

smart-contract execution, and real-time alerts for security and compliance.
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Blockchain Integration Layer

: Smart Contract Execution Layer : : Alert & Response Mechanism

Isolate Devices
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5 Validation Lo Pub/Sub
#  Decision s .
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Low / Medium E
I High Risk
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Figure 12: System Architecture.

3.8.1 IIoT Device Layer

The IToT Device Layer serves as the foundation of the framework, where IloT-enabled
sensors continuously generate real-time data through API interfaces that are enabled on
the internet for cloud manufacturing. IIoT assets must be allocated to smart contracts
to execute predefined tasks to be monitored and controlled by cloud manufacturing. The

MQTT broker is employed as a lightweight messaging protocol to facilitate real-time data

69



transmission between the IIoT and cloud manufacturing. This component addresses RQ1

by continuously logging IIoT device states off-chain

3.8.2 Data Processing and Anomaly Detection Layer

This layer applies ML models to refine, analyze, and assess incoming data for potential
risks and anomalies. This layer detects anomalies and calculates the risk scores of be-
havioral anomalies based on signatures in the data streams collected from the processes.
This component addresses RQ2 by detecting potential anomalies in [ToT device behavior
using a trained Random Forest model, thereby enabling real-time anomaly detection and
proactive threat mitigation. It also contributes to RQ3 by generating risk scores that in-
form downstream blockchain validation and consensus decisions, ensuring data integrity

and operational continuity.

3.8.3 Blockchain Integration Layer

The blockchain layer ensures that device states are recorded immutably. Each device
interaction was stored as a blockchain transaction. The transactions are stored in nodes
in the form of shared states that are visible to participants involved in the blockchain
[135]. When a state is changed, it is accepted only when the majority of nodes val-
idate the change in the state. The transactions are grouped in the form of “chained
blocks” a protected cryptographically using hash function, which not only identify the
transactions but also links them with their previous transactions thus ensuring seamless
integration of the sequence of transactions [136], [137]. This component addresses RQ1
by providing a secure and immutable ledger for provenance tracking, using interval-based
commits to optimize for performance and scalability in IIoT-enabled Cloud Manufac-
turing environments. It also addresses RQ3 by ensuring data integrity and traceability
through cryptographic validation and decentralized recordkeeping, reinforcing trust in

manufacturing operations.

3.8.4 Smart Contract Execution Layer

The Smart Contract Execution Layer governs compliance verification and state transi-

tions within the framework, ensuring that devices adhere to pre-established operating
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boundaries. This layer operates as follows.

(a) Smart Contract Logic: State transitions are validated based on the computed
risk score of their operational boundary breach defined in the smart contract
at the time of asset registration in the blockchain. In a smart ledger, the state
transitions of smart contracts are tied to risks, enabling blockchain peers to

swiftly recognize and address major deviations.

(b) State Change Decision: If device is compliant, its state is updated on the
blockchain. If any of the device’s state values fall outside the allowed boundaries,
the smart contract will reject the transition, preventing the update from being

recorded and invoke further investigation

This layer ensures that only authorized and compliant devices can operate, thereby pre-
venting unauthorized asset movements and operational breaches. This component ad-
dresses RQ3 by validating IToT device transactions using programmable smart contracts
that enforce compliance with expected behavioral norms. Transactions flagged as anoma-
lous by the ML engine are rejected, ensuring that only trustworthy data is committed to

the blockchain, thus maintaining system security and operational resilience.

3.8.5 Alert and Response Mechanism

When anomalies are detected, alerts are triggered and blockchain peers initiate inves-
tigations. Smart contract updates help in invoking alerts about contractual breaches,
such that essential corrective and preventive actions can be taken proactively. The Alert
and Response Mechanism ensures real-time monitoring and proactive security responses
that trigger automated actions such as sending alerts or updating compliance logs before
they fully materialize, thereby reducing the risk of damage or data loss. This component
addresses RQ3 by dynamically adjusting blockchain consensus mechanisms based on the
ML-generated risk level of each transaction. It accelerates validation for low-risk trans-
actions (using PoA) while requiring enhanced scrutiny for high-risk cases, thus balancing

security and performance continuity in the I1oT ecosystem
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3.9 Data Flow Diagram

The data flow of the proposed framework follows a sequential process in which each

layer of the system interacts to achieve secure, compliant, and transparent IIoT opera-
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Figure 13: Data flow Diagram.

operational data related to the IIoT device provenance parameters allocated to smart
contracts. The dataset was processed using an artificial intelligence system specifically
designed for anomaly detection. Within this framework, machine-learning models moni-
tor the operational parameters delineated in smart contracts and identify deviations from
these parameters through predictive auditing facilitated by artificial intelligence. The
anomaly detection process consists of sub-range validation, historical comparison, and
risk classification. Measured values that exceed the set thresholds or differ significantly
from normal behavior are given a risk score (NONE through HIGH), and the system
determines whether further intervention is required. Machine learning predictions can be

based on continuous learning from data streams flowing from [1oT operation fields.

Once analyzed, the provenance data are subjected to state validation through smart
contracts stored in blockchains, ensuring that all transactions comply with predefined
operational constraints. Smart contract state rules can be defined to enforce policies on

an entire cloud-manufacturing network. The state changes in the smart ledger of smart
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contracts were linked to risks so that blockchain peers could detect high deviations and

take actions in a timely manner.

When anomalies or unauthorized activities are detected, the system automatically triggers
alerts and response mechanisms, based on the severity of the identified risk. Any anomaly
causing negative execution of smart contracts is detected through machine learning and
traced to the device using provenance data. Negative execution breaches the blockchain
state transition rules; hence, transactions are rejected, thereby promoting investigation.
The framework ensures that all flagged anomalies are logged immutably, maintaining an
auditable trial for the compliance, security, and continuous monitoring of IToT assets

within the system.
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3.10 Algorithms

This section presents the main algorithms used to develop the framework, which include

continuous monitoring, predictive risk detection, and secure provenance tracking.

3.10.1 Algorithm 1

This algorithm addresses the need for continuous monitoring of IToT devices by logging
off chains in real time, whereas an optimized interval-based blockchain enhances security

and reduces the blockchain overhead.

Let D =dy,ds,...,d, be a set of IIoT devices. Sy the state of device d at time t.
P(d,t) be the provenance log of d at time t.
Denote the blockchain record at time t as B(t)

Algorithm Steps:

Algorithm 1 Continuous Provenance Logging and Interval-Based Blockchain Commit
Input: S(d) state of the IToT device, Monitoring interval T, Blockchain B

output: Provenance log P(d,t), updated blockchain B(t)

1: Initialize ProvDB and Blockchain
P(d,t) < Initialize ProvDB
B(t) + blockchain ledger
2: State Retrieval and Off-Chain Logging
Retrieve the real-time state S(d) of each device d in D and store it in ProvDB
3: Calculate cryptographic hash H(P(d,t)) of the provenance log after a pre-
defined monitoring interval T,which is the threshold time interval.
Append H(P(d,t)) to the Corda blockchain B(t+1)
Clear temporary logs after committing to blockchain.
4: Repeat Process

Logging and committing system status changes at regular intervals.
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3.10.2 Algorithm 2

This algorithm leverages machine learning (ML) models to predict real-time potential
anomalies using the behavior of I[1oT devices. The algorithm sends alerts as soon as an
anomaly is detected, and records the event on the blockchain for later reference, thereby

establishing a proactive approach to security.

X = [x1, %9, ... 23] is the input feature set extracted from the IToT device behavior.
Y = [0, 1] be anomalous status, Y=0 normal; Y=1 anomalous.
f(X)—Y is a random Forest based predictive function.

P(Y = 1X)e [0,1] is the probability of occurrence of an anomaly

Algorithm Steps:

Algorithm 2 ML-Driven Predictive Anomaly Detection with Corda Integration
Input: IIoT device data, X, pre-trained ML model, M, anomaly threshold, T

Output: Anomaly detection Y, risk probability P(Y = 1|X)
1: Data Collection
Real-time data X from the [1oT sensors were continuously collected.
2: Data Preprocessing
Normalize and denoise the collected data for anomaly detection.
3: Prediction
Use the preprocessed data X as input into the ML model to check if there is
likelihood of anomaly happening M(X) —P(Y = 1|X)
4: Anomaly Detection and Response
Trigger an alert and log anomaly in provenance P(Y = 1|X) > T
The anomaly is notified to blockchain peers as a record for further investigation.
Trigger an alert and log anomaly in provenance
5. Repeat

Continuously monitor and detect anomalies in real-time.
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3.10.3 Algorithm 3

This algorithm takes advantage of Corda smart contracts to validate the behavior of
IToT devices before committing provenance data to the blockchain. When a transaction
occurs, it is first processed through a smart contract that checks for potentially malicious
behavior, flagging it when an anomaly is detected. The smart contract rejects transactions
and alerts the network for manual review, thereby ensuring that only compliant data are

recorded.

Let SC the Corda Smart Contract 7, X be the validation function such that P(d,t) be
the provenance log of d at time t.

If device behavior is normal,V(7,) = 1 (valid). For anomaly detection, V(7T,) = 0
(invalid)

Algorithm Steps:

Algorithm 3 Smart Contract-Based Dynamic Validation and Anomaly Response
Input: Provenance transaction Tx, anomaly flag Y, blockchain B

Output: Validated blockchain commit B(t + 1)

1: Transaction Extraction
Provenance data P(d,t) are extracted from each incoming transaction 7.
2: Anomaly Validation
Anomaly status Y retrieved from the ML model.
3: Smart Contract Approval
If Y = 0 (normal behavior), the SC authorizes transaction V(7,) = 1 and the
data are committed to the blockchain.
If Y = 1 (anomaly detected), the SC rejects transaction V(7,) = 0, and issues
an alert for further analysis.
4: Repeat
Verification and authorization of subsequent transactions according to device

behavior
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3.10.4 Algorithm 4

Unlike static consensus models, this algorithm implements dynamic consensus, meaning
that they change the way they approve transactions, depending on the risk assessments
of each transaction in real time. Transactions with lower risk levels are processed faster,

whereas higher-risk transactions require broader validation from their blockchain peers.

Let R(t) be the risk score of a transaction.

Let C be the consensus threshold.

Algorithm Steps:

Algorithm 4 Dynamic Consensus Mechanism for Risk-Based Blockchain Commit
Input: Risk score R(t), blockchain B

Output: Adaptive transaction approval

1: Risk Calculation
The risk score R(t) for each transaction is calculated using the ML-based anomaly
detection output.
2: Transaction Approval
If R(t) < C, approve the transaction by using a fast PoA mechanism.
If R(t) > C, validation using multiple Blockchain validators is required for high-
risk transactions.
3: Commit Transaction

If approved, the transaction is added to Blockchain B(t).

Table 2: Summary: Algorithm—Component—Research Question Mapping

Algorithm Functionality Research
Question(s)

Algorithm | | Real-time provenance logging and periodic RQI
blockchain commit

Algorithm 2 | Al-based anomaly prediction and RQ2
blockchain-integrated alerting

Algorithm 3 | Smart contract validation of device RQ3
behavior

Algorithm 4 | Risk-based adaptive blockchain consensus RQ3
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3.11 System Design

The design integrates off-chain provenance logging with ML-driven anomaly detection,
which can interface with a smart ledger blockchain to enforce security policies by using
corda-based smart contracts. The off-chain layer in the design has two core components:
machine learning and predictive auditing engine. The machine learning component was
designed to learn from the data streams of ITIoT devices used in cloud manufacturing.
At every receipt of the data block (an entire row in the database), the random forest
machine learning was implemented to predict the next data block. The predictive audit-
ing engine was designed to identify risk levels based on a comparison between machine
learning predictions and the actual data block received. The risk levels are fed to the
blockchain’s smart ledger, which records events related to the smart contract being ex-
ecuted. Blockchain was designed to enforce different actions on peers at each risk level.

The framework is shown in Figure 14, which comprises the nomenclature taken from

Figure 8.
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Figure 14: System Design.

As illustrated in Figure 14, the primary systems encompassing state databases S1 and S2
undergo regular updates upon the completion of events, as delineated by smart contracts

within smart ledgers L1 and L2. Applications A1, A2, and A3 affiliated with organiza-
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tions R1, R2, and R3, respectively, oversee the state changes in S1 and S2 on behalf of
RO through their respective smart contracts. Consequently, administrators A1, A2, and
A3 operating outside the blockchain framework are responsible for ensuring the accu-
racy and reliability of event data recorded in the S1 and S2 state databases within the
blockchain. Therefore, A1, A2, and A3 are integral to the development of robust secu-
rity protocols for the proposed solution. Applications A1, A2, and A3 incorporate API
interfaces that enable the reception of data from Industrial Internet of Things (IIoT)
devices integrated into active processes. These applications are engineered to register
IToT devices by assigning unique hexadecimal keys to facilitate the data transmission.
The data collected from these IIoT devices were used to update the states within the
state databases of the blockchain. Once authorized, I1oT devices are expected to pro-
vide precise updates on events from ongoing operations, which can be used to modify
the states in the blockchain’s state databases. Provenance blockchain control has been
proposed to ensure the consistent reliability of IIoT devices. Ideally, the unique hex-
adecimal keys assigned to IToT devices for data transmission should serve as a proof of
provenance. However, this method represents a singular form of control and does not

guarantee continuous reliability, particularly in the presence of insider threats.

To ensure continuous verification of trustworthiness, a predictive auditing layer was cre-
ated to build and use its own database, known as the Provenance Database (ProvDB),
to conduct training and testing cycles. Random forest was used as the machine learning
algorithm. The model was trained using historical data from ProvDB, which contains
IToT inputs from processes carried out to meet the conditions of smart contracts stored

in L1, L2, and L3.

3.11.1 Design Analysis

Figure 15 presents a simplified version of the system design intended to enhance the
comprehensibility of the complex elements depicted in Figure 14 and facilitate the imple-
mentation of the system. Within the domain of cloud manufacturing, IToT devices can be
compared to PLCs equipped with IP communication capabilities, enabling them to con-
nect either to edge computing servers or directly to the internet [58], [138], [139]. These

devices are integrated into cloud manufacturing systems that execute smart contracts
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that are stored in a blockchain. They function as on-chain IoT devices and are directly
managed by applications (A1, A2, and A3) under the control of the contracting parties.
These devices record all the process events identified by the ”provenance variables of
interest” in an off-chain database. The provenance variables of interest are predefined

within the blockchain rule engine and associated with the execution of smart contracts.

This study envisions a warehouse scenario in which forklifts are rented via a smart con-
tract to operate within specified physical boundaries that smart contract owners must
not exceed. The streams of location and weight data are treated as dynamic provenance

sources.
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Figure 15: Design Analysis.

The attributes in question were delineated within an experimental framework wherein
the Industrial Internet of Things (IToT)-enabled forklift-loading machines were allocated
to a warehousing smart contract functioning within a substantial multistory warehouse
infrastructure. The monitored attributes include the movements of IIoT devices within

the warehouse premises and the weight borne by each IloT-enabled forklift asset.

A data management system systematically retrieves organized and structured records
from an off-chain database to facilitate the training of a machine-learning algorithm.

Through the application of supervised learning, the machine learning model is capable of
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forecasting the "predicted value of the next record,” which pertains to the forthcoming
states of the variables of interest associated with smart contracts. The predictive au-
diting engine assesses the time-series patterns of the most recent predicted values of the
variables against the actual values obtained. Concordance between these values indicates
an absence of risk. Conversely, any discrepancy between the predicted and actual values

of the variables may imply risks that could undermine trust in the IIoT devices.

3.12 Implementation

The implementation is realized using Corda, a distributed ledger technology (DLT) plat-
form, to enforce on-chain provenance logging and access control, while Off-Chain ML
models analyze transaction patterns and detect anomalies in real time. The system is

composed of the following key Off-Chain and On-chain Components

3.12.1 Off-Chain Components Implementations

The off-chain component was implemented as a provenance predictive auditing system
by inspecting the data streams sent by the IIoT devices that recognized provenance
identification provided by unique hexadecimal keys allocated by applications A1, A2,
and A3, as shown in Figure 14. Predictive analytics was implemented using a random
forest machine learning algorithm and a time series-based engine. The machine learning
algorithm made predictions for the next dataset based on learning from the data streams
coming from the API clients (simulated as IIoT devices), and the time-series engine
created risk logs by inspecting the differences in data between the predicted and actual
datasets obtained from the API clients. The state of a specific IIoT device at time can
be defined as
X = [, Y, 26, Wi

Where:

* Ty, Yi, 2 represents the spatial coordinates of the device in a geo-fenced area at
time t. These coordinates are used to identify the location of the device in specific

areas (loading area, storage,dispatch area, etc.)

* Wy represents the weight or load associated with the device at time, as recorded
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statistics/operational data show how much loading the device carries.

The design of the predictive auditing architecture is illustrated in Figure 16. The ML
design was conceptualized using random forest machine learning algorithms at the core.
A Random Forest is formed as a collection of decision trees, also known as random trees.
Random forests were selected because of their capability to make independent predictions
regarding multiple variables streaming continuous datasets in a group, forming a structure

based on past records [117].

The random forest algorithm was developed by Breiman in 2001 [117]. Random forests
can be viewed as a collection of decision trees used as independent classifiers. Each
decision tree can make its own predictions by generating branches based on simple Yes
and No decisions. In experiments by Breiman in 2001, training datasets were built from
214 to 2310. In addition, he used three large datasets—7291, 4435, and 15000—-to study
the effects of large data sizes. They found that training data sizes above 435 resulted in
low error rates (less than 10%) with large data sizes, which did not make much of the
difference (up to 80% accuracy). However, to achieve accuracies greater than 80%, the
data size must be significantly increased. Therefore, the size of the training dataset used

in this study was 152400 records per asset.
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Figure 16: Predictive Auditing System Design.
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Unlike prior approaches that primarily rely on high-level policy logs, inferred access con-
trol events, or abstracted device actions, which often fail to capture the nuanced opera-
tional behavior of IIoT devices in context, this study emphasizes the limitations of such
indirect methods in detecting critical anomalies or behavioral deviations [153]. To ad-
dress this gap, the proposed framework introduces a multidimensional behavioral capture
mechanism that enables explicit, real-time monitoring and classification of device-level
activities. In our simulated industrial environment, each IToT-enabled forklift was in-
strumented with sensors to continuously stream raw, low-level data—comprising spatial
coordinates xy, ¥, z;) and load weight W;). These features collectively represent the dy-
namic physical state of the device at any given time. To enhance contextual awareness
and traceability, the data were geofenced according to predefined functional warehouse
zones—including storage, loading, and restricted areas—thereby enabling the generation
of precise zone-transition events that reflect the spatial-temporal behavior of each forklift
with high fidelity. These enriched logs are subsequently processed by a predictive audit-
ing system that is implemented using a Random Forest classifier in conjunction with a
time-series engine. The model is trained on historical labeled behavior to classify current
states into categories, such as fully compliant, partially compliant, or rogue. Discrepan-
cies between predicted and actual data were recorded as potential risks, each annotated
with a compliance-based score [154]. This explicit behavioral model has three significant

implications.

* Context-Aware Enforcement: By incorporating real-time behavioral data, smart
contracts can enforce policies based not only on user roles, but also on actual de-
vice behavior, thereby enhancing the granularity and effectiveness of access control

mechanisms [153].

* Enhanced Anomaly Detection: The system’s capability to identify deviations
in physical behavior, as opposed to relying solely on log-based heuristics, facilitates
a more precise and timely detection of anomalies. This is essential for maintaining

operational integrity in Industrial Internet of Things (IIoT) environments [155].

* High-Fidelity Operational Traceability: The extensive logging and analysis of
device behavior enable detailed forensic audits, offering comprehensive visibility of

events and facilitating adherence to security standards such as IEC 62443.
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The first step in the implementation involves collecting real-time data from the IloT
devices. In this study, the predictive auditing capability was implemented using data
generated from MQTT API clients configured as IToT sensors with transmitters. Appli-
cations Al, A2, and A3 in figure 16 have API interfaces on which IToT devices deployed
within operational processes are integrated. The role of these applications begins with
the registration of IIoT devices by assigning them unique hexadecimal keys and catego-
rizing them into a specific operational zone. Apache ActiveMQ was used as the MQTT

broker to simulate a continuous real-time data transfer.

An MQTT server is installed and configured to receive transmissions on topics related
to the assets assigned to the smart contract. Applications A1, A2, and A3 subscribe
to relevant topics for each asset attribute. The IIoT data transmission was simulated
using an MQTT-based messaging system. Several asset-specific topics were created in
the MQTT broker to simulate the forklift operations in a warehouse environment. The
concept of topic data is the specific context in which data are transmitted. In this study,
the topic is data collected on attributes related to the IloT asset engaged in a smart
contract tracked through the blockchain. The attributes were defined in a scenario in
which forklift-loading machines were assigned to a smart warehousing contract operated
within a large multistory warehouse infrastructure. The monitored attributes are the
movements of assets within the warehouse premises. The weights loaded on the assets of

the simulated IIoT devices (publishers) were as follows:

”»

String DATA = “X-axis movement in meters ”;
String DATA2 = “Y-axis movement in meters
String DATAS = “Z-axis movement in meters
String DATA4 = “asset loading weight in KG 7.
String DATAS = “asset ID
String DATAG= "yes”; Asset active/inactive Boolean

The string body = 77; combines all the above information and sends it to the MQTT

broker.

Figure 17 illustrates that the entity relationship between MQTT topics, publishers, and

subscribers is "many-to-many,” meaning that multiple publishers can transmit data to a
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single topic and multiple subscribers can access data from various topics. This ”one-to-

many” relationship between assets and MQTT topics.

ASSET

int id

string location

float value
contains generates
d
ZONE MQTT_TOPIC
int id string topic
publishes subscribes
%ﬁz \R
DATA_PUBLISHER MQTT_SUBSCRIBER
string publisher string subscriber

Figure 17: Entity relationship Diagram.

Each IIoT asset, represented by A;, transmits data to structured MQTT topics, reflecting
the hierarchical organization of warehouse zones and assets. Zones Z; are predefined geo-

fenced areas mathematically represented to ensure a systematic asset arrangement:
Zj - {Xmin S X(t) S Xmaxu Ymin S Y(t) S Ymax}

Each IToT-enabled forklift is assigned predefined movement boundaries and weight limits
to reflect realistic constraints in a warehouse setting. The index of each asset within a

zone is determined by
A'L’ S Zj — Xz S [XminaXmax]

Each asset transmits a data packet D;(t) containing the spatial coordinates X;(t),Y;(t),Z;(t)
and weight W;(t).



In the diagram illustrated in Figure 17, data publishers (IIoT devices) transmit the data
collected from assets to relevant MQTT topics. In this study, data from topic publish-
ers were generated and transmitted using an Apache ActiveMQ MQTT Broker server.
Applications A1, A2, and A3 employ MQTT interfaces to receive provenance data from
Industrial Internet of Things (IIoT) devices connected to the forklifts. Data were pro-
duced using the publisher’s module. The transmissions from the publisher (simulated
IToT devices) receive a subscriber to an MQTT broker, which acts as a listener. The
data flows from the MQTT topic publisher (simulating the IIoT devices) module com-
prise stable data values of parameters constituting the events of a process. Intermittent
anomaly values of the parameter variations at different levels were simulated in the data
streams. In this study, the decision was made to refrain from using real IToT devices
within a laboratory setting, as the primary aim was to detect anomalies in the data they
produced rather than focusing on the engineering of the IloT devices themselves. In
practical industrial settings, the publisher is integrated as firmware within physical I1oT
devices, allowing data for the topic publisher to be automatically generated by industrial

sensors embedded in these IIoT devices.

The real-time data collected from IIoT devices are temporarily stored off-chain to avoid
overloading the blockchain and to ensure efficient data handling. Data were transmitted
to ProvDB from Apache ActiveMQ), formatted as topic publisher data by a publisher
module, with entries corresponding to the structure of the ProvDB database. The initial
column contains the device keys necessary for registration, whereas the other columns
display the numerical data gathered from the sensors during operational processes. The

numerical data gathered from the sensors were transmitted by the topic publisher to

subscribed listeners (A1, A2, and A3).

The provenance database was assigned to the outputs of the listeners (A1, A2, and A3).
This is the “ProvDB.csv”, in which the data sent on IIoT assets are stored. The attributes
of all IIoT assets can be segregated and appended when the data are received from the
Publisher through the MQTT broker, thus creating new rows of data being received.
Upon receiving MQTT messages, the cloud manufacturing applications (A1, A2, and
A3) temporarily buffer incoming data and segregate data points (location updates and

weight measurements) for each asset over the defined time intervals. The device state
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changes were captured and logged at predefined intervals as follows:
T,ext + Tourrent = Delta(T)

Where T,,ext is the next logging timestamp, the T.urrent represents the Current times-

tamp and Delta(T) is the Predefined logging interval.

The ARFF format file “ProvDB” can be appended when the data are received from
the Publisher through the MQTT broker, thus creating new rows of the data being
received. The data were stored in the Provenance database (ProvDB), defining Asset 1D
as the primary classifier. A decision tree acts as a node in a data tree. In this study,
SQL databases were used to simulate off-chain data storage for all records from field and

individual asset-specific databases, which were later split into training and test databases.

The collected data were segmented by device IDs so that each device’s operational data
could be analyzed independently. The pre-processing step segregates the dataset of assets
or depends on the latest data received. It builds the ProvDB database, segregates the
training databases from ProvDB for each asset, and appends them with the latest data
to generate prediction data for each asset by learning from the training data specific to
the asset. The implementation simply identifies the data tree stored in the provenance
database that is activated for training. To obtain highly reliable results [128], approxi-
mately 14200 records per IIoT were entered into this file to create a training database for
machine learning. To operate the machine learning algorithms, the training dataset files
were generated separately for each IloT asset. The entries in the training dataset are
clearly marked as anomalies and benign records. The data were stored in the provenance
database under defined definitions, indicated by X (X coordinate), Y (Y coordinate), Z
(Z coordinate), and W (weight).

In the next step, a random forest machine learning algorithm was trained. Random
forests can be viewed as a collection of decision trees used as independent classifiers.
Each decision tree can make its own predictions by generating branches based on simple
Yes and No decisions. For example, it will split a dataset into two and mark a Yes for
data above the splitting point and a No for data below it. The random forest algorithm
creates an ensemble of all decision trees generated by a dataset such that their predictions

can be combined to generate a singular and more accurate prediction. The random forest
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algorithm randomly generates inputs following the simple formula Log2M + 1, where M

is the serial number of the input (or simply an integer).

The process events from the IIoT device were scanned to capture behavioral provenance
from traces of the operational histories of the simulated IIoT devices. The traces contain
the latest MQTT records. Several rules were defined to split the ProvDB file into separate
files comprising data for each IIoT asset. These files were further split into the training
and testing datasets. After splitting the datasets, a new random tree was generated.
Finally, the training data split was applied to predict the generated random tree. The
machine learning model selects the training data based on Asset Id given in the ” ProvDB.”
and appends them continuously as more data arrive from the publisher’s execution. The
data in these files were used in machine learning as training data for prediction. The latest
data (approximately 20%) were used as test data, and the remaining data (approximately

80%) were used as the training data.

The split adapts to new real-time data patterns, allowing the model to evolve as more
data is collected. Training data records were used per asset to capture all the relevant
features and relationships within the data space. As this is a well-designed engineering
process that follows some formula of operation, the predictions are expected to follow
predictable time-series patterns. The predictions are made asset-wise such that the risk

logs can be validated for the exact asset ID.

Referring back to Figure 16, the predicted value and the latest record were compared

using a predictive auditing engine.
w;i(t) — Py(t) > €(t)

The predicted state of a device P;(t) is compared with the actual observed state wu;(t),
and any deviation beyond a predefined threshold epsilon(t) is flagged as an anomaly,
which triggers an investigation. epsilon(t) is the dynamic threshold that adjusts based

on historical data.

In addition to the Random Forest, a time-series analysis was incorporated to track the
temporal progression of the device states over time. Machine learning was applied to
interpret ongoing data streams and anticipate forthcoming data sequences. A predictive

auditing rule was established to evaluate the expected versus actual occurrence of the
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subsequent data combinations. Alerts were generated to log the risks associated with
four variables: movement along the X-axis, movement along the Y-axis, movement along
the Z-axis, and weight being lifted. It was expected that the predictive auditing engine
would not be affected by sudden anomaly injections because it would take into account
hundreds of previous data rows for its prediction. This provides an opportunity for
anomaly detection as there were differences between the actual values and values predicted
by machine learning. These differences enforced the logging of risk levels in predictive

auditing logs.

A dynamic risk score R(t) is calculated based on the deviation between the predicted and

observed behaviors, considering historical trends and contextual factors:

WhereA(D) denotes the change in device state over time. H (¢) is the historical state of the
device and C(t) is the context, including conditions that could influence device actions.

Based on the computed risk score, the devices were classified into different risk levels.
e NONE: No anomaly detected.
e LOW: Minor deviation detected.
e MEDIUM: Moderate deviation, requiring investigation.
e HIGH: Significant anomaly, requiring immediate action.

This dynamic risk-based classification ensures that the system adapts to the evolving
nature of device operations. The computed risk score R(t) is categorized into discrete

risk levels using thresholds € (t),e2(t), €3(t)

(
NONE,  if R(t) < e:(t)

Level(R) _ LOW, if 61(t) < R(t) < Eg(t)

MEDIUM, if ex(t) < R(t) < es(t)

\HIGH, it R(t) > e5(t)
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Each Industrial Internet of Things (IIoT) device is assigned a security level, categorized
as NONE, LOW, MEDIUM, or HIGH risk. These risk levels are determined based on
the physical locations where the devices are authorized to operate and the maximum
load capacity each device can manage. In practical applications, a multilevel warehouse
may have forklifts restricted to designated areas. If these forklifts exceed their assigned
boundaries, they risk encroaching on zones designated for other forklifts, potentially
resulting in accidents. Furthermore, there may be issues in assigning forklifts to tasks
that they are not equipped with, such as handling weights beyond their capacity. The
severity of the boundary violation determines the risk level. The machine learning and
predictive auditing engine developed in this study is designed to forecast the subsequent
state values for each dataset received and then compare these predictions with the actual

data to document any risks.
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3.12.2 Implementation of On-Chain Components

(a) Provenance Log State (IOUState)

The Provenance Log State defines the attributes of each IIoT transaction, ensuring that
the asset metadata of each IIoT asset, such as coordinates (X, Y, Z), weight, and risk
classification, are immutably recorded on the blockchain. This implementation ensures
the following attributes directly in transaction records that asset movements, operational
loads, and security risk levels are recorded immutably on the distributed ledger so that

the system can trace asset behavior across the ledger.

I0UState(s% = y, s% = Z, s% = Weight, s% = IloTassetld, s% = Risk, s% =
Sender, s% = Reciever, s% = linearld’, x, y, z, weight, assetld, risk, sender, receiver,

linearld)
The key attributes of IOUState include the following.

e X, Y, Z: Positional coordinates tracking IIoT asset movement.

Weight (W): operational weight of the asset.

Risk — Security classification (e.g., NONE, LOW, MEDIUM, HIGH).

Assetld: Unique identifier for the asset.

e sender, receiver — Parties involved in the transaction.

linearld —encrypted ID of a CORDA transaction
(b) Integration with the Provenance Log Schema

The Provenance Log Schema (IOUSchemaV1.java) links the IOUState variables to the
on-chain database schema, ensuring alignment between ledger storage and smart contract
rules. IOUSchemaV1 is used to declare the exact columns and table names that will be
referred to and in which the data will be stored. These column and table names are
declared with variables and are used in the remaining variables. This schema ensures
that all transaction data adhere to a structured format, making it easier to query and

verify the provenance data. Figure 18 presents a flow chart illustrating the structure of
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logging provenance data through smart contracts.
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Figure 18: Logging provenance data.

To ensure that the off-chain logs remain tampered with, a Merkle Tree is computed over

the latest IIoT data in the off-chain ProvDB. Each block in the blockchain contains mul-

tiple transactions. Before adding them to a block, they underwent Merkle Tree hashing.

e Each transaction (T1, T2, T3, and T4) is hashed individually (hash (T1) = SHA-

256(T1)).

e The resulting hashes are combined and re-hashed in pairs - Hash(T12) = SHA-

256(Hash(T1) + Hash(T2)),

This process continues until a single Merkle Root is formed.
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Figure 19: Merkle Tree hashing process.
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The final Merkle Root is a single hash that stands for every transaction in a block.

Each hash is based on its child nodes; therefore, tampering is easy to perform. If any

transaction changes, the relevant hash changes and the entire tree changes up to the root.

Each new transaction in the blockchain is cryptographically linked to a previous trans-

action through its hash, thereby forming a verifiable and secure audit trail. Every block

contains metadata with a hash of the current and previous blocks, thereby forming an

irreversible chain of blocks. This means that once a block is added to the chain, it is very

difficult to change any of the data, because it would invalidate all subsequent blocks and

be detected by anyone looking at the chain. The linkage process is based on the following

principles. Each block has hash "H(Bn), ” which is produced by

e The hash of the previous block (H(Bn-1))

e The hash of the transaction data of the latest block, H(Tn)

Block N

Current block Hash
H(B_N)= H(B_N-1) + H(T_N)

Previous block Hash
H(B_N-1)

Hash of Transaction data
HT N)

\

Block (N-1)

Current block Hash
H(B_N-1)= H(B_N-2) + H(T_N-1)

Previous block Hash
H(B_N-2)

Hash of Transaction data
H(T_N-1)

~—
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Block (N-2)

Current block Hash
H(B_N-2)= H(B_N-3) + H(T_N-2)

Previous block Hash
H(B_N-3)

Hash of Transaction data
H(T N-2)

Figure 20: Cryptographic linkage process.




Each block contains a pointer to the hash of the previous block, H(Bn-1). If any data in a
previous block are altered, its hash will change, invalidating all the subsequent blocks. A
hybrid blockchain database was established by integrating on-chain and off-chain storage,
leveraging Merkle Trees for efficient verification. When a blockchain peer requests prove-
nance verification, the system retrieves the Merkle Proof (hash chain leading to Merkle
Root). Merkle Proof was used to verify that the data were not altered. If the computed

root matches the on-chain Merkle Root, the data are considered to be authentic.

3.12.3 Provenance Log Contract (IOUContract)

The Provenance Log Flow determines the procedure and when a specific task should be

performed to ensure that the transaction is valid.
(a) Enforcing Transaction Rules

The Provenance Log Contract (I0UContract) which verifies whether IIoT data meets pre-
defined conditions before allowing it to be recorded on the blockchain. Each IToT-enabled
forklift device’s operational constraints are defined in the smart contract at the time of
registering the assets in the blockchain. Contract verification methods are designed to

reject transactions with values exceeding acceptable operational thresholds.
(b) Operational Boundary Conditions

If any of the device’s state values fall outside the allowed boundaries, the smart contract
rejects the transition and prevents the update from being recorded. This condition ensures
that any action taken on the device is only valid if the device is within its geo-fenced
location and its operational parameters are within acceptable ranges.

Allow(d;), if d;, state € S(acceptable ranges)
ValidateState(d;) =

Reject(d;), if d;, state ¢ S

The validation logic ensures that only authorized transitions occur, while ensuring com-

pliance with IIoT governance policies.

e XY, Z < Maximum Limit (ensures that asset movement is within opera-

tional limits)
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e XY, Z < W,axKG (prevents overloading that could cause equipment

failure)

The oversight of smart contracts is centered on two fundamental quality objectives: the
precise allocation of IloT-enabled forklifts to their appropriate zones and weight capaci-
ties, and the strict enforcement of these forklifts operating within their assigned bound-
aries, thereby preventing unauthorized entry into zones designated for other forklifts

unless a formal operational reassignment has occurred.
(c) Security Constraints

The smart contract continuously monitors the operational status of the device and verifies
whether it meets the compliance information of the operating assets. Devices assessed
as low or no risk were allowed to transition to new states without restrictions. However,
devices flagged as medium- or high-risk by predictive auditing systems are restricted from
performing state updates. In such cases, the smart contract automatically halts state
updates and flags the device for further stakeholder investigation. Figure 21 presents the

flow chart illustrating the structure of Enforcing Transaction Rules
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Figure 21: Smart contract state transitions process.

The state objects and smart contract validation processes ensure that state transitions
occur only under predefined safe conditions to identify deviations from the expected
behavior, enabling the proactive mitigation of potential security risks. Smart contracts

enforce the following security policies based on the risk assessment provided by the Al-

Driven Predictive Auditing model.

e A CORDA smart contract can undergo a state change when the risk level is clas-

sified as either NONE or LOW.
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e In cases where the risk level is determined to be MEDIUM or HIGH, resulting
in a restriction on state changes within the CORDA smart contract, direct the
blockchain peers to investigate irregularities detected in the monitored IIoT de-

vices.

Risk levels were determined by assessing the extent to which the constraints were breached.
In cases where a forklift is identified as breaching X or Y, the risk can be classified as
LOW because it may have been temporarily relocated from the warehouse to a parking
spot for cooling purposes or to undergo necessary maintenance and repair. If there is a
violation of the Z-axis constraints, which will occur alongside breaches in the X- and Y-
axes because of the need to remove and relocate the forklifts via ramps, the recorded risk

level will range from MEDIUM to HIGH, contingent on the extent of their displacement.

3.12.4 Provenance Log Flow

The Provenance Log Flow determines the procedure and when a specific task should be
performed to ensure that the transaction is valid. It rejects values above the specified
maximum limits, thus making the blockchain a control system that can reject illegal
values and prompt blockchain peers to initiate investigations and take corrective actions
to bring values within the allowed ranges. The Provenance Log Flow automates the
transaction lifecycle, embedding real-time security validation and provenance auditing in

the process. The flow consists of the following steps.

1. GENERATING TRANSACTION: A blockchain peer (initiator) creates a

transaction with the Provenance Log State.

2. VERIFYING TRANSACTION: The transaction is validated against rules in

the Provenance LogContractact.

3. SIGNING TRANSACTION: The initiating party (sender) digitally signs the

transaction.
4. GATHERINGS SIGNATURES: Other authorized signers provide signatures.

5 FINALISING TRANSACTION: The transaction is finalized and becomes an

immutable ledger record.
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Figure 22 presents a flowchart of this process, illustrating how Corda’s notary service and

Al-based anomaly detection intervene when security breaches are detected.
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Figure 22: Provenance Log Flow.

3.12.5 Contract and Flow Testing

(a) Smart Contract Validation (ContractTests)

The ContractTests file consists of more conditions and rules for a transaction to follow
to ensure that the Provenance Log Contract (IOUContract.java) correctly enforces all
defined security constraints. During the transaction process, tests are performed in which
the file undergoes different conditions given in the code. The key validation cases include

the following.
e Rejecting invalid asset movements.

e Enforcing weight constraints.
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e Ensuring risk-level compliance.

Figure 23 presents a UML class diagram, illustrating Contract and Flow Testing integra-

tion with other components

Provenance Log State
(lOUState

+String devicelD

+String owner

+String dataHash
+DeviceState previousState

ProvenanceLogSchemaV1 e +String timestamp PredictiveAuditing
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+Map Columns List<Party> +List<DeviceState> deviceStateBatch
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Validated By +flagRisks()
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ProvenanceLogContract

+List allowedTransitions
+List validationRules
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+validateTransaction()
+ verifyMerkleProof(merkleRoot: String, merkleProof: String)
+enforceRules()
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ContractTests ProvenanceLogFlow
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Testad By +DeviceState deviceState

+ initiateTransaction(iouState: I0UState)
+ verify Transaction()

+ signTransaction()

+ collectSignatures()

+ finalize Transaction()

Figure 23: Contract and Flow Testing.

(b) Transaction Execution Testing (FlowTests)

The FlowTests file verifies the correct execution of the Provenance Log Flow (Flow),

ensuring that:
e Transactions satisfying all security conditions are accepted and recorded.

e Unauthorized transactions are rejected before finalization.

3.12.6 Smart Contract Versioning and Policy Evolution

Given the evolving nature of operational policies in industrial environments, such as
risk thresholds, access control rules, and compliance standards, this framework embeds a
version-controlled smart contract architecture within Corda. This feature enables flexible

policy governance without disrupting the system continuity.

e Version Identification: Each smart contract is deployed with a unique version
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identifier, allowing legacy and updated policies to coexist.

e Immutable Audit Trail: On-chain logging of contract deployment events creates
an immutable audit trail that supports the transparent tracking of policy modifi-

cations over time.

e Context-aware vocation: The framework allows context-aware contract invoca-
tion, where the active contract version is selected based on the actor role, opera-

tional context, or specified upgrade flags.

Implementing smart-contract versioning is crucial for maintaining system adaptability
and compliance. Corda supports contract upgrades through mechanisms such as hash
and signature constraints, allowing for controlled and flexible updates to smart contracts
[156]. Furthermore, Corda’s introduction of the zone constraint in Version 3 allows for
implicit upgrades of contracts, enabling nodes to individually upgrade contracts without

requiring simultaneous updates across the network [157].
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3.12.7 Integration of Off-Chain and On-Chain Components

The integration of Al and blockchain allows for the combination of real-time anomaly
detection, data provenance tracking, and predictive auditing, thereby ensuring enhanced
security in IIoT environments. This study integrated the prediction of provenance infor-
mation using machine learning with the state transition rules engine of a smart contract
loaded on a blockchain to continuously monitor the compliance of operating assets within
the boundaries defined by the smart contract. Figure 24 illustrates the structural rela-

tionships and interactions among the components of the framework.
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Figure 24: Components of the framework.

[TIoT devices collect data from processing events and transmit them to the processing
system. The device state was created from the incoming data and validated using De-
viceState. Blockchain state tracking assesses predefined rules in DeviceContract to de-
termine the validity of state transition. DeviceFlow initiates the transaction,signs it, and
logs it into a Blockchain Ledger as soon as it has been validated. DeviceContract ensures

that the business rules prevent an invalid state transition. It checks the state change
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against the valid transitions and validation rules. The system aggregates the provenance
data into a batch for storage efficiency on the blockchain and then logs the batch into
BlockchainLedger. The device states were continuously monitored using predictive au-
diting. The AnomalyDetection Model was then trained on the collected states to detect
possible anomalies and flag those that crossed the risk thresholds. The alerts were sent
to stakeholders for data investigation and remediation through predictive auditing. The
system queries the content of the Blockchain in Ledger to obtain the historical provenance
of the device states. Thus, all changes can be audited, thereby facilitating traceability
and accountability. Anomalies can be retrained in the anomaly detection model if they

are frequent or if new patterns can be detected.

3.12.8 Design Trade-Off: Scalability versus Intelligence and Se-

curity

The integration of predictive auditing and blockchain validation presents inherent trade-
offs in terms of scalability. Real-time Al inference requires substantial processing capacity,
particularly within high-frequency Industrial Internet of Things (IIoT) environments. Si-
multaneously, CORDA’s distributed architecture, although optimized for enterprise use,
imposes latency overheads owing to consensus mechanisms and smart contract execution.
To address these challenges, the framework employs a layered and modular architecture:
ML computations are conducted off-chain using parallel batch processing, only validated
outcomes are committed to the blockchain, and smart contract logic is confined to access
control decisions to mitigate the load. This design ensures that real-time performance
is maintained at the edge, whereas security and auditability are assured on the chain.
Nevertheless, this approach prioritizes trust and accuracy over horizontal scalability, in-

dicating that future optimization is essential for deployment on an industrial scale.

3.12.9 Design Trade-Off: Immutability versus Auditing Flexi-

bility in a Scalable System

The integration of real-time predictive auditing with blockchain-based enforcement presents
a fundamental architectural trade-off between immutability, a core principle of blockchain

technology, and the adaptive flexibility necessitated by machine learning (ML) anomaly
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detection. This dichotomy is particularly challenging in the context of the Industrial
Internet of Things (IIoT), where systems must manage high-frequency data, evolving
operational profiles, and low-latency decision-making [158]. To address these tensions,
the proposed framework employs a layered architecture that separates compute-intensive

auditing tasks from tamper-resistant controls and logging functions. Specifically:

e Predictive auditing was employed as an off-chain module, wherein a Random Forest
classifier continuously assessed real-time data from IloT-enabled forklifts. This ap-
proach enables the framework to perform high-frequency machine-learning inference

without causing congestion in the blockchain network [159].

e The logic of smart contracts is deliberately limited to enforcement decisions rather
than computational logic. This approach is consistent with CORDA’s enterprise
principles, which prioritize deterministic contract execution and efficient notariza-

tion [160].

To maintain the immutable nature of the blockchain while permitting adaptive correc-
tions, the system utilized an append-only correction approach. Misclassifications or false
positives are neither erased nor modified; rather, they are rectified by recording subse-
quent compensatory events that are also regulated by smart contracts. This approach
preserves the integrity of historical audits and allows for traceable reversals, thereby en-
hancing transparency and accountability [161]. Furthermore, these corrective measures
are integrated into a model retraining loop, allowing the auditing engine to adapt to
the operational dynamics. Over time, this feedback mechanism enhances the model’s
generalization capabilities, thereby reducing the incidence of false alarms and improving
the overall reliability in diverse IIoT environments [162]. Nonetheless, the modular de-
sign of the framework presents scalability tradeoffs. Frequent Al-based inferences coupled
with the enforcement of smart contracts can place substantial demands on computational
and communication resources in large-scale deployments. To facilitate broader industrial
adoption, future extensions may investigate distributed edge analytics, smart contract

orchestration layers, and lightweight consensus algorithms optimized for 1ToT [163].
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3.13 Deployment Structure of the Framework

The framework was deployed in a simulated cloud manufacturing environment that in-

volved the following key nodes and components:

Off-Chain Storage Node
eeartiactes M <<CORDA API=>
Hash Verifications
=<Rest APl=>
Blockchain Network Node
Edge Gateway Node D
<<artifact=>
S=RestAGIE Smart Contract
==artifact>>
Off-Chain
Storage Manager
lloT device Node . g c<arifack>
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D ==MQTT=> ==arlifact>> D Mechanism
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DataGenerator Preprocessing
<<artifact=> D
Blockchain
Ledger
=<Rest APl=> =<HTTPS>>
User Nodes
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==griifact==
) Risk Visualization
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Predictive
Auditing Engine -
<=griifact=> D
Admin
Configuration
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Blockchai
Integration Manager
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Compliance
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Figure 25: Deployment Diagram.

3.13.1 Communication Workflow

(a) IIoT Device — Edge Gateway

The workflow is initiated using IIoT devices that send real-time information to an edge
gateway via MQTT protocols. Sensors that gather essential operational data (location
coordinates (X, Y, Z) and weight (W)). First, the Edge Gateway, which resides at the

network edge in the geo-fenced environment, was used for processing.

(b) Edge Gateway — Off-Chain Storage
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A Real-Time Monitoring Module processes the received data from the Edge Gateway,
which forwards the processed data to the Off-Chain Storage, where a large volume of
data can be managed more efficiently. The off-chain allows the operational data to be
stored without polluting the block space, and subsequently reduces the process load from
the blockchain. These processed data are then periodically hashed and transferred to the

blockchain to guarantee data integrity.
(c) Edge Gateway — Centralized Processing Node

Processed data are sent from the Edge Gateway to a centralized processing node using
REST APIs. Predictive Auditing and Blockchain Network Management. Centralized
Processing aggregates data from multiple edge gateways, runs machine-learning models

that evaluate risks, and raises red flags when it senses that security is at stake.
(d) Centralized Processing Node — Blockchain Network

The validated data are securely hashed and sent to the Blockchain Network from the
Centralized Processing Node. The blockchain acts as a decentralized ledger to provide an
immutable log of events and transactions. The system dynamically adjusts the consensus

process based on the risk level, allowing high-risk data to be immediately validated.
(e) Blockchain Network Off-Chain Storage

The Blockchain Network interacts with Off-Chain Storage to cross-validate off-chain

hashes against on-chain hashes periodically, using all blockchain nodes.
(f) Centralized Processing Node — Al Predictive Auditing Model

The Centralized Processing Node, embedded with an Al Predictive Auditing Model,
monitors incoming data in real-time to detect anomalies, evaluate operational risks, and
predict threats. The model was trained to analyze the input data and identify anomalies

or deviations from the expected behavior.
(g) User Interface Nodes Processing Nodes

User interactions occur via secure User Interface nodes, hosting dashboards, and command-

line tools on the Centralized Processing Node. The system uses HT'TPS over TLS for
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secure data transfer and role-based access control (RBAC) to protect sensitive opera-
tions. External Users (Portal Users) have limited access, primarily read-only access to
system reports and analytics, whereas administrator/operator nodes can configure the

parameters for the system and monitor alerts for compliance.

3.13.2 Private Cloud Setup (VM-Based)

The system processed real-time data streams from up to 50 simulated IToT devices, pro-
ducing a data point of 256 bytes per second. Increments of 10 s were sent for anomaly
detection (in batches of 500 points). These are resource allocations for Cloud Instance
1, real-time monitoring and anomaly detection, cloud instance 2, Blockchain Node Man-

agement and Predictive Auditing.
(a) Cloud Instance 1 (Real-Time Monitoring and Anomaly Detection)

Cloud Instance 1 is responsible for handling real-time data output using simulated [1oT
devices, conducting anomaly detection, and managing the storage of noncritical data
in Off-Chain Storage. It communicates with Cloud Instance 2, which is responsible for

transmitting the processed data for the validation and verification processes.
Resource Configuration:
[. Compute Resources:

a. vCPUs: 6-8 virtual CPUs: Optimized for real-time processing of up to 50
devices running anomaly detection algorithms. Additional CPU threads were
provisioned to accommodate the peak loads incurred owing to the state changes

or simultaneous anomaly detection.

b. Memory (RAM): 24-32 GB: Adequate for use as a buffer and processor for
real-time data streams, running detection algorithms in real time, and handling

data deduplication and compression.
II. Storage:

c. SSD Storage: 1-2 TB (essential for logging and processing real-time opera-

tional data efficiently). SSDs are preferred for lower latency and faster access

106



for immediate analysis).

d. Off-Chain Storage: 5-10 TB (This is scalable storage to save raw IIoT data
on any intermediary data storage or ofloading on the blockchain. This allows

the frequent data generated by the devices to be managed.
II1. Storage Management:

a. Hashing Mechanism: Data batches are streamed via Apache Kafka, which

hashes them and prepares them for logging on the blockchain.

(b) Cloud Instance 2 (Blockchain Node Management and Predictive Au-
diting)

Cloud Instance 2 is responsible for managing blockchain nodes and integrating Al models

to perform anomaly detection, predictive audits, and logging data into the blockchain.
Resource Configuration:
[. Compute Resources:

c. vCPUs: 10-16 virtual CPUs: Dedicated resources to run blockchain nodes,
maintain a distributed ledger, run machine-learning models, and conduct pre-

dictive audits.

d. Memory (RAM): 40-64 GB: It offers sufficient computing capability to run

ML models, process blockchain transactions, and execute auditing procedures.
IT. Storage:

a. SSD Storage: 2 TB: Supports fast write andread operations for transaction

logs on the blockchain, ML model outputs, and predictive audit results.
ITI. AT and Predictive Auditing

a. AI Model Execution:1-2 GPUs for compute-intensive Al models for anomaly

detection and predictive analytics.
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3.13.3 Testing and Validation

Multiple testing phases were used to ensure the functionality of the framework. This
included unit tests, integration tests, and system simulations, all of which helped to
confirm that the system behaved as intended under a range of conditions. The system
was tested in a simulated warehouse environment, which allowed us to assess the real-
time performance as well as to determine the efficacy of providing IIoT devices, predictive

auditing, and blockchain capabilities

3.13.4 Tools and Technologies

Several key technologies and tools are used to realize the proposed framework, includ-
ing IToT simulation tools, private cloud platforms, machine-learning frameworks, and

blockchain technologies.
(a) IToT Device Simulation and Data Generation
(b) Simulated IToT Devices

Simulated IIoT Devices were created with an Apache ActiveMQ MQTT Broker server
running on a dedicated local host port (representing a separate API interface) and an API
client programmed in Java representing the MQTT transmitter to the Apache MQTT
Broker server). MQTT clients were simulated as I[IoT devices using Python-based scripts
to emulate the behavior of IToT devices and to generate data streams. The MQTT Broker
server was configured using Apache ActiveMQ 5.15.0.

(c) Private Cloud Infrastructure

The framework was deployed in a private cloud environment using virtual machines (VMs)
to manage and process [IoT data. Two native Linux configurations are interconnected
using a Wireless LAN router. Both instances ran an Ubuntu 20 (minimum version)
Linux distribution. They were configured with Java JDK 8 runtime, because the Corda
framework uses an old version of the spring framework that does not support anything
beyond Java JDK 9. Hence, a safe choice was the Springring Framework using Java JDK

8. The full framework was configured using the Maven software.
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(d) Real-Time Data Processing and Predictive Auditing

Random Forest Machine Learning (ML) algorithms were used to identify anomalous
patterns in IIoT data streams. The package used for coding the machine learning code
was Weka [91], which was built in Java 8. Time-series forecasting models (LSTM) were
used to identify patterns and trends in the historical and real-time data. A Predictive
Analytics Algorithm provides provenance data and alerts based on the predicted data.

Software programming and runtimes were conducted using the Java 8.
(e) Blockchain Technology

The blockchain component ensures data integrity, transparency, and secure logging of

IIoT device states.

e Corda Platform: Corda Community edition 4.10 was selected because of the ease
of configuration and conservation of hardware resources. Corda can be installed
without Docker and Kubernetes in a core Java development environment using a
suitable IDE (Integrated Development Environment). The IDE used was IntelliJ
Idea 2023.2.2 (Community Edition) Runtime version: 17.0.84-7-b1000.22 amd64.
The IDE was used to import Java 8 packages, develop Java 8 codes, and program
and operate the runtime of the Corda code. Corda works with Java 8; therefore,

Java 8 JDK (Java Development Kit) was selected for this study.

e Smart Contracts: On the CORDA platform, smart contracts are utilized to verify
and ensure compliance with state changes and transactions. To define the rules
governing smart contract states in Corda, six Java files were configured: IOUState,
IOUContract, IOUSchemaV1, ContractTests, Flow, and FlowTests. The smart
contract under examination in this study was designated as the IOU. During the
configuration of these files, a database file named “iou.changelog-v1. xml” is auto-
matically generated. This file functions as a change-log database and records state
changes within the IOU smart contract. It is imperative that all variables defined
in the Schema and other files, such as States and Flow, have corresponding entries

in the change-log database.

(f) Off-Chain Storage and Data Management
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e Off-Chain Storage: SQL Databases: To handle the off-chain storage of raw and
processed data records, SQL relational databases were used for temporary storage
of the raw data generated by the IIoT devices before they were hashed and logged
onto the blockchain.

e Hashing Mechanism: SHA-256: Hash data before logging onto the blockchain,

ensuring integrity.

3.14 Ethics Considerations

Research ethics have several dimensions. The dimensions are mostly related to access to
respondents and data, access to content, interactions and behavioral aspects, original-
ity of findings and analysis, and protection of intellectual property rights [128]. Ethics
are often practiced to solve the conflict between the researcher’s desires and the possi-
bilities available. This basic theory is applicable to all the research steps. This study
did not involve interactions with human participants. It is based on designing and re-
alizing the blockchain framework, which also has ethical implications. This category of
research comes under design studies; hence, ethical conduct in design-based research ap-
plies [132]. A fundamental ethical consideration is that design studies must be socially
responsible. Design studies are a practice-based approach to educational enquiry [147].
Designs studied for educational inquiry have found ways in the commercial world to lead
to the production of products and services used by people. Hence, we should ensure that
the design created does not cause any form of harm to the end customers or should be
biased to deliver results at the cost of harming other results already useful to the users
[148] — [150]. At the engineering level, designs should comply with the health, safety, and
security requirements of the end customers. Furthermore, we should be very careful in
selecting the technologies to be used for shaping designs into actual systems, products,
and services in the educational and commercial world [151]-[153]. Designs should be
economical, people-friendly, environment-friendly, harmless, safe to use, and protect vul-
nerable people. In addition, designs should respect originality and comply with the rules
of patents and intellectual property rights. These ethical aspects were carefully analyzed
while designing the framework. It was ensured that there would be no harm to people or

the environment caused by the developed and tested framework. In terms of provenance
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data privacy, the framework captures extensive metadata, including timestamps, asset
movement histories, and Al-generated compliance scores to ensure operational traceabil-

ity. To protect privacy:
e All device identifiers were hashed and anonymized prior to logging.
e No user credentials or personal data were stored.

e Role-based actor identifiers (e.g., forklift, supervisor) were used without linking to

specific individuals.

The system assumes that identity management and consent protocols are implemented
at the organizational level. This means the framework provides privacy-aware design
scaffolding, but not a complete regulatory compliance mechanism such as GDPR en-
forcement. It is acknowledged that the current version lacks a dedicated privacy engine
and does not support data erasure, minimization, or user-level access control. As such,
it may not fully meet data protection mandates in privacy-sensitive deployments. These
enhancements are necessary for deployment in regulated industrial ecosystems such as
multi-tenant clouds, cross-border supply chains, or sectors subject to stringent data gov-

ernance requirements.
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Chapter IV

Experiments and Results

4.1 Introduction

This chapter presents the detailed results related to the testing and validation of the pro-
posed framework. The evaluation was centered on a geo-fenced warehouse to replicate
real-life scenarios and test the functionality of the framework under controlled conditions.
The experiments aimed to prove the ability of the framework to ensure data integrity,
traceability, and operational security while also demonstrating its effectiveness in mitigat-

ing security threats in Industrial Internet of Things (IToT)-driven C-MFG environments.

4.2 Experimental setup

Experimental setup for evaluating the proposed framework to ensure traceability, secu-
rity, and efficiency in a simulated IIoT environment. The experiment simulated a cloud
manufacturing system that required strong monitoring, integrity, and anomaly detec-
tion mechanisms to ensure operational freedom. The experiment was designed to test
the feasibility of the proposed method for achieving real-time data traceability, prevent-
ing unauthorized data manipulation, and efficiently handling different device operational

states.
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4.2.1 Hardware and Software Infrastructure

The experimental environment consisted of cloud instances, simulated IIoT devices, and
blockchain-based provenances. The setup adheres to international safety and system
integrity standards, specifically ISO 3691 [165] for industrial trucks and IEC 61508 for

safety-related programmable systems [166].

(a) Cloud Instances and Virtual Environment
The framework was deployed on two cloud-based virtual machines (VMs) to simulate the
[ToT security architecture, emulating real-time data generation and transmission pipelines

common in [ToT-integrated manufacturing environments [167], [168].
1.  Cloud Instance 1: Real-time IIoT Data Collection and Monitoring

e Off-chain storage is implemented for the Apache ActiveMQ MQTT Broker
running on a dedicated local host port (representing a separate API interface)
and an API client representing the MQTT transmitter to the Apache MQTT

Broker server.

e Hosts the API client (simulated as an IIoT device) that generates real-time

data.
e Run-predictive auditing system (ML-based).
2. Cloud Instance 2: Predictive Auditing Blockchain Logging
e Hosts operational runtime of the blockchain framework (corda-based).
e Logs device state changes onto the blockchain for provenance tracking.
e Enforces smart contracts for compliance verification.
(b) IIoT Device Simulation

1. Simulation Environment
The environment was simulated using a multistory warehouse, where each forklift
machine was assigned a fixed boundary. The warehouse is divided into three zones:

zone 1, zone 2, and zone 3, each with specific operational constraints, such as weight
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limits and location coordinates (X, Y, Z). These zones serve as controlled areas
where the behavior of the forklifts is monitored in real time to ensure compliance
with predefined operational rules. A simple schematic of this process is shown in

Figure 26.

Zone3 =200
X200 X 200
Feet
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Ramps
Zone2 =200 X IS / 600 Feet
g
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Landfill

Ground X, 1 Y 200 Feet 400 Feet

Figure 26: A simple schematic of warehouse environment.

Configuration of Operating Zones:
The experimental setup involved a scenario in which Industrial Internet of Things
(IToT)-enabled reach truck forklifts, designed for high-rise warehousing with vertical
storage capabilities, were allocated to three distinct operating zones within a ware-
house. Each zone measured 200 fts in width, height, and length. Although these
zones were adjacent, they were not interconnected. During the testing phase, these
zones were designated as Zonel, Zone2, and Zone3. Zonel was located at ground
level, Zone2 was positioned on a landfill approximately 200 feet high, and Zone3
was situated on a neighboring landfill approximately 400 feet high. The experiment

was conducted considering the average dimensions of a medium-sized warehouse.
2. Simulated device attributes
e Device ID (unique identifier for each IIoT unit).

e Location Coordinates (tracking device movement in warehouse).
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e Weight Sensor Data (weight measurements to detect anomalies).
e Device Interaction Logs (capturing all state transitions).

These features enabled effective behavior modeling and real-time anomaly classification,
consistent with IIoT and predictive analytics research [169], [170]. As the experiment
was conducted in a simulated environment, real IIoT devices were emulated using a
Python-based simulation tool. The simulated IIoT devices (API client or topic pub-
lisher) generated values within a predefined range for each zone and device using the
API client for device tracking and security monitoring. The generated data are stored
off-chain in real time and hashed/logged into the blockchain at fixed intervals. The
testbed comprised twenty virtual forklifts, each equipped with embedded simulated IToT
modules, operating across three logical zones. The virtual forklifts were programmed
to exhibit distinct behaviors—compliant, partially compliant, and rogue—in accordance

with defined boundaries.

(c) Blockchain Configuration The blockchain network was configured using Corda
with a Java JDK 8 runtime. The setup was followed to encode ProvDB as a separate
application connected to the main smart ledger of the blockchain, where the IloT device

states were recorded at defined intervals to optimize storage and maintain traceability.
Blockchain Parameters:

e Consensus Mechanism: Notarization (ensures that transactions are validated).

e Data Structure: Batches of hashed device states are stored in a chain.

e Item Smart Contracts: Enforce predefined operational constraints (compliance)

before transactions are allowed.

(d) ML-Based Predictive Auditing System
An ML-based auditing system is deployed to enable real-time anomaly detection. The sys-

tem uses a Random Forest with time-series analysis to classify device states into NONE,

LOW RISK, MEDIUM RISK, or HIGH RISK categories.

e Training Data: Generated IloT logs with labelled anomalies.
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e Device-Movement Patterns.

e Sudden weight fluctuation.

4.2.2 Simulation Scenarios and Data Generation

The framework was evaluated under three simulated scenarios, each reflecting a different

device compliance level in a warehouse environment.
(a) Scenario 1: Compliant Behavior (None or Low Risk)

This scenario illustrates standard operations under ideal conditions, where the IToT-
enabled reach truck forklift devices follow designated paths (X, Y, Z), carry authorized
loads (W) measurements, and create transactions according to the established guide-
lines. It acts as a reference point for evaluating the system performance during regular

operational circumstances.

e The ML-based predictive auditing system assigns the risk to be either at NONE or
at LOW

e Smart contracts allow device state changes to be logged into CORDA.

Expected Outcome: Transactions are recorded compliant, and no security alerts are

raised.
(b) Scenario 2: Partially Compliant Behavior (Medium Risk)

This scenario illustrates the IloT-enabled reach truck forklift devices display noncriti-
cal deviations, such as slight changes in their routes or imbalances in loads, which are
common in real-world operations. This scenario assesses the system’s ability to identify
and validate behaviors that are ambiguous or borderline and require more sophisticated

decision-making.

e The ML-based predictive auditing system detects anomalous trends and flags the

device either at MEDIUM or at HIGH RISK

e The smart contract temporarily blocks state changes until the issue is resolved.
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Expected Outcome: Alerts are generated, and the blockchain peers to conduct inves-

tigations about the anomalies evident in the IIoT devices being monitored.
(c) Scenario 3: Non-Compliant Behavior (High Risk)

The IToT-enabled reach truck forklift devices deliberately perform unauthorized activities
such as tampering with sensor data, entering prohibited areas, or initiating unauthorized
transactions. This scenario represents insider threats, device breaches, or cyber-physical

attacks, testing the ability of the framework to withstand and maintain trust boundaries.

e The ML-based predictive auditing system decide the risk as either at MEDIUM or
at HIGH level consistently.

e The smart contract prohibits state changes and triggers investigations by blockchain

peers.

Expected Outcome: Device is blocked, and an audit log is generated, preventing

security breaches.

To capture a broad array of use cases relevant to secure [loT-enabled cloud manufacturing,
these scenarios were meticulously selected to strike a balance between technical feasibility,

behavioral authenticity, and threat representation.

4.2.3 Data Volume and Class Distribution

A total of 457,200 labeled records were generated from the simulation runs:
e Normal (compliant) behavior: 374,320 records.
e Partially compliant (grey-zone): 191,440 records
e Rogue/attack behavior: 191,440 records

Each record captured behavioral data and risk indicators, reflecting real-world IToT data
structures. Rogue behaviors were synthetically injected using rule-based violation pat-

terns such as:

e Unauthorized zone entry.
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e Payload overloading beyond safety thresholds.
e Unstable or erratic navigation behaviors

These behavioral deviations were modeled based on industrial safety violation taxonomies
[171], [172], ensuring semantic realism. For each experimental iteration, a randomly sam-
pled test batch of 5000-7000 records was used to evaluate model consistency, generaliz-

ability, and traceability performance.

4.2.4 Evaluation Metrics

The performance of the framework was assessed using quantitative evaluation metrics.
These metrics align with the core objectives of the system: secure operation, real-time

responsiveness, traceability, and resilience.
(a) Validation Accuracy (%)

e Measure the correctness of behavior classification using the ML auditing model

(true positives and true negatives).
Relevance: This study demonstrates the predictive capability of an auditing engine.
(b) Precision and Recall (%)
e Precision: quantifies the number of correctly identified flagged anomalies.
e Recall: measures the proportion of all anomalies that were successfully detected.

Relevance: These metrics assess the effectiveness of a system in proactive anomaly

detection.
(c) Traceability Rate (%)

e Indicates the proportion of all actions (valid or invalid) that were recorded and

verified on the blockchain.

Relevance: This reflects the transparency and visibility of IIoT operations across all

scenarios.
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(d) Average Latency (s)

e Capture the system’s response time from event detection to logging or transaction

resolution.

Relevance: Critical for time-sensitive industrial operations requiring real-time decision-

making.
(e) Transaction-rejection rate (%)

e Reflects the system’s ability to block unauthorized or invalid operations through

smart contract enforcement.

Relevance: Gauge the effectiveness of blockchain-based validation under threat condi-

tions.
(f) System Uptime and Resilience

e Observe whether the framework maintains continuous operation despite behavioral

anomalies.
Relevance: Confirm the system’s stability in the face of cyber-physical disruptions.

Together, these metrics provide a multi-dimensional view of performance, covering both

detection capability and operational continuity.

4.3 Experimental Execution

4.3.1 Testing Procedure

1. Forklift initialization: Each asset is assigned a predefined path.
2. ML model activation: Real-time movement predictions were generated.

3. Real-time anomaly detection: Deviations were flagged based on predictive mod-

eling.

4. Blockchain validation: Transactions committed to traceability.
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5. Risk classification: Alerts were triggered based on the assigned risk levels.

4.3.2 Experimental Iterations

This study defines an experimental run as a complete execution cycle wherein an IloT-
enabled forklift is tracked through movement, classified through risk,and finally logged
through a blockchain [150], [151]. Overall, there were 150 recorded experimental runs for

the three scenarios.
Each run involves:
e Data ingestion: The system receives simulated location and weight data.

e Risk classification: The ML model predicts the next expected value and assigns

different risk levels (NONE, LOW, MEDIUM, and HIGH).
e Blockchain logging: This framework verifies compliance and log-state changes.

Each run provides a self-contained evaluation of the system performance under the given
conditions. Because the parameters (X, Y, Z, and W) are different physical quantities
(coordinates and weight), which have different units and ranges, the normalization process
of min-max was used for the visualization, so all parameters were scaled between 0 and
1. Therefore, we chose min-max normalization because this method helps retain the
relative relationships that exist in the dataset [152] while mapping all values into a limited
scope within the range of [0,1]. The normalization was computed using the following

mathematical expression:
E = X,orm =X — X, in/(Xar — X,in)

Where X is the original value, and X min and X max are the minimum and maximum
values of a given parameter, respectively. The dataset was independently normalized for

each of the parameters (X, Y, Z and W)
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4.4 Results and Analysis

The following sections present the results of an experimental evaluation designed to assess
the efficacy of the proposed ML-Blockchain integrated framework in ensuring traceability,

security, and anomaly detection in an IloT-enabled industrial environment.

4.4.1 Scenario (1): Fully Compliant Forklifts

The primary objective of this study is to evaluate the accuracy of the system under normal
operating conditions. This serves as a baseline for understanding how well the ML model
predicts movements, and whether blockchain validation operates without conflicts when

an asset follows the expected behavior.
(a) Experimental Conditions

e [loT-enabled reach truck forklift devices were simulated to operate strictly within
their predefined zones while adhering to all movement boundaries and weight thresh-

old constraints.

e Real-time sensor data were continuously compared with ML-predicted values to

assess the correlation accuracy using historical data to log the risks.

e No blockchain validation disputes were observed as all state transitions were aligned

with the expected operations.
(b) Operational Compliance and Risk Analysis

In this scenario, the IIoT enabled the reach truck forklifts that were operated following
the ongoing smooth trends reflected in the historical data. The ML model effectively
predicted movement patterns with minimal deviations between the expected and actual
sensor readings. The blockchain smart contract validates movement and weight compli-
ance before state changes are permanently recorded. Figure 27 shows the normalized

plots of the simulated values of X, Y, Z, and W, and the predicted values.
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Figure 27: Actual versus Predicted tests for IIoT devices that are fully compliant to the

smart contract rules.

As the historical data have 152400 records per asset showing smooth trends marked as
“yes” as well as anomaly appearances marked as “no,” smooth ground movements of
the reach truck forklifts are expected to be predicted accurately. The plots in figure 27
for the fully compliant forklift scenario show a high degree of visual alignment between

actual and predicted values. The two curves exhibit similar directional movements, rising
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and falling in tandem, indicating that the model successfully tracks the overall behavioral
pattern of forklifts operating within the expected norms. Correlation values (Corr X: 0.95;
Corr Y: 0.93; Corr Z: 0.77; Corr W: 0.52) reflects co-movement but not how close the
predicted values are to actual ones. However, the narrow gaps between the lines indicate
that the model not only recognizes the trend but also achieves reasonable proximity
in magnitude, reinforcing its reliability under stable, rule-compliant conditions. More
definitive performance insights are provided through classification metrics, which directly

evaluate the correctness of predicted class labels.
(c)Risk Observations

The risk classification module assessed all recorded movements and categorized them into

four levels: NONE, LOW, MEDIUM, and HIGH. Risk Distribution:

e NONE or LOW risk: 94.3% of the recorded logs, indicating that the forklift

followed the expected movements with high accuracy.

e MEDIUM risk: 4.6% of cases are primarily due to minor operational variations

such as brief halts or temporary slowdowns.

e HIGH risk: 1.1% of cases are attributed to planned asset reallocation rather than

an actual security violation.

The predictive auditing system conducted real-time risk profiling, and most recorded
events were NONE or LOW risk levels, indicating minimal deviations from expected
behavior such that the provenance flow transaction was initiated in the CORDA smart

contract to update the state change in the smart ledger of the smart contract successfully.

Figure 28 illustrates a successful blockchain transaction related to a smart contract.
The blockchain validation success rate was 100%, confirming that all the logged events
were legitimate and secure. No unauthorized state changes occurred, reinforcing the
transparency and trustworthiness of provenance records. In this scenario, the smart
contract constraints allow it to accept the X, Y, Z, and W values of all the IToT-enabled
forklift devices within the acceptable range. Furthermore, the constraints allow only no

risk or a low risk of transaction initiation. In this scenario, all forklift constraint values are
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within the limits; hence, the transaction is executed successfully. Finally, the transaction

is signed digitally.

Figure 28: Blockchain Validation success(experimentation).

(d)Performance Metrics

The performance of the predictive model based on the decision tree in the random for-
est algorithm was validated by plotting four performance parameters: precision, recall,

F1 score, and traceability. The Figure 29 presents the metrics for performance of the

prediction model in Scenario (1)
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Figure 29: The metrics for performance of the prediction model of the Scenario (1).

The curves of the performance metrics follow linear straight lines without any noticeable
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degradation in the performance. Precision was maintained at 100% in most cases except
for a few instances, whereas recall and traceability were maintained at 82%. As recall
represents the anomaly detection rate, an 82% rate indicates that the model is capable of
detecting more than 80% anomalies. The F1 score formed a straight line of approximately

90%, and was maintained throughout the testing period.
(e)Analysis and Interpretation

The high correlation values for the X-axis (0.95) and Y-axis (0.93) movements confirmed
that the ML model was highly effective in predicting the forklift trajectory and ensuring
that the IloT-enabled forklift devices in Scenario 01 followed predefined paths without
deviation. However, the slightly lower correlation for the Z-axis movements (0.77) sug-
gests that the vertical displacement was somewhat less predictable than the ground-level
movements because they changed abruptly during warehousing operations. This could
be due to slight variations in warehouse floor levels. In practice, risk levels do not change
suddenly. Instead, as IIoT assets progress along their designated routes, the shift becomes
more gradual. Consequently, experiments were performed by adhering to the paths out-
lined in the scenario. When data are inputted into a blockchain, blockchain peers should
not immediately draw conclusions. They must closely monitor these patterns to assess
whether genuine risk is present. ML’s use of predictive analytics aids in minimizing un-
necessary false positives. For instance, if there have been numerous instances of course
changes or reallocations in the past, they will eventually be incorporated into predicted
values. Consequently, significant variations between the predicted and actual values oc-
curred only when unexpected outliers appeared in the data streams. For example, if an
IToT-enabled forklift has never been moved to a different zone, but has been removed for
cooling or repairs multiple times before, the predictive values will only indicate a breach
when the Z-value exceeds its usual operating range. Despite these minor variations, the
blockchain validation process reinforced trust in the recorded data by confirming that
all the logged events were legitimate. The results demonstrated that the IloT-enabled
forklift devices in scenario 01 maintained full compliance while highlighting areas where
predictive accuracy could be further refined, particularly for weight and vertical move-
ments. In addition, the performance metrics can be improved by increasing the size of

the training dataset.
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4.4.2 Scenario (2): Partially Compliant IIoT enabled Forklifts
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Figure 30: Actual versus Predicted tests for IIoT devices that are partially compliant but

was suddenly assigned a radically different task in the smart contract not predicted by

the ML.
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This scenario evaluates the anomaly detection capability of the system when an asset

exhibits minor operational deviations.
(a)Experimental Conditions

e IloT-enabled forklifts occasionally moved outside their assigned range, but did not

breach security policies significantly.
e Weight inconsistencies were observed because of occasional load misreporting.

In the partially compliant case, the graphs in figure 29 show a moderate trend similar-
ity between the actual and predicted data. The model appears to capture the general
direction of change, but with more visible deviations, indicating that the asset does not
perform as per smart contracts. The graphs show instances in which the predicted values
diverge significantly from the actual values, indicating a loss in predictive precision dur-
ing inconsistent behaviors. Therefore, the correlation values (Corr X: 0.80; Corr Y: 0.37;
Corr Z: 0.52; Corr W: 0.27) is useful in confirming that the model still captures general

behavior patterns, but should be interpreted alongside other metrics.
(b) Operational Compliance and Risk Analysis

Scenario 2 was used to simulate inconsistencies, in which IloT-enabled forklifts were sim-
ulated to divert from their intended paths. Such divergences may be the result of manual
reassignment or route optimization, which is not reflected in warehouse management. The
ML model attempts to predict movements and weight changes while continuously com-
paring them with real-time sensor inputs. Figure 30 presents a comparison of the actual
and predicted values for the IToT-enabled forklifts, illustrating the extent of deviations

and their classification.
(c) Risk Observations

e 0 MEDIUM risk: 27.3% of recorded cases, primarily caused by lateral deviations

from the expected movement paths.

e 0 HIGH risk: 9.6% of cases in which deviations significantly exceeded operational

thresholds.
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In this scenario, the IloT-enabled forklifts are predicted to be partially compliant, but
deviate significantly from the ongoing trend, thus causing a series of MEDIUM risks and
two HIGH risk logs, in addition to the LOW risk logs expected from compliant I1oT
assets. This was because the forklift changed its course from its predicted track several
times, and intermittently returned to its original predicted path. The results indicate
that unexpected lateral shifts (Y-axis) were the primary contributors to increased risk

levels, aligning with the ML model’s sensitivity to deviations from predefined pathways.

The predictive model identified several instances of MEDIUM risk primarily caused by de-
viations from the expected movement path. The [ToT-enabled reach truck forklift devices
are partially compliant (i.e., have operational errors), and the predictive auditing system
determines the risk as either at the MEDIUM or HIGH level consistently, such that the
state change in the CORDA smart contract is prohibited, instructing the blockchain peers

to conduct investigations on the anomalies evident in the IIoT devices being monitored.
(d) Performance Metrics

Figure 31 shows the performance of the model as reflected by the precision, recall, F1,
and traceability metrics. The precision returned to 100%mfor the majority of the cases,
except for a few where it was reduced to the range of 96%-98% depending on the severity
of the deviation. The recall (anomaly detection rate) was approximately 82.1% in most
cases, 83.7% in two cases, and 85.4% in one case. The F1 score returned to 90.2% in
the majority of cases and 90.4% in some cases, indicating a high reliability in anomaly
detection. This indicates very high confidence in the predicted values. Traceability
returned to 82.1% in almost all cases. They reflect the consistency of the performance of

the decision trees in the random forests algorithm.
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Figure 31: The metrics for performance of the prediction model of the Scenario (2).

(e) Analysis and Interpretation

The [ToT-enabled reach truck forklift device behavior reflects real-world scenarios in which
forklifts are manually reassigned or undergo operational adjustments that are not imme-
diately updated in the Enterprise Resource Planning (ERP) system. The correlation in
Y-axis movements (0.37) was significantly reduced, suggesting unexpected lateral shifts
possibly due to unplanned navigation changes, external obstructions, or human inter-
vention. The Z-axis correlation (0.52) also indicated unpredictability in the vertical dis-
placement, which could be due to varying load-handling patterns. The weight correlation
(0.27) was significantly lower than that of the IloT-enabled reach truck forklift devices
in Scenario 1, suggesting frequent inconsistencies in the weight sensor readings, possi-
bly owing to irregular load placements or inaccuracies in real-time weight capture. The
variations in the Z and W data show that the forklift is routinely loading and unloading
materials, although not as per the predictions, and also at locations not predicted by the
ML. Despite these deviations, the anomaly detection model effectively classified irregular
movements, achieving an F1 score of over 90% which confirmed a high confidence level

in detecting operational deviations. The blockchain validation mechanism ensured that
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all risk events were recorded and investigated by blockchain peers, as the smart contract
routine highly deviated from the other routines that were reflected in the differences be-
tween the ML predictions and actual behaviors. There are significant differences between
the actual and predicted values, indicating that the asset does not perform as per the
smart contracts. In this scenario, the blockchain will refuse to update prompting for
investigation and return the asset to full compliance with smart contract rules, reinforc-
ing the framework’s ability to track and analyze forklifts that do not strictly adhere to

predefined movement paths.
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4.4.3 Scenario (3): Compromised/Rogue IIoT enabled Forklifts
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Figure 32: Figure 32: Actual versus Predicted tests for IIoT devices that were non-

compliant to the smart contract rules.
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This scenario evaluates responses to compromised or rogue forklifts.
(a) Experimental Conditions
e [loT-enabled forklifts exhibit erratic movement beyond assigned zones.

e The assets failed to register the expected weight changes, indicating possible sensor

tampering.

For the rogue scenario, the plots in figure 32 reveal visible divergence between the actual
and predicted values during several anomalous intervals. This is also reflected in a lower
correlation coefficient (Corr X:-0.02; Corr Y: 0.15; Corr Z; 0.20; Corr W: 0.20), indicating
reduced directional alignment due to unpredictable or adversarial forklift behavior. In
this case, the correlation coefficient signals only a partial trend relationship and should
not be interpreted as evidence of an accurate prediction. Rather, it highlights the inherent
challenge of predicting compromised behavior and the need for additional indicators to

fully assess model trustworthiness under anomalous or hostile conditions.
(b) Operational Compliance and Risk Analysis

Scenario 3 was simulated as rogue or compromised devices that followed a path completely
different from the predicted path. Unlike scenario 2, which indicated operationally per-
mitted deviations, The IloT-enabled reach truck forklift device movement was erratic,
crossing predefined safety zones and ignoring loading constraints and inconsistencies in
sensor readings. The ML-based predictive auditing model continuously monitored the
forklift state and the blockchain-based system captured every deviation in real time,

ensuring that deviations could be flagged for immediate investigation.
(c) Risk Observations

e MEDIUM risk: 18.2% before escalating.

e HIGH risk: 81.8% sustained throughout the experiment.

The rapid escalation from MEDIUM to HIGH risks demonstrated the effectiveness of the
framework in detecting security threats. Initially, the risks started with the MEDIUM

logs. However, as the IToT-enabled forklifts continued to operate outside the expected
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parameters, the risk assessment model escalated the classification to HIGH risk, which
persisted until the end of the test, except for the last log in the MEDIUM test. This
scenario returned mostly MEDIUM and HIGH risks because of significant differences
between the actual and predicted values. It may be noted that this forklift did not change
any weight or z-axis movements (indicating loading and unloading of weight) but simply
moved randomly in the warehouse. The CORDA does not accept this level of risk for
this smart contract, and hence, has rejected the transaction instructing the blockchain
peers to conduct investigations about the anomalies evident in the IloT devices being

monitored throughout this scenario, as shown in Figure 33.

xanplef low$Initiator

Figure 33: A rejected medium and high risk transaction (Experiments).

Scenario 3 exhibited significantly higher risk levels than scenarios 1 and 2. This sustained
high-risk classification indicated severe compliance failure, such that the state change in

the CORDA smart contract was prohibited, warranting immediate intervention.
(d) Performance Metrics

The precision, recall, and F1 scores reflected high confidence in the predicted values. The
precision was 100%, except in two cases. The recall was 0.82 in the majority of cases,
except for five cases when it reached a higher value of 0.83. The traceability was also 0.82
for the majority of the cases, except for three cases where its value increased to 0.83. The
latency of the model in generating the results for these cases is 3-5 s. This performance

is expected to improve powerful hardware resources in cloud computing.
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Figure 34: The metrics for performance of the prediction model of the Scenario (3).

(e) Analysis and Interpretation

The erratic movements of [IoT-enabled forklifts followed a path completely different from
the predicted path. The lower correlation values across all movement dimensions, par-
ticularly the Y-axis (0.20) and Z-axis (0.15), indicate highly unpredictable behavior that
deviated significantly from both historical trends and ML-predicted values. The weight

correlation (0.12) further suggested unreliable load data, reinforcing the need for thorough

inspection and remediation.
This behavior reflects two situations.

e Cybersecurity Threat: The forklift’s unexpected movement patterns could indi-
cate unauthorized control by an external entity, suggesting a cybersecurity breach.

This indicates that the forklift is compromised and is used as a weapon by the

hacker.

This behavior indicates that the asset may be under the control of an insider trader
who bypasses the industrial connectivity with these assets. Such behavior may also
be possible if the asset has been compromised by an external attacker over the Inter-

net by eavesdropping on the connectivity between it and the cloud manufacturing
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controller.

Another possibility is that the Z movements and loading/unloading ca-
pabilities of the asset may have generated a fault, thus causing it to move
only in the Z- and Y-directions but not executing any warehousing operations. The
forklifts did not offload or pick up any weights. It swayed across the warehouse, re-
sulting in damage to the materials, warehouses, and loss of life. This could be owing
to sensor faults, connectivity issues, or mechanical failure, which require immediate

maintenance to prevent further operational disruptions.

The blockchain validation mechanism can identify risks and conduct urgent inter-
ventions for both situations by ensuring that all non-compliant events are securely
logged and flagged for peer review. The predictive auditing model flagged fork-
lifts to warehouse operators to further investigate before the assets caused further
disruptions. This scenario highlights the need for the incorporation of real-time
monitoring, ML-based anomaly detection, and a blockchain-based auditing system

for enhancing security and traceability in IIoT enabled warehouse settings
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4.4.4 Cross-Scenario Analysis

(a) Framework Validation and Security Mechanisms

The IToT-enabled foklifts in scenario 1, scenario 2, and scenario 3 demonstrated satis-
factory compliance, unsatisfactory compliance, and the behavior of a compromised or
faulty asset, respectively. The proposed ML blockchain framework consistently adhered
to the guidelines and reliably generated one of three scenarios, (a), (b), or (¢), demon-
strating strong ML performance without encountering any runtime failures in any of the
experiments. Blockchain peers can use prediction data with confidence when monitoring
the compliance performance and behavior of assets. The latencies for each scenario are

shown in Figure 35.
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Figure 35: Response times of the three scenarios.

As shown in Figure 35, the validation latency varies significantly across behavioral sce-

narios, reflecting how the system adapts to context-sensitive security demands.

e In Scenario 1, which involved fully compliant forklifts, the blockchain confirmation
time was minimized. This efficiency was attributed to the regular and anticipated
behavior of the devices, which necessitated only lightweight validation. Smart con-

tracts require minimal peer interaction due to low perceived risk and predictable
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operational patterns, thereby facilitating rapid enforcement [158].

e In contrast, Scenario 3, which involved rogue or compromised forklifts, exhibited the
longest validation latency. This increase can be attributed to heightened scrutiny,
as the CORDA framework necessitates multi-party consensus across validator nodes
prior to executing enforcement actions such as device isolation or transaction roll-
back. This is consistent with CORDA’s notary-based consensus model, which is

designed to ensure transaction finality amid uncertainty [160].

In all operational scenarios, the average end-to-end latency, from data ingestion and
anomaly detection to contract execution and ledger commitment, ranged between 3.5
and 4.5 seconds. This performance was achieved by implementing three architectural

strategies.

e Off-chain storage of bulk IIoT data minimizes the volume and complexity of on-

chain transactions [164].

e Selective smart contract invocation logs only policy-violating events, drastically

reducing the transactional load on the blockchain [161].

e Decoupling of Al-based inference from blockchain consensus cycles—by executing
behavior scoring through an independent Random Forest module—thus isolating

computational delays from ledger write operations [162].

The findings affirm the viability of near-real-time blockchain-integrated auditing within
Industrial Internet of Things (I1oT) systems under simulated industrial conditions. Nonethe-
less, it is crucial to acknowledge that this does not resolve the latency challenges inherent
in distributed ledger technologies (DLTSs). Instead, the results indicate that deliberate
architectural decisions, lead to significant latency reductions within defined IToT domains

[163]
(b)Comparative Risk Observations and Anomaly Escalation

A progressive increase in risk severity was observed across the three scenarios, highlighting
the ability of the system to adaptively classify operational anomalies based on predefined

security parameters.
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Table 3: Escalation of Risk Levels across Scenarios

Scenarios NONE Risk LOW Risk MEDIUM Risk HIGH Risk
Fully Compliant 78% 20% 2% 0%
Partially 15% 20% 55% 10%
Compliant

Non-Compliant 0% 0% 22% 78%

From this progression, it is evident that the framework effectively categorizes routine
operational variances (Scenariol) as non-threatening, while escalating genuine deviations
(Scenario 2 and Scenario 3) to appropriate intervention levels. The sustained HIGH
risk classification in Scenario 3 confirmed that the system was robust in distinguishing

between acceptable and security-critical anomalies.
Implications for Practical Deployment

e Scenariol required minimal intervention, validating that the framework can au-
tonomously handle compliant assets without unnecessary alerts and reduce the

operator workload.

e Scenario2’s risk profile indicates the need for real-time adaptive learning, as its

deviations, while non-malicious, still require oversight.

e Scenario3d’s sustained HIGH-risk categorization justifies the necessity of automated
security intervention mechanisms such as asset isolation, blockchain-triggered alerts,

and cybersecurity audits.

The ability to effectively classify and escalate risks ensures that the framework does not
burden the monitoring system with excessive false positives while ensuring that critical
security threats are prioritized. The determination of trust in risk logs should ultimately
reside with blockchain peers, who are responsible for evaluating risk values in conjunc-
tion with other available data such as reallocations documented within the ERP sys-
tem. Typically, a blockchain peer may occasionally encounter false positives, resulting in
the recording of NONE and LOW risks during the process of updating smart contract

states. Blockchain peers may establish criteria to adhere to prior to encountering actual
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MEDIUM and HIGH risks. Given that data flows and risk logs are documented for each
event when the reach forklift alters its weight, either by picking up or offloading, the spo-
radic MEDIUM and HIGH risks can be disregarded. For instance, a genuine MEDIUM
risk might only be recognized after it has occurred consecutively, indicating a signifi-
cant issue with the functioning of a particular IToT asset. If a pattern emerges without
apparent self-correction, false alarms may arise because of factors such as communica-
tion breakdown between the asset and monitoring system. When ongoing patterns of
MEDIUM and HIGH risks are identified, blockchain peers may associate them with the
risk logs of other IloT assets linked to the same smart contract and seek explanations
within ERP. If genuine MEDIUM and HIGH risks are identified as trends, they cannot be
recorded in a smart contract because of restrictions on state changes. In such instances,
blockchain peers must collaborate with the operations team to examine the risks. It is es-
sential to document the response and mitigation procedures to clearly define the roles and
responsibilities of such actions. These procedures can be integrated into smart contracts
during the project-planning phase. Nevertheless, because actions are initiated following
successive risk logs marked as MEDIUM and HIGH, this allows for the identification and
management of risks before significant harm occurs. For example, an audible emergency
alarm can be activated, prompting warehouse evacuation. In addition, the power supply
to the vehicle’s remote controller may be cut off to prevent the asset from continuing

operation.
(d) Performance of the Predictive Auditing Model

The performance of the prediction model based on the decision tree in the random for-
est algorithm was validated by plotting four performance parameters: precision, recall,
F1 score, and traceability. In Scenario (1), the curves of the performance metrics fol-
lowed linear straight lines without any noticeable performance degradation. However,
the performance metrics in scenarios (2) and (3) display similar performances, as shown
in Figures 31 and 34, respectively. Apart from a few dips, the precision remained 100%
in both the test scenarios. Recall and traceability maintained steady performance of
approximately 82%. The F1 score maintains a consistent performance of 90% approxi-
mately. As Scenarios (2) and (3) were generated to simulate major differences between

the predicted and actual values, only confidence in the performance of the predictive
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auditing algorithm can generate confidence in the risk logs for blockchain peers to take
intervention actions. To complete the analysis, the overall F1 score, precision, recall, and

traceability were calculated using the weighted average method.

P = Sl
=17

Where
e ; is the number of test cases in scenario
e flis the average F1 score for scenario ,
e cis the total number of scenarios (in this case, 3)

By applying the weighted average formula for the overall F'1 score in this study, the overall
precision was calculated as 0.997630335, overall recall as 0.823801011, overall traceability
as 0.821805688, and overall response time as 3952 ms. The overall accuracy of the model
was 94%. The performance will improve significantly beyond the levels demonstrated in
this study by expanding the training dataset to more than a million records. This will
increase the resource requirements significantly but will increase the validity of risk logs

in practical applications.
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Table 4: Mapping scenarios to the research questions

Research Question

Scenario Contribution

Key Metrics

RQ Outcome

RQ1 All Scenarios (1-3) Traceabhility Traceability was maintained at or above 82%
Rate, Latency, | across all behaviors. Even rogue transactions
Rejection were logged and made verifiable. CORDA’s
Rate design enabled fast and accountable
provenance logging.
RQ2 Scenarios 2 & 3 Precision, The predictive auditing model achieved high
Recall, precision and recall across anomalous and
Validation malicious cases, with immediate smart contract
Accuracy enforcement. The system performed
automated detection and mitigation without
manual oversight.
RQ3 All Scenarios (1-3) All Metrics Data integrity was never compromised; all

threats were detected and blocked. System
uptime was uninterrupted. Even during
attacks, traceability and logging continued,

supporting secure and autonomous operations.
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Summary

This section presents the evaluation and results of the proposed predictive auditing frame-
work, demonstrating its effectiveness in detecting anomalies, ensuring traceability, and
logging real-time risks using a blockchain. The framework showed high precision in
identifying risks across three different asset behavior scenarios. Blockchain integration
further strengthens data immutability and accountability, ensuring that peers can trace
all the events and take action when necessary. Despite some limitations, the system
shows promise for real-world applications in cloud manufacturing environments, partic-
ularly where continuous monitoring and traceability of IloT-enabled CPS are required.
In real-world implementations, the provenance blockchain solution is expected to mature
with continuous learning using the machine learning algorithm to such an extent that it
can predict a rogue IIoT device operating as a standalone or in a group of devices with
significant confidence. The provenance will not only be based on static records but also
on the history of data blocks transmitted by them. The system will perform predictive
auditing based on behavioral analysis of the IIoT devices, keeping a close watch on the
data blocks transmitted by them. The next chapter discusses the findings of this study

and expands its use in broader industrial applications.
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Chapter V

Discussions

5.1 Introduction

This chapter delves into the interpretation and implications of the proposed ML blockchain
framework, focusing on its role in addressing the key challenges of enhancing security,
visibility, traceability, and operational continuity within IIoT-enabled C-MFG environ-
ments. The chapter is organized on the following key aspects: Interpretation of Results;
incorporation of the three main research questions to ensure that the interpretation re-
sults point to a cohesive and coherent narrative that builds the research; comparison of
the results with the findings of past research; and implications of the findings for theory,

practice, and policy.

5.2 Interpretation of Results

Research Question 1: How can a blockchain-based provenance tracking be optimized
to support continuous visibility and traceability of IloT-enabled Cloud Manufacturing

(C-MFG)?

The first research question sought to determine how blockchain-based provenance track-
ing could be expanded to support continuous visibility and traceability in [ToT-enabled
C-MFGs. The study findings validate that blockchain, when combined with off-chain

storage and ML-based provenance data validation, significantly enhances real-time track-
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ing of IIoT device interactions. Unlike the existing provenance blockchain framework,
which relies on a one-time validation of device states, the proposed framework enables
the continuous monitoring of all operational transitions within C-MFG environments.
This is achieved through an ML-powered predictive auditing algorithm to continuously
analyzes real-time IIoT data streams to detect patterns, deviations, and potential secu-
rity violations. The model dynamically adapts to new behavioral data, improving its risk
assessment accuracy over time. Deviations between actual operations and predicted be-
havior—based on smart contract rules—serve as reliable indicators of system anomalies
or quality breaches. This mechanism ensures that the manufacturing processes remain
fully traceable and any unauthorized modifications are immediately detectable. Further-
more, by extending provenance tracking beyond individual devices to capture interactions
across multiple cloud-based manufacturing nodes, the framework enhances system-wide

visibility, thereby enabling seamless traceability across distributed production networks.

Research Question 2: How can predictive auditing be integrated with blockchain

technology to enhance real-time anomaly detection and proactive threat mitigation?

The second research question examined how ML-driven predictive auditing can be inte-
grated with blockchain-based provenance tracking to improve real-time anomaly detec-
tion and proactive threat mitigation in IIoT environments. The ML-driven predictive
auditing system was engineered to update the provenance database and segment it into
datasets specific to each device. This segmentation facilitates the prediction of the fu-
ture operational characteristics of each device. These predictions can subsequently be
compared with the current state of the devices to identify any operational violations and
record potential risks in the risk database. The study confirms that predictive analytics,
particularly by dynamically evaluating [1oT device behavior and categorizing activities
into low-, medium-, or high-risk levels, enhances the accuracy and responsiveness of secu-
rity monitoring. Moreover, the integration of predictive analytics with blockchain smart
contracts enables real-time security enforcement and prevents the execution of high-risk
operations. Unlike traditional post-event forensic analysis, which only detects threats
after an attack has occurred, this proactive approach allows for immediate threat miti-
gation and ensures continuous security monitoring in C-MFG environments. Evaluation

metrics substantiate the effectiveness of this integration. Precision 96% to 100% confirms
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the system accurately detected deviations from the predicted forklift behavior, such as
anomalous lateral shifts or unexpected halts. The Recall 82.1% - 85.4% demonstrates
the system was able to identify most of the anomalous events, with a high detection
rate for genuine threats or irregularities. The F1 Score 90.2% - 90.4% reflects these find-
ings by demonstrating a strong balance between precision and recall, indicating that the
anomaly detection system maintained high confidence in its predictions while minimiz-
ing false positives. These results validate that the integrated framework provides robust

anomaly detection while ensuring uninterrupted, secure I1oT operations.

Research Question 3: How can integrating blockchain and predictive auditing en-
sure data integrity, traceability, and security in IToT-enabled C-MFGs while maintaining

operational continuity?

The third research question explores how ML and blockchain technologies can be inte-
grated to ensure data integrity, accountability, and operational continuity in dynamic
Cloud Manufacturing environments. The research findings demonstrated that this in-
tegration provides a robust security architecture that outperforms traditional security
models in terms of real-time responsiveness. This was achieved through a hybrid archi-
tecture that combined interval-based logging for batch processing, off-storage for captur-
ing real-time data, and smart contract validation to ensure compliance. This approach
minimizes latency while maintaining high data integrity such that transactions can be
traced backward, and all accountabilities can be fixed. The incorporation of off-chain
storage facilitates the continuous compliance monitoring of IIoT data devices to certain
operating rules, whereas the processes carried out by the devices should be monitored by
their dedicated process blockchains. Periodic on-chain hash updates ensure the integrity
and immutability of records, without overburdening the blockchain with excessive data.
Real-time visibility is realized through the continuous monitoring of IIoT devices, em-
powering dynamic, data-driven decision-making processes. The aggregation and hashing
of all device states before logging onto the blockchain reduces the storage overhead while
maintaining complete traceability, providing an auditable and tamper-proof record of de-
vice activity. Breaches of the operating rules were logged as risks, with full details of

what had been breached.

Upon detecting possible operational and behavioral breaches in these devices, the system
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triggers automated peer reviews, in which blockchain updates are executed to ensure
that any detected risk is transparently logged and validated across the network. Such
logs can not only invoke investigations, but also help in the reverse traceability of the
operational compliance records of each asset registered in the blockchain and allocated

to smart contracts.

The provenance logs in the blockchain can be analyzed to highlight the assets that operate
with maximum compliance and those that default the most during operations for vari-
ous smart contracts. To mitigate the performance overhead traditionally associated with
blockchains, the framework incorporates dynamic consensus mechanisms adapted based
on the risk levels detected in the system. Thus, suppliers providing the most trustworthy
assets can be prioritized using the provenance blockchain. All these analytics are based
on provenance logs, which are fully transparent to all blockchain members. By adjusting
the consensus approach according to the severity of the detected anomalies, the frame-
work minimizes unnecessary blockchain transactions, optimizes resource utilization, and
maintains the system responsiveness. These features collectively ensure that the frame-
work can handle frequent datasets in real-time while maintaining high performance and

scalability, even under varying operational conditions.

In terms of operational efficiency, the framework achieved a response time of 3.952 s, sig-
nificantly outperforming conventional security models. In addition, the smart contract-
based security enforcement mechanism ensures that unauthorized activities are blocked
at the execution level, preventing disruptions to manufacturing workflows. These findings
confirm that integrating blockchain with Al-driven predictive auditing not only strength-
ens security, but also ensures seamless operational continuity in IloT-enabled C-MFG

environments.

5.3 Comparison with Previous Research

The findings of this study align with and extend the previous research on IloT security.
Earlier investigations [35], [41]-[43] developed frameworks that required the exchange
of keys with client systems, followed by their verification through authorization records

maintained in the provenance blockchain. These studies have concentrated on the pro-
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cesses of identifying, authenticating, and authorizing IIoT devices. However, they do
not fully mitigate several IIoT issues, as highlighted in [15] and [19]. By contrast, this
study extends beyond key exchange validation by incorporating continuous validation

using machine learning(ML).

The proposed system enhances security by dynamically monitoring I[ToT devices in real-
time, detecting anomalies, and logging risks. This ensures that the security threats
identified in [15]-[19] are addressed more proactively rather than relying solely on static
authentication methods. The justification of how the proposed system mitigates these

threats is detailed in Section 5.2.

Previous approaches, including static anomaly detection and standalone blockchain log-
ging, have been criticized for their nonreal-time responsiveness and limited scalability.
In many cases, blockchain is employed in post-event contexts, in some studies, to ensure
data integrity. While it works well for static environments, it often fails in dynamic
and time-critical applications, such as manufacturing or smart logistics. The inherent
latency of processing and analyzing static datasets limits the detection of faults in real
time [5]; thus, they fail to respond to critical issues when needed. This study addresses
these criticisms by presenting a hybrid protocol that combines continuous real-time data

monitoring and immutable blockchain logging.

To the best of our knowledge, no prior research has directly compared the scope of
the proposed framework because of its unique integration of real-time data logging in
a blockchain and predictive auditing mechanisms in IIoT environments. Although no
direct studies are available within the scope of the proposed framework for comparison,
the capabilities of the proposed framework are compared with those of existing commer-
cially available anomaly detection models, including XGBoost, LightGBM, AdaBoost,
CatBoost, and GradientBoost.

5.3.1 Ruiz-Villafranca et al. (2023): AMEC-IIoT System

Ruiz-Villafranca et al. [143] conducted IIoT threat detection in a multi-access edge-
computing (MEC) environment. Their approach involved testing decision trees in a

random forest using five standardized commercial machine learning models: XGBoost,
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AdaBoost, GradientBoost, Light GBM, and CatBoost. The dataset was prepared by col-
lecting data from a networked environment created for experimentation. In the network,
data on normal behaviors and anomalies were generated and then mixed to form the
training and test datasets (80-20 split), similar to this research. However, Reference
[143] used significantly larger datasets comprising several million records. This study
evaluated anomaly detection performance under various network security threats, includ-
ing packet manipulation, network scanning, denial-of-service attacks, and HTTP errors.
Given that this research focuses on detecting anomalies in networked logistics assets, the
closest comparison is with the network scanning results in [143]. The performance metrics
of the five commercial models used in [143] and that of the model developed in this study

are compared in Table 3.

Table 5: Comparison of Model Performance with Reference [143]

Model Precision Recall F1 Score | Accura Response Time
| XGBoost 0.92 0.99 0.94 0.9992 5,380,689 |
LightGBM 0.91 0.96 0.92 0.999 160,220
AdaBoost 0.92 0.98 0.94 0.9991 19,925,673
| catBoost 0.91 0.98 0.94 0.9991 2404382 |
GradientBoost 1 0.89 0.91 0.9994 10,550,021
This Research 0.997 0.82 0.90 0.94 3.952

The most significant advantage of this research lies in the drastically lower response
time (3.952 ms) compared to commercial models, which ranges from 160,220 ms to over
19 million ms. This performance difference is attributed to the significantly smaller
dataset size used in this research (152,400 records per asset) compared with the multi-
million record datasets in Reference [143]. This real-time performance indicated that the
proposed framework is an ideal candidate for scenarios in which rapid threat detection
and mitigation are critical. The model used in this study had a lower recall rate, which
resulted in a lower accuracy. However, the precision was better than that of the models,
and the F1 scores were comparable, given that the models used in Reference [143] were

commercial models.
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5.3.2 Elmrabit et al. (2020): Machine Learning for Anomaly

Detection

Elmrabit et al.[144] evaluated anomaly detection in IIoT environments through ma-
chine learning using several machine learning models trained on three publicly avail-
able datasets: CICIDS-2017 (approximately 2.5 million records), UNSW-NB15 (approxi-
mately 2.8 million records), and ICS (approximately 78,391 records). For the purpose of
this research, a comparison was made only with the RF results of the Random Forests.
However, it may be noted that [144] achieved the best results with random forests com-
pared with the other algorithms tested. Table 4 presents the results of a comparative

performance analysis.

Table 6: Comparison of Model Performance with Reference [144]

Model Precision Recall F1 Score Accura
UNSW-NB15 0.844 0.991 0.912 0.877
CICIDS-2017 0.997 0.997 0.997 0.999

ICS 0.929 0.972 0.95 0.928
This Research 0.997 0.82 0.90 0.94

In this comparison, the precision was better than that of the other models (except for
CICIDS-2017). The recall was lower than that of the other three models, and the F1
score was lower than that of ICS and CICIDS-2017, but comparable with UNSW-NB15.
Given that the models compared with are commercially available models that have used
millions of records and that the model in this study was trained with only 152400 records

per asset, the performance may be considered acceptable.

Despite these differences, the main strength of this study was its ability to conduct
continuous monitoring using 117 test cases, each completed within seconds. In contrast,
the comparative models from [143] and [144] relied on single-snapshot testing because of
their extensive training-testing times. The provenance blockchain models studied in the

literature lack continuous monitoring capabilities.

Continuous and real-time detection of anomalies is a pivotal advancement in this re-
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search. The comparative models in [143] and [144] suffer from excessive training and
processing times, making real-time monitoring impractical. The primary reason this re-
search achieved real-time monitoring while maintaining competitive performance was the
implementation of Java-based continuous memory purging in the Java Virtual Machine

(JVM). This feature is widely used in high-performance commercial Java applications.

5.4 Contributions to Existing Knowledge

This section outlines the primary contributions of this study to the existing body of
knowledge organized according to three research questions (RQs). Each RQ-guided con-
tribution addresses the key theoretical and practical gaps identified in the literature on

secure and resilient I[ToT-enabled cloud manufacturing.
RQ1 — Optimizing Blockchain for Continuous Traceability

This research advances the state-of-the-art by developing a blockchain-based provenance
tracking framework that ensures the continuous visibility of IIoT-enabled assets through-
out their operational lifecycle in cloud manufacturing settings. Unlike traditional systems
that use blockchain as a passive archival medium, this study introduces an active real-time
provenance layer. Every IloT-enabled Cyber-Physical System (CPS) device is registered
either on- or off-chain, recording essential metadata such as identity, deployment zone,
ownership, and configuration state. A key innovation is the provenance-linked authentica-
tion mechanism, a condition-triggered routine that dynamically validates device authen-
ticity not just at onboarding but during runtime events—e.g., relocation, reassignment,
and maintenance. This promotes sustained trust in the adaptive C-MFG systems. The
system architecture utilized a layered CORDA-based blockchain with a dedicated prove-
nance layer. Smart contracts serve as autonomous validators that authorize only devices
with verified provenance records. This mechanism transitions operational metadata from
off-chain status to on-chain verification, activating real-time traceability. The secure en-
capsulation of operational parameters, such as hardware specifications, permissions, and
geofencing rules, is enforced through blockchain logs. Real-time traceability is further
strengthened via MQTT-enabled IIoT, transmitting device states (load weight and GPS
location data) to the blockchain. Access control aligned with ISO 27001 restricts data
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modification for verified administrators. During experimental evaluations under varying
behavioral scenarios, the traceability index consistently ranged between 0.82 and 0.83,
even in rogue or partially compliant conditions. This confirms the robustness of the
proposed provenance mechanism in maintaining operational visibility. This advances the
literature on blockchain for IIoT by transitioning from passive archival solutions to active

and adaptive traceability mechanisms [4], [10], [15].

These findings confirm the architectural feasibility of achieving continuous traceability
with minimal data loss under idealized conditions. However, it is crucial to note that
these results were derived from a controlled simulation environment with uninterrupted

connectivity, deterministic event sequencing, and noise-free sensor streams.

Realistic Challenges in IIoT Data Quality: When transitioning from simulation to

physical deployment, several well-documented challenges must be considered:

(a). Sensor Drift and Faults: Over time, sensors may exhibit calibration drift or
hardware failures, leading to inaccuracies in reporting critical parameters such as

position or load.

(b). Environmental Noise: Electromagnetic interference, mechanical vibration, or

physical obstructions can degrade wireless signal integrity.

(c). Network Instability: In complex warehouse layouts or high-density node con-
figurations, edge devices may experience packet loss or delayed up-links due to

bandwidth contention or transient disconnections.

(d). Clock Synchronization Issues: Distributed time-stamping is essential for chrono-
logical traceability; however, drift among local clocks may result in misaligned event

logs.

These constraints directly affect the framework’s ability to maintain continuous, high-
fidelity visibility and must be anticipated when generalizing findings beyond the simulated

context.

RQ2 — ML-Blockchain Integration for Anomaly Detection
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The proposed hybrid framework integrates a Random Forest-based predictive auditing
engine with a blockchain to facilitate real-time detection of behavioral anomalies across
[ToT-enabled CPS systems. The auditing module is trained on location and weight data
to identify abnormal patterns such as unauthorized zone entry and excessive load irregular
downtime, which may indicate malicious activity or misconfiguration. These predictive
insights are dynamically coupled with blockchain-based smart contracts that automati-
cally enforce conditional responses. Upon detecting an anomaly, the system isolates the
device, alerts administrators, and logs the event immutably into the blockchain’s risk
ledger. This mechanism ensures not only real-time mitigation, but also forensic account-
ability. The audit engine supports both stream and batch data processing, tolerates
asynchronous device behavior, and distinguishes among multiple threat types from inter-
nal sabotage to external cyberattacks. Empirical evaluations yielded a detection latency
of 3.9 seconds, accuracy of 94%, and Fl-score of 0.90, validating the responsiveness and
precision of the module [11], [28], [29]. Every confirmed risk instance was recorded on a
chain with timestamped metadata. This enhances transparency and traceability across
multiple cloud zones, thereby enabling scalable and unified threat management. This
contribution fills a gap in the literature, where blockchain is often treated as a passive

storage layer rather than as a real-time threat intelligence enabler [11], [28], [29].
RQ3 — Secure, Traceable, and Continuous Operations

This study demonstrated that fusing blockchain with ML-driven predictive auditing yields
a unified security framework that ensures data integrity, traceability, and operational
resilience in I[ToT-enabled cloud manufacturing. Blockchain facilitates immutable prove-
nance and accountability, whereas the ML engine ensures proactive detection of anoma-
lous behaviors based on the device performance history. Unlike static validation systems,
this framework supports real-time behavioral validation. Device location and weight lifted
is continuously assessed, and smart contracts enforce responses based on historical behav-
ior, thereby enhancing system agility. If an anomaly is detected, preventive actions such as
isolation or risk flagging are executed immediately, reducing the likelihood of system-wide
failure. To validate this architecture, a multi zone cloud simulation was conducted us-
ing [ToT-enabled forklifts exhibiting three behavioral patterns: fully compliant, partially

compliant, and rogue. Across these scenarios, the system achieved complete operational
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uptime, detected all major anomalies, and maintained workflow continuity, even under
threat conditions. In contrast to periodic audits, the proposed system provides continuous
event-driven monitoring of the IToT devices. For example, location breaches, overloads,
or unauthorized asset redeployments are logged and isolated in real time without disrupt-
ing ongoing operations. This ensures quality assurance, cyber-physical risk management
and workflow resilience. Furthermore, off-chain Provenance Database (ProvDB) was in-
corporated to facilitate advanced functions such as compliance audits, anomaly pattern
analysis, and predictive maintenance. This makes the architecture extensible for future
ITIoT innovations in smart manufacturing [35], [42], [46]. This confirms the viability of
real-time resilience, accountability, and trust in decentralized C-MFG systems, which are

often lacking in traditional periodic validation models [30], [33], [34], [35], [42], [46].

Consolidated Evaluation: Addressed Concerns in I[IoT-Enabled C-MFG As summarized
in Figure 37, the proposed framework systematically addresses the seven critical chal-

lenges prevalent in IloT-enabled cloud manufacturing.

Algorithmic Inter-cloud
Transparency cybersecurity

Accountability
CPS devices and Liability

exploits
Provenance

Blockchain +

Al-based

predictive
CPS Identity auditing Fidelity of CPS
Validation Sensor Data

Tracking CPS
deployments

CPS Traceability

Figure 36: IIoT in cloud manufacturing concerns addressed by this study

(a). Validating the identity of CPS devices: The system registers CPS identities as on-

or off-chain, with dynamic transitions enforced by smart contracts.
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(b). Handling rapid deployment and scalability: Millions of CPS devices can be pre-
registered and managed via smart contracts contingent on IT and bandwidth ca-

pabilities.

(c). Ensuring traceability during operational state changes: Predictive auditing continu-

ously monitors device states and flagging and logging risks for blockchain validation.

(d). Sensor data fidelity: Although complete fidelity requires engineering knowledge, the

system flags inconsistencies and assists operators through ML-based predictions.

(e). Accountability and ownership: Ownership data are captured at registration; smart

contract parties and blockchain peers collectively enforce accountability.

(f). Multi-cloud cybersecurity: Security is ensured through a unified MQTT broker and

a replicated ML infrastructure across cloud zones.

(g). Algorithmic transparency, which ensures the accountability of the algorithms em-
ployed to manage CPS device operations, poses a significant challenge. Advanced
systems with a comprehensive understanding of their operational behaviors and per-
formance metrics are required to monitor and control the performance and behavior
of these algorithms effectively. Such systems can identify deviations in ongoing pat-

terns and classify them as risk at various levels.

These concerns are comprehensively resolved through the integration of provenance track-
ing, predictive auditing, smart contracts, and blockchain-backed governance mechanisms,

thus establishing a secure and resilient IToT-enabled manufacturing infrastructure [2], [5],

[10], [11], [28], [30], [35].

5.5 Implications of the Findings

The findings of this study have substantial theoretical, practical, and policy implications
that have the potential to influence the future of the IloT security frameworks. These
findings provide deeper insights into the real-time performance of blockchain in IloT
systems, and highlight innovative ways to integrate blockchain with predictive auditing

[147]. In this section, we elaborate on the theoretical, practical, and policy implications
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of the contributions of this study.

5.5.1 Theoretical Implications

This study possesses significant theoretical importance as it advances the current un-

derstanding of blockchain technology, predictive auditing, and the Industrial Internet

of Things (IToT), particularly within the context of cloud manufacturing environments.

By integrating these three areas, this study extends the theoretical framework of data

provenance, security, and audit practices in the IIoT systems. This study offers a novel

perspective on how blockchain and predictive auditing can be combined to create an effec-

tive continuous auditing system, which has been underexplored in the existing literature.

The study:

(a).

Expand the scope of the provenance blockchain’s role in Industrial Internet of
Things (IIoT) security to encompass not only the authentication and authorization
of IIoT devices, but also the assurance of comprehensive operational compliance.
Compliance should be regulated by rules established through smart contracts within

a blockchain that is specifically dedicated to provenance.

. The theory of predictive auditing is advanced by examining the integration of

machine-learning models with blockchain technology to detect and address oper-
ational anomalies in real time. This approach emphasizes the early identification
of non-compliant or potentially compromised Industrial Internet of Things (IIoT)

devices, thereby preventing any potential harm they may cause.

. This study advances the theoretical framework of IToT system optimization by ad-

dressing issues of scalability and latency and by proposing practical solutions to
mitigate these challenges, thereby enhancing the efficiency of blockchain-based sys-
tems in dynamic, real-time IToT environments. Consequently, risk monitoring and
control should extend beyond the mere introduction, reassignment, or decommis-
sioning of devices. Instead, they should continuously monitor IIoT operations in
real-time by utilizing predictive auditing capabilities. The proposed solution facil-
itates the monitoring and management of every variable associated with the IToT

devices linked to smart contracts.
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These contributions are expected to shape future theoretical developments in the field by
broadening the scope of blockchain’s application in auditing and security beyond tradi-
tional approaches, fostering a more holistic understanding of how emerging technologies

can optimize the operational and security processes in [IoT systems.

5.5.2 Practical Implications

From a practical standpoint, the integration of blockchain technology with predictive
auditing in [ToT systems offers several benefits to industry stakeholders including manu-
facturers, auditors, and regulators. This study provides a pragmatic solution for some of
the most pressing challenges faced by manufacturers and auditors in I[IoT environments,
particularly regarding real-time data validation, integrity, and automation. The practical

implications of this study are as follows:

(a). Manufacturers will benefit from an enhanced ability to monitor and verify IloT
data in real time, ensuring the authenticity and reliability of critical data collected

from sensors and devices.

Blockchains collect insights from supply chains using IToT sensor transmitters for
auditing and audit analysis [54], [59], [62]. As blockchain stores smart contracts,
events related to the completion of contractual terms can be captured by field IToT
sensor transmitters. Field IToT sensors with transmitters must be attached to the
process data points identified in the assets assigned by the parties contributing
to the smart contracts of the blockchains. At the engineering level, IIoT sensors
and transmitters are digital logic electronic boards with integrated physics sensors
that are capable of capturing and organizing the progress data of the parameters
of interest in the process events being executed. The progress data can then be
transmitted to big databases on cloud computing from where they can be analyzed
and transformed into state change information fed to the smart contract tracker
of the block chains [39], [44]. This leads to better decision making, optimized
operations, improved compliance with industry standards, and greater transparency
and traceability of manufacturing processes [6]-[9], [53], [54]. Security and privacy
controls can result in trust and confidence between manufacturers and customers

in cloud manufacturing [16]-[19] [28]-[30] [31], [32]. Blockchain peers should have
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access to the logs of security events and enterprise risk databases to provide insight
into the security exposure and risks related to the current state of events to all
interested parties plugged into the blockchain. In this way, stakeholders in smart
contracts can be informed in real time about the risks and exposures in industrial

systems that serve their smart contracts.

. Auditors experience a transformation in their auditing processes as they can utilize

a proactive approach to anomaly detection and audit execution. Instead of tradi-
tional manual audits, auditors can continuously monitor I[IoT systems, enabling the
early identification of issues and more accurate audits with less reliance on human

intervention.

Predictive auditing (also called Auditing 4.0) is a fully automatic auditing system
that uses Industry 4.0 [33]-[45]. It is an automatic mechanism for rapid data collec-
tion and time-stamped serial analysis using an automatic auditing mechanism for
building transparency in manufacturing logistics and supply chains [62]. In tradi-
tional supply chains, transparency is limited to electronic data interchanges between
collaborating parties. In digitized manufacturing and supply chains supported by
blockchains, transparency is ensured through multihop tracking and tracing of sig-
natures/fingerprints/raw data left behind by these processes. The framework en-
ables multi-hop accountability established through blockchain monitors, registrars,
and approvals. Traditional auditing in the industry is conducted manually by se-
lecting samples from static data following a sampling process [37]-[39]. A small
representation of the overall dataset was drawn to analyze the process and compli-
ance gaps. The traditional auditing method was driven by expert auditors having
“eyes for detailing” in the sample dataset and in the observations made about the
environment in which the data were generated by the processes and stored. The
auditing was completely driven by the auditor’s evidence-based interpretation. Fur-
thermore, auditors were mostly dependent on the declarations made by the audited
organizations, which comprised sampled data pulled out from the running systems.
Most auditors are detached from the transactional systems. The outcomes of the
auditing process were driven by human expertise and experience. Hence, different

auditors may reach conclusions based on individual analyses and interpretations
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of the sample dataset and their observations [37]-[39]. The traditional auditing
method recommends corrective and preventive actions, and related observations for
improvement. However, audits were not preventive in nature, and auditors could
not predict the required changes to prevent future processes and compliance gaps.
The audits were based only on historical data, and the changes recommended by
the auditors were related only to current states. Predictive auditing is about fu-
ture predictions of anomalies that have not yet occurred but may be in the making

process within the system [37]-[40].

. Regulators will gain a more efficient tool to monitor compliance with regulatory

standards. The proposed blockchain framework creates a transparent and im-
mutable audit trail, allowing regulators to track the performance and behavior
of IIoT systems in real time, thus ensuring that manufacturers comply with the

relevant laws and regulations.

When client organizations are tied to a blockchain, regulators do not require data
samples. regulators’ login to the blockchain as a blockchain peer with view-only
access can manifest records stored in the blockchain. Because all nodes participating
in a network segment had the same copies, the records were validated automatically.
Event listeners and loggers for auditing can extract data directly from the business
logic followed by smart contracts in simplified data formats such as XML.CSV
and JSON, which are stored in a blockchain audit database [41]. The blockchain
audit database is an added component for predictive auditing, which can be made a
permanent feature within the blockchain design. Audit issues can be generated by a
combination of automated analysis, predictions, and brainstorming by experts [42].
If a permanent feature is created, blockchain audit logs can be traceable following
audit trails stored in defined categories such as industry, city, and state [43]. Audit
trails can be protected by tracing the provenance information of blockchain audit
records and maintaining multiple identical copies of audit trails that are accessible
in encrypted and digitally approved read-only formats [43], [52]-[54]. Any future
evaluation of audit trails can be authenticated through its provenance data, such
that the sources of anomalies can be detected and the exact accountabilities can

be fixed. This capability can be used to detect and fix anomalies before they
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cause damage to the audited systems. The integration of blockchain with predictive
auditing can be used to detect and fix engineering-level systemic errors by comparing

engineering knowledge with the predictive analytical outcomes.

5.5.3 Policy Implications

The policy implications of this study are relevant to both national and international regu-

latory bodies, overseeing the adoption and implementation of IIoT systems in industries,

such as cloud manufacturing. As the integration of IIoT and blockchain technologies in-

creases, policymakers must establish comprehensive frameworks that address the security,

data integrity, and transparency of IIoT systems. This study informs policy decisions in

several ways.

(a).

Guidelines for Blockchain Adoption in Securiing IIoT in C-MFG: This study pro-
vides valuable insights into how blockchain can be utilized to reduce or eliminate
the risks arising from cyber—physical system security challenges if they are moni-
tored and controlled continuously in real time. Disasters in industrial systems may
require a build-up period before they occur. For example, an explosion in a boiler
can occur after prolonged pressure building beyond its operating boundaries. Pol-
icymakers can leverage this information to design regulations that encourage the
adoption of blockchain for real-time monitoring to detect buildup sequences during
their buildup periods. Blockchain peers may be able to take timely protective and

preventive actions for industrial applications.

. Establishing Industry Standards for Continuous Auditing: As study proposes a

framework for continuous auditing through the integration of blockchain and pre-
dictive auditing, policymakers can use these findings for real-time visualization of
events occurring in critical manufacturing systems [145]. This ensures that manu-
facturers and auditors across different industries adhere to standardized methods for
real-time data validation, security, and anomaly detection. In a larger cybersecurity
framework, the proposed provenance blockchain solution can play a prominent role
in activity logging, monitoring, and control in the security informatics and event
management (SIEM) framework [145], as the activities of IIoT devices can be mon-

itored and compared with their pre-established operating boundaries in real time.
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Blockchain peers can be empowered by the continuous flow of state monitoring and
breach knowledge to ensure that exploited vulnerable IIoT devices can be quickly

identified and administered before major damage occurs.

. Supporting the Development of Compliance Frameworks for Cloud Manufacturing:

The study advocates an integrated approach to IIoT system security that combines
blockchain and predictive auditing for improved compliance monitoring. The pro-
posed framework aligns with regulatory requirements such as those outlined in the
proposed Al Act in the European Union, particularly in the areas of data gover-
nance, record-keeping, and transparency [146]. The Act mandates detailed record-
keeping and documentation of Al systems, which can be facilitated by blockchain
technology. By integrating this capability with blockchain technology, the system
can ensure that the audit trail is immutable, transparent, and decentralized, making
it extremely difficult for malicious actors to tamper with data [147]. The frame-
work was designed such that breaches in movements and weights against the rules
defined in the provenance blockchain would log risks visible directly to blockchain
peers monitoring smart contract execution. The proposed solution can be applied to
many industrial, warehouse, and logistics operation scenarios. For example, highly
critical systems, such as boilers, high-voltage transformers, and high-pressure high-
velocity oil and gas pipelines, can also be monitored for breaches of state changes
against the defined provenance blockchain. Policymakers can use this study to es-
tablish more robust regulatory frameworks that monitor and enforce compliance
with security standards using the provenance states defined in the smart contracts
of provenance blockchains. It is hereby perceived that the proposed solution can
be generalized for multiple provenance scenarios provided the variables and their

bounds are defined carefully.
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Summary

In this chapter, the research findings are analyzed and discussed in relation to the re-
search questions, objectives, and performance of the proposed framework. The concerns
raised in the literature were cited and addressed as much as possible by using the sys-
tem designed and evaluated in this study. Despite the absence of direct studies that
compare the performance of the framework, this chapter illustrates how its capabilities
surpass those of commercial anomaly detection models, offering faster response times,
greater accuracy, and improved adaptability to evolving threats. In addition, the results
were consolidated, interpreted, and discussed in relation to the relevant literature. This
analysis underscores the potential of the proposed framework to set a new standard for
security and accountability in IIoT environments, presenting a clear advancement over
the existing methodologies. The next chapter presents the conclusions of this study. In
addition to the conclusions, the next chapter also provides recommendations on how this

system can be improved in future research studies.

161



Chapter VI

Conclusion and Future work

6.1 Summary of the Study

This dissertation addresses a pressing challenge in modern industrial systems: ensuring
security, trustworthiness, and resilience in Industrial Internet of Things (IIoT) enabled
cloud manufacturing environments. To address this challenge, this study proposes a hy-
brid ML-blockchain framework that combines predictive behavior auditing powered by
a Random Forest classifier with smart contract enforcement through the CORDA per-
missioned blockchain. The framework was rigorously evaluated using a multi-scenario
simulation featuring fully compliant, partially compliant, and rogue IToT-enabled forklift
behaviors across three operational zones and two cloud-hosted virtual machines. Key per-
formance indicators, including traceability, detection accuracy and latency were measured

to determine system effectiveness under various operational and threat conditions.

6.2 Addressing the Research Questions

RQ1: How can a blockchain-based provenance tracking be optimized to sup-
port continuous visibility and traceability of IloT-enabled Cloud Manufactur-

ing (C-MFG)?

This study demonstrated that the integration of CORDA’s permissioned blockchain

and smart contracts established tamper-proof, transparent, and immutable audit trails,
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achieving traceability scores above 82% across all test cases. This extends traditional
notions of traceability from static data provenance to dynamic, real-time behavioral val-
idation, ensuring accountability and operational integrity. By embedding devices into
smart contracts based on trust rankings and enabling continuous monitoring, the system
significantly reduces the likelihood of unauthorized access or manipulation. Furthermore,
the immutable audit ledger supports reverse traceability, allowing forensic identification
of the origin and trajectory of anomalies. This meaningfully contributes to the discourse

on scalable blockchain solutions in IIoT environments.

RQ2: How can predictive auditing be integrated with blockchain technology

to enhance real-time anomaly detection and proactive threat mitigation?

The predictive auditing module achieved precision levels between 96% and 100%and recall
rates up to 85.4%. This confirmed the viability of supervised machine learning for the
real-time classification of IIoT behaviors. The model was further enhanced using device-
specific training datasets that were dynamically updated from the provenance database.
This allowed for fine-grained anomaly detection, whereby deviations in behavior could
be detected, logged, and escalated for review, enabling both preemptive intervention and

historical auditability.

RQ3: How can integrating blockchain and predictive auditing ensure data
integrity, traceability, and security, while maintaining operational continuity

in IToT-enabled C-MFGs?

The system successfully identified, blocked, and responded to rogue behavior within a
latency threshold of 4.5 seconds, ensuring that the operations could continue without
degradation. The smart ledger component prevents state changes during elevated risk
conditions, thereby ensuring that threats are neither propagated nor ignored. This proac-
tive risk-management mechanism, where participants are required to log and escalate de-
tected threats, marked a significant advancement in autonomous incident response. The
framework demonstrated that on-chain intelligence combined with ML-driven foresight

can deliver rapid, accurate, and self-regulating threat mitigation.
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6.3

Key Contributions

6.3.1 Theoretical Contributions

(a).

(b).

A decentralized trust model that operationalizes auditability as a core system design

feature rather than as a post-hoc compliance measure.

Advanced literature on hybrid cyber-physical architectures shows that ML and
blockchain technologies can function symbiotically to enhance trust, resilience, and

transparency in IIoT systems.

. Reframed traceability from a passive record-keeping function to an active, contin-

uous process of behavioral verification and risk propagation.

6.3.2 Methodological Contributions

(a).

(b).

A partitioned training data methodology was introduced in which each device’s

operational behavior was independently modeled for greater classification accuracy.

Establish a risk-tiered consensus mechanism, where smart contracts dynamically
restrict or escalate state changes based on real-time risk assessments logged via

smart ledgers.

6.3.3 Practical Contributions

(a).

(b).

Demonstrated that CORDA-based smart contracts can support real-time auditabil-

ity..

It enabled a second line of defense through predictive auditing, allowing manufac-
turers, auditors, and regulators to move from periodic to continuous compliance

monitoring.

. Enhanced device allocation trust via long-term provenance logs, allowing manufac-

turers to rank and assign IIoT devices based on historical compliance.
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6.4 Limitations

Although this study has achieved its objectives, some limitations must be acknowledged.

6.4.1 Dataset and Testing Environment

The framework is evaluated using simulated scenarios constrained by hypothetical ware-
house settings. Although these scenarios are crafted to mirror real-world operations,
they may not fully encapsulate the complexity inherent in diverse manufacturing envi-
ronments. Future studies should incorporate larger and more varied datasets to enhance

generalizability.

6.4.2 Discussion on Comparative Baseline and Claim Bound-

aries.

Although this study demonstrates promising outcomes in terms of device visibility, trace-
ability, and anomaly detection, it is important to acknowledge a key limitation: the
absence of a direct comparative baseline against existing ML—blockchain frameworks or
industrial monitoring solutions. Although individual components such as predictive au-
diting and distributed logging were evaluated within the proposed architecture, a head-
to-head comparison with alternative systems was beyond the scope of this dissertation
because of time and resource constraints. While the findings indicate the framework’s po-
tential, claims related to superior performance, scalability, or architectural novelty must
be interpreted with caution. Without a standardized benchmark or reference system, it
is difficult to isolate the performance gains attributable solely to the hybrid integration
approach. Future work should aim to incorporate comparative testing against monolithic
ML solutions, traditional access control mechanisms, or blockchain logging systems with-
out real-time predictive intelligence. In light of this, the study positions itself not as a
definitive solution outperforming all others but rather as a conceptual and experimen-
tal proof-of-concept for an integrated, adaptive, and traceable IIoT security framework.
This architecture is presented as a plausible and extensible alternative, meriting further

validation through broader empirical benchmarking.
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6.4.3 Provenance Privacy and Regulatory Compliance.

Although the framework facilitates traceability and auditability, it lacks an integrated
privacy engine. It is presumed that device identity mapping and user consent management
can be managed externally by deploying organizations. This approach may not fulfill
all regulatory requirements, such as the General Data Protection Regulation (GDPR)

mandates concerning the right to erasure, data minimization, or purpose limitations.

6.5 Future Research Directions

Although the proposed framework has shown satisfactory performance in key areas, such
as traceability, security, and efficiency, there are a number of avenues to explore with
regard to future research and development to enhance its capabilities and extend its
usability to a wider industrial context. The following domains are important for extending

theframework.

Optimization for Large-Scale Deployments:Despite the hybrid logging mechanism
and dynamic consensus model ensuring efficiency, more optimizations must be imple-
mented to support extremely large-scale IIoT deployments. Further studies may include
various approaches for compressing blockchain log activities, optimizing consensus algo-
rithms, and developing new distributed ledger technologies that yield low latency, low
computational demands, and high scalability. Furthermore, future studies can design an
architecture with parallel computing using multiple transmitters and receivers, multiple
asset files for training machine learning, and multiple blockchain peers entering data on
multiple assets for multiple smart contracts. This architecture is a parallel processing
and multitasking framework, as is expected in real industrial networks. One may imag-
ine a single blockchain comprising several smart contracts, smart ledgers, and industrial
devices registered in each smart contract. Machine learning will be common, but will be
trained by the data files of several industrial devices and logging risks after making pre-
dictions after each learning event and applying the rules engine. When several industrial
assets would transmit their states to the listener files, who in turn would commit the data
into the ProvDB database and the training data files of the respective assets, some kind

of queuing develops during machine learning, which was not tested in this study.
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Edge Computing Integration: Exploring the integration of edge computing to pro-
vide real-time data processing. Edge computing refers to processing that may be closer
to the data source, relying on less cloud infrastructure, and reducing latency. This inte-
gration may provide even more value in real time, which is important for environments,

such as autonomous vehicles and industrial automation facilities.

Handling False Positives and Critical Errors: Our approach rely on a deterministic
enforcement pipeline based on the probabilistic model outputs. This raises the following

concerns in edge cases:
e A false high-risk score could lead to unwarranted action against a compliant device.
e A false negative can fail to prevent a critical event.

This anticipates a more adaptive and error-tolerant system, which is particularly critical

in high-stakes industrial settings.

Scalability Considerations: Although the simulation effectively demonstrates per-
formance within a limited three-zone warehouse scenario, real-world industrial systems
would encompass hundreds or thousands of concurrent IIoT endpoints. In such environ-
ments, both the processing load of the ML engine and latency of the blockchain may
emerge as bottlenecks. Future iterations of this framework should investigate model op-
timization techniques (e.g., pruning and quantization) to decrease ML inference time,
blockchain sharding or pruning strategies to mitigate ledger bloat, and edge—cloud par-
titioning, where anomaly detection occurs at the edge, with only high-risk events being
escalated to the blockchain layer. These enhancements can enable the system to scale
horizontally without compromising its fundamental guarantees of security, traceability,

and autonomous enforcement.

Blockchain Latency: While the architecture incorporates strategies to mitigate la-
tency, such as off-chain storage, event summarization, and selective logging, blockchain
latency continues to pose a challenge contingent upon context and scale. Future research
should include stress testing under conditions of high transaction volumes, a comparative
analysis with alternative distributed ledger technology (DLT) platforms such as Hyper-

ledger and IOTA, and the application of formal queuing models for latency prediction.
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Consequently, rather than resolving latency issues, the current architecture provides a
domain-specific mitigation strategy that is effective under the current test conditions but

requires further validation in more demanding or distributed environments.
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Final Statement

In conclusion, this dissertation contributes a robust, scalable, and intelligent framework
for achieving secure, traceable, and resilient [IoT-enabled cloud manufacturing. By seam-
lessly fusing ML-driven predictive analytics with blockchain-based accountability, the
framework redefines how industrial systems can detect threats, validate behavior, and
enforce compliance in real time. This work lays a foundational step toward self-governing
cyber-physical systems, where security is not reactive but embedded, auditable, and adap-
tive by design, offering a compelling pathway for the trustworthy digital transformation

of modern manufacturing.
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