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ABSTRACT
Introduction

Establishing a nationwide Electronic Health Record system has become a primary objective for
many countries around the world in order to improve the quality of healthcare while at the same
time decreasing its cost. However, implementation of EHR systems is being hindered by several
obstacles, among which are concerns about data privacy and trustworthiness. With the
introduction of e-health, concerns of right to data privacy became a primary concern for the
patients and health professionals.

Objective

The objective of this study is to explore the perception of health professionals, managers and
patients’ towards privacy and confidentiality issues of Electronic Medical Records in Zewditu
and Ras Desta Damtew memorial hospitals.

Method

A hospital based cross-sectional, quantitative study was conducted among 420 health
professionals and patients to assess health care professionals, health managers and patients
attitude towards privacy issues of EMR. The sample size was calculated using single population
proportion formula. The data was collected through standardized questionnaire. Respondents
were assessed by socio-demographic, knowledge, attitude and practice variables.

Result

Among users of EMR, 229 (79.8 %) are trained to use the software by NGO, Government, and
by themselves or self trained. About 66 (28.8%) replied the training prepared them fully to keep
patient privacy, 120 (52.2%) mostly prepared, 41(17.9%) somewhat prepared and the rest 2
(0.7%) said not at all. Forty eight (21%) of the respondents have no individual Log in Id and
passwords. They have no other option to enter their patients data other than sharing others
passwords. Nineteen (16.5%) of patients even don’t know that their health data will go into
computerized method.

Vii



In this study, patients who are relatively literate (assessed by their educational status) showed
concerns of privacy issues but illiterate patients didn’t know risks and benefits of computerized
medical record. Almost all patients want to be asked before their health data is taken for research
or other purpose. Overall managers, health professionals and patients are comfortable by the

existing system except privacy concerns.

Conclusion and Recommendation

In this study, all respondents believe that EMR system is likely to increase the quality of care. At
the same time, respondents have significant concerns about the privacy of their medical records.
There is no means to control (audit trial) over who can access patient data among employees.
Most respondents are obliged to share passwords because they have no individual Log in Id and
passwords. This shows the presence of some gaps not to ensure privacy of patient information.
Even though respondents are comfortable by the EMR system, privacy concerns are still there.
Therefore, government and other responsible bodies should implement and enforce strategies to
strengthen privacy. Health care providers should inform to their patients how their health data is

being stored in order to increase their awareness, avoid confusion and build public trust.
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CHAPTER ONE

INTRODUCTION

1.1 Background
Improving access to health care services in developing countries through ICTs has been

receiving particular attention. Electronic health records (EHRs) form an integral part of the
healthcare system and it is imperative that EHRs are safe. EHRs have a variety of functionalities
which include storage of health information and data, result management, order entry and
management, decision support, electronic communication and connectivity, patient support,

administrative processes and reporting [1].

Establishing a nationwide electronic health record system has become a primary objective for
many countries around the world in order to improve the quality of healthcare while at the same
time decreasing its cost. However, implementation of EHR systems is being hindered by several
obstacles, among them concerns about data privacy and trustworthiness [2]. The proper
management of personal health information is important to the healthcare system. Patients share
personal information with their physician in the expectation it will be used to improve their
health and comfort. The physician adds information regarding his or her diagnosis and treatment
of the patient. Information is also generated by laboratories, pharmacies, hospitals, and other
healthcare stakeholders [3].

Privacy is the right of individuals to keep information about themselves from being disclosed to
others; the claim of individuals to be left alone, from surveillance or interference from other
individuals, organizations or the government. The information that is shared as a result of a
clinical relationship is considered confidential and must be protected. The information can take
various forms including identification data, diagnoses, treatment, progress notes, and laboratory
results and can be stored in multiple media e.g., paper, video, electronic files [4].



1.1.1 Paper-based medical records

Despite the documented benefits of the EMR, most clinical encounters are still recorded by hand
in a paper record. This is not without reason. Dick and Steen ( 1991) note that the traditional
paper record is still used due to its familiarity to users, portability, ease of recording “soft” or
“subjective” findings, and its browsability for non-complex cases. There is also a sense of
ownership of paper records, due to their being only one copy, which increases the sense of their

security (although it will be noted below that this may be a false sense of security).

Nonetheless, there are many problems with paper based medical records. The first is that the
record can only be used in one place at one time. This is a problem for patients with complex
medical problems, who interact with numerous specialists, nurses, physical therapists, etc.
Another problem is that paper records can be much disorganized. Not only can they be
fragmented across different physician offices and hospitals, as noted above, but the record at
each location itself can often be disorganized, with little overall summary. In most paper records,
pages are added to the record as they are generated chronologically, making the viewing of
summarized data over time quite difficult. Another problem with the paper record is
incompleteness. In an analysis of U.S. Army outpatient clinics, Tufo and Speidel ( 1971) found
as many as 20% of charts had missing information, such as laboratory data and radiology reports,
a finding consistent with more recent observations ( Korpman & Lincoln, 1988; Romm &
Putnam, 1981).

A final problem with the paper-based record is security and confidentiality. Although usually
ascribed as a problem of the EMR, there are attributes of the paper record that increase its
vulnerability to access by non authorized outsiders. Its difficulty in duplication leads to a great
deal of photocopying and faxing among providers and institutions. Furthermore, abstractions of
the paper record are stored in large databases, such as those of the Medical Information Bureau,
which are maintained by health insurance companies to prevent fraud but contain medical

information of more than 12 million Americans (Rothfeder, 1992).



1.1.2 Electronic Medical Record (EMR)

The electronic medical record is a computerized patient tracking and patient caring system. In
health informatics, an EMR is considered by some to be one of several types of electronic health
records, but in general usage EMR and EHR are synonymous. The term has sometimes included
other systems which keep track of medical information, such as the practice management system
which supports the electronic medical record. EHR is an essential technology for health care and
a necessary tool for improving patient safety and the quality of care. Availing quality and timely
health information at various levels of decision points throughout the country’s health system is
very essential for the improvement of health care and overall health system in Ethiopia.

The benefits of using an EMR includes, increasing the quality and speed of access to health
information and the effectiveness of the health system. At the same time computerized medical
records are open to potential abuses and threats. Some have pointed out that large amounts of
sensitive healthcare information held in data centers are vulnerable to loss, leakage, or theft.

(Concept notes and status of ICT Programmes implementation 2009, 16)

In Ethiopia, the implementation of EMR is through software called SmartCare. TUTAPE (Tulane
University’s Technical Assistance Program for Ethiopia) is developing the SmartCare software
in partnership with Tulane University, communicable disease control (CDC) and the Federal
Ministry of Health Ethiopia (FMOH). SmartCare was first developed, tested and deployed in
Zambia by CDC for HIV/AIDS care and treatment. Besides the rich and advanced functionality
and features, SmartCare has also been proven to work in limited resources environment of
developing countries particularly in Africa. SmartCare possesses numerous advantages and
features in comparison to existing EMR applications. Ethiopia thus adapted SmartCare as the
preferred EMR application. (Tewodros Mengesha, Electronic solutions for Ethiopian health
sector)



1.2 Statement of the Problem

It’s not time taking to think about the importance of privacy and confidentiality issues of patient
medical records. With the introduction of e-health, concerns of right to data privacy became a
primary concern for the patients. A patient’s medical record accumulates significant personal
information including identification, history of medical diagnosis, medication history, sexual
preference, genetic information, psychological profiles, employment history, income and
physicians’ subjective assessments of personality and mental state. Enhanced availability of
health information facilitates easy access for further use and reference but it brings a concomitant

concern of greater risk for loss of privacy among health care participants. [4]

Even though, e-health is somewhat a new phenomenon in developing countries, there exists a
wide range of projects strengthening the health care delivery systems in Ethiopia. Despite the
high expectations and interest in EMRSs, their overall adoption rate is relatively low and they face
several problems. Those projects are deployed without considering patients involvement and
there are no studies related to attitude towards privacy and confidentiality issues of EMR. As the
country makes transition from paper based to electronic health records, it is critical to address
such issues that will arise in due course. However, FMOH and other healthcare stakeholders do
not always see the perspective of those who will be the most affected by a move to electronic
records. Timely recognition of patients’ concerns will help the Ministry of Health and
implementers to look for remedies and design considerations during its scale up. ( mHealth: new

horizons for health through mobile technologies)

Therefore, this study is planned to assess perception of health care providers, patients and health

managers about privacy and confidentiality issues of EMR application.

This research thus tries to answer the following research questions:
How do patients and EMR users perceive privacy and confidentiality issues?
What is health consumers’ level of awareness about electronic medical records?

Are privacy protection policies sufficiently related with health IT?



1.3 Objectives of the Research
1.3.1 General Objective
e The general objective of this study is to assess privacy and confidentiality issues of
EMR: health professional, and health managers’ and patient’ perception in ZMH and
RDDH, Addis Ababa

1.3.2 Specific Objectives
e To assess the potential benefits and risks of electronic health records related to privacy

and confidentiality from patients’ perspective.
e To identify patient, health professional and health managers sources of concern

regarding the potential negative impacts of EHR’s

1.4 Significance of the study
EMR system is not fully implemented in all health institutions in Ethiopia and enough studies are

not conducted to assess users and patient’s perception. So this research may give an overview of
the existing EMR system. The most beneficiaries of this study are FMOH, patients, hospitals and
responsible stakeholders because assessment of health consumers’ perception towards privacy
and confidentiality issues is very important to identify area for improvement and encourage
better health care utilization. In addition it may be an input for who need research on related
issue. Besides these, the study can provide information for policy makers about the overall

situation of EMR and to give attention for consumers’ involvement in related issues.

1.5 Scope and Limitations of the Study
The scope of the study is limited to assessing privacy and confidentiality issues of EMR among

health care providers, health managers and patients.

1.6 Organization of the thesis
This thesis is organized into five chapters. The first chapter briefly introduces the research;

Background, Statement of the problem, and Objectives of the study are among others. The
second chapter is devoted to literature review about paper-based medical record, electronic
medical record (EMR), Smartcare Ethiopia, privacy and confidentiality, security breaches and
harm to patients, implications for ethical practice, and challenges of adopting EMR in
developing countries and potential safety benefits of EMR.
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The third chapter explains methodology of the research. The fourth chapter is all about findings
and presentations. In this chapter analysis has been made about the respondents involved in the
study. The last chapter, chapter five is about conclusion and recommendation of the study.



CHAPTER TWO

LITERATURE REVIEW

2.1 Privacy and Confidentiality
In the context of personal information, concepts of privacy are closely intertwined with those of

confidentiality and security. Privacy addresses the question of what personal information should
be collected or stored at all for a given function. In contrast, confidentiality addresses the issue of
how personal data that has been collected for one approved purpose may be held and used by the
organization that collected it, what other secondary or further uses may be made of it, and when
the permission of the individual is required for such uses. Unauthorized or inadvertent

disclosures of data are breaches of confidentiality [5].

Electronic health record includes patients’ sensitive health information and if the information is
disclosed accidentally or unintentionally, there could be detrimental effects on the patient.
Misuse of patient data may harm patients and undermine the quality of healthcare. The data
protection of health records against intrusion, unauthorized use, data corruption, intentional or
unintentional damage, theft, and fraud is a universal concern and a high priority issue in most
countries. Given the sensitive nature of healthcare information and the high degree of
dependence on trustworthy records, issues of reliability, security, and privacy are of particular
significance. There is, however, ambivalence about privacy because of the potential benefits of
community access to personal information. Unfortunately, since regulation and legislation often
lag behind technology, privacy is generally addressed in reactive rather than proactive mode

[6]. Therefore, electronic health record systems need to build the consumer and healthcare

provider trust to have full usage of the system.

Electronic health record systems available through network are more vulnerable to attacks and
misuse. Proper security measures such as encryption, public key infrastructure, firewall and
network service management, software management, rights management tools and system
vulnerabilities management tools would provide more security for electronic health record

systems [7].



There are a lot of incidences of breach of confidentiality of electronic health record systems. A
hacker infiltrated the University of Washington Medical Center’s computer system and stole at
least 5000 cardiology and rehabilitation medicine patients’ records. In another incidence, a Dutch
hacker had pointed out the vulnerabilities of the system, because he had penetrated an
unidentified medical centre in New York and another in Holland [8].

The University of Michigan Medical Center patients’ records were left exposed to the public on
the Internet because they thought that they were on a special server protected with special
password. It was an innocent mistake but the patient’s confidentiality was breached. The case of
the Florida state public health worker who sent the names of 4000 HIV positive patients to two
Florida newspapers was a case of abuse of access privilege and access for the purpose of profit.
Therefore, privacy and confidentiality of health data is important for the successful
implementation of electronic health record system. [9]

Thus, quality, privacy, interoperability are important for the successful integration of electronic
health record systems. Health information available through electronic health records and health
information available through the Internet enhances communication between healthcare
providers and healthcare consumers. Better information decisions can be made through the
information availability and it enhances health information knowledge management. [10]

2.2 Privacy legislations
In developing countries, worryingly there is little consideration of privacy policy and technology.

In fact, where poor privacy practices may make already vulnerable people even more vulnerable,
privacy is often perceived as an impediment to their care. Where it matters most is where it is
mostly ignored. Concerns with privacy in eHealth are not, however, the preserve of the high-
income countries. In a recent study researchers argued that the processing of information ranging
from simple communication between patients and medical staff to complex sharing of data
between care institutions is integral to good health care. The results of the project made clear
however that many developing nations are poorly equipped to maintain adequate levels of patient
privacy. [Electronic health privacy and security in developing countries and humanitarian

operations, 2010]



Health privacy legislation is found mainly in developed countries. Based on the belief that
patient privacy is a core element of good health care practice and that legislation is a key tool in
protecting privacy. Given that privacy of the doctor-patient relationship is at the heart of good
health care. The protection of privacy will also be a significant issue in supporting the changing
nature of health care in developing countries. It will significantly impact the potential of using
valuable e-Health tools such as EHRs across organizations or countries. ( mHealth: new horizons

for health through mobile technologies).

Survey results show that a generally sound base of generic privacy protection exists: some 70%
of the 113 responding countries reported having legislation providing a basic right to privacy,
and the remaining 30% anticipate that such legislation would be adopted by 2015. When
reviewing the existence of legislation specifically protecting the privacy of the e-health these
values are reversed, however: only 30% globally reported having such legislation in place.
Further analysis of the responses on the use of legislation to ensure privacy in sharing EHRs for
treatment or research purposes reveals that very few countries have established comprehensive
legal frameworks. [Higgins G. The history of confidentiality in medicine: the physician-patient

relationship]

2.3 Security Breaches and Harm to Patients

Electronic medical records deal with medical information of patients, and this should be treated
as private and confidential. Physicians believe that keeping such information safe is very
important because otherwise it could create legal issues. However, there is a lack of clear
security standards which can be followed by those who are involved in the use of EMRSs.

Few studies in the literature examine patient perceptions of EMR use, although physicians are
increasingly adopting EMRs, their use is still not widespread. Evidences indicate that patients
believe that EMRs improve care coordination but privacy of personal health information
continues to be cited as a concern of both patients and providers. Recent developments have
significantly increased the potential harms that can result when EMR systems are breached. For
one, there has been a trend in recent years to gather and record more detailed information in



medical records. [11] For another, the ranges of uses to which EMR systems are put have
expanded. The aggregated nature of EMRs facilitates secondary use indirectly related to patient
care, such as clinical research; quality measurement, reporting, and improvement; public health;

marketing; and managed care decision-making. [12, 13]

The potential for harm from a security breach may depend on several factors, including the intent
of the perpetrators of the breach, nature of the information that was breached, and to whom the
information was disseminated. Still, the detailed and complex patterns of collecting and using
patient information in today’s health care environment mean that the risk of harm to patients

from security breaches is higher than ever before. [14, 15]

Medical identity theft can result not only in inconvenience, discrimination, or negative effects on
a victim’s credit rating, but can pose harms specifically related to health care in the form of
improper exhaustion of insurance benefits, wrongful billing for the costs of the thief’s health
care, and the burden of proving that the victim isn’t responsible for such charges and can
adversely affect insurability. Of particular concern are the potential adverse effects of such theft
on a victim’s subsequent health care, notably inappropriate care based on erroneous entries in his
or her record. [16,] Beyond this sort of material harm that may follow from inappropriate
disclosure of a patient’s personal health information are the dignitary harms that result.

The commitment to benefit the patient is a basic value of a physician’s professional ethic.[17,18]
Effective healing cannot take place without a patient-physician relationship that rests on the
physician’s competence, skills, and good will.[19]

The healing encounter is one in which the physician claims the necessary expertise and
dedication to help and (implicitly) invites the wvulnerable patient’s trust. The physician is
accountable to his or her patients in this relationship of fidelity in trust. [20] The commitment to
benefit patients also entails respecting a patient’s freedom to act in accord with his or her values
and sense of self. [21] Inappropriate disclosure of a patient’s personal information violates his or
her right to (informational) privacy, a fundamental expression of autonomy.
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2.4 Implications for Ethical Practice
Helping to restore a sense of control over health records to the patient is of great moral import.

Indeed, studies consistently show that patients prefer to be informed of breaches of their health
records or other medical errors. [22] Voluntarily disclosing to a patient that his or her
information has (or may have) been inappropriately disclosed when the patient may otherwise be
unaware of the breach respects the patient’s dignity and supports his or her right to take
appropriate steps to avert or minimize potential harms.

Beyond fulfilling the physician’s obligation to be candid with patients, disclosing the incident
and taking time to discuss possible harms and potential means of averting them may enhance
trust. Conversely, the lack of disclosure may erode trust, especially if it leads to harm.

The material cost of adequately responding to a breach of security can be significant in terms of
actual costs associated with the loss of patients, recruitment of new patients, and damage to the
reputation of the physician, practice or institution. However, evidence has shown that litigation
rates and related costs decrease when errors are promptly disclosed to patients and families. [23-
25] It is also important to keep in mind that security measures and breach notice requirements
should be practical and affordable so as to not hinder the ability of physicians to operate their

practices and care for their patients.

A physician’s responsibility to notify patients of an inappropriate disclosure and to take steps to
help mitigate potential adverse consequences is not without limit.[26] A physician’s ability to act
may be limited by several factors, including what relationship the physician has with the affected
patient or what his or her administrative authority is.

A physician who is not in a position to have personal knowledge that a breach has occurred or
take effective action to prevent breaches for example, who works in a large health care institution

whose EMR system is managed by others has relatively limited responsibilities.

Whatever the nature of the physician’s involvement, in dealing with inappropriate disclosure of
patient information the physician should place the interests of affected patients above the
interests of their practices or institutions. The commitment to affected patients should be

tempered only by potential harms of equal magnitude to other patients. Such patient advocacy
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may take courage, but courage is implicit within a physicians’ dedication to the well-being of
their patients and their commitment to being trustworthy. [20]

Disclosure of a breach should occur as soon as practicable and in accordance with statutory
timelines after the breach is known and should be carried out in a way that minimizes patients’
distress and respectfully restores their control over their own privacy.

2.5 Challenges of Adopting EMR in Developing Countries

Information technology and its application to healthcare is a major global issue that has triggered
a marked amount of research. There are sharp differences between barriers to adaptation and
implementation in developing countries to that of developed countries. Implications of
information technology for healthcare reform command much speculation [27]. Though health
information technology promises benefits to healthcare, many problems exist. Despite years of

research in the area of information technology, the progression in adaptation remains low.

Culture is a critical determinant of the successful implementation of EMR systems in developing
countries. One particular issue is that of language. Since most EMR systems are designed in
English, it becomes difficult to facilitate interaction between divergent cultural subsystems,
preventing transfer of knowledge from one culture to another [28] for instance, the sub Saharan
Africa region is notable for its incredible language diversity.

A well trained local data manager is fundamental in maintaining data quality. Like developed
countries, issues of security of the information and confidentiality are significant but for many
developing countries support for these concepts varies. Since most of the present EMR
implementations in developing countries are centered on HIV/AIDS treatments, the issue of
social stigma is something that needs to be considered while implementing EMR systems.
Combinations of technical and human protocols have been advocated for use with these systems
in developing countries [29].EMR system implementations are being carried out in phases [30].
These systems are fragmented and isolated — thus forming islands of users disconnected from
each other.
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Furthermore, most of these use proprietary standards which make them highly specific; hence
interoperability is at minimal level. One initiative in place to overcome this issue is open MRS
(openMRS). Since there are very low or slow returns on EMR systems in developing countries,
these systems do not yet show up on the thrust areas of entrepreneurs in developing countries.
[31]

Despite its advantages, many healthcare organizations have been slow to adopt this new
technology. Cost is one barrier, but another concern is the negative impact it may have on

doctor—patient communication [32].

In this article, we examine how EMR use influences doctor—patient communication by focusing
on the nonverbal dimension of interactions. Understanding how the EMR influences
communication during the medical interview is important because we know that better doctor—

patient communication leads to improved healthcare outcomes [33-35].

A number of problems have been identified with the EMR, including increased provider time,
computer down time, lack of standards, and threats to confidentiality. Studies at the institutions
described above [36] have shown that electronic order entry increases the amount of time
physicians spend entering orders. In the study at BWH (bates, boyle, & teich, 1994), residents

required 44 more minutes per day using computerized order entry.

Confidentiality is concerned with keeping secrets. A professional secret is knowledge that, if
revealed, will harm not only the professional’s client, but will do serious harm to the profession

and to the society that depends on that profession for important services. [37]

The maintenance of strict confidentiality creates an environment that facilitates the privileged
and unrestricted sharing of sensitive information between a physician and a patient. Any breach
of privacy will irreparably damage this unique doctor-patient relationship. In the absence of
confidentiality, patients might not fully disclose important facts; even worse, patients might

avoid medical care entirely. [38]
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Ensuring privacy and security of health information, including information in electronic health
records (EHR), is the key component to building the trust required to realize the potential
benefits of electronic health information exchange.

If individuals and other participants in a network lack trust in electronic exchange of information
due to perceived or actual risks to electronic health information or the accuracy and
completeness of such information, it may affect their willingness to disclose necessary health
information and could have life-threatening consequences.[39]

Whatever the type of electronic health record decided upon the health information contained in it
must be organized primarily to support continuing, efficient, and quality healthcare. it must also
continue to meet legal, confidentiality, and retention requirements of the patient, the attending
health professional and the healthcare institution/country. Among possible barriers of
implementing EMR, concerns raised by healthcare professionals, patients and the general
community are privacy, confidentiality and the quality and accuracy of electronically generated
information (world health organization, 2006)

2.6 Potential safety benefits of EMR
Studies showing improved patient safety from EMR use in hospital and ambulatory care largely

focus on alerts, reminders, and other components of CPOE.[40] CPOE makes information
available to physicians at the time they enter an order for example, warning about potential
interactions with a patient's other drugs. Once the order has been entered, the system can track
the steps involved in executing the order, providing an additional mechanism for identifying and
eliminating errors. In the longer term, CPOE provides the information needed to redesign the
order execution process so that errors become even harder to make. To provide these benefits,
CPOE must be an integrated component of a more comprehensive health care information
system that is designed and used well. [41] safety benefits of CPOE are addressed by using
models to extrapolate existing evidence to the national level and estimated separately the
potential to reduce adverse drug events in inpatient and outpatient settings.

Realizing the benefits of prevention and disease management requires that a substantial portion

of providers and consumers participate. Since, on average, patients comply with medication
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regimens about half the time, it is plausible to assume that about half of the chronically ill would
participate in disease management programs and, therefore, the health care system would reap
about half of the estimated short term benefits, assuming that EMR systems and community-

based connectivity were operational. [42]

EMR systems can be instrumental throughout the disease management process. Predictive
modeling algorithms can identify patients in need of services. EMR systems can track the
frequency of preventive services and remind physicians to offer needed tests during patients'
visits. Condition-specific encounter templates implemented in an EMR system can ensure
consistent recording of disease specific clinical results, leading to better clinical decisions and
outcomes. [43]

EMR systems are currently amongst the prime transformers of IT based technologies in
healthcare [44]. Healthcare users and consumers of EMR in countries like Kenya, India, and
Haiti have been reaping the benefits for quite some time now. These systems, if compared with
traditional manual systems provide basic benefits which can also be seen as potential benefits of
EMR systems in other developing countries [45]. Such systems have been shown to provide
greater accuracy, efficiency and cost benefits.

Studies on the impact of EMR list such benefits as efficient clinical management, improved
diagnosis, reminders, and simple warning tools that help clinicians and patients reduce possible
errors like drug incompatibility and interactions resulting in significant improvements in quality
of care [46]. Networked EMR systems can enable laboratory data to be entered from remote

locations. [47]

Other benefits to EHRs include: improved quality and patient safety, reduced lengths of stay (in
acute care settings), increased efficiency and timeliness of care, avoidance of adverse events
such as medical errors, improved treatment protocols, improved continuity of care, instant
availability of charts, rapid and informed response to patients' telephone questions, refill
requests, communication and education modules for enhanced patient understanding and

satisfaction, accuracy and completeness of notes, and effective disease management by gathering
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extensive data quickly and efficiently on patient populations. [48] An EHR does not just benefit
the patients; it will benefit the main users by assisting and improving the duties and routines of

physicians and health care institutions. [49]

2.7 SmartCare Ethiopia
SmartCare software development in Ethiopia happened in collaboration with the SmartCare team

in Zambia and the United States. The SmartCare software application was adapted according to
the recent Ethiopian HMIS reform conducted by the FMOH.

All customizations of the software are conducted by TUTAPE’s Ethiopian software developers
in collaborations with FMOH, Zambia’s SmartCare team and consultants from the US.

SmartCare gained recognition as the Electronic Health System Application for Ethiopia followed
by a presentation and live demo of the customized SmartCare EMR. The presentation was to the
FMOH officials including Ministers, State Minister, Department/Agency Heads, Regional Health

Bureau Heads, and other relevant stake holders.

SmartCare is designed to automatically and securely exchange data between different services in
a facility. It allows communication among different clinical services, lab, pharmacy, and other
networked units and offices. Whether installed in a small clinic or a hospital, it offers different
options for data access and synchronizes data, eliminates redundancy of data entry. This
integration includes patient demographics, provider notes, investigations, prescriptions and
scheduling.

SmartCare has the feature to assist the user to use filtering criteria when searching a particular
patient from the existing database. If the patient doesn’t exist, the new name entered will be
taken as a new client and SmartCare, will give you the option to register it or not. If there are
similar names entered in to the database, which is most probably the case in most databases, a
SmartCare window will pop with the list of similar names in the database; hence, the user can

select the appropriate profile to continue.

16



2.8 Why does privacy matter?

Trust is clinically important and a key business asset. How your practice handles patient
information is an important aspect of this trust. To help cultivate patients’ trust, health care
providers should carefully handle patients’ health information to protect their privacy and keep
the information in patients’ individual records as accurate as possible. In medical practice,
patients are unlikely to share sensitive information unless they trust that their health care
provider will honor their confidentiality. Patients who trust their health information will be kept
private and secure will be more willing to discuss their symptoms, conditions, and past and
present risk behaviors. (Building Trust in Health Information Exchange. (2011))

Ensuring privacy and security of health information, including information in electronic health
records (EHR), is the key component to building the trust required to realize the potential
benefits of electronic health information exchange. If individuals and other participants in a
network lack trust in electronic exchange of information due to perceived or actual risks to
electronic health information or the accuracy and completeness of such information, it may affect
their willingness to disclose necessary health information and could have life-threatening
consequences. (Building Trust in Health Information Exchange. (2011))

2.9 Related Works
In Canada, surveys show that 11-13% of Canadians have held back information from a health

care provider because they were afraid of who would see it and for what it would be used
[50,51].

A survey of American citizens found that 15% of individuals were taking action to keep their
personal medical information private by not seeking treatment, doctor-hopping, paying out of
pocket, giving inaccurate or incomplete information, or asking their doctor to keep information
out of their record. A 2005 survey of Americans found that 65% were very or somewhat
concerned that people will not disclose sensitive but necessary information to doctors and other
health care providers because of worries that it will go into computerized records. [52]
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Approximately, 70% health care consumers in Australia were concerned about data leaks,
medical information being shared without their knowledge, poor security, and increased medical
errors [53]. Chanabhai et al. have shown in their EHR usability survey that 73.3% of participants
were highly concerned about the security and privacy of their health records. the study indicated
that consumers are ready to accept the transition to EHR systems, but only as long as they can be
assured of their privacy [54].

In 1996 a research survey into GP and midwives attitudes to a shared electronic medical record
system revealed a third of all respondents believed that some personal health care information
should not be stored within an EMR. So if health care professionals are concerned about the use
of shared EMR systems, then surely everyone should be asking the patient — after all, it is their
personal health data that all these projects depend on. There appears to be minimal involvement
of the patient in the planning and development of these projects. [55]

The privacy of personal information and of health information in particular, continues to be a
burning issue. In one recent survey, 67% of respondents said they were concerned about the
privacy of their medical records, with ethnic and racial minorities showing the greatest concern.

When presented the possibility that there would be a nationwide system of electronic medical
records, 70% of respondents were concerned that sensitive personal medical record information
might be leaked because of weak data security, 69% expressed concern that there could be more
sharing of medical information without the patient's knowledge and 69% were concerned that

strong enough data security will not be installed in the new computer system [56].

Privacy or confidentiality is particularly important to adolescents who seek health care. When
adolescents perceive that health services are not confidential, they report that they are less likely
to seek care, particularly for reproductive health matters or substance abuse. These studies show
that protecting the privacy of health information is essential to ensuring that individuals will
obtain quality care [57].

Patients were less comfortable with sharing information about “sensitive” conditions such as
mental health with researchers. Some were fearful that researchers would sell information to
drug companies or other third parties. Although supportive of research, the majority of patients
in these studies did not endorse the disclosure of their medical records for research without any
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input from patients. Most patients expressed a desire to be consulted before their information
was released for research [58]. A critical issue in the transition to EHRS is the privacy,
confidentiality, and security of the information stored. This issue has made some patients and

healthcare providers reluctant to accept electronic records [59].

In another study, Angst et al. (2006) investigated the divergence of perception among patients
towards different types of personal health record systems (in an increasing order of technological
advancement), including paper based, personal-computer-based, memory devices, portal and
networked PHR. The study found that patients’ relative perception of privacy and security
concern increased with the level of technology, e.g., relative security and privacy concern for
networked PHR is twice that of memory-device-based PHR. However, technologically advanced

PHR systems were found to be favored by highly educated patients [60].

A significant body of research has examined the perception of privacy concerns from the
viewpoint of a special class of patients, including mental health patients, seekers of HIV testing
and adolescents. In a recent survey on healthcare confidentiality, it identified three overarching
conclusions. First, patients strongly believe that their information should be shared only with
people involved in their care. Second, patients do identify with the need of information sharing
among physicians, though HIV patients are less likely to approve sharing of their health
information. Third, many patients who agree to information sharing among physicians reject the
notion of releasing information to third parties, including employers and family members.

Many researchers agree that the use of computerized EMRSs is an issue that may have a negative
effect on patient privacy [61]. Physicians doubt whether EMRs are a secure store for patients'
information and records, and fear that data in the system may be accessible to those who are not
authorized to obtain it. The consequent inappropriate disclosure of patient information might
lead to legal problems. Furthermore, there is, in some countries, a lack of clear security
regulations that could help ensure patient privacy and confidentiality. According to Simon et al.
[62], physicians are more concerned about this issue than the patients themselves. Even among

the physicians who do use EMRs, most believe that there are more security and confidentiality

19



risks involved with EMRs than with paper records [63]. This shows that concerns about the
privacy and security of patient data are experienced as a barrier to EMR usage.

The majority of patients who have undergone genetic testing believe that patients should bear
the responsibility of revealing test results to other at-risk family members [61]. If these concerns
are not resolved before the widespread introduction of electronic health records, people will not
trust EHR enough to reveal sensitive information, or to allow their doctor to record this sensitive
information. This will be detrimental to the quality of care the patient receives and to the ability
of other stakeholders to do their jobs [52].

A 2009 study on hospital doctors’ understanding of ethics, including respect for patient privacy,
revealed that there was a lack of proper and detailed knowledge of such duties among doctors.
ShailajaTetali commenting in the same journal states: as medical professionals, we generally do
not give much thought to patients’ feelings, especially with regard to their personal privacy.
What could be the reasons for this apparent lack of sensitivity? Medical students in India are not
formally taught about doctor-patient interactions. Ignorance among both doctors and patients
about patient rights, and the asymmetry of information between them has ensured that patients
do not have a voice of their own. [65]
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CHAPTER THREE

METHODOLOGY

3.1 Study Area and Period
The study was conducted in Addis Ababa, which is the capital city of Ethiopia. Ethiopia is the

second most populous nation in Africa, with over 82 million inhabitants. The population of
Addis Ababa on January 1st 2011 is approximately 3,633,154. According to the head of the
World Bank’s Global HIV/AIDS Program, Ethiopia has only 1 doctor per 100,000 people.
However, the World Health Organization’s 2006 World Health Report gives a figure of 1936
physicians, which comes to about 2.6 per 100,000 population. Globalization is said to affect the
country, with many educated professionals leaving Ethiopia for a better economic opportunity in
the West. (World Bank’s Global HIVV/AIDS Program 2011)

There are 119 and 412 government owned hospitals and health centers in Ethiopia, respectively.
Ethiopia has a relatively low average life expectancy of 45 years. Infant mortality rates are
relatively very high, as over 8% of infants die during or shortly after birth, while birth related
complications such as obstetric fistula affect many of the nation’s women. HIV is also prevalent
in the country. The government of Ethiopia and many organizations like World Health
Organization (WHO), and the United Nations, are launching campaigns and are working
aggressively to improve Ethiopia’s health conditions and promote health awareness on AIDS and

other communicable disease.

In adequate health professional and resources, lack of technological advancements, traditional
believes are the main reasons for health complications. Improper infrastructure for health records
produces its contribution for low quality of health care. For example, e-health technologies
which enable to connect all health care providers would help Ethiopia get the following
advantages : it decreases repetition of information, information can be accessed by health care
professional remotely, all health care providers will have the same up to date information,

improves consistency of care, improves communication amongst health care providers.

Nowadays, in Ethiopia, electronic medical record (EMR) has been pilot tested in a hospital
setting and is now ready for scaling up at the national level. In line with this, it is a must to study
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health consumer’s perception towards these technologies, especially related to privacy and
confidentiality issues. Therefore, this study was conducted in Zewditu and Ras Desta Damtew
Memorial Hospitals from Jan to June 2013. These are sites where EMR was fully implemented at
the initial phase of this study

3.2 Study Design
A cross-sectional study was conducted using quantitative method. Data collection was conducted

using structured and pre-tested self- administered questionnaire for health professionals and

health managers and interview for patients.

3.3 Study Population
A research population is a well defined collection of individuals or objects known to have similar

characteristics. This study comprises a population of all healthcare providers, health managers,
patients.

3.4 Inclusion Criteria
* All health professionals, medical directors, health managers and patients

» Well communicable/conscious patients for interview

3.5 Exclusion Criteria
» Age below 18 years, patients who are critically ill and those who were not volunteer to

participate in the study are not included
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3.6 Sampling Procedure
Sampling is concerned with the selection of a subset of individuals from a population to estimate

characteristics of the whole population. The total sample was allocated to both health facilities
based on the number of health professionals and patient flow. The sampling procedure of this
study is encompasses from health professionals, patient and health managers who are working in
Zewuditu and Ras Desta Memorial Hospital. Equal proportions of respondents were allocated to
both Zewditu and Ras Desta Damtew hospitals based on the information obtained from each
hospital. Samples were selected bearing in mind that they represent well the entire population.
All health care professionals and health managers who are working in both hospitals are included
under the study. 115 patients are also interviewed. The study considered 10% non response rate.

3.7 Sample Size Determination
This study has managed to select health professionals, health managers and patients, as

respondents for the questionnaire distributed. Single population proportion formula was used to
estimate sample size and it was calculated with the assumption of significance level of 95%, 5%
margin of error, and 50% population proportion perceive risks of privacy and confidentiality

issues.

n= Zaw/2°p Q = (1.96)%(.5%.5)/ (.05)* =384 + Non- respondents = 10%, = 422
d2

Where: -
n = Sample size required
Za/2: Standard normal distribution corresponding to 95% confidence interval (1.96)
d= desired level of precision/Marginal error 5% (0.05).
P=Proportion with concerns of risks in the target population. Q = 1-P
Non- respondents = 10%,
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According to the formula and 10% non response rate a total of 422 cases were recruited. This
sample size ensures that the responses are sufficiently reliable to get the necessary and genuine
data from the health professional, health managers and patients.

3.8 Data collection procedures
Structured self administered and interview questionnaires were developed to be filled by health

professionals, managers and patients respectively. Both questionnaires were pre-tested in Yekatit

12 hospital prior to the survey. Respondents were selected randomly.

3.9 Data quality management and analysis

The collected data was checked first for completeness and internal consistency. Then the data
was entered and analysis was done with SPSS version16.0 statistical packages. Proportions,
percentages, frequency and tables, were used to summarize the data accordingly. Findings of the
three groups of respondents were presented separately and compared.

3.10 Ethical consideration

Initially, a letter of Ethical clearance was obtained from AAU School of Public Health and
School of Information Science and Addis Ababa Regional Health Bureau. A formal letter of
cooperation was obtained from Addis Ababa Regional Health Bureau. Before starting the actual
data collection the purpose of the study, the right to participate and refuse was told to the study
subjects. Verbal consent from the study subjects was sought. Confidentiality of the information

was also guaranteed.
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3.11 Dissemination of Results

The findings of this research will be presented to Addis Ababa University School of Public

Health and Information Science as part of the fulfillment for the degree of Masters of Science in

Health Informatics. In addition, it will be distributed to Addis Ababa Regional Health Bureau

and Federal Ministry of Health.

3.12 Operational Definitions

Health Consumer: Anyone who needs health care services in addition to Patients
User: Health professionals or Data clerks who are using the EMR

Perception : an attitude or understanding of health professionals, managers and patients
towards privacy and confidentiality of electronic medical records

Patients: All individuals who seek health care at the time of data collection

Health Managers: Medical directors and case team leaders

Privacy: is the claim of individuals to determine for themselves when, how, and to what
extent information about them is communicated to others

EMR: Computerized legal medical records tend to be a part of health information

system, allowing for the storage, retrieval and manipulation of records.
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CHAPTER FOUR

RESULTS

4.1 Socio-demographic characteristics
Of 422 respondents selected for the study, 402 respondents returned the questionnaire, yielding a

response rate of 95.3 %. Among 402 respondents, 287 were health professionals and health

managers and 115 were patients.

4.1.1 Socio-demographic characteristics of health professionals and health mangers

Out of the total respondents, 157 (54.7%) and 130(45.3%) were male and female respectively.
Among age ranges of the respondents 95(33%) and 89(31%) were aged between 31-35 and 26-
30 respectively. Concerning their religion, 177(61.7%) were orthodox Christians, 56(19.5%)
Muslims, 41(14.3%) protestant and the rest 13(4.5%) were Catholics and others. Occupational
category of the respondents were 111 (38.7%) Nurses, 53 (18.5%) physicians, 25 (8.7%) Data
Clerk, Pharmacy 23 (8%), 14 (4.8%) Laboratory technician and 57(19.8%) were others. (Table
1)

4.1.2 Socio-demographic Characteristics of patients

Out of 115 respondents, 63(54.8%) were male and 52(45.2%) female. Age categories of
participants were 24(20.8%) 18-28, 32(27.8%) 29-38, 43(37.4%) 39-48, 11(9.6%) 49-58 and
5(4.4%) were above 59 years old. Most respondents i.e. 78(67.8%) were Orthodox, 20(17.5%)
Muslim, 9(7.8%) Protestant and 8(6.9%) were Catholic and other followers. When we are
assessing their educational status, 17(14.8%) were illiterate, 41(35.7%) read and write, 23(20%)
attended between 6-12 grades and 34(29.5%) were above 12" grade. (Table 2)
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Table 1 Socio-demographic characteristics of health professionals and managers in Zewditu and

Ras Desta Damtew Hospitals, A.A, May, 2013.

Variable Number (287) Percent
Sex
Male 157 54.7
Female 130 45.3
Age
21-25 39 13.6
26-30 89 31
31-35 95 33
36-40 45 15.7
41-45 7 24
46-50 7 2.4
51-55 3 1
56-60 2 0.7
Religion
Orthodox 177 61.7
Muslim 56 195
Protestant 41 14.3
Catholic 8 2.8
Others 5 1.7
Occupational Category
Nurse 111 38.7
Physician 53 185
Pharmacist 23 8
Data clerk 25 8.7
Laboratory technician 14 4.8
Others 57 19.8
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Table 2 Socio-demographic Characteristics of Patients in Zewditu and Rasdesta Damtew
Hospitals, May 2013, A.A

Variable Number (115)
Sex
Male 63 54.8
Female 52 45.2
Age
18-28 24 20.8
29-38 32 27.8
39-48 43 37.4
49-58 11 9.6
>59 5 4.4
Religion
Orthodox 78 67.8
Muslim 20 17.5
Protestant 9 7.8
Catholics & others 8 6.9
Educational status
lliterate 17 14.8
Read and write 41 35.7
6-12 23 20
>12 34 29.5
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4.2 Knowledge of Health Professionals about electronic medical records
Almost all 281(97.9%) professionals used paper based medical records to keep their patients data

previously. When they are asked about electronic medical record systems, 273 (95.2%) know the
presence of computerized ways of keeping patient information but 14(4.8%) of respondents said
they don’t. Beyond their knowledge 229 (79.8 %) are trained to use the electronic medical record
by an NGO, the Government, or are self trained. The rest 58 (20.2%) were never trained.
Amongst 229 trained respondents 34(14.8%) of them have been using the EMR for more than 24

months.

Trained respondents were also asked about how adequately the training prepared them to keep
their patients privacy. About 66 (28.8%) replied the training prepared them fully, 120 (52.2%)
mostly prepared, 41(17.9%) somewhat prepared and the rest 2 (0.7%) said not at all. (Figure 1)
From this point it is not difficult to see the presence of some gaps not to ensure privacy of patient
information. There is no means to control over who can access patient data among employees
because 48 (21%) of the respondents have no individual Log in Id and passwords. They have no
other option to enter their patients data other than sharing others passwords. This condition may
pose breaches of confidentiality and facilitates patient information to theft. So appropriate
privacy protections must be incorporated in the design stages of EMR because it is difficult or
impossible to establish effective privacy protections in implementation stages and restoring
public trust is much more difficult than building it at the start. (Table 3)

1%

m Fully prepared
H Mostly prepared
m Some what prepared

u Notatall
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Figure 1. Adequacy of EMR training among health professional to keep patient privacy in
Zewditu and Ras Desta Damtew memorial hospitals, May 2013.

Table 3. Knowledge of health professionals about medical record systems in Zewditu and
Ras Ddesta Damtew hospitals, May 2013, A.A

Variables Number (287) Percent

Have you used paper based medical records before?

Yes 281 97.9
No 6 2.1

Do you know about electronic medical records?
Yes 273 95.2
No 14 4.8

Who trained you to use the EMR system?

NGO 85 29.6
Gov’t 85 29.6
Self trained 59 20.6
Was never trained 58 20.2

How long have you been using the EMR?

Less than 6 months 71 24.7
6-12 months 84 29.3
13-18 30 10.5
19-24 months 22 7.7
Above 24 months 34 11.8
Never 46 16

How adequately did the training prepare you to keep

patient privacy?

Fully 66 28.8
Mostly 120 52.2
Somewhat 41 17.9
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Not at all 2 0.7

4.3 Knowledge and attitudes of patients towards EMR System
Patients from all health care departments were included under the study i.e. waiting rooms,

outpatient department, laboratory rooms, wards, pharmacy, antenatal care and family planning
rooms. Among participants 96(83.5%) of them know the presence of computerized ways of
keeping medical records. Whereas 19(16.5%) of patients even don’t know that their health data
will go into computerized method.

In this study, patients who are relatively literate showed concerns of privacy issues but illiterate
patients didn’t know risks and benefits of computerized medical record. For the question they are
asked, which method they prefer to keep their health record 103 (89.5%) of them said EMR
whereas 7(6%) paper based and 5(4.5%) said whichever it doesn’t matter. Most patients gave
more attention to physical data lost due to negligence, fire, flood rather than privacy and
confidentiality. This study tried to assesses the level of awareness of patients to EMR, 65(56.5%)
of respondents have significant concerns about the privacy of their medical records.

88(76.5%) of patients have complained data loss is common in record rooms and the rest
27(23.5%) mentioned is vulnerable to loss in laboratory, OPD, Wards and in other areas. About
104(90.5%) of interviewed patients said that they believe electronic medical record system will
keep their sensitive medical information. Patients were also asked about their concerns in a move
to computerized method 19 (16.5%) data leaks, 12 (10.4%) poor security, 84 (73%) have no
concerns and none of them mentioned medical errors will happen because of EMR.

All respondents said patients who are in poor health status and those with HIVV/AIDS, Youths
using drugs, patient with mental problems are categorized as need more privacy and
confidentiality. 21(18%) of respondents faced problems of data loss in record room previously
and they believed these problems may be solved by this EMR method. 108(94%) of them said
the most beneficiaries are patients, 6(5.2%) government and less than 1% of them said
development partners

All respondents agreed that health consumer involvement is crucial before adopting any
technologies. This study shows some patients are unaware of how their health data is kept and
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analyzed. No patient is told by his provider about his diagnosis and treatment results will be
stored electronically. Majority of respondents said not all medical records should be stored
electronically. All participants said they wish they could be informed before their medical
information is taken for research or other purpose. Lastly, they were also asked their overall
satisfaction 19 (16.5%) are mostly satisfied 89 (77.4%) somewhat satisfied, 7 (6.1%) never
satisfied by the existing EMR system. This means about 94% of interviewed patients are
satisfied by the existing electronic medical record systems.

4.4 Health Professional Perception towards EMR

Protecting privacy is important not just to avoid harm, but because good health care depends on
accurate and reliable information. There is widespread confusion among respondents about the
scope of current health privacy laws. 98.2 % of respondents said there should be strong
protections for privacy and security in the healthcare system otherwise patients will withhold
information from health providers due to worries about how the medical data might be disclosed.
Almost all respondents said, now in the early stages Federal Ministry of Health and all concerned
stakeholders need to begin immediately to implement and enforce a comprehensive privacy and

security framework.

Concerning physical security of patient data or loss of data by fire, flood, collapse or other
disasters, two third or 188 (65.5%) of respondents said they are comfortable with the system
because data can be retrieved by backup methods which is totally impossible in paper based
systems. But still concerns of data loss because of viruses or worms were raised. 51(17.8%) of
participants said both Paper and Electronic methods are about the same. 48(16.7%) still prefer

paper based systems.

Among areas which are mentioned patients privacy is at greater risk are registration rooms 87
(30.3%), outpatient department (OPD) 83(28.9%), laboratory rooms 33(11.5%), 38(13.2%) in
other areas including wards, imaging, ART and family planning clinics. Related to this point 120
(41.8%) of participants don’t trust the software not to reveal sensitive health data because they
have concerns that sensitive information will be shared because of poor security and data leaks.
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Regarding sources of concern 107 (37.3%) sensitive information may be shared for clinical
purpose even though it is for better treatment, 57(19.9%) poor security, 54(18.8%) mentioned
Data leaks and 41(14.3%) of respondents said it doesn’t concern me.

It is clear that all patients need privacy especially those who are in poor health condition have
higher levels of concern about the privacy of their personal medical records to protect themselves
from stigma or discrimination, 249(87%) respondents said there are no adequate privacy
protection policies in Ethiopia regarding EMR. People living with HIVV/AIDS, adolescents using
drugs, people with mental problems and Family planning clients are groups who, are listed by
participants, need more privacy and confidentiality.

Study participants were further asked for which systems do they prefer to keep their patients
data. Most of them noted that computer-based records, with appropriate security, are potentially
more secure than paper based records. 227 (79.1%) of participants still prefer Electronic medical
records, 41 (14.3%) paper based and 19(6.6%) said any doesn’t matter.

This figure indicates that greater than 20% of participants are not comfortable with EMR and
still prefer the traditional way. This shows privacy and security concerns are major obstacles that
can hinder the progress to electronic health. If they are not properly addressed, health care
seekers will not feel comfortable in participating and health care professionals will face huge
liability risks.

30—
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Figure 2 EMR training Status of Users in Zewditu and Ras Desta Damtew. A.
A, May 2013
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4.5 Practice of electronic medical records

From the analysis it was found that, 249(86.8%) of respondents said electronic medical records
speed up access to a patient’s health information. While 38(13.2%) replied the opposite.
105(36.6%) of them said pledge of confidentiality is now challenged by computers rule and
health information falls into many hands.

Participants were also asked whether they have faced problems associated with the system,
11(3.8%) of them identified passwords being shared with those who have no private log in id,
loss of patient data by virus or worm attack, breaking of passwords, taking personal information
by other to make reports. The computerization of personal health information in the absence of
strong privacy and security magnifies the risk to privacy. The unauthorized sharing of sensitive
health information may result in a wide range of undesirable outcomes. This increases the danger

of compromising the security and privacy of individuals.

Almost all patients are not well aware of both the benefits and the risks of computerized ways of
keeping medical records. The analysis of the responses shows only 155(54%) of health
professionals tell their patients about sensitive information will go in to computerized records.
While 132(46%) of them didn’t tell the issue because of fear that if they are aware they may
hinder important information. 26(9%) of health professionals used patient data for research and
other purposes without gaining consent from their patient. For the question they are asked about
who is beneficiary in a transition from paper based record to electronic medical record
51(17.8%) said patient, 25(8.7%) development partner, 17(5.9%) Federal Ministry of Health and
the remaining 177(61.7%) said multiple answers of the above alternatives.

Nearly all participants 273(95.1%) said health consumer involvement is important before
adopting new technologies and 13(4.5%) said it has no value. Respondents were also asked about
poor adoption and utilization rate of electronic medical record system. The reasons given are
145(50.5%) lack of training, 66 (23%) consumes time, 44(15.3) changes the usual work flow,
29(10.1%) poor patient involvement and 3(1%) said it is of no value.
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In addition 161(56.1%) of respondents said some sensitive personal information should not be
stored within an EMR while 126(43.9) said no matter if stored within an EMR. Even 43(15%) of
them didn’t believe information that is shared as a result of clinical relationship is confidential

and protected.

1%

m Lack of training

m Consumes time

= Changes work flow

m poor patient involvement

m [tis of no value

Figure 3. EMR users perception about poor adoption and utilization rate in Zewditu and
Ras Desta Damtew Hospitals, A.A, May 2013.

The respondents were also asked to which organization privacy law should allow to use patient
data without a patient’s knowledge or consent. Their response were 50(17.4%) researchers,
47(16.4%) law enforcement 12(4.2%) pharmaceutical companies, 117(62%) to none of the above
organizations unless the patient is informed and consent is gained. Overall satisfaction with the
EMR system was also analyzed. 151(52.6%) of them are mostly satisfied, 110(38.3%)
somewhat satisfied, and 26(9.1%) not at all satisfied. From this point almost 91% of respondents
are satisfied by the existing electronic medical record system and they mentioned the technology
improved health care quality and efficiency, but a lot has to be done by the federal levels and
policy makers to empower consumers to play a greater role in their own care. All respondents
agreed on while the software can help improve overall quality of health care delivery, the

benefits of the technology must be balanced with the privacy and security concerns of the user.

35



4.6 DISCUSSION
Because IT in health care is an emerging field, adequate studies are not done locally to compare

with this study. Therefore this study may give important information regarding health
consumer’s perception towards privacy and confidentiality issues of electronic medical records.
In this work, | tried to assess the level of awareness of patients to EMR, 65(56.5%) of
respondents have significant concerns about the privacy of their medical records. This figure is
nearly consistent with study done in Australia, in which 73.3% of participants were highly
concerned about the security and privacy of their health records. [54]. On the other hand, a
national survey of conducted in 2005, 65% of respondents were “somewhat” or “very
concerned” about the privacy of their personal medical records. [52]

In this study, among patient participants 96(83.5%) of them know the presence of computerized
ways of keeping medical records. Whereas 19(16.5%) of them even don’t know that their health
data will go into computerized method. Similarly, survey data shows that Americans are well
aware of both the benefits and the risks of health IT. A large majority of the public wants
electronic access to their personal health information — both for them and their health care

providers — because they believe such access is likely to increase their quality of care. [64]

All patients and EMR users mentioned their concerns in a move to computerized method. 27% of
patients said data leaks and poor security. On one hand, 41.8% of health professionals and data
clerks don’t trust the EMR because they have concerns that information will be shared because
of poor security and data leaks. On the other hand all EMR users and interviewed patients agreed
that computerized ways of record keeping might speed up access to private data. But this
concern is much higher in Australia, 70% health care consumers were concerned about data
leaks, medical information being shared without their knowledge, poor security, and increased

medical errors [53].

In this study, 98.2 % of EMR users said there should be strong protections for privacy and
security in the healthcare system otherwise patients will withhold information from health
providers due to worries about how the medical data might be disclosed. This point agrees with a
survey of American citizens that 15% of individuals were taking action to keep their personal
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medical information private by not seeking treatment, doctor-hopping, paying out of pocket,
giving inaccurate or incomplete information, or asking their doctor to keep information out of
their record. [52]

In this study 56.1% of EMR user respondents said some sensitive personal information should
not be stored within an EMR. Similarly a research done in Massey university into GP and
Midwives attitudes to a shared electronic medical record system revealed a third of all
respondents believed that some personal health care information should not be stored within an
EMR [55].

4.7 Strength and Limitation of the Study
Strength
e A high response rate of 95.3 %
e This is the first work which focuses on perception and level of awareness of EMR users
and patients

Limitation

e All respondents might not give genuine answers to the questions they were asked. This
might underestimate the degree of privacy concerns

e This study was done only in Zewditu and Ras Desta Damtew Memorial Hospital and in a
short period of time.

e Presence of very limited studies for comparison purpose could be considered as a

constraint factor for the study
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CHAPTER FIVE

CONCLUSION AND RECOMMENDATION

5.1 CONCLUSIONS
In this study, all interviewed patients and EMR users agree that EMR system is likely to increase

the quality of care. At the same time, they have significant concerns about the privacy of their
medical records.

The study also showed that there is no means to control over who can access patient data among
employees. Most respondents are obliged to share passwords because they have no individual

Log in Id and passwords.

Patients who are relatively literate have higher concerns of privacy issues but illiterate patients
didn’t know risks and benefits of computerized medical record. All respondents said patients
who are in poor health status and those with HIVV/AIDS, youths using drugs, patient with mental

problems are categorized as need more privacy and confidentiality

This study clearly revealed that patients who are in poor health condition have higher levels of
concern about the privacy of their personal medical records. No patient is told by his health care
provider about his diagnosis and treatment results will be stored electronically.

Only 66 (28.8%) of EMR users replied that the training they took to use EMR prepared them
fully to keep patient privacy. In addition to this some users have no private Log in ID. This
shows the presence of some gaps not to ensure privacy of patient’s medical information. There is

no adequate privacy protection policy
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5.2 RECOMMENDATIONS

Based on the findings of the study the following recommendations are made:

1.

Even though respondents are comfortable with the EMR system, privacy concerns are
still there. Because the quality of health care depends on accurate information, patients
should be free of any concerns related to their privacy. It is difficult to build public trust
after full implementation of the EMR system. Therefore, government and other
responsible bodies should implement and enforce strategies to strengthen privacy in this
early stage.

In this study some EMR users identified that the training they took didn’t prepare them
fully to keep patient privacy and even have no individual log in ID and password.
Therefore, these problems must be resolved by FMOH, the hospitals or by responsible
bodies as quick as possible.

In this study patients said they have never told how their health data is being stored and
processed. Health care providers should inform to their patients in order to avoid
confusion and build public trust.

All patients and users need to be included before adopting new technologies. Therefore,
the federal ministry of health should communicate patient associations to empower
consumers to play a greater role in their own care.

This study is done only on EMR software in Zewditu and Ras Desta Damtew hospitals
within a short period of time. This might not be representative of the whole privacy issues
of E-health. Therefore, study needs to be conducted to further investigate ways of rapid
adoption of health IT and realization of its potential benefits.
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ANNEXES

Annex 1 Consent Form
I, the undersigned, confirm that, as | give consent to participate in the study with a clear

understanding of the objectives and conditions of the study and with recognition of my right to
withdraw from the study if I change my mind.

include me in the proposed research. | have been given the necessary information about the
research. | have also been assured that | can withdraw my consent at any time without penalty or
loss of benefits .The proposal has been explained to me in the language | understand.

Name of the participant:

Participant’s signature:
Name of Dr/Mr./.Miss:
Dr/Mr./Mrs./Miss signature:
Date:

Witness: Date:
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Annex 2 Questionnaires for EMR Users
ADDIS ABABA UNIVERSITY

SCHOOL OF PUBLIC HEALTH AND SCHOOL OF INFORMATION SCIENCE

I. English questionnaires

Structured English questionnaires to assess the privacy and confidentiality issues of electronic
medical record application: users, health managers and patients’ perception in Zewditu and Ras
Desta Damtew hospitals.

01. Code Number ----- [------
02. Hospital 1. Zewditu 2. Ras Desta Damtew

Greeting

Hello! My Name is; .| am interviewing patients, health

professionals and health managers. We would like to ask you a few questions in order to assess
the existing electronic medical records. You do not have to answer any question that you do not
want to answer and you may end this interview at any time you want to; however your honest

answer to these questions will help us to the better understanding of the conditions.

Verbal consent and confidentiality

All information given by you will be strictly confidential. Your name will not be recorded in this
form and will never be used in connection with any information you are telling us. We greatly
appreciate your cooperation in responding to this study. Would you be willing to participate? If
yes, proceed. If no, thank you and stop here.

(Signature of the interviewer certifying the informed consent has been given verbally by
respondent )

Thank you. Let’s begin.

Date of interview / / Beginning time ---------------
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Section -1- Background Characteristics

SIN Questions Response Skip
11
Sex Male [ Female [ ]
1.2
Age | e
1.3 Orthodox [ ] Catholic [ ]
Religion Muslim [ ] Other [ ]
Protestant [ |
14 Occupational category Nurse ] Data clerk —
Clinician 1] Manager ]
Pharmacist [ |
1.5
In which health care OPD Laboratory [ 1]
service are you assigned | Pharmacy L] Imaging ]
currently? Ward [ ]
Section -2- Knowledge about Electronic Medical Records
2.1 Have you used paper
based medical records | Yes  [__] No ]
before?
Do you know about
,o | Electronic medical Yes [ ] No [ ]
records?
1
L
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Who trained youto use | ByNGO [ | Self trained
23 | the EMR system? By other [ | Was never trained  [___]
How long have you Lessthan6 months [ ] 19-24months [ ]
24 been using the EMR? 6-12 months [ ] Above 24 months ]
13-18 months ]
How adequately did the | Fully L |  Notatall L |
25 training prepare you to | Mostly [T Not applicable [ ]
keep patient privacy? Somewhat ]
2.6 Is there a means to
control over who can
access  patient  data ves [ No [
among employees in
your hospital?
Do you have individual
2.7 log in ID and password? Yes [ ] No [ ]
Section -3 - Perception towards Electronic medical records
Which one is more secured between the EMR [ ]
31 EMR and Paper based records? Paper form [ ]
Both are about the same ]
In which is the information about patients EMR ]
32 safer? (Privacy) Paper form ]
Both are about the same [ ]
Registration room L
33 Where do you think patients Privacy is at EanI(D)ratory %
risk? (Multiple answers are possible).
Wards [
Imaging L]

48




3.4 Yes [ | No [ ]

Do you trust EMR not to reveal sensitive
health data?

Data leaks
3.5 What concerns you in a move to electronic | Sensitive information will be
medical records? shared

Poor security

Increased medical errors

JUU 0L

It doesn’t concern me

Is there any privacy protection policy that is

3.6 Yes [ ] No [ ]

supposed to ensure public's confidence?

If your answer is yes,
3.7

are they adequate to Yes [ No [ ]

protect patients'

privacy?

Which patients do you | People with HIV [ ]
38 think need more privacy | Adolescents using drugs [ ]

and confidentiality of People with mental problems L]

EMR? STI and Family planning pts [ ]

All [ ]

Decreased significantly [ |
3.9 cHhZVr:IgZ?jS)EQﬁrEp'\:tFiZnts’ Decreased a little [ ]
privacy? Not changed ]
Improved a little ]
Improved significantly [ ]

Which system do you
310 1 hrefer to keep your EMR [ ]
patients privacy? Paper based ]
L |
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Any (doesn’t matter)

Section -4-Practice and sources of concern regarding the potential negative impacts
of EMR’s

Do you think Electronic medical records will speed up
41 access to a patient's health information? YeS: Nol__]
Do you think pledge of confidentiality is now challenged by
4.2 computers rule and health information falls into many vesl_J No [ ]
hands?
4.3 Have you ever encountered problems of loss of privacy?
Yes| | NoJ |
4.4 If you encounter problems please elaborate
Did you tell your patient about sensitive but
4.5 important information will go into computerized Yes [ ] No[ ]
records?
Have you ever used patient information for research
a6 | O other purpose? Yes [ ] No[ ]
If your answer is YES to the above question have
47 |You gained consent from your patient? Yes [ ] No[ ]
4.8 Who do you think will be beneficiary in transition Patient [ 1
from paper based to EMR? Development partners [ |
FMOH ]
All of the above [ ]
None of them [ ]
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4.9 | Do you think health consumer involvement is Yes [ ] No [ ]
important before adopting new technologies?

What do you think about poor adoption rate and Poor patient involvement[ ]
4.10 poor utilization of EMR? b/s Consumes time [ ]
Changes the usual work [___|
process
Lack of training ]
It is of no value 1]
Do you think all health care information should be Yes [ ] No [ ]
ithi ?
411 stored within an EMR
Do you think the information that is shared as a Yes [ ] No[ ]
4.12

result of a clinical relationship is confidential and

protected?

4.13 | If your answer is NO to the above question, what is
your option to ensure confidentiality of your | -==mmmmmmmmmm o e
patients’ data?

4.14 | To which organization,

you think, should Pharmaceutical companiesT | Researchers ]
privacy law allow to Law enforcement [ 1 Al ]
exploit patient data Insurance providers [ ] Noneofthem [ ]

without a patient’s

knowledge or consent?

Overall, are you Always satisfied Somewhat satisfied

415 :illtsltsgrlﬁg with the EMR Mostly satisfied [ ] Notat all satisfied [ ]

That is the end of our questionnaire. Thank you very much for taking time to
answer these questions. We very much appreciate your help.

Time at the end of interview
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Annex 3 Questionnaires for Patients
ADDIS ABABA UNIVERSITY

SCHOOL OF PUBLIC HEALTH AND SCHOOL OF INFORMATION SCIENCE

I. English questionnaires (patients)
Structured English questionnaires to assess the privacy and confidentiality issues of electronic medical

record application: users, health managers and patients’ perception in Zewditu and Ras Desta Damtew

hospitals.
01. Code Number ----- f------ 02. Hospital _ 1. Zewditu 2. Ras Desta Damtew
Greeting
Hello! My Name is; I am in the research team of Addis Ababa University

in the collaboration with Addis Ababa Regional Health Bureau. We are interviewing patients, health
professionals and health managers. We would like to ask you a few questions in order to assess the
existing electronic medical records. You do not have to answer any question that you do not want to
answer and you may end this interview at any time you want to; however your honest answer to these

questions will help us to the better understanding of the conditions.

Verbal consent and confidentiality

All information given by you will be strictly confidential. Your name will not be recorded in this form
and will never be used in connection with any information you are telling us. We greatly appreciate your
cooperation in responding to this study. Would you be willing to participate? If yes, proceed. If no, thank
you and stop here.

(Signature of the interviewer certifying the informed consent has been given verbally by respondent
)

Thank you. Let’s begin.

Date of interview / / Beginning time ---------------
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Section one Background Information

SIN | Questions Response Skip
Sex Male ] Female ]
11
Age | e
1.2
Orthodox [ ] Catholic
1.3 Religion Muslim ] Other
Protestant [ ]
Illiterate [ ] Grade7-10 ]
1.4 | Educational status Read and Write [ }de 11-12 ]
Grade 1-6 [ ] Abovegrade12 ]
15 | Which service you | Family planning ART
received with this visit? | Abortion care [ ] Other specify ---------------
Section -2- Knowledge
Do you know about EMR? Yes ] No ]
2.1
Which one is more secured between the EMR | EMR
2.2 | and Paper based records? Paper form
Both are about the same 1]
2.3 In which is the information about patients EMR
safer? (Privacy) Paper form ]
Both are about the same [ ]
Registrationroom [ ] OPD
2.4 | Where do you think patients Privacy is at risk? | Laboratory [ Imaging ]
Wards ]
Do you trust EHR not to reveal sensitive health
25 data? Yes [ ] No [ ]
Data leaks
26 | What concerns you in a move to electronic | Sensitive information will be
medical records? shared
Poor security [ ]
Increased medical errors [ ]
It doesn’t concern me [ ]
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2.7 | Which patients do you think need more | People with HIV

privacy and confidentiality of EMR? Adolescents using drugs
People with mental problems
STI and Family planning pts
All

2.8 | Between paper based record and EMR, | EMR
which system do you prefer to keep your | Paper based

! Immon o

privacy? Any (doesn’t matter)
2.9 Have you ever encountered problems of loss of
privacy? Yes [ | No

2.10 | If you encounter problems please elaborate

2.11 | Who do you think will be the most beneficiary in | Patient All
transition from paper based to EMR? Donors None ]
FMOH

2.12 | Do you think health consumer involvement is

important before adopting new technologies? Yes [ ] No [ ]
Do you think all health care information should

2.13 | pe stored within an EMR? Yes [ No [ ]
Do you need to be consulted before your

2.14 | medical record information is released for Yes [ ] No [ ]
research purpose?

2.15 Always satisfied [ ] Notat all satisfied ||
Overall, are you satisfied | Mostly satisfied [ ] Please explain ----------------
with the EMR system? Somewhat satisfied [ ]

That is the end of our questionnaire. Thank you very much for taking time to
answer these questions. We very much appreciate your help.
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Time at the end of interview

Annex 4 Amharic version questionnaire for patients
Nag0 AN 2LACHTE PVh°S  4hedE PUNLTHAN mS /1 hGEA

O TOHC P PVaD-99F ovlB hWPPHF oot PUID-9TFS PM.S
AACLLTT haopnt A%ITST PHHIE oomPd i

ao)() ¢

T I L B COAA: NABN AN RLICHTE PVASS 4ihrdvk
PTG &7 AOA 71 PHY TG AA%T Nh9ToC P PVov-7) ool hf N
0-FeoAnt NA%O AN MS OE AC hLTF POTHATF ovhhd OO AL
PUo-73G MG NN LLT7 haodil AZITS T 10

PACO® NHY oomLP9° 1 TS T ooA+e lov-h GATTL AL PhooOlt 10
AovaoAh  P7ILLANTT  TPE hA  PAovovAl ooV TP C4HmOd 1@ (WP
ATLLLCTAT ¢G5 FNNC  9°005% haet A 1@ IAR PAPIAS  TEE
A8 NG AP aoMPP LFAN:: avavAd C7ILLNNT TEE ha 04AT0T LR 2749°
LFAN: ooglA9° ACOAL C2LAMT7 ao\OT hoT75®9° Ahd Noo-A “LOATCrT
ATLTLMNPS PACHL Q9° NoomBd AL ATLTTILaoH I AIAAAU-::

NAH.Y Neomed: AaoAT+q: G PLE Y P|?

P LA oo hdl-N, h
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hfAh ]
T ]
AA [ 1]
PO ]
1.4 P/t 248 PINNG omRG: [ ]
h16%nea [ |
n6-12 [ ]
h 12 NAg L]
[ 1]
1.5 G0V P2 21T WA eAON 9°NE ATADN T
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PrT hf Tl W&h WA
nA (Lmen) -----meeee-

AFRA 2: DA Vo097 aolB APPH Naohn-t

1]
21 | Mh9°To-1C ¢~ Pvov-a73 hD
[ ]
avlB hPPH NP av$4S AAD-PI°
PO FN?
PUNIPG MM TP hld T 480 | AP L]
06994 ®F. hI° TG AA@-PI® 1]
ATLIYIN PO PA?
2.2 PV0-9973 SATC haomNP Nho TG ¢m [
ATAC PFE D HL OH0A - NOLP 420 [ ]
NAD- £I°GA-? ARYE PAT@-9° [ ]
23 | UCE i PMAG aoAA ALIPTT | b To-+C e L]
havk®9® AIAC CTED HL NOLP /4L 1]
P-H0A Y- NAD- PIPGA? ARYE PAT@-9° ]
PUID-TYF VIS MG nCe NeA
24 | ATC MPTHED NEA SOAT ANGAL ]

¢o20m 1@ NA@- LI°GN?

0-FaoAATi VA9°S NG|
NANESE 99n9° hed ]
NE-E NEA

b La-+C 3 M- fYao-77%
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2.5 aol® hPEH H& TLNTLT oot | hP —
Aao-a- EMNPAGTA NAD- hL.LNJ°
P£I°GA-?

26 | hoidT oL hTOA+C HL Paol B ao3MAMA [ ]
NA@- 179C AL 9°7 b7k PoolB LUTIE o710 L1
hAP? VNS Nt ]

I°9° hPNITI° L1
1]

2.7 PR VoooT} TLATC PNAM | AT AR 1, Voo ]

amN¥ AdNE NAD- £I°GA-? o0& +FmPrl @MNFT
PARI°C Vao-o77 —
CAAN 9o ATADNT L]
+mPrLPT [ ]
PU-A9° Yoo

2.8 PACN® PV @-muT OPT5@ | b To-C ¢ [ |
HE NPaoTAL NOLbT/4-20 ]
L.aoCNN2(TLOATEP) N5 o9 ]

2.9 hHU 04+ PUNI°G avlB ALPH
Ntaopn-t FIC AITPT hP [ ]
Par#A? PAg° [ ]

2.10
Y 701U S B Y1135 A7) P/ N T U

211 | hol+t ®L b T.o1C HL Vo097
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2.14 | P9°Cové- @-mtP AT T WD 1]
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2.15
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NMg® AGaoN7507::
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