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ABSTRACT

The spam detection technique helps the business prevent unnecessary emails from reaching
inboxes and preventing any consequential harm to an organization or user. To train the machine
learning algorithms, several researchers use features extracted from the email. These features,
however, capture only the content and are computed per email message. However, information
aggregated per sender, i.e., content, entropy, and spam email similarity per sender, are not stud-
ied. In this study, we propose to use additional features that capture the content, similarity, and
entropy of emails sent by the same sender. In this regard, we extracted six new features that
could help to improve spam email detection. The six features are number of emails, duration,
character length of the sender address, number of recipients, the similarity between emails, and
entropy value within the sender subject. To build the prediction model, we used four machine
learning algorithms: K Nearest Neighbor, Support Vector Machine, Logistic Regression, and
Random Forest. The proposed approach is evaluated using a dataset collected from ethio-
telecom. The results show that the dataset augmented with the new features improves email
spam detection performance. The F1-score of email spam detection is improved by 6.6%, 9.9%,
20.7%, and 11.3% using K Nearest Neighbor, Support Vector Machine, Logistic Regression,
and Random Forest respectively. The overall improvement is 12.1% on average. Among the
Four algorithms used to build the predictive models, Random Forest performs better in detect-
ing spam emails. We computed feature importance using the Information Gain and Gain Ratio
algorithms to see which features helped to improve email spam detection. The result shows
that the new features, length of address, the number of receivers, duration, sent emails, and
entropy, are in the top six ranks. This indicates that the newly introduced features contributed

to the improvement seen in email spam detection.
KEYWORDS

Email Spam detection, Classification, Supervised Machine Learning, proposed new features,

Feature importance.
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Introduction

INTRODUCTION

Telecom service providers use email services for their day-to-day operational activities. By
using this application, they send and receive sensitive data. Hence, email security becomes
more critical in any operator/organization. Email security refers to protecting email users from
various attacks [9] - [11]. There are many types of email security threats such as Viruses, Phish-
ing, Man-In-The-Middle, Eavesdropping, Dictionary attacks, Spam, and Denial of service at-
tacks [9] - [11]. One of the mechanisms to secure email users is the use of proper email spam

filtering techniques.

Spam emails are annoying to most users, and users receive emails without the users knowledge.
The growing problem of email spam motivates the emergence of email spam detection and
filtering technique. Email spam detection techniques can broadly be classified as rule-based
and machine learning-based techniques. The rule-based techniques work by setting a set of
rules for classification. Rules help to detect and filter incoming emails on the email server.
However, the spammer’s behavior is not statics, and their character change frequently. Hence,
these techniques are not effective in filtering spams with new behavior. Rule-based techniques
have more chances to increases the false positive and false negative values. The impact of false
positives is that the technique considers essential emails as spam and filters them out. On the
other hand, false negatives see spam emails as normal emails that will affect the user's activity.
The impact of false-positive value to the user is that a particular email may be essential for the

user because of the predicted result user may lose that email.

On the other hand, the user may be attacked by that spam email for the false-negative result
since that email is spam. Many have suggested using machine learning approaches to detect
and filter emails [11]. Machine learning techniques are the most widely used techniques for
spam detection/filtering [11]. These techniques use data rather than predefined rules. The ma-
chine learning algorithms used for spam detection are Naive Bayes, support vector machines,
neural networks, K-nearest neighbor, rough sets, logistic regression, random forest [11]. These
techniques use datasets with independent variables as input and predict the dependent variable
as the output. In classification, the input dataset is split into two as training and testing. The

training dataset is used for model building, while the testing dataset is used to evaluate the



1.1 Statement of the problem

model's performance. Machine learning techniques help improve email spam detection using
different email features since the features are extracted from the behavior of the spam and non-
spam data of that specific operator/organization.

Different researchers use different email features to improve email spam detection using ma-
chine learning algorithms. Depending on the selected features, the performance of the machine
learning approaches also varies. For this research, we used twelve features; the following fea-
tures are used in the state-of-the-art number of repetitive words, number of nouns, number of
words, number of unique words, number of capitalized words, number of question marks. The
remaining features like number of emails sent, duration, number of sender address characters,
number of recipients, the similarity between emails, and entropy value(diversification of infor-

mation) between emails are the newly added computed features.

1.1 Statement of the problem.

In general, email spam is a common problem for electronic email users. Spam mail may contain
malicious codes that affect the mail system. Spam email may contain a virus that may create a
problem for the entire system [1]. Without the request of the email user, spammers send bulks
spam emails to different users [3]. Spammers are responsible for causing additional damages
to various organizations. The damages include loss of revenue and employee productivity.
Spammers may also send viruses using spam email. This type of attack affects the performance
of an organization's network. To minimize the damage caused by these spam emails, different
researchers conducted different researches on email spam detection techniques. Several re-
searchers proposed rule-based and machine learning-based approaches to detect spam emails
and filter them to address this problem. Rule-based systems use predefined rules to detect and
filter spam emails. This approach, however, is not usually practical mainly because spammers

change the characteristics of spam.

Machine learning approaches use datasets that contain features extracted from spam emails to
build spam detection models. The features used in these approaches are content-based, entropy-

based, and semantic-based features. However, these features do not cover essential aspects
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(e.g., the similarity between emails within the same sender, diversification of information
within the same sender ) of spam emails. It lacks a holistic view. This research work predicting
email as spam or non-spam by examining the data found. Despite these different research
works, to the best of our knowledge, no research examines how to improve email spam detec-
tion per sender per six hours using the number of emails sent, duration, length of the email
sender address, the similarity score, and entropy value. This research empirically examines the
impact of the newly computed features per sender on email spam detection by considering the

above issues.

To meet our aim, we conduct empirical experiments after augmenting the newly added com-
puted features per sender with features in state-of-the-art found in [6] per message. Therefore,

in the end, this research work tries to answer the following research questions.

RQ1: [Performance of augmented features] To what extent do the newly added computed

features improve the performance of email spam detection?

RQ2: [Contribution of newly added features] Which of the newly added computed features

contribute more to improving email spam detection?

1.2 Objective

1.2.1 General Objective

This research aims to improve the performance of machine learning-based email spam detec-

tion approaches by introducing newly computed features per sender.

1.2.2 Specific objective

The specific objective of this research are:-

= Study the characteristics of the collected spam data and add additional features.
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= To evaluate the impacts of the newly added features on email spam detection improve-

ment.
= To examine the importance of each feature in email spam detection.

= To compare the performance of the four commonly used machine learning algorithms

from the email spam detection technique and choose the best performing algorithm.

1.3 Scope and Limitation

1.3.1 Scope of the thesis

This thesis work is limited to improving email spam detection using the newly added computed
features presented in Section 3.1. This study uses email headers using machine learning tech-
niques to improve email spam detection by considering adding new features. In general, the

scope of this thesis can be summarized by the following significant points:

= To detect email spam, different researchers suggested a different approach. Those ap-
proaches include rule-based, machine-learning-based. All approaches have their ad-
vantage and disadvantage. In this research, we will focus on a machine learning-based

approach.

= There are two ways to improve email spam detection in machine learning: one defines
a new algorithm using the existing features, and the other identifies new features. In

this research, we identify new features.
= We do not look for new algorithms. We used the commonly used algorithms.

= Prepare a dataset for the newly added features and augment it with the dataset contain-

ing state-of-the-art features.

= Examine whether the newly added features have an impact on the performance of email

spam detection.
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= Examine the importance of the newly added features over the state-of-the-art features.

= Prepare a dataset for the newly added features and augment it with the dataset contain-
ing state-of-the-art features.

= Examine whether the newly added features have an impact on the performance of email
spam detection.

= Examine the importance of the newly added features over the state-of-the-art features.

1.3.2 Limitation of the thesis

The newly added features could be computed from the email's subject and the email's body.
However, we are not able to get the body of the email. Our new features are computed from
the subject of the email. We believe that subjects are representatives of the body.

1.4 Methodology

The methodology followed to achieve the general and specific objective of this thesis is:

1. Related work of literature is reviewed to understand the available email spam detection tech-
niques. To examine the previous research works, an exhaustive survey is conducted and have
future research directions by looking at the methodology used, algorithm applied, the perfor-

mance metrics used, and the gap of previous research works.
2. Ethiotelecom mail spam detection architecture and email flow techniques are studied.

3. An informal meeting was conducted with domain experts regarding the common problem of

spam email and the limitation of the existing email spam detection technique.
4. The datasets were collected from the ethiotelecom mailbox server and spam guarantee log.

5. Python programming language for preprocessing and WEKA(Waikato Environment for

Knowledge Analysis) tool for the model building ( training and testing ) was chosen to ana
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1.5 Contribution of the research

lyze the collected data since it is user-friendly and has plenty of algorithms, feature selection

algorithms, and different analytical graphs.

6. To evaluate the performance of our model and the impact of our proposed features, we used
commonly used evaluation metrics., Accuracy, FPR(False Positive Rate), precision, recall, F-
measure, ROC &AUC( Receiver Operating Characteristics, Area Under the Curve) , derived

from a standard confusion matrix.

1.5 Contribution of the research

Various researches were done on email spam detection using machine learning algorithms;
Previously done research works are enormous in terms of quantity and the subject matter they
try to address. However, none of them look at to compute the content, entropy, similarity-based
features per sender and assess their impact on email spam detection techniques to the best of
our knowledge. By taking the fact mentioned above into account, this research work targeted
improving email spam detection by using the data found in ethiotelecom. Therefore, the main

contributions of this research work are as follows:

= We introduced six new features to help improve the performance of machine learning-
based email spam detection. Those new features are the number of recipients, the number
of emails sent, the time interval of email sent, number of characters in the sender address,
number of characters in the sender address, the similarity between email subject within

the sender, entropy value between email subject within sender.

= We assessed the impact of sender-based features on the performance of email spam detec-

tion.
= We assessed the contribution of the newly added features in terms of:-

v Performance in email spam detection.

v Ranking in terms of contribution.



1.6 Thesis Organization

1.6 Thesis Organization

The thesis consists of six chapters. The First Chapter consists of the introduction, objective,
scope, methodology, the contribution of the research, and thesis organization. Chapter Two
presents the details of mail, mail flow, email spam, machine learning-based email spam detec-
tion, the benefit of email spam detection, email spam filtering architecture, and related works.
Chapter Three describes the characteristics of spam email, the proposed feature, and method-
ology we follow to implement the new features for better machine learning-based email spam
detection. The fourth chapter discusses the experiment setup, while the results are presented in
Chapter Five. The Sixth chapter concludes the thesis and indicates future research directions.



LITERATUR REVIEW

2.1 Email

Email is an electronic means of communication for users that access the internet. The message
is exchanged from one user to another through electronic means. It allows users to send and
receive a message from one device to another. Due to the growth of internet users, email users
have increased exponentially [4]. Nowadays, email is used for business, study, and different
activities for handling their day-to-day operational activities. Its fast and cost-effective means
of communication. This medium of communication has an additional flow when sending and
receiving a message within the uses. Mail flow steps for sending and receiving email helps to

see the coordination between different services within the various email servers.

2.2 Email Flow

This section mainly discussed how mail flow from internal and external senders enters the
transport pipeline. Email flow views the steps for sending and receiving a message. In general,
a mail sent to a user first comes to the edge transport server of the mail server. After the email
message is processed at the server, it will be routed to the mailbox servers. Depending on the
edge server, the way message from the external user enter the transport pipeline varies. The
transport pipeline consists of a front-end transport service on mailbox servers; this service does
not check message content, does not communicate with the mailbox transport service, and any
message is not stored locally. Transport service on mailbox servers also performs message
grouping and message checking; however, it never communicates directly with the mailbox
database, mailbox transport service on mailbox servers, transport service on edge transport
servers [15]. The mail flow could be classified as inbound and outbound mail flow. Below is a

short description of these categories.



2.2.1 Inbound mail flow

2.2.1 Inbound mail flow

The below figure shows the email from the external sender to the transport pipeline. A message
from the external organization enters the transport pipeline through the edge transport server
[14]. In the mailbox server, the front-end transport service accepts the message. After that, the
message is transferred to the mailbox server transport service. The mailbox transport service

uses its protocol to deliver the email to the local mailbox database [14].

FEdge server Mailbox server

=
Front- end transport
Transport .
— ™ service.

Sender Mail

Transport Service

F

Mailbox delivery
transport service.

(@




2.3 Email Spam

2.2.2 Outbound mail flow

Figure 2.3 shows us the outbound mail flow. The mailbox transport submission service under
the mail server uses remote procedure call (RPC) protocol to retrieve the outbound message
from the local mailbox database. Mailbox transport submission service uses a simple mail
transfer protocol (SMTP) protocol to send the message to the transport service, and then it goes

to the edge server.

Edge server Mailbox server

B

Front- end

Transport transport service
< Service A

Receiver

Transport Service
r -

Mailbox transport
submission service

(g

[14].
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2.3 Email Spam

Spam is an unsolicited bulk email that the user receives without the user's request [5][7].
Spammer's primary goal is to spread unnecessary electronic information to cause psychological
and monetary harm to the victims. Spammers achieve the email servers by sending a mass
quantity of unsolicited emails to end-users. Spam fills inbox with several ridiculous emails that
may cause several damages to the system. Spam wastes bandwidth, brings harmful information
to the user, causes a system crash, and decreases employee productivity.

2.4 Benefit of Email Spam Detection

Nowadays, a business's email account is riddled with unsolicited emails. For securing busi-
nesses and protect email users, spam detection is required. Detecting spam emails before they
reach the end-user and, in general, the organizational network has several advantages. Below,

we list some of the benefits of spam detection.
Protect from virus attack

Most of the time, spammers use spam email to cause some attack on the user application, net-
work, and system. Through those spam emails, they can cause any threat. Most viruses, trojan
horses, and worms are activated when we open an attachment or click a link contained in an
email message. Spammers send a message with viruses. Therefore, detecting those emails will

minimize the chance of attack by viruses.
Protect the company data

Through these spam emails, hackers can access the company data and use those data to cause
damage to the company. Emails the recipient believes come from a legitimate source that re-
quests the user to view a link or an attachment or go to a website and ask the user to enter
personal information. Then the spammers access the user's data using the stolen data.

Spammers send an email message and ask to deposit into their account, enter users personal

11
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home or company network by getting the recipient to open an email attachment [28]. Therefore,
email spam detection techniques help the user from such type of data loss.

Increase employee productivity

Spam emails, if not filtered, will appear in the inbox. These destruct and consume a relatively
significant amount of users' time. Hence, users usually need to open almost all emails and check
them to see if they are legitimate emails or spam. If the spam emails are too many, it is difficult
for users to identify legitimate emails in time and respond. Spam detection and filtering ap-
proaches would help users minimize the burden of filtering legitimate emails and save their

time.

2.5 Machine Learning based Email Spam Detection

Currently, email is the most widely used means of communication for the organization's day-
to-day operational activity. Most organizations use machine learning techniques for making
things simple. In this section, before we explain the machine learning algorithms which is used
for email spam detection, we explain what machine learning is, and classification techniques

will be explained in detail. Finally, classification algorithms will be described.

2.5.1 Machine learning

Machine learning is a field of study that gives computers the ability to learn and act like a
human by inputting data without being programmed. It is a subset of artificial intelligence.
Humans learn from experience machines do not have that "experience,” so computers learn
from data. Machine learning makes decisions and predictions based on past data. In the ma-
chine learning approach, there are supervised learning, unsupervised learning, semi-supervised,
and reinforcement learning approaches. Below is a short description of these approaches which

need data for learning.

12
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Supervised learning

It is a machine learning approach that uses a labeled data for prediction. Supervised learning
can further be classified as classification and regression. The main goal is to predict the out-

come of the new data.

o Classification is a process of predicting class or category from the actual value. Clas-
sification problems use an algorithm to assign test data to the correct type correctly. To
implement classification, we primarily train the classifier then it will be used for pre-

diction.

o Regression is another type of supervised learning approach it helps to learn the rela-

tionship between dependent and independent attributes.

Unsupervised learning

It's another machine learning approach that uses machine learning algorithms to cluster and
analyze the unlabeled dataset. It's used for three main tasks clustering, association, and dimen-

sionality reduction:

o Clustering is a data mining technique based on the similarity and difference group un-
labeled data.

e Association is another type of unsupervised learning method for finding the relation-

ship between variables. It uses different rules.

o Dimensionality reduction is another unsupervised learning method used when the

number of features in each dataset is too high.

13
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Semi-Supervised learning

It is a type of machine learning algorithm that is between supervised and unsupervised learning.
It contains both labeled and unlabeled datasets. This technique allows learning the algorithm
from a small amount of labeled data and a vast amount of unlabeled data for predicting the
output, which helps to benefit from supervised and unsupervised techniques.

2.5.2 Classification in machine learning

Classification is the process of categorizing a given set of data into classes. The class is either
labeled, class, or categories. Classification is a supervised machine learning technique. It helps

to predict the new data based on the training dataset. In our study, this technique is used.

2.5.3 Machine Learning algorithms for classification

The classification algorithms that researchers used from the literature review are listed here:-
Decision Tree, Logistic Regression, Artificial Neural Network, K Nearest Neighbor, Support
Vector Machine, Naive Bayes, Random Forest. Below is a short description of those algo-

rithms.
Logistic Regression

It is a classification algorithm in machine learning that uses one or more independent variables
to determine an outcome. independent variables are the input feature that we used for building

and testing the predictive model. So, it will have two possible results only.

14
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Naive Bayes

It is a classification algorithm based on naive Bayes' theorem, which assumes independence
among predictors [2]. This algorithm takes that the presence of one feature in a class is unre-
lated to the other feature. We can take advantage of this feature of the Naive Bayes algorithm
to calculate the possible occurrence of words in an email and classify it as spam or non-spam
[2]. This assumes that the values of a specific feature are independent of all the other features

given in that class [7].

K Nearest Neighbor

It is a lazy learning algorithm that stores all instances corresponding to training data in n-di-
mensional space [7]. The prons of this algorithm are that with a small dataset, accuracy is high.
It does not focus on constructing a general internal model. Instead, it works on storing an in-

stance of data [7].

Decision Tree

It is a classification algorithm. Building the decision tree for the classification problem needs
to calculate Information Gain and entropy for the features. This algorithm helps by creating a

classification model in the form of a tree.

Random Forest

This is also a supervised machine learning algorithm. It is an ensemble learning method of
classification. It operates by constructing multiple decision trees. It uses voting for the final

prediction to improve the accuracy.

15
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Artificial Neural Network

A neural network consists of arranged neurons in layers; they take some input vector and con-
vert it into an output. The process involves each neuron taking input and applying a function
that is often non-linear and then passes to the production to the next layer.

Support Vector Machine

SVM tries to find a hyperplane that separates two data classes in data space while maximizing
their margin [14]. A classifier represents the training data as points separated into categories
by a gap as wide as possible. New issues are then added to space by predicting which type they
fall into and which area they will belong to.

2.6 Spam Detection Technique Implementation

This section explains the implementation of the email spam detection technique in the email
server. Email server architecture consists of two parts edge server and the mailbox server. The
edge server handles all the external incoming and outgoing mail exchanges; this server includes
anti-spam and mail flow rules to protect the mail user from different threats, including viruses
and spam emails [15]. If the organization has an edge server, anti-spam and antimalware are
implemented in the edge server; if not, it will be implemented in the mailbox server; spammers
use a different technique to send spam emails to the users. Using the anti-spam method on the
gateway and the premises will be more efficacious [15]. The edge server has different anti-
spam agents (connection filtering agent, sender filter agent, recipient filter agent, sender ID
agent, content filter agent, protocol analysis agent (sender reputation), attachment filtering
agent. The goal of spam detection is that to minimize the volume of unsolicited emails. In
general, it manages the inbound emails, detects spam emails, and avoids any emails containing
any threats or viruses. Mail user agents are email clients that help the user compose and read
emails such as Microsoft outlook. Some filtering techniques are implemented in both the client
and server [11]. Many ISPs implement spam detection tools in the edge or mailbox servers
[15].
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2.7 Related Works

Several approaches are proposed to detect email spam. Based on the approach used for email
spam detection, the approaches could be broadly classified as rule-based and machine learning-

based approaches.

2.7.1 Rule-based Approach

Rule-based email spam detection is one mechanism for email spam detection. By Setting some
rules, if the incoming email fulfills that rule, that email is predicted as spam or non-spam. The
approach is mainly applied to the client-side and server-side filtering techniques. A client can
receive and send emails through ISP. a client can filter spam emails by installing some frame-
work to their PC by specifying some threshold [3]. An enterprise-level spam filtering frame-

work is installed on the mail server [3].

The main drawbacks of the rule-based spam filtering technique are if the incoming spam email
does not fulfill the threshold they set, that spam email may be considered as non-spam and
enter the user inbox. This, and hence, increases the false negatives. If the threshold value is set
to a higher value, the approach will consider standard emails as spam, increasing the false
positives. Another drawback of this approach is that the behavior of spam emails changed dy-

namically, so, at this condition, this approach considers spam emails as non-spam.

2.7.2 Machine Learning-Based Approach

Sultana et al.[1] used a machine learning approach to detect spam emails and identify the IP
address of the spammer. The approach block all IP addresses of the spammer. Blocking the
spammer IP, however, may cost more when there is a false negative. The proposed system uses
a naive Bayes algorithm. The author uses the Kaggle dataset for training and testing the algo-
rithm. However, the researcher does not use the sender information or other computed features
to improve the email spam detection technique. Nandhini, S et al.[2] conducts another literature

that followed such an approach. Nandhini. S et al. compare the five machine learning
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algorithms using the UCI dataset. Using different performance matrices, they try to evaluate
each algorithm, however for email spam detection, comparing the algorithm is not that useful
for improving the performance of email spam detection; instead, identify which algorithm is
better. Hanif Bhuiyan et al.[3] also explain several techniques such as standard email spam
filtering technique, client-side and enterprise filtering spam detection, case-based email spam
filtering. Under this, they explain content filter, header filter, blacklist filter, rule-based filter,
challenge filter, permission filter, and challenge-response filter. The content filter used the
email content and machine learning technique for detecting email as spam or non-spam. The
other filtering technique uses the header information. Overall, this filtering technique help to
improve email spam detection. Client and enterprise-based email spam filtering techniques
based on a framework help secure the email spam transaction between two points. The user
can filter the spam by installing different filtering techniques on their PC.this framework has
integration with the mail user agent(MUA) and filters spam on the client machine. The enter-
prise-level spam filtering framework is installed in the mail server, integrating with a message
transfer agent(MTA) to classify the email as spam or non-spam. This method helps to quickly
detect the email spam detection false positive and false negative results improves email spam
detection. The third email spam filtering method is the Case-Base spam filtering technique [2].
It is a famous method of machine learning technique. First, it collects the spam and non-spam
data, then preprocessing those data, then classifications and analyses the techniques. In this
approach, the final decision for classifying email as spam or non-spam is decided using self-

observation and classifier results.

In Shubhangi Suryawanshi, et al.[4] the authors evaluate and analyze different machine learn-
ing approaches using the Kaggle and UCI Dataset; they use various machine learning algo-
rithms to assess each model's performance. Most of the time, using different performance met-
rics helps evaluate the model from a different angle and see the accuracy. They aim to select

the best algorithm.
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Ammara Zamir, et al.[6] uses feature centric concept, which means the authors use different
feature categories like content-based, entropy-based, semantic-based, user-based, lexical-based
features. In this research, it is seen that the more the features in the dataset, the better the accu-
racy. Regarding the content-based features, using different measurements may capture the
spammer’s characteristics from the content information. The similarity score between the title
and the content also helps to know the spammer’s behavior since mostly spammer sends dif-
ferent titles and content for most users. The researchers build a different model for different
feature categories that help to improve spam detection with computed features. The computed
feature is extracted from understanding the behavior of spam emails. So, these features quickly
characterized the behavior of the spammer and identified the spammer. The limitation of this
approach is that they consider feature value within-subject and content of the email for some
features per each email. Still, they can see between email subjects and between email contents

within the same sender.

Similar to Ammara Zamir, et al.[6], Min Zhou et al.[14] a feature-centric approach for im-
proving email spam detection. The researchers consider entropy-based spam detection. Using
the entropy value of the subject and the content of the email to see if emails sent are diversified.
The authors conducted two experiments to evaluate the impact of entropy-based features using
two datasets. The results show that the entropy-based features helped to decrease false positives

and false negatives.

According to Vinodhini. M et al. [12], highly motivated spammers cheat and destroy company
data using spam emails because of the high usage of emails. Identifying this spammer and spam
emails is a crucial subject of study nowadays in a vast parallel number of experiments con-
ducted. In their study, they used machine learning-based algorithms. They used four machine
learning-based features to gather reliable data and improve email spam detection: user-behav-
ioral, user-linguistic, review-behavioral, and review-linguistic. The authors proposed the ran-
dom forest classification algorithms with the NLP concept using the Twitter dataset using the
above-listed four features and eight NLP concepts. In this paper, the authors use machine learn-
ing algorithms to identify the spammer and spam messages from the Twitter dataset. In addition
to this, they also identify spammer's way of writing, which also helps to identify other

spammers. They consider two feature sets which consist of content and user's behavior. It is
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determined with the help of average content similitude, maximum content similitude, a ratio of
exclamation sentences, and the ratio of first personal pronouns. The user behavior is determined
with the help of properties such as reviews written, and an average negative ratio given. How-
ever, the limitation that we observe in this study is that they try to detect spam emails and
spammers from user's behavior. However, in our research, we will add sender information for

better performance.
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PROPOSED APPROACH

This chapter presents and discusses the characteristic of spam and non-spam data and then the
computed features we added based on spam and non-spam data characteristics. Finally, the
methodology that we follow for implementing those newly added features using the machine

learning technique.

3.1 Characteristics of Spam Emails

Nowadays, in any telecom operator and organization, there is plenty of spam and non-spam
email data. The characteristic of these data is helpful to improve email spam detection. Table
3.1 summarizes the essential characteristics of spam email from these email spam characteris-

tics; using those characteristics, we added additional new features.
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3.1 Characterstics of spam emails.

No | Characteristic of spam email data Description
Spam emails are sent out any time of | There is no specific time of the day at which spam
L the day. emails are sent out.
The character length of the sender address for the
2 The sender address of a spam email is | spammer is more extensive than the legitimate us-
usually long. ers. Counting the number of characters on the
sender address can help us differentiate the spam
from non-spam email.
Spam emails are usually composed once and sent
3 Spam emails usually have similar sub- | out multiple times to different recipients without
jects almost no change to both the subject and body.
Spammers sent excessive emails to specific re-
4 Spam emails are sent repeatedly to a | ceivers in a given period. Legitimate users, how-
group of recipients. ever, may send more emails for different recipi-
ents at different times, not for a group of receivers.
; From the characteristic of spam emails, spammers

The message body of spam emails is

usually similar.

sent the same message body content to the same
recipients. However, legitimate users send differ-

ent message body content to the same recipients.
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3.2 Proposed Features

To enhance the detection of email spam, we propose to augment the existing features with
content-based, semantic, and entropy-based features. Content-based features aim to capture
different aspects of spam email content. On the other hand, the semantics-based feature aims
to capture the semantics using similarity measures between subjects of different emails. In
contrast, the entropy-based feature captures the diversity of the subject of the email. Table 3.2
presents the summary of the proposed features derived from the characteristic of spam emails
from Table 3.1. In the following sub-sections, we describe each feature along with a justifica-
tion for selecting them. The features are computed per six hours. We chose this specific period
because it needs some fixed intervals since we computed the feature by aggregating the sender

information. After this short interval, our system predicts the email as spam or non-spam.

Feature type Description Metrics
Number of recipients Count of the recipient per sender per
six hours.
Number of emails sent Count of emails sent per sender per
six hours.
Content-Based Time interval of email sent Mean of time interval per sender per
six hours.

Number of characters in the | Count of characters in the sender ad-

sender address dress.

The similarity between email | The similarity score between email

Semantic Based . _ : .
subjects within sender. subjects per sender per six hours per

receiver.

Entropy value between email | Entropy value between email sub-

Entropy-Based
by subject within sender. jects per sender per six hours per re-

ceiver.
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Below is a short description of each feature as per the category content-based, similarity-based,
entropy-based. And the reason for selecting this feature is in parallel with the characteristic of
the spam email.

3.2.1 Content-Based

From any organization, email data perspective, content-based features improve email spam
detection [6]. It means that using the content of the email its possible to compute relevant fea-
tures. For this research, using the subject content of the user email, the listed features are com-
puted: the number of recipients of the email, the number of emails sent, an interval of email
sent, character length of the sender address, all with a specific period. Below is a short descrip-
tion of these features.

Number of recipients

We added this feature considering as an expert by considering the following characteristics of
spam and non-spam emails. That is, one spammer may send extensive emails to one user. How-
ever, when we see the non-spam users, extensive emails are not sent to one user but rather to
different recipients. So, knowing this feature helps to improve email spam detection perfor-

mance by counting the recipient per sender-specific period.
Number of emails sent

Counting the number of emails sent per sender per recipient will also help improve the perfor-
mance of email spam detection. We added this feature as an expert by considering the following
characteristics of spam and non-spam emails. One recipient may receive too many emails from
the same sender. However, in non-spam emails, one recipient may receive few emails from the
same sender per specific period, so knowing this helps improve email spam detection. This
feature is computed by counting the number of emails sent per sender per recipient within a

particular period. That is, spammers send many emails per day other than the non-spam users.
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Time interval of email sent

Spammers usually repeatedly send several emails in short time intervals. However, legitimate
users take a relatively long time. These characteristics, hence, could help distinguish spam
email from a non-spam email. This feature is computed by taking the interval between emails
for a specific recipient per sender within a particular period. Since the sender aggregates data,
the final duration is considered by taking the average of the interval within the recipient per

sender.
Number of characters in the sender address

The sender address of spam emails is usually longer than legitimate emails. Hence, it could
serve as a good feature that can differentiate spam emails from legitimate emails. This feature
is computed by counting the number of characters in the sender’s address.

3.2.2 Semantic-Based

Semantic similarity helps to check the similarity between two documents. For our study, it
checks the content similarity between email subjects of the same recipients. From the charac-
teristic of the spam and non-spam data, Spammers sent the same subject content to the same
recipient per specific period. However, legitimate users sent different subject content to the
same recipient per particular period. Knowing this similarity score helps us identify spam from
non-spam and improve the performance of email spam detection. Since the sender aggregates
the data, consider the average similarity score. The cosine similarity function is used to com-
pute the similarity score between subjects. If the subject content between emails is not similar,
the similarity score will be round zero; if it is identical, the score will be higher. Below is the

feature that we compute for knowing the similarity score between subjects.
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The similarity score between email subjects by the sender

The benefit of this feature is discussed above. This feature is computed within the subjects. Its
value evaluates the similarity between subject contents per recipient. For example, let X is the
sequence of email subjects within the same sender, i.e., X = X1, X2,..., Xn. The number times
the similarity scores are calculated using equation 3.3. The similarity score between two sub-
jects is calculated using equation 3.2. Then we consider the mean similarity score value for the

recipients.

Below is the general formula for the cosine similarity function.

A B

C 8 =
oS Al [1B51]

(3.1)

Where:- A and B are the vector of subjects between the same recipients.

T XaiXzi

Cos 68 =
Jz?=1xliZJz;;lx2iz

(3.2)
Where:- X1 and X2 are the subject of the email from the same recipient.

For Example, let say if under one recipient if there is Y number of subjects(emails). We calcu-

late the cosine similarity score N times.

N =Y i]n-i

(3.3)
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Where:
n is the number of subjects

N is the number of times the similarity score calculated

3.2.3 Entropy-Based

Entropy measures how diverse a value is in a given content. It is a concept mainly used in
information theory. When content is diverse, the entropy value is usually higher. Information
content of non-spam emails is usually much more variable than spam emails [14]. Hence, en-
tropy could be one of the discriminating features that would help to differentiate spam emails

from standard emails. Below is a short description of this entropy-based feature.
Entropy value between email subjects within the same sender

We calculated the entropy value of the email subject within the sender. Since the data is aggre-
gated using sender after calculating the entropy value between each, we consider the mean. For
example, let X is the sequence of email subjects within the same sender, i.e., X = X1, X2,...,
Xn. The number of times the entropy value is calculated by using equation 3.3. The entropy
between two subjects is calculated by using equation 3.4. Then we consider the mean entropy
value for the recipients. For Example, let say if under one recipient if there is Y number of

subjects(emails). We calculate the entropy value score N times using equation 3.3

H(T) = ¥, P(Ti) logP(Ti) (3.4)

Where:

P(Ti) ----is the probability of each word within that subjects
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3.3 Methodology

In this sub-section, we present the methodology followed to detect spam emails. Figure 3.1
shows the general structure of the methodology. To assess the impact of the newly added fea-
tures, we used the approach followed in other similar studies [6] [4]. The main steps of the
methodology are data collection, preprocessing, model building, and evaluation. Below we de-

scribe each step of the approach.

Dataset(Spam |, Preprocessing —_— Feature ) , Feature Selection

&Non-Spam) extraction

Testing Dataset Training Dataset

l

ML Algorithms

|

Model

1

Performance

L 4

evaluation

Figure 3. 1 Methodology
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3.3.1 Data Collection

The base for email spam detection is the collection of spam and non-spam data. The data is
aggregated by sender per six hours. It also collects the existing features that previous researcher
used in [6].

3.3.2 Preprocessing

Data preprocessing is crucial for accuracy. The spam and non-spam data could be incomplete,
and it needs some aggregation; hence the data must go through the preprocessing step. In this
step, redundant and error data are removed from the dataset. Preprocessing includes tokeniza-

tion, lemmatization, and stop word removal.
3.3.2.1 Tokenization

Tokenization splits a text into tokens using nonalphabetic (alphanumeric) characteristics. For
example, for the email subject "RE: information requested for PAT test", tokenization gives
the tokens ""Re’, 'Informations’, ‘'requested, 'For’, 'PAT", 'test™. The occurrence of each token in

the given subject is one.
3.3.2.2 Stemming

Stemming is the process of reducing words to their root word[1]. One algorithm that can be
used to identify the root word of a token is porter stemmer. For the previous example, porter

stemmer gives "information," "request,” "For," "PAT," "test".
3.3.2.3 Stop word removal

Stop words are the most common words in any language. Those words are widely used words

and do not add much information to the content of the text words like "the," "a," "an," "in,"

"iS," "me1" n nwon mwon mwon

me,"” "myself,” "we," "our," "ours,”...To give much emphasis or more focus to the

critical information, we removed those stop words in the email's subject.
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3.3 Methodology

From the collected and preprocessed dataset, we extracted features that would help to detect

spam emails. The extracted features are categorized as new and existing. The new features are

features that we added for this research to use for spam detection. The details of these new

features are described in Section 3.2. The existing features are features used in other studies [6]

by previous researchers for email spam detection. The summary of the features is shown in Ta-

ble 3.3. All features are computed (per sender address and per six hours).

Feature | Feature Type Metrics
Number of recipients Count of recipient per sender per six hours.
Number of emails sent Count of email sent per sender per six hours.
Time interval of email sent Mean of time interval per sender per six hours.
Number of characters in the | Count of characters in the sender address.
sender address
Similarity between email sub- | Similarity score between email subjects per sender
jects within sender. per six hours per receiver.
New Entropy value between email | Entropy value between email subjects per sender per
subject within sender. six hours per receiver.
Number of repetitive words | Mean of Count of repetitive words from the subject
of the email.
Number of nouns Mean of Count of nouns from the subject of the email.
Number of words Mean of Count of words from the subject of the
email.
Number of unique words Mean of Count of unique words from the subject of
the email.
Existing |"Number of question marks Mean of Count of question marks from the subject of
the email
Number of capitalized words | Mean of Count of capitalized words from the subject
of the email.
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3.3.4 Feature Selection

For feature selection, we use the Pearson Correlation Matrix. The reason why we select these
techniques is Pearson Correlation Matrix this matrix helps us see the strongly correlated fea-

tures and choose one from the two features by seeing the correlation coefficient value.

3.3.5 Model Building

Before building a model, we split the dataset for training and testing. For this, we use 10-fold
cross-validation techniques commonly used by various ML techniques and other related re-
search works to minimize bias in our results and variances in estimated results. We used four
algorithms K Nearest Neighbor, Support Vector Machine, Logistic Regression, and Random
Forest for implementing our newly computed features. These algorithms are selected because
they are used in several previous studies [2][6][10][12][14]. These algorithms usually give

good results by reducing the false positives and false negatives.

3.3.6 Evaluation and Feature Ranking

3.3.6.1 Evaluation (Performance metrics)

To assess the impact of the newly introduced features, we used standard evaluation metrics:
precision, recall, F1-score, FPR(False Positive Rate), ROC(Receiver Operating Characteristic),
and AUC(Area Under the Curve).

3.3.6.2 Feature Ranking

To assess the importance of each feature, we ranked the features using the Information Gain

and Gain Ratio algorithm. The reason for selecting those algorithms are explained below.

1. Information Gain :- IG is used to measuring relevant features from the comprehen-
sive lists. By ranking the relevance of the feature, helps to see how our newly added
features are more useful for the performance improvement of this email spam detec-

tion technique.
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2. Gain Ratio:- GR is the modification of 1G and is used to reduce the biases of IG [6].
We have ranked the features using this algorithm to see how our newly added features
are more helpful in improving this email spam detection technique.
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EXPERIMENT

This section explains the dataset's characteristics, experimental setup, and the performance

metrics used for the empirical experiment.

4.1 Dataset

For our experiment, we collected two months (February and March 2021) of spam email and
21 days of non-spam email data from ethiotelecom. The total number of data collected is shown

in Table 4.1. Each instance of the dataset contains aggregated records per sender per six hours.

From the dataset, we extracted twelve features (six new and six existing). The extracted fea-

tures and their data types are shown in Table 4.2.

Type Spam Non-Spam Total
Total # of emails 4397 3701 8098
Total # of users 734 998 1732
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Feature Dataset
Number of recipients Numeric
Number of emails sent Numeric
Duration Numeric
Character length Numeric
Similarity Numeric
Entropy Numeric
Number of repetitive words Numeric
Number of nouns Numeric
Number of words Numeric
Number of unique words Numeric
Number of question marks Numeric
Number of capitalized words Numeric

4.2 Experimental setup

We conducted two sets of experiments to evaluate the impact of the newly added features in
email spam detection: baseline and proposed. The baseline experiment uses the dataset with
the existing features to build a model and detect email spam. The existing features are content-

based features prepared by Ammara Zamir et al.[6].

The proposed approach uses the dataset containing both existing content-based features and
the new features proposed in this study to build a model and detect spam emails. The overall
experiment setup is shown in Figure 4.1. In the first set of experiments, we used the content-
based features prepared by Ammara Zamir et al.[6] to build and evaluate email spam detection
models. We used the new dataset to build and evaluate the email spam detection models in the

second set of experiments. For both types of features, we use the same dataset in Table 4.1.

34



4.2 Expermental Setup

— Feature

Extraction

Spam and non- Freprocessing Feature Selection

spam dataset

l }
| |
! B! } |

Aiodel
Mdodel
Performance
Ferformance
evaluation
evalaation

4.3 Feature Selection

Using different feature selection techniques, we select the most valuable features for our clas-
sification. Sometimes, all parts are not necessary for prediction, so knowing the helpful features

is essential.

For this research, we used the Pearson Correlation Matrix for feature selection purposes.
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4.3.1 Pearson Correlation Matrix

We used a correlation matrix to identify features that strongly correlate and select a representa-
tive feature. This study considered features with a correlation value equal to or greater than 0.8

as strongly correlated.

Number of receivers
Length of address
Duration

Similarity

Entropy

Number of words

Number of repititive words
Number of nouns

Number of unique words
Number of capitalized words
Number of question marks
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Number of words
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Number of nouns

Number of unique

words

Number of capitalized

words
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Below Table 4.4 shows us uncorrelated features after the correlation matrix that we used for
model building. Previously before this correlation matrix, there were twelve features. After this

correlation matrix, eleven features are uncorrelated.

NO | List of uncorrelated features

1 Length of address

2 Number of repetitive words

Number of receivers

I

Duration

Sent emails

Entropy value

Number of nouns

Number of words

©| 0| N o O

Similarity score

10 Number of question marks

11 Number of capitalized words

4.4 Model Building

Below are the details of the machine learning techniques applied to the selected data set. To

get a better predictive model, we implemented the below four machine learning algorithms.
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Support Vector Machine

Support Vector Machine (SVM) algorithm. It is a supervised classification algorithm. Support
Vector Machine uses labeled data for classification. It is a more accurate method [4]. Support
Vector Machine is more suitable for classification purposes. Support Vector Machine works
well with high-dimensional datasets. Support Vector Machine had been used as a spam detec-
tion algorithm in many previous works, such as in [4][6][14]. This algorithm is grounded on
the notion of structure minimization of risk, which intends at identifying the hyper-plane which
divides the spam and non-spam perfectly. Points lying on the hyper-plane are known as support
vectors that are utilized in the decision-making function. Apart from the hyperplane, there are
two marginal planes (support vectors). Also, the marginal lines pass one of the nearest spam
and non-spam data. This algorithm is used for solving both classification and regression. The
classes are linearly separable. It is suitable for applications that involve separable datasets and

datasets that are not separable [2].

The Support Vector Machine aims to find a maximum marginal hyperplane(MMH) to divide

the datasets into classes. It can be done in the below two steps [29].

= Support Vector Machine will generate hyperplanes iteratively that segregate the classes
in the best way.

= it will select the hyperplane that separates the classes correctly.
K Nearest Neighbor Algorithms

K Nearest Neighbor (KNN) is a supervised classification algorithm. It searches similar data
from the with K nearest instances. Where K is the number of Nearest Neighbors that we want
to select. K is the most critical parameter in a text categorization system. Using this classifica-
tion process, the first k nearest documents to the test one in the training set are determined.
Accordingly, the prediction is performed. Some classes may have excessive samples than other
classes. However, the system performance is susceptible to the choice of the parameter k [15].
it classifies the new data based on the similarity measures. K Nearest Neighbor is a lazy learn-
ing algorithm because it does not have a specialized training phase and during classification

uses all the data for training [29]. K Nearest Neighbor algorithm calculates Euclidian distance
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and ranks the samples according to the distance [2]. Helps to predict based on the distance

between the new email and the email in the training set.

Using the two datasets, which is existing and new plus existing K Nearest Neighbor algorithm

follows the below steps for during model building [29].
1. First, Load the training and testing dataset.

2. Then, choose the value of K, which is the nearest data point. K can be any integer.
3. Calculate the distance between test and training data with the help of Euclidean dis-

tance.
4. Based on the distance value, sort them in ascending order.
5. Choose the top K rows from the sorted array.

6. Finally, assign the class to this test point from the most frequent class of those rows.

Logistic Regression

Logistic Regression is a supervised machine learning algorithm which is based on the proba-
bility concept and its cost function lies between 0 and 1 [2] which means used to predict from
a large volume of features. It’s used to predict categorical variable with the help of dependent
variable. The logistic function that is a sigmoid function is an 'S’ shaped curve that takes any
real values and converts them between 0 to 1. If the output given by a sigmoid function is more
than 0.5, the output is classified as spam & if is less than 0.5, the output is classified as non-
spam in our research. If the graph goes to a negative end, then y predicted will be 0 and vice

versa. In this method sigmoid function is used to model the data as shown below [2].

92 ==

1+e _2 (4.1) (Adopted from [2])
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e (BO+b1l+x)

— (1 + e(®o+b1-x)

y
(4.2) (Adopted from [2])

Where :
y shows the predicted value
X shows the input feature
bo shows the bias

b1l shows the coefficient for the feature

Random Forest

Random Forest is mainly used for classification problems. A random Forest algorithm creates
decision trees, gets each prediction, and finally selects the best solution using voting. It avoids
overfitting to produce better results. Random Forest is used to model the non-linear class
boundaries [6]. The designed strategy used in Random Forest is divide and conquer. It forms
several decision trees, and each decision tree is trained by selecting any random subset of at-

tributes from the whole predictor attribute set.

Random Forest runs efficiently in an extensive range of data than a single decision tree. It also
handles the missing values inside the data set used for training. Handle the unbalanced data set
by using Random Forest is difficult. The Random Forest algorithm is very flexible and pos-

sesses very high accuracy. It maintains good accuracy even a significant proportion.
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Using the two datasets, which is existing and new plus existing Random Forest algorithm fol-

lows the below steps for during model building:-

1. From a given dataset, select random samples for decision tree (DT) construction pur-

poses.

2. A decision tree is constructed for every sample. After getting the prediction result from

every decision tree, voting will be performed for every predicted result.

3. Using the voting system, the most voted prediction result will be selected as the final

prediction result.

4.5 Evaluation Metrics

To evaluate the performance of the proposed approach, we used metrics derived from a confu-
sion matrix.: Accuracy, Precision, Recall, F1-score, false-positive rate (FPR), and ROC. The
confusion matrix contains four classes: True Negative (TN), True Positive(TP), False Nega-
tive(FN), False Positive(FP) (see Table 4.3).

was spam and incor-
rectly predicted as non-

spam.)

Actual value
Spam Non-Spam
TP (The actual value | FP (The actual value
Spam was spam and correctly | was non-spam and in-
predicted as spam.) correctly predicted as
Predictive spam.)
value FN (The actual value | TN (The actual value
Non-Spam

was non-spam and cor-
rectly predicted as non-

spam.
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4.5 Evaluation Metrics

Accuracy

Accuracy is used as a performance measure in the domains of information retrieval and data
mining. Accuracy helps us see the correctness of the prediction. It's mainly focuses on the TP
and TN values. It helps to know the positive predicted values from the overall dataset. Accuracy
is computed using equation 4.4.

TP+TN

Accuracy = —
y TP+FP+TN+FN

(4.4)

False-positive rate

It is one of the performance evaluation metrics that help to evaluate the positives value from
the overall negative values. We aim to increase the TN and TP values for email spam detection
and reduce FP and FN values for spam detection, so these performance metrics help evaluate

our aim. FPR is computed using equation 4.5.

FP
FP+TN

FPR =

(4.5)

Precision

Precision mainly focuses on the FP value. Since spam detection aims to decrease FP values,

these metrics help to see these values. Precision is calculated using equation 4.6.

TP
TP+FP

Precision = (4.6)
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4.5 Evaluation Metrics

Recall

Recall helps to see from the actual positive values how many of them are predicted as positive.
It is mainly focused on FN values. The recall value of each predicted model is calculated using

equation 4.7.

TP
TP+FN

Recall = (4.7)

F-measure

F1-Score is the harmonic mean value of precision and recall. The F1-Score value of each pre-

dicted model is calculated using equation 4.8.

2+(precisionxrecall)

F1 —Score = —
(precision+recall)

(4.8)

ROC

The receiver operating characteristic(ROC) is used how well a classifier works. The ROC curve
is plotted using false positive rate and true positive rate as x and y-axis with different threshold

values. The area below this curve is called the area under the curve(AUC).
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4.6 Feature Ranking

4.6 Feature Ranking

For this research, we used Information Gain and Gain Ratio algorithms for feature ranking
purposes, which helps to see the feature importance by ranking the top important features.

4.6.1 Information Gain

It is a feature ranking algorithm used to extract useful features from the selected one. It calcu-
lates the information of an attribute given about a class. It is used to measure the reduction in
entropy. The Information Gain is calculated for each feature in the dataset. The features that
has the largest Information Gain is selected to split the dataset. Generally, a larger gain indi-
cates a smaller entropy. We choose this algorithm because other than the functions stated
above, and it helps to rank the most valuable features from the entire feature lists using the

dataset. It helps to see which parts are at the top for comparing the new and existing features.
4.6.2 Gain Ratio

Gain Ratio(GR) is the modification of Information Gain and is used to reduce the biases of
Information Gain. Gain Ratio is used to normalize the value of Information Gain by using
intrinsic information. The reason we choose this algorithm is that other than the functions stated
above, it helps to rank the most valuable features from the total feature lists using the dataset,

and it helps to see which parts are at the top for comparing the new and existing features.
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5

RESULT AND DISCUSSION

This chapter presents and discusses the results of the experiment described in Chapter 4. A
predictive model built using existing and new plus existing feature datasets were used to assess
the contribution of the new features identifying spam email from non-spam. The results, along
with the discussion, are presented below.

5.1 Result

5.1.1 Performance of augmented features

The first research question, RQ1: To what extent do the newly added features improve the per-
formance of email spam detection? aims to assess the impact of the newly added features in
improving email spam detection. The results of the experiment conducted to answer this ques-
tion show that the augmented features, i.e., new plus existing, improved email spam detection
by an overall average F1 score of 12.1%. The results of the baseline and augmented features

for the four machine learning algorithms are shown in Table 5.1 and Figure 5.1.

The F1-score of the email spam detection is improved by 6.6%, 9.9%, 20.7%, 11.3% while
using K Nearest Neighbor, Support Vector Machine, Logistic Regression, and Random Forest
respectively. The most significant improvement in F1-score, 20.7%, is observed using the lo-
gistic regression algorithm. The F1-score of the existing feature dataset is lower than 90% in
all algorithms. Compared to the other algorithm, F1-score improvement is relatively low for K
Nearest Neighbor while using the existing feature. False-positive rate lets us see from actual
non-spam values how many of them are predicted as spam. The FPR has an improvement while

using the augmented dataset with Random Forest.
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5.1 Result

The augmented feature dataset also shows improvement in accuracy for all algorithms. The
improvements in accuracy are 5.49%,8.14%,14.2%, and 9.52% while using K Nearest Neigh-
bor, Support Vector Machine, Logistic Regression, and Random Forest respectively. This
shows that the newly added features help to improve email spam detection. The highest accu-
racy and F1-score are observed while using Random Fores followed by Logistic Regression.
The lowest accuracy and F1-score are observed for K Nearest Neighbor. This implies that ma-

chine learning algorithms in email spam detection also have a significant role in performance

improvement.
Accu- | A Ac- | FPR( | AUC( | Preci- Re- |F1( | A
Algo- Dataset racy( | curacy | %) %) sion(%) | call( | %) F1
rithm %) %)
K Nearest | Augmented 93.19 6.5 93.9 91.3 92.8 92
i 5.49 6.6
Neighbor & eiine 87.7 102 |933 |86 849 | 854
Support Augmented | 95.09 2.9 94.7 95.9 92.4 94.1
Vector Ma- . 8.14 9.9
chine Baseline 86.95 9.4 86.3 86.5 82 84.2
Logistic Augmented | 93.65 3.9 98.1 94.5 90.3 92.4
Regression 14.2 20.7
Baseline 79.45 7.3 88.6 86.1 61.5 71.7
Random Augmented | 97.63 2 99.7 97.3 97.1 97.1
Forest 9.52 11.3
Baseline 88.11 9.2 94 87.1 84.5 85.8
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5.1 Result
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Figure 5.1 The Augmented feature dataset F1-score and Accuracy.

Looking at the AUC curve, a better AUC value is observed in the augmented feature dataset.
AUC values of 93.3%, 86.3%, 88.6%, 94% are achieved while using K Nearest Neighbor,
Support Vector Machine, Logistic Regression, and Random Forest respectively (see Figure

5.2). A higher AUC value is observed while using Random Forest.
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Figure 5.2 AUC for the augmented feature using RF.
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5.1 Result

5.1.2 Contribution of newly added features

To answer the second research question, RQ2: Which of the newly added features contribute
more to improve email spam detection? we ranked the augmented feature sets using feature
importance ranking algorithms: Information Gain and Gain Ratio. The result shows that the
newly added features are ranked in the top six features (Table 5.2). This shows that the newly

added features contribute more to the improvement of email spam detection.

While using the Information Gain algorithm, length of address, the number of receivers, du-
ration, sent emails, and entropy are ranked in the top six based on their importance to email
spam detection. The number of question marks feature is the least important from the total of
11 features used in the detection of email spam.

Both Gain Ratio and Information Gain algorithms give similar results (see Table 5.2). Both
algorithms rank length of address, the number of receivers, duration, sent emails, and entropy
in the top six with minor variations in order. Most of the existing features are found to be less
important to the detection of spam emails. From the existing features, the highest rank is ob-
served by number of capitalized words feature while using Gain Ratio and number of Nouns
feature while using Information Gain algorithms. number of Capitalized words is ranked fifth

while number of nouns is ranked seventh.
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Information Gain Ratio(1G)

Gain Ratio(GR)

Feature Rank | Feature Rank
Length of address 0.46 Number of Repetitive words | 0.45
Number of Repetitive words 0.35 Number of recipients 0.18
Number of recipients 0.33 Length of address 0.17
Duration 0.28 Duration 0.16
Sent email 0.17 Number of capitalized words | 0.13
Entropy 0.13 Entropy 0.09
Number of nouns 0.11 Sent email 0.09
Number of words 0.10 Number of nouns 0.06
Similarity 0.06 Similarity 0.05
Number of question marks 0.01 Number of words 0.04
Number of capitalized words 0.00 Number of question marks 0.01
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5.2 Discussion

5.2 Discussion

The overall aim of this research is to improve the performance of email spam detection. In this
regard, we proposed adding six additional features based on content, semantics, and entropy
that take into consideration the sender. The results show that the proposed features improved
the detection of spam emails.

Improved email spam detection implies increased true positive (TP) and true negative (TN)
values; in contrast, the false positive (FP) and false-negative (FN) values are decreased for the

respective machine learning algorithms.

In all experiments F1-score is improved while using the augmented (new+existing) dataset.
This shows that the newly added features impact the F1-score. The augmented feature dataset
improves the false-negative rate by 2%. When we see the delta value of the F1-score, the new
+ existing feature dataset improves email spam detection in the four algorithms by an overall

average of 12.1%.

To get insight for further implementation suggestions, we compare the output of four algo-
rithms: K Nearest Neighbor, Support VVector Machine, Logistic Regression, and Random For-
est. We use six performance metrics: accuracy, F1-score, FPR, precision, recall, and AUC. The
result shows that Random Forest is better than the other three machine learning algorithms.
The lowest performance is observed for K Nearest Neighbor. From this, one can conclude that
the performance of email spam detection is also dependent on the selected machine learning

algorithm.

The experiment also shows that the feature contributing more to this email spam detection
improvement is the number of emails sent, number of receivers, duration, and entropy. The
least important feature is the number of capitalized words and the number of question marks

while using Information Gain and Gain Ratio algorithms, respectively.
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CONCLUSION AND FUTURE WORK

6.1 Conclusion

Many organizations use email for various activities. However, the valuable time of these or-
ganizations is wasted by unwanted (spam) emails sent from different sources. To solve this
problem, many have proposed to use different email spam detection approaches. A spam de-
tection approaches help the business prevent unnecessary emails from reaching their inboxes
and preventing any consequential harm to the organization. Spam detection mechanism helps
save the business resource, prevent the industry from different attacks, improve employee
productivity, and protect company revenue and data. In the state of art email spam detection,
various researchers used machine learning-based approaches. However, the features used in
the machine learning-based strategies focus only on content-based features and have relatively
low performance. To improve the performance, in this study, we propose to augment the exist-
ing features with sender centric features: number of emails, duration, character length of the
sender address, number of recipients, the similarity between emails, and entropy value within

the sender subject.

To assess the impact of the newly added features on improving email spam detection, we con-
ducted two experiments, one with existing features only, our baseline features, and another
with New + EXxisting features. We use four predictive models built using four commonly used
machine learning algorithms: K Nearest Neighbor, Support Vector Machine, Logistic Regres-
sion, and Random Forest. After the experiment, we compare the performance of the augmented

feature dataset with the baseline features dataset using six performance metrics.
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6.2 Future work

The result of the experiments show that the new + existing dataset improves the performance
of email spam detection in all experiments. The email spam detection accuracy is improved by
5.4%, 8.14%, 14.2%, and 9.52% while using K Nearest Neighbor, Support Vector Machine,
Logistic Regression, and Random Forest while using augmented feature dataset. The F1-score
of the email spam detection is also improved by 6.6, 9.9, 20.7, 11.3% while using K Nearest
Neighbor, Support Vector Machine, Logistic Regression, and Random Forest, respectively.
Among the machine learning algorithms, Random Forest performs better in all the experiments.

To see which of the features contributed more to the improvement of email spam detection, we
ranked the features using feature ranking algorithms GR and IG. The result shows that the
number of emails sent, duration, number of receivers, number of characters in sender address,
and similarity are in the top six important features. The number of capitalized words and num-
ber of question marks, from the existing features, are the least essential features. Hence, we can

conclude that the newly added features play a crucial role in email spam detection.

6.2 Future Work

In this thesis work, email subjects are used to extract different features. Email subjects provide
limited information about the email when compared to the body of the email. Hence, we be-
lieve that if the email body is used more improvement could be achieved. In the future, we plan
to investigate the impact of using email body along with the email subject in improving detec-

tion of email spam.
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Abstract— The spam detection technique helps the busi-
ness prevent unnecessary emails from reaching inboxes and
preventing any consequential harm to an organization or
user. To train the machine learning algorithms, several re-
searchers use features extracted from the email. These fea-
tures, however, capture only the content and are computed
per email message. However, information aggregated per
sender, i.e., content, entropy, and spam email similarity per
sender, are not studied. In this study, we propose to use ad-
ditional features that capture the content, similarity, and en-
tropy of emails sent by the same sender. In this regard, we
extracted six new features that could help to improve spam
email detection. The six features are number of emails, du-
ration, character length of the sender address, number of
recipients, the similarity between emails, and entropy value
within the sender subject. To build the prediction model,
we used four machine learning algorithms: K Nearest
Neighbor, Support Vector Machine, Logistic Regression,
and Random Forest. The proposed approach is evaluated
using a dataset collected from ethiotelecom. The results
show that the dataset augmented with the new features im-
proves email spam detection performance. The F1-score of
email spam detection is improved by 6.6%, 9.9%, 20.7%,
and 11.3% using K Nearest Neighbor, Support Vector Ma-
chine, Logistic Regression, and Random Forest. The over-
all improvement is 12.1%. Among the Four algorithms
used to build the predictive models, Random Forest per-
forms better in detecting spam emails. We computed fea-
ture importance using the Information Gain and Gain Ratio
algorithms to see which features helped to improve email
spam detection. The result shows that the new features,
length of address, the number of receivers, duration, sent
emails, and entropy, are in the top six ranks. This indicates
that the newly introduced features contributed to the im-
provement seen in email spam detection.

Index-terms— Email Spam detection, Classification, Su-
pervised Machine Learning, proposed new features, Fea-
ture importance.
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I. INTRODUCTION

Telecom service providers use email services for their day-
to-day operational activities. By using this application, they
send and receive sensitive data. Hence, email security be-
comes more critical in any operator/organization. Email se-
curity refers to protecting email users from various attacks
[9]-[11]. There are many types of email security threats
such as Viruses,Phishing,Man-In-The-Middle, Eavesdrop-
ping, Dictionary attacks, Spam, Denial of service attacks
[9]-[11]. One of the mechanisms to secure email users is
the use of proper email spam filtering techniques.

Spam emails are annoying to most users, and users receive
emails without the user s knowledge. The growing problem
of email spam motivates the emergence of email spam de-
tection and filtering technique. Email spam detection tech-
niques can broadly be classified as rule-based and machine
learning-based techniques. The rule-based techniques work
by setting a set of rules for classification. Rules help to de-
tect and filter incoming emails on the email server. How-
ever, the spammer's behavior is not statics, and their char-
acter change frequently. Hence, these techniques are not ef-
fective in filtering spams with new behavior. Rule-based
techniques have more chances to increases the false posi-
tive and false negative values. The impact of false positives
is that the technique considers essential emails as spam and
filtered them out. On the other hand, False negatives see
spam emails as normal emails that will affect the user's ac-
tivity. The impact of false-positive value to the user is that
a particular email may be essential for the user because of
the predicted result user may lose that email.

On the other hand, the user may be attacked by that spam
email for the false-negative result since that email is spam.
Many have suggested using machine learning approaches
to detect and filter emails[11]. Machine learning techniques
are the most widely used techniques for spam detection/fil-
tering [11]. These techniques use data rather than prede-
fined rules. The machine learning algorithms used for
spam detection are Naive Bayes, support vector machines,
neural networks, K-nearest neighbor, rough sets, logistic



regression, random forest [11]. These techniques use da-
tasets with independent variables as input and predict the
dependent variable as the output. In classification, the input
dataset is split into two as training and testing. The training
dataset is used for model building, while the testing dataset
is used to evaluate the model's performance. Machine
learning techniques help improve email spam detection us-
ing different email features since the features are extracted
from the behavior of the spam and non-spam data of that
specific operator/organization.

Different researchers use different email features to im-
prove email spam detection using machine learning algo-
rithms. Depending on the selected features, the perfor-
mance of the machine learning approaches also varies. For
this research, we used twelve features; the following fea-
tures are used in the state-of-the-art number of repetitive
words, number of nouns, number of words, number of
unique words, number of capitalized words, number of
question marks. The remaining features like number of
emails sent, duration, number of sender address characters,
number of recipients, the similarity between emails, and en-
tropy value (diversification of information) between emails
are the newly added features.

This research will build four predictive models using four
machine learning algorithms (K Nearest Neighbor, Support
Vector Machine, Logistic Regression, and Random Forest)
for having a better email spam detection model. To assess
the impact of the newly added features, we conducted two
experiments for the stated datasets and finally compared the
performance. The two different datasets are the existing
features (features in state of the art) and another with new
+ existing features (existing and the newly added). By com-
paring the performance evaluation of the two datasets, we
can see how valuable the newly added features are. Using
the dataset gathered from ethiotelecom. The results show
that the augmented dataset improves the performance of
email spam detection in all the scenarios. The F1-score of
the email spam detection is improved by 6.6%, 9.9%,
20.7%, 11.3% while using K Nearest Neighbor, Support
Vector Machine, Logistic Regression, and Random Forest,
respectively.

The rest of the paper is organized as follows. Section Il dis-
cusses proposed features. Sections Il and 1V present the
approach that we follow for implementing the newly com-
puted features and the experimental setup used to assess the
identified metrics. The results of the experiment are pre-
sented in Section V. Finally, Section VI concludes the pa-
per and provides future research directions.

Il PROPOSED FEATURES

To enhance the detection of email spam, we propose to aug-
ment the existing features with content-based, semantic,
and entropy-based features. Content-based features aim to
capture different aspects of spam email content. On the
other hand, the semantics-based feature aims to capture the
semantics using similarity measures between subjects of
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different emails. In contrast, the entropy-based feature cap-
tures the diversity of the subject of the email.

Below is a short description of each feature as per the cate-
gory content-based, similarity-based, entropy-based. And
the reason for selecting this feature is in parallel with the
characteristic of the spam email.

A. Content-Based

From any organization, email data perspective, content-
based features improve email spam detection [6]. It means
that using the content of the email its possible to compute
relevant features. For this research, using the subject con-
tent of the user email, the listed features are computed: the
number of recipients of the email, the number of emails
sent, an interval of email sent, character length of the sender
address, all with a specific period. Below is a short descrip-
tion of these features.

= Number of recipients

We added this feature taking into consideration as an expert
by considering the following characteristics of spam and
non-spam emails. That is, one spammer may send extensive
emails to one user. However, when we see the non-spam
users, extensive emails are not sent to one user but rather to
different recipients. So, knowing this feature helps to im-
prove email spam detection performance by counting the
recipient per sender-specific period.

= Number of emails sent

Counting the number of emails sent per sender per recipient
will also help improve the performance of email spam de-
tection. We added this feature as an expert by considering
the following characteristics of spam and non-spam emails.
One recipient may receive too many emails from the same
sender. However, in non-spam emails, one recipient may
receive few emails from the same sender per specific pe-
riod, so knowing this helps improve email spam detection.
This feature is computed by counting the number of emails
sent per sender per recipient within a specific period. That
is, spammers send many emails per day other than the non-
spam users.

=  Time interval of email sent

Spammers usually repeatedly send several emails in short
time intervals. However, legitimate users take a relatively
long time. These characteristics, hence, could help distin-
guish spam email from a non-spam email. This feature is
computed by taking the interval between emails for a spe-
cific recipient per sender within a specific period. Since the
sender aggregates data, the final duration is considered by
taking the average of the interval within the recipient per
sender.

= Number of characters in the sender address



The sender address of spam emails is usually longer than
legitimate emails. Hence, it could serve as a good feature
that can differentiate spam emails from legitimate emails.
This feature is computed by counting the number of char-
acters in the sender's address.

B. Semantic Based

Semantic similarity helps to check the similarity between
two documents. For our study, it checks the content simi-
larity between email subjects of the same recipients.

=  The similarity score between email subjects by the
sender

This feature is computed within the subjects. Its value eval-
uates the similarity between subject contents per recipient.
For example, let X is the sequence of email subjects within
the same sender, i.e., X = X1, X2, ..., Xn. The number times
the similarity scores are calculated using eq 3.3. the simi-
larity score between two subjects is calculated using eq 3.2
.then we consider the mean similarity score value for the
recipients.

=, X1iX2i

Cos 8 =
Jz;‘=131iZJz};lxz12

@)

Where:- X1 and X2 are the subject of the email from the
same recipient.

C. Entropy-Based

Entropy measures how diverse a value is in a given content.
It is a concept mainly used in information theory.

=  Entropy value between email subjects within the
same sender

We calculated the entropy value of the email subject within
the sender. Since the data is aggregated using sender after
calculating the entropy value between each, we consider
the mean. For example, let X is the sequence of email sub-
jects within the same sender, i.e., X = X1, X2, ..., Xn. the
entropy between two subjects is calculated using eq 2

H(T) = Y™, P(Ti) logP(Ti)

2

11 APPROACH

The proposed system model is used to detect email spam by
considering content-Based, Entropy-Based, Semantic-
Based. The model can see and filter email as spam and non-
spam. Figurel shows the general approach that is followed
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in other similar studies as well. The main steps of the ap-
proach include data collection, Feature extraction,
Preprocessing, model building (using Training data ),
Testing(using testing data), and performance evaluation.
Activities under each phase are described in detail below.

Feature Feature Selection

|

Dataset(Spam _ Preprocessing ___

&Non-Spam) extraction

Testing Training

l

ML Algorithms

Model

l

Performance

evaluation

Figure 1: proposed system model for email spam detection.

The process in the attached methodology is described
below.

A. Data Collection

The base for email spam detection is the collection of spam
and non-spam data. The data is aggregated by sender per
six hours. It also collects the existing features that previous
researcher used in [6].

B. Preprocessing

For preprocessing we use Tokenization, Stop-word re-
moval and stemming techniques.

e Tokenization:- It is used for preprocessing tech-
nique used to split the text to small pieces of words
also used to remove punctuation[1].

e Stemming :-It reduces words to their root
word[1].by using the porter stemming algorithm.

e  Stop word removal :-Stop words are widely used
words like stop words such as “the,” “a,” “an,”
“in,” “is”. So, these techniques remove those
words to give more emphasis on the vital infor-

mation.

C. Model building



To build prediction models, we use four machine learning
algorithms: K Nearest Neighbor, Support Vector Machine,
Logistic Regression, Random Forest.

D. Evaluation

To assess the newly added features for email spam detec-
tion, we split the dataset into two, one for training and the
other for testing. The training dataset is used to train the ma-
chine learning algorithm and build a model, while the test
dataset is used for testing the performance of the model in
predicting email. The performance of the model is evaluated
using standard evaluation metrics.

1V EXPERIMENT

A. Dataset

For our experiment, we collected two months (February
and March 2021) spam email and 21 days of non-spam
email data from ethiotelecom. The total number of data col-
lected

is shown in Table 1.

Table 4 Characteristic of the dataset.

Type Spam Non-Spam Total
Total # of emails 4397 3701 8098
Total # of users 734 998 1732

From the dataset, we extracted twelve features (six new and
six existing). The extracted features and their data types are
shown in Table 2.

Feature Dataset
Number of recipients Numeric
Number of emails sent Numeric
Duration Numeric
Character length Numeric
Similarity Numeric
Entropy Numeric
Number of repetitive words Numeric
Number of nouns Numeric
Number of words Numeric
Number of unique words Numeric
Number of question marks Numeric
Number of capitalized words Numeric

TABLE 2: Characteristic of dataset.
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B. Experiment setup

To evaluate the impact of the newly added features for im-
proving the performance of email spam detection, we con-
ducted two sets of experiments. In the first set of experi-
ments, we used the content-based features prepared by
Ammara Zamir et al. [6] to build and evaluate email spam
detection models. In the second set of experiments, we used
the new dataset to build and evaluate the email spam detec-
tion models. To avoid bias in selecting the training and test-
ing dataset, we use 10-fold cross-validation.

—| Femture o o ature Selection

|
! l

Exizcing

Spam and mom- ~  Preprocessing
Extraction
spam dataset

N+ Exizting

| l

Trainimg Testing Traminz

| |

ML Algorithms
ML Algorithms

| |

] |

Performance
Ferformance
evaluation
evaluation

C. Model building

The main objective of this paper is to improve the perfor-
mance of the email spam detection technique. In this regard,
we built four prediction models that map the given

input feature values to an output whose values are binary:
spam and nonspam. The four prediction models are built us-
ing K Nearest Neighbor, Support Vector Machine, Logistic
Regression, Random Forest. To build the models, we used
the WEKA machine learning tool.

D. Evaluation Metrics

To evaluate the performance of our approach, we used
widely used evaluation metrics, i.e., accuracy, FPR, preci-
sion, recall, F-measure, and ROC/AUC which are derived
from a standard confusion matrix.

v' Accuracy
(TP+TN)
Accuracy =
(TP+FP+TN +FN)
v FPR
FP
FPR = moomn

Testing



v" Precision

TP
Precision =

TP +FP

v" Recall
TP
Recall =
TP+ FN
v" F-measure

2 x precision x Recall

F-measure =

Precision + Recall

TABLE 3 Overall performance evaluation result.

Accu- | A Ac- | FPR( | AUC( | Preci- Re- Fl(% [ A
Algorithm | Dataset racy( | curacy | %) %) sion(%) | call( |) Fl
%) %)
K Nearest | Augmented | 93.19 6.5 93.9 91.3 92.8 92
Neighbor _ 5.49 6.6
Baseline 87.7 10.2 93.3 86 84.9 85.4
Support Augmented 95.09 2.9 94.7 95.9 92.4 94.1
Vector Ma- — 8.14 9.9
chine Baseline 86.95 9.4 863 | 865 82 842
Logistic Augmented 93.65 3.9 98.1 94.5 90.3 92.4
Regression 142 20.7
Baseline 79.45 73 88.6 86.1 61.5 1.7
Random Augmented 97.63 2 99.7 97.3 97.1 97.1
Forest 9.52 11.3
Baseline 88.11 922 9% 87.1 84.5 85.8

V. RESULTS AND DISCUSSIONS

The new+ existing (augmented)feature dataset F1-score for
email spam detection is improved by 6.6%, 9.9%, 20.7%,
11.3% while using K Nearest Neighbor, Support Vector
Machine, Logistic Regression, and Random Forest respec-
tively. Tables | shows the results for the five machine learn-
ing algorithms. While using the new dataset, the F1-score
of email spam detection is improved in all the algorithms.

The F1-score of the email spam detection is improved by
6.6%, 9.9%, 20.7%, 11.3% while using K Nearest Neigh-
bor, Support Vector Machine, Logistic Regression, and
Random Forest, respectively. The most significant progress
in the F1-score, 20.7%, is observed using the logistic re-
gression algorithm. The F1-score of the existing feature da-
taset is lower than 90%in all the algorithms. Compared to
the other algorithm, F1-score progress is relatively low in
K Nearest Neighbor while using the existing feature.

The augmented feature dataset also shows improvement in
accuracy for all algorithms. The improvements in accuracy
are 5.49%,8.14%,14.2%, and 9.52% while using K Nearest
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Neighbor, Support Vector Machine, Logistic Regression,
and Random Forest respectively. This shows that the newly
added features help to improve email spam detection. The
highest accuracy and Fl1-score are observed while using
random forest followed by logistic regression. The lowest
accuracy and F1-score are observed for the K Nearest
Neighbor algorithm. This implies that machine learning
algorithms in email spam detection also have a significant
role in performance improvement.

The above result shows that the new feature helps in
improving the performance of email spam detection.
Among the five machine learning algorithms used in the
study, Random Forest, followed by logistic regression and
Support Vector Machine, gives the highest accuracy and F1-
score measures while using existing and new datasets. K
Nearest Neighbor has comparable low performance. The
lowest accuracy and F1-score values are recorded for K
Nearest Neighbor algorithm.

In this research question, we ranked the importance of each
feature using the information gain and gain ratio algorithms
(See Table 6.4). The result shows that the new features are
ranked in the top six features (Table 4.8). This shows that
the newly added features contribute to the improvement of
email spam detection. While using the information gain
algorithm, length of address, the number of receivers,
duration, sent emails, and entropy is from the newly added
features. The number of question marks is the least
important feature.

Finally, the results show that the new six added features help
improve email spam detection performance.

VI.RELATED WORKS

Several approaches are proposed to detect email spam.
Based on the approach used for email spam detection, the
approaches could be broadly classified as rule-based and
machine learning-based approaches.

Rule-based email spam detection is one mechanism for
email spam detection. By Setting some rules, if the incom-
ing email fulfills that rule, that email is predicted as spam
or non-spam. The approach is mainly applied to the client-
side and server-side filtering techniques[3]. The main
drawbacks of the rule-based spam filtering technique are if
the incoming spam email does not fulfill the threshold they
set, that spam email may be considered as non-spam and
enter the user inbox.

Sultana et al.[1] used a machine learning approach to detect
spam emails and identify the IP address of the spammer.
The approach block all IP addresses of the spammer.
Blocking the spammer IP, however, may cost more when
there is a false negative. The proposed system uses a Naive
Bayes algorithm. The author uses the Kaggle dataset for
training and testing the algorithm. However, the researcher
does not use the sender information or other computed



features to improve the email spam detection technique.
Nandhini, S et al.[2] conducts another literature that fol-
lowed such an approach. Nandhini. S et al. compare the five
machine learning algorithms using the UCI dataset. Using
different performance matrices, they try to evaluate each
algorithm. Ammara Zamir, et al.[6] uses feature centric
concept, which means the authors use different feature cat-
egories like content-based, entropy-based, semantic-based,
user-based, lexical-based features. In this research, it is
seen that the more the features in the dataset, the better the
accuracy. Regarding the content-based features, using dif-
ferent measurements may capture the spammer's character-
istics from the content information. Similar to Ammara Za-
mir, et al.[6], Min Zhou et al.[14] a feature-centric ap-
proach for improving email spam detection. The research-
ers consider entropy-based spam detection. Using the en-
tropy value of the subject and the content of the email to
see if emails sent are diversified.

VIl. CONCLUSION

Email spam detection approaches use the email feature for
detecting email as spam or non-spam. In this paper, we
propose the new email features with the existing features to
improve the performance of email spam detection. The
newly added features are extracted from the email header
(from the sender and subject of the email ). The newly added
features are email sent, Receiver, Duration, length of the
sender address, similarity within-subjects, and entropy
value.

To assess the impact of the newly added features to improve
email spam detection, we conducted two experiments using
models built with five commonly used machine learning
algorithms: K Nearest Neighbor, Support VVector Machine,
Logistic Regression, and Random Forest. The experiment
compares the performance of the new + existing feature
dataset with the existing features dataset. The results show
that the new + existing dataset improves the performance of
email spam detection in all the experiments. F1-score of the
email spam detection is improved by 6.6, 9.9, 20.7, 11.3%
while using K Nearest Neighbor, Support Vector Machine,
Logistic Regression, and Random Forest, respectively, is
observed on average 12.1% improvement using a new +
existing dataset.

The results show that the new + existing dataset improves
the performance of email spam detection. In this study, we
used only six additional features. In the future , since more
words appear in the email's body, we suggest using features
extracted from the email body to further improve spam
email detection in the future.
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