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Abstract 

World Wide Web is a vastly resource full of knowledge, entertainment and cultural exchange 

of the planet. In today’s world, more than half of world’s population use Internet for their day 

to day activities, their life much more depends on Internet services. Due to this, the Web is the 

number one targeted versatile attack. To detect the attack many works have been done, but 

events (HTTP request packet payload) correlation based web attack detection has got less 

attention, as payload is the key attackers used for attacking application layer. 

In order to solve such a problem, we have proposed and implemented an event correlation 

based web attack detection using deep learning approaches.  The aim of our proposed system 

is based on the correlation of events increasing the detection capability for the current 

sophisticated web attacks. To do this, our proposed system has integrated components such as 

convolutional neural network, and bidirectional long short-term memory recurrent neural 

network are the hearts of our proposed system. Convolutional neural network extracts high 

level features by correlating low level feature of events, then passes the sequence of extracted 

high level features to the bidirectional long short-term memory recurrent neural network. It 

learns the sequence of features by considering the past and the future of the events information 

and classify the incoming events as attack or benign. This approach helps to minimize false 

positives and false negatives, make the system adaptive to changes, detecting new attacks and 

reducing operational costs.  

The proposed system is implemented using the CSIC 2010 HTTP dataset which contains the 

attack and normal raw HTTP request packet. We extract the payload of the request packet and 

using it the model is trained and tested. We split 65% of the data for training, 20% of the data 

for testing and 15% of the data for validation. The common performance evaluation 

techniques accuracy, precision, recall and f1-score were used to measure the effectiveness of 

the proposed system. The study showed that the result of an event correlation based web attack 

detection using the combination of convolutional neural network and bidirectional long short-

term memory recurrent neural network achieved 98.6% accuracy, 99.2% precision, 97.3% 

recall, and 98.2% f1-score. 

Keywords: Web, Web attack, Payload, Event, Correlation, Deep learning, Convolutional 

neural network, Bidirectional long short-term memory, Word embedding. 
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Chapter One: Introduction 

1.1 Background    

Early websites were repositories of static documents. People access and view these documents 

through browsers. The information flow is unidirectional from servers to clients and users do 

not need to submit any sensitive data. Today’s Web has become a dynamic, complicated and 

powerful application. It provides services such as shopping, social networking, entertainments, 

blogging, and much more for people and has permeated almost every field of our life. Owing 

to the Web, people are enjoying unprecedented convenience and happiness, however, at the 

same time their confidential data like bank account numbers and national identifiers are 

inevitably exposed on the Web [1]. The data processed on the Web are becoming more and 

more sensitive and valuable, resulting in that attackers are increasingly focusing on and 

succeeding with Web based attacks. Hence, protecting web from intrusions is vital [2]. There 

are many reports which show the increasing of web threats from day to day [3]. 

Symantec Internet Security Threat Report (ISTR) [4]  shows that the number of web attacks 

explosively increased, reaching more than 1 billion web requests analyzed each day up 5% 

from 2016, 1 in 13 web requests lead to malware up 3% from 2016. In an other report, McAfee 

Global Threat Intelligence (McAfee GTI) [5] says protections against malicious URLs 

reported 365,000 (0.5%) of them are risky, out of 73 million tested URLs. Also, Web 

application assessment includes evaluation of the security level on a scale from "extremely 

poor" to "acceptable." "Extremely poor" means presence of numerous critical vulnerabilities 

that, for example, allow execution of OS server commands by any external attacker or 

disclosure of sensitive information. Depending on the number of critical vulnerabilities and 

complexity of vulnerability exploitation, the security level may vary from "extremely poor" to 

"below average." In 2017, almost half of tested applications (48%) were evaluated as 

"average." Almost half of web applications (48%) were within the range from "below average" 

to "extremely poor" [6]. 

From those attacks defined in  [7], the top ranked web attacks like, Cross-Site Scripting (XSS), 

SQL injection, file disclosure, remote file inclusion, code injection attack is the most common. 

So, to protect the web from those attacks different techniques are used, like event correlation. 
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which is a technique that relates various events to identifiable patterns [8].  

Deep learning algorithms, extract high-level semantic features by calculating the correlations 

among adjacent regions [9]. The goal of this research is thus to model and implement an events 

(HTTP request packet payloads) correlation based web attack detection system. It deals with 

the correlation of events (HTTP request packet payloads) using a deep learning approach. The 

main significance of this research is to detect new attacks, to minimize false positives and 

false negatives, reduce operational cost, and make the system adaptive to any changes.  

1.2 Motivation 

The work in [10] presents the status of Internet users and world population. It shows as of 

June 30, 2018 4,208,571,287 people use Internet from 7,634,758,428 total number of world 

population. This means, more than half of world’s population use Internet for their day to day 

activities. Consequently, the work in [11] reports in particular, the 2018 survey showed a 

dramatic rise since 2016 in monthly assessments for Webs, the top threat experienced by chief 

information security officers (CISOs). Perhaps most encouragingly, cyber-security is being 

elevated to state leadership as a key issue on a regular basis. Monthly reporting to business 

stakeholders has also increased to 25 percent, up from 10 percent in 2016. To solve the 

problems, different approaches have been suggested [12, 13, 14, 15, 16], but still the problems 

is not solved.  

Therefore, the main motivation of this work is to increase the performance of minimizing false 

positives and negatives, new attack detections, reducing operational costs and making of 

adaptive to changes.  

1.3 Statement of the Problem 

Nowadays, web is not only the largest pool of knowledge, entertainment, and cultural 

exchange of the planet, but also one of the most versatile attack vectors [17]. The approaches 

used for web attack detection influences the effectiveness of attack detection. There are a 

number of web attack detection approaches proposed, but a few of them were considered to 

detect web attacks using events (HTTP request packet payload) correlation as payload-based 

attack detection is an effective approach for detecting application layer attacks [15, 16]. 
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Xiaohui et al [18] proposed a convolutional neural network and long short term memory 

recurrent neural network based events correlation approaches. The convolutional neural 

network (CNN) has an ability to extract high-level features using spatial correlation of 

events.  It helps to compress a wide-field view of the events into high-level feature and feed 

the extracted features to the LSTM. Whereas, long short-term memory (LSTM) recurrent 

neural network has a capability to learn sequences of extracted events information. It is 

important information for the accurate detection of malicious activity as attacks take steps to 

reach their goal. The LSTM learns the sequence only from the past information in 

unidirectional way. This led the system to know less about the context and it has been proved 

that the bidirectional network are substantially better than unidirectional  one [19]. Therefore, 

by making the LSTM capable to learn from the past and the future information in 

bidirectional way. It needs further works, this helps to increase the performance of new attack 

detection, minimizing false positives and false negatives, adaptability, and reducing 

operational costs.  

Generally, lots of previous works have been done on web attack detection but less attention 

is given for events (HTTP request packet payload) correlation based attack detection. The 

aim of this research is filling the gap of the above mentioned problems by modeling the 

combination of the two types of deep learning building blocks, convolutional neural network 

(CNN) and bidirectional long short-term memory recurrent neural networks (BiLSTM-

RNN). 

1.4 Objectives 

 General Objective 

The general objective of this research is to model a correlation based web attack detection 

using deep learning approach. 

 Specific Objectives 

To achieve the general objective, the following specific objectives are formulated: 

 Study the works and the current practices that have been done in the area of web 

attacks and their detections. 
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 Developing an architecture for the proposed web attack detection approach. 

 Collect data for training and testing of the proposed model. 

 Develop a simulated prototype for proposed web attack detection model. 

 Train the proposed web attack detection model. 

 Test and evaluate the effectiveness of the proposed web attack model. 

1.5 Methods 

In order to accomplish the objectives of the research, the following methods and procedures 

will be used: 

Literature Review 

Extensive literature review will be made on different related works to gain detail 

understanding of the state of the art in the area and to identify the actual problem, and to find 

useful approaches that can efficiently solve the problem.   

Data collection 

Collecting data from CSIC 2010 HTTP dataset that will be used for training and testing of the 

proposed model. 

Prototype Implementation 

The implementation of the proposed model will be done using different tools and data. 

Testing and Evaluation 

Results of the proposed approach will be tested using the testing data and evaluated in terms 

of accuracy, precision, recall and f1-score performance measurement metrics. 

1.6 Scope and Limitations 

The scope of this research is modeling and implementation of events (HTTP request packet 

payload) correlation based web attack detection using deep learning approach. The system is 

modeled to increase the detection of new attacks, to make the system adaptable, to minimize 

false positives and false negatives, and to reduce operational cost. However, the system model 

only focuses on detection of web server attacks using the event (payload features of HTTP 

request packet) or more specifically query of users. It doesn’t consider detect client side 
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attacks. 

1.7 Application of Results 

There are several technologies and methods to keep  the webs from  malicious activities. A 

deep learning based approach is one of these methods which protect a webs from a web based 

attacks by analyzing all incoming HTTP request packets and searches for any suspicious 

patterns and then when an attacks are discovered it notifies (triggers) the administrator or 

excluding the HTTP request packets from accessing the web services. Therefore, the result of 

this study help organizations or individuals to protect their web from attacks.  

1.8 Organization of the Rest of the Thesis 

The remaining part of the thesis is organized as follows. Chapter Two presents literature 

review. Chapter Three presents the existing works that are related to this thesis. Chapter Four 

deals with the design of proposed web attack detection system. Chapter Five presents an 

implementation and discussion of the experimental results and its evaluation. Finally, in 

Chapter Six conclusions made on the thesis result, contributions of this thesis and 

recommendations on possible future works are presented. 
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Chapter Two: Literature Review 

In this chapter, a number of literatures have been reviewed to provide background information 

about web, evolutions of web, web attacks and their detection trends. About event correlation 

and its techniques will also be discussed. 

2.1 The World Wide Web 

The Web is the largest transformable-information  which is a system of interlinked hypertext 

documents accessed via the Internet  [20, 21]. With a web browser, one can view web pages 

that may contain text, images, videos, and other multimedia and navigate between them via 

hyperlinks. On March 12, 1989, Tim Berners- Lee, then a CERN (European Organization for 

Nuclear Research) employee, wrote a proposal for what would eventually become the World 

Wide Web [22]. The 1989 proposal was meant for a more effective CERN communication 

system but Berners-Lee eventually realized the concept could be implemented throughout the 

world. Berners-Lee and Robert Cailliau proposed in 1990 to use hypertext “to link and access 

information of various kinds as a web of nodes in which the user can browse at will [23]. 

However, gradually accessing information also has changed, and more people are relying on 

the Web as a primary source of information. This information can be obtained from different 

places such as websites, blogs, online publications, social networks, databases and much more 

[24]. To make the web like this it passed different evolutions. 

Initially, use of Web 1.0, the basic Internet Web, was associated with major companies. Its 

use was limited to publishing corporate information, developing marketing and sales plans 

and transactions with customers. This Web ushered in the first online strategy for businesses 

[25]. Then, Web 2.0, the social Web, a platform for collaboration, offered users a new version 

of WWW, not so much in terms of updating the Web’s technical specifications, but rather in 

terms of the changes software developers and end users made to the way it was used. Web 2.0 

is qualitatively different from previous Web technologies as it has Web applications that 

facilitate information sharing, interoperability, user-centered design and collaboration in the 

WWW. Examples of Web 2.0 are Web Communities Web services, Web applications, social 

network services, video hosting services, wikis, blogs, mashups and folksonomies, among 

others [26]. The late 1990s saw a change in the role of Internet users as they began to create 
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content and social value. The symbols of this era include YouTube, Facebook, Linkedln, 

Wikipedia, among others. Internet then became a cooperative platform in which collective 

power and networking effects opened up the possibility of generating extraordinary value. 

These social changes in turn caused changes in business models that attempted to make the 

most of each individual contribution and prepared to coexist in a definitively virtual 

environment. Although it remains a challenge, or is still unfinished, the Web 2.0 era is giving 

way to Web 3.0 or what is known as the semantic Web [27]. Web 3.0 combines human and 

artificial intelligence to provide more relevant, opportune and accessible information. Web 

3.0 has a more powerful language derived from neuronal networks and genetic algorithms, 

with a particular emphasis on analysis, processing capacity and how to generate new ideas 

based on user-generated information. Web 3.0 is a neologism used to describe the 

transformation of the Web into a database, a way of making content more accessible through 

multiple non-browser applications, artificial intelligence technologies, the semantic Web, the 

geospatial Web and the 3D Web. The market often uses it to promote improvements in relation 

to Web 2.0 [28]. The fourth step in the evolutionary process is occupied by Web 4.0 based on 

wireless communication (mobile devices or computers) connecting people and objects 

whenever and wherever in the physical or virtual world in real time. For example, GPS that 

guides cars and now helps drivers to improve the planned route or save fuel will shortly save 

them from having to handle it [29].   

Basically, the Web architecture is the conceptual structure of the World Wide Web. The World 

Wide Web is a constantly changing medium that enables communication between different 

users and the technical interaction (interoperability) between different systems and 

subsystems [30]. The architecture of a Web system affects many of its quality attributes, such 

as testability, security, and accessibility. The architecture itself is influenced by factors such 

as system requirements, infrastructure constraints, and interoperability needs [31]. Also Web 

architecture consists of the requirements, constraints, principles, and design choices that 

influence the design of the system and the behavior of agents within the system. When 

followed, the large-scale effect is that of a shared information space [32]. In a nutshell we can 

say the architecture of a Web system is a building block of Web Browser (Users computer) 

and Web server that communicates with each other, web browser request for web page to the 

server and web server responds the requests accordingly [33, 34]. 
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 A Web system incorporates a web browser that displays information content by bringing 

information resources to the user and also it is an application retrieving, presenting and 

traversing information resources. Whereas web server transfers information to the client. 

Which means, a computer program that accepts HTTP requests and return HTTP responses 

with optional data content. Also in between web browser and web server (Client and server) 

there is a communication medium which helps  to define the path by which client and server 

communicate with each other [35]. The Web system contains different elements that exist in 

the world wide concept. The client is the user's interface to the Internet. Whatever type of 

service is requested this interface stays the same. So users do not need to understand the 

differences between the many different access schemes in common use on the Internet. The 

user initiates a request by specifying a Uniform Resource Identifier or a "hyperlink". This link 

can specify any accessible information or resource on the Internet as long as it can be uniquely 

identified as an object. The word "Web" refers to the combination of accessible objects and 

the links pointing to them throughout the Internet. The server is responsible for handling the 

request sent from the client. This can either be a local accessible resource or the server can 

request the resource from another server in which case the first server temporarily turns into 

a client. The client sends of the user request to a World Wide Web server using the Hypertext 

Transfer Protocol (HTTP). This is a typical client-server application based on a stateless 

connection between the client requesting the URI and the server handling the request. On a 

successful request, a data object is returned from the server to the client. The object is written 

in the Hypertext Markup Language (HTML) which is a hypertext language with the possibility 

of containing hyperlinks that the user can follow [36, 37]. 

Today, it has been estimated that  there are over one billion websites on the world wide web 

[38], and this number is steadily increasing over time. In 2015, the global business to-

consumer (B2C) e-commerce turnover has increased by about 20 percent, attaining a value 

of 2.2 billion dollars [39] and even governments are increasingly transitioning to web services 

to enable savings on budget [40]. Unfortunately, this popularity regularly attracts a large 

number of attackers and according to Symantec three quarters of the websites they scanned in 

2015 contained unpatched vulnerabilities [41]. 

Generally, providing effective cyber-security solutions for web applications is very 

challenging. This happens due to the fact that the commonly used IDS (Intrusion Detection 
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System) and IPS (Intrusion Prevention System) systems have problems in recognizing new 

attacks (0-day exploits), since these systems are based on the signature-based approach. In 

such a mode, when the system does not have an attack signature in its database, such attack is 

not detected. Therefore, there is a need to develop more sophisticated methods that are both 

capable of adapting domain expert knowledge [42, 43], as well as emerging cyber security 

solutions (e.g., event correlation, data mining [44]), and deep learning is capable of 

automatically finding correlation in the data, so it is a promising method for the next 

generation of intrusion detection [45]. 

Event correlation monitors the various security events to determine which events are 

significant and relate to a particular attack [46]. So, to analyze vast amount of requests within 

a sophisticated way, we use correlation of events (HTTP request packet payload) using deep 

learning approaches for web attack detection. 

2.2 Event Correlation System 

Anything which happened at some moment in time which is defined as an event could be an 

action or occurrence identified by a program, such as pressing a key or clicking a mouse 

button. In computing environment, the term event is also used for that message which conveys 

what has happened and when it has happened [47], or more specifically an event is the 

notification that a happening of interest has occurred [48]. However, in our context an example 

of events is web requests packet payload. It means that HTTP request packet payloads that are 

requested by clients to the web server is what we call an event. In all our thesis when we say 

event we are referring to the HTTP request packet payloads of clients to the web server. The 

payloads are textual data and represent the content of the communications, such as 

‘‘op=system info’’, ‘‘mod=logging’’, ‘‘article=270515’’etc. It contains specific combination 

patterns; certain combination patterns are associated with normal communications, while 

other combination patterns are associated with anomalous communications [15]. 

The process of analyzing events to infer a new event from a set of related events is defined as 

event correlation [48]. 

In another way of expression correlation is a process of finding relationships among events in 

order to reconstruct attack scenario from the isolated events. Thus, it gives high level view of 
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actual attacks. It deals with a number of independent event sources simultaneously [49]. In 

addition, it is defined as establishing or finding relationship between entities, is a recognized 

technique in security to improve the effectiveness of threat identification and analysis process 

by combining information from multiple sources [50]. By looking at collective information 

on a set of events rather than the individual ones, one can identify more types of attacks with 

fewer false positives and false negative. In big data era, the single detection techniques have 

already not met the demand of complex attacks, it deals with massive data transmitted in 

Internet in time, get rid of missing information for low speed, cause false negatives and false 

positives, and minimize the losses brought by the intrusion [51]. Due to this, the practice of 

event correlation is useful and necessary not only to reduce the number of events but also to 

do some processing of the likely causes to take some of the workload of the security 

administrators [52].  To show event correlation more clearly by example, we use Figure 2.1 

[53].  

 

Figure 2. 1: Event correlation 

Here in Figure 2.1, as we see different individual events are correlated and showed as a single 

view (high-level view) and it helps to find pattern from many individual events. 

Generally, the chief goal of the correlation process is to identify more significant events in a 

potentially colossal set of recorded events [54]. If the context of the other events is not 

considered during analysis, the single events that recorded the malicious action might look 

benign [55]. 



 11    

2.3 Event Correlation Algorithms 

Event correlation algorithms can be divided into three categories: 1) Similarity-based, 2) 

Knowledge-based, and 3) Statistical-based [56, 57, 58]. 

2.3.1 Similarity-Based Algorithms 

This category of algorithms defines factors to compare the similarity of events. The most 

important advantage of these algorithms is that there is no need for precise definition of attack 

types. The following are three main subcategories for these types of algorithms. 

a. Simple Rules 

The functionality of this idea is based on defining very simple rules to express relations among 

alert features. In this subcategory, algorithms try to define simple rules in order to compute 

similarity between attributes of alerts and find the relation. 

The major required knowledge for this style of correlation rules are rule structures and 

required functions for checking similarity [59, 60, 61, 62]. These algorithms can be used in 

different hierarchical levels and alerts are correlated from various aspects. In the detecting 

attack sequence capability, these algorithms include limits for defining attack types and can 

only detect sequences specified based on attack class. If the pattern definition is in a form that 

partitions conditions of the domain of that alert which alerts can be combined together into 

separate sets, it can also allocate input data to parallel processors for each pattern based on 

these conditions. Thus, these algorithms have a very good parallelism capability. These 

algorithms require maintaining all generated meta-alerts in the current time window for each 

pattern. Thus, its required memory is linearly proportional to alert input rate multiplied by the 

time window length. 

b. Hierarchical Rules 

This subcategory includes algorithms which have formed abstraction levels hierarchically and 

it makes decisions about security event detections based on these abstraction levels. This 

algorithm introduces researches that express similarity factors in a hierarchy of concept 

generalization. 
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The methods presented in [63, 64] are examples of such algorithm which is designed to detect 

root cause in network. These algorithms include a method for comparing alert values, with a 

linear calculation degree proportional to generalization hierarchy tree depths. The required 

memory for these algorithms is also linear and equivalent to generalization tree sizes. Previous 

knowledge requirement level in these algorithms is up to defining generalization trees and 

thus precise and deep network structure and elements knowledge is not necessary, except in 

case of needing definition for address values and attack classes hierarchy. 

c. Artificial Intelligence  

This subcategory algorithm in which comparison factors are generated automatically. The 

event correlation methods using artificial intelligence approaches based on machine learning 

[65], such as Bayesian networks [66, 67], artificial neural networks [68, 67, 69]. The 

advantage of this approach is the possibility of independent (unconditional) event correlation 

minimizing manual configurations. 

Artificial intelligence (AI) has existed over many decades, and the field is wide. AI can be 

viewed as a set that contains machine learning (ML). The ML is a subset of AI, and deep 

learning (DL), in turn, a subset of ML. The term deep learning which refers to artificial neural 

networks (ANN) with complex multilayers [70]. 

The Bayesian networks is a probabilistic graphical model that represents a set of variables and 

their conditional dependencies via a Directed Acyclic Graph (DAG). The network 

components and the vulnerabilities are modeled as nodes while the edges represent how they 

are related to each other. Each node in the graph defines a causal relationship of itself with its 

parents. The step by step attack scenario shows how vulnerabilities have a causal relation 

among themselves [71].  

Learning a Bayesian network from data consists of the induction of its two different 

components: (i) the graphical structure of the Bayesian network, that is, the dependence 

relations between variables, and (ii) the parameters of the network, that is, the strength of these 

relationships, which are encoded in conditional probability tables associated with each 

variable. The conditional probability table of a variable contains probabilities of the variable 

being in a specific state given the states of its parents [72]. 
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In the context of alert correlation, an alert Bayesian network describes the prepare for relations 

between alert types (attack steps). Children alerts can be viewed as a direct cause of the parent 

alerts, i.e., consequent attack step. The occurrence probability of the children alerts can be 

estimated given the state of their parents. So, Bayesian networks can be used as a powerful 

tool to model attack transition patterns and predict possible upcoming attacks [72]. 

Artificial neural network (ANN)  is an information manager model that is similar to biological 

nervous systems function of the man brain [73]. We are constantly analyzing the world around 

us. Without conscious effort, we make predictions about everything we see, and act upon 

them. When we see something, we label every object based on what we have learned in the 

past. Neural networks work with the same concept by adjusting the connection exist between 

neurons. It is composed of a large number of highly interconnected processing elements called 

neurons, which convert an input vector into some output. 

ANN are applicable for many area of problems such as for detection in medical diagnosis, 

security, image objects, financial irregularity etc., are being enhanced through ANNs 

application. More specifically it automatically analyzes security events related to true alerts 

for detecting cyber-threats and execute multiple analysis 

The most widely used deep neural network are convolutional model and recurrent model [74]. 

Convolutional neural network (CNN) is one of the most used deep learning models, which 

has shown exemplary performance on several competitions related to computer vision, video 

processing, natural language processing and cyber security. The powerful learning ability of 

CNN is primarily due to the use of multiple feature extraction stages that can automatically 

learn representations from the data. Remarkably, the ideas of exploiting spatial information 

and multi-path information processing have gained substantial attention [75].  

Recurrent neural networks (RNNs) is widely adopted in research areas concerned with 

sequential data, such as text, audio, and video. However, RNNs consisting of sigma cells or 

tanh cells are unable to learn the relevant information of input data when the input gap is large. 

By introducing gate functions into the cell structure, the long short-term memory (LSTM) 

improved the remembering capacity of the standard recurrent cell [76]. The LSTM learns the 

sequence information by considering only past information. To solve this problem, a 

bidirectional long short-term memory recurrent neural network (BiLSTM) is proposed which 
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considers to learn sequence from past and future information. It has been proved that the 

bidirectional networks are substantially better than unidirectional ones in many fields [77, 78]. 

The detail of artificial intelligence components used in our proposed model such as Word 

embedding, CNN, BiLSTM, Dense Layer and Softmax Classifier are described below in 

details. 

Word Embedding 

Word embedding is a representation of feature vectors in a coordinated way by capturing the 

relationship between tokens. The tokens of payloads are represented based on their relational 

context and semantics (meaning) with other tokens. The embedding layer receives input, only 

tokens that are represented by integers, which are encoded using Algorithm 4.1. After 

receiving them in a sequential continuous feature vector space within a specified embedding 

dimension, which are the size of vocabulary (input_dim), size of the vector space 

(output_dim), and the length of input sequences (input_length). 

The embedding layer is initialized with random weights and then learns the embedding of all 

the tokens while training of the model with the training dataset. In a nutshell, word embedding 

is a technique where words are encoded as a real-valued vector representation in high 

dimensional space, where the similarity between words in terms of semantic translates to 

closeness in the vector space [79]. Therefore, the semantic relatedness and correlations 

between words can be directly calculated in the word embedding space [80].    

Convolutional Neural Network (CNN) 

A Convolutional Neural Network (CNN) is a powerful artificial neural network technique. It 

has different layers like a convolutional layer and a pooling layer [81]. CNN extracts high-

level semantic features by calculating the correlation between a neighborhood of input 

features [15, 82]. Furthermore, CNN has the capability of capturing correlations of special 

structures between different input data [83, 9, 75]. To perform this, CNN applies a series of 

convolution and pooling operations on the tokens of payload data. Convolution is one of the 

main building blocks of a CNN performed on the input data with the use of a filter or kernel 

to produce feature maps. Whereas, pooling continuously reduces the dimensionality, the 

number of parameters, and computation in the network by taking the maximum value in each 
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window to decrease the feature maps size [84].                                                             

The convolutional neural network receives input from the embedding layer output. The 

convolutional layer performs convolution operations by calculating the correlation between 

adjacent regions of embedded tokens feature vectors.  Let Y = (𝑦1, 𝑦2, 𝑦3, … , 𝑦𝐿) denote an 

embedded sequence feature matrix, over this matrix a set of n kernels or filters 𝐹 = {𝑓𝑖 ∈

ℝ𝑑𝑥ℎ}𝑖=1
𝑛  where d- dimensional tokens feature vector, with a window size of h tokens to 

produce a new feature map or (to extract high-level features) is performed in the convolutional 

layer. For each filter or kernel 𝑓𝑖, the produced feature map 𝑠𝑖 is generated from a window of 

sequence tokens for each  position t is denoted as:           

    𝑠𝑡
𝑖 = ∅(𝑓𝑖

𝑇 𝑌𝑡:𝑡+ℎ−1 + 𝑏)                                                                                             (1) 

     Where: 𝑠𝑖  ∈  ℝ1𝑥𝐿−ℎ+1, 𝑏 is the bias and ∅ is a nonlinear rectify transformation  function  

In our case, we choose Rectified Linear Unit (ReLU) on each convolution operation to 

introduce nonlinearity relationships into the model. For all n filters or kernels in F, there is a 

total n sequence  𝑆 = {𝑠𝑖}𝑖=1
𝑛 . Therefore, the produced convolutional features map S is a new 

sequence feature with width n and length  𝐿 − ℎ + 1. 

After performed the convolution operations then we apply a max-pooling operation over the 

sequence of mapped features, which picks the maximum values using Equation 2. 

     𝑝𝑖 = 𝑚ax𝑡∈{1,…,𝐿−ℎ+1}   {𝑠𝑡
𝑖}                                                                                         (2) 

 The max pooling operations are applied to each  mapped features. Finally, the new 

sequence of mapped feature vectors is defined as: 

            P = (𝑝1, 𝑝2, 𝑝3, … , 𝑝𝐿)                                                                                           (3)    

The operation is applied to the length dimension, so the result of max-pooling is a sequence 

of size n. Capturing the most important representative features from the mapped features is 

the idea of the max-pooling operation.  

Bidirectional Long Short-Term Memory (BiLSTM) Recurrent Neural Network 

Long Short-Term Memory network is a special kind of RNN (Recurrent Neural Network) 

capable of learning long-term dependencies. It is explicitly designed to avoid the long-term 

dependency problem. Remembering information for long periods of time is practically their 

default behavior, not something they struggle to learn [85]. LSTM consists of input gate, 

output gate, forget gate and candidate memory cell. It avoid the long-term dependence 
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problem with the memory cell [86]. Also, long short-term memory finds specific sequences by 

computing the correlation between the current state and the previous state [15]. But these 

LSTM predict the current status based only on former information or previous information. It 

is clear that some important information may not be captured properly by the cell if it runs in 

only one direction [87]. To improve this challenge is using BiLSTM which processes 

sequence data in both forward and backward directions with two separate hidden layers. 

BiLSTM join these hidden layers with the same output layer.  In other words, the BiLSTM 

that the current output is not only related to the previous information but it also related to 

future information. It helps to understand the context better.  

The pooling layer passes the maximum feature values representation P to BiLSTM. The 

BiLSTM learns the sequential dependency relationship between features which is able to 

correlate previous and future information to present task and remember information for a long 

period of time. It learns the feature dependency using the gap between two-time steps. At each 

time step the output of the module is controlled by a set of gates in ℝ𝑑 as a function of the old 

hidden state ℎ𝑡−1 and the input at the current time step 𝑃𝑡 the forget gate 𝑓𝑡 the input gate 𝑖𝑡 

and the output gate 𝑜𝑡. These gates collectively decide how to update the current memory cell 

state 𝑐𝑡 and output of the current hidden state ℎ𝑡, at each time step t.  

The forward LSTM transition functions are defined as follows: 

        it  = 𝜎(𝑊𝑖 . [ℎ𝑡−1, 𝑃𝑡]  +  𝑏𝑖)                                                                                   (4) 

        𝑓𝑡  = 𝜎(𝑊𝑓 ∙ [ ℎ𝑡−1, 𝑃𝑡] + 𝑏𝑓)                                                                                   (5) 

        𝑜𝑡 = 𝜎(𝑊𝑜 ∙  [ℎ𝑡−1, 𝑃𝑡]  +  𝑏𝑜)                                                                                   (6) 

        𝑐𝑡 = 𝑓𝑡  ⊙ 𝑐𝑡−1 + 𝑖𝑡 ⨀  𝑡anh(𝑊𝑐 ∙  [ℎ𝑡−1,   𝑃𝑡]  +  𝑏𝑐)                                            (7) 

       ℎ𝑡 = 𝑜𝑡  ⊙ 𝑡anh(𝑐𝑡)                                                                                                  (8) 

Where: 𝜎  is the logistic sigmoid function, and the 𝑡anh is the hyperbolic tangent 

function,  𝑊 is the weight matrix and 𝑏 is the bias.  

The notations  ∙ represent the Matmul product, and  ⊙ denotes the elementwise multiplication.  

we can view 𝑓𝑡 as the function to control to what extent the information from the old memory 

cell is going to be thrown away, 𝑖𝑡  to control how much new information is going to be stored 
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in the current memory cell, and 𝑜𝑡 to control what to output based on the memory cell 𝑐𝑡. 

The backward LSTM transition functions are the reverse copy of the forward LSTM.  As each 

BiLSTM layer contain a forward LSTM and a backward LSTM, The output of the two  hidden 

layer is determined by combining together the forward output 
  ℎ𝑡 
→   to backward output  

  ℎ𝑡 
←  .  

BiLSTM generates  an output vector,   𝑦𝑡, in which each element is calculated as follows:  

            𝑦𝑡 = 𝜎(
  ℎ𝑡 
→   ,

  ℎ𝑡 
←  )                                                                                                 (9)          

Dense (Fully Connected Layer) and Softmax (Output Layer) 

After each gates performs operations in the BiLSTM, the dense layer takes the deep 

representation of the hidden state and transforms it into the fully connected tokens feature 

vector N, then transmits to the Softmax classifier.  

The Softmax classifier function turns it into a two-dimensional probability distribution 

M = (m0, m1) as follows: 

        M  = Softmax(N )                                                                                               (10)  

The values are scales in to 0 and 1. The training sample of tokens payload feature are classified 

using as follows: 

         Classification = {
0, 𝑖𝑓 𝑚0 < 𝑚1
1,  𝑒𝑙𝑠𝑒

                                                                      (11) 

The classification 0 means the classifier evaluates sample tokens payload feature as benign, 

while the classification 1 means the classifier evaluates sample tokens payload feature as an 

attack. 

2.3.2 Knowledge-Based Algorithms 

This category is based on a knowledge base of attack definitions. Algorithms existing in this 

category are divided into two main subcategories: 1) Pre-requisites and Consequences and 2) 

Scenario. The basis of Pre-requisites and Consequences algorithms is on the definition of pre-

requisites and possible occurring results. Thus, each incident is chained to other incidents by 

a network of conjunction and disjunction combinations and generates the possible network of 

attacks. Hence, this idea is placed in a higher level than correlation based on features 
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similarities and in a lower level than combining based on pre-defined attack patterns. 

Although these algorithms do not require precise definition for each attack scenario like 

scenario-based algorithms, the previous knowledge is necessary for determining pre-

requisites and all existing incident results. Scenario algorithms are based on the idea that many 

intrusions include various steps which run one by one to success the attack. Thus, low level 

alerts can be compared with pre-defined intrusion steps and correlate a sequence of alerts 

related to each attack. Thus, a set of different attack scenarios definitions exist in a knowledge 

base in this type of algorithm. A list of current attack scenarios is maintained when the 

correlation system is operating, which this list includes all scenarios that at least one step of 

them are done recently. By the arrival of a new alert, it is compared to the current scenario 

and if the possibility is more than a certain threshold, it will attach to the scenario. Otherwise, 

if the alert is compatible with one of the possible scenario definitions inside the knowledge 

base, a new current scenario is generated using this alert. The main challenge for these 

algorithms is definition of attack scenarios even with existing automatic attack scenario 

learning methods. Also, these algorithms are completely deficient against new attack. 

a. Prerequisites/Consequences 

The algorithms in this subcategory observe and control meanings of alerts and existing 

concepts in the network and then detect a security event. In addition, makes extracting and 

forming a relation between different attack stages possible, with the pre assumption of 

knowing a knowledge base which describes all existing prerequisites/consequences of an alert. 

In these algorithms, alerts are modeled using first order logic and causal relationships are 

defined for backgrounds, and consequences of each event. Thus, a graph of possible alerts and 

relationships between them can be created and provide appropriate tools to reduce the amount 

of information shown to the user. To continue, some researches expanded the mentioned tools 

to identify attack scenarios, analyzed the attack procedure [88, 89] and also detected lost 

components of an attack [90]. In terms of the reliance amount on environmental knowledge, 

these algorithms have the most requirements and in contrast, generate conclusion outputs 

without any bias and completely based on real alert meanings. Given that these algorithms do 

not use any pre-assumed information in addition to default environmental knowledge, they 

are very flexible and extendable algorithms and the algorithms behavior changes in real time 
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with any change in the environmental knowledge. In addition, in cases of required processing 

power, unity, parallelism ability and required previous data, these algorithms are in the 

heaviest existing algorithms range, because with the arrival of each new alert, any kind of its 

relationship with all other alerts in the active time window must be checked and this task needs 

a huge amount of adjustments between alert types, prerequisites/consequences, and their 

information details like source and destination address. 

b. Scenario 

The main application of this set of algorithms is detecting multi-step attacks and their reliance 

is on the existence scenario of these kinds of attacks [91, 92, 93]. Various languages are 

presented for describing these scenarios but the main idea in all of them is specifying attack 

steps and prerequisites and its goals. Thus, in terms of required amount of environmental 

knowledge, this set of algorithms require a higher level of knowledge than prerequisites and 

results-based algorithms, but this knowledge can have less amount and domain. So, required 

processing resources in this branch is based on defined rules, can be less than the pre-requisites 

and results-based algorithms. But due to the very wide range of possible cases, unitizing and 

paralleling will be difficult. In case of defining a context language for expressing scenarios, 

these algorithms are completely flexible and extendable, because the system behavior must 

change in real time according to any change or extension in rules. The required memory for 

detecting scenarios rises according to the number of defined scenarios and required time 

window. 

2.3.3 Statistical-Based Algorithm 

The basic idea of these algorithms is that relevant attacks have similar statistical attributes and 

a proper categorization can be found by detecting these similarities. These types of algorithms 

store causal relationships between different events and analyses their occurred frequencies in 

the system education period using previous data statistical analysis and then attack steps are 

generated. After learning these relationships and being confirmed by the expert, this 

knowledge is used for correlating different attack stages. Pure statistical algorithms do not 

have any prior knowledge on attack scenarios. But scientific results indicate that using these 

algorithms is possible only in very specific domains in which domain attributes are taken in 
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account of designing algorithms and otherwise, high error rate exists. This category is also 

divided into three subcategories: 1) Statistical Traffic Estimation, 2) Causal Relation 

Estimation, and 3) Reliability Degree Combination. The statistical traffic estimation goal is to 

detect events which are regularly repeated and finding their repetition pattern. The causal 

relation estimation is estimating causal relationships between events, predicting next events 

occurrence, and detecting attacks and the reliability degree combination goal is combining 

reliability with completely similar events. 

a. Statistical Traffic Estimation 

In this subcategory patterns of occurred alerts are recognized and the repetition pattern is 

derived and non-similarity with these patterns will be detected in the future. The goal of 

algorithms presented in [94] is creating a statistical network traffic model, predicting it, and 

removing predictable cases. An important category of this kind of alerts contains alerts which 

occur periodically, due to wrong network or security system adjustments. These algorithms 

do not need any context knowledge and all of their activities are carried out based on the 

statistics of each alert. According to this point that each of these filters is defined on a certain 

alert domain (according to choices made by the system supervisor), parallelism is easily 

possible in this application and before processing, and the alert processing unit can be easily 

specified. The processing load of this algorithm completely depends on the used statistical 

model. The algorithm requirement of dataset is determined based on the model time depth, 

but due to the use of only statistical information, storing or accessing real alerts is not 

necessary and only the relatively low and constant memory capacity is necessary. 

Compatibility with current conditions and flexibility based on new changes, are completely 

possible. 

Also, the algorithms described in [95, 96] are expressed based on Association Rules for 

detecting alerts which normally occur together. An important application of this method is 

determining alert priorities based on this that which alerts have occurred together and have 

these accompaniments occurred on a usual procedure or a new pattern is observed, but also 

this algorithm can be used for creating related meta-alerts. This algorithm does not need 

environmental knowledge and knowledge base and makes decision completely based on alert 

statistics. The algorithm requirement of memory is determined based on activity time window 
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and windows are defined separately. In each window, statistical information about all alerts is 

calculated and the resulted statistics are compared to previous ones. Based on the determined 

domain by the user for applying this algorithm, arrived data from different units can be pre-

partitioned and thus alerts related to each unit can be processed independently and only in 

their own processing unit, and processing in each unit is also very much parallelizable 

according to the need of counting different alert combinations. 

b. Causal Relation Estimation 

The purpose of this subcategory is finding event sequence or association dominant patterns 

and using these patterns for detecting false cases, or proper combinations. Algorithms defined 

in [97] are more proper for learning attack patterns and some for detecting false alerts or lost 

ones. These algorithms create a possible model for determining correlation relationships 

between alerts. Using this model, alerts can be correlated without environmental knowledge, 

but gaining a precise and reliable model requires a huge amount of previous data about the 

attacks.  

c. Reliability Degree Combination 

The goal of this subcategory is introducing an algorithm for combining reliability with 

completely similar alerts [98]. In this type of algorithm, changing the reliability to alerts is 

proposed based on equivalent alert repetitions. The goal is changing the importance priority 

of an alert, based on its approval by other resources. This algorithms require a huge amount 

of labeled previous data for generating probability models. To simplify by removing all 

possible processing details and only accept the amount of an alert repetition as a factor 

independent from alert importance and resource history.  

2.4 Model Performance Evaluation Metrics 

We evaluate the performance of our proposed system model based on the Precision, Recall, 

Accuracy, and F1-score performance evaluation metrics. The metrics are defined based on 

four related parameters (confusion matrix) true positive (TP), true negative (TN), false 

positive (FP), false nsegative (FN). 

A confusion matrix is a table that is often used to describe the performance of a classification 
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model on a set of test dataset. 

True positives (TP): is when the predicted value is positive and the actual value is also 

positive. 

True negatives (TN): is when the predicted value is negative and the actual value is also 

negative 

False positives (FP): is when the predicted value is positive and the actual value is negative. 

False negatives (FN): is when the predicted value is negative and the actual value is positive 

Based on those confusion matrix parameters the performance of the model is evaluated using 

the following metrics: 

Precision: is defined as the ratio of the correct true positives (TP) classifications divided by 

the total number of positive classifications (TP) and (FP).  

𝑃𝑟𝑒𝑠𝑠𝑖𝑜𝑛 =  
𝑇𝑃

𝑇𝑃+𝐹𝑃
                                                                                                     (12) 

Detection Rate (DR): or recall is defined as the ratio of the number of correct positives (TP) 

classifications divided by the total number of true positives (TP) and the false negatives (FN).  

𝐷𝑒𝑡𝑒𝑐𝑡𝑖𝑜𝑛 𝑅𝑎𝑡𝑒 (𝐷𝑅) =
𝑇𝑃

𝑇𝑃+𝐹𝑁
                                                                                 (13) 

Accuracy: is defined as the ratio of all correctly classified samples divided by the total number 

of samples. 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝐹𝑃+𝐹𝑁+𝑇𝑁
                                                                                        (14) 

F1-score: is defined as a measure that combines precision and detection rate is the harmonic 

mean of precision and detection rate and represent the balance between them.  

𝐹1−𝑠𝑐𝑜𝑟𝑒 = 2 ×
Precision ×DR

Precision +DR
                                                                                      (15) 
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Chapter Three: Related Work 

In this Chapter, we discuss different research works that are particularly related to our works. 

Hence, the various techniques that are related to Web attack detection are reviewed. These 

works are categorized based on the correlation approaches they used.   

3.1 Similarity-Based  

Shuying et al [13]  proposed that events correlate based on their attributes similarity like 

source IP, destination IP, source port, destination port, protocol type and time attributes. 

Comparing the degree of similarity between events, approximate degree of the event can be 

calculated by using the formula of event similarity function. The proximity of the event is 

measured by the similarity of the characteristic attributes of the event record. The work move 

with constant detection, since it cannot detect the new (unknown) attacks, easy to bypass, the 

detection accuracy depends on the domain experts, not adaptive, high false positives and 

negatives. 

Jianyi et al [14]  proposed an algorithm of reducing the false positives in IDS (Intrusion 

Detection System) based on correlation analysis. The algorithm analyzes the distinguishing 

characteristics of false positives and real alarms, and preliminary screen the false positives 

then making similarity between attributes of the event and based on their similarity correlate 

the events for reducing false positives. The proposed work move with constant detection 

model, since it cannot detect the new (unknown) attacks, easy to bypass, the detection 

accuracy depends on the domain experts, not adaptive. 

Hanli et al [95] proposed an online approach of adaptive correlation of intrusion alerts in two 

stages. In the first stage the authors used Bayesian network to automatically extract 

information about the constraints and causal relationships among alerts and then based on the 

extracted information correlates raw alerts and constructs attack scenarios online. The 

approach is able to dynamically adjust to the current alert behavior and reflect it in the 

correlation process. The proposed approach evaluated using DARPA 2000 datasets and live 

Honeynet data. The approach they used is thedataset generated using the signature based 

Snort IDS and mainly focuses on network attack detection. Whereas our study is on web attack 

detection. Also signature based approach they applied is not capable of detecting new attacks 
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and high false positive and negative. In traditional machine learning to extract the learned 

features needs human intervention due to this the performance of the model depends on 

domain experts, it needs high cost for extracting the features, high error rate. 

Jin et al [99] proposed an adaptive analysis framework for correlating different kinds of cyber 

security related data, such as malicious URL, network traffic, and alert incidents. The raw 

alarm incidents will correlated and aggregated from time, causality and hierarchy relations. 

The framework adaptively adjusts the security policy according to the result of detection and 

analysis. It helps to improve the pertinence of the analysis and to better discover the potential 

threats. Also in the big data context, by employing big data techniques to improve storage 

capacity, accelerate the calculation or carry out correlation analysis in a much longer time 

window. The proposed framework implemented using different open source technologies. The 

proposed framework lacks of new attack detection, easy to bypass, high false positive and 

negative. 

Kleber et al [100] proposed an approach which collects security alerts from different sources 

and normalize them according to standardized structure IDMEF (Intrusion Detection Message 

Exchange Format). Then, the normalized alerts are grouped into meta-alerts (fusion or 

clustering), which are later classified using machine learning techniques into attacks or false 

alarms. The proposed approach validated and reported against the DARPA challenge and the 

scan of the month (SotM) from the honeynet project. They implemented the model using Perl 

programming language and Weka tool. Also they applied three different classification 

algorithms: SVMs (Support Vector Machine), Bayesian Networks and Decision Trees. The 

proposed approach is worked using traditional machine learning and it needs human 

intervention to extract the features to be learned, due to this the performance of the model 

depends on the knowledge of domain experts, high false posetives and negatives.  

Chenn-Jung et al [101] proposed an adaptive alert correlation detection and rule tuning 

algorithm. It helps to reduce alerts for the same kind of attack and alleviate the loading of 

network equipment in processing the correlative alert. The algorithm automatically tuned 

Intrusion Detection System rules generation modules based on fuzzy logic technique block 

the highly correlated alerts. The proposed algorithm evaluated using snort and the VRT 

certified rules for Snort were employed as the N-IDS sensor, and the datasets used Defcon9, 
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MIT-LL1999, MIT-LL2000 and Treasure Hun. The work has no capability to detect new 

attacks or previously unseen attacks, easy to bypass since the proposed algorithm is rule based 

due to this, the performance of the algorithm depends on the rule creators.  

Neelam et al [54] proposed the concept of event correlation that has been introduced for 

Intrusion Detection System (IDS). They aim to improve security by correlating of events and 

reduce the workload of the IDS analyst. The correlation has been achieved by getting together 

similar alerts, thus allowing the system analyst to only look few alerts instead of hundreds or 

thousands of them. For experiment, they used the result of SNORT Intrusion Detection 

System with SEC (Simple Event Correlator) by taking the input from the MIT DARPA 

dataset. The correlation removes duplication of alerts and thus reduces the information 

overload on security administrator. The work is not adaptive, not detecting new attacks, the 

performance of the system depends on the knowledge of security experts or rule creators, high 

false positives and negatives. 

Hongyu et al [15] proposed a convolutional neural network and long short term memory 

recurrent neural network model based payload classification for web attack detection. The 

CNN model extracts and learns the low level payload feature by correlating the entire payload 

data stream. The RNN learns the sequence of payload feature representation by computing the 

correlation between the current state and the previous state. It helps to extract high level 

semantics feature of the payloads. Both approaches learn feature representation from original 

payload without feature engineering. The model performed experiments in each separated 

model of CNN and RNN (LSTM) on CNTC-2017 Webshell, CSIC-2010 HTTP and 

DARPA1998-all-attacks datasets. The work of CNN has lacks of learning the sequence or 

dependences of features. The work of RNN (LSTM) has lacks of high level feature extraction. 

Xiaohui et al [16] proposed a payload-based web attack detection using AutoEncoder and 

RNN approaches in separated form and classified web attacks. It used n-gram algorithm to 

extract basic feature of the payload. The AutoEncoder learns the representation (encoding) for 

a set of data in unsupervised learning, it helps to reduce the dimensionality of the data.  The 

RNN helps to connect previous information to present tasks. But lack of memorizing the 

sequences or dependencies of features information. 

Ming et al [12]  proposed a deep learning method to detect Web attacks by using a specially 
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designed CNN (Conventional Neural Network). The method is based on analyzing the HTTP 

request packets to classify a request as normal or malicious. They have done experiment on 

HTTP DATASET CSIC 2010 to evaluate the effectiveness of the method. The proposed work 

has lacks of learning sequences or dependencies of features. 

Ying et al [102]  investigates an adaptive system that periodically updates the detection model 

to detect unknown attacks for Web by obtaining malicious queries. They used hybrid support 

vector machine which is combination of Suspicion Selection (SS) and Exemplar Selection 

(ES). SS obtains the most important informative queries and features in improving detection 

performance while ES specializes in harvesting truly malicious queries. Queries obtained by 

SVM HYBRID are incrementally incorporated into the training pool to update the detection 

model for incorporating important queries for indications of malicious or normal behaviors. 

To test the strategy, trained on a ten-day query dataset collected from an academic institute’s 

web server logs. The proposed work has done based on traditional machine learning 

algorithms due to this, the algorithm needs domain experts to extract features to be learned 

and the performance of the algorithm depends the experts. It takes high operational cost to 

extract the features, high false positives and false negatives. 

Meera et al [103] proposed forensic analysis of the cloud system with specific emphasis to 

the analysis of cloud services logs. They mentioned that the major issue with service logs is 

that there is no segregation of events. Hence, group events relevant to specific users or tenants 

who are of interest to the investigation. It protects the data corresponding to other tenants 

thereby achieving segregation. They apply rule based event correlation techniques to group 

events logged by tenants of interests. The system tested and evaluated using Open Stackcloud. 

The work is not adaptive, not detecting new attacks, the performance of the system depends 

on the knowledge of security experts or rule creators, easy to bypass, not adaptive to changes, 

high false positive and negative. 

Zhang et al [104] proposed an approach to malicious payload detection based on Bayesian 

inference. The approach uses n-gram to extract feature patterns from both attack and benign 

payloads and used the feature pattern to predict whether the incoming payloads is attack or 

benign. The proposed approach was evaluated on the CSIC -2010 HTTP Dataset. The 

proposed work has done based on traditional machine learning algorithms due to this, the 
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algorithm needs domain experts to extract features to be learned and the performance of the 

algorithm depends the experts, high false positives and negatives. 

Chih-Hung et al [67] proposed an approach, which helps to calculate the similarity values 

among alerts and aggregate the similar alerts to eliminate duplicate low level alerts. The 

features of alerts include: source IP address, destination IP address, source port, destination 

port, alert time stamp. After calculating the similarity, the relationship of alerts can be realized.  

The system calculates the correlation probability between two alerts by using the techniques 

of multilayer perceptron (MLP) and support vector machine (SVM), and then adds the 

correlation probabilities into alert correlation matrix. The alert correlation probability is 

calculated by mapping features of two alerts on the result table built by MLP and SVM. The 

proposed approach evaluated using the DARPA 2000 dataset. The proposed work has done 

based on traditional machine learning algorithms due to this, the algorithm needs domain 

experts to extract features to be learned and the performance of the algorithm depends the 

experts, high false positives and negatives. 

Xiaohui et al [18] proposed a combination of CNN-LSTM based web attack detection 

approach. The CNN exteracts high level features and feeds the exteracted features to the 

LSTM. It learns the extracted sequence of features by memorizing their sequence and classify 

the HTTP request as attack or normal. The experiment has done using HTTP DATASET CSIC 

2010. In the approach LSTM learns only by considering the past features information in 

unidirectional way. 

3.2 Knowledge-Based  

Faeiz et al [105] proposed an improved require/provide model which establishes a cooperation 

between statistical and knowledge based model to achieve higher detection rate with minimal 

false positives. The knowledge based model with a vulnerability and extensional conditions 

provide manageable and meaningful attack graph. The proposed model has been implemented 

in real time and has successfully generated security events on a correlation between attack 

signatures. It analyzed Botnet traffic as a case study to measure the performance of MARS 

tool. The experiment result achieved an improvement in relation to identification of attack 

plans, reduction in graph complexity and false positives. But the approach can’t detect new 

attacks, lack of adaptability, to define the knowledge base needs domain experts and the 



 28    

performance of the system dependes on the experts. 

Ficco et al [106] presented a hybrid and hierarchical event correlation approach for intrution 

detection in cloud computing. It consists of detecting intrution symptoms by collecting diverse 

information at several cloud architictural levels using distributed security probes as well as 

performing complex event analysis based on a complex event processing engine. They stated 

that the escalation process from intrution sysmptoms to the identified causes and target of 

intrution is driven by a knowledge base represented by an ontology. However, the correlation 

approach provides means to group logically and temporarily connected symptomes into attack 

scenarion. The prototype implementation of the proposed solution consists of a collection of 

software components that transform raw attack symptoms into high level intrusion reports 

which can be used to analyze the attack strategy and perform recovery actions. The proposed 

correlation techniue lack of detecting new attacks, it needs specific knowledge about attack 

strategies, the performance of the system dependes on knowledge base, and lacks of 

adaptability. 

Tayeb et al [107]  proposed an ontological representation based Description Logic (DL) which 

is a powerful tool for knowledge representation. It helps to ensure a decidable reasoning.  

Event correlation prototype is presented in domain ontology based on several data sources. 

The ontology is implemented using OWL (Web Ontology Language) which is recommended 

by W3C (World Wide Web Consortium) in 2004 for the representation of Web semantics. 

They collected data from different sources using different tools like Nmap to get information 

about host and network topology. Using Nessus collected information about the vulnerabilities 

of systems and software. Using Snort they collected information about attacks in real time by 

Intrusion Detection System, and then applied ontology specification language based on the 

specification correlate events. The proposed approach lacks of detecting new attack and not 

adaptive to changes, needs domain expert to define the ontology representation, and the 

effectiveness of the system depends on the representers or domain experts. 

3.3 Statistical-Based  

Andrey et al [108]  proposed an approach to correlate events based on the structure of security 

event types. The approach used to automate analysis of security events as input data with 

dynamic content means performing functional and behavioral analysis by computing the 
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frequency-time characteristics of events, their ranking and building of patterns behavior. 

Additionally, for automated analysis of events suggested to build a graph of type of event with 

direct and indirect link among themselves. The proposed approach experimented using MS 

Windows 8 security log. Used rank correlation methods to know the relation between the type 

of events and between specific instance of events. The proposed approach has high false 

positives and negatives, high error rate, lack of detecting multi-stage attack, and easy to 

bypass. 

Igor et al [65] proposed an approach to parallel data processing for solving security event 

correlation problems based on big data technologies. The work mainly on identifying the link 

between security event types and assessing the dependency of the link strength on event 

distribution in time based on Pearson correlation coefficient. They implemented the 

correlation on Spark platform by configuring Spark’s application then, a SparkContext entry 

point is created to provide a link between different event types, and the result of the experiment 

showed that the data processing time during security event correlation is inversely 

proportional to the number of parallel threads set in Spark. The proposed approach has high 

false positives and negatives, high error rate, lack of detecting multi-stage attack, and easy to 

bypass. 

3.4 Summary 

All the reviewed works used different approaches towards event correlation for attack 

detection. In knowledge-based correlation, the system has a lack of finding new attacks it must 

be updated frequently to detect new attacks, not adaptive to changes. It needs professional 

expert to develop the knowledge base and the system performance depends on the experts. 

In statistical based correlation, the system suffers from high rate of false positive and false 

negative, lack of detecting multi-stage attack, high error rate, not adaptive and easy to bypass. 

Where as in similarity based correlation, simple rules and hierarchical rules, there is lack of 

detecting new attack, the system performance depends on the rule creators or the experts, high 

false positives and false negatives, not adaptive and easy to bypass. However, with the highly 

dynamic nature of the attacks today, this becomes exceedingly difficult, if not impossible to 

solve. Therefore, to solve the problems many works are suggested using artificial intelligence 

based correlation, from the proposed solutions some of them have worked using traditional 
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machine learning approaches.  

 Machine learning approaches learn depending on the feature engineering that have been done 

using manually by domain experts and their learning capability is limited as compared to deep 

learning. Additionaly, some of the proposed deep learning approaches such as RNN has lacks 

of memorizing sequences of features information. CNN has lack of learning seuences of 

features information. LSTM has lacks extracting high level features information. The CNN-

LSTM is a combination of CNN and LSTM but the LSTM learns only by considering the past 

features information. However, this shows that there is a need for further research work to 

detect sophisticated web attacks based on events correlation using a convolutional neural 

network and feeds it to the bidirectional long short-term memory recurrent neural network. 
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Chapter 4: The Proposed Web Attack Detection Model 

4.1 Overview 

In this chapter, we will discuss the design of a correlation based web attack detection using 

deep learning approaches. Also, the design considerations of proposed model and general 

architecture of it will be discussed. Additionaly, way of training and testing the proposed 

model will be discussed. 

4.2 Design Considerations  

While we design and implement the proposed system, we consider the following 

considerations: 

 New attack detection, 

 Minimizing false positives, false negatives 

 Adaptability, and 

 Reducing operational cost. 

4.2.1 New Attack Detection 

The correlating events (payload of the HTTP request packet) from different sources helps to 

detect previously unknown behaviors and these behaviors are indicative of a new attack.  

Thus, our system extracts an abstract representation of payloads which gives a clue in a 

holistic view to discover new trends of attack rather than viewing individually. In this way, 

we can detect the new attack. Furthermore, the system will be able to memorize and correlate 

a bidirectional long term dependencies of the payload information to present tasks as attackers 

takes steps to reach their goal.  

4.2.2 Minimizing False Positives and False Negatives 

False positives are attack data that the system falsely detects as normal. Where as false 

negative is normal activity mistakenly identified as an attack. 

To alleviate this problem, the proposed system correlates event (payload of the HTTP request 

packet) and represents them in some abstract (high-level) features to make the system focused 
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on high-level payload data rather than analyzing individually and this helps to minimize false 

positive and false negatives. Also, the system memorizes payload information for a long 

period of time including situations before, during, and after events happened by analyzing and 

learning their behavioral dependency relationship that helps to minimize false positives and 

false negatives. Additionally, training the proposed model using both normal and attack 

payload data to learn their pattern and isolate them helps to minimize false positives and false 

negatives. 

4.2.3 Adaptability 

Adaptability is defined as the ease with which attack behaviors and methods are sophisticated 

so that the system or part of the system will be changed according to their behavioral 

sophistication.  

Therefore, the proposed system is capable of learning the relationship between payload data 

information by remembering for a long period of time. Relating previous and future payload 

data information to present tasks helps the system to be self-adjusted accordingly as the attack 

behaviors changed. 

4.2.4 Reducing Operational Cost 

The proposed system reduces the operational coast using convolutional and max-pooling 

layers of the convolutional neural network by producing space invariant discriminative of the 

payload data through dimensionality reduction of important features. The computational 

power required to process the data is reduced due to the consequence of the dimensionality of 

data. We use word embedding to compress the input payload feature space into a smaller one. 

This helps to reduce the operational cost of the system. 

4.3 System Architecture 

We propose a generalized architecture of the proposed web attack detection system. The 

system contains three modules with their subcomponents as shown in Figure 4.1. These are 

Data Preprocessing Module, Training Module, and Attack Detection Module. The details of 

each will be described in the next sections.  
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Figure 4. 1: General Architecture of the Proposed System (Some of the Features are Adopted 

from [18]) 

4.3.1 Data Pre-processing Module 

The data preprocessing module is responsible for the extraction of events (HTTP request 

packet payload) and tokenizing and encoding of the extracted payload data.  

a. Raw HTTP Request Packet 

The raw HTTP request packet is an individual stream of HTTP that is requested by a user or 

client to get services of a Web server. We use it for further processing (extracting) of HTTP 

request packet payload.  
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b. HTTP Request Packet Payload Extraction 

We extract payloads by parsing the raw HTTP request packet, which is the actual 

representation of the resource. Since an HTTP request packet consists of many components, 

for our proposed Web attack detection system, we only need the payload part of the request 

packet. Therefore, we remove all the other features of the request packet and keep the payload 

part. 

c. Tokenize and Encode HTTP Request Packet Payload Data 

Tokenization is applied on the extracted HTTP request packet payload data. It will tokenize 

into a sequence of tokens or pieces using the “&” symbol which separates a series of 

parameters with their values. The tokens of payload data are represented by a unique number 

or mapping of tokens to integers. We encode to process (training and testing) the proposed 

system model since machine learning models take arrays of numbers as input. As a result, the 

sequence of L tokens is represented as a sequence of L encoded integer vectors 

.Algorithm 4.1 is an algorithm for the tokenization and encoding of payload data. 

   Input: HTTP request packet payload data 

   Begin:  

   Do  

   Read  HTTP request packet payload data 

   For every HTTP request packet payload data 

   Perform Tokenization based on the “&” symbol 

   For each Tokens of packet payload  

     Encode to unique numbers 

   While (end of packet Payload data) 

      Return Encoded tokens of packet payload  

    End 

    Output: Encoded tokens of packet payload data 

Algorithm 4. 1: Algorithm for Tokenizing and Encoding of a Request Packet Payload 

4.3.2 Train Test Split 

The preprocessed data are splited into training, testing and validation sets. The purpose of 
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splitting is in  any model building process to develop a generalizable model on the available 

data which will perform well on unseen data. But to estimate a model’s performance on unseen 

data, we need to have a separate unseen data. This is achieved by splitting our available data 

into training, validation, and testing sets. 

Training set: is a set of sample data used for learning, that is used to fit the hyperparameters 

of the model. Out of the preprocessed dataset, 65% of the data are used for training the model. 

Validation set: a set of sample data used to tune the hyperparameters of a model, which 

provides an unbiased evaluation of a model fit on the training dataset while tuning model 

hyperparameters. Out of the preprocessed dataset, 15% of the data are used for validating the 

model. 

Testing set: a set of sample data used to assess the performance of a final model that are fitted 

on the training dataset. The remaining of the data are used for testing the performance of the 

trained model. 

4.3.3 Training Module 

The Training Module is responsible for training the proposed model using the training payload 

dataset. The model is a combination of different components like Word Embedding, 

Convolution Neural Network, Bidirectional Long Short-Term Memory Recurrent Neural 

Network, Dense Layer, and Softmax Classifier. The details of each component are already 

discussed in Chapter 2.                                                                                 

Training Model 

Training the model starts by specifying the parameters of optimization, cost (loss) function, 

and metric. We train the model using the Adaptive Moment Estimation (Adam) gradient 

descent optimization algorithm. It is computationally efficient and has little memory 

requirement. 

The general procedure for training the built model is as follows, (some of the ideas are taken 

from [109]). 

 First initialize some random weights for the embedding layer. 
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 Then propagate feedforward of those initialized weights to the next layer, from the 

input layer to the next layer feedforward until it reaches to the output layer, and then 

finally compute the loss of input weights to the desired output. 

 After that, the computed result is not matched to the desired output (there is an error 

or loss in the output when compared to input weights). 

 Then propagate the loss or error to feedbackward from the output layer entirely to the 

input layer. It helps to update the weights of randomly initialized values (the error is 

reduced through feedbackward propagation of error). As a result, the initialized 

weights move to the right direction.  

 Repeat feedforward and feedbackward propagation processes until training stop 

criteria (no of epochs) is reached. Epochs are the number of times the model will 

cycle through the data. 

To Initialize weights for embedding using random initializer is shown in algorithms 4.2. 

Input: input_dim, output_dim 

Begin 

 mean = 0, stddev= 0.1 

 For input_dim I 

 For output_dim J 

   Initializer[I, J]=np.float32(random.uniform (mean,stddev) 

 Return Initializer 

End 

Output: Initializer 

Algorithm 4. 2: Algorithm for Embedding Weight Initialization 

Training of the model is performed based on the initialized random weight then moving 

forward (feedforward propagation) and returns back (feedbackward propagation) through the 

layers by iterating on the training dataset until it reaches the specified epoch number.  

The embedding layer feedforward randomly initialized weights to the convolutional layer and 

then the convolutional layer again feedforward to the next layer relaying this way until the 

final layer (output) is reached. Algorithm 4.3 shows how feedforward propagation is 

performed during training of the model. 
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Input: Training dataset, Initializer 

 Began 

  Do 

   For every tokens payload data in the training dataset 

   For all embedding dimensional space 

    Create embedding for every tokens payload in the dataset 

   For all embedding tokens in convolutional layer  

   For every nodes in the layer 

    Calculate the convolution operation 

    𝑠𝑡
𝑖 = ∅(𝑓𝑖

𝑇 𝑌𝑡:𝑡+ℎ−1 + 𝑏) ,  𝑆 = {𝑠𝑖}𝑖=1
𝑛 .    

   End // for embedding space 

   For all convolved features in polling layer 

   For every nodes in the layer 

    Calculate max pooling operation 

      𝑝𝑖 = 𝑚ax𝑡∈{1,…,𝐿−ℎ+1}   {𝑠𝑡
𝑖}   

   End // for convolutional layer nodes 

   End // for convolutional layer 

   For each max features in BiLSTM layers 

   For every nodes in the layer 

    Calculate the output of hidden states  

       𝑦𝑡 = 𝜎(
  ℎ𝑡 
→  ,

  ℎ𝑡 
←  )          

   End // for pooling layer nodes 

   End // for pooling layer 

   For each 𝑦𝑡 output  

    Make fully connected (N)in dense layer 

   End // for BiLSTM node 

   End // for BiLSTM layer 

   For N fully connected layers 

    Calculate the classifier function 

    M = Softmax(N) 

   End // for dense layer 



 38    

  While (Epochs limit is reached) 

 End 

 Return function result 

Output: M function result  

Algorithm 4. 3: Algorithm for Feedforward Propagation 

After the feedforward propagation is performed, the next is computing loss function for our 

classification model by measuring the probability distribution difference for input data 

(expected classification) to output result (predicted), and perform backward propagation for 

updating of the node weight from the output to the input back. The loss function is computed 

as follows [110]: 

     EntropyLoss = −(𝒴 log(𝒫) + (1 − 𝒴) log(1 − 𝒫))                                             (16) 

Where:  𝒴 is the expected probability or the known probability of the classification label 

and 𝒫  is the predicted probability by the model of classification label . 

The calculated loss information is propagated back from the output classifier function to the 

input embedding layer by receiving the loss signal and updating of the node's weight entirely 

through the layers. Algorithm 4.4 shows how backward propagation works during training the 

model. 
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  Input: input and output of the layers 

   Begin 

 Do 

  Propagate losses to backward through the layers 

   For all layers  

  For every nodes in the layer 

   Calculate the nodes signal loss 

   Updates each nodes weight in the layer 

 While (end of input) 

 End //for nodes 

 End // for layers 

 Return nodes weight update parameter  

 Save the Model 

End  

Output: nodes weight update parameters 

Algorithm 4. 4: Algorithm for Feedbackward Propagation 

4.3.4 Trained Model 

The trained model is the final result, which the tokens payload feature dataset is trained with 

the learning algorithms. In other words, it is a representation of the learned attack and benign 

behavior of HTTP request packet payload data. 

4.3.5 Detection  

The detection is responsible for testing the trained model by isolating new (untrained) tokens 

payload test data and classify them as attack or benign based on their learned behavioral 

patterns. To test the trained model, untrained tokens payload data will be fed to the trained 

model. Using the training dataset, the model learns our problem domain and makes predictions 

on the new test data which helps to assess the performance of the proposed web attack 

detection model. Algorithm 4.5 shows how the trained model classifies the fed test data. 
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   Input: Test data, Trained Model 

Begin: 

 Feed Test data to the Trained Model 

 For all test data 

  Analyze and compare to the Trained Model pattern 

  Return classification 

 End 

End 

Output: classification 

Algorithm 4. 5: Algorithm for Classification 

4.4 Summary 

In this chapter, we discussed the design of the proposed system with the design considerations 

we take while designing the proposed system such as new attack detection, minimizing false 

positives and false negatives, adaptability, and reducing operational cost. The general 

architecture of the proposed system is presented. It is composed of different modules such as 

Data Preprocessing, Training, and Detection. The Data Preprocessing module is responsible 

for preparing HTTP requested packet payload data for training and testing of the proposed 

model. The Training module is responsible for training the defined model to learn the problem 

domain of web attack using HTTP requested packet payload data. Then the trained model is 

tested using the test data and classifies them as benign or attack. 
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Chapter 5: Implementation and Evaluation 

5.1 Overview 

In this chapter, we discuss the various experiments to evaluate the performance of the 

proposed system model. The dataset used for experimentation, list of the development 

environment, the performance evaluation techniques of the proposed system model and its 

result will provide in the next sections. 

5.2 Dataset Preparation 

The dataset we used for conducting experiment on CSIC 2010 HTTP dataset [111], it was 

developed at the Information Security Institute of Spanis Research National Council. The 

requests are labeled as benign and attack, which contain thousands of automatically generated 

HTTP request packets and the dataset includes various type of web attacks such as SQL 

injection, buffer overflow, information gathering, files disclosure, CRLF injection, XSS, 

server side include, parameter tampering. In our experiment, we used only the payloads of 

HTTP request packet.  

 

 

 

 

 

 

 

 

 

 

 

1. GEThttp://localhost:8080/tienda1/publico/autenticar.jsp?modo=entrar&login=frayda

&pwd=422RdO&remember=off&B1=Entrar HTTP/1.1 

2. User-Agent: Mozilla/5.0 (compatible; Konqueror/3.5; Linux) KHTML/3.5.8 (like 

Gecko) 

3. Pragma: no-cache 

4. Cache-control: no-cache 

5. Accept:text/xml,application/xml,application/xhtml+xml,text/html;q=0.9,text/plain;q=

0.8,image/png,*/*;q=0.5 

6. Accept-Encoding: x-gzip, x-deflate, gzip, deflate 

7. Accept-Charset: utf-8, utf-8;q=0.5, *;q=0.5 

8. Accept-Language: en 

9. Host: localhost:8080 

10. Cookie: JSESSIONID=567E89E8E503C715129A202B4986FDC8 

11. Connection: close 
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Figure 5. 1: Example of HTTP Request Packet 

After parsed and extracted the Figure 5.1 raw HTTP request packet, the payload of the request 

packet which are used for our proposed system is seem as below.  

 

  

Table 5. 1: Details of the Dataset 

Class  Train Validation  Test 

Normal  16621 3835 5114 

Attack  10966 2531 3374 

5.3 Implementation Environment 

We use different tools for implementing the proposed system model. For parsing and 

extracting payloads from raw HTTP request packet we used Microsoft excel. For tokenizing 

and encoding extracted payloads, and training of them is done using anaconda Keras 

framework with TensorFlow backend Python library. We run experiments under the 

environment of Microsoft Windows 10 Professional (64-bit), 8 GB of memory, Intel(R) 

Core(TM) i5-7200U CPU. 

5.4 Implementation prototype 

For implementing the proposed system model, there are different components of the model 

hyper-parameters needed to be configured. Such as, the embedding, CNN, BiLSTM hidden 

states and dense layer. We configured the necessary hyper-parameters and their corresponding 

values as shown in table 5.2:  

 

 

 

      modo=entrar&login=frayda&pwd=422RdO&remember=off&B1=Entrar 
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Table 5. 2: Hyper-parameter Configuration 

 Name of Hyper-parameters values 

Embedding Embedding_dim 64 

Input_dim 100 

CNN 

Convolution layer 

Filter_size 32, 64 

Kernel_size 4x4, 4x4 

Pooling size 2x2, 2x2 

Dropout Dropout 0.5 

BiLSTM Hidden units  128 

Dense units 128, 2 

Training batch_size 64 

epochs                                                                 40 

validation_split 15%                                                 

Training_split 65% 

5.5 Evaluation  

In this section, we explain the evaluation techniques of implemented system model, its results, 

and comparing the results with other related works. 

5.5.1 Results 

The trained system model is evaluated using the testing dataset and its result shows how is the 

trained model perform classification on the new (untrained) data.  

We generalize the overall performance of the model from the following confusion matrix. The 

confusion matrix shows the number of actual and predicted classes based on the testing 

datasets. Each row represents the instances of an actual class and each column represents the 

instances of a predicted class. Figure 5.2 shows how many of the request packet payloads are 
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classified correctly or incorrectly from testing dataset. 

   
 

Figure 5. 2:Confusion Matrix of the Model 

The classifier shows that among the total number of dataset, 5082 are classified as true 

negative, which means from the total number of negative test data 5082 are classified correctly 

as true negative. From the total number of positive data, the model classified correctly 3288 

as true positive. From the total number of test data, the model classified incorrectly 27 as false 

positives, which means the actual negative test data are predicted wrongly as positive. From 

the total number of test data, the model classified incorrectly 91 as false negatives, which 

means the actual positive test data are predicted wrongly as negative. The model achieves the 

large number of true positives and true negatives with minimized false positives and false 

negatives. From this the overall performance of the model achieved accuracy of 98.6%, 

precision of 99.2%, recall of 97.3%, and f1_score of 98.2%.  
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5.6 Comparison  

We have tried to compare our work with other related works, as shown in Table 5.3. The CNN 

and LSTM based  separated works are compared with the work done in [15], and the combined 

CNN-LSTM model are compared with the work done in [18]. The remaining models are 

conducted using our prepared dataset to show the effectiveness of our proposed CNN-

BiLSTM model.  

Table 5. 3: Comparison  

Models   Recall Precision F1-score   Accuracy 

CNN 91.14% 90.56% 90.85% 94.11% 

LSTM 97.79% 94.41% 96.07% 96.13%                         

BiLSTM 96.6% 99% 97.8% 98.3% 

CNN-LSTM 94.3% 94.6% 94.4% 95.5%                                      

CNN-BiLSTM 97.3% 99.2% 98.2% 98.6% 

5.7 Summary 

The study was performed on a total of 25,569 benign and 16,871 attack payload data extracted 

from CSIC 2010 HTTP dataset. These payload datasets are divided into 65% for training, 20% 

for testing and 15% for validation. The experiment was done by using 40 epochs. The 

experiment result was evaluated using the performance evaluation metrics accuracy, 

precision, f1-score and recall. Our work, CNN-BiLSTM, achieved better result with accuracy 

98.6%, precision 99.2%, f1-score 98.2% and recall 97.3%. 
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Chapter 6: Conclusion and Future Works 

6.1 Conclusion 

The web is the world largest diversified pooling source of information. Today, many things 

like of businesses, education, health systems etc., are executed through web. Due to this, the 

growth of attacks is radically increased day by day with their sophisticated attacking 

mechanisms. To solve this problem, this research work had attempted to look into the methods 

of web attack detection based on the correlation of events (payloads of HTTP request packet) 

using a deep learning approaches. Since payload is an important issue to be considered for 

web attack detection, which is when users ask requests to get services from the server it 

responds to the request based on their payloads. To conduct this, first we articulated the 

general web attack problems more specifically with related to the payload based attacks. Next, 

a number of literatures have been reviewed to provide background information about the web, 

web attacks, current trends of web attack detection mechanisms, event correlation, correlation 

algorithms, and different research works related to web attack detection using different 

correlation based approaches.  

Then, the design of the proposed web attack detection solution was presented. The proposed 

solution consists of the preprocessing (HTTP request packet payload extraction, tokenization 

and encoding the extracted payload data) module, that is essential for extraction of the HTTP 

request packet payload which is used for our system development, the training module. The 

model contains Word embedding, CNN, BiLSTM, Dense layer and Softmax classifier. The 

word embedding is a vector representation of payload tokens. The contextual terms of related 

payload concept features are extracted. CNN receives input from the embedding and extract 

the high level payload representation features by correlating the local payload feature and pass 

to the next layer. The BiLSTM receives from the CNN and learn the high level sequential 

payload features by providing information from the past and the future, it helps to understand 

the context in a better way and pass it to the next layer. The Dense layer receives from 

BiLSTM and make its fully connected and pass to the Softmax classifier classifies the payload 

as attack or benign. After all the model is built, the next is training it (fit or learning the pattern) 

using the training dataset. Lastly, the detection is presented. This is the classification part of 
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the model which identifies pattern of the problem definition of the proposed solution and 

classified the incoming request packet payloads as attack or benign.  

The experiment is performed using the CSIC 2010 HTTP dataset. From the dataset we applied 

65% of the data for training of the model, 20% for testing, and 15% for validation of the 

model. The result demonstrate that our model achieved 98.6% accuracy, 99.2% precision, 

98.2% f1-score and 97.3% recall. 

6.2 Contribution  

In general, the contribution of the study is listed below: 

 This study showed that an event correlation based web attack detection using CNN 

and BiLSTM. 

 A generic model is designed for event correlation based web attack detection that 

takes the advantage of word embedding, CNN and BiLSTM models. 

 In addition, this study contributes to the growth event correlation based web attack 

detection using the integration of different deep learning models. 

6.3 Future Works 

In this research, we have proposed an event correlation based web attack detection using the 

integration of different deep learning models and achieved encouraged result. However, there 

is still a room for further improvement and we will suggest the following points to be taken 

as future works. 

 Incorporate more dataset to enhance the performance 

 Include other types of attack datasets to increase their detection functionality 

 Integrating other types of deep learning models by considering their advantages, the 

gap of one will be filled by the other ones. 

 Combining other attack detection systems like of considering client side attacks, IOT 

and others.  
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