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ABSTRACT

Telecommunication sector has considerably large network infrastructure consisting of differ-
ent network equipment to provide telecom services to the customers. As a service provider,
telecom operators have to make sure that customers are getting services without interruption.
To do so, they built network operation center to monitor the network status with the help of
a fault management system (FMS). When malfunction or error appears on a piece of network
equipment, they typically produce an alarm and transmits to the FMS, which is then shown to

the monitoring team for trouble ticket creation.

There is also a chance that failures that happened on one network element can cause other net-
work elements to produce alarms as long as the network equipment’s are functionally depen-
dent. Thus, during the trouble ticketing, the operators may need to collect further information
such as relationship or dependency between alarms to ultimately distinguish the root source of
the alarms. But the information on FMS lacks explanation and indication of the causes, forc-
ing monitoring teams to manually figure out the cause and take action, which results in a poor

decision making as well as a longer trouble shooting and service outage time.

This study focuses on studying the association between network equipment alarms using a cor-
relation analysis technique called Pearson correlation using history alarm data and studying
the feasibility of using artificial neural network to build fault localization model to support the
monitoring team with decision making. Fault localization models using one specific neural
network architecture are built in different literatures. But in this study two neural network ar-
chitectures namely, Feed forward neural network (FFNN) and cascade forward neural network
(CENN), are selected to build a model using the data of correlation analysis output, the mi-
crowave link topology and the history alarms as an input. Data preparation techniques such as
data engineering and feature engineering have been applied to the collected alarm data from
the existing fault management system. After building the models, they are evaluated using
commonly used performance metrics such as accuracy and error measurement. Python is used
as programming tool to perform the correlation analysis as well as to develop and compare the
two neural network models. Experimentation results exhibit that CFNN achieves an accuracy

of 97.7% while FFNN achieves 95.9% overall accuracy.

keywords: Alarm correlation analysis, Artificial neural network, Fault management system
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INTRODUCTION

Telecommunication networks are made up of different types of network equipment that are
operationally dependent on one another in order to complete a telecom task. With the use of
various network equipment, telecom operators provides fixed line and internet-based services
to their customers [1],[2]. But sometimes a network equipment fails for a variety of causes,
including power outage, transmission equipment problem, and connection failures [3],[4]. The
failures could result a service outage or interruption. As a result, network equipment should be
monitored and managed 24 hours a day, seven days a week, to discover root causes of outages

and take corrective action to avoid customer complaints and revenue loss.

Every piece of network equipment is configured to generate an alarm whenever it encounters a
fault [5]. A fault is a problem that happens on the installed network equipment’s hardware or
software. Service failures, severe network degradation, and unplanned disruptive behavior can
all be caused by faults [4],[6],[7]. Network equipment generates alarms to describe the faults
as stated by the vendor’s operators. Telecom operators use a network management system
to perform fault management by monitoring the alarms produced by the network equipment.
Alarms are displayed on the fault management platform in order for the network monitoring

professionals to see the alarms on the fault management platform.

Currently, Ethiotelecom has a network monitoring center called national operation center (NOC)
consisting of a dedicated network management experts. The operation center is composed of IP,
transmission, mobile, and power teams to follow the status of the network equipment in every
base transceiver station(BTS) sites using fault management system (FMS). FMS is the alarm
presentation master which sort and display the alarm to the specific monitoring team[2],[8],[9].
Each BTS site has its own specific site ID. Whenever a fault happens on the network equip-
ment of a specific BTS site, an alarm will be generated and displayed on the fault management
system along with the site in order to let the monitoring team to manage the faults. Fault

management is the main function on network management which focuses on diagnosing and



fixing network fault. Fault diagnosing is a process of detecting faults by studying the status of
the network equipment and analyzing the root cause[8],[10],[11]. When alarms appear on the
FMS along with the site ID, the monitoring team will manage the alarm based on the alarm
type or the network equipment by creating a trouble ticket (TT) and assigning it to the opera-
tion and maintenance technicians who have direct responsibility. Then the field technicians or
the operation and maintenance team receive the trouble ticket and take actions to fix the fault.
But mostly it is difficult to manage faults of the network equipment due to large volume of
alarms. Because of the fact that the telecommunication network is composed of large number
of network equipment’s, the produced alarms are too large in number. There is also a chance
that one fault could be a cause for the appearance of dozen of alarms. Failures that happened
on one network element can cause other network components to produce relevant alarms as
long as the network equipment’s are functionally dependent[5],[7]. This fault might affect the
network critically unless the operation teams take action in a short period of time. Therefore,
for telecom service providers, understanding the relationship of the network equipment alarms
during fault management is very important to identify and predict the root cause problems in a

short period of time.
1.1 STATEMENT OF THE PROBLEM

In the current Ethiotelecom situation, network elements from different BTS sites produce a
large volume of alarms per day, and the alarms messages appear uncorrelated from the network
element to the FMS. The FMS filter and display the generated alarms to let the monitoring team
see the alarms and create a trouble ticket and assign it to the corresponding field technicians.
The monitoring teams are grouped or formed to monitor the network equipment based on dif-
ferent types of network components in the BTS site. Due to this, they are responsible to monitor
the status of specific network equipment types. But the failure of one network equipment might
cause problems for different network equipment and this lets different alarms having the same
root cause to be detected at the same time by different teams. On the other hand, some alarms

might also remain unseen for a long time because of the appearance of dozens of alarms.

The current FMS that is being used by Ethiotelecom is based on manual processing and relies
on the monitoring team’s knowledge. Due to this many efforts are being made by the monitor-
ing team for debugging a BTS outage, especially in the stage of identifying where and what the

source is. Some of the existing approach drawbacks are:
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* Redundant trouble tickets: The experts are expected to diagnose and manage each
alarm on time but the appearance of dozens of alarms per second makes them not to
cross check the dependency of the alarms. Due to this they just create a different trouble

ticket for alarms with similar root cause;

* Longer troubleshooting time: It is beyond human’s ability to manually find and analyze

the root cause of a large number of alarms in a short period of time;

* Longer Service outage time: In fact, a Long duration time for fault troubleshooting
increase the service outage time and this affects the quality of the service. It affects
the network critically unless the operation teams take action in a short period of time.
But if they didn’t take an action as soon as possible, the duration of the service outage
might increase and this will cause the customers not to be able to use the network and get
the services and will make the service provider to lose revenue and cause an economic

disaster to the telecom company.

To avoid all the efforts that are being made by the monitoring team during fault management, to
identify the initial cause of the fault as well as the location of the initial cause, implementing a
fault localization system as a decision support system for the monitoring team is very important.
In this way, it will minimize, the overload of the operators, redundant trouble ticket creation,

and longer troubleshooting and service outage time.

Performing an alarm correlation analysis is very important to diagnose the relationship be-
tween alarms and identify the parent and the child alarm before building the fault localization
model. Different fault localization approach has been applied with the hope of improving the
fault management process in other studies. Some of the approaches are Rule-based approach,
Codebook-based approach, and Case-based approach, but the main issue is their performance
and suitability. And this paper proposes a fault localization method based on artificial neural
network (ANN). There are different types of ANN architectures to build the model. So the pur-
pose of this research will be to perform alarm correlation analysis and build a fault localization
model using selected neural network architectures and compare the performance of the model

using Performance Metrics.



1.2 OBJECTIVES
1.2.1 GENERAL OBJECTIVE

The main objective of this research work is to perform correlation analysis, build fault local-

ization model using different architectures of ANN and comparing their performance.
1.2.2 SPECIFIC OBJECTIVES

The specific objectives of this research are:

To identify network equipment alarms impacting on BTS outage status by discovering

the dependencies between alarms;

To build dataset using suitable data preparation techniques;

To identify and select an effective neural network algorithms to build fault localization
model. Since there are so many algorithms few will be selected for this particular re-

search;

To build fault localization model using the selected algorithms and compare their perfor-

mance;

To finally recommend the most accurate fault localization models based on their perfor-

mance.
1.3 SCOPE AND LIMITATIONS
The scopes of this thesis are:

* Investigating the association between alarms and identifying the root alarm which demon-
strate the initial cause of BTS mobile network outage using Pearson correlation analysis

technique;

* Building fault localization model using the two selected neural network architectures,
feed forward neural network and cascade forward neural network and compare their per-

formance using performance comparison metrics.



The limitations of this thesis are:

* The alarm data are collected from one vendor network equipment which is Huawei. Be-
cause the interconnection between BTS and their probable existence of outage might not

be the same with other vendor having different equipment;

* Only specific BTS which are under the same microwave link are considered while build-

ing the model to reduce the complexity of the neural network architecture.

1.4 MOTIVATION AND CONTRIBUTIONS

The motivation for this research comes from the fact that the existing fault management system
that is being used by Ethiotelecom has no automated approach to debug and identify where
the faults are. Telecom network equipment produces several number of alarms per day to pass
information about malfunction location, type, severity, and other relevant information of the
mobile network sites. However, the current FMS is based on manual processing and relies on
the monitoring team’s knowledge. Due to this many efforts are being made by the monitoring
team for debugging a BTS outage, especially in the stage of identifying where and what the
source is. In addition to that, too much time is being consumed to find the root cause of the
alarms and take fast decisions. Thus, the operator needs a decision support system to simplify
the fault localization task. Based on these facts two questions are raised as a baseline for
this research. The first one is which alarms are correlated to each other. The second one is
the uncertainty to explore if, in fact, certain algorithms perform better for a specific kind of
problem, which is fault localization. And the other one is a multi classifier algorithm that can
perform well regarding performance comparison matrics. So looking for the answer to these

questions is the inspiration to do this research.

This thesis makes a number of contributions to the field of fault management. Some of them

are listed as follows:

* Examining the basic alarm characteristics using historical alarms from the existing fault
management system. The analysis identifies which alarm types are the root alarm for the

BTS outage.



* Further, this thesis presents a neural network solution to identify the reason behind the
BTS outage plus the exact location in terms of the network site to minimize the over-
load of the monitoring time as well as to decrease the BTS outage time by reducing the

troubleshooting time and the delay during proper maintenance team assignment.

* The model that is built using the neural network is good for the monitoring team to make
decisions while creating a trouble ticket to assign a maintenance team by providing the

root causes of alarms and the location of the NE which produced the alarm.

1.5 LITERATURE REVIEW

A network elements that make up the telecom network produces daily a number of alarms.
The initial cause of one alarm might cause a problem that leads to an effect of other alarms
and without alarm correlation network management is very difficult for network operators to
analyze alarms and find the root cause of a network failure in short period of time. Alarm
correlation can be done in a variety of ways, including rule-based, codebook-based, and case-
based. [7][11]. But these approaches rely on manual processing and depend on the knowledge

of the operators.

In the Network Operations and Management Symposium (NOMS),Wietgrefe1997 presented
a study that compares and evaluates numerous alarm correlation algorithms for their suitabil-
ity and performance in global mobile communications networks (GSM). The cascade forward
neural network learning approach is compared to rule-based diagnosis, model-based diagnosis,
and alarm correlation employing codebooks. The cascade forward neural network performs

best [3]. But the performance of other neural network architecture is not include in this study.

Correlating alarms and determining their source is a difficult task in fault management because
a single fault in the mobile network initiate a lot of alarms. A. K. Arhouma et al (2013) pro-
posed an ANN model to analyze the alarms, reduce the operator’s reaction time and make the
decision-making process easier. The feasibility of using ANN technique to solve the problem
of fault management in GSM networks is studied by applying the feed forward neural net-
work(FFNN) architecture. But limitation with this paper is that only FFENN architecture is used
to study the feasibility of ANN [12].



Among correlation approaches, Bicharra et al. (2012) proposed a hybrid approach by combin-
ing Al and rule-based which identifies the root-cause based on event correlation rules and de-
pendency graph. This approach identifies the root cause using a relationship based on network
topology information [9]. This reduced the displayed alarm set on the management console of
the network operators as a result network operator take action on the alarms by creating trouble
ticket in a relatively short amount of time. But it has a limitation when a new combination
of alarms occur due to changing network topology, because the rule-based approach cannot
handle new and changing data. Plus it requires an excessive amount of expert knowledge when

change occurrence.

Another alarm correlation function was also proposed by A. Mehrabinezhad et al. (2001)
in iron for SDH network elements based on a data mining technique called rule association
[13]. The association rule states that an alarm which has their properties will probably have
other properties with respect to their interaction with other alarms. Rule association based
alarm correlation algorithm classifies the alarm by the type of network element based on their
occurrence time then a decision tree will be built to find the root cause. The proposed algorithm
also uses a case-based reasoning technique by taking the stored knowledge as a case to be
retrieved, adapted and utilized. In general to refer the solution in stored knowledge for the new
occurring problem. The limitation is that in case-based reasoning it is unable to provide the
solution for this problem in a relatively short amount of time, if there is no matching case for

the new cases that are not yet known.
1.6 METHODOLOGY

This research mainly focuses on how to simplify the task of monitoring and managing the fault
that happened on the network equipment of a cellular network to detect and prevent the service
disturbance or service outage on time by using a better alarm correlation analysis and modeling
a fault localization using neural networks to figure out the location of root Cause alarms in a
short period of time. The work will start by collecting base station alarms from the existing
FMS and trying to deeply understand the alarm behavior and identifying the network equip-
ment that are associated with the alarms. The next step is figuring out the association between
the alarms and identifying the influential alarm for BTS outage with the help of correlation
analysis technique. This is followed by modeling a fault localization using selected artificial

neural network architectures and finally comparing the model with the help of performance
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comparison metrics. In general, the detailed steps followed to perform this study after a litera-

ture review are shown in Figure below:

Data Collection and
Data Selection

Collecting history alarms
= From FMS

Extracting data

=  Only radio access
network alarms

Dataset Preparation

= (Categorizing the alarms as power alarm, Transmission
alarm IP alarm, BTS alarm

= Attribute selection and data cleaning(alarm name is
selected

alarms(From FMS)

Micro wave

= Aggregate the BTS alarm with other NE alarms based
on their site id

= Segmenting the alarms based on their occurrence and
cleared time

*  Encoding the alarms as 0’s and 1’s
* Tool used: Excel and Python

Correlation analysis

and Visualization
Correlation analysis
*  Pearson correlation
analysis
Visualization
* Heatmap
Tool used: Python

Correlation Rule

7

Network Topology

History

Dataset preparation

= Selecting network area
= Filtering the alarm of BTS
sites
= TUnder the same MW
link
= Convert the data from text to
binary.

dataset

= Applying ANN

Building a model
81 — Classification
Feed forward l
NN
Cascade Model
feedforward evaluation
NN

= Tabelling

Figure 1.1: Steps followed to Perform the study

1.7 THESIS ORGANIZATION

The remaining part of this paper is organized as follows: Chapter 1 gives a brief introduction

to this research giving statement of the problem, thesis objectives, motivation and the main

contributions of this work. This is followed by Chapter 2 which consist an overview of cellular

mobile network and fault management. Chapter 3 deeply discusses the overview of artificial

neural network and working principles of the selected neural network architectures. Chapter 4

covers the various steps that should be carried out to perform correlation analysis and develop a

fault localization model using neural networks. It also discusses the performance comparisons

metrics that are used in this paper to compare the selected neural network. Chapter 5 explains

how data is collected and prepared for the correlation analysis purpose as well as for building a

fault localization model in case of ethiotelecom. In Chapter 6 results are shown and discussed

in brief and finally, conclusion of the paper is presented in Chapter 7.



CELLULAR NETWORK FAULT MANAGEMENT

This section introduces important concepts related to telecommunication cellular networks and

fault management.
2.1 OVERVIEW OF CELLULAR MOBILE NETWORK

A cellular network is a mobile network that provides services by using a large number of base
stations with limited power, each covering only a limited area [4],[10]. Cellular networks are
complex systems offering a wide range of services but for a subscriber a mobile telephone com-
munication is a simple process. In reality though, the call is only possible because of a complex
network architecture that comprises of several network elements. The mobile communication
network is composed of several functional entities.As shown in Figure 2.1 The network can be
divided into mobile station,access network and core network [10],[12].

" Voice (pSTN) -
" Network

" Data(ip) _
= (... Network

................

) (Gg))

Node Bi

Alr
Interface

Figure 2.1: 2G, 3G and 4G network architecture [14]



MOBILE STATION

For one person to communicate to another person through a telecommunication network, the
very first entity required is a mobile station. The mobile station is also called a cell phone,
smart-phone, or terminal. This mobile station has a speaker or microphone, code for digitizing
speech, modem for moving one’s and zero’s around, an antenna and a battery a screen, and
a keypad [15] . Another component of a mobile station is a SIM card to store some critical
information like international mobile subscriber identification (IMSI).IMSI identifies the mo-
bile subscriber to the network [10],[15]. The SIM card also stores the Location Area identifier.
This is a piece of information that the phone learns from the network and identifies which base

station the phone or the mobile station has last talked to.

ACCESS NETWORK

The access network is the second component that is required. The access network controls
the radio link with the Mobile Station .This access network is made up of BSS (Base station
subsystem) and a network subsystem (NSS), which will be managed by NMS or Operations

support systems (OSS).

BSS provide a connection between the mobile stations in NSS. NSS forward user signals to
other mobile station via BSS and provide the necessary customer data.BSS insures as complete
network coverage as possible and includes a large number of structurally organized radio cells.it

consists of BTS,BSC and transceiver controller(TC) [4][12][16].

THE CORE NETWORK

Mobile Switching Center (MSC) is the control center for the cellular network, which coordi-
nates the actions of the BSC, provides general control, and acts as a switch and connection to
the public telephone network[15],[17]. As a result, it will have a variety of communication
links, such as fiber optic links, microwave links, and copper wire cables. These allow it to

communicate with the BSC, allowing it to route and control calls as necessary.
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2.2 BASE STATION OUTAGE

When there is a mobile network outage, the mobile network operators customers will be unable
to use the data, voice and any means of communication functions through mobile. Mobile
network outages occur due to various reasons. The main reasons for the outage is due to Base
station(BS) faults . A BS is a system in a mobile communication network that houses radio
receivers and is used for wireless communication between users and network providers that is
under the control of Base Station Controller (BSC) or radio network controller (RNC) and then
the exchange. BS is mainly composed of base Transceiver Station (BTS), antennas and physical
support for antennas. BTS is the radio and it produces energy in the form of electricity. The
electricity is carried up to the second component of the base station which is the antennas, over
thick coaxial cables. The antenna is the device that converts the electricity to electromagnetic

waves [4],[16].

To make communicate between two or more persons through a telecommunication network,
mobile switch makes a connection to the base station. The base station has to be connected
back to mobile switch. The mobile switch is capable of keeping truck of users moving around.
The connection between base station and mobile switch is called backhaul. If there is a fiber
between those two physical locations, they use fiber to connect the BS back to the mobile
switch. But if there is no fiber available, point to point radio backhaul will be used. We might
have the communications, the backhaul from the BS back to the mobile switch go through
multiple different tours with point to point radio systems before we finally get back to a mobile

switch[4],[16].

Base station sites are composed of different hardware elements: modems, switching units,
cables, cooling elements, energy elements, etc. This elements are interconnected as a result a
failure in one element will probably affect a smooth running of the hardware or make it break
down. For a example, the failure of the air conditioning system will affect all the hardware
installed in the room. The physical interconnection of elements of the mobile base stations
shown in the Figure below. In this study the cause for BS outage is generalized as ip equipment

failure,power failure,transmission equipment failure.
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Figure 2.2: Interconnection of equipment’s in base station sites [14]

2.3 FAULT MANAGEMENT SYSTEM

A telecommunication network consists of a number of interconnected components like switch,
transmission equipment, routers and RNC .These components can produce network alarms to
demonstrate sort of abnormal situation [3],[8],[12]. These alarms further help to monitor the
status and stability of the network element and the services carried over it using fault manage-
ment system. Fault management is one part of network management to collect and analyze
alarms. The network management is the collection of tasks performed to maximize availabil-
ity, performance, security and control of a network and its resources[7],[18].fault management
mainly deals with remotely controlling or Monitoring the status of network devices to avoid a

potential faults.

Fault management systems use network alarms to determine the nature and severity of the
faults and to drive the fault resolution. A fault is a malfunction that occurs on a network and
may cause errors. A fault can have various consequences such as making a network service
unavailable or degrading its performance [7],[8],[19],[12]. These network faults are represented
by alarms and the number of produced alarms varies greatly. From a logical point of view fault
management system collects network events and filters events which are alarms and group
alarms by common fault cause and lastly prioritize the fault resolution [1],[12],[20].

During network fault management, the monitoring team maintain and examine error logs ,
accept and act upon error detection notifications, trace and identify faults, Carry out sequences

of diagnostic tests and finally the fault will be Corrected by the operation and maintenance
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team. Managing faults in a telecommunication network can be conceptually divided in three

phases [8],[12],[21].

¢ Detection;
¢ Fault localization;

* Repairing.

Detection

The fault detection deals with discovering problems that affect performance or data transmis-
sion. Usually communication network devices provide indication in the form of alarms when
they sense malfunction. Thus, fault detection can be accomplished by using the alarms pro-
vided by the network element[12],[22].

Fault localization

Fault localization is also called Fault diagnosis which deals with pinpointing one or more root
causes of problems along with their specific location to the point where corrective action can
be taken [3],[5]. This is also referred to as fault isolation. This diagnosis can be performed
by analyzing and correlating the messages sent by network equipment’s as an alarm. Hence it
becomes a huge task for a network manager to manually sit and analyze each of these alarms,
fault localization model using neural networks is proposed in this paper to segregate them based
on their micro wave link topology to make a correct decision and take necessary actions to get
rid of the problem.

Currently, fault localization is being performed manually by an expert or a monitoring team
experienced in managing communication networks based on network disorder symptoms or
alarms displayed on a fault management system. For time critical systems it is required that
system must be up and running each and every minute. However, The monitoring team face
difficulties in problem management due to the hundreds of alarms issued by network devices.
As a result, the technicians are overburdened with thousands of alarms and are unable to inves-
tigate them all.

Repairing

Repairing is one operation of fault management performed on the faulty component to avoid

the overall impact on the whole telecom network [12].

13



ARTIFICIAL NEURAL NETWORK

This section covers the fundamental concepts underlying the most often used artificial neural

network (ANN) for data classification.

3.1 INTRODUCTION TO NEURAL NETWORK

ANN, which is one of the approaches in the field of artificial intelligence, was inspired by
the computational mechanism of biological nerve networks. ANN is a computer program that
mimics how the human brain does a task. It is composed of a large number of highly intercon-
nected information-processing elements called neurons to solve specific problems. A neuron
is a computational element, and is the building block of an ANN [23],[24]. The ANN model

consists of three basic elements [24],[25],[26] :

* A set of connecting links, each of which is characterized by a weight;
* An adder for summing the input signals, weighted by the respective weight of the neuron;

* An activation function for limiting the amplitude of the output of a neuron.

The most common type of ANN consists of three layers: input, hidden , and output. The raw
data fed into the network is represented by the activity of the input units, and each neuron has
a set of inputs. Each link between the input and the hidden layer is represented by synaptic
weights. The activities of the input units and the weights on the links between the input and
hidden units determine the activity of each hidden unit. The output layer generates output

based on the input, hidden unit activity, and hidden/output unit weights[23],[25],[26].

3.2 ARCHITECTURE OF NEURAL NETWORK

The network topology or architecture refers to the way neurons are organised in a neural net-
work. Neural network architectures are roughly divided into feed-forward and feedback archi-

tectures [24],[26]. Signals in feed-forward networks flow in one direction only, whereas signals
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in feedback networks can flow in both directions. The architecture of ANN used in this study
is feed-forward networks and depending on the type of the connections between the neurons, it

is further grouped as [23],[27],[28],[29]:

* Feed forward artificial neural network(FFNN)

* Cascade forward artificial neural network (CFNN)

3.2.1 FEED-FORWARD NEURAL NETWORK

FFNN are classified as single layer and Multi-Layer Feed-forward network based on the num-
ber of layers [30]. In a multi-layer FENN, there is at least one layer of hidden neurons between
the input and output layers [27],[28],[29]. These architecture allow signals to travel from in-
put to output in one direction only, hence there is no feedback. The signal is carried out from
the input layer to the hidden layer in the weighted form. The activation function on the layer
processes signals that enter the neurons in the hidden layer [26],[30],[31]. In the hidden layer,
the weighted total of each neuron’s output is then sent to the output layer. This layer’s activa-
tion function analyses the incoming signal before sending it to the output layer. Typically, the
output layer’s activation function is identity mapping, which ensures that the output received in

this layer is identical to the incoming signal.

Neural network architectures are trained through various learning algorithms for producing
most efficient solutions. There are different types of algorithms to train a neural network.
Some of them are gradient descent, newton method, conjugate gradient, quasi newton method
and Levenberg-Marquardt . In this paper, ANN model with gradient descent training algorithm
is built. To apply gradient descent, back propagation learning algorithm is used. Among many
other learning algorithms, back-propagation algorithm is the most popular and the mostly used

one for the training of feed-forward neural networks.

Backpropagation is the process of updating the weights of the network in order to reduce the
error in prediction as the main intention of training the network is to minimize a cost function

[24],[27],[28].
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The procedure used to carry out the learning process involves the following steps [23],[29],[30],[32].

1. Initialization: Initialize the weight randomly.

2. Forward computation: Train the model using the training set by propagating the input

signals through the network layer by layer.

3. Backpropagation. Compute the error signals corresponding to each neuron.

Figure 3.1 shows the multi-Layer feed-forward neural network with n input neuron, m output

neuron and one hidden layer with m neurons.

71_ouT

Input Layer Hidden Layer Output Layer

Figure 3.1: Feed-forward neural network architecture

3.2.2 CASCADE-FORWARD NEURAL NETWORK

CFNN is the other classes of the forward neural network. CFNN is almost the same as that of
(FFNN). The main difference is that, in case of CENN, there is direct link between the input
layer and the output layer, in addition to the indirect link through the hidden layer as shown in
Figure 3.2. In CFNN, each neuron in the input layer is attached to each neuron in the hidden

layer as well as each neuron in the output layer [28],[33],[34].
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Figure 3.2: Cascade-forward neural network architecture

3.3 THE LEARNING PROCESS

Neural networks have already been shown to be helpful in medical diagnosis, and they could be
useful in fault diagnostics by extracting patterns and detecting trends that are too complicated

for people or other computer systems to observe.

There are many different algorithms that can be used when training artificial neural networks
with their own advantage and disadvantage. As mentioned in the above section gradient descent
training algorithm with backpropagation learning is used for this study. The main objective of
the learning process is to map the input features to a correct output by altering the network’s
weights. All learning methods used for neural networks can be classified as Supervised learning

and Unsupervised learning [35],[36].

Supervised learning is a technique that uses an external teacher to provide a desired input and
output features while training the network. So during the learning process each output unit is
told as a response to input signals [36],[29]. An important issue concerning supervised learning
is to minimize an error between the desired and computed unit values by updating its weights

based on its target output and actual output and make corrections to the network.
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There are many different supervised learning algorithms but the most popular one is backprop-

agation.

Unsupervised learningis also referred to as self-organization, in the sense that the neural net-
work is only given a set of inputs and it’s the neural network’s responsibility to find some kind

of pattern within the inputs provided without any external aid [36],[37].
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CORRELATION ANALYSIS AND FAULT LOCALIZATION

This research has two sections. One is the alarm correlation analysis part and the other is
modeling a fault localization using artificial neural network and identifying a well performing

neural network architecture to model fault localization.

4.1 ALARM CORRELATION ANALYSIS

Correlation analysis is a technique that deals with finding the association between two or more
variables [38]. The correlation analysis in this study is not performed as one task of data pre-
processing rather it is considered as a technique to figure out the association between network
equipment alarms. Hence, these portion of the research is mainly performed to identify the
association between the alarms and classify the alarms as parent and child alarm. The relation-
ship or the correlation between variables is determined numerically by a decimal value called
correlation coefficient[38],[39]. Among many types of correlation coefficients, Pearson corre-
lation coefficient(r) is the one used here to understand and analyze the strength of correlations

between alarms as it is the most often used one.

The value of the correlation coefficient varies between +1 and -1 in terms of the strength of the
association. Based on the value of the coefficient, the correlation strength can be determined.
A value of 1 shows that the two variables are perfectly associated or strongly correlated. As the
correlation coefficient value goes towards 0, the relationship between the two variables will be
weaker, whereas a negative sign indicates a negative correlation. A correlation coefficient with
a higher number value indicates a strong correlation between two variables and a lower value

indicates otherwise.

To calculate Pearson’s correlation coefficient first, the covariance of the two variables and the
standard deviation of each data sample should be calculated and then divided the covariance by

the product of standard deviation.
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The formula shown in Equation 4.1 is used to compute the Pearson correlation coefficient

between two variables X and Y . [38].

. covariance(x,y) @.1)
0,0y

Where r is the correlation coefficient, Covariance(x, y) is the covariance, and o, and oy are the
standard deviations of x and y, respectively. The correlation coefficient can also be calculated

using the following formula if the dataset involves more than two set, x1, x2, . . . , xn and y1,
y2,...,yn.

_ (i —X)(yi— )
VI (xi—%)2(vi—y)?

r

4.2)

Where r is the correlation coefficient, n is the sample size, x; and y; are the i’k data values, and

X,y are the mean values.
4.2 CORRELATION ANALYSIS METHODOLOGY

In this research, identifying the correlation among alarms of different network equipment in
order to identify the strong predictor alarm for BS outage is performed. To get the correlation
analysis result the following steps or procedures have been used. The procedure of correlating

alarms involves the following tasks as shown in Figure 4.1.

Data collection

.- Correlation analysis 7 )
] Visualization and

Pearson correlation reporting

. . analysis
Data preprocessing

Figure 4.1: Methodology for correlation analysis

4.2.1 DATA COLLECTION

History alarm data is collected from the network management system. A lot of historical alarm
data is stored in the database of network alarm. The stored alarms or the kind of network status
information and its format depends on many factors, such as configuration, type, and vendor of

the nodes and network equipment. But for this research alarms are collected from the Huawei
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radio access network sites, more specifically the base station alarms. It includes the fields such

as Site Name, Alarm Name, Event Time and Severity as shown in Table 4.1.

Table 4.1: Attributes of alarms with their description

Field Description
Severity Priority state of the alarm
Alarm Name | Name identifying the alarm kind
Alarm ID ID identifying the alarm kind
Site ID ID identifying Network equipment producing the alarm
Site Name Name identifying the Network equipment producing the alarm
. The specific location of the NE that produced the alarm. Eg north region,
Region/zoon

west region, east region, west Addis Ababa zone, etc.

Device Type | The type of the device is categorized as power equipment, transmission, and IP
Location Info | The general information about alarms location alike

Occurred time | The specific time when the alarm occurred on

Cleared On The specific time when the alarm cleared on

Duration Calculated time interval between the occurring and cleared time of the alarms

4.2.2 DATA PREPROCESSING

Categorizing alarms

There can be different situations due to which a large amount of alarm message is encounter
from different devices. An alarm appear when one or more radio links between network ele-
ments in network fail due to failure of a Power equipment, transmission equipment, IP equip-
ment.In order to analyze the association between alarms,the network alarms are grouped based
on their network equipment.

Aggregation of Data

The alarm data is aggregated based on their site ID first then to ensure the alarm sequence or
time series similarity the alarm data is aggregated using their occurrence time.

Data cleaning and Attributes selection

In order to perform useful alarm correlation, data cleaning is very important because alarm
data is either incomplete or contains more redundant information, but it contains some valu-
able information. The operations of data cleaning include selecting the needed attributes and
removing those redundant information. Alarms of specified network element or the specified

time period is filtered.
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Feature extraction

The other operation of data preprocessing is dealing with data types. Data types can be classi-
fied as numeric, categorical and ordinal. The alarm log has a categorical data type as a result
the value of the alarm attributes need to be converted into meaningful features to perform a cor-
relation analysis. Therefore the categorical data type of the alarm log has to be converted into
a numeric feature by creating dummy features. The alarms are coded in binary data (0’s and
1’s) according to their occurred and cleared time. In the set of dummy features,1 indicates that
the observation belongs to that category and O indicates that the observation doesn’t belongs to

that category.

4.2.3 PEARSON CORRELATION ANALYSIS

After preprocessing the alarm data, identifying the alarm that have strong impacts on BTS
outage will take place using a correlation analysis technique. Pearson correlation coefficient is
adopted to discover the relationship between alarms. The Pearson correlation coefficient value
is used to figure out the strength of the relationship between alarms [39]. Pearson correlation

coefficient between two alarms can be calculated using the formula described in equation 4.1.

Python programing language is used in this research to calculate the Pearson’s correlation co-
efficient with a built in function called pearsonr () .The result of the calculation or the result of

the correlation coefficient can be interpreted to understand the relationship.

4.2.4 VISUALIZATION AND REPORTING

A visualization tool called heatmap is used to interpret and visualize the correlation between
alarms. Correlation heatmap is a graphical representation of correlation matrix representing
correlation between different variables [40]. Heat maps use colors to communicate numeric
data by making tables easier to interpret. The colors are used as a measures of the strength of
the associations. The associations are then expressed as a set of rules. Hence, in this research,
all alarms from different network equipment are carefully analyzed to extract the parent and
child alarms by interpreting the Correlation heatmap using the color rules. A correlation rule
is then identified by visualizing the Correlation heatmap to be used in the second part of the

research which is fault localization using neural networks.
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4.3 MODELING FAULT LOCALIZATION

This part of the research paper concerns with modeling fault localization using artificial neural
network processing. The main aim of building this model is to help the monitoring team while
making decisions during fault management. In current situation, the monitoring teams are
expected to figure out the location of the fault as well as the initial cause for every BTS outage
manually and it is very time consuming. So, to get rid of all the consequence that came along
with manual processing, modeling a system that support fault localization using neural network
is proposed in this paper. The neural network classifies the specific location of the fault along
with the problem corresponding to the alarm logs in the specified time period. Power problem,
transmission problem and Ip problems are addressed as the main causes for the BTS outage. In
this research paper, a model is built following the procedure that is shown in Figure 4.2. A feed-
forward neural network and cascade neural network is selected among all the available neural
network architectures because they are the most commonly used architectures for classification

problems. Their performance will be compared at the end.

Datacollectionand || Selectnetwork | | Selecttraining |

data pre-p[ocessing type/Ar chitecture algorithm
Analyze the network | Initialize weights and
—
performance train the network
|
v

\ Use network /

Figure 4.2: Steps to build neural network model

The following specific tasks must be completed in order to attain this goal.

* Preparing the dataset.

* Developing the supervised ANN model.
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4.3.1 PREPARING THE DATASET

Data collection

To build a useful fault localization model alarms coming from all the devices forming the
network are needed. In addition to alarms, the association between alarms of each equipment
as well as topological information or network topology is important. Alarms of the network
equipment and topological information are gathered from the existing fault management system
database. The existing fault management system includes different database engines coming
from different vendors. Three of the main vendors for ethiotelecom are Huawei, ZTE, and
Ericson. These vendors use different database engines for the network management system. For
this study, only Base station alarms that demonstrate power problem, transmission problem, Ip
problem, and BTS are extracted to be used as an input for the proposed model. The correlation
rule acquired from the correlation analysis section of this paper is also used as one information
while preparing the dataset.

Preprocessing

The preprocessing phase is used to clean and organize the alarm data to prepare the data in
a way that is suitable for developing the proposed model. From the perspective of machine

learning, Preprocessing step involves both:
* Data engineering;
* Feature engineering.

Data engineering:is the process of converting raw data into prepared data.In order to prepare

the data the following tasks are performed in this study.

» Categorizing alarms:The collected alarm data is composed of the base station site ID,
the alarm name, alarm ID, Network equipment type, Region, occurrence time and cleared
time. To prepare the alarm data for the proposed model, the topological data is used.
Since base stations are connected to each other via multiplexing transmission system,
network elements of base station sites who have topological relationship regarding with
their microwave radio transmission link is extracted using their site ID. Then selected
alarms of base station sites which are under the same microwave links or who have topo-

logical relationships is categorized or gathered in one cluster or group and store them in
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a csv file. Number of base station sites under each category is different.in this section
alarms of the selected equipment’s that has a high correlation with the alarm that shows

the BTS outage is used or selected.

* Aggregation of Data:once BTS sites are gathered in one group or cluster, alarms of the
selected network equipment’s will be aggregated based on their occurrence and cleared
time. The base station sites which are under the same microwave links and whose occur-
rence and cleared time fall in the same time interval are merged in one cluster. The time
interval is considered as cluster borders. This approach involves identifying patterns of
alarms by considering the time interval. That is, the instances to aggregate are defined

through temporal window time.

* Attributes selection:This step is mainly used to identify and remove redundant and irrel-
evant information. Therefore, after aggregating the alarm data selecting the useful alarm
attributes to identify frequent pattern rules is very important. Even though the alarm has
many attributes only the site ID and the alarm name is selected here using filter method.
The patterns or rules are extracted for the purpose of identifying the root cause and fault

localization.

Feature engineering: is the other task involved in data preprocessing steps and its main pur-
pose is to change the prepared data into suitable format to create the features expected by the
machine learning model. This includes changing the data type of the new features into numer-

ical data type to be used by the model during training and testing phase.
4.3.2 DEVELOPING THE SUPERVISED ANN MODEL

This section is concerned with building the neural network model. Due to several possible
causes and location of cause’s availability, multiclass classier is required. In this study feedfor-
ward neural network and cascade neural network is used to process the multiclassification. As
discussed in chapter two of this paper, the network topology defines the ways the nodes will
be connected and organized. The two artificial neural network models are similar in everything
except that in the cascade forward neural network architecture each layer of neurons are con-
nected to all layer of neurons. The architecture can be built from one input layer, one output

layer and single or multiple hidden layer.
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In this research, the Cascade forward neural network and feed forward neural network is applied
for fault localization modeling purpose Thereby, the neurons in the input layer are the alarm
name and the site ID’S, whereas the output is the site ID plus the initial cause of the BTS
alarms. The architecture of feed forward neural network and cascade forward neural network

is shown in Figure 3.1 and 3.2.

The input layer contains neurons that match with the number of the selected features. The
features that are selected in this study are alarm name and site ID. Therefore the number of
neuron depends on the number of site ID’s that is included in the data set plus the alarm names.
The number of alarm names included in the data set are fixed because only alarms that are

highly correlated to the BTS outage alarm are taken during the alarm correlation analysis stage.

The neurons in the output layers also depend on the number of class that are considered as
a target. In this study the target is the type on the fault or the initial cause (power, IP or
transmission problem) and the location of the problem (described using the site id). Therefor
the number of neurons in the output layer depends on the number of site ID’s that are included

in the prepared dataset.

The other layer is the hidden layer which is where the processing part is performed. The
hidden layer executes two operational functions.one is summation function and the other is an
activation function. The summation function is the first step, and in this part, each input to ANN
is multiplied by its respective weight and then, the products is cumulated into the summation
function (}). A bias value is then added with the weighted sum of the inputs .a bias value is
used to regulate the output of the neuron in association with the weighted sum of the inputs.
The activation function is the second step; which converts the input signal, received from the
summation function module and transform it to an output of a neuron for an ANN model. The
number of neuron in the hidden layer of the neural network has nothing to do with The selected

features included in the data set, for both feedforward and cascade neural network.

4.3.3 TRAINING AND TESTING OF ANN

After selecting and building the FFNN and CFNN architecture the next step is to train and test
the model using the prepared data set. To do so the data set is split into training set and testing

set. The training of the ANN is accomplished through a learning process. The procedure used
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to carry out the learning process in neural network is called optimization algorithm or optimizer.
There are different types of optimizers as described in chapter two. Among all the available
training algorithms, for this study, a gradient descent algorithm is selected to train the model.

To apply a gradient descent to the neural models backpropagation learning algorithm was used.

4.3.4 PERFORMANCE EVALUATION METRICS

Performance measures are used to select the better model. This section examines the most
commonly used performance measures for selecting the best neural network model. Mostly
classification accuracy is used to measure the performance of a model. However there are
several standard metrics to evaluate classifier models. In this study, the Confusion matrix and
some other standard metrics such as Mean Absolute Error (MAE), Mean Square Error (MSE),

and Mean Relative Error (MRE) are discussed.

Confusion Matrix : is an N x N matrix used to visualize and evaluate the performance of a clas-
sification model, where N is the number of output or target classes. The number of predictions
produced by the model where it classified the classes correctly or erroneously is represented by
each entry in a confusion matrix. The matrix compares the actual target values to the model’s
predictions. This gives us a complete picture of the classification model’s performance and the
types of errors it makes. Confusion matrix for a multiclass problem depends on the number of

target classes [41].
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Figure 4.3: Multi-Class Classification Confusion Matrix
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Unlike binary classification, there are no positive or negative classes. Due to this finding true
positive (TP), true negative(TN), false positive(FP), and false negative(FN) may seem tough
at first, but it’s actually quite simple and for each class it can be calculated by adding the cell

values as follows:

Class 1 Class 2 Class 3

TP = celll TP = cell5 TP = cell9

FP = cell2 + cell3 FP = cell4 + cell6 FP = cell7 + cell8

TN = cell5 + cell6 + cell8 + cell9 TN = celll + cell3 + cell7 + cell9 TN = celll + cell2 + celld + cell5
FN = cell4 +cell7 FN = cell2 +cell8 FN = cell3 +cell6

Confusion Matrix forms the basis for the other types of metrics. Hence, with the help of TP,
TN, FN, and FP, other performance metrics for each class can be calculated.
Accuracy:is a measurement of correctly predicted instances from the total data. It is the ratio
of number of correct predictions to the total number of input samples. The accuracy of the
model is calculated using Equation (4).

TP+TN

Accuracy = 4.3)
TP+TN+FP+FN

Precision: It is used to measure the proportion of positive data instances that a model classified
as positive. The precision metric takes into account all positive predictions and ignores the
capabilities of a model to recognize negative classes. The precision value is calculated using
Equation (4.4). The precision value lies between 0 and 1.The higher the precision is, the lower

the number of false positive errors committed by the classifier.

TP
Precision = ——— 4.4)
TP+FP
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Recall:It is a percentage of positive cases properly predicted by the classifier in a model. It
is determined using Equation (4.5), which divides the number of valid positive outcomes by
the total number of relevant samples. The lower the number of cases misclassified as negative,
the greater the recall value. As a result, a model with no false negatives (FN) has a one-recall
value.

TP

Recall = —— 4.5)
TP+ FN

Error measurement: is the other way to evaluate the prediction accuracy of ANN models is
to perform error measurement. Mean Absolute Error (MAE) and Mean Square Error (MSE)

are employed for comparative evaluation of the performance of each model.

Mean Absolute Error (MAE): is a straightforward method of determining the magni-
tude of an inaccuracy. It refers to the magnitude of difference between the prediction of
an observation and the true value of that observation and takes the average of the abso-
lute differences between the predictions and the observed values. The MAE value ranges

from O to infinity, with O being the best possible value.

1 N
MAE = N Z |Actualvalue — Predictedvalue| (4.6)
i=1

Where N is the number of data patterns in the independent data set.
Root Mean Square Error (RMSE): measures the quadratic mean of the differences
between the predictions made by a model and the actual values. The measure is always

positive or 0. Values closer to 0 are better than higher values.

1 N
RMSE = \/ﬁ Z(Predictedvalue — Actualvalue)? 4.7
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EXPERIMENT APPROACH

This study has exploited correlation analysis to identify relevant attributes in the dataset which
have a significant impact on the BTS outage and neural network-based fault localization to
identify the initial cause and the location of the problem. Hence, the experiment for this re-
search is divided into two parts. The first is the correlation analysis, and the second is the
use of neural networks to model faults localization. The correlation analysis is performed first
and then modeling the fault localization using the two architectures of neural network is con-
ducted next using the correlation analysis result, the history alarm, and the network topology.
The experimental dataset, experimentation Scenarios, and analytical results for the proposed

methodologies are described in this chapter.

5.1 CORRELATION ANALYSIS SCENARIO

The steps taken in this research study to perform correlation analysis are discussed in the sub-

sections below.

5.1.1 DATASET FOR ALARM CORRELATION ANALYSIS

This section describes the relevant datasets which are used for correlation analysis. Before
applying the correlation analysis approach, relevant dataset is prepared following the prepro-
cessing technique outlined in section 4.2.2 of this paper. This dataset is prepared using his-
torical alarms to undertake alarm correlation analysis in order to mine alarm rules indicating
the influential alarms. The original alarm data was first gathered from ethiotelecom’s existing
fault management system. Currently, ethiotelecom is collaborating with a number of vendors,
including ZTE, Huawei, and Ericsson. There are a variety of network management systems
available, each of which uses a different database engine coming from this different vendors.
Huawei iManager 2000 (for Huawei Technologies” DWDM and SDH nodes), Huawei iMan-
ager u2000 (to manage Huawei mobile network elements), ZTE Netnumen u31 (to manage

ZTE mobile network elements), Ericsson citrix (to manage Ericsson mobile network elements),
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and Huawei iManager NetEco (to manage Huawei mobile network elements) are some of the
network management systems (to manage Huawei power equipment).For this study, a total of
six hundred Thousand alarm logs or records were collected within 30 days from 441 Huawei
BTS sites. The original alarms usually contain different attributes. The following attributes are
commonly seen in original alarms: alarm name, alarm ID, equipment name, equipment type,
equipment address, severity, occurrence time, cleared time, site ID, subnet, and so forth. Some
of the attributes provide similar information.so to start with, we extract the seven important

attributes as shown in Figure 5.1.

Alarm name

Alarm ID

Equipment name

Equipment type

Equipment address

Region

Severity

Qccurrence time Extract
Cleared time

Site name

Site ID Cleared time
BTSID
Subnet

i

Figure 5.1: Extraction of original alarm attributes.

As a startup, the alarms are categorized based on their equipment type as power alarm, trans-
mission alarm, Ip alarm and BTS alarm to analyze the correlation between alarms that demon-
strate the BTS outage and alarms that demonstrate the faulty of other network equipment found
within the base station. And finally, distinguish the parent and child alarms. Therefore in this

work, three types of datasets have been considered based on the categories of the alarm logs:

* Power equipment alarm dataset for evaluating correlation with BTS alarm.
* [P equipment alarm dataset for evaluating correlation with BTS alarm.

* Transmission equipment alarm dataset for evaluating correlation with BTS alarm.

After categorizing the alarms, only those alarms with critical severity level are filtered and
considered for this study specifically .as their severity level indicates, this alarms need very

serious attention because they have direct relation for service outage. Whereas, other alarms
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which have major or minor severity levels are warnings and has nothing to do with service
outage directly. But it doesn’t mean alarms with minor or major severity levels doesn’t need to
be fixed as they have long term effect on the network service. An alarm called NE disconnected
is selected from BTS related alarms because this alarm is the one which demonstrate the BTS
outage. If the NE disconnected alarm appears on the fault management system, it signifies
that the base station site associated with this alarm is neither operational nor delivering service.
Hence, the correlation between this alarm and other categories of alarms is the main concern
of this study.

Dataset 1: is composed of Power equipment alarm and BTS alarm.

There are many different types of Power equipment in one base station and those equipment’s
produce several types of alarms which indicate their malfunction, but only alarms with critical
severity level are considered and analyzed in this research paper. Severity level is one attribute
of an alarm. As described in the above sections alarm name, occurrence time, cleared time,
alarm ID, region of the alarm source and the site ID of the alarm are also alarm attributes.

Table 5.1, shows Power equipment alarm names along with their description.

Table 5.1: Power equipment alarms and their description

 Alamname |

Mains failure The commercial electricity that powers a system or circuit is gone

Diesel generator startup failure | When the diesel generator fail to start function.

DG Running The DG is on working mode.
The bus bar voltage is the battery voltage if the battery is connected to the
power system. The voltage should be between 43.2 and 57.6 Vdc. More
specifically, a low voltage reading of 42Vdc and a high voltage reading of

Bus Bar Under voltage

58Vdc are required.
Air-condition Failure This means the air conditioner fails to work due to many reasons.
Battery Discharging Battery loosing voltage or energy.

Stands for load low voltage disconnected.
Produced when the load connection voltage is below the threshold which is

LLVD 48V DC in context of Huawei due to AC power failure or loads are manually
disconnected.
Stands for Battery low voltage disconnected.

BLVD Produced when the battery connection voltage is below the threshold which

is 43V DC-in the context of Huawei due to AC power failure or batteries are
disconnected manually.

The RADIO_TSL _LOW is an alarm indicating that the radio transmit power is
RADIO_TSL_LOW (635) very low. This alarm is reported when the detected transmit power is less than
the lower power threshold of the RFU/ODU.
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Dataset 2: is composed of transmission equipment alarm and BTS alarm.

RTNO905, RTN950 and RTNS8O are the Transmission equipment’s that are found in base station

sites. This equipment generates a variety of alarms. Table 5.2 lists the alarm names and de-

scriptions for those alarms with a critical severity level.

Table 5.2: Transmission equipment alarms and their description

BD_STATUS (119)

The board cannot be detected

ETH_LINK_DOWN (12793) | The link connected to an Ethernet port is interrupted

ETH_LOS (235) The loss of Ethernet port connection.

MW _LOF (631) The radio frame is lost.

NE_COMMU _BREAK (1) The communication between an NE and the NCE is interrupted

NE_NOT_LOGIN (2) NE is not logged in

R_LOF (8) Frames are lost on the receive side. This alarm is reported when the OOF state lasts for three milliseconds.

RADIO_RSL_LOW (638)

The radio receive power is very low. This alarm is reported if the detected receive
power is equal to or lower than the lower threshold of the RFU/ODU

RADIO_TSL_LOW (635)

The RADIO_TSL_LOW is an alarm indicating that the radio transmits power is very low.
This alarm is reported when the detected transmit power is less than the lower power
threshold of the RFU/ODU.

Dataset 3: is composed of IP equipment alarm and BTS alarm.

The IP equipment’s in the access side of the network are ATN950B and CX600. This equip-

ment produce different type of alarms. IP equipment alarm names with critical severity levels

along with their description is shown in Table 5.3.

Table 5.3: IP equipment alarms and their description

Alarm name Description
The physical interface’s state has changed to down and due to this
Physical Port Down traffic forwarding on the physical interface will be affected as a result
of this.
Device Offline The server cannot be connected to the device through ICMP/SNMP.
The optical module experienced a complete failure when the input optical
. . power was too low. Due to this Services on the optical module will be
Optical Invalid . .
affected, and error codes or packets may occur, or services even be interrupted.
Thus, a speedy solution is required.
Link Down The link protocol is Down and due to this the interface cannot forward packets normally.
Board Fail Board registration failed or Board Fail
Fan Remove The fan module was not installed in the slot.
Card Invalid The service logic on the sub-board malfunctions or sub card registration failed

Eth-Trunk Member Down

All of member interface’s physical status are down.

LOF(R_LOF)

1. Received signals were attenuated significantly.
2. The peer device sent unframed signals.
3: The local device had a fault on the Rx side.

Once the alarms are categorized, the alarms are then aggregated using their site ID and their

occurrence and cleared time. And data cleaning is performed afterward.
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After aggregating and cleaning the alarm data, time segmenting is implemented using the oc-
currence and cleared time of the alarms under the same site ID for each category. Because
of the complexity of the network itself and its physical and logical correlation, single fault
may lead to a large number of alarms. These alarms triggered by the same failure occur in-
evitably at the same or similar time. That is to say, the alarms with the similar start time may
have relationship, and those with longer time interval may not be caused by the same fault. In
the original alarm data, time duration of the alarms are considered as cluster borders. Alarms
which demonstrate the BTS outage and alarms which demonstrate one of the network equip-
ment malfunction is considered as one cluster to implement the time segmentation. The time
segmentation is performed to visualize the alarm sequence and later to calculate their correla-
tion and identify frequent pattern rules. Even though the alarm has many attributes only the site
ID and the alarm name is selected here using filter method. The patterns or rules are extracted

for the purpose of identifying the initial cause alarm of the NE disconnected alarm.

Once the alarm of the same site id is segmented based on their time interval the next step to
prepare the data set is to deal with the data type of the alarms. Since the alarm logs has a
categorical data type it has to be converted into a numeric feature by creating dummy features
to perform a correlation analysis.to do so, the alarm names are coded in binary data (0’s and 1’s)
according to their occurred and cleared time.in the set of dummy features, 1 indicates that the
alarm name belongs to that time segment and 0O indicates that the alarm name doesn’t belongs

to that time interval.

5.1.2 ALARM CORRELATION ANALYSIS

Experiments were conducted using the datasets prepared for the correlation analysis purpose to
identify interesting relationships in the dataset. These relationships help us realize the relevance
of alarms with respect to the target alarm or in other word it helps us identify the parent and
child alarm of the base station. Since the intention of the analysis is to identify the root alarm
which initiate the alarm that demonstrate the BTS down status, the power equipment alarm ,the
transmission equipment alarms and the IP equipment alarms are considered as an independent
attributes and the BTS alarm referred as NE disconnected is the dependent attribute. But since
there are several alarms that demonstrate the network equipment status Person correlation anal-
ysis technique is used to calculate the correlation between those network equipment alarms

with BTS alarm. Python program is used to perform the person correlation analysis.
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To build the correlation matrix, Pandas .corr () function is used. Pandas is a software library
written for the Python programming language for data manipulation and analysis and corr()
is a built-in method to calculates the relationship between each column in the data set. The
correlation value is visualized using Heatmap. The heatmap help us to analyze the value of
the correlation result by representing each value using different shades of color. The Seaborne

Python package is used to create Heatmap.

5.2 FAULT LOCALIZATION USING NEURAL NETWORK

The steps taken in this research study to build the fault localization model are discussed in the

subsections below.

5.2.1 DATASET FOR THE NEURAL NETWORK

This dataset is created utilizing historical alarm data from Ethiotelecom’s existing fault man-
agement system, the network topology database, and the alarm rules established through cor-
relation analysis in this study. Two procedures are followed to prepare the data in a way that is

suitable for developing the model:The two procedures are:

* Data engineering;

* Feature engineering.

Data engineering

As mentioned before this procedure deals with converting raw data into prepared data.to do so,
first the base station sites which have a microwave link is extracted using the network topology
database. The network topology data shows the microwave link between BTS’s of each base
stations. The ethiotelecom network is divided into different areas regarding with their regional
location as north region, west region, south region, east region and Addis Ababa. This areas are
again subdivided into different subareas regarding with their micro wave links, each subarea

consists of a group of BTS sites and MW links.

Only the Addis Ababa region has been chosen as a research target in this study. Because
the other regions networks were not stable due to the country’s current situation, most BTS
statuses were down due to the same particular reason throughout the data collection time. In

reality, collecting various types of alarms proved nearly impossible.

35



As we continue with the Addis Ababa region, the Addis Ababa region is subdivided into five
zones (WAAZ, EAAZ, NAAZ, SAAZ, and CAAZ). To reduce the complexity of the problem,
west Addis Ababa zone was selected because large number of alarms were occurred in this
specific zone during the data collection period relative to the other Addis Ababa zones as shown

in Figure 5.2.
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Figure 5.2: Number of alarms per Addis Ababa zones

Since the WAAZ network is divided into different subareas depending on their micro wave
link, BTS sites which are under the same micro wave link is selected and represented by one
neural network architecture for this experiment or case study. For instance the BT'S sites shown
in figure share the same microwave link and they are represented by one neural network. This
is just for the sake of reducing the complexity of the problem.it is possible to assign more
subareas under one neural network but it needs more energy and time to analyze the microwave
link between each BTS sites and perform the preprocessing step to prepare the data set .and
plus the objective of the research is to evaluate the model performance. The status of the hub
site affect the status of the down sites, if they are under the same microwave link topology
and this is why the network topology is considered while preparing the dataset.As mentioned
in the previous sections, the original alarms usually contain different attributes, but here only

important attributes are extracted to prepare the dataset.

The alarms occurrence and cleared time is utilized to aggregate alarms of the selected base
station which are categorized under the same group. Aggregating the alarms makes the process
of identify patterns of the alarm easy. To prepare the pattern, the site ID and the alarm name

attributes are selected. The patterns or rules are extracted for the purpose of identifying the root
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cause and fault location as the alarm name indicate the initial cause and the site ID indicates the
location of the problem. Hence the output is labeled as power or Ip or transmission problem at
that specific site ID. Therefore the model is expected to classify the incoming alarm based on
their alarm name and site ID.

Feature engineering

Once the data is prepared the next step is to make the data type of the selected attributes or
feature suitable for the model that is going to be developed. Neural network model are com-
fortable with numerical data types therefore each active alarm name and site ID is represented
as 1 value and the inactive alarm name and site ID is then noted as 0 value. On the output or
the target site related fault location site ID and the initial cause of the fault are represented as 1
and the rest is represented as 0. The operation ,converting categorical features of the alarm to
a numeric representation, is performed using python programming language using a function

called Dummy().
5.2.2 BUILDING A NEURAL NETWORK MODEL

Once the data is prepared the next step to build a model using a neural network is selecting a
neural network architecture. Among all the available architectures, Feed forward neural net-
work and cascade forward neural network is chosen because in literatures this two are the most
commonly used architecture for classification problems. The prepared data is divided into the
training and test samples and passed this data to the selected neural network architectures. 80%

of the sample is used as training samples and 20% was used as testing sample.

A three layer neural network is considered sufficient for this study and Python program is used
for developing neural network model. Python provides necessary functions to quickly create,

train and test the neural network. It also provides ready to use training algorithms.

As mentioned before, the west part of Addis Ababa has been chosen to be a case study and this
part is divided into different subareas containing different group of BTS sites regarding with
their microwave link. The one selected for this study or experiment contains 8 group of BTS
sites. A training sample of 104 patterns, each pattern formed by input and output vectors, has

been prepared for training.
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Both CFNN and FFNN is composed of 14 input nodes, 10 hidden nodes, and 27 output node.
The number of input nodes was the number of alarm names and the number of site IDs in
the dataset. The number of output nodes was the number of the initial causes (power, IP, and
transmission) plus the number of site IDs in the dataset. The number of neurons in the hidden
layer is chosen by the model’s performance. It was chosen in such a way that the model’s
training could be completed quickly and accurately. During the training phase, the maximum
number of epochs is set to 100, and the network is configured to train until the maximum
number of epochs is reached, at which point network performance is evaluated. The network
configuration is then modified based on network performance by increasing or decreasing the
hidden nodes. The neural network’s weights and biases were set using the gradient descent

back-propagation algorithm.
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RESULTS AND DISCUSSION

6.1 RESULTS OF CORRELATION ANALYSIS

This study has exploited correlation analysis approaches to identify relevant alarms of base
station network equipment in the dataset which has a significant impact on the BTS down
status alarm. By using a pandas.corr () function the person correlation coefficient is calculated.
The result is then visualized using a heatmap. As mentioned earlier in this paper, a heatmap
is a method of graphically representing numerical data where the value of each data point is
indicated using colors. A heatmap contains various shades of colors for each value to be plotted.
Usually, the darker shades of the chart represent lower values than the lighter shade. Pearson
correlation is applied on the three datasets prepared previously on this paper for the correlation
analysis purpose. The interpretation of the heatmap for each dataset is discussed separately.

Correlation analysis between:

1. POWER EQUIPMENT ALARMS AND BTS ALARM
There are several alarms that demonstrate the power equipment status in base stations.
Using dataset], the association between power equipment alarm and the alarm that demon-
strate BTS outage is analyzed. Figure 6.1 presents the heatmap to visualize the correla-
tion between power equipment alarm and BTS alarm. Here the highest correlations are

observed between:
* An alarm named with NE is Disconnected looks to be highly correlated with LLVD
and BUS BAR undervoltage

* BUS BAR under voltage looks to be highly correlated with LLVD.But based on

their functional behavior this two alarms get produced in sequence.

¢ The rest of alarms have the least correlation with BTS. Hence, it is considered as

having no direct impact for the BTS outage.
But here the LLVD alarm is selected as the one which has the highest impact on the BTS
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Figure 6.1: Correlation between power and BTS alarm
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2. TRANSMISSION EQUIPMENT ALARMS AND BTS ALARM
There are several alarms that demonstrate the transmission equipment status in base sta-
tions. Using dataset2, the association between transmission equipment alarm and the
BTS alarm that demonstrate BTS outage is analyzed. Figure 6.2 presents the heatmap to
visualize the correlation between transmission equipment alarm and BTS alarm. Here,

the highest correlations are observed between:

* An alarm named with NE is Disconnected looks to be highly correlated with NE
COMMUNICATION BREAK and ETH-LOS.

¢ The rest of alarms have the least correlation with NE is Disconnected.Hence, it is

relatively considered as having no direct impact for the BTS outage.
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Figure 6.2: Correlation between Transmission and BTS alarm
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3. IP EQUIPMENT ALARMS AND BTS ALARM
There are several alarms that demonstrate the IP equipment status in base stations. Using
dataset3, the association between IP equipment alarm and a BTS outage alarm is ana-
lyzed. Figure 6.3 presents the heatmap to visualize the correlation between IP equipment

alarm and BTS alarm. Here the highest correlations are observed between:

* An alarm named with NE is Disconnected looks to be highly correlated with Device
Offline and Link Down.

¢ The rest of alarms have the least correlation with NE is Disconnected.Hence, it is

relatively considered as having no direct impact for the BTS outage.
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Figure 6.3: Correlation between IP and BTS alarm
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6.2 MODELS PERFORMANCE ANALYSIS

A fault localization model using ANN network have been developed using three layers and the
performance of the network is evaluated by the performance Metrix such as Accuracy, Mean

Square Error (MSE), Mean Absolute Error (MAE), Precision and Recall.

The results were analyzed here on the basis of the output in confusion matrix and time to build
the model. Confusion matrix is used in order to evaluate the accuracy of ANN models by
allowing to get TP rate, FP rate, precision, recall and F-measure. The detail description of this

performance matrix has been discussed in section 4.3.4 of this paper.

Table 6.1: Performance Comparison of FFNN and CFNN Model

Classifier MSE MAE Accuracy Recall Precision
FFNN 4.0834 1.843 95.9% 92.25 92.75
CFNN 3.4275 0.634 97.7% 93.05 93.25

The first research question: “which neural network model perform well for fault localization
purpose” is answered in the analysis taken. Table 6.1 summarize the performance comparisons

of the developed ANN models .

From Table 6.1 it can be observed that cascade forward neural network outperform feed for-
ward neural network. During testing classification using the two neural network architectures ,
Cascade forward back propagation network shows excellent performance where the MSE and
MAE are showing very less error as shown in Figure 6.4. In addition the accuracy shows very
good percentage. Feed forward back propagation network shows less performance relative to

Cascade forward neural network.
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Figure 6.4: Performance Comparison of FFNN and CFNN Model
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CONCLUSION AND RECOMMENDATIONS

7.1 CONCLUSUION

The thesis work presented an approach for fault management that combines correlation analy-
sis technique and neural networks. The approaches are proposed to automate the existing fault
management system process that is being held in Ethio telecom. Automating the fault man-
agement system will help the monitoring time while making decisions during trouble ticket
creation. Minimizing the service outage time is another benefit of the proposed approach since
it helps in fastening the troubleshooting time. The work reported in this paper applied Pearson
correlation to find out the possible relations between alarms of the network elements that make
up the RAN part of the cellular network. The process of building a fault localization model
using two selected neural network architectures as well as the feasibility of using ANN to solve

the problem of fault localization is also studied and reported in this paper.

The correlation analysis aimed to analyze the association between network equipment (power
equipment, transmission equipment, and IP equipment) malfunction alarms and the BTS outage
status alarm. In this study, correlation analysis has been performed using different alarms of
the specified network collected from the existing fault management system. In order to perform
the correlation analysis, three datasets are prepared and the alarms that are highly connected
with a BTS outage alarm are picked based on the correlation results. Heatmap was used as
a tool to visualize the correlation analysis. In the first dataset, there are alarms related to
power equipment as well as an alarm related to a BTS outage status. Based on the value of
the correlation coefficient, power equipment related alarm called LLVD is chosen because it
is highly correlated with the NE Disconnected alarm, which represents a BTS outage. In the
second dataset, a transmission equipment-related alarm called NECOMMBREAK and ETH
Loss is chosen as having the strongest correlation to a BTS outage alarm. From the third
dataset, which includes IP equipment and BTS-related alarms, Link Down and Device offline

alarms are selected.
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In this research, ANN is used to build a fault localization model using alarm names found from
the correlation analysis, the microwave link topology data, and the history alarms of the base
stations to help the monitoring team during fault management in decision-making process. An
experiment was carried out for Ethiotelecom RAN. The network was divided into different
subareas, each area was represented by one neural network. Two ANN architectures, FFNN
and CFNN, are selected for this research. The ANN model incorporated 14 inputs neurons,
29 outputs neurons, and 10 hidden neurons. Each input represented a BTS site and the alarm
names selected after correlation analysis and each output represented the initial cause of the

fault plus the location of the BTS (site ID).

Python was used as a programming tool to perform the correlation analysis and to build the
selected ANN model. It is also used to compare the performance of the two models. NN
model’s training and testing accuracy have been compared. CFNN, with an accuracy of 97.7%
is significantly better than FFNN that has an accuracy of 95.9% as obtained from the ten-fold
experimentation technique. CFNN is the best performer model as it is also observed in all

performance metrics.

7.2 RECOMMENDATIONS

The developed ANN models could be of great importance to Ethio telecom in simplifying the
fault management system by decreasing the burden of the monitoring team and troubleshooting

time. The following are some of the recommendations to Ethiotelecom and future researchers:

* The correlation analysis results will help Ethio telecom in identifying which network

alarms are affecting the BTS.

* The proposed models, if implemented will be more practical solutions to figure out the

root cause of the BTS outage along with the location of the fault in terms of BTS site ID.

* This research work is limited to alarms of access part of the neural network, future works

may include alarms of other part of cellular network.

* Only two ANN architectures are used and compared in this research but more accurate

models could be obtained by trying other machine learning algorithms.
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Abstract—When malfunction or error appears on
a piece of telecom network equipment, they typically
produce an alarm and transmits to the FMS, which is
then shown to the monitoring team for trouble ticket
creation. During the trouble ticketing, the operators
may need to collect further information such as rela-
tionship or dependency between alarms to ultimately
distinguish the root source. But the information on FMS
lacks explanation and indication of the root causes,
forcing the monitoring teams to manually figure out
the root cause and take action, which results in a poor
decision making as well as a longer trouble shooting
and service outage time. This study focus on studying
the association between the network equipment alarms
using a correlation analysis technique called Pearson
correlation using history alarm data and studying the
feasibility of using artificial neural network to build
fault localization model to support the monitoring team
with decision making. Fault localization models using
one specific neural network architecture are built in
different literatures. But in this study two neural network
architectures, Feed forward neural network (FFNN) and
cascade forward neural network (CFNN), are selected
to build a model using the data of correlation analysis
output, the microwave link topology and the history
alarms as an input. Data preparation techniques such
as data engineering and feature engineering have been
applied to the collected data. After building the models,
they are evaluated using commonly used performance
metrics such as accuracy and error measurement. Python
is used as programming tool to perform the correlation
analysis as well as to develop and compare the two
neural network models. Experimentation results exhibit
that CFNN with an accuracy of 97.7%, is the best model
while FFNN achieve 95.9% overall accuracy.

keywords: Alarm correlation analysis, Artificial neural
network, Fault management system

I. INTRODUCTION

Telecommunication networks are made up of dif-
ferent types of network equipment that are opera-
tionally dependent on one another in order to complete
a telecom task. With the use of various network
equipment, telecom operators provides fixed line and
internet-based services to their customers [1], [2]. But

sometimes a network equipment fails for a variety of
causes, including power outage, transmission equip-
ment problem, and connection failures [3], [4]. The
failures could result a service outage or interruption.
As a result, network equipment should be monitored
and managed 24 hours a day, seven days a week, to
discover root causes of outages and take corrective
action to avoid customer complaints and revenue loss.

Every piece of network equipment is configured to
generate an alarm whenever it encounters a fault [S]. A
fault is a problem that happens on the installed network
equipment’s hardware or software. Service failures,
severe network degradation, and unplanned disruptive
behavior can all be caused by faults [4], [6], [7]. Net-
work equipment generates alarms to describe the faults
as stated by the vendor’s operators. Telecom operators
use a network management system to perform fault
management by monitoring the alarms produced by
the network equipment. Alarms are displayed on the
fault management platform in order for the network
monitoring professionals to see the alarms on the fault
management platform.

II. PROBLEM DESCRIPTION

In the current Ethiotelecom situation, network ele-
ments from different BTS sites produce a large volume
of alarms per day, and the alarms messages appear
uncorrelated from the network element to the FMS.
The FMS filter and display the generated alarms to
let the monitoring team see the alarms and create
a trouble ticket and assign it to the corresponding
field technicians. The monitoring teams are grouped
or formed to monitor the network equipment based on
different types of network components in the BTS site.
Due to this, they are responsible to monitor the status
of specific network equipment types. But the failure
of one network equipment might cause problems for
different network equipment and this lets different
alarms having the same root cause to be detected at
the same time by different teams. On the other hand,
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some alarms might also remain unseen for a long time
because of the appearance of dozens of alarms.

The current FMS that is being used by Ethiotele-
com is based on manual processing and relies on
the monitoring team’s knowledge. Due to this many
efforts are being made by the monitoring team for
debugging a BTS outage, especially in the stage of
identifying where and what the source is. Some of
the existing approach drawbacks are redundant trouble
tickets,longer troubleshooting time and longer service
outage time.

Therefore, to overcome the mentioned problem
building a fault localization model is one solution.to
build the model there are different approaches but
the main issue is their performance and this paper
proposes a fault localization method based on artificial
neural network (ANN).Performing an alarm correla-
tion analysis is very important to diagnose the rela-
tionship between alarms and identify the parent and
the child alarm before building the fault localization
model.

There are different types of ANN architectures to
build the model. So the purpose of this research will
be to perform alarm correlation analysis and build a
fault localization model using selected neural network
architectures and compare the performance of the
model using Performance Metrics.

III. CELLULAR NETWORK FAULT MANAGEMENT

A. Base station outage

A base station is a system in a mobile commu-
nication network that houses radio receivers and is
used for wireless communication between users and
network providers that is under the control of BSC or
radio network controller (RNC) and then the exchange.
Base station is mainly composed of BTS, antennas
and physical support for antennas. BTS is the radio
and it produces energy in the form of electricity. The
electricity is carried up to the second component of the
base station which is the antennas, over thick coaxial
cables. The antenna is the device that converts the
electricity to electromagnetic waves [4], [8].

To make communicate between two or more persons
through a telecommunication network, mobile switch
makes a connection to the base station. The base
station has to be connected back to mobile switch.
The mobile switch is capable of keeping truck of users
moving around. The connection between base station
and mobile switch is called backhaul. If there is a fiber
between those two physical locations, they use fiber
to connect the BS back to the mobile switch. But if
there is no fiber available, point to point radio backhaul
will be used. We might have the communications, the
backhaul from the BS back to the mobile switch go
through multiple different tours with point to point
radio systems before we finally get back to a mobile
switch [4], [8].
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Base station sites are composed of different hard-
ware elements: modems, switching units, cables, cool-
ing elements, energy elements, etc. This elements are
interconnected as a result a failure in one element will
probably affect a smooth running of the hardware or
make it break down. For a example, the failure of the
air conditioning system will affect all the hardware
installed in the room.In this study cause of base station
outage is generalized as ip equipment failure,power
failure,transmission equipment failure.

Mobile network outages occur due to various rea-
sons. The main reasons for the outage is due to Base
station faults. When there is a mobile network outage,
the mobile network operators customers will be unable
to use the data, voice and any means of communication
functions through mobile.

B. Fault Management System

A telecommunication network consists of a number

of interconnected components like switch, transmis-
sion equipment, routers and RNC .These components
can produce network alarms to demonstrate sort of
abnormal situation [3], [9], [10]. These alarms further
help to monitor the status and stability of the network
element and the services carried over it using fault
management system (FMS). Fault management is one
part of network management to collect and analyze
alarms. The network management is the collection of
tasks performed to maximize availability, performance,
security and control of a network and its resources [7],
[11]. Fault management mainly deals with remotely
controlling or Monitoring the status of network devices
to avoid a potential faults.
Fault management systems use network alarms to
determine the nature and severity of the faults and to
drive the fault resolution. A fault is a malfunction that
occurs on a network and may cause errors. A fault can
have various consequences such as making a network
service unavailable or degrading its performance [7],
[9], [12], [10]. These network faults are represented
by alarms and the number of produced alarms varies
greatly. From a logical point of view fault management
system collects network events and filters events which
are alarms and group alarms by common fault cause
and lastly prioritize the fault resolution [1], [10], [13].
During network fault management, the monitoring
team maintain and examine error logs , accept and act
upon error detection notifications, trace and identify
faults, Carry out sequences of diagnostic tests and
finally the fault will be Corrected by the operation and
maintenance team. Managing faults in a telecommu-
nication network can be conceptually divided in three
phases [9], [10], [14].

o Detection;
o Fault localization;
« Repairing.
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IV. CORRELATION ANALYSIS AND FAULT
LOCALIZATION

This research paper has proposed a combination of
two approaches to simplify the Process of fault man-
agement. One is the alarm correlation analysis part and
the other is modeling a fault localization using artificial
neural network and identifying a well performing
neural

A. Alarm Correlation Analysis

Correlation analysis is a technique that deals with
finding the association between two or more variables
[15]. The correlation analysis in this study is not
performed as one task of data preprocessing rather it is
considered as a technique to figure out the association
between network equipment alarms. Hence, these por-
tion of the research is mainly performed to identify the
association between the alarms and classify the alarms
as parent and child alarm. The relationship or the cor-
relation between variables is determined numerically
by a decimal value called correlation coefficient [15],
[16]. Among many types of correlation coefficients,
Pearson correlation coefficient(r) is the one used here
to understand and analyze the strength of correlations
between alarms as it is the most often used one.

The value of the correlation coefficient varies be-
tween +1 and -1 in terms of the strength of the
association. Based on the value of the coefficient, the
correlation strength can be determined. A value of 1
shows that the two variables are perfectly associated
or strongly correlated. As the correlation coefficient
value goes towards O, the relationship between the
two variables will be weaker, whereas a negative
sign indicates a negative correlation. A correlation
coefficient with a higher number value indicates a
strong correlation between two variables and a lower
value indicates otherwise.

To calculate Pearson’s correlation coefficient first,
the covariance of the two variables and the standard
deviation of each data sample should be calculated and
then divided the covariance by the product of standard
deviation.

The formula shown in equation 1 is used to
compute the Pearson correlation coefficient between
two variables X and Y . [15]. In order to perform
correlation analysis, the following specific tasks have
been accomplished.

YD)
VI 22— 0

Where r is the correlation coefficient, n is the sample
size, z; and y; are the i*h data values, and Z,7 are the
mean values.

1) Data Collection: History alarm data is collected
from the Huawei radio access network sites network
management system. The data includes the fields such
as Site Name, Alarm Name, Event Time and Severity

r

)

2) Data Preprocessing: The preprocessing phase is
used to clean and organize the alarm data to prepare the
data in any way that is suitable to perform correlation
analysis. Categorizing alarms,aggregation of data,data
cleaning and attributes selection and feature extraction
are the tasks used to preprocess the alarm data.

3) Correlation Analysis: After preprocessing the

alarm data, identifying the alarm that have strong im-
pacts on BTS outage will take place using a correlation
analysis technique. Pearson correlation coefficient is
adopted to discover the relationship between alarms.
The Pearson correlation coefficient value is used to
figure out the strength of the relationship between
alarms [16].
Python programing language is used in this research
to calculate the Pearson’s correlation coefficient with
a built in function called pearsonr () .The result of the
calculation or the result of the correlation coefficient
can be interpreted to understand the relationship.

B. Fault localization

Fault localization is also called Fault diagnosis
which deals with pinpointing one or more causes of
problems along with their specific location to the point
where corrective action can be taken [3], [5]. This
is also referred to as fault isolation. This diagnosis
can be performed by analyzing and correlating the
messages sent by network equipment’s as an alarm.
Hence it becomes a huge task for a network manager
to manually sit and analyze each of these alarms, fault
localization model using neural networks is proposed
in this paper to segregate them based on their micro
wave link topology to make a correct decision and take
necessary actions to get rid of the problem.

Currently, fault localization is being performed man-
ually by an expert or a monitoring team experienced in
managing communication networks based on network
disorder symptoms or alarms displayed on a fault
management system. For time critical systems it is
required that system must be up and running each
and every minute. However, The monitoring team
face difficulties in problem management due to the
hundreds of alarms issued by network devices. As a
result, the technicians are overburdened with thousands
of alarms and are unable to investigate them all.

V. PROPOSED ARTIFICIAL NEURAL NETWORK
MODEL

Artificial neural network(ANN) is one of the ap-
proaches in the field of artificial intelligence. It was
inspired by the computational mechanism of biolog-
ical nerve networks. ANN is a computer program
that mimics how the human brain does a task. It
is composed of a large number of highly intercon-
nected information-processing elements called neurons
to solve specific problems. A neuron is a computa-
tional element, and is the building block of an ANN
[17], [18]. The ANN model consists of three basic
elements [18], [19], [20] :
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e A set of connecting links, each of which is
characterized by a weight;

o An adder for summing the input signals, weighted
by the respective weight of the neuron;

« An activation function for limiting the amplitude
of the output of a neuron.

The most common type of ANN consists of three
layers: input, hidden , and output. The raw data fed into
the network is represented by the activity of the input
units, and each neuron has a set of inputs. Each link
between the input and the hidden layer is represented
by synaptic weights.The activities of the input units
and the weights on the links between the input and
hidden units determine the activity of each hidden unit.
The output layer generates output based on the input,
hidden unit activity, and hidden/output unit weights
[17], [19], [20].

The way neurons are organized in a neural network
is referred as network topology or architecture. Neural
network architectures are roughly divided into feed-
forward and feedback architectures [18], [20]. Signals
in feed-forward networks flow in one direction only,
whereas signals in feedback networks can flow in both
directions. The architecture of ANN used in this study
is feed-forward networks and depending on the type
of the connections between the neurons, it is further
grouped as [17], [21], [22], [23]:

o Feed forward artificial neural network(FFNN).

o Cascade forward artificial neural network
(CFNN).

A. Feed-Forward Neural Network

FFNN are classified as single layer and Multi-Layer
Feed-forward network based on the number of layers
[24]. In a multi-layer FFNN, there is at least one layer
of hidden neurons between the input and output layers
[21], [22], [23]. These architecture allow signals to
travel from input to output in one direction only, hence
there is no feedback. The signal is carried out from the
input layer to the hidden layer in the weighted form.
The activation function on the layer processes signals
that enter the neurons in the hidden layer [20], [24],
[25]. In the hidden layer, the weighted total of each
neuron’s output is then sent to the output layer. This
layer’s activation function analyses the incoming sig-
nal before sending it to the output layer. Typically, the
output layer’s activation function is identity mapping,
which ensures that the output received in this layer is
identical to the incoming signal.

Neural network architectures are trained through var-
ious learning algorithms for producing most efficient
solutions. There are different types of algorithms to
train a neural network. Some of them are gradient
descent, newton method, conjugate gradient, quasi
newton method and Levenberg-Marquardt . In this
paper, ANN model with gradient descent training
algorithm is built. To apply gradient descent, back
propagation learning algorithm is used. Among many

other learning algorithms, back-propagation algorithm
is the most popular and the mostly used one for the
training of feed-forward neural networks.

Backpropagation is the process of updating the

weights of the network in order to reduce the error
in prediction as the main intention of training the
network is to minimize a cost function [18], [21], [22].
The procedure used to carry out the learning process
involves the following steps [17], [23], [24], [26].

1) Initialization: Initialize the weight randomly.

2) Forward computation: Train the model using
the training set by propagating the input signals
through the network layer by layer.

3) Backpropagation. Compute the error signals cor-
responding to each neuron.

B. Cascade-Forward Neural Network

CFENN is the other classes of the forward neural
network. CFNN is almost the same as that of (FFNN).
The main difference is that, in case of CFNN, there is
direct link between the input layer and the output layer,
in addition to the indirect link through the hidden layer
as shown in Figure 3.2. In CFNN, each neuron in the
input layer is attached to each neuron in the hidden
layer as well as each neuron in the output layer [22],
[27], [28].

The developed ANN model will be used as decision
support system to find the cause of the alarms and the
location of the alarms in terms of the BTS site ID. In
order to achieve this goal, the following specific tasks
have been accomplished.

1) Preparing The Dataset: To build a useful fault
localization model alarms coming from all the devices
forming the network are needed. In addition to alarms,
the association between alarms of each equipment
as well as topological information or network topol-
ogy is important. Alarms of the network equipment
and topological information are gathered from the
existing fault management system database.For this
study, only Base station alarms that demonstrate power
problem, transmission problem, Ip problem, and BTS
are extracted to be used as an input for the proposed
model.Preprocessing the data in a way that is suitable
for developing the proposed model involves both:
topsep=0ex

« Data engineering;

« Feature engineering.

Data engineering:is the process of converting raw
data into prepared data.In order to prepare the data the
following tasks are performed in this study. topsep=0ex

o Categorizing alarms: The collected alarm data

is composed of the base station site ID, the
alarm name, alarm ID, Network equipment type,
Region, occurrence time and cleared time. To
prepare the alarm data for the proposed model,
the topological data is used. Since base stations
are connected to each other via multiplexing
transmission system. Network elements of base
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station sites who have topological relationship re-
garding with their microwave radio transmission
link is extracted using their site ID. Then selected
alarms of base station sites which are under the
same microwave links or who have topological
relationships is categorized or gathered in one
cluster or group.

« Aggregation of Data: once BTS sites are gath-
ered in one group or cluster, alarms of the selected
network equipment’s will be aggregated based
on their occurrence and cleared time. The base
station sites which are under the same microwave
links and whose occurrence and cleared time fall
in the same time interval are merged in one
cluster. The time interval is considered as cluster
borders. This approach involves identifying pat-
terns of alarms by considering the time interval.
That is, the instances to aggregate are defined
through temporal window time.

« Attributes selection: This step is mainly used to
identify and remove redundant and irrelevant in-
formation. Therefore, after aggregating the alarm
data selecting the useful alarm attributes to iden-
tify frequent pattern rules is very important. Even
though the alarm has many attributes only the site
ID and the alarm name is selected here using filter
method. The patterns or rules are extracted for the
purpose of identifying the root cause and fault
localization.

Feature engineering: is the other task involved in data
preprocessing steps and its main purpose is to change
the prepared data into suitable format to create the
features expected by the machine learning model. This
includes changing the data type of the new features
into numerical data type to be used by the model
during training and testing phase.

2) Developing The Supervised ANN Model: Among
all the available architectures, Feed forward neural
network and cascade forward neural network is chosen
because in literatures this two are the most commonly
used architecture for classification problems. The pre-
pared data is divided into the training and test samples
and passed this data to the selected neural network
architectures. 80% of the sample is used as training
samples and 20% was used as testing sample.

A three layer neural network is considered suffi-
cient for this study and Python program is used for
developing neural network model. Python provides
necessary functions to quickly create, train and test the
neural network. It also provides ready to use training
algorithms.

As mentioned before, the west part of Addis Ababa
has been chosen to be a case study and this part is
divided into different subareas containing different
group of BTS sites regarding with their microwave
link. The one selected for this study or experiment
contains 8 group of BTS sites. A training sample of
104 patterns, each pattern formed by input and output

vectors, has been prepared for training.

Both CFNN and FFNN is composed of 14 input
nodes, 10 hidden nodes, and 27 output node. The
number of input nodes was the number of alarm names
and the number of site IDs in the dataset. The number
of output nodes was the number of the initial causes
(power, IP, and transmission) plus the number of site
IDs in the dataset. The number of neurons in the
hidden layer is chosen by the model’s performance. It
was chosen in such a way that the model’s training
could be completed quickly and accurately. During
the training phase, the maximum number of epochs
is set to 100, and the network is configured to train
until the maximum number of epochs is reached,
at which point network performance is evaluated.
The network configuration is then modified based on
network performance by increasing or decreasing the
hidden nodes. The neural network’s weights and biases
were set using the gradient descent back-propagation
algorithm.

VI. RESULTS AND DISCUSSION
A. Results of Correlation Analysis

The study has exploited correlation analysis ap-
proaches to identify relevant alarms of base station
network equipment in the dataset which has a signifi-
cant impact on the BTS down status alarm. pandas.corr
() function is used to calculate person correlation coef-
ficient. The result is then visualized using a heatmap.
heatmap is a method of graphically representing nu-
merical data where the value of each data point is
indicated using colors. A heatmap contains various
shades of colors for each value to be plotted. Usually,
the darker shades of the chart represent lower values
than the lighter shade. Pearson correlation is applied
on the three datasets prepared previously on this paper
for the correlation analysis purpose. The interpretation
of the heatmap for each dataset is discussed separately.
Correlation analysis between:

1) POWER EQUIPMENT ALARMS AND BTS ALARM
There are several alarms that demonstrate the
power equipment status in base stations. Using
dataset1(power equipment alarms and bts alarm),
the association between power equipment alarm
and the alarm that demonstrate BTS outage is
analyzed. Using heatmap to visualize the cor-
relation between power equipment alarm and
BTS alarm, the highest correlations are observed
between:

e An alarm named with NE is Disconnected
looks to be highly correlated with LLVD and
BUS BAR undervoltage

« BUS BAR under voltage looks to be highly
correlated with LLVD.But based on their
functional behavior this two alarms get pro-
duced in sequence.
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o The rest of alarms have the least correlation
with BTS. Hence, it is considered as having
no direct impact for the BTS outage.

But here the LLVD alarm is selected as the one
which has the highest impact on the BTS outage.

2) TRANSMISSION EQUIPMENT ALARMS AND
BTS ALARM
There are several alarms that demonstrate the
transmission equipment status in base stations.
Using dataset2, the association between trans-
mission equipment alarm and the BTS alarm
that demonstrate BTS outage is analyzed. Using
heatmap to visualize the correlation between
transmission equipment alarm and BTS alarm,
the highest correlations are observed between:

¢ An alarm named with NE is Disconnected
looks to be highly correlated with NE COM-
MUNICATION BREAK and ETH-LOS.

o The rest of alarms have the least correlation
with NE is Disconnected.Hence, it is rela-
tively considered as having no direct impact
for the BTS outage.

3) IP EQUIPMENT ALARMS AND BTS ALARM
There are several alarms that demonstrate the
IP equipment status in base stations. Using
dataset3, the association between IP equipment
alarm and a BTS outage alarm is analyzed. Us-
ing heatmap to visualize the correlation between
IP equipment alarm and BTS alarm, the highest
correlations are observed between:

o An alarm named with NE is Disconnected
looks to be highly correlated with Device
Offline and Link Down.

o The rest of alarms have the least correlation
with NE is Disconnected.Hence, it is rela-
tively considered as having no direct impact
for the BTS outage.

B. Models Performance Analysis

A fault localization model using ANN network have
been developed using three layers and the performance
of the network is evaluated by the performance Metrix
such as Accuracy, Mean Square Error (MSE), Mean
Absolute Error (MAE), Precision and Recall.

The results were analyzed here on the basis of
the output in confusion matrix and time to build the
model. Confusion matrix is used in order to evaluate
the accuracy of ANN models by allowing to get TP
(True positive) rate, FP (False positive) rate, precision,
recall and F-measure.
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TABLE I
PERFORMANCE COMPARISON OF FFNN AND CFNN MODEL

Classifier MSE MAE
FFNN 4.0834 1.843

Recall
92.25

Precision
92.75

Accuracy
95.9%

CFNN 3.4275 0.634 97.7% 93.05 93.25

“which neural network model perform well for fault
localization purpose” is answered in the analysis made
in this study. Table 1 summarize the performance
comparisons of the developed ANN models .

From Table 1 it can be observed that cascade for-
ward neural network outperform feed forward neural
network. During testing classification using the two
neural network architectures , Cascade forward back
propagation network shows excellent performance
where the MSE and MAE are showing very less error
as shown in Figure 1. In addition the accuracy shows
very good percentage. Feed forward back propagation
network shows less performance relative to Cascade
forward neural network.

- Il = il 1l
o — 88.00%
. o ron e e

WFFNN mCFNN mEFNN ®CFNN

Fig. 1. Performance Comparison of FFNN and CFNN Model
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