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Abstracts 
Background: - Traditionally, most of the researchers and experts in the field of 

infonnation security believed a technological solution to address majority of infonnation 

security issues. However, contemporary studies have shown that non-technical solutions 

including the human behavior and processes are as important as technical solutions in 

safeguarding organization infonnation assets. 

Objective: - To assess the infonnation security culture of Hawassa Referral Hospital in 

order to improve the existing infonnation security culture of the hospital. 

Methods: - A cross-sectional survey was conducted in Hawassa Referral Hospital from 

March-April 2010. A total of 314 study subjects were participated for questionnaire and 

in-depth interview. The data was collected by using a non-structured pre-tested 

questionnaire, in-depth interview and document analysis. The quantitative data was 

analyzed by using SPSS version 15.0 and the qualitative data was analyzed manually. 

Results: - It was found that, 66.9% of the study participants have no knowledge about 

infonnation security. About 63% of the respondents reported that management does not 

assist to the implementation and incorporation of infonnation security in the hospital. 

The result of the study also showed the absence of well written and documented 

infonnation security policy in the hospital. 

Conclusion and recommendations: - The study showed that majority of the 

respondents in the hospital has no knowledge about infonnation security. The study also 

revealed that there is a lack of commitment from top management for the incorporation 

and implementation of infonnation security in the hospital. Hence, it is recommended 

that there is a need to provide extra-education and training on infonnation security issues 

for health care providers, administrative staffs and medical students. It is also 

recommended that the hospital management need to increase their support and commit 

enough resources to bring acceptable level of infonnation security culture and practices 

in the hospital. 

VI 



1. Introduction 

1.1. Background 

The technological methods of protecting information may be effective in their respective 

ways; however, many losses are not mainly caused by lack of technology or faulty 

technology but rather by users of technology and faulty human behavior (Siponen, 2007). 

Rotvold (2008) says "People not only can be part of the problem, but also they can and 

should be part of the solution". People must be an integral part of any organization's 

information security defense system. Keeping information secure is not only the 

responsibility of information technology security professionals, but also the responsibility of 

all people within the organization (Hinson, 2009). 

Guidelines for effective information security management practices are becoming 

prerequisite for organizations in order to promote the necessary steps to ensure successful 

outcomes. A good information security culture involves employees at all levels to ensure the 

security of data and physical assets. Studies indicate that awareness of security policies and 

procedures is considered as important mechanism to strengthen security practices in an 

organization. Organizations need to continue to be watchful about ensuring that their security 

policies and procedures are enforced and that educating employees remains a top priority 

(Rotvold, 2008). 

Security awareness programs address the need to educate all people in an organization so that 

they can help to effectively protect the organization's information assets. Although many 

organizations have implemented technical solutions to protect information resources from 

adverse events, internal security breaches continue to occur. That is why human actions 
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account for a far greater degree of computer-related losses than all other sources combined 

(Hinkle, 2007). Therefore, an approach that emphasizes an information security culture 

within the organization is required to make security as a part of employee's daily work 

routines. In order to develop a successful information security culture within an organization, 

it is a need to understand both technical and non-technical aspects of information security 

(Rotvold, 2008). 

1.2. Statement of the Problem 

According to the study conducted by Hong (2003), patient data collected and stored in 

hospitals and health care facilities is a prime target for malicious data hunters. Among the top 

reasons for this, the study found that lack of awareness within the health care industry around 

the frequency and seriousness of identity theft that negatively impacts efforts to control the 

problem and reduce the risk. According to Dawn and Andrew (2007), periodic security 

awareness training for all employees in most organizations is generally low to nil. A culture 

of security awareness is not encouraged in most organizations. 

Information security risks have grown with the rapid growth in the number and types of 

people who have a legitimate interest in the information kept in medical records. Most 

importantly, the best known of many cases involve inappropriate access and disclosure of 

information contained in paper records or in widely accepted hospital infonnation systems 

like those that report laboratory test results. These disclosures highlight the importance of the 

individual responsibilities of those handling confidential information and the critical 

requirement for education and monitoring of individuals with access to confidential material 

(Rotvold, 2008). 
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It is not practical for most organizations to implement 100% protection against every threat 

to every organizational resource. Therefore, it is important to adequately protect sensitive 

information. The threat environment under which the system operates needs to be understood 

in order to accurately assess organization security risk. Unfortunately, many organizations 

focus on protecting information from access or sabotage by those external to the organization 

and overlook insiders (Dawn and Andrew, 2007). 

While employees obviously must have access to organization facilities and equipment, most 

do not need access to all areas of the workplace. Organizations should have a mechanism for 

controlling physical access for their information system. All access must be specifically 

granted to specific individuals. In particular, physicians and nurses should not have routine 

and unlimited access to the records of patients who are not under their care at the moment. 

Because most serious violations of privacy and confidentiality involve inappropriate behavior 

by individuals with authorized access, an essential feature of clinical information system 

security is the policy for dealing with violations (Dawn and Andrew, 2007). 

Information security culture has been identified as the most important and critical aspects of 

information security. But it is not addressed very well in many researches. Hence, it is high 

time to study this issue. In line with this, lack of attention and awareness given by the health 

staffs concerning health information security in most health institution in Ethiopia is another 

focus of this investigation. In addition to this, this investigation is not studied in Ethiopian 

context and due to the aforementioned reason it is a high time to study infonnation security 

culture. 
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This research aims In assessing the existing attitudes, belief, knowledge and actions of 

medical and non-medical staff about infonnation security III Hawassa Referral 

HospitallHRH/. It also aims to assess issues and factors which influence infol111ation security 

culture and practice in order to help organization to improve their infol111ation security 

culture. 

This research will contribute a lot to alleviate the problems that the public hospitals in the 

SNNPR face in identifying factors or issues related to infol111ation security practices. The 

main beneficiaries of this research are public hospitals in the region. The outcome of the 

research may affect the way how the public hospitals address infol111ation security issues and 

also bring change in the policies, rules and guidelines in relation to infol111ation security. The 

investigator attempted to understand factors or issues that hindered the implementation of 

infol111ation security culture and practices in public hospitals in SNNPR, more specifically in 

HRH. More specifically, this study attempts to assess the attitude, belief, knowledge and 

actions of medical and non medical staffs towards infOl111ation security and aims to answer 

the following questions: 

1. Is there awareness among health care providers and other administrative staffs about 

infol111ation security in HRH? 

2. Are there an established culture, mechanisms and procedures for protecting 

infol111ation and infol111ation assets in HRH? 

3. Does the management have the commitment and support for the implementation and 

incorporation of infOl111ation security culture in HRH? 

4. Does the hospital have a proper policy and administrative control for protecting their 

infol111ation resources? 
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1.3. Objective of the Study 

1.3.1. General Objective 

The general objective of this research is to assess the information security culture of Hawassa 

Referral Hospital in order to improve the existing infonnation security culture of the hospital. 

1.3.2. Specific Objectives 

1. To assess the attitude and knowledge of health care providers and other 

administrative staffs towards information security. 

2. To discuss factors and issues that facilitates the implementation and adoption of 

information security culture and practices in the hospital. 

3. To recommend measures for improving information security culture and practices 

in public hospitals. 

1.4. Significance of the Study 

Primarily, this investigation serves physicians, nurses, laboratory technician, record officers 

and health facility managers as a reference for their further knowledge on information 

security culture. This research will also contribute a lot to alleviate the problems that the 

public hospitals in the region face in identifying challenges related to information security 

practices. This study also helps in filling the gap of human understanding on health 

information security culture and the different factors which helps the implementation and 

incorporation of information security culture. The study can also be a starting point for other 

researchers to study the issue in more detailed and wider geographical area in the country. It 

also serves policy maker or planner as additional reference for the formulation of national 

health information security policy. Specifically, the main beneficiaries of this research are 
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public hospitals in the region. The outcome of the research may affect the way how public 

hospitals address information security issues and also bring change in the policies, rules and 

guidelines in relation to information security in the institutions. 

1.5. Scope of the Study 

The study is delimited only to Hawassa Referral Hospital, which is found in Hawassa city. 

The hospital was selected based on personal experience of the researcher to the city. In 

addition to this, the complexity of the issue under investigation, size of the instrument and 

the item, limitation of the research time and financial resources and lack of research 

experience forced the researcher to delimit the study in the hospital. 

1.6. Operational Definition of Key terms 

Information Security: - According to Pfleeger (1997), information security IS the 

preservation of the confidentiality, integrity, and availability of information and information 

resources. 

Information Security Policy: - A security policy is a formal statement of the rules through 

which people are given access to an organization's technology, system and infonnation 

assets (Weise, Joel and Martin and Charles, 2001). 

Information Security Culture: - According to Martins and Eloff (2006), Information 

security culture is the assumption about what information security behaviors is encouraged 

and what is not. 

Information Security Awareness: - Senge (1990) refers to information security awareness 

as a state where users in an organization are aware of, and ideally committed to, their security 

mission. 
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2. Review of Related Literature 

2.1. Information Security 

Access to high-quality, complete, accurate and up-to-date information makes managerial 

decision-making relatively easy by reducing the margin for error. Organizations design and 

build information systems that are effective at gathering, analyzing and outputting the 

information they need and secure information systems against risks to their confidentiality, 

integrity and availability. Now days it is not possible to assure 100% infonnation security in 

an organization, however, a comprehensive and reliable information security controls reduce 

the organization's overall risk profile. Good information security builds management' s 

confidence and trust (Rotvold, 2008) 

Information security may be defined as the prevention of, and recovery from, unauthorized or 

undesirable destruction, modification, disclosure, or use of infonnation and infonnation 

resources, whether accidental or intentional. According to Pfleeger (1997), information 

security is the preservation of the confidentiality, integrity, and availability of infonnation 

and information resources. Information security maintains three basic services: Preventing 

disclosure of information to unauthorized users (confidentiality), ensuring data cannot be 

modified without authorizations (integrity) and ensuring the availability of infonnation to 

authorized users when they require them (Pfleeger, 1997). 

It is important to adequately protect sensitive information. The threat environment under 

which the information system operates needs to be understood in order to accurately assess 

organization security risk. Unfortunately, many organizations focus on protecting 

information from access or sabotage by those external to the organization and overlook 
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insiders. It is imperative that organizations recognize the potential danger posed by the 

knowledge and access of their employees. Insider threats impact the integrity, availability, or 

confidentiality of information sensitive to an organization's and clients (Dawn and Andrew, 

2007). 

According to Deloitte's 2005 Global Security Survey (2005), organizations are now 

beginning to recognize that technology is an enabler, not the solution, for implementing and 

executing a sound security strategy. According to the above study, the top three success 

factors (i.e. management support of information security policies, users following 

information security policies and qualified security staffs) highlight the need for public and 

private entities to focus more time and attention on policies, processes and people, all areas 

which have been traditionally overlooked in favor of trusting hardware and software to solve 

security problems. Studies have also shown that non-technical issues are as important as 

technical issues in safeguarding an organization's sensitive infonnation (Dhillon and 

Torkzadeh, 2006; Siponen and Oinas-Kukkonen, 2007). 

Technical security controls are strong but they have to be correctly specified, designed, 

developed, implemented, configured, used and maintained - all of which steps involve human 

beings. Simply put, security-aware managers, staff and information technology professionals 

make better use of technical security controls (Rotvold, 2008). Formal security policies, no 

matter how carefully they are written, are of little value unless employees know about them, 

understand their obligations and actively comply. Information security has to become second 

nature for employees i.e. an inherent part of the corporate culture, as natural as wearing a 

seatbelt in a car. The goal is to establish and maintain an organizational culture where 

information security is second nature to all employees (Deloitte, 2005). 
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Management needs to incorporate information security as one of the characteristics of the 

organization and demonstrate its commitment to, and involvement in, the processes of 

implementing it effectively. Management also needs to appoint a specific team or person to 

take responsibility for instilling the correct way in which things are done regarding 

information security (Martins and Eloff, 2006). Involving top management and getting their 

support is essential in building a strong security awareness that employees will take 

seriously. If management commitment is increased, and the security awareness goals and 

message are communicated and communicated often, progress and improvement can be 

made in creating a security culture (Rotvold, 2008). 

2.2. Information Security Culture 

Culture has influenced the formation of many security measures, such as national security 

policy, infonnation ethics, security training, and privacy issues (Chen and Medlin, 2008). 

Security culture covers social, cultural and ethical measures to improve the security relevant 

behavior of the organizational members and considered to be a subculture of organizational 

culture (Schlienger and Teufel, 2002). Security culture should support all organizational 

activities in a way that information security becomes a natural aspect in the daily activities of 

every employee (Schlienger and Teufel, 2002). Security cultures assist the enforcement of 

information security policies and practices in the organization. As a result, each organization 

goal is to be able achieve an effective information security culture in their organization. 

Infonnation security culture will emerge over time and become evident in the behavior and 

activities of the workforce (Martins and Eloff, 2006). 
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Organizational culture defines how an employee sees the organization (Ulich, 2001). It is a 

collective phenomenon that is growing and changing over time and, to some extent; it can be 

influenced or even designed by the management. The organizational culture is consequently 

expressed in the collective values, norms and knowledge of organizations. In tum, those 

collective norms and values affect the behavior of the employees. Schein (1999) defines 

organizational culture as the pattern of basic assumptions that a given group has invented, 

discovered, or developed in learning to cope with its problems of external adaptation and 

internal integration, and that have worked well enough to be considered valid, and, therefore 

to be taught to new members as the correct way to perceive, think, and feel in relation to 

those problems. Ultimately, the organizational culture has a crucial impact on the corporate 

success (Riihli, 1991). 

Organizational culture emerges and grows with time. It is formed by the behavior of 

dominant organization members like founders and top managers. An organizational culture 

can have different subcultures based on sub organizations or functions. Information security 

culture is a subculture in regard to general corporate functions. It is the assumption about 

what information security behavior is encouraged and what is not. Information security 

culture will also emerge from encouraging acceptable information security behavior (Martins 

and Eloff, 2006). It should support all activities in a way, that information security becomes a 

natural aspect in the daily activities of every employee. 
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Organizational behavior plays an important role in the development of an organizational 

culture. Through the culture it will be clear what behavior is accepted and encouraged and 

what is not. To establish the desired culture in an organization, it is necessary to take a look 

at the organizational behavior of the employees. The type of culture in an organization can 

have a direct impact on the behavior and actions of the organization's employees (Martins, 

2000). In an organization with a bureaucratic culture, where everyone has to play by the 

rules, employees might follow the information security policy more strictly than in a less 

[onnal and individualistic culture (Yeats, 1996). Changing an organization 's culture will in 

effect then also require the focus to be on changing ineffective behavior and procedures 

(Hellriegel, et al. , 1998). 

There is a little agreement on security culture definition or what exactly constitutes security 

culture. According to Martins and Eloff (2006), information security culture is the way 

people behave towards information security in the organization. People have their own 

attitudes towards different situations and processes in an organization. These attitudes could 

be positive or negative and have an impact on the way people behave. Their attitude towards 

information security and how they perceive it will result in certain behavior. They also 

defined infonnation security culture as a set of information security characteristics that the 

organization values. These characteristics, such as integrity, confidentiality and availability 

of information, need to be valued and pursued by the organization. 
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Martins and Eloff (2006) made clear that certain level of infonnation security culture is 

already present in every organization, but this culture could be a threat if it is not on an 

acceptable level. The aim in assessing that culture is to advance it to an adequate level. This 

could then aid in minimizing internal and external threats to infonnation in the organization. 

They further stated that people are the center of every activity. People invented infonnation 

technology; they drive it, develop it, but also pose the most serious threat, whether 

intentional or unintentional, to infonnation used in the infonnation technology environment. 

Studies in information security culture have shown that the establishment of an 

organizational infonnation security culture is necessary for effective information security 

(Eloff and Von Solms, 2000). However, organizational culture may have a substantial 

influence on the security of infonnation, and this could be negative or positive (Chang and 

Lin, 2007). It is imperative that the organizational culture reflects a positive attitude to 

infonnation security in the entire organization (Schlienger and Teufel, 2003) and it is also 

important that organizational activities are consistent with good infonnation security culture 

practices (Van Niekerk and Von Solms, 2005). 

An infonnation security culture has to have at all levels of an organization including 

individual level, group level and organizational level. Each of the three levels incorporates 

different key issues, forming a total of eight key issues (Martins, 2008): at organizational 

level: policy and procedures, benchmarking, risk analysis, and budget. At group level: 

management and trust, and at individual level: awareness and ethical conduct. 
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Protecting information used in the wider context should therefore also incorporate the 

behavior of people. People manage the information in an organization and interact with 

information technology systems. Each organization has its own information security culture 

similarly to every person having its own personality. A positive infonnation security culture 

can aid in minimizing the people threat compromising infonnation security while interacting 

with information technology systems (Eloff and Von Sohns, 2000). The behavior of 

employees towards information must be acceptable and needs to be pat1 of everyday life in 

the organization. Every organization also has certain infonnation security practices, which 

are followed and incorporated into the working environment. 

Although many organizations have implemented technical solutions to protect infonnation 

resources from adverse events, internal security breaches continue to occur. That is why 

human actions account for a far greater degree of computer-related losses than all other 

sources combined (Hinkle, 2007). Therefore, an approach that emphasizes an infonnation 

security culture within the organization is required to make security as a part of employee's 

daily work routines. In order to develop a successful information security culture within an 

organization, it is important to understand both technical and non-technical aspects of 

information security (Rotvold, 2008). 
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2.3. Information Security Awareness 

One thing worth mentioning here is the fact that security awareness training is very important 

tool to create as well as sustain information security culture in an organization. The level of 

security awareness, sensitivity, and reaction of people for security threats differ from culture 

to culture (Martins and Eloff, 2006). Information security awareness is important PaJt of 

information security management. Information security awareness, a specific fonn of 

information security control, helps secure information assets by infonning people about 

information security risks and controls in a general sense, and providing more specific 

information and guidance where necessary, emphasizing management's support for, and 

commitment to, information security, promulgating the organization's infonnation security 

policies, standards, procedures and guidelines, and externally imposed laws, rules and 

regulations and motivating people to behave in a more security-conscious manner, for 

example taking security risks into account in business decision making (Rotvold, 2008). 

Deloitte (2005), states "All parties with a need to know, including, but not limited to, 

information owners and information security practitioners, should have access to available 

principles, standards, conventions, or mechanisms for the security of information and 

information systems, and should be informed of applicable threats to the security of 

information. Awareness of information security principles, standards, conventions, and 

mechanisms enhances and enables controls and can help to mitigate threats. Awareness of 

threats and their significance also increases user acceptance of controls". In other words, 

without user awareness of the necessity for particular controls, the users can pose a risk to 

information by ignoring, bypassing, or overcoming existing control mechanisms. 

- 14 -



a 

The above study also found that about 45% of global organizations do not sensitive their 

employees in respect of possible information security threats and this lack of information 

security awareness could well lead to compromised information within the organization. 

Mitchell, Marcella, and Baxter (1999) found that infonnation security awareness was 

concentrated around the information technology department and did not extend to 

information technology users. There can be major problems if organizations do not realize 

the importance of information security awareness amongst users (Von Sohns, 2004). 

It has long been generally accepted that authorized users and employees pose the greatest 

security threat to an organization and that raising and maintaining the awareness level of 

those people is a crucial part of an effective infonnation security strategy (Ernst and Young, 

2002). An effective information security program should include security awareness training 

to inform personnel (including managers and other users of information systems that support 

the operations and assets of the organization) about the infonnation security risks associated 

with their activities and their responsibilities in complying with organizational policies and 

procedures designed to reduce information security risks. 

The objective of security awareness program is to ensure all relevant individuals understand 

the key elements of information security and why it is needed, and understands their personal 

information security responsibilities. Specific activities should be perfomled to promote 

security awareness (the extent to which staff understand the importance of information 

security, the level of security required by the organization and their individual security 

responsibilities _ and act accordingly) across the enterprise. Staff should be provided with 

guidance to help them understand the meaning of infonnation security (i.e. the protection of 
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the confidentiality, integrity and availability of infonnatl'on) the . rt fl ' , unpo ance 0 comp ymg 

with information security policy and applying associated standards/procedures, and their 

personal responsibilities for information security (Rotvold, 2008). 

Organizations that do not have a security awareness program need to look seriously at 

beginning a security awareness program to strengthen their security defense system and 

protect their information resources. Technology alone is not a comprehensive solution. 

Involving top management and getting their support is essential in building a strong security 

awareness program that employees will take seriously. If management conunitment is 

increased, and the security awareness goals and message are communicated and 

communicated often, progress and improvement can be made in creating a security culture 

(Rotvold, 2008). 

2.4. Factors that Influence Information Security Culture and Practices 

This section examines the information security management factors and a cultural issue that 

may influence information security culture and practices. The literature drawn for this 

analysis has largely been sourced from work investigating information security culture and 

practices in developed countries such as the USA, the UK and Australia and we can use this 

analysis as a guideline for identifying factors that influences the creation of strong 

information security culture and practices. According to these investigations, the different 

factors and issues which influence information security culture and practices are classified in 

to ' t 't' hi I I egulatory environment corporate governance and Cultural . corpora e Cl lzens p, ega r ' 

factors which are discussed below. 
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The first factor is corporate citizenship which is concerned 'th hi ' , WI ow emp oyees gam an 

understanding of appropriate information security culture and practice t1u'ough awareness 

raising and training programs. Senge (1990) refers to information security awareness as a 

state where users in an organization are aware of and ideally committed to their security 

mission. Information security awareness is important part of infonnation security 

management (Nosworthy, 2000). Increasing awareness of security issues is the most cost-

effective control that an organization can implement (Dhillon, 1999). Hinde, (2002) suggests 

that the absence of awareness programs indicate a critical gap in effective secUli ty 

implementation. Security training and awareness programs are therefore a fundamental 

component of effective information security strategy. Security awareness and training can 

help organizations to minimize some of the damage caused by misused or misinterpreted 

application procedures (Straub, 1990). 

Legal and regulatory environment is another important factor that influences information 

security culture and practices. This issue is concerned with the concept of information 

security policy and information security management standardization and best practices. 

International best practices for information security management are based on the combined 

experiences of several influential international companies concerning the way in which they 

manage their information security (Von Solms, 2001). Infonnation security management 

standards are used to establish and maintain a secure environment for information. 

Information security management standards can give customers and business partners the 

assurance that services are provided in a secure way, and can increase customer confidence 

in their business as well as businesses confidence in the organization 's business systems 

(Eloff and Von Solms, 2000). 
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The major component of legal and regulatory environment is information security policies. 

The primary objective of information security policy is to defme the users' rights and 

responsibilities in terms of information within an organization (Hong, et aI. , 2006). Effective 

information security policies will help users understand what is acceptable and responsible 

behavior in information resources and will assist in establishing a safe information 

environment (Hone and Eloff, 2002). Information security policy is an essential part of 

security practices within organizations and could substantially influence on their 

organizational security. As Higgins (1999) notes, without a policy, security practices will be 

developed without clear demarcation of objectives and responsibilities, and will face major 

difficulties when implementing information security management system effectively in their 

organizations' infrastructures. 

Most employees were unaware of the information security policy and what is expected of 

them to aid in securing the organization'S information assets. This implies that the 

information security policy needs to be created, reviewed and incorporated into the working 

environment for the requirements to become part of the everyday activities of the employees. 

Employees need guidance in what behaviors is acceptable and what is not. The organization 

needs to implement procedures such as awareness sessions and training programs to support 

and communicate the information security policy from the organizational level. This will 

encourage employees to adhere to the information security policy, thereby instilling the 

correct behavior which is needed for an acceptable information security culture (Martins and , 

Eloff, 2006). 
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Organizations cannot achieve effective information security management system without the 

establishment, implementation, and maintenance of an information security policy (Hong, et 

aI. , 2003). The formulation and utilization of information security policy can enhance the 

effectiveness of information security management system (Fulford, 2003). However, even 

though some organizations have established information security policy, it does not ensure 

that employees will necessarily obey these policies. As a result, policy enforcement IS 

necessary and essential for the organizations' success (Von Solms, et ai , 2004) . 

The third factor, corporate governance, includes factors and issues related to top management 

support for information security management and information security compliance. Top 

management support is seen as the most important factor affecting information security 

management activities in organizations (Fourie, 2003). In studies by Knapp, Marshall , Rainer 

and Morrow (2004) top management support was ranked number one in a list of 25 security 

issues affecting information security in organizations. Other bodies, such as the British 

Standards Institute (1999), support the argument that top management supp0l1 for 

information security management is crucial, particularly for implementing infonnation 

secwity policy. 

The British Standards Institute (1999) emphasizes that visible commitment from 

management and a good understanding of security requirements is key factors affecting the 

success of the information security management. Support from executive management not 

only influences uptake of affected information security policy but is also necessary for 

promoting appropriate information security management activities including information 

security awareness and training programs, information security compliance, information 

security risk analysis, and information security management standardization. A lack of 
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commitment from senior management IS a ma1ior Issue that ~ organizations face in their 

information security management operations (Von Solms 1996) d ft bed· , an may 0 en e (Oun Ln 

organizations having difficulties managing their information security. Information security 

compliance processes help organizations compare their actual infonnation security 

operations with international information security management standards (Karabacak and 

Sogukpinar, 2006). 

2.5. Challenges to information security culture 

While most research have concentrated on international organizations in developed countries 

such as the USA, the UK, Australia, and Europe, little is known about the pal1icularities of 

information security management in the developing countries. Globally information security 

best practices and trends are similar. When it comes to applying these best practice 

approaches to specific applications, however, localized variables and limitations need to be 

emphasized. This is the case when we consider the application of generic best practices to a 

specific country, particularly a country which may be considered as still developing 

technologically. The following points discuses the major points of difference. 

Studies have shown that non-technical issues are as important as technical issues in 

safeguarding an organization's sensitive information (Dhillon and Torkzadeh, 2006; Siponen 

and Oinas-Kukkonen, 2007). The importance of non-technical issues related to security 

management, however, is de-emphasized in many studies which tend to be quantitative by 

nature (Siponen and Oinas-Kukkonen, 2007). Particularly, with respect to developing 

countries, there is a resulting lack of attention in the open literature on factors such as the 

national and organizational culture, environment and level of awareness and how these 

factors relate to generic attitudes towards information security and its management. Security 

- 20-



h 

has always been identified as one of an information s t ' . ys em s Important components. 

Contemporary information assurance management recognizes the imperative to include 

people and processes, as well as the more traditional technology security issues, in ensuring 

the quality of information in all modem organizations. To a large extent technological 

solutions for the majority of security issues have been previously developed . There are 

however still many application challenges, the people and processes components of 

information assurance management. 

Legislation and laws should provide the basis for ensuring an adequate level of compliance to 

international regulations and laws as well as giving internal direction. The increased demand 

from society for the protection of privacy and personal data has led several countries to 

develop their own privacy laws, for example the Australian Privacy Act (AU, 1988) and the 

European Data Protection Directive (EUDP, 1995). Many developing countries have yet to 

consider adopting adequate legislation related to information security management, laws that 

criminalize cyber attacks and enable police to adequately investigate and prosecute such 

activities (UN, 2005). In addition, many do not have privacy or network security laws or 

regulations which could be used to take action against the misuse of information 

communication technology resources (Aljifri et aI., 2003). This implies that many developing 

countries are not only limited in taking action against intruders targeting their information 

assets but also against intruders who might use their country's information network as a base 

to perform illegal activities globally. 
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Organizations can avoid losses related to computer breaches if more commitment and 

deterrence is given (Dhillon, 1999). Key to the success of the commitment planning proces 

is that commitments are defined and measured in objective terms (Siponen, 2000). The 

effective development of the information security program is carried out on the basis of the 

contractual attitudes between the organization stakeholders (senior management, technica l 

staff, users and third parties). In many developing countries there is still a need for more 

effort regarding developing Information Communication Technology policies (UN, 2005). 

For example, the absence of Information Communication Technology security policy and its 

enforcement has been viewed as a major cause of fragmentation in the rules, procedures and 

practices leading to inadequate information security programs (Bakari et al.). This allows us 

to propose that the likelihood may be greater in developing countries, where in general 

policies are not in place, that a lower level of organizational commitment prevails than in 

developed countries. 

Skilled staff and adequate continuous training programs have been recognized as an 

important factor for the success of information security programs (Ho, 2002). Generally in 

developing countries, even when the need for security is recognized, management decisions 

are limited by scarcity of budget and technical personnel (Rao, 2002). Another focal point is 

that senior managers and users may not be aware of the security challenges. Each one of 

them holds certain assumptions, attitudes and values towards the infonnation system 

' . Thi I d to a mismatch of priorities between the 
unplementatlOn and use processes. scan ea 

' " A equence the lack of senior managers' 
orgamzatlOn and Its staff as end users. s a cons , 

awareness might hinder their willingness to commit sufficient resources. On the other hand, 
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there are the users who might misuse the system due to the absence of a proper awarene s 

program (Bakiri, 2005). 

In developing countries many organizations often face acute internal res istance when 

implementing new information and communications technology systems as employee may 

view this as a threat to their jobs. Besides individual resistance, organizations them elves are 

conservative inherently and oppose change (Salman, 2004). In terms of infonnation security 

infrastructure, developing countries are also lack the necessary security technology structures 

(Alj ifri et ai. , 2003). 
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3. Research Methodology 

The main aim of this research is to assess the infonnation security culture of hea lth care 

providers, administrative staffs and medical students in the area under consideration. To thi 

effect, descriptive survey research method was used. To secure dependable information both 

qualitative and quantitative methods were employed. Dawson (2006) sugge ted that there i 

no hard and fast rule to use the one and reject the other. Instead, prevailing trends favor the 

use of both designs in a single study. Dawson (2006) described that each data co llection 

instrument has its own weakness and strengthens. Regardless of this, the same author 

suggested that using each instrument accordingly as long as it is appropriate to the purpo e, 

size and situation under which the research is conducted. Dawson (2006) also stated that the 

use of multiple data collection instruments as a rule because each reveals different aspect of 

empirical reality. 

3.1. Study Site 

This investigation was conducted in Hawassa Referral Hospital. This public hospital, which 

is the only referral hospital in SNNP Region, is found in Hawassa city. According to the data 

obtained from the medical director's office, the hospital provides medical services for more 

than 500 patients per day. The hospital provides general medical (emergency, general 

outpatient service like regular medical OPD, referral medical clinic, Leprosy, ART, yeT, in­

patient), surgical (minor operation, regular OPD, surgical referral , minor 0l1bopedic, surgical 

impatient), gynecology and obstetrics emergency (labor and delivery), pediatrics (in-patient 

services, emergency and OPD level), ophthalmology (out-patient, in-patient, intemal ocular 

I ) d 0 on In addition to these ervice, the 
or lens alteration including cornea transp ant, an s . 
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hospital has been providing teaching in different depart t (M d" H I I ffi men s e lcme, ea t 1 0 : 'lcer, 

Nursing, Environmental health, laboratory and optometry). 

3.2. Study Design 

Cross-sectional survey was used as a study design in this investigation. Thi tudy de ign 

was used to gather all the necessary data from a population at a defined period of tim , The 

investigator will collect all the necessary data and information from selected ampl e or 

section of the population at a defined period time. 

3.3. Study Population 

3.3.1. Population of the study 

The target population of this study were all health care providers (N ur es, Laboratory 

technicians, Phannacists, etc), internship medical students, and administrative and uPP011ive 

staffs who are primarily involved in health data gathering, processing and di ssemination. 

According to the data obtained from Human Resource Information Offi ce of the hospita l in 

March 2010, there were 306 health care providers and 120 administrative and supporti ve 

staffs who are working in HRH. In addition, the data obtained from Hawassa University 

Medicine department indicates that there were 138 internship clinical and medical students. 

Thus, the total size of the target population of the study was 564. 
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3.3.2. Sampling Techniques and Procedure 

With respect to the determination of the size of the sample, there is no one fo rmula in th 

literature of the research. As a result, researchers use different formul a to determin it. 

Nonetheless, in this study, the size 'of the sample was determined by using the formula which 

was proposed by Yemmane (1968). The rationale behind is that it considers the non-re pon e 

rate and standard error. On top of this, it is highly recommended for conducting urvey tud y. 

Accordingly, the size of the sample was determined as follows 

n= N +c 

Where n = the required total sample size, N = the total size of the population (N =564), E = 

maximum standard of error (E = 0.05) and C= contingency 

564 + 10% 

(564 + 1) (0.05)2 

n= 350 

To select respondents from the target population of the study, stratified sampling technique 

was employed. The reason behind is that the respondents do vary in their educational 

qualification, profession, exposure to health information in hospital, and so on. To say it 

. . H ce as shown in the table below the dIfferently, the target populatIOns are heterogeneous. en , ' 

respondents were taken proportional from each stratum. 
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Table 3.1- Sampling Frame 

Strata Population Sample 

Health care providers 306 190 

Administrative staff 120 74 

Medical students 138 86 

Total 564 350 

To select respondents from each stratum, simple random sampling technique (lottery 

method) were used. The logic behind is that it gives equal chance for all respondent in each 

stratum. Added to this, it enhances the representatives of the sample drawn from each 

stratum. 

3.4. Data Collection Tools 

In order to get enough information from respondents, a combination of data coll ecti on 

methods were used. To this end, both qualitative and quantitative research approach were 

found to be relevant in this study to gather data. 

3.4.1. Quantitative Components 

In the quantitative approach, the investigator found the questionnaire of MaI1in (2008) very 

relevant for assessing the information security culture in the hospital. This questionnaire was 

used because it contains key information security culture issues such as infonnation securi ty 

policy, procedures, benchmarking, risk analysis, budget, management commitment, 

individual awareness and ethical conduct. In addition to this, its usefulnes and practicali ty 

had already been tested in different studies in developing countries including South Africa. 

The infonnation security culture questionnaire was translated in to 'Amharic' to make 
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questions brief and clear to respondents The 'Amhari ' . f . c version 0 the que tionnaire wa 

translated back to English to cross check and to make II th . a e necessary COITectlOn. Both 

n e u mver Ity. To make translations were made by English and Amharic instructors i D b bU ' . 

ec e as a ata co ctor the data collection more effective, three IT professionals were sel t d d II 

based on their work experience (having experience of data clerk). And then shOlt term 

training was given for one day by the researcher so as to make the objective of the 

questionnaire clear and to clarify questions. On top of this, the researcher al 0 clo ely 

assisted and supervised them during the data collection. The data collection was conducted 

with the ' Amharic' version of the questionnaire for the entire respondent. 

3.4.2. Qualitative Components 

Since this research focuses on the study of socio-cultural issues, it is equalJy important to u e 

the qualitative approach. As a result, the investigator developed and used in-depth interview 

questions to obtain detail and additional information from the respondents. In-depth 

interview was used only for medical director, medical record department head and human 

resource record department head because it will not be possible to admini ster in-depth 

interview for medical staff due to workload and short time schedule on duty. 

According to Beryman et al. (2007, pp. 322-323), where the respondents and researchers 

have not been in contact before, the first few minutes of conversation wiLl have a 

significant impact on the interview's outcome. The researchers need to explain the tudy to 

participants to establish credibility and gain interviewee'S confidence. The inter iew 

therefore were conducted by using the intervieW guidelines commencing with an 

intrOduction of interviewer, research title, the objective of the research and e timated 
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interview length. The presentation was kept clear and brief in order to reduce anxietie and 

make interviewees more relaxed and open. 

Interviews were arranged in the afternoon when interviewee had free time and were not in a 

hurry of work. Tape recorder was not used because of the refusal of the key informant to be 

recorded. In addition to this, the data gathered through in-depth interview wa upplel11ented 

by reviewing such documents as strategic plan, financial report and other nece ary 

documents. 

3.5. Data Processing and Analysis 

The main purpose of this investigation is to assess the information security culture of public 

hospitals in SNNPR particularly the case of Hawassa Referral Ho pita!. To do thi dif ferent 

statistical method were used for analyzing the data. Obtained re pon e from the 

questionnaires were systematically coded. The quantitative data was integrated, ummarized 

and analyzed by using SPSS version 15.0. The qualitative data was analyzed manuall y. 

Responses of each key informant were initially categolized based on thematic i ues 

addressed; then similar issues were merged to the selected thematic area. Finally, the 

responses of the in-depth interview were summarized by five thematic issue . In addition to 

this, some of the ideas of the key informants were quoted. 



3.6. Data Quality Management 

Various efforts were conducted to assure the quality of data. P r nal up r 

employed to ensure the quality of the data collected during the proce f data 

Before the information security culture questionnaire and the in-depth 

n wa 

li e ti n. 

were used on the study site, they were pre-tested on randomly elected 20 hea lth are 

providers and medical students in Black Lion Specialized Hospital to allow the re archer t 

understand the anticipated reaction of the larger group and to revi e or re tlllctu re qu 

where necessary. 

3.7. Ethical Consideration 

Ethical clearance were initially obtained from the Research Ethic Committee at tbe faculty 

of Informatics and got approval from the joint academic cOlTI mi Ion f Faculty f 

Informatics and School of Public Health in Addis Ababa University. In addition to till , 

ethical clearance was also obtained from Ethical Review Board of Hawa a Univers ity 

Referral Hospital. Oral consent was sought before administering que tiOl1Jlaire and 

. conducting interview from each selected participants to conform their willingne s and tho e 

who were not willing were given the right to do so. Before starting the in-depth interview, the 

investigator communicated the participants about the objective and the significance of the 

study to get the consent of the respondents and to enhance the response rate. 



3.8. Dissemination Plan 

This thesis report was submitted and presented to the School of Publi Hea lth and t th 

department of Information Science of AAD. The findin g of the re ear h \ a al 

discussed with Hawassa Referral Hospital management committee. Thi th i rcp Ii ill 

also be submitted to Federal Ministry of Health, SNNP Regional Hea lth Bureau and F dcral 

Ministry of Education. 



4. Data Presentation and Analysis 

4.1 Introduction 

The attitude, belief and actions of employees towards infonnation mu t be a eptab l and 

needs to be part of everyday life in the organization. Asses ing the attitude and kn wledge f 

employees towards information security helps the organization to under tand the beha i ur 

of employees with regard to information security and to identify i ue that w uld a i t the 

organization to implement and incorporate infonnation security culture and practi e. In 

addition to this, it is always necessary for organization to asses their informati n pI' tccti n 

activities and controlling mechanism to ensure that their activitie and ef£ rt are PI' du ing 

an acceptable level of information security culture in the organization. The main aim f thi 

research is to assess the attitude and knowledge of Hawassa RefelTaI Ho pital health ca re 

providers, administrative employees and medical students toward inf0l111ation ecurity. 

Different data collection tools have been used in this research to asse the exi ting 

information security culture in the hospital. The perception, attitude, opinions and action of 

health care providers, medical students and other administrative employee regarding 

information security culture was assessed by using questionnaire, in-depth interview and 

document analysis. 

The first section of the questionnaire contains knowledge question that are analyzed 

separately from other information security culture statements. The knowledge que ti n can 

be used to obtain information pertaining to the cun'ent knowledge of empl uld 

. & EI ff 2007) The cond ecti n i the 
result in specific behavior (da Veiga, Mart1l1s 0 , . 
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infonnation security culture statements which asses the perception f empl 

above eight different issues of infonnation security cul ture. 

All study subjects who participated in the questionnaire were a ked qu 

a ut the 

ab ut th 

meaning of infonnation security and its relation with their daily j b inft nnati n urity 

policy and procedure and the assistance of the management toward the implementati n f 

infonnation security in the hospital. Added to this, in-depth interview were al ndu ted 

with medical record department head, human resource proce ing team leader and with 

medical director of the hospital in order to get detail information ab ut the i ue under tudy. 

Furthermore, to get all the necessary and genuine information which ann t be direc tl y 

collected from questionnaires and in-depth interview, document analy i wa u ed in 

different organization documents including annual organizational plan and rep It trategic 

plan and different policies to triangulate the infonnation. The la t pba e of thi tudyaddr 

the discussion conclusions and recommendation based on the data obtained from the tud y. , 

4.2 Quantitative Study 

4.2.1. Demographic Characteristics of Respondents 

A total of 311 respondents were included for the final analysis of the qu anti ta ti e tudy 

making the overall response rate of 88.9%. During tbe data collection it wa di ffi cul t to get 

a completed questionnaires on time from respondents mainly due to workl oad n dut . 

result, a total of 39 questionnaires were excluded from the final quantitati e anal i b cau e 

of the incompleteness in response from the respondents. 
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T a ble 4.1: Socio-demographic characteristics of respondents in lIRH 

Characteristics 

SEX 

Male 

Female 

TYPES OF RESPONDENTS 

Medical students 

Health care providers 

Administrative staff 

AGE GROUP 

20-29 

30-39 

40-49 

+50 

SERVICE YEAR FOR HCPs 

<=5 years 

6 to 10 years 

> 10 years 

EDUCATION QUALIFICATION (HCP) 

Diploma 

First Degree 

Above 

PROFESSIONAL CATEGORY (HCP) 

Specialist physician 

Clinical nurse 

Phannacist 

Medical laboratory 

Others 

YEAR OF STUDY 

Internship 

Final year clinical nurses 

Final year midwives 
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N=3IJ 

Frequency 

20 1 

110 

6 

164 

61 

137 

110 

40 

24 

N=164 

108 

36 

20 

N=164 

64 

80 

20 

N=164 

58 

64 

9 

11 

21 

N=86 

32 

34 

20 

4. 

.4 

27.7 

.7 

44. 1 

.4 

12. 

7.7 

22. 

12. 1 

.0 

4 

12.2 

.4 

.0 

.7 

L . 



As can be seen from the above table, 164(52.4%) of lIre p ndenl \ r h Ilh 

providers, 86(27.7%) of the respondents were medical tudent are pI' idin I h 'a lth or 

service at different wards in the hospital and 61 (19.6%) f the re p nd nt ' \ r 

administrative and supportive staffs during the tudy peri d. Fr m Ih I tal I I 

respondents, 201(64.6%) of the respondents were male and Ihe re I II 

females. The age of the respondents ranged from 20 to 60 year with Ih 

and mean of 26.85. Of the total medical student who parti ipated in thi 

were internship medical students, 34 (39.5%) were clinica l year medi al tudenl \ hil . Ih . 

remaining 20(23.3%) were midwives students. 

Among the total respondents of health care provider 64( 9.0%) were dipl rna h Id'r \ 

80(21 %) were first degree holders and the remaining of the re p ndent ere l11 a l'r and 

above holders. As far as their profession is concerned, 5 (5.4%) f the 1" p nd 'nl 

specialist physician, 64(39.0%) were nurses, 9(5.5%) of the resp ndent \J ep pharma i t, 

11(6.7) of the respondents were medical laboratory and 21(1 2. %) were ther pr fe j na l . 

Among those health care providers who participated in thi tud 10 % f the 

respondents have less than five years of the experience 36(22.0%) f the re p nd nl ha e 

between five and ten years experience and the remaining re p ndent had ab e t n f 

experience. 

The following data analysis is based on the dimen ion in \ hi h alar e nUI11 r 
f 

interrelated questions were combined together to make the data anal i 111 r 
h 

d
' , ., d d ted by Brewert n and ~ilh ard ~ 
lInenSlOns were IdentIfied by the stu y con uc 
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4.2.2. Knowledge to Information Security 

The information security culture questionnaire is divided in to thr e 

(1 ) Information security culture statements, (2) Knowledge que ti n and bi raphi al 

questions. The first phase of this quantitative analy i involve del rmining h mu h 

knowledge employee have about information security and whether a I w in ~ rm ati n 

security culture results from an educational problem or from perc ptual c ncem . 

STATEMENT YES NO 

I I know what the term information 103 i08 
security implies. (33. 1 %) ( . % 

2 I am aware of infonnation security related 47 264 

to my j ob. (15. 1%) ( 4. % 

3 I know a person or a team responsible for 8 303 

information security in the hospital. (2.6%) (97.4%) 

4 The hospital has an infonnation security 30 iSI 
plan. (9.6%) (90.4% 

5 The hospital has a written infonnation 15 286 

security policy. (8 .0%) (92.0%) 

h rt" t on fi e kn ledge que ti n. 
Table 4.2 summarizes the responses of researc pa IClpan ' . 

. kn h t the tem1 info nnati n ecuri t implie. 
Firstly, respondents were asked If they ow w a 

can be seen from the above table, 264 (66.9%) of 311 respondent an \ ered that th d 
n 1 

. . l' d the remaining 10 ., . J % f I I 
know what the term infonnation secunty unp les an 

h h t 'nfonnation ecuri t implie . 
participant answered that they know w at t e enn I 
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The above table also illustrates that 264 (84.9%) of 311 participant an \ er d that th d n t 

know information security related to their job while the remaining 47 I .1 % f I I 

respondents know information security related to their job. A re ult fr m the a e t bl 

also shows that, overwhelming majority of respondents that con titute 7.4% f II 

don't know a person or a team responsible for infon11ation ecurity in the h pital \ hil th 

remaining 8(2.6%) of 311 knows the existence of a person or a team rc p nil ~ r 

information security. 

Table 5.2 also shows that 281 (90.4%) of 311 respondent an wered that the d n t kn \ 

the existence of information security plan and the remaining 30(9.6%) of II parti ipanl 

answered that they know about the existence of infonnation ecurity plan. in additi n I thi 

the above table also shows that overwhelming majority of re pondent that c n titut ~ 2 

(92.0%) of 311 do not know if the organization has a written infonnati n ' uri t p Ii 

while the remaining 15 (8%) of 311 respondents know the existence f a written infi rmati n 

security policy in the hospital. 

In general, as it can be observed from the above table, majority of health care PI' ider , 

administrative and supportive staff and medical students do not kno\ 

information security implies. In addition to this, majority of the re pondent al 

hat the telm 

d ntktl\ 

the existence of information security policy or plan in the ho pita!. Fr In till , it i n t 

difficult to see that the absence of knowledge about infonnation ecurit rna 

absence of information security awareness program in the ho pita!. It i al 0 p 

d b 

:_~ . cUlity p lic r plan ma au d 
that respondents' lack of knowledge about iwormatlOn se 

b h 
.. ' l' plan in the ho pita!. 

y t e absence of mformatlOn secunty po ICY or . 
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4.2.3. Management of Information Security 

This dimension includes the applicability of information ecurity p Ii y th under tandin J 

threats to information assets, a willingness to change working practice t 

of infOlmation assets, an acceptance of a responsibi li ty toward i n~ nnati n c uri t and 

necessities of resources. 

Statements Strongly Disagree Unsure Agree Strongly 

Disagree Agree 

1 I am prepared to change my 34 49 28 90 11 0 

working practices in order to 
(10.9%) (15.8%) (9.0%) (2 . % .4% 

ensure security of information. -
2 It is important to budget annually 19 29 54 108 I II 

for information security 
(6.1%) (9.3%) (17.4%) ( 4.7% .7% 

spending! coast. 
3 I have a responsibility towards 128 102 10 58 13 

information security m the (41.2%) (32.8%) (3.2%) (l .6% 4.2% 
hospital. 

26 4 All information about the 104 100 59 22 

hospital should be available for (34.4%) (32 .2%) (1 9.0%) (7. 1%) .4% 
non-employee. 

89 
5 All information about the 40 54 38 90 

hospital should be available for (12.9%) (17.4%) (J 2.2%) (2 .9%) 2 . % 
employee. 

. . .ty management and it ummanze lh 
Table 4.3 shows statements on mformatlOn secun 

. . h . fi nnation securi ty culture tatement r lated t 
response of the research partIcIpants on t e ill 0 

. . R ding the impOltance 
the management of informatIOn secunty. egar 

fa ll aling p if! 

. . 209(704%) of 1 J re p nd nt 
budget for the operation of informatIOn secunty, . 

r pli d 

·d ble number of re p ndent 
agree or strongly agree. However, a conSI era 

4 I .4% f I I 

hereas 48( 15.4%) of I I r 
respondents replied unsure to the statement w 

- 38 -

p nd n r pli d 



strongly disagree or disagree. Regarding preparations to cha II' . k' nge leI! \ r III pra Ii In 

order to ensure the security of information, 200(64.3%) of 311 re p nden! rcpli d I r n Ii 

agree or agree to the statements. However, 28(9.0%) of 311 re p ndent aid un ur \ hil 

the remaining respondents 73(26.7%) of 311 respondents trongly di agree 

statement. This would indicate that majority of the respondent are read It' 

working practice in order to ensure the security of information. In Iher w I'd .7 y< r 

311 respondents replied strongly disagree or disagree to the prop iIi n that uld indi at 

the existence of significant number of employee who are not ready t change th ir rkin 

practice for the security of information. 

Regarding the third item, majority of the respondents that con titute 2 (74. % r I I 

respondents replied strongly disagree or disagree while 10 (3.2%) of lire p nd nl aid 

unsure to the statement i.e. I have a responsibility toward in£< nJlati n e Utit in the 

hospital. The rest of respondents said agree or strongly agree to the ab e tatem nt. r m 

this explanation, it is equally natural to say that most of the respondent rep lted that th ar 

not responsible for information security in the hospital. 

Concerning the availability of information to employee outside of the bo pital maj rit 

the respondents that constitutes 204(66.7%) of 311 respondent replied tr ngl di agr 

disagree. Among the rest of respondents, 59(19.0%) of311 them replied that th 

about the statements while 48(15.5%) of 311 them said agree or tr n I agr 

ar un ur 

[ 

r 

b r . £ t' 1 ab ut tJl h ilal 
understood that majority of the respondents do not e leve 111 onna 1 1 

h t t tl e a a i I a iii I r h ita I 
should not be available to outside employee. Wit respec 0 1 

infonnation to employee, significant number of the re pondent 
r II r pli d 
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strongly agree and agree. But the rest ofrespondents i.e. 94(30.3%) r II and 

311 respondents replied strongly disagree or disagree and un ure t the tat m nt 

respectively. This shows that most respondents believe information ab ut the h pital h uld 

be available for employee in the organization. 

The responses in the above table indicate that the hospital need to w rk m rc n 111 rca In 

the awareness level of employee to increase their responsibility toward in~ rm ati n c urit 

in the hospital. The entire employee in the hospital need to participate in the trainin pr ram 

because securing information should get the attention of all empl yee and hea lth ar 

providers in the hospital. It should not be left to few employee i. e. nly t health (I I' 

providers. In addition to this, the hospital also needs to communicate pr ccdllre that aI" 

implemented in the hospital to stress what is expected of all empl yee in e lInl1 

information in the hospital. 



4.2.4. Communication 

The information security cultural statements included ' t·h· d' . m IS Imen I 

as the explanation and communication of infonnation se 'ty I' . (' . cun po ICy, mil nnmg In 

a timely manner how information security changes will affect th d . (' . em an Inll rmlll I p pi' 

about what is expected of them regarding infonnation security. 

-
Statements Strongly Disagree Unsure Agree trongly 

Disagree Agree 
-

1 I am trained in the information 144 100 47 II 9 
security controls I am supposed 

(46.3%) (32.2%) (15.1 %) ( .4%) % 
to use. -

2 Management communicates 98 123 79 6 
information security 
information on a need to know 

(31.5%) (39.5%) (25.4%) ( 1.9%) 1.7% 

basis to all job levels. 

Table 4.4 summarizes the responses of participants on infonnation security training and other 

communication issues in the hospital. To start with, respondents were a ked t gi e their 

response if they have received training on information security. Overwhelming maj rit f 

the respondents that constitute 244 (78.5 %) of 311 strongly disagree or di agr t the 

statements while 20(6.4%) of 311 respondents agree or strongly agree to the tatement. The 

rest of the respondents, on the contrary, replied unsure to the statement. It can be learned that 

majority of the respondents reported that the hospital didn't conduct in~ nnati n 
urit 

I ft r 
awareness training. While information security awareness trainjng i an imp rtant t 

creating as well as sustaining information security culture, it is ign red in th h pital. hi 

may indicate that information security is not viewed as an important i ue in th h 
ital. 
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Regarding statement 2 in Table 5.4, majority of the respondents 22 1 (7 1.0% r I I id 

strongly disagree or disagree. The rest of respondents which con titute 79 25.4% r I I nd 

11(3.6 %) of 311 respondents responded unsure and agree or strongly agree t the talem nl 

respectively. Accordingly, it is fair to say that majority of the re pondent d n t elie e th 

management has communicated information security information to all j b Ie el . h 

management need to conduct open dialog and discussion with 

information security, arrange awareness creation training program and all 

budget for preparing security posters, gowns and pens with ecurity 

communicate information security information for employees in the ho pita!. 
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4.2.5. Governance 

This factor focuses on aspects such as whether management support the inC, mla ti n c uri t 

policy, the adequate protection of infonnation asset, the perception of the imp f 

infonnation security and adequate control over infonnation asset. 

Statements Strongly Disagree Unsure Agree Strongly 

Disagree Agree 

1 It is important to determine the 3 4 3 81 220 
hospital ' s information security 

(1.0%) (1.3%) (1.0%) (26.0%) (7 .7% 
needs. 

2 Infom1ation security should be 132 30 89 14 46 
regarded as a functional (42.4%) (9.7%) (28.6%) (4.5%) ( I . % 
(business) issue. 

3 Information security should be 181 91 8 16 15 
regarded as a technical issue. (58.2%) (29.3%) (2.8%) (5.2%) (4. % 

4 I think it is important to 4 18 30 100 159 

implement information security (1.3%) (5 .8%) (9.7%) (32.2%) ( 1.2%) 
in the hospital. 

5 Management assists m the 94 80 114 12 11 

implementation of infonnation (30.2%) (26.0%) (36.7%) (3 .9%) ( .5%) 
security issues. 

16 6 Management perceives 114 116 54 II 

information security as (36.7%) (37.0%) (17.4%) (3.5%) (5.1% 
important. 

9 7 Procedures are implemented to 140 84 72 6 

support the information security (45.0%) (27.0%) (23.2%) (1.9%) ( .0% 
policy. 

. . th erception and commitment f 
Table 4.5 summarizes the responses of partICIpants on e p 

. ' ri ty and the per epti n f 
management towards the implementation of mformatlOn secu 

. . curit To begin with, parti ipant w r 
employee towards the importance of mformatIOn se y. 

uri t n d . . . h or anization infonnation 
asked If it is important to detenmne t e g 

. d t that constitute 30 I (96. % 
Accordmgly, significant number of respon en s 

f 1\ 
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agree or agree whereas 3 (0.96%) and 7 (2.25%) of 311 of the respondent aid un ur and 

disagree respectively. Regarding the fourth item in table 5.5, 259(83.4%) of lire p ndcnt 

strongly agree or agree to the statement and reported that it is important t implcmcnt 

information security in hospital whereas 30 (9.7%) of 311 and 22(7.1 %) f II f th ' 

respondents said unsure and strongly disagree or disagree respectively. The ab e !indin I 

indicates that majority of the respondents believe in the importance f implemcntin , 

information security. 

The research finding, as shown in Table 5.5, also revealed that majority f the re p nd(;nts 

i.e. 174 (56.0%) of 311 respondents strongly disagree or disagree to the inC, rmation (; urit 

culture statement i.e. management assists in the implementation of informati n ecurit . 11 

the other hand, 114(36.7%) of 311 respondents said unsure while 2 (7.4% f II 

respondents said agree or strongly agree. Concerning the perception of the managcl11(;nt 

about the importance of information security, the majority of respondents that con titute 2 0 

(73.7%) of 311 replied strongly disagree or disagree. Among the re t of re pondent , 

54(17.4%) of3 11 replied unsure while 26(8.6%) of311 respondents agree or tr ngl agree 

to the statement. 

Research participants were also asked if they consider information security a techni al i u . 

Significant number of them that constitute 272(87.5%) of 311 respondents trongl di agre 

or disagree. On the other hand, 8(2.8%) of 311 respondents had un ure po iti n ab ut th 

. d trongly agree R garding the 
statement and 31 (7.1 %) of 311 respondents repbed agree an s . 

. h titute 162(7 1.0%) of II I 
second Item, significant number of respondents t at cons 

disagree or disagree while 89(28.6%) of 311 said unsure to the assertion. nl 
f 

- 44-



b 

311 respondents said agree or strongly agree. Concerning the implementati n f pr edur 

for supporting information security in the hospital, significant number of re p ndent that 

constitute 224 (79.6%) of 311 respondents strongly disagree or disagree wherea 7 2 . o/c 

of311 and 15(4.9%) of 311 respondents said unsure and agree or strongly agree re pe ti el . 

From the above responses, it can be learnt two things. First, majority of the health ar 

providers, medical students and administrative staffs believe the impol1ance f implement in 1 

infonnation security in the hospital. Second, they also don't believe that managemen t ha 

assisted the implementation of infonnation security in the hospital. The ab ve table <1 1 

showed that more than half percent of the respondents do not consider infonnati n e urit 

as technical or functional issue. 
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4.2.6. Performance Accountability 

Performance accountability focuses on aspects such as adherence to infonnati n urit 

policy by various business areas, whether action should be taken against people that d n t 

adhere to the information security policy and whether people should be held acc untabl c ~ r 

their actions if they do not adhere to the information security policy. 

Statements Strongly Disagree Unsure Agree Strongly 

Disagree Agree 

1 I adhere to the hospital's 28 50 179 30 24 
information security policy. (9.0%) (16.0%) (57.6%) (9.6%) (7.7% 

2 I should be held accountable for 110 90 28 49 34 

my actions if I don't adhere to (35.4%) (28.9%) (9.0%) (16.0%) ( I . % 
the information security policy. 

3 The hospital ensures that I 114 100 69 10 18 

adhere to the information (36.7%) (32.2%) (22.2%) (3 .2%) (5. %) 
security policy. 

Table 4.6 above summarizes results concerning adherence to infonnation security p lie . 

. . r 179(576%) of 311 re p ndent 
Regarding their adherence to informatlOn secunty po ICY, . 

replied unsure to the statement. However, 78(25.0%) of 311 and 54(1 7.3%) f II 

. d 1 agree or agree re pecti el . In 
respondents replied strongly disagree or dIsagree an strong Y 

. 't of the respondents that n titute 
the above table it is also indicated that, maJon y 

. he statement and belie ed that th 
214(68.9%) of 311 strongly disagree or dIsagree to t 

. . . ' whether employees are adherin I th 
orgamzatIOn do not have the mechamsm for ensunng 

. • 0 f 311 articipants strongly agree r a re 1 th 
InfOrmatIOn security policy while 28(9.010) 0 P 

statements. 
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The response of health care providers, medical and clinical students and ther upp niv 

staff on the second item in the table shows that 200(64.3%) of 311 the re p ndent 

disagree or disagree while 28(9%) of 311 remained unsure. On the other hand, f 

311 respondents said agree or strongly agree to the statement. It can be aid that 111 I r Ih 

respondents do not held themselves accountable if they don't adhere to the in~ rmati n 

security policy. 
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5. Qualitative Study 

S.l.Introduction 

This research is interested in assessing the infonnation security culture al publi h Il h 

hospitals in SNNPR, more specifically in Hawassa Referral Ho pita!. A 111 nt 

infonnation security culture involves looking at all the key is ue de rib J at Ih · 

infonnation security culture model which includes policy and procedure ben hmarkin ', Ii 

analysis, budget, management, trust, awareness and ethical conduct. 

To this end, both qualitative and qualitative research approach were found I be r ·1 . an t in 

this study to gather data. In the quantitative approach, the que tionnaire f M ~1I1in ' 

was used to assess the infonnation security culture of the ho pita!. This in 1111111 'nl ha ' 

incorporated the eight key issues for assessing infonnation security culture. B' id >', In . 

this study focuses on the study of socio cultural issues, it is equally il11p rlanl t u . th ' 

qualitative approach which is concerned with developing explanation of 0 ial and ultu ra l 

phenomenon (Miles and Huberman, 1994), 

S.2.Description of the respondents 

A total of three key informants were involved in the in-depth interview dra n [r m 
ni r 

d d rt t One of the ke in~ rman 
management and medical and human resource recor epa men, 

w 1" " d' t f the hospital The other 1\ 
ar h ad ~ r 

as c lmcal service and practical trammg lrec or 0 ' 

d
. e proce ing learn. Th lini I 

me lcal record department and leader for human resourc 

s . ki a physician and a an in lru I r in th 
ervlce and practical training director was wor ng as 

m d' I . team leader as e lca department. The human resource processmg 

The head ~ r medi I r 
five years in the human resource processing department. 
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department was working for the last three years as data clerk d h . an a a ead In th d partm nl. 

Below are some of summarized thematic issues of the discus . . h h slon Wll t e kc In nn nl 

during the in-depth interview. 

• Knowledge of information security. 

• The existence of physical or any other mechani 111 for the 

information assets in the hospital 

• Factors or issues that hindered effective implementation of in~ rmati n . uri l 

culture in the hospital. 

• The commitment of the management toward the implcmentoti n r 

infonnation security. 

• Measures that should be taken to improve the information ecurit ullur ' in 

the hospital. 

5.3. The existing information security situation in the hospital. 

Medical records should be safeguarded against unauthorized use, In difi ati n and 

disclosure. They should be stored in a secure area, and there should 

regarding confidentiality and the release of patient information. It is be t t ha e a \! ritten 

policies relating to the use of patient information and staffs must be famili ar \ ith th 

policies. The result obtained from the in-depth interview with the key infonl1ant indi at d 

that all the key informants reported that information in the ho pital i n t ad qual I 

f h k . Donnan e plain d th 
protected both physically and electronically. One o ' t e ey In 

existing situation in the following plain language: 
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"Patient records are missing, sometimes patient records are 1101 P" P 1·/ r (/11'11 (' I fl) 

medical record room and medical records are also usedfior educat · . IIIg 1111/· lI'ilh / \ II 

for patient identity and etc. " 

It was also reported by one of the key infonnants that there is lack of phy i al 

mechanism to protect both medical and human resource information. F r in tan , th 'r' i~ n 

well written and documented information security policy in the ho pital. A rding t th · 

key infonnant, medical records are left in the table or office area where any ne an a 

see it. In addition to this, medical records are not properly handled in medi al r" I'd r m 

and authorized access to records is not maximal. 

5.4.Knowledge to information security 

In the quantitative study, it was indicated that 264 (66.9%) of 311 re pondent an \ 'red unt 

they do not know what the tenn infonnation security implies and the remaining I .1 % 

of 311 participant answered that they know what information security implie . It i 

see that more than half percent of the respondents do not know what the ter1l1 in~ nnati n 

security implies to them. All of the key informants participated in thj intervie\ had la k 

b
. . . All f hi· d ·nfonnation ecurit in r lati n awareness a out mformatIon secunty. 0 t em exp arne I 

to systematic record keeping. One of the key informant explained infonnati n e urit a 

I ord r OIll ' XI m I 
"It is the systematic processes of keeping records and protecting t 10 e r 

harm or danger. " 

. n f in no i n A . . ·ty is the pr te 11 
CCOrdlllg to another key infonnant, informatIOn secun 

from external hann or danger. 
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5.5. Challenges to information security in the hospital. 

All of the key informants believed that information in the ho pital i n t ad qu tel 

protected. They believed that it is important to implement and use informati n c urit in th . 

hospital. According to one of the key informants, some of the factor or i uc that hinder t 

effective implementation of information security in the hospital are: 

"Lack of automated system and JeT infrastructure, absence of organiz d al/d .1 .\fem II i 

record keeping system, the existence of large amount of patient records, la k 0 skill 'd m 111 

power, lack of resources including skilled man power and absence of a I 'ar I oli ' III II 

govern the information use of the hospital" 

Another key informant also reported that the lack of awareness among health care pr ide 

and other staffs about the confidentiality of patient information and the exi ten e r lar 

amount of medical records in medical record room are the two main rea on for th > abcn 

of effective information security in the hospital. 

5.6 Information protection efforts in the hospital. 
h . f on ha irnplem nt d 

Key infonnants participated in this interview reported that t e organtza ! 

'. .' . h h 't I Some of the me hani m 
certam mecharusm to protect mformatlOn resources m t e oSP! a . 

. dare tran lated in t el 
lluplemented in the hospital are: the human resource recor s 

fonn ' d record and access to medical record ~ r r m a dition to the manual 

pennitted through letter from the medical director. However all of the k 

nough to pr te t m di 
believed that the mechanisms implemented are not adequate e 
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human resource information from harm. One of the key infonnants expre 

the information protection efforts of the hospital as follows: 

"In/ormation protection efforts are not adequate in the hospital. However, 

cd hi I ' \\ a u 

/II /II ,It 1111\ /1/ 

have been implemented recently. Request for medical records from medical,. orcl 1'00 /1/ hy 

any health care provider or researcher is permitted through letter. " 

S.7.Factors or issues to improve the situation. 

The key informants participated in the interview believed that management need t 

understand issues or factors that will improve the situations in the ho pital. All the k· 

infonnants reported that information security is not considered as a challenging i sue in th . 

hospital because of lack of awareness to information security. They also reported that it i· n t 

considered important like any other function in the hospital. One of the key infonnant 

explained information security situation in the hospital as a "worst" compared to what h' a\ 

in other hospitals. As a result, he listed the following points to improve the situation: 

"1 . . d ' 'd system alld ormlila/in mprovmg and using leT infrastructure, usmg an automate I ecol 

laws, regulation or policy. " 

h Id b . en ~ r traintn 
The medical record department head also reported that attention s ou e gl 

t . 'd d ther staffs in the h pital. 
o rncrease the awareness level of health care provl ers an 0 
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6. Discussion 

The attitude, belief and actions of employees towards infonnaf b Ion must e a ccptabl nd 

needs to be part of everyday life in the organization Many h . researc ers pr 'd 

technological approach to solve most of the problems related to infonnati n c'urit '. 

However, it has been recognized that non-technical issues are as important a technical i u', 

in safeguarding an organization information assets. The main aim of this re car h \ a t s ( 

asses the knowledge and attitude of health care providers and administrative taff in rdcr t 

facilitate the implementation and adoption of infonnation security culture in the h pital. 

This study also recommends measures for improving infonnation security culture and 

practices in the hospital. 

Literature in the area of infonnation security showed that research in the area of in~ nnati n 

security culture is still in the early stage of development, especially in developing c untrie ', 

Most of the investigation in the issue of information security culture and practice were d n' 

in developed countries such as USA, UK and Australia. Only few researches were d ne in 

developing countries such as South Africa and United Arab Emirate. Thus, although it 

practical implication takes the lion's share, this research contributes to the bod 
f 

knowledge in the area of infonnation security in general and to information securit 

in particular. 

T d" I ' I approach to addre 
ra Ihonally, most of the researchers believed techno oglca 

ulture 

th 

, , b ' adequate in~ nnati n 
m<lJonty f' fi ' . ' H in order to nng o III ormatIOn secunty Issues. owever, 

h' h in olve Ie. 
seeurit I . hn' I pproach in w IC we 

y eu ture and practice, it needs a sOcIO-tec Ica a 
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process and technology. In other words, both technical and non-technical i u 

considered to bring effective infonnation security culture in the hospital. 

The results obtained from both quantitative and qualitative study impres ively h ed maj r 

important findings about information security in Hawassa Referral Ho pita!. ne f the 

major findings of this study was the lack of awareness among health care PI' ider 

administrative staff and medical students about information security. In thi tudy it a 

found that 264(66.9%) of 311 respondents responded that they do not know what the telm 

infonnation security implies. The study also showed that 264(84.9%) of 311 re p ndent d 

not know information security issues related to their jobs. This data impre ively h w that 

only 15. 1 % of the respondents know information security related to their job. 

According to Hinde (2002), the absence of security awareness indicate a critica l gap in 

effective security implementation. In general, form the above three results, it can be dedu ed 

that there is lack of awareness about information security among respondent . It wa al 

showed that, overwhelming majority of the respondents that constitute 244 (78.5 %) f 11 

strongly disagree or disagree to the information security statement i.e. I am trained in the 

infonnation security controls I am supposed to use. In similar manner, it is al 0 p 
ible t 

infer that the absence of information security awareness among the respondent rna b 

. , . th hospital 
caused by the absence of security awareness trammg 10 e . 

. d Th t (2005) about 45% f gl al 
According to the study conducted by DelOltte an oma su , 

. . ect of possible infl n11ati n 
orgamzations do not sensitize their employees 10 resp 

Id ell lead t mpr mi d 
threats and this lack of information security awareness cou w 
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information within the organization, In the qualitative tudy, it wa al indi t d th t th I' I 

lack of awareness among key informants about infon11ation c url't I ' 'I . , n Iml r m' nn 'I , It 1 

also possible to infer that this lack of awareness might hinder the man , r11 nt t rnmlt 

sufficient resources for information security operation and implem n!ati n, 1 h tu I 

conducted by Rotvold (2008) also indicated that management awarenc rnmlt!11 'nt cln I 

uppol1 were few of the more common reasons given 

being conducted, 

The study indicated that majority of the respondent of thi tud y ha en' 'r r' '1\ 'd J!1 

information security awareness training, As a result, majority nd 

other staffs need extra-information security awarenes training and edu ali 0 , 

Dhillon (1999), increasing the awareness of security i 

that an organization can implement to bring effective infonnati n e urit ultUl' , TnlJ!1l1l 

of security issues or features is an important tool for creating a well a mainwinin unt 

conscious behaviors, In addition to this, health care organizati nand ther n m'd dl ' 

can also implement and incorporate a course with a special infonnati n 

health curriculum to bring adequate level of information ecurit a arene 

Even though education and in-service awareness training are the ba i 

conscious employee, they do not guarantee security conform behavi 

environment. Awareness measures outside of the class or training 

po ters, mouse pads, pen and gown with security logan help t 

omnipresent. In addition to this, the organization can c mmul1l at Itl 

me ages by using periodic discussions and dialog with mem 
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Organizations also need to realize the importance of inconnatl·on 
11 ecurity train in 1 t all 

concerned employees in the hospital. 

Another important finding of this study was the lack of commitment and upp 11 bt l 

management for the operation and implementation of infonnation security. The Iud cd 

that 174 (56.2%) of 311 respondents strongly disagree or disagree to the in~ mlati n e urit 

culture statement which indicates the assistance of the management for the implementati n f 

infonnation security. It is sound to infer that this lack of support by top management mi dlt 

be caused by lack of awareness about information security. In studie by Knapp Mar hall 

Rainer and Morrow (2007), it was indicated that top management support i ranked numb T 

one in a list of 25 information security issues affecting infon11ation ecurity in th J 

organization. 

The study revealed that the highest level of respondents (92.8%) reported that the d n t 

know the existence of information security policy in the organization. Thi re ult wa 

reaffirmed by the result obtained from the in-depth interview held witb tbe med ical dire t r. 

Concerning this issue, the medical director confmned e absence of a written in~ nnati n 

. .. . h ddt d by Hi ggin (1999) \ ith ut 
secunty polIcy m the hospital. Accordmg to t e stu y con uc e ' 

an information security policy, security practices will be developed witb ut 
lear 

c . un·t p Ii ie \ ill 
d . ·b·l· . Ef"Cectl·ve inlonnatlOn sec emarcatlOn of objectives and responsl Iltles. 11 

.0.£ ati n within th 
help to define the users' right and responsibility in relation to 1 onn 

. . bl and responsible beha i r in in~ nnati n 
orgaDlzatlOn and help users to understand accepta e 

. d d nted infonnation ecurit p Ii 
resources. The presence of well wntten an ocume 

al 

. I · t in~ nnali n. 
hi. . I es behavior In re atlon 
e ps seDlor managers to control and morutor emp oye 
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However, the establishment and implementation of infonnation security policy d n I en ur 

employees will necessary obey these policies (Von Solms, 2004). In thi Iud il \Va 

indicated that more than half percent (57.6%) of the respondents reported that they are un ur 

whether they are adhering to the organization infonnation security policy or not. In imil r 

manner, it was also indicated that 25.0% of the respondents strongly disagree or di agree I 

the above proposition. The study also showed that 68% of respondents reported thai Ihe 

organization do not have a mechanism for ensuring whether employees are adhering t Ihe 

information security policy. The study conducted by Karabacak (2006) al 0 indicated Ihal 

organizations need to evaluate their information security compliance level. Organizali n 

should have a mechanism to ensure that the practice of employees is compliant wilh the 

information security policy, particularly because a significant number of informati n ecuril 

breaches results from employees failure to comply with security policies. A a re ult p lic 

enforcement is necessary and essential for the success of information security pol icy. 

In this study, it was indicated that 71.1 % of the respondents responded that management d e 

not communicate information security information on a need to know basis to all j b Ie el . 

Management need to communicate information security policies by using di fferent m dia 

h 
. fi .. db ·ng open discussion or dialogue. In 

suc as In ormation security awareness trammg an y USl 

this study, 61.7% of the respondents indicated that they can not easily obtain a c P 
f 

. . d I copy of the polic 
mfonnation security policy. The organizatIOns nee to p ace a 

in a 

convenient place where anyone could easily access or read it. 
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The study also revealed that 83% of the respondents strongly agree or agree the imp rt n 

of implementing and using information security in the hospital. All the key in~ nnanL \\ h 

participated in the in-depth interview also reported the importance of implcm nt in ' 

infonnation security in the hospital. From this, it is sound to infer that maj rit f th ' 

research participants believed the importance of implementing information e urit in th' 

hospital. It was also showed in this study that 64% of the respondent are prepared t 

their working practice in order to ensure the security of infonnation. Thi re ult re ·a!. th' 

existence of willingness and preparation on the side of respondent to change their w rkin 

practices to secure organization information assets. 
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7. Strength and Limitation of the Study 

7.1.Strength of the Study 

• Combination of both quantitative and qualitative study. 

• Since it is the first study in the area of information security culture in health 

institution, it provides baseline information for further research in other parts of 

Ethiopia. 

• It included health care providers, medical students and other administrative staff 

as a study subject. 

• Discussion of the study result with senior managers in the hospital. 

• It emphasized the role of non-technical issues in safeguarding the organization 

infonnation resources. 

7.2.Limitation of the Study 

• Lack of similar and published studies in the area of information security culture 

especially in developing countries. 

• Presence of incomplete questionnaires i.e. some questionnaires are not complete. 

• High workload to health care providers and senior managers. 

• Lack of motivation and commitment from some health care providers to 

participate in the study. 
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8. Conclusion 

To develop appropliate information security policy and to advance the inftonnatl'on 
ecurity 

culture to an adequate level in health institutions, it is worth to assess the pe t' . d rcep lon, athtu e, 

belief and action of employees and internship medical students with regard to infonnation 

security. Such kind of research in health institutions can serve as a spring-board for the 

appropriate interventions like information security awareness program and for the 

fonnulation of information security policy. The results of this study have important 

implications about the existing information security environment in the hospital. The e are 

some of the major conclusions of this study 

• The study indicated that majority of the health care providers and other 

administrative employees in the hospital do not know what the tenn infonnation 

security implies. 

• Majority of the respondents m the hospital has never received infonnation 

security awareness training. 

• More than half of the respondents participated in this research reported that 

management do not assist the implementation of information security issues in tbe 

• 

hospital. 

Majority of the respondents participated in this study believed in the importance 

of implementing and using information security in the hospital. 

. . r about how the data is 
• The study found that there is no informatIOn secunty po ICY 

stored, proceeds, disseminated or used in the hospital. 

.' h' tI rmation in the hospital is not 
• The result from in-depth interview mdlcated t at III 0 

adequately protected. 
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• More than half of the respondents reported that they are ready to change their 

working practice in order to ensure adequate protection to information assets. 

• Majority of the respondents reported that they are unsure whether they are 

adhering to the information security policy of the hospital or not. 

• Majority of the respondents who participated in this research reported that they do 

not know a function, a team or a person who is responsible for information 

security in the hospital. 
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9. Recommendations 

Most researchers believe that bringing effective and acceptable information security culture 

is continuous processes which require long term commitment and sustainable efforts from 

employees and management. The hospital needs to formulate an information security policy 

and implement procedures such as awareness session and training programs to SUppOlt and 

communicate information security policy. Management also needs to incorporate infom1ation 

security as one of the characteristics of the hospital and demonstrate its commitment and 

involvement in the processes of implementing it effectively. The following are some of the 

recommendations based on the result obtained 

9.1.Short Term 
• The hospital should implement information security awareness training program 

to bring information security conscious behaviors. All the concemed parties i.e. 

senior managers, health care providers and other administrative staff should 

participate in the training program. 

• Senior managers in the hospital should support and commit enough resources for 

• 

• 

. . . .' th h 'tal Increasing the participation 
the operatlOn of mformatIon secunty III e OSpl . 

. k ' t b' g sustainable information 
and support of the management IS a ey Issue 0 fIll 

security culture in the hospital. 

. t' ocedures in the hospital to bring 
Improving the existing informatIOn protec IOn pr 

adequate protection to information assets in the hospital. 

I regulation that guides 
Developing information security guideline, ru es or 

• C • ets l'n the hospital. 
employees how to use mlormatlOn ass 
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• Assigning a specific person or team h w 0 can take full responsibility for 

information assets in the hospital. 

• The hospital should implement awareness measures outside of the c1as or 

training room to help employees remember the lessons learnt. Using security 

posters in the office and office areas and using gowns and pens to transmit 

security messages helps the security topic omnipresent. 

9.2.Long Term 

• Formulating health information security policy by involving key stakeholder 

from the health sector. 

• Incorporation of information security topics or courses in the curriculum of 

health. Because the researcher believes that education is one of the core means for 

creating security awareness. 

• Federal Ministry of Health should incorporate information security as one core 

processes or function in the hospitals. 

• Appropriate reT infrastructure which provides technical protection for 

information assets should be implemented in order to improve the information 

protection efforts of the hospital. 

. . . d '1' t' l' n should be carried out • It IS the pOSItIOn of the researcher that etal Illves Iga 10 

involving every employee by using the survey approach to understand the 

. 1 . d'fferent wards or department 
dIfferences in the awareness between emp oyees III 1 

in the hospital. 

. . 'nfonnation security culture in 
• The researcher also recommends further studIes III 1 

Ethiopia to have detail insights about the 
issue in different hospitals. 
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Annexes 

Annex 1. English questionnaire. 

ADDIS ABABA UNIVERSITY 
F ACUL TY OF INFORMATICS 

HEAL TH INFORMATICS PROGRAM 

I am Temesgen Gebrasilase, a post-graduate student in Health Informatics at Addis Ababa 

niversity, Faculty of Informatics. Currently I am doing my masters thesi entitled 

"Assessment of Information Security Culture in Public Hospitals in SNNPR: The case 

of Hawassa Referral Hospital". 

The objective of this questionnaire IS to collect data from health care provider 

administrative staff and from medical students on their knowledge, attitude and percepti n 

towards information security. In line with this, it also helps to identify and asses issue that 

facilitate the implementation of information security culture and practices in public 

hospital. It will take about 30 minute to fill the questioner. You are selected to participate 

in this study just by chance. The information you provide us is extremely important and 

invaluable, as it will help the government and private institution involved in providing 

health service around the country. 

I would like to assure you that the information that you provide me is completely 

confidential and will be used only for the research purpose. You have full right to refu e to 

take part or to stop filling the questioner at any time. But the information that you provide 

me is quite useful to achieve the objective of the study and to contribute for asses ing the 

exi ting information security culture of health institution. 

COn idering the information you get from the general information above, I would be 
thankful ' f . 

I you spend some time to answer questions related to the Issues. 

arne of data Name of 
COllector 

--------19nature 
Supervisor _____ --

ale ----------------- Signature _____ --

Date __ ---- ---
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ADDIS ABABA UNIVERSITY 
F ACUL TY OF INFORMATICS 

HEALTH INFORMATICS ~ROGRAM 

questionnaire to asses the knowledge, attitude and belief of health care provider and 

other administrative staffs on information security culture in Hawassa Referral Hospital. 

PART I: - DEMOGRAPHIC CHARACTERS TICS 

Instruction: In this section, please fill your personal infonnation that exactly tits your 

latus on the space provided. 

NO STATEMENT ANSWER 
I What is your sex? 

2 What is your age? 

1
3 Student/Heath care providers/administrative staff 

4 Field of graduation(this is only for heath care 

providers and administrative staff) 

15 Educational qualification (this is only for heath care 

providers and administrative staff) 

6 Field of study (This is only for medical students) 
7 Year of study (This is only for medical students) 

1
8 

Year of experience in the hospital? (this is only for 

- heath care providers and administrative staff) 

-
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PART II. KNOWEDGE QUESTIONS 

Instruction: For the following questions please put ",./" symbol 10 front of the space 

'ded in each knowledge questions. proVI 

I 

"'--NO STATEMENT YES NO 
I I know what the term information security 

implies. 

~ I am aware of information security related to 
my job. 

3 I know a person or a team responsible for 
information security in the ho~ital. 

4 The hospital has a written information 
security policy. 

5 The hospital has an information security plan. 

PART II. INFORMATION SECURITY CULTURE STATEMENTS 

Statements 

I It is important to determine the 
hospital 's information security 
needs. 

Strong Disagree Unsure 
Disagree 

Agree Strongly 
Agree 

2 Infonnation security should be 
r~garded as a function al issue. 

3 Infonnation security should be I 
r,~IT,r~~a7rd~e~d~a~s~a~te~c~h~n~ic~a~l~is~s~ue~ ____ ~~ ______ ~-------+-------r-----t--------
I' ~ think it is important to implement rs Infonnation security in the hospital. 

I am trained in the information 
ecurity controls I am supposed to 

"- ~se , 

6 ~ have . a responsibility towards 
!'-:- ~fonnatlOn securi!Y in the hospital. 

, anagement assists In the 
Implementation of information 

~~ur~ issues. 

I L;an~gement perceives information 

(

9 ~ri!r as important. 

in~ adh~re to the hospital ' s 
10 ~ecurity policy. 

Ih e hospital ensures that I adhere to 
e Informal' . 

Ion securIty policy. 

j 
I 

I 

I 
! 

I 
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· ~ llation about the hospita l l 
I 11 In or 

,hould oe available for non-

·;lIlpioyee. . 

I 
All information about the hospItal 

I should be avai lable for employee. 
~ I hould be he ld accountable for my 

actions if I don' t ad?ere to the 
information security poltcy. 

T Procedures are implemented to 

upport the information security 

policy. 

is I can easily obtain a copy of 
information security policy. 

16 It is important to budget annually 
for information security 
spending/coast. 

17 I am prepared to change my 
working practices in order to ensure 
security of information . 

IS Management perceives information 
security as important. 

19 Management communicates 
information security information on 
a need to know basis to all job 
levels. 

Thank you for your patience to complete this questionnaire!! 
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\nnex 2. Amharic questionnaire. 

h-': .... hOC! f.. "l,nC""t 

f ~U~ 9"~:l' 't9"UC't h~A 

f'tA 11 h. ,}~C"'l,thfl TC'''It-9'':: 

PII.t) oomf-:t tpe; o,f\Ulf (J()tp?) tt.IrA Iffl'C;)-A (Joy.,..... rillS flt\'l° y?)l. I'MH,p,~e 

')J/r-,·7,;':f· Cj (JlfflT. ;h'\· illS 1J.e,}fle; O1l,'tt"JA tafl.~ (J-/.d/fle A'r'rY: ".e flft· "''''/t?):)'- M 

{"'t.~ Y.u'}', ;,· ~\Y ,f"ue; nmfl(J:t J',,:fm·'} an tilL: '!,'r~-}-: nool'l',h'}'C; c}a}o</"}'C; ·'·'1flC fttry{J)~ 

'/(I} : : flt'1If"1'r fllf flT ;h'\' 1'0lJ.1'l<;' I' filS fl t\'l".f' $1):.,-. : {J MH'P' ~e #Pt·'" t;~:l".e; (J-/"'/CJ e A '/'''1'' y.: 

v- .PI\. -,.UtltfP':f· 1'0lJ.1'lm-·}· '!,{J)·H-.,: ooAfl 1'1'(j'.j:'} l}t\try htryl'ltl'}' liM,: flU'llrl'} CJft· I'mS 

(J'lhl,'I '}-c,' IfflT:Nl:o'f- yftlD"} I'ool.:'! ~u'n'}' M'Y1IC; l\mflfl~ fluA ft°'/i'ii'it\ .elP,t\ :: MII.U 

('~~ l"j'C;'I: -1-I'I ;h1..?J:r- .eU'} h"l'}IIfl. flOlJfl1f]·}· 'f>(j'C; '!,lD-~-I''': oot\{J floo{Jm'}' ~ ~· ·H · flfl';" ·} 

h ·}m.e.:JotI: ·}:: 

• I' OTJ. I'l m· '} UD A fl fl 0lJ. fl l' C I' .t-m flot> ~ lD- : : 

• MU oo~~ MI&.t\'1. l\.e~Mo:: 

• ooA{JfD'} fl'f' .f"~lD· t.-}· ftt, -}· flftlD- f]". (l;J- I' "v''' 9"Ah'}' fl°'lY: l'? f MY"m- :: 

• t\.} .. (J .(JC' fl;PY:OTJ.Y '!,C;ool'l"lC;ft'}: : 

h~1J11 1 :- htlu fl;t-'f- Yh-'}- 'f' .f'<l:fD'f {JI'I'?A ool~ r"'l.m.e+. fl.lf1 h1' !<l:fD=t: k'}' ftk '}' (lftlD­
II)'. (l;J' ·}-hhft;;;0l.1 UDAll floooo-"'}' .eooAfl-:: 

1. r~A ool:q (PERSONAL INFORMATION) 

1.1. ?;J-____ c}Y:0IJ. __ _ 

1.2. ·t-OlJt/fllr-'·lJ: _______ _ 

1.3. r ,t-ool41fl'}' I"}'Y"UC'}' n.e~'}· _____ _ 
1.4. rOlJ. OTJ<;"}' r'}'Y"uc'}- n.e ~.}. _____ _ 

1.5. rll'H~ '}oo'}- .,_0'1/, ~uHli(M'OTJt ·fl1'} _____ _ 

1.6. r·}·Y"uc·}· ~l~ (MIr·t-'1:r· 111') _____ _ 

1.7 . {,Illr AY"Y:(Mt··,·'1'f 111'} _____ _ 
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bll'lI 2:-hlt.U O;t"1- 'I1t--r 'l'.N:?'1- O'l'r-t-ro- ~-r fI~·l- fJflro- fJ}1. fl;1' f V" 9"tlh'r O"'1J.':l'7 uott(l ,),·) 

f,Mt : : 

'l' .I'-tP':f hP") hJ?,J.I\'I" :: 

I foot,J( J.U'}~·)- "'III'''' ,.'} "'111+ }, ,}J.If~ 

hlD",nW' :: 

2 hl"'ilt-O+ ilt- .:>C MIWD- fDDt,J( J.U,}~·)-

"'1'}llfL hll't:: 

3 fl"'ilt-O+ fm.'i" 1":tl'" iII'IDDt,J( J.11'}~'''' 

"'1'}llfL .I'1IlD- illD" roJ?,l'" Il-J.",} rof.l'" hlPt-C 

)'1I1D" : : 

4 fl"'IPt-O '''' fm.'i" .,':tl'" iII'IDDt,J( J.11'}~')' 

hmllO~ froJ..d· },~1; Mm':: 

5 fl"'IPt-O '''' fm.'i" .,':tl'" 06tft.'f: f1"H.:>J': 

foot,J( J.U'}~')- hmllO-t Tflil. ),1IlD-:: 

H'nt 3: -hllU O;t"'f- 'I,H- 'l'rof:?'1- O'rr-t-ro- ~'l- fI~-r fJflro- f)}1. (1;1' f V" 9"Ah')- O"'1~l'7 -tlM-'} 

t llm- :: 

'l'.I'-tP'";f II'r-fl~ }'C"'1m'i' M"'I"'IIW' : : O'l'fI-t 

hAiI"'f"'fl"': : ),AiI"'I"'Il"': : hf.1.IIV-l"':: M"'I"'IIIV- : 

: 

I Y),,}1;'} uoMY fL ·)- foot,J( J.I1')~'''' 'f:1\-)-!'.";f 

t7DJ.'}1"7 "'1Q ~ID" :: 

: foulJl J.u ·n ·)· l"''}~-l- }, ,}J. 00-Y'f },1D"4'+ 

t7D;t-y.). MO'''' :: 

1 YoulJl J.u,}~ ·)- }',}J. "'f~ID"l'" flfilT;J-h-

ilt- ",,;J-f·)· ),1\0'''': : 

~ foolJl J.u,}~ ·"''} Om.'i" 1":t"'l'''' DD1""70C 

1"1Q ~ID" :: 

5 fHrilT;J-h- oum4'l'" MII-fI't foot,JI 1.11'}~+ 

illIm'i"P''f'} roilJ(IIV- :: 

6 nrf\t-o,'" fm.'i" 1":tl'" MIIlD- out,)! )'fm 

;)0'\" ~ ,)- MfI't: : 

7- ),-t-<- llout,JI J.11,}~+ h1"11l/IC },1'1 

If..C;JA :: 
'-
! >"'''t-<- fout,)! 1.11'}~+ Ml."1. ~ID" flh-

fr"A :: 

"9 
frf\t-M,'} lfilT;J-A foot,)! 1.11'}~')- Tflil. 'i" 

U'7;J'''' ),hilt-IIV- :: 

~ rrf\t-n+'} lfilT;J-A foul)! f..11'}H'f'} 

hln, "'IhOt. '} f.h;J-1""A rof.l'" -h;J-1"f 

-'}1t; hlllD" :: -
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h}':C:t:1: (l)-~ 11ft- 1J-'t--t7f:Y- h'f:+ oolf'} 

I I 
1 1 1I~ ;f: (l)-:: 

;2 IfIlT;t-ft-') I"''l.ool'lh'}- "'1c;~:aHo 0001 

/IIP&--t7t'"f h.,:r oolf') ht'lll'f(l)- :: 

.3 fIfIlT;t-ft-') fool,)! ~ln~+ TfLfL fJllhflC 

-tmJ't ""If') MfI"S:: 

)J 
ftIDl,)! 1.ln~r 00l,)!P>"f1 n ... 11,... I>T "'11:l,"I 

}'"flll'll!- :: 

15 ftIDl.)! 1.v')~r TfLfl..1 n-t1n.(l)- ""111: 

-t.,fJt-f 1'I"'11:l,"I Mt-C'"f -tHC"I-t'l'A:: 

16 iltlDl.)! 1.V1~r (J)al,.P>"f hoo;J-f n:P:r 

tlDtID1. il -t1n. ~ID-:: 

17 f"'hC;(l)-~(l)- P't- fool,)! 1.v')~,r1 

fl"'l.J'l.;J.,-r ooAt!- 1'I"'111h.1: lI"1~r 

h1:C;JI'II!- :: 

Is fll'llT;t-ft- M-t.l\~C fool,)! 1.v')~r') 

m+"'l;t- J'.1~HfJA :: 

19 fP'tr hoot-~ fOOl,)! 1.u')~,r ""l,)!') 

nT'I'l.~ I'II!-ft-l'" fp't- ;>'Ch,) nMI.II1.~r 

tID,)l.11 J'M-/lA"-A:: 
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Annex 3. Guideline for in-depth interview. 

For medical director 

Main topics 

1. Do you know what it means by information security? 

2. Do you realize the importance of information security to your hospital? 

3. What are the challenges for creating strong information security culture in your 

hospital? 

4. What are the factors that contribute for the degradation of information security 

culture? 

5. Do you have any mechanism that you implemented to secure information in your 

hospital? 

6. Do you have information security policy developed and implemented at the hospital 

level? 

7. What do you propose for betterment of the situation in the future? 

8. What are your future plan regarding creating-good informatiori security culture in 

the hospital? 

1. For medical record and human resource department heads 

Main Topics 

1. Do you know what it means by information security? 

2. Do you realize the importance of information security to your hospita l? 

3. What are the factors that may possibly create loss or damage to 

information and information resources to your hospitaP 

4. Do you have any mechanism to protect information in your hospital? 

5. What do you propose for betterment of the situation in the future? 
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