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Abstract

Ethiopian Airlines is a company with abundant IT assets and services. It is the responsibility of
the IT support department to resolve any issue related to IT services as soon as possible and
to greatly minimize the impact it has on the business. Currently, the department is facing
issues such as incidents not being assigned in time or assigned to the wrong teams, incidents
not being correctly logged, incidents having no association with assets etc. In addition to this,
other systems in the company follow international standards while the support team barely

uses the in-house application developed to assist it.

The aim of this project is to design, develop and implement a system to improve the service
management process of the IT support department. After collecting requirement and data
from the company, several literature was reviewed to find an appropriate solution. Several
data mining techniques were also examined to see which algorithms gave the best result. This
has also helped in better understanding the current system and identifying important

features that need to be developed.

We proposed a service desk system that complies with ITIL standards (IT Infrastructure
Library), the most widely adopted approach for IT service management, with the added

capability to automatically assign technicians just from the incident description.

The service desk system is implemented with selected processes that fit the current workflow
of Ethiopian Airlines. In addition to that, data mining techniques are applied to the data
collected from their current system in order to classify incidents (based on their description)
to support teams. This will enable the system to automatically assign technicians without
delay. The system was tested at the company and was found to accurately capture their

workflow as well as introduce helpful ways to improve the service management process.

Keywords: ITIL, ITSM, Service Desk, Data mining, Text Classification
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Chapter 1 - Introduction

1.1 Overview

It’s undeniable that technology is an essential part of our day-to-day life. From the alarm that
wakes us up to the different tools we use during the day, we are becoming more and more
dependent on technology. Businesses — large or small — are benefiting greatly from various

technological gadgets and greatly rely on them to function properly.

“Organizations are increasingly becoming aware of the essential role of Information
Technology (IT) within their organizations, and are under pressure to account for costs, and
to manage risks associated with the ever increasing vulnerability of their IT infrastructure” [1]
. IT Service Management (ITSM) is therefore necessary to ensure the proper functioning of IT
assets and services within an organization. “ITSM is concerned with the planning, designing,

delivering, operating and controlling of IT services offered to customers” [2].

Large organizations like the Ethiopian Airlines (ET) have their own IT Support departments
that play a very important role in helping the company serve its customers better. The
Department is in charge of ensuring that the different systems (Software, Hardware and
Network) of the company are running smoothly. The aim of the department is to provide
stable, robust and reliable services to the users of the airline’s systems and help these users
to efficiently serve their customers. To achieve this, ET needs an ITSM system that helps in
managing the tasks of the IT support staff allowing them to perform their duties proficiently.

Such a system is called a Service Desk.

A Service Desk is a function within the discipline of IT service management intended to
provide a single point of contact to meet the needs of both customers and IT employees [3].
Itis where IT problems are fixed and preventive measures are taken. It helps in handling issues

in a centralized and structured way.
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The ET staff has done research on different frameworks for ITSM and arrived to the conclusion
that the IT Infrastructure Library (ITIL) is the best one that fulfills their requirements. “ITIL is
a collection of best practices” [4] and “the most widely adopted approach” [5] for ITSM. One
of the main goals of ITIL is to transform IT departments into service oriented organizations.
Service management as defined by ITIL includes: Service Strategy, Service Design, Service
Transition, Service Operation, and Continual Service Improvement lifecycles which include

several processes within them [6].

In addition to deploying a system that follows an international standard, the IT department
can also benefit from having an effective Resource Management System that helps in
managing the technical staff working on resolving issues. This will be implemented in the form
of assigning technicians automatically to incidents, reducing the time incidents stay

unassigned and/or get assigned to the wrong group.

For the system to automatically assign incidents to technicians, it was necessary to research
how it’s currently being done. It was seen that different support teams were assigned to
incidents that seemed to be in the same incident category. Support teams were being
assigned by the person at the central service desk after looking at their description. For the
system to be able to do the automatically assign technicians, data mining techniques were
applied to the data to help it learn from over 9,000 descriptions. This technique will enable
the system to learn from new incidents and improve. It was selected after examining several

methods and was found to be feasible and efficient.

1.2 Statement of the Problem

The problems with the current ITSM system of ET can be categorized into three. The first

one is that there is no centralized way of handling incidents and/or service requests.

Most incidents regarding hardware, networking and other IT assets that are reported will not
be recorded in the system; the maintenance staff will be informed of the issue through various
means (phone, email etc.) and they handle it directly. This makes it difficult for tracking,
reporting and learning from previous mistakes. Issues related with applications are resolved

independently by each IT expert working on the respective application software.
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Secondly, the system does not follow any international standard. Following an international
standard ensures lower cost through tried and tested processes, quality systems, increased
efficiency and minimized waste. It could also solve issues regarding missing functionalities
such as controlling the time it takes to solve incidents, feedback collection from customers

and integration between incident management and asset management.

Third problem involves the assignment of technicians to incidents. Technicians’ workload and
performance is not considered when assigning incidents and some incidents go unassigned
for a while because they weren’t seen in time. Incidents also get assigned to the wrong team

or technician which unnecessarily increases the time it takes to resolve them.

The problem to be addressed by this project would be - how to solve the issues of ITSM in ET
by following an international standard (ITIL) and utilize the data collected by the system to

automatically assign incidents to technicians.

1.3 Objective

General objective

The general objective of this project is to design and develop an ITIL based service desk with

automatic assigning of technicians in order to improve the current ITSM of the company.

Specific objective

The specific objectives are:
- Review literature to have a better understanding of standards, tools and techniques
needed to implement the proposed system.
- Study the current system and identify user requirements
- Investigate tools for automatic assigning of resources
- Design and develop a system that follows the ITIL standard while fulfilling the
requirements of the company

- Implement and test the proposed system.
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1.4 Scope and Limitation

This project will mainly focus on developing an ITIL based service desk and the automatic
assignment of incidents to technicians. The service desk will include Incident Management,
Problem Management, Asset Management, Change Management and Service-level
Management. The automatic assigning of support teams to incidents will be done using text

classification.

1.5 Methods

Several methods will be implemented during the different lifecycles of this project. Each are

described below.

Requirement Collection — Onsite visit will be made to observe how current incidents and
service requests are being managed, interviews will be conducted with staff involved in IT
service operation, and documents will be reviewed for a complete view on the development

of the current system.

Literature review — Literature will be reviewed on the existing problems as well as other
works related to the proposed solutions. Literature review is essential to have a better

understanding, and to know the more efficient solution to the problems.

Creating Text Classification Model — Text classification processes will be applied to the data
collected from the company. A classification model will then be created using the selected

algorithm.
Design — a web based application will be designed using the following tools:

- ASP MVC along with C# will be used for developing the system which can be deployed
on the company’s server and accessed through the network.

- MSSQL will be used for the database.

Testing — Usability testing will be done by interviewing users while they’re interacting with

the system.
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1.6 Significance of the study

Creating a single point of contact for dealing with the needs of users and the various IT
support departments will improve the communication between them. This will help in
avoiding misunderstandings and unwanted delays that occur during ITSM activities and
effectively maximize the up-time of the company’s IT assets and services. This in turn will help
in increasing the productivity of the different departments of the organization which greatly

benefits the company in reducing its cost in terms of time and money.

1.7 Organization of the Document

The remainder of this document includes seven chapters and is organized as follows. Chapter
2 and Chapter 3 will put forward different topics found during literature review and various
works related to the project to give a clearer understanding of the project. Chapter 4 discusses
the current and proposed systems, shows both functional and non-functional requirements
that are identified and displays several models used to depict them. Chapter 5 discusses the
system design and has diagrams that illustrate the chosen architecture. Chapter 6 will include
the implementation of the system and testing done on the different components of the
system. Finally, Chapter 7 will have conclusions made from the development process of the

project and provide recommendations for future work.
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Chapter 2 - Literature Review

This Chapter discusses literature reviews conducted regarding the topics that are useful for
implementing the system. It explains the meaning of ITSM, examines the stages and processes
of ITIL and describes the meaning and objective of a service desk. In addition to that, it shows
reviews on topics concerning classifiers and decision trees. Finally it explains about MVC5 and

ASP.Net.

ITSM includes the planning, delivering and evaluating of services that are provided by IT
organizations to their customers. It enables an organization to efficiently handle incidents,
change and/or services requests or any new requirements. “It is the planned and controlled
utilization of IT assets (including software, infrastructure and tools), people and processes to

support operational needs of businesses as efficiently as possible” [7].

COBIT is a framework created by an organization called ISACA. The latest version called COBIT
5 consists of 5 main principles and 7 enablers. These components provide generic processes
and define best practices for IT governance [8]. COBIT has a process model that divides ITSM
into four domains: Plan and Organize, Acquire and Implement, Deliver and Support and

Monitor and Evaluate.

MOF is Microsoft’s approach to ITSM. Its documentation is licensed under Creative Commons
and can be used by anyone. MOF groups all IT activities and processes into Service
Management Functions (SMFs). And each SMF defines goals, outcomes and operational

guidance for each phase it is linked to in the ITSM lifecycle [9].
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2.2.3 ITIL

“ITIL provides a set of best practice processes for IT Service Management, promoting a quality
approach to achieving business effectiveness and efficiency in the use of information

systems” [7].

The ITIL V3 framework comprises of five stages: ITIL Service Strategy, ITIL Service Design, ITIL

Service Transition, ITIL Service Operation and ITIL Continual Service Improvement.

These five stages contain the entire ITIL Service Lifecycle and are described as follows:

1. Service Strategy: The primary purpose of this stage is to identify the requirements of
various stakeholders and documenting those needs. It focuses on “how to design,
develop, and implement service management not only as an organizational capability

but also as a strategic asset” [5].

Processes under this stage: Strategy management for IT Services, Service portfolio
management, Financial management for IT services, Demand management and Business

relationship management.

2. Service Design: During this stage, services that are aligned with the business goals that
are identified during the previous phase are designed and developed. “The processes that
govern the management and delivery of services are also developed during this phase”

[10].

“Service design starts with new or changed business requirements and ends with the

development of a service solution designed to meet the needs of the business [10]".

Processes under this stage: Design coordination, Service catalogue management, Service-
level management, Availability management, Capacity management, IT service continuity

management, Security management and Supplier management.

3. Service Transition: This phase “allows the service provider to align the new or changed
service with the customer’s business requirements and operations as well as ensure

that customers and users can use the new or changed service in a way that minimizes
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cost to the business operations” [6]. This is important to make sure that new systems

integrate well with existing systems, employees and processes.

Processes under this stage: Transition planning and support, Change management,
Service asset and configuration management, Release and deployment management,

Service validation and testing, Change evaluation and Knowledge management.

4. Service Operation: This stage of the service lifecycle is concerned with making sure
activities regarding delivery and support of services keep running smoothly and
efficiently. “Strategic objectives are ultimately realized through Service Operations,

therefore making it a critical capability” [5].

Processes under this stage: Event Management, Access Management, Request

Fulfillment, Problem Management and Incident Management.

5. Continual Service Improvement: This stage is concerned with regularly assessing and
improving provided services. “The primary purpose of CSl is to continually align and
realign IT services to the changing business needs by identifying and implementing

improvements to IT services that support business processes” [6].

Among the processes mentioned above within the various stages, only the following 5 will be
covered in this project and are described below. These processes were selected because they

fulfilled the requirements of the company.

a. Incident Management

Incident Management focuses on restoring service disruptions as well as responding to
service requests as quickly as possible, in order to minimize business impact. This process

belongs to the service operation stage.

“It is the process for dealing with all incidents; this can include failures, questions or queries
reported by the users (usually via a telephone call to the Service Desk), by technical staff, or

automatically detected and reported by event monitoring tools” [5].
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b. Problem Management

Problem Management is concerned with identifying the root-cause of incidents, and taking
measures to give a proper solution. Afterwards, similar incidents can be prevented or they

can find a quicker resolution [5]. This process is also defined by the service operation lifecycle.

c. Change Management

A request for change (RFC) is created with the aim of studying and implementing change on
existing assets. Change management tries to ensure necessary changes are made without
creating a major disruption to existing assets and processes. There needs to be a change
advisory board (CAB) selected in order to approve or reject requested changes. “Potential
members include [5]: Customer(s), Applications developers/maintainers,
Specialists/technical consultants, Services and operations staff, e.g. Service Desk, test
management, ITSCM, security, capacity, Facilities/office services staff (where changes may
affect, moves/accommodation and vice versa), Contractor’s or third parties’ representatives,

e.g. in outsourcing situations”

d. Asset Management

This is concerned with managing everything related to an asset’s lifecycle from planning its
acquisition to its disposal in the end. It aims to “define and control the components of IT

services and to maintain information about those components” [11].

e. Service Level Management

“Service Level Management (SLM) negotiates, agrees and documents appropriate IT service
targets with representatives of the business, and then monitors and produces reports on the
Service Provider’s ability to deliver the agreed level of service” [6]. SLA is defined in the service

design phase under service level management (SLM).

“The Service Desk provides a point of communication to the users and a point of coordination

for several IT groups and processes” [5].
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One of the main objectives of an IT service desk is to provide a single point of contact between
customers and IT personnel. The other is to streamline the restoration of normal service with

as little impact on the users as possible and within agreed upon service levels.

Figure 1.1 shows how the different processes and functions interact with each other. Data
collected from different sources such as the incident management process may be input to
the problem management process for further analysis. Change management can then be

initiated if necessary and after its implementation, the problem will have been solved and

similar open incidents will get their resolution.

Incident
Management A

Problem info on assets

Figure 1.1: Process Flow for Solving Issues

2.4 Automatic Assignment

2.4.1 Full text search

Full text search and ranking was used in literature found in [12] to assign agents without
machine learning. An organizational model is built with domain specific attributes; these
attributes contain information about the departments within the organization, what they

are in charge of and their employees. When a new task comes, a full text search is
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performed on the organizational model and the possible candidates are ranked. The task is

then assigned to the topmost candidate.

“Rule induction is an area of machine learning in which formal rules are extracted from a set
of observations” [13]. Rules usually contain one or more conditions along with a conclusion
and are represented as “IF condition Then conclusion” [13]. Rule based systems have 4
components namely — the working memory, the knowledge base, the inference engine and
the user interface. The working memory contains facts about the domain that the inference
engine takes to match with a rule that applies from the knowledge base. The user interface,

as the name indicates, is used for the interaction between the system and the user.

Text Classification, in data mining, is the assignment of text to predefined categories based
on a training data provided to train the classifier. The training data is preprocessed during

which each word is given a numeric value for the classification algorithms to classify it.
There are several classification algorithms as shown below:

Decision Trees

Decision tree builds classification models in the form of a tree structure. It has nodes, which
represent different possibilities, connected with branches. The first node is called the root
and the last nodes are called leaves and they represent the classification. “A root node (e.g.,
Outlook) has two or more branches (e.g., Sunny, Overcast and Rainy). Leaf node (e.g., Play)
represents a classification or decision. In the case of regression the Leaf node (e.g., Hours

Played) represents a decision on the numerical target” [14].

Bayesian Networks

Bayesian networks (BNs), are types of probabilistic graphical models [15]. They are used to
model the probabilistic dependencies among different variables. They have nodes to
represent the variables and these nodes are connected with edges which are the paths that

show their dependencies. BNs also show “the quantitative strength of the connections
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between variables, allowing probabilistic beliefs about them to be updated automatically as

new information becomes available” [16].

K-nearest Neighbor

K-nearest neighbor (k-NN) classification, is useful in the case of discrete set of classes. “An
object is classified by a majority vote of its neighbors, with the object being assigned to the
class most common among its k nearest neighbors (k is a positive integer, typically small)”

[17].

Summary

After reviewing several literature, the ITIL processes mentioned in this chapter were selected.
These processes were found to be part of a problem solving workflow. When an incident is
reported, it needs to be completed in a certain amount of time as defined by the SLA. When
it’s found to have an underlying cause or if it’s difficult to solve then a problem is created in
the Problem Management section for root cause analysis. After the analysis, if there needs to
be a change in the system, a change is created in the Change Management section and

reported to CAB and divided into tasks to be implemented.

The above mentioned processes will be made available through the Service Desk. In order for
the service desk to be more effective, assigning technicians automatically was identified to be
a useful feature. To achieve that, some techniques were reviewed and text classification was

identified to be the best solution for the type of result we want to achieve.
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Chapter 3 — Related Work

In this chapter, related works are explained. There are several studies done in automatic
assignment of resources which will be discussed along with studies about ITIL based service
desks. The first thesis implements an ITIL based service desk with automatic resolver group

assigning and search knowledge base function.

“The IT service desk is a crucial function of incident management driven by alignment with
the business objectives of an enterprise that requires IT support, balancing their operations
and achieving desired service level targets” [18]. The thesis introduced in [18] shows the
importance of knowledge management for a service desk system and develops a system for

IT service desk outsourcing in the banking business called KMRCA IT service desk.

One of the focus areas of the thesis in [18] is developing an automatic resolver group
assignment function. Using the classification function of data mining, a model is generated by
using existing data. When a user reports an incident, the system does word extraction from
the description and “implements the ID3-based method to generate a pattern and to identify
a suitable resolver group” [18]. It then calculates the percentages of matching words in the
assigned resolver group to check and see if the percentage matches the criteria set. If it does,
it assigns the resolver group and if it doesn’t it notifies the service desk agents for them to do

the assigning.

Users /
Customers IT Service Desk Qutsourcing \

All incidents
) A < s R
Bank Help Desk Agents IT Service Desk Agents ’,’iummati;:‘- . Resolver Groups
First Level Support Second Level Support ~ Resolver Group > Third Level Support
called ‘FLS o mr called *SLS” ~ Assignment. ~ called “TLS’
ineidents v ~. ¢
.N?g.n; v Generaled Resolver Groups:
v ineidents rules DEOS
1 E-AMS
Knowledge | HINWS
Bank’s Resolver Database | : 4) 08-EC
Provided 5 VEN
& . resolutions |
Validate J
Resolutions and rules
A A
Domain
Expert
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Figure 3.1 shows the process flow of KMRCA IT Service Desk. It displays the search knowledge

base function as well as the automatic resolver group assignment.

Another study in [19] focuses on automatic ticket assignment and explains that the manual
assignment of issues is highly error prone. It also states that making the end users select the
category and sub category for their issues may be difficult especially for new users and also

may be a tedious task to figure out how their issue should be categorized.

The system proposed has two text classification phases. The first one is to find the category
for the issue while the second one tries to determine its subcategory. “If the prediction
confidence is not greater than the predetermined threshold value, the ticket will be routed

to an operator that can make the correct assignment” [19].

Four different classifications were examined: SVM, Naive Bayes, kNN and Decision Tree. The

results found varied depending on the training data set used.

The automatic resolver group section of the first thesis is similar to this project, however it
doesn’t include assigning a specific technician. In this project, technicians will be assigned to
incidents by checking their workload and performances. The thesis discusses knowledge base
searching functions which are not included in this project because it wasn’t identified as a

requirement during the problem identification phase.
The second thesis explains why allowing the end user categorize the incident or manually
assigning them by operators can be problematic. It discusses a two phased classification in

order to assign the correct category to an incident.

Classification based on support team instead of multiple categories was more applicable to

the data at hand since a second category did not exist.
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Chapter 4 - Requirements Analysis

This chapter will discuss the current system and its problems. It will then describe the
proposed solutions and display the diagrams that represent the requirements of the service

desk system.

4.1 Current System

Currently, incidents in the IT department of ET can be classified into 3 categories:

e Computer Hardware Maintenance and Network related Incidents/Requests
e Application related Incidents/Requests

e Other IT related Incidents/Requests

The first ones regarding Computer Hardware and Networking maintenance are handled by a
system called Mascot. It is a web application that allows users to register their incident, then
a person at the central services desk assigns it to a technician, the technician can then assign
it to a higher level technician and/or give closure. It also enables the staff to record various IT

Assets to avoid misuse.

Application related incidents are resolved independently by each IT expert working on the
respective application software accordingly. They are usually contacted through email or by

phone calls and the incidents will not be logged.

Incidents that do not fall under the first two categories are handled by various support giving
departments. They are mostly unregistered and are forgotten about after the solution is

provided. In rare cases, these incidents may be registered on the Mascot system.

The registration form as displayed in Figure 4.1 provides different fields where a user can

enter the details of the incident.
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Problem Registration Form

Type Mame
|Cumputer Part V| |KEI V|

Device
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Chief Safety & Flight !+

Site

BOMEP A

Explanation
Key board/Mouse Har ¥

Eey board failure

* Code

Reported By

* Mame * Extension
[test | |ooog) |

Reset Subrit

Figure 4.1: Incident Registration on the Mascot System

After a user submits the information about the incident, a person at the call center will be
able to see it and check to see if it’s a problem that he/she can solve. If it’s possible, they
can contact the user and solve the problem. However, if the person cannot fix it, he/she can
assign it to technicians that can resolve the incident. Figure 4.2 shows how a technician can

view and/or search through various.
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4.2 Proposed system

Ethiopian Airlines is an internationally competing company with the majority of its systems
following international standards. The importance of following international standards is to
ensure that business operations are as efficient as possible and that quality service is being
provided to their customers. For this reason, it’s necessary that the Service Desk System of

the company follows an international standard as well.
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When developing the ITIL Service Desk System for ET, processes that fulfill their requirements
were selected. These processes are SLM, incident management, problem management,
change management and asset management from Service Design, Service Transition and

Service Operation phases.

Service Level Agreements (SLAs) are defined in the system to ensure that tasks are handled
within a defined period of time agreed upon between customers and service providers. When
an incident occurs, it needs to be handled by the service provider within the time stated in

the SLA.

During incident management, users enter free text to describe the incident they are reporting.
Text classification will then be used to assign the incident to a support team based on the
description. After the support team is identified, the system retrieves technicians within that
support team and assigns the incident to a technician with less workload. Since a technician
needs to finish his task within the time specified in the SLA, workload will be calculated based
how much time is left for him/her to finish their work. However, if the new incident is set to
the highest priority, the technician can “pause” his work and resume to it when the new task

is done.

When incidents occur repeatedly a root cause analysis needs to be done and this is where the
problem management comes into focus. When a problem is created, several tasks are created
which may be assigned to different technicians. Each tasks have deadlines and the problem

can only be closed when these tasks are completed.

During the problem management, if the team decides that a change needs to be made to a
system and/or a process, they will submit a Request for Change in the change management
process so that it gets studied and approved. If the change is approved by the CAB, tasks will
be created and assigned similar to the problem management and the change will be

implemented.

Asset Management is used to define and keep the history of various assets. These assets can

be either IT related or non IT related.
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4.3 Functional requirements

Functional requirements describe the interactions between the system and its users. Users

include people who interact with the system as well as other external systems. We have

identified the following as functional requirements of the proposed Service Desk system

based on ITIL V3.

1. Service Level Management

FR-01:

FR-02:

FR-03:

FR-04:

FR-05:

FR-06:
FR-07:

FR-08:

FR-09:

FR-10:

The system should allow the defining and editing of SLA rules

The system should allow the deletion of SLA rules

The system should automatically update Incidents to apply SLA rules to determine
resolution time.

The system should help to track SLA compliance using automatic escalations (up to 3
levels i.e. 1%t level technician, 2"¥ level technician etc.) in case of SLA violations at pre-
defined time intervals

The system should measure Service level performance using SLA violation reports.

Incident Management

The system should be able to register incidents
The system should enable automatically assigning the Priority to an Incident based on
the Impact and Urgency levels. It should also provide the capability for technicians to

assign the priority manually to override the one made by the system

The system should enable all level escalations manually and automatically. It should also
take in consideration of Service Level Agreement which helps in prioritizing the incident
and enabling timely escalations

The system should support users to find all current and past incidents which are equal or
similar to the search parameters. It should support finding all incidents for a specific
Configuration ltem

After identifying the issue and resolving the incident, the system should automatically

add the resolution as a part of the FAQ
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FR-11:

FR-12:

FR-13:

FR-14:

FR-15:

FR-16:

FR-17:

FR-18:

FR-20:
FR-21:

FR-22:

FR-23:
FR-24:

The system should provide the privilege for the user to close his incident. At times the
user might also not respond back even if the issue is resolved, in this case technicians
should be able to give closure

The system should provide a satisfaction survey to users. Managers should be able to
see the results.

The system should get data daily from the attendance system of the company to be able

to assign incidents to available technicians.

Problem Management

The system should allow raising new Problems independently and linking Incidents to
Problems.

The system should support problem management staff to assign a person who takes
responsibility for the coordination and the planning of a solution of the problem.

The system should allow users to search through and view existing problems with
ongoing status as well as completed.

The system should allow users to create different tasks under a problem and assign it to
different technicians

The system should allow users to log action taken on the problems as well as close

problems

Change Management

The system should allow initial submission of request for change “RFC”

The system should enable CAB Members to make a decision to accept or reject a Change
Plan based on information submitted on the change submission form

The system should enable creating CABs (change Advisory board). Based on the defined
change type, the system enables technicians choose to send the change plan for
approval to CAB members

The system should help Change Managers to assign, schedule and track tasks.

The system should allow users to close RFC

20| Page



5. Assets Management

FR-26:  The system should maintain all assets and employees information. Each asset is uniquely
identified and tracked
FR-27: The system should help users to get detail information such asset state, license,

warranty expiry date etc.

6. Automatically Assigning Technicians

FR-28: The system should automatically assign incidents to a support team
FR-29: The system should assign an incident to a specific technician within the support team

based on the workload and availability of a technician

4.4 Non Functional Requirement

Documentation: The system shall have a manual which describes the workflow of the

system.

User Interface: The user interface shall be responsive so that users are able to access it from

devices with different screen sizes (eg — Desktop PCs, Laptops, Mobiles, Tablets etc.)

Portability: Users shall access the system from any operating system with an internet

browser.

Security

Authentication
The system shall incorporate the following tasks regarding to authentication:
e Authenticate users through credentials, such as username and password.

e Enforce the usage of diverse character sets; in this case the password shall have a
minimum of six characters which is the combination of alphabets, digits and special

characters.
Role based Access Control
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The system should provide administrators the ability to determine who can perform what
actions, from where, in what order, and in some cases under what relational

circumstances.

Robustness: The system shall be able to handle error conditions gracefully, without failure
and shall continue its smooth operation to the end users with them not knowing that an

error occurred.

Flexibility: The system shall be designed assuming that features will be added to the system.

4.5 System models

45.1 Use Cases

A use case is a list of actions that define the interactions between an actor and a system, in
order to accomplish a task. The actor can be a human or other external system. The use cases

for the Service Desk system are described below.

Actors:

Customers — a person reporting incidents/requesting services and tracking resolution
process

Technicians — Includes all levels of support technicians: 1%t level technician, 2" level
technician, 3™ level technician. They get assigned to tasks in Incident management, problem
management and change management systems and are able to see the progress of tasks
they are assigned to. They also register assets and are in charge of updating their status.
Managers — Their role is to define SLA and overlook the tasks that are assigned to
technicians as well as view reports. Unresolved issues that are beyond the capacity of the 3™
level technicians will be viewed by them for decision making.

CABs — people that are in charge of accepting or rejecting requests for change.

Track SLA system — component of the system that escalates incidents to higher level

technicians when an SLA is violated
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Service Level Management

Use case 1.1 - Define SLA

Name

Define SLA

Primary Actors

Managers

Description

An actor should be able to set SLA (Service Level
Agreement) for each category and priority level

Preconditions

An actor is logged in and has access to the SLM

Basic course of Actions

The actor selects “SLA Management”

The system displays a list of SLAs

The actor selects category and priority Level

The actor sets Days, Hours and Minutes

The actor clicks on the “Save” button

. The system saves the information on the database

oukwNRE

Post conditions

SLA will be saved

Use case 1.2 - View SLA

Name

View SLA

Primary Actors

Technicians, Managers

Description

A user should be able to view SLA that was previously set

Preconditions

A user is logged in and has access to SLA management

Basic course of Actions

1. The actor selects “SLA Management”
2. The system displays a list of SLAs
3. The actor views set SLA

Post conditions

Users will view information

Use case 1.3 - Edit SLA

Name

Edit SLA

Primary Actors

Managers

Description

A user should be able to edit SLA that was previously set

Preconditions

A user is logged in, has access to SLA management and
SLA was previously set
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Basic course of Actions

1. The actor will select “SLA Management”

2. The system will display the list of SLAs

3. The actor will select “Edit” on a specific SLA

4. The system will display the content of the SLA for
editing

5. The actor will make changes and click on the save
button

6. The system will save the changes

Post conditions

SLA will be edited

Use case 1.4 — Track SLA Violation

Name

Track SLA Violation

Primary Actors

SLM

Description

The system should track incidents to make sure they are
being handled according to the SLA. When the agreed
upon SLA is violated, the system should initiate the Assign
Technician task

Preconditions

An SLA is defined

Basic course of Actions

1. The system will check if an incident violated the
SLA or not

2. If not, the system will do nothing

3. If so, the system will initiate the Assign Technician
component

Post conditions

SLA will be enforced

Use case 1.5 — View SLP

Name

View SLP

Primary Actors

Manager

Description

The system should display the Service Level Performance
based on SLA violations

Preconditions

SLA is defined and Incidents are registered

Basic course of Actions

1. Manager clicks on “View SLP”
2. The system display a list with SLP information
3. Manager views detail of SLP

Post conditions

SLP will be viewed
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Incident Management

Use case 2.1 — Register Incident

Name

Register Incident

Primary Actors

Customers, Technicians, Managers

Description

An actor should be able to register incidents

Preconditions

An actor is logged in

Basic course of Actions

The actor Select “Incidents”

The system displays a list of incidents with options
to edit, delete or add new incidents

The actor selects “Add New”

The system displays a form

The actor fills in the form

The actor clicks on the “Save” button

7. The system saves the information on the database

N
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Post conditions

Incident will be registered

Use case 2.2 — Assign Support Team

Name

Assign Support Team

Primary Actors

Incident Management System

Description

The system should assign a technician based on the
description of the incident.

Preconditions

An incident is registered and the classification model is
created

Basic course of Actions

1. The system will take the incident description and
the words will be lower cased and tokenized then
stop words will be removed.

2. The system will then use the classification model
to identify the support team

3. The system initiates the “Assign Technician” task
passing the support team information

Post conditions

Support Team will be identified

Use case 2.3 — Update Support Team Model

Name

Update Support Team Model
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Primary Actors

Windows Scheduler

Description

The system should update the support team model
weekly in order to get up-to-date information for
classifying support teams

Preconditions

A scheduler is set up to initiate the process periodically

Basic course of Actions

4. The scheduler initiates the update model
subsystem

The system will perform data cleaning tasks

The system will perform data transformation tasks
The system will perform data reduction tasks

The system will build and update the classification
model

© N oW

Post conditions

Support Team Model will be updated

Use case 2.4 — Get Attendance Information

Name

Get Attendance Information

Primary Actors

Incident Management system

Description

The system gets attendance information from the
company’s attendance system. The data will be imported
from XML files.

Preconditions

A user is logged in

Basic course of Actions

1. The system checks for an XML file at a specified
hour

2. If file is found, the system imports the data and
saves it to the database.

Post conditions

Employee's attendance information will be available

Use case 2.5 - Assign Technicians

Name

Assign Technicians

Primary Actors

Technicians, Managers, Incident Management System

Secondary Actors

Technicians

Description

The system should assign tasks based on the level,
availability and workload of a technician.
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Preconditions

Inciden

ts are registered on the system

Basic course of Actions

Case 1:

Case 2:

vk wnN

Case 3:

Case 4:
to reso
1.

A new incident is registered

The system uses the classification model to identify
a Support Team and initiates the “Assign
Technician” task

Within the identified Support team, the system
checks for availability and workload of technicians
The system assigns a technician

A technician assigns another technician
The technician/manager selects “Incident
Management”

The system displays a list of incidents
The technician/manager clicks on “Edit”
The system displays the edit page

The technician/manager selects another
technician and saves the form

The system saves the update

SLA is Violated

The system checks if an incident has exceeded the
processing time according to the SLA

The system checks for availability and workload of
technicians

The system assigns a higher level technician

Technician on the highest level (Level 3) is unable
Ive the incident

The system checks if the SLA time is exceeded
while a level 3 technician is trying to resolve it

The system updates the status to “Unresolved” and
displays the information to the Manager of the
department for decision.

Post conditions

Technicians will be assigned to incidents

Use case 2.6 — Set Priority

Name

Set Priority

Primary Actors

Technicians, Managers, Incident Management System

Description

When the incident is registered, the system automatically

gives it

a priority based on Urgency and Business Impact.
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Then a user should be able to change the priority of an
incident.

Preconditions

A user is logged in and an incident is registered

Basic course of Actions

System:
1. The actor saves an incident
2. The system checks the values for urgency and
business impact and calculates priority
3. The system sets the priority for the incident

1. The actor selects “Incident Management”
2. The actor selects a specific incident

3. The actor updates priority level

4. The actor clicks on the “Save” button

5. The system updates the information

Post conditions

Priority will be set

Use case 2.7 — View Incident

Name

View Incident

Primary Actors

Customers, Technicians, Managers

Description

A user should be able to view registered incidents

Preconditions

Customer: can view incident that he/she has submitted,
Technician: can view incidents that are assigned to
him/her Managers: can view all incidents

Basic course of Actions

The actor will select “Incidents”

The system will display list of incidents

The actor will view the list

The actor will select one to view the details of the
incident

5. The system will display the details on an incident

PwbNhpE

Post conditions

Users will view information

Use case 2.8 — Search Incidents

Name

Search Incidents

Primary Actors

Customers, Technicians, Managers
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Description A user should be able to search through registered
incidents

Preconditions Customer: can search for an incident that he/she has
submitted, Technician: can search for incidents that are
assigned to him/her Managers: can search for any

incident
Basic course of Actions 1. The actor will select “Incidents”
2. The system will display list of incidents
3. The actor will view the list
4. The actor will type in a keyword on the search
field
5. The system will search for results related to the
keyword
6. The actor will view the search results
Post conditions Users will view information

Use case 2.9 — Close Incident

Name Close Incident
Primary Actors Customers, Incident Management
Description An incident should be closed by the customer if they’re

satisfied with the resolution or by the system if there’s no
response from the customer after a certain period of

time.
Preconditions An incident is registered
Basic course of Actions 1. The actor will select “Incidents”

2. The system will show list of incidents

3. The actor will select one of the incidents to view
the details

4. The actor will select “Closed” from status

5. The system will save the changes

Post conditions Incident will be closed

Use case 2.10 — Give Resolution

Name Give Resolution

Primary Actors Technician

29| Page



Description

A user should be able to write down a resolution and
update status of incident

Preconditions

A user is logged in

Basic course of Actions

The actor will select “Incidents”

The system will show list of incidents
The actor will select a specific incident
The actor will write resolution

The actor will update Status

The actor will click on the Save button
7. The system will save the changes

oukwnNeE

Post conditions

A resolution will be given to an incident

Use case 2.11 — Fill Satisfaction Survey

Name

Fill Satisfaction Survey

Primary Actors

Customers

Description

A user should be able to fill satisfaction survey

Preconditions

A user is logged in

Basic course of Actions

1. The actor selects “Satisfaction Survey”

2. The system displays the satisfaction survey form

3. The actor fills in the necessary information and
clicks on “Save”

4. The system saves the form

Post conditions

Satisfaction Survey will be filled

Use case 2.12 — View Filled Satisfaction Survey

Name

View Filled Satisfaction Survey

Primary Actors

Managers

Description

A user should be able to view filled satisfaction survey

Preconditions

A user is logged in and has access to the page

Basic course of Actions

1. The actor will select “View Filled Satisfaction
Survey”

2. The system will display a page which consists of
the satisfaction survey

3. The actor will view a page with a filled out
satisfaction survey
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Post conditions

Users will view filled satisfaction surveys

Problem Management

Use case 3.1 — Register Problem

Name

Register Problem

Primary Actors

Technicians, Managers

Description

A user should be able to register problems

Preconditions

A user is logged in as a technician or a manager

Basic course of Actions

The actor selects "Problem Management"

The system displays a list of problems

The actor clicks on "Add New"

The system displays the new problem registering
form

5. The actor fills in the form

6. The actor clicks the "Save" button

7. The system saves the problem on the database

PwnNpE

Post conditions

Problem will be registered

Use case 3.2 — Create Tasks

Name

Create Tasks

Primary Actors

Technician, Managers

Description

A user should be able to create a task and assign
technicians to various tasks within a problem

Preconditions

A user is logged in as a manager

Basic course of Actions

1. The actor selects the “Tasks” tab under “Problem
Management"

The system displays a list of tasks

The actor clicks on "Add New"

The system displays the task form

The actor fills in the form

The actor clicks the "Save" button

oA wWwN
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7. The system saves the task on the database

Post conditions

Users will assign a technician to a task

Use case 3.3 — Assign Tasks

Name

Assign Tasks

Primary Actors

Technicians, Managers

Secondary Actors

Technicians

Description

A user should be able to assign different technicians to
various tasks within a problem

Preconditions

A user is logged in

Basic course of Actions

1. The actor selects “Problem Management”

The system displays a list of all registered problems

3. The actor selects the detail for a specific problem
and go to the “Tasks” section.

4. The actor displays a list of tasks for a problem, the
user can add new or edit an existing one.

5. The actor can enter task information such as
description, priority level and assign it to a
technician.

6. The actor clicks on the “Save” button

7. The system updates the database with the new
information

Post conditions

Users will assign a technician to a task

Use case 3.4 — View Problem

Name

View Problem

Primary Actors

Technicians, Managers

Description

A user should be able to view registered problems

Preconditions

A user is logged in as a technician or a manager
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Basic course of Actions

The actor selects “Problem Management”

The system displays a list of all registered problems
The actor select one to view details

The system renders the problem’s details

Ll

Post conditions

Users will view problem information

Use case 3.5 — Search Problems

Name

Search Problems

Primary Actors

Technicians, Managers

Description

A user should be able to search through registered
problems

Preconditions

A user is logged in as a technician or a manager

Basic course of Actions

1. The actor selects “Problem Management”
The system displays a list of all registered problems

3. Type a search keyword in the search input and click
search

4. The system searches the database and renders the
results

Post conditions

Users will view information

Use case 3.6 — Close Problem

Name

Close Problem

Primary Actors

Technician, Problem Management

Description

A problem should be closed by the technician if they’re
satisfied with the resolution

Preconditions

A problem is registered

33| Page




Basic course of Actions

1. The actor selects “Problem Management”

2. The system displays a list of all registered problems

3. The actor selects one to view details

4. The actor selects the “Problem Status” tab

5. The actor clicks on “Add New”

6. The actor select “Closed” from status and writes
the reason for closure

7. The actor clicks on “Save Changes”

8. The system updates the problem’s status on the
database

Post conditions

Problem will be closed

Use case 3.7 — Schedule Problem Solving

Name

Schedule Problem Solving

Primary Actors

Technicians, Managers

Description

A technician or a manger should be able to set a start date
and due date for tasks of a problem to be resolved

Preconditions

A user is logged in as a technician or a manager

Basic course of Actions

1. The actor selects “Problem Management”
The system displays a list of all registered problems

3. The actor selects a specific problem and clicks
“edit”

4. The actor picks start date and end date and clicks
“save”

5. The system updates the start and end dates for the
problem on the database

Post conditions

Users will set schedule for a registered problem

Use case 3.8 — Log Action Taken

Name

Log Action Taken

Primary Actors

Technicians, Managers

Description

A user should be able to log action taken on a problem
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Preconditions

A user is logged in as a technician or a manager

Basic course of Actions

The actor selects “Problem Management”

The system displays a list of all unsolved problems
The actor selects a specific problem and goes to the
“Problem Status” section

The actor enters information such as the action
taken and findings

The actor clicks on “Save Changes”

The system saves the action taken

Post conditions

Action taken will be registered

Change Management

Use case 4.1 — Create RFC

Name

Create RFC

Primary Actors

Technicians, Managers

Description

A user should be able to create requests for change

Preconditions

A user is logged in as a technician or a manager

Basic course of Actions

Nou,kwnNe

The actor selects “Change Management"

The system displays a list of requests for change
The actor clicks on "Add New"

The system displays the request for change form
The actor fills in the form

The actor clicks the "Save" button

The system saves the RFC on the database

Post conditions

RFC will be registered

Use case 4.2 — View RFC

Name

View RFC

Primary Actors

Technicians, Managers
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Description

A user should be able to view registered RFCs

Preconditions

Customer: can view problem that he/she has submitted,
Technician: can view problem that are assigned to him/her
Managers: can view all problems

Basic course of Actions

The actor selects “Change Management”
The system displays a list of ongoing changes
The actor select one to view details

The system renders the change’s details

PwnNpE

Post conditions

Users will view change information

Use case 4.3 — Search for RFC

Name

Search for RFC

Primary Actors

Technicians, Managers

Description

A user should be able to search through requests for
change

Preconditions

A user is logged in as a technician or a manager

Basic course of Actions

1. The actor selects “Change Management"

2. The system displays a list of RFCs

3. Type a search keyword in the search input and click
search

4. The system searches the database and renders the
results

Post conditions

RFC search result will be shown

Use case 4.4 — Close RFC

Name

Close RFC

Primary Actors

Technician, Managers

Description

A user can close an RFC
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Preconditions

A RFCis registered

Basic course of Actions

ok wWwNeE

The actor selects “Change Management”
The system displays a list of all RFCs

The actor selects one to view details

The actor select “Closed” from status

The actor clicks on “Save Changes”

The system updates the RFC’s status on the
database

Post conditions

RFC will be closed

Use case 4.5 — Create RFC Tasks

Name

Create RFC Tasks

Primary Actors

Technicians, Managers

Description

A user should be able to create tasks for RFCs

Preconditions

A user is logged in as a technician or a manager

Basic course of Actions

NouswnN

The actor selects the “Tasks” tab under “Change
Management"

The system displays a list of tasks

The actor clicks on "Add New"

The system displays the task form

The actor fills in the form

The actor clicks the "Save" button

The system saves the RFC task on the database

Post conditions

RFC task will be registered

Use case 4.6 — Assign Tasks

Name

Assign Tasks

Primary Actors

Technicians, Managers

Secondary Actors

Technicians
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Description

A user should be able to assign different technicians to
various tasks within a change request

Preconditions

A user is logged in

Basic course of Actions

1. The actor selects “Change Management”

The system displays a list of all registered change
requests

3. The actor selects the detail for a specific one and
goes to the “Tasks” section.

4. The system displays a list of tasks and the user can
add new or edit an existing one.

5. The actor can enter task information such as
description, priority level and assign it to a
technician.

6. The actor clicks on the “Save” button

7. The system updates the database with the new
information

Post conditions

Users will assign a technician to a task

Use case 4.7 — Schedule Task Resolution

Name

Schedule Task Resolution

Primary Actors

Technicians, Managers

Description

A technician or a manger should be able to set a start date
and due date for a task to be completed.

Preconditions

A user is logged in as a technician or a manager

Basic course of Actions

1. The actor selects “Change Management”
The system displays a list of change requests

3. The actor selects a specific change request and
clicks “edit”

4. The actor picks start date and end date and clicks
“save”

5. The system updates the start and end dates for the
change request task on the database

Post conditions

Users will set schedule for a registered change request
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Use case 4.8 — Log Action Taken

Name Log Action Taken

Primary Actors Technicians, Managers

Description A user should be able to log action taken on a change
Preconditions A user is logged in as a technician or a manager

Basic course of Actions 1. The actor selects “Change Management”

The system displays a list of all ongoing changes

3. The actor selects a specific change and goes to the
“Change Status” section

4. The actor enters information such as the action
taken and findings

5. The actor clicks on “Save Changes”

6. The system saves the action taken

Post conditions Action taken will be registered

Use case 4.9 — Accept/Reject Change

Name Accept/Reject Change
Primary Actors CAB Member
Description A Change advisory board member should be able to accept

or reject a change

Preconditions A user is logged in as a change advisory board member
Basic course of Actions 1. The actor selects “Change Management”

2. The system displays a list of all RFCs

3. The actor selects one to view details

4. The actor clicks on accept or reject change

5. The system saves the action taken
Post conditions Action taken will be registered
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Asset Management

Use case 5.1 —Register Assets

Name

Register Assets

Primary Actors

Technicians, Managers

Description

A user should be able to create assets

Preconditions

A user is logged in as a technician or a manager

Basic course of Actions

The actor selects "Asset Management"

The system displays a list of assets

The actor clicks on "Add New"

The system displays the new asset registering form
The actor fills in the form

The actor clicks the "Save" button

The system saves the asset on the database

Nou,swhe

Post conditions

Asset will be registered

Use case 5.2 — View Asset

Name

View Asset

Primary Actors

Technicians, Managers

Description

A user should be able to view registered assets

Preconditions

A user is logged in as a technician or a manager

Basic course of Actions

The actor selects “Asset Management”

The system displays a list of all registered assets
The actor select one to view details

The system renders the asset’s details

Ll

Post conditions

Users will view asset information

Use case 5.3 —Search for Assets

Name

Search for Assets
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Primary Actors

Technicians, Managers

Description

A user should be able to search for an asset

Preconditions

A user is logged in as a technician or a manager

Basic course of Actions

1. The actor selects “Asset Management"

2. The system displays a list of assets

3. Type a search keyword in the search input and click
search

4. The system searches the database and renders the
results

Post conditions

Asset search result will be shown to user

Use case 5.4 —Edit Asset

Name

Edit Asset

Primary Actors

Technicians, Managers

Description

A user should be able to edit an asset

Preconditions

A user is logged in as a technician or a manager

Basic course of Actions

The actor selects “Asset Management”

The system displays a list of all registered assets
The actor picks an asset and clicks “Edit”

The actor edits the asset info

The actor clicks “Save”

The system updates the asset information

oA wWNRE

Post conditions

Asset will be edited

Use case 5.1 —Delete Asset

Name

Delete Asset

Primary Actors

Technicians, Managers

Description

A user should be able to delete an asset
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Preconditions A user is logged in as a technician or a manager

Basic course of Actions 1. The actor selects “Asset Management”
2. The system displays a list of all registered assets
3. The actor picks an asset and clicks “Delete”
4. The system deletes the asset from the database
Post conditions Asset will be deleted

4.5.2 Use Case Model

A use case model represents the interaction between actors and the system. Figure 4.4
shows the SLA use case with the tasks that the different actors perform. Technicians and
Managers enter Maximum Processing Time for each incident categories. After an SLA is set,

the system can use it to track and report incidents that violated it.

Service Level Management

Define SLA

Techniclan

()
e

b

LM System

Manager

Figure 4.4: Use Case Model for SLA
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Figure 4.5 shows the Incident Management use case, it involves tasks related to incidents

such as registering, viewing, closing etc. It is part of the system that customers have access

to.
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Incident Management

Customers
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Technician
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Figure 4.6 shows the use case model for updating the Support Team model.

Support Team Model

Update
Classification Mcdel

Store Model

Windows
Schedule

Figure 4.6: Use Case Model for Updating Support Team Model

Figure 4.7 shows the Problem Management use case with the tasks that the different actors
perform. It involves tasks related to problems and it is part of the system that the

company'’s staff use for root cause analysis on incidents.
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Problem Management

Technician

Log Action Taken

Figure 4.7: Use Case Model for Problem Management

<

Figure 4.8 shows the Change Management use case which involves tasks related to change
management and it is part of the system that the company’s staff use for managing change

related tasks including accepting or rejecting it.
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Change Management

= Request for Change
vv
<

8 Search Changes 7

Schedule Task
" ‘
' Y,
Technician ' Ly A CABs
5/

ZY'  Register CABs

Accept/Reject S
Change

< Log Action Taken

Manager

Figure 4.8: Use Case Model for Change Management

Figure 4.9 shows the Asset Management use case with the tasks that the different actors
perform. It involves tasks related to Assets and it is part of the system that the company’s

staff use for registering their different types of assets in the system.

46 |Page



Asset Management

<7 Register Assets ¥

Technician Manager

Figure 4.9: Use Case Model for Asset Management

453  Class Diagram

A Class diagram displays the classes that exist in a system along with their attributes and operations

and relationships. The classes identified for the Service Desk system are displayed below.

Figure 4.10 displays the class diagram for SLM.
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A

8SLA
= A TrackSLA
| = Attributes ‘
|  + Assignby : String = Attributes
+ AssignTo : String |+ Deadline : Dat...
+ Category : String + IncidentiD : In...
+ InitialResponseTime : DateTime + SLAID : Integer
+ MaxDays : Integer 1 % |+ TrackiD: Integer
+ MaxHour: Integer I o P——
+ MaxMinute : Integer »
+ Priority : String : Escala!:eo
+ SLAID : Integer + Getinocident(
+ Status : String + GetSLA(
+ TotalTime : String )
+ Workinghour : String
=/ Operations
+ Create()

+ Delete(id : Nullable<Int32>)
+ Details(id : Nullable<Int32>)
+ Edit{id : Nullable<Int32>)

Figure 4.10: Class Diagram for SLM

Figure 4.11 shows the classes, associations, attributes and operations for Incident Management
System.
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A Satisfactions

= Attributes
-Comment : String
- CustomerName : String
- EExperience : String
- IncidentiD : Integer

A Close

= Attributes
- CloselD : Integer
- ClosureType : String
- Comments : String
- ViewStatusSummary : String
= Operations
+ Create()
+ Delete(id : Nullable<int32>)
+ Details(id : Nullable<int32>)
+ Editfid : Nullable<Int32>)

1

1

A

-SatisfactionSurveylD :Integer |

- satisfied : Nullable<Living> 1

= Operations ‘
+ Create()
+ Delete(id : Nullable<Int32>)
+ Details(id : Nullable<Int32>)
+ Edit{id : Nullable<Int32>)
+ GetResult()

A Customer

= Attributes
- CustomerID : Integer
- Department : String
- Email ; String
-FirstName : String
-LastName : String
- Phone : String

=/ Operations
+ Create()

+ Delete(id : Nullable<Int32>)
+ Details(id : Nullable<Int32>)

+ Edit(id : Nullable<Int32>)

Incident

Attributes

- Assets : String

- Businessimpact : String
- Category : String
-DeadLine : String

- Description : String

- Email : String
-Employee : String

- IncidentAttachment : ICollection<inc...

- IncidentManagementiD : Integer
- JohTitle : String
- Phone : String

- PostingDate : DateTime

- Priority : String

- Product : String

- Reportedby : String

- SendEmailtoGroupEmail : String
- Status: String

-Subject: String

- Urgency : String

= Operations

+ Create()

+ Delete(id : Nullable<Int32>)

+ Details(id : Nullable<Int32>)

+ Edit(id : Nullable<Int32>)

* *

*
A ignTechnici

= Attributes
- Availability : Boolean
- IncidentMgtiD : Integer
- TechnicianiD : String
- WorkLoad : Integer
= Operations
+ Create()
+ Delete(id : Nullable<in...
+ Details(id : Nullable<In...
+ Edit{id : Nullable<Int32>)
+ GetAttendance()
+ GetEmployees()

A Attendance

= Attributes
- Checkin : DateTime
- Checkout : DateTime
- Department : String
- Shift : String
-TechnicianiD : String
-TechnicianName : String

= Operations
+ Create()
+ Delete(id : Nullable<in...
+ Details(id : Nullable<In...
+ Edit(id : Nullable<Int32>)

*

1
A Enployee

= Attributes
- EmployeeStatus : String
- EmployeeTeam : String
- EmployeeType : String
- FirstName : String
- FullName : String
-LastName : String
- MiddleName : String
-WorkLoad : Integer
= Operations
+Create()
+ Delete(id : Nullable<Int32>)
+ Details(id : Nullable<Int32>)
+ Editfid : Nullable<Int32>)
+ Employee()

Figure 4.11: Class Diagram for Incident Management

?ﬂ SupportTeamClassifier

= Attributes
- ClassifierlD : Integer
-Date : DateTime
- ModelFile : String
= Operations
+ GenerateModel()
+ GetModel()

Figure 4.12 shows the classes, associations, attributes and operations for Problem Management

system.
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A Tasls

= Attributes
A ProblemSolution - AdditionalCost : String
- AssignedBy : String
= Attributes - AssignedTo : String
-Assignlser Sting :::::;'::m"‘”'""‘
:mm:::fmu " . - ProblemSubMissionlD: Integer
: ProblemgubMission -ScheduledToEnd : DateTime
= Operations : . ScheduledToStart: DateTime
+Create() = Attributes . Status: String
+Delete(id : Nullahle<Int32) g1 1 -Assetsinvolved: String -TaskName : String
+Details(id : Nullable<int32>) - Attachment : Collection<Attachment> ~TaskType : String
+Edit{id : Nullable<int32>) .mssmsgmp_m;smu ﬁ' = Operations
; ::"5?"_’ "_"s": + Create(d: Integer)
Du:;’;'::"’;m';i +Deletefd: Nullabledint323)
« Priority : String + De_h'lsﬁl + Nullahle<Int32>)
- ProblemStatus  ICollection<ProblemSta.. ZER e a2}
- Relatedincident : String
R - ReportedBy : String
W Problemnaysis -Status: Boolean
- - SubCatagory : String
 Atributes -Tasks : [Collection<Tasks>
- AssignUsers : String - Urgency : String
«ImpactNote : String = Operations N
~RootCamse: W,"‘ R I Create(): ActionResult A Employee
- Symptoms: String +Deletefd: Nullable<int325)
= Operations +Details(id : Nullable<int325) * o | Attributes
+Create() +Editfid : Nullable<int325) - EmployeeStatus : String
+Delete(id : Nullable<int32>) -EmployeeTeam : String
+ Details(id : Nullable<Int32>) 1 -EmployeeType : String
+Edit(id : Nullable<Int32>) - FirstName : String
- FullName : String
-LastName : String
- MiddleName : String
g -WorkLoad : Integer
A ProblenStatus = Operations
+Create(): ActionResult
= Attributes +Delete(id : Nullahle<int32>) : Action...
. ActionTaken: String +Details(id : Nullable<Int325): Action.
DateandTime  DateTime +Editid : NullableInt32): ActionRe..
- EscalatedTo: Strng | +Employee)
- Findings : String
-IncidentiD : String
- Note: String
- ProblemSubMissionID : Integer
- Status : String
- TechnicianiD : String
= Operations
+Create(id : Integer)
+Delete(id : Nullable<Int32>)
+Detailsid : Nullahle<int32>)
+Editfid : Nullable<int325)

Figure 4.12: Class Diagram for Problem Management

Figure 4.13 shows the classes, associations, attributes and operations for Change Management

System.
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A ChangeHistory
|
= Attributes

A Approval
|  Attributes
| -ApprovallD : Integer

- ApproveReject : String

- Comment : String

- DiscussionBoard : String

+ Edit{id : Nullable<Int32>)

| =/ Operations
A |
tas CloseChange + Create()
e + Delete(id : Nullable<int3...
Atihutes ‘ +Details(id : Nullable<Int3...
- AssignUser: String + Edit(id : Nullable<int32>)
- CloseChangeld : Integer - o =
- Closure : String 1 A TesksChongctubmission
- Status: String
=/ Operations 1 = Attributes
+Create() - AdditionalCost : String
+ Delete(id : Nullable<Int32>) A ChangeSubmission - AssignedBy : String
+ il : >) - AssignedTo : String
+ Edit(id : Nullable<int325>) \ 1 1 | © Attributes - ChangeSubmission : Chan...
- Assetsinvolved : String - ChangeSubmissioniD : Int...
- AttachmentChangeSubmi... - EstimatedEfforts : String
- Category : String - Priority : String
- ChangeApprover : String - ScheduledToEnd : DateTime
- ChangeManager : String - ScheduledToStart : DateTi...
- ChangeOwner : String - Status : String
[A gePlanni - ChangeRequester: String - TaskName : String
S ] - ChangeSubmissioniD : Int... - TasksChangeSubmissionl...
= Attributes - ChangeType : String - TaskType : String
- Description : Strin, = i
- Attachincidents : String i Emr::n'e .stm: Operations ‘
- BackOutPlan : String St ;‘ 2 + Create(id : Integer)
- Grou 1 Strin, .
- ChangePlanningID : Integer ; :'_ e & + Delete(id : Nullable<int3...
- CheckListiD : String =Hnpact: Strieg + Details(id : Nullable<Int3...
- Impl ter: Stri itGid :
- DownTimeDescription : String " 'z::sn.v::ﬁ:rg ng \ +Editfid : Nullable<int32>) |
i : s ~ 7| - Priority: String
- ’ - ReasonForChange : String
- Impact: String Risk: String
e O Tt LU -ScheduledEnd : DateTime A
= Operations -ScheduledStart : DateTime Employeo
+ Create() - ServicesAffected : String - .
+ Delete(id : Nullable<int325>) . Status : Boolean S Attributes
+ Details(id : Nullable<Int32>) - TasksChangeSubmission ... - EmployeeStatus : String
+ Edit{id : Nullable<Int32>) - Urgency : String - EmployeeTeam : String
= Operations - EmployeeType : String
- FirstName : String
b _ - FullName : String
N * - - LastName : String
1| +DetailsGid : Nullable<int3...

- MiddleName : String

- WorkLoad : Integer
Operations

+ Create()

+ Delete(id : Nullable<int32>)
+ Details(id : Nullable<Int32>)
+ Edit{id : Nullable<Int32>)

- ActionPerformed : String
- ChangeHistorylD : Integer
- Changeld : Integer
- ChangesMadeBy : String
- DateandTime : String
- Note : String
- Status
- TechnicianiD : Integer
! Operations
+ Create()
+ Delete(id : Nullable<int32>)
+ Details(id : Nullable<Int32>)
+ Edit(id : Nullable<Int32>)

+ Employee()

Figure 4.13: Class Diagram for Change Management

Figure 4.14 shows the classes, associations, attributes and operations for Asset Management
System.
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A VirtwalHostsAndVMts

= Attributes
- AlowVMS ; String
-Barcode : String
- Businessimpact : String
- Capacity : String
- CPUSpeed : String
- Customer: String
- DefaultGateway : String
- Description : String
- DHCPenabled : String
- DHCPserver : String
- HardDisks : String
- HardDisksModel : String
- HardDisksSerialNumber : String
- InputOutputDevices : String
- IPAdress : String
- ISVirtualMachine : Boolean
- IsVMHost : String
- MACAddress : String
- Manufacturer: String
- Model : String
-Mouse : String
- MouseManufacturer: String
- MouseSerialNumber : String
- MouseType : String
- Networ: String
- NetworkAdapter: String
- NIC: String
- NumberofCores : Integer
- OperationStatus : String
- 08 String
- Processorinfo: String
- Processors : String
- ProcessorsManufacturer : String
-SalvageValue : String
-ServicePack: String
-ServiceTag: String
- SubnetMask : String
- TotalMemory : Double
- UsefulLife : String
- VirtualHostsAndVMsID : Integer
- VirtualHostsAndVMsName : String
-VirtualMemory : String
- VMHostForVirtualMachine : String
- WarrantyExpiryDate : DateTime
= Operations
+ Create()
+Delete(id : Nullable<Int32>)
+ Detailsid : Nullable<Int32>)
+Edit{id : Nullahle<int32>)
+ VirtualHostsAndVMs()

A MaintainVendorlist

= Attributes
- ContactPerson : String
- MaintainVendorlistiD : Integer
-Name : String
- PhoneNumber: String

[ Operations
+ Create(): ActionResult
+Delete(id : Nullable<Int32>)

>

ITAssets

= Attributes

- Barcode : String

- Businessimpact : String
- Catagory : String
-Department : String

- Description : String

- GroupName : String

- InUseBy : String

- IPAddress : String

- IAssetsID : Integer

1 String

s )
+ Edit(id : Nullable<Int32>)
+ MaintainVendorlist()

*

gL

= Attributes
- AcquisitionDate : DateTime
- AssetiD : Integer
- AssetTag: String
- AssignedTo : String
- ExpiryDate : DateTime
- Name : String

| -PurchaseCost: Double

-SerialNumber : String
-Status: String
-VendoriD : Integer

= Operations
+ Create()
+ Delete(id : Nullable<Int32>)
+Details(id : Nullable<Int32>)
+ Edit{id : Nullable<Int32)

A NonlTAssets

= Attributes
-Barcode : String
- Businessimpact : String
- Customer: String
- NonITAssetsID : Integer
- NoniTAssetsName : String
-SalvageValue : String
- UsefulLife : String
- WarrantyExpiryDate : DateTime
= Operations
+Create()
+Deletefid : Nullable <Int325)
+ Details(id : Nullable<Int325)
+ Edit{id : Nullable<Int32>)
+ NonlITAssets()

-Name : String

- Product : String
-SalvageValue : String

- SubnetMask : String

- UsefulLife : String

- WarrantyExpiry : DateTime

= Operations

+Create()

+ Delete(id : Nullahle<int32>)
+ Details(id : Nullable<Int32>)
+ Edit(id : Nullahle<Int32>)
+ITAssets()

i

= Attributes

>

AssetComponents

= Attributes
- AssetComponentsiD : Integer
- AssetComponentsName : String
-Barcode : String
- Businessimpact : String
- Customer: String
- Description : String

| -SalvageValue: String

- UsefulLife : String

- WarrantyExpiryDate : DateTime
= Operations

+ AssetComponents()

+Create()

+ Delete(id : Nullable<Int325)

+ Detailsid : Nullable<Int32>)

+ Edit(id : Nullable<Int32>)

- Activefrom : DateTime

| -AgreementNumber: String

- Attachment : String
- AuthorizationNumber : String
- Clype : String
- Customer : String
- DaysBeforeExpiry : Integer

- Description : String

- InvoiceDate : DateTime

- InvoiceNumber : Integer

- LicenseDescription : String

- LicenseKey : String

- Manufacturer: String

- Notify : String

- SoftwareCategory : String
-SoftwarelD : Integer

- SoftwareLicence : String

- SoftwareName : String

- SoftwareType : String

-Terms : String

- TotalCost : Decimal

- Upgraded : String

- Version : String

= Operations

+Create()

+ Delete(id : Nullable<int32>)

+ Details(id : Nullable<Int32>)

+Editid : Nullable<Int32>)

+ Software()

Figure 4.14: Class Diagram for Asset Management
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Sequence Diagrams

Sequence diagrams are used to show the communication between the different objects of

the system. Below are sequence diagrams for the different components of the Service Desk

system. Each have three objects: the Ul which is the interface that the user interacts with,

the Controller which processes the information and communicates with the Model when

necessary and the Model which handles database related actions.

SLA Management

Figure 4.15 shows how a user interacts with the system when defining a new SLA.
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interaction Define SLA )

% Add SLA UI

Lifelinel: Technicians, Managers

1: Enter SLA info

SLA Controller

2. saveSLA

SLA

> 3 : saveToDB
I, LG ------------------
T 5 : renderResult - 4 retum

""" !

Figure 4.15: Define SLA Sequence Diagram

Figure 4.16 shows the interaction when displaying already defined SLAs.

interaction View SLA J

% SLA List Ul

Lifelinel: Technicians, Managers

1: Select SLA

SLA Controller

2 : sendSLAId

5 : renderSLAData

S st 1

SLA

» 3: querySLA

4 : returnSLAData

S 1

Figure 4.16: View SLA Sequence Diagram

Fig 4.17 displays the sequence when editing an SLA.

interaction Edit SLA )

5 : renderResponse

% Edit SLA Ul SLA Controller Model: SLA
Lifelinel: Technicians, Managers
! 1:Enter SLA info
' » 2: updateSLA . 3 : updateSLAonDB
o e 4 : return U

Figure 4.17: Edit SLA Sequence Diagram
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Figure 4.18 shows the interaction that occurs when the system escalates an incident when an SLA is
violated.

interaction Track SLA )

Track SLA Incident Assign Technician

Incident Management System

: 1: trackSLA 2 : querylincidents -l
! BG v mm e e
! 3 : returnResults
4 : checkSLA
! B assignTe:chnician -
: e b ]
: 6 : returnTeg¢hnician v
: 7 : saveUpdate ~
: G e e e et .
L] 8 : returnResult

Figure 4.18: Track SLA

Incident Management

Figure 4.19 shows the interaction between objects when a user registers an incident

interaction Incident Registration )

% Add Incident Ul ‘ ‘ Incident C H \dentify Support Team ‘ ‘ Assign Tech. | Incident
Lifelinel: Customer/Technician
1: registerincident o ’
2 : registerincident 3: getSupportTeam
"4 supportTeam
52 getTeEhnician g

R S RS e e R A S SR -’IJ L

6 : technician ' !

7 : savelncident ; iy

TS - t=—== BiowelReporses 1‘

L] 9: updaleUI _: ! savedRresponse !

Figure 4.19: Register Incident Sequence Diagram

Figure 4.20 illustrates the communication between objects when searching for incidents.
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interaction Search Incidents )

% Incidents Ul Incident Controller Incident

vL 2:sendQuery 3 : performQuery
g 1‘5 """"""""" ;

5 : renderResults 4 . retum

Lifelinel: Technicians, Managers

1: Type Search Keyword

Figure 4.20: Search Incidents Sequence Diagram

Figure 4.21 shows the sequence diagram when viewing incidents. Incidents are displayed
according to the role and privilege of the user.

interaction View Incident )

% Incidents List Ul Incident Controller Incident

Lifelinel: Technicians, Managers

1 : Slecet Incident

2 : getincident(id)

3 : queryincident

»p

T 5 renderincidentData . 4 : returnincidentData

Figure 4.21: View Incident Sequence Diagram

Figure 4.22 shows the sequence diagram during the closing of an incident.

interaction Close Incident )

% Incident Detail Ul Incident Controller Incident

Lifelinel: Technicians, Managers

E 1: Select "Closed” from status_ E

‘ 2 : saveChanges

- 3:saveToDB _ .
: R RRTECEEE 1
D CEEEE R 4 : result X

5 : renderResponse

Figure 4.22: Close Incident Sequence Diagram

Figure 4.23 shows the sequence diagram when displaying resolved cases for users to go
through to answer any questions they may have.
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interaction View Resolved Cases )

% FAQ Incident Controller Incident

Lifelinel: Technicians, Managers

1: Select Incident

: 2 : getincident(id
: g (d), 3 : queryincident(id)

< ....................
] 4 : return
5 : renderincident

Figure 4.24 shows the interaction when customers fill in the satisfaction survey for the
handling of the incident they reported.

interaction Fill Satisfaction Survey )

R

Lifeline2: Customers

Survey Controller

Incident Detail Ul ‘ ‘ Satisfaction Survey Ul |

| Survey ‘

1 : Select "Fill Satisfaction Survey”

2 : Fill in the necessary infq 3 3: saveSurveyEntry H 4: saveToDB

[€rmormmomremmooooo oo 5: retumn
6 : renderResponse T

Figure 4.25 shows the sequence diagram for setting the priority of an incident. The technician
assigns priority to an incident based on the business impact and urgency values.

interaction Set Priority J

% Edit Incident Ul Incident Controller

Lifelinel: Technicians, Managers

1: Select priority level & hit save

»t
P

2 : updatelncident(id)

> 3 updatelncidentOnDb

<
G e T 4 returnResponse
H 5 : renderResponse B

Figure 4.26 shows the sequence diagram for a technician giving the resolution for an
incident.
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interaction Give Resolution )

% Edit Incident Ul Incident Controller Incident

Lifeline2: Technicians
1 : Update Resolution

2: saveChanges _ !

3 : saveToDB

'
'
L

< _____________________
4 : return

i<
1 5 renderResponse

Figure 4.26: Give Resolution Sequence Diagram

Figure 4.27 shows the sequence diagram for viewing the satisfaction survey filled by customers.

interaction View Filled Satisfaction Survey )

% Incident Detail Ul Incident Controller Incident

Lifelinel: Managers
1: Select “View Filled Satisfaction Survey” _

2: getincidentSurvey(id) i 5. querylncidentSurvey(id),
»

e e e e e
[Emmmmm oo 4 : retumData
5 : renderResponse

Figure 4.27: View Filled Satisfaction Survey Sequence Diagram

Figure 4.28 shows how the system periodically updates the support team model used during
support team identification.

interaction Update Support Team Model )

Update Model Support Team

Windows Scheduler

4: Dpdeiomadel »- 2 :saveUpdatedModel .

U

Figure 4.28: Update Support Team Model Sequence Diagram
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Problem Management

Figure 4.29 shows how a user registers a problem. A problem is registered when the same
incident keeps recurring and root cause analysis is needed.

interaction Register Problem )

% Add Problem Ul Problem Controller Problem

Lifelinel: Technicians, Managers

! 1:Enterproblem Info !

2 : saveProblem :

3:saveToDB
A 14 ———————————————— U

' < : )
: 5 : renderResult : 4 return

Figure 4.30 shows the sequence diagram for displaying registered problems.

interaction View Problem )

% Problems List Ul Problem Controller Problem

Lifelinel: Technicians, Managers

1: Slecet Problem

3: queryProblem

T—l 2 : getProblem(id)

e
T <5 : renderProblemData . 4 : returnProblemData

Figure 4.31 shows the sequence diagram for searching through registered problems.

interaction Search Problems )

% Problems Ul Problem Controller Problem

Lifelinel: Technicians, Managers

1 : Type Search Keyword

'
!

2 : sendQuery

5 : renderResults

4 : return
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Figure 4.32 shows the sequence diagram for closing a problem.

interaction Close Problem )

% Incident Detail Ul Incident Controller Incident

Lifelinel: Technicians, Managers '
i 1: Select “Closed” from status_

| 2 : saveChanges
H 3 : saveToDB

<
A 4 : result
. 5:renderResponse T .

Figure 4.32: Close Problem

Figure 4.33 shows the sequence diagram for assigning tasks. Under one problem, several tasks may
be created and assigned to different technicians. A problem can be closed when all these tasks are
completed.

interaction Assign Tasks )

% Tasks Tab Ul Task Controller Task

Lifelinel: Technicians, Managers

i 1: Select Technician from drop down _ !

; 2 : updateTask(id) o

. 3: saveTaskToDb |
| R — ] — ]

5 : renderResponse T 4 : returnResponse '

Figure 4.33: Assign Tasks

Figure 4.34 shows the sequence diagram for logging action taken. Technicians that are assigned to
different tasks will log the actions they have taken.

interaction Log Action Taken )

% Problem Status Problem Controller Problem

Lifeline2: Technicians
1: Write the action taken and hit save

|-

2 : updateStatus

3 : saveToDB

<. .................
4 : return

5 : renderResponse

Figure 4.34: Log Action Taken
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Change Management

Figure 4.35 shows how a user registers a request for change. An RFC is registered after
deciding a change is needed to solve a recurring incident (problem).

interaction Create RFC )

% Request For Change Form Change Controller Change

Lifelinel: Technicians, Managers ' i i

+ 1: Enter Change details _ : .
: 2 . saveRequest o :

! 1 3 :saveToDB _
E e e e e e e [ i|_.‘

5 : renderResult 4 retum

Figure 4.36 shows the sequence diagram for displaying registered request for changes.

interaction View RFC )

% RFC List Ul RFC Controller RFC

Lifelinel: Technicians, Managers

1: Select Request

2 : getRequest(id)

1 3 . queryRequests
........................ <]
< T 4 : returnData T

5 : renderData

y

Figure 4.37 shows the sequence diagram for searching through request for changes.

interaction Search For RFC )

% RFC List Ul RFC Controller RFC

Lifelinel: Technicians, Managers

1: Type Search Keyword

2 : sendQuery

5: renderResults

4 : return
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Figure 4.38 shows the sequence diagram for closing opened request for changes.

interaction Close RFC )

% RFC Detail Ul RFC Controller RFC

Lifelinel: Technicians, Managers

! 1: Select "Closed” from status_

| 2 :saveChanges
. 'L 3 : saveToDB

4 : result
5 : renderResponse

Figure 4.39 shows the sequence diagram for creating several tasks under one request for
change. These tasks may be assigned to different technicians and may have different

schedules.

interaction Create Tasks )

% RFC Tasks tab RFC Task Controller RFCTask

Lifelinel: Technicians, Managers

1: Enter Task Details

»

2 : updateTask(id) 3 saveTask(id) :
- [y N

5 : renderResponse T~ 4 returnResponse

Figure 4.40 shows the sequence diagram for logging action taken for request for changes.

interaction Log Action Taken )

% RFC Status Tab RFC Controller RFC

Lifeline2: Technicians

1 : Write the action taken and hit save

2: updateStatus  _ : 3: saveToDB

>

4 : return

5 : renderResponse 1
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Figure 4.41 shows the sequence diagram for accepting or rejecting change. The change
advisory board is incharge of this action and only approved request for changes can be

viewed by technicians.

interaction Accept/Reject Change )

% RFC Detail Page RFC Controller RFC

Lifelinel: CAB Member ! : :

+ 1: Click accept, reject RFC

2 . updateRFC : ;

: »— 3:saveRFC _ |
i 14 ———————————————— 1
' [mmmmmm oo 4 : returnResponse

~ 5! renderResponse

Asset Management

Figure 4.42 shows how a user registers an asset

interaction Create Asset )

% New Asset Form Asset Controller Asset

Lifelinel: Technicians, Managers

1: Enter asset details :

; 2 : saveRequest 1 H

> 3:saveToDB _ !

. e . .
: T 5 : renderResult ' 4 retum
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Figue 4.43 shows the sequence diagram for displaying registered assets.

interaction View Asset )

A

Lifelinel: Technicians, Managers

1: Select Request

Asset List Ul Asset Controller Asset
> : 2 : getAsset(id)
3: gueryAssets |
R ARG [Sromrmmnme e ,

5 : renderData H 4 : returnData

Figure 4.43: View Asset

Figure 4.44 shows the sequence diagram for searching for registered assets.

R

interaction Search For Assets )

Lifelinel: Technicians, Managers

Asset List Ul Asset Controller

Asset

1 Type Search Keyword

2 : sendQuery

5 : renderResults

> 3 performQuery,

4 : return

Figure 4.44: Search for Assets

Figure 4.45 shows the sequence diagram for deleting assets.

interaction Delete Asset )

X

Asset Detail UI Asset Controller

Lifelinel: Technicians, Managers

1: Click "Delete"

H
>

2 : deleteAsset(id)

Asset

3 : deleteAssetFromDB(id) . !

5 : renderResponse

4 returnResult
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Figure 4.45: Delete Asset




Figure 4.46 shows the sequence diagram for editing assets.

interaction Edit Asset )

A

Edit Asset Ul

Lifelinel: Technicians, Managers

1: Update asset info

L 2 : updateAsset(id)

Asset Controller Asset

5 : renderResult

3 : updateAsset(id)

4 : returnResult

64| Page




Chapter 5 - System Design

5.1 Introduction

The System Design Document (SDD) is a document that records the results of the system
design process and describes how the system will satisfy the Requirements Specification. It
interprets the requirements into a description of the architecture, components, interfaces,

and data necessary to support the build process.

5.2 Design Goals

The design goals identify the qualities that the system should focus on. Based on the
non-functional requirements described in the analysis phase the following design

goals are identified:

User Interface: The user interface should be designed using Bootstrap in order to

conveniently achieve responsiveness.

Portability: The system should be built by following web browser standards in order to be

used by any browser on any platform.

Security

+* The system shall use Authentication in order to prevent unauthorized access.
+* Role based Access Control should be there to determine the access level of the users

of the system.

Robustness: The system shall have be able to handle error conditions gracefully, without
failure and shall continue its smooth operation to the end users with them not knowing that
an error occurred. This includes a tolerance of invalid files, software defects, and

unexpected operating conditions.

Flexibility: The system shall have an MVC architecture that allows modifications and feature
additions easily.
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5.3 Proposed Software Architecture

The software architecture models the software design. The architectural layering and the
subsystem decomposition are used to obtain high cohesion and low coupling, the
Hardware/Software mapping indicates the various hardware devices and equipment used in
the system and their interaction with the software components is explained. Access Control

techniques used in the system will also be included.

5.3.1 System Architecture Diagram

The system architecture diagram shows the layered structure of the system and the different
components involved in the designed system. A layered structure is chosen because it makes
the system easily maintainable for further modification or fault correction, flexible for

integrating additional components and scalable to adjust to changing load.

(View Presentation Layer
Ul Components & Ul Process Components

[ SLA j [Incident Mgt j [Probem Mgt j [ ChangeMgt J( Asset Mgt ]

N S

(Controller Business Layer )

Business Workflow, Business Components and Business Entities

[ Auto Asign ]( SLA J [mcident Mgt J [Pmblem Mgt ] [ ChangeMgt J ( Asset Mgt J

A I vy

Model Data Layer
Data Access Components

[ Entity Framework ]

A

"\

Data Source
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This system has a three-layered architecture comprised of presentation, business, and data
layers. The presentation layer is found in the View, the business layer is in the Controller and

the data layer is in the Model of the system.

Presentation layer contains the user oriented functionality responsible for managing user
interaction with the system, and generally consists of components that provide a common

bridge into the core business logic encapsulated in the business layer.

In this project, several pages are designed in a responsive manner within the Incident,
Problem, Change and Asset Management components. The ASP.NET MVC Framework uses a
view engine, which is the component responsible for processing a view in order to generate

a response for the browser, this is done in the presentation layer.

Business layer contains any application logic that is concerned with the retrieval, processing,
transformation, and management of application data; application of business rules and

policies; and ensuring data consistency and validity.

This layer processes incoming requests from each component we have on the presentation
layer (Incident, Problem, Change and Asset Management components) and performs
operations on the model, and select views to render to the user. It also has the component
that interacts with the classifier model in order to automatically assign technicians to

incidents.

Data layer provides access to data hosted within the boundaries of the system, and data
exposed by other networked systems; perhaps accessed through services. This layer has Data

Access Components that abstract the logic required to access the underlying data stores.

For this project, entity framework is used which is a conceptual design of the database. It
generates business objects and entities according to the database tables and provides a

means for easily performing database related operations.

Each of the above mentioned components will be further explained in the Subsystem

Decomposition section.
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Weka Interface is a component that will be developed to create an interface between the
database and the Weka tool. It will select attributes and their values from the database and

uses Weka to execute data mining operations. The result is then stored in the database.

5.4 Sub-System Decomposition

Subsystem decomposition describes the decomposition into subsystems and the
responsibilities of each. This is the main product of the system design. Accordingly, we have

identified and classified the subsystems.

1  User Interface
2 SLM
3  Incident Management

3.1. Incident Management

3.2. Support Team Identification

3.3. Attendance

3.4. Auto-assign and Escalation
Problem Management
Change Management

4

5

6  Asset Management
7  Account Management
8

Storage
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Figure 5.2: Sub-system Decomposition

asubsystems» «subsystem»
User Interface & Account Management
e

«subsystem» «subsystem» «subsystem» «subsystem» asubsystemn
SLM Subsystem Incident Mgt Problem Mgt Asset Mgt Change Mgt

«supsystem» S“SUbSVSt”Fer;: «subsystems» «subsyglem»

Incident Mot Identification Attendance UK/ ssen] and

Escalation
usubsystems
Storage




User Interface: It implements the interface for users to interact with the system based on

their privilege

Account Management: Account Management subsystem will be responsible for creating
accounts, assigning and denying roles, editing user names and passwords, and deleting

accounts.

SLM: This subsystem handles issues related to SLA including defining and updating it.

Incident Management: Users will be able to perform all tasks related to incident

management such as registering, viewing, prioritizing, categorizing and resolving incidents.

Support Team Identification: This subsystem is used to identify the support team
during incident registration. To be able to do that, it builds a classification model based
on previous incidents and updates it periodically to enable learning from new
incidents. When a user enters a free text description of the incident, this subsystem
performs data cleaning and uses the classification model created to identify the

support team that is responsible for the resolution.

Attendance: The Attendance Subsystem is used to import data daily from ET’s
attendance system. It gets the data in an xml format and uses employee id number to
match it with the technicians registered on the service desk. This will allow the system

to check availability of technicians before assigning an incident to them.

Auto-assign: This is used to allocate incident resolution tasks to IT support staff. The default
task allocation mechanism is automatic, where the system picks IT support staff based on
availability and current load information of the support team members. If necessary,

technicians and managers are allowed to assign tasks manually as well.

Escalation: There are different levels to solve a problem based on the type of incident and
corresponding time limit to solve the problem. If the problem fails to be solved by a technician
on a certain level, based on the agreement, it will be passed to a technician on the next level.

The SLA detail will be set by the manager or a technician with access.
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Problem Management: Users will be able to perform all tasks related to problem

management such as registering, viewing, prioritizing, categorizing and resolving problems.

Change Management: This subsystem enables users to perform all tasks related to change
management such as registering, viewing, prioritizing, categorizing and implementing
changes. Creating CABs (Change Advisory Boards) and approval/denial of changes are also

handled by this subsystem.

Asset Management: Technicians and Managers will be able to perform all tasks related to

Asset management such as registering, viewing and updating their status.

Database: This is where data from the various components is stored. It allows inserting,
reading, updating and deleting data within the system. Each class from within the Subsystems
described above are responsible for inserting, updating and modifying their own data by
utilizing the corresponding methods belonging to the Database Class within the Database

Subsystem.

5.5 Hardware/Software Mapping
The system will have three machines; the User device will provide access to the user interface
through a browser, the Server Machine will run the application logic while the database server

handles the storage and provide all data necessary for the Service Desk services.

For the realization of the Service Desk, .Net framework has been selected which is a collection
of interfaces and standards developed by Microsoft that enables the development of portable

web-based systems in several languages.

Microsoft SQL Server 2014 is chosen as the database, and it has many features which are ideal
for the .Net based application. Support for Multiple Platforms, Integration with Microsoft .Net
Enterprise Servers, scalability, replication, centralized Management and reliability are

important qualities for this project.

Deployment diagrams are used to visualize the topology of the physical components of a
system where the software components are deployed. The deployment diagram for this

system can be seen in Figure 5.2 below.
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Ethiopian Airlines
System

Service Desk Ul

Service Desk Controller

EAL Staff Datab

Incident Management

"/2% Problem Management

Asset Manag,

E Change Management

SLA Management

Data Mining

Figure 5.3: Software/Hardware Mapping

Database

5.6 Persistent Data Management

Persistent data management deals with how persistent data of the system are stored and
managed. Several Entity objects were identified as persistent data objects for all the
components of the system. Crow’s Foot notation has been used which represents the entities

as boxes, relationships with lines and cardinality with chicken feet at the end of the lines.

The system will use the Microsoft SQL database engine for storing data. It is very reliable and

used by some of the biggest corporations in the world.

Figure 5.4 shows the ER Diagram for Incident Management.
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Figure 5.4: Persistent Diagram for Incident Management

SatisfactionSurveyResult
SatisfactionSurveyResultiD int PK|
CustomerName nvarchar N
IncidentAttachment ProblemName nvarchar N
IncidentAttachmentiD int PK SEaEt;f;P:r[\jence Ln\}ar[:har N
Incidenth tiD t FK
,G:mz" anagemsn Ir:‘varchar N SatisfactionSurvey_SatisfactionSurveylD int FK
Attendance filepath nvarchar N
AttendancelD int PK Description nvarchar N
Departiment nvarchar N
Tatfhm[:aHD nvarchar N SatisfactionSurvey
E;l:‘l;:km 25:%::; m SatisfactionSurveylD int PK
Chekout nvarchar N Ei:sjrie:nce :\Earchar:
E;tzluyee EmployeelD I""at‘gt""e - Employee IncidentMar L 1D int FK
- EmployeelD int PK
FirstName nvarchar
|| MiddieName nvarchar N - _
T LastName nvarchar N Resolution
EmployeeType nvarchar N Resolution|D int PK|
E’"D:UVEE_SFHIUS nvarc:ar: SolutionDescription nvarchar
mployee leam nvarchar DetailDescription nvarchar N
EmployeeTeam WorkLoad int Date datetime
EmployeeTeamiD int PK JobTitle_JobTitielD int FK IncidentManagement_IncidentManagementiD int FK
Name nvarchar } }— EmployeeTeam_EmployeeTeamiD int FK
Descrption nvarchar N
Status IncidentManagement A—T
StatusiD int PK| IncidentManagementiD int PK
Statu nvarchar N Subject nvarchar N
Reason nvarchar N Businessimpact nvarchar N Close
Ir t_IncidentManagementlD int FK Urgency nvarchar N
EmployeeType v Priority nvarchar N CloselD int PK
EmployeeTypelD int PK| Category nvarchar N ClosureType nvarchar N
EmgluxeTy;ZName nvarchar Reportedby mvarchar N = Comments nvarchar N
Description nvarchar N Phone nvarchar N ViewStatusSummary nvarchar N
Email nvarchar N
Customer Product nvarchar N
Description nvarchar N
g_usttlgmerlD int h PK] Employee nvarchar N
Lg:tN:mg 2::;;]:{ N PostingDate datetime
Email har N Status nvarchar N Priority
mal nvarchar SendEmailtoGroupEmail nvarchar N
L || DeadLine nvarchar N | ) PrioritylD int PK
T Customer_CustomerlD int FK—t — PriorityName nvarchar
JobTitle Close_CloselD int FK PriorityDescription nvarchar N
le Priority_PrioritylD int FK
JobTitlelD int PK| ™ Assets_AssetiD int FK T
JobTitleName nvarchar
JobDescribtion nvarchar N
SLA
1 Workinghour nvarchar
T InitialResponseTime datetime
=Enh Category MaxDays int
AssetlD int PK| MaxHour int
AcquisitionDate datetime CatagorylD int PK } f] MaxMinute int
Name nvarchar Ca!agowName_ N nvarchar Assignby nvarchar N
AssetTag nvarchar CatagoryDescribion nvarchar N AssignTo nvarchar N
SerialNumber nvarchar TotalTime nvarchar N
Status nvarchar Status nvarchar N
PurchaseCost float Priority_PrioritylD int FK]|
ExpiryDate datetime Category_CatagorylD int FK|
AssignedTo nvarchar
VirtualHostsAndVMs_VirtualHostsAndVMsID  int
CategorylD int
TAssels_[TAssetsID int SubCategory
MaintainVendorlist_MaintainVendorlistiD int SubCategorylD int PK
NonlTAssets_NonlTAssetsID int CatagorylD int FK
Software_SoftwarelD int Description nvarchar N
Employee_EmployeelD int




Figure 5.5 shows the ER Diagram for Problem Management.
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Figure 5.5: Persistent Diagram for Problem Management

SubCategory Catagory
SubCategorylD int PK] CatagorylD int PK
CatagorylD int FK| || CatagoryName nvarchar
Description nvarchar N [ ] catagoryDescribtion nvarchar N
ProblemAnalysis
ProblemAnalysisiD int PKFK|
RoofCause nvarchar N
Attachment ; JJ Symptoms nvarchar N
ProblemSubMission|D int PK ImpaciNote nvarchar N
AttachmentiD it PK|
Pr:k’z:le’:nesnunmssinmn ::t K ComputerProblem nvarchar N AssignUsers nvarchar N
Name nvarchar N Relatedincident nvarchar N
filepath nvarchar N } g”?”“ nvarcaar n
ategory nvarchar
Description nvarchar N SunCategory nvarchar N
ReportedBy nvarchar N
CreationDate datetime N
DueDate datetime
Assetsinvolved nvarchar N ProblemSolution
| |Sus D oit ) | ProblemSolutionid int PK,
=8 nvarchar N — T Solution nvarchar N
Urgency nvarchar N WorkAround nvarchar N
description nvarchar N AssignUser nvarchar N
ProblemAnalysis_ProblemAnalysisiD int
Status_StatusiD int
ProblemSolution_ProblemSolutionID int FK
7‘ Tasks Catagory_CatagorylD int FK
TasksD int PKFK| IncidentManagement_IncidentManagementiD int
Status Pre D int FK
StatusiD int PK TaskName nvarchar N + T —+ ProblemStatus
Stalus nvarehar Nt } nvarchar N ProblemStatusiD it PK
Priority nvarchar N ProimSubMission|D nt K
ScheduledToStart datetime IncidentiD nvarchar N
ScheduledToEnd datetime DateandTime dateiime
AdditionalCost nvarchar N ActionTaken nvarchar N
AssignedTo nvarchar N TechnicianiD nvarchar N
Assignedgy = o — Findings nvarchar N
TaskType nvarchar N Status nvarchar N
Status nvarchar N EscalatedTo nvarchar N
Status_StatusiD int Note nvarchar N
Priority
PrioritylD int PK]
PriorityName nvarchar
PriorityDescription nvarchar N Incidenthlana
gementlD int PKFK
Tasks_TaskslD int A Subject archar
Implementation Businessimpact nvarchar
Implementationld int PK| Urgency nvarchar
AddTasks nvarchar N Category nearchar
EdifTasks nvarchar N Reportedby nvarchar
T ChangeStatusOffasks nvarchar N Em”‘e nvarc:ar
AddNotes nvarchar N mal nvarchar
eskType Tasks_TaskslD it K Product waichar
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Figure 5.6 shows the ER Diagram for Change Management.
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Figure 5.6: Persistent Diagram for Change Management




Figure 5.7 shows the ER Diagram for Asset Management.
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Figure 5.7: Persistent Diagram for Asset Management
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Chapter 6 - Implementation

This chapter explains the developed system and its features along with screenshots. The

development environment that was used to implement the system is also described.

6.1 Development Environment and Tools

Development Environment

System development as well as data mining using Weka was done in the following

environment:

- Lenovo G50-80, Intel® Core™ i5 — 5200U CPU Processor 2.20GHz
- Installed Memory (RAM) — 8GB

- Windows 10 Home 64-bit Operating System

Tools and Techniques

- Visual Studio 2013 for developing the system

- Weka for data mining techniques (Preprocessing and Modeling)
- Eclipse for implementing Weka functions

- Microsoft Excel for data cleaning

- Microsoft Word for documentation

- Microsoft Visio for UML diagrams

Infrastructure Requirements
To implement the system the following resources were required:

- Web server (lIS).

- Microsoft.NET Framework 4.5

- MSSQL Server 2014

- Server computer with at least 4 GB RAM.

- Any device with a browser
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6.2 System Implementation

The system implementation was divided into two phases: First is developing a system that
has Incident Management, SLA configuration, Problem Management, Change Management
and Asset Management that follow ITIL standards. The second is applying data mining
techniques to data collected from existing system for better accuracy in assigning support

team for incidents. Each will be described below.

When any user tries to access the system, the first thing he/she sees is a page as in Figure
6.1 where they can search through previously solved incidents and a Register/Login link. If
they find a related issue that can help them solve their incident then they can read the

resolution from this page and fix their own issue.

b
1l

= = € [ localhost:1088

3

Service Desk =

# Solved Incidents <
News

show |10 v |entries Search: :I
Title 4|  Details Date
No data available in table
Showing 0 to 0 of 0 entries Previous Next

Figure 6.1: Home Page

For any action other than a simple search of incidents, a user will have to use their
credentials to login to the system. Users of the system are Customers, technicians (with
different levels), managers and CABs. Therefore, after logging in each of these users will see

different pages according to their privileges.
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Service Desk

*® Hello Melil Log out

® Incident Management ¥

Incident Management SLA
SLAs

Unsolved Incidents

Working Hour Select One
View Satisfaction Survey
t

= Problem Management ¢ Category Selectong X
& Change Management < Priority Select One
B AssetManagement < Initial Response Time HH || mMM™ || 88

Maximum Processing HH || MM || S8

Time

Save

Back to List

Figure 6.2: SLA Management Page

The SLA page in Figure 6.2 allows users to set the time for Initial Response Time (IRT) and
Maximum Processing Time (MPT) in terms of days, hours and minutes. Each incident
category will have an SLA to ensure that they are being handled according to the
agreement. After an incident is reported, the system checks its category and assigns a
deadline to it based on the MPT. When the MPT is reached, the incident is escalated to a

higher level technician.

Service Desk = %  HelioAbebel  Log out

® |ncident Management

Satisfaction Survey Incident Management
Incident Management
Subject Email
Business Title Select One v
Impact
Product
Urgency Select One v
Description
Category Select One v

Phone

Assats Hp Printer 102 #000021545> ~

Save

Back to List

Figure 6.3: Incident Creation Page

Figure 6.3 shows a page where a customer can enter the information regarding the incident
they encountered. After the customer submits an incident, the system automatically finds a
support team based on the model created from the classification algorithm. After that it
checks for available technicians and workload of each team member within that support

team and assigns a technician to work on the incident. Priority is also assigned automatically
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based on the values of “Business Impact” and “Urgency” the users enter. This can later be

changed by the technician.

If the technician doesn’t complete the task within the specified amount of time in the SLA,

the system automatically escalates it to a technician on a higher level.

The customer can keep checking the status of the incident by logging in to the system.
When an incident is resolved, the customer can submit a satisfaction survey as displayed in
Figure 6.4 rating the performance of the technician on a scale of 1-10 and write a review as
well. This can later be viewed by the manager and can give insight about the performance of

the technicians.

Service Desk — %  HeloAbebel  Log out

® |ncident Management v

Satisfaction Survey Satisfaction Survey
Incident Management How satisfied are you with the service you received? (1 —Not Satisfied at All and 10 Very Satisfied)
Reported Incident Select one

satisfactionLevel 1 2 3/ 4 5 6 7. 8 9 10

Tell us about your
experience

Save

Back to List

Figure 6.4: Satisfaction Survey Page

When technicians are assigned to incidents, he/she will be able to see them as in Fig. below.
They can then edit fields such as priority, escalate it to a technician on a higher level or give

their resolution after solving.

Service Desk = %  HelloMell  Log out
® |ncident Management v
Satisfaction Survey ‘ Print |
Incident Management Subject Business Impact Urgency Priority Category Phone Email Description Employee Posting Date SendEmailtoGroupEmail  DeadLine

SLAs
Unsolved Incidents

View Satisfaction Survey

= Problem Management <
& Change Management <

& Asset Management <

Figure 6.5: View Incidents
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To get a list of technicians that are available in the company, it was necessary to find a way
to get data from their attendance system. To accomplish that, it was decided to implement
an xml file importer that imports data from their system once a day (in the morning, a few
minutes past their morning check-in hour). Figure 6.5 shows a screenshot of the sample xml

code that gets imported.

<Attendance>

<Department>Cargo System Support</Department>
<TechnicianID>ETITO0012</TechnicianID>

<Name> Solomon Abebe</Name>

<Shift>Normal Shift</Shift>
<Checkin>9/18/2016 2:30</Checkin>
<Checkout>9/18/2016 11:30</Checkout>
<Date>9/18/2016</Date>

</Attendance>

Figure 6.6: Screenshot of sample xml file

After importing the file, the attendance list is displayed in the system as in Figure 6.6.

/ |7 Service Desk System  x \ WA Melce I X
& 5 C | ® localhost1243/Attendances o * B% &0 G
Service Desk = %  HelloAdmin!  Log off

& _Configuration i
Add New +

Job Titles

Employees Department TechnicallD shift Checkin Checkout Date

Customers EUD Selamawit Abebe Normal Shift 9/18/2016 2:30 9/18/2016 11:30 2016-09-18 Edit | Details | Delete
Priorities Central SD Yohannes Kebede Normal Shift 911872016 2:30 9/18/2016 11:30 2016-09-18 Edit | Details | Delete
Status SAP FICO Keberte Tsegaye Normal Shift 9/18/2016 2:30 9/18/2016 11:30 2016-09-18 Edit | Details | Delete
Task Types EUD Tilahun Berta Normal Shift 9/18/2016 2:30 9/18/2016 11:30 2016-09-18 Edit | Details | Delete

Group Email Adresses
Employee Types:
Sources

Categories

News

Users

Attendance

® |ncident Management <
= Problem Management <

& Change Management <

Figure 6.7: Attendance Page
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Problem Management

When a problem is submitted, the technician and/or manager reporting it will enter the
basic information and save it. After saving it, the user has more options to add detailed
information as well as assigning it to a responsible technician. Individual tasks can be
created within a problem and assigned to different technicians with scheduled start and end
time. In addition to that technicians can log their findings and status on a separate tab for

the responsible body to track.

Service Desk = %  HelloMell  Log out
® |ncident Management <

= Problem Management Detail Attachment Task Problem Status

Problem Submissions

Problem Hp Printer Model 102 Keeps failing
Related Incidents  [Hp Printer 102 jaming] [Printer 102 problems]
Priority  High
& Asset Management < Catagory  High
Sub Catagory NA
Reported By  Admin
Creation Date  2016-10-22
Due Date  2016-01-01
Assets Involved
Status
Bussiness Impact
Urgency High
Details  Hp Printer keeps failing, needs immediate attention

& Change Management <

Edit |

Figure 6.8: Problem Management Page

Technicians can view a list of problems assigned to them and Managers can view a list of

problems that are currently created in order to see progress and take action.

1= Service Desk System xR 5 *
& o C IG)Iocalhosl:l243/Froblem5uless'\ons l * pil Bl ol - [‘:n :
Service Desk = %  HelloAdmin!  Logout

& Configuration <
= Incident £ Add New +

Show entries
Problem Management >

Problem Submissions

Problem Related incident Priority Category Sub Category Creation Date Urgency

& Change Management ¢ Defective Printers. Very High Hardware NA 2016-09-21 Medium Edit | Details | Delete

% Asset Management % Showing 1 to 1 of 1 entries
Previous1Next

Figure 6.9: View Problems Page
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Change Management

A technician can initiate change and submit a form with the descriptions. The CABs will then
be able to view a list with submitted RFCs and view the details to either approve or reject. If
approved, individual tasks can be assigned to different technicians to implement the

change.

Service Desk %  HelloMell  Log out

® |ncident Management <

= Problem Management < Detail Attachment Task

& Change Management
Change Requester Mr. X

Change Submissions Change Manager Mr. Y
Change Owner Mr. Z
& Asset Management < Change Approver AB

Implementer  Technician A
Category  High
Impact  High
Urgency High
Priority  High
Risk
Scheduled Start  12:33
Scheduled End  12:33
Assets Involved
Reason For Change Reasons.....
Description  Printers with the Model number 102 need to be replaced with...
Change Type
Status
Services Affected
Emergency
Notes
Group

Edit

Figure 6.10 : Change Management Page

Technicians can view a list of changes assigned to them and Managers can view a list of
changes that are currently going on in order to see progress and take action. Figure 6.11

shows the View Changes page when logged in as a CAB.

* Hello Kbl Log out

Service Desk
& Change Management

Change Submissions Add New + ‘7F’Tim

Show |10 v |entries

Search:
Change Requester Change Manager Implementer Category Impact Urgency Priority
Mr. X Mr.Y Technician A High High High High Edit | Details | Delete

Showing 1 to 1 of 1 entries
PreviousTNext

Figure 6.11: View Changes Page
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Assigning Support Team

Currently, support teams are being assigned by the person at the central service desk after
looking at their description. This method led to incidents being assigned to the wrong support
teams. Therefore, for the system to be able to correctly classify incidents from the free text
descriptions entered by users, we applied data mining techniques to the data received from

ET.

The different data mining processes are applied to the data to help the system learn from
over 9,000 descriptions. The process for assigning support team starts with Data

Understanding and Preprocessing. Steps taken are described as follows.
Data Understanding

Understanding the data is useful in identifying which models can be applied to get results,
finding useful patterns and figuring out which attributes can be unnecessary. Experts in the
domain were interviewed to clarify the meaning of each attribute in the data received from

their system. The following table displays the attributes and their description.

Table 6.1 Data Description

Id Automatically generated id (eg. 17000000039, 1000000040)

Description Description of the incident (eg. E-mail configuration issues, Damaged UTP cable)
Priority Priority given to each incident (eg. 1: Very High, 2: High)

Status Status of the incident (eg. In progress, Forwarded)

Created On Date the incident was reported (eg. 08.12.2015

Message Processor Full Name of the person working to fix the incident.

Support Team Team responsible for fixing the incident (eg. 12_SAP_HCM)

Support Services - Remote Support - Data Migration L1)

Technician Level The level of the technician that handled the incident. (eg. Incident - 04_Desktop

Central SD Team Full name of the person that initially accepted the incident message.
Member

Team Supervisor Full name of the person that supervises the incident resolving.
Reported By Full name of the person that reported the incident.
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Data Cleaning

Missing values of the support team column were filled by referring to the technician level
column. In few cases it wasn’t clear enough to infer from the column in which case the

entire row was removed.

The data included records with “test” in the incident description which were recorded

during the testing phase of the system. These rows have also been removed.

Some values contained characters such as “/” and “|” which was noise that had no

relevance and was also cleaned.

Rows with descriptions such as "Please help" or “problem” have been removed because

they don’t contain useful information.

Abbreviations such as "pwd" were changed into "password" because the algorithm will

consider them as two different words.
Data Transformation

After the Data Cleaning process, the rest of the data preprocessing was done on Weka.
Weka has powerful preprocessing tools and settings that are able to perform very well for

the requirements of this project.

The data was loaded on Weka on the first tab (Preprocessing tab) and a list of attributes are
displayed with information about each attribute such as count, number of unique values,
graphs etc. Here, attributes that are deemed unnecessary can easily be removed by
selecting the attributes and clicking the “Remove” button. For this project, “Support Team”

and “Description” are selected and the rest are removed.

The goal is to construct a model so that when a user reports an incident, the system will
identify the type of incident from the description and assign it to the appropriate support
team. To achieve this, the system needs to understand the words used in the description

and know which team they belong to.

After the two attributes are selected “String to Word Vector” filter is applied to the

description data to change it to numerical data. This is done because classifiers usually
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cannot process string data well. The values of the description attribute now became
attributes themselves and are listed in the attributes column with frequency count as their

values. String to vector filter has many settings that are essential for this process.

The ones that were used are: “Lower Case Tokens” which changes every word into lower
case so that all words with different capitalization are considered as the same word. “Stop
Words” - a list of stop words were downloaded and words like “problem”, “working”,
“request” etc. were added to it. These words are seen many times in various descriptions

but they provide no value since they cannot help in differentiating the various incidents.

Next was the Word Tokenizer which helped in dividing words that were hyphenated, joined

by characters such as “&”, “-” etc.

After applying “String to Vector” with the following settings, we get a list of attributes with
words used in the description; the number of attributes became 3652. However, not all of

these attributes are useful which means data reduction needs to be done.

& weka.gui.GenericObjectEditor X F

IR

| Preprocess (Classify Cluster As

weka. filters.unsupervised. attribute. StringToWordvector

Converts String attributes into a set of attributes More L] 3
3 Open fie... Open a _represerjtlng word occurrence_(dep_endlng an the tokenizer) Capabilties r Ee——
| - information from the text contained in the strings. E
n Filter
Choose  |StringToWordvYec IDFTransform | True «  EdlovinsStemmer|  Apply
il .
Current refation TFTransform | True -
Relation: 57d6d2ed&373765¢e Type: Nominal
o [Instances: 10712 attributeIndices | firstdast Unigue: 14 {0%)
| Attributes bt
| | attributeMamePrefix
Al MNone )
| doMotOperateOnPerClassBasis | False ~
Mo. M
° Ame invertSelection |False v
1 [l Support Team 2
2 L able lowerCaseTokens | True ~
3[_labsence v
4 : BCCRSS minTermFreq |1 E
5|_laccount v | visualize Al
& Jactivate normalizeDocLength | Mo normalization \,
7[Jadd
al laddress outputWordCounts | False ~
9| "Jadhoc
0] Jadjust periodicPruning  |-1.0
11| Jadjustment
12 Jadmin stemmer Choose {IteratedLovinsStemmer
13 Jadabe
i - stopwords  |englishST. txt
tokenizer Choozse  |WordTokenizer -delimiters " irinit. ;4"
. gzimimil 111441 211
Status useStoplist | True ~
OK Log x0
wordsToKeep | 1000 v ‘#’L
< 7 | :
Open... Save... O Cancel

Figure 6.12: Weka String to Vector Settings
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Data Reduction

For data reduction, “Attribute Selection” is selected from Weka which is a supervised
attribute filter that can be used to select attributes. “InfoGainAttributeEval” is selected as an
evaluator which identifies attributes based on their information gain. We then select the
“Ranker” option which ranks attributes by their individual evaluations. By setting its
threshold to O we can remove attributes which rank below zero. After applying this, the
number of attributes drastically went down to 147 which means only these words have

good information gain.
Classification

The next step is to find a fitting classifier algorithm by trying the different ones provided by
Weka. After trying different classifiers, the results from J48, Random Forest, Random Tree,
REP Tree and PART were found to have a higher percentage of correctly classified instances.

The classification was done by a Percentage split of 66%.

At first, it was difficult to get a percentage above 74.5%. Figure 6.13 below shows the result

obtained during the first time J48 classification algorithm was applied to the data.

=== Summary ===

Correctly Classified Instances 6924 73.9033 §
Incorrectly Classified Instances 2445 26.0987 %
Kappa statistic 0.682¢6

Mean absclute error 0.0376

Root mean squared error 0.1518

Relative absolute error 41.2119 %

Root relative squared error 71.3645 §

Total Number of Instances 9369

After seeing this result, we proceeded with identifying the incorrectly classified attributes
with the help of Weka. In order to improve the accuracy of the classifying algorithm, the
preprocessing steps mentioned in sections above were applied in order to fix errors in the

data.
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Table 6.2 Performance of the different classifiers

Evaluation 148 Random

Criteria Forest

REP Tree

Random Tree

PART

Correctly 89.76 % 89.21%
Classified

Instances

88.94 %

90.8091 %

89.0775 %

Time taken to 15.68s 71.87s

build model

5.82s

0.87s

65.93

Size of Tree/ 265 10

Number of Rules

253

2101

138

As displayed in Table 6.2 five of the top performing classifying algorithms are selected and

compared. It can be seen that each of them have around 89% of correctly classified

instances even though the time taken to build the model and size of tree varies. From this

we have selected J48 to be the better classifier since it has the higher percentage while

taking less time and having an acceptable size of tree.

When more and more incidents are logged and the data becomes large, the model created

will enable the system to assign technicians to incidents faster and with better accuracy.

Figure 6.12 displays the results from J48 classifier done on a 66% Percentage split of the

data.

=== Summary ===

Correctly Classified Instances

Incorrectly Classified Instances

Kappa statistic

Mean absolute error

Rcot mean squared error
Relative absolute error
Root relative squared error
Total Number of Instances

Figure 6.14: Results from REPTree
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Confusion Matrix

A confusion matrix shows the number of correctly and incorrectly classified items. It displays
how each items from various classes listed at the top are classified as the list of classes

displayed at right.

It can be seen from the confusion matrix on Fig. 6.13 that the majority of the incidents are

being classified in the team “EUD”.

By looking at the data it can be seen that some incidents with the same description or very
similar description are assigned to different teams. By talking to experts in the company, it
was realized that this is happening due to human error. Incidents are assigned to the wrong
team and even though these incidents are eventually handled by the correct team, it is not
logged in the system. In the future, this can be corrected by enforcing a rule that Service
Desk technicians need to make the edit when an incident is assigned to a wrong technician

and then re-assigned to a correct one.

In addition to this, encouraging the customers both on the system and at their offices, to
write a more descriptive text when reporting an incident will significantly increase the
results. Also, when the data is collected over a longer period of time and when the types of

incidents get repeated, the system will be able to identify them better.

=== Confusion Matrix ===

a b c d e f g h b J k 1 m n o P q <-- classified as
111 0 0 13 1 1 1 2 0 1] 0 0 0 0 0 3 gl a = PSS

0 579 0 3 0 0 2 1 0 0 0 0 0 0 0 1 0| b = EUD OUTST

0 0 404 55 1 1 2 0 0 0 0 0 1 2 0 0 0| c = NET COMN

6 0 40 2766 3 4 7 17 0 4 0 0 4 1 12 1 2 | d = EUD

0 0 0 44 367 2 4 1 0 12 0 0 1 0 2 3 0| e = SAP HCM

0 0 0 49 10 343 3 1 0 0 0 0 5 0 3 3 0| f = SAP LOG

1 0 15 139 & 4 1261 1 0 0 0 0 1] 0 1 3 0| g = EUD RMT

1 1] 5 84 0 1 20 574 0 1] 0 1] Q 0 2 0 0| h = SYS ADMIN

0 0 0 3 1 0 0 o 50 0 0 0 1] 0 0 0 0| i = REV ACT

1] 0 1 8 3 0 2 12 0 202 0 1] 0 0 1 1 0| j = CENTRAL SD

0 1 0 1 1 1 1 Q 0 0. 27 0 0 0 0 1 01 k = DB ADMIN

0 0 4 13 1] 0 a 0 0 0 0 467 1] 0 & 0 01 1 = NET ADMIN

1 1] o 38 7= 22 4 1 1 0 0 0 208 0 3 0 0| m = SAP FICO

0 0 47 23 0 0 1 1 0 0 0 1 0 273 0 0 0| n = NET TECH

1 1 o 17 7 24 2 1 0 1 1 0 é 0 373 1 0| o = SAP PORT
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Figure 6.15: Confusion Matrix
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6.3 Testing and Results

In this section, we will be discussing results found from doing usability test on the ITIL

Service Desk System.

Usability Testing

Usability testing tests whether the system fulfills the requirement or not and if it’s effective
in allowing users use the system to perform the expected tasks. It tests whether an application

or a product is user-friendly or not.

Usability testing also reveals whether users feel comfortable with the application according
to different parameters — the flow, navigation and layout, and content. Usability testing also
tests the following features of the system: How easy it is to use the system? How easy it is to
learn the system? How convenient the system is to end user? and Do the features meet their

needs?

According to ISO/IEC 25010, “quality in use is the degree to which a product or system can be
used by specific users to meet their needs to achieve specific goals” [20]. It categorizes the
properties of quality in use as effectiveness, efficiency, freedom from risk and satisfaction in
specific contexts of use. Thus, testers for the ITIL Service Desk system were made to test these

properties.

The test was conducted by identifying targets which are suitable to take the test. These
targets were made to use the system according to the roles they would understand and
afterwards a questionnaire was provided to them for gathering feedback. A total of five
participants were chosen for this study comprised of users with different roles in regards to

the Service Desk. The evaluators were:

Table 7.1 Testers Profile

No. | Profession Age Group Gender Role Tested
1. | Financial Officer 25-30 Male Customer
2. | Ticketing 25-30 Female Customer
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3. | Support Team Head 35-40 Male Administrator

4. | Manager 25-30 Male Manager + CAB

5. | IT Support Staff 25-30 Male Technician

The participants performed different tasks and their respective responses were recorded.
While conducting the test, each participant was made to complete the task without any

guidance, in order to prevent bias.

After all the participants completed the study, the data was compiled to determine the
outcome. The questionnaires which were given out with the respective responses are as

tabulated below:

Table 7.2 Testing Results

Responses (in Percentage)

No Questions Disagree No Agree
Disagree Agree
Strongly Response Strongly
| was able to understand the
1 | functionalities of the system 2

without difficulty.

| could easily find what | am
looking for, everything is
organized well and set out as

expected.

It accurately captured the
workflow of the organization
and has features that will
improve the current service
management process in the

company.
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Functionalities | need are
included in the system and there
aren’t any missing features that

| want included.

The navigation system is

intuitive and helpful.

| liked the user interface, it was

easy to use with good design.

Based on this testing we can conclude that the users were able to navigate through the system
easily and found the different functionalities to be very helpful. We can also see that the

requirements for quality in use were met.
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Chapter 7 — Conclusion and Recommendation

The IT support department of Ethiopian Airlines can greatly benefit from a well-organized
service management and an effective resource management system. Without this system,
not only will the staff of the department be unproductive, the people who are requesting for

the service will not get solutions in time and maintenance cost will be high.

This project implements a Service Desk introducing selected processes of the ITIL standard.
These processes aim to enable the IT support team to address issues effectively and in an
organized manner. Recurring incidents that need further root cause analysis could also be
logged in the system as problems and assigned to various technicians. When change is
necessary to fix a certain problem, the system allows change management procedures to be
handled with ease of communication. Assets are also registered according to their type and

linked with incidents so that faulty assets could easily be identified.

In addition to this, the Service Desk automatically assigns incidents to technicians. This is done
by creating a classification model using Weka tool with data from their existing system.
Integration with WEKA is also implemented so that the classification model gets updated as

the department uses the system more.

Automatically assigning incidents to technicians will minimize the number of incidents that
are not assigned in time as well as those that get assigned to the wrong technicians. While
this improves resolution time, other components of the Service Desk will allow the technician
address incidents, problems and changes in a structured way which will increase effective

communication among the different stakeholders.
Future work and Recommendation

In the future, we recommend that ET implements other ITIL processes as well in order to
benefit greatly from the system. The other processes may include Availability Management,
Release and Deployment Management, Capacity Management, Supplier Management etc.

which can be integrated with this system.

In addition to that, since the number of mobile device users is increasing, a native mobile

application can also be developed and integrated with the system for convenience. It will

93| Page



allow users to access certain things offline once they download them e.g. a list of tasks to be
done by technicians. Push notifications can also be enabled so that technicians can get
notified on their phone when they are assigned to a task and customers can be notified when

the incident they reported is solved or when a technician is asking for clarification.

Since native mobile applications have access to native APIs, users can benefit from things such
as integration with the mobile phone calendar for scheduling their tasks and getting

reminders as well.
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