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ABSTRACT 
 

Internet of Things (IoT) security is becoming important with the growing popularity of IoT 

devices and their wide applications. IoT systems are widely used in a variety of sectors, including 

transportation, utilities, manufacturing, healthcare and home automation. Although IoTs promise 

to have a significant positive impact on productivity and efficiency, they also pose several privacy 

and security issues. One of the most destructive attacks on the IoT is Distributed Denial-of-Service 

(DDoS) attacks. Machine learning-based DDoS attack detection systems have proven effective in 

detecting and preventing DDoD attacks in IoT systems. However, these DDoS attack-detection 

systems are batch learning and centralized learning which usually fails to detect zero-day DDoS, 

and adversarial attacks, and preserve privacy. The dynamicity IoT environment causes concept 

drift issues that result in performance degradation in detecting DDoS. Despite the rapidly 

increasing use of federated learning in cyber security domain to address privacy issue, existing 

methods have limitation in terms of accuracy, convergence speed, and scalability in non-IID (non-

independent and identically distributed) condition. Furthermore, the current adversarial defenses 

are tailored to detect known adversarial attacks by training on predefined attack patterns. 

On this dissertation, we first proposed an adaptive online DDoS detection framework to tackle 

concept drift in streaming data using a novel Accuracy Update Weighted Probability Averaging 

Ensemble (AUWPAE), that achieves detection accuracies of 99.54% and 99.33% on the IoTID20 

and CICIoT2023 datasets, respectively. AUWPAE outperforms other state-of-the-art online 

adaptive learning methods, such as ARF-ADWIN, ARF-DDM, SRPs-ADWIN, SRPs-DDM, 

KNN-ADWIN, HTs, LB, and PWPAE. AUWPAE address different type of concept drift issue and 

detect zero-day attacks. Second, our dissertation introduces a novel Multi-Stage Adversarial 

Attack Defense (MSAAD) mechanism that combines resilient adversarial purification, diversified 

classifier ensembles, and a Multi-Armed Bandit selection strategy to mitigate known and unknown 

adversarial threats in real-time. This defense system substantially improves model robustness, with 

adversarial detection accuracy rising up to 99.48% across the same datasets. Third, a novel 

Dynamic Weighted Clustered Federated Learning (FedDWC) framework is developed to enhance 

detection accuracy and convergence under non-IID conditions by leveraging bi-level optimization 

and performance-based dynamic weight updates across clustered clients. Theoretical analysis 

demonstrates fast convergence of the FedDWC framework. Moreover, the experiment 

demonstrates the clustering capability and scalability of proposed framework for different size and 
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complexity of IoT devices. FedDWC outperforms conventional FL methods like FedAvg, 

FedProx, and IFCA, with accuracy gains up to 1.9% on the same above dataset. Collectively, this 

dissertation contributes a privacy-preserving, robust to adversarial attack and scalable online 

DDoS attack detection system that advance the state-of-the-art through a synergy of adaptive 

learning, adversarial resilience, and federated optimization. 

 
Keywords: IoT DDoS attack, privacy preserving, adversarial attack, online learning, federated 

learning, dynamic weighting, IoT DDoS attack, privacy preserving, concept drift detection and 

adaptation, AUWPAE, MSAAD and FedDWC 
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Chapter One  

1. Introduction 

The Internet of Things (IoT) has grown exponentially in the past ten years by transforming 

ordinary objects into smart and intelligent ones that can work together to make decisions. The 

desire for smart applications and devices that can work autonomously without requiring human 

involvement has been one of the main drivers in this field. The development of efficient 

applications, enhanced communication protocols, and breakthroughs in embedded systems design, 

along with end-user demand have all contributed to the acceleration of IoT growth. It is predicted 

that the number of connected IoT devices used around the world would increase by 12% annually 

on average from 27 billion in 2017 to 125 billion in 2030[1]. These devices play a pivotal role in 

various sectors such as healthcare, manufacturing, power distribution, environmental monitoring, 

and smart cities.   

Despite the wide range of applications, IoT remains highly vulnerable to cyber threats due to a 

lack of built-in security mechanism, its resource-constrained devices and open wireless 

communication mechanism [2].  Lack of built-in security features similar to those found in 

traditional systems has been one of the most obvious vulnerabilities of the IoT. This vulnerability 

results from the fact that the majority of embedded devices lack the computational power necessary 

to implement sophisticated security procedures and encryption. Manufacturers of IoT devices 

often have given more emphasis to prototype, production, and packaging without giving security 

much attention due to increased market competitiveness[3]. Due to their wireless nature, IoT are 

open, and any new devices can connect to them automatically. This characteristic of IoT allows 

attackers to access the IoT devices easily, making them susceptible to a variety of attacks, 

particularly DDoS attack[4]. According to the NETSCOUT 2020 report, there was a 126% rise in 

DDoS attacks and 31% increase in throughput attacks in the first half of this year. A prominent 

example is the Mirai botnet attack of 2016, which exploited vulnerable IoT devices such as IP 

cameras and home routers to orchestrate one of the largest DDoS attacks in history, reaching 1.2 

Tbps[5]. It exposed the systemic risks of unsecured IoT deployments. Similarly, IoT DDoS 

incidents continue to rise, including Mozi and Hajime botnets that underscoring urgent need for 

robust, adaptive, and real-time defense mechanisms. 

Traditional information security measures like encryption, authentication, and access control 

are not sufficient to defend against DDoS attacks in IoT systems [6]. As a result, an effective DDoS 
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attack detection solution is required to supplement current security measures. DDoS attack 

detection monitors any network traffic records generated within IoT systems in order to detect 

DDoS attacks[7].  Such systems can be developed and implemented at IoT network gateways and 

alert network managers and prevent DDoS attacks. In this regard, machine learning-based 

detection systems have become one of the promising solutions. Several machine learning-based 

DDoS attack detection systems in IoT utilize a centralized approach[8], which transfers network 

traffic data from all IoT edge nodes to a central cloud server for model training and detection. This 

strategy does not protect the privacy of network device owners, as it collects data at the IoT edge 

nodes and transfers it through the network. In addition, these models make use of batch learning, 

which depends on the availability of complete datasets for training. Batch learning is not the best 

approach for real-time, streaming IoT environments. These systems are computationally intensive 

and suffer from performance degradation due to concept drift, where the statistical properties of 

data change over time. The system also gives incorrect classification results when adversarial 

attacks are used to deceive the models. 

Existing DDoS detection methods rely primarily on batch learning approaches, which are ill-

suited to handle the dynamic nature of streaming data. These methods struggle to adapt to rapid 

changes in data distributions and make them ineffective in detecting various types of concept drift 

in dynamic IoT environments. The adversarial defense methods are designed for batch learning in 

DDoS attack detection. This approach is ineffective in resource-constrained, dynamic IoT 

environments, where concept drift detection and adaptation are critical. Furthermore, the current 

adversarial defenses are tailored to detect known adversarial attacks by training on predefined 

attack patterns. Despite the rapidly increasing use of federated learning in cyber security domain 

to address privacy issue, existing methods like FedAvg, FedProx and IFCA have limitation in 

terms of accuracy, convergence speed, and scalability in non-IID condition. FedAvg performs 

uniform averaging without considering the data distribution. This leads to a slow convergence 

speed and performance degradation under non-IID IoT environments. FedProx partially addresses 

the convergence issue by introducing a proximal term. However, it still experiences moderate 

accuracy degradation and limited scalability due to fixed regularization parameters. IFCA achieves 

high local personalization by clustering clients but incurs high computational and communication 

overhead as the number of clients and clusters grows.  

To address these challenges, this dissertation introduces privacy preserved online DDoS attack 

detection frameworks for IoT systems. The proposed solution consists of three novel components 



 

 
 

3 

that work in synergy to address the combined issues of adversarial robustness, online drift 

adaptation, and privacy-preserving DDoS attack detection for the IoT. The Multistage Adversarial 

Attack Defense (MSAAD) model is a multi-stage adversarial defense pipeline beginning with 

RADP (adversarial attack detector and purifier), proceeding through multiple classifier, and finally 

adaptive classifier selection by means of Multi-Armed Bandits (MAB) algorithm with Thompson 

Sampling (MABTSE). In this system, Accuracy Update Weighted Probability Averaging 

Ensemble (AUWPAE) plays two key roles as an independent online drift-adaptive model, and as 

an adaptive ensemble approach to combine classifier predictions in adversarial settings. FedDWC 

is the decentralized backbone of the system by securely combining cleaned, performance-ordered 

updates from edge devices in a privacy-preserving fashion. Clustering and dynamic weighting 

allow Dynamic Weighted Clustered Federated Learning (FedDWC) to deal with non-IID data and 

enhance convergence without loss of privacy. 

First component, novel AUWPAE framework to detect DDoS attacks using real-time data 

streaming and address concept drift issue. The AUWPAE ensemble adapts to both gradual and 

sudden concept drifts using drift detection methods such as ADWIN [9] and DDM [10]. Base 

leaners Base leaners such as ARF [11], SRPs [12], and KNN [13] are used to construct the 

ensemble framework. The framework is evaluated on two benchmark IoT datasets: IoTID20 and 

CICIoT2023 datasets. The results show that the proposed adaptive online DDoS attack detection 

framework is able to detect DDoS attacks on IoT systems with an accuracy of 99.32% and 99.25% 

for the two datasets, respectively, demonstrating strong performance under streaming conditions. 

Second component, a MSAAD framework to ensure robustness against adversarial attacks. 

The MSAAD framework comprises three key stages: (1) Resilient Adversarial Detector and 

Purification (RADP), (2) multiple classifiers, and (3) an ensemble defense method. The RADP 

defense mechanism detects and purifies adversarial attacks targeting an online DDoS detection 

system, from both multiple and unknown attacks. It consists of a Resilient Adversarial Detector 

(RAD) and Purification Modules. The RAD module detects adversarial attacks by leveraging the 

strengths of Generative Adversarial Networks (GANs) and multisource adversarial perturbations 

(MSAP). A GAN was used to reduce the gap between the training data and the real-world data. 

MSAP crafts various adversarial attack methods to create diverse perturbations to train an 

adversarial attack detector. The pruning method is used to purify adversarial perturbations to 

enhance the robustness of online learning models by systematically removing detected data points 

using RAD. The multi-classifier defense method is designed to complicate the replication of the 
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DDoS attack-detection model by adversarial attackers. These methods incorporate a diverse array 

of classifiers to introduces greater uncertainty, making it more challenging for adversarial 

strategies to succeed. The MABTSE is utilized to dynamically select the optimal classifier or 

ensemble of classifiers for each incoming traffic request. MABTSE has been applied for online 

DDoS attack detection in conjunction with the AUWPAE ensemble approach [9]. Experimental 

validation on the same datasets shows that the accuracy of the DDoS detection system improved 

from 32.38%–60.58% to 99.39%–99.48% for IoTID20 and from 66.60%–86.20% to 99.01%–

99.14% for CICIoT2023 in adversarial scenarios. 

Third component, FedDWC proposed to address the limitations of centralized ML approaches 

to preserve user privacy and non-IID data issue. FedDWC integrate model personalization and 

knowledge sharing by clustering similar clients to learn shared models and formulating bi-level 

optimization of the learning process across distributed IoT environments. Moreover, the 

framework dynamically adjusts the weight based on the performance of the local model for each 

IoT device. This approach preserve data privacy, improves detection accuracy and reduces 

convergence time in the face of evolving DDoS attacks. We present a theoretical analysis to 

demonstrate the convergence property of the proposed framework. The experimental results show 

that the proposed FedDWC framework outperforms other state-of-the-art methods: FedAvg, 

FedProx, and IFCA in terms of convergence and DDoS attack detection accuracy under non-IID 

data conditions. In terms of accuracy, FedDWC achieved improvements of 1.9%,1.31%, and 

1.01% over FedAvg, FedProx, and IFCA, respectively, when using the IoTID20 non-IID dataset 

of 10 clusters and 200 IoT devices. 

The overarching goal of this research is to develop a distributed, adaptive, and secure DDoS 

detection system for IoT environments that is resilient to evolving threats, adversarial attacks, and 

concept drift while ensuring data privacy and efficient learning. 

1.1. Statement of the Problem 

Most of the existing DDoS attack detection models are batch learning-based machine learning 

techniques. Batch learning techniques frequently require access to a complete dataset for model 

training. Learning massive IoT datasets demands a significant amount of time for retraining, 

computational resources, and memory due to the real-time nature of the environment. Online 

learning is more appropriate than batch learning techniques for IoT DDoS attack detection given 

the real-time nature of IoTs [8]. Concept drift is challenge which is caused due to the dynamic 
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nature of IoT environments. Concept drift makes already trained models less useful in recognizing 

zero-day attacks. A good detection model must accurately detect and adapt to observed drifts in 

order to prevent concept drift and maintain high prediction accuracy. Ensuring the robustness of 

online learning models against adversarial attacks is crucial for maintaining the security and 

reliability of IoT systems. Without adequate protection, these models can continuously learn from 

compromised data, leading to gradual degradation in performance and an increased risk of security 

breaches [12]. The current adversarial defenses detect only known adversarial attacks by training 

on predefined attack patterns. Moreover, DDoS attack detection in IoT environment poses unique 

challenge due to privacy concerns in centralized environment and non-IID nature of IoT data.  

Federated Learning (FL) is a promising collaborative learning approach that address privacy issue 

[13], [14]. The efficacy of FL is often challenged by the non-IID nature of the data across 

networked devices[15]. Data in FL inherently exhibit variations in feature space, label 

distributions, and quantity, which are compounded by emerging divergences such as concept drift 

and temporal shifts[16]. These challenges degrade the performance in terms of detection accuracy 

and slow convergence of FL algorithms such as FedAvg[17]. In addition, within the group of IoT 

devices, low-performing IoT devices negatively affect the global model, as FedAvg averages all 

local models equally[18]. 

In particular, in this research, we aim to address the problem of batch learning and concept 

drift, adversarial defenses strategies that detects only known adversarial attacks and privacy that 

arises while using a centralizes DDoS detection approaches. In this regard, we have proposed three 

frameworks, a robust and adaptive online learning Accuracy Update Weighted Probability 

Averaging Ensemble framework (AUWPAE) for detecting DDoS attacks under real-time 

streaming conditions, a Multistage Adversarial Attack Defense (MSAAD) framework using 

Resilient Adversarial Detector and Purification (RADP), multiple classifiers, and an ensemble 

defense method to protect the online DDoS detection system against adversarial attack and 

Dynamic Weighted Clustered Federated Learning framework (FedDWC) that incorporates 

dynamic weighting and client clustering  to preserve privacy and enhanced accuracy and 

convergence under non-IID conditions.   
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1.2. Research question 

This dissertation aims to contribute to ongoing research efforts in developing robust, online, 

privacy-preserving DDoS attack detection framework in IoT environments. This research is guided 

by the following questions: 

• RQ1: How effective are adaptive online learning methods at detecting DDoS attacks 

accurately in real-time with minimal computational and memory overhead? 

• RQ2: How can multi-stage defense mechanisms be designed to improve the robustness of 

online DDoS detection systems against multiple and unknown adversarial attacks? 

• RQ3: To what extent do dynamic weight averaging and clustered federated learning 

techniques preserve detection accuracy and ensure fast convergence under non-IID data 

conditions while maintaining data confidentiality? 

1.3. Objective of the Study 

The objective of this study is to design a distributed, online DDoS detection framework for IoT 

environments that preserve user privacy, adapts to the evolving attack patterns and is robust to 

adversarial attack. The specific objectives are: 

• OB1: Develop novel adaptive online DDoS detection Accuracy Update Weighted 

Probability Averaging Ensemble framework (AUWPAE) capable of detecting zero-day 

attacks using real-time network streaming. 

• OB2: Develop multi-stage adversarial defense (MSAAD) strategies that address 

robustness of online DDoS attack detection model against multiple and unknown 

adversarial attack in IoT network. 

• OB3: Design and develop privacy- preserving Dynamic Weighted Clustered Federated 

Learning Framework (FedDWC) with high classification accuracy, low communication 

cost and fast convergence in non-IID environments.  

1.4. Contribution of the Study 

This research offers both theoretical and practical contributions towards developing a online, 

privacy-preserving, and adversarial resilient DDoS detection system for IoT environments. The 

following key contributions of this dissertation published in three journal articles, namely MDPI, 

IEEE and Springer.  
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• A robust and adaptive online learning Accuracy Update Weighted Probability Averaging 

Ensemble framework (AUWPAE) for detecting DDoS attacks under real-time streaming 

conditions. 
Y. K. Beshah, S. L. Abebe, and H. M. Melaku, “Drift Adaptive Online DDoS Attack 
Detection Framework for IoT System,” Electronics (Basel), vol. 13, no. 6, p. 1004, Mar. 
2024, doi: 10.3390/electronics13061004. 

 
• A comprehensive adversarial defense framework called Multistage Adversarial Attack 

Defense (MSAAD) framework using Resilient Adversarial Detector and Purification 

(RADP), multiple classifiers, and an ensemble defense method.  
Y. Kibret Beshah, S. Lemma Abebe, and H. Mulugeta Melaku, “Multi-Stage Adversarial 
Defense for Online DDoS Attack Detection System in IoT,” IEEE Access, vol. 13, pp. 
72657–72673, 2025, doi: 10.1109/ACCESS.2025.3560186. 

 
• A novel privacy-preserving Dynamic Weighted Clustered Federated Learning framework 

(FedDWC) that incorporates dynamic weighting and client clustering for enhanced 

accuracy and convergence under non-IID conditions. 

Y.K. Beshah, Abebe, S.L. & Melaku, H.M. Dynamic weight clustered federated learning 

for IoT DDoS attack  detection. Sci Rep 15, 34036 (2025). 

https://doi.org/10.1038/s41598-025-13204-y 

Theoretical Contributions 
 

• CB1: A novel Accuracy Update Weighted Probability Averaging Ensemble (AUWPAE) 

framework for online DDoS detection, which addresses gradual drift and sudden concept 

drift issues in a dynamic environment, is proposed.  

• CB2: A novel Multistage Adversarial Attack Defense (MSAAD) framework is designed 

to protect online DDOS attack detection systems from multiple and unknown adversarial 

attacks. An online DDoS attack detection model utilizing a Multi-Armed Bandit (MAB) 

approach with Thompson Sampling (MLBTSE) that dynamically selects the optimal 

classifier or ensemble of classifiers for each incoming traffic request. 

• CB3: A novel Dynamic Weighted Clustered Federated Learning Framework (FedDWC 

framework that preserve privacy in IoT systems. FedDWC incorporates dynamic 

weighting and client clustering for enhanced accuracy and convergence under non-IID 

conditions. We formulated an optimization problem using a bi-level optimization 

framework to create an efficient solution for distributed learning environments and 
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performed both a theoretical analysis and extensive experiments across various IoT settings 

involving DDoS attacks.  

The main practical contributions of these research: 

• PC1: Real-time protection of IoT systems from DDoS attacks, including zero-day DDoS 

attack and ensure uninterrupted and reliable service delivery for critical applications. 

• PC2: Increased robustness of production-grade IoT DDoS detection systems against 

adversarial attacks and make them more secure and resilient.  

• PC3: Enhanced protection of IoT end-user privacy by eliminating the need to transmit 

sensitive data across the network.  

1.5. Organization of the Thesis 

The rest of this thesis is organized as follows. Chapter 2 presents literature review and related 

work on IoT and IoT architecture, DDoS attack, datasets, challenge of the existing DDoS attack 

detection and related works.  Chapter 3 presents overall proposed solutions. Chapter 4 Drift 

Adaptive Online DDoS Attack Detection Framework for IoT System. Chapter 5 Multi-Stage 

Adversarial Defense for online DDoS attack detection system in IoT. Chapter 6 Dynamic Weight 

Clustered Federated Learning (FedDWC) framework. Chapter 7 presents proposed solutions 

deployment location in real-world environment. Chapter 8 presents the conclusion and future 

research direction. 
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Chapter Two 

2. Research methodology   

This chapter describes the methodological framework guiding the development and validation 

of the proposed privacy-preserved online DDoS detection frameworks. The research adopts 

a hybrid methodological approach that integrating theoretical analysis and experimental 

validation. The approach ensures that each proposed framework (AUWPAE, MSAAD, and 

FedDWC) is theoretically sound and empirically validated under dynamic IoT environment. The 

methodology follows a structured paradigm encompassing research design, data strategy, 

analytical techniques, and validation protocols, providing a comprehensive blueprint for 

investigating the research questions while maintaining academic rigor and reproducibility. 

2.1. Research philosophy and approach 

This research bases on practical research philosophy that prioritizes problem-solving through 

the integration of theoretical reasoning and empirical validation. The approach applies both 

deductive and inductive. The deductive approach applies established theories of machine learning, 

concept drift, adversarial robustness, and federated optimization to design novel frameworks. The 

inductive approach derives new insights and refinements from experimental observations. This 

philosophy acknowledges the complexity of IoT security problems that require solutions.  The 

solutions are not only theoretically justified but also empirically proven to work under dynamic, 

real-world constraints. The cyclical process of theory-informed design followed by experimental 

validation forms the core of the methodological approach. 

2.2. Research design 

The research employs a multi-strategy research design combining design science, 

computational experimentation, and comparative analysis. The design is structured in three 

coherent components corresponding to each corresponding research objective. First component, 

involved the theoretical formulation and experimental evaluation of the AUWPAE framework.  

AUWPAE utilizes streaming data to test its drift detection and adaptation capabilities in order to 

detect zero-day DDoS attack. Second component, focused on testing MSAD framework against 

adversarial attack, where theoretical defense mechanisms were subjected to empirical attack 
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scenarios. Third component, verifies the theoretical development and validation of the FedDWC 

framework, and convergence analysis with federated simulation experiments. 

2.3. Data requirements and sources 

The empirical validation required datasets that accurately reflect the heterogeneous and 

dynamic nature of IoT network traffic. The dataset includes both normal behaviour and 

sophisticated DDoS attacks. CICIoT2023 and IoTID20 are two publicly available benchmark 

datasets were selected as primary data source. CICIoT2023 dataset is prominent for its 

comprehensiveness and generated from real IoT devices.  The IoTID20 dataset is recognized for 

its focused collection of IoT-specific Mirai-botnet DDoS attacks. These datasets were chosen for 

their empirical richness, containing the necessary variability in attack patterns, traffic features, and 

temporal dynamics to carefully evaluate model performance, robustness, and generalization. This 

provides an empirical foundation to closely approximates real-world IoT environments and ensure 

experimental reproducibility. 

2.4. Data collection and synthesis methods 

The network traffic data are collected from the static datasets. The research involved 

significant data synthesis and transformation to be suit for the specific experimental setup. The 

proposed MSAD framework is tested against adversarial attack, detailed in Chapter 5. The 

adversarial attacks are generated using state-of-the-art attack algorithms (FGSM, BIM, PGD, 

C&W) and GANs. FedDWC framework were tested by changing the original datasets 

algorithmically to create synthetic non-IID data distributions across simulated clients. This 

synthesis is critical for empirically testing the frameworks under non-IID data conditions, detailed 

in Chapter 6.  

2.5. Sampling and experimental partitioning strategy 

A stratified temporal sampling approach was used for online learning experiments to preserve 

the chronological order and inherent concept drift. The data streams sequentially spited an 

approximate 70:30 for training and testing. For federated learning simulations a controlled non-

IID partitioning strategy was implemented using a Dirichlet distribution. Dirichlet distribution is 

used to create artificially realistic data skew across simulated IoT devices. This methodological 

step was essential for empirically investigating the core challenge of non-IID data in federated 
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environment. It is used also to evaluate fairly FedDWC framework’s clustering and weighting 

mechanisms against established baselines. 

2.6. Data preparation and pre-processing 

A standardized and replicable pre-processing pipeline was applied to ensure data quality and 

comparability. This includes cleaning, encoding, normalization, and feature selection. The details 

for data preparation and pre-processing is presented in subsequent chapters. This pre-processing 

transforms the raw dataset into a form suitable for both theoretical analysis and experimental 

computation. This directly impact the empirical results of model training and evaluation. 

2.7. Tools, instruments, and computational environment 

The proposed online DDoS detection frameworks is designed to detect DDoS attacks targeting 

IoT systems. To evaluate the performance of the proposed frameworks, we developed a prototype 

using the Python 3.10 within the Jupyter Notebook environment. The River library [117] is utilized 

for data stream analytics, and addresses concept drift through machine learning. The Adversarial 

Robustness Toolbox (ART) [118] employed to simulate adversarial attacks. The experiment was 

conducted on a machine running equipped with Intel(R) Xeon(R) CPU @2.20GHz with 16 GB of 

RAM. This technical infrastructure provided the necessary environment for implementing 

theoretical algorithms and executing empirical tests efficiently and reproducibly. 

2.8. Data Analysis and evaluation methods 

The analysis employs evaluation strategy encompassing both theoretical 

analysis and empirical metrics. The convergence of FedDWC is analysed theoretically and regret 

bounds is derived for AUWPAE convergence analysis. comprehensive set of quantitative metrics 

are used to analyse empirically. Standard classification metrics like accuracy and F1-Score, 

efficiency measures like latency and throughput, robustness indicators like attack success rate and 

robust accuracy, and federated learning-specific measures like communication rounds and 

convergence speed are used to analyse empirically.  This combination provides a holistic 

assessment of each framework's performance. 
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2.9. Validity, reliability, and trustworthiness 

This research uses several strategies to ensure validity and reliability. Validity comes from 

measuring the proposed frameworks with different metrics. Internal validity is improved through 

controlled experiments, ablation studies, and repeated trials. External validity is supported by 

testing on two different, complex datasets, which increases the generalizability of the findings. 

Reliability is ensured by thoroughly documenting all procedures, parameters, and software 

versions, allowing for exact replication. The combination of theoretical proof with empirical 

validation strengthens the overall trustworthiness of the research outcomes and shows that the 

proposed frameworks are not only innovative in concept but also effective in practice. 
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Chapter Three 

3. Literature Review and Related Works  

3.1. Internet of Things 

The Internet of Things (IoT) is a new revolution in internet communication. The term "Internet 

of Things' was coined in 1999 by British technology pioneer Kevin Ashton, co-founder of the 

Auto-ID Laboratory at MIT. IoT is made up of a variety of heterogeneous smart objects (also 

known as things), such as smartphones, and intelligent network infrastructure. It described as any 

object with computing, storage, and communication capabilities connected via a number of 

different communication protocols, such as Bluetooth, Wi-Fi, ZigBee, NB-IoT, LoRa, and GSM. 

The widespread use of IoT technologies makes it easier to enhance many aspects of our lifestyle. 

IoT-enabled smart appliances, home automation, intelligent energy management, electronic 

healthcare employing wearable medical devices, etc., revolutionize consumer' lifestyles while 

offering an improved standard of living style. Intelligent IoT systems are widely used in the 

industry sector to optimize production and enhance services. 

IoT has brought a significant number of technological advances in our daily lives. The major 

objective of this intelligent technology is to assist objects to connect anytime, anywhere, with 

everything via a variety of links. The IoT concept is implemented using a variety of technologies 

and sensors. Radio frequency identification (RFID)[19], near field communication (NFC)[20], 

wireless sensor networks (WSN)[21], and other communication technologies are utilized to 

implement the IoT concept. IoT has been implemented in numerous applications. One of the areas 

where IoT used is healthcare. In healthcare, IoT sensors are used to measure a person's body 

temperature, blood pressure, and heart rate[22]. Smart home is another application where people 

use various electrical devices at home, including fans, heaters, air conditioners, microwave ovens, 

and refrigerators. Animal tracking is another IoT application. An animal's body is equipped with 

GPS sensors to make easy tracking. In addition to these, there are many IoT applications, including 

smart retail, smart building, smart agricultural, smart power grid and smart infrastructure 

management. 

IoT has a lot of benefits, but it also has significant drawbacks, including poor administration, 

energy efficiency, identity management, security, and privacy [11]. The most important concerns 

with IoT development are security and privacy. In IoT, all devices are connected to the Internet 
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since they cannot function without it. On the Internet, many hackers take sensitive information 

from objects in the IoT. Users may suffer significant losses as a result of attackers' exploitation of 

information in any unlawful manner to suits their needs[23]. 

3.2. IoT Architectures  

There is no universally accepted IoT design standard. Researchers have proposed various 

architectures to model IoT systems. Some academics claim that the IoT design has three layers, 

while others state that IoT has four-layer architecture. Other believe that the three-layer 

architecture cannot satisfy the needs of applications because of improvements in IoT. The five-

layer design was introduced as a solution to address security and privacy issue in earlier models. 

3.2.1. Three Layer Architecture 

The three-layer architecture is relatively simple and aligns with fundamental IoT principle. It 

was proposed during early days of IoT development[24][25]. As it is shown in Figure 1, the three-

layer architecture of IoT, which comprised perception, network, and application layers. 

 

 
Figure 1: Three-layer Architecture 
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a) Perception layer  
Perception layer is sometimes referred to as a sensor layer. It functions like human eyes, ears, 

and noses. It collects physical data using sensors such as RFID tags, 2D barcodes, and other sensor 

types, based on application requirements. 

The sensors are chosen according to the needs of the applications. These sensors can 

collect data of location, changes in the environment, motion, vibration, and other things. Sensors 

are the major focus of attackers, as a result, sensors are the source of the majority of 

threats[26][27].  Security risks in perception layer include: 

Eavesdropping: an unauthorized real-time attack where an attacker intercepts private 

communication such as phone conversations, text messages, fax transmissions, or video 

conferences, to steal data transferred through a network.  

Node Capture: a critical threat where an attacker gains complete control over a key node, 

such as a gateway. The data saved in memory of the node could be leaked when the node 

is under control [28]. 

Fake Node: involves adding a false node to the system and inputting false data. It seeks to 

stop sharing accurate information. In order to destroy the network, an attacker might add a 

fake node in order to consume the valuable energy of actual nodes. 

Replay Attack: is also called a playback attack. It is a sort of attack where a third-party 

intercept conversation between a sender and a receiver in order to steal the sender's real 

information. An intrusive party communicates with the victim using the same authenticated 

information that has already been sent to him by providing evidence of his identity and 

authenticity. The recipient may see it as a legitimate request and carry out the intruder's 

instructions because the message is encrypted [29]. 

Timing Attack: is applied on devices with limited computing power. By analyzing how 

long it takes the system to reply to various requests, inputs, or cryptographic algorithms, 

an attacker can find flaws and extract secrets kept from a system[30]. 

b) Network Layer 
Perception layer is referred as a sensor layer. Network layer serves as a bridge between the 

perception layer and the application layer. It collects data from sensor sends the data to application 

layer. Wire-based or wireless technology can be used as the transmission medium. Additionally, 
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it assumes responsibility for establishing a connection between various networks, network devices, 

and smart things. It is therefore quite vulnerable to attacks. It has significant security challenges 

with the authenticity and integrity of the data transmitted across the network. Security issues of 

network layer are: 

DDoS \ DoS Attack: A DoS attack attempts to block legitimate users from using IoT or 

other network resources. In order to prevent some or all authorized users from using the 

targeted IoT or network resources. It is often performed by flooding them with excessive 

requests. A denial of service attack is one in which the target IoT is drained by a single 

computer or system. Because, a IoT may have good resources, it can withstand a denial-

of-service attack. To attack such IoT, the intruders use a lot of computers to target a single 

IoT and exhaust it so that it can no longer serve its users[31]. A distributed denial of service 

attack is one that employs numerous computer systems to initiate such attacks. 

MiTM (Man-in-the-Middle) Attack: A MITM attack occurs when the attacker deceives 

the sender and receiver into thinking they are speaking directly to one another by secretly 

intercepting and changing their communication. An attacker can alter messages to meet 

their needs because they have control over the communication.  

Attack on Storage: Users' personal data kept on storage devices or in the cloud. Attackers 

may target storage devices or cloud in order to change user information for attacker 

purposes.  

Exploit Attack: Any immoral or illegal attack on software or hardware IoT device known 

as an exploit. It makes use of security vulnerabilities in software, hardware, or operating 

systems of IoT. It frequently attempts to take control of the system and steals network-

stored data[32]. 

c) Application Layer  
Any application that makes use of IoT technology or where IoT has been implemented is 

referred to as an application layer. Smart cities, smart homes, smart health, animal tracking, etc. 

are only a few examples of IoT applications. IoT systems have numerous threats and vulnerabilities 

from both inside and outside, particularly when used to build smart homes. One of the key 

challenges in implementing robust security in an IoT-based smart home is that the ZigBee-based 

devices commonly utilized in these environments. The ZigBee-based devices have poor processing 

capability and little storage[33]. Common security challenges and threats on this layer are: 
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Site-to-Site Scripting: is an injection attack. A client-side script, such as a java script, can 

be inserted by an attacker and placed on a reliable website that is accessed by other users. 

Hacker has the ability to entirely alter the application's contents to suit his purposes and 

make illegal use of the original data[34]. 

Attack by malicious code: is a piece of software code that is designed to harm the system 

and have unintended consequences[35]. Anti-virus software might not be able to stop or 

manage this kind of attacks. It may either start up automatically or function more like a 

program that demands user input. 

3.2.2. Four Layer Architecture 

The most basic architecture includes three layers. The three-layer architecture was unable to 

meet all IoT standards due to ongoing development in the field. As a result, researchers suggested 

a four-layer architecture[36]. Similar to the prior architecture, it contains three layers, plus a fourth 

layer known as the support layer. The functionality of the support layer in relation to security is as 

follows. Here, we will not discuss the functionality of the three-layer architecture. Since, we 

already covered section 2.2.1. 

a) Support Layer 
The security in the IoT architecture is the reason for adding a fourth layer. In a three-layer 

architecture, data is routed straight to the network layer. Sending data straight to the network layer 

increases the likelihood of encountering attacks. Information collected from a perception layer and 

is delivered to a support layer in a four-layer design. The support layer is in charge of two tasks. It 

verifies that information is sent by legitimate users is secure. The support layer's second duty is to 

communicate with the network layer. Both wireless and wired connections can be used as a 

transmission mechanism for data from the support layer to the network layer. This layer may be 

subject to a number of threats, including DoS attacks, malicious insider attacks, unauthorized 

access, etc. 

3.2.3. Five Layer Architecture 

The growth of the Internet of Things is greatly supported by the four-layer design. In the four-

layer architecture, there were certain additional security and storage concerns. To make the IoT 

secure, researchers suggested a five-layer architecture[37], [38]. Similar to earlier architectures, it 

has three layers: the perception layer, the transport layer, and the application layer. The two 
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additional layers are: processing layer and business layer. The recently proposed architecture is 

capable of meeting IoT security requirements. 

a) Processing Layer 
A middleware layer is another name for the processing layer. It collects data that is transmitted 

from a transport layer. It processes the data that has been gathered. It is responsible for removing 

excess information that is meaningless and extracting the relevant data. It also solves the IoT's big 

data issue. Large amounts of information are received by the layer, which can affect IoT 

performance. Numerous threats have the potential to restrict IoT performance by affecting the 

processing layer. Malware attack and resource exhaustion are common attacks. 

b) Business Layer 
The business layer manages the entire system and refers to an application's intended behavior. 

Its duties include managing and controlling IoT applications, business models, and profits models. 

This layer is also in charge of managing user privacy. It can also decide how information can be 

created, stored, and changed. Vulnerability at this layer enables attackers to abuse an application. 

The majority of security issues are flaws in an application that arise from a broken or absent 

security control. Common issues regarding security of business layer are Zero-Day attack 

and business logic attack.  

3.3. DoS/DDoS Attacks 

DoS attacks have become one of the most dangerous cyber threat at the moment and pose a 

serious threat to modern computer networks [36]. DoS attacks aim to make a service, applications, 

or systems unavailable to legitimate users by overwhelming it with excessive request[38]. A denial 

of service attack occurs when a target server is drained by a single computer or system. The target 

server may withstand a denial-of-service attack because a huge server has many resources. To 

attack such systems, the intruders use a lot of computers to target a single server and exhaust it so 

that it can no longer serve its users[31]. A distributed denial of service attack is one that employs 

numerous computer systems to initiate such attacks. DDoS attacks are difficult to detect and 

prevent using traditional security mechanisms. Their detection and mitigation require intelligent 

and scalable defense systems that can distinguish between legitimate and malicious traffic.  

The objective of a distributed denial-of-service (DDoS) attack is to prevent benign users from 

accessing a service, machine, or network by flooding the victim with attack traffic. DDoS attacks 
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uses infected IoT devices to generate attack traffic is known as IoT-enabled DDoS attacks. IoT-

enabled DDoS attacks have increased over the past ten years on the Internet, and this trend is 

expected to continue. In IoT-enabled DDoS attacks, the attacker gains control of a large number 

of IoT devices, often forming a botnet. These devices are infected with malware and are remotely 

controlled by a botmaster. The attacker first deploys Command and Control (C&C) servers to 

initiate the infection and manage the botnet. The C&C servers scan the internet for vulnerable IoT 

devices and exploit weak passwords and default configurations to gain access. 

For instance, the Mirai worm is able to identify potential victims by sending TCP SYN probes 

to pseudo-random IPv4 addresses on telnet TCP ports 23 and 2323[39]. The C&C server would 

start a brute-force login phase if an IoT device replied to a probe.  It would attempt to establish a 

telnet connection using prepared username and password pairs from a list of common credentials 

or default credentials from IoT vendors. Consequently, because of huge number of Internet-

connected devices with default settings, this attack becomes successful. The device will start acting 

like a bot after infection and wait for commands from the C&C server. The initially infected IoT 

devices will continue to spread the worm by quickly scanning the Internet and executing their own 

brute-force attacks, eventually establishing a huge botnet that may possibly cover the entire globe. 

After the botnet is established, the botmaster can launch a DDoS attack by specifying target IP 

address. The C&C servers communicate this to the bots, which then flood the victim with traffic. 

Depending on the attack type, the botmaster may select only a subset of bots to initiate the attack. 

These bots can generate various types of DDoS traffic such as HTTP GET, POST, and HEAD 

attacks, as well as TCP SYN flooding, UDP flooding, TCP ACK flooding, and GRE-flooding. 

Open ports, security vulnerabilities in firmware images, a lack of reliable patching and update 

mechanisms, weak credentials, and a lack of strong authentication mechanisms are vulnerabilities 

that lead to IoT-enabled DDoS attacks. Figure 2 shows Distributed Denial of Service Attack.  
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Figure 2: Distributed Deny of Service Attack 

3.4. DDoS Detection Techniques 

To detect DDoS attack traffic, different methods have been developed. The early methods 

focused on stochastic analysis to monitor the behavior of network traffic flows and take advantage 

of network traffic entropy to recognize normal behavior and identify anomalous intrusion 

events.  Recently, utilizing machine learning techniques to identify and categorize malicious traffic 

has become popular techniques of detecting DDoS attack activity. This section reviews both 

traditional and advanced intelligent detection techniques. 

3.4.1. Traditional Detection Techniques 

Traditional detection techniques employ statistical and information theory-based analysis. 

Such techniques consider a given model as normal state and anything different as attack. The data 

of any monitored traffic periodically inferred and compared to the predetermined model. Any 

traffic that does not comply is classified as an attack. The authors of [38] proposed detection 

strategies that track the ratios of packets sent to and received from the protected network. They 

assert that for a given protocol, the monitored ratio for legitimate traffic should be lower than a 

particular threshold. Then, DDoS attack traffic identified suitably. The authors of [32], [40], 

[41]look at the strong association presented by either attack or legitimate traffic from several 

angles. They analyze network traffic metrics using correlation coefficients, compare the observed 

changes, and come to decisions.  
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Information-based metrics are also frequently employed in DDoS detection. Entropy can be 

calculated for a variety of parameters with a specified time window, including network flows, 

source/destination IP addresses, packet counts, source/destination IP ports, etc. To detect the 

presence of DDoS attack traffic, the changes in the estimated entropy values are evaluated using 

several information metrics. Difficulty in applying these techniques comes from the need to 

precisely define a normal profile and distinguish between normal and anomalous behavior. It is 

simple to imitate the statistical behavior of authorized users if there are enough active hacked 

machines [88]. Therefore, the basic premise of the offered works will be broken, and the defense 

strategies are misled. Furthermore, the deployment location of the detection system might have a 

significant impact on the performance of various detection techniques [43]. 

3.4.2. Intelligent-Based DDoS Detection 

Recent research on utilizing machine-learning approaches for DDoS detection has produced 

promising outcomes. These methods overcome the limitations of traditional detection methods by 

being able to intelligently learn the underlying data properties without the need to explicitly 

identify legitimate and malicious activity. The topic of DDoS detection can conceptually be 

modeled as a binary classification problem, where monitored traffic is either classed as legitimate 

or attack traffic. Various classification techniques have been used and put to the test on well-known 

benchmarks. Researchers have also looked into possible feature sets to enhance detection accuracy 

while reducing false alarms[42]. 

Machine learning techniques, has effectively been used to address difficult issues in a variety 

of industries, including computer vision, social network filtering, video games, machine 

translation, healthcare, and bioinformatics. However, it has not been widely used in DDoS 

detection. Several studies use autoencoder, an unsupervised learning technique, to extract non-

linear representations from the input data, and then they use a classification strategy to separate 

malicious traffic from legitimate traffic. Machine learning approaches are classified based on the 

technique in which the model is trained into four major categories: supervised, unsupervised, semi-

supervised and reinforcement learning.  

3.5. Generative Adversarial Network 

A Generative Adversarial Network (GAN) is a deep learning architecture that competes two 

neural networks against one another in the context of a zero-sum game. GAN introduced initially 
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by Ian GoodFellow for estimating generative models[43]. GANs aim to produce new, synthetic 

data that resembles a well-known data distribution. Generative Adversarial Networks (GANs) are 

neural networks that are used for unsupervised learning. The Generator creates fake data samples 

in an effort to deceive the Discriminator. On the other hand, the Discriminator tries to 

distinguish between the real and fake samples. Both the Generator and the Discriminator are neural 

networks, and during the training phase, they compete with one another. The procedures are 

repeated several times making the Generator and Discriminator become better at what they are 

doing. GANs have diverse application such as producing synthetic data to increase the number of 

data samples and to resolve under-sampling issues[44].  GAN uses to generate well-designed 

adversarial attacks. GAN is also using for adversarial training defense by using competition game 

to regulate the feature selection during the training[45]. 

3.6. Datasets for DDoS Detection in IoT Network 

Although several datasets available for network DDoS detection, may face significate 

limitation, such as the absence of reliable labels, a lack of attack diversity, and a lack of real-world 

realism. This section reviews commonly used datasets for training and evaluating machine 

learning-based DDoS detection models and highlights their constraints in representing actual IoT 

environments [43].  

The University of New South Wales developed UNSW-NB15 in 2015[46],  includes nine 

different types of attacks, such as DoS, Backdoors, and Worms. It consists of 2,218,761 recordings 

of normal traffic and 321,283 records of attacks. Although the dataset includes a variety of 

abnormal traffic types, it has fewer samples per attack class. Consequently, models trained on this 

dataset may overfit to the majority normal class. This reduce their effectiveness in detecting 

minority (attack) classes. The CIC-IDS2017 dataset, developed by the Canadian Institute for 

Cybersecurity in 2017[47]. The data was collected over a five-day period and includes both 

normal and attack traffic, such as SQL Injection, DoS using GoldenEye[48], and DDoS using the 

Low Orbit Ion Cannon (LOIC) tool[49] to send UDP, TCP, and HTTP requests to the victim 

server. The developers of the dataset contend based on a study published by McAfee in 2016. The 

dataset contains the most common and current attacks as of that time. However, IoT devices were 

not included in CIC-IDS2017 dataset's testbed, limiting its applicability for IoT-specific scenarios 

To address this, the CSE-CIC-IDS2018 dataset was released in 2018[50] as an extension. The 

CSE-CIC-IDS2018 comprises well-known attacks including DDoS using LOIC and DoS using 
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GoldenEye. The testbed contains more windows machines than the original CIC-IDS2017. 

Hundreds of them arranged in a LAN on Amazon Web Services and divided into five subnets to 

represent different business divisions. The dataset includes various attacks, including DoS and 

DDoS. However, like its predecessor, it lacks realistic representation of IoT behaviour due to the 

absence of IoT devices in the experimental environment. The University of New South Wales 

released Bot-IoT in 2019[51], simulates a smart house with five simulated Internet of Things (IoT) 

devices such as a fridge, a garage door, a weather monitoring system, motion-activated lighting, 

and a thermostat. It includes attacks like DoS and DDoS that use GoldenEye to target HTTP traffic 

and Hping3 to target TCP and UDP traffic. Ostinato[52] was used to simulate the normal traffic. 

Although focused on IoT, the dataset lacks physical IoT hardware, which limits its realism and 

generalization to real-world deployments. 

The Canadian Institute for Cybersecurity developed the CICIoT2023 dataset by 2023 [53]. Its 

objective was to provide a novel and extensive dataset for research and development in the IoT 

cybersecurity domain. To generate attack traffic, 33 attacks were executed on 105 IoT devices. 

Traffic includes both normal and attacked traffic. Attack traffic is classified into seven categories: 

DDoS, DoS, recon, web-based DDoS, brute-force, spoofing, and mirai. This dataset comprises 

both the common and current attacks.  

The IoTID20 dataset has been utilized to develop DDoS attack-detection methods in several 

studies [54].  The authors of the IoTID20 dataset developed different binary and multiclass 

classifiers and evaluated the accuracy using the IoTID20 dataset [55]. The attack traffic for the 

Mirai botnet was generated separately using a laptop and was later changed to simulate its origin 

from IoT devices. DoS, scanning, and man-in-the-middle attacks were simulated using the NMap 

tools. DDoS attack types, such as mirai ACK flooding, mirai brute force, mirai HTTP Flooding, 

and mirai UDP Flooding, were included.  

The University of New South Wales released TON IOT in 2020[56], which includes simulated 

and physical of Things (IoT) devices. The physical devices include two smartphones, a smart TV, 

and a smart fridge, while the simulated devices use Node-RED[57]. DDoS and ransomware are 

two types of attacks that have been conducted against IoT devices. As usual traffic produced by 

the publishing and subscribing techniques used by the mentioned devices to communicate with 

private and public MQTT gateways. Although this dataset contains a range of simulated and 

physical IoT devices as well as various attacks, the normal traffic is still a byproduct of the 
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activities conducted on the local testbed and is not available to actual users for using the services. 

The Canadian Institute for Cybersecurity published the CIC IoT dataset in 2022[58]. It analyzes 

how physical IoT equipment, such as cameras, a lamp, and a coffee maker, behave in various 

settings that simulate a smart home. The systems were being attacked utilizing DoS employing 

LOIC based on HTTP, UDP, and TCP protocols, as well as brute force attacks using the Real Time 

Streaming Protocol of the cameras (RTSP). Although actual IoT devices are included in this 

dataset, DDoS attacks are not included, and it primarily focused on behavioural study of various 

IoT devices.  

The following comparative table exhibiting critical characteristics, drawbacks, and usage of 

commonly used datasets in IoT DDoS detection studies. This enhanced analysis justifies our 

dataset (IoTID20 and CICIoT2023) choice and decides the use and constraints of each dataset in 

realistic environments. We select IoTID20 and CICIoT2023 because of IoT generated data and concept 

drift support.  

Table 1: Comparative table of commonly used datasets 

Dataset DDoS 
Attack  

IoT-
Specific 

Concept 
Drift 
Support 

Class 
Imbalance 

Realism / 
Network Type 

Zero-Day 
Coverage 

IoTID20 Yes  Yes Yes  High Simulated lab IoT 
network 

Partial 

CICIoT2023 Yes  Yes Yes  High Emulated smart 
home network 

No 

BoT-IoT Yes  Yes No Very High Simulated using 
virtual IoT 

No 

TON_IoT Yes  Yes No High Real IoT 
telemetry/logs 

No 

UNSW-
NB15 

Yes  Partially Yes  High Emulated 
enterprise 
network 

Limited 

 

3.7. Challenge on the existing DDoS attack detection  

This section presents the key challenges in deploying DDoS attack detection system in IoT 

system and discuss the limitations of the current DDoS attack detection approaches. 
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3.7.1. Centralized Learning and non-IID nature of IoT data 

The majority of the existing DDoS detection models relay on centralized learning system, 

where data from distributed devices is sent to a central server for training. Such models may 

provide high accuracy, they are computationally expensive and present significant privacy 

concerns [14]. Additionally, there is a delay on classification of IoT data due to requests and 

responses to central cloud server. As a result, distributed or similar approaches to DDoS detection 

are becoming more popular. In the modern day IoT networks are rapidly becoming more scalable. 

As a result, it is challenging to offload large amounts of distributed IoT network traffic data to a 

remote central cloud server for data processing due to network limitations. The centralized 

machine learning method demand has a higher memory space for data storage, longer training 

period, and high communication overhead. Since, it involves sending network traffic features from 

all participating IoT devices to a central cloud server. The centralized method does not ensure the 

privacy and security of IoT devices without proper encryption. The network traffic features may 

contain sensitive information about the owners of the IoT devices. Using a third-party cloud server 

for machine learning will specifically increase the risk of privacy leakage in IoT systems[59], [60], 

[61]. 

Federated learning is a cutting-edge artificial intelligence strategy that aims to protect the 

privacy of participating nodes without significantly affecting the classification accuracy, perform 

generalizability of the machine learning models[62], [63]. In Federated Learning, several 

distributed edge nodes work together to construct a reliable machine learning model for detecting 

DDoS attacks in IoT critical infrastructure while maintaining data privacy.  

Each of the edge nodes trains a local machine learning model using its own private network 

traffic and delivers model updates back to the central cloud server for model aggregation. The 

central cloud server performs model parameter aggregation and send back to each participating 

edge nodes. All of the participating nodes gain experience from each other without revealing any 

personal information. Hence, the federated learning approach has lower latency, power 

consumption, and memory requirements as network traffic data does not need to be transmitted to 

the central cloud server[64]. Figure 3 shows the Federated Learning approach.  

The non-IID nature of the data across devices is the most significant challenge in the 

cooperative learning approach. Data in FL inherently exhibit variations in feature space, label 

distributions, and quantity, which are compounded by emerging divergences such as concept drift 
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and temporal shifts[16]. These challenges degrade the performance in terms of detection accuracy 

and slow convergence of FL algorithms such as FedAvg[17]. In addition, within the group of IoT 

devices, low-performing IoT devices negatively affect the global model, as FedAvg averages all 

local models equally[18]. If one local model within a specific cluster performs poorly, it might 

result in an underperforming global model for that specific group, because FedAvg averages all 

local models equally. 

 

 

 

 
 

Figure 3: Federated learning 

FL algorithms have been extended in various ways to mitigate the effect of non-IID data across 

IoT devices in large scale environment and to address convergence time limitation. FedProx[65], 

and IFCA[66] are enhancement over baseline FedAvg to address non-IID nature of IoT data and 

convergence time limitations. FedProx addresses non-IID nature by introducing a proximal term. 

Proximal term into the local optimization objective used to penalizing local updates that deviate 

from the global model. This improves moderate convergence speed in the presence of non-IID 

data. However, FedProx assume static client participation and uniform influence which leads to 
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low performance in dynamic IoT environments. IFCA attempts to address non-IID data issue by 

using clustering clients based on data distribution similarity. Each cluster performs training using 

a separate model. This approach improves local personalization and outperform FedAvg and 

FedProx algorithm in terms of accuracy. However, each cluster model does not adapt dynamically 

during training. This results in slow convergence, high computational and communication 

overhead when the number of IoT device and cluster increase. This challenge emphasises the need 

for adaptive and efficient solutions. 

The key benefit of federated learning is parties will not exchange their data in order to train a 

certain model. However, recent research indicates that the need for privacy-preserving techniques 

to prevent attacks while exchanging parameters and weights during training [67]. A malicious 

aggregator could deceive the model being trained by changing the received parameters. Even a 

trustworthy but inquisitive aggregator may launch a reconstruction attack to derive training data 

from these parameters using a variety of methods. 

a) Federated Learning with Non-IID Data 
Addressing the challenges related to non-IID data in a federated learning (FL) environment is 

essential, because it affects the performance of the machine learning models across a network. 

Zhao et al. [68] investigated the impact of non-IID data distributions on the federated learning 

performance. The author proposed a data-sharing strategy that utilizes a small subset of globally 

shared data to mitigate this impact. Wang et al.  [69] developed an advanced federated learning 

framework called FAVOR. It utilizes deep reinforcement learning approaches and convergence on 

non-IID data. Sattler et al. [70] proposed a Sparse Ternary Compression (STC) method to enhance 

federated learning in non-IID data. STC reduces communication costs by using eternalization and 

optimal Golomb encoding for gradient updates and maintaining learning performance efficiently. 

Duan et al. [71] developed an Astraea framework that utilizes Z-score-based data augmentation 

and mediator-based multiclient rescheduling to manage data imbalances. The authors utilized a 

methodology for dynamically balancing the data distribution across clients to improve the 

performance of the FL model. Wang et al. [72]developed an approach to address the class 

imbalance challenge in federated learning environments. The authors used a monitoring scheme 

to mitigate the impact of data imbalance. The authors demonstrated the performance of the 

proposed approach over the traditional approaches. 

b) Clustered Federated Learning Approaches 
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The Clustered Federated Learning approach is used to address the impact of non-IID data on 

the performance of federated learning by grouping IoT devices with similar data distribution in the 

same group. Jeong et al. [73] developed a Cluster-Driven Adaptive Training Approach for 

Federated Learning (CATA-Fed) to address non-IID data challenges and straggler effects in IoT 

edge-computing environments. The authors utilized clustering to address non-IID challenges and 

proportional fair scheduling to optimize resource allocation among clients.  Dennis et al. [74] 

developed the k-FED method for clustered federated learning. An efficient one-shot method was 

used to facilitate clustering and reduce the communication round requirements in federated 

learning. The efficacy of k-FED compared with traditional centralized methods and the 

experimental results showed the effectiveness of the proposed approach in terms of scalability and 

robustness to node failures. Brigg et al. [75] presented a hierarchical clustered federated learning 

(FL) approach to address the challenges of non-IID data across distributed networks. The 

methodology was validated through an empirical analysis for real-world applications. Ghosh et al. 

[76] proposed an Iterative Federated Clustering Algorithm (IFCA) framework. The framework 

utilizes a client-clustering approach to improve the overall performance by iteratively estimating 

cluster memberships and optimizing model parameters. The framework demonstrated significant 

improvements in handling non-IID data compared with other approaches.  Long et al. [77] 

proposed a federated learning framework that enhances personalization using a multicenter 

aggregation approach. The framework clusters clients based on data distribution similarity.  This 

helped the proposed framework handle the non-IID data effectively. The framework was evaluated 

on benchmark datasets and demonstrated better performance against baselines. 

c) Convergence Analysis of Federated Learning 
 

A convergence analysis was used to ensure the reliability of the federated learning algorithms. 

It is helpful to study the convergence of federated learning in non-IID data-distribution 

environments. This helps to understand the federated learning solution convergence, the rate at 

which it converges, and the factors that influence convergence. Several FL-based problems have 

been solved using stochastic gradient descent (SGD)[77]. Hence, convergence analysis is usually 

based on SGD convergence. Stich et al. [78] and Kahaled et al. [79] performed a convergence 

analysis using local Stochastic Gradient Descent (SGD) to mitigate the challenges of non-IID and 

straggler. Both provide theoretical convergence analyses for both identical and heterogeneous data. 

Wang et al. [80] provided federated optimization algorithms that consider communication 
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efficiency, data heterogeneity, and privacy requirements. The author provides recommendations 

on how to formulate and evaluate the convergence and efficiency of federated learning 

optimization algorithms. They provided a theoretical analysis and practical implementation of the 

proposed approach. Xing et al. [81] proposed different optimization methods, such as the 

momentum of federated averaging (FedAvg) and adaptive methods to improve convergence rates 

and resource utilization. This study contributes to the practical application and theoretical analysis 

of federated learning optimization. Li et al. [17] analyzed the convergence challenge of FedAvg 

on non-IID data. The author provides a theoretical and empirical analysis using synthetic data to 

demonstrate how non-IID affects the performance of FedAvg and hyperparameters, such as local 

epochs. A theoretical convergence analysis of FedAvg was performed, and the convergence rate 

of FedAvg  𝑂(#
$
) was derived. In addition, the authors have also analyzed the impact of 

convergence on the participation of clients and non-IID data.  

3.7.2. Dynamic nature of IoT data 

The dynamic nature of the incoming traffic makes it challenging to classify real-time data. This 

is a major issue for machine learning algorithms. The learning algorithms are first trained, but 

because the dynamic nature of streaming data is always changing, they must be retrained. Learning 

massive IoT datasets demands retraining a significant amount of time, computational resources, 

and memory due to the real-time nature of the environment. Retraining the system from scratch is 

a possibility but a time-consuming operation given the current training set and newly acquired 

training data. The process of continuously improving an old model with new data known as online 

learning. Online learning techniques are used to train models using continuously incoming IoT 

streams in dynamic IoT environments. IoT devices possess limited computing power and storage 

capacity [82].  

This hinders their ability to handle and retain massive amounts of data and complex DDoS 

attack-detection models. Therefore, it is critical to develop detection models with low spatial and 

temporal complexities. Online learning models can reduce memory requirements for data storage 

and adapt new data patterns. Online learning models can often achieve real-time processing and 

address concept drift issues. Therefore, in dynamic environments, online learning is often more 

effective than batch learning. The batch learning method trains a learning model on the entire 

training dataset, in contrast to online learning methods. Online learning continuously updates the 

learning model with new data samples when it arrives within a short execution time. The online 
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DDoS attack detection model often encounters concept drift issues when data distribution shift 

occurs. There are three major types of data distributions over time that cause concept drift: sudden, 

gradual, and recurring. Sudden drift occurs when rapid, irreversible changes occur over a short 

period.  Gradual drift occurs when the data distribution gradually replaces old data over 

time.  Recurring drift occurs when the previous data distribution occurs again over time. 

The majority of IoT devices used in IoT systems have limited computing power and storage 

[4]. This limited memory capacity hinders their ability to handle and retain massive amounts of 

data and complex learning models. Therefore, it is crucial to develop analytics models with low 

computing complexity. Online learning methods that enable real-time analytics are able to fulfill 

IoT system time and memory requirements. Online learning methods can continuously update the 

learning model with new data samples when they arrive within a short execution time in contrast 

to that required under the batch learning method, which frequently trains a learning model on the 

entire training dataset. IoT data samples are usually produced dynamically in constantly changing 

IoT environments. The dynamic nature of streaming traffic also makes already trained models less 

useful in recognizing zero-day attack. 

Data analytics frequently experiences concept drift issues in real-world applications due to the 

change in IoT data distribution over time. Concept drift is caused by three main data distribution 

changes: recurring, gradual, and sudden [17]. Sudden drift happens when rapid irreversible 

changes occur in a short period of time. Gradual drift happens when the data distribution gradually 

replaces the old one over time. Recurring drift happens when the previous data distribution 

happens again over time.  

Concept drift is formally defined as a set of samples, indicated as 𝑆',) = {𝑑', … , 𝑑)} for a time 

interval of [0, t], where 𝑑. = (𝑥., 𝑦.) represents a single observation, 𝑥. is the feature vector, 𝑦. is 

the label, and 𝑆1,) adheres to a specific distribution 𝑓1,)(𝑥, 𝑦). If 𝑓1,)(𝑥, 𝑦)	¹	𝑓)4#,5(𝑥, 𝑦)	, denoted 

as ∃): 𝑝)(𝑥, 𝑦)	¹		𝑝)4#(𝑥, 𝑦), then concept drift happens at timestamp 𝑡)4#. Concept drift at time 𝑡 

can also be defined as the change in the joint probability of 𝑥 and 𝑦 at time 𝑡, expressed as 

𝑝)(𝑥, 𝑦) = 𝑝)(𝑥)	* 𝑝)(𝑦/𝑥). Concept drift will happen under the following three conditions. 

• 𝑝)(𝑥) = 𝑝)4#(𝑥) while 𝑝)(𝑦/𝑥) = 	𝑝)4#(𝑦/𝑥) 𝑝)(𝑥). This type of drift is known as 

virtual drift because 𝑝)(𝑥) does not affect the decision boundary. 
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• 𝑝)(𝑦/𝑥)	¹		𝑝)4#(𝑦/𝑥) while 𝑝)(𝑥) = 𝑝)4#(𝑥) while 𝑝)(𝑥) remains unchanged. This is 

considered actual drift because it affects the decision boundary and also leads to a 

decline in learning accuracy. 

• The combination of the first two, 𝑝)(𝑥)	¹	𝑝)4#(𝑥) and 𝑝)(𝑦/𝑥)	¹	𝑝)4#(𝑦/𝑥). 

Concept drift poses significant issues when building machine learning models because it can 

cause changes in data distribution that result in machine learning model performance gradually 

declining over time [18]. Hence, advanced online machine learning models need to be developed 

in order to detect and adapt the concept drift that occurs in IoT data streams. 

d) Drift Detection 
Drift detection is a crucial element for adaptive machine learning models that can solve concept 

drift issues. The two primary categories of drift detection methods are performance-based and 

distribution-based [19]. 

• Performance-Based Methods 

Performance-based concept drift detection methods are based on changes in the metrics 

used to evaluate model performance. Common examples of indicators of concept drift 

are accuracy decline and increase in error rate. If the error rate of a learner gradually 

decreases or remains constant as more samples are learned, it often indicates constant 

data distribution without drift. On the other hand, if a learner’s error rate drastically 

increases as more data is processed, it often indicates the presence of concept drift. The 

two well-known performance-based drift detection methods are the drift detection 

method (DDM) and early drift detection method (EDDM), which are able to detect 

concept drift by keeping track of degradations in performance. The DDM is a popular 

performance-based drift detection method that measures model error rate and standard 

deviation changes using two predefined thresholds: the warning threshold and the drift 

threshold [20]. DDM often performs well on data streams with sudden drift, but its 

reaction time is often too slow for detecting gradual drift. The early drift detection 

method (EDDM) is an enhanced version of the DDM that detects concept drift using 

the same concept drift detection mechanism [10]. The EDDM often performs well on 

data streams with gradual drift. Even though the EDDM frequently performs better than 

does the DDM, it still falls short for sudden drift. Furthermore, due to its sensitivity to 

noise, it may mistake noise for drift, resulting in false alarms. 
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• Distribution-Based Methods 

Distribution-based concept drift detection is based on changes in data distributions. 

Data distribution changes can be measured using statistical variables such as mean, 

variance, and information entropy. Adaptive windowing (ADWIN) is one such widely 

used method that uses adaptive sliding windows to detect concept drift based on the 

statistical difference between two adjacent sub-windows. The adaptive windowing 

method uses characteristic values such as the mean and variance, as well as variable-

size sliding windows to detect concept drift. The window size is dynamically increased 

if there is no concept drift and reduced when concept drift is detected [9]. IoT systems 

with less memory often adopt distribution-based methods since they only need to retain 

the most recent samples. Windowing methods are often quick and simple to use. 

However, they could miss certain important historical data. 

e) Drift Adaptation 
Concept drift must be handled after it is detected by updating the current models using the 

appropriate drift adaptation methods. Drift adaptation is a procedure used to update a model 

automatically when a concept drift occurs to enhance performance of model and detect zero-day 

attacks. The procedures usually fully retrain or alter the learning model using new dataset. The 

three categories of drift adaptation methods are model retraining, incremental learning and 

ensemble learning. 

• Model Retraining 

One of the more simple and straightforward methods to handle concept drift is model 

retraining. Offline models are often unable to accurately predict unseen incoming 

streaming data. This problem can be addressed by retraining the model using the most 

recent data streams. However, employing this technique can cause unnecessary model 

retraining or drift adaptation delays. Therefore, it is crucial to use learning models 

together with an appropriate drift detection method to determine when to retrain the 

learning model for timely and necessary updates. There are two types of model 

retraining methods: full retraining and partial retraining. Retraining the learning model 

using the entire dataset and all available samples is known as full retraining, while 

partial retraining trains the model on selected parts of the dataset. The window-based 

method is used to partially retrain a model using the most recent data. This reduces 

training times but may result in the loss of historical patterns. Hence, selecting the right 
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window size is crucial. ADWIN is a drift detection method that uses model retraining. 

ADWIN performs better as it uses a dynamic window to fit new data [9]. The learning 

model is partially retrained on only the new concept samples in order to save training 

time. 

• Incremental Learning Methods 

Incremental learning has become commonly used in data stream analytics research. 

Incremental learning involves updating the learning model when each instance is 

processed. Incremental learning methods often partially update the learning model to 

fit a new data sample [21]. They do not require a sufficient amount of data prior to the 

training process due to the incremental learning approaches’ capacity to support 

progressive learning. However, only a few machine learning algorithms such as MLP 

and multinomial NB support partial updates. 

• Ensemble Learning Methods 

Ensemble learning approaches have been developed to provide powerful learners for 

data stream analytics to enable stronger concept drift adaptation. Ensemble learning 

combines multiple base learners to tackle the same problem [22]. Ensemble learning 

base learners can be constructed using different algorithms, and different 

configurations of hyperparameters configuration. Ensemble learning models are often 

more generalizable than single models because they combine the outputs of multiple 

base learners. Reusing existing models in an ensemble is significantly more effective 

for concept drift adaptation than training new models on data streams with recurrent 

concept drift [23]. 

Block-based ensembles and online ensembles are the two main categories of ensemble 

techniques used in data stream analytics [24]. Data streams are divided into fixed-size 

blocks by block-based ensembles, which then train a base learner on each block. The 

base learners will be evaluated and updated each time a new block arrives. Block-based 

ensembles react to gradual drifts accurately, but they frequently take longer to respond 

to sudden drifts. Three common block-based ensembles are accuracy-weighted 

ensemble (AWE) [25], accuracy-updated ensemble (AUE) [26], and the streaming 

ensemble algorithm (SEA) [27]. The AUE often performs better among the block-

based ensembles [28]. AUE uses non-linear error functions to apply weights to base 

learners in order to improve performance. 
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To enhance the learning performance of online ensembles, different incremental 

learning models such as Hoeffding trees (HTs) are included. Gomes et al. [11] proposed 

the adaptive random forest (ARF) approach, which makes use of HTs as base learners 

and ADWIN as a drift detector. The drift detection mechanism replaces 

underperforming base trees with new trees that better fit. Since random forest is a well-

known, effective machine learning algorithm, ARF frequently outperforms many other 

methods. ARF also includes a powerful resampling method and the flexibility to 

accommodate various drifts types. 

Gomes et al. [12] also proposed streaming random patches (SRPs) for the adaptive 

ensemble approach. Although its execution time is usually longer, SRPs often exhibit 

slightly better prediction accuracy than ARF. Leverage bagging (LB) [29] is another 

online ensemble that constructs base learners using bootstrap samples. Although LB is 

simple to construct, it usually performs worse than SRPs and ARF. Despite the fact that 

there are several concept drift adaptation strategies in use today, their efficacy is 

constrained by slow drift response and poor prediction accuracy. 

Incremental learning methods often perform poorly due to their low model complexity 

and limited drift adaptability [30], whereas block-based ensembles face significant 

difficulties in determining block size and responding quickly to drift. Online 

ensembles, like ARF and SRPs, often outperform incremental learning and block-based 

ensemble methods. However, because of their randomization strategies, they give 

unstable learning models, adding more unpredictability to DDoS attack detection. 

This dissertation aims to detect DDoS attacks in IoT systems while addressing the concept drift 

issue. In particular, this dissertation proposes adaptive online DDoS attack detection using the 

ensemble learning method to address the issue of concept drift in IoT system DDoS attack 

detection. 

3.7.3. Adversarial attack 

In recent years, researchers have found severe security threat concerns to the existing machine 

learning. The first noticeable adversary attack for computer vision on machine learning is 

discovered by Polikar[72]. Due to the great success of machine learning, its vulnerability has 

attracted a great deal of attention, especially for security-critical applications and autonomous 

driving. For instance, the backdoor attack manipulates the behavior of the machine learning model 
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primarily poisoning certain training data at the training stage. This adversarial attack aims to 

deceive the model by adding malicious perturbations onto the input in the inference stage. They 

insert small perturbations in the form of carefully crafted input to confuse the model in order to 

misclassify the object.  

The methods used to generate adversarial attacks vary based on the nature of the data and the 

sector. Below, we describe five adversarial attack generation methods.  

a) Fast Gradient Sign Method (FGSM) 
 

The Fast Gradient Sign Method (FGSM) is an easy and efficient method for generating 

adversarial perturbation [83]. Adversarial perturbations are inputs that have been intentionally 

crafted to maximize the amount of perturbation to the input data to misclassify machine learning 

models. After determining the gradient of the loss function with respect to the input data, the 

FGSM crafts a perturbation in the direction of the sign of the gradient. The amount of modification 

of the input data is controlled by a hyperparameter called epsilon (𝜀), which determines the 

magnitude of perturbation. The FGSM approach must be adapted to operate using online learning 

algorithms. In online learning, models are updated incrementally as new data points arrive. 

Therefore, an adversarial attack should be able to perturb data points as they arrive. Given an 

online learning model f(𝜃), 𝑥)) with parameters 𝜃) and data point 𝑥) at time 𝑡 and a loss function 

𝑙(𝜃), 𝑥), 𝑦)	)		where 𝑦) is the true label at time 𝑡 , the objective is to create an adversarial example 

𝑥)> that maximizes the loss. For each incoming data point 𝑥), generate an adversarial example 𝑥)> 

by perturbing 𝑥) in the direction of the gradient of the loss function with respect to 𝑥):.  

𝑥)> 	= 	 𝑥) 	+ 	ℰ	. 𝑠𝑖𝑔𝑛(𝛻GH𝑙(𝜃), 𝑥), 𝑦)))																																																					(1)                                            

Perturbation ℰ controls the magnitude of the change in the input, ensuring that the adversarial 

example remains close to the original input. The constraint is typically applied to the 𝑙5 norm:  

||𝑥)> 	− 	𝑥)||	5 	≤ 	ℰ.																																																																							(2) 

                                                                                  

Compute the gradient of the loss function with respect to the current input 𝑥): 

𝛻GH𝑙(𝜃), 𝑥), 𝑦))																																																																													(3) 
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b) Basic Iteration Method (BIM) 
The Basic Iteration Method (BIM) first proposed by Kurakin et al. [84] in 2017. BIM is a basic 

extension of the FGSM. BIM adopts FGSM in an iterative approach, rather than applying multiple 

inputs with small step-size perturbations in the direction that maximizes the loss of the model. The 

intention is to provide an adversarial example that can deceive the model's predictions while still 

seemingly comparable to the original input. BIM generates adversarial examples by iteratively 

applying FGSM with a smaller step size. The details of the mathematical formulation of BIM, 

particularly in the context of online learning, are formulated as follows:  

For each iteration 𝑖, initialize: 

𝑥OPQ
(') 	= 	 𝑥)																																																																																																(4) 

Iterative update 

xTUV,W
(W4#) 	= 	 xTUV,W

(X) 	+ 	α	. sign(∇_`ab,c
(d) ℒ(xTUV,W

(X) , yW; θW))																															(5) 

Where, 𝛼 is the step size and (𝛻Gklm,H(n) ℒ(𝑥OPQ,)
(.) , 𝑦); 𝜃)) is the gradient of the loss with respect to the 

adversarial example at iteration 𝑖. 

Clip perturbation: 

xTUV,W
(X4#) 	= clip(xTUV,W

(X4#), xW	−∈, xW	+∈)																																																									(6) 

where ∈	is the maximum perturbation allowed and 𝑐𝑙𝑖𝑝(⋅) ensures that the perturbation remains 

within the range [−∈, +∈}. 

After 𝑁 iterations, the final adversarial example is: 

xTUV,W	x	_`ab,c(y) 																																																																													(7) 

 

c) Projected Gradient Descent (PGD) 
Projected Gradient Descent (PGD) is an iterative optimization algorithm[85], [86]. This is 

designed to minimize the loss function. PGD builds upon the principles of FGSM but introduces 

an iterative refinement process to overcome some of FGSM’s limitations. The PGD operates by 

iteratively applying small perturbations to the input in a manner that maximizes the loss function 
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of the model while remaining within a specified perturbation budget. This iterative nature allows 

the PGD to explore a wider range of perturbations. Mathematically, is represented as 

𝜃)4# = 𝑃|(𝜃) − 𝛼)	𝛻𝑓(𝜃), 𝑥), 𝑦)))																																																												(8) 

Where, xₜ is the input at iteration t,  𝛼)	 is the step size, 𝛻𝑓(𝜃), 𝑥), y))) is the gradient of the 

loss function with respect to the input and 𝑃|(⋅) is projection operator ensuring perturbed input 

stays within predefined bounds.  

 

d) Carlini and Wagner (C&W) 
A C&W attack is a state-of-the-art optimization-based attack[86]. CW is a highly effective 

adversarial attack method that can be adapted for online learning scenarios to generate minimal 

perturbations that mislead machine learning models. There are two variants of CW attack: L2 and 

L∞. The CW objective is to minimize the following: 

𝑚𝑖𝑛𝜹||𝛿||𝟐 	+ 	𝑐. 𝑓(𝑥) 	+ 𝛿)																																																																					(9) 

where ||𝛿||�  is	the 𝐿�norm of the perturbation, and c	is a constant balancing the trade-off. The 

function 𝑓(𝑥) 	+ δ)	defined as:  

𝑓(𝑥) 	+ 𝛿) 	= 	𝑚𝑎𝑥(0, 𝑍(𝑥) + 𝛿)� − 𝑚𝑎𝑥.��
𝑍(𝑥) + 𝛿). + 	𝜅)																											(10) 

where 𝑍(𝑥) + 𝛿) denotes the logits of the model, 𝑍(𝑥) + 𝛿)� is the logit for the true class, 

𝑍(𝑥) + 𝛿). is the logit for the target class, and 𝜅 is a confidence parameter.  

e) Generative Adversarial NetworkS (GANs) 
A Generative Adversarial Network (GAN) is a deep learning architecture that competes with 

two neural networks against one another in the context of a zero-sum game. The GAN was initially 

introduced by Goodfellow to estimate the generative models [43].  GANs aim to produce new 

synthetic data that resemble well-known data distributions. Generative Adversarial Networks 

(GANs) are neural networks used for unsupervised learning. The generator created fake data 

samples to deceive the discriminator. In contrast, the discriminator attempts to distinguish between 

real and fake samples. Both the generator and discriminator are neural networks, and they compete 

with each other during the training phase. The procedures are repeated several times, and the 

generator and discriminator become better at what they are doing. GANs have diverse applications, 

such as producing synthetic data to increase the number of data samples and resolving under-
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sampling issues [44].  A newly emerging area of research focuses on integrating machine-learning 

technology with privacy-protection technology.  

The training process in online learning GANs is formulated as a minimax game, with the 

objective function 𝑉(𝐺, 𝐷) expressed as: 

𝑚𝑖𝑛�𝑚𝑎𝑥�	𝑉(𝐷, 𝐺) 	= 	𝔼G∼�lkHk(G)[	𝑙𝑜𝑔 𝐷(𝑥)] + 	𝔼�∼��(�)[	𝑙𝑜𝑔(1 − 𝐷(𝐺(𝑧)))]					(11) 

In each iteration, the discriminator	D aims to maximize its ability to differentiate between real 

samples 𝒙 from the current data batch and fake samples G(z) , where 𝒛 is a noise vector.  

𝑚𝑎𝑥�	𝔼G∼�lkHk(G)[	𝑙𝑜𝑔 𝐷(𝑥)] + 	𝔼�∼��(�)[	𝑙𝑜𝑔(1 − 𝐷(𝐺(𝑧)))]																							(12) 

Simultaneously, the generator G attempts to minimize the discriminator's ability to correctly 

identify its synthetic samples as fake.  

𝑚𝑖𝑛�	𝔼�∼��(�)[	𝑙𝑜𝑔(1 − 𝐷(𝐺(𝑧)))]																																																(13) 

This iterative adversarial process continues as new data arrives and ensures that both networks 

improve over time.  

3.7.4. Feature Dimensionality Reduction 

Machine learning is an effective method for detecting DDoS attacks. Enough amount of 

network traffic data is required to provide effective classification performance in order to design 

an effective machine learning method for DDoS attack detection in IoT networks[87]. However, 

the amount of memory space and network traffic that is needed is usually large. As a result, it is 

extremely difficult to implement the machine learning method in IoT devices with limited 

memory. The "curse of dimensionality" might result from processing and analyzing high-

dimensional network traffic data. Processing high-dimensional data is difficult and necessitates a 

lot of computing power and storage[88], [89]. IoT devices do not have enough capacity to store 

the large amounts of network traffic data required for machine learning. Therefore, end-to-end 

machine learning-based DDoS attack detection approach is required that will minimize the high 

dimensionality of big network traffic features and accurately detect complex and recent DDoS 

attack. 

One method for reducing input features is feature selection.  In order to create meaningful 

features or to extract high-level information from the raw features, different feature extraction 

methods are proposed. Data compression is one method for doing this, which involves reducing 
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the number of bits used to represent the data. Data compression is carried out via AutoEncoders, 

Principal Component Analysis and Linear Discriminant Analysis. 

3.7.5. Data Imbalance Issues 

In the field of machine learning, classification problems are common. We aim to predict the 

class label by analyzing the input data or predictor, knowing that the target or output variable in a 

classification problem is a categorical variable by nature. If you have dealt with classification 

issues before, you must have seen situations where one of the target class labels' numbers of 

observation is noticeably smaller than those of other class labels. A typical sort of dataset used in 

real-world classification situations is one with an imbalanced class composition. This type of 

machine learning problem is notoriously difficult to solve using conventional methods. 

Network traffic data exhibits a large tail distribution [49], similar to the majority of real-life 

classification tasks[90]. For instance, in the case of botnets, samples of network traffic 

produced will be much higher than those produced by DDoS on actual IoT devices. The number 

of samples in a class divided by the total number of samples in the remaining classes is the class 

imbalance ratio for that given class. If the class imbalance ratio is more than 10:1[91], training 

data is said to be severely unbalanced in deep learning approaches. Modern machine learning 

approaches may not perform as well as they should because of the class imbalance problem, which 

causes the models to be biased in favor of the classes with the majority of samples[92].  

3.7.6. Model Hyperparameter Selection 

The classification performance of the local models at the nodes depends on the choice of the 

right set of models hyperparameters, which vary for different application contexts. These 

hyperparameters include the number of hidden layers and their respective hidden units, the 

learning rate, the hidden layers’ activation functions, the batch size, the optimizer, and the number 

of epochs. However, most the hyperparameters of the models in previous works randomly selected 

with little or no justification. 

3.8. Related work  

3.8.1. DDoS attack detection in IoT 

The development of efficient and effective DDoS attack detection techniques in IoT systems 

has received research attention in the past decade [8]. Special focus has been given to 
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implementing DDoS detection based on network traffic analysis. Machine learning-based DDoS 

detection techniques, in particular, have been hailed as promising for making inferences about 

DDoS attacks. Chen et al. [7] proposed a machine learning-based multi-layer IoT DDoS attack 

detection framework that includes IoT devices, IoT gateways, software-defined network (SDN) 

switches, and cloud servers. The author constructed eight smart poles equipped with different 

sensors on campus networks and collected sensor data as datasets over wired and wireless 

networks. The experimental findings demonstrated that the multi-layer DDoS detection systems 

have an accuracy above 97% for different datasets. Additionally, the SDN controller can efficiently 

block malicious devices.  

Attota et al. [14] proposed an ensemble multi-view federated method for IoT intrusion 

detection. The authors addressed the limitations of centralized deployment by using edge 

computing paradigms for maintaining data privacy. Three artificial neural network (ANN) models 

were trained using the bidirectional traffic flow, unidirectional traffic flow, and packet of network 

traffic features. To select the optimum set of network traffic features for ANN model training, the 

grey wolf optimization (GWO) technique was used. This reduced the amount of memory space 

needed to store the training data by reducing the dimensionality of the network traffic features. 

ANN models’ outputs are fed into a random forest (RF) model to predict attacks. The 

hyperparameters of the models, however, are not disclosed. An evaluation of the proposed 

approach was conducted using the MQTT dataset, which lacked samples of IoT DDoS attacks. 

Nguyen et al. [15] demonstrated the vulnerability of federated learning-based intrusion 

detection systems to backdoor attack. Backdoor attack is a type of poisoning attack in which the 

attacker corrupts specific input to a model in order to make incorrect predictions. The anomaly 

detection system used the gated recurrent unit (GRU), which is a type of recurrent neural network 

(RNN) for detecting the anomaly behavior of IoT devices. The experiment results showed the 

effectiveness of backdoor attacks in circumventing state-of-the-art defenses against federated 

learning poisoning. The attacker performed white box poisoning on the training data by stealthily 

injecting malicious traffic into the benign training dataset. As a result, the model incorrectly 

classified malicious traffic as benign. 

Ullah et al. [6] developed anomaly-based intrusion detection models for IoT networks using 

convolutional neural network models. The proposed convolution neural network (CNN) model 

was implemented using 1D, 2D, and 3D network architectures. CNN and transfer learning were 
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employed as deep learning models for multi-class and binary classification on BoT-IoT, IoT 

network intrusion, MQTT-IoT-IDS2020, and IoT-23 intrusion detection datasets. 

Cheng et al. [16] proposed the federated transfer learning approach for intrusion detection in 

mobile edge computing. The federated learning approach uses transfer learning to speed up model 

training, lower computational costs, boost communication effectiveness, and enhance 

classification performance. A CNN model architecture was utilized for binary classification that 

included three convolutional layers, two max-pooling layers, a batch normalization layer, a 

dropout layer, and two dense layers. The NSL-KDD dataset was used to train the model in the 

source domain, and the UNSW-NB15 dataset was utilized to finish the training in the target domain 

in order to evaluate the performance of the method. 

Boonchai et al. [1] facilitate multiclass classification capability for DDoS attack detection 

using DNN models. In this research, two models are implemented, namely the CNN-AE 

architecture and simple DNN. The DNN architecture consists of six dense layers. The CNN-AE 

architecture consists of convolutional, max pooling, and up-sampling layers constructed via an AE 

technique. The CIC-DDoS2019 dataset was used to evaluate the proposed models. These models 

show good accuracy, with rates of up to 87% and 91.9% for the respective models. 

Zainudin et al. [2] provide the CNN and LSTM hybrid mode for DDoS attack classification. 

The author utilized the extreme gradient boosting (XGBoost) feature selection technique in order 

to determine the top 10 relevant features. The proposed model was evaluated using CIC-

DDoS2019 dataset, which includes DDoS attack and benign data. The experiment results show an 

accuracy of 99.5%. 

Kumar et al. [3] developed an LSTM-based DDoS attack detection model using the 

CICDDoS2019 dataset. The proposed model was performed using binary classification to 

distinguish between DDoS attacks and benign traffic. The experimental results show that the 

proposed model achieved an accuracy of 98.6%. 

Table 2: Related work summery for DDoS attack detection 

Reference  Year  Model  Drift 
Detection 

Learning 
Method Dataset  

Zainudin et al. [7] 2020 FL ✗ Batch learning ToN_IoT 
Attota et al. [14] 2021 ANN and RF ✗ Batch learning MQTT dataset 
Nguyen et al. [15] 2020 GRU ✗ Batch learning IoTDs 
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Ullah et al. [6] 2021 CNN ✗ Batch learning 
BoT-IoT, IoT MQTT-
IoT-IDS2020, and IoT-
23 

Cheng et al. [16] 2022 CNN ✗ Batch learning NSL-KDD and UNSW-
NB15 

Boonchai et al. [17] 2023 CNN-AE ✗ Batch learning CIC-DDoS2019 
Zainudin et al. [18] 2022 CNN and LSTM  ✗ Batch learning CIC-DDoS2019 
Kumar et al. [19] 2023 LSTM ✗ Batch learning  CIC-DDoS2019 

Proposed Solution Ensemble ✓ Online learning  IOTID20 and 
CICIoT2023 

 
The recent research papers on machine learning-based DDoS attack detection for IoT devices 

are summarized in Table 1. From the Table, we can see that none of the above works considered 

the dynamicity of the IoT environment, which could result in concept drift. The learning methods 

proposed in the above works are batch learning detection methods.  

 
3.8.2. Adversarial Attack and Defense in IoT system 

In this section, we explore the most recent literature on adversarial attacks and defense in the 

IoT network context. Specifically, we focus our review on recent research concerning adversarial 

attacks and defense against DDoS attacks. This review provides an overview of the models, 

techniques, and tools utilized for adversarial attacks and defense, as well as the datasets used to 

evaluate these systems.  

Zhou et al. [93] proposed a state-of-the-art method for generating adversarial attacks, called 

hierarchical adversarial attacks (HAA). The objective of this method is to operate within a 

specified budget limit and construct a sophisticated level-aware black-box attack against a GNN-

based IDS in IoT networks. The authors evaluated their HAA method using the UNSW-SOSR2019 

dataset. The experimental results show that adversarial attacks based on the HAA method reduce 

the classification precision of both GNN models by more than 30%. Kotak et al. [94] proposed a 

new method to generate a real-time adversarial example using heatmaps from Grad-CAM++ and 

Class Activation Mapping (CAM). The authors explored the vulnerability of fully connected 

neural networks (FCN), convolutional neural networks (CNN), and Global Average Pooling 

(GAP) using the IoT Trace dataset. Surprisingly, adversarial examples can be transferred to 

different model architectures. The GAP model behaves differently, suggesting that it may be a 

robust model for adversarial examples.  
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Yumlembam et al. [82] proposed a new approach called VGAE-MalGAN, which can 

effectively add nodes and edges to an existing API graph and dynamically generate an adversarial 

network against GNN-based malware detection. The authors developed robust Android malware 

detection using VGAE-MalGAN adversarial training and achieved a high malware detection 

accuracy. Ibitoye et al. [95] demonstrated the effects of adversarial samples on a deep learning-

based Intrusion Detection System (IDS) using the BoT-IoT dataset. They conducted a performance 

comparison of two neural networks: a feedforward neural network (FNN) and a Self-normalizing 

Neural Network (SNN), employing metrics such as accuracy, precision, and recall. The authors 

used the Fast Gradient Sign Method (FGSM), the Basic Iteration Method (BIM), and Projected 

Gradient Descent to craft adversarial samples. The experimental results show that the self-

normalizing feature enhance the SNN more resilient to gradient-based adversarial samples, while 

the FNN outperforms the SNN in intrusion detection within IoT networks. 

Papadopoulos et al. [96] evaluated traditional machine learning and deep learning models using 

Bot-IoT datasets. The attacker generates adversarial examples employing the Fast Gradient Sign 

Method (FGSM) to evade detection measures against binary and multiclass Artificial Neural 

Networks (ANNs). Additionally, the author analyzed and conducted various experiments to 

demonstrate how the attacker could circumvent the detection model with significant probability, 

highlighting the robustness of the detection model against adversarial examples.  Since the attacker 

possesses knowledge of datasets and models, this scenario is classified as white-box attack. 

Experimental results indicate that an attacker can manipulate or circumvent detection with a 

significant probability. Benaddi et al. [97] proposed an adversarial training method to improve the 

effectiveness of a hybrid CNNLSTM-based Intrusion Detection System (IDS) using Conditional 

Generative Adversarial Networks(C-GAN). The authors integrated C-GAN into the training 

pipeline to address classes with small sample sizes and to mitigate data imbalance in the BoT-IoT 

dataset. Initially, the BoT-IoT dataset was utilized to train the IDS model, and certain low-

performing classes were identified. These classes were then used to train the C-GAN, and the C-

GAN generator was used to retrain the IDS model, which enhanced the performance of the 

identified classes. 

Benaddi et al. [98] employed a similar approach to improve the robustness and efficacy of an 

IDS in the IIoT. The study suggests employing Deep Reinforcement Learning (DRL) in 

conjunction with GAN to improve the performance of an IDS. Experiments were conducted on 

the Distributed Smart Space Orchestration System (DS2OS) dataset, and it was found that the 
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proposed DRL-GAN model performs better than the standard DRL in identifying anomalies in 

imbalanced datasets related to the IIoT. However, during the training phase, the proposed approach 

required a significant amount of computational resources. Jiang et al. [99] proposed a novel 

defense framework for an IDS against adversarial attacks on an IoT network. This framework 

is known as a feature grouping and multi-model fusion detector (FGMD). This framework 

integrates different models, each of which processes distinct portions of input data or features to 

better withstand the effects of adversarial attacks. The authors used two publicly available datasets: 

MedBIoT and IoTID to validate the proposed model using adversarial examples. They utilized 

DT, LSTM, and RNN as the baseline models for comparison. The experimental results 

demonstrated the effectiveness of FGMD against adversarial attacks. FGMD outperform the 

baseline models in terms of detection rate.  

Prasad et al.[100] proposed the Two-Tier Optimization Strategy for Robust Adversarial Attack 

Mitigation (TTOS-RAAM) model for IoT intrusion detection system. This hybrid framework 

combining Conditional Variational Autoencoders (CVAE) for adversarial detection and ICAVO 

for parameter tuning to address adversarial attacks. The attack type involved adversarial samples 

targeting IoT network traffic. Defense methods included feature optimization with CGWO and 

parameter tuning with ICAVO. The model achieved 99.91% accuracy on the RT-IoT2022 dataset; 

However, it lacked adaptive attack prevention mechanisms. Ramaiah et al.[101] proposed an 

ensemble classifier utilizing the Optimal Correlation Strategy (OCS) for feature selection in 

malware detection systems. While the defense method employed a robust feature selection 

approach it didn’t incorporate defense against adversarial attack. The model demonstrated strong 

performance on the MTA-KDD'19 malware datasets, but its adaptability to zero-day attacks was 

limited.  

Sánchez Sánchez et al.[102] employed an LSTM-CNN architecture based on hardware 

performance behavior for individual device identification. They conducted adversarial attack using 

deep learning evasion attacks. The adversarial defense strategies included adversarial training and 

the model distillation method to improve robustness. The model’s robustness increased from an 

attack success ratio of 0.88 to 0.96. The experiment performed using LwHBench dataset. Ma et 

al.[103] proposed a method for detecting Low-rate Denial of Service (LDoS) attacks in Artificial 

Intelligence of Things (AIoT) environments. The authors introduced a novel cooperative defense 

scheme against hybrid LDoS attacks. They utilized programmable utilized the plane of Software-

Defined Networking (SDN) to synchronize real-time and high-precision defenses. Experimental 
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results of LDoS demonstrated that their method detects more accurately and mitigates effectively 

than the traditional method. 

 

Table 3: Related work summery for adversarial attack detection and defense 

 

The reviewed research papers primarily focus on batch learning methods for DDoS detection, 

neglecting the dynamic nature of IoT environments. Consequently, these approaches fail to address 

concept drift, which occurs when data distributions change over time. None of the examined papers 

propose an adversarial defense for online DDoS detection systems. Furthermore, they are unable 

to manage multiple and unknown adversarial attacks in real-time environments. Our proposed 

 
Author & 

year   
Model  Attack technique  Defence  Learning 

method   
Dataset  

[93](2022) GNN HAA ✗ Batch 
learning 

UNSW-SOSR2019 

[94](2023) CNN, GAP and CNF Grad-CAM++ nad 
CAM 

✗ Batch 
learning 

IoT Trace dataset 

[82](2023) GNN VGAE-MalGAN ✗ Batch 
learning 

CICMaldroid and 
Drebin dataset  

[95](2020) FNN & SNN FGSM & BIM ✗ Batch 
learning 

BoT-IoT dataset 

[96](2021) ANN and SVM FGSM  ✗ Batch 
learning 

Bot-IoT datasets 

[97](2022) DRL and GAN ✗ ✗ Batch 
learning 

DS2OS dataset 

[99](2022) DT, LSTM, and 
RNN 

FGMD ✗ Batch 
learning  

MedBIoT and 
IoTID 

[100](2025
) 

TTOS-RAAM ✗ CVAE Batch 
learning 

RT-IoT2022 
dataset 

[101](2024
) 

RF, KNN, XGB and 
Voting  

✗ ✗ Batch 
learning 

MTA-KDD'19 

[102](2023
) 

LSTM-CNN FGSM, BIM, MIM, 
PGD, 

JSMA, Boundary 
Attack, C&W  

✓ Batch 
learning 

LwHBench dataset 

.[103](2024
) 

CNN-RF ✗ ✗ Batch 
learning 

 

Proposed 
Solution 

ARF-ADWIN, 
ARF-DDM, HT, 
KNN-ADWIN, 

SRP-DDM, SRP-
ADWIN, and 

PWPAE 

FGSM, BIM, 
MIM, PGD, 

C&W and GAN 

Multi-
layer  

Online 
learning  

IOTID20 and 
CICIoT2023 



 

 
 

46 

framework protects multiple and unknown adversarial against online DDoS attack detection 

system.   

3.8.3. Federated Learning in Cybersecurity 

Federated learning addresses the cybersecurity privacy challenge by moving the computation 

to the edge, rather than centralizing the data to perform the learning process. Hence, no data are 

shared with the central server for cyber-attack detection. Below, we discuss studies that utilized 

federated learning for DDoS attack detection.  

Doriguzzi-Corin et al. [104] proposed an FLAD approach that utilized dynamic computational 

resource allocation based on attack difficulty profiles for DDoS attack detection. The authors used 

a recent DDoS dataset to compare FLAD with other traditional FL algorithms in terms of the 

convergence speed and model accuracy. The experimental results showed that FLAD 

outperformed traditional FL algorithms.  Pourahm et al.[105] introduced an outlier exposure (OE)-

enabled cross-silo federated learning framework (FedOE) for DDoS attack detection at the 

network edges. FedOE enhances detection capabilities by utilizing outlier exposure methods.  

Yin et al. [106] provided a multidomain federated learning approach for DDoS attack detection. 

This approach ensures data privacy and defends against poisoning attacks. It utilizes blockchain 

and integrates multidomain DDoS attack detection to enhance detection capabilities. Tian et al.. 

[107] provided a lightweight residual network framework for DDoS attack detection using 

federated learning. The framework minimizes computational overhead and maintains high 

detection accuracy. Popoola et al. [108] provided a zero-day botnet attack detection using 

Federated Deep Learning (FDL). It also addresses data-privacy issues. This method utilizes a Deep 

Neural Network (DNN) for IoT botnet attack detection.  Chaudhuri et al. [109] provided a 

Dynamic Weighted Federated Averaging (DW-FedAvg) method for Android malware detection 

to improve detection performance. This method applies weighted client updates based on the local 

model performance to improve traditional federated learning averaging. The experimental results 

showed that DW-FedAvg performed better on four benchmark datasets than the standard FedAvg.  

Ragab at el. [110]proposed privacy preserving cyber threat detection using AAIFLF-PPCD 

framework in IoT environment. The author used an integration of feature selection method using 

Harris Hawk Optimization, a Stacked Auto-Encoder for classification and Walrus Optimization 

for hyperparameter tuning. The experiment result shows an accuracy of 99.47 that outperform 

baseline models cyber threat detection. Torre et al. [111]developed federated learning-based 
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Intrusion detection system using 1D CCN-based framework. The privacy of the proposed 

framework enhanced using that integrate feature selection method using Harris Hawk 

Optimization. The author used CICIoT2023, CICIoMT2024 and EdgeIIoT dataset. The 

experiment result demonstrated an accuracy of 97.31 while maintaining privacy.  Alsaleh et 

al.[112] proposed clustered based FL intrusion detection system that assig a cluster head to each 

cluster to act on behalf of FL clients. This reduced communication overhead. The proposed models 

combine three different techniques such as LSTM, BiLSTM, and WGA using the CICIoT2023 

dataset. The experiment result show BiLSTM achieves better performance under resource-

constrained IoT devices. Olanrewaju-George et al. [113]proposed an intrusion detection system 

that utilize federated learning with unsupervised autoencoder (AE) and supervised deep neural 

network (DNN) model. The author used randomized search for hyperparameter optimization and 

N-BaIoT dataset to evaluate the proposed model. The experiment result shows FL-trained with AE 

model outperformed DNN mode. Moreover, the intrusion detection system is effective in 

preserving privacy in IoT environment. 

Despite the rapidly increasing use of federated learning in cyber security domain, existing 

methods such as FedAvg, FedProx and IFCA have limitation in terms of accuracy, convergence 

speed, and scalability in non-IID condition. FedAvg performs uniform averaging without 

considering the data distribution. This leads to a slow convergence speed and performance 

degradation under non-IID IoT environments. FedProx partially addresses convergence issues by 

introducing a proximal term. However, it still experiences moderate accuracy degradation and 

limited scalability due to fixed regularization parameters. IFCA achieves high local 

personalization by clustering clients but incurs high computational and communication overhead 

as the number of clients and clusters grows. however, it lacks a dynamic weighting mechanism 

leading to moderate scalability and accuracy loss in highly non-IID environments. These 

limitations emphasise the need for a framework that incorporate clustered federated learning and 

dynamic weighted averaging component that address non-IID data, preserve privacy, and maintain 

high detection accuracy in real-world IoT cybersecurity scenarios. 
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Table 4:Related work summery for federated learning in cyber security 

Author & year   Sector  Approach Averaging weight  Non-IID 
(Doriguzzi-Corin et 
al., 2023) 

Cyber security  FLAD approach Static ✗ 

(Pourahm et 
al.,2023) 

Cyber security FedOE Static ✗ 

(Yin et al., 2022) Cyber security FL Static ✗ 
(Popoola et 
al,2022) 

Cyber security DFL Static ✗ 

(Chaudhuri et al. 
,2022) 

Cyber security DW-FedAvg Dynamic weighting ✗ 

(Ragab at el.,2025) Cyber security  AAIFLF-PPCD Static  
(Alsaleh et al.,2025) Cyber security  Static Clustering  
(X. Li et al., 2019) Image  FedAvg Static ✗ 
(T. Li et al, 2018) Image  FedProx Static ✗ 
(A. Ghosh et 
al.,2020) 

Image  IFCA Static Clustering 

Proposed  Cyber security DWCFL Dynamic weighting  Clustering 

 

As we can see from Table 3, none of the previous papers integrates clustered federated learning 

and dynamic weighted averaging. The integration of clustered federated learning and dynamic 

weighted averaging for clustered clients in the context of cybersecurity has not been explored in 

non-IID environment. Our contribution mainly lies in leveraging the strengths of both approaches 

to handle non-IID and enhance the performance of federated learning and preserve privacy. 

Clustered federated learning groups similar IoT devices based on data distribution, allowing more 

personalized and relevant model updates within each cluster. This approach effectively handles 

non-IID data issues by clustering similar IoT devices to enhance the learning process. Moreover, 

the dynamic weighting adjusts the weight of each client's model update based on local performance 

to mitigate the impact of noisy or less significant data to ensure. We have seen also inadequate 

theoretical convergence analysis and extensive empirical validations across various benchmark 

datasets to demonstrate the performance improvement and convergence speed while preserving 

IoT data privacy.  
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3.8.4. Summary of related works  

The reviewed literature in section DDoS detection, adversarial attack defense, and federated 

learning in IoT systems highlights significant progress and research gaps. Several machine 

learning DDoS attack detection approaches such as CNN, LSTM and Hybrid models have 

demonstrated high detection accuracy using benchmark datasets. These DDoS detection models 

are batch learning. These batch learning models fail to detect and adapt concept drift in dynamic 

IoT environments. Although several adversarial attack generation and defence strategies such as 

hierarchical attacks, adversarial training, and GAN-based methods, none of these strategies are 

designed to operate under online data streaming. Moreover, they are robust to known adversarial 

attacks. This limit practical applicability in real-time IoT environments. Federated learning has 

shown promising privacy-preserving solution for distributed DDoS attack detection. However, the 

existing methods such as FedAvg, FedProx, and IFCA struggle in high accuracy in non-IID 

conditions, lack dynamic client weighting, or incur high communication and computational 

overhead. Despite the potential benefits of integrating clustered federated learning with dynamic 

weighted averaging. There is no prior work that integrate these strategies for improving detection 

accuracy, scalability, and convergence speed in non-IID IoT environments. This dissertation aims 

to bridge this gap by proposing online, robust to adversarial attack, and privacy-aware DDoS attack 

detection framework suitable for real-world IoT deployments. 
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Chapter Four  

4. Proposed solutions  
 

In the landscape of Internet of Things (IoT) security, the widespread occurrence of zero-day 

attacks, concept drift, and adversarial manipulation necessitates an end-to-end and robust detection 

framework. To counter such dynamic threats, for this dissertation, three expert solutions: 

AUWPAE, MSAAD, and FedDWC are proposed to be a cohesive, end-to-end pipeline for secure, 

privacy-preserving, and adaptive Distributed Denial-of-Service (DDoS) detection. Each 

framework has a unique but complementary function within the system: AUWPAE is a stand-

alone online learner and a reusable ensemble technique; MSAAD incorporates adversarial 

detection and cleansing techniques over; and FedDWC offers scalable, federated learning over IoT 

edge devices. This chapter demonstrates the organization of the architecture and the coordination 

of the operations of these components, and an illustration of how their coordination allows strong 

detection under real-world constraints such as adversarial inputs, non-IID data, and resource 

constraints. The remaining sections explain the integration of the frameworks layer by layer, their 

specific tasks, and how coordination among them provides greater resilience, lower 

communication overhead, and system-level adaptability.  

4.1. Proposed architecture and integration components  
The Multi-Stage Adversarial Attack Defense (MSAAD) framework has three defense layers. 

First layer, the Resilient Adversarial Detection and Purification (RADP) which employs a pre-

trained model using GAN and Multi-Source Adversarial Perturbation Generator (MSAPG). RADP 

detects and purifies adversarial perturbations from IoT data stream prior to downstream 

processing. The second layer introduces a collection classifier, which are intended to enhance 

robustness by making it hard for an adversary to generalize or evade the detection. The third layer 

is MBATSE framework which dynamically select the best-performing classifiers for each input 

data. AUWPAE utilized as adaptive ensemble strategy that aggregating the results of the chosen 

base learners according to performance in real-time. AUWPAE fulfils a dual function in the 

architecture: First, as an independent drift-aware online detection model. Second, as ensemble 

method incorporated within the third layer of MSAAD for increased DDoS attack protection.  

FedDWC serves as the core of the architecture by enabling distributed learning. At the client 

side, all edge nodes execute the complete MSAAD pipeline within AUWPAE is integrated as a 
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key component. Adversarial tested and adaptively aggregated clean model updates are regularly 

uploaded to FedDWC for secure aggregation. FedDWC clients are dynamically clustered based 

on data distribution. Each cluster performs intra-cluster aggregation, followed by global 

aggregation at the cloud level. This design enhances personalization while preserving scalability 

and privacy. Furthermore, FedDWC provides high-level performance feedback to fine-tune 

AUWPAE’s ensemble weights and MSAAD’s classifier selection and purification thresholds, 

thereby completing the optimization loop. 

 

 

Figure 4: Proposed solutions high level design 

 

4.2. Process Flow 
In the proposed architecture process flow as follows: 

• real-time IoT data streams pass through a pipeline beginning with the pre-processing 

module, which normalizes and structures the raw inputs.  
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• These pre-processed inputs are then forwarded to the MSAAD framework. Within 

MSAAD, the RADP module powered by MSAPG and GAN module detect and purifies 

known and unknown adversarial perturbations. If this purification succeeds, clean data 

proceeds to the multi classifier.  

• If RADP is overwhelmed or partially fails (e.g., due to high perturbation budgets or novel 

attack strategies), the system still forwards the possibly perturbed inputs to the ensemble 

detection layer, where AUWPAE dynamically re-weights classifiers to maintain robust 

detection even under degraded conditions.  

• The predictions and model weights generated by AUWPAE either in standalone online 

mode or embedded within MSAAD are then transmitted to FedDWC system. At the client 

side, all edge nodes execute the complete MSAAD pipeline within AUWPAE is integrated 

as a key component. FedDWC clients are dynamically clustered based on data distribution. 

Each cluster performs intra-cluster aggregation, followed by global aggregation at the 

cloud level 

4.3. Key Algorithms  
The integrated solution is built upon three foundational algorithms that enable its core 

capabilities. The Accuracy Update Weighted Probability Averaging Ensemble (AUWPAE) 

framework, an adaptive online learning approach specifically designed for real-time DDoS 

detection in IoT systems. The full methodological details in Chapter 4. The Multistage Adversarial 

Attack Defense (MSAAD) framework, designed to improve the robustness of online detection 

systems against both known and unknown adversarial attacks. While its MABTSE component 

selects optimal classifiers via Thompson sampling, as fully elaborated in Chapter 5. The FedDWC 

algorithm ensures scalable and private model aggregation by dynamically clustering clients based 

on data similarity and applying dynamic weighted averaging within clusters. The complete 

algorithmic formulation and convergence analysis provided in Chapter 6.  

4.4. Novelty and Contributions 
The novelty of this research lies in the synergistic integration of three originally designed 

frameworks that collectively address the intertwined challenges of concept drift issue of online 

DDoS attack detection, adversarial attacks defence against online DDoS attack detection, and data 

heterogeneity in IoT DDoS attack detection. The AUWPAE framework introduce an online DDoS 

attacks detection under real-time streaming conditions, detailed in Chapter 4. The MSAAD 
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framework provide novel multi-stage defense pipeline combining Resilient Adversarial Detector 

and Purification (RADP), multiple classifiers, and an ensemble defense method as presented in 

Chapter 5. The FedDWC framework innovates federated learning for IoT through dynamic 

clustering and performance-weighted aggregation, enhancing personalization and convergence 

under non-IID data, as developed in Chapter 6. Collectively, their integration establishes a novel 

end-to-end paradigm for adaptive, adversarial robustness and privacy-preserving DDoS attack 

detection. 

4.5. Scope and Limitations  
Although AUWPAE enhances detection accuracy of online system, the ensemble aspect of it 

affords reasonable computational overhead, which could be a concern for deployment on ultra-

low-power IoT devices. MSAAD layered defense introduces latency and has moderate memory 

requirements, which is difficult for highly resource-constrained IoT deployments. FedDWC 

expects honest clients provide honest local model updates. The system does not automatically 

protect against Byzantine attacks like model poisoning or backdoor injection. Moreover, the 

system also relies on the assumption that clients have adequate connectivity and stability to 

participate in regular local training and aggregation cycles. Performance and privacy assurances 

can be lost in cases of unstable bandwidth, frequent packet loss, or hacked clients. On this research, 

we planned to address DDoS attack focussing on the concept drift and non-IID data distribution in 

IoT environment, privacy protection from the conventional federated learning viewpoint and 

adversarial attack detection. Hence, energy consumption analysis, testing using live IoT, privacy 

using cryptographic or other preserving mechanisms and defend against less overt attacks, such as 

'clean-label poisoning' or 'model inversion' attacks are out of scope. 

4.6. Expected Outcomes 
The proposed system is designed to achieve measurable performance gains validated across 

subsequent experimental chapters. Detection performance is expected to exceed 99% accuracy 

with robust recovery from adversarial degradation, as quantitatively demonstrated in Chapter 

5. Latency metrics for AUWPAE and MSAAD components are designed to meet real-time IoT 

thresholds below 3 ms per sample, with empirical analysis provided in Chapters 4 and 5. Federated 

efficiency through FedDWC is anticipated to show accelerated convergence and enhanced stability 

with non-IID data and client dropouts, supported by scalability experiments in Chapter 6. These 

combined outcomes position the framework as a comprehensive solution for next-generation 

adaptive IoT security. 
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Chapter Five 

5. Drift Adaptive Online DDoS Attack Detection Framework for IoT 
System 
The dynamic nature of IoT environments needs DDoS detection solution that operate in real 

time with minimal resource overhead. Traditional batch learning approaches fails to meet this 

requirement due to the need a complete dataset for retraining model. This create delays, and high 

computational costs. In addition to, the presence of concept drift such as both gradual, sudden and 

incremental decline the performance static models over time and make in effective in detecting 

zero-day attacks. This chapter introduces the Accuracy Update Weighted Probability Averaging 

Ensemble (AUWPAE) framework, an adaptive online learning approach specifically designed for 

real-time DDoS detection in IoT systems. AUWPAE addresses Research Question 1 (RQ1) and 

fulfils Objective (OB1) by enabling continuous learning from streaming data ensuring timely 

detection of both known and zero-day DDoS attacks. AUWPAE achieves high detection accuracy 

with minimal memory and processing requirements, making it suitable for deployment on 

resource-constrained IoT devices. 

The proposed online DDoS attack detection framework using online data stream analytics in 

IoT systems has three main steps: pre-processing IoT data, DDoS detection using a base model, 

and DDoS detection using online ensemble methods. The K-means clustering approach is used to 

acquire a more representative subset of the incoming IoT data streams. In order to standardize 

sample data distribution and scale every feature, a Z-score and min–max normalization is used. 

This step is discussed in Section 3.2. To handle concept drift adaptation and perform DDoS attack 

detection, four base learners, ARF-ADWIN, ARF-DDM, SRPs-DDM, and KNN-ADWIN, are 

developed. The development of the base learners is presented in Section 3.3. These base learners 

are made to adapt to the changing data distribution and detect DDoS attack in the data stream. 

Finally, the proposed AUWPAE approach, which is based on the ensemble model, is discussed in 

Section 3.4. AUWPAE combines the perdition of base models using their real-time mean square 

error rates. Figure 5 shows the proposed drift adaptive online DDoS attack detection framework 

for IoT systems. 
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Figure 5: Drift adaptive online DDoS detection framework. 

5.1. Data Pre-processing 
Data pre-processing is a basic step in all machine learning applications including DDoS attack 

detection. The performance and accuracy of the detection method can be significantly impacted 

by the representation, size, and quality of the incoming data. Particularly, selecting a dataset with 

high dimensionality and a large number of duplicate and irrelevant features will affect training. To 

address these issues, in the data pre-processing phase, we used data cleaning, data encoding, data 

normalization, and feature selection techniques. 

5.1.1. Data Cleaning 

The selected dataset network contains a number of different distinct dataset files that are 

merged into a single file. The merged single file is referred to as a combined dataset. IoT data 

values are generated in real-world applications as words or strings. Real-world datasets frequently 

have missing values due to data accessibility issues or challenges in gathering the required data. 

Missing values such as blank spaces, NaNs, and erroneous data types could be represented using 
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null values. Most machine learning models, however, cannot deal with missing values directly or 

are negatively impacted during learning. The goal of data cleaning is to fill the gaps left by missing 

data with acceptable values [31]. A number of basic cleaning techniques are used to fill missing 

variables. In this research, we replaced the missing values with the means of each column. 

5.1.2. Data Sampling 

The selection of highly representative data samples requires the use of an efficient data 

sampling method. The proposed framework uses the K-means based cluster sampling method to 

obtain a representative subset. Clustering algorithms have important roles in unsupervised models 

in grouping data samples based on their similarities. One of the common clustering methods is K-

means, which divides an unlabeled dataset into K clusters based on the degree of similarity 

between data points. 

5.1.3. Data Encoding 

In real world IoT data, values are generated as words or strings to make them human-readable. 

Data encoding involves the conversion of string information into numerical features that machine 

learning models are able to understand and process. Label, one-hot, and target encoding are 

examples of frequently used encoding methods. In this research, we used target encoding to replace 

categorical values with the means of the target variables. 

5.1.4. Data Normalization 

There are different attribute values in the combined dataset, and some features have values that 

are spread out over a large range while other values are spread out over a small range. This 

variation could affect the performance of the models. To solve this issue, we used normalization 

techniques to scale the feature values in the same range. Two common normalization methods for 

data analytics are obtaining the Z-score and min–max normalization. The min–max normalization 

approach transforms the original data linearly to achieve a balance of comparative values between 

the data before and after processing. The min–max normalization method scales a feature’s values 

to a range between 0 and 1. The min–max scaling approach is shown in Equation (14) [32]: 

 

𝑋¢£¤ = 	
𝑋 −𝑀𝑖𝑛(𝑋)

Max(𝑋) − 𝑀𝑖𝑛(𝑋)																																																										(14)	



 

 
 

58 

 

 

where Xnew is the result of normalization and X is the value to be normalized; Min and Max 

are the minimum and maximum values in each feature. 

The Z-score normalization method is based on the mean and standard deviation of the data. 

This method is helpful if the minimum and maximum values of the data are unknown. Equation 

(15) shows the formula for Z-score normalization [33]: 

𝑋¢£¤ = 	
𝑋 − 𝜇
𝛿 																																																																									(15)  

where Xnew is the result of normalization, X is the value to be normalized, μ = population 

mean, and σ = standard deviation. Min–max normalization can keep outliers in datasets; hence, it 

is more appropriate for DDoS attack detection models. On the other hand, Z-score normalization 

is robust against outliers; hence, it usually works well for data analytics problems related to non-

outliers. As a result, the proposed framework chooses both the Z-score and min–max normalization 

to handle this issue. 

5.1.5. Feature Selection 

Feature selection is used to choose a subset of the original feature set in order to increase the 

performance and speed of machine learning models. The best-performing minimal feature set can 

be identified by evaluating all feature combinations. However, with a high number of features, 

optimization approaches can be used to examine the feature search space and determine the optimal 

feature set. Information gain (IG) and Pearson correlation methods are used to remove irrelevant 

and duplicate features, respectively.  

5.2. Concept Drift 
The majority of IoT devices used in IoT systems have limited computing power and storage 

[4]. This limited memory capacity hinders their ability to handle and retain massive amounts of 

data and complex learning models. Therefore, it is crucial to develop analytics models with low 

computing complexity. Online learning methods that enable real-time analytics are able to fulfill 

IoT system time and memory requirements. Online learning methods can continuously update the 

learning model with new data samples when they arrive within a short execution time in contrast 
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to that required under the batch learning method, which frequently trains a learning model on the 

entire training dataset. IoT data samples are usually produced dynamically in constantly changing 

IoT environments. The dynamic nature of streaming traffic also makes already trained models less 

useful in recognizing zero-day attack. 

Data analytics frequently experiences concept drift issues in real-world applications due to the 

change in IoT data distribution over time. Concept drift is caused by three main data distribution 

changes: recurring, gradual, and sudden [17]. Sudden drift happens when rapid irreversible 

changes occur in a short period of time. Gradual drift happens when the data distribution gradually 

replaces the old one over time. Recurring drift happens when the previous data distribution 

happens again over time.  

Concept drift is formally defined as a set of samples, indicated as 𝑆',) = {𝑑', … , 𝑑)} for a time 

interval of [0, t], where 𝑑. = (𝑥., 𝑦.) represents a single observation, 𝑥. is the feature vector, 𝑦. is 

the label, and 𝑆1,) adheres to a specific distribution 𝑓1,)(𝑥, 𝑦). If 𝑓1,)(𝑥, 𝑦)	¹	𝑓)4#,5(𝑥, 𝑦)	, denoted 

as ∃): 𝑝)(𝑥, 𝑦)	¹		𝑝)4#(𝑥, 𝑦), then concept drift happens at timestamp 𝑡)4#. Concept drift at time 𝑡 

can also be defined as the change in the joint probability of 𝑥 and 𝑦 at time 𝑡, expressed as 

𝑝)(𝑥, 𝑦) = 𝑝)(𝑥)	* 𝑝)(𝑦/𝑥). Concept drift will happen under the following three conditions. 

• 𝑝)(𝑥) = 𝑝)4#(𝑥) while 𝑝)(𝑦/𝑥) = 	𝑝)4#(𝑦/𝑥) 𝑝)(𝑥). This type of drift is known as 

virtual drift because 𝑝)(𝑥) does not affect the decision boundary. 

• 𝑝)(𝑦/𝑥)	¹		𝑝)4#(𝑦/𝑥) while 𝑝)(𝑥) = 𝑝)4#(𝑥) while 𝑝)(𝑥) remains unchanged. This is 

considered actual drift because it affects the decision boundary and also leads to a 

decline in learning accuracy. 

• The combination of the first two, 𝑝)(𝑥)	¹	𝑝)4#(𝑥) and 𝑝)(𝑦/𝑥)	¹	𝑝)4#(𝑦/𝑥). 

Concept drift poses significant issues when building machine learning models because it can 

cause changes in data distribution that result in machine learning model performance gradually 

declining over time [18]. Hence, advanced online machine learning models need to be developed 

in order to detect and adapt the concept drift that occurs in IoT data streams. 

5.3. Drift Detection 
Drift detection is a crucial element for adaptive machine learning models that can solve concept 

drift issues. The two primary categories of drift detection methods are performance-based and 

distribution-based [19]. 
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5.3.1. Performance-Based Methods 

Performance-based concept drift detection methods are based on changes in the metrics used 

to evaluate model performance. Common examples of indicators of concept drift are accuracy 

decline and increase in error rate. If the error rate of a learner gradually decreases or remains 

constant as more samples are learned, it often indicates constant data distribution without drift. On 

the other hand, if a learner’s error rate drastically increases as more data is processed, it often 

indicates the presence of concept drift. The two well-known performance-based drift detection 

methods are the drift detection method (DDM) and early drift detection method (EDDM), which 

are able to detect concept drift by keeping track of degradations in performance. The DDM is a 

popular performance-based drift detection method that measures model error rate and standard 

deviation changes using two predefined thresholds: the warning threshold and the drift threshold 

[20]. DDM often performs well on data streams with sudden drift, but its reaction time is often too 

slow for detecting gradual drift. The early drift detection method (EDDM) is an enhanced version 

of the DDM that detects concept drift using the same concept drift detection mechanism [10]. The 

EDDM often performs well on data streams with gradual drift. Even though the EDDM frequently 

performs better than does the DDM, it still falls short for sudden drift. Furthermore, due to its 

sensitivity to noise, it may mistake noise for drift, resulting in false alarms. 
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5.3.2. Distribution-Based Methods 

Distribution-based concept drift detection is based on changes in data distributions. Data 

distribution changes can be measured using statistical variables such as mean, variance, and 

information entropy. Adaptive windowing (ADWIN) is one such widely used method that uses 

adaptive sliding windows to detect concept drift based on the statistical difference between two 

adjacent sub-windows. The adaptive windowing method uses characteristic values such as the 

mean and variance, as well as variable-size sliding windows to detect concept drift. The window 

size is dynamically increased if there is no concept drift and reduced when concept drift is detected 

[9]. IoT systems with less memory often adopt distribution-based methods since they only need to 

retain the most recent samples. Windowing methods are often quick and simple to use. However, 

they could miss certain important historical data. 

5.4. Drift Adaptation 
Concept drift must be handled after it is detected by updating the current models using the 

appropriate drift adaptation methods. Drift adaptation is a procedure used to update a model 

automatically when a concept drift occurs to enhance performance of model and detect zero-day 

attacks. The procedures usually fully retrain or alter the learning model using new dataset. The 

three categories of drift adaptation methods are model retraining, incremental learning and 

ensemble learning. 

5.4.1. Model Retraining 

One of the more simple and straightforward methods to handle concept drift is model 

retraining. Offline models are often unable to accurately predict unseen incoming streaming data. 

This problem can be addressed by retraining the model using the most recent data streams. 

However, employing this technique can cause unnecessary model retraining or drift adaptation 

delays. Therefore, it is crucial to use learning models together with an appropriate drift detection 

method to determine when to retrain the learning model for timely and necessary updates. 

There are two types of model retraining methods: full retraining and partial retraining. 

Retraining the learning model using the entire dataset and all available samples is known as full 

retraining, while partial retraining trains the model on selected parts of the dataset. The window-

based method is used to partially retrain a model using the most recent data. This reduces training 

times but may result in the loss of historical patterns. Hence, selecting the right window size is 

crucial. ADWIN is a drift detection method that uses model retraining. ADWIN performs better 
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as it uses a dynamic window to fit new data [9]. The learning model is partially retrained on only 

the new concept samples in order to save training time. 

5.4.2. Incremental Learning Methods 

Incremental learning has become commonly used in data stream analytics research. 

Incremental learning involves updating the learning model when each instance is processed. 

Incremental learning methods often partially update the learning model to fit a new data sample 

[21]. They do not require a sufficient amount of data prior to the training process due to the 

incremental learning approaches’ capacity to support progressive learning. However, only a few 

machine learning algorithms such as MLP and multinomial NB support partial updates. 

5.4.3. Ensemble Learning Methods 

Ensemble learning approaches have been developed to provide powerful learners for data 

stream analytics to enable stronger concept drift adaptation. Ensemble learning combines multiple 

base learners to tackle the same problem [22]. Ensemble learning base learners can be constructed 

using different algorithms, and different configurations of hyperparameters configuration. 

Ensemble learning models are often more generalizable than single models because they combine 

the outputs of multiple base learners. Reusing existing models in an ensemble is significantly more 

effective for concept drift adaptation than training new models on data streams with recurrent 

concept drift [23]. 

Block-based ensembles and online ensembles are the two main categories of ensemble 

techniques used in data stream analytics [24]. Data streams are divided into fixed-size blocks by 

block-based ensembles, which then train a base learner on each block. The base learners will be 

evaluated and updated each time a new block arrives. Block-based ensembles react to gradual 

drifts accurately, but they frequently take longer to respond to sudden drifts. Three common block-

based ensembles are accuracy-weighted ensemble (AWE) [25], accuracy-updated ensemble 

(AUE) [26], and the streaming ensemble algorithm (SEA) [27]. The AUE often performs better 

among the block-based ensembles [28]. AUE uses non-linear error functions to apply weights to 

base learners in order to improve performance. 

To enhance the learning performance of online ensembles, different incremental learning 

models such as Hoeffding trees (HTs) are included. Gomes et al. [11] proposed the adaptive 

random forest (ARF) approach, which makes use of HTs as base learners and ADWIN as a drift 
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detector. The drift detection mechanism replaces underperforming base trees with new trees that 

better fit. Since random forest is a well-known, effective machine learning algorithm, ARF 

frequently outperforms many other methods. ARF also includes a powerful resampling method 

and the flexibility to accommodate various drifts types. 

Gomes et al. [12] also proposed streaming random patches (SRPs) for the adaptive ensemble 

approach. Although its execution time is usually longer, SRPs often exhibit slightly better 

prediction accuracy than ARF. Leverage bagging (LB) [29] is another online ensemble that 

constructs base learners using bootstrap samples. Although LB is simple to construct, it usually 

performs worse than SRPs and ARF. Despite the fact that there are several concept drift adaptation 

strategies in use today, their efficacy is constrained by slow drift response and poor prediction 

accuracy. 

Incremental learning methods often perform poorly due to their low model complexity and 

limited drift adaptability [30], whereas block-based ensembles face significant difficulties in 

determining block size and responding quickly to drift. Online ensembles, like ARF and SRPs, 

often outperform incremental learning and block-based ensemble methods. However, because of 

their randomization strategies, they give unstable learning models, adding more unpredictability 

to DDoS attack detection. 

In line with the previous research, this research aims to detect DDoS attacks in IoT systems 

while addressing the concept drift issue. In particular, this paper proposes adaptive online DDoS 

attack detection using the ensemble learning method to address the issue of concept drift in IoT 

system DDoS attack detection. 
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5.5. Drift Adaptation Base Model Selection 
The proposed framework consists of four base models that are used to construct the online 

ensemble model (see Figure 5). The framework aims to balance learning performance and 

efficiency since it is designed for online IoT systems. Most of the existing data stream 

classification algorithms specialize in only one type of drift. Some classifiers are best suited for 

gradual drift while others are suited for sudden drifts. Our research aims to develop a data stream 

classifier that reacts to both types of concept drift. In this research, the two commonly used drift 

detection methods, ADWIN and DDM, are used together to detect concept drift. ADWIN’s sliding 

window can be expanded to a large-size window to detect long-term changes. This makes ADWIN 

an ideal match for data streams with gradual drift. DDM often works well on data streams with 

sudden drift, but its reaction time is often too slow for detecting gradual drift. The framework does 

not immediately discard older models when drift is detected; instead, it assigns weights to each 

learner based on recent predictive accuracy and drift-awareness. This allows previously relevant 

models to retain reduced influence and recover if the underlying data distribution returns, thus 

supporting robustness in the face of recurrent concept drift. Additionally, to mitigate false positives 

caused by noise, the framework employs a probabilistic averaging mechanism with decline 

functions and adaptive thresholds, which smooth short-term fluctuations. This balance ensures that 

the ensemble remains both responsive and stable under varied drift conditions.  

Online ensembles can improve learning performance using various incremental learning 

models like Hoeffding trees (HTs). The adaptive random forest (ARF) method uses HTs as base 

learners and ADWIN as a default drift detector [11]. The drift detection mechanism replaces 

underperforming base trees with new trees that fit the new concept. Since the random forest method 

is an effective technique, ARF often outperforms a variety of other methods. ARF makes the best 

use of resampling, and it is adjusted to a variety of drift types. 

Streaming random patches (SRPs) is an alternative adaptive ensemble method for streaming 

data analytics [12]. SRPs uses a combination of online bagging and random subspace algorithms 

for predictions. It uses a similar approach to the one above, except SRPs employs a global subspace 

randomization mechanism and ARF’s local subspace randomization. A flexible technique for 

increasing the diversity of base learners is global subspace randomization. Although SRPs’ 

execution time is longer than ARF’s, its prediction accuracy is frequently slightly higher. 



 

 
 

65 

ARF and SRPs are advanced drift adaptation approaches that have shown better performance 

through experimental research than other drift adaptation approaches have [11,12]. ARF is an 

advanced ensemble model that builds HTs for drift adaptation using local subspace randomization 

and that uses a drift detector for drift detection. ARF has demonstrated good performance and 

excellent execution time compared to those of others in solving data stream analytics problems 

[11]. As a result, ADWIN and DDM drift detectors are selected as base models for the proposed 

ensemble framework. The ensemble uses two ARF models with different drift detectors to preserve 

high accuracy. 

The other two models are then selected among seven online learning methods (LB, SRPs, OPA, 

PWPAE, SRPs-ADWIN, SRPs-DDM, and KNN-ADWIN) by considering execution time and 

performance. LB [34], SRPs, and SRPs-ADWIN can effectively solve concept drift but they are 

not as effective as ARF. Although HTs’ computational costs are low, this method is not selected 

due to performance limitations. The other two models, OPA and PWPAE [30], are not selected 

because of their high computational complexity. Hence, ARF-ADWIN, ARF-DDM, SRPs-DDM, 

and KNN-ADWIN are selected for our proposed online learning framework. Below is a summary 

of the justifications for selecting these models. 

ADWIN performs better for detecting gradual drift whereas DDM performs effectively for 

detecting sudden drift. Combining these two makes it possible to detect sudden and gradual 

concept drifts. 

Experimental results demonstrate that ARF-ADWIN and ARF-DDM perform better at 

handling concept drift than do other drift adaptation approaches. Since ARF-ADWIN and ARF-

DDM are extensions of the adaptive random forest (ARF) method, the proposed framework 

inherits the ability to adapt to concept drift and improve overall system performance.  

The selected models, ARF-ADWIN, ARF-DDM, SRPs-DDM, and KNN-ADWIN, result in 

better performance while maintaining a shorter execution time. Hence, they are well suited for 

online DDoS attack detection and concept drift adaptation. 

 

5.6. Accuracy Update Weighted Probability Averaging Ensemble (AUWPAE) 
In this research, a novel Accuracy Update Weighted Probability Averaging Ensemble 

(AUWPAE) is proposed for combining the base learners for IoT data stream analytics. AUWPAE 

makes use of the advantages of the previous approaches while mitigating their limitations. 
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AUWPAE provides dynamic weights to base learners in accordance with their real-time 

performance. The AUWPAE approach utilizes the weighted average approach. The prediction 

probability of each base learner is assigned a weight and multiplied by the prediction probability 

of that base learner. The multiplication results are summed to determine the final prediction 

probability. The prediction class of the proposed model will be the final one with the highest 

average probability [21]. Given a data stream, 𝐷 = {(𝑥#, 𝑦#), (𝑥�, 𝑦�), …(𝑥¢, 𝑦¢)}, consisting of c 

different target classes, 𝑦 ∈ 1,… 𝑐. The predicted target category, 𝑦©, for each data input, x, can be 

expressed mathematically using the following Equation (16) [21]: 

𝑦© 	=
𝑎𝑟𝑔							𝑚𝑎𝑥

																𝑖 ∈ (1, … , 𝑐)	
∑ 𝑤­𝑝­®𝑦­ = 𝑖	¯𝐿­,			𝑥)°
­x#

𝑏 																										(16) 

 
 

where 𝐿­ stands for the jth base learner model, 𝑝­(𝑦	 = 𝑖	|𝐿­, 𝑥)	 defines the probability of 

predicting a class value, i, on a data sample, x, using the jth base learner, 𝐿­; b is the number of 

base learner models, which in our case is b = 4; and 𝑤­ denotes the weight of each base learner 

model, 𝐿­. The weight of base learner can be quantitatively assessed using the accuracy-updated 

ensemble method [28]. For every data stream, the weight of the base learner model, 𝑤­, is 

calculated by estimating the mean square error rate on data stream 𝐷 =

(𝑥#, 𝑦#), (𝑥�, 𝑦�), … (𝑥¢, 𝑦¢), as shown in Equations (17)–(19): 

𝑀𝑆𝐸.­ =
#
|Gn|
∑ (1 − 𝑓�

­(𝑥))�{G,�}∈Gn 									                                         (17) 

𝑀𝑆𝐸³ =´𝑝(𝑦)(1 − 𝑝(𝑦))�
�

																																																											(18) 

 𝑤.­ =
#

µ¶·¸4	µ¶·n¹4∈
																																																																											(19) 

where the function 𝑓�
­(𝑥) represents the probability given by the base learner model, 𝐿­, that X 

is an instance of class 𝑦. The accuracy-updated ensemble algorithm considers probabilities for all 

classes instead of making predictions for a single class. 𝑀𝑆𝐸.­ evaluates the prediction error of the 

base learner model, 𝐿­, on datum 𝑥.. 𝑀𝑆𝐸³ is the mean square error of a randomly predicted base 

learner model and is used as a reference point for the current class distribution. To avoid issues 

with division by zero, a very little positive value, ∈, is also added to the equation. Equation (20) is 

used as weighting formula to combine the accuracy of the base learner model with the current class 
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distribution. In addition, assigning ensemble members new weights for each datum, 𝑥., a candidate 

base learner model, 𝐿­, is built from instances in the most recent data. 𝐿­ is a “perfect” base learner 

model, since it is trained on the most recent data. Equation (20) is used to determine its weight. 

𝑤.­ =
1

𝑀𝑆𝐸³+∈
																																																											(20) 

The weight of the candidate base learner model, 𝐿­, does not take into consideration the 

prediction error for base learner 𝐿­ in comparison with the function used to weight the members 

of the current ensemble. This approach is based on the assumption that the most recent data reflect 

the distribution of the present and the near-future data. 𝐿­ is considered to be the best base learner 

model available, because it is trained using the most recent data. The proposed Accuracy Update 

Weighted Probability Average Ensemble Algorithm (Algorithm 1) is shown below. 

The computational complexity of the AUWPAE model is primarily determined by the 

complexity of the selected based models; the AUWPAE method itself has a linear computational 

complexity of O(pwb), where p is probability of predicting the base learner, b is the number of 

base learner models, which in our case is b = 4, and, w denotes the weight of each base learner 

model. Most of the performance comparisons are conducted with the base learners used in the 

proposed framework. AUWPAE adds a weighting algorithm that is linear in complexity on top of 

the base learners. Hence, the proposed framework should have nearly the same complexity as the 

base learner, which can be further improved by replacing lower complexity base learners 

Algorithm 1: Accuracy Update Weighted Probability Averaging Ensemble (AUWPAE). 
Input: X_train, y_train, X_test, y_test 
Output: t, m (time steps and accuracy metrics) 
function AUWPAE (X train, y train, X test, y test) 
1  Initialize a, t, e, eps=0.0001 
2  Initialize base learners j = 4 
3  for each instance (𝑥., 𝑦.) in 𝑋_𝑡𝑟𝑎𝑖𝑛, y_train do. // learn base learners using training 

set 
4         𝐿­ ← (𝑥., 𝑦.) 
5  end for 
6  for each instance (𝑥., 𝑦.) in 𝑋_𝑡𝑒𝑠𝑡, in y_𝑡𝑒𝑠𝑡 do. // predict using test set 
7         𝑦_𝑝𝑟𝑒𝑑­ ← 𝑏𝑙	(𝑥.)                   //predict target 
8         𝑦_𝑝𝑟𝑜𝑏­ ← 𝑏𝑙𝑃𝑟𝑜𝑏𝑃𝑟𝑒𝑑	(𝑥.)                //target prediction probability 
9         𝑏𝑙. 𝑢𝑝𝑑𝑎𝑡𝑒(𝑥., 𝑦.)    //update base leaner.    
10  end for 
11  for j = 1 to 4 do 
12        𝑒. ← 𝑀𝑆𝐸.(𝑦., 𝑦_𝑝𝑟𝑒𝑑.)//calculate real-time MSE for each base learner  
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13        𝑊 ← 1/(𝑒­ + 𝑒𝑝𝑠)         //calculate weight  
14        𝑦_𝑝𝑟𝑜𝑏­' ← 𝑦_𝑝𝑟𝑜𝑏­                      //probability for class 0 
15        𝑦_𝑝𝑟𝑜𝑏­# ← 𝑦_𝑝𝑟𝑜𝑏­                          //probability for class 1 
16        𝑦_𝑝𝑟𝑜𝑏' ← 𝑦_𝑝𝑟𝑜𝑏­ ∑ 𝑊­ ∗ 𝑦𝑝𝑟𝑜𝑏­'À

­x#   //average weighted probability for class 0 
17        𝑦_𝑝𝑟𝑜𝑏# ← 𝑦_𝑝𝑟𝑜𝑏­ ∑ 𝑊­ ∗ 𝑦𝑝𝑟𝑜𝑏­#À

­x#   //average weighted probability for class 0 
18  end for 
19  If     𝑦_𝑝𝑟𝑜𝑏' > 	𝑦_𝑝𝑟𝑜𝑏#                       
20  .       𝑦_𝑝𝑟𝑒𝑑	 ← 0 
21  else   𝑦_𝑝𝑟𝑜𝑏' < 	𝑦_𝑝𝑟𝑜𝑏#                       
22           𝑦_𝑝𝑟𝑒𝑑	 ← 1 
23  calculate accuracy, precision, recall, and F1-score; 
24   return t, a 
25  end function  
26  Initialize a, t, e, eps=0.0001 
   

 
The proposed Accuracy Update Weighted Probability Averaging Ensemble (AUWPAE) 

makes use the advantages of the previous approaches while mitigating their limitations. We 

developed AUWPAE to address both sudden and gradual drifts, and enhance the detection and 

adaptability capabilities of current methods. Further, this study aims to proposed a novel ensemble 

framework that successfully achieves a trade-off between execution time and predictive accuracy. 

5.7. Convergence Analysis of the AUWPAE. 
Performance theoretical validation our proposed AUWPAE model employ regret analysis from 

online learning theory. Regret analysis quantifies the cumulative difference between the loss 

incurred by the ensemble model and the best-performing base learner selected in hindsight. The 

regret bound for AUWPAE is  𝑅$ ≤ Ä2𝑇 log(𝑛) where, 𝑇 is the number of time steps and 𝑛	is the 

number of base learners. We conclude that AUWPAE gets sublinear regret, and its average regret 

goes to zero as 𝑇 → ∞. The result demonstrates that AUWPAE converges to the optimal individual 

learner's performance, guaranteeing stable learning even under streaming scenarios. The proof 

relies on assumptions like convexity and boundedness of loss function, and emphasizes the 

theoretical stability of AUWPAE even in concept drift. The detailed proof for the regret bounds 

and convergence analysis for AUWPAE as follows:  

Assumptions 

1. Convex Loss Functions: The loss functions ℒ) are convex. 
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2. Bounded Losses: The individual losses are bounded, i.e., for all 𝑡 and all models 𝑓 in 

the hypothesis class 𝐹, there exists a constant 𝑈 such that 𝑙(𝑓(𝑥)), 𝑦)) 	≤ 	𝑈 

3. Number of Base Learners: The ensemble consists of n base learners 

Theorem 1: Regret Bound  

Let ℒ)be the loss of the ensemble model at time 𝑡 on instance (𝑥)	, 𝑦))and let ℒ)∗  be the loss of 

the best possible model in hindsight. The cumulative regret 𝑅$ after 𝑇 rounds is defined as: 

𝑅$ 	= 	∑ ℒ)$
)x# − ∑ ℒ)∗$

)x#                                                    (21) 

The cumulative regret 𝑅$ is bounded by: 

𝑅$ 	= 	Ä2𝑛𝑇 log(𝑛)                                                         (22) 

Assume the ensemble model is initialized with 𝑛	base learners. Each learner	𝑗	is associated 

with an initial weight 𝑤.(1) such that the weights sum to 1: 

𝑤­(1) 	= 	
#
¢
 for all j 

The loss of the ensemble at time 𝑡	is the weighted average of the losses of the base learners: 

ℒ) 	= 	∑ 𝑤­(𝑡)𝑙­¢
­x# (𝑥), 𝑦))                                                     (23) 

The loss of the best possible model in hindsight at time 𝑡 is 

ℒ)∗ = 	minÍ∈Î
𝑙(𝑓(𝑥)), 𝑦)) 

The cumulative regret 𝑅$ is 

𝑅$ 	= 	∑ ℒ)$
)x# − ∑ ℒ)∗$

)x#                                                      (24) 

The weight update rule for the Hedge algorithm is: 

𝑤­(𝑡 + 1) 	= 	𝑤­(𝑡)	𝑒𝑥𝑝	(−𝜂𝑙­(𝑥­, 𝑦­))                                          (25) 

where 𝜂, is the learning rate 

Normalize the weights so that they sum to 1: 

𝑤ÐÑÑÑ(𝑡 + 1) 	= 	
𝑤­(𝑡 + 1)

∑ 𝑤­(𝑡 + 1)¢
­x#

																																																													(26) 

Define the potential function: 
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𝜃 = 	∑ 𝑤­¢
­x# (𝑡)                                                            (27) 

analysis using potential function 

Initially, 𝜃	 = 1 because the weights are initialized to sum to 1. 

The update rule ensures that the potential function evolves as: 

𝜃)4# 	= 	∑ 𝑤­(𝑡)	𝑒𝑥𝑝	(−𝜂𝑙­(𝑥­, 𝑦­))¢
­x#                                                     (28) 

To apply Jensen's inequality, For a convex function 𝑓, Jensen's inequality states that for any 

probability distribution {𝑝­} and values {𝑥­}: 

 𝑓(∑ 𝑝­¢
­x# 𝑥­) 	≤ ∑ 𝑝­f(𝑥­)¢

­x#   

In our context, we can normalize the weights to form a probability distribution: 

¤¹())
ÓH

, where  ∑ ¤¹())
ÓH

	= 	1¢
­x#  

Now, apply Jensen's inequality to the exponential function: 

𝑒𝑥𝑝(−𝜂∑ ¤¹())
ÓH

	𝑙.(𝑥), 𝑦))) 	≤ 		∑
¤¹())
ÓH

	𝑒𝑥𝑝(−𝜂𝑙­(𝑥), 𝑦)))¢
­x#

¢
­x#                              (29) 

Applying jensen's inequality to the potential function 

Multiply both sides of the inequality by 𝜃): 

𝜃)	𝑒𝑥𝑝(−𝜂 ∑
¤¹())
ÓH

	𝑙.(𝑥), 𝑦))) 	≤ 		∑ 	𝑤­(𝑡)	𝑒𝑥𝑝(−𝜂𝑙­(𝑥), 𝑦)))¢
.x#

¢
­x#                       (30) 

Notice that the right-hand side of the inequality is 𝜃)4# 

𝜃)	𝑒𝑥𝑝(−𝜂∑
¤¹())
ÓH

	𝑙­(𝑥), 𝑦))) 	≤ 		 𝜃)4#¢
­x#                                         (31) 

By rearranging the inequality, we obtain: 

𝜃)4# 	≤ 𝜃)	𝑒𝑥𝑝(−𝜂 ∑
¤¹())
ÓH

	𝑙­(𝑥), 𝑦)))	¢
­x#                                             (32) 

The concept of the "Best Expert's Loss" refers to the performance of the best-performing expert 

(or base learner) in hindsight, after observing the entire sequence of data points. In the context of 

online learning and the Hedge algorithm, it helps to measure the effectiveness of the algorithm by 

comparing its cumulative loss to that of the best expert. 
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Lower Bound on Potential Function 

On the other hand, by using the best expert's loss, we have: 

𝜃$4# 	≥ max
)
𝑤.(1) 𝑒𝑥𝑝(−𝜂∑

¤¹())
ÓH

	𝑙­(𝑥), 𝑦))) 	≥
#
¢
	𝑒𝑥𝑝(−𝜂∑ ℒ)∗$

)x# )¢
­x#                    (33) 

Combining Inequalities 

Combining the upper and lower bounds, we get: 

𝑒𝑥𝑝(−𝜂 ∑ 	ℒ) ≥
#
¢
	𝑒𝑥𝑝(−𝜂∑ ℒ)∗$

)x# )¢
­x#                                            (34) 

taking the logarithm on both sides and rearranging terms: 

−𝜂∑ 	ℒ) ≥ log Õ#
¢
Ö 	− 𝜂 ∑ ℒ)∗$

)x#
¢
­x#                                                       (35) 

Simplifying, we obtain the bound on the cumulative regret: 

∑ ℒ)∗$
)x# − ∑ 	ℒ) 		≥

×ØÙ¢
Ú
	¢

­x#                                                          (36) 

Choosing the optimal learning rate 𝜂 to minimize this bound, we set: 

𝜂 = 	Û×ØÙ¢
�$

                                                                        (37) 

Substituting this value of 𝜂 into the bound, we get: 

𝑅$ ≤ Ä2𝑇 log(𝑛)                                                                 (38) 

The detailed steps show that the cumulative regret 𝑅$	for ensemble methods of proposed is 

bounded by Ä2𝑇 log(𝑛). This bound indicates that the average regret ÜÝ
$

 converges to zero as 𝑇 

increases. This demonstrates the ensemble's performance approaches the performance of the best 

possible model over time. The convergence rate Û×ØÙ(¢)
$

. quantifies how quickly this convergence 

occurs. 
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5.8. Methodology and Experiments 
 
5.8.1. Dataset 

To evaluate the proposed online DDoS detection framework, we used two security datasets: 

CICIoT2023 and IoTID20. In 2023, the Canadian Institute for Cybersecurity developed 

CICIoT2023 dataset [35]. To generate the attack traffic, 33 attacks are executed on 105 IoT devices 

as targets. The traffic includes normal and attack traffic from DDoS, DoS, Recon, and Web-based 

DDoS attack, brute force, spoofing, and Mirai. The dataset contains the most common and current 

attacks as of this time. However, for this experiment, we use DDoS and normal traffic. 

CICIoT2023 is a new realistic IoT dataset that was created by generating real IoT device traffic 

data from both legitimate and malicious IoT devices that include different DDoS attacks. 

The IoTID20 dataset has been used for developing DDoS attack detection in several studies 

[36]. The authors of the IoTID20 dataset [37] performed binary and multiclass classification, and 

reported the accuracy scored for different classifier methods. DDoS attack types included in the 

IoTID20 dataset are: Mirai-ACK flooding, Mirai brute force, Mirai-HTTP flooding, and Mirai-

UDP flooding. The IoTID20 dataset is a relatively new dataset that considers IoT devices while 

containing DDoS attacks, and several recent works have used it to develop an IDS [38]. IoTID20 

focuses on IoT security and provides a wide range of attack and normal samples from various IoT 

devices. The following Table 4 shows representative attributes for CICIoT2023 and IoTID20 

datasets.  

Table 5: Representative attributes used for CICIoT2023 and IoTID20 dataset 

Family CICIoT2023 (examples) IoTID20 (examples) 
Identification / headers flow_duration, protocol, src_port, 

dst_port 
flow_duration, protocol, 

src_port, dst_port 
Volume fwd_pkt_cnt, bwd_pkt_cnt, fwd_bytes, 

bwd_bytes, avg_pkt_len 
tot_pkts, tot_bytes, fwd_bytes, 

bwd_bytes, avg_pkt_len 
Timing fwd_iat_mean/max/min/std, bwd_iat_*, 

flow_pkts_per_s, flow_bytes_per_s 
iat_mean/max/min/std, 
pkts_per_s, bytes_per_s 

TCP flags counts/indicators for SYN, ACK, FIN, 
RST, PSH, URG (when applicable) 

counts/indicators for SYN, 
ACK, FIN, RST 

Ratios & asymmetry fwd_bwd_pkt_ratio, 
fwd_bwd_byte_ratio, header/payload 

ratios 

fwd_bwd_pkt_ratio, 
fwd_bwd_byte_ratio 

Error/retransmission (if 
present) 

fwd_retrans, bwd_retrans, out-of-order 
flags 

— 
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5.8.2. Performance Metrics 

The proposed framework is analyzed from a variety of perspectives to provide a comprehensive 

view of the experiment. The four-performance metrics, accuracy, precision, recall, and F1-score, 

are the primary metrics we used to evaluate the performance of the proposed framework. Latency 

and throughput are also measured to evaluate the learning and detection speed. 

In this case, latency refers to the delay in the response time to a specific input. It represents the 

typical processing time needed by our model to analyze and classify each sample. On the contrary, 

throughput is a measure of how many data the system can process in a given amount of time. In 

our context, it corresponds to the number of samples our model can analyze and classify in a given 

unit of time. Low latency and high throughput are the two essential performance criteria for 

machine learning and data analytics models. A balance between prediction accuracy and latency 

should be maintained by efficient learning models in order to achieve real-time analytics. 

5.8.3. Experiment Environment 

The proposed online DDoS detection framework aims to detect DDoS attacks on IoT systems. 

To observe the performance of the proposed approach, we developed a prototype using Python 

3.10 programming language in the Jupyter Notebook environment. The River library [39] was 

used for data stream analytics and addressing concept drift through machine learning. To support 

reproducibility and adversarial robustness evaluation, we used Python 3.10 and explicitly 

documented all critical dependencies, including River 0.15.0, Scikit-learn 1.2.2, and TensorFlow 

2.11. A fixed random seed (42) was used across all experiments to ensure consistency. The 

experiment was conducted on a machine running Intel(R) Xeon(R) CPU @2.20 GHz and with 16 

GB of RAM. 

5.9. Result and discussion 
The datasets used during the experiments are IOTID20 and CICIoT2023. The attack patterns 

on both datasets have changed overtime, resulting in three and seven concept drifts on the IOTID20 

and CICIoT2023 datasets, respectively. The changes and in particular the occurrence of the 

concept drifts in the datasets show the dynamic nature of IoT streaming traffic. The concept drifts 

are shown in Figures 6 and 7 using black arrows. All other concept drifts shown for both the 

IOTID20 dataset in Figure 6 and CICIoT2023 dataset in Figure 7 are sudden drifts, except for the 

third and the last drifts shown for the CICIoT2023 dataset in Figure 7. The third and the last drifts 

shown for the CICIoT2023 dataset in Figure 10 are gradual drifts. The performance of the proposed 
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model, which is AUWPAE, is compared with that of other state-of-the-art online adaptive learning 

methods, such as ARF-ADWIN, ARF-DDM, SRPs-ADWIN, SRPs-DDM, KNN-ADWIN, HTs, 

LB, and PWPAE, using two datasets: IOTID20 and CICIoT2023. The experimental results are 

presented in Figures 6 and 7, and Tables 5 and 6. 

 
Figure 6: Model comparison using IoTID20 dataset. Arrows indicate concept drifts. 

 
 
 

Table 6: Model comparison using IoTID20 dataset. 

Models Comparison Using IoTID20 Dataset 

 Accuracy Precision Recall F1-Score Latency (ms) 
Throughput 
(Sample Per 
Second)  

ARF-ADWIN 98.22 98.60 99.53 99.06 0.24 4166 
ARF-DDM 98.58 98.80 99.7 99.25 0.26 3846 
SRPs-ADWIN 98.83 98.94 99.83 99.38 2.79 358 
SRPs-DDM 98.84 98.94 99.85 99.39 2.90 345 
HTs 95.45 95.91 99.42 97.63 0.11 9090 
LB 97.60 98.22 99.25 98.72 1.56 641 
KNN-ADWIN 99.13 99.10 99.75 99.42 1.15 869 
PWPAE 98.88 98.86 99.96 99.41 2.79 358 
AUWPAE 99.54 99.51 99.99 99.76 2.73 365 

 
 

Figure 6 and Table 5 show performance comparisons of the proposed model, which is 

AUWPAE, with other previously proposed models, i.e., ARF-ADWIN, ARF-DDM, SRPs-

ADWIN, SRPs-DDM, HTs, LB, KNN-ADWIN, and PWPAE, using the IOTID20 dataset. The 

performance metrics used for comparison were accuracy, precision, recall, F1-score, latency, and 



 

 
 

75 

throughput. From the experimental results, in terms of accuracy, the proposed model achieved an 

average accuracy of 99.54%. This result shows that AUWPAE outperforms the other online 

adaptive learning methods. The reason why the proposed model performed better than the others 

is mainly attributed to the weighting algorithm used for ensemble. The two selected base models, 

SRPs-DDM and KNN-ADWIN, achieved better accuracy. The accuracies of SRPs-DDM and 

KNN-ADWIN are 98.84% and 99.13%, respectively, while using the IoTID20 dataset. This is 

because the proposed model is an extension of the AUE, and the weighting of classifiers is 

performed using non-linear error function, which contributes to performance enhancement. In 

terms of precision, recall, and the F1-score, the experimental results show that the proposed model 

achieved 99.51%, 99.99%, and 99.76%, respectively. These results show that the proposed 

approach has relatively accurate and precise DDoS attack detection capability than the other 

solutions and is robust to concept drifts. 

In terms of latency, the proposed model uses an average of 2.73 ms to classify a given sample 

as attack and normal while using IoTID20 dataset (see Figure 6 and Table 5). The other online 

adaptive models HTs, ARF-ADWIN, ARF-DDM, KNN-ADWIN, and LB performed better than 

the proposed approach, i.e., AUWPAE, in terms of processing time. AUWPAE is better than only 

PWPAE, SRPs-ADWIN and SRPs-DDM, respectively. The reason why the proposed model took 

more time to process and give results is mainly attributed to the ensemble algorithm. However, on 

the proposed ensemble model, ARF-ADWIN and ARP-ADWIN have positive contribution on 

latency. Since, the two models ARF-ADWIN and ARF-DDM achieved excellent latency 

compared to the other models which are 0.24 ms and 0.26 ms using the IoTID20 dataset, 

respectively. ARF-ADWIN is the second fastest approaches in the experiment while KNN-

ADWIN is the third. 

For this experimental setup, the last performance metrics used were throughput. The 

experimental result shows that the average throughput achieved by the proposed model 

(AUWPAE) is 365 samples/second. This result would mean that AUWPAE is better than PWPAE, 

SRPs-DDM, and SRPs-ADWIN. ARF-DDM, LB, HTs, and KNN-ADWIN performed better than 

the proposed model. The relatively high throughput values inversely correlate with the latency of 

the methods. Their accuracy and F-score values, however, is low when compared to the proposed 

approach. This shows that even though the proposed system is slower to classify data samples in 

microseconds, it is able to detect DDoS attacks better than the other methods in the presence of 

concept drift. 
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Figure 7: Models comparison using CICIDS2017 dataset. Arrows indicate concept drifts. 

 
Figure 7 and Table 6 show the experimental results of the proposed model and the other 

methods considered in this research while using CICIoT2023 dataset. In terms of accuracy, the 

proposed model, i.e., AUWPAE, has achieved 99.33% accuracy, which is the highest when 

compared to the other methods in this experiment. Moreover, in terms of precision, recall, and F1-

score performance metrics, AUWPAE has achieved 98.88%, 96.53%, and 97.98%, respectively, 

which are better than the other methods. These results indicate that the proposed approach is able 

to detect DDoS attacks more accurately than the other methods in the presence of concept drifts. 

Table 7: Model comparison using CICIoT2023 dataset. 

Models Comparison Using CICIoT2023 Dataset  

 Accuracy Precision Recall F1-Score Latency 
(ms)  

Throughput 
(Sample Per 
Second) 

ARF-ADWIN 98.78 97.37 94.58 95.95 0.26 3723 
ARF-EDDM 98.83 98.16 94.21 96.15 1.29 773 
SRPs-ADWIN 98.94 97.75 95.25 96.48 2.32 430 
SRPs-DDM 98.83 97.03 95.37 96.19 2.41 413 
HTs 93.11 75.89 80.69 78.22 0.25 3997 
LB 98.50 95.44 95.81 95.62 0.12 7692 
KNN-ADWIN 98.65 94.53 96.77 95.64 0.13 7182 
PWPAE 98.92 97.75 95.13 96.14 1.38 721 
AUWPAE 99.33 99.88 96.53 97.78 1.29 773 
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The latency of AUWPAE is 1.29 ms. AUWPAE is relatively slow when it is compared with 

HTs, ARF-ADWIN, KNN-ADWIN, and LB, and fast when compared with PWPAE, SRPs-DDM, 

and SRPs-ADWIN. LB is the fastest method but has low accuracy and a low F1-score when 

compared with AUWPAE. The higher latency value of AUWPAE is mainly attributed to the 

ensemble algorithm. However, this has given it the advantage to detect DDoS attacks accurately. 

This result is also consistent with the IOTID20 dataset. 

The throughput of the proposed model, the AUWPAE, achieved 773 samples/second, making 

it better than ARF-EDDM, SRPs-ADWIN, SRPs-DDM, and PWPAE. However, it performed 

worse than ARF-ADWIN, HTs, and KNN-ADWIN did. 

The AUWPAE showed better accuracy and F1-score values for both datasets while taking 

relatively more time (in ms) to process the data. This indicates that AUWPAE is able to correctly 

classify normal and DDoS attacks accurately while there are three or more concept drifts in a short 

period of time. In real-world contexts, however, concept drifts would happen less frequently. 

Hence, the AUWPAE is expected to perform better in a real-world scenario. Even though 

AUWPAE is relatively slow, we believe that the accuracy of the classification plays an important 

role in making a decision to protect an IoT system. Moreover, the latency of AUWPAE is less than 

the latency requirement of IoT production applications [40]. The target application areas are cyber-

physical systems, smart grid monitoring, and traffic control in smart cities. The current 2.73 

ms/sample latency performance for AUWPAE is comfortably within acceptable values dictated 

by NIST SP 800-183 and relevant research on real-time IoT infrastructure.  

5.10. Summery  
IoT DDoS attack detection solutions are usually developed to protect IoT systems from DDoS 

attacks using IoT data stream analytics. However, IoT data are usually dynamic and could have 

concept drifts. This paper provides a novel Accuracy Update Weighted Probability Averaging 

Ensemble (AUWPAE) approach to detect concept drift and perform zero-day DDoS detection. We 

evaluated the proposed model using the IoTID20 and CICIoT2023 datasets with benign and DDoS 

traffic data that had concept drifts. The results show that AUWPAE achieved better accuracies of 

99.54% and 99.33% for the respective datasets when compared with those of the other eight 

models. This result indicates that the proposed adaptive online DDoS attack detection framework, 

which uses AUWPAE is able to detect DDoS attacks in the presence of concept drifts. In this 
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paper, we also presented the IoT DDoS attack detection solution deployment framework for IoT 

systems. 
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Chapter Six 

6. Multi-Stage Adversarial Defense for online DDoS attack detection 
system in IoT 

 
Online learning systems become increasingly vulnerable to adversarial attacks that subtly 

manipulate input data to degrade model performance. Most of the current adversarial defense 

mechanisms are batch learning and trained on known attack patterns, and fail to generalize to 

unseen adversarial attacks. This chapter proposes the Multistage Adversarial Attack Defense 

(MSAAD) framework, designed to improve the robustness of online detection systems against 

both known and unknown adversarial attacks. Addressing Research Question 2 (RQ2) and fulfils 

Objective OB2. MSAAD integrates a Resilient Adversarial Detector and Purification (RADP) 

module, multiple base classifiers, and an adaptive ensemble based on Multi-Armed Bandits with 

Thompson Sampling (MLBTSE). This layered defense ensures sustained model accuracy even 

under adversarial conditions, enhancing the trustworthiness and resilience of IoT DDoS detection 

systems 

The proposed framework is a comprehensive solution designed to protect online DDoS attacks 

detection systems against adversarial attacks in IoT environments. It integrates multiple 

components to achieve a robust online DDoS detection system. The framework consists two main 

components: pre-processing and the Multi-Stage Adversarial Attack Defense (MSAAD) 

framework. The MSAAD framework is designed to protect IoT systems from DDoS attacks 

through a combination of Resilient Adversarial Detection and Purification (RADP), multiple 

classifiers, and ensemble defense strategies. These components interact seamlessly to ensure real-

time, robust performance against multiple and unknown adversarial attacks. 

1. Pre-Processing 
Pre-processing ensures clean, well-represented, and balanced IoT data streams for optimal 

model DDoS attack detection accuracy. This step includes encoding, cleaning, sampling, 

balancing, normalization, and feature selection of data. These techniques prepare IoT data streams 

for online DDoS attack detection. 

2. Multi-Stage Adversarial Defense (MSAAD) 
The proposed MSAAD composed of three layers of defense:  

1) RADP (First Defense Layer) 
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The Resilient Adversarial Detection and Purification (RADP) designed to detects and 

purifies adversarial attacks against online DDoS attack detection systems addressing 

from multiple and unknown adversarial attacks. The RADP consists two main 

components: Resilient Adversarial Detector (RAD) and purification modules. The 

RAD module detects adversarial attacks by leveraging the strengths of Generative 

Adversarial Networks (GANs) and multisource adversarial perturbations (MSAP). A 

GAN are employed to reduce the gap between the training data and the real-world data. 

MSAP crafts a variety of adversarial attack methods to create diverse perturbations to 

train adversarial attack detectors. The purification module is used to purify adversarial 

perturbations to enhance the robustness of online learning models by systematically 

removing the detected data points using RAD.  

2) Multiple Classifiers (Second Defense Layer) 

This layer consists of multiple classifiers designed to defend against adversarial attacks. 

Utilizing multiple classifiers significantly makes it harder for attackers to exploit the 

system. Each classifier is optimized for different traffic patterns, ensuring high 

accuracy and robustness against sophisticated attack strategies. 

3) Ensemble Defense (Third Defense Layer)  

The third layer of defense is the Multi-Armed Bandit with Thompson Sampling 

(MABTSE), which operates by balancing exploration (trying different online learning 

models) and exploitation (using the best-known online learning model) to dynamically 

select an optimal classifier or ensemble for each data point. For the ensemble, we 

employed the Accuracy Update Weighted Probability Averaging Ensemble 

(AUWPAE) approach to combine the base learners (classifiers) for IoT data stream 

analytics [9]. 

6.1. Data pre-processing  
Data pre-processing is essential to ensure that incoming data are clean, well-represented, and 

balanced for optimal model performance. The performance of the DDoS attack detection method 

can be significantly affected by the representation, size, and quality of incoming data. In particular, 

selecting a dataset with high dimensionality and a large number of duplicate and irrelevant features 

can adversely impact the training process. To address these issues, we employed data cleaning, 

encoding, normalization, and feature selection techniques. 

a) Encoding 
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IoT data values were generated as words and strings to enhance readability. Data 

encoding involves converting string information into numerical features that can be 

understood and processed by online learning models. One-hot encoding and target 

encoding are examples of frequently used data encoding methods. Hot encoding is a 

common method used to represent each category as a binary vector. However, in an 

online environment, incremental one-hot encoding is used to dynamically add new 

categories to the encoding matrix as data arrive. In this study, we utilized incremental 

one-hot encoding to handle the dynamic nature of the IoT data. 

b) Data Cleaning 

IoT streams often experience missing values due to data accessibility issues. These gaps 

are typically addressed using incremental imputation techniques, such as mean or 

median imputation or last observation carried forward (LOCF), as data arrives. In an 

IoT environment, data distribution can change over time. Therefore, the cleaning 

process must be adaptive, and its parameters should be continuously updated to reflect 

the current state of the incoming data stream. In this study, we employed the missing 

values using mean or median imputation techniques. 

c) Sampling  

The selection of highly representative data samples necessitates an efficient data-

sampling method. In online learning, sampling is conducted using incremental K-

means and minibatch K-means. In incremental K-means clustering, data points are 

assigned to the closest cluster centroid. The centroid is updated incrementally when 

new data arrives. This approach enables the online DDoS detection model to 

dynamically maintain its cluster, without requiring access to the entire dataset. Mini-

batch K-means is other method used to process small batches of data simultaneously.  

This makes it more scalable and efficient for an online DDoS attack detection model. 

The proposed framework employs a mini-batch K-mean-based cluster sampling 

method to obtain highly representative data.  

d) Data Balancing  

The sampling method is effective in handling class imbalances in machine learning. 

The Synthetic Minority Oversampling Technique (SMOTE) generates synthetic 

samples by adding existing minority class samples to create a balanced dataset. We use 

the online SMOTE sampling method to generate synthetic samples when new minority 
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class instances arrive. This helps to prevent our framework from becoming biased 

towards the majority class. This leads to improved performance of the proposed 

framework. 

e) Data normalisation  

Data normalization is a key pre-processing step in online learning to ensure that the 

feature values are within the same range. In online learning, data arrive incrementally; 

therefore, normalization must be performed dynamically. Two common normalization 

methods used on data analytics are the Z-score and min-max normalization. The min-

max normalization approach transforms the original data linearly to achieve a balance 

of comparative values between the data before and after processing. The min-max 

normalization method scales the values of a feature to a range between 0 and 1. The 

Min-Max scaling approach is shown in Equation 39. [115]  

𝑋¢£¤ = 	
Þßµ.¢(Þ)

àT_(Þ)ßµ.¢(Þ)
                                                           (39) 

Where 𝑋¢£¤ is the result of the normalization, X is the value to be normalized, and Min 

and Max are the minimum and maximum values of each feature, respectively. 

The Z-score normalization method was based on the mean and standard deviation of 

the data. This method is useful if the minimum and maximum data values are 

unknown.   Equation 40 shows the formula for Z-score normalization [116]. 

𝑋¢£¤ = 	
Þßá
â

                                                                   (40) 

where 𝑋¢£¤is the result of normalization, X is the value to be normalized, μ is the 

population mean, and σ is the standard deviation. min-max normalization retains 

outliers in the datasets, making it appropriate for DDoS attack detection models. 

Therefore, the proposed framework uses min-max normalization to address this 

requirement.  

f) Feature selection  

Feature selection is employed to improve the online learning model performance by 

reducing noise and focusing on the most relevant features. The optimal minimal feature 

set can be determined by evaluating all possible feature combinations. However, when 

dealing with the large number of features, optimization approaches can be utilized to 

explore the feature search space and determine the optimal feature set. Information 
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Gain (IG) and Pearson Correlation methods were utilized to remove irrelevant and 

duplicate features, respectively. Information Gain (IG) is used to remove irrelevant 

features by measuring the amount of information that contributes to predicting the 

target variable. Pearson Correlation helps identify and remove duplicate features by 

evaluating the linear relationships between pairs of features. Consequently, the 

proposed framework selects both Information Gain and Pearson Correlation to identify 

the best-performing minimal feature set.  

6.2. Multi-Stage Adversarial Attack Defence (MSAAD) Framework 
The proposed MSAAD framework operates through three key stages: Resilient Adversarial 

Detection and Purification (RADP), multiple classifiers, and ensemble defense. The RADP 

defense method detects and purifies adversarial attacks against an online DDoS attack-detection 

system, addressing multiple and unknown adversarial attacks. RADP consists of Resilient 

Adversarial Detection (RAD) and purification modules. RAD is trained using a generative 

adversarial network (GAN), that mimic crafted adversarial samples and multi-source adversarial 

perturbation generator (MSAPG) that generates adversarial perturbation, as shown in Figure 8. 

The GAN leverage its strengths to reduce the gap between the training data and real-world data. 

This makes the online DDoS detector more aware of multiple and unknown adversarial attacks. 

MSAPG generates various adversarial attack methods to create diverse perturbations to train an 

adversarial attack detector. It includes adversarial training by crafting perturbations using PGD, 

FGSM, C&C, and BIM methods. This ensures that the adversarial detector is trained on diverse 

adversarial perturbations to make it more robust and resilient to a broad spectrum of attacks. By 

combining the GAN and MSAPG submodules, the proposed MSAAD framework significantly 

enhances the detection capability of the RAD. The Pruning method is used to purify adversarial 

perturbations to enhance the robustness of online learning models by systematically removing 

detected data points using RAD. MSAPG is utilized for creating well-known adversarial attacks 

with different perturbation budgets (ϵ) for enabling robustness to different types of attacks, and the 

GAN sub-module is utilized for emulating unknown, zero-day attacks for enabling generalization 

against unknown attacks. The multi-level training procedure enhances RADP's capacity to detect 

and purify adversarial perturbations before they can affect downstream processing.  

The purification module employs a pruning method to remove detected adversarial 

perturbations. However, to prevent the model from losing valuable information or becoming over-

sensitive, the purification process is governed by a threshold-based stopping criterion. The core 
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idea is to not simply remove any sample flagged by the detector but to quantify the degree of 

perturbation. We compute a confidence score for the RAD module's detection. Samples with a 

confidence score above a predefined threshold τ are only considered for purification. Furthermore, 

for samples near the decision boundary, a distance-to-boundary metric is used. The purification 

'walk back' is halted if the sample's distance to the original model's decision boundary exceeds a 

safe margin δ, ensuring that clearly legitimate samples are not altered. This dual-threshold 

approach: detection confidence (𝜏	) and boundary distance (𝛿) ensures the purification selective 

and conservative. This approach focuses on high-confidence adversarial samples and avoids 

excessive purification that could otherwise remove benign or novel-but-legitimate traffic, thus 

maintaining a balance between robustness and generalizability. The details of the MSAPG 

framework are shown in Figure 9. 

 
 

Figure 8: Training Resilient Adversarial Detection model through MSAPG and GAN 

 

The second stage of MSAAD employs a multiple-classifier approach to further protect the 

DDoS attack detection system against adversarial attacks. The concept behind utilizing multiple 

classifiers as a defense instead of using a single classifier is to increase the complexity of attackers 

when attempting to replicate the DDoS attack detection model. If an attacker manages one 

classifier to bypass it, it is difficult to fool and bypass multiple classifiers. An attacker cannot 

predict the classifier responsible for classifying a given stream of traffic. This is because they 
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cannot predict the specific model responsible for classifying a given request. This enhances the 

overall resilience of DDoS attack detection systems to sophisticated adversarial attacks.  

The third stage of MSAAD employs the Multi-Armed Bandits (MAB) algorithm with 

Thompson Sampling (MABTSE) to dynamically select the optimal classifier or ensemble of 

classifiers for each incoming traffic request. For the ensemble, the Accuracy Update Weighted 

Probability Averaging Ensemble (AUWPAE) approach is employed to combine the base learners 

(classifiers) for IoT data stream analytics. This allows for seamless integration and enhances 

adaptability. It maintains the performance of conventional DDoS attack detection systems in non-

adversarial attack scenarios by selecting the most appropriate classifiers for each request type. The 

MAB algorithm was specifically designed to account for the diversity of classifiers within the 

system. For example, if the SRP-ADWIN classifier demonstrates a high probability of being 

accurate, whereas the SRP-DDM and KNN-ADWIN classifiers have lower probabilities, the MAB 

algorithm will prioritize the SRP-ADWIN for that particular request. This process optimizes the 

selection of classifiers and enhances the overall accuracy of the DDoS attack-detection system. 

Moreover, the MAB algorithm continually updates the probability estimates for each classifier 

based on their recent performance, and allows the system to adjust traffic patterns and stay up-to-

date with emerging types of attacks. 

The MAB algorithm with Thompson Sampling dynamically selects an optimal classifier or an 

ensemble of classifiers for each incoming traffic request. The DDoS attack detection system 

balances exploration and exploitation by selecting classifiers that have achieved recent success but 

are adaptable to multiple and unknown types of attacks. In some cases, multiple classifiers exhibit 

similarly high probabilities of success. To handle this situation, an ensemble method was applied 

to combine the outputs of the classifiers. In this study, we used the Accuracy Update Weighted 

Probability Averaging Ensemble (AUWPAE) approach to combine the base learners for IoT data-

stream analytics. Details of this algorithm are presented in Algorithm 1. AUWPAE provides 

dynamic weights to base learners in real time. The AUWPAE method uses a weighted average 

approach. The prediction probability of each base learner is assigned a weight and multiplied by 

the prediction probability of that base learner. The multiplication results are summed to determine 

the final prediction probability. AUWPAE mitigates the limitations of other online ensemble 

models. It addresses sudden and gradual drift issues and enhances the DDoS attack detection. 

ARF-ADWIN, ARF-DDM, SRP-ADWIN, SRP-DDM, and KNN-ADWIN were used for 

ensemble-based learners.  
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Figure 9: Overview of MSAAD framework 

 
Algorithm 1, MAB with Thompson Sampling and AUWPAE (MBATSE) 
 Input: X_train, y_train, X_test, y_test 
 Output: t, m (time steps and accuracy metrics) 
1 function TS-WPAE (X_train, y_train, X_test, y_test) 
2  Initialize a, t, e, eps=0.0001 
3  Initialize base learners j = 5 
4  Thompson Sampling parameters a=1, b=1 
5  for each instance (𝑥. , 𝑦.) in 𝑋_𝑡𝑟𝑎𝑖𝑛, y_train do. // learn base learners using training set 
6         𝐿­ ← (𝑥., 𝑦.)  
7  end for 
8  for each instance (𝑥. , 𝑦.) in 𝑋_𝑡𝑒𝑠𝑡, in y_𝑡𝑒𝑠𝑡 do. // predict using test set 
9         q­	 ← 𝑠𝑎𝑚𝑝𝑙𝑒(	a­	, b­	) 
10         𝑡ℎ𝑒𝑡𝑎_𝑣𝑎𝑙𝑢𝑒_𝑡𝑜𝑝_𝑡ℎ𝑟𝑒𝑒_𝑏𝑎𝑠𝑒𝑙𝑒𝑎𝑟𝑛𝑒𝑟(q­	) 
11         𝑦_𝑝𝑟𝑒𝑑­ ← 𝑏𝑙	(𝑥.)                   //predict target 
12         𝑦_𝑝𝑟𝑜𝑏­ ← 𝑏𝑙𝑃𝑟𝑜𝑏𝑃𝑟𝑒𝑑	(𝑥.)                //target prediction probability 
13         𝑏𝑙. 𝑢𝑝𝑑𝑎𝑡𝑒(𝑥., 𝑦.)    //update base leaner.    
14  end for 
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15  for j = 1 to 3 do 
16        𝑒. ← 𝑀𝑆𝐸.(𝑦., 𝑦_𝑝𝑟𝑒𝑑.)// calculate real-time MSE for each base learner  
17        𝑊 ← 1/(𝑒­ + 𝑒𝑝𝑠)         //calculate weight  
18        𝑦_𝑝𝑟𝑜𝑏­' ← 𝑦_𝑝𝑟𝑜𝑏­                     // probability for class 0 
19        𝑦_𝑝𝑟𝑜𝑏­# ← 𝑦_𝑝𝑟𝑜𝑏­                     //probability for class 1 
20        𝑦_𝑝𝑟𝑜𝑏' ← 𝑦_𝑝𝑟𝑜𝑏­ ∑ 𝑊­ ∗ 𝑦𝑝𝑟𝑜𝑏­'À

­x#   // average weighted probability for class 0 
21        𝑦_𝑝𝑟𝑜𝑏# ← 𝑦_𝑝𝑟𝑜𝑏­ ∑ 𝑊­ ∗ 𝑦𝑝𝑟𝑜𝑏­#À

­x#   // average weighted probability for class 0 
22  end for 
23  If     𝑦_𝑝𝑟𝑜𝑏' > 	𝑦_𝑝𝑟𝑜𝑏#                       
24  .       𝑦_𝑝𝑟𝑒𝑑	 ← 0 
25  else   𝑦_𝑝𝑟𝑜𝑏' < 	𝑦_𝑝𝑟𝑜𝑏#                       
26           𝑦_𝑝𝑟𝑒𝑑	 ← 1 
27  calculate accuracy, precision, recall, and F1-score; 
28   return t, a 
29 end function  

 
 

6.3. Experiments 
6.3.1. Dataset 

To evaluate the proposed online DDoS detection framework, we used two security datasets: 

CICIoT2023 and IoTID20. In 2023, the Canadian Institute for Cybersecurity developed 

CICIoT2023 dataset [35]. To generate the attack traffic, 33 attacks are executed on 105 IoT devices 

as targets. The traffic includes normal and attack traffic from DDoS, DoS, Recon, and Web-based 

DDoS attack, brute force, spoofing, and Mirai. The dataset contains the most common and current 

attacks as of this time. However, for this experiment, we use DDoS and normal traffic. 

CICIoT2023 is a new realistic IoT dataset that was created by generating real IoT device traffic 

data from both legitimate and malicious IoT devices that include different DDoS attacks. 

The IoTID20 dataset has been used for developing DDoS attack detection in several studies 

[36]. The authors of the IoTID20 dataset [37] performed binary and multiclass classification, and 

reported the accuracy scored for different classifier methods. DDoS attack types included in the 

IoTID20 dataset are: Mirai-ACK flooding, Mirai brute force, Mirai-HTTP flooding, and Mirai-

UDP flooding. The IoTID20 dataset is a relatively new dataset that considers IoT devices while 

containing DDoS attacks, and several recent works have used it to develop an IDS [38]. IoTID20 

focuses on IoT security and provides a wide range of attack and normal samples from various IoT 

devices. 
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6.3.2. Experiment Environment  

The proposed online DDoS detection framework is designed to detect DDoS attacks targeting 

IoT systems. To evaluate the performance of the proposed approach, we developed a prototype 

using the Python 3.10 within the Jupyter Notebook environment. The River library [117] is utilized 

for data stream analytics, and addresses concept drift through machine learning. The Adversarial 

Robustness Toolbox (ART) [118] employed to simulate adversarial attacks. The experiment was 

conducted on a machine running equipped with Intel(R) Xeon(R) CPU @2.20GHz with 16 GB of 

RAM.  

 
6.3.3. Experiment setup 

In this experiment, we utilized state-of-the-art online adaptive learning models as baseline to 

evaluate the performance of the proposed MABTSE model. ARF-ADWIN, ARF-DDM, SRPs-

ADWIN, SRPs-DDM, KNN-ADWIN, HTs, LB, and PWPAE are the baseline models. We utilized 

four common types of adversarial attacks including PGD, FGSM, C&C, and BIM to generate 

adversarial perturbations to evaluate MABTSE framework. We have done hyperparameter tuning 

carefully to optimize the performance of the proposed online learning model. The ARF tuned with 

3 trees and utilized ADWIN and DDM drift detectors to handle concept drift effectively. The KNN 

model utilizes 5 neighbours and ADWIN concept drift detector using windows size of 100 

samples. The SRP and LB ensembles were configured with three base learners. The OPA 

algorithm was set with an aggressiveness parameter of 1.0. The SAM-KNN and EFDT were fine-

tuned to handle non-stationary environments by leverage incremental updates. The generation of 

adversarial attack perturbation conducted using default parameters, specifically epsilon values of 

0.1 to simulate realistic attack scenarios. These hyperparameter configurations were applied in the 

experiment to achieve optimal performance multiple and adversarial scenarios.  

We evaluate the framework against adversarial attacks using three scenarios. In the first 

scenario, we evaluated the proposed framework as a baseline without adversarial attacks or the 

RADP defense method. In the second scenario, we conduct adversarial attacks using FGSM, BIG, 

PGD, and C&W, against the MBATSE framework. The third scenario was designed to evaluate 

the proposed MSAAD framework, which is mainly utilizes RADP, to detect and purify detected 

adversarial attacks. This demonstrate the necessity and effectiveness of this defense framework in 
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mitigating adversarial attacks and maintaining the reliability of online DDoS attack detection in 

IoT systems. The following procedures were used to evaluate the proposed defense framework:  

a) First, we evaluate the proposed online DDoS detection model, MABTSE, using the 

original dataset. This serves as the baseline without adversarial attack.  

b) Generate adversarial perturbation using Generative Adversarial Networks (GANs), and 

multisource adversarial perturbation generator (MSAPG) submodules and combined 

with the original training dataset. The method simulates a disrupted input dataset for 

adversarial attacks. 

c) The performance of the online DDoS attack-detection model for adversarial samples 

generated in Procedure 2 was evaluated. This demonstrates the performance of the 

model under adversarial attack.  

d) Develop an adversarial sample detection model utilizing the same online model. This 

model is trained using a combination of the original training dataset and adversarial 

samples to effectively distinguish between adversarial samples and the original dataset. 

e) The detected adversarial perturbation was purified from the disrupted input dataset by 

filtering the detected adversarial perturbations.  

f) Evaluate the performance of the model to demonstrate the effectiveness of MSAAD 

framework. 

The performance of the proposed online DDoS detection model (MABTSE) and MSAAD 

defense framework was evaluated by comparing their accuracy, precision, recall, and F1-score, 

learning time, latency, CI and p-value, as described in Section 5. The evaluation utilized 

CICIoT2023 and IoTID20 datasets. The evaluation results of the online DDoS attack-detection 

model are presented in three stages for comparison: original, under attack, and after recovery. 

These stages are described in detail in Section 4.2, procedure 1,3 and 6. The experiment began 

with the evaluation of online DDoS attack detection with the original dataset. Following this, the 

online DDoS attack detection model was evaluated under PGD, FGSM, C&C, and BIM attacks. 

Subsequently, the Resilient Adversarial Detection and Purification (RADP) method was utilized 

to detect and purify the detected adversarial attack. Finally, we retrained and evaluated the 

performance of the online DDoS attack-detection model after recovery. The effects of adversarial 

attacks against online DDoS attack detection, utilizing the original datasets, during and after the 

defense mechanism are presented in Table 6 and Figure 11 and 12 based on IoTID20 and 

CICIoT2023 datasets. 
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A critical consideration when generating adversarial perturbation for DDoS attack detection is 

the preservation of the malicious payload. Unlike image classification, where any perturbation can 

alter the label, a perturbed DDoS attack sample must remain functionally a DDoS attack at the 

network protocol level to be a realistic threat. The adversarial perturbation should evade the DDoS 

attack detector without changing the fundamental nature of the traffic from malicious to benign. 

Therefore, when employing perturbation methods (FGSM, BIM, PGD, and C&W) to 

the IoTID20 and CICIoT2023 datasets, semantic integrity of the DDoS attack should maintain. 

This involved identifying and protecting features that are fundamental to the attack's definition: 

• Protocol and port features: features such as protocol, src_port, and dst_port was kept 

immutable. For example, a Mirai UDP Flood attack in the IoTID20 dataset must remain a 

UDP packet directed at a victim's port. Changing the protocol to TCP or the destination 

port to a non-targeted service would fundamentally alter the attack. 

• TCP flag indicators: in attacks from the CICIoT2023 dataset that exploit specific flag 

patterns (e.g., SYN floods), the raw TCP flag counts (for example: SYN_flag_count, 

ACK_flag_count) were considered critical and were excluded from perturbation to 

preserve the flood's character. 

• Attack-specific volume baselines: while volume-based features such as  fwd_pkt_cnt, 

tot_pkts, and tot_bytes are prime targets for evasion, their perturbations were bounded. We 

ensured that the perturbed values did not fall below a threshold that would be realistic for 

a high-rate DDoS flow, thus preserving the "flooding" nature of the attack. 

In contrast, features more related to the statistical distribution of the traffic over time such 

as flow_duration, fwd_iat_mean/max/min/std, bwd_iat, and avg_pkt_len, were considered more 

permissible for perturbation. Since, attacker could manipulate timing and sizings without negating 

the attack's malicious intent. This approach ensures that the adversarial examples are not just 

statistical outliers but represent functional DDoS traffic that has been subtly altered to evade our 

specific DDoS attack detector. 

 

6.3.4. Performance metrics  

The proposed MSAAD framework was analysed from various perspectives to provide a holistic 

view of the experiment. Since the proposed framework utilized an online DDoS detection model, 
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it reduces memory requirements for data storage and learn new data patterns by processing one 

data sample at a time.  The framework’s performance was evaluated using the accuracy, precision, 

recall, and F1-score metrics. These metrics are commonly employed in machine learning research 

to provide a well-rounded view of model performance. Due to the inherent imbalance in intrusion 

detection datasets, relying solely on individual performance metrics such as accuracy, precision, 

or recall can lead to limited understanding of model performance. Therefore, we considered the 

accuracy, precision, recall, and F1-scores collectively to ensure a comprehensive comparison of 

the machine learning models and to avoid skewed evaluation results. Additionally, we include 

learning time, latency, confidence interval and p-value for the accuracy metrics.  

The learning time and latency are utilized to evaluate the proposed framework in real-time 

scenario. The learning time of the proposed online model, along with others, are analyzed to 

compare the learning efficiency. This analysis provides insight into the processing time and 

efficiency requirements of network systems. latency refers the delay in the response time to a 

specific input stream. It is defined as the processing time required our model to analyze and classify 

each sample. Low latency an essential performance requirement for online learning to analyze 

streaming data. Efficient learning model should balance between prediction accuracy and latency 

to achieve real-time analytics. In the context of network DDoS attack detection and prevention 

solutions, it is crucial to strike a balance between effectiveness and efficiency should to ensure 

optimal performance while minimizing computational overhead. 

 

6.4. Result and discussion 
Adversarial attacks exploit the vulnerabilities of online learning models by generating 

adversarial perturbations that can deceive or manipulate models to make incorrect predictions 

[118]. Such attacks pose a significant threat to IoT systems and their reliabilities. This experiment 

aims to demonstrate the detrimental effect of adversarial attacks on the proposed online learning 

model. Additionally, the proposed defense strategies designed to mitigate these attacks and 

enhance the performance of DDoS attack detection in IoT systems. 

6.4.1. MABTSE model using original dataset 

The first result demonstrates the performance of online DDoS attack detection model, known 

as MABTSE, utilizing the original dataset. This model serves as the baseline for comparison. The 

performance of the proposed online DDoS attack detection model was compared with other state-
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of-the-art online adaptive learning methods, including ARF-ADWIN, ARF-DDM, KNN-ADWIN, 

SRP-DDM, SRP-ADWIN, HT, and PWPAE. The experiment employed IOTID20 and 

CICIoT2023 datasets. The attack patterns within both datasets evolved over time, leading to 

concept drifts of three and seven on the IOTID20 and CICIoT2023 datasets, respectively. These 

concept drifts are illustrated in Figures 10 and 11 indicated by black arrows. The experimental 

results are presented in Figures 10 and 11, and Tables 7 and 8.  

 
Figure 10: Model comparison using IoTID20 dataset. 
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Figure 11: Models comparison using CICIDS2017 dataset. 

 
 
 

Table 8: Proposed online DDoS attack detection model comparison using the IoTID20 

 Models comparison using IoTID20 dataset  
 A  P R F1 L T 

ARF-ADWIN 98.08 98.38 99.06 98.99 0.23 4348 

ARF-DDM 98.33 98.63 99.03 99.51 0.28 3571 
SRP-ADWIN 97.44 98.00 99.30 98.65 2.85 351 

SRP-DDM 99.31 99.40 99.87 99.63 2.94 440 
HT 95.45 95.91 99.42 97.63 0.11 9091 

KNN-ADWIN 98.61 98.83 99.70 99.27 1.24 806 

PWPAE 99.04 99.05 99.94 99.63 2.80 357 
MABTSE 99.50 99.47 100 99.74 2.75 364 

 
 

Table 9: Proposed online DDoS attack detection model comparison using CICIoT2023 dataset 

 Models comparison using CICIoT2023 dataset  
 A P R F1 L T 

ARF-ADWIN 98.60 97.58 93.32 95.36 0.25 4001 

ARF-DDM 98.74 97.30 94.39 95.83 1.20 833 
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SRP-ADWIN 98.50 94.80 95.43 95.11 2.75 364 

SRP-DDM 98.56 93.97 96.83 95.38 2.41 415 
HT 97.60 98.22 99.25 98.72 0.19 5263 

KNN-ADWIN 98.65 94.53 96.77 95.64 0.16 6250 

PWPAE 98.99 97.94 95.43 96.67 1.45 690 
MABTSE 99.28 99.11 99.10 99.76 1.39 719 

 

Legend:  A=Accuracy, P= Precision, R= Recall, F= F1-score, T= Model learning time, L= 

throughput  

Figure 10 and Table 7 show the performance comparison of the proposed MABTSE model 

with other online adaptive models, including ARF-ADWIN, ARF-DDM, SRP-ADWIN, SRP-

DDM, HT, KNN-ADWIN, and PWPAE, utilizing the IOTID20 dataset. The performance metrics 

employed for this comparison were accuracy, precision, recall, F1-score, and learning time, 

latency, CI and P-value. The experimental results indicate that the proposed model achieved an 

average accuracy of 99.50%. This result demonstrates that MABTSE outperforms other online 

adaptive learning methods. The reason why the proposed model outperforms the others is mainly 

attributed to the Multi-Armed Bandits (MAB) algorithm with the Thompson Sampling method. It 

selects the dynamically optimal model and the weighting algorithm used for the ensemble. The 

proposed MABTSE model considers SRP-DDM and KNN-ADWIN as the base models because 

they achieve better accuracy. The accuracies of the SRP-DDM and KNN-ADWIN were 99.31% 

and 98.61%, respectively. In terms of precision, recall, and F1 score, the experimental results 

demonstrate that the proposed model achieved 99.47%, 100%, and 99.74%, respectively. These 

results demonstrate that the proposed approach has a relatively accurate and precise DDoS attack 

detection capability compared to other solutions and is robust to concept drifts. In terms of model 

training time, the proposed model averaged 2.75 millisecond to train the learning model (Table 4). 

In comparison, the other online adaptive models HT, ARF-ADWIN, ARF-DDM, KNN-ADWIN, 

and LB, required less training time than the proposed MABTSE approach. The MABTSE 

outperformed PWPAE, SRP-ADWIN, and SRP-DDM. This is because MABTSE’s ability to 

dynamically selects the optimal classifier or ensemble of classifiers for each incoming traffic 

request. Additionally, the AUWPAE approach is employed to combine the base learners 

(classifiers) for the IoT stream analytics. This strategy facilitates seamless integration and 

enhances adaptability. Furthermore, it sustains the performance of conventional DDoS attack 



 

 
 

95 

detection systems in non-adversarial attack scenarios by selecting the most appropriate classifiers 

for each request type. 

The proposed online MABTSE model, achieved 719 samples per second throughput, making 

it better than SRP-DDM, SRPs-ADWIN, and PWPAE for CICIoT2023 dataset. However, its 

performance was lower than ARF-ADWIN, HTs, and KNN-ADWIN. This finding is also 

consistent with the results from the IOTID20 dataset. 

Figure 11 and Table 8 presents the performance comparison of the proposed MABTSE model 

against other online adaptive models including ARF-ADWIN, ARF-DDM, SRP-ADWIN, SRP-

DDM, HT, KNN-ADWIN, and PWPAE utilizing the CICIoT2023 dataset. The experimental 

results indicate that the proposed model achieved an average accuracy of 99.28%, surpassing the 

performance of other methods. Furthermore, in terms of the precision, recall, and F1-score 

performance metrics, MABTSE achieved 98.88%, 96.53%, and 97.98%, respectively. These 

results demonstrate that MABTSE outperforms other online adaptive learning methods in the 

presence of concept drifts.  

We calculated the confidence interval and p-value for the accuracy metrics and proposed 

MABTSE model and other baseline models including ARF-ADWIN, ARF-DDM, HT, KNN-

ADWIN, SRP-DDM, SRP-ADWIN, and PWPAE. The results demonstrate superior performance 

of the proposed model, supported by statistical significance. The MABTSE model, utilizing 

IoTID20 dataset achieved a mean accuracy of 99.50%, with confidence interval of [99.44%, 

99.56%] and p-value of < 0.0001. These result shows significantly outperform the other baseline 

models. Similarly, MABTSE model achieved a mean accuracy of 99.28%, a confidence interval 

of [99.21%, 99.35%], and a p-value of < 0.0001 utilizing CICIoT2023 dataset. These finding 

further highlight the statistical significance of the proposed model in comparison to the baseline 

models. 

 
6.4.2. MABTSE under attack 

The performance of the proposed MABTSE online DDoS detection model decreased 

significantly under the influence of perturbations generated by the PGD, FGSM, C&C, and BIM 

methods utilizing IOTID20 and CICIoT2023 datasets. The accuracy of the MABTSE DDoS 

detection model declined to a range of 38.92% to 67.12% for IOTID20 dataset and to rage of 

13.08% to 32.38% for CICIoT2023 datasets, respectively. As shown in Tables 6 and 7, among the 
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four adversarial attacks, C&C was the most effective on both the IOTID20 and CICIoT2023 

datasets. Furthermore, C&C attacks caused a significant increase in the model learning time, which 

is 0.7s and 0.5s for the IOTID20 and CICIoT2023 datasets respectively. This is because the C&C 

algorithm generates sophisticated and dynamic perturbation patterns, leading to increased 

complexity. Consequently, the presence of C&C attacks significantly increases the model learning 

time, because the MABTSE DDoS detection model requires additional processing.  

6.4.3. Recovered 

After the implementation of the Resilient Adversarial Detection and Purification (RADP) 

method to detect and purify adversarial attacks against an online DDoS attack detection system, 

the system’s performance improved significantly. The accuracy, precision, recall, and F1-scores 

exhibit significant enhancements, closely resemble to those of the original MABTSE DDoS attack-

detection model. The performance of the MABTSE DDoS attack detection model enhanced from 

a ranged of 99.39% to 99.48% for IOTID20 dataset and from a range of 99.39% to 99.48% for 

CICIoT2023 datasets, respectively. This demonstrates the effectiveness of the MSAAD 

framework in identifying and differentiating adversarial samples from original streaming data 

samples.  

                   
Table 10: The effect of adversarial and effect of defense mechanism using IOTID20 dataset 

  Models comparison using IoTID20 dataset 
  A  P R F1 T 
Original  99.50 99.47 100 99.74 0.7 
Under attack FGSM 60.58 80.80 4.22 5.78 0.6 

BIG 40.33 38.91 0.37 3.55 0.4 
PGD 38.44 33.94 0.16 2.56 0.4 
C&W 32.38 26.91 0.06 1.13 0.7 

Recovered FGSM 99.48 99.37 99.99 99.67 0.7 
BIG 99.40 99.41 99.89 99.64 0.3 
PGD 99.39 99.40 99.99 99.71 0.3 
C&W 99.43 99.33 99.90 99.69 0.8 
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Table 11: The effect of adversarial attack and effect of defense mechanism using CICIOT2023 dataset 

  Models comparison using CICIoT2023 dataset 
  A P R F1 T 

Original  99.28 99.11 99.10 99.76 0.2 
Under 
attack 

FGSM 86.20 96.19 31.11 45.33 0.2 
BIG 84.68 96.10 46.74 49.87 0.3 
PGD 77.33 33.32 2.22 5.48 0.3 
C&W 66.60 23.22 1.98 1.72 0.5 

Recovered FGSM 99.26 99.01 99.09 99.67 0.2 
BIG 99.23 99.14 99.05 99.33 0.3 
PGD 99.22 99.11 99.11 99.71 0.3 
C&W 99.27 99.14 99.03 99.35 0.4 

 

Legend:  A=Accuracy, P= Precision, R= Recall, F= F1-score, T= Model learning time 

Figure 12 and 13 illustrate the proposed MABTSE model for adversarial attacks, including 

FGSM, BIG, PGD, and C&W. These experiments demonstrate the vulnerability of the proposed 

MABTSE online DDoS attack detection models when evaluated using the IoTID20 and 

CICIoT2023 datasets. Notably, PGD and C&W exhibit particularly strong performance as 

accuracy declines. The IoTID20 dataset appeared to be more sensitive to FGSM and BIG attacks, 

showing sharper accuracy declines compared with the CICIoT2023 dataset, which can be 

attributed to the inherent characteristics of data. However, after implementing the recovery 

mechanisms (i.e., RADP), the proposed MABTSE model restore performance to level nearly 

equivalent to those of original dataset (without adversarial attack). This result demonstrates the 

robustness of the proposed defence strategy.  
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Figure 12: performance change using IoTID20 dataset 

 
Figure 13: performance change using CICIoT2023 dataset 
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6.5. Summery  
Adversarial attacks pose a significant challenge to the detection of Distributed Denial of 

Service (DDoS) attack in IoT systems. These attacks can exploit the vulnerability of online DDoS 

attack detection solutions, thereby degrade their accuracy. The current adversarial attack detection 

systems primarily focus on batch learning and are not equipped to handle multiple and unknown 

adversarial attacks. To address this challenge, this study provides a novel MSAAD framework that 

can protect online DDoS attack detection solutions against adversarial attacks. The proposed 

framework comprises of three defense layers: the Resilient Adversarial Detector and Purification 

(RADP), which detect and purify adversarial attacks against online DDoS attack detection systems 

for multiple and unknown adversarial attacks; A multiple-classifier approach, which makes it more 

challenging for an attacker to replicate the DDoS attack detection model; and MABTSE , which 

select dynamically classifiers or ensembles using the the Multi-Armed Bandits (MAB) algorithm 

with Thompson Sampling for each incoming traffic request. The frameworks maintain the 

performance of conventional DDoS attack detection systems in non-adversarial attack scenarios 

by selecting the most appropriate classifiers for each request type. The experiment results 

demonstrate the effectiveness of the proposed MABTSE model. The MABTSE achieved an 

average accuracy of 99.50% and 99.28% on IOTID20 and CICIoT2023 datasets respectively. The 

accuracy of the DDoS detection model declined significantly under adversarial attacks. however, 

it is successfully restored to range of 99.39% to 99.48% for IOTID20 dataset and range of 99.01% 

to 99.14% for CICIoT2023 datasets respectively in adversarial attack scenario. This demonstrates 

the robustness of MSAAD framework in dynamic IoT environment  
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Chapter Seven 

7. Dynamic Weight Clustered Federated Learning (FedDWC) 
framework 
The centralized learning approach of DDoS detection raises significant privacy concerns and 

poses scalability challenges, especially in IoT non-IID data distributions. Federated Learning (FL) 

offers a decentralized solution but suffers from slow convergence and degraded accuracy due to 

non-IID data and equal model aggregation schemes. This chapter presents the Dynamic Weighted 

Clustered Federated Learning (FedDWC) framework, which addresses Research Question 3 

(RQ3) and fulfils Objective OB3. FedDWC enhances FL performance by introducing dynamic 

weighting and clustering IoT devices with similar data distributions. The result is a privacy-

preserving detection model that maintains high classification accuracy, reduces communication 

overhead, and fast convergence under real-world, non-IID IoT conditions. 

7.1. Problem Formulation 
Distributed Denial of Service (DDoS) attacks are a serious challenge to cyber security, and 

require rapid and effective detection methods. The basis of our approach is the requirement to 

handle non-IID data distributions across IoT devices. IoT devices that participate in Clustered 

Federated Learning (CFL) capture distinct traffic patterns indicative of potential DDoS attacks. 

We considered a distributed learning setting with one central server and 𝑁 IoT devices.  Each IoT 

device corresponds to a user in a Federated Learning framework. Each IoT device has a distinctive 

dataset 𝐷#, 𝐷�, 𝐷æ, …	𝐷ç which represents its network activity. IoT devices are partitioned into 

𝑐#, 𝑐�, 𝑐æ, …	𝑐è  disjoint clusters. We assume that each IoT device dataset contains non-IId data 

points  𝜉#, 𝜉�, 𝜉æ, …	𝜉ê drawn from 𝐷.. The data points consist of a pair of features and responses, 

denoted by 𝜉° = 	 (𝑥°, 𝑦°) . The central server and IoT devices can communicate with each other 

using predefined protocols for 𝑇 communication rounds. The primary goal is to protect each 

client's data privacy (i.e., no data should be shared with the central server and between clients) and 

autonomy, while minimizing a global objective function that accurately detects DDoS attack 

patterns.  

Table 12: Table of notations 

FL components 
𝑁 Number of IoT device in the FL system 
DX, |DX|      The dataset and its size on IoT device i 
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ξì Data points consist of pair of features and response  
l(ϕî, DX) loss function that measures the performance of the cluster centroid 	

ϕî	on the local data DX 
νX(t)         The learning rate for Client i in Iteration t 
T   Number of local update steps 
Clustering components 
𝐶     Number of clusters 
𝜙X Centroid or the average model parameters for cluster 𝐶 
𝑠X,| ∈ 	ℝô∗î	 Binary assignment variable indicating whether client	𝑖 is assigned to 

cluster 𝐶, where 𝑠X,| = 1 if i ∈ C    else  𝑠X,î = 0 
||ωX − 	𝜙i||2

2 This represents the squared Euclidean distance between the model 
parameters of IoT device 𝑖 and the centroid of cluster ϕ| 

𝛽X                 
 

The importance weight of IoT device i in Cluster c and ∑ 𝛽X = 1X∈ì  

 
In this study, a bi-level approach for optimizing federated learning systems was used by 

adopting and formulating Multi-Center Federated Learning[77]. Our goal is to optimize a 

collection of cluster-specific models that jointly enhance the overall learning performance of a 

distributed set of IoT devices, each containing data with a different data distribution. Moreover, 

we aim to improve DDoS attack detection accuracy by addressing data privacy and scalability 

challenges.  

The bi-level optimization approach consists of two interconnected optimization problems. An 

upper-level problem aims to optimize a global objective function by learning a set of cluster-

specific models that are effectively combined to enhance the detection of DDoS attacks across the 

network. This enhanced the overall performance and robustness of the federated model. The upper-

level optimization problem focuses on minimizing the overall loss throughout the IoT devices to 

assign clients to their respective clusters at a lower level. This is a common approach in clustered 

federated learning, where IoT devices are grouped according to their similarity and each cluster 

maintains its own global model to personalize the learning process. The weighted average of the 

model parameters 𝜔.	of the clients within cluster k at the tth iteration after the maximization step 

in an expectation-maximization (EM) algorithm in the context of federated learning is represented 

by ϕî. 

	minimize		R =
{úû}			

						
1
N´´sX,î	l

ý

Xx#

(ϕî, DX)
þ

î	x#

																																																									(41) 
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In this context, the loss function 𝑙	in this context is formulated to balance the accuracy of local 

DDoS detection against the need to generalize well to the broader network context. A lower-level 

problem is critical for optimal assignment of a client to a specific cluster. Client assignment to a 

cluster is a critical step to ensure that clients with similar data distributions are assigned within the 

same cluster. Client assignment to a cluster is performed in a way that minimizes the distance 

between the client and the centroid of the cluster. The efficacy of the upper-level problem is 

directly impacted by the lower-level optimization because clients within the cluster have similar 

data distributions. This can result in more accurate and efficient learning for each cluster-specific 

model. 

Subject	to	sX,ì = 	 			
1
N´´sX,ì	||

ý

Xx#

ωX −	𝜙î||��
þ

îx#
$d,%

T&Ù'Xô 																																												(42) 

                          where   𝝓𝐜 =	
∑ 	,𝛚𝐢𝒊∈	𝒄
∑ 	𝐬𝐢,𝐜𝐢∈	𝐜

  is the centroid of the cluster 𝒄. 

7.2. FedDWC Framework 
The proposed FedDWC framework handles the non-IID issue and maximizes the performance 

of DDoS attack detection by using clustered federated learning and dynamic weights. The dynamic 

weight within cluster federated learning is an important indicator for clustering to be consistent 

with the loss function in federated learning. Hence, we design a general form of the objective 

function for the clustered FL problem by considering dynamic weighted clustering within the bi-

level optimization problem. 

In this section, we present the theoretical framework and steps of the proposed FedDWC 

algorithm. This is crucial for bridging the gap between the conceptual formulation of the problem 

and its implementation. Figure 14 shows how the FedDWC operates and the details of the 

algorithm in steps. As stated in Section 1, the motivation for using dynamic weighted clustered 

federated learning is to address the challenges posed by non-IID data across clients. The core 

concept is to cluster IoT devices based on their data-distribution similarity and perform federated 

learning within each cluster to build tailored models.  

The dynamic weight was adjusted based on the performance of the local model for each IoT 

device.  The global server is first initialized by assuming that every local model performs equally; 

hence, it is essential. The weights assigned to each local model were then assembled into a global 

priority index matrix using a global server. Subsequently, the weights were automatically modified 
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according to the performance of the local models. This implies that better-performing models have 

a greater influence on the global model.  

The proposed framework introduces a global cumulative objective function that incorporates 

dynamic weighted clustering. The global cumulative objective is described by two key 

components: the lower-level objective and upper-level objective. The lower-level objective is 

associated with the clustering technique, whereas the upper-level objective is associated with the 

averaging weights within the cluster. Liu et al.[18] and Long et al.[77] were the bases of our 

proposed framework. The FedDWC algorithm iterates through the assignment and local update 

steps until a convergence criterion is achieved. The assignment step optimization problem focuses 

on cluster assignments. The local update step determines the best set of model parameters for each 

cluster in a federated network. Convergence is assessed based on the stability of the cluster 

assignments and minimization of global or cluster-specific loss functions. The upper-level 

objective minimizes the global loss across all clients and clusters, modified by the importance 

weights of the clients. The upper-level objective in Equation 43, demonstrates the primary goal of 

federated learning to learn a global model that performs well across distributed datasets. Upper-

level objective (Dynamic weighting) optimizes global accuracy by dynamically adjusting the 

weights of clients based on their individual performance, increasing contributions from higher-

performing models. For instance, clients consistently providing accurate models receive higher 

weights, significantly boosting global model accuracy. 

𝑚𝑖𝑛𝑖𝑚𝑖𝑧𝑒	
{ϕî}					

				𝑅	 =
1

∑ 𝛽­¢
­x#

´´𝑠.,|𝛽.L
¢

.x#

(ϕî, 𝐷.)
°

|x#

																																											(43) 

The lower-level objective (Clustering) in Equation 	44  aims to reduce the total weighted 

distance between the client models and the cluster centroids. This objective ensures that clients are 

assigned to clusters in a manner that reflects the similarity of data distribution and promotes more 

effective and specialized learning within each cluster. 

𝑠𝑢𝑏𝑗𝑒𝑐𝑡	𝑡𝑜	𝑠.,|, {ϕî} = 	 				𝑆 ∶
1

∑ 𝛽­¢
­x#

´´𝑠.,|𝛽.||𝜔. −	ϕî	||��
¢

.x#

|

°x#
1n,2,{3û}
O³45.¢ 																							(44) 

 

Traditional federated learning algorithms such as FedAvg equally average local model updates, 

regardless of their individual performance, resulting in slower convergence and lower accuracy in 

non-IID scenarios. Our dynamic weighting mechanism addresses this by adaptively adjusting 
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weights( βX) based on local model performance. Dynamic weight βX is an important weight for 

each IoT device within a cluster. The initial weight of client 𝑖	 in the first round is βX,# =
#
ç

. After 

the first round, the weight of each client 𝛽.,) in the cluster is determined using Equation 45:  

 
 

𝛽.,) = 7
𝛽.,)ß# +	𝛽.,)ß# 	∗ 	𝜉,									𝑖𝑓	𝐴𝑐𝑐𝐶. 	> 	𝐴𝑐𝑐𝑃
𝛽.,)ß# −	𝛽.,)ß# 	∗ 	𝜉, 𝑖𝑓	𝐴𝑐𝑐𝐶. 	< 	𝐴𝑐𝑐𝑃

				𝛽.,)ß#																																																			𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
9 																																							(45) 

 

AccCX	𝑎𝑛𝑑	𝐴𝑐𝑐𝑃	 represent the current round accuracy for client 𝑖 and the accuracy from the 

previous round for all clients, respectively, and 𝜉 is the incentive for the client within the cluster 

for reward or penalty. Normalizing the weight is required after adjusting the weights based on the 

performance, that is, the accuracy of each client.  

𝛽.,) = 	
𝛽.,)

∑ 𝛽­,)ç
­x#

																																																																																			(46) 

 
 

Figure 14:  Dynamic Weight Clustered Federated Learning (FedDWC) framework 

 
 

Local Data Local DataLocal Data Local Data

Clients initialization and  local update 

Client #1 Client #2 Client #3 Client #N

T=0
Cluster initialization  

T=T
Expectation step and Maximization step

Client weight Distribution Step

.  .  .



 

 
 

105 

Algorithm 3: 
Key steps in the Algorithm. 
 
Input: Local datasets D = D#, D�, Dæ 	…	Dý 
Initialized cluster centroid  ϕ#, ϕ�, ϕæ …	ϕþ 
Initialized local network weight  ω#,ω�, ωæ …	ωý 
Number of clusters C 
Number of clients per cluster 𝑐𝑙𝑖𝑒𝑛𝑡𝑠_𝑝𝑒𝑟_𝑐𝑙𝑢𝑠𝑡𝑒𝑟 
Number of communication rounds 𝑇 
Procedure:  

1.  Standardize features  
 X_scaled ← standardize_Features(X)  

2.  Reduce dimensionality  
 X_pca ← apply_PCA (X_scaled, min (30, X_scaled. shape))  

3.  Initialized clusters   
 indices_clusters ← Initialize_Clusters (K, alpha_cluster, len(X_scaled))  
4.  Generate and distribute non-iid data to cluster   
 clusters_data, clusters_labels ← generatet_distribute_Data_To_Clusters (X_pca, y, 

indices_clusters, K) 
 

5.  Distribute non-iid data to client and initialize model   
 clients, cluster_models ← initialize_Clients_and_Models (clusters_data, clusters_labels, K, 

clients_per_cluster) // Distribute non-iid data to each client with in cluster and initialize model  
 

6.  FOR t = 1 TO T DO  
  Expectation Step 

assignments ← expectation_Step (client_models, cluster_centroids)// Clients are assigned 
to clusters based on the distance’s minimization between model parameters and the centroids 
of clusters. 

𝑐 = 𝑎𝑟𝑔𝑚𝑖𝑛|	||𝜔. − 𝜙|	||�� 
 

 

  Maximization Step 
maximization_Step (client_models, client_assignments, num_clusters) // Each cluster's 
model parameters are updated for better suit the assignment of client to clusters 

 
dynamic_weighting (client_weight, client_accuracy) 
 

𝑆 =
1

∑ 𝛽­¢
­x#

´´𝑠.,|𝛽.||𝜔. −	ϕî	||��
¢

.x#

|

°x#

 

 

 

  Distribution Step  
distribute_Models (cluster_centroids, client_assignments) // updated model of cluster 
distributed back to the clients.  
 

 

  Local update and evaluate 
local_update and_evaluate_clients (clients_data) // minimizing the client's local loss 
function using few iterations of a local SGD 

𝑚𝑖𝑛𝑖𝑚𝑖𝑧𝑒{ϕî}					𝑅	 =
1

∑ 𝛽­¢
­x#

´´𝑠.,|𝛽.L
¢

.x#

(ϕî, 𝐷.)
°

|x#

 

 

7.  END  
8.  visualize_TSNE (clients) 
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Dynamic Weighting  
input:  𝛽.,) =

;
ç2

 
penalty/reward 𝜉 
 

1.  dynamic_weighting (client_weight, client_accuracy) 
  𝑖𝑓	𝐴𝑐𝑐𝐶. 	> 	𝐴𝑐𝑐𝑃.	𝛽.,)ß# +	𝛽.,)ß# 	∗ 	𝜉 

𝑒𝑙𝑠𝑒𝑖𝑓				𝑖𝑓	𝐴𝑐𝑐𝐶. 	> 	𝐴𝑐𝑐𝑃.	𝛽.,)ß# +	𝛽.,)ß# 	∗ 	𝜉 
𝑒𝑙𝑠𝑒		𝛽.,)ß# 

 

𝛽.,) = 	
𝛽.,)

∑ 𝛽­,)
ç2
­x#

 

 
 

In 𝐴𝑙𝑔𝑜𝑟𝑖𝑡ℎ𝑚	1, the cluster centroids ϕ#, ϕ�, ϕæ …	ϕþ are initialized randomly. The algorithm 

then enters a loop in which each iteration consists of expectation, maximization, distribution and 

local update steps to refine these centroids based on the data distributed across different IoT 

devices. 

The algorithm dynamically modifies the weights of IoT devices in federated learning based on 

their accuracy in comparison with the global accuracy of the previous round. Each IoT 

device starts with an equal share of influence, which is then adjusted based on whether its accuracy 

exceeds, equals, or is less accurate than the global accuracy from the previous round. If an IoT 

device’s performance improves compared to the global one, its weight is increased (i.e., reward) 

by a predetermined ξ incentive; conversely, if performance declines, the weight is reduced (i.e., 

penalized). These adjustments are performed after each round of communication to ensure that 

better-performing models have a greater influence on cluster-wise averaging. The weights of all 

clients were normalized to maintain a consistent total influence across clusters.  This cycle was 

repeated for all rounds of communication. 

In the expectation step, each IoT device was assigned to a cluster. The assignment of IoT 

devices to a cluster is determined by the minimum distance between the IoT device’s local model 

parameter and the centroid of the cluster. The distance measure is considered a similarity measure 

for each IoT device in a cluster.  The minimization is weighted by coefficient βX, which adjusts the 

importance or influence of each IoT device's data. 

The maximization step updates each cluster centroid by averaging the contributions of all the 

IoT devices assigned to the cluster. This averaging aims to minimize the global function.  The 
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global function is a weighted sum of the distances between each IoT device's model and its 

corresponding cluster centroid and then normalized by the sum of all weights. After the 

maximization step, the distribution step involves sending the updated cluster centroid back to the 

IoT device for local update.  

In the local update step, each IoT device performs a series of gradient descent steps to improve 

its local model using its own data. The processes of expectation, maximization, distribution, and 

local update steps in each communication round continue until convergence is achieved. When the 

convergence requirements are met, the model parameters are properly optimized across all clusters 

and IoT devices.  The optimized cluster centroid and vector indicating each IoT device's cluster 

assignment were included in the output of the algorithm. This structured approach allows efficient 

and scalable model training across a distributed network by clustering similar IoT device models 

and updating the corresponding centroids. This leads to higher performance and generalizable 

machine learning models in a federated learning environment. 

7.3. Convergence Analysis 
The convergence of the optimization problem includes an assignment step and a local update 

step. The assignment step optimization problem is focused on cluster assignments 𝑠.,° which are 

dependent on other optimization processes that minimize the individual objective function losses. 

The main objective assignment step is to find the optimal model parameters ϕî	 for each cluster 

that minimize the total weighted loss across all clients so that Equation 47 will not increase. Each 

client contributes a different weight 𝛽. based on its data distribution.  This allows for personalized 

models that are suited to clusters within a federated network. 

𝑠𝑢𝑏𝑗𝑒𝑐𝑡	𝑡𝑜	𝑠.,°, {ϕî} = 	 				𝑠	 ∶ #
∑ <¹=
¹>?

∑ ∑ 𝑠.,|𝛽.||𝜔. − ϕî	||��¢
.x#

|
°x#1n,@,{Aû}

O³45.¢                          (47) 

Equation 47 shows the need to minimize 𝑆, which is the weighted sum of the squared Euclidean 

distances between each client's parameters 𝜔. and the cluster centres 𝜙|. The weights 𝛽.are 

normalized by the sum of all 𝛽. values.  

The local update step determines the best set of model parameters for each cluster in a federated 

network. The local update step uses a gradient descent algorithm and a properly selected learning 

rate to minimize the local objective. These models were applied to their respective clients’ data to 

minimize the weighted sum of their individual losses. This encourages both individual model 

accuracy and collaboration among models to achieve a minimized global objective as follows: 
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𝑚𝑖𝑛𝑖𝑚𝑖𝑧𝑒	
{ϕî}					

						𝑅	 = #
∑ <¹=
¹>?

∑ ∑ 𝑠.,|𝛽.L¢
.x# (ϕî, 𝐷.)°

|x# 																																												(48)			   

 

1) Convergence Analysis of expectation step (S) 
The following definitions and assumptions are used to analyze the convergence of the 

optimization problem of FedDWC:  

Assumption 1: Unbiased Gradient Estimator  

The unbiased gradient estimator condition states that the expected value of the stochastic 

gradient 𝛻𝑙(𝜔., 𝜙) is an unbiased estimator of the local gradient or the true gradient of the loss 

function for each client. This can be mathematically represented as: 

ECd∼Dd[∇l(ωX, ξ)] = ∇l(ωX).																																																																									(49)  

Assumption 2:  Bounded Gradients 

The bounded gradient condition ensures that the expectation of the L2 norm of the stochastic 

gradients 𝛻𝑙(𝜔., 𝜙)  is bound by a constant 𝑈. This can be mathematically represented as: 

𝐸Cn∼En[∥ 𝛻𝑙(𝜔., ξ) ∥�
�] ≤ 𝑈																																																																											(50) 

This assumption is important for guaranteeing the stability of the optimization process. It 

prevents the optimization steps from becoming too large; otherwise, the learning process will 

diverge or oscillate. 

Theorem 1: Clustering problem convergence.  

Within the confines of Assumption 1, it is posited that for any arbitrary communication round 

(𝑡), the proposed framework will converge if the learning rate, 𝜈.
()), adheres to 𝜈.

())		 ≤ 	 ||Hn
(H)ßI2	||
$J

 

, then, S is assured to converge. 

The theorem provides a criterion for determining the learning rate in relation to the current 

state of clustering or how close the model parameters are to the cluster centroids. The clustering 

algorithm is guaranteed to reach a stable solution if the learning rate is scaled suitably. This is vital 

for guaranteeing the usability and efficacy of the proposed algorithms, which use client clustering 
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to address data heterogeneity. For personalized and effective federated learning, the algorithm 

must be able to consistently assign clients to clusters according to the properties of their data, 

which is demonstrated by the convergence of 𝑆	under these conditions. 

2) Convergence Analysis of local update (R) 
 

Definition 1. Clusterability, in the context of federated learning, measures the similarity of 

gradients or data distributions in different clients within the same cluster. A lower value of B 

indicates higher clusterability, indicating the client’s data distribution similarity.  

¯|ϕî − 𝛻𝑙.(𝜔., 𝐷.)|¯
ϕî

≤ 𝐵																																																																					(51) 

The entire fraction is constrained to be less than or equal to some bound 𝐵.  

Application 

This clusterability measure ensures that, within each cluster, clients are not too divergent in 

terms of the directions and magnitudes of their updates. This can be critical for ensuring stable and 

efficient convergence in federated learning systems, where data and computational resources are 

distributed, and heterogeneity can often be a challenge. 

Assumption 3. The property of convex functions, where the function at any point 𝑦	lies below the 

line that is tangent to the function at point. The actual value of the loss function at 𝑦 is not greater 

than the value of the loss at 𝑥	plus the linear approximation of the change in loss from 𝑥	to	𝑦. Then 

we will have: 

𝑙(𝑦) ≤ 𝑙(𝑥) +	 〈𝛻𝑙(𝑥), 𝑦 − 𝑥〉                                                                                (52) 

Assumption 4. Properties of smooth Lipschitz. It provides an upper bound on the value of function 

𝑙(𝑦) based on its value and gradient at another point x, as well as the curvature of the function. 

Each loss function l is 𝜓-smooth, and we have 

 

𝑙(𝑦) ≤ 𝑙(𝑥) +	 〈𝛻𝑙(𝑥), 𝑦 − 𝑥〉 +
𝜓
2 ¯
|𝑦 − 𝑥|¯

�
�																																																											(53) 

Assumption 5. Properties of bounded gradient variance. The variance of the stochastic gradient 

𝛻𝑙(𝜔𝑖, 𝜉)	is bounded by 𝜎�, 
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𝐸	Ón∼E.[¯|𝛻𝑙(𝜔𝑖, 𝜃) = 𝛻𝑙(𝜔𝑖)|¯
�
�																																																														(54) 

𝐸	[¯|𝛻𝑙(𝜔𝑖, 𝜃)||�� − ||𝛻𝑙(𝜔.)|¯�
� ≤ 𝜎�																																																							(55)  

It is also applied for L. 

Theorem 2: Local update Convergence of Dynamic Clustered Federated Learning (FedDWC) 

Given the fulfilment of Assumptions 1, 3, 4, and 5.    

ν(),°) < 	min	{
∥ ωX

W − ϕî||�
KU ,

2
𝜓 	

⎝

⎜
⎛
𝐸 UVW∇l	 Õ𝜙|

(),µ,°)	ÖWV
�

�
X− 𝐾𝑈�

𝐸 UVW∇l	 Õ𝜙|
(),µ,°)	ÖWV

�

�
X + 𝜎�

⎠

⎟
⎞
		}																																														 

Then R is assured to converge. 

Theorem 3: Convergence rate of Dynamic Clustered Federated Learning (FedDWC) 

Given the fulfilment of Assumptions 1, 5, 6, and 7, the convergence of FedDWC is given by 
 
 
ℒ = 𝑅(',]) − 𝑅(),]) where  𝑅(',]) is the initial loss and  𝑅(),]) is the optimal loss. 

𝑇	 ≥ 	
ℒ
ℵ 																																																																																													(56) 

 
1

∑ 𝛽­¢
­x#

´	´ 𝛽. ´(
𝜓𝜈°�
2 − 𝜈°)	||	𝛻𝑙(𝜙|µ,°)||��	

êß#

°x#.∈|

è

|x#

+ 𝜈°𝐾𝑈2 +
𝜓𝜈°�
2 𝜎� 	≤ 	ℵ															(57) 

 

Convergence Analysis proof  
 

We can prove the convergence of our Proposed FedDWC framework in two steps: assignment or 

expectation, and local update. Each stage consists of four steps: expectation, maximization, 

distribution, and local update.  

 

1. Theorem 1 Proof:  

Lemma 1. Expectation Step improvement  
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During the expectation phase of communication round 𝑡 + 1, the current model parameters 𝜔 and 

cluster centers 𝜙. If the cluster assignment variable 𝑠.,°,	for client 𝑖 is set to 1 for cluster	𝑐 it 

minimizes the squared norm difference ||𝜔. − 𝜙|	||��
�
_`
.	.: 

𝑐 = 𝑎𝑟𝑔𝑚𝑖𝑛|	||𝜔. − 𝜙|	||2
2																																																																		(58) 

then we can prove that: 

S(W4#,a) ≤ S(W,b)																																																																																	(59) 

 

Proof: If  𝑠.,|)4# = 	1, the right cluster c identified for client 𝑖 that minimizes ∥ 𝜔. − 𝛺|
(),]) ∥ which 

is the shortest Euclidean distance from the centroid of each cluster 𝜙#, 𝜙� … . . 𝜙| to client model 

parameter   𝜔.: 

βX ∥ ωX − ϕî
((W4#,a)) ∥��	≤ 	βX ∥ ωX − ϕî

((W,b)) ∥�� 																																																			 (60) 

The aggregated loss after the expectation step is less than or equal to the aggregated loss before 

the expectation step.  

´𝛽. ∥ 𝜔. − 𝜙|
(()4#,·)) ∥��

¢

#

	≤ 	´𝛽. ∥ 𝜔. − 𝜙|
((),])) ∥��

¢

#

																																												(61) 

Then, prove that: 
𝐹)4#,· ≤ 𝐹(),])																																																																														(62) 

Lemma 2. Maximization Step improvement 

During the Maximization Step of communication round 𝑡 + 1, fixing the current model parameters 

𝜔 and 𝑟. The cluster centroid update for cluster 𝑐 at the maximization step is defined as: 

𝜙|
(),µ) = 	

∑ 	𝛽.𝜔.𝒊∈	𝒄

∑ 	𝛽.𝒋∈	𝒄
 

Then, prove that: 

	
S	(W,à) ≤ 	 S		(W,a)																																																																								(63) 

Proof: The square of The Expectation Step loss of arbitrary client 𝑖 in cluster 𝑐 is given as  

𝛽. ∥ 𝜔. − 𝜙|
((),·)) ∥�� 																																																																							 (64) 

Expanded to consider the distance to the new centroid after the Maximization step 𝜙|
®(),µ)e 
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βX ∥ ωX − ϕî
((W,a)) ∥��		= 		βX ∥ ωX − ϕî

®(W,à)e 	+ 		ϕî
(W,à) + ϕî

(W,a)|||��         (65) 

 

Using algebraic identity applying the distributive property of dot products.  

𝛽. ∥ 𝜔. − 𝜙|
(),·) ∥��		= 		𝜙. ∥ 𝜔. − 𝜙|

®(),µ)e||�� 	+		𝛽. ∥ 𝜙|
(),µ) + 𝜙°

(),·)||�� 

 

+2𝛽. 〈𝜔. −´
𝛽.

∑ 	𝛽.𝒋∈	𝒄.∈|

𝜔.	,´
𝛽.

∑ 	𝛽.𝒋∈	𝒄.∈|

𝜔. − 𝜙|
(),·)	〉 																																																																																	(66) 

Aggregate the weighted distances for all clients assigned to cluster 𝑘 

 

´ 𝛽. ∥ 𝜔. − 𝜙|
(),·) ∥��	

.∈|
	= 		´ \𝛽. ∥ 𝜔. − 𝜙|

®(),µ)e||��
.∈|

	+		´ 𝛽. ∥ 𝜙|
(),µ) + 𝜙|

(),·)||��
.∈|

																							(67)	 

 

+´ Õ2𝛽.⟨𝜔. −𝜙|
®(),µ)e	, 𝜙|

®(),µ)e − 𝜙|
(),·)	)	Ö

.∈|
 

 

´ 𝛽. ∥ 𝜔. − 𝜙|
(),·) ∥��	

.∈|
	= 		´ 𝜆. ∥ 𝜔. − 𝜙|

®(),µ)e||��
.∈|

	+		´ 𝛽. ∥ 𝜙|
(),µ) + 𝜙|

(),·)||��
.∈|

	 

 

+∑ j2𝛽.⟨𝜔. −∑
<n

∑ 	<n𝒋∈	𝒄
.∈| 𝜔.	, ∑

<n
∑ 	<n𝒋∈	𝒄

.∈| 𝜔. − 𝛽|
(),·)	)	k.∈|                  (68) 

 

The centroid is essentially the balance point of all client weights. Hence, the combined effect of 

approaches zero:  
 

´ 𝛽. ∥ 𝜔. − 𝜙|
(),·) ∥��	

.∈|
	

= 		´ 𝛽. ∥ 𝜔. − 𝜙|
®(),µ)e||��

.∈|
	+		´ 𝛽. ∥ 𝛽|

(),µ) + 𝜙|
(),·)||��

.∈|
																																							(69) 

Perform aggregation over all clusters 𝑘, from 1 to 𝐾 

´ j´ 𝛽. ∥ 𝜔. − 𝜙|
(),·) ∥��	

.∈|
k

è

|x#

= 	´	j´ 𝛽. ∥ 𝜔. − 𝜙|
®(),µ)e||��

.∈|
	+		´ 𝛽. ∥ 𝜙|

(),µ) + 𝜙|
(),·)||��

.∈|
k

è

|x#

																											(70) 

 

Multiply using.    #
∑ <¹=
¹>?
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𝑆	(),µ) −	𝑆		(),·) = 	−	
1

∑ 𝛽­¢
­x#

´	´ 𝛽. ∥ 𝜙|
(),µ) + 𝜙|

(),·)||��
.∈|

è

|x#

≤ 	0.																								(71) 

 

 

Lemma 3. Distribution Step Improvement 
 

During the Distribution Step of communication round 𝑡 + 1, 𝜔.∈| = 	𝜙|	 , the centroid 𝜙 and 𝑠. 

The local update of step T is defined as 

𝜔.# = 𝜔.' − 𝜂.
()) ∗ 𝛻𝑙.(𝜔., 𝐷.), …	 

𝜔.
(¢4#) = 𝜙|−	𝜈.

())𝛻𝑙.®𝜔.', 𝐷.e, − −	…	− −		𝜂.
())𝛻𝑙.®𝜔.°ß#, 𝐷.e																													(72) 

The update rule machine learns the training algorithms to find a set of parameters that minimize 

the loss function.  

𝜔.
(¢4#) = 𝜔|−	𝜈.

()) ´𝛻𝑙.®𝜔.
l , 𝐷.e

°ß#

°x#

																																																											(73) 

If    𝜈.()) ≤ 	 ∥Hn
HßI2||`
êJ

  , Then, prove that: 

𝑆	(),]) ≤ 	 𝑆		(),µ)																																																																											(74)			 

Proof:  

First, we proof learning rate 𝜈.
()) ≤ 	 ∥Hn

HßI2||`
êJ

   and then 	𝐹	(),]) ≤ 	𝐹		(),µ)			 

Proof the learning: 

Based on the update rule  

𝜔.
(¢4#) = 𝜙|−	𝜈.

())𝛻𝑙.®𝜔.', 𝜃.e, − −	…	− −		𝜈.
())𝛻𝑙.®𝜔.êß#, 𝜃.e																												(75) 

 

Take the norm squared of both sides and subtract centroid of cluster 𝑐 
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∥ 𝜔.¢4# − 𝜙|||� = ||𝜙| − 	𝜈.
())𝛻𝑙.®𝜔.', 𝜃.e−					…		− 	𝜈.

())𝛻𝑙.®𝜔.êß#, 𝜃.e − 𝜙|	||�																(76) 

= 𝜈.
())	||	𝛻𝑙.®𝜔.', 𝜃.e+					…	+		𝛻𝑙.®𝜔.êß#, 𝜃.e	||� 

So,  

∥ 𝜔.¢4# − 𝜙°||�� 		= Õ𝜈.
())Ö

�
||	𝛻𝑙.®𝜔.', 𝜃.e +					…	+		𝛻𝑙.®𝜔.êß#, 𝜃.e	||��																					(77) 

 

Using assumption 	
𝐸Ón∼En[∥ 𝛻𝑙(𝜔., 𝜃) ∥�

�] ≤ 𝑈 

∥ 𝜔.¢4# − 𝜙|||�� ≤ 	 Õ𝜈.
())	𝐾𝑈Ö

�
                                                           (78) 

≤			∥ 𝜔.) − 𝜙|||��																																																																									(79) 

𝜈.
()) ≤ 	

∥ 𝜔.) − 𝜙|||�
𝐾𝑈 																																																																				(80) 

Considering the three Lemma, we can get: 

𝑆	()4#,]) ≤ 	 𝑆		(),])																																																																										(81) 

 

2. Theorem 2: Local update Convergence of Dynamic Clustered Federated Learning 

(FedDWC) 
Given the fulfilment of Assumptions 1, 5, 6, and 7.    

 

ν(),°) < 	min	{
∥ ωX

W − ϕî||�
KU ,

2
𝜓 	

⎝

⎜
⎛
𝐸 UVW∇l	 Õ𝜙|

(),µ,°)	ÖWV
�

�
X− 𝐾𝑈�

𝐸 UVW∇l	 Õ𝜙|
(),µ,°)	ÖWV

�

�
X+ 𝜎�

⎠

⎟
⎞
		}																																														 

Then R is assured to converge. 

 

Lemma 4. Expectation step to Maximization step 

 

Given the conditions of Assumptions 1 and 5, from the expectation step to the maximization step 

in in an arbitrary communication round expressed as: 
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𝑅µ ≤ 𝑅· + BU�                                                                                   (82) 

Proof: 

𝑅µ − 𝑅· 	= #
∑ <¹=
¹>?

∑ 	∑ βX(l(ϕìà, DX)X∈î
ì
îx# − l(𝜔., DX))                                                      (83) 

Given:  

 

𝜙|µ = 	´
𝛽P	

∑ 	𝛽��∈	|
𝜔P

𝒅	∈𝑪

 

Proof:  

 

For arbitrary Client i, using Gradient Descent: 

 

𝑅µ: loss function evaluated after the maximization step 

𝑅µ =
1

∑ 𝛽­¢
­x#

´	´ βXl(ϕîà, DX)
X∈î

þ

îx#

 

 

𝑅·: The loss function evaluated after the expectation step. 

𝑅· =
1

∑ 𝛽­¢
­x#

´	´ βXl(𝜔., DX)
X∈î

þ

îx#

 

𝑅µ − 𝑅· 	= #
∑ <¹=
¹>?

∑ 	∑ βX(l(∑
pa	

∑ 	pqq∈	û
ωUU∈þ 	 , DX)X∈î

þ
îx# − l(𝜔., DX))                             (84) 

 

Based on assumption 5 and Equation 66:	(𝑦) ≤ 𝑙(𝑥) +	 〈∇l(x), y − x〉 for arbitrary cluster, we have: 

∑ 	∑ βX(l(∑
pa	

∑ 	pqq∈	û
ωUU∈î 	 , DX)X∈î

þ
îx# − l(𝜔., DX))                                      (85) 

 

≤ ∑ βX(〈∇l	®ωX
à, DXe, ∑

pa	
∑ 	pqq∈	%

ωUU∈î , ωX)		〉)X∈î                                               (86) 

Based on Cauchy Schwarz: 

 

≤ ∑ βX W¯∇l	®𝜔.µ, DXe¯W�
. rW∑ pa	

∑ 	pqq∈	û
ωUU∈î − ωXWr

�
X∈î                                        (87) 

 

≤ ∑ βX W¯∇l	®𝜔.µ, DXe¯W�
. ¯|𝜙|µ − ωX|¯�X∈î                                                         (88) 
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Based on Assumption 6.1: 

≤ ∑ 𝛽.𝑈¯|𝜙|µ − ωX|¯�.∈|                                                                        (89) 

 

Based on the update rule: 𝜔.
(¢4#) = 𝜙|−	𝜈.

())𝛻𝑙.®𝜔.', 𝐷.e, − −	…	− −		𝜈.
())𝛻𝑙.®𝜔.sß#, 𝐷.e 

 
≤ ∑ βXX∈î ν	KU�                                                                                    (90) 

  

≤ ν	KU�                                                                                            (91) 

 

≤ BU�                                                                                              (92) 

 

Then  
𝑅µ ≤ 𝑅· + 𝐵𝑈� or 𝑅µ ≤ 𝑅· + ν	K𝑈�                                                                 (93) 

 

Lemma 5. Maximization step to Local update 

 

Given the conditions of Assumptions 6 and 7, from the expectation step to the maximization step 

in in an arbitrary communication round, we have 

𝐸[𝑅]] 	−	𝑅µ 	≤ 	
1

∑ 𝛽­¢
­x#

´	´ 𝛽. ´(
𝜓	ν°�

2 − ν°	𝐸[||	∇l	 Õ𝜙|
(µ,°)	Ö ||�� 	+

𝜓	ν°�

2 𝜎�	
êß#

°x#.∈|

è

|x#

																					(94) 

 

Proof: 

Rb 	− 	Rà 	= 	 #
∑ ptu
t>?

∑ 	∑ βX(l(ϕî× , DX) − l(ϕîà, DX))X∈î
þ
îx#                                             (95) 

Gradient Descent for arbitrary Client 𝑖 

𝑙(𝛺°v , 𝐷.) − 𝑙(𝛺°µ, 𝐷.) 	= 	∑ 𝑙((𝜙|µ.°4#, 𝐷.) − 𝑙(𝜙|
(µ,°), 𝐷.))êß#

°x# 																																					(96)                   

Based on Assumption 6.6. Lipschitz Smooth:𝑙(𝑦) ≤ 𝑙(𝑥) +	 〈∇l(x), y − x〉 + w
�
¯|𝑦 − 𝑥	|¯

�
� then 

𝑙(𝜙|
µ,°4#) − 𝑙(𝜙|

µ,°) 	≤ 〈∇l(𝜙|
µ,°), 	𝜙|

µ,°4# − 𝜙|
µ,°	〉 	+ w

�
||	𝜙|

µ,°4# − 𝜙|
µ,°||��																														(97)      

 

Based on Gradient Descent Update: 𝜙|µ,°4# = 𝜙|
µ,° −	 	ν∇l(𝜙|

µ,°, 𝜃.°)	 
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≤	 〈∇l®𝜙|
µ,°e, 	−ν∇l(𝜙|

µ,°, 𝜃.°)	〉 	+
𝜓ν�

2 ||	∇l(𝜙|
µ,°, 𝜃.°)||��																																					(98) 

Taking the expectation over the random batch 𝜃, we get: 

 

𝐸[〈𝛻𝑙®𝜙|µ,°e, 	−𝜈𝛻𝑙(𝜙|µ,°, 𝜃.°)	〉																																																																(99)              
 

Since the inner product of a vector with itself is just the norm squared 

 

−	𝜈𝐸[||	𝛻𝑙(𝜙|µ,°, 𝜃.°)||�]																																																																							(100)                
Combining these two terms and applying the expectation: 

𝐸[𝑙(𝜙|
µ,°4#) − 𝑙(𝜙|

µ,°)] ≤ −	ν𝐸[||	∇l(𝜙|
µ,°)||�] +

𝜓ν�

2 𝐸[||	∇l(𝜙|
µ,°, 𝜃.°)||��]																																								(101) 

Appling the variance 𝜎� of the stochastic gradient:  𝐸	[¯|𝛻𝑙(𝜔., 𝜃)||�� − ||𝛻𝑙(𝜔.)|¯�
� ≤ 𝜎� 

𝐸[𝑙(𝜙|
µ,°4#) − 𝑙(𝜙|

µ,°)] ≤ −	ν𝐸[||	∇l(𝜙|
µ,°)||��] +

𝜓ν�

2 (𝜎� + E||∇l(𝜙|
µ,°)||��)																												(102) 

 

𝐸x𝑙®𝜙|
µ,°4#e − 𝑙®𝜙|

µ,°ey ≤
𝜓ν�

2 𝜎� + (
𝜓ν�

2 − ν)	||	∇l(𝜙|
µ,°)||��																																																				(104) 

 

Applying a telescoping sum over all iterations 

𝐸[𝑙(𝜙|v , 𝐷.)] − 𝑙(𝜙|°, 𝐷.) 	= 	´ 𝐸[𝑙((𝜙|µ.°4#, 𝐷.)] − 𝑙(𝜙|
(µ,°), 𝐷.))																									(105)

êß#

°x#

 

then: 	

𝐸[𝑙(𝜙|v , 𝐷.)] − 𝑙(𝜙|µ, 𝐷.) 	= 	´
𝜓ν°�
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2 − ν°)	||	∇l(𝜙|
µ,°)||��

êß#

°x#

																									(106) 

 

Finally, we will get: 

𝐸[𝑅]] 	−	𝑅µ 	≤ 	
1

∑ 𝛽­¢
­x#
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																				(107) 

Now, we can proof Theorem 6.8 as follows  

Proof: From local updates in round 𝑡 − 1 to the expectation step in round 𝑡, there is no change in 

the value of the loss function. Hence,  
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𝑅()ß#,]) 	= 𝑅(),·)																																																																																										(108) 

Based on then according to Lemma 4 and 5: 

Considering 	𝑅µ ≤ 𝑅· + νKU� and  

	

𝐸[𝑅]] 	−	𝑅µ 	≤ 	
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𝐸[𝑅(),])] − 𝑅()ß#,])

≤ 𝜈°𝐾𝑈2

+	
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0 ≤
1

∑ 𝛽­¢
­x#
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0 ≤ (
w	z(H,@)

`
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(),µ,°)	Ö ||�� 	+
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So that: 

ν(),°) < 	min	{∥{d
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Therefore, from the above equation, we can see that the convergence of the loss function F and 

loss function R decreases monotonically; hence, we can conclude that FedDWC converges.  

Theorem 3: Convergence rate of Dynamic Clustered Federated Learning (FedDWC) 

Given the fulfilment of Assumptions 1, 5, 6, and 7, the convergence of FedDWC is given as 

follows: 

ℒ = 𝑅(',]) − 𝑅(),]) where  𝑅(',]) is the initial loss and  𝑅(),]) is the optimal loss.  
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𝑇	 ≥ 	 ℒ
ℵ
																																																																																																(115)             

 
#
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The above equation shows that the number of communication rounds needed to achieve high 

performance is inversely proportional to ℵ. Hence, to achieve higher performance (or smaller loss), 

more communication rounds T are required.  The convergence rate, FedDWC, becomes 𝑇 =

𝑂 Õ#
$
Ö, which is linear.  

Proof:  

The expected loss function reduction per communication round bounded by the following 

equation: 

 

ℒ = 𝑅(',]) − 𝑅(),])																																																																																							(117)  
 

where  𝑅(',]) initial loss and  𝑅(),]) optimal loss  
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Summing the above equation over T communication round  
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Then  

𝑇	 ≥ 	 ℒ
ℵ
																																																																																						(124)  

Hence, we can conclude that the convergence rate is proportional to 1/𝑇 which indicates linear 

convergence. The above equation shows that the number of communication rounds is inversely 

proportional to ℵ. Hence, to achieve higher performance, more communication rounds T are 

needed.  The convergence rate was 𝑇 = 𝑂 Õ#
$
Ö 

 

7.4. Experiments 
7.4.1. Data Pre-processing and Simulation 

Data pre-processing is a basic step in all federated learning applications, including DDoS attack 

detection. The performance of any detection method is significantly affected by the representation, 

size, and quality of a dataset. A dataset with high dimensionality and a large number of duplicate 

and irrelevant features affects the training and performance of the proposed framework. To address 

these issues, in the data pre-processing phase, we used data cleaning, data encoding, data 

normalization, and feature selection techniques. We implemented Dirichlet distribution for real-

world data distribution simulations across IoT devices. The Dirichlet distribution is a family of 
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continuous multivariate probability distributions parameterized by a vector of positive reals. A 

Dirichlet distribution is used in Bayesian statistics, machine learning, and data analysis to model 

the probabilities of multiple categories. Dirichlet distribution is useful for simulating dynamic data 

distribution and is particularly useful for creating realistic simulations of data distribution across 

various IoT devices to mimic real-world scenarios of data heterogeneity.  

Our research defines the Dirichlet distribution simulation parameter alpha (α) for our 

experiment. Parameter α of the Dirichlet distribution controls the concentration of the distribution. 

A smaller α leads to higher data heterogeneity among IoT devices, meaning that the data 

distribution is skewed and imbalanced. A larger value of α tends to generate more evenly 

distributed data across clients. For our experiment, we used α= 10 for intra-cluster to have evenly 

distributed data across clients and α= 0.1 for inter-cluster to have more skewed and imbalanced 

data distribution. This is particularly useful in cybersecurity applications within IoT networks, 

where nodes may not only have different quantities of data but also see vastly different types of 

data, which is crucial for developing robust DDoS detection systems. 

7.4.2. Experiment Environment 

The proposed online DDoS detection framework aims to detect DDoS attacks on the IoT 

systems. To observe the performance of the proposed approach, we developed a prototype using 

Python 3.10 programming language in the Jupyter Notebook environment. To support 

reproducibility and adversarial robustness evaluation, we used Python 3.10 and explicitly 

documented all critical dependencies, including River 0.15.0, Scikit-learn 1.2.2, and TensorFlow 

2.11. For adversarial attack generation, we integrated the Adversarial Robustness Toolbox (ART) 

with a custom-trained GAN to simulate zero-day perturbations. A fixed random seed (42) was 

used across all experiments to ensure consistency. The experiment was conducted on a machine 

running an Intel(R) Xeon(R) CPU @2.20GHz and 16 GB of RAM. 

7.4.3. Model Architecture and Baseline 

The proposed framework uses a lightweight Convolutional Neural Network (CNN) 

architecture that is suitable for IoT device constraints on computation and memory usage. The 

proposed framework was optimized using a variant of stochastic gradient descent (SGD) tailored 

to federated settings. The SGD facilitates efficient convergence in highly skewed data 

distributions. FedDWC is benchmarked against federated learning algorithms such as FedAvg[6], 

FedProx[37], and IFCA[38], which underscores its advantages in handling non-IID data 
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effectively. We train FedAvg, FedProx, and IFCA T times. We evaluated the performance in terms 

of accuracy using client-wise and cluster-wise generated non-IID data. 

7.5. Result and discussion 
In this section, we present a detailed analysis of the experimental results obtained by evaluating 

the proposed FedDWC framework against three state-of-the-art methods, namely, FedAvg, 

FedProx, and IFCA. The primary objective of the experiments is to analyze the detection accuracy, 

convergence, size and complexity, and clustering in the context of DDoS attack detection under 

non-IID and IID data conditions. The evaluation was performed using two datasets, IoTID20 and 

CICIoT2023, for a comprehensive analysis.  

7.5.1. DDoS Attack Detection  

In this section, we compare the DDoS attack detection accuracy of the proposed FedDWC 

framework with those of other state-of-the-art methods: FedAvg, FedProx, and IFCA. The 

experiment was conducted using non-IID and IID datasets to evaluate DDoS attack detection 

accuracy. As shown in Figures 15 and 16 and Table 12, FedDWC achieved a DDoS attack-

detection accuracy of 99.11% using the IoTID20 non-IID dataset with five clusters and 100 IoT 

devices. The experimental results showed that FedDWC outperformed FedAvg, FedProx, and 

IFCA, with accuracies of 96.47%, 97.93%, and 98.14%, respectively. Similarly, FedDWC 

achieved a DDoS attack-detection accuracy of 98.56% using the CICIoT2023 non-IID dataset with 

five clusters for 100 IoT devices. When the number of clusters to ten and 200 IoT devices, 

FedDWC achieved an improved DDoS attack detection accuracy of 99.21% using the IoTID20 

non-IID dataset and 99.10% for the CICIoT2023 non-IID dataset as it shown in Table 8.  

In the case of the IID datasets, FedDWC achieved 98.74% accuracy, which is relatively better 

than FedAvg, FedProx, and IFCA, which have accuracies of 98.11%, 98.20%, and 98.23%, 

respectively, for the IoTID20 IID dataset with five clusters and 100 IoT devices. When the number 

of clusters to ten and 200 IoT devices, FedDWC achieved an improved DDoS attack detection 

accuracy of 99.09% using the IoTID20 IID dataset and 99.16% for the CICIoT2023 IID dataset. 

The performance of FedDWC demonstrates its ability to effectively handle non-IID data through 

dynamic weighting and clustering. Clustering clients with similar data distributions and applying 

dynamic weighting to each IoT device within a cluster improves the performance of the proposed 

framework. FedProx’s accuracy (98.20%) and IFCA’s accuracy (97.90%) are better than 

FedAvg’s accuracy of 97.31% when using the IoTID20 non-IID dataset with ten clusters and 200 
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IoT devices. This is mainly because they are built to handle challenges related to non-IID data. 

FedProx handles non-IID data by optimizing proximal terms. IFCA uses clustering to enhance the 

performance of federated learning in non-IID environments.  However, FedDWC uses a 

combination of dynamic weighting and clustering to provide superior results for handling non-

IIDs. 

Our study evaluates the clustered federated learning and dynamic weighting components of 

FedDWC framework. The original proposed FedDWC framework integrates both dynamic 

weighting and clustering mechanisms. The experiment is conducted using the IoTID20 non-IID 

dataset with 10 clusters and 200 IoT devices. It achieved the highest accuracy of 99.21%. While 

removing the dynamic weighting component from FedDWC, the accuracy decreased to 98.25%. 

Similarly, while removing the clustering mechanism, the accuracy dropped to 97.87%, which is 

less by about 1.34% when compared to the original FedDWC. These results clearly indicate that 

both dynamic weighting and clustering contribute to the accuracy of FedDWC framework. In 

addition, we compared FedDWC to the state-of-the-art methods under identical conditions. In this 

comparison, FedAvg, FedProx and IVCA achieved an accuracy of 97.31%, 97.90%, and 98.20%, 

respectively. Hence, FedDWC framework demonstrates better performance as compared to the 

existing methods and also emphasizes the important roles of its integrated dynamic weighting and 

clustering components. 
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Figure 15:Accuracy comparison using non-IID CICIoT2023 dataset 
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Figure 16: Accuracy comparison using non-IID IoTID20 dataset 

 

Table 13: Performance comparison using non-IID and IID dataset 

 IID Non-IID 
CICIoT2023 IoTID20 CICIoT2023 IoTID20 

Cluster = 5, 
100 IoT 
device  

Method Accuracy  Accuracy  Accuracy  Accuracy  
FedAvg 98.00% 98.11% 96.94% 96.47% 
FedProx 97.99% 98.20% 97.92% 97.93% 
FICA 98.25% 98.23% 98.15% 98.14% 
FedDWC 98.61% 98.74% 98.56% 99.11% 

Cluster = 10, 
200 IoT 
device 

FedAvg 98.13% 98.09% 97.33% 97.31% 
FedProx 98.85% 98.76% 97.90% 97.90% 
FICA 98.78% 98.98% 98.02% 98.20% 
FedDWC 99.16% 99.09% 99.10% 99.21% 

 

7.5.2. Size and Complexity 

The experiments also examined the impact of the number of clients and clusters on the accuracy 

and complexity. The experimental results demonstrate that the accuracy of the proposed 
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framework increases when the number of clients and clusters increases. FedDWC showed an 

improvement from 99.56% to 99.10% for the CICIoT2023 dataset, where the cluster number and 

IoT devices were increased from 5 to 10 and 100 to 200, respectively. Our research performed 

additional scalability experiments by increasing the number of IoT devices to 500 and 1000.  The 

experiment result demonstrates the accuracy obtained using IoTID20 dataset under non-IID 

conditions are 99.31% and 99.41% for 500 and 1000 IoT devices respectively. This improvement 

could be attributed to the broader and more diverse dataset represented by the increased number 

of IoT devices and the model’s generalization capability. The scalability experiments validate the 

capability of FedDWC to leverage large-scale federated learning scenarios effectively. This 

demonstrated the scalability of the proposed framework. Scalability is important when large-scale 

IoT device participation is required. The time complexity of the FedDWC is linear, as indicated 

by the convergence rate analysis, 𝑇 = 𝑂 Õ#
$
Ö. This convergence rate ensures the manageability of 

the computational overhead. Moreover, this strengthens the practicality and efficiency of the 

proposed FedDWC framework. 

7.5.3. Clustering Analysis  

Client assignment to a cluster is a critical process for ensuring the data distribution of the 

client’s similarity within the cluster. The efficacy of the overall performance was directly affected 

by the client-to-cluster assignment. Clients within the cluster had similar data distributions. Figure 

21 and 22 show the cosine similarities of the clusters. The client assignment to the cluster is 

performed in a way that minimizes the distance between the client and the centroid of the cluster. 

The effectiveness of the proposed FedDWC framework was verified using t-SNE visualization. 

This visualization shows how clients are clustered into two dimensional vectors. Figures 17 and 

18 show the clustering results generated by the FedDWC framework using the CICIoT2023 and 

IoTID20 datasets, respectively. We can easily see intra-cluster and inter-cluster distributions, and 

can also easily distinguish each cluster from the others.  The experimental results show that more 

clients will be concentrated on specific clusters, owing to the non-IID algorithm that generates 

non-IID data for each client. Figures 19 and 20 show the clustering results for the clusters in the 

second communication round and 25 communication rounds. Once the convergence stage was 

reached, the distance from the client to the centroid did not change. The client concentrates on 

specific clusters, and the distance between the client and centroid of the cluster is minimized.  This 

implies that the cluster structure will be the same in any communication round after convergence. 
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The scalability of FedDWC was tested by incrementally increasing the number of IoT devices in 

the cluster and the number of clusters to evaluate how well the learning process is scaled under 

heightened stress and data diversity. In both scenarios, the performance of the proposed framework 

was not affected.  

 

Figure 17: t-SNE visualization of Client Assignment to Cluster using CICIoT2023 
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Figure 18: t-SNE visualization of Client Assignment to Cluster using IoTID20 

 

 

Figure 19: t-SNE visualization of Client Assignment to Cluster using CICIoT2023 
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Figure 20: t-SNE visualization of Client Assignment to Cluster using CICIoT2023 

 

Figure 21: Cosine similarity of 10 clusters on IoTID20 dataset 
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Figure 22: cosine similarity of cluster 5 on CICIoT2023 dataset 

 
 
7.5.4. Convergence  

The convergence analysis shows that FedDWC achieves significantly faster convergence than 

the other methods. As shown in figure 15 and 16, for the experiments using a non-IID dataset 

divided into 10 clusters of high variances α = 0.1 for inter-cluster and low variances (α = 10 for 

intra-cluster non-IID CICIoT2023 dataset), FedDWC starts to converge at the first communication 

rounds. FedAvg requires approximately five communication rounds to converge. FedProx and 

IFCA required approximately four rounds of communication. The significant convergence 

performance of the FedDWC is supported by the theoretical convergence analysis detailed in the 

Annex of this paper. This analysis underlines the importance of selecting an appropriate learning 

rate, as stated in Theorems 1. Carefully selecting the learning rate based on equation in Theorems 

1 can significantly enhance the convergence and convergence rate of FedDWC.  

The other factors contributing to the rapid convergence of the FedDWC are the dynamic 

weighting and effective clustering methods used in the proposed framework. These methods 

ensure that each communication round provides significant progress towards global model 

optimization. Hence, the total number of rounds required for convergence was reduced. The 
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efficiency of FedDWC in communication rounds not only accelerates the training process, but also 

minimizes the communication overhead. This created a highly efficient federated learning 

approach. This efficiency is valuable in scenarios in which communication resources are limited.  

7.6. Summery  
The FedDWC framework combines the benefits of clustered federated learning and dynamic 

weighting approaches to non-IID data issues, and enhances the performance of the DDoS attack 

detection system. Clustering IoT devices with similar data distributions allows model 

personalization within each cluster. This helps improve the performance of the global model. The 

dynamic weighting approach ensures that the IoT contributions are considered to mitigate the 

impact of noisy or less significant IoT devices. The experimental results show that FedDWC 

outperforms other state-of-the-art federated learning methods such as FedAvg, FedProx, and 

IFCA, in handling non-IID data. FedDWC achieved an accuracy of 99.21% using the IoTID20 

non-IID dataset with 10 clusters. FedAvg, FedProx, and IFCA achieved an accuracy of 97.31%, 

97.90%, and 98.20%, respectively. The theoretical convergence analysis and empirical validations 

using two datasets demonstrate that FedDWC framework has better convergence, performance in 

detecting DDoS attacks, and provides a privacy-preserving solution for federated learning in non-

IID environments. The proposed FedDWC framework introduces robustness through dynamic 

weighting and cluster-aware aggregation. However, adversarial attacks on federated learning 

system such as model poisoning and backdoor attacks are open research challenges. In future work, 

we plan to implement adversarial defence mechanisms against FedDWC to improve resilience. 
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Chapter Eight  

8. Proposed Solution Deployment Location 
This section examines the potential deployment and expected performance of the proposed 

framework. IoT endpoints are commonly used for IoT data stream collection, IoT edge servers are 

used for preliminary for DDoS attack detection analytics, and IoT cloud servers are used for 

comprehensive DDoS attack detection. The proposed AUWPAE and MSAAD framework could 

be deployed in the IoT cloud, edge servers for IoT DDoS attack detection, and the control server 

located at the edge layer. The first option is deploying it in IoT edge devices, which provide quick 

data processing to reduce the size for long-distance data transfer but typically have limited 

computational capacity. Edge computing allows the detection of local DDoS attacks on edge 

servers or control servers at the edge layer. Control servers can perform preliminary and 

fundamental IoT DDoS attack detection jobs locally, including data pre-processing and feature 

selection. Deploying high-performance computing equipment at the IoT edge layer will 

significantly minimize latency. Hence, the proposed deployment location considers the DDoS 

attack detection solution at the IoT edge using high-performance computing equipment. 

The other option could be deploying it in IoT cloud servers for DDoS attack detection. IoT 

cloud servers often include several cloud machines with high computational power and resources, 

allowing them to use cloud computing to carry out complex DDoS attack detection activities. 

However, deploying the proposed framework on the cloud server poses a high risk to the privacy 

of the data. Additionally, there is a delay in the classification of IoT data due to requests and 

responses to the central cloud server. Figures 23 and 24 show the proposed framework’s 

deployment location at edge servers and in the IoT cloud, respectively 
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Figure 23: Proposed framework deployment location at IoT Edge Server. 

 
Figure 24: Proposed framework’s deployment location in IoT cloud. 
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The proposed FedDWC framework is designed to be deployed in real-world IoT environments 

by leveraging the layered structure of IoT infrastructures. The edge computing architecture 

FedDWC ensures localized processing, communication efficiency, and model personalization. The 

edge devices such as sensors, routers, and embedded nodes perform initial training using their local 

traffic data. This edge devices then transmit model update to the gateway node or local aggregator 

which coordinates cluster-level training and aggregation.  The gateway or local aggregator of 

FedDWC performs clustering of devices based on data distribution similarity. This clustering can 

be executed periodically or adaptively using clustering metrics to ensuring low computational 

burden on the gateway. Once the cluster is created, the local model is aggregated using dynamic 

weighting mechanism. This helps to limit the impact of low-performing or noisy devices and 

improves resilience in non-IID environments. To address communication overhead, FedDWC 

adopts a hierarchical federated learning structure. In this architecture:  

• Intra-cluster communication occurs between devices and their assigned gateway.  The 

aggregation is performed here more frequently but within smaller groups. 

• Inter-cluster or global aggregation is performed less frequently between gateways and 

the central server. This significantly reduces communication rounds and bandwidth 

between gateway and central server compared to traditional FL architectures. 

This two-tier structure reduces the volume of data exchanged across the network and also 

supports scalability by enabling parallel processing across clusters and minimizing bottlenecks. 

The framework preserve privacy because data never leaves the local device to central server. This 

is an essential requirement in real-world deployments where privacy is a key concern. In 

conclusion, the FedDWC framework theoretically sound and also practically feasible. Its 

deployment on edge and gateway nodes ensures low-latency, privacy-aware, and scalable DDoS 

detection.  
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Chapter Nine  

9. Conclusion and Future work 
IoT DDoS attack detection solutions are usually developed to protect IoT systems from DDoS 

attacks using IoT data stream analytics. However, IoT data are usually dynamic and could have 

concept drifts. However, these DDoS attack-detection systems use batch learning and centralized 

approach that makes unable to detect zero-day DDoS attacks in real-time. The dynamicity of non-

IID IoT data causes concept drift issues that result in performance degradation in detecting DDoS. 

Centralized approach of detecting DDoS attacks transfers network data from all IoT edge nodes to 

a central cloud server for model training. This approach exposes privacy of network devices 

owner’s data as it collects from edge nodes to central server. Moreover, adversarial attacks pose a 

significant challenge to the detection of Distributed Denial of Service (DDoS) attack in IoT 

systems. These attacks can exploit the vulnerability of online DDoS attack detection solutions, 

thereby degrade their accuracy.  

To address the above challenge, this dissertation provides: first, novel Accuracy Update 

Weighted Probability Averaging Ensemble (AUWPAE) approach to detect concept drift and 

perform zero-day DDoS detection. We evaluated the proposed model using the IoTID20 and 

CICIoT2023 datasets with benign and DDoS traffic data that had concept drifts. The results show 

that AUWPAE achieved better accuracies of 99.54% and 99.33% for the respective datasets when 

compared with those of the other eight models. This result indicates that the proposed adaptive 

online DDoS attack detection framework, which uses AUWPAE is able to detect DDoS attacks in 

the presence of concept drifts. 

Second, novel MSAAD framework that can protect online DDoS attack detection solutions 

against adversarial attacks. The proposed framework comprises of three defense layers: the 

Resilient Adversarial Detector and Purification (RADP), which detect and purify adversarial 

attacks against online DDoS attack detection systems for multiple and unknown adversarial 

attacks; A multiple-classifier approach, which makes it more challenging for an attacker to 

replicate the DDoS attack detection model; and MABTSE , which select dynamically classifiers 

or ensembles using the the Multi-Armed Bandits (MAB) algorithm with Thompson Sampling for 

each incoming traffic request. The frameworks maintain the performance of conventional DDoS 

attack detection systems in non-adversarial attack scenarios by selecting the most appropriate 

classifiers for each request type. The experiment results demonstrate the effectiveness of the 
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proposed MABTSE model. The MABTSE achieved an average accuracy of 99.50% and 99.28% 

on IOTID20 and CICIoT2023 datasets respectively. The accuracy of the DDoS detection model 

declined significantly under adversarial attacks. however, it is successfully restored to range of 

99.39% to 99.48% for IOTID20 dataset and range of 99.01% to 99.14% for CICIoT2023 datasets 

respectively in adversarial attack scenario. This demonstrates the robustness of MSAAD 

framework in dynamic IoT environment  

Third, The FedDWC framework combines the benefits of clustered federated learning and 

dynamic weighting approaches to non-IID data issues, and enhances the performance of the DDoS 

attack detection system. Clustering IoT devices with similar data distributions allows model 

personalization within each cluster. This helps improve the performance of the global model. The 

dynamic weighting approach ensures that the IoT contributions are considered to mitigate the 

impact of noisy or less significant IoT devices. The experimental results show that FedDWC 

outperforms other state-of-the-art federated learning methods such as FedAvg, FedProx, and 

IFCA, in handling non-IID data. FedDWC achieved an accuracy of 99.21% using the IoTID20 

non-IID dataset with 10 clusters. FedAvg, FedProx, and IFCA achieved an accuracy of 97.31%, 

97.90%, and 98.20%, respectively. The theoretical convergence analysis and empirical validations 

using two datasets demonstrate that FedDWC framework has better convergence, performance in 

detecting DDoS attacks, and provides a privacy-preserving solution for federated learning in non-

IID environments. The proposed FedDWC framework introduces robustness through dynamic 

weighting and cluster-aware aggregation. However, adversarial attacks on federated learning 

system such as model poisoning and backdoor attacks are open research challenges. In future work, 

we plan to implement adversarial defence mechanisms against FedDWC to improve resilience. 

Finally, this dissertation provides the IoT DDoS attack detection solution deployment 

framework for IoT systems. Despite the results presented above, this research acknowledges 

potential limitations of our current study. The scalability of the framework in large-scale IoT 

networks, characterized by diverse traffic patterns and device heterogeneity, requires further 

exploration. In future work, we plan to explore reinforcement learning-based adaptive attackers to 

stress-test under real-time, dynamic threat scenarios. We will also address adversarial attacks in 

federated learning systems, such as model poisoning and backdoor attacks. In addition, we will 

consider Byzantine-resilient aggregation to handle malicious participants. We will validate our 

framework on live IoT testbeds to assess performance in realistic environments. Finally, we aim 
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to empirically verify and generalize the theoretical assumptions, including Lipschitz smoothness, 

while extending complexity analysis for large-scale federated systems. 
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