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ABTSRACT 

The appli cation of data mining methods and tools that can help to explore large quantit ies 

of dara generated by the Call Detail Record (CDR) of telecommunication switch machine 

will be the art of the day to address the se rious problems of telecom munication operators, 

The CDR consists of a vast \'olume of data set about each call made and it is a major 

resource of (bta for research ,,"orks to find out hidden patterns of call s made by 

customers in addition to the tvpical use for bill process ing acri\ities, 

More importantly, data mining techno logy has enab led te lecommun ication com panies to 

utilize thi s generic source of data for different ki nds of customer relationship 

management and marketing activities including fraud detection and prevention stratcgi~s, 

The methodology used fo ]' thi s research had three b;Jsic steps, These ""ere co ll ec ti on or 

data, data preparation and model building and testing, The requi red (bta s~t was se lected 

and extracted from the billing data set of Ethi o- mobile, Neural network data mining 

technology we re employed to build and tes t the model s, The c1ata mining mcthod used in 

this research work have pro\'ed to yicld comparably suJ'fi cient results for practical u s~ as 

far as supporti ve mechan isms are employed fo r the misclass ification of fra udulent 

cus tomers as non-fraudulent and vice versa, Due to this fact the telecornmunication 

operators should take se rious and intensive follo\\' ups for unusua ll y high freque ncy and 

long duration of international calls made lw some possib ly r"raudu lcnt customers, 

Howe\'e r the se lection of representative sample data for the \\hok database of thc 

problem under consideration needs a series consideration and care to prop~ r! ) sdcc t th~ 

training data set. Otherwise due to the rare occu rrences o f poss ibl\ frauduklll calk the 

training of representati\ 'c data set " 'ill be a tedious aer i\ 'il\ ', 

In this research "'ork , the r~scarcher ha, pro\'ed that the CDR is a majl)!' re,,'urc~ or 

crucia l knowledge about customers of Telecommun ication Corporat io n, Beside that the 

number of ca ll s made and the duration of each call should be traced to proper!\ kno'" 

unhealthy customers of the corporation, Finalh' it is a rich field for research 1'01' oth~r 

interested re searchers to make further and in-depth research Oll this area , 
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CHAPTER ONE 

INTRODUCTION 

1.1 Back ground 

In toda\" s \lorld. the telecommunicati on industry has quickly e\'o l\ed from offeri ng local 

and long di stance telephone services to pro\'iding many other comprehensive senices 

including vo ice. fax. pager. cellular phone. images. e-mail. computer and \veb data 

transmiss ion and other data traffic. The integration of te lecom munica ti on. computer 

network. internet and numerous other Illeans of comlllunication and cOIllPuti ng is also 

underway. Moreove r. with the deregu lation of the telecolll llluni cat ion indu stry in many 

countries and the developlllent of new cOlll puter and cOllllllunicati on technologies. the 

te lecommunication market is rapidl y expanding and hi ghl v cOlllpeti tive r 11. 

The principal sec tor of the telecomlllunication industry is telephone communications. 

Establishments in this sector operate both wire line and \I 'irekss net\l·orks. The ce!iula r 

technology exploded over the last few years pro\'iding te lecomm uni cation an y time and 

JnY\l here. Bes ides being very exciting ancl profitabl e business . wireless and mobile 

communications has been an ex tre mc! \' rich fi eld for re search . due to the man\' - -

difficulties tha t the wil'eless cn\'ironment prescnts and duc l0 the ever Increasing use r .S 

demand for more, ne\\"er J.nd better sen'icc'. , 
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1.1.1 Ethiopia Scenario 

The introduction of telecommunication in Ethiopia dates back to 189-+.In those early 

years. the new technological schelTle contributed to the integrat ion of the Ethiopian 

society when the extensive open-wire line sys tem was laid out linking the capilal \I 'ith all 

the important administrative cities of the country [2.1. 

Starting from that dates. the organization had undergone through series development 

programs. The major objectives of the co rporation are to support the free market 

economy and investment ventures. to satisfy the demands of the private secto r for 

telecom services and to fully participate in and help the integrated rural cle\'e lopment 

program of the country and to genera te pro fit in orcler lO secure ['uncls for further 

improving its network. 

ETC' s develop me III programs arc not onlv mealll to expand and improve the telephone. 

tele fax and the other relative ly old types of sen'ices to the rural anci urban areas. Though 

the various transmiss ion systems. plans were to pro\'icle Inlcrnet ancltelemcclicine .h \I ell 

as Interactive Distance Learning acccss 10 more Ulan I () regional tOW11 S, including higher 

education institutions with manv colleges in the Regional states locatecl far frolll th,~ 

centcr of the country. 

CUITel1llv thc corporati on offe rs scn 'ice such a< telephone . telex. telc fax. illlernet. 

ccll ular mobile telephone, data communication and the like. 
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Based on the report fro m ETC, the prov ision of GSM mob ile te lephone se rvice had began 

in Addis Ababa in Apri l: 1999 ,In Add is Ababa, the capita l c ity of Ethiopia. the number of 

mobi le subsc ri be rs was about 5 1777 as of June . ~003 , In sp ite o f the fac t that the repot is 

no t yet re leased it is es timated th at more than 100.000 subscribe rs are now become the 

users of mob ile phone in Addis Ababa . Nazare th. J imma. Bahir Dar and the neighboring ---
cities, The service co\'erage has expected to reach ~OO.OOO subscribers in Addis and 

other major to\\'ns o f the country accord ing to the de\'elopment pl an of the corporation 

with short time period [n 

1.1.2 GSM-Mohile Telephone Service 

iVlobile telephone is a se rvice with which you can access both the I'ixed and mobile 

networks when yo u are w ith in the coverage area of the GS M networK , It g ives access for 

social. busi ness and emerge ncy call s vi rtuallv twenty four ho urs a day, GSM (Global 

System for Mob ile communicat io n) network is a dig ita l cellu lar mob ile telephone system 

which is ori ,ginally adopted in Europe, It has been commercially available s ince 199~ and 

has penet rated the world's cellu la r market evcr since. To day the number of operators 

Lirastic,dl\' increases in o\'er 109 countries by ha\ 'ing mil lions of subscribers throughout 

the \\'orld acco rding to [he information released from Ethiol,ia Telecomillun ication 

Corpo ration [ ~ I , 

Ethio- \ Iob ik present ly operates in the GS\I 900 :\- IHZ frequellc\ ranges co\wing ,"e1e1i , 

,"baba. Debre Zeit. Nazareth . Ylodio and Soelere, Supplementar\' sen'iccs o\"tilabk at 
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extra charges. which includes the va lue added services such as Voice Mail. Call 

Forwarding. Call Barring. Call Waiting and Advice of Charge . 

• 
1.2 Statement of the Problem and Its Importance 

The underl ying research problem lhat necessitated thi s resea rch is the existence ot' high 

leve l of fraud in telecomillunication industry in general and Illore illlportantl y the high 

level of uncollectable Illob ile bills in Ethio-Mobile se rvice divi sion of Ethiop ian 

Telecommun ication Corporat ion with in few years after its introduction. 

More specifica ll y the problem of tel ecommunication fraud is a ve ry painful one causing 

Illass ive damage to telecomillunication cOlllpan ies wo rldwide. Based on the rel 'iew of 

Bolton R. and Ham D. [3]. 

Telecom/i-alld is a global phellolllelloll. Cox el al ( 1997) gi"e ({jigllre of 

$1 billioll a rear. TelecolII alld Ne/ll"Ork Secllrelr Revie, ... also (1"0/ . -I(S), 

April 1997) gm'e a fig II re of belweell -I '7c alld 6'7c of US le[eCOIII re,'elllle 

beillg 10SI dlle 10 /}"{(ud. Call el al (200]) slIggesls Ihat illlel"llOliollol. 

ji"gllres are a'orse, wiIll se,'eral lit' \!' sen'ice prol'iders repurting losses 

ol'er 20'7c. IV/oreall el al ( /996 ) gil'e II "allle or"se"emllllillioll ECUs per 

rea r'. Accordillg /() a recelll report (.Vellral Techllologies. 2000 ) 'I/;" 

illdllsfrr reporls a loss or f 13 billiOIl eac/; .'·edr dlle 10 jim /{/. /II/obile 

Ellrope (2000) gil'es (/ figllre of US S 13 billioll . T/;e laller article also 

claillls l/;iII il is eSfilllOled I//(/I .Iim(d.II"n CUll sleal lip 10 S<;( or Wille 

OperdfO(S' fen'lIlIes. (llle! ,/W{ sOllie e.\p('("l lelec()1!1 Ji'ullc! (IS (l \I 'IIOIt> (o 

reach 5 ] 8 billioll per year I\'i,hiil Ihree ycan", 
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In the same token, in Ethiopia, based on the information from ETC. there are more than 

11 million birr uncollec ted bills from post-paid mobile phones only in the past five years 

[-1], 

Despite the varie ty in these figures, it is clear that they are all \'e ry large, Apart from the 

fact that they are simply est imates, and hence subject to expected inaccuracies and 

vari ab ility based on the infonnat ion used to dri\'e them , it is clear that I'raud causes 

subs tantial losses to telecomlllunication industry, 

Thus to overcome the curren t high leve l fraud in the indust ry, an effective means of 

controlling ane! prnellli\e mechanisms should be empl oyed , But due to th e nature of the 

technology it se lf and the restless human being d isco\'e ry of new types of fraud at any 

time, preventive methods alone will not be successfu L So fraud detection is necessary to 

take any sound and strong action on fraudulent cus tomers bd'o re thc y create a huge loss 

in [he corporat ion earnings and al ~o in the country. Espe1..~ial l y in a country like Ethiopia 

where the gross ann ual income of thc population is less than onc hundred dollars pCI' 

annum (w hiCh is abso lutcly k ss than the po\'ertv line l, fra ud anc! mi sappropriation of 

public resources wil l not be onl y a financial 10" fo r tile country but also a major calamity 

and dishonorab k act that canna, be tolerable at the back of the poor people, 

It is i'l this context that this research has sough t to :1"cSS and experiment the potential 

appli cabilitv of data mining technology in supporting fraud dctcction aCll\'ay in Ihe 

mobile telephone line, 
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1.3 1.3 Objectives of the Research undertaking 

1.3.1 General objective 

The general objec ti\'e of thi s research is to explore the potent ial ap pli cation of data 

mining in supporting fraud detection in mobile telephone service of Ethio-Mobile, 

1.3.2 Specific Objectives 

In order to achieve the a!JOI'e stated ge neral objectil'e, the foll owing specific objecti ves 

are formulated, 

• To rev iew literature on applicati on of Data Mining in fraud detection 

• To se lec t and ex tract the data se t requ ired for anal ys is from the large vo lume 

Call Detail Record (CDR), 

• To iden ti fy an appropriate Data Mining algo rithm and software that wo uld do 

the main task of the research project. 

• To build and train a model 

• To evaluate/test the model 

• To repo rt the res ult and forward reco illmendations fo r furthe r study, 

1.4 Research Methodology 

For the pu rpose of this research undertaking the researcher has opted to use the 

methodology luggested bl' BeIT \' and Linotf [5"Thi, ll1ethodologv aSlumes then busine,s 
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problem has already been identified and hence directly proceeds to the different data 

mining steps that need to be carried out in order to develop a model for the data mining 

project. 

The different steps suggested for a daw mining project and ho\\' they are applied to thc 

current research project are provided belo\\': 

1.4.1 Identifying Source of Pre classified Data 

The sou rces of data \\ ere identified based on the di scuss ion with the stalls of the mobile 

se rvi ce division of ETC. As a reslilt the researcher idcntified three main sou rces of data 

stored in electronic and manual documents, The first and major source of data was the 

Ca ll Deta il Record (CDR) that is normally a\ailable in the swi tch machine of the 

corporation which records all the details of the calls made and even attempted by the 

subscribers daily, This data source have billions of records which is stored in the form of 

binary digits for a period not more than six months due to the high space required to 

maintain it. The second source of data was the billing data kept by the IT and Data 

Senice Department of the corporation fo r billing purpose , Thi s data is a conversion of 

some importalll and rele\ 'ant field s "l'Om the CDR for billing customers ror the sen'iccs 

rendered by the Corporati on, 

The third source of daw for this research \\'as the Customer Data Base mai ntained bv the 

Finance Department for follo\\ up purpose arter bills are returned back from cash 

collection desks through out the regional offices of the corporat ion, Thi s file sho\\'s the 
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status of those customers who were not paying their bills and also actio ns taken by the 

co rporat ion to claim its service fees from the customers, 

Thus for this research work three month data for October and November of year "003 

and March o f year 200-+ were taken from the [T and Data Sen' ice Department. More 

o,'er customer data set about customers who were not paying their bills for their se rvice 

in the month of October and No,'ember was collected from the Finance Department. 

Unfortunately due to late di stribution of b ill s and delay in reporting by cash col lection 

desks of Zone Offices black list customer data sets for the month of March 200-+ \.vas not 

ava ilable , Due to this fact data coll ected from IT and Data Sen ice Division about the call 

detail of March is excluded from the database collected for analys is , 

1.4.2 Preparing Data for Analysis 

Data to be mined \Viii be colkcted in a new data base, This will help to apply data mining 

tools and algorithms on the data, As such, the collected data were cleaned in to a form 

that was suitable for the particular neural network software used, The data mining 

software techniques used for thi s research project \\'e re neural net\\'ork, Therefore, 

different neural net\\'ork sort wares \\'ere examined bv taking into consideration their 

application to the problem and J\'ail,lbility to \\'ork \\ith [hem during the research period, 

Thus , in this research, the researcher sekcts :Ylatlab Sofl\\ are which has a neur,d tlet'.\ Ott 

toolbox neceSSJn ' for thi s re sea rch undertaking, [n preparing clata for analysis, the 
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cQllected data were summarized, incQnsistent data were encQded, missed values we re 

accQunted fQ r, and new fields were deri ved frQm the existing Qnes, 

1.4,3 Build and Train the Model 

AlthQugh the chQice 0'1' data mining tech nQIQg y fQr classificatiQn tasks seems to' be 

strongl y dependent Qn the applicatiQn, the data mining technique that are emplQyed fQr 

this resea rch wQrk need the data to' be classified in to' training , validatiQn and test ing 

befQre building the mQde l and the data was classi l'i ed in the proPQrtion of 6:2:2 fo r 

train ing. validation and tes ting purpQse respecti\ely. 

Based Qn the data ava ilab le for this research numerous netwQrks (mQdels) were built by 

using Matlab sQftware and the perfQrmance Qf those models were te sted by uJ ing the test 

data set put asicle by the sQftware for this purpQse . .. / 

1.5 Scope and Limitation of the Study 

The sCQpe Qf this research is to app raise the potential applicability or clata mining in 

supporting fraud detection and prevention activities of ETC. While findings 01' the 

research work can fai rly be considered as rele\ant in appraising the potential applicabilitv 

Df data mining technDlogy in the ETC at large . the current scope of the e\perimental 

research undertaking is stricti v limited to apprai sing the poss ible application on clata 

mining technDlogy to' support fraud detection in mobile communicatiDn network mDrc 

spec ificall \' for the post-paid mobile phone . 
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The time that was given to undertake this research work and the available data in ETC 

was a serious limitation in developing an appropriate model for this research, Besides. 

obtain ing the data min ing so ftware needed for this research work was a challenging task. 

Particularl y, the efforts made to search and select more appropriate and affordable data 

mining softwa re that can be used to build and test models both in neunl network and 

decision model was unsuccessful. So that to assess the applicability of (bta Illlning 

technology On fraud detection only neura l net\\'ork is employed by us ing the iVlatlab 

software , Mo re s ign ificantl y the unavailability ot' properly organized customer database 

in ETC and shortage of time to undertake the research limits the research to focus only on 

the subsc ription (acco untin g) fraud type only. 

1.6 Organization of the Thesis 

This thesis is divided in to five chapte rs, The fi rs t c hapter is an introductory pan. which 

contains background to the research work, statement of the problem add ressed. objective 

of the research. and methodologies adopted for the s tudy. 

The second chapter deals with data mining tcchnolog \ '. methods/techniques used anu its 

application for fraud detect ion purpose, 

The third chape l' is (k\'l'ted t" gi\'e further under'landing to the problem area Iw deta il 

and depth in\ 'esti gation 01' the t\PC of fraud s e\is t in the telecommunication inciu>[n' In 

general and mobile tdephone in particular, 
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The forth chapter provides di scussion about the different data mining steps that were 

undertaken in thi s research work. This includes data co ll ec tion. data preparat ion . model 

building and testing results obtained by using Matlab neural network too lbox. 

Finally . the last chapter is de vo ted fo r the concluding remarks and recommendations 

forwarded on the bas is of the research findings. 
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CHAPTER TWO 

DATA MINING TECHNOLOGY 

In thi s chapter. an attempt has b~~ n made to I'e\· ic\\, the literature on the concepts and 

techniques of data mining in general and its appl ication in telecommunication industry. 

2.1 Introduction 

An important source of knowledge is the data sto red in databases. Data allows us to learn 

from the past and to predict the future. With rapid computerization of business and 

organizations. a huge amount of c1ata has been collec ted and stored in data bases . and the 

rate at which data is stored is growing at a phenomenal rate. As a resul t traditional ad hoc 

mixtures of stat isti cal tech niques and data management tools are no longer adequate for 

analyz ing thi s vast co ll ec ti on 01' datu . In stead. researchers begin to look for ways to 

intelligently assi st humans in analyzing these mou ntai ns of datal3 1. 

Data mining or Knowledge Discovery in data bases has recently emerged as a gro,ving 

I'ield of multi d iscipl inary research fo r di sco\·e ring interesting/use ful knowledge from 

large data bases . 

Da ta mining combi nes research areas such CI S databases. machine learning. art ifi cial 

intelligence, stati stics. automated scientific di scovcn·. data \·isuali zation. dccision 

science. and high performance computing. \\ ·hile each of these areas cOlllributes in its 

spccifie \\·av data min ing foc uses on the \·alue that is added bv crcati\·" combinati on of 
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the contributing areas in to produce innovative solutions to the data analys is task [I], [6). 

and [7), 

[t has now been recognized that min ing for information and kno\declge from large cl,ita 

bases and documents \vill be the next re\Olution in data base systems, It is considered an 

important area for many cos t sa\'i ngs and potential re\'enue with immediate applications 

in business. dec ision systems, information management. communication , and scientific 

research and technology development. We can expect the genera ti on information systems 

to be more intelligent in that thev are not onlv data intensive but al so kno\\'ledge rich 

[8]. 

Every mature business has some seemingly insoluble problems ari sing from difficult 

judgments about customers. resource allocat ions. business strategies or organization, 

These are according to Heinemann [8] the "5 percent problems" ,The intractable residue 

that remains after years of work ha ve solved the other 95% is the principal targets of data 

mining, Data mining techniques can be used to kanl the I'actors bcarin~ on a dec ision ancl 

construct an application that uses those factors to help the entcrpri,e make thosc 

dec isions in an objectivc and cons istent \\ay, 

[n a sense. on the view of Heinemann. most of loela\", enterprisc problems are no more 

difficult than those of fil'"ty years ago [8[ , \Ianagers in the 1950 faceclmany 01' the same 

problems that decision- makers face toda\', But. there is one \'ery important difference­

sca le, [n terms of the nUlllber of eustoIllCL< , ,arietv of products. ,UTa\ of marketing 

channe ls. speed of COlllmerce , churn, fraud, etc , e\'erything today i:; Illuch biggcr. So big, 
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that unaided human decision- making processes are losing their abi lity to keep up, There 

may be nothing wrong with the process themselves . other than their inability to scale up, 

Further complicati on the modern dec ision maker's problem is a reduction in the time 

available for delibe ration, Fifty years ago. slo \\ -eI' commu nicat ion and di stribution 

channels gave managers time that they just cion' t ha\'e today. Enterprise management is a 

sequence of dec isions, Managers must evaluated cu rren t conditions in light of past 

expe ri ences and future ex pec tations and choose among the available courses of action 

that will lead to the factors bearing on a decision and construct an appl icati on that uses 

those facto rs to help the ente rpri se make those decis ions in an object ivc . consistent way, 

As managers grow in experi ence. they develop and refine dec ision making methods well 

suited to their en terpri se , These methods formalize important knowledge about how the 

enterprise operates, Good decision makers are Qt'ten successful because of the kno\\'ledge 

they posses, If intell igence is the engine. then knowledge is the fuel [8J, 

,-\ n enterprise operations become more complex . however, dec ision makers all forced to 

make compromi ses in the application of these methods sim pl Y because tkre is a practical 

limit to tile number of factors the human mind can object i\'el y consick r. The fine 

distinction being made here bet\\'een knowledge and intelligence is important to achieve 

an accurate understanding of \\'hat data mining does, 

2.1.1 What Data Mining Does 

Computers are not at all intelligent. but through the application 01' data mining and other 

intelligent soft\\'are techniqucs. they can tli sco\w. store, and appl\' kno \\'ledge, Since 
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knowledge is at the heart of effective dec ision-making. data mining techniques for the 

discovery and exploitation of knowledge can aid humans in many aspects of enterprise 

management. Computers are easily capable of correlating 50 subtle factors as part of a 

deci sion- making process. This is something that human beings. no matter ho\\ ' 

intelligent. simpl y cannot do, 

Data Mining discovers enterprise knowledge from hi storical data and combines it \\'ith 

data relating to current conditions and goals to reduce uncertainty about enterprise 

ou tcomes, 

[n practice data mining has compon'ents: di scol'e rv and ex ploitation , During the di scove rv 

component. enterprise facts are discovered and rep resented as int'o rmati on- bearing (bta, 

During the exploitation componen t, these enterprise facts are applied to the so lution of a 

business problem, First we discover, second we act. Ne ither phase makes sense with our 

the other [5], 

2,1.2 Data Mining and Major Business Problems 

Data Mining is a special type of processes that can help to so lve the major problems of 

the current bus iness world, ,-\ s a matter of fac t. Data mining is most often used to help 

di scover relationships. make choices , make predictions and impro"e processes 151 , 

2.1.2.1 Discovering relation ship 

There is a well-known ston ' about a large retailer \\ho conducled a clata min ing 

experiment bv looking at thousands of regi ster receip ts to discol'e r \I'hich items people 

bought together. Thi s kind o t' analysis. \I'hich looks for concurren t el'ents . is so metimes 
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ca ll ed "market basket" analys is after thi s semina l example. The technical name is 'Iink 

anal ysis". 

The application of link analysis to direct sales is pretty clea r. Elec tive products are 

offered to customers who buy other products freque ntl y "Iinked" \\'ith them. Hi story 

indicates that there is a high likeli hood of making add itional saks . 

2.1.2.2 Making Choices 

A decision is a choice among alternatives ava ilable ri ght now. In the busi ness world. 

decision makers have to choose between expensive materials and inexpensive materials. 

va lid transactions and fraudu lent ones. and even good and bad customers. For example. 

decisions must be made regardin g which customers will be the beneficiaries of the 

allocation of scarce resources (technical. support and otherwise). Here. dara mining can ./ 

be used to evaluate the data availab le for making a dec ision. app ly a classifica tion 

technique. and suggest or prioritize the "best" cho ice(s) among the availab le alternati,es 

(For example, the list of customers 10 be the focus of retention programs) . 

Customers II"ho are already standing at the check - out counte r are "i nuall) guaranteed to 

buy. Data min ing can suggest choices that optimize the sale : customers lI'ho bu,· .-\8C 

and DEF will get the same or better "alue From XYZ. which has a hi gher profit margin . 

KnolVkdge like th is can facilita te proacti" e se lling that customers arc likely to regard as a 

source rather than an annoyance. 

2.1.2.3 Making predictions 

.-\ predict ion is a choice among alternati ,cs availabk in the future . Predi ction., 01'ten 

anticipate future beha"iors of indi vidual customers. such as II'hether a cu;to ll1er tS one 
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who will pay hi s bill. Predictions can also an ticipate market level behav ior, predic ting 

the total market demand for a ce rtain product in a future time frame. Predictive models 

can be used to extrapolate pas t hi story. in combination with CU ITent conditions . to pred ict 

future s ituations. Histo ry is the best crystal ball. 

2.1.2.4 Improving the process 

Businesses are immersed in a complex system consisting of supp lies . communications 

infrastructure. regulatory and market pressures. and other factors. many of which are 

impossible to quan ti ty . S uccessful businesses have optimized th e ir processes for 

interaction within this system. The effectiveness of their processes will make o r break 

them . Data mining can be used to reveal aspects of business processes that are sub­

optimal can be improved and it will be easy to estimate the effects of proposed 

modifications to those processes. 

2.2 The Data Mining Process 

Like any process. data mining can be carried out haphazardly or sys tematically. 

Systematic data mining yields better results over time than haphazard data mining . [t is 

also less likely to come up completely "dry" . 

A practical data mining application is or'ten co mplex. It is interactive and in\oh',,5 a 

number of key steps. The steps in the process of conducting a data mInIng effort 

according to Berry and Linoff [5] and Liu Bing I'll are: 
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I. Unders tandi ng the application domain. and the application goal s. 

2. Extracting one or more target data sets from data bases. 

3. C leaning the data, example, removing noi se and handl ing the miss ing data. 

4. Removin g the in'elevant attributes and tupl es from the data. 

5. Choosing the data mining task. i.e. deciding whether the goal of the data mining 

process is classification, association, clusteri ng. e tc, or a combination of them. 

6. Choosing the data mining algorithms. 

7. Data min ing using the se lected algorithms to di scover hidden patte rn s in data. 

8. Post-process ing the discovered patterns . i.e. analyzing the patterns automatically 

or semi-automatically to identify those tru ly in te resting/ useful patters from the 

user. 

As part of a rapid prototyping seq uence, some or all of these steps may be repeated as 

know ledge is gained about the subj ect data being mind and based on desired and actual 

levels of performance. For production implemen tati on of data mining application 

systems, there are two additional steps in the process that are added to the above steps by 

Berry and Linoff [51These~re: 

Step 9. Implementation. 

10. Return on Investme nt Evaluation. 

In general terms the above steps can be summari zed in to three major steps as fo llows: 

2.2.1 Problem Definition : 

In data mining it is possible to do a lot of things when g ive n a c lear prob lem statement 

and adequate data. It al so suggests that patterns occur in all sons of iI1leresting places 

and their imperati ve explo itation can produce useful. and somet imes up ris ing. results. So 

for any kind of data mi ning process the problem should be properlv identified . clearly 
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defined and analyzed before an y activity followed to be successful in the data mining 

process. 

2.2.2 Data Evaluation: 

The nature and quality of the data, and its ability to convey information for data min ing 

purposes is a critical element in developing successful models. It is desirable to collect 

information that provides insight into the problem area . but al l data collected are not 

equall y important and there is a need to evaluate the c1ata basecl on its reliability and 

object ivi ty. 

2.2.3 Feature Extraction and Enhancement: 

It is expec ted that "good" customers have ce rt ain characte ri sti cs in com mon , they ha\'c 

adequate incomes, pay thei r bi ll s on time, have a good empty histo ry. have successfull y 

carri ed their acco un ts, ha ve etc, when these factors are preset in combination . confidence 

that this will be a "good" customer. 

Because the goal is to di vide the populati on of potential customers into two groups (good 

ancl bad). it ma~es sense to look at how thcse two groups have appeared in the past. [n 

the hi story of the enterprise. there ha ve been goocl customer ancl bacl customers. I)ara 

mining techniques can be usecl to look for similarities among these ["'0 groups of hi storic 

customers. Charac ters which are regularly seen among bacl customers. but ra rely seen 

among good customers, sugges t cauti on be usecl "hen observed in a particu lar customer, 

Characteristics common among good cus tomers. but rare among bacl suggest that the ri sk 

is low ,,'hen obseJ'\'ed in a potent ial customer. 
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Here data mining is being used to codify real, historical ex perience. The enterprise wants 

a decision that is cond itioned by actual business hi story. In thi s way, even an 

inexperienced officer wi ll have the benefit of the results of ac.tual o utcomes for the 

business collected over time. Of cou rse, the human s tanding at the service desk will use 

insight and business policy to make the final determination more consistent. objective 

and cons tant with real business expe ri ence. 

2.2.4 Proto typing I Model development: 

What is needed in an application that actua lly performs the required so lution fo r the 

problem identified and analyzed properly. A data mining application that ingests featu re 

informatio n and renders a dec is ion of thi s so rt is an example of a "predictive mode". 

Once the re levant data has been identified, a predictive model bas cd upon the previous 

data set can be easily built. There are many predi cti ve modeling paradigms currently in 

use, includ ing rul e- based systems, neural netwo rks, decis ion trees, e tc. One appropriate 

to the problem will be se lected and implemented. Validation will be conducted using 

blind tests. 

The validated system will then be integrated into the operational environmen t as a new 

module in the deci sion sys tem. or perhaps as a separate so ft"'are applicati o ll. 

Documentation. onli ne help and supporting business procedures w ill. of course . ha" e to 

be created. 
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For any area of business problems, data mining techniques provide decision support to 

the managers who must make a decision based on the choices available. In any business 

context, data mining tools can be used to se lect and condition data that served as the bas is 

for a predictive model. This pred ictive model makes avai lable to the managers the 

accumulated business hi story as it might bear on the prese nt decision by directly 

answeri ng the quest ion; what has been our exper'ience with customers similar to thi s one" 

The development of a ri sk model requires a rair amount of experimentation. Work the 

authors have done in this area has led to the creat ion of risk models in as little as two 

months of prototyping. If the modeled population is fairly diverse, results can be 

improved by building separate models for different portions of the population. 

2.3 Data Mining Activities 

The term data mining is often thrown ilround rather than loosely. Data mining is more 

appropriately named as Knowledge Discovery due to the fact that it can be used for a 

many sets of activities where all of which involve extracting meaningful new information 

from the data. The major six acti vities are [11 [5]: 

• Classification 

• Estimation 

• Prediction 

• Affinity group ing or ,Association rules 

• Cluste ring 

• Description and Visualization 
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The first three tasks -Classification, Estimation, and Prediction are all examples of 

Directed Data Mi nin g. In Directed Data Mining. the goal is to use the available data to 

bui ld a model that describes one particular variable of inte rest in terms of the rest of the 

availab le data. The next three tasks are examples of Undi rected Data M ining. In 

Undirected Data Mining. no variable is singled out as the target: the goal is to estimate 

some relationship among all the variables. 

Data mining activities and the kind of patterns they can di scover al'e described below: 

2,3.1 Classification 

Classifica ti on consists of examining the features of newly presented object and assigning 

to it a predefined class. The objects to be class ified are genera ll y represented by records 

in a data base. The act of classification consists of updating each record by filling in a 

fie ld with a class code. 

The classification task is characterized by a well defined defin ition of the classes and a 

training set consisting of pre class ified examples. The task is to build a model that can be 

applied to unclassified data in order to classify it. 

2.3.2 Estimation 

Class ification deals wi th discrete ou tcomes. ves or no. debit ca rcl. mortgage. o r car loan. 

Estimation deals with cont inuously valued outcomes. Given some input data. IV" use 

estimation to come up with a \'aluc for some unknown continuou, va ri ab le such as 

income. height or creci it card balance. 

The first three tasks -Classification, Estimation, and Prediction are all examples of 

Directed Data Mi nin g. In Directed Data Mining. the goal is to use the available data to 

bui ld a model that describes one particular variable of inte rest in terms of the rest of the 

availab le data. The next three tasks are examples of Undi rected Data M ining. In 

Undirected Data Mining. no variable is singled out as the target: the goal is to estimate 

some relationship among all the variables. 

Data mining activities and the kind of patterns they can di scover al'e described below: 

2,3.1 Classification 

Classifica ti on consists of examining the features of newly presented object and assigning 

to it a predefined class. The objects to be class ified are genera ll y represented by records 

in a data base. The act of classification consists of updating each record by filling in a 

fie ld with a class code. 

The classification task is characterized by a well defined defin ition of the classes and a 

training set consisting of pre class ified examples. The task is to build a model that can be 

applied to unclassified data in order to classify it. 

2.3.2 Estimation 

Class ification deals wi th discrete ou tcomes. ves or no. debit ca rcl. mortgage. o r car loan. 

Estimation deals with cont inuously valued outcomes. Given some input data. IV" use 

estimation to come up with a \'aluc for some unknown continuou, va ri ab le such as 

income. height or creci it card balance. 



In practice, estimation is often used to perform a classification task. A bank trying to 

decide to whom they should offer a home equi ty loan might run all it s customers th rough 

a mode l that gives them each a score . such as a number between 0 and I.This is aClUa lly 

an estimate of the probabil ity that the person \I'ill respond pos itively to an offe r. This 

approach has the great advantage that the individual record may now be rank ordered 

from mos t li kely to least like ly to respond. The classification task now comes down to 

establ ish ing a threshold score. Anyone with a seore greate r than or equal to the threshold 

wi ll recei ve the offer. 

Often c lassification and estimation are used together. as when data m ining is used to 

predict who is likely to re spond to a credit balance transfer offer and also to est imate the 

size o f the balance to be transfe rred. 

2.3.3 Prediction 

Any predi ct ion can be thought of as class ificat ion 0 1' estimation . The difference is one of 

emphasis. When data mining is used to class ify a phone line as primarily used for internet 

access or credit card transact ion as fra udule nt. we do not expec t to be ab le to go back 

later to see if the c lassification was con·eel. Ou r c lass ification may be co rrec t or incorrect. 

but the uncertaint y is due only to incomplete knowledge: o ut in the real world . the 

relevant acti ons have already tak en place. The phone is or is not used primarily to dial the 

iDeal [SP. The c redit card transac tion is or is not fraud ul ent. With eno ugh effort. it is 

poss ible to check. Predictil'e tasks feel different because the reco rds are classified 

according to some predictive future behavio r o r es timated i'uture I·alue. With prediction. 

the onl v wa)' to check the accuracy of the classification is to \I'a it and see. 
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Any of the techniques used for class ification and estimati on can be adapted for use in 

prediction by using training examples where the value of the variab le to be predicted is 

already known. along wi th hi storical data for those examples. The hi sto rical data is used 

to build a model that explains the current observed behavior. When thi s model is applied 

to current inputs . the result is a prediction of future beha vior. 

2.3.4 Affinity grouping or Association rules 

The task of affinity grouping is to determine which things go together. The prototypical 

example is determining what things go together in a shopping ca rt at the supermarket. 

Retail chains can use affinity group i'l1g to plan arrangement of items on sto re shelves or in 

a catalog so that items often purchased toge ther will be seen together. Affinity grouping 

can also be used to identify cross-sell ing opportunities and to design attractive packages 

or groups of products and services . 

2.3.5 Clustering 

Clustering is the task or segmenting a di ve rse group in to a number of some similar 

subgroups or cluste rs. What di stingui shes clustering t'rom class ification is that clustering 

does not rel y on predefined classes. 

In cluste ring. there are no predeFined classes and no cxamples. The reco rds are grouped 

together in the basis of self-similarity. It is up to the miner to determine " 'hat meaning. if 

any. to attach to the resulting clusters. A pa rti cula r cluster of symptoms might indi cate 

particuiJr di sease. Di ss imilar clusters of video and music pUf'chases might indicate 

memberSh ip in different sub clusters. 
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Clustering is often done as a preclude to some other form of data mining or modeling. 

For example. cluste ring mi ght be the fi"st step in a market segmentati on effon. Instead of 

try ing to come up wi th a "one-size-fits-all rule fo r" what ki nd of promot io n do customers 

respond to best, "first di vide the customers base in to clusters or peop le with s imilar 

bu ying habits, and then ask what kind of promotio n works best for each c luste r. 

2.3.6 Description and Visualization 

Some times the pW'pose of data mining is s imply to describe what is going on in a 

compli cated data base in a way that inc reases our understandin g of the people. products 

or processes that produced the dara in the firs t place. A good enough description of a 

behavior will often suggest an explanation fo r it as well. At th e very least. a good 

description suggests where to s tart looking for an explanat ion. 

Datu Visualization is one powerful form of desc ripti ve data mining. It is not always easy 

to come up with meaningfu l visuali zations, but the right picture really can be worth a 

thousand association rules since human beings are extremely prac ti ced at extracting 

mea nin g from visua l sce nes. 

2.4 The Business context for Data Mining 

Data Mining-extrac tin g meaningful patte rn s and rul es from large quantities of 

information-is clea rl y use ful in any t'ield "'here the re a re brge quantitie s of data and 

something 1I'0rth learning. We wou ld not be surpr ised to learn. for example. thut mili tary 
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intelligence organizations use data mIning techniques to process large quantities of 
satellite imagery in an attempt to classify things on the ground as tanks or tractors-ta rge ts 
or public relations di sasters in the making [5]. 

In the business context. the same rule app lies: data mining is useful wherever there are 
large quantities of data and something wOl1h learn ing. In business, the re is an explici t 
definition of what it means for a thing to be worth learning. For a business. something is 
wo rth learn ing if the resulting knowledge is worth more money than it costs to discover. 
Actual ly the definition is even stricter than that: something is worth know ing if the return 
on the investment requ ired to lea111 it. is greater than thc return from in vesting the same 
funds some other way. 

2.5 The Technical context for Data Mining 

Here the technical context for data mining has three main areas: 

I. Algorithms and techniques 

2. Data 

3. Modeling pract ices 

The field that has come to be cal led Data Mining has grown from se ,'eral antecedents. On 
the academic side arc .Vlachine Learning and Stati sti cs . Ylachinc Learning has contributed 
important algorithms for recognizing patterns in data. Machine Learning researchers are 
on the bleeding edge. conjuring ideas about ho\\' [Q make computers think. Stati stics is 
another important area that provides background for data m!!1lng. Stati sti cians offer 
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mathematical rigor, not only do they understand the algorithms. they understand the best 

practices in modeling and experimental design [5] [IOj. 

The final thread is Decision Support. Ove r the past decades. people have been gathering 

data into databases to make better informed decisions. Data Mining is a natural extension 

of thi s effo rt. 

2.6 Styles of Data Mining 

There are two styles of data mining: Directed Data Mining is a top-down approach . used 

when we know what we are looking for. Thi s often takes the form of predict ive 

modeling. whe re we know exactly what we wan t to pred ict. Undirected Data Mining is a 

bottom-up approach that lets the data speak for itse lf. Undi rected Data Mining find s 

patterns in the data and leaves it up to the user to determine whether or not these patterns 

are important [1].[5][ 11 ]. 

These two approaches are not mutuall y excl usive. Da ta mining efforts often include a 

combination of both. Even when building a predicti ve model. it is often useful to search 

fo r patterns in the dara using undirected techniques. These can suggest new customer 

segments and nell' insight that can improve the direc ted modeling results . 
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2.6.1 Directed Data Mining 

The top-part of Figure 2. J shows a model as a black box. What th is means is that we do 
not care what the model is doing . we just wan t the most accurate result poss ib le. This is 
the approach used when we know what we are looking for, When we can d irec t the data 
mi ning effort toward a particular goal. 

• • • • 

• • • 
/ 

HIe dOli 'f care /10\1' tlte lI/ode/II'ork, ... I I 
is a black box (llId \1"(:' jllsf \I'{/1I1fhe 
best predictiol! I)(HSib/t! 

We 1V({1Il1V lise the model to 
gain illsigh t illm (he data. Hie 
Ileed to understand hOIl' the 
lIIude/II 'orks. It is a trallsporelll 
box 

Figure 2.1 Dara r"vlillillg IIses boril black box lIIode! alld selllirwilsparellr lIIodels 

Typ icall y. we are us ing already kno wn examples. such as prospects who a lread y recc ived 
an offe r (a nd either did or did not responded ).an d We are applying information gleaned 
from them to unknown examp les . such as prospects \\'ho ha ve no t ye t been contacted. 
Such a model is call ed a predict ive model. because it is maki ng predi cti o ns about 
unkno\\'n examples. 
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other, with in a single industry, different companies have st rategic plans and different 

approaches .All of this affects the approach to data min ing 

The virtuous cycle is a high-level process . cons isting of four major business processes. 

• Ident ifying the business problem 

• Tmnsforming data into ac tionable results 

• acting on the results 

• Measu ring the results 

There are no short cuts-success in data mining req uires all four processes. Results have to 

be commun icated and overtime. we hope that experti se in data min ing wil l grow. 

Expertise grows as organizations focus on the ri ght business problems. learn about data 

and modeling techniques and improve data mi ning processes based on the results of the 

prevIous efforts. In short, successfu l data mining is an example o r organizational 

learn ing. 

2.8 Data Mining for Telecommunication Industry 

The rapidly e,xpanding and highly competiti\'e nature of the telecommunication industry 

creates a great demand for data mini ng in ordcr to help under stand the business ill\·o l\"ed. 

identify telecommunicat ion patterns, catch fraudulent activities. make bettc r usc or 

resources. and i III pro\'e the qual i t y 0 f se rv ice [II [5 J. [ t:~ J. 

The foll owing are a few scenarios where data mining may impro\'e teiecoillmunicll ion 

services . 
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• Multidimensional analys is o f telecommunication data: te lecommun ication data 

are intrinsically multidimensional with dimensions such as calling time, duration , 

location of caller. location of callee , and type of cal L The multi-dimensional 

analysi s of such data can be used to identify and compare the data traffic, system 

workload, resource usage, user group behav io r. profit and so OIL For example, 

anal ys ts in the industry may " 'ish to regul a rl y vie w charts regarding calling 

sources. destination, vo lu me, and time-o['-day usage patterns. There fore. it is often 

useful to consolidate telecommunication data in to large wa rehouses and routinely 

perform multidimensio nal analysis using OlAP and Vi sualization tool s . 

• Fraud pattern analysis and identification o f unusual patterns : fraudulent acti vity 

costs the telecommunication industry milli o ns of do llars a year. It is important to 

identify po tentiall y fraudul ent users and th e ir atypical usage panems. detect 

attempts to gain fraudul ent entry to customer accounts , and di scover unusual 

pattern tha t may need spec ial attenti o n. such as busy-h o ur I'raudulent call 

attempts . switch and route congestion pattem s and periodic call s ['rom automatic 

dial-out eq ui pment(l ike fax mach incs)that have been impro pe rl y prog rammed. 

Man y o f these types of pattems can be di scove red by mu ltidimensional anal ys is. 

cluster analys is and outlier anal ys is. 

• Multi-dimensional association and sequenti a l pattern analys is : The di scove ry of 

associatio n and sequential patte rn III multidimensional analys is can be used to 

promote tel ecommunication services. 
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• Use of vis uali zat ion tools in telecommunication data analysis : tools for OLAP 

visuali zation, linkage visuali zation, association visua li zatio n, clustering and 

outli er visualization have been shown to be very useful fo r telecommu ll ic;.l[ion 

data ana lys is. 

2.9 Data Mining Algorithms 

Central to the Data M ining process is the Data M ining Model a virtua l structure that 

represents the grouping and analysis of relational or multidimensional data. In man y 

ways. the s tructure of a Data Min ing Model resembles the s tructure o f a da tabase table . 

Howeve r. whi le a database tabl e represents a collectio n of reco rds, or a record. Data 

Mining Model represents an interpretation of recorcl s as rul es and patterns, composed of 

stati s tical information - as Cases. The structure of the Data Min ing Moclel represents the 

case set that clefines the Dara Mining Mode l allLl dura stored represems the rules and 

patte rns learned from process i ng case data [5) . [13 J. and r 14 J. 

Date mining algorithms are used to dcrennine how the Data mini ng model an al '·zes th'~ 

cases. These algorithms also provide the decis ion-making capabilities needed to class ify. 

segment. associate and anal yze the cluta ancl gi ve pred ictive. va riance, o r probab ility 

informati on about the case set. 

Data min ing algorithms can be categorized by the ge neral Data mini!!g method they usc. 

The most common methods are : -
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2.9.1 Decision Trees 

One of the mos t freque ntl y used Data Mining methods is the Decision Tree. This is a 

fo rm of data shown in a tree- like structure , in wh ich a mode in the tree structure 

represents each questio n that further class ify the data. As a result of app lying this method 

to train ing set, a hie rarchical classifying rules o f the type ." IF---- THE N ---"is created. 

An advantage of this method is that the rep resentation of rul es is intuitive and easil y 

understood by a hu man. 

2.9.2 Neural Networks 

This method is based on tra in ing a mode l to ' learn' from data desc ribing prevIOus 

situations for input parameters and con'ec t reac ti o ns to them are known. 

2.9.3 Evolutionary programming 

The underlying idea o f thi s method is thar the syste m automati call y fo rmulates a 

hypothesis that shows the dependence of the targe t variable on other variables. 

2.9.4 Memory Based Reasoning 

This method is also cal led the Nearest Ne ighbor Method because it works on the bas is of 

outcomes by fi nding th e neares t s imilar scenario that occurred in the past and se lecting 

the one that fo recast was most accurate. 

2.9.5 Genetic Algorithms 

The name of thi s method de rives from its s imilarity to th e evo luti o nary process of natural 

selection driven by th ree mechanisms: first se lection of the s trongest. second. c ross­

breeding . and third. multiply a !lumbe r of new generations, bu ilt w ith the help of the 
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described mechanisms, a solution is obtained cannot be improved any further. This 

so lutio n is taken as a fina l one . 

2.9.6 Non- linear Regression Methods 

These methods are based on searching for a dependence of the target variabl e on other 

vari ables of function of some predetermined form . 

In general, Data Mining too l prov ides so lutions to address a pa rti cular problem o r ma rket. 

The Data mining al gorithms that they use are ve ry effec ti ve for these applicati o ns but 

tented to be less well suited for other app li cati ons. There fore, it is important to apprec iate 

th at there are di fferent types o f algori thms and wh ich o nes are best suited to vario us 

problem areas. 

2.10 Neural Network 

A Neu ra l Network is a pO\\'erful data-modcling tool that is able to captu re ~Ild re present 

comple x input!output re latio nshi ps . The motivatio n fo r the deve lo pmen t of an ar tificial 

system was that it coul d perfo rm "inte llige nt" ' tas ks similar to th ose pe rfo rmed by rhe 

human brain. [15], [1 6], [1 7) . Neural ne twork resemble the human brain in the fo llo wi ng 

two ways. 

1. A neural network acq uires know ledge through lea rnin g. 

2 . A neural ne two rk 's kn owledge is s tored with in inter neuro n conneCllon 

strengths known as synaptic we ights . 
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The true power and advantage of neural networks lies in their ability to represent linear 

and non- linear re lationships and in their ab ility to learn these re lationships directl y from 

the data being modeled. Traditional linear models are simply inadequate when it comes 

to modeling data that contains non- linear characteri s tics. 

The mos t common neural network model is the Multi Layer Perceptron (MLP). This 

type of neural network is known as a Supervised Network because it requ ires a des ired 

out put in order to learn. The goa l of thi s type of ne twork is to create a model that 

correctly maps the in put to the output using hi sto rical data so that the model can then be 

used to produce the outpu t when the des ired outp ut is unknown. A graphical 

representation of an MLP is shown below. 
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Figllre 2.3 A graph represel1la/;o/l of MLP. 

The MLP and many other neural netwo rks learn using an algorithm ca ll ed Back 

Propagation. With back propagati on. tile input data in repeated ly presented to the neural 

network with each prese ntation the output (back pmpagated) to the neural network and 

used to adj ust the weights such that the error decreases with each iteration and the neural 

model gets closer and closer pmducing the desi .. ed output. Thi s pmcess is known as 

" trai n i ng". 
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A good application of neural network is the document scanners fo r the PC come with 

software that performs a task known as Optical Character Recognition (OCR). OCR 

software allows to scan in a printed document and then convert the scanned image in to an 

electronic text format such as a word document, enab ling to manipu late the tex t. Of 

course, character recognitions is not the on ly problem that neura l network can so lve. 

Neural network have been successfull y app lied to broad spectrum of data intens ive 

applications such as; 

e:> Process modeling and control- creating a neural network model for a phys ica l plant 

then usi ng that model to determine the best control suffe rings for the plant. 

e:> Machine diagnostics- Detect when a machine has fa il ed so that the system can 

automaticall y shut down the machine whe n thi s occurs. 

e:> Portfolios management- Allocati on the asset in a portfolio in a way th at maximizes 

return and minimizes ri sk. 

e:> Target recognilion- Mil itary appl icat ion. which uses video and/o r infrared Inwgc 

data to determi ne if an ene my target is present. 

e:> Medica l Diagnosis- Assisting doctors with their d iagnos is by analyzing the reponed 

symptoms and lor image dare such as MRIS or X-rays. 

e:> Credit rating- Auto mat icall y assigning a company, or ind ivid uais credit ratting 

based on their financial condition . 

e:> Targeted marl{eting- Transc ri bing spoken wo rds into ASCII text. 

e:> Financial fo.-ecasting- using the hi sto rical data of a securit y to predict the future 

movement of th at securi t\". 
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CHAPTER THREE 

FRAUD, FRAUD DETECTION AND PREVENTION 

3.1 Definition of Fraud 

According to Random House Unabridged Dictionary: [ 18] 

Fraud is a deceit, trickery, sharp practice, or breach of confidence, 
perpetrating for profit, or to gain some unfair or dishonest 
advantage. 

Fraud is as o ld as humanity itself. and can take an un limited variety of d iffe rent forms. 

Howe ve r, in recent years, th e develo pment of new technologies (w hi ch ha ve made if 

easier for: us to communicate and helped increase our spendin g power) has al so prov ided 

yet further ways in which crimina ls may commit fraud. Traditional forms of fraudulent 

behavi or such as mo ney launderin g have become easier to perve trate and have been 

j oined by ne w kinds o f fraud such as mobile telccomrmrnicUlion I'rauel and co rrrpulcr 

intrusio n [19]. 

3.2 Common Types of Fraud 

As a consequ ence of the pen 'as ion o f electroni c computing sys tems into pri va te and 

business e ve nts of e veryda y li fe a lot of targets for misuse ha ve evo lved. A very hi gh 

potenti a l of financial damage can be fo und in the areas o f electro ni c bank ing :lI1d 

telecommunications . Exampl es of fraud in [i,ese arcas are credit card fraud: in s uranc~ 

fraud. money laundering by use of d igital pay men! systems, fraud in the areas o f mo bile 

communications and the unauthorized intrus ion networks [3].[20]. 
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In order to recognize fraud wi th in the stated areas, methods of machine learning and data 

mining have been applied since man y years. From a computing point of view, the 

prob lem, in general, is to extract cases of fraud from a give n la rge data base containing 

overwhelmingly correct data . 

Current research in data milling mainl y focuses on the discovery algorithms and 

visuali zation techniques. There is a growll1g awareness tha t, in practice, it is easy to 

di scover a huge number of patterns in data base where most of these patterns are actuall y 

obv ious. red undant, and useless o r interestin g to user. To prevent the use r from being 

overwhelmed by a large number of interest ing patterns. techn iques are needed to identify 

only the useful! interes ting pa tte ring and present them to the use r. 

The common types or fraud that a re cUI"rently d iscovered in the mode rn business wo rld 

are [3]: 

I. Cred it Card Fraud 

2. l\'loney Launderin g 

3. Telecommunication Fraud 

4. Computer Intrusion 

S. Medical and Scientifi c Fraud 

Eve n if the above li s ts are the common types of fra uds that exist in the modern business 

world. the focus of thi s research is only in mob ile phone fra ud . So the type of frauds that 
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will be discussed in this chapter will be limited only for common types of 
Telecommunication fraud. 

3.3 Telecommunication Fraud 

The te lecommunicatio n industry has expanded dramatica ll y in the last few years with the 
development of affordab le mobile phone technology. With the increas ing number of 
mob il e phone users, global mob ile phone fraud is also se t to rise. 

When the first ante lope mobile communication Networks were launched, the major 
weaknesses is in the security, particularl y the lack of encrypti o n of both the vo ice channel 
and the authentication data made the netwo rks suscep tible to eavesdropping and cloning . 
As the technology evo lved from analogue to digital (GSM). so the nature of fraud 
changed as it become more difficult (and more importantl y expensive) to eavesdrop and 
c lone. and th is led to a shift away from technical frau d towards more procedural and 
contractual types of fraud. However the poss ibility of technical frauci cannot be ruled ou t 
fo rever in GSi'v1. As one door is closed on a fraudste r, so the fraudster wi ll attempt to 
o pen others. [3] D I ][22]. 

It is estimated that the global mobile commun icat ion industry currently loses over 25 
bill io n per an num due to fra ud [21]. Th is makes the de tec ti o n. prosecuti on and prevclHion 
o f fraudulent activity important objectives fo r the mobile com munic<!tion inciuw-y. If 
thesc object ives are to be achieved. it is clear that add itional security s teps need to be 
taken in GSM Olnd future UMT S sys tems to make them less vul ne rabl e 
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We need to di stinguish between fraud aimed at the service provider and fraud enabled by the service provider. An example of the former is the resale of s tolen call time, and an example of the latter is interfering with telephone banking instruction. We can also dis tinguish between revenue fraud and non-revenue fraud. The aim of the fonner is to make money fo r the perpetrator, wh ile the aim of the later is simply to obtain a service free of charge (or, as with computer hackers, fo r example, the simple challenge represented by the system). 

There are man y different types of telecommunications fraud and these can occu r at various leve ls. The two most prevalent types are subscription fraud and super imposed or Hs urfing" fraud. Subscription fraud occurs when the fraudster obtains a subsc ripti on to a 

1 
service often worth fal se identity de tail s. with no intention of paying. This is thus at the level of a phone number - all transactions from tlli s number wi ll be fraudulent [3]. 

Superimposed fraud is usual ly detec ted by the appeara nce of "phantom" call s on a bill. There are seve ral ways to can'yout supe rimposed fraud. including mobile phone clonin g and obtaining calling card authorization details. Supe ri mposed fra ud will general ly occur at the level of individual cal ls-the fraudulent call s wi ll be mixed in with the legitimate ones. Subscrip ti on fra ud will generall y be determ ined a t some point through the bill ing process - though one co ul d aim to detect it well befo re that, s ince large cos ts can quickly be run up. Superimposed fraud can remain undetected for a long time. 
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Other types of telephone fraud include "ghosting"(technology " insiders" fraud where telecom company employees se ll information to criminals that can be ex ploi ted for fra udu lent ga in. This of course is a universal case of fraud. Whatever the domain , ' Tumbling' is a type of superimposed fraud in which rolii ng fake serial numbers are used on cloned handsets, so that success ive call s are a ttributed to d iffere nt legitimate phones. The chance of detection by spotting unusual pattern s is small. and the illicit phone wi ll operate until all of the assumed iden tities have been spotted. 

3.4 Classification of Mobile Telecom Fraud 
As fraud can ex ist across the full range of mobil e telecommunication business, di scuss ing every example of fraud is ineffic ient. So this paper will sim ply ado pt the lo ur fraud groups that are properly and sys tematicall y class ifi ed by Gosset and Hyland [:23]. The four groups 3re defined as : 

3.4.1 Contractual Fraud 
Al l fraue! in th is category generates revenue th ro ugh the no rmal use of a se rvice whilst having no intension of paying for use . Examples of such fra ud are subsc ription fra ud. and premium rate fraud. 

Subscription Fraud: can take man y gui ses, but can be d ivided imo t\\'o classes. one 
where people enter the contract with no desire to pay for service and the other where people decided part way th roug h a contract that they wil l no longer pay fo r se rvicc. The latter case usuall y results in a dramatic change in usage behavio r. However. the fo rmer 
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case has no usage history to compare the virtual heavy usage against. In this case additional subscriber indefinite is required to try and assess the ri sk associated with the subscriber. 

Premium Rate Fraud: involves two actions- the se tting up of a premium rate service 
and the acquiring of a number of phones to call this number. The actual mechanism used for perpetrating the fraud will depend up on the payment showed used for the premium rate service . If the prem ium rate service receives a share of the revenue generated for the network, then the phones will make long duration call to the premium rate number. If the premi um rate service receives money from the network according to the number of call s received by the service, then the phones will make a high number o f shon du ration calls. The phones that ha ve been cal ling thi s num ber will the n no t have their b ill s paid. The signatu re of such fraud is therefore dependent on the payment scheme used for the service. but will be a number of high ri sk phones either making repeated long duration ca lls o r man y short durati on calls be ce rtain prem ium rate numbers. 

3.4.2 Hacking Frauds 
All fra uds in this category generate revenue fo r the fraudster by breaking in to insecure sys tems, and exp loiting or selling on any available functionality. Examples of such fraud are PABX fraud and network attack. 

In PABX Fraud, a fraudster repeatedl y ca lls a PABX try ing to get access to an ou tside line. Once the fraudster has access to thi s. they can the n dial out. making high value 
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calls, whilst only paying for the low value PABX access call. Often, such attacks are assoc iated with the use of cloned phones, so tha t even these low cost call s are not paid for. 

In Network Attacks. computer networks are attacked through the access modems that are used for remote management or support. Once a modem is hit, the fraudster then tries to break in to the network and configure certa in mac hines for this own end. Such fra uds are characteri zed by rapid short call s to the same number in the case of PABX fraud. or short ca ll s to sequenti al numbers in the case of network fraud, and it is this behavior that has to be detected . 

3.4.3 Technical Fraud 

All frauds in thi s category invol':e attacks against weaknesses in the technology of the mobile system. Such frauds typ ically need some initia l tech ni cal knowledge and abilit\'. althou2h once a weakness has been discovered thi s information is onen quickl y 

-
. distributed in a form thaI non- tech ni ca l peo ple can use. Examples of such fraud ai'C cloning. and technical Inte rnet fraud. 

[n Cloning Fraud , the phone call authenti cati on parameters a re copied on to another handseL so that th e network be lieves tl1:. t it is the ori ginal handset that is being authenti cated. 
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[n Technical Internal Fraud, fraudulent employees may alter certain internal information to allow certain users reduced cost access to services. The usage behavior in these frauds depends on how long the fraud is expected to remains undetected . [n the situation where the fraudster beli eves that the fraud can be hidden for a long time, then the best approach would be to ex hibit normal usage behavior, as no attention is then drawn to it. Ho wever, if the fraud has a short lifetime, then the best approach is to make as much use of the service as poss ible until it is stopped. 

3.4.4 Procedural Fraud 

All frauds in this category in volve attacks against the procedures im plemented to minimize exposure to fraud. and often attack the weaknesses in the bus iness procedures used to great access to the system. Examples of such fra ud are roaming fraud. voucher lD duplication , and fa ulty vouchers. 

In the case of Roaming Fraud. the billing procedure may mean that the s ubsc riber is bi lled a long time after the call s we re made. in whi ch case the subscriber may no longer be billab le. Anothe r aspect of thi s ma y be that the subsc ri be r has been identified as a fraudul ent roamer, but an en'or in the procedure of terminati ng hi s subscription means that he is able to continue maki ng call s whil st roaming. 

In the case of Vo ucher Fraud there may be prob lems assoc iated with the procedures used to produce, distribute. acti va te and de-activate the payment vo uchers. If the vo ucher info rmation can be di stributed to a num ber of peo ple who attempt to ac ti vate the voucher 
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at the same time, then if the procedure provides a time window between the phone 
account being credited and the voucher being de-activated, thi s may allow a number of 
people to use the same voucher. Such frauds usually display normal behavior. and can 
only be countered by tightening up the procedures in vo lved . 

3.5 Fraud Detection and Prevention 

We begin by distingui shing between fraud prevention and fraud detection. Fraud 
prevention describes measures to stop fraud occulTing in the first place. These includes 
elaborate designs, fluorescent fibers. multitone drawings, watermarks, laminated metal 
strips. and holographs on banknotes. P INs for bankcards. internet security systems for 
credit card transactions . SIM ca rds for mobile phones, and passwords on computer 
systems and telecommunication bank accounts. Of course. none of these methods are 
perfect and in general. a compromise has to be struck between ex pense anti 
inconvenience (for example. to a customer) on the onc hand and effectivencs5 on the 
other (3], (24). 

In contrast. fraud detection involves identifying fraud as quickly as poss ible once it has 
been perpetrated. Fraud detection comes imo play once fraud preve ntion has failed. In 
practice. of course fraud detection must be used continuously. as one will typically he 
unaware that fraud preven;ion has failed. 

Fraud detection is a continuous evolving discipline. Whenever it becomes known that one 
detection method is in place. crimina ls will adapt their strategies and try others. Of 
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course, new criminals are also continuously entering the field. Man y of these will not be 
aware of the fraud detection methods, which have been successful in the past, and will 
adopt strategies, which lead to identifi able frauds. This means that earlier detecti on tools 
need to be appli ed as well as the la test developments. 

The developments of new fraud detection methods are made more diffi cult by the fact 
that the exchange of ideas in fraud detection is severely limited. It doesn't make sense to 
describe fraud detection techniques in great detail in the public domain , as this gives 
crimi n~ l s the information that they require in order to evade detection. Data sets are not 
made available and results are often censored, making them difficult to assess. 

Man y fraud detection problems invo lve huge data sets that are constantly evolvi ng. A 
telephone company carries millions of ca ll s each day and processing thi s in a search for 
fraudu le nt tra nsact ions or ca ll s "equi res more than mere novelty of stati stical modc l and 
also needs fast and effic ient algo rithms: data mining techn iqucs are relevant. The huge 
size of the data also indicates the potential value of fraud detec tion: if 0.1 q, of a 100 
million transactions are fraud ul ent. each losing the company $[0, then overall the 
compan y loses S I million [3] . 

Statis tical tool s for fraud detection are many and vari ed. Since data from different 
applications can be di verse in both size aQd type but the re are common themes. Such 
tools are essentiall y based on comparing the observed data with expected va lues. but 
expected val ues can be deri ved in various ways, dependi ng up on the con text. They may 
be si ngle numerical summari es of some aspects of behav ior, they are often simple 
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graphical summaries in which an anomaly is readily apparent, but they are also often 
more complex (m ulti variate) behavior profiles. Such behav ior profi les may be based on 
past behavior of the system being studied (for example, the way a bank account has been 
previously used), or by extrapolation from other similar systems. Things are often further 
complicated by the fact that, in some domains a given actor may behave in a fraudulent 
manner some of the time and not at other times. 

Statistical fraud detection methods may be "supervised" or " unsupervised". In supervised 
methods, samples of both fraudulent and non-fraudulent records are used to construct 
models , which allow one to ass ign new observations in to one of the two classes . Of 
course. this requires one to be confiden t about the true classes of the original data used to 
build the model s. It also requires that one have examples of both classes . Further more. it 
can only be used to detect frauds of any type which ha ve previously occurred. 

In contrast. unsupervised methods simpl y seek those account customers. e tc which are 
most dissim il ar from the norm. These can then be exam ined more c losely. Outliners are a 
basic form of non-standard observations. Tools used for checking data qual ity can be 
used. but the detection of accidental errors is a rathe r d ifferent problem h'om the 
de tection of deliberately falsified data or data wh ich accu rately describe a fraudulent 
pattern. 

Thi s leads us to note the fu ndamental point that we can seldom be certain. by stati stical 
analysis alone. that a fraud has been perpetrated rather, The ana lys is should be regarded 
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as alerting us to the fact that an observati on is ano malous, or more likely to be fraudu lent than others-so that it can then be in vesti gated in more detail. One can think of the objective of the statistical anal ys is as being to return a suspicion score(where we will regard a higher score as more suspicious than a lower one).the higher the score is, then the more unusual is the observati on, or the more like prev iously fraudu lent values it is. The fact that there are many different ways in which fraud can be perpetrated, and many different scenarios in which it can occur, means that there are many different ways of comput ing suspicion scores. 

Susp icion scores can be computed for each record in the database fo r eac h cus tomer with a bank account or credit card , for each owner of a mob il e phone, for each desk top computer. and so on. and these can be updated as ti me progresses. These can then be rank ordered. and in vestigati ve atte ntion can be focused on those with the highes t scores . or on those which exh ibit a sudden increase. Here issues of cos t enter: gi ven that it is too expensive to undertake a detail ed investigation of all records. one concentrates investigation on those thought to be most li kely to be fra udulent. 

One 01' the difficulties with fra ud detection is that typicall y there are many legitim:lte records for each fraudu lent one . A detection method. which correctly identifies 99% of the legitimate records as legitimate a nd 99% of the fraudu lent reco rds as fraudu len t. might be regarded as a highl y effec ti ve sys tem. However. if onl y one in a thousand records are fraudu lent. then . on ave rage in eve ry 100 that the system flags as fraud ulent. onl y abou t 9 will in fact be so[3 J. Tn particular. th is means that to identify those 9 
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requires detai led examination of all 100-at possibly considerable cost. This leads us to more general point: fraud can be reduced to low leve l as one likes, but onl y by virtue of a correspondi ng level of effort and cos!. In practice. some compromise has to be reached, often a commercial compromise, between the cos t of detecting a fraud and the savi ng to be made by detecting it [3]. 

3.5 Approaches to Fraud Detection 
There are many differe nt approaches and combinations of approaches that are available for the detection of fraud. To take a broad view, there are three genera l approaches whi ch are described as fo ll ows by Gosset and Hyland [2-+): learnt. taught. and investigative 

3.6 .1 The Learnt Approach 

The Learnt Approach is typi fied by the use of unsupervised neural networks. where the fm ud detection too l. itself learns what is the expected behavior for each user. The learnt approach is usefu l fo r detec ting changes in behavior. and hence is most effic ient at detecting Subscription and Hacking fraud. 

In the Learnt ap proach, a tool wi ll learn what a typical behavior is. ancl raise an alarm on any large variations from this behavior. In add ition, the tool will generally evolve thi s typical behavio r over ti me as the user's behavio r changes. The tool' s ability to monitor the behavior of the user makes it very useful for detecting frauds about which nothing is known. as in nearly all cases of hacki ng or cont ractual fraud. these will resul t in changcs 
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of behavior. If little is known about the fraud thut ex ists in a syste m. thi s is a good tool to 

begin obtaining examples of fraudulent behavior. 

However, there are a numbers of drawbacks with such an approach. It is not possible ro 

teach such a tool what to look for, and if the evo luti on parameters a re no t set correctly. 

clever fraudsters will learn how ' ramp up' usage so as not to trigger an alarm. 

An example of such a tool is the Unsupervised Neura l Network. Here , the inputs to the 

tool are measured to dete rmine a set of paral11eters that describe the behavio rs of the u'er. 

The tool wi ll typically l11aintain a measure of recen t behaviors and 10nger-terl11 behav ior. 

and is then ab le to assess the current behavior against both recent and long-term behavior 

profiles. These profil es will evolve in time according to some evo lution parameters that 

will e ithe r be depe ndent on time or the number of call s. 

3.6.2 The Taught Approach 

The Taught Approach is typi fied by the uses of S upervised Neural Ne t works or Ru lc­

based fraud tool s . Such tool s are taught what fraudu lent behavio r looks like. and then try 

to di scover that are in some way similar to these frauds. The Taught approach is useful 

for detecting s ignatures of fraud. and hence is useful in detecting Subscription and 

Hacking fraud. [n addition, once a technical fra ud is di scovered. these can sometimes be 

detected using the taught approach. 

53 

of behavior. If little is known about the fraud thut ex ists in a syste m. thi s is a good tool to 

begin obtaining examples of fraudulent behavior. 

However, there are a numbers of drawbacks with such an approach. It is not possible ro 

teach such a tool what to look for, and if the evo luti on parameters a re no t set correctly. 

clever fraudsters will learn how ' ramp up' usage so as not to trigger an alarm. 

An example of such a tool is the Unsupervised Neura l Network. Here , the inputs to the 

tool are measured to dete rmine a set of paral11eters that describe the behavio rs of the u'er. 

The tool wi ll typically l11aintain a measure of recen t behaviors and 10nger-terl11 behav ior. 

and is then ab le to assess the current behavior against both recent and long-term behavior 

profiles. These profil es will evolve in time according to some evo lution parameters that 

will e ithe r be depe ndent on time or the number of call s. 

3.6.2 The Taught Approach 

The Taught Approach is typi fied by the uses of S upervised Neural Ne t works or Ru lc­

based fraud tool s . Such tool s are taught what fraudu lent behavio r looks like. and then try 

to di scover that are in some way similar to these frauds. The Taught approach is useful 

for detecting s ignatures of fraud. and hence is useful in detecting Subscription and 

Hacking fraud. [n addition, once a technical fra ud is di scovered. these can sometimes be 

detected using the taught approach. 

53 



In the taught approach, examples of fraud have been obtained. These are then used to 

'teach ' the tool what it is looking for. In th e case of a Rule-Based System, the fraud 

examples are analyzed for the ir fraud s ignatures, and these are then translated into rul es 

us ing thresho lds or relative measures. In the case of a Supervised Ne ural Network, 

examples of fraud are used a long with examples of non-fraudulent behavior to teach the 

tool which behaviors are good and which are fra udulent. Bo th approaches should identify 

behaviors in some sense simi lar to the fraud examples used as fra udul ent, and behaviors 

in some senses s imilar to good behavior should be deemed non- fraudule nt. 

There are some diffe rences between the Rule Based and Supervised Neura l Network 

approaches that should be no ted. In the case of the Rule-Based System. work has to be 
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behavior. Although some Supervised Neural Netwo rk tools simplify thi s process, it is still 

more labor intensive than a Rule-Based approach. 

However, both of these approaches have the d rawback that new types of fraud are not 

being worked for, and may therefore remain undetected by the tau gh t' tool whi ls t it 

maybe detected by the ' learnt ' too l. 

3.6.3 The Investigative Approach 

The In ves ti gative Approach looks for weak nesses In procedures and tech ni ca l 

specifications. Clearl y such approach is useful in coun tering technical and procedura l 

fraud. 

The In vesti gative approach is. as it suggests. a matter of auditing the procedures and 

technology that is employed. Thi s can be performed e ither internally o r by using an 

ex ternal compan y. Such an approach IS extremely useful. and will become more 

im portant as e:-;ploiting procedural and technical frauds become more altr~ctivc. 

One exam ple of its usefulness is in ensurin g th at an e mployee can not mod ify a data base 

on the network so as to grant credi t o r free usage to certa in subscribers. Ano ther is that 

th e machines on the network cannot be accessed remotely in an unautho rized way. As 

cloning becomes more expensive. such approaches to obtaining fraudu lent access to 

sen 'ices will become more attractive. 
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3.6 Related Researches made on Fraud Detection 

Telecommunications network ge nerate vas t quantities of data, sometimes of the order of 

several gaga bytes per day , so that data mining techniques are of particular importance . 

Due to thi s fac t there are severa l researches made in the area of te lecommunicati on fraud 

detection . Among them only very fe w of them are di scussed below. 

According to Bolton and Hand, [3] . as with o ther fraud domai ns, apart from some domain 

spec ific tools, methods fo r detection hinge around outlier detection and supervised 

class ifi catio n, e ither using rule-based method or based on comparing stati s ti call y derived 

suspicion scores with some threshold. At a low level. simple rul e-based detect ion systems 

use rul es such as the apparent use of the same phone in two ve ry distant geographical 

locati ons in qui ck success ion call s whic h appear to overlap in time and very hi gh value 

and vcry long call s. At a higher leve l, sta tis tical summaries of cal l d istri bution (o ften 

ca ll ed profiles o r signatures at the use r leve l) are compared with thres holds de termined 

either by experts or by application of supervised learn ing methods to known fra ud/non­

fraud cases . 

Murad and Pin kal [3] and Rosse t et al [3] d is tingu ish betwee n profiling at the level of 

indi vidual call s, da ily call pat tern s and ove rall call patterns and desc ribe what outli er 

detection methods for detecting ano malous behavior are effec ti ve ly. A parti cl' !arl y 

in teresti ng desc ripti on of profiling me thods is give n by Cortes and Preg ibon [31. Co rtes et 

al [31 describes the Hancock language that writing programs for process ing profi les . 

bas ing the signatures on suc h quaIHi ti es as average ca ll durati on, longes t call da y. and 
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mixture models and Bayesian Networks models for detection fraud based on the data 

fro m Call Record Detail. 

From the above few but very intl uential researches we can ge neral ize that the te lecom 

market wi ll become even more complicated over time- with more opportun ity fo r fraud. 

At present the extent of fraud is measured by taking account of facto rs such as ca ll 

lengths and tariffs. The th ird ge neration of mobile phone technology will al so need to 

take accou nt o f such things as the content of the call s (because of the packet switch ing 

technology used, equall y log data transmiss ions may contain very d iffere nt numbers of 

data packets) .and the researches wi ll also continue in the future too by taking in to 

consideratio n new advancements and developments in the industry. 
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CHAPTER FOUR 

MODEL BUILDING AND TRAINING 

This chapter details the different data mining steps that were carried out in this research 

work . The major s teps undertaken were: 

Iden ti fy ing the goal of the data mining task 

Identifying sources of pre- class ified data 

Building and test the model. 

The first step in any data mining task (ie. Clear definition of the problem) has been 

already addressed in the first chapter at' this study under sec tion 1.2. so it is not di scussed 

in this chapter. Before going in to the particulars of what was can'ied out for the different 

data mining steps . this chapter begins with an attempt to introduce the software used 

with the steps involved For building a model by using the tools . 

In this research work . the data mining task was undertaken by using artificial neural 

Network. The specific neural network tool used is the Matlab neural network tooi. Thus 

bel'o re going to the discussion of the prnious speciFied steps that were carried out ill this 

study. the researcher would like to gi ve an overview of Matlab Neural Net\\ork tool. 

4.1 Matlab Neural Network software 

MATLAB is a high- performance language for technical computing. It integrates 

computation. visualization. and programming in an easy-to -use environment where 
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problems and solutions are expressed in familiar mathemati cal notation. Typical uses 

include (28]: 

• Math and computation 

• Algorithm deve lopment 

• Modeling, simulation, and prototyping 

• Data analysis, exploration, and visual ization 

• Scientifi c and engineering grap hics 

• Application development, including graphical user interface building 

MATLAB is an interacti ve system whose basic data element is an array that does not 

require dimensioning. This allows you to so lve many technica l computing problems. 

especiall y those wi th matri x and vecto r fonmdati ons. in a fract ion of the time it would 

take to wri te a program in a scalar non-in teract ive language such as C or FORTRAN . 

MATLAB toolboxes currently installed: 

• 

• 

• 

• 

• 

Comlllu nicat i ons 

Cont rol Systems 

Illlage Process ing 

Opti III izati on 

Signa l Processi ng 

4.1.1 Neural Network Toolbox 

There are many ~oo l boxes inbuil t wi thin Matlab soft ware. One of thcm is thc Nc ural 

Netllwk too l box whi ch helps fo r des igni ng and simul ating " curul Ne tworks f2 9J . The 
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Neural Network toolbox extends the MATLAB computing environment to provide tools 

for the design, implementation. visualization and s imulation of neural ne tworks. Neural 

networks are unique ly powerfu l tools in app lications where formal analys is would be 

d iffic ul t or impossible, such as pattern recogn itio n and no nlinear system identifi cation 

and control. The Neural Network Toolbox provides comprehe nsive support fo r man y 

proven ne twork parad igms. as wel l as a graphical user interface that allows YO Ll to design 

and manage yo ur networks. The too lbox 's modula r, o pen, and extensible des ign 

simplifies the creation of custo mi zed functions and networks . 

Working with Neural Networks 

Inspired by the biological nervous system, neural network techno log y is be ing used to 

so lve a wide variety of complex sc ien tific, enginee rin g, and bus iness problems. 

Commerc ial appli cations incl ude in ves tment portfo lio tradin g. data ml nillg. process 

co ntrol. no ise suppressio n. data compress ion. and speech recogniti o n. Ne ural nct" arks 

are ideall y su ited for such prob lems because. like the ir biologica l counterparts . a neural 

ne twork can learn , and there fore can be trained to find so luti o ns. recog nI ze patterns . 

class ify data, and forecast eve nts. 

Un like analytica l approaches commonl y used in fiel ds sLlch as stati stics and control 

theory. nec:ra l networks require no ex plicit mode l an d no limi ti,,;! ass umptions of 

normali ty o r linearity. T he beha vior o f a neural network is defined by the " 'ay its 

ind ividual computing elemen ts are connected and bv the strength of those connections . or 
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weights. The weights are automatically adjusted by training the network according to a 

specified learning rule until it properly perfo rms the des ired task. 

T he neural network too l box used fo r thi s researc h has the fo llowing key feat ures : 

• Graphical user in terface (GUI) for creating, training and sim ulating neu ral 

networks . 

• Support fo r the most commo nly used superv ised and unsupervised network 

arch i tectures. 

• A comprehensive set of training and learni ng funct io ns 

• Automatic generation of Simulink models from neural network objects . 

• Modular netlVork representation. all owing an unlimited number of input sets. 

layers, and network interconnec ti ons. 

• Pre- and pos t- processi ng functions for Imp rovlllg network trainin g and 

assessing net lVo rk performance. 

• Routines for improving genera li zat ion. and 

• Vis uali zation functio ns fo r viewi ng network perfo rman ce. 

Because neu ral networks require intensive matrix computations, MATLAB prov ides a 

natuml framework for rapidly implemen ting neural networks ancl fo r s tuclying their 

behavior ancl app li cation. 

The Neural Networks Toolbox GUI helps to import potentially large ancl complex data 

sets . The G UI also al lows for creating. initializing. tr::tining. s imulating. ancl ma naging 
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networks . The simple graphical rep resentations allow visuali zing and understanding 

network architecture easi ly. 

The neural network tool box has the following supported Network Architectures. 

Supervised Networks 

Supervised neural networks are trained to produce desired outputs in response to example 

inputs. making them particu larly we ll suited for modeling and controlling dynamic 

systems. class ifying noisy data, and predicting future events . The Neural Netwo rk 

Toolbox supports the following supervised networks: 

• Feed- forward networks have one- way connections from input to output b ye rs. 

They are commonl y used fo r prediction, pattern recognition. and nonlinear 

function fitting. Supported feed- forward networks include feed- fo rward back 

propagation. cascade-forward back propagati on. feed-foJ"\\"ard input-delay back 

propagation. linear. and pe"ception networks. 

• Radial basis networks Provide an alternative fast method fo r design ing non­

linear feed-forward networks. Supported variations include generalized regression 

and probab ili stic neural networks. 

• Recurrent networks use feedback to recogni ze bo th spatial and temporal 

parrerns. Supported recurrent networks include Elman and Hopfield. 

• Learning Vector Quantization (L VQ) is a powerful method for class ifyi ng 

patterns that are not linearly separable. L VQ all ows to specify c lass boundaries 

and the gra nularity of class ification. 
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Unsupervised Networks 

Unsupervised neural networks are trained by letting the network continuall y adjust 

itself to new inputs. They find relationships within data as it is presented and can 

automatica ll y define class ification sche mes. The Neural Network toolbox SUPP0 rl S 

two types of self-organ izi ng unsupervised networks: 

Competitive layers -recognize and group similar input vec tors. By usmg these 

groups, the network automatically sorts the inputs into categories . 

Self-organizing maps- Learn to classify input vectors acco rding to simil arity. Unl ike 

competitive layers, they al so preserve the topology of the input vecto rs, assigning 

nearby inputs to nearby categories. 

S upported Training and Learning Function 

Training and learning functions are mathematical procedures used to automatical ly 

adjust the netwurk 's weights and biases . The training function di ctates a global 

algorithm that affects all the we igh ts and biases o f a given network. The l e arnin ~ 

functi on can be appli ed to indi vidual weights and biases within a network. 

The following table eas il y summarizes the supported Trainin g function s wi thin Ihe 

too lbox [291: 
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Trainb Batch training with weight and bias learning rules 

Trainbfg BFGS quasi-Newton back propagation 

Trainbr Bayesian regularization 

Trainc Cy li cal order incremental update 

Traincgb Powell- Beale conjugate grad ient back propagation 

Traincgf Fletcher-powell conjugate gradient backpropagation 

Traincgp Polak- Ribiere conjugate gradi ent backpropagati on 

Traingd Grad ient descent backpropagation 

Traingda Gradient descent with adaptive learning rate(lr) backpropagation 

Traingdm Gradient descent wi th momenlUm back propagation 

Traingdx Gradient descent with momentum& adapti ve Ir backpropagation 

Tra inlm Levenberg-Marquardt backpropatation 

Trai 110SS One step secant backpropagation 

Trainr Random order incremental update 

Trainrp res ilient backpropagation (Rprop) 

Trains I Sequential order incremental update 

Trainscg Scaled conjugate gradient backpropagatiol1 

Table 4.1 SlIpporred Training Fllnctions of Marlab lIeuralnerll'ork toolbox. 
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4.2 Building Classification Models 

Fortunately, the basic process for building classification models is the same, regardless of 

the data mining technique being used, Success depends more on the process than on the 

technique, And this process depends critically on the data being used to generate the 

model. Garbage -in garbage -out is an adage that applies espec iall y well to classification 

and predictive model bui lding according to Ban'y and Linoff (5], 

In pre classified data, the outcomes are already known, And because these known 

examples will be used to teach the model about the data, thi s set is call ed the model set. 

The basic steps in building and applying a classification model are as follows (5], 

l. The model is trained using pre classified data in a subset of the model set called the 

training set. In this step, the data mining algo rithms find patterns of predicti\'e 

va lue. 

2, The model is refined, using another subset ca lled the test set. In order to get a good 

model. the model needs to be refined, Otherwi se it will be hard to prevent the rnodel 

from memorizing the training set, thus refin ing is important t'or ensuring that the 

model is more general and will work better on training data, For this purpose a test 
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4. The model is applied to the score set. The score set is not pre classified and is not 

part of the model set. We do not know the outcomes for this data. Presumably, we 

will use the predictive scores to make more informed bus iness dec is ions of cause, the 

detail s of these steps do depend on which data mining technique that is being used 

and on which tool is being used, but the overall process remains the same. 

4.3 Models built using Matlab Soft Ware 

To bu ild neural Network model, the fi rst task to be performed at this step of the data 

mining process was importing the cleaned and prepared data se t, which was in Excel 

for mat, into Matlab Ne ural netwo rk tOo l. Thi s prepared data set cons isted o f 900 sample 

records about fraudulent and non-fraudulent customers from the original two months 

billing data of· ETC. 

As it was exp lained in the first sec tio n o f thi s c hapte r, the Matlab soft ware needs 

the fo llow ing research meth od steps to be fo ll owed. 

4.4 Identifying sources of Pre-classified Data 

Berry and Lin off [5] sta te that th e primary requiremen t fo r data mini ng tas k is ava ilabilit y 

of dara in any forma t. And in most cases the ideal sources of such data is the co rporate 

data warehouse (where data warehouse refers to the col lec ti on of data from man y 

different sources and it stores in a common form at with cons istent defin ition for keys and 

fie lds ). 
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Especially in supervised learning systems, we use pre-class ified hi stori cal data (past data) 

to bui ld a model of the future. Based o n the di scuss ion wi th appropriate experts with in 

ETC, the researcher identified three main sources of data, which are relevant for thi s 

research projec t. 

The first and the major source o f data identified was the CDR (Call Detail Record) 

generated by the switch machines of ETC, which have more than 50 fields. The CDR 

contains all information that machi ne can generate with regard to the call starting from its 

being to end of the ca ll. The second source of data was the b illing data whic h is fi ltered 

from the C DR fo r billing purpose on ly. The billing data contains o nl y major and rekvam 

fields as sumed to be neces,ary fo r bi lling by the IT and Data serv ice di \'ision of ETC. 

The bst data set was the Cu,tomer data base uscd by Finance Department fo r follow up 

o f bad debt expenses (uncolkc rible bill s).The naturc and content of eac h so urces are as 

follows: 

4.4.1 Call Detail Records (CDR) 

A Ca ll Detail Reco rd (CDR I is a s ingle record fo r each ca ll made ove r the telepho ne 

netwo rk. Because so manv telep hone ca ll s are made. C DRs a re a very largc data '0urC~ 

which contains inFormati on re lated to b illions o f ca ll s macle daily. 

;-\ Call Detail Record conwillS one call mod ule which in turn coma ins tagged cali data 

related to a ca ll. All charging output data is s to red in Call Data Reco rd [301 . Ever\' !'ecord 

has a Tag and a Length indicator th~!t precede the contents of the reco rd. The Tag is 

defined by an exchan ge parameter. and the Le ngth contains the number of oc tets '.\ hich 
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compri se the contents. All call data records have the same structure though the record 

length may vary. i.e. 

Tag = Cell Data Record 

Length = N umber of octets 

Contents = Charging Data 

Table 4.2 Cal l Detail R ecord fo rmat 

Call Modules: The tag indicates the type of call module whic h consist of one of the 

follo wing modules: either Land to Land (L-L) mod ule: whic h is a call module fo r Land­

to -Land calls, or Mobile to Land (M-L) module: which is a call module for Mobile-to -

Land calls, or Land to Mobile(L-M) module -which is a call module for Land -to -Mobile 

call, or Mobile to Mobile (M-M) module: which is a call module for Mobile -to -Mobile 

call s, or Inter Exchange Hand off Calling Subscriber (IHA) :which is a call module for 

inter-exchange hand off for calling subscriber or the [nter Exchange Hand off Called 

Subscriber (lHB): wh ich is a call module fo r inter-exchange hand off for called 

subsc riber. 

The Length indicates the number ot' octets that follows with in the ca ll modul e. All 

charging data is out put acco rding to the Abstract Syntax Notation Number I (ANS.I) 

Formal Description.ANS .1 is spec ified in International Standards of Organization ([SO) 

Recommendati on 8824 and 8825 [ 30]. 

The CDR stores dara in binary fo rm and it is kept for a period of not more than six 

months due to the requ irement of large data ware house . In spite of the fact that this is the 
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major and very important data source for identifying different kinds of telecom fraud, for 

thi s research work, the researcher used the converted CDR data which is commonl y 

known as the billi ng data for thi s research. The Billing data, which is currentl y used by 

the IT and Data Service Division of ETC to generate bill s for customers is converted by a 

bi lling software to charge customers for the serv ice the corporati on provide to them. so 

therefore, as a data source, the data incl uded in the research are onl y those ca ll s that are 

bill able to the ca ller, with the intention that they d idn't include incoming calls (s ince the 

called person typ ically does not pay for these). toll -free call s, or calls made by network 

intrusions. Beside thi s there are also lots of data excluded from the data base due to the 

fact that calls wh ich have missed val ues are assumed by the operators as erro rs gene rated 

by the sw itch. This excluded data se t misses either the date . duration or both for the 

calling party. 

4.4.2 The Bill Data Record Format 

The following wble describes the typical call detail Record format used for bill ing 

purpose by the IT and Data Service divi sion of ETC. 
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Field Name Description 

From_Number 
is a strin g representation of th e te lephone number originating the call. 

Usually th is is a 9- digi t number where 3-digits(i .e 009) fo r code and 

6-digits(xx-xx-xx) fo r the telephone number 

is a string representation of the telephone number. This usually shows 

To_Number 
the spec ifi c telephone number to who m the call is made and also the 

area code. This fie ld has very inconsis tent data s ize which ranges from 

6 to 18 digits based on the type of call and the technology used by the 

other party to whom the cal l is made. 
, , , 
I 

Date_Or-Call , , 
is the data that the telephone call is made wh ich has a 6-digits in a yy- , 

mm-dd fo rmat. , 

I 
StarCTime i 

is the time that the telephone call started which has a 6-c1igits in a hh-

mm-ss format. 
, 

Duration - OCCall 
represents the length of the telephone ca ll. wh ich has a 

6-c1i git hh-mm -55 fo rmat. 
I 
: 
, 

Table 4.3 CDR Recr: '·d Formalfor :he billing data 

Since this data is acc umulated for aoout six months o nl y and the monthl y clata set is very 
.' 

large in s ize. the researcher took three month calls fo r the month of October ancl 

Nove mber of 2003 and March of : "1)4 as an initial c1ata so urce fo r the research. 
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Due to the fact that the raw data is very big to handle in tenns of the time and space 

required, (i .e. 687 MB data of October 2003, 814MB of November 2003 and 986 MB of 

march 2004), the researcher use a file splitter (vers ion 1.1 , 1999) by Steve D.Perkins 

[31], to split the data and to make the exp loratio n more efficient. Thus, using the file 

sp litter the CDR was divided into prepaid and post paid mobile call s and the prepared 

mobile phone CDRs are excluded from the database required for the research. 

After excluding the prepaid CDR to make the processing more efficient and also to select 

app ropriate sample for the study out of the call detail s of all post-paid mobil e customers 

any call which d idn't fulfill the relevant ca~l eJ nUJ!lber. destinatio n number. call date. c~ 
. . 

time, and ca~ed from the data base by us ing egrep program . egrep 

program is a text processi ng tool where its basic function is to be through a text fil e line 

for line. and prin t all lines that matching a search pattern o r regular ex pression to stand"rd 

out put [32J. After this tedious filtering act ivity and the discussion with the domain 

experts of Customer Service Department of the co rporati o n the potential fraudulent c"lls 

are more or less :Jssumed to be concentrated o n international calls and all non-

international call and also internationals ca ll s less than one minute pe r call are excluded 

from the data base by using egrep prog ram. 

Based on the above pre process ing step the researcher co llect the followin g summarized 

data for further analysis. 
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4.5 Preparing Data for Analysis 

As it is descri bed in the data mining methodology of Berry and Linoff [5] data cleaning 

and date preparation is the second step of an y data mining task . In particu lar, data 

co llected from di fferent sources has to be massaged into a fortn that will allow the data 

mining tool s to be used to best advantage. This process of data c leaning and 

preprocess ing is highl y dependent on the technique (method) to be employed. In thi s 

research work, artificial neural network data mining technique was used to build a 

c lassification model. So, data preparation "'as conduc ted by taking in to conside ratio n the 

req uirements of the neural netwo rk too l of :Vlatlab software. 

Therefore, in preparing the data se t with a form that is convenience for Ylatlab. the 

followi ng data c leaning and prep rocess ing steps we re undertake n on the data set created 

fo r analysi s . Models bu ilt by using Matlab and its detai ls are presented under section 4 .6. 

4.5,1 Data Transformation and Reformatting 

[ n general, the way the data is represented is often crucial to the success or fai lure o f the 

neutral network project. Fortunate ly due to the fact that the data is genera ted by the 

swi tch mac hine there is no much area of confusion that is ex pected to be avo ided during 

the data transformation process excep t the fie ld fo r destination cal l nu mber and calls 

which d idn 't fulfill the re levant fields for billi ng pu rpose. 

To create the data mode l ti, ~ researcher took the raw data sets that were co llected fur 

analysis into th e fonnat requi red by the data models. So, fro m the C DR I'ields a weekly 

connection view contain ing aggregated data IS gene rated containin g al l information 

useful fo r indicat ion of fraudu lent cal l patterns. 
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Preparing and aggregating the data to bui ld a weekly connection view is done by using 

SQL Server 2000 by defining several tables co llecting measured values for the whole 

week ( as number of calls, average number of call s, sum duration of call s, average 

duration of cases, and so on). 

Getting enough samples of fraudulent call s is a tedious and challenging task to train the 

neural network. So based on the recommendation of Berry and Linoff [S],fo r rare 

occu rrences of fraudu lent data it is necessary to use over sampling technique to make the 

rare occurrences of fraudulent call s on the average range between 10 to 40 percent of the 

total sample size. Thus by properl y ident ified 210 fraudulent call s from cus tomer data set, 

it limits the tota l sample data to be 900. Because of the fact that to train the maud 

prope ril". acco rding to Berry and Linoff recommendation the sample size fo r the rare 

instants like fraud as compared to the total size of the population. is in between 20 to 30 

percent by us ing over sampling techn ique [5]. Based on thi s recommendati on. the 

frauduknt cus tomers were made to be 23 Pe rcent fo r th is research to make it in the 

recomme nded range. Se lecting those 900 customers fro m the total 9 J S3 cus tomers who 

made an interna ti onal call of more than one minu te per call '.vas a time consuming 

act ivit\. This is because within the study pe ri od the re were more than 120. (Jon 

internati onal ca ll s with duration of more than one minute per ca ll th at were prope rl y 

reco rded in the database for postpaid customers. These all international calls were made 

by 9153 customers of Ethio-mobile with in two months period. Out of which the 

proportion of the cus tomers who made the international calls were as fo ll ows. 
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Category Proportion 

Employees 0.02 

Govermnent Organisations 0.02 

Embass ies and International 
0.07 

Organisations 

Business Enterprises 0.22 

Residences 0. 67 

Total 1.00 

-Table 4. ) ProporrlOll oj [nrematlOl1al calls by COSlwners oj Ethio-mobile. 

Based on the above proportion of the customers and a disc uss ion with experts from ETC. 

Only 900 customers data set were taken from business and residence categories of Ethio-

mob ile customers who represe nt 89 percen t of the total subscribers who made 

international calls and Ili ghly susceptible for making I"raudulent calls. The method used to 

select th is samp le groups is s tratified sampling technique to get represen tative daw I"rom 

all the prepa id mobile subscribers. 

Based on the above justification for the 900 customer groups which include liD 

fraudulenr and 690 good customers, a summari zed data set wh ich incl udes the re leva nt 

data fields for training the model are prepared. The fields of the aggrega ted data are as 

follows . 
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Field Name 

No_oCCali s - Per_wk 

Dur_OC Calls - Per_wk 

Average_Dur-OCCall s 

Average_ 1\0 - OCCal ls 

Max Duratio n -

Min Duration -

I Max - No_or_Calls 

Total No_O C Calls -

I Total_Dw·_OF_Calls 

I STDJor_'io_OCCali s 

i 
I 
lSTD_For_Dur_oCcalls 

Description of the field 

Number of all international call s made within one week 

interval during the s tudy period. 

Duration of all call s made with in one week interval of 

the study period 

A verage duratio n of call s made within the study period 

by aggregating the weekly duration of call s. 

Ave rage number· of call s made within the stud y period 

by aggregating the weekly duration of calls 

Duration of the longest ca ll made out of all the calls 

made in one week intervals with in the stud y period. 

Duration of the sho rtest call made out of all the cal ls 

made in one week inte rvals with in the study period I 
The largest number of calls made out of all the call s 

made with in one week interva ls in rhe study pe ri od. I 
I 

Tota l number of international call s made dw·;ng the stud y i 
pe riod. 

Total call duration of internationai ca li s made during th e 

study peri od. 

The standard dev iatio n of the num ber 01 cal ls collected ' 

in one week interval wit hin the stud ,· pe riod. 

The standard dev iation of the dura,ion of cal is collected 

in one week interval within the stud': pe ri od. 

Table 4.6 Fields ufrhe Al1alvzeci clara set!rJrlnat preparedfro the nenvork. 
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4.5.2 Preparing Data in to a form that is acceptable to the 

neural network 

In order to faci litate the training the tool required dividing the data se t in to input and 

target data files for all th e trai ning, validation and testing pllrposes. Acco rdingly prior to 

importing the dataset in to the work space of Matlab, s ix files in the name of Training 

input, Training target. Va lidation input, Validation target, Testing input ,and Testing 

target are prepared in exce l by dividing the data in the proportion of 60% for training, 

20% for validatio n,and 20% for tes ting. After that the data set is imported to the work 

space of Mar l1b software for further analysi s and tra ining. 

4.6 Models Built Using Matlab software 

To build the neural network model, the first task performed at this s tage of the data 

mining procc-s was importing th e c leaned and prepared data. wh ich was in Excel fo rmat, 

in to the neural net work workspace. This preparecl clara se t consists at' 900 sample records 

of pos t paid mob ile customers at' ETC. 

As it was nplainecl in the first section of thi s chapte r. Mat lab software has man y 

independent programs and out of these the neural network tool is used for thi s research. 

The neural network tool has I'acil ities to import data fl'om the Excel to carry out 

manipulation on the imported c1ata file, and to c reate Matlab Files in the wo rkspace of the 

tool. 

More over the neural network tool has a facil ity to train and test networks (models) 

simultaneousl\' . Thus after the data se t was imported, in orde r to make th e data 
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compatible to the software requirement, the dimension of the data set which was 

origi nall y the columns for field names and the rows fo r each records in the Excel, is now 

reversed in the work space of the too l to make the input fields name rows fo r the matri x 

prepared by the neural network tool.. After that a ll the necessary data man ipu lat io ns such 

as defining the input source, target, network algorithm type, training function , learni ng 

function, performance function number of neuro ns fo r layers, transforming functions. 

training parameters were selected out of the available inbuilt options for each model built 

during the process . 

The first training was conducted by us ing al l the input a:.rributes that were se lected during 

the data preparation phase . Those variables that were used to buil d the fi rst network 

model were Category, Minimum number of calls. maximum number of ca ll s. average - ~ ----
number of call s. standard de viat ion_of number of call s. total number of call s, minimum 

duration , maximum duration, average duration. standard deviation of durations, and total 

duration. 

For the initial trial the algorithm selected was back propagation algo rit hm (the 

architecture of the algo rithm is presented at the Annex- I. There are man y variations of 

back propagation algorithm and it is diffic ult to know whi ch training algorithm will be 

the fastest for a given prob lem. It w ill depend on many factors. including th e complexi ty 

of the prob lem, the nUlTlber of data points in the training se t. the number of we igh ts and 

biases in the network, and the erro r goa l. 
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In general according to the recommendation of Professor Emeritus and et al [29], on 

networks which contain up to a few hundred we ights the Levenberg-Marquardt 

algorithm (trainlm) have the fastest convergence and recommended if there is no 

memory problem for the training. So in thi s research Levenberg-Marquardat algori thm 

(trainlm) is first used, and the training functions se lected are all the default training 

parameters prov ided 

As it was discussed before list of variables used to bui ld the model. were all numeric 

attributes and for the initial train ing all the attributes were used to train the model. but in 

th is particu lar run the perfo rmance of the model was 0.1 SOS which had more than 15% 

error generating chance, and the leve l of accuracy was 74%. (see the fi glll'e be low) 
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Therefore, in order to trace the problems that forced the network to have a trouble in 

learning, the initial training is abandoned. However, before adjusting parameters and 

build another, thi s network has been saved and analysis of thi s network showed an 

accuracy rate of 74% in training data set and 7 i % in test data set. The acc uracy is hi gher 

in the training set because of the fact that the network has been trained on the samples of 

the training set not on the samples of the test se t. 

To address th e proble m of the above network , the first option conside red by the 

researcher was to train and test a network by varying the default parameters of the 

tminlm algorithm and its variati ons and also other algori thms like BFGS algorithms like 

trainbfg (BFGS quasi-newton back propagation) were tes ted but the results are more 

worse thun the pre vious one. Several networks we re saved during the traini ng and the 

hi ghes t acc uracy obtained from these networks was 86 pe rcen t.9see the foll wing fi t'ures 

fo r the se lected training model s) 
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Therefore afeter the above trials. the onl y way left was to return back to trainlm and see 

its performance by changing its supporting training and learn in g functions. Following a 

continuous attempl. the researcher persistent the experiment by considering VanOlh 

options suggested to improve the performance of the neu ral ne twork model s. 

After lots of the tiresome and tedious trainin g sess ions the maximum accuracy ach ieved 

was 89 percent with the erro r performance facto r of 0.0686 on the training and 84.68 on 
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the tes t data set. The leve l of performance and acc uracy for both the train ing and testing 

data sets are summari zed as follows for the major trainings . 

Number Learning No.of transform at performance Accuracy Accuracy I 
function Neurons Ion on In test 

fo r 1 '1 function training data set 
layer datase t 

1 LearnGDM 5 Tansig 0.0825 87.07 82.39 
2 LearnGDM 8 Tansig 0.09 88.69 180.68 
3 LearnGDM 

1
10 Tansig 0.0804 88.69 80.68 

4 LearnGDM 1 12 Tansig 0.0686 89.23 8466 
5 LearnGD\I1 15 Tansig 0.1329 84.92 i 80.68 
6 LearnGDM [ 20 Tansig 0.0959 87.25 81.82 
7 Le~l1'nGD 15 Tansig 0.0905 86.7 1 81.80 
8 LearnGD 8 Tansig 0.0877 78.40 76.68 
9 LearnGD 

1
10 Tansig 0.126 74.98 72.82 

I 10 LearnGD 5 logs ig I 0.0786 86.71 81.~0 
II LearnGD 

1
8 logsig 10.0862 86.36 ' 80.68 I 12 LearnGD i 15 logsig 10 . 126 86.54 S :.82 I 

13 LearnGD 
1

20 logs ig 0 .1 505 84.92 i ~()68 , 
I i 14 Lcarn GDi'v1 1 12 pu relin 0.07719 88.51 ' 81.82 
I I 

Tabl e 4.7 Resul ts of some se lected trainings . 

The following figure is the training result of the final trai ning made by using the neu ral 

"~twork for classi fy ing fra udulent and non fraud ulent custo l71ers o f Ethio-mobi le. 
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CHAPER FIVE 

CONCLUSION AND RECOMMENDATION 

5.1 Conclusion 

No matter what kind of organization it is, where it belongs, how it perform its activities, 

to day, getting data is not a major problem unlike what it was before few decades ago. 

However, the way the data is organized and the level of understanding by the 

organizations to use this resource beyond the common is far from what the mode rn and 

tough competiti ve market expects . Especially in the telecommunicat ion industry, bil li ons 

of data are generated dai ly due to the nature of the industry it self and there is no ting done 

on it except billing only innocent customers. 

In order to properly utili ze thi s large vo lume of data generated by telecommunication 

operators for effective and efficient management decisions . the importance of data 

mining tec hnology is unq uestionab le. 

Data Mining technol ogy contri bute a lot fo r efficient customer relation ship management. 

predictive modeling of customers' behav ior, customer segmentation. chul'l1 prediction. 

customer insolvency. and fraud detection in other deve loped and developing coulltries of 

the wo rld. Unfortunate ly in Ethiopia. the imporlance of the technology and its 

contribution is not recognized. except some acade mic researches made in the Department 

of In format ics. Add is Ababa Uni versi ty. 
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Current ly the telecom operators are los ing millions of dollars each year due to the 

fraudulent customers and internal employees, and it is important to know who is do ing 

what, who is risky and mo re importantly act in view of keeping the corporati on growing. 

Thus the objective of thi s research undertaking was to assess the poss ib le application o f 

data mining technology in the te lecommunication context, and particu larly in mobile 

telephone, by developing a model th at could help c lass ify w hether a customer was good 

or fraudul ent. Such a model could then be appl ied in ass isting the Customer Serv ice 

d ivision of ETC. 

The methodology employed fol lowed th ree bas ic s teps: data collec ti o n. data preparation . 

and model building and tes tin g. HO\\'e\'cr since a (bta mining task is an iterative process . 

these steps were not fo ll owed stri ctly. There were frequent ins tances where there was a 

need to go back and forth between the diffe rent steps. 

Nu merous trials had to be made to come up with a mode l that made good class ifi cation. 

The best perfo rming neural network model de ve loped wi th an accu racy level of 89%. 

During the cour~ model building. there are important findings that were observed. 

The research revealed that some variab les we I'e consistenliy observed to be important 

variabl es fo r model building. These \'ari ables are related to the nu mber o f ca ll s made 

duri ng a specific pe riod and the uurcHion of each ca ll. During the research wo rk the 

researcher has come to observe that there are lots of data gene rated by the CDR, wl ,i ch 

were not used for the billing Jlurpose b\' the IT and Data Serv ice di vis io n. The researcher. 

therefo re hope that the findings of th is resea rch work will help to give due e mphasi s for 
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duri ng a specific pe riod and the uurcHion of each ca ll. During the research wo rk the 
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the data set which doesn' t generate attributes related to duration and time of call which 

are not currentl y used for billing purpose. During the model building and testing process. 

the sugges tion and opinions give n by domain experts was also worth doing. 

In general , encouraging res ult were ob tai ned by improving neura l ne two rk approac h and 

thi s research wo rk have proved the po tenti al app li cability of data mining technology to 

classi fy fraudulent and no n-fraudul ent call s based on the analys is of call detail s. The 

encouraging result obta ined from thi s research should be considered to support the 

acti vities performed by the customer d iv ision of Ethio-mobile to prevent and detect 

telecom fraud. 

5.2 Recommendations 

On the basis of the findings of thi s resea rch work, the researcher wo uld like to make the 

fol lowing recommendat ions in reiJtion to the possib le application of data min ing 

techno logy in suppo rtin g fra ud de tection activ ities of Ethio pian Telecom munication 

Corporation. Although th e current research work was o nl y in o ne type of I'raud o nl y. 

subscrip ti o n fraud (acco unting fraud ).it is the cons idered o pinion of the researcher that the 

basic findi ngs o f the research work and the resu lting conclusio ns are fairl y app li cab le to 

other types of frau d. 

The researc her would al so li ke to note that thi s research. as an academic exe rc ise. should 

only be considered as a pre liminary effort to asses the applicability of data min ing 

technology in ETC. Accordi ngly. th e fi ndings of th is resea rch undertaking Glil fairly be 
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properly identify the good customers from the bad ones by compensating what is missed 

by one sys tem by the other. 

• Further study in other possible sources of fraud based on the pure CDR data 

which is automatically generated from the switch machine. 

Fraud in a continuous and broaden type of activities which are re lated to the need and 

interest of the human beings to benefit out of the weakness of the sys tem used by the 

corporation. As a consequence, any type of internal and externa l frauds by both 

employees and customers are expected and uninterrupted and in-depth research based 0 11 

the orig inal CDR data is requi red to keep the interest of the corporation and also to get 

reliance and trust by the innocent customers for' the fair ancl app ropriate service charges 

of the corporati on . 
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Annex 

Annex-1 

Neural network architecture for Back propagation algorithm 

Neural Network object: 

architecture: 

IIUmlllputS: 1 

lIumLayers: 2 

biasConnect: [1; 1J 

inputConnect: [1; 0] 

layerConnect: [0 0; 1 OJ 

outputConnect: [0 IJ 

targetConnect: [0 1J 

numOutputs: 1 (read-only) 

numTargets: 1 (read-only) 

numlnputDelays: 0 (read-only) 

numLayerDelays: 0 (read-only) 

subobject structures: 

inputs: {Ixl cell} of inputs 

layers: {2xl cell} of layers 

outputs: {lxl cell} containing 1 output 

targets: {lx2 cell} containing 1 target 

biases: {2xl cell} containing 2 biases 

inputWeights: {2xl cell} containing 1 input weight 

layerWeights : {2xl cell} containing 1 layer weight 

functions: 

adaptFcn: 'trains' 

initFcn: 'initlay' 

performFcn: 'mse' 

trainFcn: 'tr:1inlm' 

parameters: 

adaptParam: .passes 

initParam: (none) 

performParam: (none) 

, 
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trainParam: .epochs, .goal, .max_fail, .mem]educ, 
.min_grad, .mu, .mu_dec, .mu_inc, 
.mu_max, .show, .time 

weight and bias values: 

other: 

IW: {2xl cell} containing 1 input weight matrix 
LW: {2x2 cell} containing 1 layer weight matrix 
11: {2xl cell} containing 2 bias vectors 

userda ta: (user stuff) 
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Annex-II 
Sample data set prepared for the research 

Category Class OwklNCalls Owk2NCalls Owk3NCalls Owk4NCalls 
NwklNCalls Nwk2NCalls Nwk3NCalls Nwk4NCalls Owkldur 
Owk2dur Owk3dur Owk4dur Owkdaydur Owkenddur 
Odaydur Onightdur Ototaldur Nwkldur Nwk2dur 
Nwk3dur Nwk4dur Nwkdaydur Nwkenddur Ndaydur 
Nnightdur Ntotaldur MaxCount MinCount AveCount 
STDCount MaxDur lVlinDur AveDur STDDur Tdur 
TnCalls 
18 0 8 8 0 8 6 0 0 6 6944 
1950 0 2626 11334 186 5547 5973 11520 528 0 0 
2589 2697 420 115 3002 3117 8 0 4.5 3.817254062 
6944 0 1829.625 2363.985614 14637 36 
18 0 4 2 1 5 7 6 2 3 493 
431 1678 1917 4370 149 1798 2721 4519 1636 9"'--;) 291 
1092 3813 131 792 3152 3944 7 1 3.75 2.121320344 
1917 291 1057.875 629.7224871 8463 30 
20 0 10 4 0 11 31 6 4 7 1987 
1607 0 5080 7811 863 3846 4828 867.1 9731 1181 1929 
1900 13634 1107 10175 4566 14741 31 0 9.125 9.508454884 
9731 0 2926.875 3098.903098 23415 73 
18 1 6 4 7 8 3 8 3 3 274 
669 1484 2676 4587 516 4493 610 5130 465 1042 1544 
379 3197 233 3430 0 3430 8 3 5.25 2.251983253 
2676 274 1066.625 811.8694366 8560 42 
18 0 8 3 6 12 7 12 6 14 933 
557 1083 6470 7571 1472 5708 3335 90·D 2118 3065 1876 
4104 10558 605 6491 4672 11163 14 3 8.5 3.77964473 
6470 557 2525.75 1979.233744 20206 68 
20 0 12 5 3 12 6 13 12 7 657 
834 510 2268 4032 237 2440 1829 4269 147 784 1081 
686 2608 90 1409 1289 2698 13 3 8.75 3.918819064 
2268 147 870.875 625.5471748 6967 70 
20 0 4 8 4 4 3 5 5 1 1924 
4381 1957 1022 7616 1668 2903 6381 928.1 19 1488 1103 
1516 3543 583 2468 1658 4126 8 1 4.25 1.982062418 
4381 19 1676.25 1254.712(,88 13410 3.1 
20 0 7 2 6 7 1 0 0 0 331 
284 1363 2422 3488 912 2050 2350 4400 11 0 0 
0 11 0 0 11 11 7 0 2.875 3.226563851 
2422 0 551.375 884.9597146 4411 23 
18 0 3 3 0 4 3 3 4 4 509 
3107 0 438 3815 239 335 3719 405.1 396 199 424 
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185 1128 76 953 251 1204 4 0 3 3107 0 657.25 1004.203416 5258 24 
18 0 21 1 19 29 0 0 0 398 3659 5718 11026 1465 10334 2157 12491 0 0 0 0 0 0 0 29 0 8.75 5718 0 1561.375 2207.640301 12491 70 20 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 16 16 0 16 0 16 1 0 0.125 16 0 2 5.656854249 16 1 18 0 7 5 3 8 6 7 11 622 650 2122 3628 207 2523 1312 3835 832 0 1919 984 1633 1270 2903 11 0 5.875 2122 0 842.25617.5543354 6738 47 

20 1 0 1 0 0 0 0 0 169 0 0 169 0 169 0 169 0 0 0 0 0 0 0 1 0 0.125 169 0 21.12559.75052301 169 1 
20 0 0 0 1 0 0 1 0 0 162 0 162 0 162 0 162 0 0 0 39 39 0 39 1 0 0.25 162 0 25.11556.96474474 201 2 
18 0 1 6 5 1 2 5 1 1550 1254 1123 4573 544 4644 473 5117 132 1425 3561 246 562 3245 3807 6 1 3.125 2160 90 1115.5 698.9044488 8924 25 
18 0 6 0 2 7 5 5 5 0 2005 2338 3701 1309 4424 586 5010 1532 1834 3957 523 4416 64 4480 7 0 4.375 2338 0 1186.25 848.105578 9490 35 18 0 2 3 5 2 3 4 5 722 948 635 3601 0 3601 0 3601 1103 543 3012 941 3799 154 3953 :J 2 3.375 1775 532 944.25433.4366818 7554 27 
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