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Abstract

Ethiopian public institutions are investing in various IT infrastructure and systems to improve
the effectiveness and efficiency of their operations. Organizations are highly dependent on
network connection and information systems which make them to become hot point of cyber-
security. With respect to this, the government of Ethiopia adopts a digitization strategy that
strength security capacity as a key element. However, most Organizations have hesitated to
make security investments due to several reasons. Most organizations do not consider how
cyber-attacks affect the costs and benefits, which results in underinvestment in cyber-
security. Due to the dearth of information determining the benefit on information security
investment (ROSI) is always challenging. Decision-makers are frequently confused by the
abundance of competing solutions and unsure of whether their investments in security are
appropriate or even effective. The goal of this study is to identify the factors that affect
investment in information security based on TOE framework. In addition, the study
determines the significance of those factors that affect information system security
investment and provide suggestion on how information system security could be guided.
Identifying the factors that influence security investment decisions will assist decision-
makers to drive better cyber-security investment decision-making in a proper manner. The
study used a quantitative research method using questionnaires as a data collection tool. A
total of 105 questionnaire sets were distributed, and 86 were returned, which accounts for
81.9% of the total response rate. Descriptive and explanatory analyses were used to examine
the data. The result revealed that among organizational factors: management support,
economy, awareness, decision support process, risk assessment, future Growth, and
organization culture have significant impact on information security investment. Similarly,
environmental factors, namely; legal and regulatory framework, have an impact on security
investment. Based on the results, information system security investment could be guided by
the support and commitment of management. Raising the information system security
awareness among management and key decision makers can increase investment in
information system security. The greater awareness and support on security among the
decision makers, the greater the security investment. Furthermore, Organizations must take
risk assessment; create security controls, policies, and frameworks in order to maintain their

spending in information security.

Key words: Information system security, Information system security investment,

Technology, Organization, Environment



CHAPTER 1: INTRODUCTION
This chapter will introduce the topic in the broader context and present background
information to the research problem. In doing so, it begins with the presentation of
Information Communication Technology in organizations, Information security threats,
overview of information system security, the essence of information system security
information system security in public organizations, information system security investment.
The second section focuses on the motivation of the study. The third sector deals with
statement of the problem. The sections there after present the basic research questions, the
significances of the study, scope of the study, limitations of the study and definitions of
important key terms in the study. The chapter concludes by presenting the organization of the

paper.
1.1. Background of the Study

With advent of cutting-edge digital technologies, organizations are relying on Information
and Communication Technologies (ICTs) to enhance their services and operational
effectiveness. ICT has become an integral part of an organization, but they come at a cost.
Emerging ICT’s create rapidly evolving vulnerabilities that can be exploited by malicious
attackers using similarly advancing ways (Wessels et al., 2021). Threats to information
security are now evolved in advanced and diverse way. ICT security incident is becoming
more sophisticated as companies utilize digital tools to foster innovation (Spremi¢ and
Simunic, 2018).

The enhancement of the digital revolution offers fantastic potential as well as a disastrous
retreat from security risks (Lee et al., 2018). Currently, Ethiopia’s ICT landscape is
drastically evolving. According to (“NCSI::Ranking.”2022) Ethiopia is ranked 170th on the
ICT development index and 115th on the global cyber security index.

Cyber-attacks can have profound consequences for companies (Carias et al., 2019). Risks
that organizations may encounter include data breaches, revenue loss, and attacks on security
that has an adverse effect on countries. As (Fedele and Roner, 2022) reported, cyber-attacks
may result in significant financial and reputational losses and even jeopardize the ongoing
operations of a company, with knock-on effects felt across the entire economy. According to

a report by (Aregahegn, 2022) Ethiopia has been the target of approximately 6,000 cyber-
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attack attempts in the first 11 months of the current fiscal year and the country has managed
to avert 97% of them, saving 1.4 billion birr.

Information system security has a critical importance of safeguarding the assets of
organizations. As stated by (Lee et al., 2018) utilizing security technologies is driven more by
the desire to reduce harmful threats than by the urge to earn positive benefits. It is crucial to
implement efficient information security plan which preserve assets in this critical business

environment (Hall et al., 2011).

It is also vital to take some early measures toward gaining a better knowledge of how
organizations spend in information security technology as well as how businesses deal with
the threat (menace) of breach (Moore et al., 2010). According to (Govender et al., 2018) The
entire cost of an organization’s security has risen and will keep expanding as a result of the
growth in incidents involving information security. To address security risks, a strong
transformation plan and deployment architecture that matches with a specific business model
for an organization are needed (Venter et al., 2020). The national digital transformation of
many countries has cyber-security as its main focus (Armenia et al., 2021). With respect to
this, the government of Ethiopia adopts a digitization strategy that encourages the country to
go through a digital transformation that considers strengthening security capacity as a key
objective (Montes et al., 2023). Ethiopian public institutions are investing in various IT
infrastructure and systems to improve the effectiveness and efficiency of their operations.
(Digital Ethiopia, 2025) affirms that the digitalization strategy of Ethiopia will help the public
sector by enhancing e-government, digital ID, and the national payment system, among other
things. Furthermore, one of the missions of Ethiopian ICT policy and strategy is to promote
the use of ICT for modernizing the civil and government sector with the goal of optimizing
the delivery of services and to promote good governance and decrease wastage of resource
(The National ICT policy and strategy, 2017).

According to (Benaroch, 2018) IT investments mainly deal with value-creation while
information system security investments concentrate on value-protection. Security investment
has played an effective and significant role in curtailing vulnerability and potential damage
for organizations (Mazzoccoli and Naldi, 2020). Organizations are highly dependent on
network connection and information systems which make them to become hot point of cyber-
security (Ng et al., 2013). According to (cybercrimemag, 2019) Due to the exponential rise in

cyber-attacks, over the five years from 2017 to 2021, the global investment in cyber security
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surpasses $1 trillion. This indicates spending in security is crucial to combat cyber-attacks.
This is common for a company to bolster its security systems after breaches happen (Armenia
et al., 2021). Investment in security is triggered by a numerous variables practically. There
are some challenges on estimating the cost and return of information security investment
(Chai et al., 2011). Security has been impacted by a number of elements that are not in the
direct control of an individual or an organization (Wessels et al., 2021). In spite of this, the
research determines the factors that affect information system security investment using TOE
Model to identify the technological, Organizational and environmental Factors. This help
decision maker to understand these critical issues and to evaluate when making decision in

information security.

1.2. Motivation of the study

Public institutions are making significant investments in information and communication
technologies. Both individuals and organizations are very concerned about cyber-security
breaches (Gordon et al., 2015). A company can diminish risks and mitigate the effects of
cyber-attacks by using the cyber security management model dimensions (Limba et al.,
2017). However, putting the best cyber security strategy into practice and investing in cyber

security are not simple tasks (Fielder et al., 2018).

Investing in cyber security comes with a variety of difficulties. As stated by (Weishaupl et
al.., 2018) due to low rate of return and intricate nature of information security controls,
organizations downplay its significance and refuse to implement it until they are formally
mandated by laws or regulations. As (Gordon et al., 2015) confirms, substantial cyber-
security breach was the catalyst for the majority of firms' increasing investment in the field.
As specified by (Fedele and Roner, 2022) cost and ongoing uncertainty about the likelihood

of security attacks makes security spending less valuable.

According to a study made by (Ng et al., 2013), trust, reputation, and misperceptions about
information security were identified as factors influencing SME security investment. The
study suggests evaluating additional variables that have an impact on investment of security.
A qualitative study made by (Kirubel, 2022) discovered that the key factors affecting
information security investments are listed. The researcher advises further research to find
other factors that affect security investment as the research only considered Ethiopian-
selected banks. By virtue of this, the researcher is persuaded to use the study as a benchmark

and broaden the scope into Public organizations using quantitative research design.
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The researcher’s educational and professional background is directly related to information
system, who has worked at different public health institutions. The main responsibility of the
researcher has been customizing and managing different health information systems
including the national District health information system. This experience has made the
researcher notice some problems in public organizations with respect to information security.
In the process of deploying organizational information systems, the decision maker has
mostly no intention to invest in security solutions. In addition, Decision maker show
confusions with regards to investing in information system security. As a researcher worked
on different public organizations, mostly, decision makers don’t know how and where to
invest with regarding to information system security. By considering the above theoretical
and practical motivation, the researcher persuaded to study on information system security
investment. This research identifies the elements which has an impact on influencing
information system security investment and evaluates the significance level of these factors
on selected public Institutions in Ethiopia. A deeper knowledge of information system
security investment and the factors influencing information system security provided by this
study. It raises the level of understanding for decision makers and support organizations in

making investment decisions related to information systems security.

1.3. Statement of the problem

The advancement on digital technology allows organizations to increase production abilities,
fully satisfy public demand for services and more (Tewamba et al., 2019). Ethiopian digital
transformation strategy strengthens the overall digital ecosystem, enables systems, and allows

for digital interactions between the public and private sectors (Digital Ethiopia, 2025).

Creating various information systems with a range of functionalities is currently a concern for
Public organizations. Although the systems produce good results, there must also be a
negative aspect that leaves them highly vulnerable to security threats (Ng et al., 2013). In
order to endure cyber risks, it is more appropriate to analyze information security controls to

improve through investment (Shao et al., 2019).

Organizations are currently promoting the inclusion of a cyber-security portfolio which
safeguards for prevention, detection & containment (Safi, 2016). However, as reported by
(Jeong et al., 2019) most Organizations has hesitated to make security investments as they
didn’t notice seen the anticipated economic damage from security breaches or the anticipated

benefit from those investments right away. According to (Chai et al., 2011), due to the dearth
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of information for calculating the probability and expense of information security risk factors,
determining the benefit on information security investment (ROSI) is always challenging. As
(Gordon et al. 2015) stated, without additional incentives or regulations, organizations do not
consider how cyber-attacks affect the costs and benefits for society as a whole, which results

in underinvestment in cyber-security.

Organizations that have experienced a cyber-security incident frequently take action
afterward (Wessels et al., 2021). Decision-makers are frequently confused by the abundance
of competing solutions and unsure of whether their investments in security are appropriate or

even effective (Fenz et al., 2011).

In light of this, this research considers, the TOE framework to investigate the factors
affecting information system security investment. In previous IS adoption research, the TOE
framework was the most applicable and significant framework (Alwali, 2017). The TOE
framework determines the organizational level of innovation adoption by considering
technological, organizational and environmental setting of an organization (Tornatzky &
Fleischer, 1990). The technology category deals on the advantage of technology with a
combination of external and internal value to the enterprise (Alhogail et al., 2015). The
organizational context encompasses all aspects of firm, including the structure of the
organization, departmentalization, and roles for human resources, level of control, and more
(Abed, 2020). Environment refers to the external or inter-organizational setting in which an

organization operates (Tornatzky & Fleischer, 1990).

Some studies attempting to shed light on the subject under the study. (Lee et al., 2018)
discovered that positive Internal factors, such as assets, experience, facilitation conditions,
and habits, have better influence on information security investment than negative external
factors, such as threats and vulnerabilities. However, the study used behavioral models and it
only focused on the behavioral intention that affects security investment. Thus, it doesn’t
provide the internal and external factors affecting information system security investment.
The study by Toivanen (2015) also examined why information security investment decisions
fail, through a various case studies and, the results demonstrated that a variety of factors
significantly influence security investment decision-making. However, the finding of the case
study doesn’t demonstrate the significant level of impact of those factors affecting
information security decision making. A study by (Temtim and Alpha, 2021), studies factors

that influence employees’ compliance with Ethio-telcom’s information system security
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policy. The survey approach was used to obtain data. As the findings shows, the management
support, awareness and trainings and accountability are the major organizational variables
that affect employees’ behavior in order for them to comply with the existing information
system security policy. The study used a single case study and particularly focuses on

organizational factors.

A related study made by (Woretaw et al., 2019) analyzed the level of existing information
security culture in Ethiopian banking sector using quantitative approach. The findings show
that information security knowledge in Ethiopian banking sector is inadequate due to
insufficient information security communication and training. The research only emphasis
information ~ security  culture.  (Nebyu, 2018) studies  maturity level of
information security implementation in Ethiopian public universities sector using Qualitative
and Quantitative methods. The finding demonstrates information security control
environment in public universities is insufficient and compare the uppermost and lowermost
maturity scored information security controls in Ethiopian public universities. The studies
only emphasize on the level of maturity of information system security and yet it doesn’t
prove adequate information on factors that has an effect on the maturity level of information
system security. This research provides the TOE factors that has an influence in information
system security and provides suggestion on how to improve and guide information security

investment in an organization.

(Kirubel, 2022) studies the factors that influence information security in the banking sector,
the goal of this study was to identify the factors that can effect investments in information
security and to establish a conceptual framework that can help in the selection of security
solutions. The author identifies seven variables that can affect security investment through a
qualitative case study. The study outcomes demonstrates, the lack of top management
support, lack of knowledge and experiences, vendor involvement, lack of budget, lack of
assessing risks and wvulnerabilities, not considering future growth, and not considering
existing infrastructure, lack of knowledge on specific security product, lack of time, lack of
well-prepared NBE directives, rules and policies, delayed product delivery period, not
considering information security frameworks and standards, and lack of competitive
benchmarking. The study only includes Ethiopian banks and is conducted through qualitative
analysis. In addition, the research doesn’t measure the effect of each factor in information

security investment. in order to fill the research gap, this study determine the factors
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influencing the investment in information system security using quantitative methods and the

scope of the research focused different types of public organizations in Ethiopian Context.

This Research combines multiple theories to identify factors impacting information system
security investment using TOE model. Previous studies depend on behavioral models,
organizational factors, lack of comprehensive internal and external factors, lack of
quantitative statistical analysis which determines how those factors affects information
system security investment and lack of assessment of information system security investment
in public organizations. By virtue of this research gap, this research identifies technological,
organizational and environmental factors impacting information system security investment.
In addition, the research also contributes by statically analyzing the significance level of each
factor that affects information system security investment and pinpoints important
suggestions based on the research findings. Furthermore, this research provides

recommendation on information system security investment.

1.4. Research Questions

The following basic questions were developed to guide the study:

1. What are the Technological, organizational, Environmental (TOE) factors influence
information security investments in public organizations in Ethiopia?

2. How those factors affect information system security investment in public
organization in Ethiopia?

3. How can information system security guided?
1.5. Obijective of the study

1.5.1. General Objective of the study

The main objective of the study is to identify the factors Affecting Information System

Security investment in Public Organizations using TOE model.
1.5.2.  Specific Objectives of the study
Specifically, the objectives of the study are to:

» To identify the Technological characteristics affecting information system security

investment
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> To explore the Organizational characteristics affecting information system security
investment

» To determine the Environmental characteristics affecting information system security
investment

» To assess the extent of the impact of Technological, Organizational and
Environmental Factors on Information system security investment

» To provide recommendations to improve information security investment in public
organizations.

» To provide additional insights on literature about information system security

investment this serves as a benchmark for other researches.

1.6. Significance of the Study

The focus of the study is exploring factors affecting information system security in public
organizations using TOE model. This study, therefore, has both theoretical and practical

significances.

1.6.1.  Theoretical Significance

It outlines factors influencing information system security in public organizations,
theoretically. The approach, methodology and the scope, to the issue can contribute to the

field. This research can be used as a source document for further researchers on this issue.

1.6.2.  Practical Significance

The study have a major contribution to elevating the degree of awareness with regard to
security investment decision making process and it will provide a clear view of factors that
have an influence on the decision-making process with respect to information system security
investments. ldentifying factors that influence security investment decisions will assist
decision makers to drive better cyber-security investment decision-making in a proper
manner. According to Safi and Browne (2015), Improving Security decision would be
impossible without a thorough knowledge of prospective variables that impacts security
investments and budgeting decisions. Finally, the study explained the technological,
organizational and environmental factors affecting information system security investment
and their significant level of effect on security investment. The findings and
recommendations of the study may initiate other researchers in the area to further investigate

the issues by considering other variable in relation to information system security investment.
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1.7. Scope of the Study

This study addresses the factors affecting information system security investment in selected
public institutions. The study used TOE Model which includes the technological,
organizational and environmental factors affecting information system security investment in
selected Public organizations. To get wider view different types of selected Ethiopian public
organizations are included in this study. But due to time constraints, the study’s scope area
was limited and it includes only Eight Ethiopian public organizations. The purposes of this
study are on determining the Technological, Organizational and environmental factors that
influence investment in information system security. The primary sources of data are
gathered from the organization's employees particularly, ICT senior experts, CIO, CSO,
Team leaders, Department head and Directors which is believed they have direct attachment

with information system security investment decision.

1.8. Limitation of the Study

There are a few restrictions on this study. There are only eight public organizations and a
small population was used. As a result, it cannot be applied to other organizations or nations.
This study used TOE Model and asses the technological, organizational and environmental

factors only. Other factors are not included in the study.

1.9. Organization of the Study

The study organized under five chapters. The first chapter deals with introduction of the
study. It discusses the background of the study, motivations of the study, statement of the
problem, objectives of the study, basic research questions, scope of the scope, significance of
the study, limitations of the study, operational definitions of the study and organization of the
paper. The second chapter deals with the review of the related literature. In doing so, it
presents the different studies on information system, information system security, information
system security investment, Factors affecting information system security investment and
TOE framework. The chapter concludes with presenting the conceptual framework designed
to guide the study based on different literatures. The third chapter presents research design
and methodology which involves research design, data sources, sample and sampling
techniques, data gathering instrument, procedures and method of data analysis. The fourth
chapter focuses on presentation, analysis and interpretation of data. The final chapter, chapter

five, presents summary of the findings, conclusions, and implications of the study.
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1.10. Definition of Terms

This study mainly focuses on Factors affecting information system security investment. The
main concepts to be understood here, therefore, are terms like, information systems,
information security, information system security investment, TOE Framework are defined as

follows.

Information systems: is an interrelated and collaborative group of software-driven
information technologies supporting the objectives of an individual, a group, an organization,
or society. It facilitates communication and coordination across various functional areas,
enables simple data exchange and accessibility across operations, and plays a crucial role in
process execution, data collection and storage, and process performance monitoring (Rainer
and Prince 2021).

Information system security: the safekeeping of anonymity, authenticity, and accessibility
of information by averting against illicit access, use, failure, and harm of information and

information systems (Nieles et al., 2017).

Information system security management: it specifies conditions for creating,
implementing sustaining, and enhancing management of information security which deploys
risk management procedure for safeguarding the privacy, accuracy, and accessibility of data
(Al-Dhahri et al., 2017).

Information system security investment: It is a spending in security measures, which helps

to reduce security risks (Ng et al., 2013).

Risk: Risk is the chance of exposing company’s information and communications systems to
potentially harmful people, things, or circumstances that could result in loss or damage. Risk
denotes a level of probability or the likelihood that an event will occur. (Zimmermann, et al.,
2019).

Vulnerability: is a defect in a system, security method, internal controls, or deployment that
a threat source could exploit, which could cause large and occasionally irreparable damage to

an individual, group, or organization (Avci and Ozbulut, 2018).

Threats: is anything that has the potential to jeopardize the safety, security and accessibility

of information, or to harm others sorts of information system resource (Geric et al., 2007).
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Confidentiality: protection against the misuse or disclosure of information assets (Oscarson,
2003).

Integrity: the information sources shouldn't ever be modified or altered by an unauthorized
party (Srinivas et al., 2019).

Availability: It focuses on only those who are permitted should have access to the resources
they require to do their jobs (Nweke, 2017).

TOE framework: is a model that adequately describes the organizational situations in which
new technology taken up and utilized from the organizations perspective (Tornatzky &
Fleischer 1990). It depicts the elements that impact the process by which organizations
embrace information technology which are classified into technological, organizational and
environmental factors (Kim and Kim 2021).
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CHAPTER 2: LITERATURE REVIEW
The purpose of this chapter is to present related literature to provide understanding on the
information system security investment decisions. The chapter consists of the following
major topics of: introduction to information system, information systems security,
information security management, major information systems assets, Major threats and
vulnerabilities in information security assets, information system security controls,
Information systems security in public organizations, Information system security risk
management in public organizations, information technology investment, Information
systems security investment, factors affecting Information systems security investment in
public organizations, The Technology organization and Environment framework and review

of related works and conceptual framework.

2.1. Information System

An information system (IS) means the collection of interconnected parts which gathers,
manipulates, stores, and disseminates data and information as well as offers a feedback
mechanism to achieve a goal (Stair and Reynolds, 2020). With respect to (Laudon and
Laudon, 2004) stated, Information systems are a combination of process that provide for
acquiring, modifying, and transmitting information that may utilize to better organizational

performance.

Organizations have driven up their operations of using information technology (IT) in order
to enhance cooperate operations and decision making process (Chu et al., 2020). The
accelerated process of information used by companies on a regular basis to fulfill their goal
of meeting the demands of stakeholders and adjusting to their environment (Tewamba et al.,
2019). Information system has become an important tool in public organizations to improve
efficiency of internal operations and the relationship with customers. Many organizations
today have accelerated and hurried to locate, create, and profit from such systems in order to
fulfill their goals. However, the advancement of the digitalization can lead to both huge
opportunities and catastrophic disasters (Lee et al., 2018). As the system expands, ensuring
information security and preserving important business assets become more difficult (Lavrov
et al., 2021).

Organizations typically unable to safeguard their assets because they depend on insufficient

and inappropriate technology solutions (Khando et al., 2021). Organizations are susceptible
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to cyber risk, which increase the possibility that the private information provided to them
may be violated, lost or exposed (Kamiya et al., 2021). Cybercriminals are utilizing new
strategies, exposing more data, and having a greater negative impact, which has both direct
(on business operations and money trails) and indirect financial repercussions (stolen identity,
lost privacy, reputation etc.) (Spremi¢ and Simunic, 2018). The rises in cybercrime expose
firms to greater information risk, and distract organizations from regular activities which
could have serious consequences in the organization (Carias et al., 2019). These effects are
going to affect the company's reputation and operational performance. Aside from that;
Dramatic changes in organizational architecture, data management systems, technological
ramifications, issues are only a few of the new difficulties it has brought along (Soomro et
al., 2016). Given the increasing frequency of cyber-attacks that result in crucial costs to
businesses and individuals, cyber-security becomes major essential elements of risk
management for organizations (Lee et al., 2018). As (Verbano and Venturini, 2013)
discussed, to survive in the market, organizations must have an information system security
and risk management strategy to recognize, determine and mitigate threats. According to
(Kim and Kim, 2021) stated, Information security is getting more attention as organizational

activity increasingly depends on technology.

2.2. Information systems security

Information systems security is defined as sustaining the system privacy, reliability and
accessibility (loannidis et al., 2016). The major purpose of information system security is to
safeguard the integrity, availability and confidentiality requirements for security objects are
not jeopardized (Lundgren and Méller, 2017). Secured information is said to have integrity if
only authorized user can alter. Information integrity can be achieved through the use of
encryption, access for user, backup and recovery protocols (Olsina et al., 2014).
Confidentiality deals on if only authorized users can view it. According to (Jabangwe and
Nguyen, 2020) Confidentiality can be attained through encryptions, password, two-factor
authentication and biometric verification (Qadir and Quadri, 2016). Availability Ensure that
authorized users can access and use data on demand such that Access to the system.
Availability focuses on if only authorized users may access it whenever they need it (Kim
and Kim, 2021).

Information security is one of the most important aspects of organization security

management which preserve the assets in an organization (Klju¢nikov et al., 2019). Public
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sector companies prioritize serving individuals with a social mission and focus on welfare of
the community. However, while they go about their mission, they have to deal with several
threats, both internally and externally (Patino and Yoo, 2018). Organizational activities are
hampered by the organization's concern for information security management (Alhogail et
al., 2015). While much of attention on information security is on technical issues, employees
in organizations are major flaw in securing information assets. According to (Cheng et al.,
2013) people play a vital role in information security. They could be the weakest link.
Information security cannot be achieved solely through the use of technology but rather
through the employment of three components these are peoples, process and technology
(Ifinedo, 2013). As (Siponen et al., 2014) stated, the major threat to information security is
the information system user. Therefore, the organization must choose appropriate preventive

measures and actively address threats in order to develop a mature ISRM.

2.3. Information security management system

It is one of major component of the company, with the aim of creating, enforcing,
supervising, reviewing, maintaining, and improving information security in the organization
(Rajnoha et al., 2017). An ISM entails integration and collaboration of business and
information security policies, creation of an organization's information security policy, and
decision-making about personnel management and handling in the organization (ISO/IEC
27001, 2013). With respect to (Davidavic¢iené¢ et al., 2019) the primary objectives of
information security management are to setup, carryout, monitor and evaluate information
security in the organization. As (Klju¢nikov et al., 2019) stated, The most crucial component
of information security management success is the establishment of security controls, which
Encompasses technological and procedural information security controls, managing risks and
standard application as well as top management support. In accordance with (Carias et al.,
2019) stated, the top management's support and awareness are proven to be the most
important elements in determining the effectiveness of ISMS. With relates to (Soomro et al.,
2016) emphasize the role of management in information security management. Top
management support is an essential element of effective information security management
(Kazemi, 2012). Top management can assist information security in a number of ways, such
as by allocating funds and resources and highlighting how important security is for other

aspects of the organization (Kayworth and Whitten, 2010).
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According to (Tu et al., 2018) emphasized on the analysis of factors that influence
information security management success. The author identified six crucial components for
success. The authors' conclusion was that alignment of business, support from organization,
IT competencies on IT, and organizational awareness on security threats and controls may all
help establish information security controls successfully. The defined variable has an impact
on information security, and sophisticated solutions often integrate all of them. According to
(Kazemi, 2012) confirmed, the successful implementation of information security
management depends on several factors , including management assistance, employee
responsibility and commitment, education and trainings, information security regulations,

international standards, and the employment of outside consultants.

2.4. Major information systems assets

Information system assets include computer hardware, network devices, and other IT
infrastructure, as well as the data and information contained there-in (Safi, 2016).
Information has become one of a company's most crucial competitive advantages and a high-
value in-tangible asset (Kljuénikov, 2019) and (Safa et al., 2019).

Securing information system assets has become a top priority for organizations in the
emerging digital world with the goal of protecting them from malicious harmful attacks
(Khando et al., 2021). New hazards to the security of information assets are constantly being
introduced by the quick advancements in information technology and systems (ICT).
Information assets should be treated carefully by a custom security because they are the

cornerstone of all information systems (IS) (Tewamba et al., 2019).

The protection of information systems assets is given by cyber security, which prevents
unauthorized access by adversaries (intruders or attackers), as well as damage or misuse of
the systems' data, hardware, software, and related infrastructure (Srinivas et al., 2019). In
order to survive in this extremely fiercely competitive climate, Organizations are increasingly
focusing on information security management as a key strategy for managing and effectively
safeguarding their digital assets (Hashim and Razali, 2019). Knowing which information
assets are significant to the company, locating, classifying, and recognizing those assets, as
well as being aware of how they are currently secured, are all necessary (Whitman and
Mattord, 2012).
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Security professionals should prioritize resources to safeguard valuable assets and pay
attention on the users most likely to cause trouble (Sarkar, 2010). An organization must
examine how technologies employed and what the threats and vulnerabilities exist in the
organization (Lee, 2021). According to (Safi, 2016), Information asset security can be seen as
a series of steps or a continuous process. A number of conceptually and operationally distinct
but interrelated steps can be used to break down these process interdependent steps. The main

steps in securing information assets: prevention, detection, and response.

Prevention: The goal of prevention is to lessen the system's susceptibility to dangers, in
addition reduce the occurrence of successful accidents. There are several techniques to
decrease the likelihood of threats (Safi, 2016).

Detection: is the act of detecting hazards that evade the preventive measures on given time.
(Safi, 2016).

2.5. Major threats and vulnerabilities in information security assets

Computers and information technology (ICT) are swiftly evolving, presenting new
vulnerabilities to information assets. Currently, the usage of ICT make information security
crime easier, an in certain case undetected (Alhogail et al., 2015). Organizations are
vulnerable to some level of danger and some attacks are effective (Kamiya et al., 2021).
Based on this, Organizations must improve information security capabilities to react
effectively survive in this highly Risk environment. As (Fielder et al., 2016) stated, each
organization must take into account the dangers from which they are most vulnerable and
take steps to minimize their exposure to as many pertinent vulnerabilities as they can (lee et
al., 2018).

Most organizations' computer systems are much less safe than they ought to be, thereby
making them more vulnerable to cyber-attacks. According to (Abomhara and Koien, 2015),
stated, technical vulnerability includes absence of skill and knowledge, inadequate resource,
lack of proper project planning, a lack of awareness of user demands, and the inability to
manage and control the system development process. A digital infection is one method of
exploiting information system security. A digital infection that poses a risk to computer users
includes Trojan Horses, Worms, and viruses etc. (Tasril et al., 2017). The major information

system security threats are listed as follows:-
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i. Phishing Attack

It is a type of social engineering, it entails duping a person into accessing a phoney website
by persuading them to click on a certain link (Srinivas, 2019). The type of cyber assault is
commonly successful due to user ignorance of vulnerabilities or inability to detect the risks.
(Desolda et al., 2021).

ii. Social engineering

It is involve on manipulating someone with the ability to grant or facilitate access to a system
or data. Following that, a social engineer can use information-gathering strategies including
dumpster diving, desktop spying, shoulder surfing, or CD/USB dropping (Sarkar, 2010).

iii. Identity Theft

It is the act which id secretly obtaining other person’s financial or personal information in

order to carry out covert, criminal operations (Kirubel, 2022).
iv. Worm

Computer software that is able to replicate itself on a system without requiring authorization
(Tasril et al., 2017). Some worms (referred to as "body less” or "package" worms™) spread
via network packages, enter the computer's memory, and deploy their code there (Lavrov et
al., 2021).

v. Ransom ware:

It is malware that restricts or prohibits users from accessing their IT infrastructure systems by
doing unauthorized activities such as like locking the system's until a specified or unless a

required fee (ransom) is paid. (Srinivas, 2019).
vi. Trojan horse

It appears to be beneficial or useful but it conducts a range of functions without the user’s
knowledge including acquiring sensitive data, transferring it to an attacker, as well as erasing

and maliciously modifying information (Lavrov et al., 2021).
vii. Spyware

A program which has the ability to covertly record all computer network activities. PINSs,
passwords, bank accounts, and other information are among the things it can steal. The

recorded information will be delivered to the malware creator (Tasril et al., 2017).

LITERATURE REVIEW




2.6. Information system security controls

The ability of organizations to defend themselves from prospective cyber-attacks is one of the
main problems they are now facing. Organizations must prioritize their defensive strategies
due to the breadth and depth of these unidentified attacks (Fielder et al., 2018). The most

crucial element in information security management success is security controls (lee, 2021).

Despite the rapid growth of computer facilities and information technologies, current
information systems' and computer networks' susceptibility to attack remains high (Lavrov et
al., 2021). The achievement of information security management is proved by the results of
technical and procedural information security controls, risk management, and implementation
of guidelines (Klju¢nikov et al., 2019). Organizations need to establish thorough security
preventative measures that protect the security of information at all information management
levels (Temtim and Alpha, 2021). Some organizations spend millions in creating robust
perimeter defenses to safeguard their crucial infrastructure and data from outside hackers and
attacks (Sarkar, 2010). The major information system security controls are presented in table
2.1.

Table 2.1: Major Information System Security Controls

Security Control Description

An antivirus program is a software application that scans a computer
Anti-virus software  for malicious software, such as viruses and worms, and takes steps to

prevent, stop, and remove it (Reddy and Reddy, 2014).

Firewalls are set up to only let certain types of traffic in and out

Firewall
(Sarkar, 2010).
To give a comprehensive picture of network activity, audit logs from
Audit Logs numerous sources, including firewalls, intrusion detection systems,
intrusion prevention systems, and software and hardware
applications, must be merged (Sarkar, 2010).
The information stored on the servers must be encrypted in order to
Encryption prevent a potential adversary from accessing it without the secret key
(Srinivas, 2019).
Awareness It is critical component for ensuring information security and
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protecting an organization’s assets from attacks (ISA) (Khando,
2021). Users and employees must be aware of potential hazards like

phishing, malware and harmful file downloads, (Srinivas, 2019).

) _ It is a security tool which continuously scans host besides network
Intrusion detection ) o ) S
) traffic for any unusual activity that might be in violation of the
and prevention ) ) ) o ] o ] ]
security policy and jeopardize its confidentiality, integrity and

systems o
availability (Ng et al., 2021).

Source: Literature Review, 2023

2.7. Information systems security in public organizations

Government and private sectors organizations are relying on information technology in
support their objectives and business missions (Getnet, 2020). Several public organizations
around the world utilize and depend on digitally-enabled government services (Khando,
2021). Rapid digital capability, innovation, and 1T skill integration is now a crucial national
practice in the overall community development and national economy. In addition, as
software evolves and becomes more complex, the quantity of malicious software increases,
and the interactions that result in the execution of such threats are quite complicated (Lavrov
et al., 2021). Therefore, it is now essential for organizations to employ information system
security measures. Public organizations must be able to properly foresee and manage risks as
a result (Patino and Yoo, 2018).

ISA is necessary to guarantee that the CIA has access to the vital information stored in the e-
government systems (Khando, 2021). Due to this, organizations should increase their
information protection spending in order to handle IT disaster recovery, incidents of security,
other pertinent issues using an information security management system (ISMS) (Kim and
Kim, 2021). Most fundamental security functions are installing firewalls, antivirus programs,
and encryption technologies protects organizations' digital resources from cyber-attacks and

intrusions; however it is insufficient to address modern cyber-security needs (Lee, 2021).

2.8. Information system security risk management in public organizations

The term "risk management" refers as a formalized method for discovering, assessing, and
choosing management approaches to risks. Any risk can be reduced by lowering the

possibility of its occurrence through ongoing control over and observation of occurrence
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conditions, as well as by reinforcing vulnerability points; shifted from one danger to another
(Samimi, 2020).

The first step in managing insider threats is to recognize their existence. Insider risk cannot
be managed just through technology means; organizational strategies and human resources
must be employed simultaneously (Sarkar, 2010). According to (Lee, 2021) stated, Technical
and human factors must both be addressed holistically in cyber risk management. The
employment of technological and non-technical controls as well as best practices in
information security and governance is required to optimize adequate protection (Nicho,
2018).

The basis for risk analysis is the chance of an event occurring with respect to the
consequences it will have. The occurrence is based on the possibility that the risk will occur
and how infrequently it will do so (Alali et al., 2018). According to (Lee et al, 2018) stated,
the most common risk assessment divides risks into two parts: (1) the likelihood that a risk
will occur and (2) the potential impact. These two parts are then multiplied to determine the
scale of the risk (De Vries, 2017). Security functions can focus their efforts (and
corresponding investments) where they bring the most value by being aware of the pertinent
dangers to their industry in general and to their organization specifically, right down to the

level of business units (Schatz and Bashroush, 2018).

2.9. Information Technology Investment

As (Bacon, 1994) deals that any spending that considers the more than long term capital
investment for information technology purposes. When an organization selects how to
safeguard its network, it must usually consider two crucial factors: the cost of deploying a

specific defense and the impact that defense will have on the business (Fielder et al., 2016).

The fiscal basis of information security expenditure is a fundamental issue for information
technology management (Toivanen, 2015). Information technology investments make up a
sizable portion of organizations' expenditures, therefore managers must comprehend the
expected effects and mechanisms in order to decide and maximize the value of their

information technology and related resource allocation processes (Mithas et al., 2012).

2.10. Information system Security investment

Information system security investment is a spending in a security related operations.

Security investment is relates to establishing security with a particular focus on the
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investments in prevention, detection and response in an expansion in overall security
expenditure (Safi, 2016). As (Wang, 2019) describes, spending in technology and tools and
Spending in knowledge and expertise are two kinds of security investment. This can include
investing in cyber security hardware and software, as well as employee training, as well as
changing organizational operations that may increase day-to-day running costs by limiting
how IT systems can be installed or how users can access/interact with IT systems (Rowe et
al., 2006).

According to (Liu et al. 2011) stated, Investments in information security are a direct means
to enhance a company's security and should be undertaken after seriously balancing the
expenses of the investment with the gain in security that is provided by the investment. Thus,
Investments in information security reduce organizational risks (Lee et al., 2018). As (De
Vries, 2021) stated, With the increase of the number of cyber-attacks organizations can face
serious losses and need to consider investing in their security, how much they should invest
and on what measures. According to (Safi and Browne, 2015) discussed, the quantity
invested in securities, like any other investment, may be insufficient, adequate, or even
excessive depending on the situation. As (Toivanen, 2015) indicates, Information security
investments made properly can enhance and improve corporate performance. However, most

organizations are hesitated to invest in information security (Jeong et al., 2019).

Information security managers must use good decision-making techniques when investing in
cyber security resources (Fielder, 2016). With respect to (Safi, 2016) stated, even when
security investment is successful, decision-makers may not have adequate motivation to keep
investing in security because there are frequently no indicators that a danger has been

properly neutralized.

It was discovered that the domain of security investment as it relates to structuring security
solutions emphasizing the fact that investment can be made in both prevention and in
detection and response as a result of this, the overall security expenditure increases (Safi,
2016). Organizational investments in information security, such as the expense of solutions,,
the amount of cost of paying professionals, the expense of an external security assessment,
etc., are gradually rising from every year but frequently are ineffective (Lavrov et al., 2021).
With respect to this, Security investments must be carefully calculated to achieve the demand
of the business (Mazzoccoli and Naldi 2021).
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The investments made in security solutions are impacted by a variety of factors. One of the
important drivers included the threat landscape, legal and regulatory frameworks, and risk
frameworks (Schatz and Bashroush 2018). When deciding on additional security investments,
organizations must consider their financial capacity, top management commitment and
understanding of cyber security, the level of skill and knowledge of their cyber-security team,
external pressure from vendors, and past activities (Weishdupl et al., 2018).

2.11. Empirical Review

As far as the researcher’s knowledge, there is no study exists that identifies factors
influencing Information system security investments in selected public organization using
TOE Framework, In case of Ethiopian Context. However, there are several studies conducted
in factors affecting information system security investment. These related works of literatures

are discussed below.

(De Vries, 2017) conducted a study focused on factors respect to organizational context
which impacts investment strategies and to find individual perspectives from decision-makers
regarding cyber security investments. The study analyzed investment strategies in the first
place and organizational factors that influence these strategies and personal perspectives that
influence the investment strategies. However, the study only focuses on organizational
factors and some variables were not clear or not correctly categorized. In addition, the effect
of this factor stays unknown in this study. Based on the gap discussed, this study aims to fill
the research gap by focusing on determining technological, organizational and environmental
variables which affect information system security investment. The outcome demonstrates
the significant degree of influence of such variables on information system security

investment.

According to (Ng et al., 2013) conducted a study on factors affecting information system
security investment. The study has identified three key motivating factors from a series of
case studies. Trust, reputation, and a misunderstanding of information security have already
been identified as factors impacting SMEs in this study; they are only helpful in giving us
insights into the decision-making process. The survey only covers small to medium-sized
businesses. But according to this study, there are technological, organizational, and
environmental factors assessed that have an influence on information system security
investment. In addition, statistical analysis has made to find out the level of effect of each

factor on information system security investment.
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A Study by (lee et al., 2018) examines elements that impact information security investment
and to provide policies for improving information security through information security
investment in fourth industrial revolution. This study designed a research model for
information security investment variable based on the information security risk management,
protection motivation theory, UTAUT and empirical data were analyzed by structural
equation analysis with statistical program, The results demonstrates, that information assets,
facilitation conditions have a high significance effect influence on experience and habits,
intention to investments and experience and habits, investment intention have a strong
influence on the 4th Industrial Revolution . The research gap shows, the study is limited to
behavioral models which is UTAT and protection model which doesn’t include other model
which encompasses internal and external factors that affect information system security
investment. Therefore, this research presents internal and external factors and provides the

significance level of each factor that affects information system security investment.

A study by (Safi, 2016) investigates investment behaviors in the domain of information
security through experiment comprised of a series of novel economic games. It determines
empirically how efficient human decision makers are in allocating monetary resource to
security when the key attributes of the risk environment as well as the key attribute of the
available risk mitigating measures are known. The other goal of the study was to determine,
how a specific security budget is allocated to preventive and response methods as two major
kinds of security practices, the study findings shows, decision makers tend to respond to
minor security concerns by investing in security when no security investment is economically
justified. In addition, the possible behavioral biases influence information security investment
decision. The study only determines the behavioral factors which impacts information
security investment, it doesn’t asses other technological, organizational and environmental

factors which impacts investment in the domain of information security.

A related study made by (Woretaw et al., 2019) analyzed the level of existing information
security culture in Ethiopian banking sector using quantitative approach. The findings show
that information security knowledge in Ethiopian banking sector is inadequate due to
insufficient information security communication and training. The research only emphasis on
information security culture. With respect to (Nebyu, 2018) studies maturity level of
information security implementation in Ethiopian public universities sector using Qualitative
and Quantitative methods. The finding demonstrates information security control

environment in public universities is insufficient and compare the uppermost and lowermost
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maturity scored information security controls in Ethiopian public universities. The studies
only emphasize on the level of maturity of information system security and yet it doesn’t
prove adequate information on factors that has an effect on the maturity level of information
system security. This research provides the TOE factors that has an influence in information
system security and provides suggestion on how to improve and guide information security

investment in an organization.

A study by (Temtim and Alpha, 2021), studies factors that influence employees’ compliance
with Ethio-telcom’s information system security policy. The survey approach was used to
obtain data. As the findings shows, the management support, awareness and trainings and
accountability are the major organizational variables that affect employees’ behavior in order
for them to comply with the existing information system security policy. The study use a
single case study and particularly focuses on organizational factors. It doesn’t provide
internal and external factors that influence employees’ compliance. (Kirubel, 2022) studies
the factors that influence information security in the banking sector, the goal of this study was
to identify the factors that can effect investments in information security and to establish a
conceptual framework that can help in the selection of security solutions. The author
identifies seven variables that can affect security investment through a qualitative case study.
The study outcomes demonstrates, the lack of top management support, lack of knowledge
and experiences, vendor involvement, lack of budget, lack of assessing risks and
vulnerabilities, not considering future growth, and not considering existing infrastructure,
lack of knowledge on specific security product, lack of time, lack of well-prepared NBE
directives, rules and policies, delayed product delivery period, not considering information
security frameworks and standards, and lack of competitive benchmarking. The study only
includes Ethiopian banks and is conducted through qualitative analysis. In addition, the
research doesn’t measure the effect of each factor in information security investment. in order
to fill the research gap, this study determine the factors influencing the investment in
information system security using quantitative methods and the scope of the research focused

different types of public organizations in Ethiopian Context.

2.12. TOE FRAMEWORK

The technology acceptance model (TAM), protection motivation theory and the unified
theory of acceptance and use of technology (UTAUT) are significant theories that are used to

explain how innovations are adopted by enterprises (Bryan and Zuva, 2021). The TOE
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suggested by (Tornatzky et al., 1990) is used by a variety of previous studies to comprehend
how adoption of innovations develops on the organization (Abed, 2020). The TOE
framework is significant model used in the previous IS/IT adoption studies. (Alwali, 2017).
Its advantage over other behavior models is that it reflects how different factors (both internal
and external) affect adoption decisions based on the following three contextual groups:
technology, organization, and environment (Kim and Kim 2021). The TOE model effectively
determines the organizational situation where new technology is adopted and deployed from

the organization's perspective.
Technology Context

The technology category deals on the advantage of technology with a combination of external
and internal value to the enterprise (Tornatzky & Fleischer, 1990). According to (Obeidat &
Mughaid 2019) indicated that Security tool suppliers fail to emphasize that over time, these
solutions must be upgraded to counter new threats and attacks; as a result, systems in an

organization are left open to new dangers.
Organizational Context

(Tornatzky & Fleischer, 1990) explains the organizational context refers to the qualities and
resources of organizations that either help or impede the adoption of technological
innovations, and it represents the intra organizational environment. The organizational
context encompasses all aspects of firm, including the structure of the organization,
departmentalization, and roles for human resources, level of control, and more (Abed,
2020).The decision to make an investment in information security is significantly influenced
by the organizational setting. This includes the processes used to make decisions, the
restrictions placed on the CISO, the important stakeholders, (Dor and Elovici, 2016).
According to (De Vries, 2021) organizational investment strategy is highly affected by the

size and revenue of the organization.
Environment Context

Environment refers to the external or inter-organizational setting in which an organization
operates (Tornatzky & Fleischer, 1990). Information security benefits to an organization are
greatly influenced by aspects connected to the business environment, especially strategy,
goals, and culture etc. (Schatz and Bashroush, 2018). According to (Dior and Elovici, 2016)

The supervision of governmental regulatory occurs in the external environment of the
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business, influences the organization’s decision-making process. The foundation on which
security investment decisions are based is the business environment. Without properly taking
it into account of environment, security programs won't be useful. (Schatz and Bashroush,
2018).

Environmental factors have both direct and indirect effects. Suppliers, workers, laws and
regulatory bodies, consumers, and rivals are all direct effect factors on the organization's
operations. Indirect impact factors may not have a direct or immediate impact on the

organization's operations, but they may have an impact (Bryan and Zuva, 2021).

In light of the Study objectives, fourteen(14) factors adapted from the TOE framework and
identified as relevant under three characteristics: Technology context, organizational context,
environmental context. In terms of Technological context of the toe framework, determines
the quality of information system solution. The organizational context of TOE identifies the
Top management Support, misperception of ISS, Economy, Awareness, Risk assessment,
Decision support process, consideration of organization infrastructure ,Consideration of
future growth and organization culture,. Morecover, The TOE framework’s Environmental
Context investigates the legal and regulatory framework, Vendor Involvement, security

incident and financial model.

2.13. Conceptual Framework

2.13.1 Factors Affecting Information System Security

Organizations must spend in cyber security activities to keep themselves against the negative
effects of cyber security breaches (Gordon et al., 2015). There are different factors which
affects information system security investment. It is crucial to understand the organization's
top priorities when making an investment choice involving information security (Toivanen,

2015). There are numerous factors affecting information system security investment.

i. Quality Information system security

A systems quality refers to an aspect of the system such as reliability, adaptability, ease of
use and functionality (Tewamba et al., 2019). According to (Charlton and Cornwell, 2019),
the level of compatibility between new technology or innovation and current technology
shows the compatibility assumption. For cyber security technologies to be adopted,

compatibility is crucial issue (Hasani et al., 2023). On the basis of the technology's on-going
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appeal and efficacy, prospective adopters of technology assess the effects of their adoption
actions (Caffaro et al., 2020). According to (lee et al., 2018) stated, the quality of security
technologies has an effect on the intention to utilize and invest in information security
technology. As (Tewamaba et al., 2019) discusses the quality of security solution determines
by its flexibility, ease of use and functionality. The degree to which a new technology is
accepted is influenced by its level of complexity (Laurell et al., 2019). Individuals can test if
an element of technology works well in their setting because of trialability, which has a big
impact on adoption (Hasani et al., 2023). According to (Weishdupl et al., 2018) discussed,
due to the lack of return and complexity of information security controls, organizations
downplay its significance and refuse to implement it until they are formally mandated by
laws or regulations. The ideal degree of cyber security expenditure is determined by criteria
such as the compatibility of available cyber security technologies with current technologies,
as well as the security requirements of the products and services offered by the firm (Rowe et
al., 2006). Therefore, Based on the evidences presented above:-

Hi: Quality of information system security has significant effect on information system

security investment.

ii. Management Support

According to (ISO 27002) the support and participation of top executives is necessary for
implementation of an information security. According to (Temtim and Alpha, 2021),
Management support refers to the actions, spending and activities taken to implement
information security norms throughout the institutions. Management determines security
priorities and investment resources based on overall business operations (Rowe et al., 2006).
A good management review should seek for methods to improve (Hashim and Razali 2019).
Management plays an important role in resource allocation decisions on the firm (Gordon et
al. 2015).

Organization effort to promote ISS effectiveness such as reward and bonuses and may
provide an external motivation for organizational members to follow ISS policies and
practices (Alhogail, 2015). As (Aghaunor and Okojie, 2022) discussed, Management should
monitor compliance to the organization's rules, procedures, and behavioural regulations. This
is crucial since it has the ability to reduce risk by safeguarding the organization's IT

resources. The main barriers for public organizations and small medium size business faced
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are to hire security professionals due to Low-level security of the organization (Lee et al.
2018). (Hashim and Razali, 2019) stated, top management is responsible for directing the
organization and cooperating the activities to achieve that the ISM objectives are met.
Management, leadership, accountability for information security in the organization are all
critical building blocks for instilling a robust information security culture (De Vries, 2017).

Top management can further demonstrate responsibility for cyber security performance by
participating directly in all internal talks about cyber security and by pledging to support any
cyber security initiatives. Finally, top management needs to present a future vision for the
company's cyber security approach. (Hasani et al., 2023). In General, organization top level
management support has the greatest impact on information security (Klju¢nikov et al.,

2019). Therefore, Based on the evidences presented above:-

Hi: Management Support has significant effect on information system security investment.

iii. Misperception Towards ISSI

Misperception of information security is a misunderstanding or false notion negative attitude
on information system security (Ng et al, 2013). Misconceptions about incidents on security
can have a negative impact on an organization's decision to invest in information security in a
variety of ways. Lack of specific information and expertise might lead to incorrect judgments
(Khando, 2021).Organizations continue to focus on external dangers such as viruses while

consistently underestimating the severity of internal issues (Lavrov et al., 2021).

In addition, security practices are seen as having a burdensome and time consuming activity.
(Lavrov et al. 2021).Furthmore, security practises are seen time consuming and reduce
organization productivity and operation (Dor and Elovici, 2016). Organizations believe that
security difficulties are solely arising by external forces, and they believe that they cannot
prevent predetermined attacks because they don’t understand the benefits of information
security (Ng et al, 2013). Training provides users with the tools and knowledge they need to
implement information security within their organizations (Algahtani, 2017). SETA is
applied to assist employees in understanding information risk and threats, what and how to
establish information security controls, and how to comply with information security policies,
procedures, and relevant standards (Da Veiga et al., 2020) Therefore, Based on the evidences

presented above:-
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Hi: Misperception has significant effect on information system security investment.

iv. Economy

Economy is the finical ability of organization to invest in information security. According to
Investment on security is the entire amount allocated to it in an organization's budget. This
entails allocating funds to various risk management alternatives (mitigation, avoidance,
transfer, and retention) and security investment strategies (proactive versus reactive,
technological versus organizational, etc.). The price of personal safety precautions is even
more specific (Bohme, 2010).

Organizations are not required to increase their budget if the organization's information
system damages are small or nonexistent (De Vries, 2017). Accurate cost and effectiveness
measurements of an organization's information security efforts are frequently challenging,
because security is often an investment that prevents loss rather than one that generates profit,
Economical, particularly budgetary, decisions on security investment are challenging. This is
a complex procedure due to various issues, including the challenges of assessing returns on
investments in security and characterizing uncertainty of these returns. As (Lee et al., 2018)
discusses, the high facilitation, the greater the investment. Therefore, Based on the evidences

presented above:-
Hi: Economy has significant effect on information system security investment.

V. Awareness

Security Awareness is knowledge on information system security, According to (NIST
special publications 800-16) awareness has an objective of allow individuals to draw
attention or recognition on Information security concerns. According to (Fenz et al., 2011),
one key reason for ineffective or risk management techniques is a dearth of information
security awareness at the decision makers and management. According to (Kagwiria, 2020)
stated, Decision makers lack confidence in their technicians' Information Security skills and
understanding to deal with new security concerns. Furthermore, most organizations are

unwilling to fund their employees for professional certificates (Fields and Patrick, 2016).

Most information system security decisions are taken without considering the likelihood of

occurrence, the likelihood of outcomes, or the repercussions. Lack of specific information
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and expertise can lead to poor judgments (Desolda et al., 2021). According to (Kirubel,
2022), the security team's various educational experiences, skills, and experiences have a
considerable influence on the security investment decision. Regarding the organization's level
of information security maturity, it is crucial to take user roles and their skills into account. In
an organizational setting, user knowledge of the environment is crucial. This knowledge
should be both technical in terms of understanding technical assets and institutional in terms
of being aware of security regulations (Maarop et al., 2015). Awareness on information
security solutions, as well as routine security vulnerability checks, has a beneficial influence
on security investment (Lee et al., 2018). An average information technology user is not
necessarily technically educated, and has most certainly not studied cyber security in his or
her prior education (Kljucnikov et al., 2019). As a result, in order to strengthen information
security, it is vital to promote the usage of security services and product. Therefore, Based on
the evidences presented above:-

Hi: Awareness has significant effect on information system security investment.

vi. Organization information security culture

According to (Weishéupl et al., 2018), the absence a robust security agenda has an influence
on investment with regard to security (Toivanen, 2015). According to (Brock and Khan,
2017), the neglect of the organization to establish the proper security culture has led to a rise
in security threats associated with information systems. According to (Alhogail et al., 2015),
the organization's management is responsible for developing the proper security culture and
incorporating it into the long-term agenda. It may be advantageous to develop further links
between senior management involvement in fostering an information security culture
includes strategic management and planning, organizational communication, managerial and
operational oversight, and led to have a desired information security decision making
(Parsons et al., 2015). Other ways for managers to encourage employees include idealizing
security influence in an organization, giving each person special attention, and inspiring drive
(Choi et al., 2018). At all levels, the information security program plan should be applied
across the whole organization. Information systems are only secure when security
technologies and policies are properly integrated, and then employees fully and firmly
embrace these policies resulting in compliant behaviour. (Choi et al., 2018).The IT and
business teams should collaborate, effectively coordinate, and explain the risks and

mitigation methods in addition to sharing common duties. The management of the
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information security program ought to be a cooperative effort between business and IT.
Together, the business and IT leaders should create the governance frameworks to ensure
seamless (Edwards, 2018). Therefore, Based on the evidences presented above:-

Hi: Organization Information Security Culture has significant effect on information system

security investment.

vii. Risk Assessment

It is the process of determining, analyzing and evaluating risks in order to prevent security
flaws and wvulnerabilities (De Vries, 2017). According to (Ernest et al., 2006), the
organization's risk management framework should fully integrate the information risk
assessment and mitigation policies and processes with the strategic business-level risk
analysis and management. The entire decision-making process of cyber risk management
decision making process can influence a choice, but organizations can also merely only focus
on a certain aspects of risk management, this has an effect on investment decision regarding
to security investment (Klijucnikov, 2019). The previous user experience and periodic
information security inspection has advantage to implement security solutions (Lee et al.,

2018).Therefore, Based on the evidences presented above:-
Hi: Risk Assessment has significant effect on information system security investment.
viii. considering the existing organization infrastructure

It is determining the compatibility of existing organizational environment while incorporating
with new solutions. The organization infrastructure consists of technological and non-
technical assets of the organization. According to (Toivanen, 2015) Organizational decision
makers should emphasis on the compatibility of information security investments with the
organizational environment and their usefulness to the organization. Before adopting and
implementing security solution, it’s preferable to consider the existing organizational
structure compatibility (Eric 2018). It is critical to communicate to stakeholders, that
information security investment does not require the users learn new technical skills and its
implementation is as harmless as possible for users (Toivanen, 2015). Flexibility has
frequently been seen as being demonstrated by a person's ability to deal with, adapt to, and
recover from a terrible event (Riolli and Savicki 2003). In making an investment decision, a

manager can imitate others. Even if the option proves to be inefficient, the manager is not
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alone in making the wrong decision and so bears responsibility alongside those who accepted
or refused an efficient information security investment (Shao et al., 2019). Countermeasures
and processes should be implemented not only because they appear in standards and best
practices, but also because they are relevant in the current situation. (Diesch et al., 2020)
Therefore, Based on the evidences presented above:-

Hi: Considering the Existing organization Infrastructure has significant effect on information

system security investment.

iX. Considering Future growth

According to (Eric, 2018) outlines, before selecting a security solution, consider long and
short term growth goals and how they may impact security demand. Organizational business
alignment and future growth should be considered through collaborative efforts between
information security and business management in aligning ISMS practices with
organizational business strategy (Maarop et al., 2015). Have a Continuous IT and a disaster
recovery strategy which are crucial, and they should periodically be tested (Diesch et al.,
2020). According to (Bjorck et al. 2015), continuity is the capacity to consistently deliver the
desired result in the face of unfavourable cyber events. A "predetermined set of instructions
or procedures that describe how an organization's mission-essential functions will be
sustained before returning to normal operations” (NIST, 2017). With relates to (Kirubel,
2022) Confirmed Not considering future growth is one of the factor influencing information

system security investment. Therefore, Based on the evidences presented above:-

H;: Considering future growth has significant effect on information system security

investment.

X. Legal and regulatory frameworks

legal and regulatory frameworks are rules, standards and regulations that include a list of
controls and policy which guide and support information system security (Schatz and
Bashroush, 2018).Several laws implemented with the primary agenda of protecting data in
organizations and securing computer systems (Lee, 2021). Most organizations adopt/create 1S
security policies in order to comply with international standards or governments; Regulations

and rules frequently have an impact on information security investments by providing
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guidance on a minimal begin investment baseline, a list of controls to consider, and support
in detecting gaps and vulnerabilities (Schatz and Bashroush, 2018). Policies guarantee that

technology resources are managed properly (Watters & Ziegler, 2016).

The most frequently stated force influencing firms' investment plan was regulations (Rowe et
al., 2006). Country factors, such as legislative frameworks, rules, and acts that place great
pressure on enterprises, are the primary external drivers for decisions to invest in information
security. The same is true for industry-specific rules and trading partner criteria (Weishaupl et
al., 2018). According to (Lopes and Oliveira, 2015), policy implementation issues exist
because most rules are established for compliance purposes rather than actual security
concerns. The organization could discover implementation and investment obstacles,
constraints, and technology advances that require policy considerations with proper execution
of Information Security policies (Alotaib, & Clarke, 2016).As stated by (Kirubel, 2022), it is
critical to consider frameworks and standards when making a decision since they serve as a
roadmap for managing the risks that are connected with living in a digital environment.
Beside, organizations can minimize security breaches by tightening law and regulations and
investing in security products or services (lee et al., 2018). According to (Parsons et al.,
2015). In the context of information security, offering incentives may encourage inventive
strategies to conceal breaches rather than improvements in information security decision
making. To maximize the effectiveness of its activities, the lawmaker/principal/steward must
consider the impact of its actions on the formation of the norms that will now be anticipated
to prevail while establishing the regulatory framework and other obligations/incentives
(loannidis et al., 2016). It will be important to reinforce the law, monitor and penalize
punishment responsible person in case of security breach (lee et al 2018), and top
management will also monitor the ISM implementation to guarantee it is constantly on track
(Hashim and Razil, 2019). According to (Temtim and Alpha, 2019) states, the audit and
monitoring processes increase information system security compliance in organizations by
delivering immediate data regarding to undesirable employee behaviour. Therefore, Based

on the evidences presented above:-

Hi: Legal and regulatory frameworks has significant effect on information system security

investment.
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xi. Vendor Involvement

Vendor involvement is the involvement of vendors the relationship with the service
providers, third party partners and suppliers of information security solutions. According to
(Chatzoglou et al., 2017) stated, Vendor involvement has an advantage since vendor provide
support on technology, training, assistance during adoption, or system updates through
vendors or consultants. According to (Kirubel, 2022) Vendors, have been known to interfere
in an organization's internal affairs in order to select security solutions. Therefore, Based on
the evidences presented above:-

Hi: Vendor involvement has significant effect on information system security investment.

xii. Experience on security incidents

Experience of security incidents is defined as the likelihood, previous history and severity of
security breaches (Lee et al., 2018). Security incidents, in particular, appear to be a
significant motivator for security investment (Schatz and Bashroush, 2018). Budgeting for
cyber resilience can be difficult because no recent cyber incidents have occurred to evaluate
costs and effects. Furthermore, budgeting changes between an organization that predicts
solely opportunistic attacks and a business that may be targeted for an attack since budget
allocation may vary based on the kinds of attacks that the firm anticipates (Carias et al.,
2019). The absence of a cyber event in the organization should be used to assess the risk that
each information set will be subjected to a cyber security breach, which has a substantial
impact on security investment (Gordon et al., 2015).Security incidents has a direct impact on
information security investments. Internal information security concerns of the organization
are virtually overlooked, especially when considering "accidental" occurrences. Most
organizations do not consider internal incidents such as unintended file deletion or password
sharing to be serious security incidents, particularly an inability to secure a sensitive
document (Ng et al., 2013). Understanding threat trends is vital for leading security initiatives
and allocating money appropriately. Organizations went through security breaches prior are
more likely to enhance their information security investment to mitigate risk, depending on
the extent and rate of the occurrences (Lee et al., 2018). Therefore, Based on the evidences

presented above:-
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Hi: Experience on Security incidents has significant effect on information system security

investment.

xiii. Decision support processes

Decision support process is a process which uses decision making resources and scientific
methodologies to make more evidence based decisions on information system security (Zhao
et al., 2013). The absence of tools that supports decisions and evidence-based information has
a significant influence for information system security investment (Schatz and Bashroush,
2018). Each stakeholder is willing to help whoever it is which is significant to him or her. In
certain circumstances, decision making experienced difficulties by a lack of shared language
(Toivannen, 2015).

Managers may find it difficult to build effective cyber resilience measures, particularly when
assessing how much money would need to be invested in such approaches before the
organization encounters cyber disasters (Carias et al., 2019). Organizations invest in technical
security resources without any standardized decision processes, and the decision process is

biased and dependent on organizational and psychological factors (Weishéupl et al., 2018).

Normal investors have constraints in processing a massive amount of financial information;
therefore they depend on heuristics (a problem-solving strategy that uses shortcuts to provide
good-enough solutions given a limited time frame or deadline). This could result in prejudice
or less-than-optimal decisions (Aigbovo and Ilaboya, 2019). The decision to invest in
technical and human factors is usually based on the gut feelings or informal discussion with
managers, CISO without proper model (Parsons et al., 2022). Senior management and
supervisors should talk about information security initiatives more frequently (Shao et al.,

2019). Therefore, Based on the evidences presented above:-

H;: Decision support process has significant effect on information system security

investment.

xiv. Financial Evaluation models

It is an approach and evaluation method which used for determining the optimal level of
investment (Ekelund and iskoujina, 2019). Financial assessments assist in identifying the
assets, dangers, and vulnerabilities of information systems and provide a strategy for the

required investment. According to (Weish&upl et al 2017) Analyzing Information security
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investment is a challenging process because the return of investment whether it is tangible or
intangible is impossible to estimate based on this the organization is uncertain to invest.
Knowing the appropriate investment level, the organization takes into account all important
elements and decides how to allocate the money among the countermeasures identified for
possible investment (Zhuo, 2019).

According to (Moore et al., 2010), estimating return on investment (ROI) is possible and
even beneficial in some circumstances, but it is not always the right metric to use. Evaluation
techniques, like decision processes, are rarely utilized in practice to assess the effectiveness
and efficiency of information security investments (Weishaupl et al., 2018). There are
different financial evaluation approaches. A valuation method known as net present value
determines the present worth of an investment's future cash flows (Bojanc et al., 2008).In
addition, A return on investment formula measures an investment's effectiveness based on its
cost and anticipated return (Bryan & Zuva, 2021. Even if the return on security investment is
easily calculated, human decision-makers struggle to determine the optimal security
investment value (Safi 2016). Financial evaluation or performance models are used once in
blue moon (Schatz and Bashroush, 2018). Due to this, Decision makers are unsure about the
intangible costs and benefits of information security investments. Therefore, Based on the

evidences presented above:-

Hi: Financial Evaluation models have significant effect on information system security

investment.
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Figure 2-1: Conceptual framework of the study

2.14. Chapter Summary

In this section, works of literature that are related to information system security and
investment are reviewed. The chapter consists of the following major topics: introduction to
information system, information systems security, information security management, major
information systems assets, Major threats and vulnerabilities in information security assets,
information system security controls, Information systems security in public organizations,
Information system security risk management in public organizations, information
technology investment, Information systems security investment, The Technology,
organization and Environment framework, factors affecting Information systems security
investment in public organizations, review of related works have been reviewed. A
conceptual framework is also developed based on the factors identified from extant literature.

Next chapter, chapter three, deals with the research design and methods.
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CHAPTER 3: RESEARCH METHODOLOGY
This chapter explores the research methodology that was used in carrying out the research.
The research approach, Research Design, Population of the study, Sampling Technique, data
collection technique, Analytical tool, Validity and Reliability of the study is explained in this
chapter.

3.1. Research Approach, and Research Design

3.1.1. Research Approach/ Method

The Study used a Quantitative research methodology which was suitable for addressing to the
research questions. The quantitative research approach employs inquiry methods which
include experiments and surveys to collect data on predefined instruments that yield
statistical data (Creswell et al., 2014).

3.1.2.  Research Design

Research Design is sequential action plan for investigating and answering research questions.
It contributes to ensuring that research issues are adequately addressed (Kothari, 2004). The
study employs both descriptive and explanatory research design. Descriptive analysis assists
in describing or summarizing the characteristics of a dataset in a constructive manner. The
explanatory approach was applied since it tries to explain the link between the dependent and
independent variables, which are information system security investments and factors

influencing information system security investment.

3.2. Description of Target Population, and sample size

3.2.1.  Expert Selection

According to (Bogner et al., 2014), an expert is a person who has specialized practical or
experimental knowledge about a certain problem area or field of study and is able to organize
that knowledge in a way that is relevant and action-guiding for others. This definition served
as the basis for choosing the target populations. As a result, an expert should have a
significant amount of experience in the subject of information security, which indicates that
they have specialized practical knowledge in that area. The expert should hold a position of
authority or decision making inside the company, demonstrating their aptitude for organizing
knowledge in a way that is both useful and conducive to action. According to ( Karjalainen et

al., 2014) information system security investment decision are mainly driven by information
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specialists and organization decision makers. Additionally, a leading position promotes the
fundamental, all-encompassing perspective that is necessary for the research's objective. The
populations of the study are organization decision makers and personnel’s who has direct
attachment with information system security Investment includes, Chief information officer,
Chief security officer, Senior ICT Experts, Team leaders, Managers and Directors. This study
applied census inquiry complete enumeration of populations due to small number of
population. According to (Vaus & Vaus, 2013), A census method is a statistical investigation

in which the data are collected for each and every element or unit of the population.

3.2.2.  Selection of Public Organizations

The study was conducted in Eight Ethiopian public organizations. For selecting public
organizations, the researcher employed the convenience sampling method. Since, information
security information is kept private, as a result of this limitation; many organizations refuse to
share data about themselves. Due to this, the researcher chooses convenient organizations for

data collecting, allowing the researcher to obtain data that is easily accessible.

The selected organizations are, Ethiopian Public Health Institute, Information network
security Agency, Federal Supreme court, Ministry of Education, Ministry of Health, Ministry

of innovation and technology and Ministry of Revenue and Ministry of transport.

3.2.3.  Description of Study Area

Ministry of Education is a government department of Ethiopia, focusing in the governance
and policies of education. It is responsible for overseeing the teaching and learning process
throughout the country from elementary school education to higher secondary school
education. It regulates the general curriculum of public schools and also sets the precedent for
private schools. In addition the ministry is the responsible for the Ethiopian National Exams.
The Ministry has begun projects to improve and introduce technology as a means to alleviate
chronic problems faced in the educational sector.(Ministry of Education Ethiopia, n.d.)
Federal Supreme court; - is governmental institution of, besides providing the organization
mission, the court is establishing and investing different system. Currently, Ethiopian federal
supreme court is deploying judicial system collaborates with Ethio-telecom. The
implementation of ICT in Ethiopian Federal Court is a significant step towards modernizing
the justice system (Ethiopian supreme court, 2023).

Ministry of Health; - is a governmental body which has an objective of promoting health

and wellbeing of the society. One of the strategies of ministry of health is the deployment of

RESEARCH METHODOLOGY



ICT in Ethiopia's health-care system. The key benefit of implementing technology is that it
can help the Health Minister's office improve the quality of health care services by delivering
accurate and timely health data. Healthcare providers in Ethiopia can use technology to
monitor and track numerous healthcare issues such as disease outbreaks, patient information,
and medical supplies. Ministry of Health deploys more than 17 systems so far that assist the
Health Minister in making more informed decisions, allocating resources more effectively,
and ultimately improving patient outcomes (Ministry of health-Ethiopia, n.d)

Minister of transport
The Ethiopian Ministry of Transport's adoption of information and communication

technology (ICT) has substantially increased its production and efficiency. ICT has changed
the way the Ministry does business, from service delivery to policy formation and
implementation. One of the primary areas where ICT has been used in the Ministry of
Transport is the development of computerized systems that streamline the Ministry's different
activities.

Minister of revenue
The Ethiopian Ministry of revenue is governmental organization working on collecting taxes.

One of the strategies of the organization is deployment of Information and Communication
Technology (ICT) has had a considerable impact on how tax collection is carried out in the
country. The overall efficiency and effectiveness of tax collection have been improved by
integrating technology throughout the ministry. The Ministry uses the different computerized
systems to facilitate tax collection, filing, and payment is one of the primary areas where ICT
has been used in the Ministry.

Ethiopian public health institute
The use of ICT in EPHI has the potential to improve its operations and health results for the

Ethiopian people. Digital laboratory health solutions are deployed in the organization...
Electronic health records (EHRs), Gx Expert, Medx and other mobile health system are

deployed in the organization.

Information network Agency
INSA's deployment of ICT can help strengthen its ability to protect Ethiopia's information
network. Cyber security solutions are one important area where ICT can be used. With an
increasing number of cyber threats, deploying sophisticated cyber security measures can
assist INSA in protecting the country's information network from various cyber security
dangers such as hacking, viruses, and malware. It entails, among other things, the installation

of firewalls, antivirus software, and intrusion detection systems. Another area where ICT can
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be used to benefit INSA is data management and analysis. With the increasing amount of data
available to INSA, advanced data analysis techniques and systems can assist the agency in
identifying patterns and trends (INSA, n.d)

Ministry of Technology and innovation

Ethiopia's Ministry of Technology and Innovation (MTI) is in charge of developing and
regulating the country's technology and innovation sector's development. The use of ICT in
the ministry can help them fulfill their objectives more efficiently, effectively, and safely.
One important area in which ICT can be used is in the development of e-government
services. Implementing ICT solutions can improve the delivery of services to citizens and
businesses, such as online application and payment processing. Effective e-government
systems promote user trust by increasing transparency and accountability in government
services. Another manner in which ICT might be used by the ministry is in the creation of
digital infrastructures such as broadband networks and data centers. The creation of such

infrastructure has the potential to improve internet access.
3.3. Method of Data Collection

Secondary data was used for supporting the study and to get the findings of other researchers
in the area of the study. Relevant Information was also gathered from different secondary
sources such as book, newspapers and different communication materials. The primary Data

was gathered via questionnaire from employees and Directors of the selected organization.

The researcher used Google forms to distribute the questionnaire; this was helpful to ensure
all questions are completed where one can not submit without completing all questions. Also,
to ensure all questions are filled in correctly (e.g. no rating scale items have more than one
entry per item, and no missed items) the researcher set different rules in the Google form
such as response validation was set to exactly one which ensures only one check box can be
checked for a question at a time. It means that the questionnaires are completed rapidly and

on one occasion, i.e. it can gather data from many respondents simultaneously.

3.4. Data Collection Procedure

To conduct the quantitative data collection, the piloted questionnaire was made ready by

including informative cover page about the purpose of the study and the rights of the
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participants to be involved. Pilot test of the questionnaire was made at Addis Ababa
university ICT directorate, by presenting an official letter written from school of information
science, Addis Ababa University in support of the researcher. Then, after the instrument was
adjusted based on the results of the pilot study, the actual data collection was also held in

each sampled organization by presenting a support letter and getting permissions.

3.5. Analytical Tool

To better comprehend the connections between the elements that encourage the adoption of
technology, numerous conceptual models and theoretical frameworks have been established.
Several theories, such as the protection motivation theory, the unified theory of acceptance
and use of technology (UTAUT), the technology acceptance model (TAM) (Davis 1989)
have been utilized to explain the process of technology adoption. The PMT, TAM and
UTAUT theories are widely used to explain the adoption of technology since they focus on
elements like individual attitudes and customer perceptions. However, TOE is more
frequently used to analyze the technology adoption process since it looks at aspects linked to
technology, the organization, and the environment (Cao et al., 2018). The TOE model, which
provides a helpful analytical framework for examining the assimilation of various types of
innovation at the organizational level and takes into account technological, organizational and
Environmental factors has been used and modified in a number of technology adoption
studies (Oliveira and Martins, 2011).
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1

Models

TECHNOLOGY
ACCEPTANCE
MODEL (TAM)

Description

> Developed by Fred Davis in

1989 Modification of the
Theory of Reasoned Action
(Ajzen, 1991).

Determines individual desires
on adoption and use of new
technologies in a professional
setting (Bryan and Zuva, 2021)
The Intention to use new
technology is based factors:
perceived  usefulness  and
perceived ease of  use.
(Davis,1989)

Criticism ‘
> TAM: Originally developed for
the adoption of IT at the
workplace. The key feature of
this model is its emphasis on the
perceptions of the potential user.
(Au and Zafar, 2008).

» TAM disregards the variety of
needs pertinent to voluntary
consumers. One of the main
criticisms of the original TAM is
particularly the absence of
subjective norms or social
impact (Autry et al., 2010)

2

Protection

Motivation Theory

The PMT (Protection
Motivation Theory) was put
forth by Rogers in 1975 as a
way to predict how someone
could react to a call to fear.
According to the theory that
cognitive processes (such as
threat and coping evaluation)
lead to behavioural changes.
(lee et al., 2021)

In the field of information
security, the fear appeal or
PMT has been used to explain
some information  security
behaviours (lee et al., 2021)

» It is related only to the
behavioural intent to adopt
security countermeasures to risks
since the PMT is concerned with
reducing or preventing dangers. it
elucidates particular information
security behaviours (Hasani et
al., 2023)
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3 Unified Theory of » The UTAUT, which stands for » Unified Theory of Acceptance

Acceptance and Use Unified Theory of Acceptance and utilize of Technology

of Technology and Use of Technology, aims to exclusively concentrates on
offer a comprehensive user behaviour and behavioural
understanding of all aspects intention to utilize a new
that affect a person's behaviour technology.

while considering using a new
technology. (Venkatesh et al.,
2003)

A Technology organization Environment (T-O-E) Model was used in the study. Its advantage
over other behavior models is that it reflects how different factors (both internal and external)
affect adoption decisions. It is not limited on focusing behavioral intention like PMT, TAM
and UTAUT. The TOE framework examines how decisions about adopting are made. The
paradigm contends that elements influencing adoption decision-making include
organizational traits, environmental conditions, and current technology (Wallace et al., 2021).
The TOE framework discusses and examines the implications of organizational,
environmental, and technical elements on the adoption of technology from an organization
perspective (Kim and Kim, 2021). According to (Alhogail et al., 2015) technology states that
adoption is influenced by the Range of technologies available to the company, as well as their
perceived value, organizational and technological compatibility, complexity, etc.
Organizational measures include the business scope of the company, top management
support, organizational culture, the complexity of the managerial structure as measured by
centralization, formalization, and vertical differentiation, the caliber of the human resources,
and size-related issues like internal slack resources and specialization (Sabherwal et al.,
2006). Environment is related to those operational facilitators and inhibitors; major factors
among them include competitive pressure, the preparedness of trading partners, sociocultural
challenges, government encouragement, and technology support infrastructures like access to
quality ICT consultants (Dor and Elovci, 2016).With respect to this the researcher use this

TOE framework in the study to find out the effects of technical, organizational, and
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environmental factors regarding information security investment decisions. The TOE

framework is relevant for cyber security adoption decisions (Wallace et al., 2021).

3.6. Method of Data Analysis

The data collected through questionnaires was coded and entered into a computer for
further analysis. The data was analyzed using the Statistical Package for Social Science
(SPSS — wversion 23) which can run basic descriptive and inferential statistics used.
Descriptive statistics like measures of frequency, percentages, means, standard deviations and
inferential statistics such as multiple regressions were used to analyze the quantitative data.
The presentation, discussion and interpretation of results were made. Background information
of respondents was interpreted and analyzed using descriptive statistics. Specifically, the
demographic characteristics of the respondents were presented based on sex, academic rank,
occupation status. Then correlation and multiple regressions were used for analysis of the

quantitative data mainly based on the nature of the research questions.

To analyze the relationship between dependent (information system security investment) and
independent variables (those factors affecting information system investment), Pearson-
moment correlation coefficient was used. The values for correlation (r) which indicate the
statistical relationship between the dependent and independent variables. This means, the
value of +1 indicates a perfect positive correlation and a value of -1 indicates perfect negative
correlation dependent and independent variables. Therefore, the closer the value (r) to
positive 1, strong positive relationship exists between the dependent and independent

variables and vice versa.

A detailed interpretation of the coefficient of correlation by researchers was also done for this
study. In addition, coefficient of determination (r?) was also calculated to find out the amount
of variation in the dependent variables which explains its relationship with the independent
variables. Finally, multiple linear regression analysis was carried out to investigate the
difference between effect of two or more independent variables and the individual effect on

the dependent variables.
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3.7. Validity and reliability

3.7.1.  Validity

Validity and Reliability is used for examining the quality of research. According to (Heale &
Twycross, 2015) Validity is the level of accuracy which a notion is measured in an
investigation of a study.

According to (Kothari, 2004) the questionnaire’s internal validity refers to its ability to
measure what it intended to measure. In other words what is found with the questionnaire
actually represents the reality of what is measured. For this purpose, the questionnaire was
piloted before the actual dissemination for data collection, to check its validity and reliability;
In light of this the researcher used pilot study and expert validity technique to validate
quantitative data.

3.7.2.  Reliability

The extent to which scientific study yields solid and consistent outcomes is measured by its
reliability (Carmines and Zeller 1979). According to (Cavana et al., 2001) Reliability is the
extent to which a measurement is error-free and, as a result, produces consistent findings. The
researcher applied cronbach’s alpha coefficient to measure internal consistency. According to
(Gliem & Gliem 2003) states Cronbach‘s alpha reliability coefficient normally ranges
between 0 and 1. The closer Cronbach‘s alpha coefficient to 1.0 the greater the internal
consistency of the items in the scale. According to (Kothari 2004) the cronbach'’s alpha result

of 0.7 and above implies an acceptable level of internal reliability.

The study's constructs' internal consistency is gauged by their reliability. If a construct's
Alpha Value is higher than 0.70, it is considered reliable. Table 3-1 presents the Cronbach

alpha of each variable.

Table 3.1: Reliability Test

Variable Cronbach Alpha  Items
Management Support 897 4
Misperception of ISS .665 4
Economy .802 3
Legal and regulatory framework .908 4
Experience on security incident 710 3
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Awareness .855 3
Decision support process 823 4
Finical evaluation Model .908 3
Organization Culture .869 4
Risk Assessment 924 3
Consideration of organization structure .830 3
Future growth .883 3
Vendor management 733 3
Quality of ISS .834 3

Source: SPSS Version 23, Output

3.8. Ethical Consideration

The researcher made use of different data collection instruments from different sources.
Utmost effort it’s exerted to acknowledge materials referred & the researcher takes the
responsibility to keep confidentiality of respondents’ opinions & unanimity of the rest of the
information. The researcher thus will ensure that all participants are treated with respect and
dignity, after being informed that the study is voluntary and no discrimination will be
triggered by failure to participate. Identification codes will be assigned to the filled
questionnaires, rather than participant names, to ensure that the participants received absolute
confidentiality. The data gathered from respondents will be used exclusively for the purposes
of the study and will not be given to third parties for any other purpose. Accordingly, the

researcher optimally considers all the ethical perspectives.

3.9. Chapter Summary

This chapter explored the research methodology and design that was used in carrying out the
research study by describing the research approach, research design, population and
sampling, sources of data and types, data collection procedure and finally data analysis. Next

chapter deals with result and discussions of the study.
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CHAPTER 4: DATAPRESENTATION, ANALYSIS, AND INTERPRETATION
The study's findings, including hypotheses testing, are presented and discussed in the
following paragraphs.

4.1. Data Presentation

4.1.1. Response Rate

The frequency of the data collected from each organization is presented in table 4.1.

Table 4.1: Frequency of the data collected from each organization

Organization Frequency  Percent Valid Cumulative
Percent Percent

Ethl_oplan Public  Health 10 116 116 116

Institute

Federal Supreme Court 9 10.5 10.5 22.1

Information Network Security 13 151 151 372

Agency

Ministry of Education 9 10.5 10.5 47.7

Ministry of Health 13 15.1 15.1 62.8

Ministry of Innovation and 7 8.1 8.1 20.9

Technology

Ministry of Revenue 19 22.1 22.1 93.0

Ministry of Transport 6 7.0 7.0 100.0
Total 86 100.0 100.0

Source: SPSS Version 23, Output

Table 4.2 shows the total number questioners distributed and collected from eight
organizations. Questionnaires are distributed across Ethiopian Public Health Institute, Federal
Supreme Court, Information Network Security Agency, Ministry of Education, Ministry of
Health, Ministry of innovation and technology, Ministry of Revenue and Ministry of
Transport. The number of questionnaires distributed depends on the number of personnel’s
who has direct attachment with Information system security investment. In general, the total
number of questionnaires distributed was 105 and the returned questionnaires are 86 with a

response rate of 81.9 %.

Table 4.2: Number of distributed and collected questionnaire
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o Number of Questioners
Name Of Organization

Distributed Collected Percentage (%)
2 Ethiopian Public Health
) 10 10 100%
Institute
3 Federal Supreme Court 10 9 90%
4 Information Network
) 20 13 65%
Security Agency
5 Ministry Of Education 10 9 90%
6 Ministry of Health 15 13 86.6%
7 Ministry of Innovation and
10 7 70%
Technology
8 Ministry of Revenue 20 19 95%
9 Ministry of Transport 10 6 60%
Total 105 86 81.9%

Source: SPSS Version 23, Output

Table 4.2 shows, the respondent rate of organizations. From Ethiopian public health institute,
Out of the total 10 questionnaires distributed, 10 of the questionnaires are returned. From the
total number of 10 questionnaires distributed to Federal Supreme Court, 9 of the
questionnaires are collected. From the total number of 20 questionnaires distributed to
Information Network Security Agency, 13 of the questionnaires are collected. From the total
number of 10 questionnaires distributed to Ministry Of Education, 9 of the questionnaires are
collected. From the total number of 15 questionnaires distributed to Ministry Of Health, 13 of
the questionnaires are collected. From the total number of 10 questionnaires distributed to
Ministry of Innovation and Technology, 7 of the questionnaires are collected. From the total
number of 20 questionnaires distributed to Ministry of Revenue, 19 of the questionnaires are
collected. From the total number of 10 questionnaires distributed to Ministry of Transport, 6
of the questionnaires are collected. In general, the total number of questionnaires distributed
to eight organizations was 105 and the returned questionnaires are 86 with a response rate of
81.9%.

4.1.2. Demographic Characteristics of Respondents

This portion of the survey is concerned with background of the respondents to understand the

employees or respondents who participate in filling the questionnaire for this research.
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Respondents are requested to fill their sex, their level of education and their present

occupation status in the organization.

Table 4.3: Demographic Data of Respondents

Variable Category Frequency Percentage (%)
Male 56 65.1

Gender Female 30 34.9
Total 86 100.0
Certificate 2 2.3
College Diploma 3 3.5
Undergraduate 29 33.7

Level of Education  Masters 50 58.1
Ph.D. 1 1.2
Missing 1 1.2
Total 86 100.0
Chief  Information 8.0 9.3
Officer(CIO)
Chief Security 9.0 10.5
Officer(CSO)

Occupation Department Head 17 19.8

Director 6 7.0
ICT Senior Expert 41 47.7
Others 5 5.8
Total 86 100.0

Source: SPSS Version 23 Output, 2023

Table 4.3 presents the demographic data of respondents. The study shows that 65.1 % of the
respondents are males whereas only 34.9 % of the respondents are females. This is not good
representation of sex and shows there is no sex equity. Hence due to the research questions
being free of any gender view, it can be concluded that both of their views were considered in

the study.
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As it is depicted in, table 4.3 the distribution of respondents by the level of education showed
that, the majority of the respondents is Master degree holders with the percentage of 58.1%.
Whereas 33.7% of the respondents have first degree. 3.5% of the respondents have College
diploma and only 2.3% are certificate level employees. 1.2% of respondent have Ph.D. This
made the researcher to believe that the respondents were educated to the level to understand
the issues factor affected information system security investment. Respondents with technical
knowledge of the research topic are useful in the research process because they help gather
accurate and trustworthy data on the topic at hand.

From the findings, With regards to occupation status, the majority of Respondents are ICT
Senior Experts with the percentage of 47.7%. Whereas 19.8 % of them are Department
Heads. 10.5 % of them are Chief Security Officers. 7.0 % of them are Directors. 9.3% of
them are Chief Information Officers. Others account 5.8%. This shows that the survey
respondents are personnel’s who have direct attachment with information system security
investment decisions. These findings made the researcher believe that the respondents were at

a level to understand the issues related to the study objectives.
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4.2. Descriptive Statistical Analysis

The respondents were asked to indicate their level of agreement to the statements explaining
the factors affecting information system security investment. The variables are organized
under the TOE factors, the results are organized in percentage for each factor with respect to
the level of agreement (strongly agree, agree, neutral, disagree, and strongly disagree) as
shown in Table 4.3 below.

4.2.1.  Technology Context

4.2.1.1. Quality of information system security solutions

As depicts on Table 4.17, the majority of respondents disagree response on the statement, the
existing information system security solutions are not complex and easy to use. The majority
of respondents provide disagree response on the statement. Majority of respondent are neutral
on the information system security solutions are flexible and the Majority of respondents

disagree with organization information system security solutions has a reliable functionality.

Table 4.4: Descriptive Statistics for the items used to measure Quality of information system

security solutions

Items Mean Std. Deviation
The existing information system security solutions are not

2.92 871
complex and easy to use.
The information system security solutions are flexible 3.08 1.108
Your organization information system security solutions has a 579 1,155

reliable functionality

Source: SPSS Version 23 Output, 2023

4.2.2.  Organizational Context

4.22.1. Management support

As the table 4.4 Indicates, The majority of respondents are neutral in the statement of
organization’s management does demonstrates a commitment to enforcing information
security polices across the organization. Regarding to the management does budget for
facilities such as organizing security awareness workshops, majority of respondents are

neutral. With respect to the management does budget for resources for the implementation of
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the Information system security in the organization, Majority of the respondents disagrees.
Regarding to the management does prioritize information security just like other core
business issues. Majority of respondents are disagrees with the statement.

Table 4.5: Descriptive Statistics for the items used to measure lack of Management support

ltems Mean Std. Deviation

Your organization’s management demonstrates a commitment
to enforcing information security polices across the 3.26 1.257

organization.

The management does budget for facilities such as organizing

_ 3.12 1.121
security awareness workshops.
The management does budget for resources for the
implementation of the Information system security in the 2.98 1.265
organization.
The management does prioritize information security just like
2.93 1.186

other core business issues.

Source: SPSS Version 23 Output, 2023

4.2.2.2. Misperception of information system security

As the table 4.5 Indicates, The majority of respondents are neutral in the statement of
organization pay attention to external threats like viruses while consistently underestimating
the severity of internal problems. Regarding to Organization does perceive that they are
powerless to stop a concerted, premeditated attack. The majority of respondent has a neutral
response with the statement. With respect to the statement Organization does believe that
investing in information systems security reduces an organization’s productivity, profitability
and business operations, majority of the respondent has a neutral response. The majority of
respondents are neutral in the statement of organization does perceive the type of business

they are in isn’t going to be attacked.

Table 4.6: Descriptive Statistics for the items used to measure Misperception of information

system security
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ltems Mean Std. Deviation

Your organization pay attention to external threats like
viruses while consistently underestimating the severity of  3.60 924
internal problems

Organization does perceive that they are powerless to stop a 3.08 1.054
concerted, premeditated attack. ' '

Your Organization does believe that spending in information
systems security reduces an organization’s productivity,  3.31 1.230
profitability and business operations.

Your organization does perceive the type of business they are 397 1222
in isn’t going to be attacked. ' '

Source: SPSS Version 23 Output, 2023

4.2.2.3. Economy

As the table 4.6 Indicates, The majority of respondents are neutral with the statement of
organization does fund sufficient budget to spend in information systems security solutions.
Regarding to organization is required to boost its budget if the organization damages are
maximum or existent the majority of respondents are neutral meanwhile, with the statement

of organization does provide budget to hiring security specialists the majority of respondents
neutral.

Table 4.7: Descriptive Statistics for the items used to measure Economy

ltems Mean Std. Deviation

Your organization does fund sufficient budget to spend in

information systems security solutions 3.14 1.219
Your organization is required to boost its budget if the

Y . X 3.09 1.059
organization damages are maximum or existent
Your organization does funds to hire security specialists 3.20 1.050

Source: SPSS Version 23 Output, 2023

4.2.2.4. Awareness

As the tables 4.9 Indicates, The majority of respondents are neutral with the statement of the

management is technologically educated, and does have a background on ICT or cyber
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security. The majority of respondents disagree with the statement of There is no dearth of
knowledge and experience in information security among security personnel’s. The majority
of respondents disagree with the statement of decision on the security are made with
occurrence of incident, probability of outcomes or effects.

Table 4.8: Descriptive Statistics for the items used to measure Awareness

ltems Mean Std. Deviation

Your organization management is technologically educated, 3.03
and does have a background on ICT ' 1.241

There is no dearth of knowledge and experience in
. ) ) . , 2.65 1.026
information security among security personnel’s

Information system security decisions are made with

considering the likelihood of occurrence, the probabilities of  2.74 923
the outcomes, or the consequences.

Source: SPSS Version 23 Output, 2023

4.2.2.5. Decision support process

As depicts on Table 4.10 the majority of respondents disagree with the statements of there is
Evidence based decision making procedures. On statement the decision to invest in
information security relies on agreement between CISO and CIO with using proper multi-
stakeholder decision models or approaches, the majority of respondents disagrees.
Meanwhile, the majority of respondents provide disagree response on the statement of There
is a common language due to that each stakeholders in the organization is eager to assist the
one essential to himself/herself. The majority of respondents disagrees response with the

statements of there is no Organizational and psychological bias on organizational decision
making

Table 4.9: Descriptive Statistics for the items used to measure Decision support process

ltems Mean Std. Deviation

There is Evidence based decision making procedures 2.83 1.020

The decision is based on agreement between managers and 2 64 957
CSIO with standardized model ' '
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There is a common language due to that each stakeholders in
the organization is eager to assist the one essential to  2.62 1.042
himself/herself

There is no organizational and psychological bias on

organizational decision making 2.63 1.052
Source: SPSS Version 23 Output, 2023
4.2.2.6. Considering of the existing Organization Infrastructure

As depicts on Table 4.14 the majority of the respondent disagree with the statement your
organization utilize prior experience from other organizations and compare and contrast with
its existing security solution. With Relates to Your organization verify whether security
solutions are compatible with the organization’s infrastructure before investing, majority of
the respondent disagree. Regarding to the statement your organization does convey various
stakeholders in an effective manner for investing information security solutions majority of

the respondent provides disagree response.

Table 4.10: Descriptive Statistics for the items used to measure Not Considering of the

existing Organization Infrastructure

ltems Mean Std. Deviation

Your organization utilize prior experience from other
organizations and compare and contrast with its existing 2.86 932
security solution

Your organization verifies whether security solutions are
compatible with the organization’s infrastructure before 2.78 .938
investing.

Your organization does convey various stakeholders in an
effective manner for investing information security solutions.

Source: SPSS Version 23 Output, 2023

2.81 .888

4227. Risk Assessment

As depicts on Table 4.13 the majority of the respondent provides neutral response on
organization determines and classifies valuable assets and focus on how to protect them. With
respect to your organization has an approach for recognizing and evaluating operational risks,

the majority of respondent provides neutral response. With relates to a statement your
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organization acknowledge of what it should be secure to and control strategies, the majority

of respondent provides neutral response.

Table 4.11: Descriptive Statistics for the items used to measure Risk assessment

Items Mean

Std. Deviation

Your organization determines and classifies valuable assets and

focus on how to protect them 3.08 1.190
Your organization has an approach for recognizing and

; X : 3.21 .959
evaluating operational risks.
Your organization has acknowledge of what it should be 316 956

secure to and control strategies

Source: SPSS Version 23 Output, 2023

4.2.2.8. Considering future growth

As depicts on Table 4.15, the majority of respondents provide neutral response on Your

Organization establish its long and short-term growth objectives before choosing a security

solution. Regarding with the statement organization security investments are sync with the

organization mission, the majority of respondents provide neutral response and with relates to

the statement there is effective information system security investment strategy or

implementation; the majority of respondents provide neutral response with the statement.

Table 4.12: Descriptive Statistics for the items used to measure Not Considering future

growth

Items Mean Std. Deviation
Your Organization establishes its long and

short-term growth objectives before choosing a security 3.06 912
solution.

Your_organlza.tlo_n security investments are sync with the 314 1.170
organization mission.

There is effective information system security investment 301 1,035

strategy or implementation.

Source: SPSS Version 23 Output, 2023
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4.2.2.9. Organization information system security culture

As depicts on Table 4.12 the majority of respondents provide neutral response with the
statements of based on the type of business the Organization has topic or mission for
information security. Regarding to the statement there exists a consciousness of the necessity
of information security due to this there is IS specialist and IS department in the organization,
majority of the respondent disagrees. With respect to the statement there is cooperation
between information security and business managers in aligning ISMS practices with
organization mission, the majority of the respondent disagrees. Regard to the statement
Organization does establish an information security focus or does emphasis norms among all

employees; majority of the respondent disagrees with the statement.

Table 4.13: Descriptive Statistics for the items used to measure Organization culture

ltems Mean Std. Deviation

Based on the type of business the Organization has topic or 321

mission for information security 1.086

There exists a consciousness of the necessity of information
security due to this there is IS specialist and IS department in  2.58 1.122
the organization.

There is cooperation between security specialists and business
managers in aligning ISMS practices with organization 2.49 1.082
mission.

Organization establishes an information security focus or does

not emphasis norms among all employees 2.60 1.021

Source: SPSS Version 23 Output, 2023
4.2.3. Environmental Context

4.2.3.1. Legal and regulatory framework

As the tables 4.7 Indicates, The majority of respondents are disagree with the statement of
organization utilize international security standards. The majority of respondents are disagree
with the statement of organization has established defined rules and criteria’s for assessing
and prioritizing information system security investment. With regard to Security policies are
applied and provide ensures security majority of respondents are disagreeing. The majority of
respondents are disagrees with the statement of organization conduct audit and monitoring,

impose penalties in case of security investment practices.
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Table 4.14: Descriptive Statistics for the items used to measure Economy

Items Mean Std. Deviation
Your organization utilizes international standard security
2.97 1.023

frameworks.
Your Organization has established defined rules and criteria’s
for assessing and prioritizing information system security 2.78 1.056
investment
Security policies are applied and provide ensures security. 2.85 1.057
Your organization conduct audit and monitoring, impose

g g, 1mp 2.65 1.049

penalties in case of security investment practices.

Source: SPSS Version 23 Output, 2023

4.2.3.2. Vendor Involvement

As depicts on Table 4.16, the majority of respondents disagrees with there is extreme vendor
involvement in selections of security solutions. The majority of respondents provide neutral
response on the statement Vendor doesn’t provides support and assistance in selection of
information system security solutions. The majority of respondents provide neutral response
on the statement there is no transparent communication and participation with vendors in

selections of security solutions.

Table 4.15: Descriptive Statistics for the items used to measure Vendor management

Items Mean Std. Deviation
There is extreme vendor involvement in selections of security

: 2.98 .958
solutions.
Vendor doesn’t provide support and assistance in selections of

) . 3.01 939
security solutions.
There is no transparent communication and participation with 315 1163

vendors in selections of security solutions.

Source: SPSS Version 23 Output, 2023

4.2.3.3. Financial Evaluation models

As depicts on Table 4.11 the majority of respondents provide disagree response with the
statements of organization has ability to identify the monetary value of investment. With

respect to the statement organization has a method for predicting how much money would
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need to be invested before the organization experiencing cyber disaster, the majority of

respondents disagrees. With regard to organization is convinced of expenditures and benefit

of information security investments, the majority of respondents disagree.

Table 4.16: Descriptive Statistics for the items used to measure Financial Evaluation models

Items Mean

Std. Deviation

Your organization has ability to identify the monetary

) 2.72

value of investment. 890
Your organization has a method for predicting how much

money would need to be invested before the organization  2.53 1.037
experiencing cyber disaster

Your organization is convinced of expenditures and benefit of  2.52

information security investments 1,003

Source: SPSS Version 23 Output, 2023

4.2.3.4. Experience on Security incidents

As the tables 4.8 Indicates, The majority of respondents disagree with the statement of

organization considers internal security incidents as a critical security incident. Majority of

respondents disagree on the statement of Organization’s budget for cyber protection is

depending upon an incident of security event. The majority of respondents have provided

disagree response on the statement of Decision makers are not biased towards spending on

information security measures.

Table 4.17: Descriptive Statistics for the items used to measure Experience on Security

incidents

ltems Mean

Std. Deviation

Your organization considers internal security incidents as a

critical security incident. 242 1.068
Your Organization’s budget for cyber protection is depending
o ; 2.74 1.170
upon an incident of security event.
Decision makers are not biased towards spending on
information securit 2.66 1.123
y measures.

Source: SPSS Version 23 Output, 2023
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4.3. Correlation analysis

Correlation is analysis method to determine the degree of relationship between two variables
and the direction of the relationship. The study examined correlation analysis to explore the
relationship between variables and information system security investment. Correlation
analysis is based on a correlation coefficient, which ranges from -1 to 1. .The study
conducted correlation analysis at 99% confidence interval and 1% confidence level 2- tailed
to identify which factors are most strongly associated with Information system security
investment. Hence, Pearson’s correlation coefficient is used since the variables being

analyzed are continuous and normally distributed.

The correlational analysis matrix as shown in table4.19 reveals, From the Technological
Context, Quality of information system security solutions has positive relationship with
information system security investment with a Pearson coefficient value of .355 and p-value
of .001.

Based on the correlational analysis matrix as shown in table4.19 reveals, from the
organizational Context, There is a positive relationship between management Support and
investment in information system security, with a Pearson correlation coefficient value of
499 and p-value of .000. Misperception of information system security has a negative
relationship with Information system security investment with a coefficient value of -.321
and p-value of .003. There is a positive relationship between Economy and Information
system security investment, with a Pearson coefficient value of .659 and p-value of .000.
According to the correlational analysis, there is a positive relationship between Awareness
and information system security Investment with a Pearson correlation coefficient value of
.662 and p-value of .000. With a correlation coefficient of .136 and p-value of .210, the
analysis found that a decision support process has a positive relationship with information
system security investment. From the findings, there is a positive relationship between
considering existing considering organization infrastructure and information system security
investment with a Pearson correlation coefficient value of .484 and p-value of .000. From the
findings, risk assessment has a positive relationship with investment, with a Pearson

correlation coefficient value of .649 and p-value of .000.

From the findings, there is a positive relationship between considering future growth and

information system security investment with a Pearson correlation coefficient value of .453
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and p-value of .000. From the findings organization culture has a positive relationship with
investment with a Pearson correlation coefficient value of .189 and p-value of .082.

Based on the correlational analysis clearly reveals, From the Environmental Context, legal
and Regulatory Frameworks has a positive relationship with Information system security
investment with P-value of .658 and correlation coefficient of .000. With respect to vendor
involvement there is a negative relation with information system security investment with a
Pearson correlation coefficient value of -.417 and p-value of .000. From the findings,
financial model has positive relationship with investment, investment with a Pearson
correlation coefficient value of .199 and p-value of .067. With a correlation coefficient of
.017 and p-value of .880, Experience with security incidents has a positive relationship with

Information system security investment.

Table 4.18: Correlation Matrix

MS MP E L Ex A D F BC R oS FG VM Q Inv

MS 1

MP -214 1

E -746** 313** 1

L .734% -377** -741** 1

Ex .121 -244* -080 -010 1

A -T716** 309** .728** -694** -041 1

D .479*%* -521** -456™* -478** 348** -446** 1

F o .394** -408** -437** -448** 293** -345** 654** 1

BC -469** .357** -504** -476** 215 -422%* 642** 716*%* 1

R .690** -279** 741** 787** -035 -677** .397** 435** 577** 1

OS -.653** .213* .724** -589** -058  .623** -446** -403** -516** -.662** 1

FG .682** -238* -753** .690** -069  -723** 539** -497** .627** . 777** -817** 1

VM -451** 072 A39%* -443*%*F 213*  495*%* -250* -167 -212  -431*%* 500** -473** 1

Q -471  .390** .401** -484** -227* 428** -428** -283** -539** -494** 402** .461** 361** 1

Inv .499** -321** .659** .658** .017 .662** 136 .199* .189 .649**  484**  453** -417** 355** 1

Source: SPSS Version 23 Output, 2023
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4.4. Regression Analysis

Regression has used in this research to determine the relationship between one or more
independent variables (management support, economy etc...) and a dependent variable
(information system security investment). The resulting model helps predict how changes in
the independent variables affect the dependent variable. The regression coefficient(s)
represent the change in the dependent variable resulting from a change in the independent
variable. A positive coefficient indicates that an increase in the independent variable leads to
an increase in the dependent variable, while a negative coefficient indicates the opposite and
the size of the coefficient represents the magnitude of the effect. Whereas R-squared value
provides an overall measure of the model's fit. This value ranges from 0-1, with a value closer
to 1 indicating a better fit. A high R-squared value indicates that the independent variable(s)
explain a significant portion of the variation in the dependent variable.

Table 4.19: Model Summary

Model R R Square Adjusted R Square Std. Error of the Estimate

1 .862° 743 .693 321

a. Predictors: (Constant), Q, Ex, F, MP, VM, OS, A, D, L, BC, MS, R, E, FG

Source: SPSS Version 23 Output, 2023

As per the finding of the study which is shown in the table 2, the result of regression analysis
multiple coefficients of determination or R square (R®=0.743) exhibited that 74.3% of
variations in the measurement of Information system security Investment can be explained by
Technological, Organizational and environmental factors characterized by Lack of
Management Support, Misperception, Economy, Legal and Regulatory framework, Lack of
Experience on security incident, Awareness, Decision support process, Lack of financial
models, organization culture, risk Assessment, considering existing organization
infrastructure, Not considering future growth, lack of vendor management and lack of quality
of information system security solutions. Whereas the remaining 25.7 % is explained by other
variables that are not part of this model. There are several other factors that may be suspected
to constitute the remaining 25.7% such as other factors which were excluded from the scope

of this study.
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4.5. The effect of predicted variables on information system security investment
(ANOVA)

In regression analysis, ANOVA (analysis of variance) is used to determine whether there is a
significant difference between the means of two or more groups. The interpretation of the
regression analysis in multiple linear regressions is done by examining the estimated
coefficients of each independent variable. The regression coefficients indicate the strength
and the direction of the relationship between the dependent variable and each independent
variable. When the regression coefficient is positive, it suggests that an increase in the
independent variable will lead to an increase in the dependent variable. On the other hand,
when the regression coefficient is negative, it suggests that an increase in the independent
variable will lead to a decrease in the dependent variable.

Table 4.20: The effect of predicted variables on Investment (ANOVA)

Model Sum of Squares df Mean Square F Sig.
Regression 21.233 14 1.570 14.700 .000°
Residual 7.325 71 103

Total 28.558 85

a. Dependent Variable: Inv

b. Predictors: (Constant), Q, Ex, F, MP, VM, OS, A, D, L, BC, MS, R, E, FG

Source: SPSS Version 23 Output, 2023

Moreover, the p-value of each independent variable in the regression analysis results is also
important. If the p-value is less than the chosen level of significance (usually 0.05), the
independent variable is said to be statistically significant in explaining the variation in the
dependent variable. As the ANOVA table , the statistical significance result indicates a value

of .000 which shows the value of p < 005 which shows a quite good degree of prediction.
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Table 4.21: Regression analysis summary of predictor variables

Unstandardized Standardized
Model Coefficients Coefficients t Sig.
B Std. Error Beta
(Constant) 5.892 .680 8.662 .000
Q .054 .056 .085 .965 338
MS 139 .061 254 2.293 .025
MP -.091 .058 -.124 -1.571 121
E 204 .073 331 2.806 .004
L A71 .075 274 2.280 .026
Ex .092 .048 141 1.920 .059
A .255 .065 416 3.939 .000
D 215 071 .306 3.048 .003
F .052 .063 .083 822 414
BC 139 071 219 1.952 .004
R .238 .075 .398 3.188 .002
0S 129 .083 176 1.558 124
FG 267 .088 433 3.050 .003
VM -.072 .056 -.103 -1.292 201

a. Dependent Variable: Inv

Source: SPSS Version 23 Output, 2023

Another parameter this study aimed to identify is that which of the variables contributed the
most to prediction of the dependent variable. This can be investigated through Standardized
coefficient Beta. The importance of standardized coefficients in interpreting regression
models is that beta coefficients represent the change in the outcome variable associated with a
one-unit increase in the predictor variable, holding all other predictors constant. The
standardized coefficient beta also indicates the magnitude and direction of the effect of an
independent variable on the dependent variable while keeping all other independent variables
constant. Beta values range from -1 to +1, with negative values suggesting an inverse

relationship and positive values implying a positive relationship between the two variables.

DATA PRESENTATION, ANALYSIS, AND INTERPRETATION



According to the findings, From the Technological Context, the findings quality information
system security solution has coefficient of (=.085, p =.338). The significance level (p>0.05)
therefore, the null hypothesis, Hoi: quality information system security solution has no effect
on Information System security Investment, is not rejected. This means, there is no significant
relationship between quality of information system solutions and information system security

investment.

According to the findings, From the Organizational Context, Management support has
coefficient of (B = .254, p = .025). As a result of the significance level (p<0.05), the null
hypothesis Hop: Management support has no positive and significant impact on Information
System Security Investment is rejected. This means, there is a significant relationship between
management support and information system security investment. Misperception of
Information System Security and Information System Security Investment has a coefficient
(B=-.-124, p = .121). As a result of the significance level (p>0.05), the null hypothesis Hos:
misperception has no significant effect on Information System security Investment is not
rejected. Thus, Misperception has no significant impact on information security investment.
From the findings indicates, Economy has a coefficient, (f=.331, p =.004). As a result of the
significance level (p<0.05), the null hypothesis Hos: Economy has no positive effect on
Information System security Investment is rejected. Thus, there is a significant relationship
between Economy and information system security investment. Based on the findings
Information system security Awareness has a Coefficient of (B= .416, p = .000). As a result
of the significance level (p<0.05), the null hypothesis Hgs. Information system security
Awareness has no significant effect on Information System security Investment is rejected.
Thus, there is a significant relationship between Awareness and information system security
investment. From the Findings, Decision Support process has a Coefficient of (f=.306, p =
.003). As the result of the significance level (p<0.05). The null hypothesis is Hgs: Decision
Support process has no significant effect on Information System security Investment is
rejected. Therefore, Decision Support process has a positive relationship with information
system security investment. From the findings considering the existing organization
Infrastructure has coefficient of (B=.176, p = .124). The significance level is greater than
(p>0.05). Therefore, the null hypothesis Ho7: considering the existing organization has no
significant impact on Information System security Investment is not rejected. From the
findings Risk Assessment has Coefficient of (f=.398, p = .002). The significance level is less

than (p< 0.05). Therefore, the null hypothesis Hos: Risk Assessment has no positive effect on
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Information System security Investment is rejected. This shows Risk Assessment has a
positive significant impact on information system security investment. Considering Future
Growth has a Coefficient of (p=.433, p = .003). The significance level is less than (p<0.05).
Therefore, the null hypothesis Hoo: considering Future Growth has no positive significant
effect on Information System security Investment is rejected. In addition, coefficient (f=.353)
shows, considering Future Growth has a positive relation with information system security
investment. From the findings organization culture has Coefficient of (B=.219, p =.004). The
significance level is less than (p<0.05). Therefore, the null hypothesis Hoio: Organization
culture has no positive significant effect on Information System security Investment is
rejected. This shows Organization Culture has a positive significant effect on information

system security investment.

According to the findings, Environmental Context shows, Legal and regulatory Frameworks
has a Coefficient of (B=.274, p = .026). The significance level is less than (p<0.05),
Therefore, the null hypothesis Hop;1: a legal and regulatory framework has no positive effect
on Information System security Investment is rejected. This shows Legal and regulatory
framework has a positive significant effect on information system security investment. From
the findings vendor involvement has a coefficient of (B=-.103, p = .201). The significance
level (p>0.05). Therefore, the null hypothesis is Hoi2: vendor involvement has no positive
significant effect on Information System security Investment is not rejected. With respect to
this, Vendor involvement has no significant effect on information security investment. From
the findings, financial models has a Coefficient of (p=-.083, p =.414). The significance level
(p>0.05). Therefore, the null hypothesis Hoi3: financial models have no positive effect on
Information System security Investment is not rejected. Thus, Financial Models has no
significant effect on information security investment. From the findings Experience on
security incident has a Coefficient of (p=.141, p = .059). The significance level (p>0.05).
Therefore, the null hypothesis Ho14: EXperience on security Incidents has no positive
significant effect on Information System security Investment is not rejected. Thus,

Experience on security incident has no significant effect on information security investment.
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CHAPTER 5: SUMMARY OF FINDINGS, DISCUSSIONS, CONCLUSION,
AND RECOMMENDATION
The purpose of this this research was to identify the factors that influence information system
security investment decisions. The results of the study were presented and discussed in the
previous chapter. This Chapter summarizes the findings and draws conclusions.

Recommendations for action are made and areas for further research are identified.

5.1. Summary of Major findings

This Study investigates the factors influencing information system security investment in
selected public organizations using TOE framework which includes the technological,
organizational and environmental factors. Data collected through the questionnaire was
analyzed by descriptive analysis, correlation and multiple regressions. Finally, the researcher
comes up with the following key summary findings. The first aim of the study was to identify
factors affecting information system security investment in public organizations using TOE
framework. In addition, The Research determines the significance level of each factor
affecting information system security investment. Based on the TOE model, the variables
involved in the current research were defined as technological, environmental and
organizational factor. Based on the findings, Quality of information system security
categorized under technological factors has no significant relationship with information
system security investment. Besides, Top management support, Economy, Awareness,
decision support process, and Risk assessment, future growth and organization information
security culture, categorized under organizational factors has a significantly affect
information system security investment. An environmental factor which includes Legal and

Regulatory Frameworks has significantly affect information system security investment.

5.2. Discussions

The first aim of the study is to determine factors affecting information system security

investment.

Research Question #1: What are the factors that influence information system security

investment on selected public organizations in Ethiopia?

Based on the TOE model, the variables involved in the current research were defined as

technological, environmental and organizational, Thus, Quality of information system
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security is categorized under technological factors which affect information system security
investment. Besides, Top management support, Misperception of Information system
security, Economy, Awareness, decision support process, considering of organization
infrastructure and Risk assessment, future growth and organization security culture are
categorized under organizational factors affecting information system security.
Environmental factors Includes Legal and Regulatory Frameworks, vendor involvement,

financial models and experience of security incident.

The Second objective of the research was to address how those factors affect information
system security investment and determine their significance level of each factor on

information system security investment.

Research Question #2: How those factors affect information system security investment in

public organization in Ethiopia?

Based on the findings, From Technological Context. Quality of information security solutions
has no significant impact. However other previous studies confirmed quality solutions has a
significant impact on investment. According to (lee et al., 2018), the complexity of security
solutions influence peoples to use and invest in information security technology. With respect
to (Hasani et al., 2023)research findings shows that technology quality, which includes
compatibility, trial ability, usability, is a significant factor which affects the adoption of cyber
security technologies. From the Findings in Organizational Context, Management Support
has a positive significant effect on information system security investment. Previous research
by (Hsu et al., 2012) and (Daud et al., 2018) investigated the effects of top management
support on security innovation, effectiveness, and compliance and discovered that
organizations should pay special attention to top management's commitment to promoting
security technology adoption. According to (Kljuénikov et al., 2019), states, organizational
top management support has the major effect on information security since top management
support directly oversees all processes inside the organization, therefore, a lack of top
management support has substantial impact on investment in information systems security.
Senior management should set a good example (in the organization) by guaranteeing
effective training and awareness programs, as well as positively enhance their security
behaviour (Alhogail et al., 2015).
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From the findings, Misperception has no significant impact on information system security
investment. However, as confirmed by other study (Ng et al., 2013) discussed misperception
of a security has a series of impact on an organization’s decision towards information security
investment. According to the findings, Economy has a significant positive impact on
information system security investment. As the organization budget allocation to information
security increase, the effectiveness on decision of information system security increase
(Toivanen et al., 2015). As (Kirubel, 2022) states, Sufficient budget has an effect on
information system security investment. From the findings, Awareness has a significant
impact on information system security investment. With respect to (carias et al., 2018)
confirmed, the increase in organization awareness is the more investment in technical
security. From the findings, Risk assessment has a significant positive impact on information
system security investment. As (Tovinen, 2015) discussed the entire decision of cyber risk
management influence the investment decision. From the findings, decision support process
has positive significant impact on information system security investment. With respect to
(Schatz and Bashroush, 2018) sates Decision support mechanisms and information based on
evidence have a major impact on information system security investment. From the findings,
considering organizational infrastructure has no significant impact on information security
investment, Although, the findings shows no significance, other researches confirmed
Considering organization structure has an effect on security investment (Kirubel, 2022). In
addition, considering organizational architecture, best practices, standards, and awareness are
key in structuring the processes of strengthening an organization's information security, all of
which have a direct impact on the organization's information security decisions making.
(Diesch et al., 2020). From the findings, considering future growth has a significant impact
on information system security investment, other studies like (Kirubel 2022), (Eric 2018)
confirmed determining long and short term growth has a significant effect on information
system security investment. From the findings, Organization security culture has a positive
significant impact on information system security investment. The acknowledgment of
information security importance is considered as the major driving factor on information
security investments. As (De Vries, 2017) states organizational characteristics such as
business type, organizational size, culture has a substantial influence on the investment
behaviour. With respect to (Parsons et al., 2015) improving the organizational information

security culture within an organization should improve compliance with policy and
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procedures, and has a relationship with enhancing employees’ information security decision

making.

Based on the findings, On Environmental Context, legal and regulatory framework has a
positive significant impact on information system security investment decision. From the
other study findings, organization's information security maturity greatly depends on the
effectiveness of security governance structures which is the fundamental variable needed for
business enablement as well as running security programs in the organization (Edwards,
2018) As (Weishéupl et al., 2018) states, the primary external drivers for decisions to invest
in information system security investment are legal frameworks, rules and acts that place a
heavy burden on organization. From the findings vendor involvement has no significant
effect on information system security investment. Although, the findings show no
significance, other studies find confirms vendor management has an effect on information
system security investment. As (Kirubel, 2022) discussed vendor involvement has a huge
impact in investment on information system security solutions. From the study findings,
Experience on security has no significant impact on information system security investment
However, although this research shows this finding, according to prior research findings.
Many businesses do not currently set budgets because there haven't been any security
problems, which mean that experience in information security affects security expenditure
(lee et al., 2018). Security incidents are a major motivator for security investment (Schatz and
Bashroush 2018). From the findings, financial evaluation models analysis has no significant
impact on information system security investment. Although, these study findings show this
result, different studies stated finical models have a significant impact on information system
security investment. Economic models of information security investment suggest estimating
cost and benefit to make an information security investment decision (Shawo et al, 2019). In
addition the assessment of Financial analyses and determining the assets, threats,
vulnerabilities of information systems and has an impact for the essential security investment
(Weishéaupl et al., 2018).

The Third objective of this study deals on how can information system security investments

guided.
Research Question #3 how can information system security guided?

This research identifies the factors that influence information system investment and their

level of significance. By becoming aware of these influencing factors, organizations can
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improve their operations and contribute to the effective decision-making process regarding
with investments. Meanwhile, organization's information security would gain prominence.
According to the findings, information system security investment could be guide by the
following measure. The Suggestions are based on the findings from the quantitative study.
The outcome of the quantitative study helps to determine the significant level of effect of
each factor that affects information system security investment. Due to this, the following
improvement points are provided.

» Top management support improves the investment in information system security.
Because senior management plays an important function in an organization and can
emphasize different decisions. It should treat information system security investment
as a vital business component. The commitment and Support of the management can
guide and improve the information system security investment.

» The organization should also provide training to raise awareness about the security.
Enhancement of information system security training raises the level of knowledge
among management and key decision makers. As a result, it can increase intention of
spending in information system security. Furthermore, training can assist both
professionals and non-experts eliminate their biases.

» Organizations must create security controls, policies, and frameworks in order to
maintain their spending in security. The better acknowledgment of standards on
security, it leads to better security investment and loss of cyber disaster.

» Organizations should use decision process approaches when investing in information
system security measures to help them calculate the security return on investment
with respect to the mission of the organization. Once organization acknowledges,
organization will spend money on security.

» Organizations can influence organizational culture and attitudes towards information
security by establishing acknowledgment programs on information security
investment by advocating the relevance of information security. Public institutions
may have utilized sophisticated solutions besides strategies to secure themselves.
However, it is important to remember that humans remain the weakest link.
Organizational culture and attitudes towards positive information security thinking
can be achieved by making employees know the importance of security of
information. The organization should have aligned the investment with the
organization mission and the organization should do periodic risk assessment and

prioritization on security investment.
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5.3. Conclusion of the Study

Investing in security is becoming increasingly important. However there are different factors
which influence the spending on information system security. The research determines the
variables which affect information system security investment using TOE model. In addition,
the study measures each variable which has an effect of in security investment. The study
have a major contribution to acknowledge about security and assist decision makers on
decision making process and it provide a clear view of factors that have an influence on the
decision-making process regarding to spending in information security. Identifying the
factors that influence security investment decisions will assist decision makers to drive better
cyber-security investment decision-making in a proper manner. Different prior literatures
reviewed and data was collected using questionnaire to identify the factors affecting
investment decisions on information security investment based on different prior researches.

Conceptual framework was developed and served as a blueprint to conduct the study.

The TOE factors classified as technology, organization and environmental factors has been
assessed. Based on the study findings, Although The technological factors, quality of
information system security solutions doesn’t show the significant impact on information
system security investment, There are different researches confirmed it has an effect on
investment. The organizational factors including, management support, economy, awareness,
decision support process, risk assessment, future growth and organization information
security culture has a significant impact on information security investment. According to the
result findings, Environmental factors which includes legal and regulatory framework, has an
impact on security investment. To make effective information system security investment the
top management and decision makers should a provide an adequate resources, prepare
trainings, building organizational culture among the employees, taking risk assessment,
enforcing laws, decision support process and developing long term goal align with the
organization mission. Furthermore, this research serves as a guide for decision makers to
assist in decision making with regard to information system security investment. The
researchers believed that, this research fills the theoretical gap and could be roadmap for

further researchers.

5.4. Recommendations of the Study

According to previous outcome of the study, the researcher recommends those points for

management intervention to help improve their security solution investment.
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» Prior to investing in a security solution, all top managers, IT security managers, team
leaders, and security team members should able to deploy frameworks, laws and that
aligned with the organization mission. Moreover, it should be assist by the decision
makers.

» Organizations need to implement security controls, polices and frameworks and use
them to protect information security it should be supported by the management, and
aligned with business objectives.

» public organizations should have an extensive understanding of the elements that
impact security solution selection

» It is highly recommended to increase in the training level of information system
Organizations must develop security controls, policies, and frameworks to ensure
information security. These measures must be facilitated by management and
corresponded with business objectives.

» Organization should invest in the capacity building and knowledge of their teams.

5.5. Research Limitation & Suggestion for Future Research

5.5.1. Limitation of the study

This study had several limitations. First, like any other sort of research, the sample size may
effect or influence the conclusions. This research only includes eight government
organizations in Ethiopia. As a result, it is inapplicable to other organizations or states. The
study used only TOE based model and investigates each characteristics which impact security

investment.

5.5.2.  Suggestions for future research

This research found out factors that influence investment decisions on information security
investment, and the researchers still believes that there are more factors that influence
security investment which should be researched. Furthermore, this study research focused on
Selected Ethiopian public organizations, it would be excellent if future researchers included
non-governmental organizations, and so on, and this research could be a precedent for future

researches.
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Addis Ababa University
College of Natural and Computational Sciences
School of Information Science

Introduction and Consent Form

Greetings

My Name is Eden Zewdie. | am doing my MSc in information systems at Addis Ababa
University. Currently, I am conducting a Study entitled “FACTORS AFFECTING
INFORMATION SYSTEM SECURITY INVESTMENT IN PUBLIC ORGANIZATIONS:
A TOE BASED MODEL”.

The research objective is to investigate the factors influencing information system security
investment in Ethiopian public organizations. This research is expected to yield results that
will provide a clear picture of the factors that influence the decision-making process for
information system security investments and help in raising the level of understanding of
security investment of decision-makers. Identifying the factors that influence security
investment decision can help decision makers make better information system security
investment decisions.

The interview questionnaire might take a maximum of 25 minutes. Your responses are
extremely valuable to the outcome of this research. The results of the survey will be used for
the purpose of academic research only. Your responses will be kept in strict confidentiality
and would not affect anyone in any case.

You will kindly be asked to respond as soon as possible. Thank You in Advance.

If you have any questions or suggestions, please do not hesitate to contact me. Please use the
following address

Email: - eden.zewdie@aau.edu.et

Cell phone: 0912774209
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Questionnaire

Section I: PERSONAL DETAILS OF THE RESPONDENT

INSTRUCTION: This part of the interview covers the personal and job related background

information..

S.N Questions

Response

1.
Gender

Female ( )

male ( )

Educational status

Certificate () College Diploma ()

Undergraduate () Masters() Ph.D. ()

Occupation status

ICT senior expert ()

CIO()

CSO()

Director()

CEO ()

Department Head ()
Manager( )

Chief administrative staff ( )
Others ()

4. Organization

AAU()
FSC()
MINT()
MOE ( )
MOH ( )
MOR()
MOT ()
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Section Il Questions on factors affecting information system security investment

2.1 Management Support

Please rate/ circle your level of agreement with the following statements. The number
indicates the following statement.
Directions: ( 1- strongly Disagree ~ 2- Disagree 3-Neutral 4-Agree 5-
Strongly agree)
S.N Factors Choose
1.| Your organization’s management demonstrates a
commitment to enforcing information security polices 3 4 |5
across the organization.
2.| The management provides the essential facilities such as
organizing training programs, or organizing security 3 4 1 35
awareness workshops.
3.| The management provide the necessary budgets and
resources for the successful implementation of the 3 4 1 5
Information system security in the organization.
4.| The management prioritize information security just
like other core business issues. 3 4 S5

2.2 Misperception of information system security

Please rate/circle level of agreement with the following statements. The number indicates the
following statement.
Directions: ( 1- strongly Disagree ~ 2- Disagree 3-Neutral 4-Agree 5-
Strongly agree)
S.N Factors Choose
1.| Your organization does pay attention to external
threats like viruses while underestimating the severity 3 4 1 5
of internal problems
2.| Organization does perceive that they are to stop a
concerted, premeditated attack. 3 4 5
3.| Your Organization does believe that investing in
information systems security reduces an organization’s 3 4 5
productivity, profitability and business operations.
ANNEXURE



4.| Your organization does perceive the type of business
they are in isn’t going to be attacked. 1123 | 4] 5

Please rate/circle level of agreement to the following statements. The number indicates the

following statement.

Directions: ( 1- strongly Disagree ~ 2- Disagree 3-Neutral 4-Agree 5-
Strongly agree)
S.N Factors Choose

1.| Your organization does fund sufficient budget to spend
in information systems security solutions 1123 | 4] 5

2.| Your organization is required to boost its budget if the
organization damages are maximum or existent 112} 3 |45

3.| Your organization funds to hiring security specialists

2.4 Legal and regulatory framework

Please rate level of agreement to the following statements. The number indicates the

following statement.

Directions: ( 1- strongly Disagree ~ 2- Disagree 3-Neutral 4-Agree 5-
Strongly agree)
S.N Factors Choose

1.| Your organization utilizes international standard
security frameworks. 1] 2 3 4 5

2.| Your Organization has established defined rules and
criteria’s for assessing and prioritizing information 112 3 4 5
system security investment

3.| Security policies are applied and ensures security.

4.| Your organization conduct audit and monitoring,
impose penalties in case of security investment| 1 | 2 | 3 4 1 5
practices.

2.5 Experience on Security incidents

Please rate/circle level of agreement to the following statements. The number indicates the
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following statement.

Directions: ( 1- strongly Disagree ~ 2- Disagree 3-Neutral 4-Agree 5-
Strongly agree)
S.N Factors Choose
1.| Your organization considers internal security incidents
as a critical security incident. 112 3 4 | 5
2.| Your Organization’s budget for cyber protection is
depending upon an incident of security event. 112 3 4 5
3.| Decision makers are not biased towards spending on
information security measures. 112 3 4 5

2.6 Awareness

indicates the following statement.

Please rate/circle your level of agreement with the following statements. The number

2.7 Decision support process

the following statement.

Directions: ( 1- strongly Disagree ~ 2- Disagree 3-Neutral 4-Agree 5-
Strongly agree)
S.N Factors Choose
1.| Your organization management is technologically
educated, and have a background on ICT 112 3 4 S
2.| There is no lack of knowledge and experience in
information security among security personnel’s 112 3 4 1 3
3.| Information system security decisions are made with
considering the likelihood of occurrence, the 112 3 4 S
probabilities of the outcomes, or the consequences.

Please rate/circle your level of agreement to the following statements. The number indicates

Directions: ( 1- strongly Disagree ~ 2- Disagree 3-Neutral 4-Agree 5-
Strongly agree)

S.N Factors Choose
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There is Evidence based decision making procedures 1123 | 4] 5

2.| The decision to invest in information security relies on
agreement between CISO and CIO with using proper
multi-stakeholder decision models or approaches

3.| There is a common language due to that each
stakeholders in the organization is eager to assist the

one essential to himself/herself

4.| The organizational and psychological factors have no

effect and no bias on organizational decision making

2.8 Financial valuation models

Please rate/circle level of agreement to the following statements. The number indicates the

following statement.

Directions: ( 1- strongly Disagree ~ 2- Disagree 3-Neutral 4-Agree 5-
Strongly agree)
S.N Factors Choose

1.| Your organization has capabilities to define the
monetary value of investment 1] 2 3 4 5

2.| Your organization has a method for predicting how
much money would need to be invested before the

organization experiencing cyber disaster

3.| Your organization is convinced and aware about the
intangible costs and benefits of information security

investments

2.9 organization information security culture

Please rate/circle your level of agreement with the following statements. The number

indicates the following statement.

Directions: ( 1- strongly Disagree 2- Disagree 3-Neutral 4-Agree 5-
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Strongly agree)

S.N Factors Choose

1.| Based on the type of business the Organization has
topic or mission for information security 112 3 4 5

2.| There exists awareness of the necessity of information
security due to this there is IS specialist and IS 1123 | 4] 5
department in the organization.

3.| There is cooperation between information security and
business managers in aligning ISMS practices with
organization mission

4.| Organization does establishes an information security
focus and emphasis norms among all employees 112 3 4 S

2.10 Risk assessment

Please rate/circle your level of agreement to the following statements. The number indicates

the following statement.

Directions: ( 1- strongly Disagree ~ 2- Disagree 3-Neutral 4-Agree 5-
Strongly agree)
S.N Factors Choose

1.| Your organization determines and classifies valuable
assets and focus on how to protect them 112 3 4 5

2.| Your organization has an approach for recognizing and
evaluating operational risks. 1] 2 3 4 5

3.| Your organization has acknowledge of what it should
be secure to and control strategies 112 3 4 5

2.11 consideration of the existing organizational structure

Please rate/circle your level of agreement with the following statements. The number

indicates the following statement.

Directions: ( 1- strongly Disagree ~ 2- Disagree 3-Neutral 4-Agree 5-
Strongly agree)
S.N Factors Choose

1.| Your organization use other organization prior
experiences on information system security investment. | 1 | 2 | 3 4 S
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Your organization does determine security solutions 1] 2 3 4 5
compatibility with the organization’s infrastructure

before investing.

Information security investment is conveyed different 1|2 3 4 5
stakeholders in a manner that is appropriate for their
information technology security risk mitigation value.

2.12 considering future growth

Please rate level of agreement to the following statements. The number indicates the

following statement.

Directions: ( 1- strongly Disagree ~ 2- Disagree 3-Neutral 4-Agree 5-
Strongly agree)
S.N Factors Choose
1.| Your Organization does forecast the long and
short-term growth goals before choosing a security 112 3 4 1 5
solution.
2.| Your organization security investments are aligned with
the organization mission. 112 3 4 S

3.| There is a proper information system security
investment planning and execution of such a plan. 112 3 4 1 3

2.13 vendor involvement

Please rate/circle level of agreement to the following statements. The number indicates the

following statement.

Directions: ( 1- strongly Disagree ~ 2- Disagree 3-Neutral 4-Agree 5-
Strongly agree)
S.N Factors Choose

1.| There is an extreme vendor involvement in selections of
security solutions. 1] 2 3 4 5

2.| Vendor doesn’t provides tools and assist in
implementation of security solutions 112 3 4 5
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3.| There is lack of transparent communication and
participation with vendors in selections of security 11213 1415
solutions.

2.14 Quality of information system security solutions

Please rate/circle level of agreement to the following statements. The number indicates the

following statement.

Directions: ( 1- strongly Disagree ~ 2- Disagree 3-Neutral 4-Agree 5-
Strongly agree)
S.N Factors Choose

The existing information system security solutions are
1 easy to use. 12 3 4 5

The information system security solutions are flexible

Your organization information system security solutions
3 | has a reliable functionality

3.1 Information system security investment

Please rate/ circle your level of agreement with the following statements. The number

indicates the following statement.

Directions: ( 1- strongly Disagree ~ 2- Disagree 3-Neutral 4-Agree 5-
Strongly agree)
S.N Factors Choose

1.| Your organization’s allocates resources on information

system security preventive solutions.

2.| Your organization allocates resources on information

system security detective measures

3.| Your organization spend resources on information
system security response measures

4.| Your organization has an investment decision on non-
technical measures
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