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Abstract 

Tod ay's organizations rely heavily on information and information technol ogy (IT) for the 

mere function of business operations and stand out from the competition, especia lly for 

an orga ni zation like banks, as th ey acquire sensitive data. So these data must be protected 

at all tim es aga inst any type or form of attack. Organizations fall victim to such attacks 

from poorly crafted, redundant, and wea k information security polic ies (ISPs). 

This study aims to answer the research question; what are the core values needed 

develop an information security pol icy for the Ethiopian banking industry? Furthermor e, 

this ca n help to determin e what security issues exist and the weakn esses and 

vulnerabiliti es of the organization . The study explored international information securi ty 

govern ance frameworks and best practices; and choses ISO audit checklist, combin ed 

w ith the resea rcher' s experi ence to develop the framework. 

The resea rcher employed a qualitative resea rch approach. Both primary data; through 

intervi ews and secondary data ; document analysis are collected and used. A thematic 

analysis method is used in this research for analyzing the data. To analyze th e data QDA 

MINER lite v2 .0.8 tool is used. 

Tw enty four (24) core elements (codes) under ten (10) master themes; management of 

security, Acceptable use, data classification level, physical/environmental security, 

intellectual property right, protection of malicious software, continuity of operations, 

contracts of employment and services, information asset management, and Access 

control are identified. The study findings show that the core elements availabil ity in the 

surveyed banks vary. Furthermore, they are at different position in handling the security 

of their systems. An entry-level ISP framework is formulated and evaluated . The 

framework will be the basis of the organizations IS program and serve as a guideline for 

creating an ISP. 

Keywords: Information security, Information security policy, Information security policy 
development, multiple case study, thematic analysis 
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CHAPTER ONE 

INTRODUCTION 

This chapter introduces the resea rch background, statem ent of the problem, research 

ques tions, and the research objectives. Furthermore, the chapter descr ibes the 

significance of the study and the scope of the research . 

1.1 Background of the research 

Today more than ever, organizations rely heavily on Information and Information 

Technology (IT) as IT supports their everyday activities and various other critical busi ness 

functions. Doughty and Grieco (2005) define it as "IT should be viewed as a method for 

increasing the speed, accessibility, and comprehensiveness of information that supports 

the decision-making processes within the organization ." However, unfortunately, IT 

dependency has led to increased potential threats to organizations' information assets. 

This threat is even more high risk for organizations like financi al institutions. Akinlolu A. 

(2007), states "The application and implementation of IT polici es have become very 

important to all banks and a prerequisite for local and global competitiveness." 

The literature contains several definitions for an information security policy (ISP). Chen 

and Li (2014) discuss that an ISP has been deployed by management to distinguish 

between employee behaviors that are either permissible or prohibited and the 

accompanying sanctions if the prohibited actions materialize. Contrarily, ISO/IEC 27002 

(2013) states that an ISP intends to provide management with direction and support per 

business specifications, needs, and regulations when overseeing information security (IS). 

As highlighted in these two definitions, it is clear that an ISP contributes considerably to 

an organization's well-being when protecting its information. However, the processes 

involved in developing and implementing an effective ISP are complicated at best. 



Von Solms et al. (2011) stresses the importa nce of ISP as the pr imary control to mitigate 

IS threats . Bes ides, orga niza t ions should implement an ISP based on the strategic, tactica l, and 

operationa l management levels. Top managers shou ld first initiate secu rity policies. 

Furthermore, it is essentia l to note that organizations must consider the regu lat ions app lica ble 

to th at spec ific organiza tion before writing a security policy (Avolio et aI., 2007) . 

As IS is about pro tec ting information and information systems from unauthori zed access, 

use, disc losure, dis ruption, modifi ca tion, perusa l, inspection, recording, or des tructi on; 

yet information security management (ISM) has been tasked with protecti ng elec tronic 

and non-el ctronic information assets aga inst the ri sks of loss, misuse, damage, and 

disclosure or corruption (ISO/I EC 27002, 2013). Bayuk (2009) emphasizes that the 

importance of ISM and policy control is one of th e first steps in building an influenti al IS 

cul tur . 

Although the formul ation of ISP starts with designing or assessing th e organi za tions' IS 

cultu re, orga niza tions should also focus on procedures and implementation items rather 

than on the policy documents only (Hong et aI., 2006) . Because th ere are different policy 

audiences in every organization, security policies must consider this issue (N at ional 

Computer Board, 2011) . 

Al so, Diver (2007) emphasizes th e need to consider regulatory requirements before 

developing security policies . It is essential to consider the current secur ity policy maturity 

before choosing which approach to follow in developing security policy, as it shall be 

regarded as the basis for all IS planning, design, and deployment. 

According to Munirul U., Zuraini B., & Zailani M. (2011), " Information system has becom e 

the heart of modern banking in our world today, and information has become the most 

valuable asset to protect from insiders, outsiders, and competitors." Banks and custom ers 

are anxious about their security state, and as such, they are considering it as one of if not 

the one top requirement. 
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Att cks of diff r nt lik and from mu lt iple dir ctions ca n c us havoc to banks, from 

compromising custom r information d t lis to losing cr dibility nd trustworth in ss for such 

org ni z tions. As Bog I (2018) st t s, for org nizations, lik fin nci I inst itu tion, s curing 

information is not a choic but m tt r of xistence. On way to nsur th is is by formu l ting 

and impl m nting an ISP; if not, th writin is on the wal l. 

1.2 Statement of the problem 

A vit I ass t of an organiz tion lik a bank nowadays is its inform tion thu must b 

prot ct d from its formul tion to diss mination (Tebkew, 2013). This kind of prot ction 

hips b nks bui ld trust w ith th ir custom rs as it is beli v dad qu t s curity bu ilds tru t 

nd that th p rc ption of good security and confidence will incr as usag . 

According to Wor t w nd L ss (2012), one of the swiftly adv ncing Ethiopian ctor I 

th b nking ctor. hough th b nking industry is undergoing fa t progr ss in migrating 

its major busin ss proc s s towards IT-based services, IS awar n ss in the Ethiopian 

banking sector is ti ll unsa tisfactory . 

On the oth r hand, Al ag I (2003), argues that the hum n f ctor also needs to b 

considered and just as important. Orga nizations nowadays he vily invest in techni ca l 

solu tions like firewalls and intrusion detection systems but ov rlook th most vuln erabl 

security factor, which is the human factor. Any attack on an organization and its 

information comes through humans, wh ich are the weakest link. Numerous attacks could 

have been prevented if the people involved had been exposed, alert, and aware of IS 

(Amare, 2015). To address the rise in IS threa ts, not solely techni ca l solutions like antivirus 

package tools, however, conjointly information managemen t strategies and polici es are 

put forward (Alageel, 2003; Am are, 2015). 

However, as Balcha (2013) pointed out, the IS issue is an issue that technology cannot 

solve solely and an issue for management to address . Therefore, legal frameworks in 



policy and sta nd rds ar th pr imary pr r quisi t s to stablish ffici nt and r liab l 

s curity gov rn nc systems. Org nizations instinctiv Iy mov towards t chnic I nd 

proc dur I security m su r s to s cur in form tion ss ts nd r duc th risk ssoci ted 

wi th th s systems. Although th se m asures h Ip improv IS, Str ub (1990) implies th t 

r lying on th m alone is not enough to limin te risk. 

D v loping and implementing n effi ci nt ISP is not straightforward but is drive by 

multipl issu s such as r gul atory r quir m nts, th compl xiti s of n w t chnologi s, 

and xt rn I and int rn I thr ats (Div r, 2007). Th e existing lit ratur highl ights part icul r 

ISP d v lopm nt and impl em ntation methods as stated by (Annad, 2019) but th se 

m thod do not include a compr h n iv , int grated m thod th at detail st p-by- t P 

proc ss s. 

L th m (2013) stat s that for th organiza tion's ISP to be h Ipful, policy docum nts must 

b d v lop d th t fit the organi za tion ' cultur . It is essential to support all th e critic I 

pi y rs in policy d v lopm nt, such as s nior management, I gal, mployees, and syst m 

ad ministrators. Du to weak ISP's orga niza tions fall victim to ac tive and pass ive ttacks. 

Oth r factors that impede these ISPs ar IT users and cause organiza tions to be under 

consta nt information security threa ts b ca us people unconsciously disrupt th ese ISPs 

du to a lack of awareness about related terms, focus areas, and conditions are increas ing 

th e ri sk of 1$ attacks (Alqahtani, 2018) . 

Given this lack of guidance, such policies often use those developed by similar 

organiza tions, commercially available sources, or templates offered from public sources 

such as the Internet . However, th e document that results from such sources w ill not 

provid appropriate guidance for the IS within the organi za tion's context that it is 

all egedly to protect. McKenna (2010) states that several IT security personnel reg rettably 

do not understand the business ri sks of writing these huge security poliCi es, so th ey 

develop polic ies that are all about protec t ing everything . 

4 



In th cas fo r th th iopia n banki ng industry, almost al l of th organiz tion poss ss som 

kind of docum nt r g rding inform tion policy. Bu t th s i ck org niz ion, cont nt th t 

th t th Y don't ctu lIy impl m nt nd coincid s w ith in rn ion I t nd rd . Much of 

this com s from th sudd n n d to comply qu ickly w ith a r gul tory r quir ment or 

c rt in compli nc stand rd . 

In such circumstanc s, th poli cy st t m nts d v loped might not provid soluti ons to 

th probl ms th y r d sign d to annul, and thus th y will not comb t th s curity 

thr t th t th P ci f ic org ni za ti on is facing. 

Th r is n bund nc of curity policy-in- -box product on th m rk t. Th i c n b 

bit d un ting, nd many orga nizati ons are put off by th ffort r quir d to g in 

accr di tation and th p rc ption that it c n be challenging to impl m nt, and just f w 

of th m will b form Ily a r d upon by top manag ment unl S xpl ain d by a s curity 

pro f nd Flow rd ay 2014) . As a r suit, it i not lik Iy to happ n du to 

tim con tr int ingr in d in x cutive management. If s curity prof s ion I inst d 

provid to x cutiv manag ment to sign off, man g m nt r quir mcnts ar 

li k Iy to b ov rl ook d. ven if it was possible to have manag m nt ndorse an off-th -

shelf policy imm di t Iy, it is not the right approach (Tuyik z and Flowerd ay 2014) . 

Whil e it is advisa bl e even recomm ended to refer to intern tion I security stand rds, th ey 

ar inh r ntly generi c. So th ey must be incorporated in to th e current structure of the 

target organiza tion with managem ent input to produce a poli cy outline. Some of th e 

policy elements found in the frameworks mention ed above are not yet applicable within 

the con text of our country's organizations' technology development. Accordingly, this 

paper t r ies to fill this gap by id entifying th ese elements and proposing an entry-levellSP 

framework. The fram ework will be the basis of the organiza tions IS program and serve as 

a guideline for crea ting an ISP. 



1.2 Resea rch question 

o Wh t r th e cor v lu s n d d dev lop n inform ion S curity policy for 

th Ethiopia n bankin industry? 

1.3 Objective 

1 3.1 G'IlP.r IObJ ctlV S 

Th g n r I obj ctiv of thi tudy is to formul at ISP fram work for th thi opi n 

b nkin indu try. 

1. .2 Sp Iflc obJ c IV 

Th study has th following propos d specific obj ctives: -

./ R vi w ex isting internation l iSP standards and fram eworks, 

./ Dev lop an ntry-Ievel ISP fram ework for commercial banks, 

./ Es tablish a guideline for creating an ISP. 



1.4 Significance of the study 

Th findings from th study h signific nt contribution to both c d mic r s rch r 

and practition rs. Aca demic r s arch rs cou ld be b n fit d from th th eor ti c I 

contribution sinc it tri s to fill th xisting lit ratur ga p, particul rlyon ISP for hiopi n 

b nks' s ttings. 

Th tudy h Ip d v lop th or tic I proposition or fr m work on how th 

dministr tors hould apply nd follow th guidelines. The th eor ti c I r comm nd ions 

provid n xc II nt insight into how similar s ctors of our country should op rat to 

n ur st nd ardiza tion of inform tion sy t m S curity policy and proc dur b yond th 

succ ss ful formul tion . 

N ti on I B nk d cision-mak th e primary practitioners th at us th propos d 

fr m work a guid line to nforc n c ssa ry security polici s to incr as ffici ncy. 

Sinc th y ar poli cy nforc r ,th Y can u thi as an outlin to direc t oth rs to comp ly. 

It Iso rv s s b nchmark for pr cti tioners and research ers who w nt to conduct mor 

res arch in th ISP area in Ethiopian fin ancial institutions . 

1.5 Scope and limitations of the study 

The proposed study assess the applicability of the ISP elements in the Ethiopian banks 

using existing international security standards and propose a n entry-level fram ework. 

Specific banks are selected as a ground case to be investigated located in Addis Ababa . 

Th e other limitation of the study w as that a pilot study was not conducted before the 

actua l research interviews. The intent was to locate an IT manager or security professi onal 

who has worked on the policy development and implementation projects . However, 

because respondents were more cha ll enging to find and tim e constraints ingra ined in top 

management, it did not pan out as th e researcher anticipated. 
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How v r, it w s known that som int rvi w qu st lons ml ht b modi I d dunn th 

ctu I in rvl ws. This fI xibility upport d th S ml-stru c ur d, qu lit tiv int rvi w 

m hods th had b n s I ctcd for d t co li ction . 

1.6 Operational definitions 

or th purpo of thi th ,th following t rm nd d (inition pply. 

• A s t - nything th t h v lu to th bank. 

• ntry-I v 1- r f r to th b sic nd cor v lu s th tor ni tion can b us d 

t rting point in d v loping th ir curity progr m. 

• curity- I th d gr of prot ction g in t dang r, d m g , los , nd crim . 

• Risk- A poss ibility that thr at exploits vuln r bi lity in an s t nd c u s d m g 

or 10 to th a t. 

1.7 Organization of the study 

Th P P r is org ni z d into six ch pt rs. Th yar ; 

Chapt ran : Thl ch pt r has an introductory chapter th t provld n Introductory and 

b ckground n d for organizations' ISP/stand rd, sp ci lIy for fin ncial institutions. It 

Iso includ s th statement of the problem, obj ec tiv es of th study, the research 

m thodology us d for the research, the study's significanc , and the study's scop and 

limitations. 

Chapt r Two: This chapter's literature review of IS, rel ated concepts and models, and 

direc tly related works have been discussed. 

Chapter Three: this chapter presented research methodology, which includes general 

insight on the existing research methods, what research method was employed in this 

thesis and why? The sample selection for the study, data co ll ection techniques, and data 

analysis methods was stated clearly. 



Chapt r Four : Thi s is th data pr S nt tion, analysis, nd discus ion p rt. I tr i s to 

pr s nt the d t coll ec t d from b nks, discuss the res rch qu sti ons, nd pr s n th 

res arch outcom es . 

Chapt r Fiv : hi s chapt r pres nts th proposed inform tion s curity policy fr m work 

for thiopi an banking indu try bas d on th findings of analysis of th r S rch nd 

r vi wing xisting s curity gov rnanc fr m works . 

Chapt r Six : Th last chapt r is about th study's conclusions, r comm nd tions, and 

futur works. 



CHAPTER TWO 

LITERATURE REVIEW AND RELATED WORKS 

This chapt r' s lit r tur r vi w of IS, r lat d conc pts and mod Is, and dir ctly r lat d 

work h s b n discu d. 

2.1 Literature review 

.1.1 Infor lTl()tlon S CUrl Y 

Lat Iy, I h r c iv d much att ntion becau e the inform tion i on of a financi I 

insti tution' mo t import nt ass ts, nd prot cting it is n c ssary to build nd su t in 

rvice provid rs and its customers Pang M. (2017) . Prop rly des igned 

nd impl m nt d I pi ys vital rol in s curing organiz tion al d t nd provid s d t 

tora m thod . With a growin d mand for IS, many hav str s d th importanc of 

limin ting ri ks, which ar appar nt in many organi z tions (Kada m, M cGlas on 2007) 

nd Von Solm , 2006). 

Douglas (2011) advises that organizations need to identify the ass ts to be protec t d 

during the ri k ass ssment stage and assess the threats and vuln erabi lities. IS is about 

prot cti ng things th at are of value to an organization . That includes prop rty , peopl e, and 

data; si mply put, the organization's assets . It is essential to involve employe s in asset 

id ntifica tion, as assets include th e employees of computer use. As the access to 

computer-stored data has increased, IS has become signi fi ca nt (Tse et aI., 2013). 

Security controls are there to reduce or mitigate th e ri sk to those asse ts. They include any 

poli cy, procedure, technique, method, solution, plan, action, or devi ce designed to help 

accomplish that goa l. Common examples include firewall s, surveillance systems, and 

antivirus software NIST.SP.800-S3rd (, 2013) . According to NIST, one way of classifying 

controls is by type: physical, techn ical, or administrative, and by function : preventative, 

detective, and corrective. 
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Control yp S 

Phy ic I contro l - in rum n u dod t ct or pr v nt un uthori d cc ss to 

rg ni 

hn i I contr I - in Iud rdw r r oftw r m ch nl mud 0 pro 

Admin i tr tiv ontrol - r f r to polici , proc dur ,or uld lin s th t d in 

p r onn I r bu in pr ti c p r th or ni ti on' curlty 0 Is. 

on trol Function 

Pr v nt tiv control - put forw rd ny curity m ur d n to top 

un u horiz d or unw nt d cti vity from ccurring. 

ontrol - d crib ny curity m sur t k h 

Impl m nt d to d t ct nd I rt un uthori2 d tivity durin 

occurr d . 

k n r olution 

or ft r it h 

./ Corr ctive contro ls- includ ny m ur tak n to r p ir th d m g or r tor 

r sourc nd capabi liti to th ir initi al stat foll owing n un uthori z d or 

unwanted ac tivity . 

Tabl 1. B low shows exampl s of th abov m ntion d it ms classifi d by control, typ , 

nd con tro l function . 

II 



Con trol 

Functi on 

T bl 1. ontrol typ nd function r I tlonshlp 

Pr v nti 

v 

Phy ica l 

Lo k , 

of duti 

dat 

classifi ca tion 

Control Typ 

T chnic I 

CTV 

Intru ion 

d t ction 

Admin istr 

iv 

R P ir 

phy ic 

d m 

P tch 

Impl m nt 

bu in 

conti nu i y 

pi n, 

incid nt 

re pons 

plan 

Accordi ng to Jones (2010), information ass ts' S curity is a r qu irement for all 

organ iza tions to protect the business or mee t I ga l or regulatory requ irements . 

Orga niz tions are dependent on their IT systems to ca pture, store, process, and distribut 

company information . Practitioners and developers use a combination of security 

controls based on stated control object ives tailored to the orga nization 's needs and 

regul tory r quirements. Ultimately, the goal controls are to uphold the thre 



ound lonal pnncipl 0 S curi . con Id n iall , in 

I I and h sis b n h dlsclplin e ri 

nd av il iii , and or his, 

Impac ing h compan ' IT 

r sourc s (Von Ims, 200 ). 

o prot c ing or s uardlng s In orm ion nd In orm ion SVs ms 

from un uthoriz d cc , dl clo ur , modi ic ion, dl rup Ion, nd d ruc Ion 150/1 C 

27001 (013) . It IS how n org nlzation pro cts 

proc ss nd mint in in orm Ion vit I to ItS op r tlon . I IS m r IV h proc ss of 

k pin inform lion cur, pro e ing It vail bill V, In iV, d riv 

rurth rm or , I 0/1 lh t I mph icon id ntl IllV, In rity, nd 

vailabili V; nd propo d h CIA n d mod I, hown in igur 

Figur l. CIA Tr iad 



Accordin to I 0/1 C 27001 ( 01 ), I Includ thr ompon n 

Av il bi lity - i ffirm t i n th t inform tion, nd r sourc 

v it 

./' Int grity - i d crib d prot cti ng inform ti on, ppli c ti on, sy t m, nd 

n twork from un ,b int ntion l or c id nt I . 

./' onfid ntl li ty - bout priv cy, int rity to upholdin th con t ncy, nd 

av 1\ bitity to 4/7 d cc 

or mo tor niz t i n ,inform ti n is critic I r sourc to b s cur d. It i v n mor 

o In fin nci I in tituti n . Thi I chi v d by pplyin poli cy, duc tion, tr inin nd 

nd t chn th r . 

th tit hould h v th followin multi -I y r of curity to 

nil tlon to ucc d. 

urlty I b ut prot ctl ng n or nl tlon' phy ic I obj or r a 

from un uthori z d nd mi u 

./' P rson I s curity - i bout prot cting th individu I or roup of authoriz d 

individuals from cc s ing th organization and it op r tion . 

./' Op rations s curity - i about prot cting the d tails of a particular op rati on or 

series of activities . 

./' Communica tions 5 curity - Is about protecting an organiz tion' 

communica tions media, technology, and content . 

./' Network security - is about protecting networking compon nts and connections . 

./' IS - is about protec ting th confidentia lity, integrity, and av il bil ityof 

information assets wh il in storage, processing, or transmission. 

At th e most fundam ntal I vel, IS is about protecting valuable th ings 0 an organization . 

Tha t generally includes peopl e, property, and data generally referred to as an 



or aniza tion's ass t . S cu r ity controls I l to mltl t l h n s to hos Th y 

includ ny poli cy, proc dur , t chnlqu ,m thod, olutlon, I n, c lon, or vic 

design d to help accomplish th t go I G 

Ousl y (2013) stat s th at organization m y h v onfid ntl I Inform ion, r n In rom 

customer lis ts to financial for ca ts and th lik, which int nd d for In rn 

th ft of this confid nti al inform ation could viol t th priv cy of Indlvldu I 

comp ny's comp titiv advantag ,or cud m g to th omp ny. urth rmor , 

Ousl y (2013) continu s, th s typ of inform tion mu t on ly b xt rn 

udi nc s for busin ss -r lat d purpo r ft r nt rin nondi clo ur m n . 

2 1 2 Info/million Security gov rn(lnc~ 

Accordi ng to Posthumus and Von Solm (2004), IS ov rn nc i d fin d 

ctions on how IS ca n be d alt with at n x cutl v I v I. I , wh ich Inv 

confid ntiality, integrity, and av II bili ty of 

differ nt ri sks th at ca n harm bu in s inf rm ti on by pp lyin ppropri curtty 

t of ntrol 

IS ff cti v , vari ous security r quir m n t nd guid I in d to b con id rd . Th 

s curity requir ments and guid lin ori in t from ourc ,both int rn I nd xt rn I, 

to an organi za tion . 

It is crucia l to address both intern al and external security r quir m nts to man g 

suitably IS and prevent possi bl e cons qu nc s of any n glig nc in IS. Th s s curity 

requirements contain requirements to secur the IT infr structur , I gal, r gu l tory and 

statutory requ irem ents, and requ irem nts for in format ion con f id nti lity, integrity, nd 

avai lability as recognized by th e orga ni zation . Together w ith the guidanc of acc pt d 

security standards, such as ISO/lEe 27 ser ies and oth r b st practic s, th se r quir m nts 

crea te th e base of a practical approach to IS (Posthumus & Von Solms, 2004). 



R ga rd in xt rn a I r qu ir m nt nd uid li n / th IS s nd b pr ctiC 

cru ci I s th y inspir lob I I princlpl nd h Ip d v lop r I Ion n 

org ni z t ions nd th ir st k hold rs. 150/1 C m uch rd 

th t guides how org niza tions c n d I wi h IS by provld in 

s curity control ca t gori s. Th t nd rd i con id r d 

orga niz t ions to start an ff ct iv IS tr t gy. ov rnm nt 

st tutory nd I gi r quir m nt 

improv corpor IS fforts. Th r di ff r nt kind of I 

don t n ro d 

pOint for 

d cld d to 

, nd 

orga niz t ions r suppos d to comply w ith. Th cont in diff r nt di ci plin - p cif i nd 

Iso country-sp ci fi c tatut nd I w (V i loff, 2007). 

Cone rni ng int rn I r quir m nt , infr tructur onn ct d with I h Ip 

describe r quir m nts to secur th crucial infra tru tur th t con titut th 

in form ti on backbon . Busin s inform r I v nl 

r qui r m nt for prot cting th confid ntl lity, int rity, 

busin ss information a set . The e i su ddr d by m ki ng 

int nds to id ntify nd valuat diff r nt ri k . N xt/ pro of ri 

done, in whi ch appropriate security control r cho n nd impl m nt d to miti 

thes possibl ri sks (Veiga & Eloff, 2007) . 

There are two ess ntlal sides to IS gov rnance that h Ip achi v n ff ctiv strat gy for 

addressing business information threats at a corporate gov rnanc I v I. 

Pri mari ly, there is a governance si de, including ex cutive m nagem nt and th boa rd . 

They must set th e IS direction and strategy, controll ing th IS ffor in thei r orga nization. 

By directing an orga nization/s IS efforts, ex cutive manag m nt, nd th e board should 

crea te a corporate ISP that demonstrates that th ey are committ d to IS and supports th e 

organi za tion al miss ion, goals, and IS strat gy. In control ling an organization's IS efforts, 

executive management, and the board must hav p riod ic reports from diff r nt 

orga ni za ti onal departm ent managers to ca refully xamin nd r vi w their strategies and 

poli cies to be checked agai nst rul es or laws and improv d if necessary. 



5 cond, h managem n sid involves ho c man g m and h im I m 

an organ ization 's secun ty strat gy will be. This inclu ho dl eren depar m n ch 

nd oth r m d olmpl m n in h corpor I h conv n lonal 

security cod s. An x mpl 0 a cod of practlc i 

proper s cu rity controls to pro ct he Integrity, 

150/1 C 27 s n s, whlc provld S 

business inform tion and h Ip int rat IS into n org niz lon's v 

functions (Von 50lms, 2005). In g ner I, th impl m nt tion of n 

of mon ey. How ver, or niz tions w ill r du e th mon y p n on I 

in th long run . 

F r m w r 

of 

y ac iVI I S nd 

ndard co lS 10 

unty op r Ions 

Figur 2. Hierarchy of fram works, polici s, stand rds, and proc dur s 

It will also improve the security processes, which mans th dep nd ncy on th ird -party 

services will be decreased or ven r mov d. Furth rmor , organ iza tions can incr se 

thei r benefit if their stakehold rs und rstand the n ed for an IS manag men sys em. 



1 2.11n orma Ion 5ecun y OV rn nc ram or S 

I 2 1 1 Nlsr 

h Nati on I In titut of St nd rd chnolo y ( IS ) provi 

rnm nt, nd 

o "Sp ci I 

Ih Publications" to ss ist th 

followin b t pr ctic t of urity- p Clfle 

p rticu l r to individu I t chnolo i , xc pt 800-

th us F d r I Gov rnm nt to p 

nd< rd 

5 curity control ssur nc ,ri k m n g 

. 800-5 w 

ontrol 

contro l s I ction, and monitoring of curiry control . It I 

ontrol famili ," conc ptu I c 

55 nti I compon nt . 

ori r pr ntin 

rlly for 

nVlronm nt , 

rth lon, urilY 

cun y 

NlsT provid a tructur for con id rin curity control to ddr mm n 

ob] ctl v . It includ d t il d d crlptlon of p ifi c contr nd diff r nt typ 

impl m ntation ba d on urity tori tion . 

2 1 2 1.2 ISO 

Th Int rn ation al Organi za tion for standardi z tion (I 0), t bl ish d in 47, i a non -

ov rnm ntal international body that co ll aborat with th In t rn tion I I ctro-

t chnical Commission (IEC) and th In t rn tional T I communic tion Union (ITU) on ICT 

standards . The ISO 27000 seri es of IS standards provide fr m work for d veloping a 

security program from concept to maturity. It has brok n up into 5 v r i p rts to b 

managea ble, and each part prescrib a set of activities that b Ion to ph 5 5 comparabl 

to those in the Plan-Do-Check-Act (or mor accurately, Plan-Do-Ch ck-AdJust) (PDCA) 

cycle. 

Th cert ification of ISO 27001 gives xtra 5 cur ity to th istin IS sys t m Without 

changing th e structure of IS processe . ISO 27001 pr serv s con Id 



nd int grity a th critic I princlpl In I SI nd rds Ion 0 ISO 7001 

sand rds c n b b n flci I to or n orou 

fr m work th t provid s cunty org nil Ion n Ion rh 

stand rd ISO 27001 c n h Ip v lu t , Impl m nt, nd m in in n 

sys m (Abu T lib t al., 2012) . 

Th ISO/IEC 27000 ri s i a compr h n Iv t of con trol, in ludln It) 

th IS P r di m. It i r co ni z d in t rn tlon lIy, bro d In nd n nc 

in pplic bility, focusing on ri sk m nt, Id nti i m nt I u 

Its bu 

../ n ur bu In continuity 

../ Minimiz bu In d m 

../ M ximiz d r turn on inv tm nt 

121 3 COBIT 

CO BIT is a s t of IT managem nt practlc publi h d by th Inform tion y t m Aud, 

and Control Association (ISACA) . ISACA r Ily r cogniz d ind p nd nt I 

governanc organization, and its COBIT guid lin m nt in v riou 

orga nizations to define and mana proc ss s b d on a maturity mod I Ilk th 

Ca pability Maturi ty Model (CMM) . COBIT is not bout IS, it i n ral IT stand rd, but 

absolute security practices are emb dd d within it. 

COBIT 5 is th current version organ iz d from fiv conc ptu I ar as PI n, Do, Ch ck, 

Adjust, and Gov rnance. It includ s b st practlc s, proc ss s, and m asur s an 

organization ca n implement to standardize IT m n g m nt. It IS g n rally consider d 

complementary to ISO/IEC 2001 and 27002 . 



2 1 I 1 4 PC! 055 

PCI-DSS is one of th e worldwid e IS st ndards d fin d by th P ym nt rd Indu try 

Security Standards Council. The st nd rd w s d v lop d to ncour g nd nh nc 

cardholder data security and facilitate th broad adop tion of c nit nt d t 

measures globally. PCI helps organizations proc ss card p ym nt 

card fraud through increased controls. It s rv s as a bas lin of t chnic I 

requirements designed to protect cardhold r data. It can pply to II or ni 

hold, process, or exchange cardhold r information. PCI D t 

curity 

Requirements and Security Assessment Proccdur s combin th tw Iv r quir m nt 

and corresponding testing procedures into a s curity ass ssm 

for use during compliance assessments as part of an ntlty' v lid ti n pr 

Usage of payment cards such as debit c rds, credit card , nd pr p id c rd ontinu to 

grow. Security breaches related to paym nt ca rds h ve I d to bill ion -doll r loss annu lIy 

(Jing Liu, 2010) . To offset th ese, the PCI -DSS, th first industry-wid t ims to 

achieve strong protection of sensitive consumer and cardhold r d ,pr v nt i nific nt 

security issues . It is founded by the collaborative ffort of th major p ym nt card 

networks and issuers, including the standard, sets forceful r quir m nts in m ny p ct , 

including secure networks, cardholder data protection, acc ss control, vuln erability 

management, security assessments, and reporting (Liu et al., 2010) . Unlike th e oth r 

signi ficant security standards like ISO, PCI -DSS focus s on protecting ca rdhold r 

information of financial organizations, including card service issu rand acqu irer . 

If financial institutions get compliant with PCI -DSS, they can provide effect ive 

international card payment services locally. According to At ya (2010)' one of th e 

significant advantages of this standard is, Issuers and Acqu irers of Payment ca rds are no 

longer required to follow up to four separate programs (Visa, M sterCa rd, Am erican 

Express, and Discover) that were applied differently in each region or country of operation 



for ach credit card if the merchant or s rvic provld r h p S5 CI DSS nd 

standard requirements . 

A hierarchy of ri sk-based pol icies, st nd rds, and op r t in pro dur Imp05 d y CI 

DSS requirem ent lay down key IS dir cti v sand m nd t s for th or nil ion to 

promote a ri sk-aware culture (Ataya, 2010) . To th t nd, PCI D5S h tw Iv m Jor 

requirem ents divided into six categori s, as shown in t bl 2. m nt h s b-

requirements, and some have sub-sub-r quir m nts (Mor nd R v I, 008) . 

Table 2. PCI -DS5 twelve requir m nts; d pt d from PCI -D R r nc GUI (010) 
(cited by G/Hawariat). 

Goals 

Build and M intain S cur 
N twork 

PCI OSS R~qulr m~nt' 

I . In51.1 11 < nd milll)!.1 In a fir 

d.J !J 

2. 

n! 

Prot ct Cardholder Data 3. 

Impl m nt Strong Ace S5 

Control M a~ures 

R gul rly Manit r nd T 
twork~ 

dlnlaln an Information 
urity Po ll y 

4. 

7. 
8. 

9. 

10. 
11 . 

, 2. Mint III a policy th t ddr 

t rd 0111 r 

PCI DSS is applicable in current Ethiopian PSS member banks: Awash Int rna tiona I B nk, 

United Bank, Nib International Bank, Addis Bank, Berhan Bank, and Coop rative B nk of 

Oromia . These banks have to comply w ith the PCI DSS standards and r quirements. 

Though all information security governance frameworks hav Information 5 cun 

Policies Procedure and Standards as one of the most basic r qui rem n , th r s rch r , , 



adopted ISO audit checklist because it specifi s r quir m n for th Impl m nt tl on 0 

security controls customized to the needs of individu I b nks. 

2.1.3 Information Security Policy 

ISP is a well-defin ed and documented set of guid lin s th t d crib how n org niz ion 

manages, protec ts its information assets, and mak fu tur d Isions 

information systems security infrastructure NIST (200 ). It pint 

complete security architecture picture, and the docum nt includ 

formal procedures, goals, rul es, and regul ations. It m ntion th 

and the person who can log in and access d ta, wh o c n vi w th 

person who is allowed to change the data. Without th s poi l 

protect the company from possible threa ts NIST (2003 ). 

According to Peltier (2005), the policy describ s curity rol 

n org ni 

cl r obj 

ct d dt t , 

, it I Impo 

ou t it 

tion' 

ctiv , 

ct 

nd th 

i I to 

scope of information that needs to be protec ted. Th y hou ld not t t pr ci Iy th 

proper operation of software or equipm ent. This kind of inform tion 

other documentation called standards, procedures, guid lin , nd pr 

shows the relationship betwe en policies, standards, and guid lin 



2lllJ II , 

Figure 3. Poli cy d v lopm nt structur 

Source: Whitman & Mattord , 2014 

Pol ic . 

./ A policy is a "high-leve l management intent statemen t that f, 1111a ll e ta Ii he 

req uirements to guide decis ion and achieve rational out 111' . " 

./ A policy i a statement of intenti n that i imp ed and further 

executed by proced ures . 

./ Ex ternal factors, such a regu lat ry r c nlractual bligati n ar 

root cause ofa policy s ex istence. 

111111 111 th 



t'andard . 

G uidel in e . 

tandards arc f, nna lly e' ta l ish d re Ull emenl), r '<lldlllg ;\ Ii ns, 

c n figurations, and pr ce 'se . 

./ tandards are limiled ompulab l r ' quircm ' nl Ih,1 I as UI ' 

purpo c . 

./ ' Exccptions arc alway 

ca nnot be met, it is Crt! iall pr ide (I mpcnsa l in I 

in 1I fficiency. 

nll' I ' 

ILl C 

./ Unlikc s tanda rd ~ l:,'l1idclincs all \V lIscrs Icc \! a in th ' ir 1I ~' IIl l ' l prCI:1l 1 n 

or implemcntation . 

./ uidelines are generally rcc mmend 'd pra Ii ' 0 Ih <lL [lr' {I ' 'd n indu II -

rccognized practices or 1I1tllrai n rms with in an r anii'a ti n . 

./ Guidelines help augment tanelards when eli 0 rel i /I i ' p 'm1 i ' oi I , 

Bayuk (2009) posits that the formul ation of an ISP should b gin with top m n g m nt. 

According ly, high-level security polici es em rging from th x cutiv m n g m nt r 

disseminated from the strategic level to th e tac ti ca l I v I, t r nsl ti n into t nd rd or 

guidelines. Finally, they are distributed to th e operation II v I in proc dur (Von olm 

et ai., 2011 ). During th e policy formul ation stag, ma nagem nt involv m nt i 55 ntia l 

because it must approve the security poli cy. Likewise, Kadam (2007) advis th t 

employees need to create a sense of ownership when dev loping an ISP . It is also critical 

to start preparing employees for the upcoming changes and cop ing with the new pol icy 

requirements. Involvement is critical in moving users through the stages of commitm nt, 

emanating from preparation through acceptance and ul t imately to th commitmen 

stage. 



Maynard et al. (2011) furth er suggest that th nd -us r nd 

such as customers, suppliers, and other ex t rn al ntiti S, b nclud 

to ensure its multidisci plinary natur . This involv m nt by nd-u r shou l 

early stage so that th ey are allowed to identify rrors, whi h m y h n b (, 

ccur n 

h 

security policy implementation . " If th poli cy docum nts r h rd to follow, u rs m y 

not rea d th em fully or fai l to und rstand th m accur t Iy, th 

s curity compromise" (Diver, 2007) . Th r for , th inclu ion r in 

d veloping an effective security policy is cruci I b 

of ownership of the security poli cy, fac ilitating th acc pt nc nd dopt' n f M yn rd 

et al. (2011) . 

For an ISP to live on and attain its obj m nt, mpl y ,nd 

need to support the entire process of developing and impl m ntln n t 

of an effective security policy needs a combination of kill th t m rg fr m th di(f r nt 

stakeholders' experiences (Diver, 2007) . 

2.1.3.1 Purpose of Information 5 curi y Po li cy 

Th e prima ry purpose of th e ISP is to provide a better s curity nvironm n . An cc pt 

security policy should outline individuals' responsibil itl ,d fin p n Iti for viol ti on , 

and provide a mechanism for updating the policy Diver L 2007) . IS hould b 

revised regularly. As shed light by Talbot and Woodward (2009), on of I P monitor in 

and assessment objectives is to produce measurable results that show us rs' b havior. 

These results should then be used to evaluate the users' perform anc in t rms of s curity 

policy compliance. During an audit of security policy compli ance, users that d monstra e 

high-security policy compliance should be encouraged and r ward d. On h oth er h nd, 

those who violate the organization 's ISP should be caution d and p nalized . 

SANS (2009) posits well-written policy will provide guideli nes on what cc p ble us nd 

prohibited use are, which will automatically reduce r isks if mploy s abid by th policy. 



They ca n se rve as a pedes tal for conductin ud llS of th n 'lor nd I r oure , 

s rving as a guideline to follow wh n condu ctin for n ic 

breached. ISPs oft en provide the fram work for th pr v n I n, 

to security brea ch es . The policy docum nt typ ic Ily I support d by 

to have a more techn ica l or operat ional focus AN (. 200 ). 

rd 

Accordi ng to Diver (2007), a security poli cy should fulfi ll m, ny purpo . It h ul 

./ Help shie ld inform ati n and p pi 

./ [ Ielp et th e rul e fi r expecled b ha 

ma nagement, and se urity pers nil I. 

./ Help minimize risk 

r an iZfll i nfl l a. S IS 

r b 1I ' I 'm admll1lsltal I • 

./ ITelp trac k c mplian ew ith rerulali nand I' ,i lali n 

./ Au th orize ecurity per 'O nn ello m nit r, in lu i ,a ll d in . lig:'I' 

./ Define and authorize th e cO ll scqucn c 

Diver (2007) stated that poli cies must b us abl , work bl , nd r Ii ic. It I 

involve and commit from major stakehold r in p licy d v I pm nt nd upp rt ueh 

n 

s nior management, audit and lega l, and tho who will h v 

of daily work. Other essential elements to achi vi ng th 

th p r 

r communi tin th 

importance and usefulness of polici es to those who h v to Iiv w ith th m. 

2.1.3 .2 Fundamentals of Information 5 cun y PoliCY 

According to Joel et al. (2001), a security policy should b .. conomicall y f slbl, 

understan dable, realistic, consistent, procedurall y to l r bl , nd provid r 

protection relative to the stated goals and objectives of manag m n ." Th Y pi in th 

overa ll security and risk control obj ec tives that an organization ndors s. Joel t al. (2001 ) 

stressed that an acceptable security policy should have th e following char ct rist ics . 

./ Impl ementable 

./ Enforceable with security tool s 



../' Define areas of responsibility for th admlnl r or, m 10 nd 

management . 

../' Documented, distributed, and communicat d. 

Formulating an effective security policy and taking st p to n ur ompll nc i cn IC I 

step to prevent and mitigate security br ach s. To m k cun y policy ruly u ful , 

update it in response to changes in th e organization, conclu ion dr wn fro pr VI OU 

breaches, and other security posture chang s. Without poli ci cunty 

program will be numbered SANS (2002) . Th ISP mu t b I . It 

should have an exception system to accommodat r quir m lh t rI 

from different organization parts. An info ecurity poll y t n ro. d 

rel ated to IT security and related physical ass ts' ccurity but nf r " bl In It fu ll op . 

Accordi ng to (Joel et al. 2001), the following Ii t off r am 

wh en developing an ISP. 

Rol es and Responsibilities 

The partic ipation of various organizations dictat s th d v I pm nt f unty p lici 

Appoint staff to education, change management, incid nt m n g m nt, rry out u r 

access reviews, and periodic updates of the security poli cy. R hou l d b 

clearly stated as part of the security policy. 

Audience 

In addition to determining the roles and responsibiliti s of tho involved in d v lopin 

security policies, the security policies' intended audienc must also b con id r d . 

Primary, determine if policies are internal or external or both ; then d term in th 

audiences' orientation by topical areas such as managem nt (busin 55 or t chnic I) 

employees, temps, contractor.s, customers or clients executiv . 

7 



Purpos e 

First, define the purpose of the poli cy, wh ich m y b to: 

../ Create an overall approach to IS . 

../ Detect and defend IS breach es such as misus of n twork • 

systems . 

../ Kee p the reputation of th e organi z tion, nd uph Id th i 

responsi bi I iti es. 

oals 

Th goa l is to act as a bridge betwe n manag m nt obj ctiv nd p die un y 

requirements . It is to guide the manag ment t m to er on w II -d f in d obI IV 

for strategy and security. 

Flexibility 

Th policy must be flexible in order to be succ ful. It hould bind p nd n Ifl 

hardware and software decisions, as th ei r specific tion m y h n 

ommunication 

For secu rity and privacy policies and procedures to b ff ctiv , th Y mu t b 

communica ted to all appropriate users, staff, manag m nt, V ndor , thlrd -p rty 

processors, and support personnel. 

Management 

Application and relevance of the policy document need to b r vi w d nd upd d In 

pre-set time lapses. Failure to keep the policy up to date r fl ee a lack 0 m n g m n 's 

commitment or the failures in organiza t ional governanc proc ss s. 

2 



Po ·ture 

It is a must that every organiza ti on has polici s in pi c th 

practices, and they w ill demonstrate to th world th t thl 

the protect ion of assets is critical to th succ ss ful x utl on ( i 

postu re. A typi ca l security posture should hav con fid ntl , lity, I 

of its assets. 

Relation hip to talldards and Procedures 

For polic ies to be considered whol e, th y hould b Ibl t nd Impl 

stand rds, controls, guidelin s, and proc dur . Th y pr nt 

appropria t e users, staff, management, v ndor , thlrd -p rty pro 

on 

II 

p rsonnel. Standards, guidelines, and 

d veloping and accepting security polici 

nly u d nd d In d , f r 

I. 0 ). 

According t o Negussie (2015), for formul ating, d v lopln I rid 1m m nM n (( C IV 

security po li cy, the following prinCiples should b con Id r d. Th 

./ Develop polici es that we plan to nforc 

./ Expl ain th e purpose of the policy 

./ Develop security polici es that do not requ ir updat d fr qu ntly 

./ Differenti ate between polici es and standards or r comm nd tion 

./ Incl ude employees from other departments in poli cy d v lopm nt 

./ Polici es should be available to everyon e . 

./ Security policies stay up to date . 

./ Poli cies are understood and agreed upon 

./ Require acknowledgment of our polic ies 

./ M inimize details (those belong in the procedur s) 

./ M inimi ze jargons and use straightforward Ian uag 

,,/ M atch th e corporate culture 

,,/ Do not include it if it cannot be accompl ish d 



2.1.3.3 Types of Info m tion Secunty Policy 

"Different organizations will need different polici s for ff Ct,V s 

(instantsecuritypolicy.com, 2008) . Som may nc d 

That sai d, specific policies can reasonably b con id r d " 

management and apply to almost every company. 

Table 3. Standard organization I s curity poli y. 

Essentia l Optional 

*Acceptable Use Policy· Data Cia si fic tlon Poli cy 

*Authentication Policy· Outsourcing Policy 

• Backup Policy· M obil D vic Poll y 

· Confidential Data Policy· ncryption Policy 

· Password Policy· -mall Poll y Gu 

· Network Security policy· Physica l S curity policy 

· Network Access Policy· Access Policy 

· Incident Response Policy· Retention Policy 

W ireless Access Pol icy 

Third-Party Conn ction Policy 

VPN Policy 

m n ," 

onl h nd ul 

I" to cun y 



The essential s are discussed in detail below accordin to th 150/1 

SAN S (2009) security governance frameworks:-

Acceptable Use Policy 

This policy is used to define acceptable and unacc ptabl u of Inf rm l ion 

rul es are in pl ace to protect the company's r sourc from v riou 

foll owing . 

./ Appropriate use of e-mail and related r sourc 

./ No expectation of privacy 

./ Access ing without the user's consent 

Authent ication Policy 

The purpose of this policy is to validate who is att mptin to u 

that do have the proper credenti als. This ca n b rchiv d by v 

methods, including 

./ Entering a password into your laptop 

./ Enter ing a PIN into handheld devices or paym nt c rd 

./ Enter ing keys or smart cards (physical) 

Backup Policy 

,Inelu In th 

m nd p li e I 

10 

The purpose of this policy is to establish a working cu lture for th backup nd r or tlon 

of electronic information and information assets . 

Confidential Data Policy 

The purpose of this policy is to define the method of data class ification and proc dur s 

for data classification of the organizat ion's information and in form lion syst m ss 



based on its level of sensitivity, valu , and critica lity. Or ni~ tlon n d 0 

method of information class ification . Al so, th y n d to d 

in form tion labeling and handling p rform d p r th 

( Iass ification of data will help defin e any laws or r 

Password Policy 

The pu rpose of this policy is to enforc mploy to mlnlmu r qui 

password usage. Organizations need to d scrlb th p word on rol I 

operating systems and access to critical pplica tion 

Network Security policy 

m 

or 

The purpose of this policy is to have 100% vi ibillty nd v, II bil ,ty n tw r . Un l 

network is used, organizations need to de crib how n tw rk em nt I I 1\ r I IJll n 

(segmenting). sensitive systems from the r m ind r of n ntl y' n work I 

ccomplished. 

Network Access Policy 

The purpose of this policy is to build rules for using and in n w rk Inf r tru tur . Th 

rul es all ow the administrator to configure the policy to Ith u ( If 

th e connection requ est matches the conditions and r tri tion of h n work poll y. 

Incident Response Policy 

The purpose of this policy is to describe the procedur s for incid n r spons . h 0 h r 

purpose is to describe the procedures to respond to al r from Intrusion d ctlon, 

intrusi on prevention, and file integrity monitoring syst ms, mdudm d ctm 

unauthori zed wireless access points . The informati on g th r d from h s occurr nc 

can be analyzed to continually identify trends and dir ct 

strength en the information security infrastructure. 



Further (Whitman & Mattord, 2014) posit th t org ni ion n dod en 

of ISP to create a complete ISP 

a. Enterprise ISP (EISP) 

b. Issue-speci fic security poli cies (ISSP) 

. Systems specific security poli cies (Sys SP ) 

:to Ent rp rise l S P (E I P) 

An enterprise ISP es t ablishes the strategic dir ction, 

and gives responsibiliti es for di ffe r nt IS ar 

dev lopment, implementation, and m n g m nt pr r qu i i 

(Whitma n & Mattord, 2014). 

b. Iss ue-s pecific securi ty policies (I 1') 

( th 

un y ( Or 

h 

rO r m 

Issue-speci f ic policies give detail ed instru ction and guld ne to II r ni I n m m 

using a resource, such as a processor technology u d by h An 

organization's ISSP should communi cate complex t chnolo y-b d y m an b 

updated frequ ently (Whitman & Mattord, 2014). 

c. Sy tem specific securi ty policies (Sys P) 

System-specific secur ity pol icies do not resemble oth r typ s of polici S. Th c non 

be made to function as standards or procedures used wh n con f l unn or m In inln 



systems such as configuration and operation of a n twork fi r w II ( hi m n 

2014). 

Sys SP can be of two kinds: 

• Management guidance Sys SP: the managerial guid nc y SP d urn nt I 

the management. It contains guidance for the impl m nt tl n 

technology, and a description of reasonable behavior th t p opl In th or 

should adopt to support IS (Whitman & Mattord, 2014 ) . 

• Techn ical specifications Sys SP : the manageri I policy i 

or , 

o 

manager and system administrator; the system admini tr non, r 

kind of policy to implement the managerial poli cy (Whitm n M t rd , 014) . 

2.1.4 Informat ion Security Policy Development 

The development of ISP is composed of a two-part pro] t: In th (ir t p rt, th olley I 

designed and developed, and in the second part, man g 

ensure that the policy would continually be used within th e mp ny. 

development projects should be well planned, fund ed, m n d, nd b fin i h d on 1m ' 

and within budget (Whitman & Mattord, 2014). 

According to Whitman & Mattord (2014), policy developm nt proj c c n b uld d b 

the security development life cycle process. 

The Inves tigation phase: Here, the policy development team should : 

./ Obtain support from senior management (ClO) . If th proj ct g sup or 

from the senior management, it has a better ch nce of succ ss. Th mor 

top management gets involved, the easier th implem ntatlon ill b 

./ Posit the purpose of the policy neatly. 



../ Gain participation of the exact ind ividu I who 

recommended policies 

../ The team should be composed of r pr 

../ Ass ign a project manager to see out th proj ct un Ii 

The Analyzing phase: Here, the activities to be includ d r 

om I .1 

nd u r . 

../ Make a new or recent risk ass ssm nt or I 

organization's current IS needs . 

u It r 0 In h 

../ Coll ecting essential reference mat 

The Oe ign phase: This phase should include a plan for how p Ii 

and how verification of distribution should be achi v d. M mb r (th or 

must acknowl edge that they have received and r ad th poli y. 

The Implementation phase: Here, the policy dey lopm nt t m wri 

team has to ensure that polici es are enforceable as writt n do um nt 

read, understood by those to whom it appli es. 

The Main tenance phase: In this phase, th e policy d v lopm nt 

lh 

m m In In n 

changes t he policy as needed to ensure that it continu s to b ff ctiv . Th policy hould 

be con nected to a system via which problems related to it can b r por d nonymou Iy 

It also should be reviewed regularly. 

Developing an ISP document will need a high level of commitm n , not JUs from h IS 

groups but also from other IS personnel in the organization . For th proJ ct ill g 

enough resources, management buy-in must be launched at th s art of h polley 

development project. Management must recogn ize the policy dey lopm n rOJ c ' 

importance to allocate the later phases (Latham, 2013) . 



According to Latham (2013), it is essentia l to communicat th n 

of IS policies "to those who have to live bV th mil to 

implementat ion. Som etim es, emplovees th ink th t polici 

of their everyday work. An essentia l part of policy dev lopm n 

poli ci es are put into practice and not refused bV mploV 

information that policies are helpful. This ca n be don 

nd 

employees can work, reference best prac ti ces, and ob V th Quir 

nc 

ul 

employees become aware that ISP will help them in th ir d ilV work, th y woul 

more w ill ing to the ISP document and ensure compli nc . Simii rlv, w n op 

management is willing to accept that policy is a tool th y c n b n f it fr m l h I 

devotion to legislative requirements and effectiv IS m n m nt , h V m Y or 

engaged and supportive in providing resources. 

Top management should support the ISP docum nt from in ptlon t 

process by safeguarding its resulting poli ci es and puttln ffort nt th 

process. They should also be ready to support proj ct th 

compli ance. This support is vital to the ongoing fe sibility of poli 

2013). 

2.1.5 Information Security Policy Approach 

Accordi ng to Whitman & Mattord (2014), the implem nt tion of I P n b 

two ways: the top-down approach and the bottom-up approach. 

Ion 

ur 

hi v In 

Top-down approach: There is coord inated planning from th top m na m n nd 

com mitted champion who provides funding and propos s th impl m ntatlOn proc 

Top management provides sufficient resources, gives directions, and produc s polici , 

procedures, and processes. 

Bottom-up approach: _ is launched by IT administr tors and s curi ty prof SSlon Is In 

th is approach, systems administrators try to enhance their syst ms. Sys t ms nd n or 

administrators have substantial knowl edge th at can help to nhanc 
h IS In h 



organization. They know the risks that can be h f I arm u to th Ir 

what mechanisms and policies are needed to se h . cure t Ir y t m 

successful beca use the top management does t no coordln h 

between departments and provision of suffic ient bud t . 

presented in figure 4 . 

h 

Figure 4. Top-down and bottom-up appro ch 

Source Whitman & Mattord , (20 4) 

2.1.6 Information Securi ty Pol icy stakeholders 

o 

An effi cient security policy requires various skills emana ting from diff r nt s hoi 

experiences (Diver, 2007) . Maynard et al. (2011) recomm nd th Involv m n of I 

Speci alists and security specialists in the policy developm nt proc ss b c uS n 

techn ica l knowledge of the systems that the knowledge securi poll c 

because of these systems' security. Diver (2007) posi th 
hum n r sourc 



departm ent should review and approve th e sa fety policy support b 

relates to t he organization's existing poli cies. This is n c 

consistency between the orga ni zation 's security polici 

practi ces (Mayn ard et aI., 2011). The inclusi on of mul tipl 

organ ization because it gives the whole organi zat ion as ns of cun y olie 0 

and facili tates t he sa fety policy acceptance and adoption . 

Furthermore, Tuyikeze and Flowerday (2014) propos d 

var ious constructs required in the developm ent and impl m nt t l n o n 

olte 

in formation security pol icy. Here, the framework is group d it O' 

and 'the HOW'. 

Accord ing to Tuyikeze and Flowerday (2014), the thr me in th m 

detai l below. 

The WHAT: 

./ Information security policy development lifecycle (ISPDLC) :- h r I In lu • JII 

the components namely ri sk assessment (RA), poli y n truc I 11 ( C), p Ii Y 

implementation (PI), policy compliance (pea), and policy monitorll1 (PM) 

./ Internal and external drivers: - The internal thr at Incl ud in id r 

who place the organization's information at risk, whi l xt rn I thr 

hackers. In add ition, there is the necessity of complyin wi th prohf r In 

government legislative requirem ents 

./ ISP guidance : - includes international governance fram wor .g. ISO, I T 

./ Existing theories: _ includes General Deterrence Theory (GOT) for Id n If yi n h 

severi ty of a punishment and the Th eory of Pl ann d B h vi or (TPB) 0 i 

intention of an individual to perform a task. 



TheWHO: 

./ Executive management: - management plays a slgnlfl n rol In Or 

decisi on-making process . 

./ End users: - who perform various activities in an or 

./ Legal council : - who provides information on curr nt I w w II 

legislative requirements . 

./ Technical staff: - experts who can guide the d v lopm nt t m 

./ Human resource : - to ensure that the security policy I in li n 

organizational practices . 

./ External representatives: - such as cu tom r , uppli r 

entities. 

The HOW: 

d th r rn .11 

The how is described as the relationship bin th s con tru t . , h (,n In f h 

inferential stat istical data analysis showed a positiv corr I tlon b tw n Man m n 

Support and the ISPDLC, with a statistically significant r ul t. It I 

of a significant relationship between Employee Su pport and th I 
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2. 3 Summary 

An ISP should reflect the organization's obj ctiv 

of it. The policy to help execute the program' r mind r 

upon by executive management. To formul t 

to have well -defined objectives, goals, and n agr d-up n 

securing information. 

If there re disputes over the policy's cont nt, th nth dl ul 

successive attempts to enforce it, with th outcom th t lh 

dysfun ctiona l. 

A decent enough ISP can make the diff r nc b tw n 

unsuccessfu l one. Identifying the type and I v I of 

applicable IS best practices are enough rea on to b k up lhl 

lead a prosperous company in today's digital ra, W 

ro r tf'I I 'I If 1111 I • 

rOW ln n 



CHAPTER THRE 

RESE RCH ETHODOLOGY 

This ch apter discusses the research d si n and t chnlq u 

ques tions. Hence, the researcher discus pro 

r a and population, sampling techniqu nd d Ion In' rum 

trustworthi ness. 

3. 1 R search design 

Yin (2003) noted that "the research d len I hn • I pi n lh .HI 

b ginn ing and nd of a study (cit d in C t r - t I &. 1\1 H 

d sign facili tates research to be as Hici nt Ibl In rm of 

Koth r i, (2004) . The research is xploratory r urch, wh hi Jrl U 

cor lem nts needed to formulat niP fr m w rk r r In lh I I I •• n • '"~. 

Industry . 

.J .1 Res arch approa ch 

Cresw II (2013) describe research approach a a ro dm p f r r Jr h 

vast assumptions to detailed methods of d ta coli t ion, nJ ly I , I n In rpr 

two basic approaches to research are quantitativ 

mix ture of both . Qualitative approach tri es to expl or t tl ud , 

through such methods as interviews or focus group whtl qu 

the generati on of data in quantitative forms (Dawson, 00). 

The stu dy adopted a qualitative approach, which h Ip d id n I y 

methods for formulating a standard ISP. The r s rch r h do 

detai led literature. The review of the theoretica l found tIOn ocu on 

an ISP. Shirley (2002) indicated th at on of th purpos of 

understanding the existing phenom enon . 

nd 

m 



3.l.2 Res arch meth od 

For this resea rch, the resea rch 

res arch nd answer the research qu stion . "I t i 

individual, or an institution is don ; ffo 

concerning unit in minute detai l and th n from c 

re drawn" (Kothari, 2004) . Policy d v I pm 

d v lopment life cycle proc ss (ISPLC), nd th 

phase: Involve every stakeholder . N xt, th 

risk ssessm nt or IT audit. Third t p i th d 

should be constructed fo llow d by th Impl 

ull 

enforcea ble as written docum ents and dl trlbut d, r I co 

it ppli s and finally th maintenanc ph : M 

s n d d to ensure that it continu s to b ill 

Figur S. I PLC 



1 2 Delta call et lan m thods 

3 1.2.1 Secondary da a coll ec ion . Th 

A docum nt analysis of information s curity polie doeul 

s condary sources to obtain a thorough undr t n In 0 

fo rmul te th e policy. These docum nts con titut in tltU Ion. I 

subJ ct matter . This helped identify th cont nt 0 th 0 1 

3.1 22 Prima ry d l ca ll cll on: l h Inl I VI 

This pap r 's pri mary data collection wa throu h n Int rVI 

conducted to identify the essential I m nt 

Int rvi ws re the most suitable dat coli 

for th t ria ngulation of information obt In 

tt mpt d to ge t an in-depth opinion from r 

UI 

I m nt' 'h ul 

fo rmu lation process from the security prof 

purpos fully (purposeful sampl ) for th ir involv m I'l lI' 

was pr pared to gather data regarding th proc 

that th ey felt was necessary. 

11.22 1 Re5pondents 

The s mi-structured interviews were carri d ou WI h 

inform ation security development and implem nl 

techn ical staff, and security professionals with a minimum 0 I 

ISP development and implementation projects w r s I e 

knowledgeabl e informants. In order to ke p th prr 

respondent was given a code differen t iating on anot (, 

I), 

r ,HI II I 11 



15, instead of their actual identity and nam of th or 

int rvi ews were all conducted by speaking to th 

r cord ing and field notes. The intervi w h s I v n m jor u 

in tervi ew protocol used in this study . 

. 1 2.22 Role of researcher 

Before conducting the interview, th e r s arch r h tn d t cr 

ke ping a dis tance of at least 1m from each oth r nd u d 

of Hea lth guidelines (FMOH) to decrease th pr ad of Ih C ron 

Accordi ng to Lincoln & Guba (1985). to minim! p 

validity, and transferabi lity, it is crucial to u m 

,." 

int rvi w s. The resea rcher reiterat d and umm (fl d Inf n t'l l I 11, ' Ill' I IIIIl 

r spon dents on the accuracy of the inform ti on th y h v IV n 

Cr sw II (1994) states that one way to build a gr t h rmony WI h r 

introduc on self and demonstrate f mili rity with th to I . r h r 

himself as a master's student at Addi Ab ba Unlv r Ity (MU) . If ,r " 

r minded of the purpose of the study, xp ct d b n fit, h If n 

the study at any time, and protection of confid 

the interviews were audio-recorded to ensure a compl t 

taken during all interviews, enabling the res arch r to tr 

analysis. 

Res pond ents were given the interview protocol (App ndl A) 

or u 

scheduled interview to have time to think about and pr p r th Ir r on 0 

questions. 

I, 



1.3 R search area and population 

3.13.1 Popu lation 

The population of th e study is twenty (20) bank in thlo I. CCOt 1/ o 
Bank of Eth iopia (NBE) . Sampling techniqu 

sa mpling to diffe rentiate th e publ ic and priv t b nk 

se lect sample banks from each stratum. In str 

to choose non-equal sample sizes from ach tr tum. Th pro 

det rmined by computing the requir d mpl (n) r, t 

proporti on 5/20=1/ 4. Th e strat ified bank w mu ltipli d 

g t th e number of banks included in th study c mpl . 

study from the total number of Banks found in Addi A. bJ 

applying the lottery method to select sampl b nk 

3.1 .3.2 5ampl 

ampling is a process of choosing a mall r, m r m 

participate in the resea rch. For most r S arch r , unl 

limitless timescale, and extensive team of int rvi w r , it will no 

person withi n th e research populati on (Daw on, 00) . 

appropriate as it matches the expert availability on 

professiona ls ta rgeted by the survey includ IT m n nd 

These professiona ls employed in each bank are m II in num r 

decided to intervi ew all avail able. Experienced IT man g r fr m flv 

selected to understand IS's practi ce and verify compli n 

nu 

managers provided a clear picture of the busi ne / r produci I r 

The responden ts were chosen because they are involv d in I -r 

activities and, th erefore, may exert significant influ nc on I m 

organizations . 

mphr 



3.2 Research me hod ology 

I Data analysis strategy 

A th mati c ana lysis method is used in this r rch for n 

applied to a set of texts, such as intervi w tran crlpt "(Sri 

r s archer closely examines th e d ta to id ntifV C 

patterns of mea ning that come up r p at dly . Thl 

allow d the researcher to set th th m s nd c 

Howev r, this approach also allows for th m on h,1 

data analysis "which the resea rch r h d not t t d • t th 

(Sriv stav and Thomson 2015) . 

Th researcher took audio recordings and fi Id not 

r cordings w ere carefully transcrib d v rb tim In 

r s arch r . Field notes w ere jott d down durin 

compar d to the interview transcription . Th V r u 

this study. On the first page of ach s t of not , th r 

nd tit le that indicated the content of th not . T pi 

Includ d the researcher' s specu lations about m rglon th 

r spondents reca ll ed . Other topics includ d in th fi Id no 

the attention of the researcher . The res arch r imm I 

the quotation to be easily found during data analy i . 

Fi rst, after conducting interviews, these transcripts w r QU 

QDA lite software package. QDA Miner is a quantitatlv 

data analYSis software . QDA miner was mainlv design d to 

coding, and ana lyzing qualitative data. It is a wid IV uS 

research. It is used by market research ers, survey comp nl , 

researchers crime and fraud detection experts, and Journal! , 

Figure 6 shows the stages in the analysis of quailt I 

" 

). 



familia rization of the data, transcript ion, or nlZ tlon, co 

or framework analysis), and reporting (though lh or r 

amiliarisation r---1\ 
'-----....., l-.yI 

Analy i 

Figure 6. An Iy i of qu III tlV d. lJ 

Source: L nd luff, (2 01) 

N xt, initia l coding was done to find patt rn in th dJtJ roll In 

w r compared and combined to crea t pr limin ry th m 

th m w ere developed, codes within each th m w r r VI ' W 

consistent wi th the theme, and modification w r m d ) wh 'n n 

IIDa 

them s were revi ewed to ensure th ey r pr nt d th da rom h In 

322 Trustworthiness 

Lincoln and Guba (1985) propose four criter ia for trustwor hln 

o Credibility - this refers to confid ence In th " ru h" 0 

is insured by triangulating data . 

J 



o Transferability- thi s describ s th t th flndl 

con texts . The proposed ISP fram work provi 

ca n fol low to improve their in formation 

o Dependability - thi s show th t th 

dependability (call ed reliability in qu 

provided an audit trail by descr ibing how d t 

o Conformability refers to a d gr 

study' s findings are shaped by th r p nd nt 

motivation, or interest . In th l p P r, th 

summa rized information, qu 

informa tion during and aft r th int rvi w. 

3.3 Ethical considcra ion 

A support letter written from the universi ty to do th udy Iud 0 

organizations' administration. The data coli ct d from th r on 

study only. In order to validate this resea rch th ic lIy, m om 

consi der d (Ca llahan & Hobbs, 1998). 

./ Disclosure: respondents have been told abou thl r 

procedures that have been used . 

./ Understanding : make sure that all respond n 

that has been given to them, and they could also 

./ Volunta ri ness: to participate in the research h 

./ Consent : respondents have all agreed to particlp 

d 

rch' 1m 

II 



Chap er Four 

Data Presentation, Analysis, an Discussion 

This is the data presentation, analysis, and discu ion p 

coll ected from banks, discuss the resea rch qu lion, 

In this chapter, th e raw data coll ected through in t rVI 

structured to manage presentation and an Iy i . 

presented th rough the narrative descripti on. Th Int rVI w h 

Furthermore, hence all the findings pres nt d b low r umm 

intervi w quest ions. Additionally, th e th m s nd di VI utlon of 

t bl e form t . 

tl.1 Demographics of respondents 

The find ings of t his study are ba ed on int rvi w f flft n r 

m nag rs, security professionals, and t chnic I t ff fr m (IV 

r spond nts vo luntarily participated in th tudy. Th y II h v J 

IS and ISP development and implementation pro] t with 

experience. Five respondents had an MSc d gr ,and t n h 

of the f ifteen res pondents three were females . All in t rvi w 

Addis Ababa, Ethiopia . The frequ ency distribution of th d mo raph l d 

in the table below. 

lu In' 11 

fli In 



Table 4 . Frequency distribution of d mo r phlc d 

[ LOCATION 10 PART'" NI JOllJlOlF rxPflU .., 
II 

Bank 1 IT MM .11 S .. 
Blink 1 IT Sol . >h 
Bank 1 OpellltioN comp >5 
B nk 2 IT 11 M >5 ~. 
B nk 2 Opetalions Oivi'OI"I In > ~f. 

Blink 2 IT Sec. Ire h 
Bank 3 IS OPT OP I he d >h 
Bank 3 15 OPT Sec. oll co S 
Bank 3 IS OPT Sec I I >s • I 

10 Respondent 10 Blink 4 IS OPT Secti Ild 0 

11 Respondent 11 Blink 4 IS OPT Sec. oil • >S y , 
12 Respondent 12 Bank 4 IS OPT Sec. II • >h 
13 R pondent 13 Bank 5 OpCtolion Mon"Y" 

14 R e~pondent 1 4 Bank 5 IT Com nc II 

15 Respondent 15 Bank 5 IT Sec oil e.1N t Sv .. ... 

4.2 Research findings 

The study produced TEN (10) major themes. These are:· 

Theme 1. Management of security Theme 2. Acceptable use Th m . Data ci a UIe.!t l n 

level Theme 4. Physical and environmental security Them S. Intellectual prop rty right 

Theme 6. Protection from malicious software Theme 7. Continuity of operat ion T 

8. Information asset management Theme 9. Contracts of employment and 

Theme 10 Access control. 

QUestion 1; Ho w would you describe the different types of information/data 

Produced theme 3 . 

Question 2; what are important resources such as customer databas , n or, c., 

be protected from a security threat to maintaining the busine stoop rat moo 

Produced theme 8. 



Question 3; what are the common security threats in your or anI a lon' m 

6. 
Question 4; what prevention mechanisms your organizatIon u ) ro t h m 4 nd t h m 

10. 

Question 5; is there information security in your organization ,/ y , or 

the information security policy content? And Question 10; whor or rll 

UC ('0 t/ 

docum ents written in your organization that explain th in/ormorlon un pol,e, \ 

Produced theme 1 . 

Question 6; Ho w have these policies been developed? Produc d th m 

Question 7; Ho w easy to follow are these policies lor u rAnd Qu tlon 8, I/O If' 1/ r 

mode aware of the existence and the importance of th Pro lu th m 

2. 

Question 9; what are the most important issues of informotlon umy f)(j n 'J /0 iI' 

use of network systems and information resources in your or om otl fI 

these information security policy documents? Any oth r comm fit y u ~ (1ot 

Produced theme 9. 

Below all t he th emes with the corresponding codes are pr 

chart form . 



Distribution of (I r qll " 

media handling 

F.re .all/router secun admlO,strcltlon 

Phy slCal secur 

Re'.lel . o'documne s 

accep able use of assets 

in electual prope right 

Data ba(~upand reeo lerv 

Vendor and thIrd partt agreement 

o 14 
~roou 11 

Figure 7. Themes and distribution of od 

Each t heme is discussed in further detail below :-



4 2 1 Theme one, Management of 5 cu rity 

The first theme that emerged from study responden ' 

management. Respondents mentioned various barri rs 

direction and support for IS in their organization n 

requirements and relevant laws and regulations. The th m of Inform< I 

management is described in four parts : a review of docum nt , 

policy document, management commitment to IS, and rol nd r on I Iii I ' • 

4.2. 1.1 Review of documents 

Respondents were asked during their interviews to Id ntify th 

organization's policy document and the benefits of havin It wrltt n I no 
Field notes taken during each interview record d th t r 

before answering this question. The delay in respon to th i QU tl n 

more about the sta rting point of the question th n th r p 

resea rcher often provided wait time for th e respond nt to th ink aboullhl 

sometimes reph rased the question to delve into the mor 

of the interviews, Respondent 1 reported, " Top executiv or r pon fbi 

approving and publishing policy documen t to ott mploy "" ." Thl r 

mentioned that the review frequency must be defined annually 

its continuing sta bility, adequacy, and effectiveness. 

Respondent 4 went on to say, "Yes, I know the content of lh POlf y do um n . / ho 

printed it and post on our notice board of the IT d portm nt JU t 10 cr 0 

the staff." Another IT manager, Respondent 7, shared a story about th t on 

to revi ew the document because he wanted to know if he can downlo d I Ie 

that is not licensed. 

Organiza tions, most of the time, do not revi ew their docum n 

adva ncements and treats are ever-changing/growing, compani 

management team should describe the security pol icy r vi wand p ro I ex: 

, 



Respondent 13 said, "/ was able to talk with busin ssp opl ond I I 10 Of 

previous employers, and [they] expla ined to m th odvan 

documents I never thought o/." 

Respondents 7 and 10 seemed to strongly reflect on this tOPIC nd I 1m C on h 

company. If significant changes occur and nothing is don, th n, Will 

ensure its continuing suitability . 

. 2.1.2 Inform ation security policy docum ent 

The other repeatedly mentioned topic has a well -develop 

4 provided detai ls, saying: "Yes, information security polici provid ch rom 

which 0/1 types of users learn the proper procedur 

accessing data. Management support is crucial to 

d 'VI I (If , 

CunC polr I (11/ 

understood and enforced. User awareness and training or pr vld dIu , 

them aware of the threats and current trend . It would hov b 'n 

without the policy document." Information security poli cy d 

some respondents a voice they felt they would not oth rw i 

reported, "I mean me; personally, I was clueless befor , and I thInk th (I 

the docum ent gives users, stoff, and us of tho e e ntiol r qUI( m n 

various assets including people, hardware, and software r our 

is easier for me, especially for the position that I am sitting, and 0 I th Ink I C I 

these good documents." Every respondent talked about using policy docum n 

office and personal use. Overall, all respondents positively on th ir 

came to IS and ISP documents. A quote from Respondent 10 m d 

/ 

'r to 

It 

general percepti ons about policy documents: "I think ISP docum ntt a ood hrn II rn 

you can use them in effective ways, especially to reduce the ri of s curt br och 

know a lot of times, when I hod questions asked, I just refer (0 ch m, and I auld 

to them with on answer. I think that's on effective way to man 

me." 



4.2.1.3 Management commitment to IS 

All fifteen respondents interviewed in this study report d th t m n 

actively support security within the organization through I r 

a manager, and my intent is to support the goals and principl of Ill/! rmOllon (II'" 0/ 
the company. I am very committed." All respondents mention d th t th Y r 

about the security of their organizational assets . All of the res pond nt r port 

Ion continuous securi ty threats made them more com mitt d to 

Participant 4 responded about his commitment to IS by saying, '" m, cw I 

securing information of our customers is very critical to our b(J III 

management commitment helps maintain information valu . 

4.2.1.4 Rol es and responsibi li ti es 

After completing th e fifteen interviews, it was noted that all of th 

they act based on the roles and responsibilities . Respondents u d th trm "r I " 

"responsibilit ies" interchangeably during the interviews. 

When respondents reported understanding roles and respon ibili t i , It w J um 

that they meant they could now define IS more accurately b cau 

under the organization's information security policy. Information eunty 

responsibilities incl ude responsibility for creating and distributing s cunty pollel 

procedures; for monitoring and analyzing security alerts and distributin Inform Ion 0 

appropriate information security and business unit management p rsonn I; fo cr 

and distributing security incident response and escalation procedur s; for dmlnl 

user account and authentication management, and responsi bility for monl orin 

nn 

n 

controlling access to data. Respondent 13 said, "I personally approv th as I nm'n 0 

specific roles and responsibilities for information security across th IT d 

In summary, Participant 4 responded to the intervieW question about th 

the documents that explain the IS policies helped better und rstan 

or m n , ~ 

o 



responsibiliti es by saying, "Oef initely. I mean, the security ral 

employees are defined and documented. It really just b com cond no ur • 

42 .2 Theme two, Acceptable use 

In addition to mentioning the contents and advantages of ISP do um nl , r 

also mentioned va rious constraints and practices that us rs must ar to or 

corporate networks or information processing faciliti es . 

In Chapter 2, eight essential themes were identified regard ing I P. On o( lh 

identified was the acceptable use policy. Setting rules like Dos and D n'l W 

to promote acceptable/unacceptable use by all the (15 out of 1 

interviewed. Managers credited having these rules impl m nt d 

to their risk reduction methodology. 

( th ( 

m Jor onln u t 

The majority of t he respondents gave credit to the acccptabi u 

promoting responsibility. "You had to take care of your work lotion. /( ' roily JU I b In 

responsible; doing yo ur work, exerting extreme caution wh n op nin motl 0110 11m n( 

received from unknown senders, locking the screen or loggin 

unattended, and shutting it down when you need to. Onc you do tho 

will take care of itself, and you'll be a responsible user ," said Part iclp nt 

Participant 2 st ated, "I actually felt like users had to step up and b mor lo ur U In 

internet or accessing the company's network. I mean, some users tIll JU m oroun 

accessing social media networks, but some took it seriously, did not wont 0 damo 

computer, and used itfor work purposes only ." Respondents' res pan 

questions showed that most of them believed that th e best way to d liv 

to th In 

of security policies is to use Simple, easy-to-understand words and provid a 

programs to the users, especially employees accessing sensi tiv Info m Ion II 

customer data. 



Participant 3 said: "Training is usually given for the respectiv u rs Ihro h 

a to clarify the contents of the policies. Besides, polici 

dis tributed for each users. Th is is therefore, the policies are a y, acc slbl 

4.2.3 Theme three, Data classification levels 

A third theme that emerged from study respondents' respons sid t cl 

respondents discussed various ways to ensure that information r C IV 

nnu 1/ Of 1 

oru f" 

level of protection . The theme of data classification level is d scrib d low In 0 

classification guidelines and information handling/labeling. 

4.2 .3 .1 Classification guidelines 

As seen below, most of the interviewees did describe in d t II th tvp of d 

method for classification . Interestingly, at least one respond nt not d th I not v r 

security professiona l wants data to be classified . To illustrat thl Pint, R 

sa id : All data must be given the same emphasis, the same I v l of tt ntl n- om 

when data are class ified into different sections, and others do not . CI ifVln V Ih l·v·1 

of importance is not suitable for me; maybe by data typ e, it i ok. On th c n r Jr , 

respondents 10 said: "They are different types of information choc I war With In h 

bonking industry, all our information are sensitive. The data in our CBS I P '1011 

sensitive. Because itflows cash. Also we have remittance s rvice lik wlft ' rvi In \ i/ 

services we handle international currencies. Also I work with u r do a hal w r in I ( 

the organization. Another type of information I work is cordhold r information i, u 

our debit cards." 

Respondent 6 also said: Information is classified based on its use, kind, en Ie" , an 

sensitivity. The different types of information include public inform tlon, s n I I 

. f I 'fi d ' f ion ,. mc 
In ormation, and private information, confidential and unc assl Ie In orm 

started working in this industry, customer information, Cord Hold r Do 0, p nu 



Full Track Data, CVC, and PIN, keys, financial inFormation or Ir l' ansoe Ion 0 

confidential tightly controlled." 

4.2.3 .2 In formation handl ing/labeling 

Respondent 5 elaborated on his thoughts by talking about th positiv 

a set of procedures based on the classification scheme adopted by th 

impact on the organization handles information; when the inform tion i 

not impact th e employees or the organization, it is labeled "Publ ic." Wh 

in formation associated with losses to the organization, if th t inform tlon w 

to unauthorized individuals, it is handled as "sensitive." When inform t l n In 

information loss would impact the company's fundamental bu In 

labeled as "critical." Moreover, the information is personal inform tion f 

j. 

company labeled as "private." "Confidential" is given to a piec of Inf rm. tl n wh nil 

used only within the company. 

4.2.4 Theme four, Physical and environmental securi ty 

The fourth th eme that emerged from study respondents' respons p rtaln 'd 0 I P 

management . Respondents mentioned the various mechanism th ir org nl tlOn u 0 

protect information. This theme has been collected under the broad r id 

of Physical security and environmental security.' 

Respondents were asked the type of mechanism their organization u d for ro 

the company's information, and they all first talked about state of th art 

their data centers and sensitive areas. The responses to this question w r 

more diverse than those given regarding the previous topics ra is d. 

Participant 12 elaborated about how he believed his organ ization secur 

Our organization has always had a sound system. Equipment should b 



physical and environmental threats. Protection of equipment is n c ss r 0 r uc 

risk of unauthorized access to information and to protect against 10 

should also consider equipment storage. Unique controls m y b r 

agai nst physi cal t hreats and safeguard supporting faciliti es, such s th 

and cabling infrastructure standardized testing scores. 

Participant 11 sai d: "We have alarm systems, locks, surveil/one eom ro , Id n I ICO Ion 

cords, and security guards dedicated to these secure areas. I will 9 t a I I m 

someone entered a secure area like the data center or if there is a fir or flood. / r '", 

tha t one time I received an alarm text from the system abautflood d I ellon . Ih f () 

heavy rain that night, and because our data center was loeat d in th b m n 0 h 

building, it's faced with this kind of things ." Participant 11 continued : "/ h d 10 IU h III I 

and used brooms to wipe out the rainwater. So it is b n ficiol to hov III Illd 

mechanisms. " 

Additionally, having th ese redundant kind controls help to contro l Critic I or 

information. Processing facilities should be housed in secure ar S, prot ct d by d fin 

security perimeters, with appropriate security barriers and entry control . h Y h uld 

physically protected from unauthorized access, damage, and interf r nc b cau th 

organization's reputations depend on it. 

4.2.5 Theme five, Intellectual property right 

A fifth theme that emerged from study respondents' responses pertained to int II c u 

property rights. Respondents discussed different regulatory agenci es nd SSOC! 

regulations, if any, that apply to the organization'S business environment. Th th 

I 
. .' . th parts' identification of ap Ilea I 

regu atory compliance IS described below In ree , 

legislation, techn ical compliance checking, and regulatory compliance. 



4. 2.5 .1 Identifi cation of applicable legislation 

The overall perceptions of the security professionals interviewed for th is stud r 

disappointing regarding the policy development experiences . Wh n s d ho 

these policies been developed? Even though there is a formal and compr h n I 

documents in some banks they all said because there is no local standard policy to folio , 

it is developed in house or a template that's downloaded from the int rn . 

Respondent 13 explained no formal and compressive developed ISP docum nt, In 

the bank downloaded fragmented policies and procedures from th int rn t t pro 

its information. However, the bank is currently in the initiation to dev lop nd Impl m n 

a compressive bank-wide security policy. "But we have a plan to ad pI NIST /rortW 

in the future. As jar as policy development is concerned, first a s sm nt ho b n mod 

to business operations and the associated risks." 

Respondents 4 and 7 also stated that there is a formally developed ISP whi h m rI 

of different sub t opics, it is only formulated by the IT security team, nd i pp ov 

and signed by the top management committee . Respondent 10 stat d: "w hov 0 v II 

put and defined security policy. I mean, it basically has what we want nol/11n mor 

nothing less. We use it every day." 

4.2 .5 .2 Technical com pliance checking 

Respondent 13 elaborated that though we do not have a formally d v lop d policy, 

comply with some aspects of the operation. For example, for the rem ittanc 
(VI C Ii 

swift service. We handle international currencies swift users in swift servi c 5 w hav 0 

comply with their standards known as 'SWIFT CSCF Customer S curity Con rol 

Framework.' 

A h . " mber bank of Premier s . ; c 
not er respondent, respondent 4, said : We are a me 

solutions (P.S.S). They are compliant to PC! 055. Because they or ,w 0150 ho 

"r 0 Every year we renew our license. Based on the comments they hov 9'v n, 'J 



amend and fill the gap. But it's difficult because we don 't hov a compr h ns, 

follow." 

pol, o 

4.2.5.3 Regul atory compliance 

The majority of the respondents also mentioned that software products r I h 

source and cou nterfeited. Respondent 2 said: "We use a lot of op n- oure coun 

software's. Th e problem with this is that we don't know whot' runn in b hmd (11 

And also it's not reliable." Respondent 4 also said : appropriate proc dur 

f O n 

implemented to ensure compliance with legislative, regulatory, nd conI( , I 

requirements on th e use of proprietary software products. He shar d a tory by . In 

"One time, during the renewal phose of our PCI 055 complionc , til voluar r (rh, orr 

third party evaluators that investigate and assess the current totu notify PCI), 0 in r/)o / 

moment he wanted to access on of the user's PC to check if a 9 nt/in 0 i loadaci on ho 

an anti-virus and anti-malware software implemented. 8 cou w do not /) v 0 nUlfll 

OS system on all our users, we hod to change that users PC nom to anoth r [hot fl o /11 '\ 

req uirements and give him access. The whole process is on lin , 0 if it wa In p , on, 

would have not been compliant." 

4.2.6 Theme six, Protection from malicious software 

A sixth theme that emerged from study respondents' responses pertain d to prot Cion 

from malicious software. Respondents mentioned different procedures to n ur 

protection of information in networks and protect the supporting infrastructur 

theme of information system integrity and monitoring are described below in thr 

firewall/router security administration, network security and monitoring, and 

4.2.6.1 Firewal l/router security administration 

Respondents show little confusion when asked to identify the common s cun 

th f " h rity thr a or ins,d 
ey ace every day. Respondent 12 reported : 0 , our sew 

Th 

Ion 



most of the time it's unintentional." Other respondents also m ntlon d 

scenario. 

Multiple respondents (2,3,5,8,9,11,12,14, and 15) discussed a part lcul r nd co mon 

threat: phishing. 'They send you an e-mail which has an attachment, 0 wh n Oll Op f 

they will have a full control of your files and ask you for ransom," r 

Respondent 9 said that when the user is accessing or trying to acc ss un uthon 

the firewall will block it. The router/firewall is configured in the network I V r to 

unknown source site. Respondent 14 talked about this in detai l. H id: " 

have implemented Forti-Gate next-gen firewall to limit inbound Iroffl /0 only y I '1 1 

components that provide authorized publicly accessible servic ,proto 01, and p 1/ ()nd 

limited inbound internet traffic to Internet protocol (lP) addre wilhlll III D / On / p 

of that we use like the Forti-Gate that protects all the way through Ih oppil 1100, 

including the transport layer. We have web based application that' why w U II II 

Respondent 14 raised one crucial point. He said : "We use the lot t t hl10l c y, u hI 

one thing that worries me the most is that we don't have a 100% vi ibiflly 0 our n ' / or 

so that can be an issue." 

4.2.6.2 Network security and monitoring 

Several respondents noted that managing vendor accounts were us d for uppor n 

maintenance of system components. Respondent 6 said : we have vendor cc ssm our 

database, the network, and also other systems. "I mean, it's important to IV occ 

them (the vendors) because they are the experts, and there is no one tho t con fl 

the problem is." 

o 

We have controls in place to safeguard the confidentiality and integrity of sensltl 

P 
. 'd "w h e data stored or 01 res , do 0 0 

asslng over public networks. Respondent 8 sal: e av 
t . . , ted and hashed h n In U • 
ranSlt which is accessed data so we make sure It s encryp 

users are accessing or calling through application. 50 all of thi mu / b 
cured." 



Respondents 14 and 15 mentioned the use of V-LANs for every depar tm nt 

operation departments, IT users, and management. Sensi tive systems r 

and use the appropriate level of security. Ports are explicitly given to ch u r. 0 I 

helps for monitoring. 

The responden ts recalled experiences and situations in which network vIsibility J 

issue. Respondents were also quick to note how users and the man 

handled the presented visibility issue. Some respondents offered id a 

to employees and tea m leaders about minimizing the distractions that it pr 

4.2.6.3 Encryption 

nt d 

10 

Respondents reported using a variety of different software programs for th ty of 

entities' data/information . Respondents were asked to state the softw r to mltl " t th 

various threats. Respondent 5 said, "We use open-source software 10 nCfypt nd h II 

data. This makes sensitive data unreadable. We use a hardwar curity m dul (1/ 

that does all the necessary cryptography and handles Keys." 

4.2 .7 Theme seven, Continuity of operations 

A seventh th eme that emerged from study respondents' respon p rt In d t 

continuity of operati ons. Respondents raised the issues that need to b con Id 

regarding IS in thei r organization, including sound network systems and r our 0 

ensure the business continues. The theme of continuity of operations is describ db 10 

in three parts: data backup and recovery; disaster recovery (DR) and business conti nUl 

plan (BCP); and incident response plan and procedure (IRP) . 

4.2.7.1 Data backup and recovery 

All of the respondents believed that having a procedure to help with bac up and 

restorations is very important. Specifically, respondents noted that all asse should 

'd '. d . t ' d Respond n 1 
I entlfled and an inventory of all critical assets drawn up an marn arne . 

said, "Taking data as a backup is very important port of the busine s becau In cos 01 

any failure to the database you can recover from the backed up data and conll U a Of 



ntil the main servers are up and running ." All respondents talk d b u e a out th Inform Ion 

th
ey work with are sensitive. All data, network systems and , assets r cov r d In 

poli cy document. Respondent 4 said : The acceptable use policy to gov rn th u 0 our 

network system and information users . This policy is documented st ' I t' IpU a inS cons r 

and practices that a user must agree to access the company' s network, in t rn t, nd oth r 

IT resources. Respondents 5, 9, and 11 gave specific examples of backup and r tor tlon 

procedures. Respondent 14 mentioned logs or automatically g n r t d I rl 

generated that document successful and failed backups. He continued by t tin 

don't have a secure off-site storage of backup media right now, but in th th r I plan 

to move the DR site to another location, maybe like a district office, om thin Ilk rho ~ 

Respondent 5 experienced and reported a similar situation . 11 Encryption mpJoy d d ll f/n 

backups and it is automatically done. All we have to do is moke sur th doto i bo d up 

if not we will manually run the batch." 

4.2.7.2 DR and BCP 

Respondent 4 reflected on his experience during one interview and talked about how Iittl • 

attention to th is kin d of plan . He reported that he frequently did not approv pro] C on 

di saster recovery (DR) site development and business continuity plans (BCP) t im b 

of budget, but most importantly, he could not "believe it con happ n." This r spond n 

also admitted, saying, "I hated this projects because / thought they wer a wo t a man 

and time developing something we are not going to use. But now once I wo involv d in 

one project, I can see how vital these are to the organization." There ar d fin d 

requirements like contingency plans that must be developed and implem nt d to 

m ' t ' ., ' t ' r fai lure of crit ical bu In 
am am or restore operations follOWing an mterrup Ion 0 

processes. Respondent 3 continued from this point and discussed that events that c n 

C ' b 'd t'f d along with the prob bill 
ause mterruptions to business processes should e I en I Ie , 

, ' f ' cunty. H c uall 
Impact of such interruptions and their consequences for In ormation se 



risk assessment (RAJ must be performed prior to DR/BCP developmen t. Th f a ,bll, , COS 

return on investment must also be taken into consideration when doing R/I.. 80 don 

results of the RA, we describe in the DR/BCP the events that can cau e In (rup Ion 0 

business processes, along with the probability and impact of such interrup tions ond h " 

consequences fo r information security. Like if our core banking system is down du 

natural disaster, we need to have a BCP until we are up and running." 

4.2 .7.3 IRP and procedure 

0, 0 , 

Respondents often reported that, in general, this goes hand in hand with DR nd G P 

is an integral part of IS. All of the respondents noted this in thei r intervi 

res ponse plan (I RP) procedures must be available in the policy document. R 

said: "how the organization identifies and responds to suspected or kn wn Uf/ty 

incidents like hacking or phishing and documents security incidents and th ir ou 

very important. If the company web site is hacked, we need to identify it point of Il(ry 

and correct our configurations". Respondent 10 also noted the importanc of d (Inn) 

procedures that specify when and by whom authorities (e.g., law enforc m nt) houl 

contacted after an information security incident if suspected laws may hav b n br '1"1 . 

"Collecting and presenting evidence for the purposes of disciplinary action WIll h Jp u 

specifically identify the process for modifying and evolving the incid nt r pan pion 

according to lessons learned and incorporating industry development ." 

4.2.8 Theme eight, Information asset management 

The eight them es t hat emerged from study respondents ' responses pertain d 0 

information asset management. Critical or sensitive information processing (aclll I 

should be protected, protected by defined security perimeters, with appropriat pollc 

and procedures . This theme is further discussed in two parts; media handling and ss 

and capacity management. 



4.2.8.1 Media handling 

Respondents were asked during their interviews if they were abl e to Id nllfy (rI tl 

resources that must be protected from security treat. Respond ents' r spon 0 

'Interview questions showed that most of them believed that there 'IS no 'f one sp CI IC thin 

that all organization assets must be protected from any security threat. R pond n 

said: "I can mention different resources like network systems .. . but th mo C impor ()f)1 

in/ormation resource is the CBS." Most of them also noted that CBS is th mo t Crit l 

resource to protect, All respondents mentioned that all types of media such 

disks, USB drives, Tablets must be "sanitize" only be used if needed. Respond nt 

"For example, suppose there is debate about whether users should hav ace 

removable media such as USB storage devices. As a security professional, I moy 

• I 

10 

that such access should never be required, while others may believe it i important to !nOV 

around data. So the bes t way to handle this is to defin e the controls in pia co prot t 

media that are transported between sites". 

4.2.8.2 Asset and capacity management 

All of the fifteen respondents mentioned the first thing to do in prot cting th or nl7 Ion'· 

assets. They believe all assets should be accounted for and have a nominated own r, 

Respondent 7 noted th at "Owners should be identified for all assets and th r ponslblil cy lor h 

maintenance of appropriate controls should be assigned. The implementation 01 peClfl c antral 

may be delegated by the owner as appropriate, but the owner remains responsibl lor th pro 'r 

protection of the assets. I personally make sure network and informationol a sees ehrau h 10 

are included an IT asset inventory and the IT asset inventories are performed at l ost annuoJl -, 

Respondent 1, w ho is currently moving to a new location, reported, "I actually roo lour or I 

meetings with my team to identify how resources are monitored and tuned ond pro) CClon 

of future capacity requirements, to ensure the availability and efficiency 01 syst m . H Dunn 

meetings, respondent 1 and his team made future capacity requirements that should b 

to reduce the risk of system overload. 

mod 



4.2.9 Theme nine, Contracts of employment and service acq uisi ion 

The ninth them e that emerged from study respondents' responses pertain d to con r C 

of employment and service acquisition . This theme is compromised of th r spond n ' 

ideas they deemed necessary and need to be included in the pol icy docum nt. Thl th m 

is put into three separate parts; vendor and third-party manag m nt 

interConnections and E-commerce. 

4.2.9.1 Vendor and thi rd-party agreement 

Y t m 

Participants often reported that, in general, they felt that they had to m nliOn th 

elements because there is a clear consensus about how to handle vendor nd thlr 

parties. All respondents believe the security of the organization' s inform liOn nd 

information processing facilities should not be reduced by introducing )(t rn I p, rry 

products or services. Any access to the organization's information processing f dllti nct 

processing and communication of information by external parties should b controlld 

Where there is a business need for working with external parties that may r qulr 

to the organization's information and information processing faciliti es, or in obt inin 

providing a product and service from or to an external party, a risk assessm nt hould b 

carried out to determine security implications and control requirements. R pond nt 1 

mentions that controls should be agreed upon and defined in an agre m nt with th 

e)(ternal party. He sai d: "lack of trained workforce to solve issues is the r a on to lJov 

these kinds of drafts and agreements. /I Thirteen out of the fifteen respondents not d thl 

in their interviews. Participant 4 said: "I mean, you know there are no set r quir m n 

that must be fulfilled before granting a vendor or customer access to the orgonlzotlOn' 

information or assets. If there is a problem with the system or the vendor needs to up rod 

the system, he asks to access remote access via Skype or Gmoil; we will provide him Ith 

o user name and a password. The only thing we check is if it worked or not." 

4.2.9.2 System interconnections 

The other topic that all respondents mentioned that was in line with third part 

agre . . h ge of information . "One you 
ement IS the documentation process dUring an exc an 

de" d '11 b ready" said P rtlc lp n 
Jlne those th ings, the rest will toke care of itself, an you e , 



4; formal exchange of communications should be in place to protect th xch n 0 

information through the use of all types of communication facilities . Particip n 1 

"I actually use company e-mail to exchange information 01 the co I mpany. m all SOn 

U
sers still just use personal e-mails, but it's important to communicate t 3 d o r porty v ndo( 

through secure mediums." Respondents stated that there is an agreem nt with t 

vendors which both parties have signed. "50 if some disagreement pops up W justloo 

at the agreement and follow that in order to exchange data or solve an i u ." 

Most of them also noted that a draft of an interconnection service agr m nt f r 

exchanging information between the organization and external parties should b 

developed. Some even felt that information involved in electronic messaging should 

appropriately protected and controlled. 

4.2.9.3 E-commerce 

As all the respondents who participated worked at a financial institution, th y II h d 

something to say about electronic commerce (E-commerce) as it is always a m dium th 

connects them to different customers through online transactions . However, ecomm rc 

here is described as connections only to the bank and customer or vice versa to p y f r 

services using va rious applications; mobile, internet, or USSD. The information involv d 

In electronic commerce passing over public networks should be protected from 

fraudulent activity, contract dispute, and unauthorized disclosure and modification . A 

respondent 10 noted : "we have different platforms our customers use to pay for rVIC 

In this process, the customer is authenticated via his personal identification numb r 

(PIN)". Respondents explained the different platforms their customers used. 

Participant 5 sa id, "We customers use U55D or mobile banking, they login via their us r 

name and password, and if they take too long to process the request or omeho 
.' . I dill 

system takes too long it will automatically time out. ThiS helps if a customer IS ogg 

and forgot to complete the payment so other won't tamper with it ." 



4.2.10 Theme ten, Access control 

I 
thiS final section, respondents' responses regarding the prevent' h · n Ion mec anlSm t .) 

their organization uses . This theme is produced from the same question that the phy IC I 

and environmental theme emerged, but here we discuss the logical aspect of th 

prevention mechanism. The objective of this part is to control access to information Thl 

theme is described into two parts logical access and password management. 

4.2.10.1 Logi ca l access 

Respondents were asked if they knew besides the physical controls that they rat hi hly 

to control the flow of information. Respondent 2 said: when an employee or a u r 

transfers to a new position with different job responsibilities, we modify a user's cc 

rights-for example, when he or she is given more areas to access, like a back nd of 

database. 

Respondent 4 said: The user registration and deregistration procedure (provisioning ri 

revocation) for granting access to information systems are described and defln d. "I 

personally know that because we have data and internet lines separately. Only pflvlle 'd 

users have access to the internet, especially on branches. Only the branch manag rho 

occess to the internet all the other user use only data line ." 

Respondent 14 also added to this point by stating: "Different department have dl/f r 'nt 

V-LAN. For sWift users we have multi factor authentication which is user nome and 

possword plus a token which the system gives." 

4.2.10.2 Password management 

The secondary data ana lysis of this study was a review of the policy documents of th 

organization. The respondent 7 policy documents show that the password managem nt 

r d "W /I th 
topics are scattered allover the document. When asked about this, he rep Ie : , 

password controls are in place for operating systems and access to critical applicatIOns 

Ty· I . d ·' password length or 
PIca password control parameters like complexIty an mInimum 

specified but does not have a focal point of reference ." 



R 
spondent 8 talked about how his improved use of solid authenr . h e Icatlon elp d pr p r 

h'm when accessing secure sites saying, "I guess making a h b' 1 
I a It 0 uSing a SirOn 

ossword makes f eel more secure when handling sensitive data I th k P . In It r all Ind 0 

helped when access these secure sites and applicatians." Respondent 3 also s Id I IS 

essential that all passwords, especially those that are used to access sensitive ar root 

database passwords, must be rendered unreadable during transmission and stor 

all system components, using strong cryptography. 

on 

All Respondents all sai d their system demands the users' password must b compl 

enough and is frequently changed as per the given time it has been configured. 

4.3 Implications an d discussions 

The study has explored the formulation and implementation of ISP with in a fiv larg 

financial institutions to identify the core values of IS and ISP currently in use. As w can 

see from the above responses from the case institutions, in general specking, urv y d 

banks are weak in designing and implementing security policies & procedur . All 

surveyed banks employed the combination of two or more sources such as: g n ra l 

knowledge and experience of experts, ISO standards, and the internet. They have a r d 

on the need of a holisti c approach in the development process is required. In the proc 5S 

ten major core themes were identified i.e. Management of security, acceptable us , da ta 

claSSification level, physical/environmental, intellectual property right, protection from 

malicious software, continuity of operations, information asset management, contrac 

of employment and services, and Access control. 

Summary of the find ings is as follows; 

• Ultimate responsibility for information security rests with the top Ie I 

management of the 
. ' b t on a day-to-day basis the N twor 

organizatIOn, u 



Administrator shall be responsible for managing and impl . ementmg th policy nd 

related procedures. 

• Line Managers are responsible for ensuring that their perman t d en an t mpor ry 

staff and contractors are aware of: 

.( The information security policies applicable in their work areas 

.( Thei r personal responsibilities for information security 

.( How to access advice on information security matters 

• Not all staff comply with information security procedures including th 

maintenance of data confidentiality and data integrity. 

• The Information Security Policy is not maintained, review ed and updat d by th 

operations group, no time table is defined. 

• Line managers are individually responsible for the security of their phy IC I 

environments where information is processed or stored. 

• Each member of staff is not responsible for the operational security of th 

information systems they use. This is only deSignated to line managers. 

• Each system user don't comply w ith the security requirements that are curr ntly 

in force, and do not ensure the confidentiality, integrity and avai lability of th 

information they use is maintained to the highest standard. 

• Contracts with external contractors that allow access to the organization' 

information systems is not reviewed before access is allowed. 

Overall, the find ings shows that the information security development and 

implementation level of the researched organizations is unsatisfactory. In the next 

chapter, the proposed framework is discussed. 



CHAPTER FIVE 

PROPOSED INFORMATION SECUR ITY POLICY FRA OR 

The chapter pres ents the proposed entry-level information 

the Ethiopian banking industry based on the find ing of n Iy i 0 

reviewing existing security governance frameworks. 

5.1 Proposed Information Securi y poliCY ram work-I I 

Many policies are written to comply with a particular r ul tion uld 

be obvious, but is often overlooked, is that what is tat d In p Ii Y 

refl ect what is happening in the organization's envlronm nt (P I 5 

Council , 2014) . For example, if the policy states a requ lr m nt to r VI w II( WJ II 

rul e sets at least every six months to comply with th 

organization must demonstrate that such reviews ar t king pi c . Oth 

means littl e because the auditor will note that th e org nl ti n I "not m Ii n " I h 

that requ irement if no documentation of such a review xi t . 

Based on literature review, interview findings plus the res rch r 

that there is no local ISP framework based on the technologic I 

banking industry that guide the formulation and implementation pro 

security. EXisti ng security governance frameworks are cont xtu I nd 

for Ethiopia. Contextual factors such as organizational, nation I 

of Info m Ion 

the design of such documents. There is also a local resea rch gap in thl r • 

Therefore, based on insights ga ined from the review of li ter tur on 

such as ISO/IEC27k series, COBIT, PCI DSS, ... etc., data analySIS of Int 

the stud ent researcher own professional exper ience an en try I v liSP 

The proposed framework has ten major themes nam Iy 

acceptable use, data classification level, physical/environm n 



right protection from malicious software continuity of 0 . f 
' 'pera tlon , In orm Ion 

management, contracts of employment and services and ac I ' cess contro . 

5.1 .1 Management of Security 

• At board level, responsibility for Information Security shall r id with th to 

level Managements. 

• The Network Administrator should be responsible for impl m ntln . mon tonn , 

documenting and communicating security requirements for th r ni < l ion 

5.1 .2 Acceptable use 

• An audit trail of system access and data use by staff h uld b mint, ") 

and reviewed on a regular basis . 

• The company should have in place routines to r gularly udlt ompli n 

with this and other policies. In addition, it reserv th rl ht t monl r 

activity where it suspects that there has been a br ach of policy 

5.1.3 Cla ssification levels 

All Information in an organization should be classified into one of th 

its sensitivity and the risks associated with disclosure. The cl assi fication d I rmln 

security protections that must be used for the information. Th e pr sump Ion I 

Information will remain at its classification level, as described below. Th 

levels are : 

on 

Ion 

• Restricted _ Information in which its loss would impact th comp n I 

• 

fundamental business processes if disclosed . 

./ Personally identifiable financial number (PIN) 

./ Customer information 

./ Passwords or keys 

Confidential _ Information that could cause risk of matenal harm 0 Indl Idu 

or organ ization if disclosed. Information that fall s ou ,d 
(Ie 



classification but is not intended to be shared fre Iy within or 

organization due to its sensitive nature and/or contractu I or I I 
o Ii Ion . 

./ Source code and code reviews, 

./ Test results and Intellectual property 

./ Contracts, statements of work and/or Custom r quot, t lOr) , 

proposals 

./ Management meeting notes 

• Internal - is given to a piece of information when it i u d nly within t 

company. 

./ Draft documents 

./ Meeting notes 

./ End year presentation 

./ Pictures of events, unless specifically taken for m rk tin purpo 

./ Company social media platforms 

• Public -Information that's open to the public and does not imp ct th mploy ' 

5.1.4 

• 

5.1.5 

or the orga nization . 

./ Slogs, social media, whitepapers 

./ Public research documents 

./ Conference presentations given by organization mploy 

./ Marketing materials 

Physical/environmental security 

In order to minimize loss of, or damage to, all assets, equipm nt should 

physically protected from threats and environmental ha zards. 

Intellectual property right 

II ' f tion products are prop • The organization should ensure that a In orma rI he ns 

and approved by the Information Security Officer. 



• Users should not install software on th org ni lIon 

perm ission from the Information Security Offic r. Sr ch i 

may be subjected to disciplinary action . 

5. 1.6 Protection f rorn mal icious softwar 

• Th e organization should use software count rm 

procedures to protect itself against the threa t of m 

be expecte d to cooperate fully with this policy. 

ur n 

• Users should not install software on th or8 ni ro 

permission from the IT manager. Users br aching thi r QU r m nt m 

to disci plina ry action. 

5.1.7 Continuity of operat ions 

LJltI n 

hol ll 

• The organization should ensure that bu in imp t m rH, bU'ln" 

conti nuity and disaster recovery plans are produ d ( r JII ml Inn I I 

information, applications, systems and network . 

5. 1.8 Information asset rn anagement 

• Each IT asset, (hardware, software, application or dat) hould h 

custodian who shall be responsible for the information 

5. 1.9 Contracts of employment and services 

• 

• 

Staff security requirements should be addressed at th 

contracts of employment should contain a confidenti lity cI u 

Information security expectations of staff should be includ d 

job definitions. 

I '" 

II 



5.1 10 Access control 

• Only authorized personnel who have a justifi d and 

should be given access to restr icted are s cont Inln Inform Jt lon 

stored data. 

5.2 Responsibilities for ISPF 

The ultimate responsibility for information security rests with th t P I v I m. n. ~:f I H n 

of the organization, but on a day-to-day basis the Information CUflty Off, f r \h.11I b,' 

responsible for managing and implementing the policy and r l td Pf dllr ' . 

These top level managers are responsible for ensuring th, t th If pio 

contractors are aware of:-

• The ISP's applicable in their work areas 

• Their personal responsibilities for IS 

• How to access advice on information security matt r 

• Top level managers are individually responsibl for th 

environments where information is processed or tor d. 

unty f th I( ph I . I 

• Each member of employees shall be responsible for th op rational • lln 0 

information systems they use. 

• Each system user sh ould comply with the security reqUir m n th 

in force, and should also ensure that the confidentiality, int nty nd 

of the information t hey use is maintained to the highest stand rd 

• Contracts with external contractors that allow access to th 

information systems should be in operation before ace s IS 

contracts should ensure that the employees or subeontr ctor 

organization shou ld comply with all appropria te security poliei s 

The security officer should be responsible for the organizations Pnv ey Pro r 

but not limited to daily operations of the program, developm nt, Impl m " 

maintenance of polici es and procedures, monitoring program com Ii ne , n 



and tracking of incidents and breaches and insuring patie t ' . h 
n s ng ts In comp" 

federal and state laws. 

As it was discussed in chapter two on various frameworks such 

documents have major 'say' on these topics . Hence, as shown in App 

themes are associated with their objectives. 

5.3 Evaluation of ISPF 

m J r 

Evaluation method of any given framework vary from one research r to n th r. rn 

of them refine th e proposed framework on the basis of sugg tion m. d by h 

professionals (experts) who were surveyed and collect valid comm nt ; nd m pr f r 

evaluate by preparing a workshop for some group of domain exp rt . 

The intent was to locate an IT manager or security professional who h work d n h 

policy development and implementation projects. However, becaus r pond n w r 

more challenging to find and time constraints ingrained in top manag m nt, it did n 

pan out as the researcher anticipated. 

An alternative eva luation method here would be by triangulation. Th e stud nt r 

has tried to re-code based on the respondent's answers with one anoth r. Th is provi 

consistency and reproducible result. On top of that the researcher prep r d a 'd mo' 0 

one IT expert and collected valid comments. Some of the comments w re st t d und r -

The litera ture review is up to date and comprehensive and clearly id ntlfl d t 

The sample and the size is clearly stated so that the reader can 

representativen ess. 



Because the data is collected from 'information ri ch respond nl " II h 

found and consistent within respondents and across di ffer nt b nk It' 

applicable but needs to be refined again and again . 

The general and specific objectives are met and the findings upport th cor III 1011 

Recom mendations are also stated. 



Chapter SIX 

Conclusion, Recommendations, and Future Works 

The last chapter is about the conclusions, recommendations, and futur work of tn 
study. 

5. 1 Conclusi on 

Today's organizations rely heavily on information and IT. Operational nec Ity m. nd I 

the majority of actions taken by an IT department. Policies are d velop d to h Ip th 

performance of the technological environment. Though th ese are som of th 

for policy development, it is not the only reason. Informational resourc mu t b 

protected from any attack or misuse. Security is a crucial part of a banking y t m not JU t 

for the mere function of business operations but to stand out from th comp liMn, 

especiaffy for an organization like banks, as they acquire sensitive data. So ISP r th r' 

to protect organizational data and define management's strategy for securing n ItIV' 

data. Thus, management must be actively involved in providing input, r VI w, and 

approval of all policy documents. 

Accordingly, th is study aims to identify what elements of these policies should focu on th 

technological development of the researched banks and formulate an entry-I v liSP 

framework applicable in the Ethiopian banking industry. The study explored int rnatlOn I 

information security governance frameworks and best practices and chose an ISO audl 

check list along w ith the researcher's experience to develop th e framework. 

h ' data ' hrou h The researcher employed a qualitative research approach. Bot primary , 

interviews and secondary data; through document analysis are coffected and us d 

student researcher obtained the information needed to write a relevant policy by as 10 

. . ' rtantly this melhodolo POinted questions concerning specific subjects. More Impo , 



help the student researcher determine what security issues exist and th w 
n 

vulnerabilities of the organization . A thematic analysis method is used in this r 

analyzing the data . To analyze the data QDA MINER lite v2.0.8 tool is us d. 

Twenty four (24) core elem ents (codes) under ten (10) master themes; Man 
m n 0 

security, acceptable use, dat a classification level, physical/environm nt I, int II ctu I 

property right, protection f rom malicious software, continuity of operation , Inform,ltlon 

asset management, contracts of employment and services, and acc 55 on trol. r 

identified. The study fin dings show that the core elements availabil ity of policy do um n 

varied among the banks are not consistent. An entry-levellSP framework I formulat d 

The framework will be the basis of the organizations IS program and 5erv 

for creating an 15P. 

While it is advisable even recommended to refer to international security tand rd / th 'y 

are inherently generic. So th ey must be incorporated into the current structur of th • 

target organization with management input to produce a policy outl ine. Security p II CI 

formulated be written based on the distinctiveness of each and every organization. 

5.2 Recommendati ons 

Security policy must always reflect actual practice. Otherwise, the instant the policy I 

of published, the organization is not compliant. It is better to stay policy as a minimal 

mandates to which everyone agrees and may comply than possess a vast approach h 

few will observe. Then the document will function to enforce policy compliance whll h 

controversial issues are parallelly addressed . The other reason is that, where peopl ar 

. '11 rally be more wlilin to h Ip aware that there are no exceptions to policy, they WI gene 

. . . b d t comply going forward Onc get It fight up front to make sure that they will e rea y 0 

h . . d I bade by contacting h chi P rase like "exceptions to the present policy coul a so e m 

h m during which It IS us , responsible of ... . " slips into the policy itself or t e progra 

document becomes completely meaningless. It not represents mana 



commitment to an Information Security Program but instead 
communlcat s u plclon 

that the policy w ill not be workable. 

In huge organizations, details on policy compliance alternatives may dlff r con id 
r Iy. 

In these cases, it is going to be appropriate to segregate policies by the intend d udl nc 

The organization-wide policy then becomes a worldwide policy, includln only th 

smallest common denominator of security mandates. Different sub-org nil tlon m, y 

then publish their policies. Such distributed policies are best where the audi nc of ub 

policy documents may be a well-defined subset of th e organization. In thl C , iln 

equivalent high level of management commitment need not be sought for n upd, t 

For example, ISP may require only information technology head approval a 

it is according to the general security policy and only increases the m n g 

commitment to consistent security strategy. In all probability, it would includ u h 

directives as "only authorized personnel should be provided ace capabl of 

implementing patch configuration changes" and "passwords for generic 10 hould 

accessed only within the context of authorized change control processes." Anoth r ort 

of sub-policy may involve people in several departments engaged in some unusual ctlVl ty 

that's neverthel ess subject to similar security controls, like encrypting m II 

communications. 

On the opposite hand, subject-specific policies that apply to all or any users should no 

cause a new pol icy to be drafted instead be added as sub-themes within the ma t r 

policy. For insta nce, new organization-wide restrictions on internet access n d not 

replace the "Internet Access" policy. Instead, an "Internet Access" section is often add d 

to the worldwide security policy under information system integration and monitonn 

A h . . h b rcy approach is to form su • not er caveat for the safety profeSSional uSing t e su -po I 

I· . I b I r and at an equivalent tim , r po ICles that do not repeat what is within the goa po ICy, 

. . . 't Id allow policy docum n consistent with it. Repetition must be prohibited because I wou 

to urge out of sync as they individually evolve. 



The master document does not mean that the associated information prot 

should be far from the knowledge Security Program. It just means th t no II 

strategies are often documented at the policy level of executiv m nd . /I. h 1$ 

Program matures, the policy is often updated, but policy updat es shou ld not b n c 

to realize incremental security improvements. Additional cons n u could 

continuously improved using other sorts of Information Security Progr m docum nt 

This paper identified ten major elements (see appendix B) that should bu d 

of an orga nization 's IS program to write an information security policy docum n lh l 

incorporates international standards. 

5.3 Futu re work 

Some aspects of the ISP framework beyond the scope of thi th i r 

recommended for future research. These are: 

• 

• 

• 

Enhancing the same research by considering all of the banks in th country 

Evaluating the maturity level of each of the specific elements 

Assess why banks give less emphasis to ISP 
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Appendix A: Outline of the Interview 

Department: 

Sex: 

Education: 

Job Role: 

Years of Experience: 

1. How wou ld you describe the different types of information/d t you w rk w th 

2. What are important resources such as customer datab s ,n 
be protected from a security threat to maintain the busin 

te. , th mu 
m thly 

3. What are the common security threats in your organiza tion? 

4. What prevention mechanisms your organization use? 

5. Is there IS in your organization? If yes, are you aware about th I P cont nt? 

6. How have these policies been developed? 

7. How easy to follow are these policies for users? 

8. How users are made aware of the existence and the importance of th s polici s? 

9. What are the most important issues of IS and acceptable use of n twor syst m 

information resources in your organization? 

n 



10. What are the advantages of the documents written in your organiz 
the IS polic ies? 

11. Wh at are the most important aspects that require furth er dev 
documents? Any other comments you want to sugges t? 



Appendix B: Entry-level Policy and Objectives 

Themes 

Management of security 

• ISP document 

• Review of ISP 

• Management commitment 

to information security 

• Roles and responsibilities 

Acceptable use 

Acceptable use of assets 

Data classification levels 

Classification guidelines 

Information handling 

Intellectual property right 

Identification of applicable 

legislation 

Intellectual property right 

Regulatory compliance 

Objective 

To provide managem nt dir ction 

To manage information s curity with in th 

organization. 

To understand th e rol s and r pon Ibill 

every stakeholder. 

-

-
To achieve and maintain org nization I 

To ensure that information r c iv 

appropriate level of protection . 

To avoid breaches of any law ensur compli n 

of systems with organizational security polici 

and standards 

n 



Physical/Environmental security 

Physical security 

Access control 

Logical access 

Password management 

Protection from malicious software 

• Firewall/router 

admin istration 

security 

Network security and 

administration 111 Encryption 

Continuity of operations 

Data backup and compliance 

DR and BCP 

IRP and procedure 

To prevent unauthorized physical access. -

To prevent unauthoriz d cc to 

information systems. 

To ensure the secure operation of ass t nd 

protect information in network. 

To maintain the integrity and availability of 

information and counteract interruptions to 

business activities and major fai lures of 

information systems or disasters. 



Information asset management To handle all 

assets in the 

· Media handling organization. 

· Asset/capacity management 

Contracts of employment and services 

· Vendor and third-party To maintain the security of the 

agreement 
organization's information and faciliti 

that are accessed, or managed by xt rn I 

· System interconnections parti es. 

· E-commerce 



Appendix C: Support request letter 

e~!·.·.· ·' .~ " , . 
--- --'~-~-~~'--"-~'-""-'-~'--- -".'_. --

. ddi:s. bbb. Un t" ... n .. t} 

C ,')lte~ IIf t ~I mral ""I t fht" 

2'Y..)~(I .)J ~ Jz) fUrl~l6t"un ."\,1'0"111 \ 

OMe: Apt'll 10 ,](12 .. 

R,f l o I. ' '' ~/~r)lllH 

To Whom It fllay Concern 

Sub! ct;· 5l\L<!<nl Yu""ph GNU 

1.dlH.1.1np.:t \L 

Thl;!'il~ t"tJU!,udt undt'r tht' thlc "'?onnu lurin~ n SUM rd InIormQlion ~ 11111)' "'111 (''f 

r{lr r;~hln'f'l~f1 ntm!t~". 

:: l11u l -2~ 1 ·lllH22·91·91 


