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Abstract 

On this research work the researcher has made an attempt on applying case-based reasoning system 

in depicting employee's behavior towards potential (muds to be committed by identifying at risk 

employees and recommending possibl e related fraud types to be committed, by using human 

observable behaviors . The req uired know ledge was acqu ired from two group of experts, seven 

prev iously investigated insider cases, document analysis and olher relevan t infonnation through a 

s ix-point Likert scale quest ionna ire survey. Investigated cases were galhcr('"<i from Ethio tclccom 

legal department and infonnation science department. The domain experts were selccted from 

Addis Ababa Uni versity. FORE attorney geneml and selr-employed personnel, using purposive 

sampling. 

For modeling purpose of the acquired knowledge, hiemrchicaltree modeling technique were used. 

Atlributes that arc relevant and have direct impact on the decision were selected and the case 

structure fomlU lated. 

The prototype is developed using the Object-Orien ted framework JCOLlBRJ t .1. The system has 

the capability in retrieving, reusing, revising, and retaining new cases. And here nearest neighbor 

retrieval algorithm was used whi le the system retrieves cases from the knowledge base. In order 

to assure the CBR system has meet the requirement needed, eval uation was conducted on both the 

system perfonnance and user acceptance test. 

The overall evaluation result shows that the c3se-b.1sed reasoning prototype for insider threat 

mitigation is very encouraging as the retrieval perfonnance of the prototype registers an average 

value of 82 .14% precision and 82.85 % recall with average accuracy of 94.90%. And also, the 

system has registered an average grade of "very good" in user satisfaction test result. 

Generally, the work has achieved its objective by developing the expected prototype with an 

encouraging system perfonnance and user acceptance test result un designing knuwlt.."lIgc-bascd 

system for insider threat mitigation usi ng human observable behaviors. 



CHAPTER ONE 

Introd uction 

1.1 Background 

Telecommunications reach deep into Ihe dail y c irculll .'.tllnccs of incli vidu:tl s, businesses, lUld 

govcnul1cn ts. Telecoms, in facl , touches nearly everything and everyone, and, olong with energy. 

fonns a fo undation upon which all ot her crl11cnl infmstnlcturc operates. Due to the breadth and 

depth of serv ices offered by (clccom co mpanies, there is II signi fi cantly increased risk of cybcr 

sccurity threats. While the Iclccolll industry is morc equipped to protect its networks due to the 

nnture orthe industry, various progressive threats ex isl which need to be mi tigated . Some orlhesc 

attacks could lead (0 denial of service, protccting these networks from ntlacks is thus an imponant 

aspecl lhat cannot be ignored. According to Pw ' s Globa l State of Infonnation Security, (2016), 

IT s(:c urity incidents in the telecoms sector increasL"<i by 45% in 20 I 5 compared to the year before. 

Telecoms providers need to ann themselves agai nst this growing risk. 

insider thre.1ts can be divided into seven sub-categories, based on the manner in which they affect 

the organi zation's infonnation security goal s, and the human factors which lead an insider to act 

in a malicious manner. We can also name the insider threat categories in tenn of the impact and 

the actions that the insider uses to achieve his aims. These arc: a) insider IT sabotage, b) insider 

IT fraud, c) insider theft of intellectua l property, d) insider social eng ineering, e) unintentional 

insider threat incident, f) insider in cloud comput ing, lInd g) insider nationa l security (D. Cappell i, 

A. P. Moore, and R. Trzeciak 20 10). However, organ iz.1t ions could be affected by more than one 

category of malicious insider threat at the same time. The researcher has contacted the IT strategy 

O fficer at Ethio telecom, and the response shows thai there arc many investigated cases that cause 

many loses to the company, which are committed by insiders. They a lso noted that there is an 

illegal internal cyber security acti vity in almost all products and assets o f the company. The 

corporate communications managers at Ethio lelecom officially announces that Ethiopia loses over 

52 million dollars by telecom fraud in the year 20 161 17. 



1.1. 1 Inside rs a nd inside r threats 

The tenn 'insiders' is broad, could cover a spectrum of users, and has no evident definition. But 

according to several authors (Ophoff et aL, 20 14; Hunker & Probst, 20 11 ; Costa et al., 200S; 

Chinchani et aI., 200S), insiders arc legitimate users, fami linr with internal systems and could be 

aware of organi zation's security counlcnneasures. Humin (2000) and Silowash (2012) al so 

consider employees, and consultants, and stakeholders as insiders. Greitzer (20 14) und Colwill 

(2009) divide insiders into two categories: malicious (intentional) insiders and unintentional 

insiders. Ophoff et al. (2014) add II third category, 'motives', to the previous categories, for 

describi ng behaviors that could be considered abnonnal , but do not lead to security inc idents. 

Insider threats mainly refer to the intent of di shonest employees to commit some fornl of cyber­

crime Dhillon (200 I). Insiders are capable of dismpting operations, corrupting data, infiltrating 

sensiti ve infomlfltion, or generally compromising an IT systcm, thereby causing loss or damage 

(Cappell i, 2009; Cummings 20 12). As the discussion on the insider threat has evolved considerably 

over the past decade, so has the very definition of the tenn 'i nsider'. Nowadays, it is not onl y 

employees who have pri vi leged access to the assets of an organization, bu t also volunteers, 

consultants and contractors (Srancik, 2007). Access is also givcn to business partners or fellow 

members of a strategic alliance, whereas contractors now include employees of a cloud service 

provider. Hence, a more appropriate alternative to the tcnn 'insider' would bc a '(person with) 

specialized access' (Hartel, 2010) . Misusing or abusing compa ny assets by individua ls, who 

possess pennissions and have knowledge about company internal systems, has signi ficantly 

increased in recent times (Legg et al ., 20 13), therefore this issue is considered the second greatest 

cybersecurity threat (Greitzer et al. . 2009). These threats have serious consequences, and some 

have become more intelligent and sophisticated (Legg et al., 20 13). However, the main concern of 

the vast majority of companies and organizations is to protect themse lves from external attacks, 

and they are largely either overlooking or oversimplifying potential internal threats, thus they do 

not plant countenneasurcs that can reduce these threats perpetrated by insiders (Grant, 2009). 

Consequently, traditional protection solutions for external attacks arc unable to detect insider 

titreats. 



As the insider-threat problem has grown, it has also received great attention within the research 

community. There have been in-depth discourses 0 11 everything from what exactly an insider threat 

is and what the range o f human and psycho logical fllc lors involved are, to how threats can be 

predicted, detccted and effcctively addressed wit h appl1,'ciat ioll o f technological and behavioral 

ad vances and theories. These approaches have resu lted in numerous models and frameworks for 

insider threat, each wi th its distinct perspective on the problem and sp<,'c ific area which it aim s to 

address. In spite of these advances in research and the various prol>osa ls, however, there is arguably 

still no unifying framework which seeks to fully characteri ze the insider-threat problem space. 

Tha t is, defining which insiders attack, why they attack, the humnn fuctors that lead 10 acc idental 

threats, how onc's background may impact likelihood ofllttack, what behavior may be exh ibited 

before or during an attack, what the common altack vectors lind s teps wi th in an attack are, and 

what assets and vu lnerabilities are typically target(,'tI . 

The focus o f this study is therefore to address this gap and present II CB R system fo r understanding 

and characterizing insider thrc.1t behavior that is ground(,-d in rea l-world threat data and perti nent 

li terature. The researcher tries to draw on insider-threat cases from Ethio-telecom, broad survey 

data and exist ing research, to understand and categorize the threats. 

1.1.2 Case-based Reasoning 

Case-based reasoning (C BR) is II problem-so lving approlleh Ihat mllkes use of previous, s imilar 

sit\l3tions and reuses infonnation and knowledge about such situations (Kolodner, 1993). 

Basicall y, C BR technology is a reasoning procedure or frmllework instead o f a specific algori thm 

(Watson, 1999). It uses different techno logies and algori thms to solve problems. 

CBR is a problem-so lving paradigm that in many respects is fu ndamenta lly different from other 

major AI approaches (Aamodt & Plaza, 1994) . CBR, instc.1d of relying solely on general 

knowledge about a problem domain, o r making associations along generalized relationships 

betwccn problem descriptors and conclusions, it can utilize the speci fi c knowledge of previous ly 

experienced, concrete problem situations. A new problem is solved by finding a similar past case, 

and reusing it in the new problem situation. A second im portant difference is that CBR has also 

been an approach 10 be incrementa l, sustained learning, si nce a new experience is retained each 

time a problem has been solved, making it immediately avai lable for future problems. The CBR 

• 



field grew mpidly over the last few years, as seen by its increased share of papers at major 

conferences, avai lable commercia lloo ls, and successful applications in daily usc. 

1.2 Motivation 

Current pmct ice in insider threat detection tends to be reactivc as it focuses on detecting malic ious 

acts after they occur with the aim of idcntifyi ng and disciplining the perpctmtor. Typical 

approaches incorpomte forensic mensurcs includi ng cx tenta l threat/dcfcnsc-oricnted appliances 

such as intmsion Detection or Prevention Syste ms (IDS/IPS ). The majority of Chicf S,:clIrity 

Officers (CSOs) focus onl y on employing technologies to protect from ex tental threats, find do not 

implement necessary countenneasures agninst insiders (Grant, 2009). This fnet can be clearly 

d,:dllced through the scarcity in the po licics, proced ures and mitigation so lut ions that contro l 

employees' bad behavior. Insider Threats are not n technology ])roblem. Insiders are pcople, no t 

computers. Treat ing insiders as a technology problem ignores the human aspects of motivation 

and behavior. Detecting insiders f(,'quircs a defined process and a focused team in addition to 

detection technologies. Even those detecting technologies arc managed by humans. So, it wi ll be 

beller on giving nuention for Employees behovior. 

The conseq uences of insider threats ore unlimited, and cou ld be tangible or intangible, but they 

could be genemlized to financial loss and dnmage of reputa tion of the organization (Ophorr ct aI., 

20 14). 

Cappelli et al. (2004) describe 15 fi nancial loss coscs between 1996 and 2002 in the financia l 

sector. They also mention that the financial ga in is the most prevalent mot ive throughout the 26 

inc idents eXllmined, and show that prefonni ng intental fm ud activities docs not require high 

techn ical ski lls. There are other impacts, such as business dismption and customer loss, but they 

could fall under category of financial loss. However, undoubted ly any publicly disclosed insider 

lhreat incident could indirectly lead to damage of reputation, thus loss of reputa tion would be 

considered the ultimate result of any insider attack if publicly disclosed. 

Burroughs and James (2005) review personality research to identify individual differences that 

may account for counterproductive work behavior. People with certa in dispositions arc found more 

like ly to engage in antisocial behaviors or to direct hamlful actions against others. This may 

inc lude exhibiting traditional workplace retaliation behaviors in order to right a wrong, in response 

to o rganizational upheaval or organizational injust ice, and in response to breach of contract (e.g., 

psychological contract breach) (Ambrose, el aI. , 2002; Fo lger and Skarlicki, 2005; Pearson and 



Anderson, 2005; Rosen, Chang, Johnson and Levy, 2009; Tripp and Bies, 2009). Shropshire 

(2009) recently conducted a canonical analysis of sixty-two intentiona l security breaches by 

insiders. His study indicated a positive cOITelotion between four general variables (Financial 

changes, relationsh ip strains, substance abuse, and job changes) and predictions of insider threat. 

each of which is observable byconscienlious managers and/or supervi sors. The research conducted 

by Verizon and the U.S. Secret Service (20 10) , CnPl>cll i, Moore, Trlecink and Shimenll (2009). 

and the NIAC (2008) assessed the relmionship between insiders' backgrounds and motivat ions 

and their resulting dcviant behaviors. Dcspitc n growing body of rcscarch into the psychology nnd 

motivution of insiders, it is difficult 10 predicl who will commit s(:curi ty fraud (Kramcr, Heucr and 

Crawford , 2005). Shaw and Fischer (2005) noted that most of tile thrcnts in their study could havc 

bcen prevented by timely and effective action to nddn::ss the onger, pa in, anxiety, or psychological 

impainncnt of perpetrators, who ex hibited signs of vulnerability or ri sk well in advance of the 

crime. 

1.3 Statement of the Problem 

As Ethio telecom is the only telccom service provider in the country, it operates and manage the 

countries' netwo rks, vo ice and data transmi ssions ond store vnst amounts of sensitive data, and 

this makes them a highly allractive target for cybcrcriminals in search of financiol gain, nation­

stnte sponsored actors Inunching targcted atlocks. Even if the cnses related with insider threats arc 

not officia ll y released, the researcher have observed so many intemal fraud activities on different 

departments of the company, wh ich arc investigated by the company's IS department. 

As the insider-threat problem has grown, so too has the attention it has rt:ceived within the research 

conununity. 

There have been in-depth discourses on everything from what exactly an insider threat is (J. 

Hunker and Probst,20 11 and what the mnge of human and psychological factors involved arc 

(Co lwill,2009), to how threats can be predicted, detected and effectively add ressed wi th 

appreciation of techno logical and bchavioml advances and theories. These approaches have 

resulted in numerous models and frameworks for insider threat, each with its distinct perspecti ve 

on the problcm and specific area which it oims to address. In spite or these advances in research 

and the various proposals, however, thcre is arguably sti ll no unifying fmmework which seeks to 

fu lly chamcterize the insider-threat problem space. ThaI is, defining which insiders anftck, why 



they attack, the human fac tors that lead to accidental threats, how one's background may impact 

likelihood ofauack, what behavior may be exhibitC(i before or during an auack, what the common 

attack vectors and steps within an attack are, and what assets and vulnernbil ities are typically 

IIIrgcted. 

New technOlogies need to be ut ilizC(1 to support security professionals in the security control 

process to assist thc dai ly activities of problem so lving and dccisions making of thc cases. These 

rC<lu irc organ izing know\("dge of security pro fcssionnl s und documents, bolh tacit and explici t 

knowledge. 

Reason ing by reusing past cases is a l>owerfui lind frequen tl y applied way to solve problems for 

humans. Th is claim is also SUPI>OrtC(1 by results from cognit ive psychology research . Part of the 

foundation for the case-based approtlch is its psychologica l plausibility. Several studies have given 

empi rical evidence for the dominating ro le of spL'Cific, previously experienced situations (what we 

ca ll cases) in human problem solving (Ross, 1989). 

Thcrefore, the aim of this study is to design prototype, case-based reasoning in knowledge-based 

systcm that advises in the identification and controlling insider threat's behavior. Which is 

grounded in real-world threat data and pertinent lilemture. The rcsc.1rcher dmws on insider thrcat 

cases from Ethio-te\(,'Com and broad survey data and existing resenrch. 

Therefore, this study invcstigates and answer thc followi ng questions. 

2S What type of know ledgc is required to design a C BR system which (;tin assi st experts in 

insidcr threat behavior identification und control? 

2S What is the appropriatc modcll ing and infcrencing techniques to implement the C BR for 

insidcr threat behavior identification? 

ii!S To what ex tent the prototype perfonns in detecting insider threats. 

1.4 Objective of the study 

1.4.1 Ge ne ra l object ive 

The main objective of lhis study is to design and develop a prototype CBR system that enables to 

identify insiders threat behavior in tclccom. 



1.4.2 Spccific Objetfi vc!l 

J6 To re\·iew litcrnture on relrllcd research works in order to hnve nn undcrslandi ng 0 11 

concepts, principles and technologies of knowh .. -dge*baS<.-d system . 

.is To ex lmct the domain knowledge which is us(:d in idcllI ifi cntion of cmploycc's behavior 

from experts and available litcrature . 

.is To unalYl:c and rnodclthc domain know](,'dgc and constmct slmcturcd domain knowledge 

to gai n ncw knowledge . 

.is To bui ld a prototype CBR systcm for depicting employee's bchavior towards potcntial 

fra uds to be comm ith.-d. 

J6 To tcst and cvaluate the pcrfonnance of the protolYl)C system. 

1.5 Scope a nd limitation 

The scol)C o f this research is limited to the retrievn l of the most si milar cases comparing the case 

at hand to the library of past investigated*cases, using the CBR approach. TIle cases to be 

cons idcn .. -d in thi s research are those investigated and clos(.-d cases by Ethio*telccom Info nnation 

security and legal dcpartment. The study is intenck-d to develop and evaluate CBR prototype 

system for dcpicting employee's behavior towards potentia l fmuds to bc commi tted , and giving 

advisory services primari ly for the domai n experts, human resource managers and thcn for any 

intcrested party. Cyber Securi ty Thrcats fncing tclecommunications compan ies include; 

Distributed Denial o f Service (DDoS) attacks, targeted attacks; poorly confi gured access cont rols, 

inadequate securi ty for 2G/3G communications, the cxploi tation of vulncrabili ties in network and 

consumcr dcviccs, and Insidcr threats. However, the study covered only insider thrcats, and on 

idcn tifying the ir observablc beh..wiors, thcn fina lly depicting those beh.1viors beforc potcnlial 

frauds are committed . 

Thc study is limited to dcvclop a prototype knowlcdge .. b.1set! systcm for thc purpose of identifyi ng 

insider threats behavior, and docsn't give punishment decision for the ncw cases. 



1.6 Sign ifica nce of the study 

The study hclps in reducing insider threats facing the compan y, giving advisory services while 

identifyi ng and understanding insider thrcut' s behavior, for screening employees whi le internal 

job tmns fer takes place, and to take the m,'cessnry action before the threat takes place. II nlso 

encoumges Ethio telccom senior o ffieinls to focus on insider thrC{l1S bchnvior in the processes of 

controlling insider threat. The prototype has grell! signifi cnTlce to tellch primary securi ty 

professionals, genera l reuctionaries and the com pany's higher rnanngenlent in order to have we ll 

understanding ubout insiders' beha vior. The developed I)rototype OR system can be used to give 

advisi ng services on identifying and understanding insider threll!'s behavior happening, in order 

to enable to take the possible preventing and control ttction. Employl.,''Cs Ihat engaged themselves 

on fm udulent activities wii i be aiann(.'(i before more serious things arc hnppeni ng 10 them, so that 

Ihey will stop their illegal activities. Customers of Ethio telccolTl niso will httve bener satisfaction, 

increase their reliability on privacy issues and inconveniences, and will huve bener reliancc 0 11 the 

company scrvices provided by the employees. This rese..-Irch can serve as a b..'lse fo r future 

researchers interested on this area. This study also initiates othcrorganiza tions to tum thcir facc to 

intelligcllce·basL'(i insider's identifi cation IllL'Chanislll . 

1.7 Methodology 

The study follows design science research approach fo r the overall work of Ihis study. The 

researchers, on the next sL'Ctions has discussL'(1 What, How, and Why is each step of the research 

process done in detai l. The fundamentnl principle of design science rescarch is that knowledge and 

understanding of a design problem and its so lution arc aC(luircd in the building and application of 

an art ifact. (Alan Hevner, 20 10). 

CHAPTER TWO 

LITERATURE RE VIEW 

2.1 Background ofEthio telecom 

As n continuation of the 2005106 - 2009110 five·year plan and after concentrating its efforts on 

education, health and agriculture, the Ethiopian government has decided 10 focus on the 

im provement of telecommunication services, considering them as a key lever in the development 



of EtIIlOpIA. Ethlo telccol1l is born, on 29th November 2010. from tillS ambition of supportlllg the 

stcady growth of our country, withlll the rowth And TmnsfornlAl IOn Plan (OT!», with ambitious 

objcctives fo r the year 20 15. The Etilloplan government has df.:cided to Irnnsfonn the 

tel(''ColllllltUlicmion infrns lnlcture and services to world class sltmdard, comlldcrlllg them as n key 

lever in the deve lopment o f Elhiopia. '111l1s. Eth io te lccolll is born frolllihis ambition 10 bring nbout 

n pamd iSIll shift in the development o f the telccolll sector to suppo rt the steady growth o f our 

country. 

2.2 Overview 

AI is 0 11 1.1 of the newest fic lds in science und engineeri ng. Work stnned III Cll mest soon after Wo rld 

Wnr II , und the nUIllC itself was coined in 1956. Alollg wi th rtlolcculur biology, AI is regularly 

clled as the "field I would Illostlike to be in" by SC lcntists in other disciplines. A studcnt in physics 

Illight reasonably fedtllat a ll the good ideas have alretldy been taken by Olili leo, ewton, Eins tein, 

and the rest . AI, on the o ther hand, still has openings for severnl full · tillle Einslei ns and Edisons. 

A I currentl y encomp.'tsses a huge vltriely of subfields, mnging from the gencm l (learning and 

perception) 10 the specific, such as playing chess, provlllg mnthemat lcal theorems, wnting poetry, 

driving a car on a crowded street, and diagnosing (ilseascs. AI is relevnnt to ally intellectual task; 

it is tnlly a univcT'S:.11 field (Russell, Stuart lind Norvig, Pelcr, 2009). 

An ificial inte ll igcnce is the science o ftransfonning human inte ll igcnce into programs that enable 

computcrs to moke educated (intelligcnt) d(,'cisions and ehoiccs. It is (l tcchnique where in non· 

livi ng entit ics trans fornl and link si mple clcments o f infonno tioll to fonn complex functiOIiS and 

Interrelationships. Expert or knowledge· b..'ts(.'t! systems (KB ) arc one of such AI techniques 

(Watson and Marir. I 994). 

Be low in figure 2 we can sec eight definitions of AM.lficia llnelegant defin(.'<i by different scholars 

at differcnt timc. The definitions on lOp are concerned WIth thought processes and reasoning, 

whereas the ones on the bollom address behavior. The defilllilons on the left measure success In 

tenns of fideli ty to human pcrfonnancc, whereas RATIOI ALITY the ones on the n ght measure 

agai ns t an ideal pcrfonnance measure, called rationality. A system IS r.ttionallf it does the "right 

thi ng," given what it knows. Historically, all four approaches to A I have been followed. each by 

differcnt peoplc wi th different methods. A human-centered approach must be m part an emplncal 

science, invo lving obscrvations and hypothcscs About human behAVior. A rnllonahstl approach 



mvo lves a combination of mathematIc and engm/.:enng. The vnno us group have both d lsp.'1mgcd 

and hell>ed each other (Russell , Stunrt and NorvlS. Peter, 2009). 

T hinkin g Human ly Thinking Ratiollldl)' Thl llkln ~ Rationally 

"The exci ting new effort 10 mllke cOllll)llters The study of melltn l fncuhl es Ihrough the use 

thi nk ... mllchincs with minds, in the full and of complilationfl imodels." Chamiok flnd 

literal sense." (1Iuugclund. 1985) MeDel'lnoll, 1985). 

" [The fllil om ut ion of] activ ities tlmt we "The study of lhe complilUtiol1s IhOl muke 

lIssociute with hUlllun think ing, nClivilies sllch it possible to perceive. renSOI1 , and nct." 

as decision-mak ing, problem solving, leuming (Winston, 1992) 

. .. " (Bellman, 1978) 

Actin g Ilumllnl )' ActinJ.: Ibtio nall), 

"The an of creat ing mnchines Ih31 pcrfonn "Coll1pu1:l1iollll l Intelligence is the study o f the 

functions thut n . .'quire intell igence when design o f Int elligent agcnts." (Poole et al.. 

perfO nlled by Ix:ople." (Kurzwei l, 1990). 1998). 

"The study o f how to make coillputers do "1\ 1 .. . is cOl1ccmed wilh intelligent beh:lVlor 

th ings at which, at the mOl11el1l , Jx.'oplc are in arti faclS." ( Il ssol1, 1998) 

better." (Rich and Knighl , 199J ) 
.. FIgure I Sollie dejimtlOfis % r tificwlllllelllgence. orgam: ed InfO /0111' cillegones. A(JoplclJ/rom 

(Rllssell, SlIIorl and Norvig, PCler. 2009). 

2,2 Knowledge based s)'SlemS 

KBS incorpomlcs knowledge Ihal is symbo lic, nOI only symbo lic as well as numcric. It rcnsons 

with judgmcntnJ, imprecise, and clual ilati ve knowh:dge as well as with fomUl I Imowledgc of 

estnblishcd theories. IlS knowledge is simpl y and cxplic ltly reprcsenled in tenns fanu liar 10 

specialists, and is scpannc from its inference procedures. It provides explanatiOns of Its line of 

reasoning and answers to queries about its knowledge. It IS IIlcrcmcntally refinnblc and exlcnSlble. 

More delails can be specified to refine Its pcrfomm/lcc; morc concepts and li nks among conccpts 

can be specified to broaden its mnge of applicabil ity, and It IS an expert system If it provides 

ex pert-level solutions (Reid, 1985). 

Expert or knowledge-based systems (KB ) arc one of the success stones o f Amfictal Intethgcnce 

(A I) research. In II recent survey the K Ot."partmen t ofTmde & Industry found over 2000 KBS 



in commercial operation (the survey excluded KBS in Universi ty research laboratories) (DTI, 

1992). 

2.3 Case Based Reasoning 

As a s ignificant branch of Artific ial Intelligence (A I), Case-Based Reasoning (CBR) has received 

more and more research attention, In the last few decades, CBR has grown from a quit.! new arcn 

10 a subject of major influence. Much work has been dedicat(,"<Ito this topic, including ils basic 

pnnc iple, methodologies and applications (Reisbeck and Schank 2009). CBR systems have also 

been used to solve a wide range of problems. Examples of the app lications of the CBR systems 

include medical diagnosis, time series pred iction, product design and planning etc. The basic idea 

behind CBR is that reasoning and problem-solving arc based on the most specific experiences 

available instead of general abstract knowk-dge or rul es. In this way, cllse-based reasoni ng 

provides a new melhod fo r bui lding intelligent systems (Kolodner, I 993). 

2.3.1 CDR History and Development 

Case Based Reasoning (CBR) is commonly interpreted as reasoning through remembering. This 

method adapts previously known successful solutions to new similar problems. The advantage of 

CBR over other AI techniques lies in the fact that an explici t domain model is not necessary; 

datalinfonnation extraction is li mi ted to gathering case histories. CBR implementation is based on 

Identifying significant features that describe a case, contrary to the development of an explicit 

model. It is a technique of machine learning through knowh..-dge acquisition for problem solving 

and interpretation. Utilizing the advantages of databases to store cases, CBR tools can handle large 

volumes of data with ease. Learning is simply perfonned by acquiring new success ful cases for 

the database. Hence maintenance and enhancement of the CBR model can be perfornlcd with 

greater ease. 

Watson and Marir,1994; Aamodt and Plaza,1994 has tried to review the history of CBR, its 

dcvelopment and the role of cases and the researcher has summarized it as below. They proposed 

a conceptun l memory structure called scripts containing infonnation about stereotypical events 

similar to human general knowledge which allow us to set expectations and perfonn inferences. 

The role of cases i.e. the memory of previous situations and situation patterns (ternled as memory 

organization packets - MOPs with respect to learning and problem solving was explored by Roger 



Schank in 1984. Work on transfonnational and dcn vAtlonal anAlogy which developed the 

mopping, adapUltion and replay process fo r CUR was pcrfomuxl by orbonell ( 1983 1986). 

Roger chunk's work at Yale Universi ty in early eighties produced an iOlcll igcnt model for CBR 

and the firs t CB R applications based on th is mode I. The fi rst complete CBR system' YRUS' 

was developed by Janet K.olodner. CUrTent COR work con be d ividL"(j into two categories: CBR 

research and IIpplied CBR (Leake, t 995).CBR research is the study o f algorithms and knowit'dge 

needed to enhance understanding o f humun reaso ning Iln(Vor the scient ifi c understand ing of the 

CO R process itself. Applied CBR appl ies lind builds upo n ex isting BR thL"OricS in a vll riety of 

doma ins sometimes usi ng the aid o f other related reasoning methods 10 achieve the desired gall I. 

Case buscd reasoning is an inherent reasoning methodology ut ilized by all humans in various facets 

of life. " In real li fe, when we arc having dimeultywith a task ora situation, we tend to seek advice 

from somL'One who might know tlbout the problem at hnnd. If this somoone does know the answer, 

we not onl y benefil directly from what they tell us, we acquire a new c,lse. BL'Clluse our problems 

are usua lly nol so clear cut, and answers nrc no t so di rL'Clly applicable, this process is not as s imple 

as it sounds. We might discuss our problem with SOIt1L'One who is not eXlletly 1111 expert but cun 

offer good ad vice. They might respond with a story from their own lives, and if the S101)' is we ll ­

told and sccms gennane to our problcm, we wi ll tllke the addL"(j stcp o f adapting it to make il 

relevant to our own li ves" (McGar ry, 2006). Reasoning by re·using past experiences or cases is a 

techniq uc frequently appliLxi by humans to solve problcms. Rcsults of cognit ive psychologicul 

rescnrch suppo rt sim ilnr conclusions. 

Key issues in applying CBR methodology lie in (Leake, 1995) : 

I . SitUlltion assessmcnt/retrieval: procedure to be fol lowed to relrieve the most relevant prioreascs. 

2. Case application and evaluation: Investi gation of which retrieved case I cases would be most 

relevant and how the retrieved case(s) methodology or solution will apply to the new casc, as well 

as, how effectively will it apply. 

3. Case adaptation: Modifying the chosen easc's solulion to fi t the problem case. 

4 . Sto mge: When and how to save the problem case and modified sol ution fo r fu ture reusc. 

In C BR application there arc two types o f ense categories: 



1 A pre\tlous e~pencnee or Ilu.,llon ~h lch tw been obuuncd, clkhcd and learned from. 10 chil 

II elln be "1>Phc:d 10 solve new problen I known II I pMC CMC. J'f'CVIOu,s t&»C, cored casc, or 

relllmed e:o 

'\ A new problelllio be 101"00 I d nbed oj In unJ()hc:d Clt~ or new ChC 'The fonnal dcfin ilion 

r. ca I' " A n~e is" C 11lc'(luall /c:d plI:ceorkno~ lcd"c re.,le nllna In cxpenC1lCe I1 00n1Al1\ 

lhe 1'0111 Icssoll Ihlll I Ihc COlllelll of Ihe CJt e Alld Ihe COll le~1 III wtll h Ihe Ic»on n be u.)((l 

rYf)lcll ll y. fI CMe compnsC5' 

rhe probl t llllhfil describes lat e of tile world when Ihe problem oc:turred 

The 80IuII n which stOICS the dcl'1 voo SOlul lOII 10 Ihllll)robicm. !UK!. or 

, fhe: out Ollle: which dc~nbc' the ~ t:Ue orlhe ~ or ld IIRer Ihe a~ occurred" (W11I1.)C)n antll\t.rlr 

,1994). 

('OR yslel1ls learTlllIg lokes phtce IIllwO phn 1 R y.lem leum new at from a ute ful 

llullon. and from problems lind rcco\ocry melhods In fluled IOIUlions nu e,,-,bl the s lem 10 

:tlllllllllli ly lind automatically refine Its knowledge Desplle Ihe fa<;1 thnt OR In the mw foml 

merely searehes for cosc It differs from dmabn5C Kurth a It IS cnpable ofpcrfonnms I'af .. al 

matches and Ildll l>lutlon of 1).'\rlml IIllltch 10 fi t the problc:lll CASt dC$plle the lock of coll\j)lc:le 

dnmaln knowledge. This gives OR liS' robuSlness and nex lbllllY (Leakc, 1995). 

2.3.2 Case Based Reasoning Procedure 

I he I)R procedure :IS review cd III (A amotlf Alltl PI AIII. I99.a : Lcake, I94JS) IS !ummanZcd The 

CBR tcchlllque UI!l17CS COlltlllUOUS and constanl leamllli II each new eXpcr1cnce I tored each 

lime II problem IS so lved. mokllli It Instantly a\l8 11able for the oe:ct problem In an Ideal BR 

IIl'l'rooc:h, If a problem IS ucccufully soh,ed It ean be directly lored for fu ture usc If a failure 

occu,.,. the reason for flu lure I evaluated and detcmunc:d 1111 IJ then red In order 10 I\lold the. 

lime mlstnke 10 the future:. 

A CBR model enn ullh7C II \andyofdllTc.rent method forordcnng. rdnC\lIOg. USIO& and IOdc~tnl 

the kno .... lc:dge I rcd III prcvlous know"T\ cues a.scs ean be Ituunlamc:d as IndlYtdUllly 

Identifiable cxpcr1cnccs and tored lIS sc:panle l noVtIc:dse UIliIJ or can be matnlllOed as 

gencrah700 cases by grouptng m\llar CASeS and tored b) ~hllina up tnto suhum "Im,n the 



knowledge stnlcture. These s tored cases arc then indexed in different ways for orgamzallonal and 

retneva! purposes. The solution o f n retrieved case can be used dlrt,'c tl y for the problem case or 

mochfied according to the d ifferences between the rctrievt."Ci and problem cases. This process of 

ease retrieva l through matching, adaplation of retricvt."Ci case solut ion lind learnmg from lin 

encounter could be based upon It (k ep model o f geneml dO l11l1 in knowledge or It shallow model o f 

dctm l knowled ge o r may be accordin g to un npparcnt synlliclic similority. The OR model mlly 

function wilh or wi thout user intcrvcntiollllnd inlemction. The case base used by OR mny contai n 

a ma ny widely di stributed cnses or li mitt.'<i qunnt ity o f lypiclll cases. T his gencml approllch o f OR 

IS used in variants o f Case Based Reasoning such as exempl nr-bnst.'<i reasoning, memory-based 

reasoni ng e tc. (Aa modt and 1' laza, 1994; Lea ke, 1995). 

In exemplnr-bast.'<i reasoning cases lire categorized into clnsscs ond each class has a genemliZt.'<i 

tOlulion. The set o f c lasses fonns the set o f possible solulions. This method is essent ioll y bust.'<i 

upon fi nding the ri ght class for the new problem, i.e. n problem o f c1assific.'It ion. Once Il le class is 

Identified, the solution o f the closs fomls the so lution of the problem cllse. Hence, this method 

does not enta il mod ifica tion of the found solution. Instance-bllsed reasoning is a special ization o f 

exemplar-h..1st.'<i reasoni ng as it applies a non-gellem lizlll ion-bast.'<i opproach developi ng u highl y 

syntactic CBR-approach. To offset the lack o f guidance from genera l background knowledge u 

relati vely large number of cases is rt.'(luirt.'(! in order to approach II eonccpt defin ition. l l , 18J 

Memory-bused reasoning considers reasoning to be centmlized on a process of accessing und 

searchi ng 11 la rge co llectio n o f cases in memory. Hence, the way memory is organizt.,(! and searched 

fonns a large part o f th is technique. Parallel processing is II tcchnique uti lizt.'<i by Illis method for 

mpid searching (Aa modt a nd Plaza, 1994; Leake, 1995). 

Case-bused reasoning assumes thut each case s tored has a certain amount of richness o f 

tn fOmlation in it, as well as a cenain degree o f complexity to it. Th is technique is able to adapt a 

re trieved solution to suit the given problcm case withi n the same domAin, utilizing a variable 

amount of geneml background knowledge (Aa mod t an d Plaza, I994; Leake, 1995). Analogy­

based reasoning is a technique similar to case-based reasoni ng which IS applied across domains. 

The main focus o f research is to identify and apply tcchniques to pcrfonn matching and adaptation 

of cases across domains (Aa modt a nd Pla1.a ,1994 ; Leake, 1995). All variants o f CBR tnvolve 

5C.1reh und rctrievul o f cases fro m stomge. To pcrf0n11 this, effi c ient tndexing o f stored cases 1S 



re\lulrod In &encrn l , mde ~ IO& hoo ldbeprtdlcu .. elO IOJI\c.nUkh tlon flhe ~C)'J*'mctCf1 

(If lhe ease and "hal the $C I used rt r II hould be . umt lcntly. I'kl.nd conc~e CO rc:mllt 

~Imam e.'<p.'lnSI n for fUlurc use f the casc-blsc Automaled,. \\eli. manual proccuct M\C 

bt '"fl utili/cd for mde1( lIli' Manual LIIdc:< lIlg r('(lolr IdCOllfylO& how the a \\ould be u.M:d and 

under whlll con(II IIOns .... uld II be uk ful kccpm" III Itllnd the reqUi remcnt of the n: toner 

( OIn moll belicf I thn t I>copie lend 10 be bettcr AI ehOOSIll& lIl(ile tMn ft ulomntcd "I&anthlll 

\UIC1I111I1oo IIld CIC 1I18 h .. -c iulique LIIc ludc c!IC .. "CkIi M·oo.JCd mtlc .'< lIlg, dlrrcrencc· bn)(d IIldeX IIl&, 

Im llnnt)' lind clC phllllll lon·bnscd LIIdc1( IIlH (Anlll(Xh nnd J>ln/n,1994, I e.'1kc. 1995) 

Im llnnty nlld clC plllnnll n .. btlst<! mcthod , lVOuP en ooscd on their IIllilltrilY And then crcll te 

.dlcc for Ihe CIiStS b.'1!tC<1 on Ihe fc .. lures tlml lhe C4t dOll ' t hMe wllh melr aroup (W II " on II IHI 

\1a rlr. J994). The OR opphcfl tlon 11 1:.1' for c'(nmple u expl(tnil llOIl (111(1 Iflulnflly·bd.scd 

ndex lOg l group r(,lCIPC en (1 .... lll11ond.19t1lJ) SIIllllllnty III the prol>cn l of. jXl l'hcuh.r cntllY 

[(11' eJ(tunplcs stmwbcrnc$ and "pples arc u3Cd 10 ela I fy II undcr the eatcgory 'fruit ' I 1(plnnnhon~ 

rc ulicd to Ident ify definitive rc: II for fn ll ure of It r :u1lculnr case III uch II .... uy that II enn be 

'nerail/cd ond applied For c~alllplc , If fnllt I JUI Y a"d un ' 1(' I1moun l oflel ..... :nlllj IjCn11 to 

bt U)OO m the rc..'Clpc ror euke, the I'CC II}C Will rOil bccll~ lhe rrull ~11l rc lca~ " Mcr To prC\ent 

waler on 'x + y' tunounl of !cavlllS agelll sh uld be used l ienee, the mdc1( an conlam "fCClpe I 

of type cake and dish IS JUICY rnut" (Kolodner. 1993) 

2.3 .3 Knowledge Reprcscnta llon 

rhe cases ror Il R should be 51 n,.'d III n 51mcture Ihll t con Idcrs Ihe III(lices that eh..'1mclen l.e the 

ClUe as well depict whut the cases represent nlC structure should be oble 10 provldecfficlcnt scareh 

rctneval and nddilion mcchanlsm as \\ ell I "presef'\'c the scmanllc nchnes of lhe case" 1nesc 

truClures lire coiled a case memory models. which arc dl\ I<led 1010 t~ o basiC types, dynam IC 

mem ry model and catcgory·c."emplor model (WnlSOn und Mltnr, I 99~ ) 

Dynamic memory model IS composed of basiC unlLS or dynamtt mmlOf)' called tcrnory 

Orgam7.3110n Packcts (M P') whlch .re of t~ o typc:s (.) IMtant ",illch denote casc:s. e\cots or 

obJccts and (b) I b tracliOns .... h, h nrc gcotnlllll:d \er'SIOM of Instances called The case memory 

lhcn fonn a hlcrarchal structure .... here cases are grouped based on their Imllant) fanmn 

Gcoeral11cd l:.plsodes (GE) and then dlffcn:nllalcd or IOOC1(ed below their rcspccll\e GE baed on 

the differences bcl\\ccn Instances Whco a ne~ cue I tddcd II I identified CO Its d oteSl GE or 



Instance. If a matching insulnce is found the Instances IS reclassified IIItO a new GE And the two 

cases are once again classi fied as inslnnces below the new GE OO5(:d 0 11 their differences. 11115 

fo mls a dynamic memory structure. Category-exemplar model IS fonned of categories Wllh cases 

assoc imed with them (Wa tson And Marir,1994). 

To desc ribe a cases rciationship to II panicul ar category, feu tures nrc Assigned different weights. 

This model utilizes three differentl ypcs o f links which po int from feAtures to cases or ctllegories. 

from categories to their relllt<.""<i cases and from entegories to adjaeellt cases thm differ by a fcw 

fea tu res. New cases arc add{,""<i by identifying the relevllnt ctltegories and forming rC<luin .. ""<i links. If 

the di fferences arc only diminutive the new elise could be lllergc<1 or negl<."Cted. 

2.3.4 COR Cyc le 

The essence o r CBR lies in the IIppliemion of II previous known solution to an ex isting problem 

which has been identified and defin{'"<I, to genemlc a new solution. The steps perfomlcd in using 

Case Bas{'"(1 Reasoning for solving a new problem con be described as a cyclica l process shown in 

figure 3 (Aomodt and PlazlI, l994). DR cycle consists o r four steps: retrievi ng II case similar to 

the problem case, reusing the retri ev<.""<i elise by modirying the solution tX:CIIUSC o f differences 

between retrieved case und problem, revisi ng the proposl.."(1 solution by testing it in the real world 

or evolualing il with the help o r an expert tmi ner or rl..1lu iring it ifit has fuiled , rewining the newly 

fo nned euse und so lut ion as II part o r Ihe database ror fu ture usc. The steps arc explain<."<1 morc 

below. 
probleln 

con nrnle<:l .. ugg . ... ,.a 
sol ution .sOlution 

F'R,Ire: 2 /1,1..' CBR C),c)e (adapted (rom Grullp jor I rtlficltll lnlllli~(n(X lpplu:(1flO'I5) 



2,3,4, I Retrieve Step 

Retrieval step involves the retrieval of case/cases that are sundar to the problem case from the 

database, It uti lizes specific retrieval algori thms wllh the IIldlcCS usc<l to store the cases III the 

database to improve accuracy and speed , Heuristics like senal search and s imulau .. '<i pam llel search 

are util ized to direct the scarch as partial matches are cons idered , whi le Improvi ng efficiency .. 

The development o f rc trieval stage involves the fo llowi ng (Watson and Marir, 19 4), 

Identi lication o f features interpreting the problem and co lk'Cti ng nnd inferring descriplOrs. 

2. Search through dire<;t ma tches nnd closest mntc hes utilizing index stnlc ture o f the case base. 

J. Calculation of degree o f similarity belwL'Cn poss ibl e Cllses to identify c loscst cascs and pcrfoml 

Initia l matching. 

4. Selection o f the most s imilar case. Some standard retrieva l tL'Chniqucs arc Nearest cighbor, 

Induction, Knowlcdge Guided Induction, and Tcmpill tc Retrievili. Rctricval process is us unlly 

dIVided into two phases, an initial partial matching search for poss ible solutions :md a more 

detai led evaluation o f partilll matches for the Illost probablc solution. A uSllnlllleasure for lin initial 

partial matching is the dcgree of impo rtllnce o f II particular feature 011 the case. Detll iled evaluation 

IS done based on the difference o f key parameters of the retrievL'<i CliSCS to thut of the prOblem. A 

ranking criterion is used to mnk cases and thereby elL-duce the most s imi lar case. 

2.3.4.2 Rew;e Step 

Afte r retrieval two possibilities ex ist, e ither the re trieved casc is idcnt ified as an idenlicalmatch to 

the problcm case where no modific..'1lion o fretri cvL'<i solution is requ ired and the retrieved case can 

be used as is, or, Ihe more likel y possibility, a relativcly close case which nCL'<iS to be modi fied to 

suit the problem Reuse is the process of adapting the retrieved case 10 suit the new problem. 

Adaptation can be: (a) structumVtrnnsfonnationa l, where the rules are applied to the retrieved 

solution to adjust for differences betwccn the case and the problem and provide a new 

solution, or (b) derivatio nal adaptation in which the rules that created the solution fo r the retneved 

case are used in their o ri ginal or mod ified foml to fommlate a solution for the new problem. In 

derivational adaptation rules previously used to fomlU late the solution need to be stored with the 



case. T his method is best used for domains that are well undL"f'Stood and should be able 10 develop 

• so lution from scralch. 

2.3.4.3 Revise Step 

This step is essential for CBR systcm to Icam. In this phase the developed solul ion or pre<iictL,,(] 

value is verified with real world results, which may take a long lime, or a teacher (or expert) in 

)Orne cases. During this leaming phase either the prL"{lieted va lue is found to be accurate and the 

CBR cycle moves on to the retai n Slllge, or the predic tion is found to be inllccumte and the case is 

ft:vised wi th thc help o f expert domain knowkdgc. Dcpending on how the prL"{liction WIIS made, 

the causc o f the crror and mistake in prediction Illay IIlso be storL"{IIO prevcnt future occurrcnces 

and may be used to fortify the reuse process. 

2.3.4.4 Reta;" Step 

Retain presents the fina l stcp for the CBR cyclc. During this stcp the solution to the problcm is 

Incorpormed into the case base stnlc ture as a new case. A successful case fonns a new entry while 

• fai lure can be fonnulated and stored as a new rule for the intennooime stages. Whcn storing a 

case, it is esscntial lo identify the infommtion from the case that needs 10 be retainL-d, and the foml 

in which it is 10 be rcta ined as well as how is il to be indcxL"{1 so thut the new case is integrated in 

the case b..'tse and can be easily identified for similnr problems. If there is a small difl'erence 

between thc new case and thc rctrieved similar casc the old case Illay be genernlizL'(\ 10 incorpomte 

the new case. Somet imes an explanation of why II parliculur cllse wns rctrieved is nlso slored which 

aids in the mod ificat ion or reuse step. 

After the new case or rules arc entered into the database the inilial problcm can be once again run 

to check if the correct solution is recalled as expecled. 

2.4 TOOLS FOR CBR 

CB R Shell , myCBR, Jcolibri are some o flhe tools used in the implementation ofCBR . This section 

gives an overview of the lools used. 

2.4.1 CBR Shell 

The AlA I CBR Shell is a generic tool for case-based reasoning. The tool pcrfomls classi fi cation 

based on case comparison. The pammeters of the algorithm Clln be varied: the number of nearest 



neighbors consider<.'<i cnn be specified, the weights can be set manually. or the " 'eight can be 

optlOlized by n genetic nlgorithm, The Accurncy o r the algorithm IS measured by A leave -one-oUi 

c ... 8IuAIIOn, 

2.4. 2 JCO L/ORI 
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JCOLI BRI is j ust a white-box tool lhal licenses progrnmlller users to hAve total contro l o r the 

Internol detai ls o f the so ftware, jCOLIBR I symboli zes A cllse in 0 very genern l wily, jCOLI BRI is 

a fmmework for developing various CBR applications. It IS Java -based and uses Java Beans 

technology for representation of case and autOl1l lll le generat ion o f user Interfnccs. JCO LIBRI 

supports fu ll CBR cycle. A CBR application cn n be built by IIlstanllatlllg the framework. or 

through the GUI-bnscd configuration tools, which allow one to fom1 the application Without 

wntlllg a line of code. Nevertheless, if we want to bUIld a very Intneate BR system or we need 

problem-solving methods that are not avai lable In the framework, then. ",e could progrnm new 

ways (methods) and include them into the frnmework. contnbullng them to other BR system 

dcslgners to usc, At Retrieve stage, the nc.1rCSI cases arc rctnevoo and there nre five retneval 

Slrnlegies, seven selection methods and over)O killds oftcx l s lltulanty functiOns and onto logy. AI 



tht" Refustll stage. severn 1 ildapuHI n methodJ are offered (d lrc:c:.t prOpOnlon).nd .IJO III olllolo&y 

At Re .... lsc stllge. methods fi r re\ 151 11 f cas ItS ,",ell new IIlllel (10,) &enemtlon mC1hodJ onet 

me thod Ii r d<"'CISIOIl mak ing (preference ellCltlltlon) At RC1tUn laiC. there are query retnllllll& 

mc-thcld.t liS II new case. J OI...IORI oliowl relne .... "1 fonn citl5lerc:d lind IIldexcd ca~ ba lind 

pn ram Intelfaces (conne I 11) Art used to Acecss text And XM I Ii nnltl fiI. ,",ell tondard 

an Ido lA lmses thtl t flrc descnptlve IOiles These InlcrfocCJ call be u1((1 for AceM of dioKOO II 

lems dfl tllbllses. A grn plllclilly reprcselllfltion Clln be used to show IlR ClI CS (Oeren And 

f."" 2000). 
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MyCBR IS 1111 open-source sII11Ilanty-t>.,scd retncvaltool and software de\ielopmcnt kll (SDK) 

The fmmework my CBR suppons descnptlon of cascs with \ilnou attnbutes numme, character 

and slrmg, logl III, Cill55 type. etc . The cases tempilu are &tncrltc:d a claucs or subclasses "'1m 

• number of attnbutcs. ealled slots The OR C are cia obJIXU d nbed by IU aunbut 

Each attnbute can partlclpale 111 the cia "Ith Its value and ",elsht thai detemul1C the Ig.l1lftcanCC 

of the Bllnbute III relallon to others Altnbule5 M\1Il1 7..C1'O "'ClJ,h Ire not consukrcd ",hen 

penetrnt1l1g the ease-base, In m)<CBR the casc and tht:lr attnbut can be &cnc:nIOO either manually 

or automatically, The rlutomauc gencmtlon ofaunbut (Iou) IJ done throuah the Import proc 

of the omma ep.1rnted Value (CSV) file 
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2.5 Re lated works 

" the researcher has reviewed works relllted to the topic, knowledge-b.1Soo systelll and cnse-b.1SOO 

~ning, there arc some works on insider's thrent ident ifi cation. 

From lhe works done in Addis Ababa uni versity the following arc research works rel:lled with 

knowledge based and case-based rensoning. 

Meseret A, (20 16) Conducted :1 research based 011 desigll(''(\ combin(.'(\ rc..1soning system for 

knowledge-based network intrusion det(.'Ctioli. The combinlltion of two reasoning systems, i.e. 

Case Based Reasoning (C BR) and Rule Based Reasoning (RBR) system was employed. To 

construct ellScs for a case-based reasoning a dcsc nptive modeling and for generating rules for a 

rule-based reasoning predielive modeling were used . The KOO UP 1999 Dntaset has been used 

to train and test the combined reasoning system for knowledge-bascd-NTO proposed 111 lhls 

research work. 

Yemlsmch H., (2010) conducted a research almmg of designing prolOlype. case-based reasoning 

111 legal knowledge-based system Ihnt will Bdvlse III the IIIvesllgBllon of children enmmal cases. 

The prototype was developed using the ObJcct-OnclIlt,'(\ framework JCOLIBRII .O. The OR 



ml'kld "'. unable 10 relnC"'c .naI08ud prcvlOU. a 1M rckh.nl' POla1I •• llIIOlulton fcW'd«lJldn 

.na .nd alJO a me IlJ 10 adopllhe currenl K of. prublc:m or the (ulure U)C 

\I. k in Ihe early 1990's by Landrelh hI IItempled 10 d.~\.f'y hokkm. In "nc)Vlen, \Iuderu • 

1OUt.\1 • cmsheN and Ih.evcs·· In nn elTon to rC"'clllthclr IllOl'\1I110n .nd Individual charklen tiU 

T lI .. der I)ro fihllg l)roJ I has c:qUlvalenily IIl1empl«i 10 cod lf), Ihe bdlllvior bllek",,"Olllld 0 

h el'1 Wllh Ihe use of qUtSllOllllall cs 1/1 A m'J I II 10 re\clIl mcful h.'m~ l ert II uch aac. 

d IC)l'"' I)I IIC. 1)cr801II11 a llrtbuIC~. etc. 

to; rlAnd. M . (2006) onol~ IJ of repolled IIlcldclIl. 10 I· R I 10 cI Ify 1I11utker opcmlloll 

r Icxi ulCldclllj. In nn llllCIllPI 10 CX I);\nd the c lll~~ .tkll llon WII\(low KJll rlruxl hll l)rt'M'IHOO the 

f n ... Ihat wcrc mOlll bkely 10 hnl)pen loaclher Work 011 aualkcr' behlvlOf hall II 0 been 

!dueled rrom n psychologlCII! pGlIII of VIC" 

w. E_. I m lin prcsclllcd Ihnl elemenlJ ofmhh l:loui eyber "'-II VII)' nlly be reluted w.th hi lOry 

( 11(' Olive SOCIAl and 1)cr80IUlI c" penencd. lock of .atLII I kill . n of entillcrnenlllnd ClhlC31 

Ib. llly. Walters, J> .20 12 w rklll" from I 1I1111ar pcrspt'ClI .. e hit IlIcmpled 10 l'Ipply II 

:thll'll.vc .dCIIUlicUIIOll ofcybcr lI11ruder profiles b)' COnduclIlIllUl cthnoa,mphle Iud)' ofC)bcr­

k, 

hos K 1 hc rcscarcher conducted resea h nll"nly IUI1lInM to e'(lmUIlC .. helher a cak based 

r >nlng IIpprollch Ctln help secunty lind rorenSIC IIl't'CSIIW'IOr1 to profile human l lla(.ker1 with 

re a.rd 10 lIlClr bchnvlOrnl, dcmogml)hlc lind I cchlll~ 1 eMrnclcnJllct callceled rrom real )'alcm 

lhnt are uSI)CClable to IIltmSlOll aucmpt.ll On II1Is ",ork man)' (ctltur '" hlch are rci:Jloo '" Ith 

~llenll3l IIltrude~, such a kill ICHI, fisk a"Cr1lon. oouCltlon le .. el. gcnder. predefined eoll. 

reed mlsttlkes, anll-forenSlc &ellon and ucc ""ere: evaluated In order 10 Identlry those 

atUk;kers The researcher sclccled case base rea mn, Ic:chmque "" 1m a pool of 7 rcal anack 

patterns 10 classify the bnckground of the Intruder 

Solomon M, 2015 conducted a ludy " hlch proposes. conte'(I .. ""at'C Insider threat rreche-llOn and 

pm;entlon modcl based on the: (mud O1mond. '" hKh CIJI be: wed In real lime comhlrun 

awroachc:s baS«l on thc 1nJ>U from compuler ICOCC:. ps)'Coo~ . a.nd cnmll'Dlos,y The 

~ model uses COnlCXI a"'lIre mcUklaLi language ..,,1 "lcr and UKf rrolihn, lhc 

currenl COnlc'(t or 1!\S.ders In order to Identlf), wen n 1(\ c:I for wnvllIlunl mahck'IU$ acl 



Many studies hnve been condUClt'(! in the hter:uure regardmg knowledge-based system and case­

ba~ed reasoning. And rrom Ihe above discussions, II can be concluded thai mOSt o f the studies 

cnntn buted in choosing tools for thiS study. evenheless, Ihe sludles focused on lechnl al ways 

of the msider threat. That means they left the non-((,'cIIlIlC81 pans unt uchcd 10 a larger e" tent 

hich the major concent o flhi s paniculnr study. 

On the other hUnd , Ihe reviewt"{l literatures spt'Cifieall y the stuelies that used behll vloml model 

huvc cmphasi1.t-d ma rc o n the behavior o f threats and not on the behaVIOr of the inSiders. Out our 

tudy will focus on the behav ior o f the ins iders themselvcs. Oes ldes, the behflVioml models 

..... ewed in the litem ture have not bt'Cll ch(..'Ch-d in pmetlcc and have 110t been un plelllellted in II 

r I s ilua tioll . 

fi nally, the reviewt'(\ literatures used psycho logical IIIdlCl1l0rs III IciellllfYlllg employees at nsk 

1.0 mg Baycsiun network as their tool. However, the Baycslunnelwork call1lolleam and reason our 

1 cannot be used ror ruture cases. And works do not provldc tcchl11clIl mcchanlsm thul C{t ll 

n Ike use o f an insider's characteristics in practice and possibl y 111 real time. So, tmdillonal 

' hnical S(.'Curity mt.lsures have always revolved around the ch.'lr:Jctcnstlcs or the alt.'lck rather 

than the attacker. In this regard, the current study Will ust knowledge acqulslll01l tool by 

o llecting im po nant and selccil..-d inrontwtion which are used to Idellllry observable human 

behaVior so that it can be contcx tuali1.t'(\ (Ind us(.-d to develop the knowledge base. Thi s tool IS 

chosen because it can lise the knowk"{lge and Clln guide in Illnklllg ruture decisions. 

Therefore, laking the above justifi cations in to (Iccount, this s tud y will usc OR and knowl(.-dge­

based system as its tool and study the insiders (attackers) OOha"lor uSlllg knowledge acquisition 

which fi nally can be used as a guide for fu ture decision mnkmg. 

CHAPTER THREE 

RESEARCH DESIGN AND METHODOLOGY 

The s tudy fo llows design science research (Ipproach for the overall work o f IhlS study. The 

researchers on the nex t sections has diSCUSsed Whm, How, and Why IS each step of the research , 
process done in detail. The fundamen tal pnllClplc o r design science research IS that kno'" ledge and 



understandi ng o f a design problem and ils solulion are acqUired III the bUlldmg and appilcntlon of 

an artifact. (A lan Hevncr, 20 10). 

We use the Infonnation Systems Design Research (lSDR) upproach ItS Prol>OS(.:d III Pcffers CI al. 

(2008) as a foundation. An ovcrview of the design research process modcl is shown III figure I 

Problem identification and motivation, objcctive of the solulion, design lind dcvclopmcl1 l, 

dcmollStmtion, evaluation and final ly communications of the design science research process sleps 

are u:sed. 
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In stage olle we begin with:. systematic htemture review fo lio" 00 by a uney In tage Iwo"e 

conduct both s(,'condary and primary (documcllIcd and undocumented) data anal)'SIJ and design 

and develop It prototype BR system anefaci. In siage three"c hu\ e cvallUlted lhe prot type DR 

sy. tcm and en hance it through funher design and development 

::I I Identi fy proble m and motivate 

W.d(' litcmt ure reviews from din-crent sources like 1lI1 iclcs. books. research ol1d the Internet afe 

conducted in order to ident ify the problem on the afell. and also to hllve dcliUh .. 'd kn wledge on 

Icc ·uques and tools o f knowledge-Ixlsed system with rcspc..'Ct to eost bused rcasollLlIg approach. 

A dlscussc<i in detnil above 011 s(.'Clion 1.2 IIl1d 1.3 the rcv lcws condUCh .. "<i lI1(hclltes that IIIs lcler 

th.r 315 are not a t(.'Chno logicnl problem nnd many relnted works treat mSl(lel'$ l\S () tethnology 

pn·hlem, in whieh Ihis IIl1ilude ignores the human asp(..'Ct.s of mOil VIlli n and bchnvlor o f IIISldcrs. 

for Ihls result the researchers were hig.hly mOllved 011 cOlltnbutll1g somethmg to solvc lhc C' ls tlllg 

problem. 

J . l Defi ne objectives ofa SoittliOIl 

A ~carch objective nrc the results sought the researcher at the end o f the research proces , I C. 

" lat the rescarcher will be nblc to achieve a' lhe end o f thc research study. the rcsc..'lrcher hilS 

defmed genera l llnd sp<..'Cific objcctives of the stud y. 

) Des ign & Development 

The researcher prefcrred case-based reasoning rat her th:1Il nlle-bas(.."<i systcm IS lhlll, we arc Iryll1 g 

to s tudy II case related wi th human behnvior. So as humlln behaVior can be changed any time. " c 

can't give a specific rule to it. 

Classical knowledge- or rule-based detiSlon support syslems dmw conclUSIOns by appl ymg 

generalized rules, step-by-step, starting from scrntch. Although successful m many apph alion 

areas, such systems have met severnl problems m knowledge acqulslllon and S) lem 

Implemenlation. Inspired by the role o f remindmg In human reasoning, CDR systcms M\e been 

proposed as an alternative to rule-based systems, where k.nowledge or rule ehcltauon are a difficult 

or tnlmctoble process. In principle, the CBR approach takes a dln-crenl \ lew, In th:" reasoning and 

problem-solving arc perfomloo by appl YlIlg the e.'pcr1cncc that II S) tern M acqUired This 

approach focuses 011 how to exploit human expcnence, Instead o f rulcs, In problem- Inng. and 



thus improving the perfonnance of decision support systcms. In brief, reasoning in CBR is based 

on experience or remembering. 

In CBR, a primary knowledge, stored in memory, is not compi led from rules, but a set ofstnlctured 

Cases. These cases represent an experience or lesson that, under which situatio ns and to what 

problems, some specific solutions have bcen deri ved in thc past to achieve the goa ls of the 

reasoner, and the effects aOer the so lutions have been appli{,'(I. When a new problcm is presented 

to the system, a new solut ion is proposed by retrieving the most relevant old cases and adapting 

them to fi t new situations, which is then introduc<.:(\ as a new case into the system in order to enrich 

the case base. Therefore, a case-bas<.-d rc.1S0ner solves new problems by ndapting solut ions that 

were used to so lve old problems and with e ffi cient adaptation stnltcgics and a proper complement 

of new cases, a C BR reasoner is expected to work more and more eff{,'Ctivcl y. 

3 .. J.1 Sampl ing Techniques 

Purposive sampling is one of the most common s.1mpling wchniques ill (IUalitalive research in 

wluch part icipants group arc decided to pre-sel ected criteria relevant to a particular rescarch 

question. Purposive sampling hclps the researcher to use different chamctcristics to selcct U1C 

subject of the study. (Mack el al. 2005. P.6). So. in ordcr to acquire knowledge requi red for the 

development of the system, the researcher subjectively SelL'Ctoo experts wi th knowledge of the 

domain. 

3 :1.2 Met hods o r Da ta Collec tion 

The various methods of knowledge acquisition from different sources, knowledge representation 

and system development that arc used in this study arc discussed below. 

In this study to acquire the needed knowledge, bolh secondary and primary (documented and 

undocumented) sources of knowledge are used. Primary knowledge is gathered from documented 

closed. insider treat investigation cases from Ethio telecom. In addition, knowledge is gathered 

rrom two groups of domain experts, the first group are experts like attorney, sociologist and 

psychologist, which are participated on identifyi ng additional human observable behaviors that 

can be used in identifying al risk employees. On the other hand, knowledge has been acquired 

from Coaches, Supervisors, Managers, Officers, and Coworkers of those insiders who was found 

gui lty and suspended from Ethio telecom. In the same wny, secondary sources of knowledge are 

collected by using document analysis. Interview (both stnlctured and unstructured) is used to 



co llect Incit knowledge from thc domain cxperts. In add ItIon, cntlqu mg (anaIYllllg) e lic itatIon 

methods is used to purify the collected knowledge. Moreovcr, S(."Condary sources o f knowledge 

are gathered from the Inlcrnet, research papers and tll1icles by uSlIlg documcnt analYSIs Icchlllque. 

3.4 Demonstration 

Demonstrate the usc of the oulifllct to solve a ile or more ;nSIlUlccs o f the problem. ThiS c uld 

involve its usc in experi mentation, simuilltion, ease stud y. proo f, or other uppropriate actIvi t)'. 

Il el as the resellrcher hils acquired all eases with their n<:ccssnry inrormation n<:<:<lI.."<I , Ihe next step 

is t codi fy and represent those knowledge's us ing a suitabl e representational model for the 

int nded case-based rellsoning system. So here us ing j O LlI3RI ; case structures, data types. 

conncctors, and tasks are mnnaged in order to make U1C applientioll runctional , SO th1lt we can 

chk wither the system perfonns thc expected tnsk. 

3.5 Eva luation 
System eval uation is a process or detemlining the qual it)' of the knowll..-dge base system and the 

advice it provides. A knowledge base system evaluillion involves twO processes: Verification and 

Validation. Veri fi elltion is the process o r inspecting the system looking ror lIrly error nnd to SI.."C 

how well the system works as per the rC<luirements spccifictltion. During validation the system IS 

e 'sluated whether it is usefu l or not. For this purpose. test cases arc prepared and given to the 

'yslem and to the experts who initinlly provick"<l the knowk-dge. The answer from the system and 

the experts arc compllred to sec how necumle the system is (i\mir S., 2004). For the evaluutioll o f 

the user acceptance testing, di rrerent researchers used dirrerent evaluation criteria. On our work 

we have customized and adapted evn luation criteria suggested by Dawit (20 15), Alelll ll (20 10), 

and Seblewongel based on the ISO standard 9 126. 

3.6 Communication 
As this final siage is the process of delivering what is understood and the overall result fro m the 

work, lhe work presented 10 Ethio telecom infomlation and network securit), diVIsion the 

researcher has published the work in a hard and son copy which WIll be avaIlable on AddIS Ababa 

universi ty library. 



CHAPTER FOUR 

KNOWLEDGE ACQUISITION AND MODELLING 

4.1 Knowledge acquisition 

Knowledge acquis ition is the process of co llecting il1lPOl111111 Ilnd 5ele 1(,:<1 mfonmllion, which IS 

u~c:d to develop the knowledge basco The cltsc-rnls(.'(1 reasoning. which is going to be developed on 

in Ider th reat thai wou ld be used by s(.:curity profcssio!lnls in cvn lunting problems. uti lizing the 

exp~cnce in the panicular field . During the knowled ge I1C(lu i5ilion process, the knowl(:<igc that 

8 KBS needs in order to pcrfonn II task, is defill(:d in such II way thlll n computer progmm con 

represent and adC<lualcly usc that knowk-dgc. Knowll'Clgc ncquisiliolllllVo lvcs. 111 our " ICW, al lellsl 

th following acti vities: eliciling Ihe knowk-dgc in 1111 informal -usuall y verbal-ronn, 1Illcrprcl1ng 

th elic ited data us ing somc conceptual frnmework . and fonnnli zing the conecptutt liu ll lOll 11\ such 

way thsi the program can usc thc knowledge. 

nle knowled ge acqui sition process is usually comprised ofthn.:e pnneipal stages: 

I Knowledge elicitation is the internet ion betwccnthe eXIx:rt and thc knowlcdgc cnglllccr/progrnlll 

to elicit the expert knowledge in some systematic way. 

2 The knowledge thus obtai ned is usually ston:d in SOIllC forlll o f human friendl y in\cn1ll.:d iale 

represcntation. 

3. The intermed iate representation of the knowledgc is thcn compiled into an c;«,"Cutablc fOfm that 

the mfefe nee engine can process. 

4.1.1 Knowledge Acquisition from rel evan t Document 

The documents that the researcher refers include: 

• Articles thai are available in different sites 

• Researches that are done using case-based reasoning. 

• Ethio teleco m internal communication and legal documents. 

Additional1y, the researcher has tried to identify variables that arc conSidered as an IOslder thrcal:S 

which arc identical in different types of cases. Most of the vanables Identified by other researchen 

considers onl y the behavioral aspect of the person/cmployee. 



4. 1.2 Kno wledge Acqu is ition from Ins ider Threat Cases 

Kntlwledge IK:QUISII IOI1 from domnm expens nnd other rclc:\ulll documco lJ found I be very 

Imro~1I1 nlld vual and Incorporoted 10 tlus Study Menll'" hlle. Ihe: m a IO koo'Wlcd"e dUll I used 

fur the casc-txlsc:<i rc"sollmg systems were colle<:led from 1O)' lder fmud Ik: tl vUI (ca ) 'Nlllch 

h I'llCncd III the product and serviCes of Elhlo lelccom onscquently, Ihe \Anabld thnt are 

Id lilfied from those cases arc used as thc mom vonnble!l or Ihe mSld er threm Idenll fi ''lIn 10 

til ludy. In udd ilion, vuriobles thm IIrc l<leIlI1l1(,"<1 Ihrou~h stml lru lured 1I11CrvU: W wllh the 

d· lu n CIC I>crts li nd other reint(."<1 dOCUIIICllts before are nJ:,o used 

T1 re:tCllrcher has rcfem.:d different rcp0l1s from (hffcrel1l deparll1lellt of c:tluo tclfX()rn .... llIch 

81 related with fmudulent employecs. As Ihe researcher's m\-cslI &aI IOn, 'C: \- en cn 'Nere 

I~ 1I1ficd liS I>cr Ihe Iype of fmud COI1UlIItt('ld hefe below I their h~ 1 wllh Ihclr ('..~pla l\"'tlon 

Benefit Rellll(,"<1 Fraud 

1 h c fm ud types ure committed by employecs wtlleh has full pm lIege to do the /action legall y 

In IhlS type of fmud, the depnrtmellt II1fomulilon systems of the COIllI)UIlY tnke: the 1Il3Jor l)Cf'Cellt 

01 the fmud. Mai nly those fmuds urc done by releaslI1g different SCI'VI C bene fi lS IlIelP' " Y on 

dlflcrtllt products. Releas ing or an,lclung benefi ts like frcc mleOlel, free SM und free VOice 

2 Fa lse ertificllIion Fraud 

Thl type of frn ud , liS the rcseareher's work. 11 hus been seen on lIlany dcp.1r1l11ell of ethlo (eiCCOITl 

other than the reSI fraud typcs. The cases on lhe researcher hand show thai employees wllh 

dlllerelll false eerti fi cution were identified lind ncccss.1ry measufCment was taken by the concerned 

body DtlTcrell1 mcdic.,l, receipts, educatIOnal and dCCISlon letters .... cre among the fa lse 

certification fmud done by the employees. 

3. Inventory Rclated Froud 

Employees wh ich sleals products from the company either by ph) leally lakmg II or dn'mm, II In 

SOme other way Were the partlclp<1l1t of thl type of fmud, In\-colory thefts like cash money, 

dlfTerent telccom equipment were Ihe common ones 

4 SIM Box Related Fraud 



SIM box rclut(."(1 fmuds arc done mostly by employee who IlIIs cham wllh those l)Coon 

comnlilti ng SlM box fraud all over Ihe country, Invcsligated cases shows lMI lhe employe 

working on the company's sa les depMtment lakes the fi rst mnk by engaging themselves on su h 

a l: IOns. The fm ud is done by sellms thousands of 1M cards ""Ich M S fo lse profile, "hich 

In, iudes owners' photo, full name, address, Iden tlficatl n curd nu mber. and the likes 

5. SIM Curd Related Fraud 

Pr larming SIM card replueemellt, ownership ehunge. suspenSion, and release: with UI the 

C(J Iflrmntion (app roval) of the customer arc the malll fmud done under SIM card rclutc.:d fmud 

6. VA re/llwd fmud 

Tt company's valuc-add(.'<i services (VAS) like short code rvlCC, VUlllty numbers, ROT, lire 

among the ma in largel of the insiders ullder I111S Iype of fmud . II such fmuds Illslders 

intentionally force the system 10 stop working properly us dcslgn(."<1. For cxuJlIple, 11\ shor1 code 

~rv iccs, aner custolllers subscribe for one service, und laller while trylllg to unsubscnbe 11 Will 

M work. 

7. Dlltu then related fmud 

Dola then is ulso the other type of elll l)loyee fmud observed on Elluo. Dlfl'erent types of 

customers and the com panies' sensit ive data arc bei ng stolen and tmnsferrcd to third party 

Il legll ll y. This type of fm ud mainly wke pillce on Customer service dcpartmcill. 

4.1.3 knowledge Acquisi tion from Domain Experts 

As the researcher is looking for cases that happened in the past wllh the detail of each cases and 

the system case-based reasoning by ilsel f is d(.-pcndenl on dl fl'eren t types of knowledge that are 

stored as pasl solved problems. So, the expert's knowledge IS a vl1a llhlll8· 

On th iS work we have two groups of doma in ex perts, the !i rst group arc experts like Bttorney, 

SOCiologist and psychologist, which arc p.1rticipated on identl fYlllg nddl t) nul human obscrvnble 

behaviors that can be used in identifying BI nsk employees. On the orner hand. aner the researcher 

has fimshed case acquisition and attribute selection. knowledge has to be IICqUlred from Coaches, 

Supervisors, Managers, Officers, and Coworkers of those IIlsldcrs " ho was fou nd gUIlty and 



III r-=ndcd from l!tlilo ldecom 

re Its are dl.sclbSed below In deUll1 

41 .. 1. 1 KrlO wfedgc Acqllfs ltfon f rom Oomufn €xpcrts IIrO lll' I 

11 r nrther hAS conl3 led d mAIO CXI)Cn v.-ho (c c,"pcucd to ha~c kno~ led e ~14tcd v.-Ilh 

h 10 behAvior II tills P.'1I1 we hn .. e ft dcu,,1 dlJeu I()II wllh three pt.)\ot"I~1 lI. I~O atU'lmetf, 

(l ~x;!o logls l ~ III Addis Abnbn Umvcoll ty. I-DRI' ftnO nlC)' "Olen I find .ctf·cmplo)'c:tI 

fl< '"l1el's, III rdcr 10 SCt rtleVnlll lllfonnnllon needed nle r()CArther hA • "" ,ful dl U\ Ion 

the hsted donulIll e;(l)Cos f ll'st tho e;(l)CfIS )1;I\ t ",}t " hud expltuMuon tI ll tht ~ork find 

\II lIiked to put their OJsumptlon 011 tht bc:hnvloml lI11hculOf1 111;11 tht r(.)Ctlrchc;r ~uiht from 

Jl VlIllt documcnts wIth rt:.l>cct I 0111 COUIllr)'- NC\: I , they ~ ert Ihked 11'1 v.-ntt dd .... n any other 

~ vlOml IIIdlcOt rs that , 1Il:'ldcrl show while hc)ahe 1'1 111 II fmudulellt IM;tlvlly rho nt/ull polnu 

(I t from tht domnlll experts nrc (II u 5Cd below 

r ~Slon Wllh n Lnwycr 

ret Ihed ls(;usslOlllhe researcher IIl11de wllh the l.$IW)'CI, the rekartherh. &t>t II11Jxu1ant poln 

11' prn fCSSIOTUl1 1Il3lnly focus on erll1l1llology whIle dl!Cu 111& the I lie li t told the raca~ 

tJ I tnlemtll lOIlAl Slu(hcs show Ihlll mOSI crun nre COmlllltted by depending on lOme 11031100 

11 t Orgttl1ll1l1 10 1111 1 efllmnnl eusc lTl~tst l 1(nll n Iho~ th:tlthe protcu foeu on factors weh 

./ The tllnc fnun scuson when the cnmc committed 

./ The type of the servlcc or product the cnrne pomted 

./ Product/serVICe release ume 

./ The expeneTlce and skllllc"cI of tilt In Idcr cmplo)"CC 

./ Motl\ C of thc Insider to conumt the enme 

./ The department "here the en me commi tted 

The researcher also asked If they ha~e any Ikkhllonal human obt.cnable bcha\tor .. tuch can hclp 

to Identify til nsk employees of one' company. nexp«lcd kqul Ilion o(\IIalth. ,merou1)", O\cr 



care act for the organ izat ion, inten.:st to tminee cmployees and olso hI gher offi cials CAn help lhe 

process o f the identification. 

01 ussion with II Psycho logist 

The rescarchcr has also obtained somc infonnation from a dlSCUSSI n wnh It p ychologlst. 

reg Lrd ing to some possible additional human observable behavIOrs thai can be seen on employees 

wmmitt ing fraud ulent activities. Accordi ngly, n person intendL'(\ to comm it fm udulelll IIctivilLes 

ha· the po tential to show the following additional hUlll lln observable bcha viors as has lx..'CII 

Idt: It llied by the psychologist: 

./ Inattentivenesslhypcmct ivity 

./' Deception 

./' Mnlingeri ng 

Oi >cussioll with the Socio logist 

lbe same questions asked for other professionals were also asked for the SOCiologIst. nle 

r carcher hos tried to put the summery of thc discussion as below. 

Sociology rnoin ly studies the facto r and motive al the bock of any erimes and fmudu lcn\ actI vIt ies, 

rathcr thOllthc psychologica lly observabl e behavio rs. Main ly soc iologists believc that hurnons star1 

learning and havi ng thcir personalities fi rstly from their fumilics. There lire pull and push factors 

for such crimeslfmuds to be committed . From those factors 

./ Economic factors 

./ Socia l values 

./' Peer pressure 

./ The need for IIcceptancc 

./ Accepting all role model personalitics right. 

./' Mu lt iple personalities disorder 

So genemlly, as per the discussion, the researchers believe that the SOCio logical aspect I vcry 

imponant wh ile studying the root cause of each crimes. 



4,1.3,2 knowledge Acqulslriotl from Domain f.'XI)crrs grO/If) 2 

Domain eJ<pcns undcr this group li re imm edlflle boss of those IIlslden who was found SU llty and 

suspended from Ethio telccolll in earlier times. As the rCSCMchcr I bUlldlllg n case base based on 

hm fre<luelll the selcctl-d hUllllln observable beha vIors "'erc observed on those fmudulent 

em lloyees, we ha ve prcpMe<l n 6·poi l1t Liken scale (llICStloncr survey. The survey wns distri bu ted 

for 'clected 44 persons includ ing tell conches. twellty coworkers. nllle Mnllasers. and live offi ccl'$ 

of hose insiders who was found gui lty und suspended from their J b. Sf> tool wa used 111 order 

to nake the descriptive an..11ysis of the eo ll (..'Ctl'tl data. 

4.2 Knowledge Modeling 

After the knowll"(lge is acqu ir(.."(1 frolll insider CIISCS, two group of domum expcns, Ilnd other 

relevant documellts, the nex t SICP is modeling Ihe knowk·dge. Knowledge modeling II1l1m ly 

m olves the st(..-ps of organ izing and structuring the acqUi red knowh..'tIge wlule the knowledge 

" luisllion process. The researcher used df..'tIuctive IIpproach whlle IdentifYing knowledge Item 

g thered from different sources, and to model toosc aC(luin:d knowledge, lu cmrchlca l lrce stnlctuI'C 

w used. 

4.2,1 Case Concept for Oeplctlng employee's behavior towards potential fra uds to be 

commi tted 

In the process of depict ing employee's behavior towards potentIAl frauds to be committed, human 

observablc behaviors that employees show III working place, observatIon frequency of those 

indicators, employec's department will be checked . Many observed fmuds that was conllnilled 

were done department wi sc. The mai n rcason for this was that, pnvl legcs of different systems was 

given to employees according 10 Ethio telecoms orgalllz.1llonal suuclUre. for mJS reason 



invesligatcd fraud cases in one department were unttlue ' rom cas . cd I II • cs COnlmlll o n Oller 

departments. The genera l Concept for depicting cmpJoy(.'C·s behavior is shown below on figure 7. 

Employees Characteristics 

Observable be/tavlors 

Observation level 

Decision 

Fraud Type 

Figure 7 General Concept/or identifying insiders '''rear bellt/ viol' 

Employt'Cs department 

Action taken 
(Pun ishmcnll cvcl) 

The twenty-human observable behaviors indicalor, observat ion fn::qucllcy of those indicators, 

employees working department, and possible punishments to be taken arc discussed below. 

4,2.1.1 Employees Observable behaviors 

As shown below on figure 8 there arc twenty indicators of those observable behaviors and one 

idenl! fi cation attribute, that is the current working department o r the employcc. So, each or the 20· 

human observable behaviors was rated based on how rrequent they were seen on earl ier 

investigaled and suspended insiders in Elhio telecom. On our C.1SC base 70 observations o r those 

insiders under seven different rraud types were stored, and served as a reference when a new query 

Come to the system. Based on the above slaled Iwenty·one attribute values, the CBR system will 
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Figure 8 Employees Observable behaviors 

4.2.1.2 Observation level 

Observation frequency of each employee Observable behaviors arc mted by using a SiJC -POIllI 

Likert scale q uestionnaire. As shown below on fib'1lrc 9 the frequcncy of the cmployee showing 

one behavior will be used as an input value fo r each twenty attributes of observable behaVIOrs. 



VCI)' frequently observed 

Observation frequcneyof 
Employee Obscrvablc 

behaviors 

Nevcr obscrved 

Frequently observed 
Very rarcly obscrv<.'<1 

Occasionally obscrv<.-d Rllrcl y observl'(l 

Figure 9 ObservatiQII frequency of Employee Ob.~en'tlble bellll\';ors 

4.2.1.3 Employees department 

WhIle depicting fraudulent employees thc departmcnt of cmployee being obscrvi..'<1 is very 

important input. Analysis from the stored cases shows that the fmud types fire more dl1>ClldclIl on 

employee's department. As shown betow on figurc 10, we USi..'<I the organizlI tional stnlclurc of 

Ethio telecom, we found from the company higher official dirl'Cl ly while modcling U1 C know l<.'<Ige. 
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T,,"_ 
t:l«llf .... 
Ac.6<_1 

tlHl .... 

, -~ 

SU.lf'Il . ... 

"'''''' . .. __ .. 
<_ 

[ , po"" .... . ... ...., 
"'''1' __ 



Figure 10 Employees department 

4.1.1.4 Fraud type 

These attributes arc classified under solution attribut "th I . C, WI va ucs of seven mvcsIIg.111 .. "d and 

proved frauds committed earlier to the company. 

Fraud Type 

1 

False certi fications I I Inventory Then 

I Benefit re lated I I VAS rdilled 

I Slm box related l Datu theft I 
SIM card related I 

Figure 11 Fraud Type 

4.3. Attribute Selection and Case Structure 

In order to identify and select indicators of humans, the researcher have referred difTerent 

materials. There are some researchers that worked on human behavior profiling, from those the 

work by FL Greitzer and U kangas (identifying at risk employees a behavioral model for 

predicting potential insider threats) were found very relevant and related 10 the lopic we arc doing. 

As discllssed above on section 3.1.3.1 knowledge Acquisition from Domain Experts group I, 

instead of adopting the indicators we round from literature, the researcher has contex lualized the 

indicators, be discussing together with the domain experts. So finally, the researcher has come up 

with twenty human observable behavior indicators, in which twelve indicators are from literature 

I 



and eight indicators are from the domain ex pens so they are used in order to Identify the OI -nsk 

employees. The purpose and description of each attribute are discussed here under. 

Disregard for Authority: this attribute will help to gather infonnmion whether the employee 

disregards rules, authority or policies and also whether the employ(,'C feels above the rules or lhm 

they only apply to o thers. 

Disgruntlemenl : Disgruntlement is another attribute used in this study to see if the Employee is 

observed to be dissatisfied in the current position; shows chronic inclicmions of discontent, such 

as strong negative feelings about being passed over for a promotion or being underpaid or 

unden. ~Iued; may have a poor fit wilh eurrcntjob. 

Not Accepting Feedback: this attribute is used whether the employee is observed to have It 

di fficult time accepting criticism, tends to take cri ticism person. 'lily or becomes defensive when 

message is delivered . This is because employee has b<.'Cn observed being unwilling to acknowledge 

errof'j; or admitting to mistakes; may attempt to cover up errors through lying or deceit. 

Anger Ma nagement Issues: the other attribute used in thi s sludy is anger management. We us(''(1 

anger management to understand whether the employee often allows anger to get pent up inside; 

employee observed to have trouble managing lingering emotional feeli ngs of anger or rage; hold 

strong grudges. 

Disengagement: to understand whether the employee keeps 10 self, is detached, withdrawn and 

tcnds not to interact with individuals or groups; avoids meetings, this attribute (disengagement) is 

used. 

Performa nce: perfonnance is also onc of the important auribute that thi s study use to understand 

whether the employee has received a corrective action (below expectation perfonnance review, 

verbal warning, written reprimand, suspension, tennination) based on poor pcrfonnance. Because 

low perfonnanee may lead to such acts. 

Stress: it is expected that if the employee appears to be under physical, mental, oremolional stmin 

or teoslon that he/she has difficulty handling, so to have infom13tion on these behaviors we hnve 

used the attribute. 

Confrontationa l Behavior: To assess whether the employee exhibits argument8tiveor aggressive 

behavior or is involved in bullying or intimidation, this attribute is used as a tool. 



Pcrso nall ssucs: To know the level of an employee difficult y on keeping pcrsonnl lssues sepamte 

front work, and the interfere of these issues with work we have used thi s II lInbute. 

Sclf-Centeredn ess: To know the employee attit ude townrds disregard needs or wishes of others, 

concemed primari ly with own interests and welfare the attribute (Self-Centeredness) is used . 

Lack of DCI)Cndability: To observe whether the employee is unabl e to kccp commitmellts 

Jpromises; unworthy of trust this attribute is used as a too l. 

Absentceis m: This attri bute is used in o rder to help us on understandi ng whether the em ployee 

has exhibited chronic unexplained absenteeism. 

So generally, as per the discussion, the researchers believe that the sociological aspect will be very 

imponant while studying the root cause of Cc1ch crimt.'S. 

Unexpected acquisition of wealth : Employee has exhibited with unusual wea lth wid, their 

income. Such as buying new car, wearing brand materials, buying house and the like. 

Inattentivcncss Employee exhibits impulsive, amoral, ullcontrollt.-d and detncht.-d from !lonnal 

relationships. 

I)cception: Employee told lies, said nasty things, bincklllai led sollleone or told about oUler 1x.'Oples 

that were not true. 

Malingeri ng: Employee deliberately fa lsifying the symptoms of ill n(,.'Ss for s("'COlldary gai n, 

exaggeration of existing depressive symptoms or fa il ure to make enough effort in II cogni tive task. 

Addictions: Employee exhibited being addicted on diffe rent on ditTerent types of addictions. Like 

drug, alcohol, chat and the likes. 

Peer Pressure: The employee has a feeling that one must do the same things as othcr people of 

one's age and social group in order to be liked or respccted by them. 

Generosity: The employee exhibited showing a readiness 10 give more of someth ing, especially 

money, than is strictly necessary or expecled. 

Outsidc workin g hours: The employee is exhibited coming 10 office outs ide the company's 

working hours. 
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As shown below on table I the researcher finally come up with descnpllon, one Idenlificllilon, and 
tWO solution attributcs. 

Table I Fellfllres (lnd dimensiQns SlIrfiu:e represenring 1I cflse 

Case Attri bu!Cs Pammcter of case 
Disregard for Authority Description 
Disgruntlement Description 
Anger Management Issues Description 
Confrontationa l Behavior Description 
Di scn~agcmcnt Description 

Not ccepling Criticism Description 
~ 

Description Self :entcrcdness 

Sire, Dcscriplion 
Ic,--.,-

Dt.-scriplion Perfonnancc 

Lack of Dependability Description 

Personal Issues Description 

Absenteeism Description 

Unexpected acquisition ofweallh Description 

Inattentiveness Description 

Deception Description 

Malingering Description 

Addictions Description 

Peer Pressure Description 

Generosity Description 

Outside working hours Descriplion 

Deoartment Jdenlificmion 

Freud Type Solulion 
Taken AClion Solulion 



CHAPTER FIVE 

IMPLEMENTAION, TESTING AND EVALUATION 

5.1. Designing of the Prototype 

;\s the researcher has acquired nil cases with their necessary infonllrllion nCL'<iL'(i, the nex t step is 

to codify and represent those knowledge's using a suilublc rcprcscntntionnlmodcl for the in\cnd(:d 

casc·based reasoning system. But before procc(.'(ling 10 the next lIclioll, Ihm is the implementation 

phase, designing the architecture of the CBR system will come fi rs t. So below the researcher lUiS 

presented the architccture with its ex planation. 

£1% ,--I.f.0J. .",-

Cue Selection 

s.r.ect ClISe Attribute 

1 
Aulogn welght'(W ..... , .... 



On the knowledge engineering side, the researcher has first made selection of cases, and then 

figured out attributes that can indicate human observable belmvlors, which are Idenllfied 

internationally by the domai n experts. Though there arc listed human observable behaviors wh ich 

are seen on fraudulent employees, it doesn' t mean that those behaviors will represent our country. 

So, instead o f adopting those identified and listed indicators, the researcher hns tried to 

eOl1 textualize them by d iscussing with our country domain experts. Those ex perts were fi rs t asked 

10 evaluate with those internationally identified behavioml indicators can rCI)resent our contex t or 

not. Then those domain experts were asked for any addit ional behavioral indicators tlull can be 

used on identi fy ing at risk employee of an organization. After case attribute selection have lx."Cn 

done, eights were assigned to the selected case atlributes. 

AI fi~ as the user enter the observed behaviors by the help of the user interface, au tomatically the 

confi g<Jred system will search for the best matching cases from the case bilse. The system wi ll then 

mok any relevant retrieved cases based on their globlll similarity. Then after the system wi ll display 

for thl user the type o f fraud and action that was taken for the retrieved cases for recommendation 

purpose and those recommended are directly taken from the retrieved cnses. Once the propos(."(] 

solution is displayed . the next step directly goes to cllse revision. The user can rcvise U1C retrieved 

case for amendment, and after the revision is made, knowledge is rctuim:,"(] and finall y store to the 

case base. 

5.2 Imple me ntation of an Application with jCOLIBRI 

In this work jCOLIBRII .1 was used as a tool, and cases are structured and stOrt,"(] in SQL databilse 

fonnat by the support of jCOLmRI tool. The researcher used XAMPP server to build the database 

on MySQL. Below on figure 13, the outlook ofjCOLlBRI is shown. 



• 

'lire I] /I.1oill window o!jCOLlIJRI 

To make the system easy for use the researcher used user component cxtcnSlon froll11hc 1001, so 

that th users can easily insert their query easi ly from the lists available in n dropdowll mcnu . 
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Figllre 13 Selecting user component as lIlI extellsioll oll jCOLlIJRI 



5.2. 1 Ma naging Dala T ypes 

As shown above o n figu re 15 the researcher selected user component ex tenSI fl, SO the d.11.1\ type 

has to be managed in order to configure the system with uscr-dcfined sct of values T wo 

Enumerated data type variables has been added and manaSt,,1 to the system. The fi rst variable 

named ObselVationEnum have set of values Very fre<lucnt ly obSClVt:d , fn:qucnt ly observed. 

occasionally obselVed, rarely observt'd, very mrcly obscrvt"l and Never obscrvt'd. The sec !lei 

variable named DepartmentsEnum has set of values such as Fi nancc, Humlln Rt"SOurcc, Morketing, 

International Business, Network, In fo rntation Systcms, Supply Chain Sulcs, Customcr SClVlce. 

Fleet and Faci lities, Internal Audit, Legal, St'Curity, Enterpri se Risk Manugclllcllt, ustomer 

Experi nce and Quality Management, Stratcgy und Program lIlallugCITlCllt, Tclecom Excellcnce 

Academy, and Ethics and Anti·Corruption. 
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Figure 14 Managing Data Types 
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5.2.2 MlI lIaging Case structures 

As defining case structure is one of the features of 'COLIBRI h J , t c researcher has defined the 
selected attributes by inscning their correct definitions 0 1 II ' d d' I Ie \\ III ow rea y ,or 1ll11lUl.l;lIlg case 

SlruCrures as shown below on figu re 16 On Ihis step nlUnc, type. wei ght, local slmllonlY. and globa l 

simi lan ty o f the selected attributes arc managed cofT(.'Clly. 
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5.2.3 Assigning Weight and Similarity (or the Case attrlbules 

As the researcher used 6-point Liken. scale type scale while surveying the observatIOn lc\'cl o f 

each selected attributes, it is must to use the standard way whilc assigning weighl for thosc case 

attributes. So by using the descriptive analysis output from SPSS, the stnndard mnges for weight 

assignment was derived. Table 2 below shows us the Avemge mean o f cach Attributes. 



Table 2 Descriptive Stllfistics[rom SPSS 

Descriptive Statistics 
Cnse Attributes N Mean 
Add ictions 70 4.23 
Confrontationa l Behavior 70 3.89 
lrultlentiveness 70 3.73 
Unexpected acau isition of wealth 70 3.70 
Absenteeism 70 3.5 1 
Generositv 70 3.44 
Outsidc_ working hours 70 3.40 
Pcrfonnance 70 3.33 
Malm." rin. 70 3.24 
Peer Pressurc 70 3.23 
Deception 70 3. 14 
AnR.er Manauement Issues 70 3.11 
Disregard for authority 70 3.10 
Self Centercdness 70 3.07 
Lack of Dependabi lity 70 3.04 
Not_Accepting Feedback 70 2.99 
Stress 70 2.9 1 
Disengagement 70 2.84 

Personal Issues 70 2.79 

70 2.26 ~runt l~ment 
To determ ine the mmlmum and the maximum length of the 6-IX)1nt Likert type scale, the mnge is 
calculated by (6 - I "" 5) then divided by six as it is the grealest val ue of the scale (4 + 6 - 0.8 ) 

• 6- 5: 0.83 • 2.9 2 - 0.3 

• 4 .9 - 4 : 0.66 • 1.9 1- 0.16 

• 3.9 - 3 : 0.5 • 0.9 - 0 - 0 

By usmg the above standard range, the researcher has assigned weights for each aunbutes 

accordingly. Case attributes such as Confrontational, Behavior, Inallenliveness Unexpected 

acquisition of wealth, Absenteeism, Generosity, outside working hours, Perfonnance, 

Malingering, Peer Pressure, Deception, Anger Management Issues, Disregard for authonty, clf­

Centercdness, and Lack of Dependability has gOI 0.5. On the other hand, case attributes like I Ot 

Accepting Feedback, Stress, Disengagement, Personal Issues, and Disgruntlement are weighted 



0.3. The highcst weight was given ror the anributc Addictions, which IS 0.66. As there IS all C:<8Ct 

match between input values and value or case-based, cquallocal sumlontle are used ror I' ll C8se 

nttributcs. 

Table 3 Managing the Case Structure if/ jeaL/ORI 

Case Attributes Data Type Weight Locol SlIll ilority 
Disregard ror Authority Enum 0.5 Equal 
Disgmntlement Enum OJ E(IIIIII 
Anger Management Issues Enum 0.5 &IUfII 
Conrront81lnnal Behav ior Enum 0.5 eqUAl 

Discngagel lent Enum 0.3 E(111ll1 

Not Accepting Crit icism Enum OJ eqUAl 

Sel r-CcnlL :edness Enum 0.5 Eq ulIl 

Stress Enum 0.3 Equo l 

Perronnance Enum 0.5 Equul 

Lack or Ocpendabi lity Enum 0.5 EqulIl 

Personnl is!;ues Enum 0.3 E(IUal 

I\bsenteei~m Enum 0.5 !!qUill 

Unexpected acquisition or wealth Enum 0.5 EClunl 

[nallcntiveness Enum 0.5 Equnl 

Deception Ellum 0.5 ECIlIn l 

Malingering Enum 0.5 Equnl 

Add ictions Enum 0.66 Equal 

Peer Pressure Enum 0.5 Equnl 

Generosity Enum 0.5 Equal 

Outside working hours Enum 0.5 Equal 

Department Enum 0.1 Eaua l 

Fraud_Type String 1.0 EqualSlringingnrec 
ase 

Taken_Action String 1.0 EquolSlringmgnrec 
ase 



5.2.4 Managing Connectors 

After managing case structures on the system, like aSSigning ,"eight and tmllanly for the case 

nHributes, manage data types; it's time to connect those mnnaged cases With the stored eases 

Connectors arc objects that know how to access and retrieve cases from Ihe stomge medIA and 

return those cases to the CBR system in a unifornl way. Therefore. eonnectors provide an 

Ilbslraetion mechanism that allows users to load cases from di fferent SI rage sources In a 

transparent way. jCO LI BRI includes connectors that COIl work wi th plnin tex t fil es. XML files, 

relntional dala bases and DLs systems. Here below figure 17 shows as the delat! arcluteclurc of 

jCOLIBRI connector. 

Storage Layer '\ 

I Dat ... BaJSe J 

[[] 
Plai n Text File 

J30 
Ontol ogie8 

~ XML f'ih=s 

Connectors 

. . 
~ ... ........... .. 

XML 
contlq 

JCOLIBRI 

Figure 16jCOLlBRI connector architectllre 

. SQL d ba format the researcher used SQL database In our case as the cases are stored In ata se , 
h h .. the path of the case structure file SD\OO connector. As shown below on 18 the researc er as given 

. I ' d II eeded ' 'onnat,'on about the database propenlcs In which our cases are III an xm lomlat an a n In ll 
stored like, the database name, table name, and user. 
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Figure J 7 Configuring Ihe conneclor wilh Ihe cllse Ix'JC 

5.2.5 Managing Task/ Methods 

After de fi ning the case structure and configuring the conncctors to store the Case Base of our 

applicalion, we need to select the tasks and methods of our application. 
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5.2.6 Define Query 

Here after all configura tions arc done it is time to giv , e a query or !lew case to the system, SO as 

shown below on figure 20 by using the query filled intcrface thc user will fill the fi elds as 1>Cr theIr 

observation. 
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Figure 19 Quel)' Field oll jCOUIJRI 

5.2.7Retrieve Cases 

Case retrieval phase is the foremost step in the process of CBR. This step is considered to be an 

essential one because using retrieval phase CBR system computed the simi larity between two 

cases. The existing situation is devised as new case and compare among the stofl.:d cases on the 

basis o f similarity. The similarity computation wi ll allow 10 retrieves one onnorc cases from Ihe 

ease repository. Similarity values between the cases mnges from 0 to I where 0 rencers that there 

is no similari ty in stored cases and 1 shows the 100% matching of the new case with Ihe stored 

cases. 

Nearest neighbor retrieval algorithm was used wh ile the system retrieves cases from the knowledge 

base, nearest-neighbor retrieval is a simple approach Ihat computes the sinlll anlY between Stored 

cases and new input case based on weight features . A t)Vical evaluation funcllon I used to 



compute nearesl·neighbor matching Kolodner, 1993. earcst-nelg,hbor c\'aluauon functIon 

shown on figure 2 1 is explained below. 

• L w / )( ~'im(f: .[/') 
si mi!ar i/}(Ca,\'c/ ,Cas£'f1 ) = "'~I __ ~. ___ _ 

L 11', 

" 
Figure 20 II lIean>,If./lI.'IXhhor 1.'1'tl/1U1//()II/UfIC .. /UI/1 

Where WI IS the importance weight o f a fea ture, sim is the similarity funcllon of fCalures, and 1 
andf, lite the values for feature i in the inpu l nnd rctriev(..'(1 cases n.-spc..'c tl vely. 

Figure 21 d isplays a simple scheme for nearest-neighbor mutching, In this 2o{! uTlcnslOllul space, 

easel IS selected as the nearest neighbor because sinri/arity(NC. ClISeJ» ~'lmil(mt>{N . CMC/) and 

similority(NC. ctls(3» similarily(NC. Ctlse2). 

fealure2 

NC - New Case 

case1 , similarity(NC. C8s0 1) , ,. , 
, NC 
,/ )...,., ..... .....- simil8rity(NC, c8s03) 

,/ ..... . case3 
,/ 

,/ , 
case2 similarity(NC. c8se2) 

L------------- featutet 

Figure 2 J How 10 find fh e nearest neighbor oflhe new Clue NC 

S.2.7 Revise Cases 

Once the case is retrieved and adapted, the next stcp is rC\'ision stage. In Ihls stage the adapted 

solution is being analyzed and verified for the accurncy and after the venfic8tlon IS done, It I 

offered as a validated solution for the new problem case. As shown below on figure 23 the user 

.. . . . I ·· d then after ched:ms the correctness of the WIll go for InvesllgatlOn as per the so uliOn gIven, an 

rctrieved case any revision can be done bcfore the stage retaining. 
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This is the fi nal or last stage o f e BR cycle and it is responsible for inlegmting new eases 1010 the 

case repository or knowledge base for fulU re utilization. So that the user IS able 10 store the revised 

case in to the database for futu re usc. 
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Figllre 13 elise relen,ion in jCOUIJRl 

5.3 Testing and evaluating the prototype 

Once the protOlype is implemented, experimentations have 10 be conducted to test and C\'aluate 

the prototype. This chapter presents case similarity testmg and cvaluatlon of lhc prototype based 

On testing procedures quality model attribute tree to validate mOII \C-Centcred qucnes Wc setup 

concrete test cases based on example intelligencc quenes based on the scenano. After e"(tcUllon 

of these test cases, we evaluate the respective lest results by mcans of quality and quantlt)' 



measures to check the correctness, completeness and perfonnan e of the deo. eloped protOtype 

Additionally. we will conduct usabil ity tests for the developed search concepts 

5.3.1 Case Similarity Testing 

We have made an ,experiment 10 know how new casf..'S arc II\llIchcd With the cases Ii m the case 

base, For this experiment, the researcher uses thrce input queries, The firsl (iliery IS dm .. -ctly taken 

from cases from the case base, The second query consists of modifif..'(1 ouributo VA lue from lho case 

bnse, while the third query have empty attribute values, Each query IS prescll tf..-d 10 the system 

indi vidua lly to eva luate the perfonnance of the simi lari ty measures, I~i gure 2S below shows the 

s.1mple o f queries that are used in this experi ment with their descript ion, 

User Query I: 

The ob! '~rvmll employee has shown following observation level for each HUrlbute 

The ob<;ervat ion level of Self-Centeredness behavior is" Very rnrely observed", 

The ob:,ervntion level o f Absenteeism behavior is" Frequently observed", 

The observation level of uck of Dependabili ty bchllvior is" Very rarely observed", 

The observation level of Add ict ions behavior is" Frequently observed", 

The observation level of Disgrun tlement behavior is" Very rarel y observed", 

The ob$ervation level of Stress behav ior is" Rarely observed", 

The observati on level of Deception behavior is" Frequently observf..-d", 

The observation level of Not Accepting Feedbllck behavior is" Rarel y observed", 

The observation level of Personal issues behavior is" Very frequently observed", 

The observation level of Peer Pressure is" Frequent ly observed", 

The observation level of Malingeri ng behavior is" Frequcntly obscrved", 

, ' " F c Illy obscf'\'oo" The observation level of Anger management issue behav10r IS requ I ' 



The observation level of Inattentiveness behavior is" Frequently observed", 

The observation level of Disregard for authority behavior is" OccasIonally observed" 

The observation level of Confrontationa l behAvior is" Occasionally observed". 

The observation level of Outside working hours' behAvior is" Very frequently observed", 

The observation level of Performance behavior is" Rarel y observed", 

The ob"'!rvat ion level ofUnexpccted acquisition of wealth bchllvior is" Very frequcmlyobscrved" 

The observation level of Generosity behavior is "Rarely obscrvl.'d". 

TIle obsl.:rvanl employee is working for Sa les department of Ethio tel("'Com. 

Figllre J41npIII values of the requested IXlrameten,' ill jCOUIJR/J.1 

As sho ... n below on table 4 user query 1 has cxact ly Illlltcht:d elise 5 and thClr slIl1Ilanty IS 10, 

wherea .. user query 2 has 1 attribute value modifiC..1 tion And the result shows thClr sltIlllan ty goes 

to 0.9. The third user query has empty input, so there is no any relllh.'d Cllse and thclr sumlnnty IS 

0.0. Tht results show that case similarity is working nnd pcrfonl1ing well. 

Table 4 Sample ofQllery for Cm'e Similarity Testillg mltJ their Corre~1xmd;ng Similarity 

Answered ueev Cases Simi laritv 10 - II 
User Query I Case 5 1.0 

User Query 2 Case 5 0.904 

User Query 3 Null 0.0 

5.3.2 System Performance Testing 

So, in order to assure lhe CBR system meets the requirement it is devclol>Cd the system has to be 

tcsted and evaluated. The researcher has used 28 testing data set for the seven cases. 



rtlb/e 5 Cot/ji/sio" 1IIt1lrix for eViI/tlmio" of Ihe Ctlse base ~)'stem 

Benefit Data theft False Inventor Sun SIM VAS Total 
Fraud Cases related related ccrtificatio y Theft bo, card relnte 

fraud ns fmud relate d 

d fmud 
Benefit 4 0 0 0 0 0 0 J 
related 

Data theft 0 J 0 0 0 I 0 J 
Test related fraud 

Case False 0 0 J 0 0 0 I J 

certifications 

Inventory 0 I 0 J 0 0 0 J 

Theft 

Sim box 0 0 0 0 4 0 0 3 

fra ud 

SIM card 0 0 I 0 0 3 0 3 

related 

VAS related I 0 0 0 0 0 J J 

fra ud 

Total 5 4 4 3 4 4 4 28 

1 
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Table 6 Peiformance evaluation based on Precision R II I " , ecll (III( r - m etIS/I r e 

Cases n(truth) n(c lassified) Accuracy Prec ision Recall I~ I Score 

Benefi t related 5 4 96.43% 1.0 0.80 0.89 

Data theft related fraud 4 4 92.86% 0.75 0.75 0.75 

Fll ise cert ificatIOns 4 4 92.86% 0.75 0.75 0.75 

Inventory Thdl J 4 96.43% 0.75 1.0 0.86 

Sirn box fraud 4 4 100010 1.0 1.0 1.0 

SIM card related 4 4 92.86% 0.75 0.75 0.75 

VAS related fraud 4 4 92.86% 0.75 0.75 0.75 

The overall evaluation result shows that the case-based rcusoning prototype for insider thrcnt 

mitigation is very encouraging as the retrieva l pcrfOntlancc of the prototype registers 8an uvcmgc 

value of 82. 14% precision and 82.85 % recall with average IIccuracy of 94.90%. 

5.3.3 User Acceptance Testing 

User acceptance testing is the process in which Ihe actua l system users test the system 10 make 

sure it can hand le required tasks in real world scenario. Ten users were selected from lhose who 

participated in the knowledge accusation process. The researcher has given detail explanation how 

the CBR system works before testing it. 

For the evaluation of the user acceptance testing, different researchers used differen t evaluat ion 

criteria. On our work we have customized and adapted evaluation critena suggested by Onwlt 

(2015), Alemu (2010), and Seblewongel based on the ISO standard 9126, as shown below on 

figure 25 below . 
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Ten selerted users evaluate the CBR system by using the following criteria . 

./ Simplicity to use and interact with the prototype system 

./ The performance of case revision and solut ion adaptation 

./ The ability of the prototype system in making right recommendations 

./ Importance of the system in the domain area 

./ Efficiency in time 

./ Fitness of the fi nal recommendation to the new case at hand 



Table 7 Performance Evaluation of the System by the em/ llsers 

1 No. Eval uation Criteria 
Poor Fa ir Good Very Excellent 

1 

2 

3 

4 

5 

6 

good 
Simplicity to use and interact with the prototype 1 4 3 2 
system 

The perfo nnance of case revision and SOlution 2 4 4 
adaptation of the system 

Relevance of the attributes in representing human 2 5 
1

3 
observable behavior 

Importance of the system in the domai n area 3 7 

Efficiency in lime 2 I 8 
Fi lness o f the fina l recommendation to the new case 1 7 2 
at hand 

As shown above on table 7, 70 % of the evaluators rate 'Simplicity to use and interact with the 

prototype system ' as good and very good, while 10% and 20% of them rcspectlvely ratc as fU lf 

and excellent. For the criteria 'perfonnance of case revision and solution adaptation of the system' 

equal 40% good, and 40% very good rate is registered, and 20% of the cvalulltors mtt.'d as f(llr, On 

the other hand, 50%, 30%, and 20% of the evaluators I'II t<:d very good, excellent and good 

respectively fo r the criteria 'relevance of the auributes. ' irnponllilce of the system inlhe domain 

area ' was the other criteria being evaluated by the evaluators, and rated liS 70'1. excellent and 30% 

very good, which has a close result with the criteria 'efficiency in time ' with 8ael. excellent and 

20% very good result . The last evaluation criteria were the 'fitness of the final recommendation to 

the new case at hand ', which has 70'10 very good, 20'10 excellent, and 10'10 good rating. 

Average of 4.12 which means a very good result is obtained from the final work, and In which the 

result shows that the system has an encouraging user acceptance. 
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5.4 Discussion of the Result 

As case sim ilarity tcst has been done in order to check wllhercase sllllIlamy I '" o(1ng \Iocll or 

nOI by giving the system 3 queries, Ihe result shows thaI ns the cases nre more umlar to the I red 

olle the result can be at the highest 1.0 and at the reverse IU thclr SUllIlant y are much dllTcn:nt the 

result can go down to 0.0. Here it shows us clearly thtlt liS queries gCI mort Sim ilar ~scs from the 

case base, bellcr s imilarity result can be registered . 

The systnn pCrfOnllanCe test result meet 82 .14% precision Il nd 82 .8S % rOC1l 1l wl\h '''erngt 

l\Ccurnc) of94.90%. The test was pcrfOntlCd using 28 testi ng daln selS wuh fCSlX,'C1 to 70 Icnm1ll8 

datasets ,tored in the knowledge base. Though the results nrc cncourngmg. the rescn her bdlt\c 

that the Inconsistency characteristics of those human obsl.'nable behaVIOrs arc lhe main rc.150n for 

not meetmg over all 100% accuracy. 

On average very good grade was registered from User evnhmlion based on the cotCrtll'S snnphclly 

to use and interact with the prototype system, the pcrfommnce of CAse rc\ ISlon and $01\111011 

adaptati(,n of the system, Relevance of the attributes in n::presentlllg humlU1 obsclVable behuvi r, 

Importance of the system in the domllin IIrell, efficiency III ll1 l1e, and lilncss of Ihe linnl 

r<:commendation to the new case at hand . 

Generally. the case-based reasoning approach in designing insider Ihrems bchllvior Idcl1ldicnllon 

system meets an encouraging result on its ovenlll perfonnancc lCSI nnd uscr cvaluallons 

CHAPTER SIX 

CONCLUSION AND RECOMMENDATIONS 

6.1 CONCLUSION 

On th is research work the researcher has made an attempt on applying case-based reasomng S) tem 

in depicting employee's behavior towards potential fmuds 10 be commltled by Idenllf)1ng al nsk 

employees and recommending possible related fraud types 10 be conllluned. by usmg human 

observable behaviors. The required knowledge was acquired from 1"0 group of c.'I;perlS. S4:'en 
. I ·s and olher rclc\anl mfonn:ulon through a prevIOusly investigated insider cases, document ana )'51 



six·point Likert scale questionnaire survey. Investigated cases were gathered from Elhlo telocom 

legal department and information science department. The domain experts were selected from 

Addis Ababa University, FORE anomey general and self-employed I>crsonncl. using purp<>sI\C 

sampling. The researcher came across with eight new human behavior in<hc8tOrs, whIch ClIn be 

used as spring board (0 conduct further research works on the domain aren, and tillS study 5h WI 

(hal we can idenl'ify insiders objectively by using case-based reasoning, bns<.'(! on idcntlfil."(i 

observable behaviors. 

For modelmg purpose of the acquired knowledge, hicmrchicaltrcc modeling Iccluuque were used 

Attributes that are relevant and have direct impact on the decision were sclecll,."(J lind the ClIse 

structure o rmulated. Eight new human behavior indicators were 

The case based was developed using JCOLlBRII . I. The system has the cap..1blhty In rt.1nevlIIg. 

reusing, revising, and retaining new cases. And here nearest neighbor retrieval algonthm was used 

while the system retrieves cases from the knowledge b.1se. In order to assure the CBR system hns 

meet the requirement needed, evaluation was conduct(,'<! on both the system pcrfonmmcc lind user 

Acceptance test. 

The overall evaluation result shows that the case-based reasoning prototype for inSider threat 

mitigation is very encouraging as the retrieval perfomlance of the prototype registers an avemge 

value of 82. 14% precision and 82.85 % recall with average accuracy of 94.9(W,. And Il lso, the 

system has registered an average grade of "very good" in user suti sfaction tesl resul t. 

In general, the work has achieved its objective by developing the eXJX.'Cted prototype With an 

encouraging system performance and user acceptance test result on designing knowledge-based 

system for insider threat mitigation using human observable behaviors. 

6.2 RECOMMENDATION 

Though the study has met its objectives by using Case Based Reasoning approach In dcslgmng the 

knowledge base for depicting employee's behavior towards potential fmuds to be conlJnllled. the 

researcher believe that other researchers arc supposed 10 cnrich the work on Ihe follOWing aspects. 



• 

• 

The researcher recommends other organizations to tum their face to Intelligence-based 

insider's identification mechanism. 

As insiders are the most dangerous threats of an organir.a lion, giving high auenllon only 

for external threats will be valueless. So, the researchers recommend orgnnizrllJons 10 do 

a lot on insiders' threats. 

• Higher officials and security personnel's have to give attention on human observable 

behaviors, rather than only focusing on deploying technology to cOlltrol insiders. 

6.3 Future Work 

• As the study is limited to develop a prototype knowledge-based system for the purpose of 

identifying insider threats behavior, and doesn't give punishment decision for Ihe new 

cases, the researchers believe that further researches can be conducted by incorporollng 

company rule and regulation and integrating with rulc-bast."<l reasoning. 

• Seven insider threats gathered from Elhio tclecom have Ix,'cn used in Ihis study. But, .flhe 

number of cases increased in the case base, by extending the scope loother orgamzal ions. 

then performance of the syslem can also increase. Therefore, it is r(.'Commended Ihul 

extension of this work by adding more insider threat cus(.os in the Cl.Ise base to Hlc rClIse the 

performance of the prototype system. 
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Appendix III : SQL Database Case Base 
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