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Abstract

The internal audit and information security functions should work together synergistically: the
mformation security staff designs, implements, and operates various procedures and technologies
to protect the organization's information resources, and mternal audit provides periodic feedback
concerning effectiveness of those activities along with suggestions for improvement. The purpose
of this exploratory mixed methods study 1s mvestigate how mnternal audit and information security
are relate to each other to protect the organization’s information resources and mternal audit
practices in Addis Ababa City administration. Anecdotal reports in the professional literature,
however, suggest that the two functions do not always have a harmonious relationship. This
research 1s present the first stage of a research program designed to investigate the nature of the
relationship between the information security and internal audit functions. It will report the results
of a series of semi-structured mterviews with both nternal auditors and information systems
professionals. The researcher analyzed the factors that influence the nature of the relationship
between the internal audit and mformation security functions, describe the potential benefits

organizations can derive from that relationship, and present propositions to guide future research.
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CHAPTEBNE
INTRODUITON

This thesis reports on a study of the relationgf@fween internal audit and information security
an exploratory investigation in case of Addis Abalig administration with four selected city’'s

bureaus. Therefore this chapter consists an inttamiu about the chapter, background of the
study, background of Addis Ababa city, statemehthi® problem, research problems, objectives

of the study, significance of the study, delimuatiof the study and organization of the study.

1.1 Introduction

Information security is necessary not only to ptbtan organization's resources, but also to
ensure the reliability of its financial statemeatsl other managerial reports (AICPA and CICA,
2008). Consequently, (COBIT4 ,ITGI (2007), a nonwveat framework for control and
governance of information technology, Stresses that a component of management's
governance responsibilities to design and implenmentost effective information security
program. As a result, IS( information security)e@xhers have begun to investigate various
dimensions of information security governance. (steeam of research has focused on
measuring the value of investments in informatieousity (Gordon and Loeb 2002; Gordon
2003;Cavusoglu 2004a;lheagwara 2004;Bodin 20058;28@mar 2008). A second stream of
research has examined government reactions toodigels of information security initiatives
(Gordon 2010) and incidents (Campbell. 2003;Cavius@§04b; Ito 2010). A third stream of
research has examined ways to improve end userl@omog with an organization's information
security policies (D'Arcy2009;Bulgurcu 2010; Jolumstand Warkentin 2010; Siponen and
Vance 2010; Spears and Barki 2010).

Little attention, however, has been paid to therafenal aspects of information security
governance(Dhillon2007). Indeed, in their reviewpoior IS research on information systems

security governance, (MishraandDhillon2006, 20)atode that the “role of human actors and



issues relating to management of people in thenizghon is not emphasized in popular
definitions of information systems security goverce” In particular, they note that the view of
information systems security governance used ior pesearch “does not allow incorporating the
importance of the audit process of systems and gament ofsecurity details at operational

level of business process” (Mishra and Dhillon 2006

In addition, a recent web-survey conducted by thetitute of Internal Auditors (II1A)
recommends a partnership approach between inteuddt and IT operations to improve returns
on IT control activity investments (Phelps andMil2€08).This lack of attention to the
operational dimension of information security gomaerce in general and to the specific
relationship between the internal audit and infdramasecurity functions is surprising, given the
emphasis the normative literature places on thesees. For example, COBIT specifically
prescribes thatmanagement should “establish andntamai an optimal co-ordination,
communication and liaison structure between thefuiiction and the corporate compliance
group”. In addition, “the controlenvironment sholdé@ based on a culture that...encourages
cross-divisional co-operation and teamwork. Furtige, it is important to “obtain independent
assurance (internal or external) about theconfoomasf IT with the organization's policies,

standards, and procedures.

In most organizations, both the information systeand internal audit functions are involved
with information security. The IS function has ainpary responsibility for designing,
implementing, and maintaining a cost-effective infation security program. Internal audit
provides an independent review and analysis of dhganization's information security
initiatives. ldeally, the feedback provided by mm& audit can be used to improve the overall

effectiveness of the organization's informationusiyg.

The remainder of this research is organized asvsll Section 2 reviews prior literature and
presents a model of how the internal audit andrmétion security functions can work together
to help organizations achieve a cost-effective lle¥énformation security. Section 3 is describe
the structured interview and questionnaire methutl @ovides demographic background about

the interviewees and questionnaire the organizatfon which they worked. Section is present



the common themes that emerged from the intervi&estion 5 has concluded the paper by
developing a model of the factors that affect temtronship between the internal audit and

information security.

1.2 Background of the study

Organizations employ a variety of tools and proceddo provide a desired level of information
security. Accountants and auditors typically catergocontrols as being preventive, detective, or
corrective in nature (Ratliff 1996). Firewalls, imsion prevention systems, physical and logical
access controls, device configuration, and enamppéire widely used methods used to prevent
undesirable events. Intrusion detection systeminevability scans, penetration tests, and logs
are examples of controls designed to detect paleptoblems and security incidents. Incident
response teams, business continuity managemenpadcid management systems are commonly
used examples of controls designed to correct problthat have been identified.

Information systems researchers have developedtamative way to categorize information
security-related controls based on the stage duang attempted information security

compromise in which the control is most likely t® é&ffective (Ransbotham and Mitra, 2009).

According to (Ransbotham and Mitra2009), the thiygmes of information systems security
controls differ in their objectives. Configurati@montrols directly reduce the likelihood of an
information security compromise by blocking targeteconnaissance efforts. Access controls
also directly reduce the likelihood of compromiselbocking unauthorized attempts to access
the system. In contrast to the other two categonemitoring controls do not directly reduce the
risk of an information security compromise. Insteatnitoring controls indirectly reduce the
risk of an incident by improving the effectivenedsthe other two categories of controls. For
example, proper documentation reduces the riskveirlooking key systems when altering
default configurations, employing patches, deplgyinewalls, and implementing other types of
security controls. Similarly, log analysis can heftentify the causes of incidents; such
knowledge can then be used to modify existing @stto reduce the risk that a similar attack

will succeed in the future.



Ransbotham and Mitra focus on the role of the mftion systems security function in
implementing all three types of controls. Howevas, normative frameworks (e.g., COBIT,
COSO, etc.) suggest, the organization’s internaitafunction should periodically assess the

effectiveness of internal controls, including thoskated to information systems security.

1.3. Background of Addis Ababa city

Addis Ababa is the capital and largest cityEthiopia It is the seat of the Ethiopian federal
government. According to the 2007 population censhe city has a total population of
2,739,551 inhabitants. In 2017 the populationtod dity closer to 4 Million. As ehartered city
(Central Statistical Agency. 2010). Addis Ababa tfees status of both a city andstate It is
where theAfrican Unionis and its predecessor t®AU was based. It also hosts the
headquarters of thdnited Nations Economic Commission for Africa (EXC#d numerous other
continental and international organizations. Addizaba is therefore often referred to as "the
political capital of Africa" for its historical, glomatic and political significance for the

continent.

The site of Addis Ababa was chosen by Empress TRgtul and the city was founded in 1886
by EmperoMenelik 1. Menelik, as initially a King of the shewa proveychad foundount

Entotoa useful base for military operations in the saafthis realm, and in 1879 he visited the
reputed ruins of a medieval town and an unfinisheck church that showed proof of the

medieval empire's capital in the area before timepeagns ofAhmad ibnlbrihim.

The economic activities in Addis Ababa are diversecording to official statistics from the
federal government, some 119,197 people in the aity engaged in trade and commerce;
113,977 in manufacturing and industry; 80,391 Homlezns of different variety; 71,186 in civil
administration; 50,538 in transport and communicgti42,514 in education, health and social
services; 32,685 in hotel and catering services;, H5,602 in agriculture. In addition to the

residents of rural parts of Addis Ababa, the cityetlers also participate in animal husbandry
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and cultivation of gardens. 677 hectares (1,67@3oof land is irrigated annually, on which
129,880 quintals of vegetables are cultivated (@¢8tatistical Agency. 2010). It is a relatively
clean and safe city, with the most common crimesdo@ick pocketing, scams and minor
burglary. The city has recently been in a constoncboom with tall buildings rising in many
places. Various luxury services have also beconaéladte and the construction of shopping

malls has recently increased.

The administration of Addis Ababa city consiststtg Mayor, who leads the executive branch,
and the City Council, which enacts city regulatiortdowever, as part of the Federal
Government, the federal legislature enacts lawsateabinding in Addis Ababa. Members of the
City Council are directly elected by the residenitshe city and the Council, in turn, elects the

Mayor among its members.

1.4. Statements of the problem

In the age of globalization the prober use of infation and apply internal audit is crucial point.
The internal audit and information security funoBoshould work together synergistically in
order to improve the efficiency and effectivenetshe organizations. The information security
staff designs, implements, and operates variousepires and technologies to protect the
organization’s information resources, and interadiit provides periodic feedback concerning
effectiveness of those activities along with sugjges for improvement. Anecdotal reports in
the professional literature, however, suggest tiha two functions do not always have
harmonious relationship. In Addis Ababa city admiration, for example 2013he Addis
Ababa City Audit Bureau reported that has discadei® major discrepancies. Among these are
the fact that AAWSA has no documentation showingas repaid the 625.7 million birr credit it
owes the World Bank and other creditors. The resegirintention to conduct research about the

relationship between IA and IS that to set a benalk for another researcher.



The purpose of this study is, therefore, desigmethvestigate the nature of the relationship
between the information security and internal afudittions in Addis Ababa city administration
focusing on the following specific objectives:
a)To investigate the relationship between inteanalit functions and information security.
b) To show the relationships among different typiesmformation security control.

c) To describe differences in access to top Ieveahagement that may influence the relationship
between internal audit and information security.

d) The reality that to enhance the relationshipwben internal audit function and information
security with technology integration practice.

e) To identify the nature of the relationshigvieen 1A and IS and factor affects the nature of

the relationship between the two functions.

1.5. Research questions

The purpose of this study is to examine the refatiip between internal audit and information
security to protect the organizations’ informati@source as well as to maintain the proper use
of internal audit functions. Accordingly, to attaime objectives ought to state above the study to

answer the following questions:

1) What are the basic relationships between internalitafunctions and information
security?

2) Do differences in access to top level managemdhieimce the relationship between
internal audit function and information security?

3) What variable influence the relationship among ettéht types information security
control?

4) What can be done to enhance (increase, improvesl@@vthe relationships between
internal audit and information security with teclogy integration practice in the

organizations?



1.6. Objectives of the study

The followings are the general and specific obyesiof the study.

1.6.1 General objective

The main objective of this study is to inveatg the relationship between internal audit

functions and information security in Addis Ababiy @administration.

1.6.2 Specific objectives

Specifically, this study has the following objeets:

1. To identify factor that affects the activitie$ ioternal audit with technology integration
practices in the organizations.

2. To assess the top level management influencarttsathe relationship between internal audit
and information security in the organizations.

3. To identify the attitudes of information techogy (IT) professionals towards internal
activities.

4. To forward ideas on how to improve the relatiopsetween internal audit and information

security with the use integrates technology indtganizations.

1.7. Significance of the Study

Since the application of internal audit functiand information security are very essential to
protect the organization information resource amcantrol the implementation of rules and
procedures in the organization, the strong relahgs between internal audit and information
security in the organization with the appropriate wf technology integration practice has
crucial importance. It is true that maintain theosg relationship between internal audit and
information security in the organization will playkey role to



Protect any wastage of resources as well as &l to implement efficient use of organization

resources.

The research is expected to come up with the nagefiadings regarding the major problems
that the relationship between internal audit anfbrmation security in Addis Ababa City
administration. This study is, therefore significtor the following reasons:
a) It provides valuable information  about the mapoblems that the relationships
between internal audit and information security ine&ddis Ababa city administration.
b) It helps all pertinent bodies to design a viabtategyy, which in turn can promote internal
audit control and information security in Addis Adaacity administration.
c) To the best knowledge of the writer, a thorougtudy was not carried so far in Addis
Ababa city administration that could alleviate @kewnt problems of internal audit and
information security and hence will help as a spitward for further studies on similar

issues in contributing additional information aratdment base.

This could enable the concerned bodies like Ofit&udit General, IT department, Ministry
Finance and Economic cooperate. So as to explossilplities of developing more effective

ways of using information security and internaliaedntrol at Addis Ababa city administration.

1.8 Delimitation of the study

To carry out any research work, it should be irtgpa to delimit the study to a manageable
size. Based on this theoretical base, this studieisnited the investigation of the relationship
between internal audit and information securitysélected four government bureaus in Addis
Ababa city administration.. Hence the researchesoisducted the study in the four available
government bureaus found in the administrative @itfddis Ababa.

These bureaus are: Addis Ababa city Finance aoadnic development bureau, Addis Ababa
city Education bureau, Addis Ababa Road authorityl Addis Ababa Urban development

bureau.



1.9 Organization of the study

There are five Chapters in this thesis. The fitsipter consists of an Introduction about the
thesis, Background of the study, Background of Adalbaba city administration, Statement of
the problem, Significance of the Study, Delimitatiof the Study and Limitation of the Study.

Chapter two is dealt about Reviewed related litesgtChapter three put forward the Research
methodology which consists of population, methodsafmpling and method of data analysis,
Chapter four Analyses results obtained. This chiapterganized in such a way that it constitutes
presentation regarding the state the relationshtpvden internal audit and information security
in Addis Ababa city administration. Finally the fRifthapter draws out findings, conclusions and
forward recommendations for the improvement of te&tionship between internal audit

information security practices in the governmemfamizations for further strengthening.

Generally this chapter indicates the overall viewthee research what it looks like after it is
completed. It also gives a clue what method it ysked importance and significance of the
research, the research question and statementieoproblem, findings and the ultimate

beneficiaries of the research.



CHAPTER TWO
REVIEW OF RELATED LITERATURE

In this chapter, studies conducted on the relatipnbetween internal audit and information
security internationally as well as locally werevayed, reviewed and presented. The literature
was reviewed based on the nature of the relatipnsbtween internal audit and information
securiy, the influence of internal audit on information setyueffectiveness, the role of internal
auditor’'s in government organization8erceptions of information security professionael
factor affects the relationship between internalitand information security in the government

organization.

2. The nature of the relationship between internahudit

and information security

In most organizations, both the information systeand internal audit functions are involved
with information security. The IS function has ainpary responsibility for designing,
implementing, and maintaining a cost-effective iniation security program. Internal audit
provides an independent review and analysis of dhganization's information security
initiatives. ldeally, the feedback provided by mm& audit can be used to improve the overall

effectiveness of the organization's informationusiyg.

These two functions should work together synergadly to maximize the effectiveness of an
organization’s information systems security progrdnaeed, (Wallace 2011)provide evidence
that the level of cooperation between the inteanadit and information security functions is
positively associated with the organization's legglcompliance with the IT-related internal

control requirements of the Sarbanes—Oxley Act.
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Prior research suggests that there should be y®%tiganizational benefits associated with a
good relationship between the internal audit arfidrmation security functions. (Wallace 2011)
found that a good relationship between the intemalit and information security functions
resulted in better compliance with Sarbeansoxleyther, (Steinbart 2013) found that a good
relationship between internal audit and informatsacurity improved the information security
professional’s perceptions of the overall effeatiess of the organization’s information security
efforts. One explanation for these finding is (Biairt 2012) report that information security
professionals believed that the internal audit ieett helped them improve the design of access
controls. (Steinbart 2012) also report that auditbelieved the quality of the relationship
between the two functions affected audit efficienay poor relationship between the two
functions led to efforts by information security kade evidence of the problems from the
auditors.

2.1The influence of internal audit on informaton security effectiveness:

It is important to regularly monitor and assessédfiectiveness of information security controls
and processes (NIST 2012). However, the value gfitoiong and assessment is enhanced when
done by someone who was not responsible for degignmplementing, and performing the
activities being reviewed (ITGI 2012a). One way gmvide independent monitoring and
assessment is to have the internal audit functienogically review and evaluate the
organization’s information security activities. Hiuhe internal audit function can potentially
contribute to effective governance and manageméntToby providing an independent
assessment of controls and processes (ITGI 2014dil. recently, little was known about the
effect of internal audit activiies on an organiaats information security program.
(Steinbart2012) conducted in depth interviews ar farganizations and found that information
security professionals believed that a good refatigp with internal audit improved over all

information security effectiveness in several ways.
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In addition, information security professionalslicated that internal audit feedback was useful
in improving the design of role-based access ctnt(Steinbart2012). Subsequent research
involving a survey of information security professals from multiple industries (Steinbart2013)
validated those anecdotal accounts, finding thgbad relationship between the information
security and internal audit functions improved tivformation security professionals’

perceptions about the overall effectiveness ofrmfdion security. Steinbart(2013) also found
that the extent and frequency of internal auditews of various information security processes
affected the quality of the relationship betweer thternal audit and information security

functions.

Yet there has been scant research into the rolentefnal audit in information security.
(Ransbotham and Mitra 2009) included “audit comstfoby which they meant monitoring and
assessment, as one of three elements necessagucerthe risk of security compromise. In
their model, such monitoring played an indirecter@h improving information security by
providing feedback that could be used to improwedtfiectiveness of the other technologies and
processes comprising an organization’s informasiecurity program. Although Ransbotham and
Mitra did not empirically test that research prapos, subsequent accounting research found
that a good relationship between the internal aadt information security functions produces
benefits. For example, a good relationship betwthertwo functions results in a higher level of
compliance with Sarbanes-Oxley requirements (Wella811) and is inversely related to the
number of security incidents and security-relateditafindings (Steinbart2013). In addition,
(Steinbart2012) report that information securitgfpssionals believed that audit feedback helped
them to improve the effectiveness of access cantiidius, there is some evidence that internal

audit can contribute to information security effeeness.

Although the information security and internal daudnctions share a high-level, common goal
of maximizing the effectiveness of the organizasaefforts to protect its information resources,
the task of developing and managing proper relaligs between the two functions involves a

host of complex behavioral issues (Dittenhofer20Im) one hand, the practitioner literature
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notes that differences in attitudes and behavidtsnomake it difficult for the information
security group to develop good relationships witheo complianceoriented functions, such as
records management (Anderson 2012). On the othditoas must not impair their objectivity
and independence (Behn.1997; Carcello 1992; Schro2€l86; Stoel2012). Therefore, it is
important to understand the factors that deterntireequality of the relationship between the
information security and internal audit functiofSteinbart2013) found that the frequency and
scope of internal audit’s review of various infotioa security components had a positive
influence on information security professionalstqeptions of the quality of relationship with

internal audit.

2.2. The role of internal auditor’s in government eganizations

The internal auditor’'s contributions are widely agnized in the literature in promoting good
corporate governance and implementing a systenmtefnial controls within the organization.
They help to reduce the cost of raising capitéhé organization is looking for external financial
assistance, and also to enhance the share prices ifeeking equity funds. IAs also carry out
assurance activities at specific scheduled timeshieck the adequacy and effectiveness of
internal control procedures in the organizations Bso report to audit committees at the board
level on their findings and opportunities for impement as required. However, the use of ERP

changes the role and function of IAs.

Strategists are involved with the strategic plagrand decision-making of the organization. The
researchers develop an understanding of the bsspresess reengineering with users including
management, and facilitates the consultants’ waRP experts evaluate the control features of
an ERP system and assess current and future nmisese. They also highlight the importance
of soft controls and delegate the accountabilitgaitrol.

Communicators maintain the relationships among palities across the organization and
facilitate the adoption of audit controls with useas well as with consultants from outside the
company. IT experts update and unify terminologyake advantage of the integrated nature of
the ERP system. They share expertise, knowledge,igdeas with IS/IT management. As a
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strategist, the IA provides top management withicdithat helps management to set the
corporate objectives. According to the new Commaitbe@ Sponsoring Organizations Enterprise
Risk Management, the organization’s mission and appetite drive its objective-setting
process, which defines high-level strategic obyestiand the specific objectives required to
accomplish them, namely the operating, financigboreng, and compliance objectives
(Ramamoorthi and Weidenmier, 2006). Strategic dijes affect the organization’s choice of
ERP infrastructure and risk level.In addition, (e2007) proposes five duties of the IA as a
strategist in ensuring the success of ERP impleatient

These five duties are:

(1) Secure executive sponsorship and create avwssémeprogram risk management. This helps
to enlist the support and resources necessaryémessful risk management program.

(2) Take a holistic approach to identifying progsaat risk. A broad strategic perspective helps
the IA to better understand and prioritizes thegpmn-risk landscape, with its wide-ranging and
often disparate risk elements.

(3) Create an active and ongoing program risk mamagt process. Such an ongoing process
entails regular audits, the ability to track thentis relating to a program, and faster follow-up on
remediation plans. It allows IAs to identify theks more quickly and to alert the stakeholders.
(4) Build a program audit team with the necessagcmlized skills and experience. Having the
right people with the right skills to focus on pram risk can make the difference between
success and failure in risk management.

(5) Include program issues in a consolidated risklysis. The prioritization of programs, based
on their inherent risk, assumes that all challerigeisig those programs are risks.

As an ERP expert, the IA is needed to ensure EREersydoes not compromise the internal
control mechanism. (Arens and Loebbecke 2000) éunpinopose four general guidelines for the
separation of duties, which can be applied in aR#Rsed organization:

(1) Separation of the custody of assets from adooginThis prevents a person with custody of
an asset from disposing of the asset and adjutengecords to conceal the action.

(2) Separation of the authorization of transactifmen the custody of related assets. The
authorization of a transaction and the handlinghefrelated asset by the same person increase

the opportunity for fraud.
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(3) Separation of operational responsibility froecard-keeping responsibility. If division is
responsible for preparing its own records and tsptiiere may be tendency to bias the results to
improve its reported performance.

(4) Separation of information technology dutiesnirauties of key users outside IT. Program
modifications should be performed only by authatif& personnel. Users outside IT should be
responsible for authorizing transactions, onlinéadentry, correction of errors in input, and

reviews of output from the system.

2.3 Perceptions of information security professiona

The internal audit and information security funososhould play complementary roles in an
organization’s information security program. Thémmation security function should focus on
the design and implementation of the security phhile internal audit should assess and
evaluate the functioning of the plan’s componen®ACA JournalMolume 2, 2013 yet, in

practice, the relationship between the two fundimmnot always positive.

At its worst, the relationship can become so adwrekthat it impairs effective governance, as
exemplified by one information systems (IS) managerlt has been a game of cat and mouse.
The auditors are trying to catch IT doing somethang IT is trying to prevent audit from finding
out.”In part, this may reflect the general frictibatween the accounting and IS functions. But, it
also likely reflects the tension that exists amaimg information security function and other

compliance-oriented groups (e.g., records managgmwéhin the organization.

What causes friction between the internal auditiaf@mation security functions? What actions
can management take to improve that relationshipatVeire the benefits, if any, of having a

better relationship between internal audit andrimftion security?
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2.4. Factor affects the relationship between inter audit

and information security

To create the desired relationship between inteandit and information security, there should
be factors identified clearly and based on that titke functions made relationship for the
common goal finally obtained. The followings arettas that affect the relationship between

internal audit and information security.

2.4.1. Perceived role of internaludit

Internal Audit Function (IAF). At the same time timernal audit profession has realized that it
will have to adapt to the changing environment imokl it operates as reflected in a statement
made by (PWC, 2008b) after a study performed orp#reeived status of internal auditing in

2012 concludes:*The rapid growth of the professamd the many changes in the business
environment makes it essential for the internalitgurdfession to adopt new mindsets if it wants

to remain a role-player in the future.”

As the internal audit function (IAF) is highly impgant and dynamic field for the business
environment, much information should be availabtewhat is expected from the IAF with
regard to enterprise risk management. Furthermosiould be certain whether the board and
senior management are aware of what the potewialand function of internal auditing could
be to assist in fulfilling their responsibilitie®erceptions are compared with the activities
currently performed by the IAF, as well as what B&andards of the Institute of Internal

Auditors (lIlA) expect from internal auditors.

According to corporate governance guidance (COSID4283; AS/NZS, 2004: 27; Spencer,
2005: 8-9;Atkinson, 2008: 42-45; 10D, 2009: 73-74g responsibility for risk management lies
with the board and senior management. Many companiplement a board risk committee to
assist with this task (PWC, 2006:34-35; PRMIA, 2008 Research Foundation, 2009b: 50). A

further tendency is to set up a separate risk deyeat and/or a chief risk officer to assist with
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this task (Beasley et al., 2005: 529; De la Ro8872PRMIA, 2008: 13; Hettinger, 2009: 49).
This leaves the IAF independent to provide the thagith assurance on the risk management

framework and process.

According to Standard 2120 (IIA, 2009a: 28-29) IAE must evaluate the effectiveness of the
risk management process. According to Practice galyi 2120-1 (II1A, 2009a: 107-110) and a
position paper (Il1A, 2004), the ideal role for imtal auditing is to verify the adequacy and
effectiveness of the risk management process(és}; is verify whether management has
planned and designed the process in such a mamatet provides reasonable assurance that the
company’s objectives and goals will be achievede Httivities can be divided into core
activities (such as providing assurance on themakagement process, providing assurance that
risks are evaluated correctly, evaluating the mslnagement process, evaluating the reporting of
key risks, and reviewing the management of keysjiskegitimate activities that may be
performed with certain safeguards (refers to camgulactivities that the internal auditor may
undertake); and activities that are not approptiatde IAF’s role (such as taking responsibility

for risk management).

2.4.2. Frequency of audit riws of information security

It is hard to develop a good relationship unlegsehs fairly frequent interaction. In the context
of the relationship between the internal audit aridrmation security functions, the most likely
form of interaction involves audit reviews. Howeyvaudit reviews of information security are
affected by internal audit’s level of technical exjse, making it difficult to distinguish between
the frequency of review and expertise factors i@ itterviews. For example, the previously
guoted CISO who stated that he had a positiveioalsttip with internal audit, but that they
focused on business processes (e.g., fraud prewgntlso indicated that he did not think the
internal auditors in his organization possessed hmitechnical expertise (and the auditor

interviewed at that same organization agree.

Frequent internal audit review of information segumay also serve as a preventive control—if

information security personnel are aware that thairk is being actively monitored by internal
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audit, they are more likely to remain in compliangéh corporate information security policies
and procedures. Normative frameworks clearly ingidhat such review and assessment is a
critical component of effective information secyriFor example, the monitoring, evaluating,
and assessing of controls is one of the five topleategories of enabling processes in the
COBIT 5 Framework (ITGI 2012a, 2012b) deemed neugsfor effective governance and
management of information technology. Similarly,SNII Special Publication 800-53 identifies
security assurance, which is defined as “the meastuconfidence that the security functionality
is implemented correctly, operating as intended, producing the desired outcome” as one of
the key components to effective information seguiftIST 2012, pp. 18-19).

What are Ethiopian governmental organization irderudit problems?, what looks like the
contribution of the managers to build the strongatrenship between internal audit and
information security?, the role of internal audgoon government organization, the role of
internal auditor’'s on information security effeaness and factors that affects the relationship

between internal audit and information securitytheemain concern of the researcher.

The other concern of the researcher is that tigdate the solutions about the problems which
hinder the relationship between internal audit arffdrmation security functions. This is done
through participating all concerned party with tlexzessary resources. Top managements regular
and continuous communication with 1A and IT profesals about information security issues
are vital point to create strong bond betweenwweefuinctions. The rapid growing of technology

in terms of information technology, information gdty system and modern internal audit

practice issues are emphasized.
Hence, this study tries to fill this gap in ternfsagsessing the needs and challenges of building

successful relationship between internal audit erfiormation security Ethiopian government

organizations.
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CHAPTER TREE
RESEARCH DESIGN AND METHODOLOGY

This chapter presents what research design andothetlas employed to answer the
research questions formulated. Review of the rebeaethods: descriptive, exploratory,
gualitative, quantitative and mixed research methem@ made and choice of the research
methods and the reasons for that is stated. Quesdaswered in this part are: What
research paradigm is used? How samples for the stedselected and why? What data

collection techniques are employed? How data i/aed?

3.1. Main research design components

The researcher preferred the following researcigdde reach a sound and applicable
internal audit control and information security. @her words, to answer the research

guestion properly.

a. Literature Review: This research starts with a literature review faogison key
concepts from the areas the relationship betwe&srnal audit and information

security studies.

b. Assessing The Current 1A and IS Practice and Challenges. A mixed research
methods (Qualitative and Quantitative methods) agdied to assess the curreat
and IS practice, success factors, and problems that impled implementation of
IAF( internal audit function) and ISS (informati@ecurity system) in government
organization. The rationale for selecting mixed mets design is to get a better
understanding of the problem identified in this eash. The mixed methods

approach would allow for both text and statisti@ahlyses of data, and would permit
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more flexibility when designing questions for survaterviews, i.e. both open- and

close-ended questions (Anene& Annette, 2007).

3.1.2 Steps that has beeneakduring this study

1. Conducting a liter&tweview to capture ISM concepts

2. Assessing the curtéraind IS practice and challenges

3. Collected data waslgred

4. The findings resuititne data analysis (3) will be discussed
with respect to tkesearch question

5. These findings (Hrerinterpreted within the context of the resedraimework.

6. The thesis concludéh a summary of the findings.
3.2 Research methodology

The research design was impacted by the resutiediterature review. The study was conducted
using survey questionnaire, and interview as a atethf data collection and mixed research
method as a research paradigm. The strategy ofirijndar this approach is concurrent

procedures. Concurrent procedures strategy isatefas situations “... in which the researcher
converges quantitative and qualitative data in iotdeprovide a comprehensive analysis of the

research problem” (Anene& Annette, 2007).

Mixed methods research refers to the researchnes Iof inquiry that integrate one or more
gualitative and quantitative techniques for datdecton and analysis. Qualitative collection
methods, including interviews, focus groups, pgént observation, and open-ended survey
items have great potential for exploring new topiassisting theory building, and providing
context for quantitative data (Matthias ,2012). eeaded questions are used in organizational
research to explore, explain, or reconfirm existidgas. Whereas quantitative methods work
best in isolating variables and demonstrating datee associated with variation, qualitative data
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collection techniques are particularly effectivegaining insight into the processes and events
that led up to the observed variation (Dean , 20@®)mbining, or linking, quantitative and
gualitative data collection methods within studiesn provide numerous benefits. These
advantages are described for three broad reasons:

Mixed methods research is defined as a techniqae “thixes or combines guantitative and
gualitative research techniques, methods, apprsaciacepts or language into a single study”
(Dean 2008). Mixed methodology today is a natucahplement to traditional qualitative and
guantitative research. Therefore, to conduct tesearch the researcher used descriptive survey
method. This method was selected for this particstiady because it was found an appropriate
technique for collecting vast information and opimifrom respondents. It is also relevant to
gather detail description of existing condition grdctices of the relationship between Internal

Audit and Information Security in government orgaation.

3.3 Source of data

The primary data sources used in this study ared éaBureaus, IT directorate and Internal
Audit directorate who has decision power relatedAocand IT security. This is because, |A
departments and IT departments manage all intecoatrol and the information systems
functionalities including its security while thecseity experts or system administrators make
sure that the systems are functioning as per tleired policy, procedures, government
organization requirement, etc. In addition, secopdsources of data such as relevant best
practices in information security policy, internaldit findings standard and procedure

documents were reviewed.

3.3.1 Sampling design and samplitgchniques

The researcher used the following sampling compisngropulation, sampling method, and

sample frame and sample size to prepare samplsigrde
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3.3.2 Population

The population of the study was eighty (18) Addisabha City Government bureaus in Addis
Ababa. Among those, four government bureaus wdeeteel. And the researcher collected 4
(four) bureaus data.

3.3.3 Sampling method

This study employed both Non-probability and praligbsampling method. The researcher
used the lottery sampling technique; as suchatNeon-probability sample method, for interview
and questionnaires purpose in all bureaus. Beaaiudee time constraint the sampling method
used for the interview was purposive sampling teglnn and as such, it is a non-probability
sampling. Purposive sampling refers to situatiohgne participants are selected based on their
specialized insight or special perspective, expege characteristic, or condition when there is
something the researcher wishes to get and unddré¥aegidis&Weinbach, 1996). In addition,
probability sampling was used to select sample addhaba city government bureaus out of
eighty bureaus. To select sample bureaus additimtiiniques were used. That is, stratified
sampling government bureaus and lottery methoe@lecssample bureaus from strata. From the
total number of eighty government bureaus in Adélmba City Administration four bureaus
were selected for the study. The following proceduvere generally used in determining the

sample:

1. The total number of bureaus, by name, has lsemtfrom Addis Ababa city administration.
2. Then apply stratified probability since they hoemogenous.

3. The proportion for selection was determined typuting the ratio of the required sample (n)
to the population of the study (N), proportion 4439.

4. The stratified bureaus were multiplied by théaoted proportion to get the number of banks
that are included in the sample of the study.
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5. Apply lottery method to select sample banksraftetified sampling was done.

6. Purposive sampling technique was applied todusdead office, IA directorate and IT

security directorate of sampled bureaus.

7. Distribute questioners and conduct interviewhviatireaus head office, 1A directorate and IT

security directorate of sampled bureaus.

3.3.4 Sample scope

Sampling scope refers to a list or set of directlwat identifies the target population. Thus, the

target population of this study is those 4(foulested bureaus.

3.3.5 Sample size

The sample size of this study is 4 bureaus. Themm@2.22% of the total population
((4/18)*100%).

3.4 Instruments of data collection

Generally, two types of instruments, namely: questaire, and interview were employed for the
data collection. The primary data was collectedulgh questionnaire (structured) and interview

(unstructured).

3.4.1 Questionnaire

A questionnaire was designed based on the threga&ts such as Physical and Environmental,

Technical, and Administrative. The questions itears open and closed on practices and status
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in internal audit control and information securitjne questioners were prepared and distributed

to bureaus head office, IA directorate and ICT a@weate of sampled bureaus.

The questionnaire developed for 1A professionalpfdfessionals and other employees had 24
qguestions in four categories. The first sectionltdedh the relationship between internal audit
and information security. Second section dealt wih management influence towards the
relationship between internal audit and informasewcurity.. And the third section deals with the
factors which affects the nature of the relatiopshetween internal audit and information

security.

3.4.2 Interview

Informal information about interviewees’ experierared knowledge has been collected by the
researcher prior to conduct an interview. They pssshe experience and perspective in internal
audit and information security system that thissaesh wishes to understand. Given the internal
audit professional and information security systerperience and background of potential
interviewees, purposive sampling method seems th&t fogical choice for data collection in
this research (Anene& Annette, 2007).

The main purpose of this interview session is tpptement and increase the validity and
reliability of the information obtained through tlgiestionnaire. The following points were
addressed. These are: questions about IA and lUrisedevelopment and implementation
practice, what are the problems that impede andstieress factors in development and
implementation of IA and IT security and how do ydantify your bureaus requirements prior
to select best practices or controls?, and what &inlA and IT risk management methodology

used?

The appointment was given to interviewees approteimatwo days before their scheduled
interview date. The average time for the interviewas 30 minutes. All interviews were

conducted face-to-face, in person, at the interggsvsite of business.
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3.5. Procedures

The data-gathering tool used in the study was elladin the basis of the reviewed literature and
the intended data to be collected. The set of turestires were distributed to the respondents.
The data collection process was administrated Bystindent researcher. All interviews have

been done by the student researcher. Data colectiorough interview were conducted by

speaking to the respondents face to face. Befanduating the interview, the student researcher
has tried to create conducive atmosphere and exjhlai purpose of the interview to them. As a
result necessary information was collected, orgahiand processed separately for interpreting

and summarizing purpose to produce the major foglin

3.6. Method of data analysis

After the collecting of raw data, classificationdatabulation was done by the researcher to make
it ready for the analysis. All collected data wagamized and processed separately for each item
in a way appropriate to answer the questions irpthblem statement. Descriptive statistics was

used to analyze the data. In addition to theseaVeldscriptions was used to present the data.

The research method used to conduct this papercamgponents of research design with the
steps used are clearly explained. The researchaseid the primary sources of data get from
through questionnaire and an interview. The popmraof the study is eighty and the target
group is four. Both probability and non probabilggmpling method was used to collect a data
through questionnaire and an interview respectivélye methods of data analysis used was

descriptive statistics by using tabulation and akgxplanations.
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CHAPTER FOUR
FINDINGS INTERPRETATION AND IMPLICATION

The findings are organized in to four (4)basic gatees namely, the relationship between
internal audit and information security, top mamagat influence towards the relationship
between internal audit and information securitye fiactors which affects the nature of the
relationship between internal audit and informatsscurity and fourth the perceived role of

internal audit.

Each category has list of the relationship betwifeand IS security domains. In this section
findings of the study and its interpretations arespnted under each question items whereas

implications are stated at the end of each relahigncategories.

4.1. General information

The aim of the field study is to discover the stitehe relationship between internal audit and
information securities of government bureaus. Qaestires and interview questions were used
as instrument to carry out the study. The questoes were used to collect data about the
relationship between internal audit and informatsecurity and the student researcher own
additional points which are relevant to inspect &hkd IS practice in the government
organization . The summary of the findings of egahstion item under each security domains in
the surveyed government bureaus is attached aritieasappendix in which the government
bureaus namelessly represented from 1-4. Thesthesearch findings are classified into two
major areas viz.; findings from the interviews dmalings from questionnaires. Questionnaire
findings provided insight into how the relationshyetween internal audit and information
securities are managed in surveyed government bsiréandings from Interview clarified the
general issues in the relationship between intemndit and information security in addition to

supplement the questionnaires.
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4.2. Study sample

The following Addis Ababa city government bureausravincluded in the study. These are:
Addis Ababa City Education Bureau (AACEB), Addis &da City Finance and Economic
cooperation Bureau (AACFECB), Addis Ababa City Roadthority (AACRA) and  Addis

Ababa City House Development Bureau (AACHDB) .Thgegernment bureaus were selected

by lottery method

4.3. Respondent information

The respondents of the research include IA sta@ig, staff and other employee from the
selected government bureaus who are engaged poofakposition about internal audit and

information security.

4.4. Questionnaire

The questionnaire was given to Addis Ababa City dation Bureau internal audit and IT staffs
in one of the sampled bureaus as a means of testhejher the questions were easily
understood. After getting recommendations from ehgsoups of people and my adviser, the
guestionnaires were personally distributed to theshus listed in 4.2. And then the student
researcher has collected the filled questionnaires.questionnaires are attached aagrendix

the end of this document. Cooperation letter whiels written by Addis Ababa University and
introductory statement about privacy of respondentsdocument which is attached to a survey
guestionnaire in order to raise the motivationhaf tespondents and to create suitable zone. This
is used as a guarantee that the information prdvigléo be used only for the stated purpose. The
survey was carried out in 4 Addis Ababa City goweent bureaus from May 3 - 12, 2018. The
survey was done in person to increase the resp@teeand also succeed in the study even

though it is time taking to get responses fromweigigovernment bureaus.
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4.5. Response

Questionnaires were collected from all the 4bureaus/hich questionnaire were distributed.
Therefore, the response rate is 100% calculatedyuNumber of completed questionnaire = 4=

1.0 X 100= 100% Number of questionnaire sent out 4This shows that the response rate is high

and it could be considered valid for proceedindhwiie analysis of data obtained.

4.6. Findings

In this section, the results from data analysispresented and addressing the main concept sof
the relationship between internal audit and infdramasecurity which make up the themes .The
data analysis result is depicted using charts ingmgéage which refers to the number of bureaus
having or not having the relationship betweenrmakaudit and information security situations.
As has been indicated in 4.2 (response) abovegethdt of the analysis is based on the responses
obtained from 4 bureaus. For the sake of simplidibdings of the questionnaire was

summarized and attached asappendix C at the end of this document.

Table 4.1

Summarize the orgation selected and results obtained.

Addis Ababa City government bureaus =~ Number of respmbtained| percentage

Addis Ababa City Education Bureau 24 96%
Addis Ababa City Finance and 20 80%
Economic cooperation Bureau

Addis Ababa City Road Authority 29 88%
Addis Ababa City House development 23 929

Bureau

Source: Questionnaire data
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As observed from the table, the response ratesaappd®e good representation of all the bureaus
where they have closely equal percentage. To teedfethe researcher’'s understanding, more
responses were easily given from the newly estaddidureaus relatively than the older bureaus.
To summarize the findings of the survey data, tlsets of interviews were held with relevant

respondent groups. The target respondents, thetiselgprocess and the interview process are

described next.

The first interviews were with internal audit ditexates and IT security directorates of selected
bureaus. The bureaus were purposively selectedrnatutied in the interview from the above
sample used for the survey data collection basedikingness of internal audit directorates and

IT security directorates for interview. These wére following Addis Ababa city Government

Bureaus:

0 Addis Ababa City Education Bureau)...------=-======-mmmmmmmmmm oo Participant A
0 Addis Ababa City Finance and Economic cooperatdureau ---------------- Participant B
0 Addis Ababa City Road Authority --------=-=-=-mm=mmmmm oo Participant C
0 Addis Ababa City House development Bureau ——-------------------o----—- Participant D

The second interviews were conducted with the ledatie four Addis Ababa city government
bureaus. The above interviewees were considerexhaqpgie as the operations of government
bureaus and they are mobilizing huge resources(iEial resource, Capital resource and human

resource).

4.7. Demographic data of questionnaire respondents.

In the next section, analysis of the data aredasethe information collected from the selected
four bureaus internal audit professionals, IT psefenals and other employee in the
organizations in terms of the respondents’ gendge, experience, qualification and related

matters will be presented. In terms of gender,ardpnts have the following background:
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Table.4.2

Gender distribution of resgdents

Gender Frequency percent
Male 49 54.44%
Female 41 45.56%
Total 90 100%

Source: Quarstiaire data

This summary indicated that 54.44% of the respotsdare males and the remaining 45.56% are
females. It can be observed from the data that wopegticipation isgood in professional
positions in the government bureaus and gendeessswe not a problem because the gap
between female and male employee is narrow.

The age distribution of the respondents was as sumed below (Table 4.9):

Table 4.3

Apef respondents
Age Range Frequency Valid percent Cumulative pércen
<30 26 28.88% 28.88%
31-40 42 46.67% 75.55%
41-50 17 18.89% 94.44%
>50 5 5.56% 100%
Total 90 100%

Source: Questionnaire data
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The significant proportion of respondents was ie #ge range of 31 to 40 years constituting
46.67% of the respondents, followed by those inage range of up to30 years 28.88%. This
tells us the age 30-40 posses 75.55% are produatiee and this can contribute for well
performance of the bureaus. And also assureshibaespondents were with appropriate level of
maturity to assume professional positions makingnmthappropriate to answer the survey
guestions properly. 24.45% of the respondents hifrgen 41-50 and above 50 year shows that
their number becomes decreases as their increaserns of total experience respondents did
have the following backgrounds.

Table 4.4
Experience of respondents
Experience Frequency Valid percentCumulative percent
<10 41 45.56% 45.56%
11-20 33 36.67% 82.23%
>20 16 17.77% 100%
Total 90 100%

Source: Qumstaire data

It is significantly important that the respondemtsssessed experience (from 1 to 10 years)
experience and 11- 20 years of experience in tb&egsional position which enables them to
understand very well the issues raised in the ouresires in light of their bureaus. However,
respondents having above20 year experience inrtifegsional position relatively posses fewer
percentage than those who have 1-10 year experarntd1-20.Having more experience in the
professional position may affect positively the Ilgyaof information gathering through
guestionnaire and an interview. But it does not m#eat respondents those who have less
experience affect negatively the quality of infotmoa given through the questionnaire and
interview. Comparatively it is expected that thepbogee professional having more experience
may give detail and narrative information aboutirtfeeganization and experience they posses

than those having less experience. Finally, theaeavhy the employee professionals in bureaus
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predominantly for greater than 20 years are vewyifethat because of high turnover searching

for better salary and other benefits.
bla4.5

The nature of the relationdbgbween IA and IS

1. There is little friction between IA and IS Freqogn | Percentage Cumulative
Disagree strongly 9 10% 10%
Disagree slightly 13 14.45% 24.45%
Neither/nor 13 14.45% 38.9
Agree Slightly 46 51.1% 90.01%
Agree strongly 9 10% 100%
Total

2. The relationship between IA and IS staff is closd a | Frequency | Percentage Cumulatjve

personal

Disagree strongly 11 12.21% 12.21%
Disagree slightly 23 25.56% 37.77%
Neither/nor 14 15.56% 53.33%
Agree Slightly 32 35.56% 88.89%
Agree strongly 11 12.21% 100%
Total 90
3.There is a good working relationship betweenudliband IS | Frequency | Percentage Cumulative
Disagree strongly 3 3.33% 3.33%
Disagree slightly 17 18.89% 22.22%
Neither/nor 9 10% 32.22%
Agree Slightly 46 51.11% 83.33%
Agree strongly 15 16.67% 100%
Total 90
4.1S and IA work together to assure IS are secnderaliable Frequency | Percentage Cumulative
Disagree strongly 37 41.11% 41.11%
Disagree slightly 22 24.45% 65.56%
Neither/nor 12 13.33% 78.89
Agree Slightly 10 11.11% 90%
Agree strongly 9 10% 100%
Total 90

Source: Questionnaire data
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The above four questions are about the relationbeiveen internal audit and information

security. Significantly 51.1% of the respondentseagslightly that there is little friction between

internal audit and information security followed the respondents 14.45% disagree slightly and
agree strongly 10%. The respondents of 35.56%eagjrghtly that there is close and personal
relationship between internal audit and informaseurity followed by the respondents 25.56%
disagree slightly. 15.56% of the respondents waré sothing about the question they asked.
The rest of the respondents 10% disagree stromgly18% agree strongly that there is close and

personal relationship between internal audit afarmation security.

Question three and four are about working relabhgn®etween internal audit and information
security. The respondents of 51.11% are agreetlsfifilowed by 18.89% of the respondents
disagree slightly. The respondents who disagreagly are very fewer than those who strongly
agree and these shows there is good working rekdtip between internal audit and information
security. Regarding the working relationship abthé security and reliability of information

system, significance of the respondents respondsdgre strongly 41.11% followed by
disagree slightly 24.45%.Those agree slightly ample@ strongly are 11.11% and 10%
respectively. This indicates even though there askimg good working relationship between

internal audit and information security; it is meflected by the issue of information system.

Table 4:6657,8,9,10,11 and Ques. no 12)

The influence of top management towahdsrelationship between 1A and IS

5.In my organization, top management provides aalequ Frequency % Cumulative
resources for IS

Disagree strongly 38 42.22% | 42.22%
Disagree slightly 13 14.45% | 56.67%
Neither/nor 4 4.44% 84.45%
Agree Slightly 8 8.89% 70%

Agree strongly 27 30% 100%

Total 100
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6.In my organization, top management regularly comicates Frequency | Percenta] Cumulative
with employees about the importance of informaseourity ge %

%
Disagree strongly 42 46.67% | 46.67%
Disagree slightly 20 22.22% | 68.89%
Neither/nor 6 6.67% 75.56%
Agree Slightly 18 20% 95.56%
Agree strongly 4 4.44% 100%
Total 90
7.In my organization, top management believes itfarmation| Frequency | % Cumulativ
security is an important issue %
Disagree strongly 6 6.67% 6.67%
Disagree slightly 17 18.89 25.56%
Neither/nor 3 3.33% 28.89%
Agree Slightly 44 48.89% | 77.78%
Agree strongly 20 22.22 100%
Total 90
8.In my organization, top management is more preaas| Frequency | % Cumulative
opposed to reactive with respect to informationuséc %
issues
Disagree strongly 19 21.11% | 21.11
Disagree slightly 20 22.22% | 43.33%
Neither/nor 14 15.56% | 58.89%
Agree Slightly 28 31.11% | 90%
Agree strongly 9 10% 100%
Total 90
9.Considering the past 3 years, | think top managé&sefrequency | % Cumulativ
commitment to providing adequate resources forrmédion
security has
Disagree strongly 35 38.89% 38.89%
Disagree slightly 17 18.89% 57.78%
Neither/nor 19 21.11% 78.89
Agree Slightly 13 14.44% 93.33%
Agree strongly 6 6.67% 100%
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Total 90

10.Considering the past 3 years, | think top manmesyg’s Frequency | % Cumulative
communication of the importance of information s#gussues %

has increased

Disagree strongly 4 4.44% 4.44%
Disagree slightly 22 24.45% 28.89%
Neither/nor 14 15.56% 44.45%
Agree Slightly 42 46.66% 91.11%
Agree strongly 8 8.89% 100%
Total 90

11.Considering the past 3 years, | think top mamagyg’'s view | Frequency % Cumulativ
of the importance of information security has irced %
Disagree strongly 6 6.67% 6.67%
Disagree slightly 14 15.56% 22.23%
Neither/nor 8 8.89% 31.12%
Agree Slightly 51 56.66% 87.7%8
Agree strongly 11 12.22% 100%
Total 90

12.Considering the past 3 years, | think top mamege’'s | Frequency | % Cumulative
anticipation of information security issues hagéased %

Disagree strongly 2 2.22% 2.22%
Disagree slightly 23 25.56% 27.78%
Neither/nor 16 17.78% 45.56%
Agree Slightly 45 50% 95.56%
Agree strongly 4 4.44% 100%
Total 90

Source: Questionnaire data

Questions 5, 6, 7, 8, 9, 10, 11 and 12 are abauttdp management influence towards the

relationship between internal audit and informasegurity. The question about top management

provides adequate resources for information segudR.22% of the respondents disagree

strongly followed by 30% agree strongly. The reéttlee respondents 14.45% and 8.89%
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disagree slightly and agree slightly respectivelyhese shows that the top management
influences to build the relationship between indéudit and information security by providing
adequate resource are very week. 46.67% of theomdspts and 22.22% are disagreeing
strongly and disagree slightly respectively abbet tegular communication of top management
with employee. Only 20% of the respondents areeaggeslightly about regular communication
of top management with employee. This shows treattention given information security issue

is very low.

The question asked whether top management belief@sation security is an important issue,
48.89%o0f the respondents agree slightly followed 22y22% agree strongly. Only 18.89%
disagree slightly and 6.67% disagree strongly. &hégures are indicating that the top
management believes that information security isngportant issue. About pro activeness of
the top management towards information securityess 31.11% of the respondents agree
slightly followed by 22.22% and 21.11% disagreeglgly and disagree strongly
respectively.Only10% agree strongly that the tomag@ments are proactive about information

issues.

By comparing the last three years the commitneéribop management to provide adequate
resources for information security , 38.89% of tegpondents are disagree strongly followed by
21.11% respondents said nothing. 18.89% of tlspomdents disagree slightly about the
providing of adequate resources for informatiorusiy The rest of the respondents 14.14% and

6.67% are agreeing slightly and agree stronglyeetsyely.

The question asked by considering the last thesgsymanagements communication of the
importance of information security , 46.66% of ttespondents agree slightly followed by
24.45% disagree slightly. The rest of the respotsd@B89% are agree strongly and 4.44%

disagree strongly.

For the question raised about the top managemereis of the importance of information
security increment, 56.66% of the respondents agjiglatly followed by15.56% agree strongly.
Only 6.67% and 15.56% of the respondents are dieaty strongly and disagree slightly
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respectively. Significantly 50% of the respondeats agree slightly about top management’s
anticipation of information security issues incremdollowed by disagree slightly 25.56%.
Relatively insignificant number of the respondeut€l4% agree strongly and 2.22% are
disagreeing strongly that top management’s anticpaof information security issues
increment. These shows that there are improventbatkast there years in terms of importance
of information security, management’s view of imf@tion security and anticipation of

information.

Table 4:7

The characteristics of theunatbof the relationship between 1A and IS

13.Would you agree that the number of internaltaudi | Frequency % Cumulati
findings specifically related to information sedwyrihis ve

year versus three years ago?

Disagree strongly 38 42.22% | 42.22%
Disagree slightly 13 14.44% 56.66%
Neither/nor 18 20% 76.67%
Agree Slightly 12 13.33% 90%
Agree strongly 9 10% 100%
Total 90

14. In your organization the nature of the relattup Frequency | % Cumulative
between internal audit and information security is %
characterized by good relationship.

Disagree strongly 27 30% 30%
Disagree slightly 23 25.56% 55.56%
Neither/nor 14 15.56% 71.12%
Agree Slightly 15 16.67% 87.79%
Agree strongly 11 12.23% 100%
Total

15.In your organization the nature of the relatiops Frequency | % Cumulative
between internal audit and information security iaved %

the overall effectiveness of the organization’soinfation

security efforts.

Disagree strongly 25 27.78% 27.78%
Disagree slightly 34 37.78% 65.56%
Neither/nor 4 4.44% 70%
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Agree Slightly 17 18.89% 88.89
Agree strongly 10 11.11% 100%
Total

16. Do you agree that internal audit influence dbaote | Frequency % Cumulativ
on information security effectiveness in your %
organization?

Disagree strongly 6 6.67% 6.67%
Disagree slightly 14 15.56% 22.23%
Neither/nor 6 6.67% 28.9%
Agree Slightly 38 42.22% 71.22%
Agree strongly 26 28.88% 100%
Total

17.Do you agree that in your organization informati Frequency % Cumulativ
security professionals Perceivled internal audit and %
information security  functions  should play

complementary roles in an organization’s informafio

security program

Disagree strongly 4 4.44% 4.44%
Disagree slightly 24 26.67% 31.11
Neither/nor 8 8.89% 40%
Agree Slightly 30 33.33% | 73.33%
Agree strongly 24 26.67% 100%
Total

18.Do you agree that tHeequency of audit reviews ofFrequency % Cumulativ
information security affects the relationship betwe %
internal audit and information security positively

Disagree strongly 36 40% 40%
Disagree slightly 3 3.33% 43.3
Neither/nor 44 48.89 92.19
Agree Slightly 5 5.56 97.75
Agree strongly 2 2.22% 100

Total

Source: Questionnaire data
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Questions 13, 14, 15, 16, 17, and 18 are abouththracteristics of the nature of the relationship
between internal audits an information securitye Gaestion asked about the number of internal
audit findings whether specifically related to inf@tion security current year versus three years
ago, 42.22% the respondents disagree strongly 4#@l% of them disagree slightly. The 20%
the respondents did not know about the internait dundlings whether it related to information
security. The fewer percentage of the responder#’83% and 10% are agree slightly and
strongly agree respectively. For the question asitsalit the characteristics of the relationship
between internal audit and information security%30f the respondents disagree strongly
followed by 25.56% disagree slightly.15.56% of trespondents did not know about the
characteristics of the relationship. The rest & thspondents 16.67% are agree slightly and
12.23% agree strongly that there is good relatipnbletween internal audit and information
security.

Another question raised for the respondents is aboel nature of the relationship between
internal audit and information security whetherintproved the overall effectiveness of the
organization’s information security efforts. Theajority of the respondents 37.78% disagree
slightly followed by 27.78% disagree strongly. Avfeumber of the respondents 18.89% agree
slightly and 11.11% are agree strongly about tHatiomship between internal audit and
information security improved the overall effetemie$the organization.

The above three questions indicates that the iat@udit findings in the organizations are not
directly related to information security, the r@atship between internal audit and information
security is not good and the relationship betwe¢ernal audit and information security did not
improved the overall effectiveness of the orgamainformation security.

Another question asked about that internal amdlilence contribute on information security
effectiveness in organization and 42.22% of theaoedents agree slightly followed by 28.88%
agree strongly. The fewer percentage of the resgpurdl5.56% disagree slightly and 6.67%
disagree strongly and 6.67% did not know nothinguabAnd 33.33% of the respondents are

slightly agree that information security professitsnperceivedhe internal audit and information
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security functions should play complementary ralesan organization’s information security
program followed by 26.67% agree strongly. The oéshe respondents 4.44% disagree strongly
and 26.67% are disagree slightly .The final questaissed to the respondents whether they agree
that thefrequency of audit reviews of information securdffects the relationship between
internal audit and information security positivetlyge majority of them 48.89 did not know about
audit reviews of information security affects thelationship between internal audit and
information security. But 40% of the respondents sirongly agreed th#te frequency of audit
reviews of information security affects the relagsbip between internal audit and information

security positively.

From the questionnaires response it is possibfgeteralize internal audit influence contribute
on information security effectiveness, perceptidnirdormation security professionals about
internal audit functions should play complementaoles in thean organization’s information

security program and review of information secuaffects the relationship between internal

audit and information security positively.

Table 4.8

The perceiveterof internal audit

16.During the past there year how IS incidenEsequency | Percentage(%umulative

(breaches, denials of service, etc.) did you %
have?
a. Due to smooth flow of information in the38 42.22% 42.22%

organization

b. Because of the existence of strong relations3 33.33% 75.55%
between internal audit and IT professional(

information security professionals)

c. Due to the effort of internal audit 16 17.78% 9333

d. Due to the positives influence of toB 6.67% 100%
management towards the relationship between

internal audit and information security.

Total 90
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20.Compared to 3 years ago, the number of Frequency | % Cumulative
information security incidents has %

a. Significantly increased 38 42.22% 42.22%
b. Significantly decreased 30 33.33% 75.55%
c. Remain unchanged 16 17.78% 93.33%
d. No information security problems have happened 6 6.67% 100%

Total

21.Consider the total number of audit findings | Frequency | % Cumulative
listed in formal internal audit reports during the %

most recent fiscal year, what is the percentage of

internal audit findings related to information

security?

a. Below 25% 70 77.78% 77.78%

b. 25%-- 50% 6 6.67% 84.45%

c. 51%-75 10 11.11% 95.56%

d. 76%-100% 4 4.44% 100%
Total

22.What is the role of IA’s in your organizations? reguency | % Cumulative%
a. Control and follow practicality of governmem6 51.11% 51.11%
rules, directives and regulations

b. Maintain strong internal audit control 27 30 HPo

C. In my organization the role of IA’s is not apply O 0

as per the rule and regulation

d. I do not know well what is the role of IA’s inym 10 11.11% 92.22%
organization

e. | do not know at all what is the role of intdrha 7 7.78% 100%
auditor’s in my organization

Total 90

23. What are the characteristics of perceived rolefokequency | % Cumulative

%
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internal audit in your organization?

a. Internal audit function is related mainly with | 53 58.89% 58.89%

regard to enterprise risk management

b. The internal audit believes that responsibfioty | 14 15.56% 74.45%
risk management lies with the board and senior

management.

c. Internal auditor’s believe that there influerare| 13 14.44% 88.89%

information security (IT) professionals contribute

on the effectiveness of information security

d. Internal auditor's believe that internal auditO 11.11% 100%
function and information security (IT) are equally

important in the organization information system

Total

24. Which factor affects the relationship | Frequency | % Cumulative
between internal audit and information %
security in your organization?

a. Perceived role of internal audit 49 54.45% 54.45%
b.Frequency of audit reviews of IS 13 14.44% 68.89

c. Top level management influence towards thel7 18.89% 87.78
relationship between internal audit and

information security

d. Perceptions of information security 11 12.22% 100%
professionals

Total

Source: Questionnaire data

Questions from 19-24 are about the perceived mtlernal audit. 42.22% of the respondents
responded that during the past there year infoamatecurity incidents have gone through due
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to smooth flow of information in the organizatioB.33% of the respondent said that information
security incidents have gone through the existarficgrong relationship between internal audit
and IT professional and 16% Of the respondents thaitlinformation security incidents gone

through due to the effort of internal audit .Veswf number of them (6.67%) responded that
information security incidents have obtained tiglouthe positive influence of top management
towards the relationship between internal audit mformation security. Related question were
asked which is about the number of information gé&cuncidents are increased during three
years ago and 42.22% of the respondents said is@mify increased followed by 33.33%

significantly decreased. A few number of the resjgmts agreed that the number of information

security incidents during three years ago are nemachanged.

The questiorConsider the total number of audit findings listadormal internal audit reports

during the most recent fiscal year, what is thecgetage of internal audit findings related to
information security, the majority of the respondéfi7.78%) said that below 25%, 11.11% of
them said that internal audit findings relatedrtimrmation security, 4.46.67% insignificant
number of the respondent 4.44% and 6.67% said ititatnal audit findings related to

information security are 76%-100% and 51%-75% retspely. The responses tell us the
majority of audit findings listed in the in the foal audit reports are not related to information

security.

The respondents were also asked about the roleterhal auditor’s in their organization. Most
of the respondents (51.11%) said that the role nbérmal auditor's in the government
organization is Control and follow practicality gbvernment rules, directives and regulations.
30% and11.11%of respondents said that the rolatefrial auditors are maintain strong internal

audit control and do not well about the role oknmial auditor’s in my organization.

The data collected through questionnaire abouthtaacteristics of perceived role of internal
audit in their organization shows that 58.89% af thspondents responded that internal audit
function is related mainly with regard to enterprissk management followed by 15.56% of
respondents who agreed internal audit functioreiated mainly with regard to enterprise risk
management. 14.44% and 11.11% of the respondeidtshed the internal audit believes that
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responsibility for risk management lies with thealb and senior management and internal
auditor’s believe that internal audit function antbrmation security (IT) are equally important

in the organization information system respectively

The last question is about factor affectee relationship between internal audit and
information security in the organization. The majority of the respondents (54.45%)
responded that the perceived role of internal audit affects the relationship between
internal audit and information security followed by 18.89% who respond top level
management influence is a factor affected theioglahip between internal audit and information
securityin the organization. The rest of the respondents’ 14.44% and 12.22%responded that
frequency of audit reviews of information securityd perceptions of information security
professionals are factor affecthe relationship between internal audit and information

security in their organization respectively.

The above findings shows that the formal internadiafindings were not directly related to
information security problems and the role of intdr auditors are related mainly with
organization risk management. Mainly the percenadd of internal audit affects the relationship

between internal audit and information security.

4.8. Demographic data of interview respondents

In the next section, analysis of the data are basedhe interview from IA directorate, IT
directorate and head of bureaus in terms of theoredents’ gender, age, experience,
qualification and related matters will be presentiedterms of gender, respondents have the

following background:
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Table 4:9

Gender disttiba of respondents

Gender Frequency percent
Male 9 75%
Female 3 25%
Total 12 100%

Source: Interview data

This summary indicated that 75% of the respondanésmales and the remaining 25% are
females. It can be observed from the data that womepresentation is low in managerial
positions in the government bureaus.

The age distribution of the respondents was as sumed below (Table 4.16.):

Table 4:10

Agddloe respondents
Age Range Frequency Valid percent  Cumulative pércen
<30 2 16.67% 16.67%
31-40 5 41.66% 58.33.%
41-50 3 25% 83.33%
>50 2 16.67% 100%
Total 12 100%

Source: Interview data

The significant proportion of respondents was ie #ge range of 31 to 40 years constituting
41.66% of the respondents, followed by those inatpe range of 41 to 50 years25%. From the
age 41-50 and above 50 together consists 41.67#@#sares that the respondents were with
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appropriate level of maturity to assume manag@aaitions making them appropriate to answer
the survey questions properly.

In terms of total experience and experience indheent position, respondents did have the
following backgrounds:

Table 4.11
Experiende@spondents
Yearthe current positions * year of experience
0-10 11-20 >20 Total
g 1 2 1 0 3
< . 2 1 2 1 3
. é % 3 1 1 2 3
$ 3 8 |4 0 0 1 3
Total 4 4 4 12

Source: Infexv data

It is evident that the respondents possessed asxgerience (from 1 to 20 years) overall
experience and above 20 years of experience irctinent position which enables them to
understand very well the issues raised in the gpresdires in light of their organizations.

However, respondents having only one year expegi@mdheir current position outnumbered
those having more than one year experience iniegigosition. This is followed by those
having two years and three years’ experience im tuerent positions.

Generally, the top management is in the currenitipas predominantly for less than three years
because their number declines as the number of y#aexperience in the current position
increases indicating high turnover in top managdmaeeas. This is further evidenced towards
the bottom of the table where only four respondangsin their current positions for equal to 10

years
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4.9. Top Management Attributes

One major factor that determines the relationdb@ween internal audit and information
security is top management attributes related tsuU€h as IT experience, IT expertise, IT
operations knowhow know how (ITGI, 2008; Jewer, 2Q=wer and McKay, 2012). Each of the
above top management attributes is assessed wssegmtive summary and correlation analysis
next.

Top management IT experience is summarized aneémies in the following table.

aflle 4: 12
Top managetri@rexperience
Frequency Percent Cumulative percent
Very law 2 16.67% 16.67%
Low 3 25% 41.67%
Medium 3 25% 66.67%
High 2 16.67% 83.34%
Very high 2 16.67% 100%
Do not know
Total 12

Source: Interview data

The IT experience of top management is ‘medium’ alnove medium (‘high and ‘very high’) as
evidenced by 58.34 % of the respondents. And bet®dium ‘low and very low’ consists the
remaining 41.67% of the respondents stated thatTthexperience of the top management is
‘low’ and. This existence of IT experience makeduild the relationship between internal audit
and information security. Hence top management rigavnedium and above medium IT
experience can influence the IT staff positively byeating communication based on IT
knowledge to improve information security systemtloé organization. But 41.67% of the top

management IT experience is very low which is diffi to maintain good relationship.
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Table 4.13
Level agreement IA control positivehfluences effectiveness of IS

Frequency Percent Cumulative percent
Disagree strongly 2 16.67% 16.67%
Disagree slightly 3 25% 41.67%
Agree strongly 5 41.67% 83.34%
Agree slightly 2 16.67% 100%
Total 12

Source: Interview data

The top management level agreement of 1A contraiitp@ influence is ‘agree strongly’ and

below ‘agree strongly’'(disagree strongly and disagslightly) as evidenced 83.34% of the
respondents .Those agree strongly and agree slightiether consists 58.34% of the
respondents. And below disagree slightly disagtemngly consists the remaining 41.67% of
the respondents stated that the top level managemgeee that IA control positively influence

the relationship between internal audit and infdramasecurity. This implies that the majority of
top management agree on internal audit controliémfite effectiveness of information security.
Those respondents do not agree the internal awditrat influence on the effectiveness of
information security is not few. Therefore knowitig importance of internal audit function and

its control on information security is expectednfrthe top management.
4.10. The relationship between IA department andT department.

To build strong information security system in tloeerall organization, internal audit
department and IT department should have goodaorsidtip. Hence it is expected more from the

top management to facilitate and positively infloemo have good relationship.

The following table summarizes and presented temagement influence on the relationship

between IA and IT department.
Table 4.14
Top management influence on the relatignbletween 1A and IT department
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Frequency Percent Cumulative percent
Very poor 3 25% 25%
Poor 3 25% 50%
Medium 4 33.33% 83.33%
Good 2 16.67% 100%
Very good 12

Source: Interview data

The top management influence on the relationshipvdEn internal audit and information
security is ‘medium’ and below medium (‘poor anery poor’) as evidenced by 83.33 % of the
respondents. Only 16.67% of the respondents sthtgdhe top managements influence on the
relationship between IA and IT department is ‘godthis is shows lack of top managements
influence to build good relationship between IT dAdlepartments. Luck of top managements
influence to build good relationship between IT aidd departments is difficult maintain

information security system in the government orzgion.

4.11. The existence of IT departments

There should be IT and IA departments in theaoization to maintain good internal audit
control and information security system. The foliogv table summarizes and presents the
existence of IT and IA department.

Tabldg
The existence Didepartments

Frequency Percent Cumulative percent
Yes 12 100% 100%
No

Source: Interview data
The whole respondents stated that there are ITlAarepartments in their organization. This
shows significantly that the presence of IA andd8partments in the organization help the top

managers to build strong internal control and infation security system.
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4.12. The level of internal audit controln the organization

The overall organization control system is basedhe weakness and strength of internal audit
day today activities. That means if the internalibgontrol is strong, the overall organization
control system will be strong and vice versa.

The following table summarizes and presents theellef internal audit control in the
organization.

Table 4.16
The level of internal auclintrol in the organization
Frequency Percent Cumulative percent
Very law 1 8.33% 8.33%
Low 3 25% 33.33%
Medium 5 41.67% 75%
High 2 16.67% 91.67%
Very high 1 8.33% 100%
Do not know -
Total 12

Source: Interview data

The level of internal audit control in the orgartiaa is ‘medium’ and below medium (‘low and
very low’) evidenced by 75 % of the respondentslyQr6.67% and 8.33% of the respondents
stated that the internal audit control in the orgatmon is high and very high. The result shows
that the level of internal control in the organiaatis not strong as it should be. The existence
weak internal audit control in the organizatioreixgposed for wastage of resources and violation
of rules and regulations. Therefore establish stroviernal audit control in the government

organization is not an option, rather it is nedgssi
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4.13 The level of controlling information securitythe organization.

Like other tangible and intangible resourcefprimation is the most valuable resource in the
current era. As there are rules and regulatioretdrol and administer organization resources,

given to special consideration to control and manafprmation resource is essential point.

The following table summarizes and presents thel lefvcontrolling information security | in the
organization.
Tad.17

The level of controlling informatiecurity in the organization.

Frequency| Percent Cumulative percent
Very law 4 33.33% 33.33%
Low 5 41.67% 75%
Medium 1 8.33% 83.33%
High 1 8.33% 91.67%
Very high 1 8.33% 100%
Do not know -
Total 12

Source: Interview data

About 75% of the respondents stated that thel lefveontrolling information security the in
organization is low and very low. Only 16.66%o0f tlespondents said that there is high and very
high level of controlling information security ihé organization. This indicates that the level of
controlling information security in the organizatics very weak. In addition to this during the
interview the respondents commented that the topagement gives attention more about the
operation of IT system than information securitgteyn controlling.
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4.14. Difference in access to top level management

It is expected much from the top management todinate the departments in the organization
and create conducive work environment. This mighb¥ providing adequate resources, staffing
the department by the right skillful and professioemployee and made regular communication
with employee of the departments. The followinglédabummarizes and presents the top level

management difference in access.

Tadld8

Difference in access$dp level management.

Frequency Percent Cumulative percent
Yes | 2 16.67% 16.67%
No 10 83.33% 100%
Total

Source: Interview data

About 83.33 % of the respondents said that no rdiffee in access to top level management
influence the relationship between IA function mmf@tion securities. Only 16.66% of the
respondents stated that there is difference insacte top level management influence the
relationship between IA function information seties. This indicates that the extent of top level
management difference in access to influence tlaiorship between internal audit function
and information security in the organization is weveak. In addition to this during the
interview the respondents suggested that the tapagement consider IA and IT departments

like other departments in the organization.
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4.15. Interview findings of IA, IT directorate and top management (head office)

The researcher made an interview with four busesaght directorate and the head office about
top management’s attitude towards security, chafgsecurity and IT frame works they are

used. The directorates as well as the head offegonded different issues.

“ The top management is concerned about securitgssand their attitude is growing from time
to time and no charge of security differently blaere is charge of information technology
system, the bureau top management have good aittv@@dtitude about ICT security issue and

they are always worry about information systesaid the four bureaus directorate.

Another question the researcher asked is regnlatlT and IA demographics and budget
allocated for ICT. The demographics of internalitard and ICT professionals are vary across

the bureaus .

‘Seven ICT professionals are dedicated and two reoe-dedicated, no IT staff assigned to
security and no ICT professional in the staff vaéturity certification and the budget allocated
shows 25.93%increasemersaid education bureau directorate . For the sanestigm Addis

Ababa city economic development bureau directesaie that the number of IT staff dedicated
are twenty three and no IT staff assigned to sécwnd twenty percent of IT professional

certified with security. The ICT budget shows 15&teément.

In Addis Ababa city Road authority and House depelent bureau stated thatEight ICT
professionals( the whole ) are dedicated no ITfsta§igned to security and no ICT professional
in the staff with security certification and thedget allocated in the current year is shows
18.37% increment. But no budget allocated sepaydtal IT security in Addis Ababa city rural
road Authority’. And eleven ICT professionals ( tifeole ) are dedicated no IT staff assigned to
security and no ICT professional in the staff vaéturity certification and the budget allocated
in the current year is shows 15.78% increment. Botbudget allocated separately for IT

security in Addis Ababa house development bureau.
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The above findings shows that there the sameidétiabout information security but assigned to
IT professionals to security is null in the fourréaus. The number of dedication of IT

professionals to IT system is better.

The last questions the researcher asked the dia¢ets about working relationship of IT and
IA, IT and IT security, internal audit IT technicehowledge and the directorate responded as
follows.

‘ there is no strong relationship between internadiaand information communication system
regarding to information security issue , the redaship between the two department is just like
the relationship as the structure of the organ@athorizontal. The internal auditors level IT
knowledge have is personal which help only efflaties and not as such good knowledge
with security issues, the internal auditors IT kienge is only basicThis clearly shows that
there is no strong relationship between internalitaand information security regarding with
security issues in all organizations. And the imakrauditor’s level of IT technical knowledge is

not detail as required to contribute their profesal roles in the information security area.

From interview findings the researcher conctudbat the top management influence
positively to build strong relationship betweeremmal audit and information security in terms of
providing the whole necessary resources for inféionasecurity is weak. Even though there is
an improvement about the attitudes of top manag&minwards information security, they
concerned more about the operating of the IT systéhere is no the same and similar attitudes
towards information security across the four busedine relationship between internal audit and
information security departments are just the i@ship based on the structure of the
organization in the whole four bureaus. The attengiven to application of information security
issues throughout the four bureaus is low. Butlaldity of IT infrastructure is so good except
the absence of performing information security éssurhe absence of IT professional certified
with information security and not included in theyanization structure is the main problem for

the application of information security issues.
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On the side of IA, luck of the necessary IT techhlmowledge to review information securities
of IT staff is another main problem. This also lndhe relationship between IA and IT
departments. Hence the IT technical knowledge serd&l for internal auditors in addition to

accounting profession.

55



CHAPTER FIVE
CONCLUSION AND RECOMMANDATION

The purpose of this chapter is to pinpoint the mdjodings of the study and indicate

recommendations that can help in improvement ofréhationship between internal audit and
information security government organizations. Thine chapter is organized as section 5.1
Conclusions which presents major findings of thedgt and section 5.2 which presents

recommendations based on the findings.

5.1. Conclusions

Prior research suggests that there should be y®otiganizational benefits associated with a
good relationship between the internal audit afidrmation security functions. ( Wallace2011)
found that a good relationship between the intemalit and information security functions
resulted in better compliance with SarbeansoxIBurther, (steinbart 2013) found that a good
relationship between internal audit and informatsacurity improved the information security
professional’s perceptions of the overall effeatiees of the organization’s information security
efforts. One explanation for these finding is (Bieirt 2012) report that information security
professionals believed that the internal audit iee# helped them improve the design of access
controls. (Steinbart 2012) also report that auditbelieved the quality of the relationship
between the two functions affected audit efficienay poor relationship between the two
functions led to efforts by information security lide evidence of the problems from the

auditors.

The researcher found evidence that the natureeofalationship between the internal audit and
information systems security functions are not dase information security issues rather it is

based on the relationship as the structure of tganization. Even the work relationship is .a
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little bit differences across the four Bureaus smddAt education bureau and road authority and
house development the two functions appear to hasteong, positive relationship that provides
specific benefits to both parties. In contrastafice and economic development bureau the two
functions do not appear to have a close relatipgnsimd interviewees did not mention any

specific benefits from interacting with the otharrty.

Monitoring is an integral component of effectivéemal control (COSO, 2004). Thus, it stands
to reason that regular monitoring of informatiorcig@y controls can improve the overall
effectiveness of an organization’s information sggiprogram (Ransbotham and Mitra 2009).
Although monitoring of information security contsokcan be, and usually is, done by the
information security function, additional benefitsly accrue when supplemented with review by
internal audit (Wallace 2011). The results of #tisdy, however, suggest that the Hga®f such
independent feedback depend on internal audirs! of IT knowledge, their attitudes toward
cooperation with information security personal topanagement support and attitude for
collaboration between internal audit and informats®curity, and organizational characteristics

such as regulatory compliance requirements anddlocommunication.

5.2. Recommendations

It is difficult to conclude that maintaining thdagonship between internal audit and information
security is the only way to solve and improve therall information security problems in the
organizations. The relationship between the twtions is not always guarantee to build good
information security system. This implies the irdr@rlimitations of internal control; that internal
control is designed, the rapid growing of technglegpecially IT technology and monitored by
human beings. However it is possible to improve rdlationship between internal audit and
information security effectiveness through contsidollow up and support, by providing
trained IT security professionals, create stronigtienship between IA and IT with good
communication in the organization. From the resilthis study it is possible to conclude the
relationship between internal audit and informatsecurity in the government organizations are

economical, efficient and effective. Both the rasgents to questionnaire and an interview

57



suggest that the existence of IT department in ¢hganizations cannot achieve the
implementation information security issues dueh® absence of certified information security
professionals and not included in the organizasioacture . However, Based on the finding the
following are specific areas that need due empliasimprove the relationship between internal

audit and information security in the governmergamrizations.

1. The employee of government organization such asrmat auditors has to develop
themselves with fast growing’'s of IT knowledge amahsider information is one of an

important resources of their organization.

2. To build strong relationship between internal &udnd information security isa
responsibility of top management, directorate, @ygks and other stakeholders. Hence
there should be a clear line of responsibility atrdcture of monitoring and support the

departments.

3. Including certified information security professais in IT staff is the responsibility of

city’s human resource and public administratiorelwur

4. The top management of the organization should eegidmmunication with internal
audit and information communication technology dapant about information security

system of the organization.

5. There should be a frameworks, rules, regulationisdarectives how information

communication technology governed in governmenaoization.

6. Providing the whole necessary resources for th&df in order to maintain strong
information security system in the government oizrgions is the responsibility of top

management and other concerned government body.

7. Good information flow and line of communication shb be existed throughout the

employee of the organization to create strong icglahip between the department and
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top management. Thus information security issuesuldhbe communicated to all

stakeholders, and other concerned party.

. The existence of strong relationship between imleaudit and information security
should be evaluated against clearly establishettrigis and should be monitored
continuously. This is the responsibility of managetand directorates of internal audit
and information technology.

. Finally the relationship between internal auditsl amformation security system in the
government organizations is also responsibilitytttd government authorities to take
corrective restructuring of IT staff. The Fedenaflormation Network Security Agency
(INSA) should also support the government IT staiether with Office of Audit

General (OFAG) to build strong relationship betwesternal audit and information

security system.
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APPENDICES
APPENDIX I: QUESTIONMKRIE

Addis Ababa University
Acctding and Finance Master Program
Survey Instruméto be completed by top management

This questionnaire has been designed to gatherfalathe fulfilment of the thesis requirement for
Master of Science in Accounting and Finance. Thgok for participating in this survey on ‘the
relationship between internal audit and informasenurity in Addis Ababa city administration ’.

All of the data will be summarized and no one W#! identified from these summarized results.
Participation in this study is voluntary. You magctine any questions that you do not wish to
answer. There are no known or anticipated risks fparticipating in this study. Because of the
potentially sensitive nature of the study, everfprethas been made to protect your anonymity.
The data collected from the survey will be mairggdiron the researcher's computer and the
returned questionnaires will be properly kept. #dfft copy files will be password protected to
ensure security and confidentiality of the datae @ata will never be shared with others without

your prior consent.

I. General Profile
1. Please state your organization’s NamE-----=-==-===mn oo m oo o

3. Gender: a. Male b. Female

4. Age:
a. Up to 30 years

b. 31-40 years

c. 41-50 years
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d. Above 50 years

5. Qualification and area of specialization (Alpéipable -----------======mmmmmm oo

6. Years of experience:

a. Up 10 years
b. 10 to 20 years

c. Above 20 years

7. Number of years in the current position (Approately)
a. below 5 years

b. 5- 10 years

c. 11- 15 years

d. Above 15 years

10. Approximately how long has the top managerenha this position?
a. Less than 2 years ago

b. 2-5 years ago
C. 6-10 years ago
d. More than 10 years ago

e. Not applicable

71



Very low

Low

Inter

mediate

High

Very high

Do not krow

A\L*4

1.How would you describe th¢
overall IT experience of the
top management of your

company?

2. At what level would you
describe the level of internal
audit control in your

organization?

3. How would you describe
the level of controlling
information security in your

organization?

Disagree

strongly

Disagree

slightly

Neither/nor

Agree
slightly

Agree
strongly

4. To what level would you
agree or disagree that internal
audit control positively
influence the effectiveness of

information security?

\ Very poor

Poor

medium

Good

Very good

5. How would you describe the
relationship between internal
audit department and

information technology in you

—

organization?
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YES

No

Do not

know

6. Is there internal audit
department in your

organization?

7. Is there IT department in

your organization?

8. Do differences in access to
top level management
influence the relationship
between internal audit
function and information

security
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APPENDIX I: I

The Interview Guide for IA Directorate
Addis Ababa University
Accounting and FinaadMaster Program

Interview guide for IA Directorate at Addis AbabatyCAdministration Education Bureau,

Finance and economy development Bureau, Addis Alkded Authority and Addis Ababa

Urban and House development bureau IT core prooesers. Interview is held with IT core

process owners who are equivalent of head of s&lecity’s government organizations. The
interview took on average from one hour to 1:30rBo®rior appointment was taken with the
interviewee at their convenience.

The questions (designed in mixed language bothifinghd Amharic) include the following but

raising issues related to them as the discussion are

|. General Profile
1. Please state your organization’s Nam@--=-===========mmmmm e

3. Gender : a. Male b. Female

4. Age:
a. Up to 30 years

b. 31-40 years
c. 41-50 years
d. Above 50 years

5. Qualification and area of specialization (Alpéipable ---------------------m oo

6. Years of experience:
a. Up 10 years
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b. 10 to 20 years

c. Above 20 years
l. Interview question for top management

1. What is top management's attitude toward secuHty® has it changed over the
Past several years?
2 . Whois in charge of security?

a. Title?
b. To whom reports?
c. %time spent on security?

3. Which security/IT frameworks(s), if any, are dsAdopted in Ethiopia?

5. IT demographics:

a. Number of IT staff (dedicated versus non-deduthat

6. How would you characterize the working relatinipsbetween the IT security staff and

internal audit? Between IT security staff and tbst of IT?
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7.What is internal audit's level of IT knowledg@erhaps use a maturity model: 0-5) — asked

this of the information security professional
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APREIX [: 11l

The Interview Guide for IT Directorate
Addis Ababa University
Accounting and FinaadMaster Program

Interview guide for IT Directorate at Addis AbabatyCAdministration Education Bureau,

Finance and economy development Bureau, Addis Alkded Authority and Addis Ababa

Urban and House development bureau IT core prooesers. Interview is held with IT core

process owners who are equivalent of head of selecity’s government organizations. The
interview took on average from one hour to 1:30rBo®rior appointment was taken with the
interviewee at their convenience.

The questions (designed in mixed language bothifinghd Ambharic) include the following but

raising issues related to them as the discussion are

|. General Profile
1. Please state your organization’s Nam@--=-===========mmmmm e

3. Gender : a. Male b. Female

4. Age:
a. Up to 30 years

b. 31-40 years
c. 41-50 years
d. Above 50 years

5. Qualification and area of specialization (Alpéipable ---------------------m oo

6. Years of experience:
a. Up 10 years
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b. 10 to 20 years

c. Above 20 years
l. Interview question for top management

2. What is top management's attitude toward secuHy® has it changed over the
Past several years?
2 . Whois in charge of security?
a. Title?
b. To whom reports?
c. %time spent on security?

3. Which security/IT frameworks(s), if any, are dsAdopted in Ethiopia?

5. IT demographics:

a. Number of IT staff (dedicated versus non-dedutat

6. How would you characterize the working relatinipsbetween the IT security staff and

internal audit? Between IT security staff and tbst of IT?
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7.What is internal audit's level of IT knowledg@erhaps use a maturity model: 0-5) — asked

this of the information security professional
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APPENDIXES: IV

The Questioner Guide for IA, IT professionals ad
Other employee of the organization
Addis Ababa University

Accounting and FinaadMaster Program

The questioner guide for internal audit , IT pesi@enals and other employee of Addis Ababa City
Administration Education Bureau, Finance and econdevelopment Bureau, Addis Ababa Road
Authority and Addis Ababa Urban and House develapgmeureau internal audit and IT
professionals . Question is held with internal gutii professionals and other employee who is
worked city’s government organizations. The questank on average from three hour to four hours.
The questions (designed in mixed language bothi§inghd Amharic) include the following but

raising issues related to them as the discussiorn ore

|. General Profile
1. Please state your organization’s NameE-----======--=mmmmmm oo oo

3. Gender: a. Male b. Female

4. Age:
a. Up to 30 years

b. 31-40 years
c. 41-50 years

d. Above 50 years

5. Qualification and area of specialization (Alpéipable ---------------m-mmsmmom oo

6. Years of experience:
a. Up 10 years
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b. 10 to 20 years

c. Above 20 years

Il. Questions for internal audit, IT security and for other employee

Section B.

1. Please indicate the extent to which you agreesagiee with each of the following
statements. If you neither Agree nor disagreecséie uncertain option.

The nature of the relationship
between internal audit and

information security

Disagree

strongly

Disagree

slightly

Neither/nor

Agree
Slightly

Agree
strongly

1. There is little friction
between internal audit and
information security

2. The relationship between
internal audit and
information security staff is
close and personal

3. There is a good working
relationship between
internal audit and
information security

4. .Members of information
security and internal audit
work together to assure
information systems are

secure and reliable

Total
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2. The influence of top management towards theioglship between internal audit and

information security

The influence of top management toward

the relationship between internal audit an

information security.

sDisagree

dstrongly

Disagree

slightly

Neither/
nor

Agree
Slightly

Agree
strongly

5.

In my organization, top managemen
provides adequate resources for
information security

In my organization, top managemen
regularly communicates with
employees about the importance of

information security

In my organization, top managemen
believes that information security is

an important issue

In my organization, top managemen
iS more proactive as opposed to
reactive with respect to information

security issues

Considering the past 3 years, | thi
top management’'s commitment
providing adequate resources

information security has

10. Considering the past 3 years, | think|

top management’'s communication qf

the importance of information securi

issues has increased

Ly

11. Considering the past 3 years, | think

top management’s view of the
importance of information security
has increased
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12.Considering the past 3 years, | think

management’s anticipation of
security issues has increased

informati

top

3. The characteristics of the nature of the rehesingp between internal audit and information

security

The characteristics of the natur
of the relationship between
internal audit and information

security

eDisagree

strongly

Disagree

slightly

Neither/nor

Agree
Slightly

Agree
strongly

13.Would you agree that the
number of internal audit
findings specifically
related to information
security this year versus

three years ago?

D

14. In your organization the

nature of the relationshig
between internal audit
and information security
is characterized by good
relationship between
internal audit and
information security
improved the informatior
security professional’s

perceptions of the overa
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effectiveness of the
organization’s
information security

efforts

15.Do you agree that
internal audit influence
contribute on informatior]
security effectiveness in
your organization?

16.Do you agree that in yoy

organization information

(2]

security professional
perceived the internal
audit and informatiorn
security functions shoul

play complementar)

~

roles in an organization’
information securityf

program?

17.Do you agree that the
frequency of audit reviews of
information security affects the
relationship between internal
audit and information security

positively

—

(2]




Section c.
4.The perceived role of internal auditor and ITfpssionals
Please choose only one alternative from the foligvahoices.

18. During the past there year how information sécincidents (breaches, denials of service, etc.)
did you have? (7 ordinal responses, from zero trertttan 25)

e. Due to smooth flow of information in the organipeti

f. Because of the existence of strong relationshipvéen internal audit and IT professional(

information security professionals)
g. Due to the effort of internal audit

h. Due to the positives influence of top managemewatds the relationship between internal

audit and information security.

19. Compared to 3 years ago, the number of infaomatecurity incidents has
a. Significantly increased

b. Significantly decreased

c. Remain unchanged

d. No information security problems have happened

20. Consider the total number of audit findingtelisin formal internal audit reports during the mos

recent fiscal year, what is the percentage of matleaudit findings related to information security?
a. Below 25%

b. 25%-- 50%

C. 51%-75%

d. 76%-100%

21. What is the role of internal auditor’s in yarganizations?
a. Control and follow practicality of governmentas, directives and regulations
b. Maintain strong internal audit control
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c. In my organization the role of internal audisois not apply as per the rule and regulation
d. I do not know well what is the role of intermalditor’s in my organization

e. | do not know at all what is the role of intdraaditor’s in my organization

22. What are the characteristics of perceinad of internal audit in your organization?

a. Internal audit function is related mainly with reddo enterprise risk management

b. The internal audit believes that responsibiigr risk management lies with the board and
senior management.
c. Internal auditor's believe that there influenge information security (IT) professionals
contribute on the effectiveness of information segu
d. Internal auditor’s believe that internal audibétion and information security (IT) are equally

important in the organization information system.

23. Which factor affects the relationship between internal audit and information security in
your organization?
a. Perceived role of internal audit

b. Frequency of audit reviews of information security

c. Top level management influence towards theioglahip between internal audit and

information security

d. Perceptions of information security professionals
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