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Abstract

Long Term Evolution (LTE) networks are essential for enabling high-speed, reliable
communication and data transmission. However, the accessibility and integrity of LTE
networks can degrade due to a variety of factors, such as congestion, coverage, and config-
uration problems. Root cause analysis (RCA) is a process for identifying the underlying
causes of degradation. However, RCA can be time-consuming and labor-intensive. Ma-
chine learning can be used to enhance RCA by identifying patterns and trends in data
that can be used to identify the root causes of problems. Limited work exists on machine
learning-enabled RCA for LTE networks.

This thesis proposes a machine learning-enabled approach, specifically Convolutional
Neural Network (CNN) and SHapley Additive exPlanations (SHAP), for RCA of LTE
network performance degradation. The approach was evaluated using key performance
indicators (KPIs) and counters data collected from LTE network of ethio telecom, a major
operator in Ethiopia.

The main causes of reduced network accessibility are failure caused by the Mobility
Management Entity (MME), the average number of users, and handover failures. Sim-
ilarly, the underlying causes of degraded accessibility at the cell level are failure caused
by MME, control channel element (CCE) utilization, and paging utilization. For network
integrity, which is measured by user throughput, the main causes of degradation are the
high number of active users, high downlink Physical Resource Block (PRB) utilization,
poor Channel Quality Indicator (CQI), and coverage issues. At the cell level, the main
factors are downlink PRB utilization, unfavorable CQI values, and high downlink block
error rate.

For the given data, the model’s sensitivity for network accessibility and integrity at the
cell level is 82.8% and 95.5%, respectively. These results demonstrate the potential of the
proposed approach to accurately identify degradation instances. The proposed approach
using deep learning and SHAP offers reusability, high-dimensionality support, geographic
scalability, and time resolution for improved performance analysis in networks of all sizes.
Network operators can improve network performance by identifying and addressing the
root causes of degradation.

Keywords: Accessibility, CNN, Integrity, LTE, Root Cause Analysis, SHAP
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1 Introduction

This chapter introduces the main objective of this thesis, which is to develop a machine
learning-based root cause analysis approach to improve accessibility and integrity of Long
Term Evolution (LTE) networks. The chapter provides a review of relevant literature
and an overview of the thesis structure. It also identifies research gaps and delineates the
scope, limitations, contributions, and organization of the thesis.

1.1 Background

The Third Generation Partnership Project (3GPP) standard introduced the Fourth
Generation (4G) LTE standard as an advanced technology to meet the increasing demand
for high data rates in mobile cellular networks [1]. It operates over a data network using
all Internet Protocol (IP), eliminating the need for a circuit-switched communication
system. The key advantages of LTE are high data rates and spectrum efficiency as well as
reduced data latency, signaling load, and energy consumption. As a result, LTE has been
widely deployed by operators worldwide, thanks to its numerous advantages. However,
the benefits come with the drawback of increased system complexity in managing and
optimizing the network [15].

To ensure Quality of experience (QoS) and enhance customers’ satisfaction, mobile
network operators install a centralized Network Management System (NMS) to monitor
the performance of their Radio Access Networks (RAN) and core networks. The NMS is a
software platform that monitors, controls, and manages the network’s overall performance.
It helps network operators efficiently administer their networks, optimize performance,
troubleshoot issues, and ensure high-quality service delivery. The NMS in LTE networks
provides the necessary tools for smooth operation, optimization, and maintenance of the
network infrastructure, enabling network operators to deliver high-quality services to end-
users.

NMS also provides real-time data monitoring, analysis, reporting, and visualization of
key performance indicators (KPIs) and counters related to the LTE network. KPIs are
high-level metrics that measure the the network’s overall health. According to 3GPP these
KPIs are categorized into accessibility, retainability, integrity, availability, and mobility
[3]. These KPIs are typically derived from counters and operators monitor them at regular
intervals (hourly, daily, weekly, or monthly) to identify performance degradation, failures,
problems, outages, or unusual events that might significantly impact service delivery and
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end-user experience. Counters, on the other hand, are low-level metrics that measure
specific aspects of the network and keep track of various network events and activities.
These counters provide detailed information about network traffic, resource allocation,
and usage. For example, counters can monitor the number of dropped calls, network
congestion, resource utilization, signaling messages, etc. KPIs and counters are related in
that KPIs are typically derived from counters.

In the event of any performance issue, network engineers conduct troubleshooting
activities. Root cause analysis (RCA) is an essential part of network troubleshooting
as it enables engineers to identify and rectify the fundamental causes of the problem
rather than just addressing the symptoms. By identifying and resolving the root causes,
network operators can enhance network performance, minimize downtime, and elevate
mobile service delivery quality [42].

This thesis focuses on the accessibility and integrity of LTE network. Accessibility
key performance indicator (KPI) is utilized to determine if users can efficiently access the
network and obtain services. This can be assessed through the analysis of Radio Resource
Control (RRC), S1, and E-UTRAN Radio Access Bearer (E-RAB) setup success rates.
Similarly, integrity KPI is used to ensure that high-quality services are provided to users
without degradation. It can be analyzed through throughput (data rates), and latency
statistics [3].

This thesis proposes a method to analyze the causes for accessibility and integrity
performance degradation in LTE network based on real network data collected from ethio
telecom’s NMS. LTE network was chosen for examination because it is a live network with
real data, making it an ideal platform for studying and improving network performance.
The method employs machine learning models to analyze the data and pinpoint the
specific reasons behind any performance degradation. This can help operators to improve
the accessibility and integrity of their LTE networks, which can lead to increased customer
satisfaction and revenue.

1.2 Statement of the Problem

Network performance can be degraded by various factors such as congestion, insuffi-
cient coverage, device failures, improper parameter settings, impaired link quality, and
power supply issues [45]. If network operators fail to identify, evaluate, and even forecast
the underlying causes of degradation, it can lead to customer dissatisfaction and revenue
loss. Therefore, operators need to understand the causes of network performance degra-
dation so that they can take corrective measures promptly and proactively optimize the
network to prevent future degradation [37, 36].

ethio telecom, a major telecom service provider in Ethiopia, utilizes NMS to effec-
tively monitor the performance of its network. The NMS provides comprehensive data
on various aspects of the network, including network accessibility, integrity, and other
performance metrics. In case of significant deviations in network performance, such as
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decreased accessibility or other issues, the responsibility to solve the problem lies with the
optimization team’s experienced engineers. The optimization team carefully analyzes the
performance report generated by the NMS to identify the causes of degradation. How-
ever, this approach heavily relies on expert knowledge, which can limit its effectiveness.
Moreover, the traditional approach to cause analysis is becoming outdated due to the
increasing flexibility of LTE networks. This makes it challenging to assess the causes
of reduced network accessibility and integrity, as it can be caused by several issues that
impact multiple metrics simultaneously.

Fortunately, the presence of sufficient data at the NMS allows for a systematic and
data-driven method of identifying the causes of network performance degradation. From
a research standpoint, there are various RCA methodologies available, each with different
degrees of complexity, performance, and applicability. However, the number of studies
conducted in the domain of 4G LTE mobile networks, specifically focusing on accessibility
and integrity, is limited.

Previous research on LTE accessibility has used a limited number of input features
and has not considered counters that directly indicate the causes of accessibility problems.
Additionally, to the best of our knowledge, there is no prior work that has investigated
LTE network integrity using the advantage of deep learning for RCA. Therefore, it is im-
portant to investigate appropriate RCA methods and determine the causes of low network
performance degradation.

1.3 Objective

1.3.1 General Objective

The primary goal of this thesis is to develop a machine learning based RCA method for
two essential LTE network performance KPIs: network accessibility and integrity. This
will be achieved by implementing a Convolutional Neural Network (CNN) combined with
the SHapley Additive exPlanations (SHAP) method.

1.3.2 Specific Objectives

The main objective of the thesis is achieved by implementing the following tasks.

• Exploring LTE networks: architecture, protocols, and performance metrics.

• Conduct a comprehensive review of the literature to identify and examine previous
works that are relevant and closely related to the current study.

• Investigating various RCA techniques and identifying the effective ones.

• Identify the potential factors contributing to performance degradation in LTE net-
work.
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• Gather relevant KPIs and counters that can be measured or observed to assess the
impact of these causes.

• Prepare and preprocess data for the model.

• Design, evaluate, and validate a Deep Neural Networks (DNN) model, specifically a
CNN classification model, for predicting accessibility and integrity.

• Assess the impact of input features on predicting low network accessibility and
throughput by incorporating the CNN model with SHAP.

• Analyze the obtained results, draw conclusions based on the analysis, and provide
relevant recommendations for improvement.

1.4 Literature Review

The increasing complexity of cellular networks poses challenges for operation and
maintenance. [22] proposed an automatic diagnosis system for LTE networks based on
unsupervised techniques. The system can identify LTE network problems and provide a
diagnosis based on the impact of those causes on the KPIs. However, it can only provide
a diagnosis for a single cause and may not be able to identify multiple root causes. The
RCA procedure is performed statistically by human interaction.

Diago et al. [19] addressed the possible causes of low network accessibility in 4G net-
works by investigating KPIs and their evolution over time. They collected one-month data
for various KPIs and used interpretable machine learning models with feature importance
technique to assess the contribution of each KPIs towards decreasing network accessibility.
The feature importance of the best model was calculated to evaluate which features were
most important in predicting low accessibility at both aggregated network and individual
cell levels. The results showed that certain KPIs have a greater impact on network acces-
sibility than others. For example, the number of failure handovers, phone calls, and Short
Message Service (SMS)s in the network and the overall download volume are the main
causes of reduced accessibility in the overall network. At the cell level, the number of
users in a cell and its download volume are the main causes of reduced accessibility. How-
ever, the authors’ approach for determining feature importance is algorithm-dependent
and does not take deep learning algorithms into account.

Maluambanzila et al. [36] proposed deep learning model for RCA of poor throughput in
mobile 3G networks. The model takes both radio and core network performance indicators
as input. The authors collected data from an actual mobile network operator’s Iub and
Gn interfaces, preprocessed it, and stored it on the Hadoop platform. The data was
classified as ”BAD” (throughput less than 500 kbps) or ”GOOD” (throughput greater
than 500 kbps) based on user perception. The proposed DNN model was trained and
tested using the data, and various evaluation metrics, including accuracy, area under
the Receiver Operating Characteristic (ROC) curve, and F1 score, were used to assess
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the model’s performance. RCA was performed using Local interpretable model-agnostic
explanations (LIME) technique to identify the reasons for poor Quality of Experience
(QoE). The results of the study show that the deep neural network model developed in
this study can accurately predict poor data throughput, with an accuracy of 95.5%. The
RCA result identified the top four features that influenced poor data throughput, which
was used to outline the influence of predictors focusing on the output response ”BAD” for
poor data throughput. Following this methodology [6], study RCA in Universal Mobile
Telecommunications Service (UMTS) of low user throughput in Bahir Dar City. [6], utilize
Multilayer Perceptron (MLP) neural network and LIME for RCA by providing feature
importance.

Motivated by the challenges of identifying and resolving performance issues in fog com-
puting environments, different works were done. Chetan B. and Mahantesh [11] proposed
an approach for RCA that utilizes statistical methods and machine learning algorithms.
They used a combination of data-driven and knowledge-driven techniques to identify
anomalies and their root causes. Long short-term memory networks (LSTM) autoen-
coder is trained to identify anomalous data and pass anomalous data to a RCA model
that uses SHAP. The SHAP algorithm calculates each feature’s marginal contribution
and identifies high marginal values as the root cause of the anomaly. The performance
metrics of precision, recall, and F1-score were used to evaluate the anomaly detection
model. Their result shows the proposed model improves anomaly detection and RCA
accuracy compared to existing models.

According to the above-mentioned literature, several machine-learning models are pro-
posed based on their fit for the specific task as well as their performance and complexity.
Machine-learning-based models, particularly deep learning models, appear to be the way
to go. Other papers investigate the Bayesian network for RCA and other applications.
Recognizing the availability of numerous possibilities, this thesis proposes DNN, specif-
ically CNN, paired with SHAP as the RCA model for low 4G network accessibility and
integrity.

1.5 Methodology

In this thesis, the methodology employed for the research involved an extensive litera-
ture review to gain a comprehensive understanding of the current research papers related
to low network accessibility and integrity RCA. The purpose of this review was to estab-
lish a strong foundation of background knowledge on the subject matter. Following the
literature review, state-of-the-art solutions were identified for the identified problems and
solutions. To select appropriate tools and algorithms, a careful evaluation was conducted.

To identify the possible causes of low accessibility and integrity, several methods of
data collection were employed. Hourly KPI and counter data were collected from the
NMS tool for the designated ethio telecom cells. Subsequently, data preprocessing was
conducted to clean and prepare the collected data for analysis. The next phase involved
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the development of a causal DNN model. This model was designed to establish a causal
relationship between various factors and the low accessibility and integrity issues. Finally,
the model was evaluated to assess its performance and effectiveness in addressing the
research problem. Using the developed model the feature importance is computed for
RCA.

1.6 Scope and Limitations

1.6.1 Scope

The scope is to explore and construct a RCA model for low accessibility and integrity
in the LTE network on chosen cells in the city of Addis Ababa. The CNN classification
model is used for predicting accessibility and integrity, while SHAP values of input features
are used for RCA. The model only considers the E-RAB setup success rate and downlink
average user throughput as metrics for accessibility and integrity.

1.6.2 Limitations

• The research considers only accessibility and integrity, two of the most important
LTE network performance indicators. However, the approach is generalizable when
investigating other performance indicators.

• The input parameters are only collected from the RAN because this is where the
majority of the performance data is generated. The dataset can be enriched with
counters from the core network.

1.7 Contributions

This thesis proposes a novel approach to analyzing the causes of network performance
degradation in LTE networks, focusing on accessibility and integrity. The proposed ap-
proach leverages the power of DNN with SHAP to analyze the otherwise less utilized
KPIs and counters data extract from the operator’s NMS. This allows for a better under-
standing of network health and the identification of underlying causes at various network
levels, including groups of Evolved NodeB (eNodeB)s, individual eNodeB, and cell levels.
The main contributions of this thesis are summarized as follows.

• The proposed approach is the first to use DNNs with SHAP to analyze the causes
of network performance degradation in LTE networks.

• The approach is able to identify underlying causes at various network levels, which
is not possible with traditional methods.

• The approach is evaluated using real-world data from a mobile network operator, and
the results show that it can identify the causes of network performance degradation
with high accuracy.
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1.8 Thesis Structure

This thesis structure includes an overview and understanding of LTE networks in
Chapter 2. It explores their components, architecture, performance indicators, and RCA.
Chapter 3 covers the machine learning models and techniques used. Chapter 4 introduces
a machine learning model for RCA in LTE networks, explaining the system model and
setups. Chapter 5 presents and examines the results obtained from the application of the
model. It analyzes its performance in identifying and addressing root causes. Finally,
Chapter 6 concludes the study, summarizes the findings, and outlines potential future
works.
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2 Overview of LTE Network and Performance

The fundamental concepts and principles of LTE networks are discussed in this chapter.
The chapter will provide a thorough understanding of LTE network design, protocols, and
operation. In addition, critical performance indicators and metrics relating to accessibility
and integrity degradation are discussed.

2.1 Overview of LTE Network

The evolution of cellular mobile networks has brought significant advancements over
the years. The first networks, known as First Generation (1G) systems, relied on analog
technology, with Advanced Mobile Phone System (AMPS) being the first commercial
cellular network.

With the introduction of Second Generation (2G) systems, digital multiple access
technologies like Time Division Multiple Access (TDMA) and Code Division Multiple
Access (CDMA) were introduced, and networks like Global System for Mobile Commu-
nication (GSM) and CDMA became prominent. In addition to being digital, 2G systems
improved capacity, enhanced security, and offered additional services such as SMS and
circuit-switched data. As 2G technology progressed, variations like General Packet Ra-
dio System (GPRS) and Enhanced Data Rates for Global Evolution (EDGE) emerged to
support packet data services and higher data rates [33][15].

Third Generation (3G) systems were defined by the International Mobile Telecom-
munications (IMT2000) standard and offered higher transmission rates and improved
capacity [33]. The main technologies associated with 3G are:

• Code Division Multiple Access 2000 (CDMA2000): It is based on CDMA technology,
offering high-speed data and voice communication.

• Wide-band Code Division Multiple Access (WCDMA): This technology uses a wider
frequency band to achieve higher data transfer rates and improved capacity.

• Time Division-Synchronous Code Division Multiple Access (TD-SCDMA): This
technology combines time division and synchronous code division access techniques.

Following the advancement of 3G, 4G cellular wireless systems were introduced, rep-
resenting a significant advancement in speed, capacity, and features [32]. Key factors
driving the advancement of 4G architecture include [32, 33]:
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• All-IP based: 4G systems are built on an all-IP infrastructure, which facilitates
efficient data transmission and convergence of diverse communication technologies.

• Cost reduction: 4G systems aim to optimize network resources and minimize oper-
ational costs.

• Reduced data latency and signaling load: 4G systems prioritize the reduction of data
transfer delays (latency) to enhance real-time communication and improve overall
user experience.

• Inter-working mobility across different access networks: 4G systems enable seamless
mobility management, allowing smooth handovers between various access networks.

• Always-on user experience with flexible QoS support: 4G systems ensure an ”always-
on” connectivity experience and offer flexible QoS mechanisms to cater to diverse
traffic types.

• Worldwide roaming capability: 4G systems facilitate global roaming, enabling users
to access services while traveling across different countries and operator networks.

4G systems use different access technologies, providing coverage and support for vari-
ous devices. The commonly used access technologies in 4G systems are [15, 41]:

• LTE and LTE-Advanced: LTE is widely used in 4G systems. Although the
initial release did not meet all the requirements for International Mobile Telecom-
munications (IMT) Advanced, subsequent releases like LTE-Advanced were designed
specifically to meet 4G requirements.

• Worldwide Interoperability for Microwave Access (WiMAX): It offers high-
speed wireless connectivity over long distances and can be used in areas with limited
LTE coverage. However, WiMAX has seen limited deployment compared to LTE
and is not as prevalent in most.

The LTE air interface is standardized by 3GPP. It uses Orthogonal Frequency Division
Multiplexing (OFDM) in the downlink and single carrier Frequency Division Multiple
Access (FDMA) in the uplink. LTE also uses various modulation techniques, multiplexing,
scheduling, link adaptation, Hybrid-automatic Repeat Request (HARQ), Multiple Input
Multiple Output (MIMO), and transmit diversity [1, 32].

2.2 LTE Architecture and Protocols

LTE was introduced in 2004 with the goal of implementing a new radio access tech-
nology focused on packet-switched data. The entire 3GPP network design, known as
System Architecture Evolution (SAE), has been evolving in parallel with LTE. SAE
includes both the LTE radio access network and the EPC network. LTE and Evolved
Packet Core (EPC) are combined to form the Evolved Packet System (EPS), in which
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both the core network and the radio access are completely packet-switched [5, 29]. Figure
2.1 depicts the overall network architecture.

Figure 2.1: Basic EPS entities and interfaces [15].

The LTE system is made up of two main parts: the access network and the core network
(EPC). Each element is connected together using standardized interfaces. The core
network is responsible for routing data traffic and managing sessions. The access network
is responsible for transmitting and receiving data between the User Equipment (UE) and
the core network.

2.2.1 The Access Network

The LTE radio access network is flat, meaning that there is no central controller.
Instead, all eNodeBs are equal and communicate with each other directly. This allows for
faster and more efficient communication.

The eNodeBs communicate with each other using the X2 interface and with the EPC
using the S1 interface. The X2 interface is used for handovers, while the S1 interface is
used for data transmission and control signaling. The eNodeBs also communicate with
the UEs using the Access Stratum (AS) protocols. The eNodeB is responsible for all
radio-related functions [29]:

• Radio Resource Management: It comprises resource allocation in uplink and down-
link as well as scheduling, radio bearer control, radio admission control, and radio
mobility control.

• Header Compression: This performed in Packet Data Convergence Protocol (PDCP)
to compress IP packet headers, which helps in the efficient utilization of radio re-
sources, particularly for small packets such as Voice over Internet Protocol (VoIP).

• Routing of User Plane data towards Serving Gateway;

• Connectivity to the EPC: includes signaling to the Mobility Management Entity
(MME) and the bearer path to the Serving Gateway (S-GW).

10



• Scheduling and transmission of broadcast information

• Security: Encrypt the data transmitted over the radio interface

2.2.2 The Core Network

The EPC is a significant advancement over the GSM core network and only supports
access to the packet-switched domain [5]. It is composed of different types of nodes.

• Mobility Management Entity

The MME is a control node in the EPC that manages user access, resources, and
mobility. It controls all control-plane functions for subscribers and sessions. It tracks
UE in idle mode, activates/deactivates bearers, selects S-GW, authenticates users,
terminates Non-access stratum (NAS) signaling, generates temporary identities, and
checks authorization to camp on the Public Land Mobile Network (PLMN) [40][4].

Furthermore, it handles ciphering/integrity protection, security key management,
and even lawful interception. It’s responsible for mobility between LTE and 2G/3G,
with the S3 interface terminating at the MME. The NAS protocols facilitate control-
plane communication between the UE and the MME. They handle UE mobility,
session management, and IP connectivity with the PDN Gatewa (P-GW). They
also define rules for mapping parameters during mobility across different access net-
works. Most importantly, they provide NAS security through integrity protection
and ciphering of signaling messages [4].

• Serving Gateway

The S-GW is a user-plane element that manages user-plane mobility and acts as a
demarcation point between the radio access and core networks. It maintains data
paths between eNodeBs and the P-GW [16]. The S-GW routes and forwards user
data packets, acting as the mobility anchor for the user plane during inter-eNodeB
handovers and as the anchor for mobility between LTE and other radio access
technologies. For idle mode UEs, the S-GW terminates the downlink data path and
triggers paging when downlink data arrives for a UE. It also performs replication of
the user traffic in case of lawful interception [16, 32].

• Packet Data Network Gateway

The P-GW is the termination point of the packet data interface toward the Packet
Data Networks (PDN). It supports policy enforcement (such as applying operator-
defined rules for resource allocation and usage), packet filtering (such as packet in-
spection), and charging. P-GW provides connectivity from the UE to external packet
data networks and acts as the anchor for mobility between 3GPP and non-3GPP
technologies [16, 32].

• Home Subscriber Server
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The Home Subscriber Server (HSS) is a central database that contains user and
subscription related information. The functions of the HSS include mobility man-
agement, call and session establishment support, user authentication, and access
authorization. The HSS is based on legacy Home Location Register (HLR) and
authentication center functions in previous 3GPP releases [32].

2.2.3 Interfaces and Protocols of LTE

The LTE interfaces define points of interaction between various network elements or
entities. They allow the interchange of control signaling, data, and management infor-
mation [13]. Here are some of the most important LTE interfaces and protocols [13,
41]:

• S1 Interface: The S1-MME interface is the main interface between the eNodeB and
the MME in the LTE core network. It carries control plane signaling messages such
as initial attach, handover, paging, and session management. S1-U establishes a
connection between eNodeB and S-GW for user traffic.

• X2 Interface: It allows communication between eNodeBs in the same LTE network.
It supports handover coordination, neighbor cell information exchange, load balanc-
ing, interference coordination, and synchronization.

• S11 Interface: The S11 interface connects the S-GW and the P-GW. It is responsible
for managing user-plane data during handover and provides connectivity to external
networks such as the internet.

• S6a interface: The S6a interface connects the MME to the LTE core network’s
HSS. It facilitates authentication, authorization, and subscriber-related activities
by allowing the MME to retrieve subscriber data from the HSS.

• S5/S8 Interface: The S5/S8 interface is used in the LTE core network for interaction
between the MME and the S-GW. It enables mobility-related functions such as
authentication, bearer management, and policy enforcement for user traffic.

• S-Gi Interface: The S-Gi interface links the P-GW to external packet data networks
such as the Internet or private IP networks. It acts as a point of entry and exit for
user data, ensuring connectivity between LTE and external networks.

In LTE, various protocols are used to establish and maintain communication links, manage
mobility, handle signaling messages, and transport user data. Through the interfaces
between UE and EPS, protocols are divided into AS and NAS [15]. The AS protocols are
responsible for managing the radio interface and handling the transmission and reception
of data over the air interface between the UE and eNodeB. They consist of the following
layers:
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• The Physical Layer (PHY) layer is in charge of signal coding/decoding, modula-
tion/demodulation, multi-antenna processing, and signal mapping to the appropri-
ate physical time-frequency resources. It is also in charge of mapping transport
channels to physical channels.

• The Medium Access Control (MAC) layer is in charge of multiplexing data from
several radio bearers, HARQ retransmission, and uplink and downlink scheduling.
Each UE has just one MAC entity.

• The Radio Link Control (RLC) layer is responsible for segmentation, concatenation,
retransmission, and in sequence delivery to higher levels. If the RLC Protocol Data
Unit (PDU)s are received out of sequence as a result of the MAC layer’s HARQ
operation, the RLC reorders them. Each radio bearer that is set up for a terminal
has one RLC entity [15].

• RRC layer is in charge of controlling the establishment, maintenance, and release of
radio bearers between the UE and the eNodeB. It operates in the control plane.

• PDCP located above the RLC layer. It provides direct data transport for control
plane messages (RRC and NAS) and for user plane packets.

The NAS protocols are responsible for handling the signaling and control procedures re-
lated to the establishment, maintenance, and release of the connection between the UE
and EPC. They operate above the AS and handle the signaling protocols and procedures
required for network registration, authentication, security, session management, and mo-
bility [13].

The LTE protocol stack consists of the control plane and the user plane protocols.
The control plane is responsible for managing and controlling network functions in LTE.
It handles signaling, authentication, mobility management, and session establishment. It
also facilitates the establishment and maintenance of connections between the UE and
the core network elements. When the UE is in LTE coverage, two control planes are
configured to carry signaling messages between the EPS and the UE. The first is given
by RRC and is used to communicate between the UE and the eNodeB. The second is
responsible for transporting NAS signaling messages between the UE and the MME [12].
Figure 2.2a shows the protocol stack for the control-plane [1]:

• RLC and MAC sublayers perform the functions such as: scheduling and HARQ

• PDCP sublayer performs the control plan functions such as; ciphering and integrity
protection

• RRC performs the functions: broadcast, paging, RRC connection management, ra-
dio bearer control, mobility functions and UE measurement reporting

• NAS control protocol performs: EPS bearer management; authentication, security
control for the signaling for user plane, paging origination
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(a) Control plane protocol stack. (b) User plane protocol.

Figure 2.2: LTE radio interface [1].

The user plane transports user data packets between the UE and the core network
elements, such as the P-GW. It ensures efficient and reliable transport of user traffic [13].

• RLC and MAC perform the same functions as for control plan

• PDCP sublayer performs for user plane the function such as: header compression,
integrity protection, and ciphering

2.2.4 LTE Bearer Architecture

LTE uses bearers for QoS control instead of circuits. A bearer is a logical path or
channel between the UE and the network. It allows for the transmission of user data,
control signals, and other information [29]. Multiple applications can operate concurrently
in a UE, each with different QoS requirements. For example, a UE can be engaged in a
VoIP call while also browsing the internet or downloading a file. VoIP has stricter QoS
requirements in terms of latency and delay jitter than web browsing and downloading,
but the latter has a far lower packet loss rate. Separate bearers are configured within
EPS to fulfill these requirements [12].

There are two types of EPS bearers in LTE: default and dedicated. The default bearer
is established during the initial attach procedure and has no specified QoS. The dedicated
EPS bearer is typically established during a call setup after transitioning from idle mode,
does not allocate any additional IP addresses to the UE, and is linked to a given default
EPS bearer. However, it has a defined and usually guaranteed QoS [50].

EPS bearers can be Guaranteed Bit Rate (GBR) or non-GBR bearers. In GBR ded-
icated network resources connected to a GBR value associated with the EPS bearer are
permanently allocated during bearer establishment or modification. Otherwise, it is re-
ferred to as a non-GBR bearer. A dedicated bearer can be either a GBR or non-GBR
bearer, whereas a default bearer is a non-GBR bearer [50].

• GBR bearers: GBR bearers are set up to support real-time or delay-sensitive services
that demand a minimum guaranteed level of bandwidth and service quality [50].
They ensure that particular resources, such as bandwidth and network capacity, are
reserved for these services. GBR bearers are typically used for applications such as
VoIP calls, video streaming, online gaming, and other time-critical services [50][29].
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• Non-GBR bearers: Non-GBR bearers are best suited for non-real-time services that
do not require a guaranteed bandwidth level. They are built for applications that
can tolerate variations in network conditions and do not have stringent latency or
throughput requirements [50].. Web browsing, email, file downloads, social network-
ing applications, and background data transfers are all examples of services that use
non-GBR bearers [50][12].

End-to-end bearers in LTE are created using EPS bearers. The EPS bearer architecture
(Figure 2.3) is a combination of several underlying bearers that work together to ensure
seamless connectivity and efficient data transfer throughout the LTE network [1].

Figure 2.3: LTE bearer services architecture. [1].

• Radio Bearers: Radio bearers are established between the mobile device and the
eNodeB. They carry user data and control information over the radio interface,
ensuring reliable communication between the device and the network. Radio bearers
handle tasks such as modulation, error correction, and encryption/decryption of
data.

• S1 Bearers: S1 bearers connect the eNodeB with the EPC through the S1 interface.
They transport user and control plane traffic between the radio access network and
the core network elements.

• S5/S8 Bearers: S5/S8 bearers are established between the S-GW and the P-GW of
the EPC. They facilitate the transfer of user and control plane data between the
eNodeB and the external PDNs, such as the internet or private networks.

The UE requires dedicated Signaling Radio Bearers (SRBs) and Data Radio Bearers
(DRBs) to exchange data and messages with the network. SRBs are established for the
transfer of NAS messages, while DRBs are used to transport user-plane application data
[41]. SRBs are established during the initial connection setup between the UE and the
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eNodeB and are used to exchange control information necessary for the establishment,
maintenance, and release of data bearers (such as DRBs) that carry user data. The SRBs
are established before DRBs. DRBs are used to transport user-plane application data,
such as voice, video, and internet data [1].

An E-RAB uniquely identifies the concatenation of an S1 bearer and the corresponding
DRBs. Each E-RAB corresponds to a specific EPS bearer, which defines the end-to-end
connectivity and QoS requirements. In LTE, a single UE can support multiple end-to-end
services, each of which has its own distinct bearer. Evolved Universal Terrestrial Radio
Access Network (E-UTRAN) protocols can address up to 256 unique E-RABs for a single
UE [32]. 3GPP has established a set of QoS Class Identifier (QCI) to standardize QoS
handling. There are four classes that have a GBR and five classes with non-GBR.

2.3 LTE Network Performance Measurements

LTE Network is a collection of measurable events, parameters, and measurements
used to compare performance in terms of meeting mobile networks’ strategic and opera-
tional goals [15]. The service experienced by end users is measured by using a number of
performance indicators that are aggregated to form a KPIs.

KPIs can be mainly grouped as Radio frequency (RF) KPI, Service KPI and Operation
KPI. Each KPI category has its own objectives for different purposes of use. RF KPIs is
required during the phase of network planning, network roll-out and initial optimization
to measure actual values against planned values. On the other hand, service KPIs are used
to measure the quality of service experienced by end users, such as the call drop rate and
data throughput. They are used during the optimization and commercial introduction of
the network, and for debugging specific problems. Lately, operation KPI is continuously
collected and analyzed to set the performance and behaviour for further optimization
process during all network optimization stages [15]. According to the 3GPP standard,
service and operation KPIs are related to six main categories: accessibility, retainability,
mobility, integrity, utilization, and availability [3]. It is important to monitor and manage
these KPIs to ensure that the LTE network is performing at its best and providing a high-
quality experience for end users.
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Figure 2.4: LTE performance indicators [49].

2.3.1 Accessibility

Accessibility KPIs identify issues at the EPS attach procedures, call setup, or during
tracking area updating as part of LTE mobility. The main procedures whose performance
is measured by accessibility KPIs are RRC connection setups, S1 setups, and E-RAB
setups. To understand the setup success rates, let’s discuss how setups are established in
an LTE network taking into account the request by the UE-generated data services..

In LTE, the radio connection between the UE and the network can be either active
(RRC_CONNECTED) or not active (RRC_IDLE). In the RRC_IDLE state, the radio
connection is inactive. The network has no control over UE mobility, and the UE does not
need to provide any measurement reports for updates. However, the UE performs neighbor
cell measurement for cell (re)selection. The UE also monitors the Paging Channel for
incoming calls as well as system information broadcast on the Broadcast Channel (BCCH)
[13, 32]. In the RRC_CONNECTED state, the UE can send and receive data in both the
uplink and downlink directions. It measures the downlink radio quality of neighboring cells
and delivers RRC measurement reports based on the measurement configuration obtained
from the MME. The UE continues to scan the Paging Channel for incoming calls [13,
32]. The service request procedure in LTE ensures the establishment of dedicated bearer
resources and the activation of the necessary connections between the UE, eNodeB, MME,
S-GW, and P-GW. The steps involved in the service request procedure are as follows [41]:

1. The UE establishes an RRC connection with the eNodeB

2. The UE sends a service request message to the MME to request dedicated bearer re-
sources by including the bearer resource allocation request. The eNodeB establishes
an S1 logical connection with the MME for this UE.

3. After authentication and security mode procedures, the MME initiates activation
of the default bearer with the S-GW/P-GW by sending the GPRS Tunneling Pro-
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tocol - Control Plane (eGTP-C) modify bearer request message to the S-GW. The
S-GW activates the required resources and forwards the modify bearer request to
the P-GW.

4. The P-GW processes the modified bearer request message and activates the required
resources. It responds to the S-GW with the modify bearer response message, which
is then forwarded to the MME.

5. The MME initiates the dedicated bearer establishment procedure by sending the
eGTP-C bearer resource command to the S-GW. The S-GW processes the bearer
resource command and forwards it to the P-GW.

6. The MME sends the E-RAB setup request to the eNodeB to set up the bearer
between the eNodeB and the S-GW. It also piggybacks the NAS activate dedicated
EPS-bearer context request to the UE.

7. The eNodeB allocates the resources for the radio bearers using an RRC connection
reconfiguration request message to the UE and includes the received NAS message.
The UE establishes the radio bearers and responds with an RRC connection recon-
figuration complete message to the eNodeB.

8. The eNodeB sends the E-RAB setup response to the MME, indicating that the radio
bearers are established between the eNodeB and the UE. The UE sends the activate
dedicated EPS bearer context accept NAS message the MME via the eNodeB.

9. The MME sends a create bearer response to the S-GW to complete the dedicated
bearer activation. The S-GW then forwards the message the P-GW.

From the above description, step 1 is the RRC setup, step 2 is the S1 setup, and steps
3-9 are the E-RAB setups. These steps are used to calculate network performance mea-
surements, such as the network accessibility KPIs. Network accessibility KPIs assess the
likelihood of a user accessing the network and requesting services under specific operating
conditions [1]. This includes measuring the success rate of the RRC, S1, and E-RAB
setups.

1. RRC Setup Success Rate

The RRC protocol exists at IP level (layer 3) between UE and eNodeB. The ma-
jor functions of the RRC protocol include connection establishment and release
functions, broadcast of system information, radio bearer establishment, reconfig-
uration/release, RRC connection mobility procedures, paging notification and outer
loop power control [13].

The RRC connection establishment is used to make the transition from RRC Idle
mode to RRC Connected mode. The UE must make the transition to RRC Con-
nected mode before transferring any application data, or completing any signaling
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procedures. However, it must first be synchronized in the uplink. This is accom-
plished by sending a Random Access Channel (RACH) preamble (Message 1) to the
eNodeB, to which the eNodeB answers with a random access response also called
Message 2. The RRC connection establishment procedure is always initiated by the
UE but can be triggered by either the UE or the network by different causes [3].

Figure 2.5: RRC connection setup procedure [3].

After the UE has done initial cell selection and determined the best suited cell for
radio access, it sends an RRC connection request message also known as Message
3, to the eNodeB. This RRC connection request message, in addition to the UE
identity, contains an establishment cause that allows distinguishing between mobile-
originating signaling (most commonly observed for tracking area units and Attach
messages), mobile-originating data calls, mobile-terminating (idle UE responds to
a paging message) connections (all data calls), emergency calls, and high-priority
access calls [41].

After the RRC connection request message is received, the eNodeB should reply by
sending an RRC connection setup message. This RRC Connection setup contain
SRBs 1 and some basic radio parameters like power control and Channel Quality
Indicator (CQI) periodicity. Before this, the UE uses SRBs 0 to send the RRC
message. If the RRC connection is successfully established, the UE will send an
RRC connection setup complete message to the eNodeB. If the UE desires to send
it, this message also contains the NAS information. At this moment, the RRC setup
is completed and SRBs 1 is also setup [3, 41].

The RRC setup success rate KPI is calculated by analyzing counters measured at
the eNodeB when receives an RRC Connection Request message from the UE shown
in Figure 2.5. The eNodeB counts the number of RRC connection attempts at mea-
surement point A and the number of successful RRC connections at measurement
point C. Using an equation, the RRC connection setup success rate 𝑅𝑅𝐶𝑆𝑆𝑅 can
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be computed per cell as follows:

𝑅𝑅𝐶𝑆𝑆𝑅 = 𝑅𝑅𝐶𝑆𝑢𝑐𝑐𝑒𝑠𝑠
𝑅𝑅𝐶𝐴𝑡𝑡𝑒𝑚𝑝𝑡

𝑥100% (2.1)

Where 𝑅𝑅𝐶𝑆𝑢𝑐𝑐𝑒𝑠𝑠 number of times the RRC connection was successfully established
and 𝑅𝑅𝐶𝐴𝑡𝑡𝑒𝑚𝑝𝑡 is number of RRC connection was attempted.

However, instead of sending the RRC connection setup message, the eNodeB may
reject the UE’s connection request by sending RRC Connection Reject. RRC setup
success rate represents the effectiveness of the initial radio connection establishing
procedure. A high RRC setup success rate indicates greater accessibility, fewer call
setup errors, and a better user experience.

2. S-1 Setup Success Rate

After the UE has completed the RRC Connection which has been explained in the
above, the eNodeB initiates S1 Initial UE message to the MME indicating the pur-
pose of the UE (attach, tracking area update, Circuit Switched Fallback (CSFB),
service request etc) and its credentials. It also contains the NAS configuration infor-
mation related to users, based on which the MME sets up S1 signaling connections
for UE. Once the MME receives this message, the first S1 message sent by the MME
may be Initial Context Setup Request, Downlink NAS transport, or UE Context
release Command. Receiving any of these messages indicates that the S1 signaling
connection is set up successfully [26].

𝑆1𝑆𝑆𝑅 = 𝑆1𝑆𝑢𝑐𝑐𝑒𝑠𝑠
𝑆1𝐴𝑡𝑡𝑒𝑚𝑝𝑡

𝑥100% (2.2)

Where 𝑆1𝑆𝑢𝑐𝑐𝑒𝑠𝑠 is number of times the S1 signaling connection was successfully
established and 𝑆1𝐴𝑡𝑡𝑒𝑚𝑝𝑡 attempted.

S1 Interface success rate reflects the effectiveness of the S1 interface, which directly
impacts mobility management, handover success, and overall network accessibil-
ity. Higher success rates ensure seamless connectivity during handovers and reliable
communication between network elements [40].

3. E-RAB Setup Success Rate

An E-RAB is a logical link between the UE and the EPC that enables data trans-
mission. It is part of the EPS bearer and allows the flow of user data and signaling
information between the UE and the network, which includes the MME and the
S-GW. The E-RAB setup is part of the radio interface establishment process in
LTE networks. It involves the establishment of bearers for data transmission be-
tween the UE and the network [33].

The E-RAB setup procedure follows the initial radio connection establishment and
authentication processes. After the RRC connection is established, the eNodeB
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sends the Initial UE message to the MME. The MME may respond with an S1
Initial Context Setup Request message, which contains the E-RAB ID and QCI that
must be configured for the UE. It also contains the maximum bit rate configuration
of the bearer, which specifies the maximum data rate allowed for communication on
that particular E-RAB [26, 40].

The eNodeB then reconfigured the UE using an RRC Connection Reconfiguration
message, which adds the SRBs 2 and DRBs based on the QCI requirement. The
eNodeB also sends a Security Mode Command to the UE to configure the security
context. Once these steps are completed, the eNodeB responds to the MME with
an S1 Initial Context Setup Response, indicating a successful E-RAB setup.

Figure 2.6: Measurement points for UE-triggered E-RAB setup [26].
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Figure 2.7: Measurement point for MME-initiated E-RAB setup [26]

The E-RAB setup success rate KPI represents the success rate of E-RAB setup
for all services, including VoIP, within a specific cell or radio network. This KPI
is calculated using two counters measured at the eNodeB: the E-RAB connection
setup attempts (all) counter and the successful E-RAB setup (all) counter.

As shown in Figure 2.6 eNodeB collects the number of E-RAB connection setup
attempts at measurement point A, and the number of successful E-RAB connections
is counted at measurement point B [3, 26]. By comparing these two counters, the
E-RAB setup success rate (All) can be calculated as:

𝐸𝑅𝐴𝐵𝑆𝑆𝑅 = 𝐸𝑅𝐴𝐵𝑆𝑢𝑐𝑐𝑒𝑠𝑠
𝐸𝑅𝐴𝐵𝐴𝑡𝑡𝑒𝑚𝑝𝑡

𝑥100% (2.3)

Where 𝐸𝑅𝐴𝐵𝑆𝑢𝑐𝑐𝑒𝑠𝑠 successful E-RAB setups and 𝐸𝑅𝐴𝐵𝐴𝑡𝑡𝑒𝑚𝑝𝑡 is E-RAB connec-
tion setup attempts.

This indicates the effectiveness of establishing data bearers. A high E-RAB setup
success rate indicates that the network is capable of quickly and reliably estab-
lishing data bearers, allowing for smooth data transmission and minimizing service
disruptions. Efficient data transfer is crucial for providing a seamless user experi-
ence and ensuring that services can be accessed without interruptions or delays. On
the other hand, a low E-RAB setup success rate may indicate issues with network
performance, congestion, or other factors that can lead to data-related failures and
reduced network accessibility [1, 15, 41].

2.3.2 Integrity

To evaluate network performance, the 3GPP defines integrity as one of the basic
categories for KPIs [3]. It attempts to measure how the RAN impacts the service quality
provided to the users. The integrity KPIs indicate service quality provided for UEs in an
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E-UTRAN. Within this category, two different types of metrics are commonly defined:
latency and throughput.

In the downlink, the latency is related to the delay experienced by the users, measured
as the time from the reception of data in the eNodeB to the transmission of the first
packet over the radio interface. The throughput is the data rate experienced by the users,
measured as the data volume per elapsed time unit on the radio interface [3]. Some of
the integrity KPIs are discussed as follows:

1. Average User Throughput

Average user throughput refers to the measurement of data transfer speed achieved
by an individual user within a particular cell or network. It is calculated using the
formula:

𝑇 ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡𝑈𝑠𝑒𝑟 = 𝑃𝐷𝐶𝑃𝑉 𝑜𝑙
𝑇 𝑖𝑚𝑒

[𝑀𝑏𝑝𝑠] (2.4)

Where 𝑃𝐷𝐶𝑃𝑉 𝑜𝑙 represents the total volume of PDCP Service Data Units (SDUs)
transferred per cell and reporting output period, excluding data transferred in the
Transmission Time Interval (TTI) emptying the buffer (referred to as ‘last TTIs’),
and 𝑇 𝑖𝑚𝑒 is the time used to send the information excluding last TTIs [2]. Both
𝑃𝐷𝐶𝑃𝑉 𝑜𝑙 and 𝑇 𝑖𝑚𝑒 are aggregated measurements of all users in a cell. The purpose
of excluding data transferred during certain time intervals, known as ”last TTIs,” is
to eliminate any non utilized periods and create a measurement that is independent
of the file size being transferred. This allows for a more accurate representation of
the actual throughput experienced by users in the cell [2]. This definitions are valid
for downlink and uplink channels.

2. Cell Downlink Average Throughput

The cell downlink average throughput is a measure of the capacity and efficiency of
the network in delivering data to the end users in a cell. It is calculated as the total
PDCP data volume transferred in a cell and reporting output period considering all
TTIs divided by the scheduler activity time [2, 26].

𝑇 ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡𝑐𝑒𝑙𝑙 = 𝑃𝐷𝐶𝑃𝑣𝑜𝑙
𝑇 𝑖𝑚𝑒𝑠𝑐ℎ

[𝑀𝑏𝑝𝑠] (2.5)

Where 𝑃𝐷𝐶𝑃𝑣𝑜𝑙 is the total PDCP SDUs data volume transferred in a cell and
ROP considering all TTIs, and 𝑇 𝑖𝑚𝑒𝑠𝑐ℎ is the scheduler activity time. 𝑇 𝑖𝑚𝑒𝑠𝑐ℎ is
incremented by 1 milliseconds is every TTI with data to be scheduled. Therefore,
𝑇 ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡𝑐𝑒𝑙𝑙 is the aggregated user throughput in a cell when resource are being
scheduled [2].

A higher cell downlink average throughput indicates a network with better capacity
to handle data traffic and deliver faster download speeds to users, resulting in a better
user experience. Conversely, a lower cell downlink average throughput suggests
that the network may be congested or experiencing limitations in delivering data
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efficiently [2, 26].

As part of their network performance management activities, telecom operators monitor
and optimize the network performance indicators. By analyzing this parameter, they
may discover areas for improvement, optimize network setups, and fix any issues that
may affect overall service quality [2, 26].

2.4 Root Cause Analysis in Cellular Networks

2.4.1 Network Troubleshooting

Network troubleshooting is the process of identifying and resolving problems with
a network. It is a critical part of network management and optimization. The goal
of network troubleshooting is to restore service to users as quickly as possible and to
prevent future problems from occurring [33]. In the context of cellular networks, network
troubleshooting can be used to identify and resolve events that has an impact on the
network. This could include problems such as network outages, network degradation, and
problems with specific users. Here are key terms related to network troubleshooting:

• Degradation: is a decrease in the quality of service provided by a network. This
could manifest itself in a number of ways, such as increased latency, decreased
throughput, increased packet loss or dropped calls. Network degradation can be
caused by a number of factors, such as overloading the network, interference, or
environmental conditions.

• Outage: is a complete loss of service in a network. This can be caused by a number
of factors, such as a power outage, a hardware failure, or a software bug.

• Problem: an issue that affects a specific user or group of users, but does not result
in a complete loss of service.

• Failure: is a complete loss of functionality of a network component.

• Fault: is a problem with a network component that causes the network to malfunc-
tion.

There are two approaches to identifying and resolving network problems: active and
proactive network troubleshooting [37]. Active network troubleshooting is the process of
actively searching for network problems. This may involve monitoring network traffic,
running diagnostic tools, or simply being on the lookout for any signs of trouble. It
is often used in response to a specific problem that has been detected by a monitoring
system or reported by users. On the other hand, proactive network troubleshooting is the
process of taking steps to prevent network problems from occurring in the first place. This
may involve things like regularly checking for software updates, implementing security
measures, and monitoring network performance. Proactive network troubleshooting can
help to avoid costly downtime and improve the overall reliability of a network [53].
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By following the steps outlined below, network engineers can identify and resolve
problems quickly and efficiently, ensuring that the network remains available and reliable
for users. Network troubleshooting can be divided into three main phases [54, 42]:

1. Fault detection

This process involves identifying a network-wide fault, which may be observed by
users or devices. It could manifest as an anomaly or issue affecting the network’s
performance, connectivity, or services. Fault detection techniques and tools are used
to identify the presence of a fault, but they do not necessarily provide information
about the underlying causes.

2. Fault localization

Once a network-wide fault is detected, the next step is to localize and pinpoint the
specific locations and types of faults associated with the observed issue. This process
aims to narrow down the scope of the problem and identify where exactly the faults
are occurring within the network infrastructure. Various diagnostic techniques and
tools are used to gather data and analyze the affected components, such as routers,
switches, or communication links.

3. Root cause analysis

Once the fault has been detected and localized, the RCA process can be used to
identify the underlying cause of degradation and problem. The RCA process has
been utilized in many sectors and is usually focused with determining the root causes
of events that have safety, health, environmental, quality, reliability, production, and
performance impacts. RCA is a systematic approach to identifying the underlying
causes of a problem [44]. RCA can be used to improve the reliability and performance
of a system by identifying and addressing the root causes of problems. It is typically
used after an incident has occurred to identify the underlying causes of the problem
and to develop corrective actions to prevent it from happening again.

This can help to prevent future degradation and problems from happening and to
improve the reliability and performance of the network. The RCA process typically
involves the following main steps [46, 44]:

• Data collection: gather as much information as possible about the event or
the problem. This may include data from network logs, monitoring tools, and
interviews with affected users. The goal is to create a detailed timeline of the
event and identify any potential contributing factors.

• Determining potential causal factors: Once the data has been collected,
it can be used to create a causal factor chart. This will shows the sequence of
events that led to the occurrence. The chart can be used to identify the root
cause of the event, as well as any other factors that may have contributed to it.
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• Root cause/s identification: using available RCA tools or techniques to
discover the root causes of each causal factor. Where the root cause of an event
is the underlying factor that made it happen. Once the root cause has been
identified, it can be addressed to prevent the event or problem from happening
again.

• Recommendation generation and implementation: recommendations can
be made to prevent the event from happening again. These recommendations
may include changes to policies, procedures, or network configurations. It is im-
portant to implement the recommendations promptly to ensure that the event
does not happen again.

2.4.2 Techniques of Root Cause Analysis

Many RCA techniques have been presented in recent years, which can be classified
into three main types: knowledge-based, data-driven and hybrid techniques.

1. Knowledge-based Techniques

Knowledge-based techniques construct cause-and-effect relationship maps based on a
prior understanding of information flow. These techniques rely on expert knowledge
to identify the root causes of problems. This knowledge is typically captured in
a knowledge base, which is a repository of information about the system being
analyzed. Knowledge-based techniques are typically used when the problem is well-
understood and there is a wealth of expert knowledge available [39]. Some examples
of knowledge-based RCA techniques include [46]:

• Expert rules: Expert rules are rules that are created by experts in the field
of network management. The rules specify the conditions that must be met for
a problem to occur. For example, an expert rule might state that ”if a router
is overloaded, then it will experience packet loss.”

• Fault trees: Fault trees are graphical models that show the sequence of events
that can lead to a problem. Fault trees can be used to identify the root cause
of a problem by tracing back through the sequence of events. For example, a
fault tree for a network outage might show that the outage could be caused by
a power outage, a hardware failure, or a software bug.

• Fish-bone diagrams: Fish-bone diagrams are a type of diagram that is used
to organize the causes of a problem into categories. The categories are typically
represented by the bones of the fish, and the causes are represented by the
branches of the bones. Fish-bone diagrams can be used to identify the root
causes of problems by helping to visualize the relationships between different
causes.

2. Data-driven Techniques
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Data-driven techniques entail creating cause-and-effect relationship maps exclusively
from data without the use of domain knowledge. These methodologies are distin-
guished by intensive field research activities. Data-driven techniques can be used to
identify patterns in data that may not be obvious to humans. This can be helpful
for identifying problems that are not well-understood or for which there is limited
expert knowledge [46]. Some examples of data-driven RCA techniques include

a) Statistical approaches: Statistical approaches use a variety of statistical
techniques to determine the fundamental cause of observed anomalies at the
population level from data samples [46]. Granger causality, transfer entropy,
and dynamic time warping are examples of statistical techniques.

b) Metric-based approaches: Based on rationale and assumptions, metric-
based techniques build nodes and edges in a graph and find the root cause
using graph-based metrics such as centrality and shortest distance [46]. For ex-
ample, a metric-based technique might find the root cause of a network outage
by identifying the node in the network with the highest degree of centrality.

c) Machine learning approaches: Machine learning approaches learn a model
from input and output data in order to discover the root cause. For example,
a machine learning approach might be trained on a dataset of network outages
and their root causes. Once the model is trained, it can be used to predict the
root cause of new outages.

3. Hybrid Techniques

Hybrid techniques combine the benefits of both knowledge-based and data-driven
approaches by creating qualitative causality maps from domain knowledge and then
quantifying the degree of cause and effect from data [46]. Hybrid techniques can be
used to take advantage of the strengths of both approaches. For example, a hybrid
technique could use expert knowledge to identify a set of potential root causes, and
then use data to narrow down the list of potential causes.

2.4.3 Benefits of RCA in Cellular Networks

As discussed above, RCA refers to the process of examining and identifying the un-
derlying reasons for network problems or failures. It assists the telecom operator and
network engineers in understanding why problems (degradation, failure) occur and devel-
oping effective ways to prevent their recurrence.

RCA in cellular networks includes investigating different components such as network
infrastructure, equipment, software, protocols, configuration settings, and operating pro-
cedures. By identifying the root causes, network operators can take corrective actions to
improve network performance, reliability, and user experience [33]. RCA is important in
cellular networks as it provides various advantages [53, 57, 24].
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• Reduced downtime and service disruptions: RCA helps to reduce downtime
and service disruptions by detecting the root causes of network problems. By under-
standing the root causes, telecom operators can take proactive steps to avoid future
occurrences and provide uninterrupted services to their customers.

• Improved network reliability and performance: RCA increases network reli-
ability and performance by addressing the root causes of system degradation. This
enables telecom companies to optimize their network architecture, improve stability,
and consistently deliver high-quality services.

• Improved customer satisfaction and loyalty: RCA helps to improve customer
satisfaction and loyalty. Telecom companies can build trust with their customers by
quickly resolving issues and limiting their recurrence, resulting in higher satisfaction
and long-term loyalty.

• Optimized resource allocation and reduced costs: RCA enables telecom op-
erators to optimize resource allocation while reducing their expenses. By identifying
the root causes of inefficiencies and bottlenecks, they can make informed decisions
on resource planning, deployment, and maintenance, resulting in cost savings and
enhanced operational efficiency.
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3 Fundamentals of CNN and SHAP

This chapter will discuss the machine learning models and algorithms used in this
thesis work to predict or classify the degradation of LTE networks. SHAP method is also
discussed which is used to interpret the prediction model and give high score values for
the root causes of degradation.

3.1 Machine Learning

New advancements in mathematics and computer science provide opportunities to
organize and analyze vast amounts of (complex) data automatically. In particular, the
different machine Learning approaches promise fast and reliable results [20]. Machine
learning is a branch of artificial intelligence that focuses on algorithms that can discover
patterns automatically and make predictions or decisions based on data. Artificial Intel-
ligence (AI) is a discipline of computer science focused on developing systems that can
accomplish activities that normally require human intelligence. These tasks may involve
speech recognition, decision-making, problem-solving, and others [17].

Machine learning algorithms are commonly categorized into supervised learning, un-
supervised learning, and reinforcement learning. Supervised learning makes use of labeled
data to find function approximations from the input data to the target. It is called su-
pervised since the labels of the dataset provide the correct output to each of its inputs.
In other words, the computer needs a teacher or a supervisor who tells it the correct
answer to learn. On the contrary, unsupervised learning methods use unlabeled data and
let the models find patterns in it independently. These models are commonly used for
exploratory data analysis. In reinforcement learning agents learn from interactions with
their environment. By successively exploring the state space the agent learns the behavior
that optimizes some predefined reward function [47, 20].

An important finding in machine learning is that no single machine learning model is
optimal or appropriate for all problems [38]. The performance of machine learning models
depends on several factors, including the data, the problem definition, and the use case.
The data that is used to train a machine learning model is essential. The model will only
be as good as the data that it is trained on. The problem definition also plays a role
in the performance of a machine learning model. If the problem is not well-defined, the
model will not be able to learn effectively. The problem definition should be clear and
concise, and it should specify the desired output of the model. Also, the number of input
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features can affect the complexity of the model and the amount of data that the model
needs to learn. For example, a model with 10 input features will need more data to learn
than a model with 5 input features [38]. The best machine learning model for a particular
problem will depend on the specific factors of the problem. It is important to evaluate
different models and compare their performance to find the best fit for the problem.

3.1.1 Deep Learning

Deep learning, also known as DNN or deep neural learning, is a type of machine
learning that uses artificial neural networks to learn from data. Deep learning models are
trained on large datasets, and they can learn to identify patterns in data that are too
complex for traditional machine learning algorithms to recognize [9, 17].

Artificial Neural Networks (ANN)

The essential building blocks of deep learning are ANN. ANN are inspired by the
structure and function of the human brain, and they are made up of interconnected
nodes, or artificial neurons, that are structured in layers [55]. An input layer, one or more
hidden layers, and an output layer are common components of ANN.

• Input layer: The input layer is the first layer of an ANN, and it receives the input
data.

• Hidden layers: The hidden layers are the intermediate layers of an ANN, and they
are responsible for learning the features of the input data.

• Output layer: The output layer is the final layer of an ANN, and it produces the
output of the network.

In the human brain, biological neurons take input from other neurons, form an action
potential, and then output signals to subsequent neurons via synapses. Likewise, infor-
mation flows through the network in ANN, from the input to the output layer. Each
neuron in a layer receives inputs from the neurons in the previous layer and then passes
its output to the neurons in the next layer. This process is repeated until the final result
is provided by the output layer [9].

In ANN network every connection has a weight. Weights are important in learning
because they determine the strength of the link between neurons. When a neuron receives
an input, it multiplies the input by the weight of the connection and then applies an
activation function to the result. The activation function determines how the neuron
responds to the input.

Activation Function

The activation function is a mathematical function that is applied to the weighted sum
of the inputs to a neuron. The activation function determines how the neuron responds
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to the input. Some common non-linear activation functions include the sigmoid function,
the tanh function, and the Rectified Linear Unit (ReLU) function.

• Sigmoid function: takes real numbers as its input and binds the output to a value
between 0 and 1. The sigmoid function has a ’S’ shaped curve. The mathematical
formula for sigmoid is:

𝜙(𝑥) = 1
1 + 𝑒−𝑥 (3.1)

• ReLU function: is used to convert all of the input values to positive numbers. Output
0 if the input is less than 0, and the input itself if the input is greater than or equal
to 0. The mathematical representation of ReLU is:

𝜙(𝑥) = 𝑚𝑎𝑥(0, 𝑥) (3.2)

• Hyperbolic tangent (tanh) function: is used to keep the input values (real numbers)
to a range between [-1, 1]. Tanh’s mathematical representation is:

𝜙(𝑥) = 𝑒2𝑥 − 1
𝑒2𝑥 + 1

(3.3)

The activation function is important because it allows the network to learn non-linear
relationships between the input and output data. Without the activation function, the
network would only be able to learn linear relationships [21].

Optimizers

The optimizer function plays a critical role in training a neural network. It is a
mathematical algorithm that calculates how much the loss function will change when
making a small adjustment to the weights of the neurons [8]. The optimizer function
aims to find the best set of weights that minimize the loss function and improve the
performance of the neural network during training.

Different optimizers use various techniques to update the weights of the neural net-
work. Some common optimizers include Stochastic Gradient Descent, Adaptive moment
estimation (Adam), and AdaGrad [8]. Each optimizer has its advantages and disadvan-
tages, and the choice of optimizer depends on the specific problem and data being used.
Among these optimizers, Adam is widely used in deep learning.

Adam optimizer uses adaptive learning rates to update model parameters, taking into
account both the gradient mean and variance. This enhances the optimization process
and helps in achieving faster convergence in training deep neural networks compared to
fixed learning rate methods like SGD [23].
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Hyperparameters

Hyperparameters are crucial settings that determine the behavior and performance
of a machine learning model. Unlike model parameters, which are learned from training
data, hyperparameters are set manually or through optimization techniques [38, 23]. In
this thesis, the following hyperparameters were considered:

• Number of layers and Number of neurons in a layer: The structure of an
ANN is determined by the number of layers it has, as well as the number of neurons
in each layer. The depth of the network refers to the number of layers in an ANN.
The complexity of the problem being solved typically determines the number of
neurons in each layer [55]. ”Deep” learning refers to the depth of these networks.
DNN often have multiple hidden layers, enabling them to learn complex patterns
in the data. The compositional nature of DNN allows them to represent complex
functions as compositions of simpler functions, thus facilitating the learning of more
intricate patterns in the data [9].

• Number of epochs: An epoch refers to a complete pass through the entire training
dataset by the learning algorithm. The number of epochs defines how many times the
training process iterates over the entire dataset. Choosing an appropriate number
is crucial to balance convergence and overfitting. Too few epochs may result in an
under-trained model, whereas too many epochs can lead to excessive training time
or overfitting.

• Batch size: During training, instead of using the entire dataset, it is common to
divide it into smaller subsets called batches. The batch size hyperparameter deter-
mines the number of training samples processed at once before updating the model’s
parameters. Selecting an optimal batch size can impact training time, memory re-
quirements, and convergence speed. Smaller batch sizes may lead to noise in gradient
estimation, while larger batch sizes might require more memory.

• Learning rate: The learning rate controls the step size at which a model’s pa-
rameters are updated during the optimization process. It determines how quickly
the model adapts to new data. Selecting an appropriate learning rate is crucial for
efficient convergence. A high learning rate may cause instability, preventing conver-
gence, while a low learning rate might slow down the training process significantly.

In summary, choosing the right hyperparameters for a model is a challenging task that
impacts its performance and behavior. Properly fine-tuning hyperparameters using vari-
ous techniques, such as grid search, random search, or Bayesian optimization, is essential
to achieve optimal model performance [23]. In this thesis, the hyperparameters were
fine-tuned using grid search to achieve the best possible performance.
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Type of DNN Architecture

There are many different types of deep learning architectures, but some of the most
common include MLP, CNN, and Recurrent Neural Networks (RNN). They all consist
of interconnected neurons that are organized in layers

• MLP: MLPs are the simplest type of ANN, consisting of one or more hidden layers
of fully connected neurons. MLPs are typically used for classification tasks, such as
image recognition and natural language processing [8, 23]

• RNN: RNN are a type of DNN that are designed for processing sequential data,
such as time series or text. RNN have a feedback loop, which allows them to learn
long-term dependencies in the data. RNN can be used for tasks such as speech
recognition, language translation, and music generation.

However, basic RNN can suffer from the vanishing gradient problem, which means
that the gradients can become very small as they propagate through the network.
This can make it difficult for the network to learn long-term dependencies [23]. To
address this problem, variants of basic RNN have been developed, such as LSTM
and gated recurrent unit. These variants use gates to control the flow of information
through the network, which helps to prevent the vanishing gradient problem. LSTM
has two gates, while gated recurrent units have a single gate. Both LSTM and gated
recurrent units are effective at learning long-term dependencies in data, but LSTMs
are typically more complex and difficult to train [23].

• CNN: is a type of feedforward neural network that are commonly used for image
classification and object detection. Feedforward neural networks is a type of neural
network that processes data in a linear fashion, from the input layer to the output
layer.

3.1.2 Convolutional Neural Networks

CNN introduced by LeCun [34] for achieving handwritten digit recognition. CNN
is a type of deep learning algorithm that is well-suited for processing data with spatial
structure, such as images and video [23]. CNN has a hierarchical architecture, with each
layer learning to extract different features from the input data. This makes them ideal
for identifying patterns in network performance data, which is often represented as a
multidimensional array. The name ”convolutional” refers to the network’s use of a math-
ematical technique known as convolution. Convolution is a subset of linear operations.
Convolutional networks are simple neural networks with at least one layer that employs
convolution rather than general matrix multiplication [31].

CNN is made up of neurons, where each neuron has a learnable weight and bias. It
contains an input layer, an output layer, and multiple hidden layers, where the hidden
layer consists of convolutional layers, a pooling layer, fully connected layers, and various
normalization layers.
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Figure 3.1: Conceptual architecture of CNN [49].

Convolution layer

Convolutional layers are a type of neural network layers that are used to extract
features from the input data. They are the most important component of any CNN
architecture, and they are responsible for learning the low-level features of the data. A
convolutional layer works by applying a kernel to the input data. The kernel is a grid of
weights that are adjusted during training to extract meaningful features from the data.
The output of the kernel is a feature map, which is a smaller version of the input data
that contains information about the features that have been extracted by the kernel [30,
51]. The convolution operation is typically denoted with an asterisk:

𝑠(𝑡) = (𝐼 ∗ 𝐾)(𝑡) (3.4)

In CNN terminology, the function I referred to as the input data, the function K is the
kernel, and the output s(t) is referred to as the feature map. The discrete convolution
operation of CNN can be defined as follows:

𝑠(𝑖, 𝑗) = (𝐾 ∗ 𝐼)(𝑖, 𝑗) = ∑
𝑚

∑
𝑛

𝐼(𝑖 − 𝑚, 𝑗 − 𝑛)𝐾(𝑚, 𝑛) (3.5)

Here, i and j represent the coordinates of the output feature map, while m and n represent
the size of the kernel. The value of the output feature map at position (i, j) (represented
by S(i, j)) is obtained by sliding the kernel over the input matrix and taking the dot
product of the kernel with the corresponding submatrix of the input data.

The size of the kernel determines the size of the feature map. A larger kernel will
extract larger features from the input data, while a smaller kernel will extract smaller
features. The stride determines how the kernel is applied to the input data. A larger
stride will move the kernel over the input data more quickly, while a smaller stride will
move the kernel over the input data more slowly. The padding determines how the input
data is padded before the kernel is applied. Padding can be used to ensure that the output
feature map has the same size as the input data [30, 51]. When working with data on
a network performance system, time is typically discretized. This means that the NMS
provides data at regular intervals, such as once per hour. If so, the discrete convolution
will expressive more for this thesis.
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Non-linearity layer

Non-linearity layers are used to add non-linearity to the CNN. This is important
because it allows the CNN to learn more complex relationships between the input data
and the output. By transforming the input signal to the output signal, the non-linearity
layer introduces non-linearities, which helps the network to model complex relationships
between the input and output [51]. Some popular types of non-linearity layers include
sigmoid, tanh, ReLU. The ReLU is the most commonly used activation function in CNN.
When compared to others, ReLU has the advantage of requiring a minimal computing
load [49].

Pooling layer

The pooling layer is another important component of CNN that can have local or
global subsampling layers. The pooling layer adds the outputs of a neuron at one layer
into an individual neuron in the following layer. Its main task is to scale down the spatial
size of the representation to diminish the number of parameters and calculations in the
model [51]. It not only speeds up the calculations but also prevents the problem of
overfitting. The most common form of pooling layer is the max pooling, which selects the
maximum value from each patch of the feature map. The pooling layer helps to reduce
the dimensionality of the feature maps and to extract the most salient features of the
input data [56, 51].

Fully connected layers

The fully connected layer is a standard deep neural network that seeks to build pre-
dictions from the activations to be used for classification or regression. It has a similar
principle as the conventional MLP. This layer acquires full connections to each activation
in the previous layer, and the activations can be calculated by using matrix multiplication
followed by a bias offset.

Figure 3.2: Fully connected layer [49].

The fully connected layer is usually placed after the convolutional and pooling layers
and is responsible for making the final prediction based on the learned features [51]. A
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CNN contained at least one convolutional layer and after that pursued by at least one
fully connected layer as in a standard multi-layer neural network.

There are three main types of CNN [49]: One-dimensional (1D), Two-dimensional
(2D), and Three-dimensional (3D). They are all used to extract features from data, but
the difference between the three types of CNN is the dimensionality of the data that they
are used to process.

• 1D CNN are used to process 1D data, such as time series data. The convolutional
layers in a 1D CNN have a single spatial dimension, and they are typically used to
extract features from the data along the temporal dimension.

• 2D CNN are used to process 2D data, such as image data. The convolutional layers
in a 2D CNN have two spatial dimensions, and they are typically used to extract
features from the data along the height and width dimensions.

• 3D CNN are used to process 3D data, such as volumetric data. The convolutional
layers in a 3D CNN have three spatial dimensions, and they are typically used to
extract features from the data along the height, width, and depth dimensions.

3.2 SHapley Additive exPlanations

As machine learning models become more intricate and sophisticated, they often oper-
ate as ”black boxes,” meaning that it becomes challenging to comprehend the underlying
logic behind their predictions [35, 43]. Machine learning interpretability is the process
of understanding and explaining how machine learning models arrive at their predictions
or decisions. The growing emphasis on interpretability and explainability stems from the
need for transparency and accountability in machine learning systems [43, 48]. It is cru-
cial to understand why a particular prediction was made to ensure fairness, avoid bias,
and build trust. Interpretability methods can be classified based on several attributes, in-
cluding model-specific vs. model-agnostic methods, intrinsic vs. post-hoc interpretability,
and global vs. local interpretability [35].

• Model-specific vs. Model-agnostic: Model-specific methods are those that can
only be applied to a certain class of models, while model-agnostic methods are
applicable to any machine learning model in general [43, 48].

• Intrinsic vs. Post-hoc: Intrinsic interpretability approaches explain a model’s be-
havior starting from the input of the model and going through the model parameter
by parameter. In contrast, post-hoc techniques involve explainability into a model
from its outcome, such as marking what part of the input data is responsible for
the final decision. Intrinsic methods are built into the model itself, while post-hoc
methods are added to the model after it has been trained [43, 48].
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• Global vs. Local: Global interpretability methods explain the whole logic of a
model and the reasoning behind all possible outcomes [35]. They provide a sum-
marized explanation of the model’s behavior for each feature regardless of its value.
Global model interpretability explains a model through the most important rules
learned from the training data and represents the explanation through the model’s
structure and parameters. The whole system can be explained, and the logic can be
followed from the input to every possible outcome. Local interpretability methods
explain model characteristics and the impact of input features for a specific predic-
tion. The model can be explained only for each single prediction. These methods
are optimized for individual samples, but they may not provide a complete picture
of the model’s behavior [35].

SHAP [35] is a popular post-hoc interpretability method that can be used to explain
both the global and local behavior of machine learning models. It provides a way to
explain the contribution of each feature to the final prediction made by the model.

The basic idea behind SHAP is to use game theory, to apportion the model’s prediction
among the input features [35]. The Shapley value is a method for distributing the value
of game among its players. In the context of machine learning, the players are the input
features, and the value being distributed is the difference between the prediction made by
the model and the average prediction across the dataset. The SHAP framework provides
a unified measure of importance called the shap value to explain the contribution of each
feature to the final prediction. The general formula to compute the Shap value for a
feature is as follows:

𝜙𝑖 = ∑
𝑆⊆𝐹

|𝑆|!(|𝐹 | − |𝑆| − 1)!
|𝐹 |!

𝑓𝑆∪{𝑖}(𝑥𝑆∪{𝑖}) − 𝑓𝑆(𝑥𝑆) (3.6)

where:

• 𝜙𝑖 is the Shap value of feature i

• |𝑆|!(|𝐹 |−|𝑆|−1)!
|𝐹 |! is the number of ways to choose set 𝑆 from the set of all features 𝐹,

excluding feature 𝑖.

• 𝑓𝑆∪𝑖(𝑥𝑆∪𝑖) − 𝑓𝑆(𝑥𝑆), is the difference between the model’s prediction when feature 𝑖
is included in the set 𝑆 and the model’s prediction when feature 𝑖 is excluded from
the set 𝑆.

• S is a subset of features in F that does not include feature i

• |F|! is the total number of ways to choose a subset of features from F, used to
normalize the Shap values

SHAP uses a local approach to interpretability by calculating the shap values for
each feature for a specific prediction. Calculated by taking the sum of the difference
between the model’s prediction with and without the feature, for all possible subsets of
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features that do not include the feature. The weight of each subset is determined by the
number of features in the subset. It also provides a global approach to interpretability
by summarizing the SHAP values across all predictions to identify the most important
features of the model. This is calculated by averaging the local SHAP values across all
inputs [35]. The SHAP framework can be used for a wide range of machine learning
models, making it a powerful tool for model interpretability.

SHAP values can be calculated using different methods, including explainer, tree,
kernel, and deep approaches [35]:

a. Explainer SHAP: This method uses simple linear models like linear regression or
Lasso regression to compute SHAP values. It is computationally efficient but may
not be suitable for complex models or those with non-linear relationships.

b. Tree SHAP: This approach uses a modified version of the Game Theory Shapley
value. Instead of generating all possible feature orders, it averages over feature
orderings based on the tree structure of a decision tree. It works well for tree-based
models such as random forests.

c. Kernel SHAP: This method uses a LIME to explain the output of a machine
learning model. It is versatile and can be applied to a variety of models, both linear
and non-linear.

d. Deep SHAP: Deep SHAP is an extension of the SHAP method that can be applied
to deep learning models. To compute the Shapley values, Deep SHAP uses a modified
version of the model that includes a baseline input, which is used as a reference point
for computing the contribution of each feature. The method then computes the
difference between the model’s output for the actual input and the baseline input,
and uses this difference to compute the Shapley values. To calculate SHAP values
in Deep SHAP, the following steps are taken [35]:

• Generate a background dataset: A background dataset is generated to
serve as a reference for the model. This dataset should be representative of the
data that the model will be applied to.

• Sample a subset of the background dataset: A subset of the background
dataset is selected to create a set of reference points for the SHAP values.

• Generate a model output: The model is used to generate an output for each
reference point in the subset.

• Compute the contribution of each feature: The contribution of each fea-
ture to the output is computed by comparing the output of the model with and
without the feature present. This is done for each reference point in the subset.

• Compute the SHAP value: The contribution of each feature is averaged
across all reference points, and this average is used to compute the SHAP value
for that feature.
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• Sum up the SHAP values: The SHAP values for each feature are summed
up to obtain the overall importance of each feature in the model.

39



4 Proposed Root Cause Analysis Model

This chapter proposes RCA model that uses CNN and SHAP to identify the root causes
of accessibility and integrity degradation problems. The chapter begins by discussing the
metrics of accessibility and integrity. It then introduces the proposed RCA framework,
which is based on CNN and SHAP. The experimental setup is then described, including
data collection, preprocessing, and CNN model development. Finally, the metrics used
for model evaluation are presented.

4.1 The Proposed RCA Framework

LTE networks are prone to accessibility and integrity degradation, which can affect
network performance and the user experience. As defined earlier chapter, accessibility
degradation is the diminished ability of users to access the network or specific services. In
this thesis, the E-RAB setup success rate is chosen as a metric to evaluate the accessibility
of the LTE network. This metric offers valuable insights into the network’s performance
in establishing bearers to fulfill user service requests. A high E-RAB setup success rate
indicates that a substantial number of connection requests from UEs are being successfully
established, indicating good accessibility and efficient network operations. Conversely, if
the E-RAB setup success rate is degraded, it implies that the UE’s request has not been
successful, leading to user dissatisfaction.

In addition to accessibility, network integrity is another important aspect to consider.
Integrity degradation is the corruption or loss of data during transmission. In the context
of data services, average user throughput is commonly used by operators to verify the
integrity of the network. Average user throughput measures the average data transfer
rate experienced by users over a certain time. It helps assess the network’s capacity to
deliver data efficiently to users. Higher average user throughput generally indicates better
network integrity and performance, as users are able to receive data at faster speeds, and
vice versa.

The proposed RCA method for addressing E-RAB setup success degradation and user
throughput degradation in LTE networks integrates the use of CNN and SHAP. The
CNN model is specifically designed to handle one-dimensional input data and extract
important features from it, for this reason, a 1D CNN type is used.

A 1D CNN model is a type of deep learning model that is particularly effective for
analyzing sequential data or time series data, which is often encountered in telecommu-
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Figure 4.1: Proposed approach for low user throughput and E-RAB setup success RCA.

nication networks. Once the 1D CNN model predicts the degradation instances, SHAP
is utilized to interpret the prediction model and provide a high score value for the root
causes of the degradation. By applying SHAP, the proposed method can identify the key
factors or inputs that contribute the most to the degradation of E-RAB setup success rate
and user throughput.

4.2 Experiment setup

4.2.1 Data Collection

When conducting RCA of LTE low user throughput and low E-RAB setup success,
several factors need to be considered. These include analyzing radio conditions, signal-
ing flows, logging messages, and cell loading to determine the underlying causes for the
low throughput and network accessibility issues [45]. In this particular study, data was
collected from the ethio telecom LTE network.

The first step in the data collection process was to identify the reasons or causes why
E-RAB setup success and user throughput were degrading. These reasons needed to be
understandable to humans so that they could be addressed. By pinpointing these causes,
it becomes easier to identify the relevant parameters measured on the NMS. To gather
the necessary data, the following tasks were performed:
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1. Identification of Human-Understandable Causes: The first task involved
identifying causes that can be easily understood by humans and are typically associ-
ated with the degradation of E-RAB setup success and user throughput. Examples
of such causes may include signal interference, high network congestion, hardware
failures, software glitches, or configuration issues.

2. Measurement Parameter Identification: Once the human-understandable causes
were identified, the next step was to determine the specific parameters that can be
measured on the NMS. These parameters are directly related to the identified causes
and provide insights into the performance of the LTE network. Examples of mea-
surement parameters may include signal strength, intera frequency handover failure,
resource usage, number of active users, etc.

The dataset consists of 42 features that act as causal factors for two outcomes: low
user throughput and E-RAB setup success. These outcomes are predicted by a CNN 1D
classifier model. The input parameters for the model are derived from the Performance
Report System (PRS) and include various counters and KPIs, which are potential causes
for user throughput and E-RAB setup success. The following KPIs and counters serve as
input parameters for the model:

• Reference Signal Received Power (RSRP): RSRP is defined as the average
power of resource elements that carry cell-specific reference signals over the entire
bandwidth. RSRP levels typically range from around −75 dBm (close to an eNodeB)
to −120 dBm (at the cell edge). In the uplink, the information is taken from a
trace event that reports the number of transport blocks on the MAC level that are
scheduled in the uplink, distinguishing between two cases.

• Physical Resource Block (PRB) Utilization: In LTE each cellular tower has a
fixed number of Physical PRB defined in time and frequency. When a user requests
a certain type of service or E-RAB, the LTE scheduler at a cell site will allocate
a certain number of PRB depending on the request. PRB utilization refers to the
percentage or proportion of PRBs that are actively used for data transmission at a
given time. It indicates the efficiency of resource allocation and utilization within
the system. Higher PRB utilization suggests that a larger portion of the available
resources is being utilized for data transmission.

• Control Channel Element (CCE) utilization: Is an indicator used in wire-
less communication networks to measure the efficiency of allocated control channel
resources. These control channels are responsible for transmitting signaling infor-
mation between the network and user devices. When CCE utilization is high, it
means that a large percentage of the available control channel resources are being
utilized. This can indicate a high demand for signaling information in the network.
However, a high CCE utilization can have negative effects on user throughput and
E-RAB setup success.
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• Paging utilization: Paging is a mechanism used to notify a UE about incoming
calls, messages, or other events when the UE is in idle mode. The paging utilization
counter measures the frequency at which the network initiates paging for idle UEs.
A higher paging utilization counter indicates a higher number of paging requests
sent by the network.

If the paging utilization is high, it means that a large number of devices need to
be paged frequently, which can overload the system’s capacity and resources. This
increased demand for paging can lead to delays in setting up E-RAB. Additionally,
it reduces the available resources for carrying user data. As a result, the average user
throughput in the cell can decrease, impacting the overall network performance.

• CQI: Its purpose is to provide the eNodeB with information about the link adap-
tation parameters and the maximum achievable data rate that can be successfully
received by the UE. The CQI value received at the eNodeB serves as an indication of
the current channel conditions. Based on this value, the eNodeB can determine and
select the appropriate modulation and coding scheme to be used for the downlink.
transmission. The modulation scheme influences how the data is encoded onto the
radio waves, while the coding scheme controls the amount of error correction applied
to the transmitted data. The selection of the optimal modulation and coding scheme
based on the CQI helps to maximize the data rate and overall system performance
while ensuring reliable communication between the eNodeB and the UE.

• Intra frequency handover failure: Is an indicator of the unsuccessful handover
or transfer of a mobile device from one eNodeB to another within the same frequency.
When a handover fails, the user’s connection is not seamlessly transferred to the new
eNodeB, resulting in disruptions or even dropped calls. This can lead to deteriorated
user experience, decreased throughput, and reduced data or voice service quality.

Low user throughput can occur because of failed handovers, as the mobile device may
struggle to connect to a stronger or less congested eNodeB, resulting in slower data
speeds. Failed handovers can also prevent the successful setup of bearers, leading to
reduced data rates and lower overall network performance.

• L.Traffic.ActiveUser.Avg: This counter represents the average number of active
users in the network over a specific period. Active users are those who are currently
using data services, making calls, or engaged in any network activity. When the
number of active users increases, the available network resources get divided among
a larger number of users. This can result in decreased throughput for each user,
meaning that the data transfer rate experienced by individual users may decrease.
With limited network resources, the network may struggle to handle the increased
traffic, resulting in lower user throughput. Also, the network may face capacity
issues, and as a result, it might fail to set up the required bearers for all the users
successfully.
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• L.Traffic.User.Avg: Refers to the average number of users in the network over a
specific time. It includes both active and inactive users. Inactive users refer to those
who are connected to the network but not actively involved in any activity, such as
idle or standby users.

• Circuit Switched Fallback (CSFB) failure times: Refer to instances where
the CSFB procedure fails during a voice call in an LTE network. If a device fails
to fall back to the circuit-switched network properly, it may struggle to establish a
successful E-RAB connection.

• L.HHO.PingPongHo: Ping Pong Ho events occur in LTE when a mobile device
rapidly switches between two cells due to signal strength fluctuations. This sit-
uation typically happens when a mobile device is moving within the overlapping
coverage areas of two cells. When ping-ponging handovers occur frequently, there
is a higher chance of an E-RAB setup failure due to timing issues and increased
signaling congestion. Also, each handover involves signaling procedures and radio
resource allocation, causing delays and interruptions in data transmission.

• Transport Network layer fault: The transport network layer is responsible for
providing the transport and routing functions for user data within the LTE network
[1]. It ensures that the data packets are properly delivered between the UE and the
network through the core network. The counter L.E-RAB.FailEst.TNL specifically
counts the number of times the establishment of the E-RAB fails at the transport
network layer. This counter helps to monitor the performance and identify any
potential issues or bottlenecks in the transport network layer.

• Failure caused by MME: This can be determined by examining the counters L.E-
RAB. FailEst.MME and L.E-RAB.AbnormRel.MME. The counter L.E-RAB.FailEst.MME
indicates the number of E-RAB setup failures that have been initiated by the MME.
On the other hand, the counter L.E-RAB.AbnormRel. MME indicates abnormal
E-RAB releases caused by the MME.

Cause symptom mapping for the input parameters is presented in Table 4.1. These
parameters are the same for both the E-RAB setup and for low average user throughput.
It’s important to note that some of these counters may overlap and could indicate multiple
types of problems. For example, high congestion can lead to resource problems and
affect handover performance. Therefore, network operators need to analyze these counters
together and take appropriate measures to optimize the network performance.
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Table 4.1: Cause-symptom mapping for E-RAB setup and user throughput.

Causes Class Observable Features

Traffic
L.Traffic.User.Avg

L.Traffic.ActiveUser.Avg
4G_DL Data Volume (MB)

Handover
Intra_fre_HO_failure
Inter_fre_HO_failure

L.E-RAB.AbnormRel.HOFailure

Resource
DL PRB Utilization

L.E-RAB.AbnormRel.Radio
L.E-RAB.FailEst.NoRadioRes

Coverage and Interference

TA(>1.95KM)
DL BLER Rate

Rank1 Rate
L.UL.Interference.Avg

RSRP <-120dBm Percentage
-120dBm <= RSRP< -115dBm

L.RRCRedirection.E2W.Coverage

Congestion

CCE Utilization
Paging utilization

RRC Congestion Ratio
E-RAB Congestion Ratio

Configuration L.HHO.PingPongHo

Core Network L.E-RAB.FailEst.MME
L.E-RAB.AbnormRel.MME

Transmission Network L.E-RAB.AbnormRel.TNL
Power Outage, Hardware faults Cell unavailability

4.2.2 Data Preprocessing

Data Preprocessing is a crucial step in machine learning that involves preparing the
data for analysis to improve the accuracy and effectiveness of the chosen method. Several
important tasks need to be performed during data preprocessing.

• Data cleaning: is the process of handling and correcting any errors, inconsistencies,
or outliers present in the dataset. During data cleaning, certain procedures are
carried out such as removing irrelevant data, fixing formatting issues, and addressing
missing or duplicate values. Clean data ensures that the subsequent analysis and
modeling are accurate and reliable.

One common challenge is dealing with missing values, which occur when the cell is
not available or out of service. In this particular dataset, interpolation techniques
cannot be applied to address missing values. Counters like PRB utilization, active
user, and average user should be zero when the cell is out of service. Additionally,
removing these instances is not an option as the model needs to learn about cell
unavailability. To handle the missing values in this dataset, a solution is to replace
them with zero.
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• Data normalization: Machine learning algorithms can face difficulties when pro-
cessing features that have widely differing scales or ranges. As a solution, normal-
ization is employed as a data preprocessing technique to bring these features to a
common scale. This is done to enhance model performance and training stability.
Specifically in this thesis, the input parameters consist of KPIs and counters that
are derived from an LTE network, but these parameters are frequently impacted by
outliers. To handle this issue, Robust scaling is being considered as the approach
for this research. It scales the data based on the interquartile range instead of the
mean and standard deviation. The interquartile range is a measure of the spread of
the data that is less sensitive to outliers than the mean and standard deviation [38].

𝑥𝑖 − 𝑄1(𝑥)
𝑄3(𝑥) − 𝑄1(𝑥)

(4.1)

Where 𝑄1 is the 1st quartile, and 𝑄3 is the third quartile.

• Data discretization: is the process of converting continuous data into categorical
data by dividing it into predefined categories. In this particular case, the targets
of interest are the E-RAB setup success and average user throughput, which are
continuous values. To analyze this data, it needs to be grouped into a binary clas-
sification.

For the binary classification, class 0 represents low user throughput, while class
1 represents not low user throughput. Similarly, class 0 represents low E-RAB
setup success, and class 1 represents acceptable E-RAB setup success. In LTE, user
throughput is considered low if it falls below 3Mbps. Additionally, low E-RAB setup
success is defined as E-RAB setup success below 99%.

4.2.3 Software

To implement the RCA, several different software tools have been utilized. All of them
are available through open-source licenses for educational purposes.

Pyhton: Anaconda Distribution

Anaconda is a custom Python distribution. It provides access to a great variety of
Python packages that facilitate data science tasks. Some of the packages [18, 27] used in
this thesis are:

• NumPy: The fundamental package for scientific computing in Python. It provides
multidimensional array support, as well as support for fast operations on arrays,
including mathematical, logical, shape manipulation, sorting, basic linear algebra,
statistical operations, random simulation, etc. This thesis makes use of this library
throughout the whole implementation, as the data and methods developed in this
thesis make use of multidimensional tabular data stored in arrays.
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• Scikit-learn: A Python library that provides tools for data analysis and machine
learning.

• Pandas: A Python library providing fast, flexible, and expressive data structures
designed to make working with ”relational” or ”labeled” data both easy and intuitive.
It allows the manipulation and processing of tabular data in an efficient way, and it is
used in this project during the parsing and cleaning phases of the data preprocessing.

• Keras and TensorFlow: Keras and TensorFlow are two powerful libraries used
for developing deep learning models, including CNN. Keras is a high-level neural
network API that can run on top of other libraries like TensorFlow. It simplifies
the process of building and training neural networks by providing a user-friendly
interface and high-level abstractions. TensorFlow, on the other hand, is an open-
source deep learning framework developed by Google. It provides a more low-level
and flexible approach to building neural networks, allowing users to have greater
control over the model architecture and training process. Used in this thesis to train
and deploy a CNN 1D neural neural network to classify the degradation.

4.2.4 CNN 1D Model Development

A 1D CNN model for binary classification is presented, where the goal is to classify
whether a cell’s performance is degraded (class 0) or not degraded (class 1). The model
has several layers, including two convolutional layers, a dropout layer, a max pooling
layer, a flatten layer, and two dense layers.

The model is created using the Sequential API from Keras. Conv1D layers are added to
perform convolution operations. The first layer added to the model is a 1D convolutional
layer (conv1d) with 128 filters, a kernel size of 3, and a ReLU activation function. The
input_shape parameter specifies the shape of the input data, with x_train.shape[1],1
represent the number of features in data and a single dimension (1) for the hourly interval
measurement, where x_train is the training data. This layer learns to extract features
from the input data. The second convolutional conv1d layer is added with the same
configuration as the previous one.

A dropout layer with a dropout rate of 0.5 is incorporated to prevent overfitting by
randomly dropping out some of the neurons. The max pooling layer with a pooling size of
2 reduces the dimensionality of the output from the convolutional layers. The flatten layer
converts the output from the convolutional and max pooling layers into a one-dimensional
array to be compatible with dense layers.

The first and second dense layers with 64 units and a ReLU activation function is
used, serving as the hidden layer. These layers learn to classify the input data into two
classes. The final dense layer with 1 unit and a sigmoid activation is included for the
output, representing the binary classification.

The model is compiled with the binary cross-entropy loss function, the Adam opti-
mizer, and accuracy as a metric. This means that the model will be trained to minimize
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the binary cross-entropy loss, which is a measure of the difference between the predicted
and actual labels. The Adam optimizer will be used to train the model, and the accuracy
metric will be used to evaluate the model’s performance.

4.3 Model Evaluation

Model evaluation metrics are used to assess the performance of a classification model.
They help in understanding how well the model can correctly predict the classes of the
input data. In the case of a 1D CNN classification model for classifying user through-
put/E-RAB setup susses as degraded (class 0) or not degraded (class 1), the following
evaluation metrics can be used:

• Confusion Matrix: A confusion matrix shows the count of true positive (TP, cor-
rectly identified positive instances), false positive (FP), false negative (FN, instances
misclassified as negative), and true negative (TN) predictions. It helps visualize the
performance of the model in terms of correct and incorrect predictions.

• Sensitivity: One important metric derived from the Confusion Matrix is Sensitivity.
Sensitivity is a measure used to evaluate the performance of a classification. It
assesses the model’s ability to correctly identify positive (degraded) instances in a
dataset. To compute sensitivity, the number of true positives is divided by the sum
of true positives and false negatives.

𝑆𝑒𝑛𝑠𝑖𝑡𝑖𝑣𝑖𝑡𝑦 = 𝑇 𝑃
𝑇 𝑃 + 𝐹𝑁

(4.2)

• Precision: Precision measures the model’s ability to correctly classify positive in-
stances out of all the instances it classified as positive. It is calculated by dividing
the number of true positives by the sum of true positives and false positives.

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 = 𝑇 𝑃
𝑇 𝑃 + 𝐹𝑃

(4.3)

A high precision score indicates that the model has a low rate of incorrectly classi-
fying negative instances as positive.

• Specificity: Specificity is also known as the True Negative Rate. Specificity eval-
uates the model’s ability to accurately identify negative cases (class 1 or normal
instances) among all the true negative instances in the dataset. It focuses on min-
imizing false positive errors, thus aiming to avoid classifying normal instances as
degraded or abnormal.

𝑆𝑝𝑒𝑐𝑖𝑓𝑖𝑐𝑖𝑡𝑦 = 𝑇 𝑁
𝑇 𝑁 + 𝐹𝑃

(4.4)

A high specificity score suggests that the model is capable of correctly identifying
normal instances while minimizing false alarms.
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It is critical to find an optimal balance between specificity and sensitivity when
designing a successful binary classification model. While specificity indicates that
normal performance is recognized correctly, sensitivity ensures that performance
degradation is detected correctly. The optimal balance is determined by the appli-
cation and the costs or repercussions of false positives and false negatives.

• F1-Score: The F1-Score combines both precision and recall by taking their har-
monic mean. It provides a balanced evaluation of a model’s performance by con-
sidering both its ability to avoid false positives and its ability to detect all positive
instances.

𝐹1 − 𝑆𝑐𝑜𝑟𝑒 = 2 ∗ 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 ∗ 𝑅𝑒𝑐𝑎𝑙𝑙
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙

(4.5)

• Accuracy: Accuracy is another metric that measures the overall correctness of the
model’s predictions. It represents the ratio of correctly predicted instances to the
total instances.

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 = 𝑇 𝑃 + 𝑇 𝑁
𝑇 𝑃 + 𝑇 𝑁 + 𝐹𝑃 + 𝐹𝑁

(4.6)
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5 Results and Discussions

The evaluation and analysis of the machine learning model built in the previous chapter
will be the focus of Chapter 5. A detailed performance evaluation will be carried out to
examine the models’ accuracy, efficiency, and reliability. In addition, the results of the
model for real-world LTE network data will be investigated and discussed.

In this study, a dataset spanning 62 days was utilized to analyze 4G KPIs and counters.
The data was obtained from a specific area, with measurements taken hourly for each KPI.
This resulted in 24 values for each KPI and counters, making a total of 1501 measurements
for each cell. The selection of the network area was carried out in collaboration with
experts from the Engineering team, who employed the NMS network tool. This tool
helps to identify an area that frequently experiences lower throughput issues.

Figure 5.1: Selected network area for the analysis.

The chosen network area for analysis is depicted in Figure 5.1, with the specific area
marked within the small circle. The orange color highlights the region with decreased
user throughput. The eNodeB analysis focused on one particular eNodeB in this net-
work, consisting of 9 cells. A total of 13509 samples were collected from this selected
eNodeB for analysis. Furthermore, for the network-level analysis, a broader range of
data was included, amounting to 362,095 samples in total. These rich datasets enabled a
comprehensive network performance assessment.
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5.1 Dataset Visualization

As described in the previous chapter, the raw data contains an invalid (null) character
when the cell is out of service. This indicates that there was no measured value for those
counters. Other than that, there are no missing values in the dataset. In this case,
handling the missing values using techniques like imputation or deleting the raw data is
not an option. If null values are deleted, the model will not learn the condition when the
cell is not out of service, thus missing important causes. The option being considered here
is to replace the null values with zero, which will indicate that there was no measurement
value for those counters.

A. Visualize Targets Variables

In the aggregated network, the dataset includes 362,095 observations for each variable.
The E-RAB Setup success rate has a mean of 99.46%, indicating a high overall success
rate. The standard deviation is 5.626, suggesting relatively low variability in the data.
The lowest E-RAB Setup success rate recorded is 0%, while the highest is 100%.

Analyzing the quartiles, observe that 25% of the data has an E-RAB Setup success rate
below 99.76%. The median (50%) for this variable is approximately 99.9%. As for the
upper quartile, it is 100%, showing that 75% of the data falls within this range.

Figure 5.2: Statistical results for E-RAB setup success and user throughput.

Similarly, for the downlink user throughput variable in the aggregated network, the mean
throughput is 9.12 Mbit/s, with a standard deviation of 6.6. The minimum throughput
observed is 0.0 Mbit/s, while the maximum is 117.3 Mbit/s. Examining the quartiles
for downlink user throughput, 25% of the data falls below 3.8 Mbit/s, the median is 7.9
Mbit/s, and the upper quartile is 13.01 Mbit/s.

Now, let’s consider the dataset at the cell level, which consists of 1,501 observations for
each variable. The mean E-RAB Setup success rate is 99.19%, indicating a high overall
success rate. The standard deviation is 0.88, suggesting relatively low variability in the
data. The minimum value for E-RAB Setup Success Rate is 91.062%, while the maximum
value is 100%. The quartiles reveal that 25% of the data falls below 98.59% for E-RAB
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setup success, and the median is approximately 99.45%. The upper quartile is 100%,
indicating that 75% of the data falls within this range.

For downlink user throughput at the cell level, the mean throughput is 6.287216 Mbit/s,
with a standard deviation of 4.704356. The minimum throughput observed is 0.3359
Mbit/s, while the maximum is 26.8045 Mbit/s. The quartiles show that 25% of the data
is below 2.102450 Mbit/s, the median is 5.7781 Mbit/s, and the upper quartile is 9.0782
Mbit/s. Overall, the distribution of the target variables is shown below at the network,
eNodeB, and cell levels.

(a) Network level (b) eNodeB level (c) Cell Level

Figure 5.3: E-RAB setup success distribution using histogram.

(a) Network level (b) eNodeB level (c) Cell Level

Figure 5.4: Downlink user throughput distribution using a histogram.

B. Feature Correlation

To visualize the relationship between the input parameters and the target components,
we are using Pearson correlation. Figure 5.5 shows the linear relationship of the input pa-
rameters with the target variables. A linear relationship means that there is a consistent
change in one variable with respect to another. In Pearson correlation, a positive corre-
lation indicates a direct relationship where both variables increase or decrease together,
while a negative correlation indicates an inverse relationship where one variable increases
while the other decreases.
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(a) E-RAB setup success with other features (b) User throughput with other features

Figure 5.5: Correlation between features and the targets.

Figure 5.5a demonstrates that the KPIs such as frequency handover setup success, CQI
Avg, DL AVG MCS, and L.DLPwr.Avg(dBm) has a high positive correlation with E-
RAB setup success. Conversely, E-RAB Congestion Ratio(%), E-RAB setup failure,
L.UL.Interference.Avg (dBm), Wireless Network Unavailable Rate, and paging utilization
have a negative relationship with E-RAB setup success.

Figure 5.5b indicates that CQI avg, E-RAB setup success, DL AVG MCS, Intra-RAT HO
Success Rate(%), high RSRP, and cell availability have a positive correlation with DL user
throughput. In contrast, CCE utilization, DL PRB utilization,L.Traffic.ActiveUser.Avg,
CQI<7 Ratio, DL BLER rate, and L.UL.Interference has a negative relationship with
average user throughput. These features will be used for further analysis to identify the
root causes of low E-RAB setup success and low user throughput.

5.2 Evaluation Results

This subsection discusses the performance of the DNN model on the test dataset. It
would also discuss the hyperparameters that were used to train the model and how they
affected the performance.

5.2.1 Determining Model Inputs and Outputs

After analyzing the data, a threshold value was set for the binary classification. For
E-RAB setup success rate, a value less than 99% is considered low or degraded (Class
0), while a value greater than 99% is considered normal or not degraded (Class 1). This
threshold value was chosen because it is the point at which the percentage of declined
E-RAB setup requests begins to increase significantly.
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(a) Network level (b) eNodeB level (c) Cell Level

Figure 5.6: E-RAB setup success classes

When E-RAB setup success rate is less than 99%, it indicates that 1% of the E-
RAB requests for service were declined. This suggests that there may be issues with the
network performance or capacity that are affecting the ability of cells to establish logical
connections with UE. This leads to dropped calls, slower data speeds, and other problems.

For user throughput, a value of greater than 3 Mbps was considered as good (Class 1),
and a value less than 3 Mbps is considered as low or degraded (Class 0). This threshold
value was chosen because it is the point at which users begin to experience noticeable
degradation in performance. When the user throughput is less than 3 Mbps, users may
experience slower data speeds, buffering while streaming, or delay in page loading.

(a) Network level (b) eNodeB level (c) Cell Level

Figure 5.7: Downlink user throughput classes

5.2.2 Developed Model

To construct the 1D CNN binary classification model, GridSearch method [23] was
utilized to fine-tune the hyperparameters. GridSearch is a method that systematically
explores different combinations of hyperparameters to find the optimal configuration for
model performance. Due to limitations in processing devices and time constraints, the
GridSearch was conducted exclusively using the data at the eNodeB level. The tuned
hyperparameters include the number of convolutional layers, filter size, kernel size, dense
layer, and the number of neurons in the dense layer.

After hyperparameter tuning, using GridSearch, the developed model summary for
network level data is presented in Figure 5.8. The model is sequential, meaning the layers
are stacked sequentially in order. The layers in the model are as follows:

54



Figure 5.8: Summary of the proposed 1D CNN model

Trainable parameters are the weights and biases in a model that are updated during the
training process. These parameters are learned from the input data to make predictions
and optimize the model’s performance. The proposed architecture, as shown in Figure
5.9, consists of two convolutional layers, a dropout layer, pooling layers, and three dense
layers.

Figure 5.9: The architecture of the proposed 1D-CNN model.

• Input layer: Receive input of n number of features (counters and KPIs). The value
of n depends on the number of features in each dataset. For this analysis, the input
layer receives 42 counters and KPIs.

• The first Conv1D layer takes input data and performs a 1D convolution operation
with 128 filters a kernel size of 3, and ReLU activation function, producing an output
shape of (None, 42, 128). This indicates ’None’ for the batch size, 42 for the features,
and 128 for the number of filters. It has 512 trainable parameters.

• The second convolutional layer has the same configuration as the previous layer and
produces an output shape of (None, 40, 128). It has 49,280 trainable parameters.

• A Dropout layer with a rate of 0.5 is added. Dropout randomly sets a fraction of

55



input units to 0 during training, which helps prevent overfitting. The output shape
remains the same: (none, 40, 128). It has no trainable parameters as it does not
learn any weights.

• A MaxPooling1D layer with a pool size of 2 is added. Max pooling reduces the
dimensionality of the input by taking the maximum value within a defined pool size.
This layer has an output shape of (none, 20, 128) and 0 trainable parameters.

• Flatten layer: Reshapes the tensor from (none, 20, 128) to (none, 2560), flattening
the input tensor for the subsequent dense layers.

• Dense layer: This layer is a fully connected layer with 64 neurons and ReLU ac-
tivation function. It receives the flattened input and produces an output of shape
(none, 64). It has 163904 trainable parameters.

• Dense layer: Another fully connected layer with 64 neurons and ReLU activation
function producing an output shape of (none, 64). This layer contains 4,160 param-
eters.

• Output layer: The final dense layer with 1 unit/neuron and sigmoid activation
function for binary classification. It has 65 parameters. The sigmoid activation
function outputs values between 0 and 1, representing the probability of the input
being in either class.

The model is compiled with the binary_crossentropy loss function, Adam optimizer, and
accuracy as the evaluation metric.

As shown in the above section, there exists an imbalance between the positive and
negative classes, with the degraded (positive) classes having a lower count than the not-
degraded classes. This imbalance introduces potential bias in the model and can result in
false predictions for the degraded class. Both oversampling and under-sampling techniques
are not applicable in this study. Oversampling might introduce synthetic data while
under-sampling may lead to a loss of crucial information in the data [38]. To overcome
this issue, a stratified K-fold cross-validation method was utilized. This method ensures
that each training fold maintains a balanced class distribution [38]. The proposed 1D
CNN classification hyperparameters are presented in Table 5.1.

Table 5.1: Proposed 1D CNN Model Overall Hyperparameters’

Parameter Value
Optimizer Adam

Learning rate 0.001
Loss Binary Cross-entropy

Stratified Cross validation Fold size 5
Epochs 50

Batch size 32
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5.2.3 Developed Model Performance

Once the model is developed, it is trained using the same input data to predict both
low throughput and E-RAB setup success. The target variable is modified accordingly for
each prediction. For E-RAB analysis, the input parameters are based on those described in
Chapter 4, including downlink user throughput. The output of this analysis is the E-RAB
setup success rate. Likewise, for throughput analysis, the input parameters consist of KPIs
and counters discussed in Chapter 4, while the output is the downlink user throughput.

After developing the 1D CNN model, stratified k-fold cross-validation with 5 splits was
used to evaluate the performance of the model. Within each fold, the model is trained
on the training data using the fit() function. Then, predictions are made on the test
data using the predict() function. The accuracy, precision, sensitivity, F1 score, and F2
score are calculated and stored for each fold. The confusion matrices for each fold are
also calculated and an average confusion matrix is computed by summing the confusion
matrices on each fold and dividing by the number of folds.

A. Model performance for E-RAB Prediction

Figure 5.10 shows the confusion matrix results of the model in predicting E-RAB
setup success on test data on the last fold. The x-axis represents the predicted class,
while the y-axis represents the actual class of the test data. The II and the IV
quadrants contain the samples that the model predicted accurately, while the I and
the III quadrants contain incorrectly classified classes.

In the network level analysis of E-RAB setup success, the model correctly predicted
samples amount to 71,305, which is the sum of 890 and 70,415. The total number
of incorrectly classified instances is 1,114, which is the sum of 14 and 1,100.

(a) Network level (b) eNodeB level (c) Cell Level

Figure 5.10: Model performance for E-RAB setup analysis

For eNodeB level analysis, the model correctly predicted 2,653 classes, which is the
sum of 123 and 2,530. The number of incorrectly predicted classes is 25 + 23 = 48.
In the cell level analysis, a total of 275 instants were correctly classified on the fold
5, which is the sum of 57 and 218. The number of incorrectly classified instants is
5 + 20 = 25.
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Table 5.2 presents the average model performance for E-RAB prediction. It includes
the accuracy, precision, sensitivity, F1-score, and F2-score for different levels of
analysis (cell, eNodeB, and network).

Table 5.2: Model performance for E-RAB prediction

Accuracy Precision Sensitivity F1-score Specificity
Cell level 93.4 90.9 82.8 86.6 97.1

eNodeB level 98.3 86.1 82.1 83.8 99.2
Network 98.3 75.04 44.8 55.68 99

B. Model performance for User Throughput prediction

The proposed classification model performance on downlink user throughput pre-
diction is presented as follows. Figure 5.11 displays the confusion matrix results on
the last fold. The x-axis represents the predicted class, while the y-axis represents
the actual class of the test data. The II and IV quadrants contain the samples that
the model predicted accurately, while the I and III quadrants contain incorrectly
predicted classes.

In the network level analysis of user throughput (Figure 5.11), the model correctly
predicted a total of 12308+58042 = 70, 350 instances. The total incorrectly classified
samples amount to 2,069.

For eNodeB analysis, the model correctly predicted 2,653 samples, while 48 samples
were incorrectly predicted. In the cell-level analysis, a total of 287 samples were
correctly predicted, and 13 samples were predicted incorrectly.

(a) Network level (b) eNodeB level (c) Cell Level

Figure 5.11: Model performance for throughput analysis

Table 5.3: Model performance for throughput prediction

Accuracy Precision Sensitivity F1-score Specificity
Cell level 97.2 96.1 95.5 95.7 98

eNodeB level 97.6 96 94.7 95.3 98
Network 97.1 95.4 89.2 92.2 90.8

Table 5.3 presents the average model performance for user throughput prediction,
including the accuracy, precision, sensitivity, F1-score, and F2-score for different levels of
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analysis (cell, eNodeB, and network).

5.3 Results

This section focuses on analyzing key KPIs and counters that are important for pre-
dicting the low E-RAB setup success and low downlink user throughput. This analysis is
conducted both on a group level and for individual instances.

To perform this, a SHAP Deepexplainer object was created using a trained CNN model
and the reshaped training data. This Deepexplainer object will enable the computation
of SHAP values, indicating the contribution of each feature to the model’s output. The
Deepexplainer object is used to calculate SHAP values for the first 200 or more samples
of the reshaped testing data. To provide a visual representation of feature importance,
the SHAP values were graphically displayed using the shap.summary_plot() function.
This plot aids in comprehending the KPIs and counters that greatly influence the model’s
output. The SHAP values for all features were computed specifically for the identified
degraded class. The shap python library was utilized for these calculations.

Additionally, for single instance analysis, a KernelExplainer object is created to com-
pute SHAP values for a single prediction. The shap.force_plot() function was then used
to create a force plot that visualizes the contributions of each feature to the predicted
output for that specific sample.

5.3.1 E-RAB Setup Success Analysis

In this section, the results for the E-RAB setup success will be presented. For the
analysis, the most important KPIs and counters for predicting if the E-RAB setup success
is below a threshold are presented. This includes different levels of analysis like network,
eNodeB, and cell level.

i. Network Level

The figure representing the KPIs and counters for predicting if the E-RAB setup
success falls below a certain threshold in an aggregated network test is shown in
Figure 5.12. The model used for prediction demonstrates a sensitivity of 44.8% and
an F1-score of 55.68%.
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Figure 5.12: Root causes for lower E-RAB setup success at the network level.

The summary plot illustrated in Figure 5.12 merges feature importance with feature
effects, presenting a comprehensive overview. The x-axis corresponds to the SHAP
values, while the y-axis corresponds to the degraded instance features. The ordering
of the features is based on their significance. It reveals that the number of E-RAB
setup failures has the most significant impact on predicting low E-RAB setup success.
This is followed by the failure of E-RAB setup caused by the MME. The third notable
counter is the average number of users in the network. The fourth and fifth most
important counters are the handover failure between the eNodeBs and the E-RAB
setup failure due to transport network problem. Other contributors to predicting
low E-RAB setup failure include CSFB, CQI values below seven, CCE utilization,
average number of active users, and setup failure due to insufficient radio resources.

ii. eNodeB Level

Figure 5.13 illustrates the most crucial KPIs and counters for predicting E-RAB
setup success below the threshold at the eNodeB level. The model’s performance
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for prediction achieves a sensitivity of 82.1% and an F1-score of 83.8%.

Figure 5.13: Root causes for lower E-RAB setup success at the eNodeB level.

The same as in the network level analysis, the number of E-RAB failures and E-RAB
failures due to MME are the most important counters. Furthermore, the Rank 1
rate and CSFB redirection are also essential metrics in this prediction. Moreover,
the time advance, number of CSFB preparation failures, and number of RRC setup
failures are crucial counters in predicting lower E-RAB setup success. The paging
utilization, CCE utilization, and inter-frequency handover failure are also significant
KPIs in prediction E-RAB setup success below the threshold.

iii. Cell Level

The results for the single cell are presented here. The model’s performance for
prediction achieves a sensitivity of 86.6% and an F1-score of 82.8%. Figure 5.14
displays KPIs and counters that are most important for predicting low E-RAB setup
success.
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Figure 5.14: Root causes for lower E-RAB setup success at the cell level.

The same as the above two analyses, the number of E-RAB setup failures and E-RAB
setup failures due to MME are the first and the second most significant counters
in predicting low E-RAB setup success. Following this, CCE utilization, paging
utilization, and number of RRC setup failures are significant for the prediction.
Additionally, abnormal E-RAB release due to handover failure, E-RAB failure due
to resource problems, and interference are also important counters.

iv. Individual Instance Analysis

The analysis mentioned above was conducted on aggregated samples from the test
data. To identify the most significant KPIs for predicting low E-RAB setup success
in individual instances, a force plot is utilized. This force plot visually presents the
positive or negative contribution of each feature towards the final prediction, relative
to a base value.The base value that shown in the shap.force_plot plot, depicts the
expected output of the model. By examining the force plot, we can understand how
the SHAP values influence the model’s prediction, shifting it from the base value to
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the actual prediction for the selected instance.

Figure 5.15: Root causes for lower E-RAB setup success in a single instance.

Figure 5.15 illustrates the Shap force plot for the 10th sample in the test set. The plot
shows the computed SHAP values for the input dataset, indicating the contribution
of each feature towards the final prediction for the given sample.

The length of the bars in the plot indicates the level of impact on the prediction, with
longer bars signifying a higher impact and shorter bars representing a lower impact.
Specifically, for the sample, the factors that play an important role in predicting
a base value of 0.09 (which indicates a lower E-RAB setup success) are a number
of E-RAB failures, E-RAB failure due to MME and RSRP less than −120𝑑𝐵𝑚
percentage. These three features influence the prediction the most in this scenario.

5.3.2 Downlink User Throughput Analysis

The results for low user throughput in the downlink will be presented. The analysis
includes KPIs and counters at various levels: network, eNodeB, and cell.

i. Network Level

Figure 5.16 showcases the important KPIs and counters for predicting low downlink
user throughput in an aggregated network test. The model’s performance for pre-
diction achieves a sensitivity of 89.2% and an F1-score of 92.2%. Among the factors,
the average number of active users is considered to be the most important factor
for predicting low user throughput (Figure 5.16). The second important factor is
downlink PRB utilization. The third factor is the ratio of CQI values less than 7.
Another significant factor is the number of redirections to WCDMA due to coverage
issues.

63



Figure 5.16: Root causes for lower user throughput at the network level.

Additionally, KPIs such as CQI average, inter eNodeB handover failure, average
traffic user, and downlink block error also contribute significantly to the prediction.

ii. eNodeB Level

Figure 5.17 analyzes the KPIs that contribute to predicting low user throughput at
the eNodeB level. The model’s performance for prediction achieves a sensitivity of
94.7% and an F1-score of 95.3%. The primary counter is the average active user
number, which has the highest impact on predicting low user throughput. The
second most important KPI is the downlink PRB utilization, followed by the CCE
utilization ratio, which represents the third factor. The fourth significant KPI is
the average user number, while the fifth factor is the ratio of CQI values less than
seven. Additional KPIs that significantly contribute to the prediction include E-
RAB setup failure, time advance greater than 1.95km percentage, and downlink
block error rate. These variables also play a vital role in determining the likelihood
of low user throughput.
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Figure 5.17: Root causes for lower user throughput at the eNodeB level.

iii. Cell Level

At the cell level, Figure 5.18 presents the most important KPIs for predicting low user
throughput. The model’s performance for prediction achieves a sensitivity of 95.5%
and an F1-score of 95.7%. Downlink PRB utilization plays the most significant role
in determining low user throughput at the cell level. The second most important
KPI is the ratio of CQI values less than seven. Additionally, downlink packet loss
rate and inter eNodeB handover failures are the fourth and fifth significant KPIs for
prediction purposes.
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Figure 5.18: Root causes for lower user throughput at the cell level.

CCE utilization, downlink average power, average number of users, and E-RAB fail-
ures due to insufficient radio resources also significantly contribute to the prediction
of low user throughput in LTE cells.

iv. Individual instance Analysis

The shape force plot for the 50𝑡ℎ sample in the test data is displayed in Figure 5.19.
The model’s prediction output of 𝑓(𝑥) = 0.2 suggests a low user throughput. The
plot indicates that the downlink PRB utilization, number of RRC setup failures,
and downlink block error rate are the most significant KPIs for this prediction.

Figure 5.19: Root causes for lower user throughput in a single instance.
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5.4 Discussion of the Results

Based on the results obtained from the analysis, several important KPIs and coun-
ters have been identified for predicting low E-RAB setup success and low downlink user
throughput at different levels of the network.

5.4.1 Result Discussions Of Accessibility

The E-RAB setup success rate network accessibility is a metric that measures the
percentage of successfully established E-RABs out of the total attempted E-RAB setup
requests. This success rate reflects the efficiency of the network in establishing the neces-
sary connections between the UE and the LTE network.

The analysis of low E-RAB setup success identified important KPIs and counters at
the network, eNodeB, and cell levels. At the network level, the most significant factors
were the count of E-RAB setup failures, E-RAB failures due to MME, number of user
traffic, handover failure, failure caused by transmission network, and CSFB redirection.
At the eNodeB level, the number of E-RAB setup failures, E-RAB failures due to MME,
Rank 1 rate, CSFB redirection, high time advance, CSFB preparation failures, number
of RRC setup failures, paging utilization, CCE utilization, and inter-frequency handover
failures played a crucial role. In the cell-level analysis, the number of E-RAB setup
failures, E-RAB failures due to MME, CCE utilization, paging utilization, RRC setup
failures, handover failures, and interference were identified as causes for low E-RAB setup
success.

Interpreting the KPIs and counters, the results achieved are according to the intuition
about lower network accessibility.

• E-RAB setup Failure counter refers to the total count of unsuccessful attempts to
establish an E-RAB connection between the UE and the network. A high E-RAB
setup failure counter contributes to a lower E-RAB setup success rate which is a
crucial metric for network accessibility.

• L.E-RAB.FailEst.MME (E-RAB failures due to MME): If this counter consistently
increases or its value is high, which indicates a potential problem with the MME,
which can negatively impact the E-RAB setup success rate and overall network ac-
cessibility. Examples of such errors may include MME overload, resource allocation
failure, or signaling issues.

• CSFB redirection (L.RRCRedirection.E2W.CSFB): This counter was found to have
a substantial influence on network accessibility. CSFB technology allows circuit-
switched calls over a 4G network that doesn’t support LTE. A higher value of this
counter indicated more instances that the number of phone calls and SMS messages
has affected network accessibility.

• CCE utilization refers to the usage of resources on the Control Channel, which is
responsible for transmitting control information. If the CCEs are highly utilized,
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indicating control channel congestion, the resources available for establishing and
maintaining connections may be limited. This can result in an increased probability
of unsuccessful E-RAB setups which leads to low network accessibility.

• The Rank indicator refers to the number of transmit antennas being used by the
eNodeB for communication with a particular UE. The Rank 1 rate (%) indicates
the percentage of UEs with a rank value of 1. If the Rank 1 rate is higher than the
other ranks, it means that the network is transmitting data using a single antenna
most of the time. This can potentially lead to a lower E-RAB setup success.

• Handover failures: When the number of failure handovers is high, the cells are
crowded with user sessions and cannot accept any more sessions, which leads to
lower network accessibility.

• The high number of RRC setup failures indicates there is a failure to establish the
RRC connection between the UE and the network, preventing the E-RAB setup
success.

• The Time Advance (TA) counter is used to measure the propagation delay between
the eNodeB and UE. A potentially higher TA (>1.95km) percentage means that a
significant number of UEs are located relatively far away from the eNodeB, resulting
in weaker signal reception. This can degrade network accessibility, as the UE might
struggle to establish a reliable connection due to poor signal quality.

• The counter L.E-RABFailEst.RNL (L.E-RAB.FailEst.NoRadioRes) counter repre-
sents the number of failed E-RAB establishment attempts due to the lack of radio
resources, which indicates poor network accessibility. Insufficient radio resources
can occur because of reasons, such as high network congestion and limited available
spectrum,

• Paging utilization refers to the amount of paging resources being used to deliver
paging messages to UE. The network sends Paging messages to notify a specific
device of incoming calls, messages, or other network events. When network resources
are heavily utilized for paging, there may not be enough available resources to handle
the E-RAB setup requests, leading to delays or failures in setting up the connections
and ultimately affecting network accessibility.

Overall, the results of the analysis show that there are root causes that contribute to low
E-RAB setup success. By identifying and addressing these factors, operators can improve
network accessibility and provide a better experience for their users.

5.4.2 Result Discussion Of Integrity

In this thesis, user downlink average throughput was utilized as a measure to assess
the integrity of the network, defined as the extent to which network services are delivered
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without substantial issues after being acquired. Significant KPIs and counters were iden-
tified at the network, eNodeB, and cell levels for predicting low downlink user throughput.

The analysis found that at the network level, the causes of low downlink average
throughput in the selected network area were the number of active users (L.Traffic.Ac-
tiveUser.Avg), high downlink PRB utilization, poor CQI, redirections to WCDMA due to
coverage issues, handover failure, and average number of user and block errors. Network
congestion, indicated by both the number of active users and high PRB utilization, was
the main cause of lower throughput in the analysis. Poor CQI, which indicates low SINR,
also contributed to throughput degradation. In LTE, a lower CQI results in a lower Signal
to Noise and Interference Ratio (SINR) value and consequently, a lower Modulation and
Coding Scheme (MCS) index, leading to lower throughput. The results also suggest that
a coverage issue is contributing to lower throughput in the selected network area.

At the eNodeB level, the average number of active users, downlink PRB utilization,
CCE utilization ratio, average user number, poor CQI values, number of E-RAB setup
failure, time advance (>1.95km), and block error rate were identified as crucial factors
for low user throughput. In the cell-level analysis, significant factors for lower throughput
included downlink PRB utilization, poor CQI, number of RRC setup failure, downlink
block error rate, handover failures, CCE utilization, and average number of user.

Both the L.Traffic.ActiveUser.Avg counter and downlink PRB utilization significantly
contribute to low user throughput at both the network and eNodeB levels. L.Traffic.Ac-
tiveUser.Avg indicates the average number of subscribers actively using the network, pro-
viding an indication of overall user traffic activity. On the other hand, downlink PRB
utilization measures the proportion of available radio resources used for downlink data
transmission. Furthermore, PRB utilization has become a leading cause of low throughput
at the cell level.

Increased congestion often occurs as the number of active users rises, leading to a
decrease in downlink user throughput. High PRB utilization indicates that the network
is operating at or near its maximum capacity, leading to even more congestion. Con-
sequently, congestion becomes the root cause of low user throughput in the network,
eNodeB, and cell levels. Besides the congestion, coverage and handover failures are addi-
tional causes for low throughput in the network level analysis. Downlink user throughput
at the eNodeB level is also affected by control channel congestion (CCE utilization) and
the average number of users (both active and inactive) over a specific time period. Down-
link user throughput at the cell-level also affected by block error rate and lack of radio
resource.

For individual instances, force plots were used to visualize the contribution of each
feature to the prediction, helping to understand which features had the most significant
impact on the predicted output. In the analysis of E-RAB setup success for an individual
instance, features such as the number of E-RAB failures, E-RAB failures caused by core
network (MME), and RSRP less than −120𝑑𝐵𝑚 percentage were found to have a high
impact on the prediction which are the root causes. For low downlink user throughput,
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features such as downlink PRB utilization, number of RRC setup failures, and downlink
block error rate were identified as significant contributors to the prediction.

These findings provide valuable insights for network operators to optimize network
resources and improve network performance, leading to better customer satisfaction and
increased revenue.
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6 Conclusion and Future Work

This chapter summarizes the main findings of the thesis and proposes extensions of
this work as future research. It also discusses the limitations of the current work and how
they could be addressed in future studies.

6.1 Conclusion

This research proposes a CNN-SHAP approach for RCA of LTE network accessibility
and integrity degradation. The 1D CNN is used to detect instances of decreased network
accessibility and integrity by analyzing historical LTE network data. The three analyses
at the network, eNodeB, and cell levels considered the factors that contribute to decreased
accessibility and integrity at these levels. However, the model’s prediction performance in
the network-level analysis was lower than in the other two analyses due to the significant
imbalance between the degraded and non-degraded classes. This imbalance can negatively
affect the model’s ability to accurately classify the degraded class. To address this chal-
lenge, a stratified cross-validation method was chosen, instead of employing upsampling
techniques such as Borderline Synthetic Minority Oversampling Technique (SMOTE),
which introduces additional synthetic data and increases computational time.

The SHAP algorithm was employed for RCA, calculating the average impact of each
feature on the model’s output and identifying high marginal values as the root causes
of low accessibility and integrity. The SHAP algorithm is computationally efficient and
quickly identifies the most influential feature for degraded instances.

The proposed approach leveraged the advantages of deep learning and SHAP. This
results in a number of advantages over traditional RCA methods, including:

• Reusability: The same approach can be used to analyze different performance
indicators by simply changing the target variable.

• High-dimensionality support: The proposed approach can handle a large num-
ber of network features for improved performance analysis. This is important be-
cause network performance can be affected by a wide range of factors.

• Geographic scalability: The proposed approach can be scaled from single cells to
large networks with minimal performance loss, making it suitable for use in networks
of all sizes.
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• Time resolution: The proposed approach can provide analysis results on a single
cell with a resolution as low as one hour.

By understanding the root causes of these problems, network operators can make informed
adjustments to network resources, thus preventing such occurrences in the future. The
proposed CNN-SHAP approach offers an effective method for RCA in 4G networks, and
can help network operators to improve network performance and customer satisfaction by
identifying and resolving issues related to decreased accessibility and integrity.

6.2 Future Work

The proposed approach can be further improved in the following ways.

• Use additional data sources, such as drive test data, network alarms, and network
logs, for the RCA. It would be interesting to investigate how these data sources
compare to historical data in terms of their effectiveness for RCA.

• Extend the study to other types of networks, such as fifth-generation networks. This
would help to understand the general principles of RCA for network performance
problems.

• Analysis of other performance indicators, such as retainability, or mobility can also
affect the overall user experience. Future work can expand the analysis to include
these metrics and investigate their impact on network degradation. This can provide
a more comprehensive understanding of the factors affecting network performance.
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Abstract—Long Term Evolution (LTE) networks are essen-
tial for enabling high-speed, reliable communication and data
transmission. However, the accessibility and integrity of LTE
networks can degrade due to a variety of factors, such as
congestion, coverage, and configuration problems. Cause analysis
is a process for identifying the underlying causes of degradation.
However, cause analysis can be time-consuming and labor-
intensive. Machine learning can be used to enhance cause analysis
by identifying patterns and trends in data that can be used to
identify the root causes of problems. Limited work exists on
machine learning-enabled cause analysis for LTE networks.

This thesis proposes a machine learning-enabled approach,
specifically Convolutional Neural Network (CNN) and SHapley
Additive exPlanations (SHAP), for cause analysis of LTE network
performance degradation. The approach was evaluated using key
performance indicators (KPIs) and counters data collected from
LTE network of ethio telecom, a major operator in Ethiopia.

The main causes of reduced network accessibility are failure
caused by the Mobility Management Entity (MME), the average
number of users, and handover failures. Similarly, the underlying
causes of degraded accessibility at the cell level are failure caused
by MME, control channel element (CCE) utilization, and paging
utilization. For the case of network integrity, which is measured
by user throughput, the main causes of degradation are the high
number of active users, high downlink Physical Resource Block
(PRB) utilization, poor Channel Quality Indicator (CQI), and
coverage issues. At the cell level, the main factors are downlink
PRB utilization, unfavorable CQI values, and high downlink
block error rate.

For the given data, the model’s sensitivity for network ac-
cessibility and integrity at the cell level is 82.8% and 95.5%,
respectively. These results demonstrate the potential of the
proposed approach to accurately identify degradation instances.
Network operators can mitigate degradation by understanding
root causes and optimizing resources.

Index Terms—Accessibility, CNN, Integrity, LTE, Root Cause
Analysis, SHAP.

I. INTRODUCTION

LTE networks offer high data rates, spectrum efficiency,
and reduced latency, signaling load, and energy consumption.
However, their increased complexity makes them challenging
to manage and optimize [1].

To ensure QoS and enhance customer satisfaction, mobile
network operators install centralized network management sys-
tems (NMS) to monitor, control, and manage the performance
of their RAN and core networks. NMS provide real-time
data monitoring, analysis, reporting, and visualization of key
performance indicators (KPIs) and counters related to the LTE
network. KPIs are high-level metrics that measure the overall

health of the network, while counters are low-level metrics that
measure specific aspects of the network [2]. KPIs are typically
derived from counters and are used to identify performance
degradation, failures, problems, outages, or unusual events
that might significantly impact service delivery and end-
user experience. Counters provide detailed information about
network traffic, resource allocation, and usage [3].

In the event of any performance issue, network engineers
conduct troubleshooting activities. Root cause analysis (RCA)
is an essential part of network troubleshooting as it enables
engineers to identify and rectify the fundamental causes
of the problem rather than just addressing the symptoms.
Through the identification and resolution of the root causes,
network operators can enhance network performance, mini-
mize downtime, and elevate mobile service delivery quality.
This thesis focuses on the accessibility and integrity of LTE
networks.Accessibility is the ability of users to access the
network and obtain services, while integrity is the ability of the
network to provide high-quality services without degradation.

This thesis aims to develop a machine learning based RCA
method, implementing CNN with SHAP, for two essential
LTE network performance KPIs: network accessibility and
integrity by exploring LTE Networks, conducting a com-
prehensive review of literature, investigating various RCA
techniques, identifying potential factors contributing to perfor-
mance degradation, gathering relevant KPIs and counters, de-
signing, evaluating and validating a DNN model, assessing the
impact of input features through CNN and SHAP, analyzing
obtained results, drawing conclusions, and providing relevant
recommendations for improvement. The specific objectives
of the thesis include exploring LTE Networks: architecture,
protocols, and performance metrics, identifying effective RCA
techniques, preparing and preprocessing data for the model,
and analyzing the obtained results. The thesis concludes with
relevant recommendations for improvement.

The main contributions of this thesis are:

• The proposed approach is the first to use DNNs with
SHAP to analyze the causes of network performance
degradation in LTE networks.

• The approach is able to identify underlying causes at var-
ious network levels, which is not possible with traditional
methods.

• The approach is evaluated using real-world data from a
mobile network operator, and the results show that it
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is able to identify the causes of network performance
degradation with high accuracy.

A. Accessibility

Accessibility is a measure of how easily and reliably
users can access the network and obtain services. Network
accessibility is typically assessed through the analysis of the
following metrics: RRC setup success rate, S1 setup success
rate, and E-RAB setups, which are part of the service request
procedure, starting with RRC setup, followed by S1 setup, and
E-RAB setup, respectively [4], [5].

Fig. 1. Measurement points for UE-triggered E-RAB setup [6].

1) RRC setup success rate: The RRC setup success rate
reflects the effectiveness of the initial radio connection
establishment procedure, calculated using counters mea-
sured at the eNodeB, and a high RRC setup success rate
indicates greater accessibility and fewer call setup errors.

2) S1 setup success rate: The S1 setup success rate reflects
the effectiveness of the S1 interface, which directly
impacts mobility management, handover success, and
overall network accessibility, calculated using counters
measured at the eNodeB, and a higher success rate
ensures seamless connectivity during handovers and
reliable communication between network elements.

3) E-RAB setup success rate: The E-RAB setup success
rate represents the success rate of E-RAB setup request
for all services within a specific cell or radio network,
calculated using counters measured at the eNodeB, and
a high E-RAB setup success rate indicates that the
network is capable of quickly and reliably establishing
data bearers, allowing for smooth data transmission and
minimizing service disruptions

B. Integrity

The 3GPP defines integrity as a category for network
performance KPIs, which includes latency and throughput
metrics [2].

• Average user throughput represents the measurement of
data transfer speed achieved by an individual user within
a cell or network, calculated as the total volume of
PDCP SDUs transferred per cell and reporting output
period divided by the time used to send the information,
excluding last TTIs [7].

• Cell downlink average throughput is a measure of the
capacity and efficiency of the network in delivering data
to end-users in a cell, calculated as the total PDCP data
volume transferred in a cell and reporting output period
considering all TTIs divided by the scheduler activity
time [7]. These metrics provide insight into the network’s
capacity to handle data traffic and deliver faster download
speeds to users, allowing operators to optimize network
setups and fix any issues affecting overall service quality.

This paper is organized as follows: Section II summarizes
the proposed research methodology. Section III presents the
model prediction performance and the implementation of the
SHAP method. Section IV analyzes the SHAP method output
to identify the most critical KPIs and counters used to generate
SHAP plots. Finally, Section V presents the conclusions and
research directions for future work.

II. RELATED WORKS

Diago et al. [8] investigated KPIs and their evolution over
time to identify the possible causes of low network acces-
sibility in 4G networks. They collected one-month data for
various KPIs and used interpretable machine learning models
to assess the contribution of each KPI towards decreasing
network accessibility. The results showed that certain KPIs
have a greater impact on network accessibility than others,
such as the number of failure handovers, phone calls, and
SMSs in the network, and the overall download volume. At
the cell level, the number of users in a cell and its download
volume are the main causes of reduced accessibility. However,
their approach to determining feature importance is algorithm-
dependent and does not take deep learning algorithms into
account.

Maluambanzila et al. [9] proposed a deep learning model
for root cause analysis (RCA) of poor throughput in mobile
3G networks. The model takes both radio and core network
performance indicators as input. They collected data from an
actual mobile network operator and trained a DNN model to
predict poor data throughput. The RCA result identified the
top four features that influenced poor data throughput. This
methodology was followed in a study by [10] to investigate
the root cause of low user throughput in UMTS networks in
Bahir Dar City. They used a MLP neural network and LIME
for RCA by providing feature importance.

Motivated by the challenges of identifying and resolving
performance issues in fog computing environments, different
works have been done using machine learning algorithms.
Chetan B. and Mahantesh [11] proposed an approach for
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root cause analysis (RCA) that uses an LSTM autoencoder to
identify anomalous data and then passes that data to a RCA
model that uses SHAP. The SHAP algorithm calculates each
feature’s marginal contribution and identifies high marginal
values as the root cause of the anomaly.

Several machine-learning models have been proposed based
on their fit for the specific task as well as their performance
and complexity. Machine-learning-based models, particularly
deep learning models, appear to be the way to go. This thesis
proposes a CNN paired with SHAP as the RCA model for low
4G network accessibility and integrity.

III. PROPOSED APPROACH

This work evaluates the accessibility of the LTE network
using the E-RAB setup success rate, a metric that reflects the
network’s performance in establishing bearers to fulfill user
service requests, while network integrity is assessed by average
user throughput, which measures the average data transfer
rate experienced by users over a certain period of time. The
proposed RCA method for addressing E-RAB setup success
degradation and user throughput degradation integrates the use
of 1D CNN and SHAP to extract important features from one-
dimensional input data. Once the 1D CNN model predicts the
occurrence of degradation, SHAP is utilized to interpret the
prediction model and provide a high score value for the root
causes of the degradation. By applying SHAP, the proposed
method can identify the key factors or inputs that contribute
the most to the degradation of E-RAB setup success rate and
user throughput.

A. Data Collection

To gather data for this study, human-understandable causes
associated with the degradation of E-RAB setup success and
user throughput, such as signal interference, high network
congestion, hardware failures, software glitches, or configura-
tion issues, were identified, followed by determining specific
parameters that can be measured on the NMS, such as signal
strength, inter-frequency handover failure, resource utilization,
and number of active users. The input parameters for the model
are derived from the Performance Report System (PRS) and
include various counters and KPIs, which are potential causes
for user throughput and E-RAB setup success.

B. Data Preprocessing

Data preprocessing is a crucial step in machine learning
that involves preparing the data for analysis to improve the
accuracy and effectiveness of the chosen method.

• Data cleaning is the process of handling and correcting
any errors, inconsistencies, or outliers present in the
dataset. In this particular dataset, we will replace missing
values with zero.

• Data normalization is used to bring features to a common
scale. In this thesis, we will use robust scaling, which is
less sensitive to outliers.

• Data discretization is the process of converting contin-
uous data into categorical data. In this particular case,

we will discretize the targets of interest, E-RAB setup
success and average user throughput, into binary classi-
fications. Class 0 represents low user throughput while
class 0 represents user throughput above the threshold.
Similarly, class 0 represents low E-RAB setup success,
and class 1 represents acceptable E-RAB setup success.

A threshold value was set for the binary classification based
on the analysis of the data. For E-RAB setup success rate, a
value less than 99% is considered as degraded (Class 0), while
a value greater than 99% is considered as normal (Class 1),
as this is the point at which declined E-RAB setup requests
begin to increase significantly. For user throughput, a value of
greater than 3 Mbps was considered as good (Class 1), and a
value less than 3 Mbps is considered as degraded (Class 0), as
this is the point at which users begin to experience noticeable
degradation in performance.

C. Convolutional Neural Network

CNN is a type of deep learning algorithm well-suited for
processing data with spatial structure, such as images and
video. It has a hierarchical architecture with an input layer, out-
put layer, and multiple hidden layers, including convolutional
layers, non-linearity layers, pooling layers, and fully connected
layers [12] [13]. Convolutional layers extract features from

Fig. 2. Conceptual architecture of CNN [14].

the input data, with a kernel applied to the input data to learn
low-level features. Non-linearity layers add non-linearity to the
CNN, while pooling layers reduce the dimensionality of the
feature maps. Fully connected layers make the final prediction
based on the learned features. There are three main types of
CNN: 1D, 2D, and 3D, used to process 1D data, such as time
series data, 2D data, such as image data, and 3D data, such
as volumetric data [12] [14].

D. SHapley Additive exPlanations

Machine learning interpretability is crucial for understand-
ing and explaining how models arrive at their predictions.
Interpretability methods can be classified based on several
attributes, including model-specific vs. model-agnostic meth-
ods, intrinsic vs. post-hoc interpretability, and global vs. local
interpretability. The SHAP framework is a popular post-hoc
interpretability method that can be used to explain both the
global and local behavior of machine learning models. It
provides a way to explain the contribution of each feature
to the final prediction made by the model using game theory
to apportion the model’s prediction among the input features
[15].

SHAP values can be calculated using different methods,
including explainer, tree, kernel, and deep approaches [15].
Explainer SHAP uses simple linear models to compute shap
values. It is computationally efficient but may not be suitable
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for complex models or those with non-linear relationships.
Tree SHAP uses a modified version of the Game Theory
Shapley value. It works well for tree-based models such as
random forests. Kernel SHAP is versatile and can be applied
to a variety of models, both linear and non-linear.

Deep SHAP is an extension of the SHAP method that can
be applied to deep learning models. It involves generating
a background dataset, sampling a subset of the background
dataset, generating a model output, computing the contribution
of each feature, computing the SHAP value, and summing up
the SHAP values to obtain the overall importance of each
feature in the model [15].

E. Evaluation Metrics

To evaluate the proposed model, performance metrics pre-
cision, sensitivity, and F1-score. These metrics represent the
accuracy and efficiency of the binary classification process.
Sensitivity measures the percentage of correctly identified
positive classes, while specificity measures the percentage of
correctly identified negative classes. The following terms are
used to define these measures: True Negative (TN) and True
Positive (TP) indicate correctly predicted positive and negative
classes. False Negative (FN) and False Positive (FP) represent
incorrectly predicted negative and positive classes.

Precision measures the percentage of correctly predicted
positive (degraded) samples.

Precision =
TP

TP + FP
(1)

Sensitivity measures the percentage of all positive samples that
are correctly predicted.

Sensitivity =
TP

TP + FN
(2)

F1-score is a harmonic mean of precision and recall, and it is
used to evaluate the overall performance of a model.

F1score = 2 ∗ Precision

Sensitivity
(3)

Accuracy measures the overall correctness of the model’s
predictions.

Accuracy =
TP + TN

TP + TN + FP + FN
(4)

IV. RESULTS

A. Model Performance

The 1D CNN model is trained using input data to predict
both low throughput and E-RAB setup success, with modified
target variables for each prediction. The model is evaluated
using stratified k-fold cross-validation with 5 splits, where the
model is trained on the training data and predictions are made
on the test data to calculate accuracy, precision, sensitivity, F1
score, and F2 score for each fold. Confusion matrices are also
calculated for each fold, and an average confusion matrix is
computed by summing the confusion matrices on each fold
and dividing by the number of folds.

TABLE I
MODEL PERFORMANCE FOR E-RAB PREDICTION

Accuracy Precision Sensitivity F1-score Specificity
Cell 93.4 90.9 82.8 86.6 97.1

eNodeB 98.3 86.1 82.1 83.8 99.2
Network 98.3 75.04 44.8 55.68 99

TABLE II
MODEL PERFORMANCE FOR THROUGHPUT PREDICTION

Accuracy Precision Sensitivity F1-score Specificity
Cell 97.2 96.1 95.5 95.7 98

eNodeB 97.6 96 94.7 95.3 98
Network 97.1 95.4 89.2 92.2 90.8

B. Root causes of low E-RAB Setup Success

For the analysis, the most important KPIs and counters for
predicting if the E-RAB setup success is below a threshold
are presented. This includes different levels of analysis like
network, eNodeB, and cell level.

1) Network Level
Figure 3 representing the KPIs and counters for predict-
ing if the E-RAB setup success falls below a certain
threshold in an aggregated network test is shown in
Figure 3. The model used for prediction demonstrates
a sensitivity of 44.8% and an F1-score of 55.68%.

Fig. 3. Root causes for lower E-RAB setup success in Network level.

2) eNodeB Level
Figure 4 illustrates the most crucial KPIs and counters
for predicting E-RAB setup success below the threshold
at the eNodeB level. The model’s performance for
prediction achieves a sensitivity of 82.1% and an F1-
score of 83.8%.

3) Cell Level
The results for the single cell are presented here. The
model’s performance for prediction achieves a sensitivity
of 86.6% and an F1-score of 82.8%. Figure 5 displays
KPIs and counters that are most important for predicting
low E-RAB setup success.

4) Individual Instance Analysis
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Fig. 4. Root causes for lower E-RAB setup success in eNodeB level.

Fig. 5. Root causes for lower E-RAB setup success in cell level.

The analysis mentioned above was conducted on ag-
gregated samples from the test data. To identify the
most significant KPIs for predicting low E-RAB setup
success in individual instances, a force plot is utilized.
This force plot visually presents the positive or negative
contribution of each feature towards the final prediction,
relative to a base value.The base value that shown in
the shap.force plot plot Figure 6, depicts the expected
output of the model. By examining the force plot, we can

Fig. 6. Root causes for lower E-RAB setup success in a single instance.

understand how the SHAP values influence the model’s
prediction, shifting it from the base value to the actual
prediction for the selected instance.

C. Root Causes of Downlink User Throughput

1) Network Level

Figure 7 showcases the important KPIs and counters
for predicting low downlink user throughput in an
aggregated network test. The model’s performance for
prediction achieves a sensitivity of 89.2% and an F1-
score of 92.2%. Among the factors, the average number
of active users is considered to be the most important
factor for predicting low user throughput (Figure 7).

Fig. 7. Root causes for lower user throughput in the network level.

2) eNodeB Level
Figure 8 analyzes the KPIs that contribute to predicting
low user throughput at the eNodeB level. The model’s
performance for prediction achieves a sensitivity of
94.7% and an F1-score of 95.3%. The primary counter
is the average active user number, which has the highest
impact on predicting low user throughput. The second
most important KPI is the downlink PRB utilization,
followed by the CCE utilization ratio, which represents
the third factor. The fourth significant KPI is the average
user number, while the fifth factor is the ratio of CQI
values less than seven.

Fig. 8. Root causes for lower user throughput in eNodeB level.

3) Cell Level
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At the cell level, Figure 9 presents the most important
KPIs for predicting low user throughput. The model’s
performance for prediction achieves a sensitivity of
95.5% and an F1-score of 95.7%. Downlink PRB uti-
lization plays the most significant role in determining
low user throughput at the cell level. The second most
important KPI is the ratio of CQI values less than
seven. Additionally, downlink packet loss rate and in-
ter eNodeB handover failures are the fourth and fifth
significant KPIs for prediction purposes.

Fig. 9. Root causes for lower user throughput in cell level.

4) Individual instance Analysis
The shape force plot for the 50th sample in the test data
is displayed in Figure 10. The model’s prediction output
of f(x) = 0.2 suggests a low user throughput. The plot
indicates that the downlink PRB utilization, number of
RRC setup failures, and downlink block error rate are
the most significant KPIs for this prediction.

Fig. 10. Root causes for lower user throughput in a single instance.

D. Discussion

Important KPIs and counters have been identified at dif-
ferent levels of the network for predicting low E-RAB setup
success and low downlink user throughput.

The analysis of low E-RAB setup success identified im-
portant KPIs and counters at the network, eNodeB, and cell
levels. At the network level, the most significant factors
were the count of E-RAB setup failures, E-RAB failures due
to MME, number of user traffic, handover failure, failure
caused by transmission network, and CSFB redirection. At
the eNodeB level, the number of E-RAB setup failures, E-
RAB failures due to MME, Rank 1 rate, CSFB redirection,
high time advance, CSFB preparation failures, number of
RRC setup failures, paging utilization, CCE utilization, and
inter-frequency handover failures played a crucial role. In the

cell-level analysis, the number of E-RAB setup failures, E-
RAB failures due to MME, CCE utilization, paging utilization,
RRC setup failures, handover failures, and interference were
identified as causes for low E-RAB setup success.

The KPIs and counters analyzed in the study indicate that
the following factors contribute to lower network accessibility:

• High E-RAB setup failure counter: This indicates that
there is a problem with establishing E-RAB connections,
which is essential for network access.

• High L.E-RAB.FailEst.MME counter: This indicates a
problem with the MME, which can negatively impact
network accessibility.

• High CSFB redirection counter: This indicates that there
is a high number of circuit-switched calls over the 4G
network, which can affect network accessibility.

• High CCE utilization: This indicates that the control
channel is congested, which can make it difficult to
establish and maintain connections.

• High Rank 1 rate: This indicates that the network is
transmitting data using a single antenna most of the time,
which can lead to lower E-RAB setup success.

• High handover failures: This indicates that the cells are
crowded with user sessions and cannot accept any more
sessions, which leads to lower network accessibility.

• High RRC setup failures: This indicates that there is a
problem with establishing the RRC connection between
the UE and the network, preventing the E-RAB setup
success.

• High time advance (TA) counter: This indicates that a
significant number of UEs are located relatively far away
from the eNodeB, resulting in weaker signal reception,
which can degrade network accessibility.

• High L.E-RABFailEst.RNL counter: This indicates a lack
of radio resources, which can lead to poor network
accessibility.

• High paging utilization: This indicates that the paging
resources are heavily utilized, which can make it difficult
to handle E-RAB setup requests, leading to delays or
failures in setting up the connections and ultimately
affecting network accessibility.

The other metric downlink average user throughput was
utilized as a measure to assess the integrity of the network,
defined as the extent to which network services are delivered
without substantial issues after being acquired. Significant
KPIs and counters were identified at the network, eNodeB,
and cell levels for predicting low downlink user throughput.

The analysis found that at the network level, the causes of
low downlink average throughput in the selected network area
were the number of active users (L.Traffic.ActiveUser.Avg),
high downlink PRB utilization, poor CQI, redirections to
WCDMA due to coverage issues, handover failure, and av-
erage number of user and block errors. Network congestion,
indicated by both the number of active users and high PRB
utilization, was the main cause of lower throughput in the anal-
ysis. Poor CQI, which indicates low SINR, also contributed
to throughput degradation. In LTE, a lower CQI results in
a lower SINR value and consequently, a lower MCS index,
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leading to lower throughput. The results also suggest that
a coverage issue is contributing to lower throughput in the
selected network area.

At the eNodeB level, the average number of active users,
downlink PRB utilization, CCE utilization ratio, average user
number, poor CQI values, number of E-RAB setup failure,
time advance (¿1.95km), and block error rate were identified
as crucial factors for low user throughput. In the cell-level
analysis, significant factors for lower throughput included
downlink PRB utilization, poor CQI, number of RRC setup
failure, downlink block error rate, handover failures, CCE
utilization, and average number of user.

Both the L.Traffic.ActiveUser.Avg counter and down-
link PRB utilization significantly contribute to low user
throughput at both the network and eNodeB levels.
L.Traffic.ActiveUser.Avg indicates the average number of sub-
scribers actively using the network, providing an indication
of overall user traffic activity. On the other hand, downlink
PRB utilization measures the proportion of available radio
resources used for downlink data transmission. Furthermore,
PRB utilization has become a leading cause of low throughput
at the cell level.

Increased congestion often occurs as the number of active
users rises, leading to a decrease in downlink user throughput.
High PRB utilization indicates that the network is operating
at or near its maximum capacity, leading to even more con-
gestion. Consequently, congestion becomes the root cause of
low user throughput in the network, eNodeB, and cell levels.
Besides the congestion, coverage and handover failures are
additional causes for low throughput in the network level
analysis. Downlink user throughput at the eNodeB level is
also affected by control channel congestion (CCE utilization)
and the average number of users (both active and inactive)
over a specific time period. Downlink user throughput at the
cell-level also affected by block error rate and lack of radio
resource.

For individual instances, force plots were used to visualize
the contribution of each feature to the prediction, helping to
understand which features had the most significant impact on
the predicted output. In the analysis of E-RAB setup success
for an individual instance, features such as the number of E-
RAB failures, E-RAB failures caused by core network (MME),
and RSRP less than −120dBm percentage were found to have
a high impact on the prediction which are the root causes.
For low downlink user throughput, features such as downlink
PRB utilization, number of RRC setup failures, and downlink
block error rate were identified as significant contributors to
the prediction.

V. CONCLUSIOS AND FUTURE WORK

This paper proposes a CNN-SHAP approach for RCA
of network accessibility and integrity degradation in LTE
networks. The approach uses a 1D CNN to detect instances of
degradation by analyzing historical data. The model achieved
lower prediction performance at the network level than at the
eNodeB and cell levels due to a class imbalance. To address
this challenge, stratified cross-validation was used instead of

upsampling techniques. The SHAP algorithm was used for
RCA to calculate the average impact of each feature on the
model’s output and identify high marginal values as the root
causes of degradation. The SHAP algorithm is computationally
efficient and quickly identifies the most influential feature for
degraded instances.

The proposed approach leverages the advantages of
deep learning and SHAP, offering several advantages
over traditional RCA methods, including reusability, high-
dimensionality support, geographic scalability, and time reso-
lution. By understanding the root causes of performance degra-
dation, network operators can make informed adjustments
to network resources and improve network performance and
customer satisfaction.

The proposed approach for RCA can be further improved
in the following ways. Firstly, additional data sources, such
as drive test data, network alarms, and network logs, can be
used to enhance the RCA process. It would be interesting to
investigate how these data sources compare to historical data
in terms of their effectiveness for RCA. Secondly, the study
can be extended to other types of networks, such as fifth-
generation networks, to understand the general principles of
RCA for network performance problems. Thirdly, future work
can expand the analysis to include other performance metrics,
such as retainability or mobility, to investigate their impact on
network degradation and provide a more comprehensive under-
standing of the factors affecting network performance. These
improvements could enhance the accuracy and effectiveness of
RCA in identifying and resolving network performance issues.
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