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Abstract

Banking industry have increased dependency upon technology solution that enables their financial
products and services but the convergence of technology renders to increasingly vulnerable to
malicious attacks. As such, the need to ensure information infrastructure protection of the banking

industry is a must and hence designing security architecture ought to be seen as a good manner.

Multi-tiered security architecture is a term which has different security technologies and
measures to protect against different vectors of attacks. The main objective of the thesis is to
investigate and design a multi-tiered security architecture towards information infrastructure
protection. To achieve the main objective, it’s imperative to identify factors affecting
information infrastructure protection. Therefore, a security architecture consisting three main
themes: communication network, associated software’s and delivered services was used to

identify current practice in information infrastructure protection of the bank.

Design science research methodology was employed to approach the design and
development of the architecture following Peffer et al. (2007) process model. The design and
development of the architecture passed through several stages, initially factors affecting
information infrastructure protection were identified using the quantitative, qualitative,
observation and network traffic analysis tool, and then these were used as design inputs.
There were multiple brainstorming sessions for the design enhancement as participative
modeling was the overall approach for the architecture design. Given the difference in scope
and magnitude of the challenges identified in the study, the proposed architecture

approaches information infrastructure protection through continuous improvement.

The architecture was finally evaluated in terms of component’s completeness,
comprehensiveness and fitness to the organization through an evaluation
guestionnaire and expert interview, accordingly, the developed architecture has

capable to protect information infrastructure of the organization.

Key words: security architecture, information security, multi-layer security,

multi-tiered security architecture; information infrastructure protection.



Table of Contents

Contents
DIECIAIALION ..o [
DEAICALIONS ... i
ACKNOWIEAGMENT ..ot bbb bbb bbb bbb st ettt et b s e iii
AADSTIACT ..o iv
TADIE OF CONTENTS ... bbbt v
LISt OF ADDIEVIATIONS ... ..o ix
CRAPTEN DN ot s et b bbb bbb bbb bbbt b bbb bbbt bbb b 1
INEFOAUCTION .. 1
L1 BACKGIOUNG ...ttt bbb bbb bbbt b bt et ettt et b s e enas 1
1.2 IMOTIVATION 1.t 2
1.4 OB jJECIIVES ... bbb 5
GENETAI OBJECTIVE ...ttt et bbb b bbbttt b bbbt s bbbt b 5
SPECITIC ODJECHIVES ...ttt bbb bbbttt bbb 5
1.5 ELNICAI CONCEINS ... bbb 6
1.6 The Scope and Limitation Of the STUAY ... 6
1.7 SigNIificanCe Of the STUAY .......coiee s 6
1.8 Organization Of The TRESIS ...ttt bbb 7
CRAPTEN TWO ..ottt bbbt st b bbbt bbb bbb b s ss sttt b b s 10
LITEIATUTE TEVIBW ...ttt 10
2.0 OVEIVIBW ..ot 8t 10
2.2. Literature Review and Search SIrat@gies ... 10
2.2.1 The Research Systematic Literature Review ProCess........cvvvcciceieeececeenn, 10
2.2.2 SEAICKH SIIALEQY ..cvcviveiiieececee ettt bbb bbbttt bbbttt 11
2.3 SECUTItY AN ArCHITECTUTE. ... 13
2.3.L SECUTNILY oottt 13
2.3.2 ATCRITECTUIE ...t 15
2.4 INTOIMMALION SECUTITY ..ottt e et b s es e 15
2.4.1 The Evolution of INfOrmation SECUTITY .......ccceerriirse e 16
2.4.2 InfOrmation SECUNITY GOAIS .......coiiiiiieere s 17



2.4.3 Information SECUTIILY POLICY ....ccoviiuiiecccecccs e 18
2.4.4 Check Lists, Standards & Best Practices of Information Security.......ccccccccevvieneee, 19
2.4.5 Information Security ManagemeEnt ... 20

2.5 Current gaps in Information Security Challenges for Ethiopian banking industry ...20

2.5.1 Human factors in INformation SECUTILY ..o, 20
2.5.3 Information SECUTNILY CUITUIE ..o 21
2.6 Information Security in Ethiopia Banking INAUSTIY. ..., 23
2.6.1 Information Security for National Bank of Ethiopia........cccooiiiic, 24
2.6.2 Common Security Attacks on Banking INAUSEIY ... 24
2.7 Security Architecture Towards Information Infrastructure Protection.........cccccoeceevenne. 26
2.7.1 SECUTILY AIFCRITECIUIE ..ottt bbb bbb 26
2.7.3 Benefits of Information Security ArChit@CtUIe ... 27
2. 7.3 Information INfrastructure Prot@Ction ... 28
2.8 Design and Development of Multi-Tiered Security Architecture for Information Infrastructur2e8.
2.8.1 Multi-Tired Security Architecture COMPONENTS .......ccooiviiiriiiee s 29
2.8.2 NEIWOTK SECUTITY ..ottt 30
2.9 Enterprise Information Security Architectures FrameworK..........ccccooveeeeviiieveceeeenenns 32
REIALEA WOTKS ..ottt 35
RESEAICI GAP ...t 38
CRAPTET SUIMMIAIY ..ottt 38
R APTET TNTEE ...ttt 39
Research design and methodOlOgY ...t 39
L OVEIVIBW .otttk b bbbt s bbbttt ettt 39
3.2 Research Design and MethodOlOgY ... 39
RESEAICI DBSIGN ...t 39
RESEArCh MEtNOTOIOQY ..o ettt bbbt bbb 40
3.2.1 Problem Identification and MOtiVation ... 42
3.2.2 Objective Of The SOIULION ..o 42
3.2.3 DesSign and DeVEIOPMENT ... 42
3.2.4 DEMONSIIALION ..ottt bbbt s s bbb bbbt s b 47
.25 EVAIUALION ...ttt ettt 48
3.2.6 COMIMUNICALION ...ttt s et s bbbt e e st s b s s e 49
CRAPTET SUIMMIAIY ..ot sttt 49

vi [ ]



CRAPTEE ..o b bbb A h bbbttt 50

Findings and design SEArCh PrOCESS ... s 50
CRAPTET 5. 67
Architecture development and deSCIIPTION ... 67
5.1 OVEIVIBW ...kttt 67
CRAPTET B bbb bbb bbb bbbttt bbbttt 78
Discussion, conclusion and reComMmMENdatioN ..o 78
L =T =T ol = TSRS PTTOTRTTOS 82

List of Tables

Table 2. 1: Main and alternative search terms for the structured literature search............... 11

Table 2.2: Summary of Gaps Identified from literature Review about Security Architectures.36

Table 3.1: Likert SCale ........ccciiiiiiiiiiiiiiicie i rr s s s s s s rnn s s s s ran s nens 45
Table 3.2: INtervieWees .......ccieiuiiiiii i e 45
Table 4.1: Characteristics of respondent’s demography...........cccocviiiiiiiiiniiiiinniinean, 51
Table 4.2: Characteristics of questionnaire respondents.............c.ccociiiiiiiiiiiciiiiiiienene, 51
Table 4.3: General security assessment construct question items and results...................... 53
Table 4.4: VPN and proxy related construct question items and results............................ 54
Table 4.5: Switch and router construct question items and results...............cccocviviiceeeiennnne. 57
Table 4.6: Firewall and checkpoint construct question items and results............cccceeeiininns 58
Table 4. 7: Research question Vs. Interview questions matrix.........c.cccovevicviviiciiniinennsn 60
Table 4. 8: Network traffic analysis results.............coocviiiiiii i 65
Table 5.1: Reliability .......cccciiiiiiiii s e e 75
Table 5. 2: Mean and standard deviation of the security architecture....................cccceuiaie 76

vii [ ]



List of Figures

Figure 1.1: Cyber-attack statistiC .........cccovriiiiiiiii s 2
Figure 2.1: Search process, eligibility and coding............cccoiiiiiiiiiiiiiiiic e 12
Figure 2. 2: Number of search queries, volumes, identified and dropped publications ........... 13
Figure 2. 3: Evolution of Information Security ........ccccooviiii i 17
Figure 2.4: The CIAtriad ........couiiiiiii s s e 18
Figure 2.5: Information infrastructure components ... 28
Figure 2. 6: Steps Adapted in Designing a Security Architecture .............c.coovviiiiiiiiiinnnn, 29
Figure 2.7 Information Security Architecture Component.............coeoviiiiiiieiiiiiieieareaeaeens 30
Figure 2.8: Network Security Architecture .............cccoiiiiiiiiiiiiii 31
Figure 2. 9: SABSA Model for Security Archit@Cture.........ccoeveiiiriiiiiir e e enes 33
Figure 2. 9.1: The SABSA matrix from the business-driven approach.............c.cccevenennene. 34
Figure 3.1: Design science research process model ............ccooviiiiiiiiiiiiiiciireeceeeeeens 41
Figure 4. 1: Data Analysis steps followed in Qualitative Research............cccocoviiiiiiiiinnnnnn. 60
Figure 4. 2: Sample data labelling in the qualitative data analysis process.............ccceeuinenenn. 61
Figure 5.1: Existing NBE Network Logical Topology.........ccccoviiiiiiiiiiimimn e snaees 68
Figure 5.2: Ethiopian commercial banks connection with Ethio-tlecom ......c.cccvviviiiinceneinns 69
Figure 5.3: Proposed NBE Network Logical Topology..........ccouviiiiiiiiiiiniiiiiineceeees 7
Figure 5.4: Demonstration of architecture by using packet tracer simulation ......................... 73

List of Appendices

APPENdiX A: QUESTIONNAITE ...ttt 103
Appendix B: INTErVIEW OULIINE ... 108
Appendix C: Check list for 0DSErvation ... 109
Appendix D: Proposed Architecture Evaluation Questionnaire ............ccccoecvevennnee, 110
Appendix E: Evaluation INterview qUESTIONS ..., 111
Appendix F: Interview Transcripts........c.cooiiiiiiiiiiiiiiii s 111

viii [ ]



List of Abbreviations

[l Information Infrastructure

[P Information Infrastructure Protection

NBE National Bank of Ethiopia

COBIT Control Objectives for Information and Related Technologies
ISP Internet Service Provider

VPN Virtual Private Networks

DMZ Dematerialized Zone

IPS Intrusion Prevention Systems

IDS Intrusion Detection System

WAF Web Application Firewall

DBF Database Firewall

IT Information Technology

ICT Information and Communication Technology
CIA Confidentiality, Integrity and Availability

IS Information Security

ISS Information System Security

ISA Information Security Architecture

INSA Information Network Security Agency

OSSIM Open Source Security Information Management



Chapter one

Introduction
1.1 Background

Banking industry have increased dependency upon technology solution that enables
their financial products and services but the key challenges that facing banking industry

is how to adopt new technology with in organization in a timely manner (Chris P.,2013).

The highly growing interconnectivity of information technology systems and its convergence of
technology renders to increasingly vulnerable to malicious attacks (Ramadan and Hefnawi,

2007). The Ethiopian banking industry is one of the most growing sectors of the country
and It is now taking the industry by storm both public and private, banks are scrambling
to make use of the latest banking technologies (Abiy W. and Lemma, 2012). Banking
industries are seeking to use information technology for processing information in order
to provide service for their customer and they are highly dependent on their information
systems to carry out their activities. Because of this strong dependence on information
technology, the number of attacks for the system is increased from time to time and any
attempt which leads to compromise of availability, integrity, confidentiality (CIA) through
unauthorized access and loss of information will affect the business at all.

The confidentiality, integrity, and availability (CIA) are well-known models for security policy
development, used to identify problem areas and necessary solutions for information security
(Terry C.,2013).The application of information and polices, communication technologies,
techniques and strategy of the implementation for services of banks which has very important
and all bank concerns and it is a prerequisite for local and global competitiveness(Akinlolu A,
2007). Information evolution has enabled different organizations which bring an opportunity to
come across and communicate each other throughout the world (Johnson et al., 2015).

The development of information technology brings many advantages however beside
advantage they introduce the challenge for protecting information infrastructure for an
organization (Parsons et al., 2010). Information security has become major concerns and
challenges facing organizations (Dutta A. and McCrohan R., 2002).

In today’s technological and social environment, security is a very important part of a banking

and financial institution system. With highly dependence on automated transactions, it is very
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important to have a good security practices which are reliable for organizations, business
and as individual to secure information. Business partners, suppliers, and vendors require
high information security from one to another, particularly when providing mutual network
and information access (Siponen et al., (2007). Survey conducted by Ethiopian cyber security
emergency and readiness team stated that Ethiopia is facing huge amount of cyber-attacks
which targeted different institution with different interest, and many attacks happened on

different institutions country wide (INSA,2020).

Ethiopian Cyber Attack Statistics in 2012

70
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20 ¢ ® Fourth Quarter
10

o !

Cyber attack statisticsin 2012
Figure 1.1 cyber-attack statistics (INSA,2020)

To mitigate cyber-attack identifying the current challenges of organization is the
first hand and based on the gap identification the protection method is proposed.
1.2 Motivation

National bank of Ethiopia is a connection with all private and governmental banks, microfinances
and many transactions are pass through NBE whereas INSA stated that there is a growth of
cyber-attack which compromises resource of the Ethiopian financial institutions (INSA,2020).
Security is complex and the weakest link of security is human beings (Schneier, 2000). To secure
the NBE assets and resources all stockholders must aware and respond to their responsibility.

The motivation behind this study is desire to learn the difficulties or challenges on
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the area of information security architecture for NBE, theoretical and practical knowledge on

the domain to identify gaps so that based on gap security architecture is design.

1.3 Statement of the Problem
There is a growth of cyber-attack on developing country due to wide spread of information
evolution and internet connection (Johnson et .al, 2015). The advancement of information
technology has brought many benefits, but the protection for information security and
infrastructure is one of the main challenges of different organizations.
There are many studies which were conducted on the area of information security architecture by
different scholars to help one of the core principle of information security: confidentiality,
integrity, and availability. Bell-Lapadula has developed confidentiality model, Biba and Clark-
wilson have developed integrity models and Chinese wall and Graham Denning has developed
availability models (Nash and Brewer, 1989; Clark and Wilson, 1987; Bell, 2005
and Biba,1977). Also, different organizations and author have proposed different approach in
designing information security architecture (BS 7799-2, 2002; Trcek, 2003; Anderson,
2003; Rees, Bandyopadhyay & Spafford, 2003; META Group, 2003 and Tudor, 2000). BS 7799-
2(2002) proposed information security management based on the continuous cycle of activities
by so-called PDCA (Plan Do Check Act) and it is cyclic model which ensures the best practice of
organizations. The scope of ISMS is defined and the information security is established during the
plan phase. The main focus of this study on the establishment and implementation of information
security policy and it is repetitive approach which emphasized the fact that the security program
cannot be complete 100% but it does not attempt to give procedure on the synchronization and
inter-dependency of controls to be implemented. Trcek (2003), proposed the layered multi-plan
model for information systems security which attempts to integrate existed approach regarding
technological, organizational, and legal issues in the balanced way with the primary aim of
protection and safeguarding of assets and to implement model, Trcek suggested system
development and management approach which includes threat analysis, security infrastructure
and public key infrastructure. This study recognized the importance of addressing the
organizational aspect that cover the human resource management, organizational and legal
issues. The problem of this architecture is that it does not address strategic issue, but it only
depended on technical issues for system level. Rees et al. (2003), developed police framework for

interpreting risk in E-Business security, and it offers a guide for implementing and maintain
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security policy. They recognize the importance of developing and implementing the policy. The
PFIRES model is based on the development of the product life cycle and software development
life cycle, and it consists of four major phases: Assess, Plan, Deliver and Operate. This is to a
certain extent similar to the Plan-Do-Check-Act phases of the ISMS proposed by BS 7799.
However, the work of Ree et al. (2003), were mainly focused on the establishment and
development of information security police which does not replace information security
architecture but their lifecycle enables security architectures towards information security police
and security awareness program. META Security Group (2003), recognizes the benefits of
architecture-based approach towards information security architecture which reduces legal
liability and improve security initiatives. They identify the information security architecture
components and their information security architecture contexts are similar to PDCA model of
ISMS and four phases of FFIRES model. They also proposed models which allows organizations
to handle its current status of strategic level. Tudor (2000), developed information security
architecture which includes risk awareness development process, assessment of current status
and alignment of current and new controls to meet organizations need towards information
security architecture requirements. He stated that security architecture is a process and it is not
something that purchases. But this study cannot be comprehensive standard. J.H.P. Eloff, M.M.
Eloff (2006), presents a state-of-the-art overview of distinguishable approaches, all attempting to
define an information security architecture by a proposition of requirements for an integrated
Information Security Architecture but there is no standardized, comprehensive information
security architecture exists.

Stawowski (2009), Develop network security architecture by categorizing in to three layers like
Perimeter section(router), Demilitarize zone (switch) and internal section (database and
applications). He stated that When designing the security architecture recognized principles like
compartmentalization, defense in depth, adequate protection should be taken into account to
avoid the errors and achieve project cost-effectiveness. This study is the high-level architecture
which cannot addressed standard security architecture by whichever one can agreed up on.
Baharon, Shi, & Jones (2015), design Multilayered Security Infrastructure for I0T their objective
was encrypted, decrypted and controlling access for both application and network layers. their
study was limited on encrypting, decrypting and access control which cannot ensure the

organizations systems security efficiently and effectively. Pauline K (2017), developed multi-
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tiered information security architecture for information infrastructure protection for Kenyan
banking industry. The study focuses on the technical part which includes the hardware,
software and peoples who run the system. However, as the security is context dependent
his study addressed the information infrastructure protection for Kenyan banks only. The
security architecture that is appropriate for a bank cannot work for a hospital, university or
military sector. Therefore, security architecture must respond to the context and culture of
an enterprise (Peterson, 2006; Luker & Petersen, 2003). The study which were conducted on
the area of information security architecture indicates that there is no standardized and
holistic approach which address information security architecture for all organization and
the available security architecture is highly context dependent. Consequently, it is
reasonable to conduct security architecture study to a specific environment.

Therefore, as knowledge of the researcher this study design Multi-tiered security
architecture towards information infrastructure that can be used to guide the NBE to
ensure information infrastructure protection. This is achieved by: identify factors
affecting information security architectures, based on the identified gap Design Multi-
tiered security architectures and Finally, the developed architecture is validated.

To address the aforementioned research need, this research has set out the
following research questions.

1. What are the factors affecting the Information Security Architecture for IIP at NBE?
2.To what extent does Information Security Architecture suits NBE’s lIP?

3.How valid is the proposed Information Security Architecture?

The general objective of this study is to design multi-tiered security architecture

towards Information Infrastructure Protection for the National Bank of Ethiopia.

Assess the current practice of information security architecture

Identify the major factors which affects information security architecture

Review related works on area of information security architectures

Design Multi-tiered security architectures
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Evaluate the applicability of the designed security
architecture. 1.5 Ethical Concerns
While conducting research there are various ethical concerns that need attention. The ethical issues
might be related with the data gathering, disclosing research results and using other researcher
material. In this research all the materials and sources, used as reference in this work was properly
acknowledged, Privacy of the respondents was also properly contained; their responses were strictly
confidential and only used for academic purposes and Conformance with the organizational policy and
procedures with respect to any intellectual property rights of the organization.
1.6 The Scope and Limitation of the Study
The scope of this study was limited on National Bank of Ethiopia information infrastructure
(Communication networks, Associated software’s and Delivered services). This study employed
design sciences research desigh and used quantitative, qualitative, observation and network
traffic analysis tool for data collection. The researcher used survey questionnaire as a main tool

and interview, observation and network traffic analysis tool as a support tool.

This research was limited on the technical approach of architectural design that
can be implemented in the national bank of Ethiopia.

1.7 Significance of the Study

Given that attacks are getting more sophisticated with the advance in technology and connectivity,
securing the information infrastructure cannot be overemphasized. This research endeavors to
evaluate the gaps in the security architecture implemented to protect Information Infrastructure and
develop a multi-tiered security architecture towards Information Infrastructure that can be more
effective in protecting them. It is expected that as a benchmark study, the findings and developments
are integrated into the subsequent protection of banking infrastructure.

For practitioners, this research help to secure information infrastructure for the National
Bank that plays a crucial role in assisting information security officials to identify the
vulnerabilities in their Information Infrastructure. It also outlines the current challenges in
information security protection and the loopholes that exist in the implemented security
architecture through which information security specialists and managers are able to identify
the Information Infrastructure and evaluate whether their Information Infrastructure is

protected with the aim of improving information infrastructure protection.
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For researchers, this study is useful since not many studies of this nature have been undertaken in
Ethiopian banking industry and it serves as a starting point for the researcher who want to conduct
more comprehensive research in this area from the Ethiopian banking industry perspective.

1.8 Organization of the Thesis

The study has six chapters and organized as follow.

Chapter One: This chapter sets out a foundation for the thesis. It begins by
providing a background for the study and discusses the statement of the problem,
the aim of the research and the research questions to be addressed. It also presents
the significance of the research and defines the scope and limitation of the study.
Chapter Two: This chapters described a general understanding of main concepts such as
security, architecture, information security architecture, challenges of information security
architecture, information security management, application of security architecture,
development of multi-tiered security architecture for information infrastructure, enterprise
information security architecture framework. The final discussed related works to present

the distinction between this study and previous works.

Chapter Three: This chapter presented research design and methodology
which includes general insight on the existing research methods and
discussed the research method that was employed in this thesis.

Chapter four: Deals with the data analysis and design search process as per the data collected
through questionnaire and interview, and the findings from the analysis were discussed in each
section providing inputs to the design process.

Chapter five: Deals with the artifact design and evaluation, where the proposed architecture was
designed and developed based on in depth discussion of the main findings in the fourth chapter,
the demonstration and evaluation of the Proposed architecture.

Chapter six: The final chapter provides discussion, conclusion,
recommendations of the study and future study suggested.
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1.9 Operational Definitions

Attack — This is an event on a system whose main aim is to destroy, steal or alter
information on a system.

Information infrastructure (Il) = This is the communication network, associated software
and delivered services that are used in an organization to enable
communication or interaction between business or organizations and people.

Information infrastructure Protection (lIP) — This is the method of ensuring that the
communication network, associated software and delivered services that are
used in an organization to enable communication or interaction between
business or organizations and people are not vulnerable to attacks.

Security - The quality or state of being secure that is to be free from danger.

Availability- Ensuring reliable and timely access to and use of information

Asset-anything that has value to the bank.

Confidentiality - Ensuring that access to information is appropriately authorized.

Design Science -Design science research methodology produces a new artifact
that provides a technology-based solution to a relevant problem with
significant impact and research contribution.

Information security- Is the preservation of Availability, Confidentiality and
Integrity of information.

Integrity- The preserving the completeness and accuracy of the
information which are processing by different methods.

Information asset- All documents, data, records and systems created
managed, owned by the bank.

Information security incident- It is a serious of information security events
which are unexpected and unwanted that have a great probability to
compromise information security.

Information privacy- The capacity of a group or individual to protect or stop
information about themselves from those which are not allowed to access.

Risk- The probability that threats that cause vulnerabilities on asset or loss to the asset.

Vulnerability — This is any weakness in a system that makes it possible for a threat to cause it

harm.
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Threats — This is any event that tries to exploit any vulnerabilities.

Security architecture- It is a model of how to make logical sense of relationships
among several factors that have been identified as salient to the problem.

Multi-layered security architecture — A setup that uses different security

technologies and measures to protect against different vectors of attacks.

Page | 9



Chapter two

Literature review

2.1 Overview

The goal of this chapter is to review relevant literatures in the domain area of information security
architecture with a particular focus on information security architecture towards information
infrastructure so as to provide a context for the study and clarifies the relationship between this
study and previous work in the field. With this goal, in this chapter, a review of different literatures
that are related to security architecture with implication to multi-tiered security architecture are
discussed. This chapter is organized in to six main categories to have a logical flow of ideas and
concepts in intention to put the whole research in perspective. The first category strives to bring a
general understanding on basic concepts such as Security, Architecture. Then the second
category of the literature review is presented information security architecture and factors which
are important to have good information security like Information Security evolution, Goals, Policy,
Standards & Checklist and Management. Then the third category of the literature review is
presented to give insight on current gaps of information security for Ethiopian banking industry.
Fourth, come up with Multi-Tiered Security Architecture, Information infrastructure protection,
security architecture benefits. Fifth category describes how to design and develop multi-tiered
security architecture with its components and network security. Finally, discusses about
Enterprise Information Security Architectures Framework and a review of related works was
conducted so as to present the distinction between this work and previous works.

2.2. Literature Review and Search Strategies

2.2.1 The Research Systematic Literature Review Process

Systematic literature review brings a benefit for a research to have good understanding about
what he/she is study in a broader set of study which include all relevant studies and It also
provides general view that enable researchers to understand all previous and current study area

of the interest to confirm, reject, contrast or complement the previous study(Aline D et al, 2015).

It is important for a researcher to aware all about the previous study of the area and
identify gap analysis. Gough et al. (2012) stated that the research must be
understanding and investigating problems in a systematically. It is very difficult to

address all studies on the area without the systematic literature search strategy.
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Systematic literature review is secondary study which is used to identify, collaborate,
evaluate, consolidate and map the output of the relevant primary studies (Tranfield et al.
,2003; Kitchenham ,2010; Seuring and Gold ,2012). This systematic literature review shows
that the reviewer is unbiased, accurate, replicable, auditable and updated (EPPI Centre,
2013; Gough et al., 2012; Kitchenham, 2010). So, the new research that cannot consider the
results of the previous work may results irrelevant, unethical or unnecessary works
(Gough et al., 2012; Seuring and Gold, 2012). For this study all relevant research study was
included to the best of the knowledge of the researcher and are analyzed.

2.2.2 Search Strategy
Search strategy is the best way to guide researchers to manage all important information of

the researched area. The search strategy answers the question of what to search? (the area
of the study), Where to search? (search engines and databases) How to minimize bias? (it
should address the minimization of bias and the extent of the search based on resource
availability) Which study is considered? (inclusion and exclusion criteria) What are the
extent of the search be? (By considering all the available resources on the area) (Brunton
and Thomas 2012; Hammerstrom et al., 2010). The literature review of this study was
conducted following Bieser and Hilty (2018) search guidelines. The researcher started by
identifying the main search terms based on the research questions: security architecture,
information security, information security architecture, multi-tiered security architecture;
information security architecture analysis, information security architecture model,
information security architecture design; multi-tiered security architecture towards
information infrastructure protection. For all of the main search terms, an alternative search
terms were derived by finding synonyms (e.g., “multi-tiered” or “multi-layered”).

An overview of the search terms used in the literature search is provided in Table 2.1 below.

Main Term Security Alternative Term

architecture Information  security  architecture, IT  security

architecture, information system security architecture

Information Information substructure,
infrastructure Protection infrastructure Defense, guard
Multi-tiered Security architecture Multi-lavered Security architecture

Table 2. 1Main and alternative search terms for the structured literature search
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The sequence of activities to select eligible literature are started from screening, the process of
identifying the relevant study (Brunton et al., 2012). The screening process needs identification of
each study which was found (Adler and Van Doren ,1972) and the aim of this is not understanding
of the subject but it is a quick reading whether it is helping to answer the research question or
not. For screening phase, the title and abstract are used to select the literature and study which
are not related are excluded with their described reason. Many studies are excluded because of
duplication (Brunton and Thomas, 2012). The second process is reading phase, which needs
analytical reading which is detail understanding of the study. Finally, the selected publications
are added that are related to the area. Brunton and Thomas described the process of selecting

relevant literatures which described in the following:

L 1
1 L

Studies Found

Universe of Search Studies
Studies Found

y

Analysis of Meets
Titleand Inclusion Excluded Excluded
Abstract Criteria Studies Studies

Y.
: ¥
l Meets

Poten_tial L i:I;IT :’: Inclusion

Studies y Criteria

Included
Studies

figure 2.1 Search process, eligibility and coding (Brunton and Thomas,2012)
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The most used databases and platforms used by researcher were Sematic
Scholar, ScienceDirect, ACM, AIS, IEEEXplore, Google Scholar, and Google.

Literature Research: Conference Proceedings/Databases/Forward searches

l

Total number of identified publications:327

Publications: 235

Published Year

Total # of Articles

2011 - 2020 G.c. 103
2005 - 2010 G.c. 61
2001 - 2004 G.c. 45
Before 2000 G.c. 26

S

Figure 2.2 Number of search queries, volumes, identified and dropped publications.

2.3 Security and Architecture
2.3.1 Security

Until the end of 1980 security was limited to military only and it reveals the ability of military

in war and reveals peace after war but now in the information age information security has

become the main concern of an organization. In the information age security is not as simple

as past because the whole world (government, public, private, military and educational

institutions) connected each other through digital communications and it plays important

role in creating competitive advantage (Killmeyer, 2006). The security is among the top

concerns of the organization (Kappelman et al., 2013)
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What is Security? According to Webster, Security includes measures taken to guard against
espionage or sabotage, crime, attack, or escape. It is the way of minimizing the risk of any
assets which include a person, community or organization and all resources to
vulnerabilities (Anderson, 2003). A term Security used in the sense of minimizing the
vulnerabilities of assets and resources (Bayle, 1988). The word security tied with control and
risk since control are implemented to control risks to reduce losses that may be caused by
attackers (Kim & Leem,2005; Porter et al.,1985). Security is the quality of being secure and to
be free from any danger or building protection from adversary that cause danger from those
who would do harm, intentionally or otherwise (Singh et al. ,2014). It is a Measures taken to
protect a system, or the condition of a system that results from the establishment and
maintenance of measures to protect the system. Alternatively, defined as the condition of
system resources being free from unauthorized access and from unauthorized or accidental
change, destruction, or loss (ITU-T, 1991; SHIREY ,2000). The security of information and its
systems entails securing all components and protecting them from potential misuse by
unauthorized users (Balcha, 2005). The ultimate purpose of security is to never permit the
enemy to acquire unexpected advantage (USAF, 2003).

There are Three fundamental qualities of information which must be taken in place to
protects information from threats which includes confidentiality, integrity and availability.

In order to adequately protect its operations and assets successful organization
should have the following multiple layers of security in place for the protection of
its operations (Dwight A,2013; Singh et. al,2014; Solms & Niekerk ,2013).
Computer security: is the way of securing computer information and goal of
computer security is the confidentiality, integrity, availability, non-repudiation,
accountability, authenticity and reliability of information resources.

Physical Security: secure physical objects, items, other area of company from
misuse or access of unauthorized user.

Personal Security: to secure group of individuals who are allowed and
authorized to access operations and organizations.

Operations Security: to safeguard details operations or activities of
organization. Communications Security: to secure communication

technology, media and content of the organization.
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Network Security: to secure connections, contents and network
components. Information Security: to safeguard and protect critical

elements of information including hardware and software.

2.3.2 Architecture

The term architecture has been used for many years with in the field of information
technology to refers and provide a guidance to software systems and application developer.
Oxford dictionary define the term architecture as the conceptual structure and logical
organization of a computer or computer-based system. Architecture must be Layered and is
a metaphor derived from building trade like the homeowner designing a home, information
technology professionals provide architectural drawing for enterprises information system
and processes. It is a high-level drawing that does not change with tactical decisions to
improve technology and it is like a framework of business processes and information that
they need (Harmon P.,2002; DeLooze LL,2001; Heaney J et al.,2002, Harjinder S.,2010).

There are different types of architecture under the area of information system such as: network
architecture(provides a mechanism for more easily understanding the communication flows
between the various systems that exist within the network.), system architecture(the hardware
components and communication channels that connects to form networked systems), software
architecture(computational components like information, flow control, styles, object based and
layers), information architecture(the information centric-view of the systems) and security
architecture(styles in which organizations information are protected and safeguarded). (Edward
A., 1999; David Garlan & Mary Shaw,1993; Harjinder S. ,2010; D. Comer, 2005).

2.4 Information Security

Information security is an effective implementation of policies to protect information and
assets from theft, tampering and manipulation to ensure confidentiality, integrity and
availability with the well-informed sense of assurance that information risks and controls
are in balance (Stephen S.,2005; James M.,2005; Munk ,2015; H. G. Goldman,2010).
Information security is the protection of information and its critical elements which
include information security management, computer security management, data security
management, data security and network security by using hardware to collect, store and

transmit such information. (Balch, 2005; Dwight A,2013).
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Generally, Information Security is related to government laws and regulations,
international standards that prescribe practices perceived as necessary which make
organizations deploy, define or establish roles and responsibilities, strategies,
processes, organizational structures, policies, technologies and other measures
(Antonio Eduardo & Ernani Marques,2015; Albuquerque Junior & Santos, 2014).

There are many inhibitors of information security which include: Lack of security awareness, lack
of training for staff ,Lack of allocated funds due to low priority ,No negative experiences so it is
assumed that everything is ok, Resistance to set up a uniform user interface across the
organization, Lack of consistency of risk management processes across the breadth of
organization, Expectation of users to be able to access all information when they want, Security
perceived as hindering productivity(SIFT,2007; Stephen Smith ,2005). Information security are
three measure which includes: Administrative measures (change people’s behavior which affects
the organization and its members), Technical measures (affect the technology which are used to
process information, store information, ensure access information by legitimate users only),

Physical measures (to protect information and assets by physical mechanisms) (Bjorck, 2005).

2.4.1 The Evolution of Information Security

The knowledge of information security was beginning during the second world war when
millitorrs used mainframe to store information and ensures the confidentiality and integrity of the
data. The evolution of the information security model has occurred due to the evolution of the
type of threats that businesses were faced on a day-to-day basis. Because of sophisticated
technology which was launched from time to time the challenges of information security was very
bold. When internet was launched every customer, company, contractor, consultancies were
sharing information across and between different stakeholders. Now we are on the age of 3G,4G
and 5G by which threats have evolved and become more and more sophisticated. Mostly known
information security threats are: threats happened during technology implementation phase like
viruses, worms, distributed denial of service and the mitigation methods are firewalls, anti-virus,
and IPS. Human related threats were like device miss-configurations, excessive trust in security
technology, and security flaws within the technology itself. (Mark R., 2013; Michael E& Herbert J.,
2012; Mahi & Anup N., 2009).
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Figure 2.3 Evolution of Information Security (Mahi & Anup N., 2009)

2.4.2 Information Security Goals

The goal of Information security is ensuring the confidentiality, integrity, availability,
accountability and assurance so that any kind of sensitive information cannot be
accessed, disclosed, modified, disrupted and destructed by unauthorized body
(Mcumber,1991; Solms, 998; Mark R., 2013; Singh et al. ,2014; Pfleeger, 2003;
Gollman,2006; Johansson & Johnson, 2005; Kim & Leem, 2004; Bruner ,2001; Damien
H. and Matthew W;2003; Mark S & Jim B,2014; ITU ,2008).

Confidentiality

Confidentiality means that the information that should be secret and only those
authorized to access it may receive access (Michael E.,2012). It is ability to carry out an
external task which restricts information flow (Zwick and Dholakia ,2004). It is of making
sure that information is only seen by people who have the right to see it (Singh et al.,
2014). Avery key component of protecting information confidentiality would be
encryption by ensures that only the right people can read the information. The common
confidentiality threats are malware, intruders, social engineering, insecure network etc.
Integrity

Integrity is concerned with the trustworthiness, origin, completeness and correctness of
information as well as the prevention of unauthorized modification of information (Michael
E.,2012). It is the Mechanism to ensuring that information remains intact and unaltered. It
includes both the correctness and the trustworthiness of the data. There are two broad

mechanisms for integrity, the preventive and the detective. Preventive mechanisms are like
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access controls which prevents unauthorized modification of information and
detective mechanisms are intended to detect when preventive mechanisms
failed in case of unauthorized modification (Singh et al., 2014).

Availability

Availability is the means of the accessing information by owner when it needs to access.
In simple words it is the uptime of computer-based services (Mark R., 2013; Singh et al., 2014).
The common availability threat prevention methods are regularly doing off-site backups and

redundancy can limit the damage caused by damage to hard drives or natural disasters.

B A~ aniabARTLY

Figure 2.4 The CIA triad (Singh et al., 2014)

2.4.3 Information Security Policy
The absence of the standard information police are the major challenges of many organization to
secure their environments (Kark et al., 2007). Information security policy is the set of rules,
standards, practices, and procedures that the company employs to maintain a secure IT system
and credibility of the entire information security program of an organization depends upon a well-
drafted information security policy (Knapp, K,2009; Peggy E.et al. ,2013).

Many researchers identify that the information security policy development is one of the practical
ways of protecting information system of an organization and It is also the first step towards
preparing organizations against internal or external attacks (Kadam, A,2007; Myyry,2009).

The characteristics of a secure system is a system which have a good and specified security
policy(Jim Alves-Foss et al., 2004).There are four common security bases which includes police (high-
level statements which guides developers, installer, maintainer and user), standards (the way to

configure, install and use), procedure (step by step instruction according to police and standards)
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and guidelines (recommendation about security) (Mark R.,2013).Common Information
Security Policies are Access Management Policy, Acceptable Usage Policy, Network
Security Policy, Data/Information Handling Policy, Internet Usage Policy
...etc.(ISO/IEC 27001,2009; Harold F., Micki K ,2007 ; SANS ,2002).The objective of
information security policy is to ensure information protection, business continuity,
company reputation, enforcing law, responsibility and accountability for Information
Security in the organization (Mark R.,2013; Michael E.,2012; SANS ,2002).

2.4.4 Check Lists, Standards & Best Practices of Information Security
Information security has their own checklist, standards and best practices which
were practiced in numerous organizations in an exceedingly different context.
Check list are an honest thanks to moves from unskilled approach to structured
way that ensures security in a very certain level. BS7799-1 and Basic Protection
Manual (BSI, 2002) are the foremost well-known checklists (Zuccato, 2002).

Security standards are a listing of artifacts and techniques that address all aspects of security
like Confidentiality, Integrity and Availability which secure different area of enterprise (Yang et
al.,2010). The well-known security standards are like ISMS, concentrate on managing information
security ; BS7799 (ISO27001), concentrate on managing information security; COBIT, help
managers to manage the danger related to IT and planning, management and implementation of
IT. ; Information Security Forum (ISF), were used as a general guideline and good practice for
information security; Generally accepted system security principles (GASSP), were it are used as
a general guideline and good practice for information security; baseline protection Manual (BSI

IT), were it is used as a general guideline.

Information security best practice comprises different sub-standards and various areas
like Guidelines for Management of data Technology Security (GMIT), help managers to
manage the chance related to IT and planning; management and implementation of IT
(Ekstedt and Sommestad, 2009). Whether or not Check lists, standards & best practices
are many advantages they need also disadvantage is that every best practice just

covers one dimension of enterprise security like network and physical security.
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2.4.5 Information Security Management

Information security management is the way of ensuring organizations business continuity and
preventing information security incidents that affects organization in any way. Information
security management is systematic ways of organizing people, information technology systems
and processes that keeps critical systems from internal and external threats (Cardno, C. A.,

2019). The object of the information security management is to convert organizational security
policy in to a set of requirements that can be communicated to organization in any ways (Tracey,
R.P,2007). Information security management must be in a holistic way which requires a well-
established information security management system which address all aspects of organization
that create and maintain secure information environment (Jan Eloff And Mariki Eloff,2003). ITU
(2008), stated list of Secure management components include; Policy management, Secure
access management, Encryption of network management traffic, Secure remote access for

operators, Firewalls, Intrusion detection, Application security layer and Virus free software.

2.5 Current gaps in Information Security Challenges for Ethiopian banking industry.
The main challenge of many organizations are not only how they secure their
information infrastructure, but also how they require new platforms and intelligence
to secure their infrastructure which might be improperly disclosed, modified in an
inappropriate way, destroyed and lost which can result in financial losses and
damages to reputation (Wichita R &Ugander R,2014; Blakley et al., 2001;Peggy E. et
al,2013).The followings are the major identified challenges of information security
which were addressed by different literatures which needs great attention to handle.

2.5.1 Human factors in Information Security

The weakest link of information security is human being. Organizations are highly dependent
on the users which are great achievement on the inside threats because security policies are
enforced by people to ensure organizations information protection (Schneier, 2000). Many
experts of information security believe that a good behavior of user make effective
information security in an organization (Stanton et al.,2005). There are two factors of human
behaviors: the technical and intentional expertise. The technical expertise is mainly targeted
on skill and knowledge of the user while intentionality expertise focused on the action of
user whether beneficial or harmful. The knowledge and skills acquired can be a good

approach for enshrining security architecture towards information infrastructure protection.
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2.5.2 Vulnerabilities and Threats that cause risk on information security
Vulnerability is a weakness in information security procedure, asset, design and control that can
be intentionally or accidentally with goal of causing security breach (Whitman and Mattord, 2003;
Mark R.Jason L.,2012). It is a weakness in a system's design, implementation, operation,
management, software, hardware on a server and a client that can be exploited by a determined
intruder to gain access to or shut down a network. (Joseph M,2009; ITU-T, 1991; SHIREY, R.
,2000). To this end, several organizations have been increasingly focusing on developing safety
related policies and aligning them with non-organizational regulations (Cram et al., 2017).

Mark (2012) and Michael (2003) defined Information security threats as any event whether it is
intentional or unintentional or either an action or an inaction to harm an organizations
information system through destruction, denial of service, unauthorized access, modification and
disclosure. It can come from myriad sources in our connected world and an organization must
consider employees, contractors, and even the cleaning staff because any of these people could
potentially be a threat, and cause damage (Warren P.,2008; ITU-T, 1991; SHIREY, R. ,2000;
Sahare, Naik and Khandey ,2014). Motivations behind information security threats are ideology
and the desire to challenge powerful interest, a desire to demonstrate technical proficiency,
rebelling against the prevailing system of intellectual property financial benefit by displeased
employees (Broadhurst et al.,2014; Edward W. et al. ,1997).

2.5.3 Information Security Culture

According to the report of UK governments 95% of incidents were happened due to cultural
factors or behavior of people and only 5% is due to technological issues (Royds, 2009). Most
organizations undergoing some form of traditional cultures which can impact attitudes towards
security. Security culture cannot be assessed in isolation from the overall culture within a work
environment this is because an organization’s culture has a strong impact on organizational
security (Ruighaver et al., 2007; A. Martinsi & Jan elop,2002; Thomas Schlienger &Stephanie
Teufel,2003). A security culture is the way of performing security to everyone who have not

allowed to access as a natural way of doing their job (Oost & Chew, 2007).

Organizational cultures are the understanding of the employee on polices and standards towards

information security (Mcllwraith, 2006). Therefore, to understand security culture it is first
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important to have a grasp on the wider organizational culture. The followings are the
factors which affect information security culture in a given organization such as Top
management support, information security awareness, training, educations and
accountability (Bulgurcu et al., 2010; Herath & Rao0,2009; Kajava et al., 2007; Kim ,2014).
Top Management Support

Top management support refers decisions, investments and actions taken for enforcing
information security policies across the organization. It refers to promote information
security police and standards (Kajava et al., 2007; Lee et al., 2004). The priority concern of
information communication technology is information security which is shared by top
management to benefit an organization as whole and to initiate a culture of security
awareness with in organization (Adnan R et al.,2017). The top management support can play
crucial role for implementation of security policy and security governance in a given
organization because the better the top management support information security the
greater preventative efforts in a firm(Da Veiga, A& Eloff, J,2007; Kankanhalli, 2003; Tracey &
R.P,2007; Von Solms,2006; Doughty,2003; Behling et al. ,2009; Omar et al. ,2016).
Information Security Awareness

Awareness is a process of changing the attitude of user on the security practice and its main
purpose is to focus on security understanding which helps them to easily recognize and respond
to security related issues accordingly (NIST ,2003; S.M. Furnell,2002). To improve the
effectiveness of the security awareness, organizations need to introduce awareness program and
social psychological principles (M.E. Thomson & R. von Solms,1998). As organizations are
dependent on people, their awareness, ethics and behavior it must understand what they want to
achieve if we are to accomplish the goals of the organization (Morrill, 2007).

Creation of security awareness include both individual and collective activities through email,
pamphlets, formal presentation and discussion groups to increase user’s knowledge and
understanding of security policies and mechanisms in organizations (Hagen et al., 2013;
Smith & Jamieson, 2006). Many studies noted that employee awareness is one of the best
measures to protects a company’s data (Hagen et al., 2008; Chang, A&Yeh, Q.,2006; M.
Siponen,200; M.D. Krohn, J & L. Massey, 1980; Sang M. Lee et al., 2004).
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Information Security Training

Training Provides skill in how the protection may be achieved. Kerry-Lynn et al. (2006),
described that employees should learn, develop and integrate the proper information security
skills into their daily behavior and, ultimately, facilitate the protection of knowledge assets.
Training aims to know the amount of security which strives to supply security skills and skills
which are acquired during training are built abreast of awareness. It seeks to show skills that
allow a personal to hold out certain functions. Training on Security programs should decide to

assure the protection policy legitimacy to safeguard the data infrastructure (Son, J,2011).

Information Security Education

Education integrates all security skills and collection of various security practices in to common
body of data and therefore the main purpose of education is producing IT security specialists and
professionals. Bensnard and Arief (2004) emphasize that education of staff is very

important because it makes people awake to the consequences of their actions thus
ensuring that individuals are tuned in to the threats and probable damages. It
Provides deeper understanding of why protection is required (Steven Furnell and
Nathan Clarke, 2005). Security education schemes should aim to form employees

recognize the legitimacy of data security policy to safeguard the firm (Son, J,2011).

2.6 Information Security in Ethiopia Banking Industry.

The government of Ethiopia has realized information security as very important
business accelerator by: Formulating legal framework to secure cyberspace,
Develop and implement Cyber security affiliated national information and
communication technology policy and strategy and finally, Develop and implement
national spatial information and technology policy. Established Information Network
Security Agency with council of Ministers Regulation No. 1340/2006 Prepare and
enforce Critical Mass Cyber Security Requirement Standard (CMCSRS,2017).

Ethiopian banking industry offers credit facility, saving scheme, international banking and fund
transfer (Simeneh, 2013). the major problems of these banks are information attacks both internally or
externally. The banks are striving to achieve certain objectives like availability, integrity,
confidentiality. the banking industry must balance between giving employees real-time access to

applications and information, and addressing the corresponding concern for the security
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of information assets and the information systems (Behabtu A.,2015). The two major identified
security risks facing banking industry were data loss prevention and identity & access
management (MWR,2010). The survey which was conducted by Halifom Hailu (2005), data
collected from 40 institutions which are familiar with ICT and the respondents were from both
government and private institutions. The Survey show that all respondents was experienced
number of cyber-crime incidents. The result show that computer viruses, worms, malwares and
other malicious attacks (57.1%), website defacement (40%), illegal access (17.1%), spam

(14.7%) were the most perpetrated cyber-crimes against the institutions. The
result also indicated that 62.9% are causes computer data damage,45.7% are
causes denial of services and 45.7% are causes system interference.

2.6.1 Information Security for National Bank of Ethiopia
National Bank of Ethiopia is running a big project with INSA to develop Cyber Security

Framework for Ethiopian Banking Industry with the initiative of NBE but this security
framework is ongoing process and it is high-level. The bank does not follow any specific
standard or best practice regarding security management and the Challenges of the bank
include: Lack of experienced personnel, managements awareness on information security is

very weak, Lack of industry standard or best practice locally (Abeselom N., 2015).

To overcome the above-mentioned problems of the bank developing multi-tiered security
architecture can be the good approach. To develop architecture, it requires to identifies the
current challenges and issues so that the gap can be identified. Finally, the security

architecture is developed and it is incorporated under the enterprise security architecture.

2.6.2 Common Security Attacks on Banking Industry
The banking industries are experiencing lots of information security threats but

the common one is Attacks Threatening Confidentiality, Attacks Threatening
integrity and Attacks Threatening availability.

Attacks Threatening Confidentiality are categorized in to two styles like traffic analysis
(refers other varieties of information collected by an intruder by monitoring online traffic)
and data snooping (refers to unauthorized access to or interception of information).
Attacks which threating integrity are several types of attacks masquerading,
modification, repudiation and replaying.
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Attacks which threatening availability are mostly denial of service attacks (DOS) which
slow, interrupt, busy or collapse systems by sending messages from every direction
(Singh et al., 2014, Changsok Y. et al.,2015; Moore.T., et al.,2009; Gopalakrishna,2011).
As it is stated by (Changsok Y. et al.,2015) The most common interest behind
attackers are seeking to acquire capital, confidential data and sensitive
information. The most common attacks of the bank industries are the following.
TCP/IP SPOOFING- is the way by which illegal access is attempted on a system by
sending an email message to a victim that appears to come from a trusted machine
by spoofing machines’ IP address. IP address spoofing is a powerful technique
which enable hackers to send packets to a network without being blocked by a
firewall. This is because usually firewalls filter packets based on sender’s IP address
and they would normally filter out any external IP address (ChangsokY. Et al.,2015).
Virus: A computer virus is a program that is configured to replicate itself across machines
and corrupt computer files which including programs and as a result affect the operation of
a system. These viruses can be gotten from normal web activities through opening files with
virus infected attachments, installing of software, downloading and, accessing a site that
has malware but to mention a few (Webroot, 2010).

Worms and trojan horse: Trojan horses and worms are the most frequently happened threats
to the banks to lost the resources of information infrastructure. A worm is a program that
replicate themselves on the computer network which perform malicious activities. Unlike
worms Trojan horses are not replicate itself but they are destructive by riding computer of

viruses to introduces viruses on your computer. (Madan Bhasin,2007)

Bot networks: programs that infect a system to provide control access and remote command via
a variety of protocols machines for vulnerabilities and A botnet scans systems that can

be exploited this includes antivirus software and firewalls (Rouse & Wright, Botnet, 2017).
Vishing: is a cyber-attack in which Voice over IP (VolP) and social engineering are used to
access the financial and private information from the public for getting financial reward. It is
an illegal practice where an attacker calls a user and pretends to be from a bank in which
the user has an account and asks to verify the user’s account information and once the
user gives his credentials such as username, password, credit card number, etc., the

attacker has easy access to the user’s account and the money in it (Moore.T. et al.,2009).
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Denial of services: an attack in which a user or an organization is prevented
from accessing a resource online (Rouse & Loshin, 2016).

Malwares: is a maliciously crafted software program that accesses and
alters the computer system without the consent of the user or owner.
Malware includes viruses, Trojan horses, worms, etc. (Gopalakrishna,2011).
PHARMING- attack whenever a user tries to access a website, he/ she will be redirected to
a fake site. Pharming can be done in two possible by exploiting vulnerability in DNS
server software and one is by changing host’s files on a victim’s computer (Moore.T., et
al.,2009). CROSS-SITE SCRIPTING ATTACKS (XSS): are types pf injection by which
scripts are injected from malicious as if like trusted source and so that it will be executed.
these types of attacks are occurred when users are using web applications to send
malicious codes using web browser for different users (Gopalakrishna,2011).

Phishing: is a kind of attack in which an attempt is made to obtain sensitive information
of user such as passwords, credit card details, usernames etc. the most common tools
include, Abuse of Domain Name Service (DNS), Botnets, Phishing Kits, Technical
Deceit, Specialized Malware and Session Hijacking (Changsoky. et al.,2015).

2.7 Security Architecture Towards Information Infrastructure Protection.

2.7.1 Security Architecture

Security architecture is aterm applicable to the wide verities of activities which are
different in the level of details on which it acts. It provides a guidance for

protection of information’s in business, information system and technology levels.

Security structure as a unifying framework and reusable offerings that put into effect coverage,
standards, and risk control selections. Open safety structure (OSA) defines the security
architecture as the design of artifacts which describes IT architecture (Shahram J. & Farzaneh
F.,2011; Peterson ,2006; Thorn et al, 2008 and Peterson ,2006; Tom Scholtz, et al., 2005). Security
structure ought to also be a nicely-defined report which specifies protection services that
provide how and where in an incredibly very layered model and its miles a cohesive protection
design which address security requirements and become aware of what safety control are
applied in (Prentice Kinser ,2007; Thorn et al., 2008). The information security architectures are

accustomed guarantee protection domains which aligned company needs and business
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method to work collectively otherwise commercial enterprise alignment

and IT cause vulnerabilities of organizations (IBM, 2008).

2.7.2 Multi-layered Security Architecture

The Multi-layered security architecture is a setup which uses different security protection
mechanism for different vectors of attacks. Every layer has its personal specific
vulnerabilities, threats, attacks and mitigation strategies. (Krisztina C et al. ,2007;
Pauline,2017). Multi-tiered security architectures as having or involving several awesome
layers, strata, or degrees (Heiko Schuldt, 2008; Mohajerani MR, Moeini A,2002). The
foremost common multi-tier structure together with a statistics control tier (database
servers), a utility tier (commercial enterprise logic), a customer tier (interface capability)
and net tier which exist between consumer and application layer (Heiko Schuldt,2008). ITU-
T X.805, on the recommendation of protection architecture for a machine which deliver end-
to cease communication ITU-T defined three protection layers which include: the
infrastructure safety layer; services security layer; and also, the applications safety layer.
The aim of information security architecture is giving conceptual architecture
design for information security by linking the components information security like

security mechanisms, security infrastructure, security procedures and policies.

2.7.3 Benefits of Information Security Architecture

The first benefit of information security architecture is to Integrate different security elements
like network, information and provide security services. The second benefit is to design a
security by addresses the requirements like authentication, authorization and accounting by
specifying what security controls are to be applied. The third benefit is to reduces the cost of
security. The fourth benefit is to help change managements. The it divides the complex
networks so that it can be easily managed components and these separated components are
used for planning and identifying security threats and run security solutions for logically
existing networks. The final benefit of information security architectures is for compliance
(Tahajod et al, 2009; Prentice Kinser ,2007; Office of ClO,2010; Farah,2004; Peterson ,2006;
SABSA,2008; Preez and Pieterse ,2009). The overall aim of Security architecture is
generalized as holistic approach, security & business alignment, Integration, change

management, security requirements analysis, security cost reduction, and compliance.
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2.7.3 Information Infrastructure Protection

The concept of information infrastructure is that the combination of knowledge and
infrastructure technology which may be a shared, open, heterogenous and evolving
technical systems and it includes the data technology, operations and peoples (Hanseth
,2002). Atkins et al defines information infrastructure as “...hardware, software, personnel,
services and organizations” (Atkins et al., 2003, p.13). The most tools to attack systems are
malware (virus, worm, Trojan horse) to switch and destroy information (Eugene NICKOLOV
,2005). Information infrastructure is that the technological and human components,
networks, systems, and processes that contribute to the functioning of knowledge system
(Braa et al.,2007). It is the communication network, associated software and data resources
that are employed in a corporation to enable communication or interaction between
business or organizations and folks (Paulin,2017). The measure of knowledge infrastructure
protection must be implemented to mitigate the attacks. There are three strategic objectives
to prevents information infrastructure attacks: prevent cyber-attacks against information
infrastructure, reduce national vulnerabilities to cyber-attacks, minimize the damage and

recovery time from cyber-attacks. (Eugene Nickolov ,2005).

COMMUNICATION NETWORKS (Firewalls, Switch, Router
and Checkpoints)

SOFTWARE’S (10S)

DELIVERED SERVICES (Data and Internet)

Figure 2.5 Information infrastructure components (Pauline,2017)

2.8 Design and Development of Multi-Tiered Security Architecture for
Information Infrastructure.
Security architecture design and development is a key factor which helps security engineers to

grasp necessary security mitigations strategies and understand flow of information between the
components. (Sarah Pramanik & Northrop Grumman ,2013). To develop multi-tiered security
architecture there should be regulation or guideline on the bottom within the organization and these

guidelines are taken as a framework. Lack of the way to implement information security
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for information infrastructure protection for IT professionals are the most important

problems of the many organizations (Benson Young,2012). The multi-tiered security

architecture must be designed in the way of benefitting organization which should be

integrating various components, managing risks, supported the most effective practices

and financially feasible (Thorn et al., 2008). On this study the researcher adopted the

Farah method of design information security architecture which have Three steps.

—

"\

Security Assessment

\

Study the current
information security
architecture

-

’l Architecture Design | \

Develop a secunty
architecture that offers
information
infrastructure

\ protection ‘

Secunity Assessment of
the Architecture Desien

Evaluate the proposed
architecture through
expert feedback

\

P

Figure 2.6 Steps Adapted in Designing a Security Architecture from Farah (2005)

1. Conducting security assessments: this step is important to identify current security architecture

and its main aim is to evaluate the threats and vulnerabilities of organizations system.

2.Formulation of target security architecture designs: are based on the finding

of the first phase security architecture will be developed.

3. Evaluate the efficiency and effectiveness of the developed architecture by expert feedback.

2.8.1 Multi-Tired Security Architecture Components
The information security architecture must be holistic to perform best and slot in to the businesses

seamlessly and integrate technology, people and processes. Awareness of specific components of

multi-tiered security architecture enables security personnel, users and regulatory aspects to have a

good knowledge of security architecture. The components of multi-tiered security architecture

include: organizations infrastructure; Security policies, standards, and procedures; Security baselines

or risk assessments; Security awareness and training programs;
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Compliance; Monitoring and detection; Computer incident/emergency response and

Disaster recovery/business continuity planning (Eloff & Eloff, 2005; Killmeyer, 2006).

ORGANIZATION POLKCIES, STANDARDS,
INFRASTRUCTURE AND PROCEDURES

USER AWARENESS
AND TRAINING

TECHNOLOGY

Figure 2.7 Information Security Architecture Components (Killmeyer, 2006)

2.8.2 Network Security
Network is one in all the most components of organization that has to be secure from any insider and

out of doors attacks and it's crucial for IT systems and their good operation highly depends on its
performance, reliability, and security. Fail of improving good network design costs company by losing
business continuity, security incidents, cost of rebuilding network (Mariusz S. ,2009). The suitable
design of the network security architecture provides many advantages just like the isolation of low-
trust network area, Limitation of the safety breach scope, Accurate network access control, Quick
identification of IT systems security incidents, Cost optimization and Ensuring basic attack vectors.
(Mariusz S. ,2009; SecaaS,2012; Nilaykumar S. et al., 2013). Depending on the amount of the attacks
and kinds of data that has been compromised the network attack causes several hours of downtime
and it causes serious breach in confidentiality, integrity and availability of knowledge (Mohajerani MR

& Moeini A., 2002). Securing network is vital as securing
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computer and encrypting a message and that they identify the following that should be

considered When developing network security (Mohammed m &Alexander a.2,017).

Access — authorized users are provided the means to speak to and from a specific network.
Confidentiality — information within the network remains private to trusted staff or users.
Authentication — make sure the users of the network are who they are saying they're. Integrity —
make sure the message has not been modified in transit and is secured during transmission.
Non - Repudiation — make sure the user doesn't refute that he/she used the network.

The security layers are categorized in to External or perimeter and internal layers. The perimeter

security layer is formed from edge routers which offer first line of Dos protection and dedicated

security device like firewall, check points, VPN, IPS, WAF. Internal security layer consists of

firewalls, IPS (Mariusz S. ,2009). It also, includes security of physical environment and logical

security components that are inherent within the services. The subsequent information

infrastructure is going to be the primary group that has to be protected like Routers, firewalls,

encoding using Virtual Private Networks (VPN), Intrusion Prevention and cargo balancing

additionally because the core network services like core, distribution and access switches,

server farm, server’s application and databases must be protected too.

Internet/ WAN

J

Edge Services
Edge Routers: Stateless inspection

Perimeter Securily Layers

Network Services Core Network — .I:I/\.NOC

<>
Internal Security Layers Core Routers!/Switches

J

Application and Data Services
L2/ 3 Swiiches

) I ) I

Web Application Database Other
Server Zone Server Zone Server Zone Zones

Figure 2.8 Network Security Architecture (Stawowski, 2009).
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2.9 Enterprise Information Security Architectures Framework

The enterprise security principles are the main factors for planning, designing, implementing
and operating of enterprise information security architecture by providing a good design
decision and aligning to the business need requirements. due to continuous nature of data
security architecture, lack of interoperability, lack business convergence, and lack business
partnership the foremost focus of security architecture is on developing requirements,
designing templets, developing models and incorporating principles (Gartner,2011; Keem &

Leem, 2005; Jan Killmeyer,2006; Khayami,2010).

An enterprise uses security architecture for the following: it reduces the cost of organization on
security, it helps for change management, it helps for an improved integration between security
elements, security services and security mechanism and at the same time it allows the
business and security staffs to align their efforts, it works as a holistic view that specifies which

security services are provided, how and where and ensures compliance (SABSA, 2008).

Enterprise information security architectures are examined from abstraction to the general idea

point of view. The abstraction level includes holistic methods versus partial methods (Nakamur,

Hada, & Neyama, 2002; Rees, Subhajyoti, & Spafford, 2003; Shariati, Bahmani, & Shams,

2010). Holistic methods include the following: Gartner, Sherwood Applied Business Security
Architecture (SABSA), AGM-Based SOAE Security Governance model, Intelligent Service-
Oriented EISA and RISE (Shariati, Bahmani, & Shams, 2010). Sherwood Applied Business
Security Architecture (SABSA) is one of a security-architectures which might be a risk-based
methodology for delivering security infrastructure solutions that support new technological
trends and opportunities (Sherwood, J., A. Clark, and D. Lynas ,2005). Gartner Enterprise
information security architecture was introduced in 2006 by organizing EISA with EA program
and collaborating them and it's focused on structure only but doesn't include methodology for
implementing EISA (Oda et al.,2009). RISE Methodology is the excellent framework which was
achieved by incorporating security and privacy features into business processes and emphasizes
on the processes and lifecycles which should be implemented and uses standards (Anderson,
J.A. and V. Rachamadugu,2008; Jianguang, S. and C. Yan., 2008; Korhonen, J.J., M. Yildiz, and J.
Mykkanen. ,2009). AGM-Based SOAE Security Governance model is the merchandise of Appling

ISO/IEC 17799 and SOGP to Agile Governance Model and it's accustomed suggest a
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Governance Model for security requirements management within the context of service- oriented
enterprise architecture (SOEA). (Anderson, J.A. and V. Rachamadugu,2008; Jianguang, S. and C.
Yan., 2008; Korhonen, J.J., M. Yildiz, and J. Mykkanen. ,2009). Intelligent Service-Oriented EISA is
model for the systematic and automatic management of EISA activities and risk management are
supported 1ISO27002. (Anderson, J.A. and V. Rachamadugu,2008; Jianguang, S. and C. Yan., 2008;
Korhonen, J.J., M. Yildiz, and J. Mykkanen. ,2009).

SABSA offers a framework and methodology in such the best way that it guarantees the
protection of enterprise information through endless process. It is the developing information
security architecture for a risk driven enterprise and its aim is to provide information security
architecture for information infrastructure solution which helps business initiatives. The foremost
features of SASBA is that every functionality relies on the business requirements analysis and it
develops a sequence of strategy, design, implementation and lifecycle to stay up the business
opportunities (Sherwood, Clark, & Lynas, 2009). Compared to the Gartner framework, which is
extremely abstract and theoretical, SABSA is more acceptable because it's specific to the
organization, highly customized to the unique model, their practice and holistic nature(Burkett,
2012; Shariati et al., 2011; John Sherwood, Clark, & Lynas, 2005; Coetzee& Marijke,2014; Alemu,
Meskerem, and Abrehet Mohammed Omer,2014; Van den Bosch,2014). For this research SABSA
is adopted because it is a strong and internationally recognized architecture methodology which
focuses on the business requirements and develops from there and used over other
methodologies because of its business focus and talent to trace controls back to those

requirements.

Contextual Security Aachitecture

Conceptual Security Architecture

T ogical Security Architecture

Physical Security Architecture

Security Serviee Manacement
Architecture

Component Security Architecture

Figure 2.9.1 SABSA Model for Security Architecture (Sherwood, Clark, & Lynas, 2009)
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Figure 2.9.1 The SABSA matrix from the business-driven approach. Adapted
from (Sherwood et al ,2015).
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The contextual security layer: it the development of the architecture from a business view
and its goal is to secure goals, assets and objectives. The conceptual security layer: looks at
the architectural view and its aim is to identify risks, risk management, process assurance,
roles and responsibilities, domain and time management. The logical security layer: looks at
the processes required to achieve security by identifying information assets, risk
management policies, processes and services. The physical security layer: focuses on the
data assets, risk management practices, human interface and ICT infrastructure. Component
security layer: includes the ICT components, tools and standards for risk management,
processes and personnel management. The security service management: aims to ensure
that all layers are secure (Sherwood, Clark & Lynas, 2015). The following figures are the

SABSA security architecture from the business-driven approach.

Related Works

There are works in this area that have been conducted with a particular attention to multi-tiered
security architecture towards information infrastructure. Here presented are some notable
studies. BS 7799-2(2002) proposed information security management based on the continuous
cycle of activities by so-called PDCA (Plan Do Check Act) and it is cyclic model which ensures the
best practice of organizations. The main focus of this study on the establishment and
implementation of information security policy and it is repetitive approach which emphasized the
fact that the security program cannot be complete 100% but it does not attempt to give procedure
on the synchronization and inter-dependency of controls to be implemented.

Trcek(2003) proposed the layered multi-plan model for information systems security which

attempt to integrate existed approach regarding technological, organizational and legal

issues in the balanced way with the primary aim of protection and safeguarding of assets

and to implement model but The problem of this architecture is that it does not address

strategic issue but it only depended on technical issues for system level.

Rees et al. (2003), developed police framework for interpreting risk in E-Business
security and it offers a guide for implementing and maintain security policy and he
propose the PFIRES model that consists of four major phases: Assess, Plan, Deliver
and Operate but this model does not replace information security architecture.

Pauline (2017) work on multi-tiered security architecture for information infrastructure the case

of Kenyan commercial banks. The study was come up with the proposed architecture that were
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significantly help to reduce the number of attacks for banking industry bases
but the study was context dependent on Kenyan banks only.

Stawowski (2016) provided a security architecture that was done by underlining important
for proper operation of IT systems as most applications work in the networking
environment and It is well presented network security architecture which describe the
important of security architecture for designing network that describes security zones and
layers But because of Different IT systems have specific requirements that the network
security architecture should fulfill this research was not standard security architecture.
Baharon, Shi, & Jones (2015) conducted the study on Multilayered Security
Infrastructure for 10T and they addressed both application and network layers
that were all encrypted, decrypted and access control mechanism but on their
study limited on encrypting, decrypting and access control mechanism which
cannot ensure the organizations systems security efficiently and effectively.

Eloff & Eloff (2016) develop security architecture by identified the components of information
security architecture which includes security assessment, infrastructure, policies, user
awareness, training and compliance but this architecture was context dependent.

Below are Summary of Gaps Identified from literature Review about Security Architectures.

ég;rr\or e Title | Objective Metho | Key Results Identified Gaps
dology

British Information | Implementatio| Literatu| Organizations are required| The developed

Standard security n of re to supply attention for | information security

Committees | management | information | Review|information security does not try to deliver

(2002) systems security police to assure tool on the
Specification | policy organizations information.| synchronization and
with guidance inter-dependency of
to be used controls to be finished.
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lable 2.2 Summary of Gaps Identified from literatyre Reviewj about Security Architecturgs.

Research Gap

Based on the litergtures presented garlier, security ajchitecture]is the major concern. However,

there are different kinds of security architecture which are varied from country to country and
organization to organization. Moreover, the available security architecture is highly dependent
on security guidelines, rule and regulation of an organization so it is highly context dependent.
Therefore, this research addresses the multi-tiered security architecture towards information
infrastructure for National Bank of Ethiopia, which is not addressed in earlier works.

Chapter Summary

The first section was intended to create a general understanding of main concepts such as
security, architecture. The second section of this chapter presented the main parts of
Information security such as evolution, goals, policy, standards, managements of
Information security. The third section of this chapter discuss current gaps of information
security in Ethiopian banking industry. The fourth section of this chapter discuss about the
Multi-Tiered Security Architecture, security architecture, information infrastructure
protection, benefits of security architecture. The fifth category describes how to design and
development multi-tiered security architecture with its components. the final section

discusses Enterprise information security architecture and related works.
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Chapter three

Research design and methodology

3.1 Overview

The selection of research design and methodology must be based on the statement of the
problem and research questions. The starting point of any scientific study is identifying the
reason for conducting the research study. Research methodology is the systematic approach of
understanding problems with the help to collect, analyze and interpret data. The ultimate goal of
research methodology is supporting the research study to achieves its objective and it’s also an
umbrella of various research methods (Kothari, 2007). Selecting the appropriate research
methodology is based on the nature of the research. This research aims to develop multi-tiered
security architecture towards information infrastructure for application, network and databases
by using existing literature review to identify current challenges of National Bank of Ethiopia. The
nature of this research is characterized by types of application, network, databases and services
existed in the National Bank of Ethiopia and how these information infrastructures are protected
with the aim of developing multi-tiered security architecture.

3.2 Research Design and Methodology

Research Design

Research design provides a way to collect, analyze and interpret data. In this study the research
follows design science research approach which is generally and widely used methodology within the
area of scientific discipline. The studies that are focused on organizations employs design science to
provide knowledge and it's relevant to bridge the gap between academic research and organization by
addressing what's developed within the academy and what's applied within the organization (Romme
,2003).The design science paradigm is utilized because the standard research paradigms specialize in
describing, exploring, explaining and predicting the phenomena and identify the link between
them(Van Aken, 2004; Gibbons and Bunderson ,2005; Manson, 2006). Traditional research paradigms
like natural and social sciences have limitation when the goal is design, construction and creation of
recent artifacts and design science is suggested for conducting this type of research (van Aken, 2004;
March and Smith ,1995; Le Moigne,1994; Romme, 2003; Simon,1996). Design science is a new research
paradigm which operationalizes the research when the aim is artifacts or recommendations. Design

science are
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often performed in both academic and organizational environment (Aline D. et al, 2015). The goal
of design science is to review, research and investigate the artifacts from academic and
organizational point of views (Kuechler ,2011). It is also the rigorous process of designing the
artifacts to resolve the matter, evaluate what was developed and communicate the result (Cagdas
and Stubkjar, 2011). The output of this research is within the style of artifacts, general
instantiation, abstract artifacts, constructs, models, frameworks, architectures, and style
principles (Vaishnavi and Kuechler ,2015). Also, the goal of design science research isn't only to
form an artifact but also to answer questions about them “are the artifacts useful?” (design an
artifact that improve the problem) and “is the solution true?” (answering the knowledge question
about artifacts are two styles of research problem which are studied deliberately science

research methodology). (Johannesson and Perjons ,2014; Peffers et al.,2007).

This chapter describes the methodology which address the subsequent research questions:
1. What are the factors affecting the Information Security Architecture for IIP at NBE?
2.To what extent does Information Security Architecture suits NBE’s lIP?

3.How valid is that the proposed Information Security Architecture?

These steps shall be adapted within the development of an architecture which can
help to improve information infrastructure protection. The steps are as follows;
Conduct a security assessment, formulate a security architecture design and Evaluate
the effectiveness of the proposed architecture through expert feedback. This study
developed a multi-tiered security architecture supported the subsequent process
which includes: Identify the gaps within the current architecture, Development of
security architecture and Evaluate the developed security architecture.

Research Methodology

There are different authors that formalized the research method for design science paradigm.
Burge (1980), which developed the research methodology that differs from the traditional one by
addressing the useful and applicability of technology. Takeda (1990), develop design cycle aimed
to construct a model that support the development of the intelligent computer-aided design
system. Eekeles and Roozmburg (1991), compare the traditional research method and propose a

method for engineering related research through a design cycle. Walls et al. (1992), define and
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design science research methods based on the products and process.Vaishnavi and
Kuechler (2011), they improve the design cycle which was proposed by the Takeda.

An Aken (2004&2005), develop the research methodology for design science that reduce the
gap between academic research and requirement of the organization to address solution for
the organization problem. Then Cole et al. (2005), developed the methodology for design
science which focuses on information system. Also, Manson (2006), developed design
science methodology that proposed output of design science research based on the
Vaishnavi and Kuechler. Peffers et al. (2007), consolidated the methods for conducting
research under the design science research paradigm. Finally, Altruki et al. (2011), proposed
method which derives from the synthesis of ideas formalized by several authors, particularly
in the area of information systems which is referred to as the design science research cycle.
There are many Design science process models presented in the literature as listed above
and one of the common cited design science process is Peffers et al. (2007) which is useful
for better understanding of process and steps followed in conducting research study and it
is also used to understand and visualize steps to conduct study and process. It consolidates
a method for conducting research on the area of design science paradigm. They were
constructed design science process model with six steps which presented structure of

principles and procedures used to develop aresearch. (Peffers et al., 2007).

Processes Iteration
- e 4 ) : ¢ ' —
Problem ! | Designand | N | Demonstrate | I\ | Evaluate | ! | Communicati
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Figure 3.1 Design science research process (DSRP) model (K. Peffers, et al.,2007)
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3.2.1 Problem Identification and Motivation

The first step in design science is to identify the problem and motivation for the study.
There was no study which conducted on multi-tiered security architecture on Ethiopian banking
industry. The important of this study is that it is starting point for both academic and
organizations about security architecture so that the detail will follow. Its relevance was
protecting companies’ information from cyber-attacks. The researcher was understanding and
insight information security architecture particularly for information infrastructure gaps from the
literature reviews, discussion with different experts working on area and also different security
reports which was conducted by INSA on banking industry is an input for this research. The

importance of the problem is that currently the greatest problem arisen from security breaches.

The motive of this study is to protect organizations from cyber-crime as it is
extremely growing. This study develops multi-tiered security architecture
towards information infrastructure protection for National bank of Ethiopia. The
applicability of the proposed architecture will secure banking industry.

3.2.2 Objective of The Solution

The second step in design science is to define the objectives for an answer. The target of the
answer artifact relies on the matter statement and it maybe quantitative (advancement of
existing artifacts) and qualitative (new artifact for brand spanking new solution). The final
goal of this study is going to develop multi-tiered security architecture for national bank of
Ethiopia to confirm IIP in order to protect from cyber-attacks.

3.2.3 Design and Development
The third step is to design and develop the artifact. This step is the place where the actual

artifacts (security architecture) was developed. To develop security architecture, it is
imperative to look at the current practice of organization on security breaches. For this
study Farah (2005) information security architecture is adopted. The functionality of this
developed security architecture will secure the organizations information from any thefts.
The design and development solution use identified gaps from the current practice and
map with the literature reviews so that this was taken as an input to develop security
architecture. Th data that was collected, by using questionnaire, interview, network traffic

analysis tool and observation from the National Bank of Ethiopia.
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3.2.3.1 Population and Sampling
Target Population

As the scope of this study covers Information System Management Directorate
of National Bank of Ethiopia, the employees under this directorates are the total
population of the research, which covers 100 in number.

Sampling Technique

Sampling is the process of taking a representative, obviously smaller size, from the population,
which can approximately reflect the characteristics of the whole population so as to make the
research more manageable and to be conducted in a resource effective way. There are two types
of sampling techniques the probability sampling (all are equal chance of being selected) and non-
probability sampling, where not all members have equal chance of being selected. For
questionnaire respondents of this study the researcher has employed stratified random sampling
which is more appropriate to select sample population because The ISM directorate is organized
in different Teams with approximately equal in size in each stratum. For selecting interviewee
researcher adopted the purposive sampling technique in order to identify key participants within
the ISM Directorate who are responsible for managing the design, implementation and operations
of the network and systems at a higher level.

Sampling Size Determination

The information system management directorate has four teams which include security
team, network infrastructure and system team, database team and application team. All
team are equal number of employees approximately 25- 30 employees. So, the total
population of the study is the number of information system management directorates
which is 100 staffs. For this research study Yamane’s formula was adopted to calculate

sampling with the consideration of 95% confidence interval and p=0.5 (Yamane, 1967).

where N= population of the study
e =(MoE) Margin of error, e =0.05
N=100

n=N/(1+Ne"2)

The sample size n = 100 =80
1+ 100(0.05%)
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Qualitative Sampling

Purposive sampling gives an opportunity for a researcher to know key informants to

acquire the required information. For this study five key informants were interviewed

as it is believed by the researcher that it provides complete information.

3.2.3.2 Data Collection Methods and Procedure

As the objective of this study is to develop multi-tiered security architecture for National Bank of
Ethiopia the researcher was used two basic data sources, such as existing literatures in the area
of the study and data from the current practices of the company on the phenomena. Multiple data
collection instruments were used in this study to increase the quality of data.

The data that was collected by survey questionnaire and interview with

the support of observation and network traffic analysis tool were used

to identify gaps. Questionnaire

The questionnaire is one of the main tools used to collect a primary data and it provide data for

the researcher. This questionnaire is aimed at measuring the current experience by gathering the

straight forward information that are clear and unambiguous. For this study the questionnaires

are adopted from the related literature reviews with modification and additions. The questioners

have both background information and relevant information and are detailed information with the

goal of assessing current practices on information security issues. The questioners were

adopted from George Farah (2005) and the questionnaires were pilot tested by 10 users.

As a primary data collection tool, the Questionnaire consisted of 46 Likert scale
guestions, where the meanings of the options are indicated in table 3.1 below,
and question items are categorized in General question, VPN and Proxy related

guestion, Switch and Router question, Firewall and check point question.

Options Meaning
Strongly Disagree Not presented or practiced in the organization at all
Disagree The organization is performed or practiced
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Neutral Does not have the information or no certainty about it
Agree The organization is performed or practiced in some level
Strongly Agree The organization is performed or practiced it fully

Table 3.1 Likert scale option meanings

Interview

Interview is One of the best techniques to collect data for qualitative study by providing different
views and opinions of participants without any restriction. In this study semi-structure interview
were employed which were based on the willing, knowledge and experience of the interviewee
(John W. Creswell ,2013). It is also valuable for finding out people’s motivations, and their
rationale as to why they did certain things (Myers,2007). Interviews with practitioners and experts
in the field can be conducted to identify relevant and addressed problems (P. Offermann et
al.,2007). The interview questions were aimed to address management, police, and compliance
issues. On this research five peoples were interviewed (director, chief network infrastructure
Officer, chief data base Officer, chief application Officer and chief security Officer) and the whole
session of the interview were recorded with the full agreement of each participant and the due
consideration of all the ethical promises. The interview schedule was based on the interests of
interviewee and interview were held in each interviewee’s office, as the place was ideal to hold

such an activity.

Participants No Participant code Membership
1 Participantl Director
2 Participant2 Chief X Officer
3 Participant3 Chief X Officer
4 Participant4 Chief X Officer
5 Participant5 Chief X Officer

Table 3.2 Interviewees
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Observation

Observation is a method where the researcher is entirely involved and becomes a
participant in the culture of being observed (J. Collis and R. Hussey,2009). In this
study, a participant observation technique is adopted as the researcher is an
insider, observed security architecture which was implemented in the bank.

The network Traffic analysis tool

The network traffic analysis tools were employed to analyzed the threats of the communication
network and systems by using the alien vault Open Source Security Information Management
(OSSIM). The alien vault OSSIM is one of the security information and event management tools
which is an open source that provides complete correlation, normalization and event collection
with a feature-rich open source security information and event management. It provided a unified
platform with many security capabilities like: Vulnerability assessment, Asset discovery, Security
information and event management (SIEM) event correlation, Behavioral monitoring and Intrusion
detection by allowing users to both contribute and receive real-time information about malicious
devices, systems and hosts. In this research alien vault OSSIM is used for network traffic analysis

by identifying devices, systems and database vulnerability.

3.2.3.3 Methods of Data Analysis

For quantitative data SPSS was used to analyze the data. For qualitative data
thematic content analysis was used to identifies common themes in a text
provided for analysis by classification and categorization. The output of both
gualitative and quantitative were mapped to the literature (Anderson, 2007).

Reliability

The dealings of reliability are used to measure the quality of the research. Reliability is used to
measure the consistency of the survey (Hair et al., 2014). Reliability is one of the most important
criteria for ensuring a research to be highly qualified research and it shows all activity performed
in the study which can be repeated with the same result (Yin ,2014). For the sake of increasing
this study’s reliability and to decrease the possible biases the application of multiple methods
like questionnaire, semi-structured interview, observation and network traffic analysis tool were

used in this study to achieve the triangulation and also Cron batch is used to measure reliability
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to measure internal consistency with the result greater than 0.70 which are
minimal alpha value to prove internal consistency.

Validity

Validity is used to measure the degree to which a scale or set of measures accurately
represents the construct. The validity of design research must be based on the evaluation of
developed artifacts (Pries-Heje and Baskerville ,2008). During the evaluation of the developed
artifacts it should satisfy the need to achieve the objective of the study and accomplish their
function (Pries-Heje and Baskerville ,2008). Validity is also the important factor to support
practical implication of a research but some of validation methods are lacks sufficient
empirical foundation (Chakrabarti ,2010). Validity is characterized by set of procedures use
help to conclude the research (Mentzer and Flint, 1997). As this study employed design
science paradigm and Peffes et al. (2007) design science research methodology it used the
procedure that generate results by artifacts from internal design environment and external
designed environment for which it is developed. To increase validity of the research the
researcher employed different data collection instruments and the research must be free
from any emotion and reaction and it is good for a researcher to allow respondents open
mindedly. For this study the researcher was scheduled based on the interest of interviewee

and the transcribed data were sent to interviewee to avoid any bias.

Pilot Testing

A pilot study has conducted to identify the problems and avoid bias on the questionnaire so
that it is free from ambiguity. It was distributed to 10 users which are selected from all
department of Information system directorate of NBE. The ultimate goal of pilot study is to
enhance and check validity and reliability of the survey questionnaire.

3.2.4 Demonstration

The fourth design science step is to demonstrate the use of the artifact to solve one or more
instances of the problem. This is the step where the identified problems were solved based on
the results. The demonstration was presented to the ISMD staff who participate in questionnaire
and interview process. The demonstration of the architecture was done based on the cisco

packet tracer. It is performed through simulation. Therefore, the multi-tiered architecture towards
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information infrastructure protection developed for national bank of Ethiopia, were
demonstrated to the users to create awareness of proposed security architecture.
3.2.5 Evaluation

The fifth Design science step is to evaluate the use of the artifact to solve the problem. It is
the place where the researcher should observe and measure the behavior of developed
artifacts for solving the problem and if the outcome does not satisfy expectation the
researcher can return to the designing and development phase to develop the new artifacts.
The method of evaluation and validation can vary and can range from logical arguments to
experimentation or mathematical proof in the Design Science methodology (Vaishnavi et

al.,2004). Hevner (2004) propose different way of evaluating artifacts like

Observational, where it determines how the artifact is behaved and the researcher
is act like an observer and does not interact directly with an environment;
Analytical, where both the performance of artifacts for internal
structure and external interactions are assessed;

Testing, where the functional and structure of the artifacts are tested;
Experimental, where the experiment is controlled like laboratory and simulation;
Expert validation, where the feedback of the experts are incorporated

against to the developed artifacts and
Descriptive methods, where the developed artifact utility is
demonstrated. In this study expert validation will be conducted by

interviewing experts on the area to evaluated developed architecture.

The first evaluation was whether the developed architecture address the
problem or not and was searched for missing ideas and catch if there are new
insights available for further architecture refinement.

In the second evaluation, was subjected to experts to evaluate the architecture based on the well
know ‘quality in use model’ which is stated in the International Organization for Standardization

and International Electrotechnical Commission [ISO/IEC 25010:2011] standard.
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3.2.6 Communication
The final stage of design science research process is communication of the

result through thesis. The communicated study employed academic literature
and presented to department of information science.

According to Peffers et al. (2007), the research does not need to start from step 1 and end at
step 6 but can be applied differently according to the type of the problem and the research
objective and its starting point can be modified according to the goal of the research.
Chapter Summary

This chapter explained the methodological approaches that have been employed within the
information systems study, and then selected a proper one for shaping and delivering the
anticipated aim of the research. Accordingly, an outline of the Design Science research
approach and a justification that a Design Science approach would be more desirable than
other approaches are provided. The chapter also showed the type of the ‘process model’
used. A detailed step by step activities, based on the model, and sub-activities are also

presented. Overall, the chapter was focused on presenting the activities in this research.

Page | 49



Chapter 4

Findings and design search process

This chapter describes the results of gathering data from questionnaire,
interview, observation and network traffic analysis tools and based on the data
gathered, analysis is conducted based on the findings.

4.1 Overview

As described in chapter three the design and development stage utilize findings derived from
literature review, current practices of organization through interview, questionnaire, observation
and network traffic analysis tools contributes to the design search process as the factor affecting
multi-tiered security architecture towards information infrastructure protection which were taken
as input for design an architecture. This chapter present and discusses the finding of the study
which were collected from the quantitative, qualitative data, observation and network traffic
analysis tool. The first section of this chapter discussed the quality of data and techniques to
ensure data quality. The second section presents the quantitative data analysis. The third section
discussed qualitative data analysis. The fourth section presented observation and network traffic
analysis results and finally triangulation is conducted by referring the findings of quantitative
analysis, observation in the qualitative discussion and vice versa.

4.2 Demographic Characteristics

From the table 4.1 the total responded participants, 36.25% are females and the rest 63.75%
are males. The result shows that the majority of employees responded to the questionnaire
are males which means the number of males are greater than that of female in the company.
The educational status of the participants shows that all have bachelor degree and above,
from which about 92.5% are bachelor degree holders and the rest 7.5% has a master’s
degree. This shows that the company’s minimum requirement for IT related educational
gualification is Bachelor degree. Regarding participant’s work experience of the company,
70% worked 6 years or less, 25% have 6-10 years of service, 3.75% served 11-15 years and
the rest 1.25% are served more than 15 years. This shows that the majority of the

participants, 70% have work experience of less than 6 years in the company.
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Gender Education Work experience (Year)

Male Female BSC MSC PHD >5 6-10 11-15 15<

63.75% 36.25% 92.5% 7.5% 0% 70% 25% 3.75% 1.25%
Table 4.1. Characteristics of respondent’s demography.
The demographic data shows that the respondents are consisting from junior to
senior staff members have good educational background that make them to
understand survey questionnaire. 4.3 Response Rate and Data Cleaning
The questionnaire instrument used for data collection was developed for ICT employs of all

network infrastructure and system, database management, application and ICT Security team.

Accordingly, here below is the characteristics of respondents and the response rate.

1 ICT Staff 80 80 100 %
Total 80 80 100%
Total Response Rate 100% 100% 100%

Most of the respondents are located in the head office as the large number
of staff is based there. The researchers have distributed the questionnaires

to all respected Team in the Information System Management Directorate.

4.3.1 Data Cleaning

Data cleaning is an important way of representation for factors like missing,
incorrect and inconsistence data. ldentifying and correcting data error needs
manual operation of data that requires cost and time (Krishnanet al., 2015).

In the data collection outliers and missing values man occur which could lead to compromise
the reliability of the study (KyuKwak and HaeKim,2017). In this this study 4 missing values were
identified and managed by imputation approach which is one of the ways of replacing the

missing values with the mean of that variable by computing the average of the given variable.
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4.4 Quantitative data analysis results and discussion
Based on the distributed questions the respondent feedbacks are presented
below. There are 46 Likert scale questions used for data analysis. To fill the

missing data the mean of the respondents score was used (Joshi et al., 2015).

4.4.1 Security assessment construct measures

The survey questions under general security assessment construct measures are used to know the

general security gaps and threats which have been experienced. There are 10 questions under this

category which enable to evaluate whether the NBE have experienced security threats or not.

13 |41 5 21 0
VAv'i'tﬁf;tecrEZSare up to date 1625 | 5125% 625% | 2625% | 0%
3 35 7 28 7
All needed ports are open | 5 7500 | 43 7505 | 8,750 | 35% 8.75%
3 22 18 26 11
All needed services are open | 5 2504 | 27506 | 22506 | 32.5% | 13.75%
0 30 27 17 8
Firewall Rule are set analysis 0% 37 5% 33.75% | 21.95% 10%
5 28 16 29 2
All network devices are
positioned properly and correctly | 5% 35% 20% 36.25% 2.5%
3 31 19 26 1
ﬁ‘l't'es;fggég Z?edigg;'{i‘;’iee%“re 3.75% | 38.75% | 23.75% | 32.5% | 1.25%
7 35 17 19 7
ri'i;%igf the All devicels | g 2600 | 43,7506 | 21.25% | 23.75% | 2.5%
7 25 21 27 0
Peegvlifaer||§/Ognsdatrhee$2?§l;ed 8.75% | 31.25% | 26.25% | 33.75% | 0%
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responsible body for creating
and deleting accounts

9 9 23 21 26 2
There is responsible body for

reviewing Logs 11.25 | 28.75% | 26.25% | 32.5% 2.5%

%
10 Thereis aprocess of change |11 27 21 19 2
management 13.75 | 33.75% | 26.25% | 23.75% | 2.5%
%
Total score 75% |37.12% | 21.5% | 29.75% | 4.375%

Table 4.3. General security assessment construct question items and results
The result of this measure as shown in table 4.3 above, the majority of the respondents, 51.25%
confirmed that most systems are not UpToDate with patches and 43.75% of respondent show
that most needed ports are not properly opened. For services which are opened for users,
32.5% of the respondent agree that all services are opened. For The company’s firewall to set
analysis, 37.5% respondents disagree with firewalls set analysis and 33.75% respondents are
neutral and they didn’t aware about firewall set analysis. 36.25% respondents are agreed with
the proper position of the layer three devices where as 35% are disagree with the proper
position of the devices. All secure and non-secure interfaces are identified, 38.75% respondents
are disagreed and 32.5% respondents are agreed. History of the All device is recorded, 43.75%
respondents are disagreed where as 23.75% respondents are agreed. Device Logs are checked
regularly and there is a responsible body for creating and deleting accounts, 33.75% agreed and
31.25% disagreed. There is responsible body for reviewing Logs, 32.5% respondents are agreed
and 28.75% respondents are disagreed. There is a process of change management, 33.75%
respondents are disagreed and 26.25% respondents are neutral.

4.4.2 VPN and Proxy construct measures

The survey questions under VPN and proxy related construct measures are used to know
the VPN and proxy related gaps and threats which they have been experienced. There are 6

guestions under this category which enable to evaluate VPN and proxy related issues.
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The Configurations of Cisco
security profiles are used by
1.25%
Your bank has VPN and distribution| 1 16 14 36 12
implementation policy 125% |20% |17.5% | 4550 |14.25%
%
Your bank has VPN access and 4 26 16 23 12
I P
controls need to be on every PC 504 32506 | 20% 28.75% | 15%
Your bank has internet policy 1 13 10 42
1.25% | 16.25 |12.5% |52.5% |17.5%
Http traffic being scanned for antivirus | 6 16 15 36 5
7.5% 20% 18.75 | 45.50% | 6.25%
%
Your banks proxy has a good way to | 29 28 11 29
stop spam 36.25% | 35% | 13.75 | 36.25% | 3.75%
%
Total score 10.4% 29.3% 17.5% | 40.8% 9. 7%

results

Table 4.4. VPN and proxy related construct question items and

The result of this measure shows in table 4.4 above, the majority of the respondents, 36.25%
understand that most The Configurations of Cisco security profiles are used by users to access

the network where as 28.75% of respondent disagree. For VPN and distribution implementation
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Switch

andRouterconstructmeasures

6 25 16 30 3
Your organization network |- sor | 31.25% 20% | 37.5% | 3.75%
connection is positioned properly.
All  switches and routers are 0 32 6 41 1
configured properly and a good 0% 40% 7 5% 51.250% | 1.25%
authentication method are used.

6 36 15 17 4
All polices are configured and 750 45% | 18.75% | 21.25% 5%
users are authorized properly

3 24 6 36 11
All  Devices Obtain an IP 375% | 30% 7 50 45% 13.75%
address once connected

7 27 20 23 3
Your networks are properly monitored 875% | 33.75%!| 250 28.75% | 3.75%
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6 7 25 20 24 4
Vulnerabilities are scanned on monitoring
8.75% 31.25% 25% 30% 5%
devices
7 3 26 16 34 1
All networks are properly routed 37506 32.5% 20% 425%  1.25%
8 10 31 17 18 4
A good|layout of cabling and devices for 125% 38.75% 21.05% 2250 5%
LAN and standard cables are used
9 Banks has good network topology 4 34 12 24 6
5% 42.5% 15% 30% 7.5%
10 Industry standard routers, hubs and switches 4 39 19 12 6
are used and properly changed when outdated 506 4875  23.75% 15% 7 5%
11 Change managements are used when 5 39 19 12 5
handi ich p :
changing routers or switch configurations 6.9506 481750 23.75% 15% 6.25%
12 Your bank has a good policy to connectany 7 34 14 24 1
network devices to your LAN and activating 87506 42.5% 17.6%  30% 1.95%
switch ports
13 6 34 11 26 6
physical space is accessed by granted user 7 5% 387506 13.7506 32.5%  7.5%
only
14 5 32 22 20 1
Have palicy for connecting external vendors 6.25%  40% 57 6%  25% 1.25%
to the LAN
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15 5 34 17 24 0
Physical security practiced properly for 6.25% | 42.5% | 21.25% | 30% 0%
accessing premises and process for
activating and deactivating badges,

LAN ports and LAN connection drops.

Total score 6.50% 36% 19.00% 30%  4.70%

Table 4.5. switch and router construct question items and results

The result of this measure shows in table 4.5 above, the organization network connection is
positioned properly,37.5% respondents confirmed that network devices are positioned properly
whereas 31.25% respondents are disagreed with the position of the network devices. For proper
switches and routers configuration and a good authentication method are used, 51.25% of the
respondent agree that all the configuration of switch and routers by using a good authentication
method. For polices are configured and users are authorized properly, 45.5% respondents
disagree with configured polices and authorization of user properly. The Devices Obtain an IP
address once connected, 45%respondents are agreed that devices are obtained IP addresses
once connected. For networks are properly monitored,33.75%respondents are disagreed with the
monitoring of the networks. For Vulnerabilities are scanned on monitoring devices,31.25%
disagreed but 30% respondents are agreed with the scanning of vulnerabilities. For networks are
properly routed,42.5% respondents are confirmed that all networks are properly routed. For A
good layout of cabling and devices for LAN and standard cables are used,38.75% respondents
are disagreed with the physical layout of the device and cable. For Banks has good network
topology, 42.5% respondents are disagreed with the topology. For Industry standard routers,
hubs and switches are used and properly changed when outdated,48.75 respondents are
disagreed with the properly changed outdated devices. For Change managements are used when
changing routers or switch configurations, 48.75% respondents are disagreed with the change
management. For bank has a good policy to connect any network devices to your LAN and
activating switch ports,42.5% respondents are disagreed with the device connected police. For

physical space is accessed by granted user only,38.75% disagreed with physical grated policy.
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For policy for connecting external vendors to the LAN,38.75% disagreed with the policy for

connecting external vender. For Physical security practiced properly for accessing premises

and process for activating and deactivating badges, LAN ports and LAN connection drops,

42.5% disagreed with the budgets of activating and deactivating physical security.

4.4.4 Firewall and check point construct measures

The survey questions under Firewall and check points construct measures are

used to know the Firewall and check points related gaps and threats which they

have been experienced. There are 5 questions under this category which enable

to evaluate Firewall and check points related issues.

1 4 32 19 20 5
Firewall and check point positioned properly 506 40% 23.75% | 25% 6.25%
2 5 37 21 15 2
Firewall and check point have software 0 0 0 0 0
updates and attack signatures 6.25% | 46.25% | 26.25% | 18.75% | 2.5%
3 | All traffic that are coming to your DMZ or |3 36 14 24 3
external and internal network are
Understand and detect. 3.75% | 45% 17.5% | 30% 3.75%
4 4 36 14 24 0
The device has been positioned in different | _, 0 0 0 0
places on the network to understand the 5% 45.50%) 17.5% | 30% 0%
type of traffic that can be detected
5 7 42 12 14 5
Firewall and check point configured properly and
send an alarm to network administrator. 8.75% | 52.5% | 15% 17.5% | 6.25%
Total score | 57500 | 458506 | 20% | 24.25% | 3.75%

Table 4.6. firewall and checkpoint construct question items and results

For Firewall and check point positioned properly,40% respondents are disagreed with the

properly position of firewall and check points. Firewall and check point have software updates
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and attack signatures, 46.25% respondents are disagreed with update of software for
firewall and checkpoints. For traffic that are coming to your DMZ or external and internal
network are Understand and detect, 45% respondents are disagreed with the detecting
traffic of DMZ zone. For The device has been positioned in different places on the
network to understand the type of traffic that can be detected,45.5% respondents are
disagreed with devices detecting different traffics. The Firewall and check point
configured properly and send an alarm to network administrator,52.5% respondents are
disagreed with the firewalls and checkpoints to send alarms to network administrator.
Qualitative Data Analysis

This study was backed by a qualitative study beside the quantitative investigation with the main
aim of enriching the study with a firm finding while triangulation was a part. In this research a
more deductive approach is employed for the data analysis as the data was grouped based on
the research questions to look for similarities and differences. This approach is best suited when
gualitative research is a smaller component of a larger quantitative study (Sunday, 2016). Also, to

avoid orphan questions a research question Vs. Interview questions matrix was used as below.

1. How Do you see information infrastructure (communication networks,

associated software’s and delivered services) of your banks?
2. Do you have any certifications that are focused on information security?

3. Do you have the technical know how to manage the information security

systems in place?

4. Would you tell us your experience of monitoring the network and What
threats you have observed so far?

5. Do you know the critical systems in your organization? What are they?
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6. Can you confidently say your information infrastructure is effectively

protected?

7. Would you tell us the challenges you face while ensuring Information

Infrastructure Protection?

8. Would you Give us a high-level description of the information
infrastructure?

Table 4. 7: Research question Vs. Interview questions matrix

Accordingly, interviews have been conducted with 5 staffs (1 director and 4 team
leaders) to acquire high level information on security and information infrastructure.
The questions were framed and adopted from the research which was conducted
earlier on the related area. As discussed in chapter three method of data analysis

section, the interview output was analyzed using thematic content analysis.

4.5 Qualitative data analysis results and discussion

The overall Qualitative Analysis process followed Creswell's steps to come
up with a global theme.

Interpreting the Meaning of
Themes/Descriptions

T

Interrclating Themes/Description

Validating the Accuracy

of the Information + X

Themes I Description

1 1

Coding the Data (hand or computcr)

t

Reading through All Dawa

T

Organizing and Preparing Data for Analysis

|

—l Raw Datwn (transcripts, ficld notes ¢etic.)
1

Figure 4. 1. Data Analysis steps followed in Qualitative Research adopted from (John

W. Creswell, 2013) Page | 60



Accordingly, the recorded interview data was prepared and organized for analysis
by typing it to notes to acquire the general information. The coding was done via

labeling a word representing a category and the sample screenshot given blow.

Figure 4. 2: Sample data labelling in the qualitative data analysis process

The first question presented to the interviewees was regarding the understanding of information
infrastructure in terms of communication network, associated software and delivery services. The
responses from the interviewee are similar on the understanding of the information infrastructure.
They stated that the information infrastructure of the bank in terms of communication networks are
all devices which connect users to access systems include switch, routers, checkpoints and firewalls
; associated software’s include all software’s like 10S(inter operating system), all servers like
windows, Linux and database and deliver services are all services which are delivered by the bank
include data service, internet services. In fact, one of the interviewees said “.... In the Information
infrastructures there are many concepts mainly

technology, human elements and process with in this three all components such as communication
networks, software’s and delivered services are part of it. As communication networks the banks have
all devices such as switch, router, firewalls, checkpoints. As associated software the banks have 10S
which was run on that communication network hardware’s and aliso Linux, windows servers for FTP,

Active directory, all systems. As services the bank has
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many data services such as credit information of the customer of any commercial bank,

automated transfer services, collateral register services and core banking system service.”

These finding show that the banks ICT Manager have an understanding on information
infrastructure regarding communication network, associated software and deliver services

but they lack the deep understanding and awareness of information infrastructure.

The next questions were the experience of the bank on certifications that are focused on
information security. On this question all the interviewees raised similar response which shows
that there is no certification which are particularly focused on the information security but there
were training of security as a general. One of the respondents notes that “..There is no any
certification of security on the bank and the training which was conducted before five years will
not guarantee of the todays security assurance because of the dynamics of technology there are
many new features of security which was provided throughout the world for this reason the

updated and new certification of security is needed. ”

These finding show that there is lack of training and certification on the area of
security and the bank needs qualified and certified employees on security area.

The other question was the technical know how to manage the information security systems in place,
on this part the response of the respondents is there are lack of training and experience on managing
information security and there are also open source systems to manage incidents. So, all
respondents are responded that there is no fully technical capability to manage information security
systems. One of the respondents said that “.....The bank has not fully technical know

how to manage the information security systems in place because of the prior experience
of the bank is highly dependent on the third party, lack of the training, lack of organized
man power, lack of certification on the area and lack of experience are the major

challenges of the bank to in place the information system security managements.”

The next question deals with that experience of monitoring the network and What threats you
have observed so far, all respondents are noting the similar feedbacks by stating that the bank
has not long time experience the monitoring of the network were started in the beginning of this
very year after the incidents was happened on the bank and the most observed attacks are brute

force attacks which aimed to know the identity of a user and malicious attacks like virus, trojan
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horse, ran somewhere and worms. One of the respondents notes that “.... The network monitory
experience of the bank has started before year and the banks used IDS (intrusion detection
system) as network monitoring tools. With the integration of the national security team
every detected source is check against the national security if the source is black listed
already it is immediately blocked. There are many security threats that was experienced by

the organizations like malicious software’s, ran somewhere, brute force attacks.”

The other question deals with the critical systems of the organization. All respondents have
reflected the similar feedbacks on this question. Yes, the bank has critical systems and the
critical systems are credit information system (CIC), Ethiopian automated transfer system (EATS),
core banking (QBS), Collateral register system, swift system and routers system. One of the
respondents notes that “To have financial stability the bank has credit information system the
most critical one where any commercial banks are making sure about their borrowers’ history
before they lend money to them and also Ethiopian automated transfer system also critical where
the exchange of money is monitored. The other critical systems are core banking system which

allow the bank to properly manage the income and expenses.”

The other question is Can you confidently say your information infrastructure is
effectively protected. On this question all the respondents are different understanding
on the way of measurement to be protected fully some said it is partially protected and
other said it is fully protected. One of the respondent’s notes “The network is expected
to be secured 100% and till now there is no such big challenge which compromise our
security and we feel that we are protected fully. The awareness of the top

managements is main problem on making the decision regarding the security.”

M e The other interviewee noted that the network of the bank is 75% protected. there are

inside compromises because users are sharing passwords, there are not full patch updates of

system, the durability of devices are low are among main reasons which open hole for threats”

Other question deal with the challenges face while ensuring Information Infrastructure Protection,
all respondents are similar response on this question. The most common challenges are lack of
training, lack of top management support, lack of experience, lack of commitment, lack of user
awareness, the flexibility of security nature. One of the respondent’s notes “.......

The common challenges of information infrastructure are lack of top
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good project management approach, lack of commitment, lack of awareness, lack of
training are the common challenges for information infrastructure protection. “

The final question deal with a high-level description of the information infrastructure. Based on
their understanding the describe information infrastructure as hardware and software’s. The
hardware includes all communication network devices like switch, router, firewalls, checkpoints.
Software are all IOS, Microsoft servers and Linux. One of the respondent’s notes “......
information infrastructures are defined in the way of the three pillars like technology
(hardware and software), peoples and processes so these three components are
working to gather to achieve a good information infrastructure protection.”

4.6 Network traffic analysis and Observation

Additional instrument of network traffic analysis and observations are used with
aim of strengthening and supporting the survey and interview instruments. The
network analysis is with the consideration with banks security policy. The
researcher observes several network analyses results in several times.

4.6.1 The network and system traffic analysis result using Alien Vault OSSIM

The alien vault OSSIM is one of the security information and event management tools which
are an open source that provides complete correlation, normalization and event collection
with a feature-rich open source security information and event management. It was launched
be security engineers specifically to address security control mechanism for many securities
professionals for security visibilities. It also proves unified platform with many security
capabilities like: Vulnerability assessment, Asset discovery, SIEM event correlation,
Behavioral monitoring and Intrusion detection by allowing users to both contribute and
receive real-time information about malicious devices, systems and hosts.

According to the analysis the following results were noted for confidentiality

purpose systems are labeled by system 1,2,3....

Systems  Number of vulnerabilities Number of vulnerabilities Number of vulnerabilities on

on day one on day two day three
System 1 688 633 633
System 2 66 55 55
System 3 103 103 103
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System 4 66 66 66

System 5 55 62 62

System 6 48 54 54

Table 4.8: network analysis results

Factors affecting multi-tiered security architecture towards IIP
The finding of questionnaire and interview address the first research question which
indicates factors affecting multi-tiered security architecture towards IIP. The evaluation finds
the gap in security architecture towards information infrastructure protection. Factors
affecting multi-tiered security architecture towards information infrastructure protection are
presented below. Factors Affecting multi-tiered security architecture towards IIP from
guantitative analysis After the questionnaire were conducted the followings are the
identified factors which affecting security architecture towards IIP for banking industry.

Not All systems are up to date with patches regularly

Firewalls are not fully set analysis based on rule

Most device interfaces are not identified as secure and non-

secure. Absence of regular antivirus installation and updates

Lack of good network monitoring system.

Lack of strategy on security architectures

Lack of organization of recorded device history.

There is lack process of change management

Lack a good authentication method for devices.

Lack of comprehensive polices to properly changed network devices

when outdated. The overall assessment of the bank show that:

Most system is hardened and is up to date.

The existing firewalls need to be upgraded

The firewalls do not have capability to protect web server and databases attacks.
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Factors Affecting multi-tiered security architecture towards IIP from qualitative analysis
The interview data analysis show that the followings are factors which affect multi-tiered

security architecture towards information infrastructure for banking industry.

Staffs have Lack of skills on the area
security Lack of top management support
Lack of staff commitment
Lack of standard certification on the area of security.
There are challenges of technical know how to manage the information
security systems in place.
There are inside and outside threats which are experienced by the banks.

Chapter summary

This chapter was mainly focused on the presentation and interpretation of the data findings,
which was accomplished via different techniques. Survey questionnaire mainly, with the support
of interview, network traffic analysis and observation were employed for data collection. Survey
guestionnaire was intended to acquire the views of section managers and employees under their
work unit, whereas the interview was aiming to address the company’s plan and current practice,
security architectures, with middle and senior level management members. The network traffic
analysis and observation part are targeting on presenting a supportive information, for any
purpose, finding new insights, and for strengthening the findings for the understanding of the

current practice of the organization’s security architecture development.
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Chapter 5

Architecture development and description

5.1 Overview

The objective of this study was to build a security architecture which ensure
information infrastructure protection for national bank of Ethiopian. The architecture
development is based on the consultation of the available literatures on the area of the
study and by the assessment result of current security related practices. The
assessment results of the survey questionnaire, interview, and network traffic analysis
with observation are used for identifying the gap, need, and recommendations of the
company and to formulate requirements for architecture development.

5.2 Current Bank Architectures

The current security architecture of information infrastructure of the bank is
represented diagrammatically. The bank has connection with the all commercial banks,
all microfinances, all lease companies, Ethiopian Commodity exchange (ECX), Ethiopian
road authority (ERA), Ethiopian revenue custom authority (ERCA) and Ministry of
Finance and Economic Development (MOFED) throughout the country. The current
security architecture shows that all systems that operate and deliver the expected
services helps to understand the gap of the current architecture and leads to design
new architecture which ensure the protection of information infrastructure.

There are two layers of connections which were terminated on the internet routers for internet
services and edge router for data services. The configurations are done for incoming and
outgoing traffics. The next connections are internet routers which are terminated to external
firewalls where access lists rules are configured to allow and deny traffics. From the network
traffic analysis result show that most attacks are bypassed external firewalls which indicate that it
cannot able to detect attacks and violations as it is first line of defense. Then the external firewalls
are terminating connection with DMZ switches where internet accessible services are placed like
web servers and users access web servers are not allowed to access internal LAN which are
protected by internal firewalls. The DMZ switches are terminated connection with core switches
which are the backbone for all networks and directly connected with distribution switches that

distribute network to access switches. The internal firewalls are responsible to
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protect attacks with the regular patch updates and update with new 10S. The layer access
switches are connected to the distribution switches which have Virtual Local Area Networks
(VLANS) configured with IP subnet in its own VLAN. The uses of VLANS are to segment

networks which enable administrators to easily identify and manage networks.

——  CURRENT ARCHTECTURE OF THE BANK
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Figure 5.1: Existing NBE Network Logical Topology
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5.2 Ethiopian commercial banks connection with Ethio-telecom multiprotocol label switch (MPLS) VPN connection.
5.2.1 Challenges of existing architectures of the bank

As it is strongly noted on the process of interview and questionnaire all respondents have agreed
on the need of improve the existing information infrastructure to secure the banks system from
threats. All interviews are assuming that traditional firewalls are strong enough to protect all
information infrastructure of banks which are against the popular belief that traditional firewalls
are not able to detect database and web servers so in this case it is highly vulnerable to the
attacks which targeted web database and servers. The other challenges are most security devices
are out of sale which has its own problem to offers security services. So, this study also proposes
the new security devices to secure the information infrastructure of the bank.

The traditional firewalls are not strong enough to inspect http requests to maintain web access
sighature to protect web servers from any cyber-attacks. Also, traditional firewalls have no ability to

carry database audits based on different operation of databases. To protect web servers
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and databases the study proposed WAF and DBF. The web application firewall is a security
technology which have a predefined rule and allow to configured local police which is used
to allow or deny based on the criteria. It is based on the http request, response and number
of occurrences. The local police are configured to match the signature and based on the
result the rule is applied. The database firewall is a security technology which is able to
audit the database by using preconfigured database polices. It manages the creation of
tables that are critical for the business so that when the table is inserted, modified or
deleted it gives an alert. The traditional firewalls must be replaced by the next generation

firewalls which have Intrusion Prevention Systems to protect advanced cyber-attacks.

Check point firewalls are also proposed on the new security architecture. Check points firewalls
are a security technology which are able to control the traffic to and from internal or external
networks by enabling network administrators to control access of applications and servers. It has
a rule which are designed to authorized connections and prevents vulnerabilities in a network,
gives access to authorized users, optimizes network performance and efficiently inspects
connections. The Check Point Threat Prevention solution have powerful security features such as
firewall, IPS, Anti-Bot, Antivirus, Application Control, and URL Filtering to combat known cyber-

attacks and threats. Also, it gives an absolute in-depth visibility.

5.3 Artifact design process

The ultimate goal of this activity is to provide an architecture, which requires the application
of the rigorous method in both construction and evaluation of the designed architecture.
According to the Hevner et al. (2004) the rigor for construction activity is assessed with the
applicability and generalizability of the designed artifacts. Also, Johannesson and Perjons
(2014), stated that creative methods are more important and brainstorming and participative

modelling were used. The following approach were used to design the security architecture

1.Factors affecting multi-tiered security architecture towards information
infrastructure were identified from analysis of the quantitative, qualitative

findings, network traffic analysis result and observation.

2. These factors were taken as an input for first draft architecture design.
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3. As participative modeling was the approach for the architecture design, multiple

brainstorming session was created with the interview participants to amend the design.
4. Re-design was done to incorporate the feedbacks.

5.Finally, the architecture design layout/looks followed George Farah (2004)
architecture design used to security architecture design.

5.4 Proposed Artifact

Prior to discussing the proposed architecture, it is essential to define what an
architecture is. An architecture is the conceptual structure and logical organization of a
computer or computer-based system. It must be Layered and is a metaphor derived from
building trade like the homeowner designing a home, information technology
professionals provide architectural drawing for enterprises information system and

processes. (Harmon P.,2002; DeLooze LL,2001; Heaney J et al.,2002, Harjinder S.,2010).

PROPOSED NEW NETWORK ARCHITECTURE OF THE BANK
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Figure 5.3: proposed NBE Network Logical Topology
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Different types of architecture under the area of information system such as: network
architecture, computer architecture, system architecture, software architecture,
information architecture and security architecture (Edward A., 1999; David Garlan &
Mary Shaw,1993; Harjinder S. ,2010; D. Comer, 2005). Accordingly, the proposed
architecture is security architecture on the scope of information infrastructure, the
designed architecture tries to address information infrastructure protection.

The new architecture has checkpoints, web application firewalls and data application
firewalls. Check points are able to protect any attacks which are aimed to harm internal
network of the company. It is a capable to protect any violations and attacks from any
sources. These checkpoints are placed between DMZ and Core switches so that customer
can access companies’ website but cannot be allowed other systems like core banking,
EATS, CIC etc. Web application firewalls are a firewall which protect web servers from any
threats and all traffics must go through WAF before accessed web servers. This shows that
the traffics are inspected and permitted before go to web server. The other one is database
application firewall (DAF) which are responsible to protect databases from any violations. It
protects database from database targeted attacks. All connection must go through database

application firewalls before accessing databases.

5.5 Demonstration and Evaluation of the proposed architecture

Demonstration and evaluation are one of the integral parts of DSRM of designed artifacts.
Also, Hevner et al. (2004) described that demonstration is the utility, efficacy and quality of
developed artifacts. The demonstration of the artifacts is the way of solving the problem
through experimentation, case study, simulation. Whereas the evaluation of the artifacts is
the capability of the designed artifacts to solve problems solution (Peffers et al., 2007).

That below figure 5.4 describes the demonstration of the architecture of the bank by
using simulation software. The functionality, completeness, consistency, accuracy,
performance, reliability, usability and fit with the organization and other relevant
guality attributes of a good designed artifacts. There developed security architecture
are presented to the staffs who were participated in questionnaire and interview. the

expert interview was conducted based on the experience of the expert on the area.
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Figure 5.4: Demonstration of architecture by using packet tracer simulation

5.6.1 Architecture validation procedure using expert interview

The expert interviews are conducted by elaborating the statement of the problem and the
detail of designed security architectures so that the experts are clear understanding on
the problem and proposed architecture in the form of picture. If the experts are any
guestion regarding problem and proposed architecture it is open for them to ask and if
they are clear then the interview is conducted for verifying content, utility and
applicability of the Architecture of designed architecture for stated problem.

To evaluate the developed security architecture interview was conducted. It was carried out on

the security experts from internal and external organizations to achieve the protection of
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information infrastructure. The followings are the expert interview feed

backs on security architecture.

A security expert from experl show that the separation of internal and external networks was
very important. The concept brought out in the architecture where all traffic internal and
external is treated as untrusted and therefore has to be scanned before forwarding to the
desired destination is very important in ensuring information security. A point to highlight
was that all network firewall should be next generation firewalls (NGFW) as opposed to
traditional firewalls. This is because NGFW’s have better detection mechanisms including
intrusion prevention system and detection of web attacks thus offering better security than
the traditional firewall. However, it was their proposal that there be two sets of firewalls on
for the internet edge and another for the external edge which should manage all user access
to local resources within the organization. It also proposed wireless access point and
wireless controller in order to manage all wires networks. To manage all mobile device the

expert also recommended mobile device management to manage all wireless traffic.

A security expert from expert 02 show that the architecture generally was good for
infrastructure protection. However, it was highlighted that is would be important to have
a redundancy to reduce single point of failure as this will improve availability. It was also
proposed that internal communication to servers should also be inspected as this will
help deal with insider attacks as there will be visibility of user actions. This means
introduction of an internal firewall. It was also proposed that server to server
communication also be inspected as well but after careful consideration of any latencies

that may be introduced due to forwarding all communication to the firewall first.

A security expert from exper03 show that the web application firewall and the database firewall
are an important aspect in securing information and also the load balance was emphasized to
ensure the availability of service. It was recommended that software-defined networking (SDN)
architecture is easily manage the organizations information infrastructure than traditional safe

architecture which are manual and static to configure and manage devices.

A security expert from exper04 show that, the proposed architecture was good for information
infrastructure protection. The Web Application Firewall is very important in securing web

applications which has granular policies, dynamic application profiling, threat intelligence and
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report generation. The Data Base Firewall is able to classify and identify sensitive data to secure
databases. The expert suggested integration of a Security Information and Event Management
(SIEM) solution. This is important for easy visibility of the organization’s infrastructure security.
The SIEM enables one to view all relevant data from a single point by collecting logs and security

information from various devices. This makes it easy to identify issues and incidences.

5.6.2 Architecture validation procedure using Evaluation survey

The survey evaluation is adapted from Paulin (2017) as stated on attached
Appendix C. the respondents are selected purposively according to the
experience they have on the area. The evaluation on this questionnaire helps to
assure the utility, contents and application of the designed architecture. There

are eight respondents for this questionnaire. The results are analyzed as follow.

6.2.1 Evaluation result of the proposed architecture

Cronbach’s alpha reliability test is conducted to evaluate the consistency of the
survey and the value of Cronbach’s Alpha is 0.820 which indicate the reliability of
the survey greater than 0.7 as showed in table 5.2.

Reliability Statistics

N of ltems 11

Cronbach's Alpha .820

Table 5.1 Reliability Statistics

Here below the reliability statics for questionnaire evaluation. The mean vales are greater
than for which show that the respondents are strong agreement on utility, application and

contents of designed architecture. The mean of mean is 4.5 which is very good.
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Descriptive Statistics

The presentation of the architecture being in a suitable

manner, its comprehensibility and coverage

1 The Developed security architecture is understandable. 10 4.00 5.00 4.07 .302
The Developed security architecture is comprehensive in terms of
2 coverage. 10 4.00 5.00 4.09 .302
3 The organization and presentation of the security architecture is
suitable. 10 400 |500 %% | 522
The objectives of four imperatives (Strategic, Tactical, Operational 10 4.00 | 5.00 455 522

4 | & continuous improvement) is comprehendible.
5 The objective of the architecture is comprehensible. 10 4.00 |5.00 (4.82 |.405

Regarding the content of the Architecture
6 The contents of the Developed security architecture are clear. 10 4.00 |5.00 |4.82 405
7 The contents of the Developed security architecture are correct. 10 4.00 |5.00 |4.91 .302
8 The contents of the Developed security architecture are complete. 10 4.00 |5.00 4.91 .302

Regarding utility and applicability of the Architecture

9 The Developed security architecture is applicable. 10 5.00 |5.00 |5 0.000

10 | The implementation of the Developed security architecture fits

with the organization. 10 5.00 5.00 5 0.000
11 | The applicability of the Developed security architecture can

improve information infrastructure protection. 10 5.00|5.00 5 0.000

Table 5. 2. Mean and standard deviation of the security architecture
Evaluation Survey (Evaluation criteria adapted From Pauline (2017) based on
Hevner et al. (2007) evaluation guidelines.

According to the evaluation result, the utility and applicability of the architecture has the highest
aggregate mean value of 5 indicating that the respondents agree the architecture is applicable,
fits the organization and can ensure information infrastructure protection. The content

architecture scored second high aggregate mean value of 4.88 which demonstrates respondent’s
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strong agreement on this matter. By comparison the presentation of the architecture
being in a suitable manner, its comprehensibility and coverage scored 4.37
suggesting possible areas of improvement to ensure its completeness.

5.6.2.2 Evaluation of the architecture against other architecture

As it is described on the statements of the problems and related work section Pauline (2017)
come up with security architecture towards information infrastructure protection for Kenyan
commercial banks. This architecture is identifying the challenges of the bank which affects
information infrastructure protection and the security architecture were proposed. As the
architecture were context dependent this architecture cannot be applicable for Ethiopian banks.
The other problem of the architecture is the researcher used explorative research study to
develop architecture while architecture developments are the main part of design science. There
are also factors which are identified for security architecture towards information infrastructure
protection like the awareness, policy, commitment, management support and staff training which
are also different from one country to another as it depends on organizational cultures.

Chapter Summer

To ensure confidentiality, integrity and availability the designed security architectures are a
high capability to block and attacks which will be from any direction. The devices which are
outdated like firewalls are replaced with the next generation firewalls which have advanced
security features than ASA firewalls. For web server web application firewall is proposed for
web security. Database firewall is proposed to secure databases which are not currently

existed. The ASA firewalls are not capable to protect web services and databases.
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Chapter 6

Discussion, conclusion and recommendation

The discussion, conclusion and recommendations are described on this
chapter. Also, future works are addressed here.

6.1. Discussion

As interview, questionnaire, network traffic analysis identified lots of challenges for
information infrastructure protection which indicated that security staffs are not fully skilled.
As stated in the literature to secure information infrastructure it must be fulfill the following
components include: Train staff on security policy, staff commitment, have qualified security
staff, top management commitment on security related issues, have secure system
development, adhere to the security policies, guarantee against losses like insurance.

The employees who manage information security must be knowledgeable and
capable to fulfill their responsibility. Most organizations are assuming that traditional
firewalls are strong enough to protect information infrastructure while on the reality
those firewalls are not capable to protect web applications and data base attacks.
The existing security devices are not capable to protect and defend advanced security threats
and without in placing security pillars it is very difficult to ensure information infrastructure of
the bank. The top managements are not committed to implement and invest on security which
contributes the main factors to compromise information infrastructure protection.

Designing and developing security architecture without enterprise security architectures are very
challengeable because enterprise security architectures are a holistic and achieve goals of
company by aligning technology with business. Implementing enterprise security architectures
includes security polices, processes, requirements and justification. The implementation of
security architectures is different from business process and structure so enterprise security
architectures are important as described on the SABSA in the model for security architecture.
The firewall is highly performed inspection of any traffic from any sources of internet connection
based on the rule that have been set to be allow or block depending on the rule. A new feature
firewalls are intrusion detection and intrusion prevention features which enable companies to

monitor intrusions which are easily detected and blocked (Lindstrom, 2004).
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Different groups are identified that web attacks are happened because of lack of access
control, injections, cross site scripting, lack of encryption and lack of authentications of
the organizations. To secure web servers web application firewalls are recommended to
secure web applications servers which are not detected be traditional firewalls because
the attackers are used different methods like session manipulation, SQL injections,
cross site scripting, command injections to attack web servers. The web application
firewall identifies applications in a layer which are hosted in web servers to filter web
traffic in sessions, positive or negatives (Khochare & Meshram, 2012).

The Database is very critical for the banks because it contains data and information.
Compromising this data is cause crisis of data corruption, modification and deletion.
Databases are secured by using database firewalls (Bai & Liu, 2006).

6.2. Conclusion

Because of growing attacks from time to time continually organizations like banking industry is
highly vulnerable due to sensitive data they carry for this reason the information infrastructure
must be protected. Banks are loosening lots of money through cyber-attacks. The developed
security architecture helps the banking industry to ensure IIP which helps to minimize the
numbers of attacks on web, applications and database. The highly trained security personnel
are needed with the updated systems. Because of timely changing nature of the technology, the
timely trainings of the security staffs are highly important to mitigate the security threats.

To address the research questions and design the architecture the DSRM with the employ of
multiple data collection procedure like guestionnaire, interview, network traffic analysis and
observation. This study come out with design and development security architecture. Based on
literature review supports the identified areas are deeply investigated. To identify factors which
affect security architecture questionnaires are distributed to four department of ICT staffs under
information system management directorate. The designed security architecture pass through
many processes starting from analyzing questionnaires and interviews and finally factors
affecting security architectures are analyzed. This analysis is mapped to literature to produce the
first level of security design. The second is conducting with interviewers to better design as
participatory modeling were used. Finally, the designed architecture was evaluated with a good
satisfaction. The first research question was factors affecting multi-tiered security architecture

towards information architecture and the finding show that there is lack of top management
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support on deciding security related decisions. The other is lack of training and
certification on the area of security. Lack of commitments are the main factors

which was identified from interviewers.

factors affecting multi-tiered security architecture towards information
architecture protections are identified below.

Skill gaps
Lack of staff commitment
Lack of Management commitment

Lack of training and certification on area of security

To solve the identified challenges the study design and develop architecture towards
information infrastructures to secure banks infrastructure. As the factors are from
different dimension the developed architectures are aimed to achieve the goal. The
designed architectures are aimed to protect database, application, web servers, FTP
servers, active directory, exchange servers and other systems like CIC, EATS, Core
banking systems. For top management gaps this study is pointing towards them to give
attention for security and give decision when needed. For skills, training, commitment
and certifications the banks are aware of the problem and solve the identified problem.
6.3. Recommendation

The designed security architectures are great impact on improving information infrastructure
protection. The developed architectures are validated by experts through interview.

On this study factors which affect multi-tiered security architecture towards
information infrastructure protection identified which helps to address the

gaps and the developed architecture used to solve the problem.

The following recommendations are forwarded on securing information
infrastructure of the banking industry.

There is practice, skill on the ICT staff side, to secure banks resource all
respected staffs should equipped the required skills. So, capacity

building, knowledge management and sharing should be conducted.
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The management support is needed to fully address the security because
of the nature of security which is flexible.
The staff commitments are needed to monitor every network and mitigated
when information infrastructure compromise is happened. Hence the
company give attention and motivate staffs to be highly committed.
Some devices are out of sell which opens the hole for attackers
to compromise information infrastructure of the company.

The police shall be in place to operate device per standards.

Even if there are internet polices it is compromised most of the time so the company

give attention for the policy and take a measurement when compromised.

6.4 Recommendation for future work

The study addresses the major area of the security based on the previous

studies. Below is the researcher’s suggestion for future works.
This study developed architecture based on identified factors for
future study the policy and procedures of the bank are put in place
to ensure information infrastructure protection.
This study is limited on the information infrastructure for the future datacenter
security both physical and logically are one of the research areas.
The architecture is ahigh-level but the architecture requires the detail
guidelines. Hence developing implementation strategy is research area.
This study is conducted on central banks but commercial
banks are part of research areas.
This study developed safe architecture which are conventional hardware

architecture the software defined networking is research area.

The wireless network is another part of the research.
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Appendix A: User Questionnaire

Dear Participant,

I’m currently conducting a research which entitled “Multi-tiered Security architecture towards
Information Infrastructure protection” assumed as partial fulfillment of the requirements for
the Degree of Master of Science in Information Systems at Addis Ababa University. The
objective of this study is to Develop Multi-tiered Security architecture towards Information
Infrastructure protection based on the current practice of information security. NBE has
approved our request and gives us the “go-ahead” permission to distribute questionnaire
and collect data from selected samples of the bank. The data collected from cooperative
respondents will help our esteemed bank to realize the information security enhancement
and to protect financial institutions from any security attacks.

All the data you provide will be kept confidential and will be used for academic purpose only. We

would like greatly appreciate your cooperation and taking time to complete our questionnaire.

Thank you for your kind cooperation and participation in this research!

Chamo Gezahegn,

Phone: +251910622115
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Instructions!

Please don’t write your name.

Please put thick mark v on the appropriate box/place which shows your
choice along each statement.

Part 1. Demographic Data

1. Gender

A. Male [J B. Female []

2. Education Status
A. Diploma ] B. Bachelor Degree [ ] C. Master’s Degree (1 D.Ph.D.[]

3. Work Experience
A. 5 years or less [ B.6-10 years ] c.1115 years [ p.15 years or above E

Part 2 = Questions on Security Assessments for National Bank of Ethiopia.
Likert scale numbers, range from 1-5, denote the following weights.
1= Strongly Disagree 2= Disagree 3= Neutral 4= Agree 5= Strongly Agree

NO Security Assessments Questions > a2 I ° 1=
o o = v O MK
c © > - = B}
S o2 2 26 > o
i% Ano| Z2 < <

All systems are up to date with patches

All needed ports are open

All needed services are open

Firewall Rule are set analysis
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All network devices are positioned properly

and correctly

identified

All secure and non-secure interfaces are

History of the All device is recorded

accounts

Device Logs are checked regularly and there

is aresponsible body for creating and deleting

There is responsible body for reviewing Logs

10
Thereé

2 is a process of change management

VPN and Proxy related Questions

The Configurations of Cisco
security profiles are used by

users to access the network

Strongly

Your bank has VPN and

distribution implementation policy

Your bank has VPN access and
controls need to be on every PC

Your bank has internet policy

Http traffic being scanned for antivirus

Page | 105



Your banks proxy has a good way
to stop spam

Switch and Router related questions:

Your organization network

connection is positioned properly.

All  switches and routers are
configured properly and a good

authentication method are used.

All polices are configured and
users are authorized properly

All Devices Obtain an |IP

address once connected

Strongly

Your networks are properly monitored

Vulnerabilities are scanned on

monitoring devices

All networks are properly routed

9

A good layout of cabling and devices

for LAN and standard cables are used

Banks has good network topology
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10 | Industry standard routers, hubs and
switches are used and properly
changed when outdated

11 | Change managements are used when
changing routers or switch configurations

12 | Your bank has a good policy to
connect any network devices to your
LAN and activating switch ports

13
physical space is accessed by granted user
only

14
Have policy for connecting external vendors
to the LAN

15

Physical security practiced properly for
accessing premises and process for
activating and deactivating badges, LAN

ports and LAN connection drops.

Firewall and check point Questions

Firewall and check point

positioned properly

Strongly

Firewall and check point have software

updates and attack signatures
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3 | All traffic that are coming to your
DMZ or external and internal

network are Understand and detect.

The device has been positioned in different

places on the network to understand the type

of traffic that can be detected

Firewall and check point configured
properly and send an alarm to network

administrator.

Appendix B. Interview Questions for Middle and Senior Managers

Dear sir/madam,

| am a graduate student and currently conducting a research on “Develop Multi-tiered
Security architecture towards Information Infrastructure protection for Ethiopian Banking
Industry” at School of Information Science, Addis Ababa University. The research is
undertaken as an academic requirement of partial fulfillment of the requirements for the
Degree of Master of Science in Information Systems.

As part of the research, it needs to assess the bank’s current status and practice in the area
of the study and you have been selected purposefully as one of the interviewees. The
interview will take approximately 20 — 30 minutes to complete. Please answer each question
as carefully as possible. You may decline to answer any specific question if it creates any
ambiguity or any other reason. If you feel that you are not able to answer a question, then
you can proceed to the next one. If you agree, the interview will be recorded, for the sole
purpose of not losing any or part of your responses. Finally, | would like to confirm you that
your response will be kept confidential and will be used for academic purpose only.

Thank you in advance for your kind cooperation and dedicating your time.

If you have any inquiry, please feel free and contact me at:
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Email: Chamogezahegn@gmail.com

Telephone: +251910622115

Yours sincerely,

Chamo Gezahegn

1)How Do you see information infrastructure (communication networks,

associated software’s and delivered services) of your banks?
2) Do you have any certifications that are focused on information security?

3) Do you have the technical know how to manage the information security systems in place?

4) Would you tell us your experience of monitoring the network and What

threats you have observed so far?

5) Do you know the critical systems in your organization? What are they?
6) Can you confidently say your information infrastructure is effectively protected?

7) Would you tell us the challenges you face while ensuring Information

Infrastructure Protection?

8) Would you Give us a high-level description of the information infrastructure?

Appendix C. Checklist for Observation

1. Participate in working environment where networks and systems are managed

2.Join in meetings and discussions at section and Directorates levels related

to networks, and systems.
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3. Take alook on the configurations, accessible, of the network and systems

4.Informal discussions with vendor employees about the systems and
Networks they give support for.

Appendix D: Developed Security Architecture Evaluation Questionnaire

N MIN MAX MEANSTD.DEV

The presentation of the architecture being in a
suitable manner, its comprehensibility and coverage

1 The Developed security architecture is understandable.

2 The Developed security architecture is
comprehensive in terms of coverage.

3 The organization and presentation of the security

4 The objectives of four imperatives ( Strategic, Tac

tical, Operational & continuous improvement) is

D

The objective of the architecture is comprehensible.

Regarding the content of the Architecture

5 The contents of the Developed security architecture|are

6 The contents of the Developed security architecture|are

7 The contents of the Developed security
architecture are complete.

Regarding utility and applicability of the
Architecture

8 The Developed security architecture is applicable.

9 The implementation of the Developed security

architecture fits with the organization.

10 The applicability of the Developed security architecture

can improve information infrastructure protection.
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Appendix E: Interview Questions for Evaluation of the Designed Architecture

The interview aimed to get a security expert review of the proposed multi-tiered
architecture that can be used for information infrastructure protection in NBE. The
study highlights the following as the most critical information infrastructure in NBE;
Banks’ network infrastructure, Web application used for online/internet banking,
Databases that contain core banking information like customer account information.

1) Is user awareness in an organization in this case NBE important?
2) Is IT security personnel training important in an organization?
3) Is the network firewall adequate enough to protect all information infrastructure?

4) Are network infrastructures, application and database servers identified ideal for a bank?

5)Does the design have the capability to address the issue of web
application and database attacks mitigation?

6) How effective do you think the design will be in the protection of information infrastructure?

Appendix F: INTERVIEW TRANSCRIPTS

1) Is user awareness in an organization in this case NBE important?
“Yes, the security awareness plays a key to ensure organizations information protection
because the implementations of the robust security architecture without awareness can
give opportunities for hackers to compromise companies resource because human are
the weakest link of information security. So, the degree of awareness of the users are
qualifies the organizations. For every operation, services and systems it is important for
user to have knowledge that helps them to achieve the target. Awareness in a national
bank of Ethiopia is very important to secure banks from cyber-attacks.”

2) Is IT security personnel training important in an organization?
“Yes, the skilled and knowledgeable personally are able manage company’s
infrastructure with understanding of his/her responsibilities. Also training give a

capability for employees to operate different activities according to policies and
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procedures of the banks. It also important to identify and easily fix

them when it is happened.”

3) Is the network firewall adequate enough to protect all information infrastructure?
“No, the traditional firewalls are not strong enough to protect advanced attacks on
different systems and application like web server. The traditional firewalls are not
strong enough to protect advanced attacks which targeted on core systems and
databases because they have not inbuilt security features which stop them but the
modern firewalls like next generation firewalls are the best one to use. So, it is

recommended to use best security devices which stops the respected threats.”

4) Are network infrastructures, application and database servers identified ideal for a bank?
“Yes, applications, systems and networks are very critical to the banks. Without them it is very
difficult for the bank to provide services and manage their infrastructures. But with awareness
of their importance all systems, devices must be UpToDate to provide the expected services.
Here in the organization most of the devices are outdated and even some of them have no patch
update features but they are still functioning. These devices must be replaced with the new one

otherwise they can open a hole for attackers to attack banks information infrastructure.”

5)Does the design have the capability to address the issue of web
application and database attacks mitigation?

“Yes, the existing architectures are not fully protecting information infrastructure of the banks
but the newly proposed one will be the best because they have different security features and
layers and also there are a network monitory tools which manage all ups and down of systems
and application with their cause. In the existing architecture they have no web and database
application but on the proposed device they are WAF AND DBF. Generally, the developed

architectures are the best to secure company resources from any attacks.”

6) How effective do you think the design will be in the protection of information infrastructure?
“On my understanding this developed multi-tiered security architectures are able to protect
organizations resource from any unauthorized users and attackers by providing operational,

tactical and strategic platform which are well positioned to mitigates the risk. It also helps
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organizations to look over all business and technology securities and protect
whenever there are any attempts.”

Running configurations of firewalls

ASA Version 8.4(2)

!

hostname NBE-FLOS8-EF01

domain-name NBE.COM

enable password BpZSfBUKQRUG9860 encrypted
names

|

interface Ethernet0/0

!

interface Ethernet0/1
switchport access vlan 6
|

interface Ethernet0/2

!

interface Ethernet0/3
switchport access vlan 2
!

interface Ethernet0/4
switchport access vlan 7
!

interface Ethernet0/5
switchport access vlan 8
!

interface Ethernet0/6
switchport access vlan 5
|

interface Ethernet0/7

!

interface Vlanl

nameif inside2

security-level 100

ip address 10.32.0.66 255.255.255.252
[

interface Vlan2
no nameif
security-level 100
ip address dhcp

|

interface Vlan5
no forward interface Vlanl
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nameif inside

security-level 100

ip address 10.32.0.69 255.255.255.252
|

interface Vlan7

nameif outside

security-level 0

ip address 10.32.0.77 255.255.255.252
|

interface Vlan8

no nameif

security-level 0

ip address 10.32.0.81 255.255.255.252

|

object network EXTERNAL

subnet 10.32.0.0 255.255.0.0

object network INTERNAL

subnet 10.32.0.0 255.255.0.0

|

route outside 0.0.0.0 0.0.0.0 10.32.0.78 1

route inside2 0.0.0.0 0.0.0.0 10.32.0.65 1

|

access-list IN-TO-OUT extended permit tcp any any
access-list IN-TO-OUT extended permit udp any any
access-list IN-TO-OUT extended permit icmp any any
access-list OUTSIDE-IN extended permit tcp any any
access-list OUTSIDE-IN extended permit udp any any
access-list OUTSIDE-IN extended permit icmp any any
|

I

access-group IN-TO-OUT in interface outside
access-group OUTSIDE-IN in interface inside2
object network EXTERNAL

nat (outside,inside2) dynamic interface

object network INTERNAL

nat (inside2,outside) dynamic interface

|

aaaauthentication ssh console LOCAL

|

ntp server 200.200.200.2 key 123
!

username ADMIN password BpZSfBuKQRUG9860 encrypted
username admin password yksOjXLD50lyW2KkA encrypted

!

class-map inspection_defeult

match default-inspection-traffic
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|

policy-map global_policy
class inspection_defeult
inspect dns

inspect ftp

inspect h323

inspect icmp

inspect tftp

|

service-policy global_policy global
I

telnet timeout 5
ssh 10.32.0.0 255.255.0.0 inside2
ssh 10.40.0.0 255.255.0.0 inside2

ssh timeout 5
!
|

dhcpd auto_config outside
!
!
!
!
|

NBE-FLOS8-EF01#
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