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Abstract

Different services are offered through our mobile devices as a result of the increasing

usage of smartphones in this world. One of these services is the ride-hailing service in

which the taxi transportation service is managed from a common operation center with

the help of driver and passenger applications that the end users have installed on their

smartphones. In our country, Ethiopia, there are many companies that offer this service,

such as Ride, Feres, ZayRide, Seregela, Safe, Taxiye, and others. Today, many crimes

such as theft, murder, etc. are committed against drivers or riders while working or using

this transportation service in Ethiopia. Current research focuses mainly on the foren-

sic investigation of social networks and banking applications. A research by K. Kiptoo

proposed a forensic investigation framework to identify forensic artifacts from Android

on-demand ride applications such as Uber, Little and Bolt that operate in Kenya. In

this research, we propose a forensic framework by customizing the existing framework

proposed by K. Kiptoo to enhance the identification of forensic artifacts from Android

based ride-hailing applications after experimentation with ride-hailing applications such

as Ride, Zayride and Feres. The proposed forensic framework for ride-hailing appli-

cations involves six phases: Collection, Setting up and Configuration, Extraction and

Preservation, Application Database Location, Examination and Analysis, and finally

Reporting. While experimenting, we were able to recover valuable artifacts such as pas-

senger profile information, passenger device details, location data, time information, and

driver-related data from ride-hailing applications, which are crucial digital evidence in

the investigation of digital crimes. This research also investigated the level of role and

the challenges of using digital forensic evidence to close a criminal case by Ethiopian

law enforcement agencies using a specially designed questionnaire distributed to them.

The research findings show that even though its role as evidence usage is increasing, we

were able to identify major issues such as legal and procedural inconsistencies, lack of

expertise, resource limitation, and lack of clear forensic standards that may hinder the

use of digital evidence obtained from digital systems such as ride-hailing applications in

a digital world full of complex digital crimes.
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Chapter 1

1. Introduction

1.1 Background Information

Due to the increasing usage of smartphones in the world in general and particularly

in Ethiopia, different services are nowadays offered through mobile applications. One

of these services provided through mobile applications is in transportation area such

as ride-hailing platforms. These ride-hailing platforms have become one of the popular

ways for transport facilitation

According to Cepheus Growth Capital, the ride-hailing platforms provided approxi-

mately 90,000 rides in Addis Ababa, the capital of Ethiopia per day as of early 2021.

If we estimate the average cost of each trip as 150 Birr, there will be an approximate

transaction of 13 million Birr per day using these platforms. Due to this, ride-hailing

platforms are becoming one of the leading digital economy sectors of the country[1][2].

Nowadays, there are more than 40 different types of transportation groups offering ride-

hailing services in this country. Some of the popular ride-hailing transportation services

in Ethiopia include Feres, Ride, ZayRide, Seregela, Taxiye, Weye, and others[1][3].

Even though ride-hailing platforms are highly booming in the country, it is not fully safe

for drivers or passengers providing or using services in this sector. Using ride-hailing

applications, attackers can precisely detect the driver’s confidential information such as

his/her driving license number, actual GPS location, plate number, and even his home

1
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address[4] which helps the attackers to identify the driver they targeted to commit crimes

they wanted easily. In our country as well, there are rising number of reports of crimes

committed against drivers offering service in this sector such as theft and murder[5][6].

Forensic artifacts that can be identified from those ride-hailing applications can be a

powerful tool in the investigation of crimes committed in relation to customers or stake-

holders of ride-hailing applications. By carefully collecting and analyzing forensic arti-

facts, investigators can build a strong case against suspects and help to bring criminals

to justice.

1.2 Motivation

Motivations for this research are:

• Rising number of crimes committed against using ride-hailing services.

• Potential integration and impact of digital evidence in the Ethiopian court.

• To make identification and extraction of digital evidence from ride-hailing appli-

cations easier for law enforcement agencies.

1.3 Statement of the Problem

Our day-to-day lifestyles are extremely influenced by the growing popularity of smart-

phones due to advancements in mobile technology and various applications running on

the gadgets. With the help of our smartphones, we carry out various tasks such as call-

ing a taxi, paying for our monthly electricity consumption fee and booking a flight. In

our country, Ethiopia, considering ride-hailing / taxi calling applications as an example,

they are facilitating the transportation services. But these services are under scrutiny

due to rising number of crimes committed against drivers and passengers / customers

such as theft and murder.

There are different researches that focus on forensic investigation of social media appli-

cations to identify artifacts left inside the smartphones as a result of those applications
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which are helpful for the investigation of digital crimes[7][8][9]. There are also other re-

searches that focus on forensic investigation of banking applications that give an online

banking service in different countries of the world[10][11][12].

Moreover, one research done by K. Kiptoo proposed a specific forensic investigation

framework for android on-demand ride applications that are operating in Kenya such as

Uber, Little and Bolt[13]. To the best of our knowledge, this is the only research which is

specifically focusing on forensic investigation of ride-hailing applications. This research

was focusing on Uber, Little and Bolt applications that were offering transportation

services only in Kenya[13]. Looking into the framework proposed by author of the

research, it is very detailed even though it was a great work. But, we can easily identify

a gap in it. Some of the identified gaps of the framework in the research include:

1. Identifying ODRS Applications Functionalities, as explained in the framework, is

concerned with knowing the functionalities of each application. It is true that

having any level of knowledge about applications, tools and devices will help

for better forensic investigation and findings[14]. But restricting this only to the

beginning phase of the framework neglects importance of knowledge of application

functionalities throughout the framework.

2. Since there are some forensic imaging tools that even don’t need root privilege

for imaging and also due to the risks of rooting phones, the rooting step in the

framework should not be compulsory. It is known that rooting phones has draw-

backs that include bricking, losing warranty of the phone and impact on integrity

of user data[15].

Therefore, customizing the framework is necessary to enhance the forensic investigation

process focusing on ride-hailing applications.

In addition, the level of role and challenges in usage of forensically recovered digital

evidences in Ethiopian courts is not researched.

In this research, we are going to identify the different types of forensic artifacts that

can be found in ride-hailing applications which are operating in Ethiopia and how those

artifacts can be used by courts to help the investigation of crimes committed that are
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associated with ride-hailing transportation services in particular and digital crimes in

general.

1.4 Research Questions

The identified research questions for this research are the following:

RQ 1. What forensic artifacts can be effectively recovered from Ethiopian ride-hailing

applications?

RQ 2. How can those recovered forensic artifacts be effectively used for court purpose?

1.5 Objective of the Study

The general objective of this research is to identify digital evidence that can be recov-

ered from ride-hailing applications to effectively use them in the Ethiopian court in the

investigation of digital crimes.

In addition to the general objective mentioned above, the specific objectives considered

for this research include:

1. Identify the different types of forensic artifacts from selected Ethiopian ride-hailing

applications.

2. Propose a forensic investigation framework specific for ride-hailing applications

3. Investigate the role and challenges of law enforcement agencies in using digital

evidence for crime investigation in this country.

4. Recommendation to enhance the use of digital forensic evidences in this country

after identifying the challenges.
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1.6 Contribution of the Study

The contributions of this research include the following:

• Enhance the use and acceptance of digital forensic evidence in Ethiopian courts

to close a criminal case involving digital crimes.

• Enhance the forensic investigation task involving ride-hailing applications by de-

veloping a framework specific to ride-hailing applications.

• The research will provide new insights by identifying the usage and challenges

faced during digital forensic investigation by Ethiopian LEA.

• Recommendation on how to effectively use digital forensic investigation in Ethiopia

based on the identified issues.

1.7 Scope / delimitation

In this research, we will work on identifying forensic artifacts from selected top three

internet-based ride-hailing applications offering transportation services in Ethiopia. Since

these ride-hailing services provide two separate applications for the rider and the driver,

the main focus of research will be on the passenger’s application due to the risk and

lack of voluntary taxi drivers for imaging their phones while working on the research.

In addition, I will focus only on the Android versions of the applications. Simply the

scopes of this research are the following:

• The research will focus on extracting and identifying forensic artifacts from three

popular ride-hailing applications that offer transportation services in Ethiopia.

• The research will focus only on the rider’s application from those selected ride-

hailing applications.

• We will focus only on Android version of the applications.

• The research focuses only on extraction and identification of artifacts left on local

on-devices only not on the cloud.
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1.8 Structure of the Document

This thesis document has seven main sections. Section 1 is an introduction section which

discusses the background, motivation, statement of the problem, research questions,

objective, expected contribution, and scope of the study. Section 2 is about the literature

review having two subsections each discussing about current knowledge related to digital

forensic. In section 3, we will discuss the methodology employed in this research. Section

4 is about the proposed framework in this research. In section 5, we will discuss the

experimentation and analysis to the research. Section 6 will discuss about results found

as a result of the experimentation and Finally, in sections 7, we will summarize the

research and point out possible future works.



Chapter 2

2. Literature and Related Works

2.1 Literature Review

2.1.1 Digital Forensic

NIST defines forensic science as the application of scientific knowledge or techniques to

criminal investigations or the analysis of evidence that may be used in court. Forensic

science encompasses a wide range of fields from anthropology and wildlife forensics

to fingerprint and DNA analysis[16]. Different forensic techniques are used in a wide

range of crime investigations[17][18]. NIST states that forensics may be required in

a variety of circumstances, including gathering evidence for court cases and internal

disciplinary procedures, handling malicious events, and peculiar operating issues. They

also emphasized that the four-phase method shown in Figure 2.1 should be followed

when performing forensics, regardless of the circumstances[19].

A digital forensic science is one category of forensic science dedicated to collecting and

analyzing evidences linked to digital crime that is discovered on digital devices[20]. As

technology becomes more and more integrated into our daily life, the possibility that

digital devices will be relevant to a criminal investigation or civil lawsuit rises accordingly.

Law enforcement agencies worldwide are facing massive backlogs of digital evidence as

a direct result of the increase in investigations needing digital forensic expertise. Future

trends indicate that there will likely be a significant rise in the number of instances

7
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Figure 2.1: The four Phases of Forensic Investigation[19]

requiring digital forensic examination. Additionally, it’s possible that each case will call

for the examination of an ever-increasing array of gadgets, such as wearables, computers,

cellphones, tablets, cloud-based services, IOT devices, and so forth[21].

2.1.1.1 Mobile Forensic

Mobile Forensic is a branch of digital forensics that deals with the forensically sound

recovery of data from devices, like tablets and smartphones. Mobile device forensics

helps to retrieve deleted data, call logs, SMS messages, application data, GPS data,

pictures, and videos, among other types of data[22]. The primary goal of mobile forensic

investigation is to identify criminals using suspicious pattern recognition techniques from

the data extracted from mobile devices. Matching behavior prediction is a possible

problem when illegal acts are associated with fully automated operations, such malware

dissemination[23][24]. Prediction and detection, however, are stronger when human

behavior is involved, as is the case with classic criminal cases[23][24]. EC-Council states

that, during a forensic investigation, there are four basic procedures to take: locating the

evidence, gathering the evidence, evaluating the evidence, and creating a forensic report.

The following stages are related to those four mobile phone forensics procedure[22]:

1. Device seizure: Initially, the phone is taken from the owner of the device. At this

point, the chain of custody should also be documented by the investigators. For

instance, the documentation of who was using the phone and its time of seizure.

If the phone is being used in an inquiry into a crime, a warrant for seizure is

typically necessary.
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2. Device acquisition: Second, investigators make a sector-level duplicate of the

phone by ”imaging” or ”acquiring,” it. To make sure it is an exact copy, the

outputs of the hashing functions similarity are checked between this duplicate

image and the original device. Analysts then choose the best course of action and

objectives for the investigation.

3. Device Analysts: In order to verify a theory or look for concealed information,

investigators start working on the device image. Information is located and recov-

ered with the aid of specialized instruments. Data can be found in storage drive,

erased (unallocated) drive space, or available hard drive space.

4. Reporting: Investigators save and examine the facts together into a credible

account of what happened. Depending on the intended spectators, a technical or

non-technical report might be created[22].

2.1.1.2 Tools and Techniques

There are different tools and techniques used by mobile phone forensic examiners. The

popular mechanisms to extract data from these devices include[22][25]:

• Logical Extraction: - The phone is attached to a forensics investigation com-

puter with the help of Bluetooth or a wire. This extraction is best for working

with unrooted mobile devices. This method is fast and easiest to use, but has

limitations. Tools such as Oxygen Forensic Device Extractor and XRY Logical

are examples in this category.

• Physical Extraction: - Using this technique, the bit by bit memory of the

device is dumped for forensic investigation. The method helps to have root access

on the phone thus give full control of the device. This technique is the most

comprehensive one, although it is technically challenging and depends on the

producer of the device. Tools such as Cellebrite UFED Physical Pro and XRY

Physical are well known examples in this category[22][25].
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2.1.2 Android Operating System

The Android OS is a mobile operating system built on a customized version of the

Linux kernel and other open-source software. It was drafted mainly for touchscreen

mobile phones such as smartphones and tablets. Android is developed by an alliance of

developers called Open Handset Alliance. But its most widely used version is mainly

developed by Google[26][27]. The Android operating system is free and open-source.

Due to these, anyone can modify and customize it based on his/her need free of charge.

As a result, so many variants of Android devices are available on the market, ranging

from low-cost budget phones to high-end flagship devices providing qualified services due

to this powerful operating system[26][27]. Google made regular and continuous mod-

ifications to the OS with different and sequential releases to provide security patches

and performance improvements. At the time of writing, the latest version of Android

released is Android 15. It was released on 03 September 2024. It added various customiz-

able features such as theme, language, music, and others. The added security updates

established a control over the information that applications can obtain, the necessary

permission for notification needed by all the applications, and the clipboard to erase

personal information[26][27]. Even though Android is an open source software, most

Android devices are shipped with a suite of proprietary software, like Gmail, Google

Play, Google Maps, YouTube, Google Chrome, and others[28].

Moreover, software and application developers can utilize Android technology for build-

ing and developing mobile applications of their need or sell using application stores, like

Google Play. Since the applications are developed as Google products, customers of

Android have the option to link their Android devices to other products of Google like

email services, cloud storage services, video services, and others[29].

2.1.3 Digital forensic in the Legal System

The process of event construction from a set of evidence to be presented in a court

is called Forensic Investigation. It involves different investigations including financial

fraudulent schemes to manslaughter[30]. According to INTERPOL definition, Digital
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forensics is a kind of forensic science dealing with the identification, acquisition, process-

ing, analysis, and reporting of data accumulated on a digital device such as a computer,

or smartphone. Extracting artifacts from digital evidence, processing it into valid infor-

mation, and handing over the results of the investigation for prosecution are the primary

objectives of a digital forensics investigation[31]. Harbawi et al. explained that the idea

of digital forensics had emerged in an effort to devise potential procedures to investigate

and analyze digital crimes[32]. Digital forensics has developed quickly over the past

ten years as a new battleground in the battle against crimes associated with the cyber

ecosystem. Numerous nations have improved their academic system and research in this

developing subject, established innovative technologies, and implemented new legislation

and legal processes[33].

The United States has enforced legislation aimed at reducing a wide variety of cy-

bercrimes at the state and federal levels[34]. NIJ publication prepared by researchers

Goodison et al. discussed that extraordinary changes in the technology aspect over the

last twenty years have increasingly emphasized the role of gathering and analyzing dig-

ital evidence in law enforcement proceedings[35]. Boost in technology has led to the

gathering, storage, and accessibility of enormous amounts of data[35]. Modern devices,

which are pocket-sized and can be used with a single touch, contain a significant amount

of personal data. While accessing a wealth of information is advantageous for achieving

convictions, it is very crucial for law enforcement agencies and their partners in the court

system to find a balance between utilizing digital evidence and respecting individual’s

privacy[35].

NIST serves as a significant laboratory focusing on physical sciences and a primary

provider of measurement standards in the United States of America. Cooperating with

NIJ, NIST plays a crucial role in creating equipment standards for agencies within the

crime investigation system. NIST made a significant step in September 2014 by launch-

ing a sub-committee on digital evidence who are dedicated with the task of “identifying

and developing national standards and guidelines for practitioners of forensic science.”

The initiative - as explained by the researchers - was part of continuing efforts by NIST.

The initiative included the publication of various reports and organizing seminars and

conferences that focus on optimizing the practices of data mobile phones extraction[35].
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Based on a research by Lallie H., the 2008 Mumbai terror attacks signaled the crucially

for India to enhance its readiness in digital surveillance and improve its capabilities to

orchestrate investigations after incidents. The researcher investigated state of digital

forensic investigation infrastructure within India, by examining the legal frameworks,

law enforcement agencies, and academic contributions of the country. He concludes that

despite progress in establishing digital forensic investigation guidelines, these do not

hold the same level of recognition as those in the UK (ACPO guidelines) and the US

(NIST guidelines). He also noted that the potential for greater international cooperation

in addressing cybercrimes that go beyond borders, the possibility for private entities to

offer investigative and training support to law enforcement parties, and the opportunity

for academic institutions in the US/UK to form partnerships with higher education

establishments in India to foster and enhance the field of digital forensic investigation[36].

Apau et al. suggested that incidents of cybercrime persistently hinder economic growth

across Africa. They also have explained that as a result of cybercrimes, the region loses

millions of dollars each year. However, the potential for Digital Forensics Investigation,

as seen in developed nations, offers a promising avenue for overcoming these cybercrimi-

nals. They evaluated the effectiveness of the legal framework, technical systems, capacity

building initiatives, organizational structures, and the presence of collaborative efforts

among key stakeholders in Ghana. They asserted for the presence of particular laws and

designated agencies. Their findings suggest that, despite some progress over the years,

advancement in the field of digital forensic investigation has been significantly slow,

with the practice still in its early stages. Current laws are fragmented and complex and

also the responsible agencies lack necessary capabilities. The researchers stressed need

of consolidation in existing legislation into a unified and coherent legal system. Addi-

tionally, significant investments are needed to upgrade the capabilities of the respective

agencies[37].

Looking at Ethiopia’s context in crime investigation with the help of digital forensic

analysis, there is a big gap in its status. Part one, article six and sub article fifteen of the

Ethiopian Federal Police Commission establishment proclamation No.720/2011 states

that Ethiopian Federal Police Commission can carry out forensic analysis, presenting

the conclusions, and offer professional testimony to the court or the requesting body[38].
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Whereas article number six and sub-article number eight of the Ethiopian federal procla-

mation number no 808/2013 for the re-establishment of INSA states that INSA has the

power to perform digital forensic investigations with or without physical presence if

authorized by a court warrant. This can be done in conjunction with the police on com-

puters or infrastructure that are believed to be compromised or sources of cyber-attacks,

in order to prevent further incidents and offer early warnings to the public[39].

Moreover, chapter thirty-three, article two of the Ethiopian computer crime proclama-

tion No.958/2016 states that evidence obtained based on the criminal procedure code,

related regulations or any computer evidence generated based on the proclamation or

gained from relevant overseas law enforcement agencies with respect to the country’s

regulation may be accepted in the courtroom associated with digital offences[39].

Despite the forensic science practice has long age in this country, its evolution does

not match its longevity. Forensic science does not have pivotal support for the crime

investigation system. The main challenges lie in the scarcity of highly skilled profession-

als and a lack of essential resources. Low-level awareness among members of the law

enforcement agencies regarding the significance of forensic science evidence is another

challenge[40].

In a similar way researchers Kataria et al. suggested the need for prominent electronic

forensic technologies for hampering digital crime in this country. In this country, there

is no established digital forensic laboratory from which techniques or software tools can

be employed[41].

2.2 Related works

N. Khoa et al. explained the analysis of forensic artifacts left due to Tik-Tok application

on Android-based smartphones. They described in detail the full artifacts they obtained

from this application from which an investigator can reconstruct exchanged message

chats and followers of the user under investigation. In addition, they investigated the

details of keywords and favorites of the user that can be used as evidence during a crime

investigation[7].
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While they were analyzing the forensic investigation of TikTok’s application, P. Domingues

et al. categorized the forensic artifacts obtained from Android smartphones into two

groups. The first group is those that can be accessed without requiring the root priv-

ilege of the Android phone and the other group is for artifacts that are found in an

Android phone that is rooted. In the rooted device, they were able to obtain a large

amount of data such as the user account of the device under investigation, messages

exchanged, and videos that can be important for a digital forensic investigator[8].

O. Osho et al. performed a digital forensic investigation on famous Nigerian Android-

based mobile banking applications. They found that none of the applications they inves-

tigated kept critical data in their backups, and only one of the twelve applications they

investigated kept critical data in the memory of the phone under investigation without

imposing any of its security policies. In addition, they found that any of the applications

deleted critical information while the applications were running in the background[10].

R. Chanajitt et al. performed a forensic and security investigation on Thailand’s seven

well-known mobile banking applications that run on Android operating systems. By

applying the DD and JTAG methods, they learned that fascinating forensic data such

as confidential data of the user involved with those applications installed on the device

can be revealed. As an example from the banking applications, they recovered the bank

details of the user from one bank. From three banks, they recovered the personal details

of the user, whereas from two banks they were able to recover the PIN code of the

user[11].

H. Kim et al. analyzed data remnants on phones after the data were deleted to know

the capability of recovering data for better privacy of users using smartphones installed

with recent Android versions 9 and 10. They performed three schemes of data deletion

- data deletion due to application functionality, data deletion due to system application

functionality, and due to removal of applications that were installed on the devices -

and tried to show possible user privacy leakages on the two Android versions. They

stressed the necessity of upgrading the security of user privacy in case of data deletion

remnants[42].

While conducting forensic analysis on encrypted common Instant Messaging (IM) ap-

plications, K. Rathi et al. are able to show the locations of encrypted databases and
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the possibility of decrypting the database files of WeChat, Viber, and WhatsApp appli-

cations installed on either rooted or unrooted devices. But they were able to locate the

database files of the Telegram application only if the device was rooted[9].

Using qualitative and quantitative approaches, M. Al Thebaity et al. deduce that chat

messages, login credentials, information about friends, and details of user accounts can

be recovered after removing a Facebook application installed on a smartphone[12]. J.

Bays et al. deduced that GPS artifacts such as GPS coordinates and reserved area

positions can be recovered from Android and iOS phones with the help of either Life360

or the iSharing app. Additional data such as text chats and user account detailed

information can be retrieved when the phones have root privileges[43]. R. Sinha et al.

demonstrated that they are able to retrieve accurate forensic artifacts from six groups

of Android fitness applications[44].

F. Salamh et al. conducted a deep and extensive forensic analysis of different famous

applications installed on the recent versions of Android 10 and iOS 13 smartphones.

They investigated 27 applications installed on Android and 33 applications installed on

iOS. From the remnants due to those applications on the devices, they were able to

identify suitable and useful data structures, stressed the privacy plus the security issues

found on the two operating systems, and validated the replicability and ratification of

the investigation on the chosen applications[45].

H. Zhang et al. investigated the various chat styles and the respective encryption con-

ditions of artifacts from four famous Instant Messaging applications such as Facebook

messenger, Hangouts, Line, andWhatsApp which are installed on Android devices. They

found that Facebook applies private mode encryption to hide the message, in the case of

Line and WhatsApp apps, they apply E2EE encryption to protect the messages which

are vulnerable if they do not implement end-to-end protection. They also revealed that

the database was not encrypted for a local user in a rooted phone so analyzing artifacts

became easy[46].

I. Riadi et al. performed the analysis capability of the two commonly used forensic tools

on mobile devices - Oxygen and MOBILedit - by investigating digital artifacts from

the Line app. They concluded that for performing better timeline analysis and gaining

chat text messages, the Oxygen forensics tool is better but it came short of obtaining
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pictures or video data from the app. With MOBILedit, however, they recovered chat

text messages, contact files, and pictures despite it failing to sort timeline chats[47].

F. Daryabar et al. examined four famous cloud client applications - OneDrive, Box,

GoogleDrive, and Dropbox, on phones using both Android and iOS platforms. They

found out that filenames as well as data that remain correlated to the employment of

OneDrive and Box Android-based applications can possibly be retrieved from the device

beneath the user IDs. They also found out that general details such as the name of the

product, the name of the device, the iOS version, and the recent backup time of the

client app remains are found in the files named with ‘info.plist’ and ‘manifest.plist’[48].

A. Uduimoh et al. performed a digital forensic investigation on five Android mobile apps

in Nigeria that facilitate banking tasks. In doing so, they were able to obtain digital

artifacts such as login accounts of a user and details of bank transactions of the user[49].

N. Matulis et al. conducted a forensic analysis of Uber applications installed on iPhone

mobile to identify where most of the data from Uber apps are saved or stored. Their

findings showed that a large amount of forensic artifacts such as the PII of the user and

geolocational information can be retrieved from the data of the application stored both

in the cloud and the device[50].

T. Kitsaki et al. performed a forensic investigation on a different group of applications

such as mobile banking, transport hailing, and network carrier applications to discover

sensitive artifacts left on the mobile device. They employed disk and code investigation.

From their findings, they concluded that those applications failed to apply efficient

security procedures and techniques to keep safe the user data and important forensic

artifacts that can be obtained from the devices. The leakage of private information like

credit card detail, and bank transaction details are violating the critical privacy of the

user which can lead to serious damage[51].

After surveying and analyzing the principal privacy and security-related risks due to the

usage of ride-hailing services, Pham et al. proposed PrivateRide - a practical privacy-

protecting and secure ride-hailing service - a solution that protects the satisfaction and

practicality provided by ride-hailing services at the time. Implementation of this pro-

totype on the passenger application and ride-hailing server introduces a minor delay by
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ensuring privacy security but with little consequence on the functionality of the service

provided[52].

In their research, Chen et al. disclosed that users may have varying knowledge of vul-

nerabilities and impact rating criteria, most modern tools are not efficient in identifying

the vulnerabilities that need great attention in the banking sector and securing mobile

banking applications need great effort[53].

Asher et al. performed an investigation of reverse engineering tools that are available

to check the security of mobile banking applications that give service in Pakistan. In

doing so, they got that any of the currently available reverse engineering tools perform a

full reversing task independently. Additionally, they noticed that there is a remarkable

variation in run time in addition to the amount of files produced by the tools on a single

file[54].

Researchers A. Al-Dhaqm et al. stated that the field of mobile forensics employs an

established scientific method with the goal of utilizing forensic techniques to retrieve

valuable evidences from mobile devices. As a result, mobile forensic field has developed

and recently gained prominence due to technology expansion, mobile-based products

and services, and the demand for novel criteria. In order to discover open and upcoming

difficulties and to expose the mobile forensic transitions, the authors undertake a survey

of mobile forensics investigation process models. After reviewing about 100 papers re-

garding Mobile Forensics Investigation Process Models, they proposed a mobile forensic

model titled with ”Harmonized Mobile Forensic Investigation Process Model” in order

to integrate and organize all of the superfluous investigation procedures activities, and

functions associated with the mobile forensic profession[55].

Because of the complex nature of mobile phones and the requirement for specific methods

and equipment, mobile forensics presents particular difficulties as explained in a recent

research work by M. Moreb et al.[56]. They proposed a unique framework for mobile

forensics investigation in order to overcome these issues. The researchers emphasized

that the framework includes all of the steps and data sources required to build a case for

criminal activity. Additionally, the framework eases the complexity and ambiguity in

the field of mobile forensics, facilitates the collection and utilization of particular forensic

understandings and eases the examination procedure[56].
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As discussed in a research by B. M. V. Bernardo et al., many issues arise with mobile de-

vices such as highly dynamic ecosystem, growing variation and cloud/IOT assimilation.

As a result, having a safe and dependable toolkit is crucial for preventing, identifying,

and resolving any issue associated with mobile forensics while investigating any type

of criminal investigations. They propose a novel and creative framework in a forensic

toolbox for mobile phones, associated to a series of diverse programs, procedures, and

best application insights aimed at refining and enhancing the investigation process of a

digital investigation[57].

K. Kiptoo on his thesis research, proposed a specific forensic investigation framework

for android on-demand ride applications that are operating in Kenya such as Uber,

Little and Bolt. His proposed framework was based on a flowchart involving the follow-

ing repeated activities: Identify ODRS Application Functionalities, Artifact Location

and Format Experiments, Android Rooting, Data Extraction, Preservation, Artifacts

Examination and Analysis, and finally Forensics Report[13].

All the researches discussed in this section are so magnificent in the field of mobile foren-

sic investigation including the findings, procedures and frameworks proposed. For the

frameworks proposed by the researchers, even though they can be adopted as a general

guide, they lack specialization for forensic investigation of ride-hailing applications to

ease the task of a forensic investigator. Whereas, looking into the ride-hailing framework

proposed by K.Kiptoo, it is very detailed even though it was a great work done by the

author. But, we can easily identify a gap in it. Some of the identified drawbacks in the

framework include:

1. Identifying ODRS Applications Functionalities as explained in the framework, it

is concerned with knowing the functionalities of each application. It is true that

having any information about applications, tools and devices will help for better

forensic investigation and findings[14]. But putting this to the beginning of the

process in the framework restricts the importance of knowledge of functionalities

of applications throughout the framework.

2. Since there are some forensic imaging tools that even don’t need root privilege

for imaging and also due to the risks of rooting phones, the rooting step in the
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framework should not be compulsory. It is known that rooting phones has draw-

backs that include bricking, losing warranty of the phone and impact on integrity

of user data[15].

Summarizing the review, we can see that there are many different research papers focus-

ing on the forensic investigation and analysis of Android-based applications in different

countries offering different services in particular and different social media applications

in general. But any of the research papers propose a framework for identifying foren-

sic artifacts from Android-based applications that are providing ride-hailing services,

particularly in Ethiopia except a research done by K.Kiptoo which focuses only on ride-

hailing service operating in Kenya. And also the framework proposed by the researcher

has gaps identified in this research. So, the findings of this research will also serve as an

insight to other researchers for further study on the issue in this country.
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3. Methodology

3.1 Research Methods

In this chapter, the details of the methods, approaches and techniques that will be used to

conduct the research will be explained. In doing so, it discusses the procedures followed

and instruments used to achieve the specific and general objectives of the research.

3.1.1 Study Design

In this research, we adopted a hybrid approach to address our objectives. The research

involved a qualitative and quantitative study using open-ended and close-ended question-

naires to investigate digital forensics role as evidence in criminal case investigations in

Ethiopia with an experimental approach to determine the types of forensic artifacts that

can be recovered from ride-hailing applications that are installed on Android devices. A

specific forensic investigation framework will be proposed after repeatedly analyzing the

process of finding the artifacts from ride-hailing applications.

3.1.2 Tools Used

A questionnaire was designed to investigate the role and challenges of digital forensics in

the investigation of criminal cases in Ethiopia from randomly selected participants. The

20
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No Smart Phone Used Android Version

1. Samsung Galaxy S8 (SM-G950U) 9

2. Tecno ( Spark 4 KC8) 10(HiOS v 6.2.0)

Table 3.1: Android phones selected for examination

No Ride Application name Application Version

1. Ride 0.44.04

2. Feres 1.0.55

3. ZayRide 6.13.35

Table 3.2: Ride-hailing applications selected for examination

No Organization Name Population
Size

Participants Coverage

1. Ministry of Justice 10 2 20%

2. Ethiopian Federal Police 10 3 30%

3. Information Network Security
Administration

15 4 26.7%

Total 35 9 25.7%

Table 3.3: Participants’ organizations (strata) and total population

designed questionnaire that was distributed to the participants is listed on Appendix

B of this research. Google Forms[58] was used to distribute the questionnaire to the

participants and for visualizing the quantitative part of responses from the participants.

Moreover, the tools used and specifications of the Android phones and ride-hailing ap-

plications investigated in the experimentation are described in Table 3.4, Table 3.1 and

Table 3.2.
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No Tool Used Version Description

1. Windows 10 Pro 64-bit (with
Intel Core i3, 4GB RAM)

22H2 (OS Build
19045.4780)

Workstation

2. App APK Extractor & Ana-
lyzer

1.6.1(39) An APK file used for extract-
ing, generating and backing up
APK files

3. Cellebrite UFED 7.64.0.271 For acquisition forensic image
from devices

4. DB Browser for SQLite 3.12.2.0 To view database files recov-
ered from the devices

5. HxD 1.7.7.0 A Hex editor to view any hex
data

6. Notepad++ 8.6.8 Different text file parser

7. 7-Zip File manager 16.04 Compressed file extractor

8. MS Edge browser 128.0.2739.67 To browse xml files in this re-
search

Table 3.4: Tools used in Experimentation

3.1.3 Sample

The population considered to participate in the questionnaire part of this research con-

sists of professionals familiar with digital forensic investigations working at different

organizations which are the responsible bodies for this task in the country [38][39].

Because of this, a stratified random sampling method was used with each strata repre-

senting different organizations involved in digital forensics related responsibilities. From

each stratum, more than 5% of the available population was randomly selected as shown

in Table 3.3. Inclusion criteria required participants to have experience in digital foren-

sic investigations, while exclusion criteria omitted those without direct involvement in

digital forensic investigations.

To forensically investigate and identify artifacts from ride-hailing application on mobile

devices, two Android based phones were selected for experimentation in this research.

The top two most popular mobile operating systems globally in the second quarter of

2024 are Android and iOS with a market allocation of roughly 71.65% for Android and

27.62% for iOS[59] as indicated by Statista. In a similar way, using Statista, we can
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see that the Android market share in Ethiopia is very high with respect to iOS: 95.63%

for Android to 3.52% for iOS as of August 2024[60]. Regarding the type of smartphone

devices, Samsung and Tecno have the top two highest market share in Ethiopia as of

August 2024[61]. Considering this statistics, we selected two Android devices namely

Samsung and Tecno for this research. In our country, ride-hailing transportation services

are becoming more and more popular as a result of rising urbanization and smartphone

usage[2][3][62]. To the best of our knowledge, we could not find a research explicitly

indicating the market share of each ride-hailing service in this country. In this research,

the investigation will be done on Ride, Feres and ZayRide which are the most popu-

lar ride-hailing services offering transportation services in the country as explained on

different sources[1][2][3][63].

Finding a volunteer was challenging because of the requirement of imaging of the phones

to extract the forensic data and it was also risky because the phones may be damaged in

case of rooting the devices when rooting the device is mandatory to extract the forensic

data. Due to this and budgetary limitations for this research experimentation, only

two smartphone devices having the top two highest market share in this country were

selected.

3.1.4 Procedure

The questionnaire was distributed to participants using Google Forms as stated in section

3.1.2. Then participants’ responses were collected, data was verified for completeness

and the quantitative part of the responses were visualized using Google Forms. The

qualitative part of the responses was manually analyzed to determine themes and codes

that will help us answer our second research question. The three selected ride-hailing ap-

plications were installed on the two selected Android devices by downloading them from

google play store[64]. Here are all the procedures to setup data collection environment.

1. Internet/ data and GPS location services on the devices were turned on.

2. Ride, Feres and Zayride applications are installed on the two devices directly from

google play store[64].
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3. The applications are activated using user phone numbers and user profile data are

created including user name, mobile number and e-mail information.

4. Ride services are requested using each application from each device at a time.

5. After confirming the trip and boarding on the taxi, the driver is requested to start

the trip using application.

6. Complete the trip by following the trip information on the applications.

7. Throughout the trip, random screenshots were taken by the passenger from each

phone for comparison purpose.

8. Remove SIM Card from the devices and flight mode is turned on for each device.

After completing the trip using each ride-hailing application installed on the two devices

at a time, data extraction process was started. The procedure for data extraction on

each device is as follows:

1. Turn Developer options on for each device.

2. Turn USB debugging on for each device.

3. Start Cellebrite UFED from the workstation.

4. Connect one device at a time to the workstation using original USB cable.

5. After Cellebrite had detected the connected device, select the directory to save

extracted data from the phone.

6. Choose Smart Flow Action.

7. After Cellebrite analyzed the phone internal memory, select “full file system”

extraction option.

8. Wait the extraction process to finish which is a time taking process. Finishing

this phase, we will have the extracted image file.
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3.1.5 Data Analysis

In this research, the research questions identified are

1. What forensic artifacts can be effectively recovered from Ethiopian ride-hailing

applications

2. How can those recovered forensic artifacts be effectively used for court purpose?

To answer the first research question, the strategy we followed is first identify Android

package name of the three selected ride-hailing applications. This can be done by looking

in Android manifest file after downloading the corresponding APK file into the forensic

workstation from the smartphones using different tools such as FastBoot ADB and then

reversing it using different APK reversing tools. Alternatively, an APK file named “App

APK Extractor & Analyzer”[65] can show us the package name by simply installing and

running it on our mobile as shown in Figure 3.1

To gather artifacts and their locations inside internal memory of the phones, we used

Android package names we found using an Android application called “App APK Ex-

tractor & Analyzer”. We investigated every file we found under those package names

using tools such as Notepad++, HxD and DB Browser for SQLite. All the artifacts we

found were located in the directory data/data/app package name inside the phones in-

ternal memory which is not visible using normal privilege to access the device directory

and can only be accessed with root privilege[66]. For confirmation, we checked generated

artifacts with the data we had while using each application.

The quantitative parts of participants’ responses for the questionnaire were visualized

using Google Forms whereas the qualitative parts of the responses were manually ana-

lyzed using thematic analysis method to determine codes and themes that will help us

answer our second research question.

3.1.6 Evaluation criteria of the framework

The framework will be evaluated using evaluation criteria reliability, efficacy and cost-

effectiveness to validate its effectiveness.
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Figure 3.1: Package names for each ride-hailing application directly on the
phone
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3.1.7 Ethical Consideration

To ensure ethical compliance, participants’ identity was anonymized while they make

responses to the questionnaire after a consent was obtained from all participants be-

fore data collection was started. While working on the experimentation part, we may

encounter sensitive information from passengers, drivers and application developers.

Generally, to protect the privacy and security of passengers, drivers, application vendors,

participants of the questionnaire and any party involved in the research, we took the

following measures:

• Any sensitive data found will be will be blurred for use in the research findings

discussion.

• In case vulnerabilities are discovered, it will be ethically disclosed the vulnerability

details to the specific vendor.

• Cooperate with the vendors to eliminate the vulnerability and minimize user risk

in case of vulnerabilities.

• Consent should be obtained from all participants of the questionnaire respondents.

• Anonymizing participants’ identity.
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4. Proposed Framework

A framework is a comprehensive structure for organizing and guiding complex activities,

without dictating strict sequences. It is different from a step as step is a distinct,

actionable element within a sequential linear process[67].

As explained in literature review section of this research, the universal framework for

digital forensics investigation adopted by NIST has a four-stages. These are collection,

examination, analysis, and reporting and they are explained as follows:

1. In data collection phase, data of a particular event is detected, designated recorded,

gathered, and also its integrity is maintained.

2. During the examination phase, applicable forensic tools and techniques are applied

to detect and extract valuable artifacts from the acquired data while maintaining

its integrity.

3. In the analysis phase, results from the examination phase are examined to extract

valuable artifacts that motivated the data collection and examination tasks.

4. Reporting the analysis’s findings is the last stage of the framework proposed by

NIST. This can include summarizing the steps taken, figuring out what more needs

to be done, and suggesting changes to the forensic process’s policies, standards,

procedures, tools, and other elements[19].

28
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It is true that this framework process can be used for any digital forensics investigation

purpose. But this is very generic that for a mobile forensic practitioner, it doesn’t specify

particular and detailed steps like configurations needed or locating databases that would

help the expert executing the examination job to speed up and make the investigation

job easy.

Whereas mobile forensics framework for ride-hailing applications that was proposed by

K.Kiptoo[13] is much more detailed than the one adopted by NIST and it helps to easy

the task of forensic practitioner as it is very particular for ride-hailing applications.

This research paid attention to the processes and findings of experiments done in those

researches mainly the one done by K.Kiptoo[13] and other researches to propose an

enhanced framework that is specific to ride-hailing Android mobiles forensic investiga-

tions. In doing so, the framework proposed in this research addresses the issues dis-

covered in the above forensics frameworks. The proposed framework after customizing

K.Kiptoo’s[13] framework has six phases as depicted in Figure 4.1. As it can be seen in

the proposed framework, it gives more emphasis to the collection and examination phase

of the forensic framework adopted by NIST discussed in the literature review section.

This makes sense when looking at the challenges of forensic data acquisition in mobile

devices. It involves cautious activities while collecting and examining mobile forensic

investigation. The phases of this forensic investigation framework is explained as follows:

1. Collection This involves device identification, designation, collection of any data

associated with the smartphone such as vendor, model, the device’s user name,

state of the device and others by following the forensic protocol and keeping the

phone in a secured manner. Device isolation should be done immediately to keep

the data inside the phone from being lost as the device data may be wiped using

remote communication mechanisms. To avoid the data from lose, disabling the

communication system should be enforced, for example, turning on the flight or

airplane mode of the phone is needed.

2. Set Up and Configuration After collection, the Set Up and Configuration phase

is very critical for data extraction phase based on this proposed framework. In this

phase, based on the information gained in the collection phase, setting up and some

device configuration tasks are accomplished. This may include rooting the device,
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Figure 4.1: The Proposed Forensic Framework
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enabling developer mode, enabling USB debugging and others. Due to android

security enhancement, rooting the device might not be successful[15][68]. In that

case, other configuration mechanism may be needed. This phase also focuses on

choosing appropriate forensic imaging and analysis tools and configuring them.

Some tools are so robust that data extraction becomes easy.

3. Extraction and Preservation In this phase of the framework, extraction of the

mobile data is done using appropriate tools and materials. There are tools that

can easily extract the memory of the phone. In this phase, full data of the phone

is extracted and should be stored in a secured way using some labeling on the file

name. The extraction processes may take some time. Thus, patience is needed

until it finishes. The extracted image should be preserved securely to keep the

data from modification and its original copy should be kept safely.

4. Application Database Location This phase is concerned with looking for the

database directory of the applications being investigated inside the extracted im-

age file. Since most of private data are stored in the application database as

indicated in this research experimentation and the research of K.Kiptoo[13], the

forensic investigation practitioner should look for this database at first. Otherwise

since the acquired image may be bulky, looking inside each file may complicate

the artifact identification process. The task of looking for application database

becomes simple with the help of the APK’s Android package name and use this

package name to find its database where many important artifacts can be located.

5. Examination and Analysis After locating those important files from the ac-

quired image, the next phase is examining and analyzing the files that can help

as evidence in the court. Every file under the APK’s package name should be

examined properly. Some files identified may be encrypted or seem meaningless.

But with the help of different tools, those files should be tried to parse them. We

can use some online tools which can help to have a meaningful artifact. Offline

tools such as SQL Lite, text editor and hex parser like HxD are powerful in artifact

identification from a selected file.

6. Reporting The last phase of the proposed framework is reporting. In a similar

way to the basic digital forensic investigation framework, this phase should have a

summary of the whole steps followed and judgment made through the examination



Chapter 4. Proposed Framework 32

phase. All the necessary information such as name of the forensic expert, case

number and reporting agency[15] should be included.
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5. Experiment and Analysis

After data was collected for the questionnaire, it was organized into quantitative and

qualitative data. We used the Google Form built-in graphical representations feature

for visualizing the quantitative data of the responses. Thematic analysis method was

used to identify, analyze patterns (themes) within the qualitative data.

Due to budgetary limitations and lack of volunteers (due to the risks of device damaging

while imaging the device), only two Android based phones were used by the researchers

for experimentation. Those selected device models are Samsung S8 (Android version 9)

and Tecno Spark RC8 (Android version 10) as explained in Table 3.1 of the research

methodology section. Ride-hailing applications considered for the experimentation are:

Ride, Feres and Zayride with their application version as explained in Table 3.2. The

procedures for installation of the applications on each device, profile creation and taking

ride services were explained in the research methodology section.

Data extraction was attained using the well know forensic imaging tool Cellebrite UFED

installed on the forensic workstation. Before extracting data from the devices, developer

options and USB debugging mode should be enabled on each phone. It is explained as

follow:

• Open phone “Setting”.

• Go to “About”/ “Software Information”

• Find “Build Number” information.

33
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• Press “Build Number” seven times.

Finishing those activities will turn on the developer options and USB debugging mode

settings on the two phones. After that, the default USB configuration protocol should

be set to file transfer. This can be done as follow:

• Go to the developer options.

• Search for USB configuration and press/ tab it.

• Select file transfer from the available options.

Now on the workstation, Cellebrite UFED was opened to start the device’s image ac-

quisition process. All the pictures of the procedures are shown in Appendix A.

1. On the first page, the option “Mobile device” is selected from the given options

as shown in Figure A.1 of Appendix A.

2. When the UFED asks to choose action on the next page, “Smart Flow” option is

selected as shown in Figure A.2 of Appendix A.

3. UFED on the workstation waits the phones to connect as shown in Figure A.3 of

Appendix A.

4. Using original USB cable, the phone becomes connected to the workstation and

wait until the phone is detected in the UFED.

5. Next select directory where to save the extracted data.

6. After that UFED tries to access the devices Operating system. When it recog-

nizes the Operating system, it will display detailed information of the phone after

gaining Operating system access as shown in Figure A.4 of Appendix A.

7. From that page, preferred extraction type is selected. In this research the option

“FULL FILE SYSTEM” is selected as shown in Figure A.4 of Appendix A.

8. Wait to finish extraction which is a long time process. When it finishes, press the

finish button as shown in Figure A.5 of Appendix A.
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Figure 5.1: Inside the extracted data

After data extraction from each phone is finished, a copy of the image file should be

saved in a secured path or device before analyzing it. Looking into the extracted data,

there are three files inside the directory as shown in Figure 5.1.

For the forensic purpose, important file from data directory is a compressed/zipped file

having a filename of the phone vendor name and its model. To search forensic artifacts,

the compressed file is extracted using 7-Zip file manager. Inside the extracted file, there

is a file named “Dump”. When this file is opened, there are other sub files under this

file.

The extracted data is huge so that searching artifacts in every file inside the image is

very complex and time consuming. To simplify this task, we have to locate or find

the database files related to each ride-hailing application. The database files can be

found with the help of each ride-hailing application package name[13]. To determine the

package names, an APK file called “App APK Extractor & Analyzer” was used. The

procedure is as follows:

1. Open “App APK Extractor & Analyzer” APK file on a phone.

2. Select the three ride-hailing applications installed on the devices one at a time

inside “App APK Extractor & Analyzer”.
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No Application Name Package name

1. Ride com.multibrains.taxi.passenger.ridepassengeret

2. Feres com.feres.user

3. ZayRide com.zayride.passenger

Table 5.1: APK file and corresponding package name

3. It will show the package name of each selected application as shown in Figure 3.1

in research methodology section.

Using “App APK Extractor & Analyzer”, the identified package names of each APK file

is as shown in Table 5.1.

The APK package name of each ride-hailing application can also be verified by looking

inside the manifest file of each application after by decompiling the application using an

APK file decompiler[69][70].

Using the package name of each ride-hailing application, the extracted forensic image

file is examined to identify directory of each corresponding application in the image file.

After identifying the path / directory of each of the three applications, the data inside

that directory is parsed and examined using different tools such as SQL Lite, HxD,

Notepad++ and other tools to gather meaningful artifacts.

The questionnaire disseminated to the participants involved open-ended and close-ended

questions that were expected to be responded by the participants. After collecting par-

ticipants’ responses, the close-ended responses were analyzed using quantitative data

analysis approach whereas the open-ended responses were analyzed using thematic anal-

ysis for qualitative data. The detailed analysis of the key insights from responses of

participants of the questionnaire are discussed as follows.

All of the respondents are from law enforcement and legal institutions as shown in Table

3.3. Their professions are Police Officers, Public Prosecutors, Forensic Analyst and IT

& Cybersecurity Instructor in those organizations. Most of the respondents have 6–10

years of experience, with some having 0–5 years and the rest having 11–15 years of

experience as shown in Figure 5.2. All of the participants used digital forensic evidence
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Figure 5.2: Participants year of experience in digital forensic investigation

Figure 5.3: Type of cases respondents have used with digital forensic investi-
gation

in their work with 55.6% (5 out of 9) participants said they are very familiar with digital

forensics investigation while the rest 44.4% said they are moderately familiar with it.

The type of crimes on which they used digital forensic investigation for evidence are Cy-

bercrime, Financial fraud, Theft, Murder, Drug trafficking, Terrorism and Obstruction

of the constitutional order. The details are shown in Figure 5.3.

Majority (66.7%) of the respondents said they follow standards or best practices to

maintain the admissibility of their digital forensic investigation with many (55.6%) say-

ing ISO/IEC is the standard or best practice they adopt to maintain the admissibility

of the digital forensic evidence as shown in Figure 5.4 and Figure 5.5 respectively.
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Figure 5.4: Standards or best practices adoption by percent

Figure 5.5: Type of Standards or best practices adopted

Even though they adopt a standards or best practice, 77.8All of the respondents said

“Lack of clear guidelines” is the main challenge they face when they try to keep the

admissibility of digital forensic evidence in court. “Discrepancies in the legal standards”

was selected by four of them and “Difficulty in meeting admissibility criteria” also was

selected by four of the respondents as the main challenge they face when keeping admis-

sibility of digital forensic evidence in court as shown in Figure 5.6.

55.6% of the respondents said they recently had experienced legal cases that had been

challenged the admissibility of digital forensic evidence. The general challenges they

have encountered when working in digital forensic investigation are shown in Figure 5.7.
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Figure 5.6: Challenges of admissibility of digital forensic evidence

Figure 5.7: General challenges while working in digital forensic investigation

Majority (55.6%) the respondents said the general challenges shown in Figure 5.7 are

very significant in affecting the use of digital forensic evidence in the court as shown in

Figure 5.8.

According to the respondents, digital forensic evidence has been crucial in closing crim-

inal cases. Most respondents replied 1–5 cases while a few replied 6–10 or more cases

that have helped secure a conviction as shown in Figure 5.9.

However, there are also cases where digital forensic evidence was unable to help to

conclude a criminal case, with 77.8% of the respondents reporting 1–5 cases or more

failing to help to conclude a criminal case as shown in Figure 5.10.

The improvements suggested by the respondents (based on the challenges they faced) to

enhance the use of digital forensic evidence in Ethiopian courts is shown in Figure 5.11

For the qualitative data, we used thematic analysis method as we explained in the

beginning of this section. V. Clarke et al. defined thematic analysis as the process of
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Figure 5.8: Significance of the challenges on digital forensic investigation task

Figure 5.9: Digital forensic evidences cases that helped to secure a conviction
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Figure 5.10: Digital forensic evidences cases that failed to help to secure a
conviction

Figure 5.11: Improvements suggested to enhance use of digital forensic evi-
dence

finding, examining, and interpreting meaningful patterns - also known as themes – inside

the qualitative data. Using a research question as a guide, thematic analysis helps to

discover and understand important, though not necessarily all, aspects of the data rather

than merely summarizing its content. They outlined the six phases of thematic analysis

as familiarizing oneself with own data, generating initial codes, searching for themes,

reviewing themes, defining and naming themes and finally producing a report[71].

Since the data at our hand were small, we used the thematic analysis method man-

ually. After familiarizing ourselves with our data, we identified the following codes

from our collected data: Legal admissibility issues, Chain of custody problems, Judicial

reluctance, Revise current criminal law, Data integrity concerns, Standardized forensic
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No Theme Code

1. Legal Admissi-
bility

Legal admissibility issues, Chain of custody problems,
Judicial reluctance, Revise criminal law

2. Expertise and
Training

Lack of forensic expertise, Training for professionals,
Launch educational campaigns

3. Challenges in In-
vestigations

Challenges in admissibility, Investigation complexity,
Data integrity concerns, Standardized forensic prac-
tices , Courts prefer eyewitness, Privacy issue

4. Forensic Tools
and Resources

Resource limitations, High costs

5. Judicial Impact Digital forensic as evidence, Criminal case resolutions

Table 5.2: Identified codes and themes using thematic analysis

practices, Lack of forensic expertise, Training for professionals, Launch educational cam-

paigns, Challenges in admissibility, Courts prefer eyewitness, Investigation complexity,

Insufficient resources, High costs, Digital forensic evidence use and finally Role in case

resolutions. We organized these codes in to themes by arranging closely related codes

into one theme as shown in Table 5.2

Next, we discuss the definitions of each theme generated by categorizing similar codes

with respect to our second research question:

Theme 1: Legal Admissibility

This theme refers to the ability of digital forensic artifacts to be legally accepted as

evidence in the court. It includes challenges such as ensuring compliance with legal

standards, maintaining a proper chain of custody, and overcoming the hesitation of the

judicial in using digital evidence.

• Legal admissibility issues:- Barriers that prevent digital evidence from being

accepted in the court.

• Chain of custody problems:- Issues in maintaining the integrity of evidence

from collection to court presentation.

• Judicial reluctance:- The reluctance of courts to accept digital forensic evidence

due to a lack of legal precedents or technical understanding.
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• Revise criminal law:- The need to update or introduce criminal law to explicitly

address the admissibility and acceptance of digital forensic evidence in court.

Theme 2: Expertise and Training

This theme focuses on training and recruiting the required number and adequate level

of expertise for law enforcement, forensic analysts, and legal professionals to properly

handle digital forensic investigation.

• Lack of forensic expertise:- The shortage of skilled professionals capable of

analyzing and utilizing digital artifacts.

• Training for professionals:- The need for practical training to improve digital

forensic investigations task.

• Launch educational campaigns:- Raising awareness to the concerned bodies

about digital forensics, its role in criminal investigations, and the importance of

forensic artifacts as legal evidence.

Theme 3: Challenges in Investigations

This theme addresses the difficulties faced in conducting mobile forensic investigations,

particularly in extracting and analyzing data.

• Challenges in admissibility:- Problems that arise when presenting digital foren-

sic evidence in court, such as unclear regulations or technical limitations.

• Investigation complexity:- The process of retrieving, analyzing, and interpret-

ing digital artifacts from digital devices.

• Data integrity concerns:- Challenges in proving that digital artifacts have not

been altered.

• Standardized forensic practices:- The need for uniform procedures to ensure

consistency in collecting and analyzing digital evidence.

• Courts prefer eyewitness:- Challenges due to courts prefer to use eyewitness

rather than digital evidence.
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• Privacy issue:- This refers to manipulation or accessing unnecessary data of the

suspect by the forensic analyst during investigation.

Theme 4: Forensic Tools and Resources

This theme is about the financial and technological constraints impacting digital forensic

investigations. It stresses the need for advanced tools and proper infrastructure to

effectively analyze digital crime.

• Insufficient resources:- It is about limited funding and outdated infrastructure

that hinder proper digital forensic investigations.

• High costs:- The expensive nature of advanced forensic tools and technologies

required for recovering and analyzing digital artifacts.

Theme 5: Judicial Impact

This theme explores the impact of digital forensic evidence in securing a conviction or

dismissal of criminal cases.

• Digital forensic as evidence:- The extent to which courts use digital forensic

artifacts in legal proceedings.

• Criminal case resolutions:- The role of digital forensic evidence in securing a

conviction or dismissal of criminal cases.
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6. Result and Discussion

6.1 Results

After locating the respective directory to look for possible artifacts from each ride ap-

plication installed on the two phones, we were able to identify different artifacts. All

of the artifacts identified are located in the data/data/package name directory. We

were able to recover possible forensic artifacts such as passenger identity, driver iden-

tity, location information, device information and time of the ride service. The detailed

analysis is explained below.

1. Phone 1: Samsung Galaxy S8

• Ride Application Analysis on Samsung S8

As can be seen from Figure 6.1, we were able to identify the passenger’s phone

number and user name from the Ride App installed on Samsung Galaxy S8.

The identified information about the device can be seen in Figure 6.2.

Location information such as trip starting, trip route and drop off location

are identified as shown in Figure 6.3. The identified location information is

expressed using waypoint and it is using some type of encoding. According

to national geographic education definition, a waypoint serves as a point of

reference for us to determine our current location and future destination.

45
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Figure 6.1: User profile from Ride/Samsung S8

Figure 6.2: Device information from Ride/Samsung S8

Figure 6.3: Trip information Ride/Samsung S8

Waypoints are helpful when we are flying, sailing, or driving[72].

As shown in Figure 6.3, there are four saved waypoints and decoding the

first and last waypoints using an online tool called coder’s tool[73] shows

that they are the starting and destination point of the trip as shown in

Figures 6.4 and 6.5 respectively.

The waypoint shown in Figure 6.3 also includes time information of the

trip as 1718722633372 for the trip starting time and 1718725510714 for the

time at trip destination which are in Unix epoch format. Converting this

information into standard human readable time format using an online tool

called epoch converter[74] reveals that the time and date of trip start was 5:57
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Figure 6.4: Trip starting waypoint Ride on Samsung

Figure 6.5: Trip destination waypoint Ride on Samsung

Figure 6.6: Time information at trip starting point Ride on Samsung

PM on Tuesday, June 18, 2024 while the time and date at trip destination

was 6:45 PM on Tuesday, June 18, 2024 as shows in Figures 6.6 and 6.7.

Additionally, we were able to recover photograph of the passenger from dif-

ferent junk files inside one subdirectory all having no extension as shown

in Figure 6.8. Examining all the files using a hex editor tool called HxD,

we were able to understand that all the files were images files with different

file format structures and saved them based on their format. The passenger

junk file was a PNG file as shown in Figure 6.8. So we saved it using a .PNG
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Figure 6.7: Time information at trip starting point Ride on Samsung

Figure 6.8: Retrieved photograph of the driver in hex format Ride/Samsung
S8

extension and when parsing it with an image parser, we can see that it is

the photograph of the driver as shown in Figure 6.8 and 6.9

• Feres Application Analysis on Samsung S8

Recovered forensic artifacts from Feres application include the following. As

seen from Figure 6.10, user profile artifact was identified from the forensic

image file.
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Figure 6.9: Retrieved photograph of the driver on Ride/Samsung

Figure 6.10: User profile recovered from Feres/Samsung
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Figure 6.11: Device information on Feres/Samsung

Figure 6.12: Destination location and time from Feres app on Samsung.

We were also able to identify device information from the extracted forensic

image. As shown in Figure 6.11, device model and manufacturer of the de-

vice are SM-G950U and Samsung respectively.

The trip information can be seen on Figure 6.12. It contains the trip desti-

nation as “Saris Addisu Sefer” and its time during drop of as 1721112873017

which is in Unix epoch format. Converting it to standard human readable

time format using epoch converter[74], it is 9:54 AM as shown in Figure 6.13.

Another artifact identified from the Feres application is the driver’s photo-

graph. After identifying the photograph using a hex editor called HxD and
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Figure 6.13: Time at trip destination from Feres app on Samsung

saved it with a .PNG extension, an image parser will be able to parse it

simply as shown in Figure 6.14.

• Zayride Application Analysis on Samsung S8

Similarly, we were able to retrieve valuable forensic artifacts from Zayride

application. Passenger profile containing phone number and user name, and

time of the trip were recovered as shown in Figure 6.15.

Trip information such as starting point, destination point and fare amount

can be seen from Figure 6.16.

Figure 6.17 shows the device manufacturer name and the model of the device.

Finally, we were also able to distinguish driver’s photo from a set of junk

files found inside the image of Samsung mobile as shown in Figure 6.18.

2. Phone 2: Tecno

As we identified important forensic artifacts on the Samsung phone, we also found

some interesting artifacts from the Tecno mobile phone. We will discuss them here.

• Ride Application Analysis on Tecno Mobile



Chapter 6. Result and Discussion 52

Figure 6.14: Driver photograph from Feres app on Samsung

Figure 6.15: Passenger profile information from Zayride app on Samsung
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Figure 6.16: Trip information from Zayride app on Samsung.

Figure 6.17: Device manufacturer and model Zayride app on Samsung

In this case we got a file named user log inside the forensic image file under the

ride application package directory “com.multibrains.taxi.passenger.ridepassengeret”.

Using this file, we got many artifacts. From the file, we were able to identify

the driver name, phone number, license number, car model, plate number

and registered address of the driver as shown in Figure 6.19.

We were also able to retrieve the driver’s photograph from junk files after

examining them using a hex editor. The identified driver’s photograph is as

shown in Figure 6.20.

Even though we retrieved many artifacts from the image file, we were unable

to get passenger profile information. This doesn’t mean there is no trace

about passenger profile information. But, this may be due to different issues

such as encryption, or in our case the trip was abruptly stopped in the mid-

dle of our trip by the driver for unknown reason. Thus, we were not simply
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Figure 6.18: Photograph of driver from Zayride app on Samsung

able to retrieve those information.

Device information was retrieved showing the device model, operating sys-

tem version and installed ride application version. In addition, trip start,

trip destination and time information of the ride are identified. This infor-

mation is shown in Figure 6.21.

• Feres Application Analysis on Tecno Mobile

To identify artifacts as a result of Feres application on a forensic image ex-

tracted from Tecno Spark RC8, we used package name of the application
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Figure 6.19: Driver information from Ride app on Tecno phone
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Figure 6.20: Driver photograph from Ride app on Tecno phone

which was identified earlier with the help “App APK Extractor & Ana-

lyzer”. For Feres application, the identified package name is “com.feres.user“.

And thus, we analyzed every file under the directory “com.feres.user“ in

the image file. The identified artifacts are explained as follows:

Passenger profile information such as name. email address and phone num-

ber were identified as shown in Figure 6.22.

Another artifact identified from this forensic image is passenger device in-

formation indicating the manufacturer of the device and its model.This is

shown in Figure 6.23.
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Figure 6.21: Trip information from Ride app on Tecno

Figure 6.22: Passenger profile from Feres app on Tecno

Figure 6.23: Passenger device information from Feres app on Tecno
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Figure 6.24: Passenger trip destination from Feres app on Tecno

Figure 6.24 shows passenger trip destination/ location retrieved from Feres

application installed on Tecno Spark KC8.

Finally, as shown in Figure 6.25, we were able to recover photograph of the

driver from junk files found in the forensic image extracted from Tecno de-

vice due to Feres application.

• Zayride Application Analysis on Tecno Mobile

Using the package name of Zayride application which is “com.zayride.passenger”,

we located its database directory. From this directory, were also able to

identify some important artifacts. As shown in Figure 6.26, we identified

passenger profile information and the time of ride taken place.

As shown in Figure 6.27, device information such as model and manufacturer

name are Tecno KC8 and Tecno respectively as identified from the forensic

image.

In Figure 6.28, the recovered information related to the trip taken place are

shown.

Finally, the photograph of the driver was recovered from junk files found in

the image file by examining the files using a hex editor tool called HxD. The

photograph recovered is shown in Figure 6.29.
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Figure 6.25: Photograph of the driver from Feres app on Tecno

Figure 6.26: Passenger profile and time from Zayride app on Tecno
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Figure 6.27: Device information identified from Zayride app on Tecno

Figure 6.28: Trip information from Zayride app on Tecno

We have categorized all the codes generated from responses of the participants into five

themes as shown in Table 5.2. Therefore, we were able to identify key factors that influ-

ence the use of digital forensic evidence such as artifacts recovered from mobile devices

in the court. We have categorized the findings of this research under five major themes:

1. Legal Admissibility

This refers to the ability of digital forensic artifacts to be legally accepted as

evidence in the court. It includes challenges such as ensuring compliance with legal

standards, maintaining a proper chain of custody, and overcoming the hesitation

of the judicial in using digital evidence. The main points in this issue are:

• The legal admissibility of digital forensic evidence remains uncertain due to

unclear legal frameworks and the lack of established precedents in Ethiopia.

• Judicial reluctance to accept digital forensic evidence is a major obstacle as

courts often prefer traditional evidence such as eyewitness testimony.
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Figure 6.29: Photograph of the passenger from Zayride app on Tecno

• Chain of custody problems arise due to weak procedures in handling and

preserving digital evidence leading to concerns over evidence integrity.

• The need to revise the current criminal law was emphasized to ensure digital

forensic artifacts are explicitly recognized and admissible in court.

2. Expertise and Training

It focuses on training and recruiting the required number and adequate level of

expertise for law enforcement, forensic analysts, and legal professionals to properly

handle digital forensic investigation. The details for the generated codes are :

• Shortage of trained professionals in digital forensic investigation and evidence

handling hinders effective investigations.
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• Inadequate training for professionals results in inconsistent forensic practices

and difficulties in analyzing and using digital evidence.

• Educational campaigns are necessary to raise awareness among law enforce-

ment officers, prosecutors, and judges about digital forensics and its role in

criminal investigations.

3. Challenges in Investigations

This outlines the difficulties faced while conducting digital forensic investigation

particularly in extracting and analyzing artifacts.

• Admissibility challenges arise due to unclear regulations making it difficult

to present digital forensic evidence in court.

• Highly complex investigation process due to difficulties in extracting and

interpreting data from some digital devices such as Apple phones.

• Data integrity concerns remain a significant issue as the investigation pro-

cess involves separate parties without a common guideline to maintain the

evidence has not been altered or tampered with.

• Lack of standardized forensic practices leads to inconsistencies in digital

forensic investigations.

• Judicial preference of eyewitnesses over digital evidence weakens the role of

digital forensic artifacts in court to close criminal cases.

• Privacy concerns may arise when forensic professionals may access or ma-

nipulate the evidence during investigations.

4. Forensic Tools and Resources

This explains the financial and technological constraints impacting digital forensic

investigations. It stresses the need for advanced tools and proper infrastructure

to effectively analyze digital crime.

• Insufficient resources are a major challenge as the concerned departments in

forensic investigation lack up-to-date technology and infrastructure.

• The high cost of forensic tools hinders forensic analysts from acquiring ad-

vanced technologies needed for forensic investigations.
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5. Judicial Impact

This final result explores the level and role of digital forensic evidence in securing

a conviction or dismissal of criminal cases in Ethiopia.

• Digital forensic evidence usage in Ethiopia in helping to close court cases is

increasing but its acceptance is inconsistent.

• Criminal case resolutions rely on forensic evidence in some cases but its

impact varies due to legal and technical challenges.

6.2 Discussion

6.2.1 Research Findings

Investigating forensic artifacts associated with Android ride-hailing applications, pro-

vides critical insights into the nature of digital evidence and its potential implications

for legal contexts. Looking at the Figures from Figure 6.1 to 6.29, we were able to

gather many artifacts from both devices relating to the three ride-hailing applications

that were installed on each device.

The two research questions identified in this thesis document are:

RQ 1. What forensic artifacts can be effectively recovered from Ethiopian ride-hailing

applications?

RQ 2. How can those recovered forensic artifacts be effectively used for court purpose?

Here, we will discuss the experiment findings related to passenger profile information,

trip location information, driver information, trip time information, and passenger device

information with respect to the two research questions.

1. Passenger Profile Information

Ride-hailing applications investigated shows that detailed passenger profile infor-

mation, which include username, phone number, email address, and ride history
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information can be recovered as demonstrated in the results of the forensic in-

vestigation. These profiles are critical as they establish not only the passenger’s

identity but also their usage patterns within the application.

2. Trip Location Information

Trip location information is one of the significant categories of forensic artifacts.

The starting and ending locations, in addition to timestamps, provide a geographic

footprint of passenger movements. Such information can be invaluable in the

court to establish a denial or supporting evidence. The precision of GPS data

may also allow the reconstruction of the trip, which can serve as crucial evidence

in investigations related to criminal activity or disputes arising from ride services.

3. Driver Information

Driver information, including driver identification and vehicle details, was also

recovered during the experiment. This information is vital for accountability,

particularly in passenger safety incidents during ride services. From a legal con-

text, establishing the driver’s identity can significantly influence the outcomes of

criminal cases related to crimes or misconduct.

4. Trip Time Information

The recorded trip time, including the trip duration, exact day, and time of the

ride service contribute to the overall understanding of the dynamics of each ride.

This information can play a pivotal role in assessing the fairness of the driver’s

actions during the ride, particularly in cases involving accusations of misconduct

or the need to clarify the sequence of events.

5. Passenger’s Device Information

The identification of passenger’s device information using the device manufacturer,

model, operating system version, and installed application version can help to

facilitate a court case against a passenger or a driver for crimes committed.

Research findings after analyzing responses of participants based on the questionnaire

can be summarized as follows:

• Nowadays digital forensic evidence is increasingly used in Ethiopian legal cases,

particularly in cybercrime. But it is still underutilized in general.
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• Legal and procedural inconsistencies limit the effectiveness of digital forensic ev-

idence in court with many cases challenging the its admissibility and preferring

mainly eyewitness rather than considering the digital evidence.

• Lack of expertise among legal professionals and forensic analysts is another iden-

tified major barrier in the usage of digital forensic in the court.

• Resource constraints, time-intensive forensic processes, and legal admissibility is-

sues are another key challenges identified.

• Using clear forensic standards, revising legal systems, and arranging better train-

ing are identified areas that need improvements.

6.2.2 Addressing Research Questions

RQ 1. What forensic artifacts can be effectively recovered from Ethiopian ride-hailing

applications:

The experimental findings of this research indicates that the types of forensic artifacts

available due to ride-hailing applications encompass a wide range of information cate-

gories. Passenger profiles, trip location data, driver information, trip timing, and device

information can be foundational to constructing comprehensive evidence for the court.

Each category of information serves individual investigative purposes and links to pro-

vide a holistic view of the events associated with ride services. This comprehensive

understanding may be essential for forensic analysts in the assessment of evidence and

for law enforcement agencies pursuing investigations. The identified artifacts are sum-

marized as shown in Table 6.1.

RQ2 : How can those recovered forensic artifacts be effectively used for court purpose?

The potential use of those recovered artifacts in courts may have a significant effect in

closing a criminal case. The digital footprint left by users of ride-hailing applications

can reinforce or challenge testimonies, provide supporting evidence, and establish time-

lines that are critical in legal scenarios. For instance, GPS location data can validate or

contradict passengers’ claim regarding their whereabouts during a specific timeframe.

Furthermore, the ability to trace rides’ journey through application logs can assist in
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No Smartphone Recovered Artifacts

1. Samsung S8

• Passenger profile information (Name, Phone No, Email)

• Passenger device information (Vendor, Model)

• Location information (Trip Start, Destination)

• Time Information (Trip Start, Destination Time)

• Driver information (Photo)

2. Tecno Spark
4 • Passenger profile information (Name, Phone No, Email)

• Passenger device information (Vendor, Model, Version)

• Location information (Trip Start, Destination, Distance)

• Time Information (Trip Start, Destination Time

• Driver information (Name, Phone No, Vehicle Model, Plate
No, Address, Photo)

Table 6.1: Artifacts recovered from the two devices

clarifying the sequence of events leading up to an incident.

However, the admissibility of such evidence in court will depend on demonstrating the

integrity and authenticity of the digital artifacts and other factors. Ensuring that the

forensic process complies with established legal standards is another essential thing to

maintain the probative value of the data collected.

Looking into our country’s legislation system, we see that an important attention was

given by the government by declaring a proclamation for it and giving INSA the man-

date of the investigation task as we discussed in the literature review section[39]. This

is not enough. We could not find any prepared standard (which helps to maintain ad-

missibility of digital forensic evidence in the court) that is adopted by our country’s law
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enforcement agencies while working on this job and make it admissible in the court.

Additionally, based on our research findings from the questionnaire, 33.3% of the re-

spondents replied they do not use any digital forensic standard or guideline to maintain

the admissibility of their forensic evidence in the court as shown in Figure 5.4. Also

looking into the type of standard or guideline used by the participants who say the use a

specific digital forensic standard or guideline to maintain the admissibility of their foren-

sic evidence in the court, it varies with the majorities replying they use ISO/IEC while

some replying they use Interpol guideline and others. This shows that there is a lack of

uniformity among the LEA of this country while working on digital forensic investigation.

The valuable digital evidence we were able to get from ride-hailing applications such as

passenger profiles, trip location data, driver information, trip timing, and device infor-

mation that are crucial to close criminal cases involving ride related cases such as murder

and theft would become void or weak or further widen the gap of judicial reluctance to ac-

cept digital evidence in this highly digital world involving complicated digital crimes[75].

Whereas looking into chapter thirty-three, article two of the Ethiopian computer crime

proclamation No.958/2016, it states that evidence obtained based on the criminal pro-

cedure code, related regulations or any computer evidence generated based on the

proclamation or gained from relevant overseas law enforcement agencies with respect

to the country’s regulation may be accepted in the courtroom associated with digital

offenses[39].

A digital evidence has to be precise, genuine and complete to be admissible in the

court[76]. M. Grobler stated that to regulate the usage and implementation of digital

forensic procedures, a recognized standard must be established and upheld[77]. Common

standards such as ISO/IEC provide investigative guidelines in a variety of investigations

such as digital evidence[78]. Looking at the above four paragraphs, to effectively use

digital evidences from ride-hailing applications in Ethiopian courts, a standard or guide-

line is needed for all concerned LEA parties that they should adopt it to maintain the
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admissibility of digital evidences in the court.

But this is also not enough. All the findings of this research should be addressed for the

effective use of digital evidence in Ethiopian courts. Overall, considering the increasing

and complex nature of digital crimes, Ethiopia should address the following findings of

this research for effective use of forensic evidence from ride-hailing applications in par-

ticular and any digital forensic evidence in general:

• Ensure digital forensic evidence to be used in Ethiopian courts by revising the cur-

rent criminal law to address the issues of legal admissibility and judicial reluctance

of digital evidence.

• Adopt one of the well-known world standards such as INTERPOL or ISO/IEC or

develop own standard to maintain integrity related issues throughout the investi-

gation process.

• Enhance the digital forensic infrastructure by building up-to-date digital forensic

laboratory, allocate adequate and capable expertise for the LEA in this area and

train them.

6.2.3 Implication of Artifacts

If the process involved throughout the forensic investigation and analysis in identifying

important artifacts to the process of criminal case closing was based on the recommen-

dations of this research based on its findings, identification of those artifacts listed in

Table 6.1 are invaluable to establish denials or supporting evidences.

Suppose one case involving a crime involving ride-hailing service. If a passenger had

murdered the driver of the car while using a ride service in Addis Ababa and he im-

mediately changed his location to Hawassa. After the passenger became suspected and

detained after some time interval, and the prosecutor got many supporting evidences

against him but the criminal passenger defended by repeatedly saying he was out of
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Addis Ababa during the day of murdering, he may be acquitted due to lack of sufficient

evidence against him.

Think of what would be the verdict if the prosecutor was supported by evidences using

forensic investigation of the passenger’s phone and got every information we discussed

earlier such as passenger profile information (name, phone no, email), passenger device

information (vendor, model), location information(trip start, destination), time informa-

tion( date and time of ride taken, trip start and destination time) and driver information

(photo, phone no, vehicle model, plate no, address) from a forensic expert.

To have better understanding in the issue, a real criminal case using location data recov-

ered from the device of the criminal was published by the America’s National Institute

of Justice by researchers Goodison et al.[35] is discussed below.

Goodison et al. explored that in September 2012, the disappearance of Christian Aguilar

- a freshman at the University of Florida - accelerated a significant investigation following

his last sighting with Pedro Bravo - his close friend - at a Best Buy store in their locality.

Nearly three weeks subsequent to his disappearance, Aguilar’s remains were discovered

over 60 miles west of the initial location, buried in a shallow grave. The investigation

swiftly turned its focus towards Bravo, especially after the discovery of Aguilar’s blood

in Bravo’s vehicle and Aguilar’s backpack in Bravo’s possession. Both of them studied

at the same high school and it was speculated that Bravo’s motives may have been

fueled by jealousy and betrayal, because of Aguilar’s relationship with ex-girlfriend of

Bravo. The case, initially reliant on circumstantial evidence, was significantly strength-

ened through the analysis of digital artifacts. Forensic examiners investigated Bravo’s

mobile device uncovering compelling evidence within the data cache of the phone’s Face-

book application. Notably, a screenshot captured a query to Siri, made around the time

of Aguilar’s disappearance, stating, “I need to hide my roommate.” Although Bravo’s

device was not equipped with the Siri functionality, the inquiry was recorded due to

his use of Facebook to access the feature. Further analysis of the cell phone’s location

data, through the examination of signal pings to cell towers, evidenced Bravo’s west-

ward movement post-disappearance. In addition to that, the flashlight application on
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Bravo’s phone was activated for an extended period of time exceeding one hour shortly

after Aguilar was last seen. This convergence of digital evidence played a pivotal role in

the legal proceedings that ensued, leading to Bravo’s trial in August 2014. As a result,

Bravo was convicted of first-degree murder. This underscored a profound impact to the

digital forensic analysis by resolving issues leading to Aguilar’s death[35].

6.2.4 Evaluating the Framework

We evaluated the framework using the criteria reliability, efficacy and cost-effectiveness

to evaluate its effectiveness.

1. Efficacy

The efficacy of the framework was evaluated by the degree to which the framework was

able to achieve the intended goal of recovering artifacts from ride-hailing applications.

Looking at the recovered artifacts by this framework and the research by K.Kiptoo[13],

we were able to recover the following artifacts which were among the aims of this research:

• Passenger profile information (Name, Phone No, Email)

• Passenger device information (Vendor, Model, Version)

• Location information (Trip Start, Destination, Distance)

• Time Information (Trip Start, Destination Time

• Driver information (Name, Phone No, Vehicle Model, Plate No, Address, Photo)

This shows the framework satisfies the criteria of efficacy.

2. Reliability
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To evaluate its reliability, we compared artifacts obtained from using this forensic inves-

tigation framework with the information found on the device that are easily accessible

like profile setup, device setting and screenshots taken during riding.

• Passenger Profile Information

Figure 6.30 shows that screenshot of the user profile from Feres application in-

stalled on Tecno phone and the forensically recovered user profile due to the same

application that was installed on the same device are similar.

• Device Information

Figure 6.31 shows that screenshot of the device information on Samsung phone

on which Feres application was installed and the forensically recovered device

information from the same application that was installed on the same device are

identical.

• Location Information

From Figure 6.32, we can see that location information from screenshot while

taking Zayride application is matching with location information recovered using

forensic recovery.

Looking at all those three samples, we can see that the reliability criteria is satis-

fied.

3. Cost-effectiveness

This framework is more cost-effective than the forensic framework proposed by K.Kiptoo[13]

as it avoids the unnecessary phase of rooting that was made compulsory by the re-

searcher. This is because of:

• Rooting may result in bricking the devices which results in loss of the device and

data.

• Since there are tools or devices that are able to image devices without rooting

them, adopting that framework may result in investing more time while doing

unnecessary device rooting.
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Figure 6.30: Screenshot from Tecno for Feres versus the recovered user profile
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Figure 6.31: Device information from the device and recovered from Feres
application
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Figure 6.32: Location from screenshot versus recovered one from Zayride
application



Chapter 7

7. Summary and Future Work

In this research, we presented our proposed framework for identifying forensic arti-

facts from ride-hailing Android applications to enhance the existing forensic framework

proposed by K.Kiptoo[13] due to the increasing reliance on mobile applications giving

transportation services in this country. We went through a comprehensive experimen-

tation using three ride-hailing applications each installed on two mobile devices, after

investigating their popularity by looking at their market share in this country.

We used ride services using both mobile phones, on which all three ride applications

were installed to acquire enough artifacts and thus, forensically investigate each device

based on the proposed framework.

We used various tools including ”App APK Extractor & Analyzer” to identify

package name of the APKs’ and the well-known UFED Cellebrite to extract the forensic

image from the devices. Whereas the tools SQL DB browser, HxD, Notepad++, MS

Edge browser and MS paint are used to facilitate the analysis of forensically acquired

image.

Our findings demonstrated the effectiveness of the proposed framework in recovering

a variety of relevant artifacts, including passenger profile information (such as names,

phone numbers, and email addresses), device information (vendor and model), location

75
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data (trip start and destination), time details (date and time of the ride), and driver

information (photo, phone number, vehicle model, plate number, and address).

Despite the positive outcomes of this research, we acknowledge a significant challenge

for this country in digital forensics: while a legislative proclamation gives a responsible

body to do a forensic investigation, there remains a lack of standardized protocols to

ensure that recovered artifacts are admissible in court. This gap poses a potential barrier

to the practical application of digital forensic findings in legal contexts, emphasizing the

need for the development of clear guidelines and standards within the field.

We also investigated the role, level and challenges of usage of digital evidence in this

country by the LEAs after distributing a questionnaire specifically designed to profes-

sionals in those organizations and identified the following issues legal and procedural

inconsistencies limit the effectiveness of digital forensic evidence in court, there is a lack

of expertise among legal professionals and forensic analysts, resource constraints and

lack of capable expertise, and legal admissibility issues, inconsistency in usage of foren-

sic standards among LEAs, challenges on digital evidence admissibility and preference

of eyewitness over digital evidence.

Based on the findings of this research, we recommend that, this country should address

the issues identified in this research for effective use of forensic evidence from ride-hailing

applications in particular and any digital forensic evidence in general. These include re-

vise the current criminal law to address the issues of legal admissibility and judicial

reluctance of digital evidence, adopt or develop a standards to maintain integrity of

the evidence, build up-to-date digital forensic laboratory, allocate adequate and capable

expertise.

In summary, this research contributes valuable insights by identifying, and recovering

forensic artifacts from ride-hailing applications and discovering the challenges of using

digital forensic evidence in the Ethiopian court and then highlighting recommendations

for those challenges. Future work should focus on identifying artifacts that can be

recovered from the cloud using forensic investigation. Nowadays, since applications
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are managing their data on the cloud, having a forensic investigation due to those

applications on the cloud will help law enforcement agencies, as we explained for the on

premise application.
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Appendix A

Cellebrite UFED Procedures

Pictures of device imaging or acquisition procedures using Cellebrite UFED are listed

here:

Figure A.1: Options on Cellebrite UFED home page
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Figure A.2: Options on Cellebrite UFED on Choose Action page
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Figure A.3: UFED waiting for a device to be detected for imaging
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Figure A.4: Detailed phone information of the device after it was detected by
UFED
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Figure A.5: UFED finishes extraction of the phone



Appendix B

Questionnaire

At first, I would like to thank you for taking time to participate in this questionnaire.

This questionnaire aims to investigate digital forensics and its role as evidence in criminal

case investigations and legal proceedings in our country, Ethiopia. The main objective

of the questionnaire is to understand the level of usage of digital forensics evidence and

identify the challenges faced throughout the process of digital forensic evidence collection

to its usage in the court in facilitating the closure of criminal case. Please be assured

that all information you provided here will be kept strictly confidential. Your identity

will not be disclosed in any of the results or reports generated using this questionnaire.

SECTION 1: BACKGROUND INFORMATION

1. Name of your organization. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

2. What is your profession?

□ Judge

□ Forensic Analyst

□ Police Officer

□ Other (please specify). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . .

3. How many years of experience do you have in your current profession?

□ 0-5 years

□ 6-10 years

□ 11-15 years

□ 16-20 years

92
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□ 21+ years

SECTION 2: AWARENESS AND USAGE

4. How familiar are you with digital forensics?

□ Not familiar

□ Slightly familiar

□ Moderately familiar

□ Very familiar

□ Extremely familiar

5. Have you ever used digital forensic evidence in your work?

□ Yes

□ No

6. If yes, in what type of cases have you used digital forensic evidence? (Select all that

apply)

□ Cybercrime

□ Financial fraud

□ Theft

□ Murder

□ Drug trafficking

□Other (please specify). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

SECTION 3: LEGAL FRAMEWORK

7. Is there any standards or best practices you follow to check / maintain the admissi-

bility of the digital forensic evidences?

□ Yes

□ No

8. If yes, which standards or best practices are you adopting to check / maintain the

admissibility of the digital forensic evidences?

□ ISO/IEC□ Interpol□Other (please specify) . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

9. For the standard or best practices you are adopting as mentioned above, do you face

challenges when you use digital forensic evidence to close a criminal case?

□ Yes

□ No

10. If yes, what are the main challenges you face when you use digital forensic evidence
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to close a criminal case?

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . . . . . . . . . . . . . . . . . . . . . . .

.. . . . . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . .

11. How do the current laws ensure the integrity and authenticity of digital evidence?

(Select all that apply)

□ Clear definitions and criteria for admissibility

□ Requirements for maintaining a chain of custody

□ Guidelines for proper documentation and storage

□ Standards for evidence handling procedures□Other (please specify) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . .

12. What legal procedures must be followed to obtain a search warrant for digital evi-

dence? (Please specify the steps involved)

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . . . . . . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

. . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ..

13. Are there any specific challenges you face with the legal admissibility of digital foren-

sic evidence in court? (Select all that apply)

□ Discrepancies in the legal standards

□ Lack of clear guidelines

□ Difficulty in meeting admissibility criteria

□Other (please specify) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . .

14. Have there been any recent legal cases that have challenged the admissibility of dig-

ital forensic evidence?

□ Yes

□ No

15. If yes, can you provide details about these cases and their outcomes? (Please include

case names, dates, and key findings)

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . . . . . . . . . . . . . . . . . . . .

SECTION 4: CHALLENGES IN USING DIGITAL FORENSICS

16. What challenges have you encountered when using digital forensic evidence in court?

(Select all that apply)

□ Lack of expertise
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□ Insufficient resources

□ Legal admissibility issues

□ Time constraints

□ High costs

□Other (please specify) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . .

17. How significant are these challenges in affecting the use of digital forensic evidence?

□ Not significant

□ Slightly significant

□ Moderately significant

□ Very significant

□ Extremely significant

SECTION 5: EFFECTIVENESS AND IMPACT

18. How often has digital forensic evidence been crucial in closing a criminal case in

your experience?

□ Never

□ Rarely (1-2 cases)

□ Sometimes (3-5 cases)

□ Often (6-10 cases)

□ Always (10+ cases)

19. Can you provide specific examples of cases where digital forensic evidence played a

pivotal role in the outcome? (Please include case names, dates, and key findings)

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . . . . . . . . . . . . . . . . . .

20. In how many cases do you believe digital forensic evidence helped to secure a con-

viction? (Please provide an approximate number)

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . . . . . . . . . . . . . . . . .

21. How many times has digital forensic evidence been unable to help in concluding a

case? (Please provide an approximate number)

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . . . . . . . . . . . . . . . . .

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . . . . . . . . . . . . . . . . .
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SECTION 6: RECOMMENDATIONS AND IMPROVEMENTS

22. What improvements do you think (based on the challenges you face) are needed to

enhance the use of digital forensic evidence in courts? (Select all that apply)

□ Better training for professionals

□ Increased funding for forensic departments

□ Clearer legal guidelines on admissibility

□ Improved technology and tools

□Other (please specify) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . .

23. Are there any specific suggestions you would like to make regarding the integra-

tion of digital forensics into the legal system? (Please provide detailed recommendations)

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . . . . .

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. . . . . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ... . . . . . . . . . . .



Assurance

This thesis is submitted as a partial fulfillment of Master of Science in Cyber Security

(SCHOOL OF INFORMATION TECHNOLOGY AND ENGINEERING), Addis Ababa

institute of Technology, Addis Ababa University. The author carried out the work

included in this thesis, and no part of it has been submitted for a degree or a qualification

at any other scientific entity.

Munir Kemal Seman

Signature

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

Date: March, 2025


	Abstract
	Acknowledgment
	Dedication
	List of Abbreviations
	1 1. Introduction
	1.1 Background Information
	1.2 Motivation
	1.3 Statement of the Problem
	1.4 Research Questions
	1.5 Objective of the Study
	1.6 Contribution of the Study
	1.7 Scope / delimitation
	1.8 Structure of the Document

	2 2. Literature and Related Works
	2.1 Literature Review
	2.1.1  Digital Forensic
	2.1.1.1 Mobile Forensic
	2.1.1.2 Tools and Techniques

	2.1.2 Android Operating System
	2.1.3 Digital forensic in the Legal System

	2.2 Related works

	3 3. Methodology
	3.1 Research Methods
	3.1.1 Study Design
	3.1.2 Tools Used
	3.1.3 Sample
	3.1.4 Procedure
	3.1.5 Data Analysis
	3.1.6 Evaluation criteria of the framework
	3.1.7 Ethical Consideration


	4 4. Proposed Framework
	5 5. Experiment and Analysis
	6 6. Result and Discussion
	6.1 Results
	6.2 Discussion
	6.2.1 Research Findings
	6.2.2 Addressing Research Questions
	6.2.3 Implication of Artifacts
	6.2.4 Evaluating the Framework


	7 7. Summary and Future Work
	References
	A Cellebrite UFED Procedures
	B Questionnaire

