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Abstract

Multiprotocol Label Switching ( MPLS) Segment Routing (SR), SR-MPLS in short, is an
MPLS data plane-based source routing paradigm in which a sender of a packet is allowed to
partially or completely specify the route the packet takes through the network by imposing
stacked MPLS labels to the packet. SR-MPLS could be leveraged to realize a unified source
routing mechanism across MPLS, IPv4 and IPv6 data planes by using an MPLS label stack as
unified source routing instruction set while preserving backward compatibility with traditional
MPLS networks.

The Segment Routing is a promising Traffic Engineering (TE) model that provides end-to-end
communications. SR can observably improve the network utilization and control the routing
path flexibly by encoding route information into a list of segments, i.e., the Segment List (SL).
The key feature of SR is that it adopts the source routing paradigm, which implies the routing
path followed by a packet is determined and written to the packet header by the first switch of
SR networks (called Ingress SR switch).

The motivation of this thesis is to investigate and analyze the impact of implementing SR-
MPLS on Quality of Service (QoS). The impact on QoS parameters is analyzed by using two
scenarios; Traditional Unified MPLS integrating four domains into single MPLS domain and
Segment Routing over Unified MPLS integrating four domains into a single MPLS domain.
Simulation tools such as EVE-NG, Ostinato, Cisco IPSLA technology are used to compare
performances of the two scenarios. The analysis results show that in SR-MPLS throughput is
improved on average by 32%, latency is improved by 24%, packet loss is improved by 20.4%
and jitter is improved by 12.6% compared to Label Distribution Protocol (LDP) based Unified
MPLS. From the results, one can understand that any service provider can benefit from
deploying Unified SR-MPLS. Segment Routing is a new routing paradigm that provide a better

end-to-end QoS guarantee, making traditional MPLS network more efficient and scalable.

Keywords—IP, MPLS, Segment Routing, QoS, SR-MPLS domain, Latency, Jitter,

Throughput, Packet loss, Performance
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1. Introduction

The need for timely delivery of real-time applications like telephony, video conferencing or
guaranteed bandwidth for mission-critical applications has led to a high demand for end-to-end
quality of service (QoS) guarantees such as delay, Jitter and packet loss [1] [4]. QoS
requirements put new challenges to service providers. QoS does not create capacity, but only
supports the priorities of traffic and allocation of resources under the terms of congestion [1] .

As content and applications migrate to the cloud, the demand for network bandwidth is
accelerating, and users’ quality-of-experience (QoE) [2] expectations are reaching new heights.
At the same time, service provider networks are struggling to keep pace using their current
transport architectures and management approaches [3]. To more easily and affordably meet
demand and improve user experiences, service providers need a network transport solution that
will provide greater control, agility, application awareness, and simplified traffic management

for their networks. Operators can get all these capabilities with the segment routing solution

[4].

Source Packet Routing in Networking (SPRING) Working Group (WG) is developing an Multi
Protocol Label Switching (MPLS) source routing mechanism.The MPLS source routing
mechanism can be leveraged to realize a unified source routing instruction that works across
both IPv4 and IPv6 underlays in addition to the MPLS underlay [3][5].

Segment Routing (SR) is a new routing paradigm that aims to optimize, simplify, and improve
the scalability of IP/MPLS based networks.Segment Routing utilizes source-based routing
scheme where a network node directs a packet based on a list of instructions carried in the
packet header (called “segments”).The list of segments carried in the packet header provide a
strict or a loose design of the required network path or tunnel removing the need for transit

nodes to hold and maintain that path/tunnel information [4][6].

The standards for Segment Routing are supported by the Internet Engineering Task Force
(IETF) SPRING Working Group which defines the specifications for network operations,
applications, interoperability, and management. Segment Routing architecture is defined in
RFC8402. The IETF SPRING WG collaborates with other IETF Working Groups on the
extensions of existing protocols to support Segment Routing including OSPF/1S-1S, BGP, VPN
services, Traffic Engineering, IPv6 and MPLS VPN [5][7].
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Segment Routing can be directly applied to the MPLS architecture with no change to the
forwarding plane. A segment is encoded as an MPLS label. An ordered list of segments is
encoded as a stack of labels. The segment to process is on the top of the stack. Upon completion
of a segment, the related label is popped from the stack [8].

SR can also be applied to the IPv6 architecture, with a new type of routing header. A segment
is encoded as an IPv6 address. An ordered list of segments is encoded as an ordered list of IPv6
addresses in the routing header.The active segment is indicated by the Destination Address

(DA) of the packet.The next active segment is indicated by a pointer in the new routing header

[61[8].

Segment routing is a promising technology that can be seamlessly deployed in today’s MPLS
and ipv6 networks. The adaptability of the technology in terms of deployment (distributed
versus centralized), network types (Data Centers (DC) or Wide Area Network (WAN) ),
diverse use cases makes it a good candidate for deployment in any kind of WAN, Data Center,

access, metro or virtualized environment [9].

Service Providers are facing extreme challenges to keep pace with the exponential growth of
their customers’ traffic. Moreover, customers are requesting stricter Quality of Service
requirements for their sensitive applications such as medical, financial, real-time videos call
and streaming application resulting in tightened Service Level Agreements (SLA).
Consequently, service providers need to meet those requirements while reducing costs. One of
the solutions they are adopting is simplifying their complex networks and rely more on software

to reduce operational expense and capital expenditure.

Organizations operating in highly demanding environments such as banking, universities,
industries, medical, etc. rely on dedicated Wide Area Network connections to connect their
remote sites. Mainly because of the guaranteed QoS requirements such as bandwidth,
protection, delay, etc. that the Service Providers (SPs) deliver. For that, service providers invest
in building and maintaining specialized WANSs to satisfy the increasing demands. The majority
of these networks run on the MPLS network. However, over the years and with the increase of
use cases the MPLS control plane grows increasingly complex, which required a variety of
interconnected protocols built by different standardization working groups, thus making it hard

to manage, troubleshoot and grow.
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For the reasons mentioned above, the Internet Engineering Task Force SPRING working group
has proposed the Segment Routing (SR) architecture. Its main objective is to have a simple and
easy to manage control plane. It relies on an old networking paradigm known as source routing,
where a packet carries in its header the path to reach its destination. This architecture has
generated a lot of interest among service providers such as Orange [30], due to the
simplification that it brings to their IP/MPLS networks. In fact, the instantiation of SR
architecture over the MPLS data plane requires less control plane protocols: There is no need
to pre-establish tunnels and the per-flow states are maintained only at the edges of the network.
Therefore, no signaling protocols such as LDP and/or RSVP-TE (Resource Reservation
Protocol for Traffic Engineering) are required. Consequently, the number of states maintained
in the network is considerably reduced. However, as to the best of the researcher’s knowledge,
the impact of SR on QoS is not studied so far. And the lack of such an important use case makes
the service providers hesitant to migrate their networks to SR. This thesis, tries to study the
impact of Unified SR-MPLS on QoS in IP/MPLS networks.

This paper analyzes the impact of Segment Routing MPLS (SR-MPLS) on QoS. It starts with
an introduction to the motivations for Segment Routing and an overview of its evolution and
standardization. CISCO IP Service Level Agreements are used for active traffic monitoring to

analyze IP service levels for IP applications and services.

In its general sense this thesis tries to answer the following Research Question:

“What is the impact of SR-MPLS on QoS by taking four parameters of QoS into consideration
relative to traditional MPLS, which is LDP based ?”

The general objective of this thesis is to analyze the impact of an end-to-end Segment Routing
MPLS architecture for enhancing service providers’ IP network scalability and flexibility in

service delivery using QoS parameters in comparison with the LDP based MPLS architecture.
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The goal of this Theses is to emulate network architecture to analyze the impact (performance)
of SR-MPLS and MPLS networks on QoS. It considers different traffic types between source
and destination and the statistics related to SR-MPLS vs. MPLS are collected and analyzed.

The specific goals of the study are:

e To investigate the technologies supported by SR-MPLS

e To simulate and evaluate SR-MPLS architecture

e To compare SR-MPLS architecture with LDP based MPLS architecture and its
potential improvements on QoS.

e Design a network architecture with routers configured for Unified SR-MPLS and
Unified MPLS (LDP based) networks.

e Simulation all routers in the network architecture.

e Configure routers to permit background traffic.

e Emulate two scenarios: Scenario 1 with SR-MPLS and Scenario 2 With LDP-MPLS.

e Analyze the simulation results.

e To assess the impact of SR-MPLS on QoS parameters

In this thesis state-of-the-art, related works and statements of the problem are used as a baseline
to achieve the objectives. The methodology starts with investigating different technologies
enabling SR-MPLS architecture. Then the methods of simulating and evaluating the
architecture from a QoS perspective are followed. A theoretical study of SR-MPLS and QoS
features are done thoroughly along with the evaluation of the limitations of the traditional
MPLS (LDP based) architecture. SR-MPLS architecture & implementation scenarios with its

benefits compared to LDP based MPLS architecture are explained.

In the implementation part, a practical environment is developed using a network simulation
tool, EVE-NG (Emulated Virtual Environment Next Generation), and two scenarios are built
in order to collect test results from the simulator. The two scenarios are built in such a way that
the first LDP based Unified MPLS network is built. Then the same network topology is
implemented with Segment Routing based Unified MPLS features and the test results are

collected from the simulator using IP Service Level Agreement (Ipsla) technology for the two
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scenarios. To make the scenarios similar to the real network, a network traffic generator called
Ostinato is used to generate traffic into the network. Finally, the test results for the two
scenarios are presented graphically for comparison and analysis with respect to QoS

parameters.

In Unified SR-MPLS large numbers of MPLS domains can be aggregated to a single domain.
However, in this thesis four representative SR-MPLS domains are used for the implementation
of Unified SR-MPLS, considering the results are equally applicable for the other domains. The
four domains can be considered as two access, two pre-aggregations and two aggregation
MPLS networks connected by a core SR-MPLS network. Also in the thesis, SR-MPLS IP
unicast is considered and the performance analysis is independent of the type of traffic

generated. So all network traffic entering the network is treated equally.

In general, in the scope of this thesis virtual network is implemented for testing SR-MPLS
properties and its impact on QoS. In the network topology, Segment Routing was tested from
different aspects. The work investigated Segment Routing performance capabilities, scalability

properties and multi-domain application.

The cisco virtual service routers used in the simulation requires three gigabytes of memory
each. So due to memory limitations of personal computers and the process intensiveness of the
simulation tools used. The number of virtual service provider routers used in the simulation

environments is limited.

Operators of IP/MPLS networks including Ethio telecom need to optimize their existing
network infrastructure, increase the options available to existing services and potentially create
new service offerings without adding additional resources. Segment Routing (SR) delivers the

functionality required to meet these needs.

Many service providers, including Ethio telecom, have deployed mobile backhaul in addition

to IP/MPLS core networks. The interconnection, as well as service provisioning among these
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different domains, should be done seamlessly without introducing additional delay, additional
signaling protocol overhead, flexibility problems, granted the ultimate end to end QoS and
better resource utilization. This thesis aims to improve end-to-end network QoS performance
by optimizing the Unified MPLS which is based on SR architecture using new emerging
technologies. This minimizes limitations of the existing MPLS architecture and enhances the
scalability, resource utilization and flexibility of service delivery in any telecommunication

industry.

Recently IETF has proposed a traffic engineering technology that simplifies IP/MPLS
operation and enables easier integration with centralized control architecture. Segment Routing
is a new technology designed for the Software-defined networking (SDN) era [10] . Segment
Routing does not depend on distributed signaling protocols and it easily fits the SDN concepts.
However, even though is built with SDN in mind, Segment Routing is compatible with
traditional IP/MPLS networks.

In the scientific literatures, there is a limited number of works done regarding Segment Routing
technology to the best of my knowledge. The work in [7] , discusses SR implementation in
both SDN and traditional IP/MPLS network. Firstly, it examines the Segment Routing tunnel
setup in an SDN environment where nodes are OpenFlow switches. They used SR-Controller
that was developed from the RYU framework by adding new modules such as to request a
handler, network tracker, per-flow monitor, and SR engine. The second network is not software
defined but it has a centralized path computation entity (PCE) that creates the routes in
traditional IP/MPLS network. Their scenario examines flow rerouting with the aim of better
resource utilization. Both implementations were successfully utilized to demonstrate dynamic
packet rerouting enabled by enforcing different segment lists at the ingress node. Flow reroute

is performed without any signaling protocol and with no packet loss.

The problem of how to extend QoS capabilities across multiple provider domains has not been
solved satisfactorily to date to the best of my knowledge. The source of the problem lies mainly
with the autonomous nature of Internet Service Providers (ISP) and their loose partnership that

forms the global Internet [11].

The paper in [1] tries to solve the problem of enhancing end-to-end QoS performance using

Seamless MPLS by taking four important QoS parameter into consideration and got a very nice
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result but the paper uses LDP as a signaling protocol and this protocol has its own limitation
as it relies on IGP plus LDP signal to establish LSP and to converge. This limitation affects the
result. What if ignore the additional LDP signal and uses the Interior Gateway Protocol (IGP)
extension to send labels without adding or modifying the MPLS plane? What will be the impact

on QoS ? This work tries to answer these quations.

The paper [12] Talked about the multimedia application categorization based on kind of
interactions, one of them is interactive application which is a kind of human to human
communication such as video conferencing and believe that VVideo conferencing had a quality
issue and to resolve the quality issue even though there are several solutions as it stated in the
study the author believe the most practical and utilized of them is QoS. QoS as mentioned is a
general solution for multimedia application that was discussed from different viewpoints of 6
different layers (application, system, network). The paper focused on parameters of network
level, such as bandwidth, jitter, and delay. While figuring the needs of multimedia applications
to these parameters. IntServ and DiffServ were presented as two main ways for QOS
implementation, as far as they are not perfect just, and can resolve each other limitations, their
integration seemed to be a favorable solution. The paper state Gatekeeper as an evolving
solution offering good facilities, like address translation and admission control. Due to some
drawbacks such as bandwidth ignorance, it should be joint to previous solution to perform

perfectly.

The paper in [14] focuses on supporting QoE in multimedia networks based on an SR
mechanism. Two problems were identified. The first one is how to implement fine-grained
routing in a complex network environment. To solve it efficiently, a MOMC-based
optimization model was put forward as there are multiple limitations on QoE-driven routing in
such a complicated network environment, including bandwidth, delay, packet loss rate,
throughput, etc Simulations-based testing showed how the proposed solution outperforms
existing alternative solutions in terms of diverse QoS performance parameters. But the paper
does not consider end-to-end QoS performance in addition to multi-domain unified

implementation.

Large networks [15][16] are often structured hierarchically by grouping nodes into different
domains in order to deal with the scaling problem. In such networks, it is infeasible to maintain
the detailed network information at every router. Therefore, topology information of domains

are summarized before broadcasted. This process is called topology aggregation. Hierarchical
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routing protocols are then used to find a route among the domains. [15][16] study several basic
problems associated with hierarchical QoS routing, including how to make QoS-aware
topology aggregation, how to represent the aggregated network state, and how to find an end-
to-end route based on aggregated information.

As in [17], inter-domain routing is considered a challenging research area due to two reasons:
First, the inter-domain routing protocol, BGP, currently used on the Internet has several
limitations, but its replacement is not a realistic option due to its worldwide deployment.
Second, inter-domain routing denotes routing among distinct domains or networks. These
domains are completely autonomous entities, which perform their own routing management

based on policies that only have local significance.

The document RFC8203 [18] describes a system as a functional component called MPLS Path
Monitoring System (PMS) . The PMS uses capabilities for MPLS data-plane path monitoring.
The use cases introduced here are limited to a single Interior Gateway Protocol MPLS domain.
Although many use cases depict the PMS as a physical node, no assumption should be made,
and the node could be virtual. This system is defined as a functional component abstracted to
have many realizations. The terms "PMS" and "system™ are used interchangeably here. The
system applies to the monitoring of non-SR LSPs like Label Distribution Protocol as well as to
the monitoring of SR LSPs.As compared to non-SR approaches, SR is expected to simplify
such a monitoring system by enabling MPLS topology detection based on IGP-signaled
segments. The MPLS topology should be detected and correlated with the IGP topology, which
is also detected by IGP signaling. Thus, a centralized and MPLS-topology-aware monitoring
unit can be realized in an SR domain. This topology awareness can be used for Operation,
Administration, and Maintenance (OAM) purposes as described by the document.

The Internet Engineering Task Force (IETF) [19] standard in RFC 8402 [8] is aimed to address
the drawbacks of traditional MPLS such as scalability and flexibility in service provisioning
limitations. The scalability is achieved by directly applied Segment Routing to the MPLS
architecture with no change to the forwarding plane. To enhance the flexibility in provisioning,
label mapping information for a particular route is piggybacked in the same BGP update
message that is used to distribute the route itself. A segment is encoded as an MPLS label. An
ordered list of segments is encoded as a stack of labels. The segment to process is on the top of

the stack. Upon completion of a segment, the related label is popped from the stack.
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This thesis is composed of six chapters. Chapter one deals with the introduction to the thesis.
It includes background information, statement of the problem, objectives of the study, the
methods of how the objectives are achieved, scopes and limitations of the thesis, contributions

of the thesis and related works.

Subsequent chapters describe in detail the scope of work performed and lessons learned from
practical scenarios and they also point to the potential use of these results. Chapter 2 introduces
the basic concepts in Segment Routing technology. It highlights the advantages of SR
compared to other old technologies and the most common terminologies used in SR are briefly

explained in this chapter.

Chapter 3 is a detail description of unified SR-MPLS. The architecture and key technologies
supported in SR-MPLS along with the benefits this architecture brings are presented in this
chapter.

Chapter 4 is all about IP QoS principles, parameters, and models used in the current IP/MPLS
networks. The four QoS parameters such as throughput, latency, packet loss and jitter are
discussed in detail and their recommended values are also listed.

Chapter 5 presents the simulation and result analysis part which describes the simulation tools

used, simulation scenarios, network topology and analysis of the results obtained.

The final chapter concludes the thesis by drawing conclusions from the analysis part. A
potential research area for future work is also included in this chapter. References and

appendixes are also included at the end of this document.
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2. Technology Overview

Segment Routing allows for agile definition of end-to-end paths within IGP topologies by
encoding paths as sequences of topological sub-paths, called "segments”. These segments are
advertised by the link-state routing protocols (IS-1S and OSPF) [8]. Prefix segments represent
an ECMP-aware shortest path to a prefix (or a node), as per the state of the IGP topology.
Adjacency segments represent a hop over a specific adjacency between two nodes in the IGP.
A prefix segment is typically a multi-hop path while an adjacency segment, in most of the
cases, is a one-hop path. SR's control plane can be applied to both IPv6 and MPLS data planes
and does not require any additional signaling (other than the regular IGP). For example, when
used in MPLS networks, SR paths do not require any LDP or RSVP-TE signaling [20] . Still,
SR can interoperate in the presence of Label Switched Paths (LSPs) established with RSVP or
LDP.This chapter explains concepts and uses cases of Segment Routing in a more detailed
manner. Moreover, one can find an analysis of all protocols and technologies necessary for
Segment Routing deployment.

Routing is the process of selecting the best path through the network for incoming data flows
[19]. Usually, the path is guided through the network according to its destination IP address.
Such a routing method is called destination-based routing and it’s commonly used in traditional
IP networks. Once a router receives a packet, the router checks the packet’s destination IP
address and consults its routing information base (RIB). Once it finds a suitable IP address
match, a router forwards a packet to a proper port and the packet is forwarded towards the
destination IP address. In contrast to traditional destination-based routing, one could implement
source routing in a network. Source routing is a method where a sender of a packet specifies
the route that a packet should take through the network [20]. When the packet with source
routing travels through the network, a transit router routes a packet by inspecting the path
information encoded in the packet by source router. A source router must be aware of the
network layout in order to specify the route to the destination. Source routing allows a router
to determine a path partially or completely. When a sender determines the exact path that
mechanism is called Strict Source and Record Routing (SSRR) [21]. This approach is rarely
used. A common case of source routing is called Loose Source and Recorded Routing (LSRR),
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where the sender provides one or more intermediate hops that packet must-visit on its path to
the destination [5].

The main benefit of source routing is that intermediate nodes do not have to keep route
information in RIB because the forwarding steps are specified in the data packet. Source
routing enables easier network troubleshooting, enhances traceroutes and increases overall
network performance [21] [22] [23].

Segment Routing is a new source routing model intended to simplify existing routing
techniques in traffic-engineered networks. It enables efficient packet guiding through a specific
network path, rather than the natural shortest path that packet usually takes within a network.
A source node leads incoming packet flow through the network by specifying a list of midway
destinations that a packet must-visit on its way to the final destination. In Segment Routing,
labels called segments to represent in-between path points. The main benefit of this technology
is its simplicity, easier implementation and scalability [1] [22].

It is a technique that is enabled by a small number of extensions to routing protocols such as
IGP, BGP and PCEP and it can be applied in MPLS and IPv6 architecture. Segment Routing
does not require a lot of changes in the MPLS forwarding plane [24]. A segment is encoded as
an MPLS label and a list of segments is equivalent to MPLS label stack. In IPv6 architecture,
a segment is represented as an IPv6 address. This is enabled by introducing Segment Routing
Extension Header that allows multiple IPv6 addresses to be encoded in source router, so
multiple intermediate hops can be specified [8] [25]. The Segment Routing concepts are the
same in both environments. However, some implementation details and protocol extensions
differ between Segment Routing in MPLS and Segment Routing in IPv6 networks. This work
puts focus on Segment Routing over MPLS architecture and details on Segment Routing in

IPv6 networks will be skipped.

Segment Routing leverages the source routing paradigm. A node steers a packet through an
ordered list of instructions, called "segments”. A segment can represent any instruction,

topological or service-based. A segment can have a semantic local to an SR node or global
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within an SR domain. SR provides a mechanism that allows a flow to be restricted to a specific
topological path while maintaining a per-flow state only at the ingress node(s) to the SR domain
[8] [26] .

2.2.1.1. Segment

One of the main concepts in SR architecture is the idea of segments. They represent different
network components: physical (node, link, etc.) or logical (service/application). An identifier
called Segment Identifier or SID is attributed to each segment [27]. The SID type and format
depend on the fundamental data plane (an MPLS label or an IPv6 address as). According to the
IETF RFC8402 [8], a segment is an instruction that node executes on the incoming packet.
This instruction could be, for instance, forward the packet to a specific network node according
to the shortest path, or forward packet through a specific interface, or deliver the packet to a
given application or service. A segment is identified with Segment Identifier (SID) and in
MPLS environment it is encoded in 32 bits MPLS label [28][24].

IGP SEGMENTS BGP SEGMENTS
Prefix Segments Adjacency Segments Prefix Segments Egress Peer Engineering (EPE)
Segments
Node Anycast
Segments Segments PeerNode PeerAdj PeerSet

Segments Segments Segments

Figure 1. Tyeps of Segments
2.21.2. Segment Advertising

Segments are advertised using IGP and BGP routing protocols [29]. For both protocol types,
Segment Routing extensions are defined to include Segment Routing information. In other
words, routing protocols enable segments’ signaling through the network. Let us now consider
an autonomous system consisting of multiple IGP areas. Within each IGP area, either 1S-IS or
OSPF is running. They are responsible to advertise segments within an IGP domain [27].

However, in order to implement traffic engineering between an AS, segment exchanging
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between BGP peers must be enabled. BGP is extended to advertise the segments related to the
BGP-prefix [26] [30].

‘Segment Routing” added few extensions to existing IGP protocols, wherein these extensions
allowed distribution of labels across the network using the normal way of link-state
distribution, without making any major change to existing IGP protocols. In other words, an
IGP protocol can be another client of MPLS data plane, or it can now create an MPLS tunnel-
like RSVP or LDP, a little less sophisticated way [31] [25].

SOURCE PACKET ROUTING IN NETWORKING OVERVIEW
The Two Building Blocks of SPRING | 16205
16506

R2 Area 0 advertisement
Local Label 201, To 192.168.1.1 16603

Local Label 203, To 192.168.1.3
Local Label 205, To 19216815 16307

R4 R5 R6
Source routing paradigm where traffic Ingress Router pushes the series of
is steered through list of instructions segments as part of the packet

“segments”
Accomplishes explicit routing without

Segments encoded as Label or IPvé signaling forwarding state.

address

M. Advertising Segments in IGP/BGP ‘ ‘2. Forwarding based active segment

Figure 2: The Two Building Blocks of SPRING [22]
2.2.1.3. Global and Local Segments

A global segment is related to the instruction that is supported by all nodes in an IGP domain.
A global segment must be unique within a domain. Any node in an IGP domain must have all
global segments in its Forwarding Information Base (FIB). The value of the global segment
identifiers is taken from the Segment Routing Global Block (SRGB). SRGB is a subspace of a
32bit SID space, and it takes values from 16000 up to 23999 [29] .

The local segment is an instruction that is supported by the node originating it. Local segments
take a value outside of the SRGB range. Since it has only local significance, its value is related
only to local router FIB. A router is not aware of local segments of the other routers in a domain.
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Moreover, the local SID values could be reused within an IGP domain, since a local SID value

has local meaning for every single router [5].

Segment Routing can be implemented using either MPLS or IPv6 forwarding plane. In MPLS
case the segment is encoded as label and segment list as a stack of labels. Node processes the
top segment (label) and when the segment is completed, the related label is popped. This means
that Segment Routing can use the existing MPLS forwarding paradigm without any change
[28].

Segment Routing IPv6 forwarding plane uses a new routing header where segments are
encoded as IPv6 addresses. The destination address of the packet indicates the currently active
segment. When a segment is completed, the segments left the field in the routing header are

decremented and the destination address is updated to the next segment in the segment list [32].

Segment Routing uses existing IGPs IS-IS and OSPF for distributing segments within the IGP
domain. These segments are called IGP segments and they are associated with prefixes and
adjacencies in the IGP domain. IGP segment distribution is implemented using extensions for
IS-1S and OSPF [29].

IGP protocols running between adjacent routers maintain session information and advertise IP
Prefixes to enable routers to build a complete network topology. In addition, IGP protocols run
the Shortest Path Algorithm on each router to determine the best route for each destination and
then populate these routes in the routing table [33]. The structure of IGP protocols allows for
extensions to enable the exchange of additional network attributes required to support advanced
functions such as traffic engineering. For segment routing, these extensions include router

capabilities, segment types, segment values, and forwarding options [7].

The control plane exchanges routing information and label with the adjacent routers. Routing
information is advertised to any of the routers in the MPLS domain whereas label binding
information is advertised to only adjacent routers by link-state routing protocols. It consists of
two types of protocols namely routing protocols (e.g., RIP, EIGRP, OSPF, and BGP) and label
exchange information protocols (e.g., LDP, TDP, RSVP, etc.) [34].
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When an IP packet is inserted into an SR domain, the first router adds a segment or a list of
segments based on the destination address and the local routing policy. The IP packet is then
forwarded within the SR domain based on the type and value of the SR segment and the routing
algorithm. The default routing algorithm within the SR domain is based on IGP ECMP-aware
shortest path algorithm.

The ability to specify transit nodes or links for certain traffic flows or under certain conditions
enables SR to support advanced protection algorithms that provide fast reroute function without
an additional traffic engineering protocol (i.e., RSVP-TE.). The data plane has a forwarding
plane that is based on the information attached to labels. There are two types of tables, namely
the Label Information Base (LIB) and Label Forwarding Information Base (LFIB). LFIB is
used by the data plane to forward the labeled packets. LIB table contains all the local labels
and the mapping of the labels which is received from the adjacent routers. The information in
LFIB and label value is used by the MPLS-enabled routers to make forwarding decisions [24].

The research and standardization activities on Segment Routing created mainly with the goal
of overcoming some scalability issues and limitations that had been identified in the traffic-
engineered Multi-Protocol Label Switching (MPLS-TE) solutions used for IP backbones [24].
In particular, it was observed that MPLS-TE requires an explicit state to be maintained at all
hops along an MPLS path and this may lead to scalability problems in the control-plane and in
the data-plane. Moreover, the per-connection traffic routing model of MPLS-TE does not easily
exploit the load balancing offered by Equal Cost Multipath (ECMP) routing in plain IP
networks. On the other hand, Segment Routing can steer traffic flows along traffic-engineered
paths with no per-flow state in the nodes along the path and exploiting ECMP routing within
each segment [14][35].

In the early 2010s, the IETF started the “Source Packet Routing in Networking” Working
Group (SPRING WG) to deal with Segment Routing. The activity of the SPRING WG has
included the identification of Use Cases and Requirements for Segment Recently, the WG has

issued the “Segment Routing Architecture” document (RFC 8402) [5]. In particular, it was
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observed that MPLS-TE requires an explicit state to be maintained at all hops along an MPLS
path and this may lead to scalability problems in the control-plane and in the data-plane.
Moreover, the per-connection traffic steering model of MPLS-TE does not easily exploit the
load balancing offered by Equal Cost Multipath (ECMP) routing in plain IP networks. On the
other hand, Segment Routing can steer traffic flows along traffic-engineered paths with no per-

flow state in the nodes along the path and exploiting ECMP routing within each segment.

The implementation of the Segment Routing Architecture requires a Data Plane which is able
to carry the segment lists in the packet headers and to properly process them. Control Plane
operations complement the Data Plane functionality, allowing to allocate segments (i.e.
associate a segment identifier to specific instruction in a node) and to distribute the segment

identifiers within an SR domain.

As for the Data Plane, two instantiations of the SR Architecture have been designed and
implemented, SR over MPLS (SR-MPLS) and SR over IPv6 (SRv6). With SR-MPLS, no
change to the MPLS forwarding plane is needed [6]. SRv6 is based on a new type of IPv6
routing header called SR Header (SRH) [7]. As for the SR Control Plane operations, they can
be based on a distributed, centralized or hybrid approach. In the centralized approach, an SR
controller allocates the segments, takes the decision on which packets need to be associated
with which segment lists and configures the nodes accordingly. Very often, a hybrid approach
which consists in the combination of distributed and centralized approach is used .

| |
Dynamic path Paths options
Dynamic Explicit
@ e (Headend computation) (Operator / Controller)

Control Plane
Routing protocols with
extensions SDN controller
(1S-1S,0SPF, BGP)

MPLS IPv6
/ (segment labels) (+SR header)

Explicit path

| E

Figure 3: End to end forwarding behavior defined in the packet [35]

In the distributed approach, the routing protocols are used to signal the allocation of segments

and the nodes take independent decisions to associate packets to the segment lists. In the
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context of an IGP-based distributed control plane, two topological segments are defined: the
IGP-Adjacency segment and the IGP-Prefix segment. In the context of a BGP-based distributed
control plane, two topological segments are defined: the BGP peering segment and the BGP-
Prefix segment. The headend of an SR Policy binds a SID (called a Binding segment or BSID)
to its policy. When the headend receives a packet with an active segment matching the BSID

of a local SR Policy, the headend steers the packet into the associated SR Policy.
SR-TE benefit

e Simple, Automated and Scalable
e No Core State: state is in the packet header
e No tunnel interface: “SR Policy”
e On Demand policy instantiation
e Automated Steering of packets
e Multi-Domain
e SR Controller
e Binding-SID for stitching multiple segments
e SR-TE architecture applies to MPLS and IPv6 applications

e SR-TE next-hop is a list or lists of SIDs that operator wants incoming traffic to use.

Table 1 presents the different flavors for Segment Routing.
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Table 1: Different flavors for SR [22]

SR-MPLS over

SRv6 UDP/IP
IGP IPV6 IPv4, IPv6
Segment Identifier IPv6 address (128 bits) Label (20 bits)
Forwarding IPv6, SRV6 IPv4, IPv6

Forwarding operation IPv6 header update

IP (v4/v6) over
UDP

Stack of IPv6

SRTE Path addresses

Stack of Labels

Entropy Flow Label

UDP source Port

Integration in to

existing network Seamless integration

Seamless

integration

draft-ietf-6man-segment-

Draft routing-header

draft-ietf-mpls-sr-

over-ip

To summarize: In Segment Routing, the path a packet follows is represented by a stack of labels

pushed down to the packet by an edge router. Each label represents a segment - a particular

forwarding instruction that determines how the packet will be forwarded.

A global segment is an ID value bearing significance inside the entire SR domain. This means

that every node in the SR domain knows about this value and assigns the same action to the

associated instruction in its LFIB. The reserved label range used for these purposes is <16000

- 23999>, it is called Segment Routing Global Block (SRGB) and it is a vendor-specific range,

therefore, other vendors may use a different range.

A local segment, on the other hand, is an ID value holding local significance, and only the

originating node (the router advertising it) can execute the associated instruction. As this
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range is only relevant for that particular node, these values are not in the SRGB range but in
the locally configured label range. Segment Routing recognizes many particular types of
segments that belong either to the global or the local segment class. Let’s have a look at some

of them:

IGP Prefix Segment: A globally significant segment that is distributed by IGPs (IS-
IS/OSPF) and whose path is computed as the shortest path towards that specific prefix. This
also allows it to be ECMP-aware. The actual SID value of an IGP Prefix Segment is
configured by the administrator on a per-interface basis, and it is also the administrator’s
responsibility to make sure that this value is unique in the entire SR domain. Typically, the
SID would be configured on loopback interfaces to identify nodes in the cloud. An IGP Prefix

Segment is very similar to a loose source routing hop.

IGP Adjacency Segment: A locally significant segment distributed by IGPs (IS-IS/OSPF)
which describes a particular link - or better put, an IGP adjacency between two neighboring
routers. As opposed to IGP Prefix Segments, the SID for an Adjacency segment would be
assigned by the router itself and does not require an administrator’s intervention. The
instruction related to this segment can be explained as “Pop label and forward on the IGP
adjacency”.[36] .Pushing multiple labels representing segments of the same type onto a
packet essentially provides exactly the same functionality as IP Source Routing does:
Multiple IGP Prefix Segments are nothing else than Loose Source Routing; multiple IGP
Adjacency segments are nothing else than Strict Source Routing - but here, based on MPLS
labeling, and, provided with a sufficient MTU reserve, not limited anymore to just 9 explicit
hops.What might not be obvious is that labels for both segment types can be freely combined
and pushed onto a packet! Their combination is a superset of what plain IP Source Routing
was able to accomplish and provides ample space for more complex source routing scenarios
including backup paths and fast-reroute-alike detours where traffic can be steered through the

network routing around a failure.

BGP Prefix Segment: Similar to IGP Prefix segment and holding global significance, BGP
Prefix Segment represents the shortest path to a specific BGP prefix and, of course, is ECMP-
aware. As opposed to IGP Prefix Segment that is advertised by an IGP, this segment is
signaled by BGP.Since the Prefix segments (IGP Prefix and BGP Prefix segment types) have

a global significance, it was necessary to consider that MPLS routers might reserve the same
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range of label values for SR deployment, and it might not be possible to expect that all routers

will be able to use the same label for the same segment. There are various reasons for that:

Different vendors might allocate different default ranges; gradual SR deployment into an
existing MPLS network may face the obvious issue of the label range already partially used
or label ranges configured differently on different routers. Therefore, Prefix segments
introduce a level of indirection: Each router advertises its own range of labels reserved for
Prefix segments in its link-state packets, and this range is called the Segment Routing Global
Block (SRGB). Individual Prefix segment IDs are then advertised as offsets, or indexes, from
the beginning of the label range, instead of absolute values. Typically, the SRGB range starts
at 16,000, and this is what we call the default SRGB.this way traffic engineering algorithms
for load balancing or, in case of failures, rerouting traffic can be used more efficiently [37] .
While Segment Routing is based on core networks in which MPLS is used for routing, SRv6
aims to be an IPv6 header extension that is compatible with any IPv6-enabled software stack
[38].
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3. Segment Routing MPLS

The need for one converged packet network to deliver all fixed and mobile services,
regardless of the access technology, advances from time to time. The success of MPLS in
core networks and the benefits it brings have enabled the way for the technology to be
implemented in aggregation and access networks as an alternative to ATM or legacy Ethernet-
based aggregation. Now the mobile backhaul service has been deployed widely, the
requirement of the integration of mobile backhaul networks and core networks has been
proposed [30]. Deploying a service from one MPLS region to another requires provisioning
at several intermediate points in the end-to-end network, making troubleshooting and fault
recovery more complex. A preferred approach would be to deploy a single end-to-end service

and transport network architecture [10].

The MPLS architecture RFC3031 defines a label distribution protocol as a set of procedures
by which one Label Switched Router (LSR) informs another of the meaning of labels used to
forward traffic between and through them. The MPLS architecture does not assume a single
label distribution protocol. In fact, a number of different label distribution protocols are being
standardized. Existing protocols have been extended so that label distribution can be
piggybacked on them. New protocols have also been defined for the explicit purpose of
distributing labels. The MPLS architecture discusses some of the considerations when
choosing a label distribution protocol for use in particular MPLS applications such as Traffic
Engineering RFC2702.

Segment Routing leverages the source routing paradigm. A node steers a packet through an
SR Policy instantiated as an ordered list of instructions called "segments”. A segment can
represent any instruction, topological or service-based. A segment can have a semantic local
to an SR node or global within an SR domain. SR supports per-flow explicit routing while
maintaining a per-flow state only at the ingress nodes to the SR domain. A segment may be
associated with a topological instruction. A topological local segment may instruct a node to
forward the packet via a specific outgoing interface. A topological global segment may

instruct an SR domain to forward the packet via a specific path to a destination. Different
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segments may exist for the same destination, each with different path objectives (e.g., which

metric is minimized, what constraints are specified) [8].

Segment Routing can be directly applied to the MPLS architecture with no change in the
forwarding plane. This Chapter describes how Segment Routing operates on top of the MPLS
data plane. Segment Routing, applied to the MPLS data plane, offers the ability to tunnel
services (VPN, VPLS, VPWS) from an ingress PE to an egress PE, without any other protocol
than ISIS or OSPF [17] and [18]. LDP and RSVP-TE signaling protocols are not required
[39].

MPLS instantiation of Segment Routing fits in the MPLS architecture as defined in RFC3031
both from a control plane and forwarding plane perspective: From a control plane perspective,
RFC3031 does not mandate a single signaling protocol. Segment Routing makes use of Link

State IGPs since their flooding mechanism fits very well with label stacking on ingress.

From a forwarding plane perspective, Segment Routing does not require any change to the
forwarding plane. When applied to MPLS, a Segment is an LSP and the 20 right-most bits of
the SID are encoded as a label. This implies that, in the MPLS instantiation, the SID values
are allocated within a reduced 20-bit space out of the 32-bit SID space [40]

The notion of an indexed global segment, defined in RFC8402 [8], fits the MPLS architecture
RFC3031 as the absolute value allocated to any segment (global or local) can be managed by
a local allocation process (similarly to other MPLS signaling protocols). Contrary to RSVP-
based explicit routes where tunnel midpoints maintain states, SR-based explicit routes only
require per-flow states at the ingress edge router where the traffic engineer policy is applied
[41].

LDP and RSVP-TE are the de-facto signaling and label distribution protocols in IP/MPLS
network used for years, but are they scalable?
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For LDP each router maintains sessions (LSPs state), which are equal to the number of LDP
neighbors. For RSVP-TE, the number of sessions is equal to the total number of LSPs in
which the router is involved (whether ingress, egress or transit). In the RSVP-TE case, if a
topology includes N fully meshed routers, there will be a need to maintain a state of N x N
(N square) LSPs in each router[39]. This quickly runs into an N square problem because of
the number of N increases. From a control session perspective, RSVP-TE can run into
scalability issues [42].

LDPs maintain forwarding state of all Forwarding Equivalence Class (FEC) in the network
because each FEC is reachable by any other LDP router in a network. RSVP-TE only keeps
the forwarding state of the LSPs that traverse through it and potentially their protection path.
From a forwarding state perspective, LDP runs into scalability issues if a network becomes

extremely large.

RSVP-TE can also perform traffic engineering in IP/MPLS networks; however, it involves
complex tunnel configurations on interfaces and is difficult to troubleshoot. LDP cannot do
traffic engineering, but it can lose synchronization of the LDP and IGP because LDP depends

on IGP for route convergence [6] [7].

SR is scalable [6] because it does not rely on LDP/RSVP-TE, and there is no need of keeping
thousands of labels in an LDP database. It avoids thousands of MPLS traffic engineering
LSPs in the network. SR uses extensions to existing IGP protocols for signaling purposes.
Relying on IGP has other benefits too; it can take advantage of Equal Cost Multi-Path Routing
(ECMP) to load balance across multiple available paths in the network and gain better
bandwidth utilization. This kind of flexibility does not exist in current RSVP-TE, which
would need complex manual configurations for ECMP functionality [7].

In the past, it was necessary to provide connectivity between the different domains and the

core on per service level and not based on MPLS (e.g. by deploying native IP Routing or
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Ethernet-based technologies between aggregation and core). In most cases service specific
configurations on the border nodes between core and aggregation were required. New
services led to additional configurations and changes in the provisioning tools. With Unified
MPLS there are no technology boundaries and no topology boundaries for the services [14].
Network (or region) boundaries are for scaling and manageability and do not affect the service
layer since the transport pseudowire (layer 2 VPN) that carries packets from the access node
to the service node doesn’t care whether it takes two hops or twenty, nor how many region
boundaries it needs to cross. The network architecture is about network scaling, network
resilience and network manageability; the service architecture is about optimal delivery:
service scaling, service resilience (via replicated service nodes) and service manageability.
The two are decoupled: each can be managed separately and changed independently [9].In
the following subsections, key characteristics offered by Seamless MPLS is discussed [12].

Unified MPLS [43] provides the framework for taking MPLS end-to-end in a scalable
fashion, extending the benefits of traffic engineering and guaranteed service-level agreements
(SLASs) with deterministic network resiliency. In Seamless MPLS all forwarding of packets
within a network, from the time a packet enters the network until it leaves the network, is
based on MPLS labels [12].

The motivation of Unified MPLS is to provide an architecture which supports a wide variety
of different services on a single MPLS platform fully integrating access, aggregation and core
networks by the addition of extra features with classical/traditional MPLS and it gives more
scalability, security, simplicity, manageability and flexible end-to-end service delivery. In
order to obtain a highly scalable architecture, Seamless MPLS takes into account that typical
access devices such as Digital Subscriber Line Access Multiplexer (DSLAM) and Multi-
service access node (MSAN) are lacking some advanced MPLS features, and may have more
scalability limitations. Hence access devices are kept as simple as possible [9]. Seamless
MPLS is not a new protocol suite but describes the architecture by deploying existing
protocols like BGP, LDP, OSPF and ISIS (Intermediate System-Intermediate System) [44].

Building on the success of MPLS technology, Segment Routing follows the same forwarding
paradigm by using labels to direct traffic flows, but it achieves that with simplified control
plane protocols. Segment Routing utilizes a source-based routing scheme that encodes the

traffic paths as MPLS labels into the packet header (called segments). Each segment can
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identify a node (transit or destination), link or service. Including these labels/segments in the
packets removes the burden of establishing transport LSPs in advance. Also, by exchanging
these segments via extensions of IGP protocols (which are already running on the IP
network), segment routing eliminates the need for transport label signaling protocols (LDP
and RSVP-TE). This simplifies the MPLS router configuration and enhances scalability due

to the reduced burden on the routers [45].

Enhancing MPLS Fast Reroute Capabilities utilizing an advanced Fast Reroute algorithm:
Topology Independent Loop-Free Alternate (TI-LFA). Routers identify failures of adjacent
links and nodes and perform quick local repair via pre-calculated backup routes. Traditional
fast reroutes schemes such as IP FRR (LFA or Remote LFA) or MPLS FRR may not provide
optimal protection paths in certain topologies or scale due to a large number of RSVP-TE or
LDP tunnels. Segment Routing TI-LFA calculates optimal post-convergence backup routes
that are readily available upon failure detection. By using segment labels to reach selected
transit nodes along the backup routes, segment routing eliminates the need for LDP or RSVP-
TE tunnels further simplifying MPLS configuration and enhancing network router scalability
[46].

Simplifying the Network Design and Operation of MPLS based network by consolidating
signaling protocols and keeping the service and path setup at the edge of the network. Without
the need to track transit tunnels, MPLS core routers can scale to support a larger number of
paths and services. Additionally, keeping the network and services set up at the edge of the
network allows for more efficient programming of traffic-engineered paths. This can be
accomplished via a centralized application (or network controller) using the Path
Computation Element (PCE) server, and this approach is aligned with the network

centralization and automation objectives of Software Defined Networking (SDN).

Network transport infrastructure simplified leading to scalability, superior protection
capabilities, coupled with compatibility with MPLS forwarding methods is a key tenant for
the design of mission-critical networks. In conclusion, Segment Routing represents an
evolution of IP/MPLS network architecture. The evolution embodying “Simplicity is
prerequisite for reliability,” an adage by Edsger Dijkstra.
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The unified MPLS implements a divide-and-conquer strategy where the core, aggregation,
and access networks are partitioned in different MPLS/IP domains that are isolated from
Interior Gateway Protocol (IGP) perspective. The adoption of divide-and-conguer strategy
reduces the size of routing and forwarding tables within each domain, which in turn leads to
better stability and faster convergence. The SR enabled IGP is used for label distribution to
build Label Switched Path (LSP) within each independent IGP domain. This enables a device
inside an access, an aggregation, or a core domain to have reachability through intra-domain
SR LSPs to any other device in the same region. Within a domain, both Intermediate System
to Intermediate System (IS-1S) and Open Shortest Path First (OSPF) are suitable choices of

IGP protocols, but the protocol selection is based on operator's preference.

Reachability across domains is achieved either using RFC 3107 procedures whereby BGP-
Labeled Unicast (BGP LU) is used to build inter-domain hierarchical LSPs across domains,
or by a controller that pushes the segment list (SR label stack) for a particular service. This
allows the link state database of the IGP in each isolated domain to remain as small as
possible, leaving all external reachability information to be carried through BGP, which is
designed to scale to the order of millions of routes.

In Single-AS multi-area designs, the interior Border Gateway Protocol (iBGP)-labeled
unicast is used to build inter-domain LSPs. In Inter-AS designs, the iBGP-labeled unicast is
used to build inter-domain LSPs inside the AS, while exterior Border Gateway Protocol
(eBGP)-labeled unicast is used to extend the end-to-end LSP across the AS border. In both
the cases, the unified MPLS transport across domains uses hierarchical LSPs that rely on a
BGP-distributed label to transit across the isolated MPLS domains, and on SR segment within
the domain to reach the inter-domain Border Router (BR) or Autonomous System Border
Router (ASBR) corresponding to the labeled BGP next hop. If an IGP domain is not SR
capable, the domain can run LDP instead of SR. Alternatively, a controller with visibility on
the entire network can provide the end to end path for inter-domain reachability. Such
visibility is attained through BGP Link State (BGP-LS) feeds from each domain providing
topology and state information.In general, (as in the case of Cisco and Juniper) there are three
transport options in SR-MPLS [47].
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1. Traditional BGP LU:-This is a protocol driven transport that was also supported in
the previous MPLS. It relies on BGP to build the end-to-end hierarchical LSP. Fast
convergence across IGP boundaries is accomplished using BGP Prefix Independent
Convergence (BGP PIC) feature. This model is suitable for networks such as
traditional MPLS network.

2. BGP LU with BGP Prefix SID:-This is also a protocol driven transport. However,
the BGP prefix SID feature enables to uniquely identify each IGP border node and
service node in the network using a unique prefix segment ID (BGP prefix SID). This
transport option requires end-to-end segment routing capability as well as BGP prefix
SID capability at IGP border routers.

3. Programmable Transport:-This transport option is SDN driven. Each domain runs
IGP/SR across the domain, and two IGP border routers in each domain uses BGP LS
to feed topology, bandwidth, reliability, latency, SRLG and other transport states of
the IGP domain to the SDN controller. The SDN controller uses the topology data and
current state of the network, to build the best path and alternate disjoint path that
satisfies a given service requirement and pushes the corresponding segment list to the

service edge router.

Segment Routing control plane can coexist with current label distribution protocols such as
LDP [RFC5036].This document outlines the mechanisms through which SR interworks with
LDP in cases where a mix of SR-capable and non-SR-capable routers coexist within the same

network and more precisely in the same routing domain [8].

LDP is a protocol defined for distributing labels. It is the set of procedures and messages by
which Label Switched Routers (LSRs) establish Label Switched Paths (LSPs) through a
network by mapping network-layer routing information directly to data-link layer switched
paths[48]. These LSPs may have an endpoint at a directly attached neighbor (comparable to
IP hop-by-hop forwarding), or may have an endpoint at a network egress node, enabling
switching via all intermediary nodes.LDP associates a Forwarding Equivalence Class (FEC)
RFC3031 with each LSP it creates. The FEC associated with an LSP specifies which packets
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are "mapped” to that LSP. LSPs are extended through a network as each LSR "splices"

incoming labels for a FEC to the outgoing label assigned to the next hop for the given FEC

[8].

There are four categories of LDP messages:

1. Discovery messages, used to announce and maintain the presence of an LSR in a network.
2. Session messages, used to establish, maintain, and terminate sessions between LDP peers.
3. Advertisement messages, used to create, change, and delete label mappings for FECs.

4. Notification messages, used to provide advisory information and to signal error

information.

It has to be noted that no additional signaling or state is required in order to provide
interworking in the direction LDP to SR. An SR node having LDP neighbors MUST create
LDP bindings for each Prefix-SID learned in the SR domain by treating SR-learned labels as
if they were learned through an LDP neighbor. In addition, for each FEC, the SR node stitches
the incoming LDP label to the outgoing SR label. This has to be done in both LDP-
independent and ordered label distribution control modes as defined in RFC5036 [8].

This section defines the Segment Routing Mapping Server (SRMS). The SRMS is an IGP
node advertising mapping between Segment Identifiers (SID) and prefixes advertised by other
IGP nodes[49]. The SRMS uses a dedicated IGP extension (IS-1S, OSPFv2, and OSPFv3),
which is protocol specific and defined in RFC8665, RFC8666, and RFC8667.The SRMS
function of an SR-capable router allows distribution of mappings for prefixes not locally
attached to the advertising router and therefore allows advertisement of mappings on behalf
of non-SR-capable routers.The SRMS is a control-plane-only function that may be located
anywhere in the IGP flooding scope. At least one SRMS server MUST exist in a routing
domain to advertise Prefix-SIDs on behalf of non-SR nodes, thereby allowing non-LDP

routers to send and receive labeled traffic from LDP-only routers. Multiple SRMSes may be
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present in the same network (for redundancy). This implies that there are multiple ways a
prefix-to-SID mapping can be advertised. Conflicts resulting from inconsistent
advertisements are addressed by RFC8660 [8].

The SRMS functionality allows assigning of Prefix-SIDs to prefixes owned by non-SR-
capable routers as well as to prefixes owned by SR-capable nodes. It is the former capability
that is essential to the SR-LDP interworking.The SRMS functionality consists of two
functional blocks: the Mapping Server (MS) and Mapping Client (MC). An MS is a node that
advertises an SR mappings. Advertisements sent by an MS define the assignment of a Prefix-
SID to a prefix independent of the advertisement of reachability to the prefix itself. An MS
MAY advertise SR mappings for any prefix whether or not it advertises reachability for the
prefix and irrespective of whether that prefix is advertised by or even reachable through any

router in the network [8].

An MC is a node that receives and uses the MS mapping advertisements. Note that a node
may be both an MS and an MC. An MC interprets the SR-mapping advertisement as an
assignment of a Prefix-SID to a prefix. For a given prefix, if an MC receives an SR-mapping
advertisement from a Mapping Server and also has received a Prefix-SID Advertisement for
that same prefix in a prefix reachability advertisement, then the MC MUST prefer the SID
advertised in the prefix reachability advertisement over the Mapping Server Advertisement,
i.e., the Mapping Server Advertisement MUST be ignored for that prefix. Hence, assigning a
Prefix-SID to a prefix using the SRMS functionality does not prevent assigning the same or
different Prefix-SID(s) to the same prefix using explicit Prefix-SID Advertisement such as
the above-mentioned Prefix-SID sub-TLVs.For example, consider an IPv4 prefix
advertisement received by an IS-1S router in the Extended IP reachability TLV (TLV 135).
Suppose TLV 135 contained the Prefix-SID sub-TLV. If the router that receives TLV 135
with the Prefix-SID sub-TLV also received an SR-mapping advertisement for the same prefix
through the SID/Label Binding TLV, then the receiving router must prefer the Prefix-SID
sub-TLV over the SID/Label Binding TLV for that prefix. Refer to [8] for details about the
Prefix-SID sub-TLV and SID/Label Binding TLV.
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4. 1P Quality of Service

QoS is defined as a mechanism or set of techniques that allows network applications or
services can operate as expected. QoS can be defined as well as the ability to provide a
performance guarantee in the network. Performance is the speed and reliability of the delivery

of various types of load data in a communication system [50].

Network performance may vary due to several problems, such as the problem of packet loss,
delay (latency), jitter and throughput, which can make a big enough effect for many
applications. For example, voice communications (such as IP Telephony or VoIP) and video
streaming can make users frustrated when the application is streaming data packets over the
network when bandwidth is not enough, with a delay that cannot be predicted, or excessive
jitter. Having regard to packet loss, delay (latency), jitter and throughput can be predicted and
matched with the needs of the applications that are used in the existing network depending

on the QoS capabilities and how the device is configured [34][51]:

e Prioritizing traffic over other traffic based on the type of protocol, a source or
destination address, or a source or destination port number

e Filtering traffic upon ingress or egress

e Controlling the allowed bandwidth transmitted or received on the interfaces of the
device

e Applying QoS behavior requirements in the packet header

e Controlling congestion and packet loss.

QoS is a traffic management strategy that allows allocating network resources based on traffic
characteristics. These traffic characteristics must be controlled and managed on a hop by hop
basis in order to achieve the QoS needed by the traffic. The core QoS parameters which
influence the traffic in the IP network are throughput, delay, jitter and packet loss [36, 37]
[2]. The factors affecting QoS parameters and the implementation of performance

recommendations are shown in the below Figure 4.
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Figure 4. Recommendations for QoS parameters [51]

4.1.1. Throughput

Throughput is a measure of how many units of information a system can process in a given
amount of time. Given the dynamic nature of traffic flow across a network, different resources

can become bottlenecks at different times [52]. Some of the factors that determine the

bandwidth and throughput are network devices, network topology, and a number of network
users, etc. The formula for calculating throughput value is shown in
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Equation 1

Y.sent data (bit)
time data delivery (s)

Throughput = [bps]

Throughput refers to how much data can be transferred from one location to another in a given
amount of time. It is used to measure the performance of hard drives and RAM, as well as the

Internet and network connections.

Table 2. Quality standards for throughput [53]

Category Throughput/Bandwidth
Excellent 100%

Good 75%

Medium 50%

Poor < 25%

4.1.2. Delay

RFC 7679 defines a metric for measuring one-way delay as the difference in the time at which
the datagram crosses two reference points. The delay of a datagram experienced within a
service provider network is defined as the difference in the time at which the datagram enters
the network and the time at which it leaves the network. It is also commonly referred to as
latency [54]. Each element through which a datagram flows in a traffic path will increase the
delay experienced by the datagram. From an SLA perspective, the delay is the average fixed
delay that an application’s traffic will experience within the service provider’s network. Delay
in TCP/IP networks can be classified as packetization delay, queuing delay, propagation
delay, transmission delay and processing delay [35]. The formula for transmission delay is as
shown in Equation 2.

Equation 2

packet length (bit)

link bandwidth (224

Delay = [second]
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Table 3. Quality standards ITU-T G.114 for delay [53]

Good 0-150
Delay standard .

Medium 150-400

Poor >400

4.1.3. Jitter

RFC 3393 has defined a metric for measuring one-way jitter. Jitter is the variation in the
network delay experienced by datagrams. More specifically, it is measured as the delay
variation between two consecutive datagrams belonging to a traffic stream. In order to avoid
dropping datagrams when a resource is temporarily congested, buffer space is made available
in network nodes and the datagrams are queued. Queuing within a network node introduces
delay variation between different datagrams of a traffic stream. Although queuing is the main
cause of traffic jitter, lengthy reroute propagation delays and additional processing delays can

also affect traffic jitter. The formula for calculating jitter value is shown in Equation 3.
Equation 3

Y variation delay
Ypacket recived

Jitter = [second]

Table 4. Quality standards ITU-T G.114 for jitter [53]

Jitter standard Good 0 - 20ms
Medium 20 - 50ms
Poor >50ms
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4.1.4. Packet Loss

Packet loss characterizes the datagram drops that occur in the path of one-way traffic flow
between a source and destination node. Having buffer space to temporarily queue datagrams
in network nodes helps reduce datagram loss, but it cannot be completely eliminated. Some
of the factors that contribute to datagram loss are[53] [55]:

e Congestion - Bursty traffic can cause queue overflows resulting in datagram loss.

e Traffic rate-limiting - In order to ensure customer traffic is conforming to a negotiated
SLA, service providers may rate-limit incoming traffic and drop non conforming
datagrams.

e Physical layer errors - Noise in physical layers can cause bit errors. As a result, upper-
layer protocols may drop datagrams.

e Network element failures—Network element failures may cause datagrams to drop
until the failure is detected and the connectivity is restored. The formula for

calculating the percentage of packet loss value is shown in Equation 4.

Equation 4

packets | _ packets sent — packets recived % 100 %
ackets loss = packets sent 0

Table 5. Quality standards for packet loss [53]

Category Packet loss

Excellent 0%

Good 3%

Medium 15%

Poor 25%
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How are QoS indicators defined within proper ranges to improve network service quality?
The QoS model is involved. The QoS model is not a specific function, but an E2E QoS
scheme. For example, intermediate devices may be deployed between two connected hosts.
E2E service quality guarantee can be implemented only when all devices on a network use
the same QoS service model. International organizations such as the IETF and ITU-T
designed QoS models for their concerned services. The following describes three main QoS
service models [38] [56] .

Best-Effort is the default service model for the Internet and applies to various network
applications, such as the File Transfer Protocol (FTP) and email. It is the simplest service
model, in which an application can send any number of packets at any time without notifying
the network. The network then tries its best to transmit the packets but provides no guarantee
of performance in terms of delay and reliability. The Best-Effort model is suitable for services

that have low requirements for delay and packet loss rate.

In the IntServ model, an application uses a signaling protocol to notify the network of its
traffic parameters and apply for a specific level of QoS before sending packets. The network
reserves resources for the application based on the traffic parameters. After the application
receives an acknowledgment message and confirms that sufficient resources have been
reserved, it starts to send packets within the range specified by the traffic parameters. The
network maintains a state for each packet flow and performs QoS behaviors based on this

state to guarantee application performance [57].

The IntServ model uses the Resource Reservation Protocol (RSVP) for signaling. The RSVP
protocol reserves resources such as bandwidth and priority on a known path, and each
network element along the path must reserve required resources for data flows requiring QoS
guarantee. That is, each network element maintains a soft state for each data flow. A soft state
is a temporary state that is periodically updated through RSVP messages. Each network

element checks whether sufficient resources can be reserved based on these RSVP messages.
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The path is available only if all involved network elements can provide sufficient resources
[58].

Differentiated Services is based on an architecture [RFC 2475] that pushes complex decision
making to the edge routers. The DiffServ model classifies packets on a network into multiple
classes and takes different actions for each class. When network congestion occurs, packets
of different classes are processed based on their priorities, resulting in different packet loss
rates, delay, and jitter. Packets of the same class are aggregated and sent as a whole to ensure

consistent delay, jitter, and packet loss rate.

Unlike the IntServ model, the DiffServ model does not require a signaling protocol. In this
model, an application does not need to apply for network resources before sending packets.
Instead, the application sets QoS parameters in the packets, through which the network can
learn the QoS requirements of the application. The network provides differentiated services
based on the QoS parameters of each data flow and does not need to maintain a state for each
data flow. DiffServ takes full advantage of IP networks' flexibility and extensibility and
transforms information in packets into per-hop behaviors (PHBS), greatly reducing signaling
operations. DiffServ is the most commonly used QoS model on current networks. QoS
implementation described in the subsequent sections is based on this model. The DiffServ
model involves the following QoS mechanisms:

Traffic classification and marking:-Traffic classification and marking are prerequisites for
differentiated services. Traffic classification divides packets into different classes or sets
different priorities. Traffic marking sets different priorities for packets and can be

implemented through priority mapping and re-marking.

Traffic policing, traffic shaping, and interface-based rate limiting:-Traffic policing and
traffic shaping control the traffic rate within a bandwidth limit. Traffic policing drops excess
traffic when the traffic rate exceeds the limit, whereas traffic shaping buffers excess traffic.
Traffic policing and traffic shaping can be performed on an interface to implement interface-

based rate limiting.
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Congestion management and congestion avoidance:-Congestion management buffers
packets in queues upon network congestion and use a scheduling algorithm to determine the
forwarding order. Congestion avoidance monitors network resource usage and drops packets
to mitigate network overload if congestion worsens. Traffic classification and marking are
the basis of differentiated services. Traffic policing, traffic shaping, interface-based rate
limiting, congestion management, and congestion avoidance control network traffic and

resource allocation to implement differentiated services.
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5. Simulation Results and Analysis

This chapter presents a brief introduction of simulation tools used in analyzing the impact of
SR-MPLS on quality of service. Then simulation scenarios and network topologies used for

the analysis follow. In the end, simulation results and analysis of the results is discussed.

EVE-NG is a clientless network emulator that provides a user interface via a browser. Users
may create network nodes from a library of templates, connect them together, and configure
them. Advanced users or administrators may add software images to the library and build
custom templates to support almost any network scenario. EVE-NG supports pre-configured
multiple hypervisors on one virtual machine. It runs commercial network device software on
Dynamips and 10U and runs other network devices, such as open-source routers, on QEMU.
EVE-NG is an open-source project Since it runs in a virtual machine, EVE-NG may be set

up on any operating system such as Windows, Linux, or Mac OS [9][59] .

Cisco IP SLAs uses active traffic monitoring--the generation of traffic in a continuous,
reliable, and predictable manner--for measuring network performance. IP SLAs sends data
across the network to measure performance between multiple network locations or across
multiple network paths. It simulates network data and IP services and collects network
performance information in real-time. The information collected includes data about response
time, one-way latency, jitter (inter-packet delay variance), packet loss, voice quality scoring,
network resource availability, application performance, and server response time. IP SLAS
performs active monitoring by generating and analyzing traffic to measure performance either
between Cisco devices or from a Cisco device to a remote IP device such as a network

application server [60] [61].

Measurement statistics provided by the various IP SLAs operations can be used for
troubleshooting, for problem analysis, and for designing network topologies. Using IP SLAs,

service provider customers can measure and provide service level agreements, and enterprise
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customers can verify service levels, verify outsourced service level agreements, and
understand network performance for new or existing IP services and applications. IP SLAS
uses unique service level assurance metrics and methodology to provide highly accurate,

precise service level assurance measurements.

Depending on the specific IP SLAs operation, statistics of delay, packet loss, jitter, packet
sequence, connectivity, path, server response time, and download time can be monitored
within the Cisco device and stored in both CLI and SNMP MIBs. The packets have
configurable IP and application layer options such as a source and destination IP address,
User Datagram Protocol (UDP)/TCP port numbers, a type of service (ToS) byte (including
Differentiated Services Code Point [DSCP] and IP Prefix bits), a Virtual Private Network
(VPN) routing/forwarding instance (VRF), and a URL web address. Being Layer-2 transport-
independent, IP SLAs can be configured end-to-end over disparate networks to best reflect
the metrics that an end-user is likely to experience. Performance metrics collected by IP SLAs

operations include the following:

e Delay (both round-trip and one-way)
e Jitter (directional)

e Packet loss (directional)

e Packet sequencing (packet ordering)
e Path (per-hop)

e Connectivity (directional)

e Server or website download time

e Voice quality scores .

Ostinato is a user-level traffic generation tool with a friendly GUI. It is supported by Windows,
Linux, BSD and Mac OS X. The common standard protocols supported by Ostinato are
Ethernet/802.3/LLC SNAP; ARP, IPv4, IPv6, IP-in-1P, IP Tunneling (6over4, 4over6, 4over4,
6over6); TCP, UDP, ICMPv4, ICMPv6, IGMP, MLD and many text-based protocols like
HTTP, SIP, RTSP, NNTP etc. It also supports client-server architecture. It can create and

configure sequential and interleaved streams of different protocols at different rates.
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In the implementation part, a practical environment is developed using EVE-NG and two
scenarios are built in one topology in such away that LDP-prefered and SR-preferd are
implemented, In order to test the performance of LDP unified MPLS and Unified SR-MPLS.
The two scenarios are built in such a way that first a usual traditional unified MPLS network
is built.Then the same network topology is implemented with Unified SR-MPLS

technologies.

In both cases, Ostinato , Cisco IP-Sla and background Internet are used for generating network
traffic in order to test the performance of the networks with respect to four QoS metrics.Three
network traffic generators are implemented in such a way that the first traffic (IP-Sla) injects
the required amount of traffic into the network for end-to-end performance analysis while the
second which is Ostinato generator injects random network traffic and the last one which is
the background Internet traffic injected to create a computation. The last two traffic are not
directly used for testing and analysis purpose rather it is to create competition for resources
among the network traffics. Finally, the test results are collected from the simulator using
Cisco IP-Sla technology for the two scenarios. Figure 5 show LDP/SR based Unified MPLS
architecture. In both scenarios, four MPLS domains are used where core, aggregation, pre-
agregation and access are indifferent IGP domain.These topologies are representative of

today’s MPLS architecture supporting any typen of network traffic end-to-end.
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SR/LDP-MPLS
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Figure 5. SR/LDP-MPLS TOPOLOGY for the scenariol& 2
5.2.1. Network Topology Design

Figure 5 shows a detailed view of the Simulation network to test, with access, pre

aggregation, and aggregation domains in one BGP autonomous system.

The above figure 5 describes the various access domains interconnected through pre-
aggregation, aggregation, and core domains using access technologies including
MPLS with SR/LDP, each region runs separate IGP domains with SR/LDP, that are
interconnected through BGP LU.
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Partitioning these network layers into independent and isolated IGP domains helps to
reduce the size of routing and forwarding tables on individual routers in these
domains, which, in turn, leads to better stability and faster convergence within each
of these domains. Intra-domain Label-Switched Paths (LSPs) within the core, LSPs
across the core, aggregation, pre-aggregation and access domains are based on BGP
labeled-unicast, whereas internal BGP (iBGP) labeled-unicast is used within each
autonomous system, and exterior BGP (eBGP) labeled-unicast is used to extend the

LSP across autonomous system boundaries [47]. This model is applicable to scenarios

where the operator’s network needs to be broken into several independent domains

to achieve the geographical area and concentration of the customers. Typically, you
can scale this network from tens of thousands of nodes to hundred thousand nodes.
The network is divided into access, pre-aggregation, aggregation and core domains.
Each domain is running a separate IGP (ISIS) domain with segment routing/LDP. The
inter-domain nodes such as those between access and pre-aggregation domains, or
pre-aggregation and aggregation domains, or aggregation and core domains, act as
inline route reflectors that perform BGP labeled unicast (BGP-LU). In the core
network, the dedicated transport route reflectors complete the end-to-end
advertisements of service edge (SE) to SE reachability information, while the
dedicated service route reflectors enable the propagation of service specific routes to
the SE nodes. This deployment model achieves a highly scalable network architecture

that uses simple building blocks.

All domains are running ISIS with segment routing / LDP, to exchange the internal
routes and labels. This is an intra-AS deployment, so that all domains are in single-
AS, AS5100. All the domains are integrated through BGP labeled unicast, which enables
the end-to-end distribution of addresses and associated labels of service edge nodes.

To support in the delivery, the following configurations are done:
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Dedicated transport route reflectors such as T-RR1 and T-RR2 and dedicated

service route reflectors such as S-RR1 and S-RR2 are implemented in the core.
Inline route reflectors are configured on the inter-domain nodes

All these inline route reflectors are configured with next-hop-self, which is used
to override the next-hop address of the advertised routes with the local address
to enable forwarding towards the destination within each domain. The
transport route reflector establishes BGP-LU session with the service route
reflector, to advertise all the addresses of the service edge, so that service route

reflector has reachability to all the service edge nodes end-to-end.

For all the relevant services, the client routes are distributed site-to-site through
two centralized service route reflectors such as S-RR1 and S-RR2, that peer
directly with all the service edge nodes. The service route reflectors also peer

with related pre-aggregation and aggregation nodes, for hierarchal services.

All nodes are running IGP with segment routing / LDP and topology-

independent loop-free alternate (TI-LFA) for faster convergence.

MPLS Access Node: In this part, the access node is part of an MPLS access

network, which could be SR or traditional LDP based MPLS access network.

IGP Configuration: -Two separate IGP instances are configured on each node,
for example the core ABR nodes towards the core and aggregation domains.

The segment routing (LDP) and TI-LFA are enabled for both the instances.

BGP Configuration:- The BGP configuration in general implemented with the

following;:

e BGP-LU session
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BGP-LU session with transport route reflector (core ABR)

BGP-LU session with service route reflector.

BGP Prefix-Independent Convergence (BGP-PIC)

Redistribution of ABR’s loopback into BGP.
5.3.Simulation Parameters Analysis

5.3.1. Throughput Analysis

Throughput is one of the QoS parameters which measures how many units of information a
system can process in a given amount of time. To compute the throughput, we need to know
the amount of data transferred and how long it takes to complete the file transfer. IPsla is used
to generate traffic in both scenarios (LDP-MPLS and SR-MPLS). AN13 and FTP-
server(Ftp://192.168.57.1/) are used as IPSla-agent/client and IPsla-Server respectively and
the file is downloaded from the server to the client at different file sizes using FTP. During
the simulation, IP sla collects relevant information including average round trip time required
to complete the file download for each file size. Table 6. shows the output of IP sla for both
LDP and SR for different FTP file size.For example ftp file size of 300 Kbytes for LDP the
RRT is 15.30 sec. so the, throughput is computed as the ratio of the file downloaded to the
average of round trip time i.e. (300Kbytes*8bits/byte)/15.30sec = 156.83 Kbps. Using the
same procedure for SR file size of 300KB the throughput is (300Kbytes*8bits/byte)/9.80sec
=244.92 Kbps For different file sizes, the test results are tabulated for both scenarios as shown

in Table 6.and the throughput is computed and put in the Table 7.

Table 6. Collected Result using IP sla

Collected Result using IP sla

100 11.07 7.80
200 12.93 8.34
300 15.30 9.80
400 16.52 10.75
500 16.61 13.15
600 18.32 15.46
800 24.03 19.37
1100 29.81 25.05
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Table 7. Throughput for LDP and SR MPLS at different file sizes

FTP(Kbyte) Label Segment Diffrence b/n them | Diffrence In
Distribution Routing %
Protocol
100 72.29 102.55 30.26 41.87
200 123.76 191.89 68.13 55.05
300 156.83 244.92 88.09 56.17
400 193.75 297.70 103.95 53.65
500 240.85 304.09 63.24 26.26
600 262.02 310.46 48.44 18.49
800 266.29 330.37 64.08 24.07
1100 295.21 351.34 56.13 19.01
500 201.38 266.67 65.29 32.42

Figure 6 shows the graph of simulation results of throughput versus FTP file size while
downloading the file from the server (FTP-server(Ftp://192.168.57.1/)) to the client (AN13).
As can be seen in the throughput graph, at all FTP file size the performance of Unified SR-
MPLS is better than that of LDP-MPLS. For example, if we take a file size of 300Kbytes for
comparison, the throughput difference is about 88.09Kbps which is 56.17%. There are
different reasons for the better throughput of SR-MPLS over LDP-MPLS. Among these : -

e In SR_MPLS forwarding state (segment) is established by IGP unlike LDP (IGP +

LDP)
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» SR requires only 1 label per node in the IGP domain which is insignificant: < 1%
of label space
e No complex LDP/IGP synchronization
» One less protocol to operate
e Direct ISIS/OSPF extension

Unlike RSVP and Label Distribution Protocol (LDP), SR requires no MPLS control plane
signaling and imposes no changes to the MPLS data plane. SR requires only ingress label
edge routers to keep per-service state. State management requirements from the midpoint
(label switch routers) and tail end (egress label edge routers) are removed. In the SR domain,
nodes and links are assigned segment identifiers (SIDs), which are advertised into the domain
by each SR router using extensions to intermediate system-intermediate system/open shortest
path first. These SIDs allow an ingress node to select a path through the network using either
a single SID to represent the destination node or using a series of SIDs, called a segment list,
which specifies a particular path through the network that an SR tunnel should traverse. As a
result, it is possible to route paths that are completely independent of the IGP shortest path.
Segment Routing accomplishes the same thing as MPLS but is less complex. Better yet, it
leverages existing MPLS services and hardware, meaning it does not require new
infrastructure and provides an easy migration path. Segment Routing makes the network more
scalable and intelligent while improving capacity utilization, leading to lower cost and greater

user satisfaction.

The architecture of Segment Routing is based on the source-routing paradigm. It leverages
source routing by providing a simple, stateless mechanism to program the path a packet takes
through the network. Because the application has complete control over the forwarding path
and steers the packet through the network by encoding an ordered list of segments in the
packet header, there is no need for path signaling. Therefore, Segment Routing does not create
any per-flow state and can scale infinitely and without any limitations. Large service
providers, enterprises and financial and federal institutions will for the foreseeable future need
high-speed backbone networks that require high throughput with guaranteed delivery and fast

convergence for mission-critical real-time systems.
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Throughput
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Figure 6. Graph of throughput for scenarios 1 & 2
5.3.2. Latency Analysis

The same topology setup as in the throughput analysis is used for latency analysis, the test
instances implemented. The data that is obtained from the throughput analyses is used to
calculate the latency shown in Table 8. Network traffic is generated end-to-end and Cisco IP-
SLA collects the minimum, maximum and average delay of sending a test message from
AN13 to Ftp-Server and vice versa. The latency output of different file size test messages

collect using IP sla for both LDP and SR are shown in Table 8.

Table 8. Latency in sec

Data-size(Kbyte)
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To increase the accuracy of the values for each of the latencies, the average of about 60 sample
tests are used. For the simulation three congestion levels are considered: data rate less than
link bandwidth, data rate equal to link bandwidth and data rate greater than link bandwidth.
For the different congestion levels, the average values of simulation results are tabulated in
Table 9.

Table 9: : Output of latency for scenarios 1 & 2

FTP(Kbyte) | LDP-Latency-s | SR-Latency-s | Latency -Diffrence-s Latency -Dif In %
100 11.07 7.80 3.27 29.51%
200 12.93 8.34 4.59 35.50%
300 15.30 9.80 5.50 35.97%
400 16.52 10.75 5.77 34.92%
500 16.61 13.15 3.45 20.80%
600 18.32 15.46 2.86 15.60%
800 24.03 19.37 4.66 19.40%
1100 29.81 25.05 4.76 15.98%

The latency versus data size graph in Figure 7 shows that the Traditional MPLS (Scenario 1)
has higher latency than SR-MPLS (Scenario 2). On average the latency difference between
the two scenarios is about 24.11%. That is the latency of SR-MPLS is improved on average
by 4.36s (i.e. 24.11%) compared to the MPLS counterpart. This is a significant improvement
because a 1ms decrease in latency will increase the data rate by 4000bps. Typically, on the
traditional MPLS that the additional LDP protocol plus IGP creates additional latency.in the
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case of SR-MPLS, the Assigned label is distributed by the IGP protocol (IS IS) and the label
is global so during congestion the SR-MPLS is better.

Latency vs Data size
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Figure 7: graph of latency test
5.3.3. Packet Loss Analysis

As already discussed in Section 4.1.4 some of the factors contributing to packet loss are
congestion, traffic rate-limiting, physical link errors and network element failures. In ITU
standards the recommended value for packet loss is less than 3%. For this packet loss analysis,
congestion is selected to be a factor for packet loss i.e. the links in the network are deliberately
congested by injecting more network traffic into the network using the network traffic
generators. This enables us to compare the tolerance of both network scenarios towards
congestion. ICMP test type is used to send test probes at three conditions i.e. data rate less
than link bandwidth, data rate equal to link bandwidth and data rate greater than link

bandwidth. The output of simulation result colleceted using IP sla is tabulated in Table 10..
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Packet loss occurs in networks when data packets are lost during transmission or individual
data packets arrive late at their destination. Before being sent, data is packaged into several
layers.These packets travel through a variety of different hubs (copper cables, fiber optics,
wireless, etc.) to reach their destination. In these hubs, TCP packets get lost or become

delayed. Once sent, each packet is marked with a timestamp.

This value specifies the amount of time the sender must wait before obtaining confirmation
of receipt. If a packet gets lost or is delayed, it eventually “times out”. When this happens, a
new packet is sent in its place. This is known as a retransmission timeout (RTO). The result
Data packets arrive late and performance suffers.

Table 10: The output of packet loss for scenarios 1 & 2

Data-size(byte) LDP-paket-loss) SR-packet-loss Diffrence b/n them
1000 16 3 13
5000 19 9 10
6000 28 10 18
7000 37 14 23
10000 42 19 23
15000 45 21 24
16000 49 23 26
18024 50 24 26

The other method by which SR-MPLS minimizes the effects of congestion and link failure is
by using fast reroute and pre-computed alternative routes. These mechanisms help to use
alternative paths and nodes in a sub-second to reduce packet loss. The performance of SR
MPLS is much better than that of LDP based MPLS. For example, at a data size of 16000
bytes, there is 26% less packet loss in SR-MPLS. Reason : - fewer protocols to operate, fewer
protocol interactions, avoid directed LDP sessions between routers, Deliver automated FRR

for any topology .
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PACKET LOSS

—&— Packet loss LDP (%) —fli— Packet loss SR (%)

60

50 ﬁ
X o L 4
0
(@]
- 30

20 4./.—_.

10

0
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000

PACKET SIZE(BYTE)

Figure 8. Graph of packet loss for scenarios 1 & 2
5.3.4. Jitter Analysis

Recall that Jitter is a variation in the delay of received packets. At the transmitting side,
packets are sent in a continuous stream with the packets spaced evenly apart. Due to network
congestion, improper queuing, or configuration errors, the delay between each packet can
vary instead of remaining constant. In IP data network packets can take different alternative
routes to a destination and may arrive at a different time and this causes variation of delay or

jitter.

Table 11. Jitter collected using IP sla for LDP & SR

500 27 12
1000 90 30
5000 229 207

10000 502 428
15000 684 640
16384 780 703

Using the same procedures and scenarios as for the other parameters, we can simulate and

measure the jitter values. In our network topology, there are redundant and alternative routes
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to a destination so that packets of one stream can take different alternative routes with variable
delay. Since network congestion is a common factor for jitter, our simulation has mainly
considered it for jitter analysis. Though the test results can provide us with average jitter from
a source node, AN13, to destination node, AN18, independently, The paper used the average
jitter for the round trip path to compare the performance of the scenarios as shown in Table
11. As shown in Figure 9, the simulation results of average jitter for SR-MPLS is smaller than
that of traditional Unified MPLS. On average, the jitter difference is about 48ms (i.e. 12.6%).
This performance difference between the two scenarios has a significant impact on jitter
sensitive real-time traffic such as voice, video conference, live streaming, etc. Unlike LDP
which is locally significant to peers SR-MPLS maintain (and advertise to its peers) more than
one route to a given destination, due to its label global significant. The use of these multiple
routes reduce the effects of congestion in the network and hence reduce the jitter.
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E 400 Jitter LDP
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2

0 2000 4000 6000 8000 10000 12000 14000 16000 18000
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e The performance of SR MPLS is much better than that of LDP based MPLS.

e On average 12.6% Jitter improvement

Here, we can summarize why the performances of LDP by stating its characteristics as

follows:

e The forwarding mechanism of LDP depends on IGP completely and does not maintain
any status. The forwarding behavior is similar to IGP.

e The label is valid locally.
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e No traffic optimization method: Since the forwarding mode of LDP is the same as IP
forwarding, the path is selected only based on the cost value, but not based on other

complex conditions such as bandwidth and latency.

In general, to sum up, things LDP relies on IGP state, and features like the Label Distribution
Protocol - Interior Gateway Protocol (LDP-1GP) sync were introduced so that they always
remain in sync, reducing the possibility of traffic blackholing. With label distribution directly
done by IGP, this issue is now unlikely In Segment Routing, nodes and prefixes have globally
unique labels assigned throughout the domain, whereas in LDP, these labels are locally
significant, assigned a unique value at every hop. Global labels significantly reduce the data
plane state at every network hop. Depending on vendor implementation choice, an
implementation with LDP independent LSP control mode can multiply unnecessary control

and data plane state, resulting in scaling challenges.

Service providers need to reduce current complexities in their networks to compete efficiently
with the web-scale over-the-top providers. Network owners have only two options: either
continue to grow with the complexities and lose more on capital expense and operational

expense or think outside of the box with Segment Routing to solve these issues.
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6. Conclusion and Future Work

In this thesis impact analysis of an end-to-end Unified SR-MPLS architecture is done in
comparison with traditional Unified MPLS (LDP based) using four QoS parameters. This
work has investigated the limitations in network architecture with traditional untied MPLS
domains with additional LDP signaling protocol and explores the possibility of extending SR-
MPLS end-to-end by integrating access, pre-aggregation, aggregation and core network
layers into single domain through the implementation of Unified SR MPLS architecture

without additional protocol like LDP.

To do the analysis and comparison of traditional Unified MPLS and Unified-SR MPLS, four
QoS performance metrics such as throughput, latency, packet loss, and jitter are used. First,
two scenarios are set up on the same network topology (the one with LDP preference and the
other SR-preferred) using the Cisco ISP router and EVE-NG emulator with required
configuration files. Next network traffic is generated using Ostinato and Cisco IP-SLA
tecnology with additional background internet traffic and then simulation data are collected
using Cisco IP-SLA technology and finally the results are presented as a graph using excel

2016. From the study and simulation results the following conclusions can be drawn:

SR MPLS can improve network performance and reduce the number of Protocols.

Implementation of QoS in the Unified MPLS network (LDP based) alone does not

guarantee end-to-end QoS.

e Segment routing utilizes the network bandwidth more effectively than traditional
MPLS networks and offers lower latency.

e Compared to traditional Unified MPLS, Unified SR-MPLS improves the throughput
of transferring files from one end of a network to another end of a network by 32.4%
on average in the range of file size used in the simulation.

e Unified SR-MPLS improves end-to-end packet delay on average by 24.11%
compared to traditional Unified MPLS.

e At the same congestion levels Unified SR MPLS reduces packet loss by 20.4% and
jitter by 12.6%.
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e Any service provider, including Ethio telecom, Can implement SR MPLS at the same
time integrate the separated network domains such as mobile backhaul and IP core
networks into single SR MPLS domain and reduce additional protocol overhead with
minimum cost and simplified management to enhance QoS requirement and hence
improves customer satisfaction, Guaranteed SLA and Network Efficiency.

e Defined as a modern variant of source routing, segment routing simplifies the network
by removing network state information from intermediate routers and placing path
state information into packet headers. When a packet arrives at an SR ingress node,
the ingress node subjects the packet to policy. The policy associates the packet with
an SR path to its destination. The SR path is an ordered list of segments that connects
an SR ingress node to an SR egress node. This SR path can be engineered to satisfy
any number of constraints (e.g., link bandwidth, minimum path latency).

e Besides greater simplicity and reduced operations costs, the real force driving
adoption of segment routing is the coming of 5G. New 5G services will have various
requirements for bandwidth, latency, reliability, and security that can be served by
placing computing engines underlying network fabric that can be wisely engineered
to deliver those tough requirements without adding operational overhead.

Segment routing is a Simplified Approach to Traffic Forwarding. It simplifies operations and
reduces resource requirements in the network by removing network state information from
intermediate routers and placing path information into packet headers at the ingress node.
With the implementation of new technologies like 5G, the Internet of Things (loT), and
Artificial Intelligence (Al), the need for increased computing capacity at the network edge is
growing. This growth is putting increased strain on the IP connectivity and protocols that
“glue” the Internet together. The instantiation of SR architecture over the MPLS data plane
requires less control plane protocols: There is no need to pre-establish tunnels and the per-
flow states are maintained only at the edges of the network. Therefore, no signaling protocols
such as LDP and/or RSVP-TE are required. Consequently, the number of states maintained

in the network is considerably reduced and improved QoS.
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Although the thesis has achieved all the objectives set in Chapter one, there are some issues

to be addressed in the future. These issues are:

e Study the effect of interconnecting SR-domain with LDP only capable routers on end-
to-end QoS as most of the router especially in the access domain may not be SR-
MPLS capable this can include the case of Ethio-telecom. But First, it is better to
identify types of the router (or devices) used in the access domain. The access devices
must be tested if they can support MPLS and SR-MPLS.

e Implement and analyze Segment Routing Traffic Engineering (SR-TE) on unified SR-
MPLS networks to further enhance QoS.

e Analyze the effect of using SR-TE on resource utilization and further improvement of
QoS relative to RSVP-TE.
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