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Abstract
Web content management systems are important and useful options for users to publish their content in the internet. With their popularity WCMS are targets for serious security attacks. The vulnerabilities they have are the easy way in for attackers. Outdated and vulnerable WCMS plugins and themes created by different developers are also exposed to attacks. Using weak passwords by the website operators also expose their account to be vulnerable for different types of security attacks. 
To lower the security risks on websites, there are different security measures one can take prior to deploying the website to the internet. But other than that, regularly monitoring the security of the website is essential. The security attacks aiming WCMS are mostly to affect the integrity of the web content in the websites. Different techniques are suggested to perform content monitoring. Each approach uses different procedures to monitor the security status of the web contents. The existing approaches have limitations, for example, web content integrity is compromised by changing the content and sometimes it is required to check content changes based on specific characteristics to identify attention worthy changes and existing approaches lack a way to include this features in the process of monitoring.
This research work is intended to incorporate the content security breach features and behaviors the organizations or owners’ of a website state for their web content in the form of rules, and use it as a knowledgebase and design a system model for it. The system model proposed in this research for web content security monitoring composed of seven main parts. Including this rules in the process of change detection and classification enhance the overall monitoring process.
For evaluating the designed system model, we implement a prototype to show how the model performs and we use as a sample CMS websites from random sector organizations under the Addis Ababa Communication Affaires Bureau. The result we get shows that, based on our prototype, most of the content alterations are detected and collected based on the rules we set on the knowledgebase. 
Key words: Content Management System, Website, Change Identification, Change Classification, Monitoring, Web Content Security Monitoring System Model
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[bookmark: _Toc8360268]: Introduction
1.1 [bookmark: _Toc8360269]Background
Nowadays a lot ofEvery Organizations  nowadays make uses of web technology to make their their service or product available to its their customers or to the public. It’s not uncommon for In some organizations which have more than one office for the same type of work, but in a different location they use different websites for each office. big corporations and governmental organizations to have multiple websites, each addressing a specific requirement from the list of services and/or products the organization provides. Additionally, websites are good choices to inform the user about latest addition on organizational service or product or achievements [1]. These websites can be deployed in different locations and are administrated by different units of the organization. This mean the websites are physically distributed over different locations and the information they provide varies from one another.
To ease the development and maintenance of websites many organizations use Web Content Management Systems (WCMSs). Web CMSs are specific type of the more generic CMS, here and in this document CMS means WCMS and it is commonly used in the industry to mean the later (WCMS). CMS is a computer application that supports the creation and modification of digital content, focused on web content creation and administration [2]. By their nature, Content Management Systems (CMSs) support the separation of content and presentation. This enables content creators to focus on content creation without dealing with the way it is presented. This is possible because CMSs often provide a word processing application like editor and the presentation format handled separately through templates and style files created separately [1] (often before the content is created) by web development professionals. 
CMS features vary widely regarding the way they manage contents, required cost for customization, user interaction and so on. Most CMSs include web-based publishing, format management, history editing and version control, indexing, search, and retrieval [3]. Organizations may develop their own in-house CMS or may use off-the-shelf solution. The choice of developing custom CMS or using off-the-shelf product depends on organizational requirement like, and a number of factors including the type of content they plan to create, skill level of the content creators and website administrators, cost associated with the CMS, quality of the CMS as a software, the complexity of the CMS, availability of skilled manpower in case there is a need to hire and request support from outside of the organization and so on. In general, it might be impossible to find fit-for-all CMS and organizations should choose the appropriate approach and tool based on their specific requirement [1]. 
Having many websites under an organization requires a way to monitor them centrally. Higher body’s with this responsibility wants to make sure that the content on the websites are up-to-date, available and accessible with in a given moment. And also controlling who is responsible for the operations of activities regarding the websites should be possible; also following up the security status of those websites can be possible by monitoring. 
Website changes can be structural or content changes, where the structural changes primarily occurred on template level and the content changes are the insertion, deletion or modification which occurred on textual element [4]. The change that can occur in web content can be proper change, which is a new information post or an approved content modification on existing content. These types of content changes are not the concern, rather improper change on web contents, which should be considered as a security issues are the main focus area. These types of web content changes aim on affecting the integrity and availability of the content.
By having a system which challenges the above mentioned requirements, higher responsible bodies will be beneficial because this really helps on monitoring the risks and security issues regarding web content securities. Previously done researches and studies suggests different solutions to detect content changes in web content. The approaches suggested by these studies mainly concentrate on detecting the occurrences of ethical changes for the purpose being alerted when new content comes or the existing once updated. But if web contents are modified by security breaches, their solution doesn’t state and no way is indicated to characterize the security issues related with the contents based on custom requirement.
From the commonly known web content security variables, confidentiality, integrity and availability, the last two requires a serious attention when it comes to content management systems. If once a websites security is compromised, then it causes a great impact on the integrity and availability of the website, which is the main reason for user disappointments. So knowing when there is abnormal activity on a website will help the responsible body to take actions before the damage spreads and here is where the concept of monitoring websites comes. Monitoring is the process of observing or checking the progress or quality of something [5] and also detecting abnormal behaviors of a system. Monitoring a website for any security issues regarding the content it presents is one way to know and take action on risks which affects the integrity of website content.

1.2 [bookmark: _Toc8360270]Motivation
The city government of Addis Ababa has twelve bureaus [6] and ten sub city administrations. Each of the sub city administrations has a corresponding office for each of the city level bureaus and a number of Woredas which have a similar structure with offices corresponding to the sub city offices. All of these offices and administration units have one or more websites serving numerous purposes independently.
Legally, the Addis Ababa City Communication Bureau is tasked with monitoring, controlling and administering all websites at the highest level while the respective IT departments of each office, that owns the website should handle day-to-day website content or any website related administration [7]. Having this in mind, the AACAB as a higher responsible body, has a responsibility to easily collect security issues related with what information is available for the public from all websites without the need to involve offline communication with the administrators of each website. And also it can make any security checks on each website to follow up the activities.  
Purpose of this work: 
’s jurisdiction.

The main  motivation for this research is that, in the current development of technologies,  organizations are engaging in publishing information using electronic media specially websites. For checking whether the contents of a website are up-to-date, accessible and also available can be difficult. For organizations like Addis Ababa Communication Affairs Bureau, which administer several sector organizations under it the difficulty increases because there are many websites to monitor. Most solutions available did not include a way to identify fraudulent content changes from the real web content changes. So a solution to follow up the security and availability of the content in the websites will be important and more usable. Making sure that the integrity of the website content is maintained, reduces the damage that can occur in the organizations reputation. Existing similar situation in AACAB motivates us to find a solution which makes the overall website content monitoring possible based on specific requirements.
The main question of our research is that “How does the security of web contents can be assured by monitoring fraudulent content changes based on predefined rules?” And we hypothesized that, if we have a system model which includes knowledgebase in it and supports observing changes on websites regardless of their development technology, then investigating and monitoring websites will be easy.
1.3 [bookmark: _Toc8360271]Statements of the Problem
Contents in a website can change frequently for different reason. Those content changes can be authorized or unauthorized changes. Authorized content changes mostly performed to update the information on the websites by authorized person rather unauthorized changes are mostly made to affect the integrity of the content for malicious reasons by attackers. The later types of changes are changes which are considered as a security attack on the reliability of the web content.
There is a demand from website owner’s side to have a way to monitor the security of their website content. And some owners have their own policies to govern what kind of change to allow and what kind of changes to alert depending on their specific need. Different types of content can be post on a website to inform the user. Based on the content type the changes which can occur vary but this doesn’t mean that all detected or identified changes can be important for the user. Some changes can be irrelevant and some of them can be very important, which also need a quick action to be taken because they can be a very serious security breaches. A lot of researches have been done on the website content change detection mechanisms and most of them are currently being practiced. But the main gap in each research is that, those researches don’t consider a knowledgebase in their solutions as a guiding and leading mechanism. The approach for them to identify change is rather based on common difference scenarios and ways to classify the changes as relevant or irrelevant are not included and those include [8] also doesn’t have pre-defined rules. They rather use basic change level parameters, like how much of the content is changed like conditions. 	Comment by Tgsweet: 
For example, the Addis Ababa City Communication Bureau is as signed to monitor and administer websites of Addis Ababa city administration at the various levels. In order to achieve this, the communication affairs bureau is currently observe the activities in all developed websites by browsing the websites and check there availability or by informally communicate with the responsible individual personally. To go forward this way is not feasible. The requirement AACAB has for monitoring the websites is not only to check the availability. But also to control the integrity of the contents posted on the websites and to make sure that the information presented there follows policies the bureau sets for website contents. The sector organizations through their IT departments develop their websites using different CMS technologies available. In order to perform the above mentioned tasks what the communication affairs bureau takes as a solution is, migrate all existing websites and the new ones to one technology, which is Liferay. But migration comes with its own drawbacks like it requires a lot of professionals on the specified technology experience and it is not advisable to force all sector organizations to practice similar technology. If any security or other issue rises with this technology, all websites will be compromised. Additionally they are migrating to Liferay which has its own limitation considering their requirement like; it requires a lot of professionals on the specified technology experience and it has a learning curve and requires a huge resource for central server. In the future, sector organizations IT departments can use any available CMS for their website development. 
In response to this problem, our study proposes a system model for monitoring web content security issues and makes a classification on the detected changes based on pre-defined rules and policies prepared prior. We consider including the user in the process of classification additional to the pre-defined rules in order to make the classification process flexible for some logically acceptable modifications.


1.4 [bookmark: _Toc8360272]Objectives

General Objective
 as a superior organization regarding the communication aspects of the Addis Ababa city it will centrally control the distribution of information from all sector organizations. Having this in mind tThe general objective of this research is to design a web content security monitoring system model for web content management systems..
Specific Objectives
In order to achieve the general objective other specific objects must be addressed. These are
1 Conducting analyses on literature or state-of-the-art with respect to web content monitoring and on the applications and features of known CMSs
2 Identify and study current CMS technologies and their detail features and limitation those relate with this specific research 
3 Identify common web content security issues and their counter measures
4 Review and identify 
5 will be identified and studiedweb content change identification techniques
6 Identify web content classification techniques
7 Further investigation  on the existing problems will be under taken
8 problems to be addressed with this research and future works will be identified
9 Propose a solution and design a system model for it 
10 Implement a prototype to evaluate the proposed solution
  will be designed 
1.5 [bookmark: _Toc8360273] Methods
With the aim of achieving the research objectives outlined above the following methodologies will be applied. 
· Literature review will be done on related fields with this research. 
· Detailed review will be done on the area of web content and web content security issues. Mitigation techniques and monitoring ways also will be studied in detail.
· Web content changes identification techniques and content change classification methods will be studied in detail. 
· Appropriate methods and techniques will be identified to design the web content security monitoring system model.
· Open source tools to use and programing language to implement the prototype will be selected.
· A prototype based on the proposed system model will be implemented for evaluation purpose. 
· The implemented prototype will be tested using sample data.
1.6 [bookmark: _Toc8360274]Scope and Limitations
This research will design a system model for monitoring content management systems web content security. This research main concern is the content security concept and also detailed monitoring techniques regarding content security will be discussed and a system model will be designed. The content types covered in this research for evaluation purpose are text contents in PDF and .doc format, HTML contents, video and image. But semantics based content changes for all the content types (text, image and video) are not considered in the evaluation.This research will take maximum 1 year to finalize it.
1.7 [bookmark: _Toc8360275]Application of Result 
The result of this research will be applicable in the city of Addis Ababa government organization. The AACAB will be the first to be benefited from the system, and then next other organizations regarding their requirements will be benefited from this research. Even though the base scenario was taken from AACAB, it can be genericapplied to governmental and non-governmental organizations with similar requirements..
1.8 [bookmark: _Toc8360276]Thesis Organization
The remaining part of the thesis is organized as follow: - Chapter Two presents the literature review in which where the literatures analyzed in the research will be discussed. Chapter Three presents related works done on web content monitoring, system monitoring as general and also in web content security. Chapter Four describes the proposed solution with the design of a system model for monitoring webistes content security in depth. Chapter Five describes prototype implementation and evaluation results for the suggested solution and a brief discussion on the contribution and impact of this research is covered. Finally, conclusions and recommendations are covered in Chapter Six.
[bookmark: _Toc8360277]: Literature Review

2.1 [bookmark: _Toc8360278] Introduction
Now a day’s organization implements and uses web sites to make their service or product reachable for their customers. Organizations that have such kind of system for information distribution should have a monitoring and controlling mechanism for the contents of each website which focuses on the security of the web content.  Following up the activities in each CMS helps those who are responsible for decision making by providing the overall activities of each available CMSs under it. The concept of content security monitoring covers a wide range of areas and can be done in different techniques. During our review on some monitoring tools, they basically concentrates on monitoring resource performance, network performance, software monitoring, system monitoring and security event monitoring. Our research mainly focuses on monitoring and controlling content based security breaches on Content Management Systems. For controlling content log information most CMSs either have a built in log management feature or allow the use of external log management plugins to be used. 
The term monitoring might be highly related with monitoring resources for performance and load balancing issues which are of course an important matter, but another concern which is as important as the previous two is the security of the contents on the website. In order to design a system model for monitoring the security of the contents in web content management system, we should have to first understand CMSs and website security issues as a whole and then explore common monitoring approaches and techniques in monitoring content securities in CMSs. The rest of this chapter is organized as follow; Section 2.2 describes the Content Management System and its common technologies   and security risks related with it. Section 2.3 discusses the concept and types of web content in general. Section 2.4 discusses web content security with relate to website and webpage security. Section 2.5 discusses the concept of web content monitoring and the monitoring modes to be applicable in the process of change monitoring with briefly discussion on the concept of classification and best techniques regarding change classification and finally Section 2.6 will summarize this chapter.
2.2 [bookmark: _Toc8360279]Content Management System
Content management is the process of creating, updating and managing content, which are the life cycles of content. A system which allows such kinds of activities to be performed on content by providing the necessary setup is called Content Management System (CMS) [9]. Content management gives a better use of information by providing the owner full content ownership and re-usage of contents, which helps in minimizing costs related with content management and by using audit trials: - accountability is assured and also content representation consistency is granted. All mentioned advantages of content management can be achieved using CMSs [9]. CMSs can be built from scratch or can be accessed in both free and proprietary form on the market. Another one is to use offshore CMS solution providing companies, in which, if there is custom requirements which are not be fulfilled by using the available CMSs, it can be achieved by outsourcing it for offshore development companies available [1]. CMSs can be found in to three types based on their architecture and they are traditional or coupled and decoupled and headless [10].
· Traditional or Coupled: In this types of CMSs the backend and the frontend portion of the website exists in the same system, which means, any change the editor is making is performed on the portion in which the visitor going to see. Also all the information in the website, including customization and design information is stored in the backend of the system.
· Decoupled:  In this type of CMSs the backend and frontend portion of the CMS exists in a separate system and whenever the editor changes a content it doesn’t bother the visitor and any content creation or update from the backend published to the frontend through an API.
· Headless: This type of CMSs are somehow similar to decoupled types but doesn’t have a defined frontend portion rather any content creation and content operation is published to a web-service or an API to transmit the content to any system which is connected the Internet, e.g. website, an app or any device.
Different CMS are available on the market with a lot of unique features which differentiate one from the others; Table 2-1 states a short description about the four most known and used CMSs, Joomla, WordPress, Drupal and Liferay.
[bookmark: _Toc8360340]Table 2‑1: Joomla, WordPress, Drupal and Liferay CMSs
	CMS Name
	Description

	Joomla
(Coupled)
	Widely used CMS written in PHP and very easy to master and have many extensions in its site to extend its functionality. Additional features like monitoring and controlling activity log can be done using external extensions. Like other content management systems (CMSs) it has its own drawbacks like for systems with large number of visitors server resource and efficiency will be an issue and also for some plugins to work it might require a serious of modification on the PHP code [11] .

	WordPress (Coupled)
	Broadly used CMS developed using PHP and MySQL. It is designed to be very user friendly and easy for beginners. With its own templates, plugins and additional features and it is supportive for mobile applications also. The major vulnerability of WordPress is that most commonly used external plugins are vulnerable for hackers with simple hacking techniques and this leads to attack on sensitive information of companies [11]. 

	Drupal
(Coupled)
	Drupal is also widely used content management framework written in PHP. It works as a back-end framework for many websites around the world. It has its own advantages and disadvantages; the most feasible disadvantages are complexity to master up and vulnerability for SQL injection because of most of its modules available is outdated [11].

	Liferay
	It is a kind of portal frameworks on the market which offers different functionalities in the area of website development, website personalization, website customization and workflow under secured and administrated environment. Liferay integrates a lot of commonly used tools like blogs, message instantaneously, social networking and so on with it to empower users.


The content in which an editor create, publish, edit or modify using CMS can be called web content, an information exists on a website in the form of text or media (image, video, and audio) to provide information for the user or as [12] describe it, web content is “the stuff in your Web site”. A visitor visits a website to get information about something, where this information exists as content in different forms of representation. Depending on the type of the website the web content it represents can also be different. Some kinds of web contents which exist in a website can be
· News : provide information, fact, report or headlines about current topics
· Education : provide self-improvement and personal development information
· Entertainment : information on people and fun topics 
· Social Media (Community) : a group of people joined by common interest
· Narrative: fictional or non- fictional narrated stories and so on.
CMSs can be proprietary or open-source and it has other derivatives like ECMS (Enterprise CMS), DAM (Digital Asset Management) and others. To allow content or file sharing between CMSs there is a standard called Content Management Interoperability System (CMIS). CMIS is an open standard to integrate different CMS over the internet. It provides common data model, which only describes the objects, methods and what you can do with them but not the technical detail how the integration is done, and it uses services for adding and accessing documents from multiple repositories, which can contain different kinds of data and can be in different physical location, and with different capabilities. CMIS data model covers selected aspects out of all the typical features of a common CMS repository and it mainly works on allowing interoperability of different CMSs over repository level which means each CMSs repository implement a common data model and it will be able to integrate with other CMS which also implement the same data model. Every repository will be accessed through RepositoryId using a RepositoryService [13] [14]. Any access to the CMIS from any client needs a URL. It uses two different bindings, one is RESTFUL Atompub based and the other is SOAP based for web services. The current available CMISs are developed with the collaboration of large CMS vendors like Microsoft, IBM, and Oracle and so on. The development of CMIS reduces the cost companies spent to buy external applications for sharing content from one system to another. 
2.3 [bookmark: _Toc8360280]Content Security
The concept security covers a wide range of issues related with websites, but in our case content based securities are the main focus area. Integrity of web content can be compromised by changing the content illegally, which can be modification, insertion or deletion [4]. This can happen in different web content types which include images, text content and also video contents. A given CMS can manage these types of contents to represent information, so CMS content security monitoring must embrace these types of content type’s security. The security of website content first depends on the security of the website as a whole and the security of the webpage which holds the content. Once the security of the website or the webpage is compromised it easy for the content to be compromised too. Additional the web content itself other supportive information sources also should be secured, for example knowledgebase. To protect supportive information sources different techniques can be applied. Some of the major counter measures to be taken are discussed in [42] in detail. To mention some of them:
· Make sure physical security
· Use database and web application firewalls
· Encrypt the data and 
· Implement tight data access management 
· Monitor database activities regularly
 The following subsections 2.3.1 and 2.3.2 describes about the security issues related with website and webpage respectively and section 2.3.3 will discuss those security issues which directly relate with web content. 
2.3.1 [bookmark: _Toc8360281]Website Security
Having in mind that CMSs are used for managing content, they are the target for hackers and attackers as a whole. So any possible security hole must be investigated and fixed prior to deployment and also if one is detected later, serious measure must be taken. But even though most known CMSs developed with greater security protection, there is still some vulnerability exists. A report [15] try to list out some common security vulnerabilities detected, but it is mentioned on the report that, some vulnerabilities might not only be directly from the CMS side rather from the operating system in which the CMS deployed and also they can be inherited from web technologies, server environments and protocols the system uses as well and they are 
· Privilege growth abuses: - which let the attacker escape non-admin user authentication and get access on the targeted environment.
· Lack of verification of parameters and contents: - these allow cross-site scripting (XSS) attack.
· Remote execution environment: - opens a backdoor for attackers to gain full console access to the target environment.
· Lack of parameter sanitization: - allow SQL injection and the attacker can directly manipulate database by sending SQL commands.

Running outdated Content Management Software’s is also a common vulnerability of most CMSs [16]. These are the security issues as a whole in the CMSs and also other security vulnerabilities related with websites are also major concerns like the use of outdated applications (plugin, extensions, etc.). 

As a solution to mitigate such issues from occurring different types of measures can be taken in advance and also after the initial occurrence. The security measures to be taken depend on, what the issues are and what is the final outcome expected [17]. Security measures to take to protect a website can be; 
· Performing website security audit periodically
· Use intensive website weakness fixing solutions available on the market 
· And most importantly design and develop websites with highly organized manner from initial coding to the final stage of the deployment [18]. 
Websites are collection of web pages and web contents, in which are the main targets for serious security attacks especially content aiming risks.  

2.3.2 [bookmark: _Toc8360282]Web page security
Web page security is somehow granted when the website as a whole is secured. Websites communicate with the web servers mostly based on the activities or actions performed on the web pages by the user. These activities include logging, registering, commenting, clicking etc. and on this process information sent from the client side to server side. Using these input controls and methods an attacker can send random script texts like in Cross-site scripting and manipulative codes to the database like SQL injection, which can cause a serious damage on databases and also on system integrity [17]. Web pages can also be a target for a phishing attack in which a phony similar web page will be created by the attacker and attached to the original website and all sensitive information provided by the user will be held by the wrong person [17].  Using the vulnerability exists in website, different types of attacks can happen [17], and some of the common once are discussed below:- 
· SQL Injection Attack: - An attacker manipulates the database by sending maliciously-created request from the website to the database. By doing this an attacker can access sensitive data and also can delete or falsify existing data in the database. For example let’s say a website has two input fields for entering a user name and a password and then at the back, using the given information there is an SQL query that checks the credential validity from tblUser and grant access or not, based on the response.
SELECT tblUser.Username
FROM tblUser
WHERE tblUser.Username = 'Username'
AND tblUser.Password = 'Password'





But an attacker can insert malicious code in the password input field like (password' OR '1'='1) and the SQL query will look like this
SELECT tblUser.Username
FROM tblUser
WHERE tblUser.Username = 'Username'
AND tblUser.Password = 'password' OR '1'='1'



By this the attacker will be granted access to whatever needed the verification for because the last condition always return true.
· OS Command Injection Attack: - An attacker executes accidental OS command through the website; by this an attacker can view or delete files on the server, can execute malicious programs and misleadingly manipulate the system.
· Directory Traversal Attack: - When unnecessary files for the user become visible on a webpage; it can be because of error messages, then an attacker can use that to traverse directories and access files in which he/she is not allowed to access.
· Session Hijacking: - Improper session management led an attacker to steal valid user session ID and get unauthorized access to sensitive information by pretending to be the valid user. By this service intended for the valid user will be available for the attacker, for example unauthorized money transfer.
· Cross-Site Scripting Attack: - An attacker tries to execute malicious script in the website without anyone noticing and it mainly affects the website visitor and a fake web page is displayed on the real website. An attacker can also use the affected website to propagate the attack into other web sites.
· Cross-Site Request Forgery Attack: - An attacker sends a request as if the request is sent by a legitimate user and makes the user to perform malicious activities without their knowledge and this allow the attacker to access and modify content allowed only for properly logged in user.
· HTTP Header Injection Attack: - An attacker can insert invalid HTTP response header values and as a result the returned web page can be a phony web page or malicious scripts might be executed and other kinds of unwanted and faulty responses can be returned.
· Unauthenticated and Unauthorized Access Attack: - By the lack of strong and good authentication mechanism a website implements or uses, an attacker gets unauthenticated or unauthorized access to sensitive information.



2.3.3 [bookmark: _Toc8360283]Web Content Security
The concept of content security varies from organization to organization depending on the type of content they have. For instance, some organizations can consider content security when it comes to confidentiality others might consider content alteration and others might also consider other types of content changes as a content security issues. One of the common content security issues websites encounter is XSS (Cross-site scripting) which is an issue occurred if the web page is not secure enough for such type of attack as mentioned in Sub Section 2.3.2, and it’s an attack on a website by inserting malicious scripts on the HTML document on a website or by loading external contagious script from another infected source [19]. For preventing inserted malicious scripts from executing a Content Security Policy is introduced by the W3C working group, and it is supported by most recent browsers [20]. 
Content Security Policy (CSP): - is a W3C specification used as a tool for developers to protect their website from any kind of code injection. It also instructs client browsers to which resources to load and which to ignore. For specifying these rules CSP uses a concept called “directives” in which the loading behaviors specified. CSP works in in-depth security, but it is not a replacement for input validation or output encoding [21]. CSP is defined in HTTP header to tell the browser which to allow and which to ignore. By implementing CSP main malicious code injection can be mitigated, for instance, dynamic code execution from untrusted source, the application and execution of inline style and inline script and also it can give a policy framework for restricting application privilege and also there is a reporting mechanism to notify when there is exploitation [21]. The header consists of the name Content-Security-Policy and one or multiple policies. The Syntax looks like the following:- Content-Security-Policy: <policy-directive>; <policy-directive>



The Policy-directives can be fetch directives, document directives, navigation directives, reporting directives and others, which governs from where to fetch resources, which document property to work on, which location a user allowed to navigate and how to control detected CSP violations respectively [22].
2.4 [bookmark: _Toc8360284]Web Content Monitoring 
Monitoring is the process of observing or checking the progress or quality of something [5]. The concept of monitoring covers a wider area, but when we come to  website content monitoring different characteristics of monitoring approaches or methods determine whether it is suitable for specific requirements or not. For example, if an approach is platform dependent, its support area will be limited. And other characteristics which determine the monitoring approach to use, includes the monitoring feature it covers and the way it notifies when there is a situation which requires reporting by alerting. 
2.4.1 [bookmark: _Toc8360285]Monitoring Modes
Monitoring modes are approaches where the monitoring system and the monitored systems interact when there is a change or a situation different than the normal condition. Based on the initiation of monitoring action monitoring mode can be classified as Push mode and Pull mode [23]. In Push mode monitored systems forward their collected change data to the monitoring system. Websites push the occurrences of some sort of content alteration or creation to the monitoring system. In Pull mode the monitoring system queries the monitored systems for any change. The monitoring system requests or checks the websites for any change on the contents or if there is any new information for analysis.
Based on the timing of the monitoring action taken place monitoring can be classified as periodical monitoring and event–drive monitoring [23]. In some cases the monitored systems might be less sensitive to changes, so because of this getting change data from these systems continuously might not be important. At this time getting change data periodically might be the best regarding saving a lot of unnecessary complications, so when a change data communicated between the monitoring node and the monitored data this mode is called periodical mode. This mode can be applicable with Push or Pull mode. If the monitored systems are not that much sensitive for content change then, periodic-pull or periodic-push methods can be used [23]. On the occurrences of an event, which can be a button click or pre-set timing, the latest change data of the monitored systems will be communicated with the monitoring node. This event can be exceeding a given threshold which is configured in advance, then, by using the push or pull mode when the event occurs, the change data will reach the monitoring system and this mode is called event-driven mode. Event–driven push or event-driven pull mode can be used when the monitored system is very sensitive to content change [23].

2.4.2 [bookmark: _Toc8360286]Monitoring Techniques
In the process of content security monitoring, different techniques can be used. In the area of web content change monitoring comparing old and new versions of a content is the core idea behind it [24] and in the process of during this different techniques can be applied and some of the techniques are discussed below.
2.4.2.1 [bookmark: _Toc8360287]Parsing and Hashing
Parsing is a process of breaking down a text or an input into different components and creates a data structure like a parse tree [25]. In the case of HTML or XML documents, parsing will create a parse tree which contains tags used in the specified files. Parsing can be performed in two ways, top-down parsing and bottom-up parsing.
Top-Down Parsing: - Is a strategy for creating a parse tree starting from the highest part which is the root and go down to the more detailed parts which are the leaves for analyzing unknown relationships.
Bottom-Up Parsing: - Is the opposite of Top-Down parsing where starting from the root it grows up toward the leaves.
Hashing is a process of generating value from a string of text using some kind of mathematical calculation [26]. After parsing a given HTML or XML file and created a parse tree, it is possible to calculate hash value for each node in the parse tree. This technique helps when there are two versions of a same document and wants to perform similarity check. There are two types of hashing, XHash and DOMHash and each applied to parse tree nodes for XML and HTML parse trees respectively. XHash used for unordered tree models of XML and the later one for structured tree models [27] of HTML and XML.
2.4.2.2 [bookmark: _Toc8360288]Classification
Classification is the process of categorizing things in some group based on predefined characteristics. From the broad concepts of classification in this section the most common classification technique used in the area of content security monitoring and a type of machine learning technique is discussed and most commonly used method called Naïve Bayes’ Classifier is discussed here.
a. Machine Learning Techniques
There are three types of machine learning techniques which can be used for designing a change classifier [28] and they are:-
· Supervised Learning: - In this technique, there is a prepared training set with labeled class and based on this training set it builds the classifier [28].
· Unsupervised Learning: - In this approach there, is no need for predefined labeled data and it works often using distance and similarity function for creating a cluster [28]. 
· Reinforcement Learning: - In this learning technique a user is required to decide whether the classification is correct or not and the result then used as a learning set for the classifier and the classifier learns the classification incrementally [28].
When there is a predefined rule to govern all the activities on the monitoring of a website content, using a rule based classification technique from data mining is preferable. The Rule-based learning methods follow an approach, where a model is composed by an arbitrary set of decision rules, where each rule specifies a subset of the input space [29]. Rule based classification technique uses decision tree (classification tree) to generate a model that learns to classify changes as relevant or irrelevant. After classifying a given change, it is important to be able classify future unknown changes based on what is learnt, so for such kinds of learning a type of supervised learning techniques will be preferable.
b. Naïve Bayes classifier
 Naive Bayes’ classification technique is a supervised learning technique. The naive Bayes classifier applies to learning tasks where each instance x is described by a conjunction of attribute values and where the target function f ( x ) can take on any value from some finite set V [30]. Naive Bayes’ classifier applies the Bayes’ theorem: -
    				(1) 
Where A and B are events P (B) ≠ 0
P (A|B): the likelihood of event A occurring giving that B is true
P (B|A): the likelihood of event B occurring giving that A is true
P (A) and P (B) are the probabilities of observing A and B independently of each other [31].
Naive Bayes’ classifier predicts a membership probability for each specified class using an available existing data and threat any feature independently [32]. It can be easily trained on minimum data set and learning from a relationship of features is difficult because it considers each feature as independent.
2.5 [bookmark: _Toc8360289]Summary
Content Management Systems security can be achieved in many different ways, the organizational need and the purpose of the CMS decides which way is better. Once the website is connected to the outside world, there is a high probability of security risk it faces. Whether an organization is small or huge it doesn’t matter for the attackers, as long as there is vulnerability exists, they can exploit to get sensitive information from it or use it as a working point for other attacks. To keep website as a whole secure, serious security measures must be taken starting from the initial stage, which is the development for from scratch developments and during the CMS selection from on the shelf products to the final deployment phase. After doing all the necessary precautions prior to deployment, it is also important to monitor the activities and status of the CMSs after they go live. Depending on the organizational requirement, there are available website monitoring tools available on the market, or if there is the capacity to develop once own monitoring tool based on organizational specific requirements it could be better. 
Content security monitoring covers a lot of concepts. The concept of content by itself is broad and different from one context to another. For one organization video contents might be very sensitive and for another organization text content (e.g. News) can be very sensitive, but in both ways content security is very crucial. Content security monitoring urges the responsible personnel to take action before the damage becomes un-reversible. Different techniques can be used in the process of monitoring CMSs for any content change. The common practice in detecting change on web content is comparing the previous and current version of the content and compares them for any change and this can be achieved by parsing, hashing and comparing the result value for each parse tree node. It’s also possible to predict future changes from what is been learnt from previously detected changes by using machine learning techniques, like Naïve Bayes classifier.




[bookmark: _Toc8360290]: Related work
This chapter briefly discusses previously studied research papers those related to our research area. Different types of techniques to perform website monitoring and content change monitoring have been suggested and here we see what each paper finds and suggest as a better solution for web content security monitoring. For reviewing, we chose published papers and because a lot of work done in the area of content security monitoring, we tried to fix our scope only on those researches which we thought to have a good insight on what is done so far and give an indication for what is left. 
3.1 [bookmark: _Toc8360291]Web Content Security
Content is basic issue to be monitored regarding web security.  Web CMSs has been popular for several years [1], but the security issues related with them are still there. Cosmin A. Con’u et al. [33] study the security issues in most popular CMSs at the time they do the research and clearly state those security concerns exist in most CMS. The main security concerns are data manipulation by compromising data integrity using SQL injections and parameter manipulation and accessing confidential data using XSS and phishing. Code execution, remote file inclusions, directory traversal, remote command execution and file upload are also the security issues with CMS. And for these identified vulnerabilities they suggest possible solutions, like keep CMS plugins updated, regularly backup all related databases and CMS, remove default username and passwords and try to properly implement file permissions and also use plugins or extensions designed to improve such security holes. And also they propose their own solution with GUI with one tab to report an issue a user identifies and the second one to notify back when the issues are solved.
With the rise of websites usage for publishing information, the security risks related with them also growths. To make sure that the content we published on website is secured, different mechanisms are being introduced with a much efficient solution one from the other. CSP (Content Security Policy) is one of the mechanisms used. Shukai Liu et al. [34] studies and highlight the methodologies related with implementing CSP systematically and discusses the security weakness exists in itself. They state what each component on the directive section of the CSP syntax does and the functionalities and security issues each protect from. The security weakness CSP holds also discussed in their study, for example, even though CSP allows specifying which resource to access or load and which to ignore, attackers can use allowed resources as a gateway to bypass the security measure. They propose an algorithm to show what they have gathered in their study and implement and recommend the usage of CSP on real-world web application.
3.2 [bookmark: _Toc8360292]Web Content Change Detection
For a web content to be called modified or to make sure that a change has been occurred, change identification mechanisms must be used. Depending on the content type and the content nature the techniques might vary. R.Kousalya and J.Rubana Priyanga [24] done a research on web page change identification or detection through machine learning algorithms and on their work they propose a solution by using Arti-Q algorithm for reducing web request timing. In their work, they state that finding a change between different versions of a web page was a core idea behind web page change identification and detection systems. Their solution works, first it accepts URL of the web site which is needed for checking then, a web crawler will return the crawled pages and from the crawled page a section selection will be performed in which the change checking will take place. For the selected section a tree will be created and then it will be compared with the previous version. After the comparison, the result will pass through Arti-Q algorithm for performance utilization and the result will be stored and displayed in the user interface with the identified changes highlighted. 
The work done by Gr´egory Cob´ena [35] has the concept of optimization, which is a process of avoiding expensive computations and they suggest applying their solution for HTML documents by XML-izing them. Normalization of the XML document was a main task of this work, because where to look for change must be known prior, so the XML documents must be regulated accordingly. To represent the changes between the two versions of an XML document, it constructs a delta. Using the bottom-up and top-down traversing, both old and new trees are traversed and matched if their parent’s match and have the same level name.
Cai et al. [27] work somehow follows similar approaches with the above work and compares XML documents for detecting any content change. For this, they parse two XML files into two trees and by understanding the hierarchical structure in XML and by computing the hash function for each node in the two trees they compare the hash values and the result decide whether there is a change or not, if change exists, it will be forwarded for relevancy check. They choose Xtree over DOMtree and Xhash over DOMhash because DOMtree and DOMhash used more for structured document, but the first ones for unstructured documents. By introducing the concept of node signature, which is the value of the hash function for a specific node they argue that, using unordered tree model is more suitable than that of ordered tree model but with by compromising relative simplicity. This means in our case CMS’s are developed using structured HTML language and DOM based parsing and hashing will be rather effective. 
The other type of content considered in our research is an image and to make sure that whether a change occurs in an image or not [36] suggest pixel based change detection technique. In their work they proposed if how much detailed change is considered as a relevant change should be known earlier; because when considering image similarity, images with pixel intensity difference can make the images to be considered different. Performing normalization of the pictures reduce the risk of differentiation similar images not similar because of pixel color intensity. On the other hand [37] done their work on video similarity detection using video signature and they propose a solution by using video signature and work on frame by frame of the two videos. The video signature consists of frames that make up the video and to compare two videos and calculate their similarity distance frame by frame comparison works best. Video similarity is a multi-level task because it is performed frame by frame which is a video-shot-keyframs [38] and their work is basically retrieving a similar video for a given one from a large video repository.
Similarly, web content change detection should be efficient as much as possible because the size of the content can be a lot. H. P. Khandagale and P. P. Halkarnikar [39] proposed a solution for checking a change on a text part of a website. Similar to the above papers, they use two versions of a web page and the text nodes of both web pages HTML are changed to XML then into a tree using DOM structure. Each node in both trees has a signature value calculated using Hash () function except for the internal nodes which signature value is the sum of all of its children nodes signature value. Then both versions root node signature value compared, if they have equal value which means they are identical or there is no change, otherwise it means there is a change so the comparison continues to the leaf nodes and when the change is detected it highlights the change. 
Different ways and approaches have been done on web content change detection and most related works we reviewed follow somehow similar approach but with the aim of optimizing the change detection. Divakar Yadav et al. [40] Propose their solution to detect both structural and content changes by comparing previous and updated version of a website. For structural change detection they use a tree structure and check levels on the tree for insertion or deletion by traversing the whole tree. On the other hand to detect any content change on the website they use the ASCII value of the characters on the texts, which can be the value in the paragraph or heading. If the sizes of the text based contents represented are not that much huge characters ASCII based calculation and comparison for change can be efficient and this is what they state on their evaluation.
The requirement to check only the changed part of the website growths, because spending time and resources on unchanged areas of a website is unnecessary and for this K.S. Kuppusamy and G. Aghila [4] propose a segmentation based web change detection model. The main objective of their model was to guide the change detection process based on user-specific informational requirement. The change detection handled in two steps, the first step is segmenting the two version web pages into smaller components and compute each segments hash value and compare and if they are not equal this means that there is a change, so on the second step using node sequence-based and edit script tree based comparison performed and the real changes are detected.
3.3 [bookmark: _Toc8360293]Web Content Change Classification
Detected changes can be important depending on the motive of identifying them. So, there should be a way to differentiate the relevant and attention worthy changes from irrelevant and harmless changes. Kevin B. et al. [8] [41] Propose a solution on their research for detecting the change on a website either threatening or nonthreatening. In order to do this they propose a framework called Delta framework which checks if there is any change on the website by comparing it to its own previous version. The previous version of the website can be stored in a local database or can be accessed through online Internet archives. The similarity of the two websites is defined using a fuzzy tree difference algorithm, which also differentiate the relevant and irrelevant changes made on the website based on the parameters given. To avoid unnecessary analysis on already been identified changes some way of clustering is applied to group similar changes and use them for reducing redundant analysis load on the analysis engine. The change discussed in this work was mainly on the HTML structure not in the contents stored inside in the HTML tags. How they think which change is important or not important is determined by measuring the weight of the change, for example, if the change occurs in a single character it is not relevant. And also image and video changes are not included or not clearly stated how in their work and basically, their solution works on an HTML document on the website.
Giuliano Antoniol et al. [28] studies on classifying issues occurred in browsers as a bug or non-bug categories. In order to achieve this a classifier is designed using  a supervised machine learning techniques called Naive Bayes Classifier, classification tree and Logistic regression and train it using the issues registered on a so called BTS (Bug Tracking System). From the posted user issues, corrective maintenance like issues are classified as Bugs and the other issues like enhancement and refactoring related once are classified as a Non-Bug. A bug is a visible and non-designed event from a user point of view.
From the above reviewed papers we learnt that, web content change detection can be achieved in different approaches, which approach to choose depends on a specific requirement. Different optimization techniques also studied related with the detection techniques. The most common content change detection methods which are used by most of the reviewed paper are using tree structure for comparing the previous and current version of a web page for change identification. 
Main thing we understand and consider as a major gap on those papers is that, all reviewed papers consider content changes from the angle of following up dynamic websites with information update, not from security threats point of view, and for that the way and techniques they apply focused on notifying whether there is a content update or not regardless of security wise concerns. Our research main objective is to detect and identify fraudulent website content changes and classify them from security point of view based on the characteristics set in advance.
3.4 [bookmark: _Toc8360294]Summary 
When thinking about anything that connects to the internet, security must come into consideration before proceeding. Making sure that, the environments we are connecting to be secured to protect us from any danger or attack that the internet holds must be the first task. As a website owner one must check, monitor and control the activities taken place on the website carefully and should take a serious measures on the weakness and vulnerabilities of the website.
Websites available on the market uses different techniques to keep log information about activities performed on the content, and in doing so, some CMSs uses external plugins which provide the logging service and others use their built in file to keep all activity logs on the CMS as a separate file. But this might not be enough when we come to content security, using this information and other additional information alerting any suspicious activity in CMS is important and useful. 
Monitoring web content security is not an easy task. And if the requirement for monitoring is mainly content security most of the above reviewed papers don’t cover it enough. The main objective of our research is to design a monitoring system model for web Content Management Systems (CMSs). By controlling and monitoring is mainly to mean the security of the content of the CMSs and availability of the CMSs. But the reviewed papers basically cover the monitoring and detecting of content changes in the sense of updating new information but not for content security assurance purpose. This indicate us that there is a gap in the area to have a content security monitoring solution which performs based on predefined and prepared rules and policies. 


[bookmark: _Toc8360295]: The Proposed Solution
4.1 [bookmark: _Toc8360296]Introduction
The main objective of this research is to design a monitoring system model for content securities for Content Management Systems. For the identification of content based changes and for content change relevancy classification this research proposes a system model. The following sections discuss the proposed solution, Section 4.2 discusses the design issues and assumption considered during this research and Section 4.3 states the proposed solution and its components in detail. Section 4.4 summarizes this chapter.
4.2 [bookmark: _Toc8360297]Design Issues and Assumption
The process of change classification might not always get suitable classification due to the fact that the classifiers works based on specific situations, but in some real world scenarios this might not be the case, so we include a way for the user to check the change grouping and interfere on the classification. We assume that monitoring will be scheduled for daily, weekly, monthly and annual basis. Any timestamp considered in this research assumed to be the same, which means machine time differences are ignored.  If there is any directory change because of something went wrong on the server, it is not considered in this research. 
The proposed solution assumed to follow standard security measures in the front-end application module which include, use string password and store the password using MD5 hashing technique in the database. In our research, we integrate a Knowledgebase of predefined organizational policies and rules regarding content change for the process of monitoring. And unlike others, we consider and stored both relevant and irrelevant changes list which helps us to classify changes later on the classifier in a much better way. Websites can change regularly because of advertisements or feeds in a presented page, but most users are interested in the changes in the main content, so advertisement content changes are not considered in this research. Audio file change detection is not included in our study because it requires in depth analysis which is out of our research scope.

4.3 [bookmark: _Toc8360298] The Proposed Model
In order to achieve our objective, we design a system model and Figure 4-1 shows the proposed system model for monitoring web content security for Content Management Systems. To come up with this model we identify the main components required in the process of web content monitoring from related works we reviewed. This leads us to find where our additional features should be added. We use three-tier types of architecture to set up our model in a way to meet our objective. 
In the system model, high level overview of the main components in the system is presented. In the presentation layer UI component of the system model is stored and the application layer consists all core functionality components. The third layer holds data layer where all information storage components are set, which are database, file system and memory cache.
The proposed system model contains the following main components:-The KnowledgeBase, Front-End Application, Availability Checker, Change Identifier, Change Classifier, Change Collector and Report Generator. Our solution works based on the pre-set schedules and push alerts and notifications to the user through the Front-End Application when there is a change; in other words event-driven pull mode is applicable here. 
The communication between each component is secured using the appropriate security measure suitable for the respective operation. The data flow is sequential in which after one component completes its task it forwards its output to the next component to continue the process. The information stored in the Knowledgebase can be prepared in-advance in the form of system-readable format. The communication types between the components are different. This communications are retrieval, initiation, giving response, updating, and storing and information exchange. Each communication type depends on the functionality of the component where it is initiated and forwarded.
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[bookmark: _Toc528057155][bookmark: _Toc528057641][bookmark: _Toc532666694][bookmark: _Toc8360323]Figure 4‑1: Web Content Security Monitoring System Model for CMSs

4.3.1 [bookmark: _Toc8360299]The KnowledgeBase
Most of the tasks performed during the monitoring phase require pre-defined policies and rules like an editorial policy. Additional to the predefined rules other information which helps for the classifier module of our solution will be stored in this KnowledgeBase. The KnowledgeBase which is shown in Figure 4-2 consists of two key parts, the MainStorage and ChangeStorage part. 
· MainStorage: this part of the KnowledgeBase is used to store pre-defined rules and policies the organization define in order to be applicable in different phases of the content security monitoring process. The ways and techniques to change policies to rules are out of our research scope. The ChangeClassifier module uses these rules for identifying the characteristics of relevant and irrelevant changes and based on that it will be able to classify unknown changes as relevant or irrelevant. Relevant changes are changes in which characterized as important and which have high negative impact on the services, on the other hand, irrelevant changes include all changes those exists outside the characterization of relevant changes. In order to store the pre-defined policies which exist in text format, it requires additional tools for changing the text to machine learning suitable format. In addition, the list of website URLs which will be used in the process will be stored here prior to any monitoring starts.
· ChangeStorage: this part of the KnowledgeBase is used to store previously detected changes with their classification and other related information like owner of the change and authorization level of the change maker. This change data is going to be used in future to classify similar changes. 
The KnowledgeBase component itself must be secure, for that different types of techniques can be applied with minimal cost. Some of them include using a separate server from the application of the KnowledgeBase or use database and application firewalls or manage database access tightly by using strong password and storing password encryption and salting or by applying account deactivation procedures after a staff leave or move to a different role and also by using database activity monitoring tools [42]. 
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[bookmark: _Toc8360324]Figure 4‑2: The KnowledgeBase
4.3.2 [bookmark: _Toc8360300]Front-End Application
The Front-End Application shown in Figure 4-3 is a web-based application which is used as an interface for the user to communicate with the main monitoring system and also it is used for inserting all CMSs URL on the KnowledgeBase and also for showing the result of the monitoring system using a dashboard. Detailed monitoring configurations like scheduling (daily, weekly, monthly and so on) will be set using this component and also other monitoring related configurations can be set here. During the process of change classification, there will be an interface for the user to decide on change relevancy for changes those need human intervention on the classification. The monitoring system also connects to the outside world like to the internet and local area network through this module. It consists two main modules under it Entry and Configuration and Dashboard module. 
Entry and Configuration Module: this module contains an interface which used for any kind of configuration and URL insertion and also rules and policies will be registered through this interface.
Dashboard Module: alerting and notification about the encountered changes in the process is shown using this interface. During change classification a user interferes in the classification process through this module for classification change.
These two modules communicate to each other in different cases. One, when there is a new website entered the KnowledgeBase through the first module it notifies the Dashboard module to initiate the monitoring again as an alert. Second how the dashboard should present the alerting is also decided from the configuration entered through the Entry and Configuration Module.  
Entry and Configuration Module
Dashboard Module







[bookmark: _Toc8360325]Figure 4‑3: Front-End Application
4.3.3 [bookmark: _Toc8360301]Availability Checker
Availability of the CMS is a crucial first step before monitoring the security of the content. The Availability Checker component shown in Figure 4-4 is a collection of different modules which are responsible for checking the availability of each CMS. In order to check the CMS availability, it send an HTTP request for each CMS, and then check the HTTP header for status code, based on the returned status code it will check whether this specific website is available or not. 
· Website Fetcher: - this module will be responsible for getting CMS data from the KnowledgeBase.
· URL Extractor: - for sending an HTTP request we must get the URL from the data we collect so, this module will extract the URL part of the data. And also this module again receives the response URL after the request it sent and extracts the status code from the URL and passes it for the next component.
· HTTP Request Sender: - to check the availability of the CMS an HTTP request must be sent at some time interval, this task is done in this module and the response of the request per each CMS will be sent back to the URL Extractor for further extraction.
· Status Code Checker: - based on the status code this module gets from the URL Extractor component it classifies the CMS as available or not and store it with its availability status.
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[bookmark: _Toc8360326]Figure 4‑4: The Availability Checker
When a user initiates the monitoring process from the Front-end application the CMSFetcher requests the KnowledgeBase for active CMSs URLs and related information. When the list of URLs are returned from the KnowledgeBase  the URLExtractor extracts only the URL part from the returned information and then the HTTPRequestSender sends an HTTP request using the extracted URLs. When the response for the HTTP request is returned a status code related with each response will be checked and if the status code is between the rages of [500 – 509], then the CMS URL will be added to UnavailableCMSList which will be used by ReportGenerator later in the monitoring report preparation. Otherwise the next CMSChangeIdentifier module will be instantiated by providing the CMS URL as a parameter. The available checker module works per CMS level and according to the pseudo code in Algorithm 4-1 the availability checker works for each CMS it gets from the KnowledgeBase. Most website availability checker systems or tools uses similar algorithm as ours to check the availability of a given URL and the crawler used in [43] works in similar way to detect the seed URL availability and we adopt this technique for availability check of CMS URLs.
1. Input: Website URL address
2. Select CMS related data from the KnowledgeBase 
3. Extract the CMS URL from the data returned from previous step
4. foreach(URLs){
Response = Send an HTTP request using the extracted URLs;
5. If(Response Status code is not in (200,201,202))
{    Add URL to unavailable websites list with its status description 
} Else {
 Add URL to available websites list
}
6. Output: Initiate the crawler by providing available list














[bookmark: _Toc8360344]Algorithm 4‑1: Algorithm for Availability Checker 
4.3.4 [bookmark: _Toc8360302]Crawler
[bookmark: _GoBack]The crawler component of our solution is not the main component rather a supporting component and it is responsible for crawling those availability checked and available CMSs which will be given to it as a seed URL. The crawler can be configured to browse only those content types that we have interest on inside each CMSs. Based on the crawler in choice, the crawled data can be stored in a dedicated database or in a folder; in either case the ChangeIdentifier component will get access to the files and documents. In the next Chapter, we use the free WinHTTrack Website Copier which copies the website with all its contents to local storage but any crawler will do the job as long as the configuration is correct based on the requirement.
4.3.5 [bookmark: _Toc8360303]Change Identifier
The Change identifier is responsible for comparing the previous and current versions of a website and identifies changes. The main issue in change detection is identifying the change between the two versions of a website [24]. The key modules inside this component are shown in Figure 4-5. Comparing websites include the process of comparing text content, picture content and also video content inside it. For comparing images and video contents we use an image comparison algorithm which we adopt from the work done in [36]. For HTML and XML file comparison, we adopt the concept of Yuan Wang et al. in [27] and Gregory Cob´ena et al. [35] about XML document comparison, the techniques they used for comparing XML documents, helps also for our algorithm in version comparison and change detection.Start


Document Extractor
Version Fetcher
Policy Manager


Video Comparison
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Text Document Comparison
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Identified Changes List


[bookmark: _Toc8360327]Figure 4‑5: The Change Identifier

This component also has different modules under it for the identification process. Those are:-
· Version Fetcher: this module is responsible for fetching the two versions of the given website. To compare two websites for any changes, there should be a previous version of the website and the current version of a website. The previous version is the initial version which is like a base reference for preceding version. On the other hand the current version is the newly crawled website. How it fetches the versions really depend on the Crawler we choose, because where and how the crawler stores crawled documents varies from one crawler to another. But it fetches the two versions in a way for the Document Extractor to use it to proceed with its operations.
· Document Extractor:  this unit is responsible for extracting different types of files from both versions of the website and categorizes them as text document files, image files and video files. These files will be an input to text document comparison, image comparison and video comparison units respectively. The Document Extractor which is the parent sub-module is responsible for comparing the two content versions of the web page HTML document in each web site and based on the detected file type it will redirect the change to the corresponding comparison. HTML file content change detection also performed in the DocumnetExtractor and the final output will be integrated with the other files comparison result and forwarded to the next component.  In each comparison, corresponding website log information will be checked first. This helps to make sure when the current change occurred, is it after the last monitoring schedule or before.
· Text Document Comparer: this module will compare the two versions of a text document which is sent from the Document Extractor and it is responsible for identifying the changes and replies those changes. For comparing text files our own simple text file comparer will be used. 
· Image Comparer: by comparing two images this module identifies whether there is a change or not. To achieve this pixel wise fuzzy XOR operator technique will be adopted from [36]. In this approach the two version images will be changed into binary images (zeros and ones) B1 and B2 and to detect if there is a change we perform XOR operation on the two pixels p1 and p2 in the same (x, y) coordinate of the two binary images. 

	(2)


The result of the XOR operation will be 0 if there is no change otherwise it will be 1. On the first occurrence of a change the operation will abort and report the change.
· Video Comparer: if the content is a video content then video comparison will be done. For comparing the two versions of the video, a random video frame from the same timestamp in each file will be compared. For the comparison of the two video frames from the two versions we use in image comparison module by applying equation (2) and the result will show whether there is a change in the video content or not.
· Policy Manager: this module is responsible for arranging rules or policies from the KnowledgeBase which concerns the change identification process. And those rules will be used in the identification process. The work done by Wei Wang et al. [44] shows a good way to integrate separate policy manager with the rest of the change identification modules.
· Change Processor: This module will add additional change information like who made the change, what is the permission level the change maker have (authenticated person or other), the severity of the change and category of the change (relevant or irrelevant). Identified changes received from CMSChangeIdentifier revised here in this component to add additional information about them. 

The Change Identifier works content by content with in a specific website and the type of the content determines what type of comparison is going to be performed. Different kinds of manipulations can occur in a given content such as creation, alteration, deletion or moving to another directory location. The first thing must be done is checking whether there is an update or not by checking the log information each website keeps in it about each content. 
When AvailabilityChecker initiate the ChangeIdentifier by providing a website URL as an input it first retrieve both previous and current versions of the website by VersionFetcher from where the Crawler stores them. Then the DocumentExtractor extract different documents in the crawled webpages as text document, image document, video document and HTML document and then forwarded them for respective comparer, TextDocumentComparer, ImageFileComparer,VideoFileComparer and HTMLFileComparer respectively. Each comparer returns the changes it found with the old value. According to pseudo code in Algorithm 4-2 each comparer accepts two relative parameters, one from the previous version and the second from the current version and it works in loop for all available documents in each versions.

TextDocumentComparer check the last modification time for each file and if it is after the last monitoring time, it means the file is changed so, it will continue to the next step. Then the two files path will be compared and if it is different which means there is a change, either it’s moved or deleted but if they are identical the process continue to check content change between the two versions and if there is a change, the new and old values will be added to list of changes. Pseudo code in Algorithm 4-3 shows the process of comparison and change identification in between the two versions of a text file.







1. Input:  two versions of a website Website1 And Website2
2. foreach (webpages Wp in Website1 & Wc in Website2)
{
· Parse HTML to XML for both Wp & Wc
· Generate parse tree for both XML results Pp & Pc
        Initialize i=0
   While (i >= 0) 
{
       /*forward content to respective module based on what      is inside each node*/
       if (text document encountered || text content tag) 
        Then   Call TextDocumentcomparer by giving both versions of the content or the document
If (image file) 
        Then   Call ImageComparer by giving both versions of the file as a parameter
If (video file) 
        Then   Call VideoComparer by giving both versions file as a parameter
}
     }
3. Output: Identified change lists













[bookmark: _Toc8360345]Algorithm 4‑2: Algorithm for Change Identifier

1. Input: Two text document files (txtFile1 and txtFile2)
2. Check the last log entry of the txtFile2 from the website log file
If (last updated time is after the last checking time) {
   Continue with the next step
} Else {Break ;}
3. Check the file directory path for the two files
If (directory path of txtFile1 != txtFile2) {
  Add the change as Moved or deleted on a list
} 
Else if (directory path of txtFile1 == txtFile2) 
{
  Check content change from txtFile1 and txtFile2 on word base and add the changes on a list  
}
4. Output: List of identified text document changes and their detailed information















[bookmark: _Toc8360346]Algorithm 4‑3: Algorithm for TextDocumentComparer


1. Input: Two image files (imgFile1 and imgFile2)
2. Check the last log entry of the imgFile2 from the CMS log file
If (last updated time is after the last checking time) {   Continue with the next step
} Else { Break; }
3. Check the file directory path for the two files
If (directory path is different){
  Add the change as Moved or deleted on a list
} Else if (directory path is the same){
   B1 = ToBinaryImage (imgFile1);
   B2 = ToBinaryImage (imgFile2);
If (XOR(B1,B2) == 1) {  Add the changes on a list;
       Return list; 
} Else {Continue ;}
4. Output: List of image files changes and their detailed info














[bookmark: _Toc8360347]Algorithm 4‑4:  Algorithm for ImageComparer


According to pseudo code in Algorithm 4-4, the ImageComparer accepts the two relative image files from the previous and current versions and first check their last modified time from last monitoring time and if it is after, then the checking continue otherwise it returns null. Then the physical directory path for the two images will be compared and if they are different that means there is a deletion or moving change otherwise the comparison continue to check if there is a change in the content. For comparing the content change both images will be converted in to a binary image using ToBinaryImage() function and an XOR operation will be performed on the two binary images and based on the result it shows whether there is a change or not. If there is a change a list with the change description will be returned.


1. Input: Two video files (vidFile1 and vidFile2)
2. Check the last log entry of the txtFile2 from the CMS log file
If (last updated time is after the last checking time) {
   Continue with the next step;
} Else {
Return null;
}
3. Check the file directory path for the two files
If (directory path is different) {
  Add the change as Moved or deleted on a list
} Else if (directory path is the same) {
  If (Imagecomparer(GetFrame (vidFile1,t) , GetFrame (vidFile2,t))) {
       Add the changes on a list
       Break; 
} Else {Continue ;}
4. Output: List of video files changes and their detailed information



                
 







[bookmark: _Toc8360348]Algorithm 4‑5: Algorithm for Video Comparer


The VideoComparer performs similar procedures with the ImageCompare to detect changes between two video files. After checking the last modification time and making sure that it is after the last monitoring time it continues with checking whether there is a directory path change, if not it continues with the next checking. Based on Algorithm 4-5, the next step compares the two video files for content change, to achieve this; it gets a random video frames from the two versions at similar time using the GetFrame() custom function and perform similar procedure with the ImageComparer, because the two frame shots are considered as an image. If a change is detected then the change description will be added to a list and returned with detected changes.
According to pseudo code in Algorithm 4-6 one of the information added in change processing is severity level. To identify which severity level a change has, a severity lookup will be used. The severity lookup should be prepared in advance based on specific condition and provided to the monitoring system.. This operation will be performed for each change forwarded to it and then it save modified changes in to the ChangeCollector.
4.3.6 [bookmark: _Toc8360304]Change Collector
To prevent back and forth communication with the knowledgebase it is better to store change information on a temporary storage and updates back the information when the process is once done. When a change is identified and ready for classification, it will be first checked in the previous collection, and if it exists the analysis task will be skipped and additional unnecessary computation will be eliminated and this is what the Change collector module does, keeping changes for later reference. Information which related with the change will be stored on the KnowledgeBase as a separate storage from this module and later the Change Classifier will use these changes as a checking list. Checking similar to already observed alterations even before potentially computationally costly analysis occurs will minimalize unnecessary analysis costs from occurring [8]. 
[bookmark: _Toc8360349]Algorithm 4‑6: Algorithm for Change Collector
1. Input: Identified changes
2. While(end of identified changes) {
//Assign additional information Severity, owner, date
DataPreparation(change); }
3. Save updated change detailed to the ChangeCollector
4. Output: change saved to ChangeCollector






                                                

4.3.7 [bookmark: _Toc8360305]Change Classifier
The Change Classifier component is responsible for classifying the change noticed in the comparison as a relevant change or irrelevant change. The relevant changes are changes in which the users are interested on and also which have some sort of effect on the integrity of the CMS, on the other hand irrelevant changes are not our concern because their effect is not that much detectable or not important and which are not determined by the predefined rules in the KnowledgeBase. The rules the classifier use exists on the KnowledgeBase which is prepared earlier. Kevin Borgoit et al [8] work on change classification technique and Giuliano Antoniol et al. [28] proposed solution for change classification has a great inspiration on our work. We are interested on using the family of binary classifier where there is only two classes and C only contains two symbols C = {0, 1} or C = {relevant, irrelevant} [28]. Figure 4-7 shows the sub components exist in the Change Classifier component and there communication.
KnowledgeBase
New Change Getter
Classifier
Fetch change
Update
Change collector
Fetch rules










[bookmark: _Toc8360328]Figure 4‑6: The Change Classifier
Additional to the prior rules the Change Classifier also allows user interaction for classification, this is because some rules might go strict and the relevance and irrelevancy level must be checked by human being. The communication between the NewChangeGetter and the Change Collector is for getting new unclassified changes and for updating back the classification result on the change detail and the communication between the KnowledgeBase is for getting the rules and changes for training purpose which helps for classification.
· New Change Getter: collect all changes with the status of new and those which classification status are not set from the Change Collector and forward it to the Classifier. 
· Classifier: using the pre-defined rules and previously detected changes in the KnowledgeBase the Classifier will classify the changes. Using the pre-defined rules, the classifier can learn using a machine learning techniques, Naive Bayes’ classifier which in this case can be better and effective. The pre-defined rules must be prepared in a way for the Classifier to use for learning and also detected changes which stored in the KnowledgeBase for future reference can be used as a training set for the classifier. The approach [28] uses in their work to train the classifier really relates with our algorithm and it also gives an insight how to prepare learning set from the policies and rules we have in the KnowledgeBase. Additional to the pre-defined rules and previous changes in the KnowledgeBase, the Classifier also allows the user to decide on whether a change is relevant or irrelevant; this is to add flexibility in some circumstances, but this is performed after the Classifier finished classifying, then it will be available for the user in order to revise if there is any unnecessary classification, then the changes will be finally committed to the KnowledgeBase and the last report will be generated by alerting. The pre-defined rules and also previously detected changes will also be stored in a format appropriate for the Classifier to use. This module is adaptive for new rules and new change sets. 

According to Algorithm 4-7 the ChangeClassifier retrieves new unclassified changes where classificationStatus is NULL from ChangeCollector by NewChangeGetter. Then each retrieved change will be passed to Classifier to be classified as Relevant or Irrelevant. As shown in the algorithm the classification is performed change by change and the result of the classification is added to a list which is finally used to update the ChangeCollector. 
Input: new change registered with classification status NULL returned from the change collector
1. NewChangeGetter() retrieves unclassified changes
While (end of retrieved changes list) 
{    Call Classifier (new change)
 Add the modified change to a list
} 
· Update ChangeCollecter using the returned list
Output: Change classification status updated







[bookmark: _Toc8360350]Algorithm 4‑7: Algorithm for change classifier

Pseudo code in Algorithm 4-8 shows how a new change classification is performed, first the change will be checked if it exists on previously detected and classified changes. If so the previous classification will be returned but if the change is new and doesn’t exist on previous changes list, it will be passed to the LearningBasedClassifier. The output from the LearningBasedClassifier will be the classification, and then it will be returned.  
 Input: New Change
1. If (change exists in previous change list)            {     
        Assign previous classification; 
           Return classification;
} else {
Return LearningBasedClassifier (change);
}
Output: Classified Change






[bookmark: _Toc8360351]Algorithm 4‑8: Algorithm for classifier component of the change classifier

1. Input: Training dataset D which consists of predefined rules and previously classified changes which belongs to class R and class I
2. Calculate the prior probability of 
class R=No of changes of class R/total No of changes
Calculate the prior probability of 
class I=No of changes of class I/total No of changes
3. Find ni, the total number of change frequency of each class
nR=the total number of change frequency of class R
nI=the total number of change frequency of class I
4. Find conditional probability of change occurrence given a class
P (change1/Class R) = changecount/nR (R)
P (change1/class I) = changecount/nI (I)
P (change2/class R) = changecount/nR (R)
P (change2/class I) = changecount/nI (I)
……………………………………………………………………………………………

P (change n/class I) = changecount/nI(I)
5. Classify a new change C based on the probability P(C/Class R) and P(C/Class I)
6. Output: classification of a given change
7. 














[bookmark: _Toc8360352]Algorithm 4‑9: Algorithm for LearningBasedClassifier


The LearningBasedClassifier designed based on the Naïve Baye’s classifier and the algorithm for it to classify a given change as irrelevant or relevant is discussed in Algorithm 4-9 and it uses the rules and previously classified changes those exist in the KnowledgeBase as a training data set for classification prediction of unknown changes. How the classifier use the rules and the pre-classified changes as a training set depends on the implementation but how it should determine the probability of a change existence in the preset classes, class A and class B is stated in the pseudo code. 
4.3.8 [bookmark: _Toc8360306]Report Generator
The Report Generator component is responsible for generating a monitoring report per CMS and alert the responsible person about each relevant change detected. For doing so it shows the original content comparison with the new or the changed content to help the user understand the change better. And also history based analysis is allowed ,for example after encountering a new change on a specific content ,a user might be interested on looking up the change history about similar changes . The Report Generator module gets monitored information from Availability Checker component about unavailable CMSs and also prepare a report from Change Collector component about detected changes and there detailed information. From this the report generator organizes and presents a summary report about each monitored CMSs availability and also the status of their content.1. Input: List of unavailable CMSs/list of new detected changes 
2. Prepare the information in suitable format for reporting 
3. Based on pre-set report presentation way, prepare the report 
4. Forward the report for Front-end application
5. Output: Summary report of detected changes and there detail







[bookmark: _Toc8360353]Algorithm 4‑10: Algorithm for Report Generator

The ReportGenerator access the list prepared by the AvailabilityChecker which holds unavailable CMSs and also access the ChangeCollector to get detected and classified changes after the last checking period. As shown in the Algorithm 4-10 the above mentioned information prepared in a way suitable for reporting and then based on the pre-set report presentation technique the report will be prepared. The final step will be forwarding the prepared report to the Front-End Application which displays the report and manage the alerting process.
4.4 [bookmark: _Toc8360307]Summary
Monitoring web content security monitoring includes different activities starting from identifying change on the content up to classifying those changes as relevant or irrelevant. In the process of web content security monitoring, having governing policy or rule to define how the monitoring should be performed and also to indicate which content to include or exclude avoid unnecessary computation and which improves also the performance of the overall system. This polices or rules can be stored as a knowledgebase prior to the monitoring process. 
To have an effective web content security monitoring tool we proposed a system model with seven main components, those are Front-End Application, KnowledgeBase, Avaialbility Checker, ChangeIdentifier, ChangeCollector, ChangeClassifier and ReportGenerator. Each component of the proposed system model works independently and communicates with each other through data exchange. For each CMS URL retrieved from the KnowledgeBase each component performs its task and forwards its output for the next component. The final result of the whole process, first it stored back to the KnowledgeBase and then it will be displayed for the user in the Front-End Application. The content changes identified though the above process, can also be used again as a learning set in the ChangeClassifier component for future similar change classification.






[bookmark: _Toc8360308]: Implementation
In this chapter we describe the tools and technologies we used for the implementation of the prototype to evaluate how the proposed solution is effective. The implementation of the prototype will be based on the system model proposed and also with taking some assumptions in mind. For this purpose, our implementation is done using ASP.Net and C# programing languages.  
5.1 [bookmark: _Toc8360309] The Development Environment
The development environment for the prototype implementation is discussed below. 
· Personal computer with Intel Core i5-3470 CPU at 3.20GHz processing capacity and Windows 7 64-bit operating system with 8.00 GB memory and 500 GB internal hard disk used as one of the developing environment. 
· Laptop computer with Intel Core i3 CPU at 2.40GHz processing capacity and Windows 7 32-bit operating system with 4.00 GB memory and 400 GB internal hard disk.
· Other software products used to develop and test the prototype are different browsers, ASP.NET, C#, JavaScript, JQuery, and MySQL.
During the development of the prototype we tried to use mostly free and non-commercial development tools. 
I. Bitnami WAMP Stack
Bitnami WAMP stack [footnoteRef:1] is a MySQL based development environment which is free and simple to configure and includes PHP, Apache, phpMyAdmin and other components additional to MySQL.  Bitnami WAMP stack is secure and it’s consistent through platforms. We use it to build MySQL database and use it as the KnowledgeBase and store the rules and changes and also other change related information. [1:  https://bitnami.com/stack/wamp] 




II. Visual Studio 2013
Microsoft Visual Studio[footnoteRef:2] is an integrated development environment (IDE) and it has different versions released at different time. Visual Studio 2013 is also one of the releases and helps to develop and write code in C#, VB and other programming languages in efficient and effective way. All the coding for our prototype is developed using this IDE. [2:  https://visualstudio.microsoft.com/vs/] 


III. WinHTTrack Website Copier 
WinHTTrack[footnoteRef:3] website copier is an offline browser utility it allows to download a website from the internet to a local machine by recursively getting all files (images, HTML files etc.) and store them on local directory, this tool works for windows but for other operating systems there is another release. For the purpose of this prototype we use it as a crawler to get all the files and information’s about a website. [3:  https://www.httrack.com/] 

5.2 [bookmark: _Toc8360310]Front-End Application
The Front-End Application implements the frontend application user interface which is a way through to communicate with the rest of the monitoring system. All the CMSs which need to be monitored must be first inserted to the KnowledgeBase tblURLs table using the interface in this module. The pre-defined rules also inserted in to the KnowledgeBase through this module using the insertion form dedicated for such purpose into tblRules. Changes which is been detected through the monitoring process will be alerted with detail information through this module dashboard. The monitoring process instantiated from this module and the final result also will be displayed here. In Figure 5-1 the screen shot of the Front-End Application is shown.
[image: ]
[bookmark: _Toc8360329]Figure 5‑1: Front-End Application Interface

5.3 [bookmark: _Toc8360311]Knowledgebase
The KnowledgeBase component of the system is implemented using MySQL database technology in Bitniami WAMP stack. Predefined rules will be stored here but for the purpose of this prototype we consider common sample rules stored in the table. When authorized and approved rules become available, the proposed system model just works fine without the need of any change. The Change_Storage shown in Figure 5-2 database of the KnowledgeBase contains one table called tblChanges which has seven columns (ID, ChangeName, Category, PreviousValue, CurrentValue, Severity, Owner, Authorization, Status, Classification, and Date). The Main_Storage database of the KnowledgeBase shown in Figure 5-3  contains two tables the first table tblURLs is where the list of CMSs stored and will be used in the process and the other one is tblRules which holds the main parts of the KnowledgeBase and all pre-defined rules exists here and consists of six columns (ID, Rule, RuleLocation, Relevant, Irrelevant, Formula, and RuleType).

[image: ]
[bookmark: _Toc8360330]Figure 5‑2:Change_Storage Table
[image: ]
[bookmark: _Toc8360331]Figure 5‑3: Main_Storage Table

5.4 [bookmark: _Toc8360312]Availability Checker
The Availability Checker component of the system is developed using C#. For our purpose we use HTTP status response codes to verify the availability of a CMS and from those codes we only are interested on 1XX (Information Response), 2XX (Success), 3XX (Redirection), 4XX (Client Error) and 5XX (Server Error) response types. Based on the returned status code, success or other, the next component will be called which can be the Change Identifier or Report Generator component respectively. If the selected CMS is not available, it is also considered as a change, so this response will be stored in a list to let know the Report Generator module of the system that this specific website is not accessible or available. The available CMSs will be added to a list with availability status set to true, then the next module will continue from here. The following Figure 5-4 shows code snippet for http status code checking.
[image: ]  
[bookmark: _Toc8360332]Figure 5‑4: StatusCodeChecker Function Code Snippet
5.5 [bookmark: _Toc8360313]The Crawler 
For all those availability checked and available CMSs the crawler crawls for overall website content based on the given filtering criteria and return the website content and will proceed for all queued CMS. For the purpose of this prototype we use WinHTTrack website copier and get the previous and current version of sample website whole document will be stored in local computer. Figure 5-5 shows the screenshot of the tool we use as a crawler. For the crawler we provide filtering criteria to exclude during the crawling process, and those criteria’s are 
· crawling external links which redirects to other websites
·  script files like JavaScript and JQuery 
·  style files like CSS  
· An advertisement

[image: ]
[bookmark: _Toc8360333]Figure 5‑5: WinHTTrack Website Copier (The Crawler)
5.6 [bookmark: _Toc8360314]Change Identifier 
The Change Identifier component of the system is developed using C# and after the previous components finalize their task the Change Identifier component will access the previous and current version of a specific page with in a specific CMS in which the availability is checked and approved. For this prototype purpose the previous version of a specific CMS will be stored locally but as a future work it can be accessible from disaster recovery (DR) system available or from an internet archive. The Change Identifier then compare the two versions based on their file type which can be plane HTML text or an image file or can be a video file or it can be other text document files like .PDF or .doc. Even though changes made on the JavaScript and CSS files can be relevant, in our research they are excluded in assumption that contents are not created using these files.
[image: ]
[bookmark: _Toc8360334]Figure 5‑6: Image Comparison Code Snippet
If the two versions are plane HTML texts the first task is to extracts only wanted HTML tags exist in the <body> tag of the document like H1, H2, H3, H4, H5, H6 and the following block elements: P, UL, OL, DL, PRE, DIV, FORM, TABLE, A, IMG and also unnecessary tag attributes like class and style will also be removed. After identifying the change the change itself and the previous respective content will be stored in a list for the Change Collector component to use it. The text document files also pass through text document comparer method and the detected changes will be stored with detail information for the change collector. Other file types like image and videos also go through a change comparer method and if there is change it also registered for the change collector to store it and will later be used in the classification process. For HTML file comparison, the HTMLDiff from github is integrated and it identifies changes and insert a custom tag like <del></del> to show a deleted content section and <ins></ins> to show newly inserted content. Figure 5-6 shows the code snippet of the ImageComparer function which compares two image files.
5.7 [bookmark: _Toc8360315]Change Collector
For the purpose of this prototype this component of the system is only responsible for holding already detected and classified change for later cross-check when a new change is detected. This will prevent us from performing unnecessary change classification on already classified changes. A separate storage will be used as a change storage in the KnowledgeBase in the future one can use this changes as a training set for automatic change classifier. In our KnowledgeBase there is a table called tblChanges which is allocated for this purpose and holds the change name, the change category, severity of the change, owner of the change or who makes the change, the level of authorization of this specific owner, previous value before change and current value after the change, status of the change (classified or not), classification and the date the change occurs. Big alerting factor later on the reporting is change severity level, for calculating the severity value [45] of a change we consider 
· What is the operation that causes the change, is it deletion, insertion? Or Modification?
· How much percent of the document does the change affect?
· By whom the change is made? Based on this we calculate the severity of the change as Critical, Significant, and Normal.

[bookmark: _Toc8360341]Table 5‑1: Change Severity Lookup
	Change Impact
	
	

	Unavailability
	Deletion
	Insertion
	Modification
	Change Owner
	Severity Value

	
	
	
	
	
	Critical

	
	
	
	
	Authorized User
	Normal

	
	
	
	
	Unauthorized User
	Significant

	
	
	
	
	Authorized User
	Normal

	
	
	
	
	Unauthorized User
	Significant

	
	
	
	
	Authorized User
	Normal

	
	
	
	
	Unauthorized User
	Significant

	
	
	
	
	Authorized User
	Significant

	
	
	
	
	Unauthorized User
	Critical



For the purpose of this prototype we create change severity lookup table, Table 5-1, to set the severity of a given change. For assigning the severity of a change we take general change characteristics under consideration but this might not be always true and can change from one business requirement to another.
5.8 [bookmark: _Toc8360316]Change classifier 
The Change Classifier component of the solution retrieves all unclassified changes from the Change Collector and based on the rules specified on the KnowledgeBase it will assign the relevancy. To classify a specific change as relevant or irrelevant, the total result of the rules will be combined, i.e.
  			(3)
Where CR:  is total classification rules result
           R1, R2… Rn: results of each classification rules for a change 
For the case of this prototyping, we use our own pre-defined sample rules just to indicate a how it works. For real world scenarios, organized and planned prepared rules are required and the results from all those rules will decide the classification of the change. For example, in the prototype we use three sample rules which are inserted on the knowledgebase: 
· Rule 1 :- which checks the grammar validation of the new change using the rule property stated on the knowledgebase
· Rule 2 :- which checks the authorization level of the change owner
· Rule 3 :- which checks the severity level of the change
By using Equation (3) the final classification output will be computed using the outputs of the three rules. Figure 5-7 shows the script code snippet for a sample rule checking we use in the prototype implementation, which is a GrammerChecker rule.
[image: ]
[bookmark: _Toc8360335]Figure 5‑7: Grammar Checker Rule Integration Script
5.9 [bookmark: _Toc8360317]Report Generator
Report Generator prepares a monitoring report from the Availability checker and Change Collector module and forwards it to the Front-End Application component of the system. For alerting detected changes into the Front-End Application, first the Report Generator must prepare the report. The Report Generator fetches classified changes from the Change Collector and also accesses the unavailable CMSs list from the Availability Checker module and makes it presentation friendly. Based on the setting set as shown in Figure 5-8 the Report Generator prepares the final report.
[image: ]
[bookmark: _Toc8360336]Figure 5‑8: Preset Report Setting Code Snippet

5.10 [bookmark: _Toc8360318]Discussion
Our result suggests that, including a knowledgebase in the process of web content security monitoring ensures a more effective monitoring output. After understanding what have been done in our research area, we clearly see there is a gap. This gap is, for a web content security monitoring system to be more helpful for the owner, monitoring websites should incorporate custom rules and policies prepared as a knowledgebase to help and guide the change identification and change classification processes of the monitoring. Additionally, the knowledgebase also helps to store detected and classified changes for future similar change classification which can be achieved by using these changes as a learning set for a change classifier. In the designing of the system model we tried to make the components in the model high coherent low coupled to keep the door open for future enhancements and prevent overall modification of the system model. Each component in the system model works independently, as long as the preceding component done its job and forwards its output for the next subsequent component it performs its task independently from other components.
Custom predefined rules and policies are used in the content change identification and content change relevancy classification process of the monitoring task. This enables the change identifier to identify only changes that fulfill certain criteria and the change classifier to classify the changes as relevant or irrelevant based on the classification policies exist in the knowledgebase. This is important because unnecessary computations in both change identification and classification are avoided and only those content security issues which are useful for that specific organization or company are the focus area. Doing this saves time and resource. The policies or rules prepared can be organizationally dependent or can be a content type dependent or anything and it should be prepared in a way for a system to understand it and be placed on a knowledgebase to be accessed or used from commonplace in the overall content change monitoring system. For our case we prepare sample generic classification rules. This sample rules might not show the in-depth knowledgebase usage but can show how the knowledgebase interacts with the other components. 
During reviewing literatures and related works, we understood that, securing the contents of a website is a serious issue and a lot of works have been done on how to improve the security protections using different techniques. The first task is to detect whether there is a change on the content or not. For this research, studies discussed in Section 3.2 indicate effective work around in change identification method. The technique used by R.Kousalya et al. in their work to identify a change in website content was much helpful for our similar content change identification module. And also our change classification technique to classify changes as relevant or irrelevant associates with the work conducted by Giuliano Antoniol et al. on classifying issues happen on a browser as a bug or non-bug issues. Certainly, the result in both cases shows a huge difference from ours and the previous studies, because, in our case, in both scenarios a knowledgebase is included to minimize the working set because what is a change for one organization might not be for another organization, so this should be told in a way of rules and policies defined in advance and include in the knowledgebase. And also the classification results also affected by the rules set in the knowledgebase.  Including knowledgebase enhances the monitoring process and our research shows it is possible and also effective in regard to spending all the time and resources on the important and relevant content security issues.
To evaluate how the proposed system model performs we implement a prototype using the model and using the Addis Ababa Communication Affaires Bureau as a case. To show the strength and weakness of the proposed solution we use prototyping as an evaluation method. Effects and issues raised during evaluation are discussed next. 
We perform the evaluation using two scenarios which we think can show the capabilities and the drawbacks of the proposed system model. The main components of the proposed system model are measured with the use of these scenarios. In both scenarios, the ChangeIdentifier and ChangeClassifier components result are the main discussion areas in the following sections. Why only the two components are the main concern area is because these are the two components where the knowledgebase concept really applied. For the purpose of prototyping, we created folders on our local machine to put all the files we need for the evaluation and also we configure the web crawling tool to store all crawled information on this specific folder. Both scenarios are performed and evaluated on both available environments mentioned in Chapter Five. In both scenarios we manipulated the contents of random web pages from the crawled websites and the contents of the files we manually created. 
 
Scenario One
In the first scenario, we provide the prototype system sample pre-retrieved PDF, HTML, image and video files and evaluate the performances of the above mentioned two main components regarding these files. Here the prototype is expected to identify and classify detected changes in each file type. Here in this scenario the monitoring processes initiated from the Front-End Application and the final monitoring result for all file types are presented back to the Front-End Application. The files are sample files used to evaluate the performances of the system model in sample file types. The results gathered using this scenario in the prototype system described in Table 5-2. In this scenario, because we are using pre-retrieved files, availability is not considered as a change. The main objective of this scenario is to show how well the components on the proposed system model communicate and detect and classify a change.
The outputs from this scenario generally show how each component of the proposed system model communicates and achieve the intended goal. For this scenario we use 2 PDF files, 2 HTML Files, 1 image file and the changes on each file content is manually manipulated and here the goal was to check the overall system model components communication flow, so the changes severity or depth is not that much important here.
[bookmark: _Toc8360342]Table 5‑2 : Scenario One Results
	File Type
	Expected Result
	Actual Result

	HTML
	All Detected
	All Detected

	PDF
	All Detected
	Non Amharic changes correctly detected

	MS Word
	All Detected
	Non Amharic changes correctly detected

	Image
	All Detected
	All Detected



The results of the monitoring using this scenario displayed on front-end application as shown in the following Figure 5-9.
[image: ]
[bookmark: _Toc8360337]Figure 5‑9: Report generated from Scenario One
 

Scenario Two
In the second scenario, the prototype uses live published and crawled CMSs, which exist under the AACAB jurisdiction. For the purpose of this evaluation, we choose random five websites from the list of the available website. For this scenario, we crawl the selected CMS before we start the monitoring process and store it in a specific location on a local hard disk and which will be available later in the process of the monitoring. This scenario performs as if it gets the crawled data from live crawling data, but our main issue is not to show the crawling process and again the crawling process takes more than 2 hours, which can affect our evaluation, so that is why we choose to perform the crawling prior to the monitoring and store the result on local storage. The files included in this scenario for each file type and their result is shown in Table 5-3 and the results for each file type are also included.
[bookmark: _Toc8360343]Table 5‑3: Scenario Two Results
	File Type
	Expected Result
	Actual Result

	HTML
	All Detected
	All Detected

	PDF
	All Detected
	Non Amharic changes correctly detected

	MS Word
	All Detected
	Non Amharic changes correctly detected

	Image
	All Detected
	All Detected Except for large size images



Similar to Scenario One, this one also initiated from the Front-end application and the monitoring process continues from here. Even though the CMS lists from AACAB are not working, we use other similar organizations website for evaluation purpose. Because we are using generic rules and policies in the knowledgebase, organization dependent changes are not detected or  noticed in this scenario evaluation but the results we get shows a good insight in how it will react if those organization dependent polices were there. In the text document change identification process we tried to calculate the change in percentage, for example, comparing previous version doc_1p and current version doc_1c we perform the text document change comparison and if the final result shows 20% and above difference it help us to consider it as a change or not, otherwise if percentage were not used it is bulky to insert this changes back to the knowledgebase. Here we used random percentage values to decide whether it’s a change or not but, further studies will be required in the future to have average values.
The following Figure 5-10 shows the results of the monitoring process using scenario two which is displayed on front-end application. We tried to represent the outputs using bar chart, line chart and tabular forms.
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[bookmark: _Toc8360338]Figure 5‑10 : Report generated from Scenario Two
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[bookmark: _Toc8360339]Figure 5‑11: Response Retrieved for CMSs under AACAB Jurisdiction
The challenge we faced during this scenario was, all sector organizations under the AACAB jurisdiction was down for maintenance reason and Figure 5-11 shows their list and the status we get by using an online URL checker tool. We used only English based written documents in the case of text document but future research should include a way to occupy non-English document type change identification in the monitoring process. Exhaustive video analysis also can be another future research idea to incorporate in the monitoring.
In the content change identification process related works we reviewed shows different approaches and most of them tries to optimize the process by including section selection or segmentation of the webpage content to minimize the detection area but this doesn’t still eliminate the cost of unnecessary computation because, even with the segmented section there might be unwanted and irrelevant changes for that specific organization or company, so here is where the use of knowledgebase becomes more important and effective. On the other hand, in the process of change classification the reviewed works on this area also suggests different techniques but for classification either there is a human interference on deciding the changes classification or use change weight to decide the category. But, in our case the change category is decided based on the rules exist in the knowledgebase and by this the change lies on relevant or irrelevant classification where it is useful and informative for the user and by this there is no external body participation required and the classification meets the user’s description for the change.
During prototyping some limitations are observed, among these limitations, some of the limitations are caused by the scope of our research and some of them are errors. And also there are conditions which have a positive and some with negative impact on the outcomes of both scenarios. The variations between the actual and expected result values are caused by one the following reasons:-
· Performing image and video files similarity check requires a very deep analysis, in our case it is performed at a high level for prototyping purposes, which doesn’t fully include in-depth content wise similarity. 
· The classification rules we use here are sample rules we create for evaluation purpose, but in real world, there should be exhaustively prepared rules prior to monitoring which includes series concerns from organizational policy point of view.
· Implementation really has an impact on the success of the system model, how we implement causes some errors and also prevents us from analyzing the deeper changes.
Our result shows that, the system model works for any similar situation like AACAB, but during implementation the rules and policies exist in the knowledgebase decides whether it works for all or for some because the rules and policies can be unique for specific organization or situation. We use sample generic rules to incorporate in the knowledgebase, but further system suitable rules and policies should be incorporated. The change identification process needs further study to incorporate language independent file comparison and to enhance the detection process into opinion based finding. One subject that remains to be explored as indicated above is how to include natural language and image processing for deeper relevant content change identification in the process of monitoring.

[bookmark: _Toc8360319]: Conclusion and Future Work
7.1 [bookmark: _Toc8360320] Conclusion
Organizations, especially those whose main mission is to provide services for a group of people or for the society needs an effective and attention grabbing ways to promote their services or to make their services available. For such types of requirement, websites are becoming more preferable, especially; CMSs. CMSs helps to manage contents regardless of worrying about the presentation, in which the CMS brings with it as a separate component in the form of templates. Organizations that provide different services with different responsible body under them usually prefers to dedicate one CMS for each service, a good example will be the AACAB. AACAB manages different sector organization under it, which has the responsibility of providing different services for the public and each sector organization delivers and promotes their services using their own CMS which can be using on-the-shelf product or by developing their own from scratch using their IT department. 
The absence of a system to monitor such types of websites based on organizational rules and policies makes controlling very challenging. This issue is the concern of many organizations and there is no solution for it on the market as far as we know. Solutions available on the market and researches done on this area provide and suggest respectively good solutions but their main lack was to integrate knowledgebase of predefined rules and policies with them.
This research came up with the design of system model for a solution to elevate such problem and which allow any organization to incorporate their custom rules and policies in the monitoring process. In order to accomplish the objectives identified in Chapter one, current practice are examined and issues related with them are recognized and a comprehensive review is done on related works in this area and on the website monitoring fields. And also a broad reviewing on state of the art in website monitoring and the techniques related with them was taken. The gap seen in this related works helps in identifying and showing the way forward for the designing of system model for monitoring Web content security in CMSs. Each component of the system model designed to work for filling the identified gaps in the current solutions on the market. The system model for monitoring Web content security in Content Management Systems composed of the Front-end Application, the KnowledgeBase, the Availability Checker, the Crawler, the Change Identifier, the Change Collector, the Change Classifier, and Report Generator components.
In designing the system model for monitoring Web content security, it was found that after detecting a change it is important that to classify its relevancy based on the change policies exists on the KnowledgeBase. These allow the delegated person for monitoring the changes and decide on which changes to take a lot of time and analysis and on which to not waste time. The use of detected and identified and then classified changes was also seen as important as the predefined rules in classifying similar changes in the future. The components on the system model communicate with each other by sharing data, after one component finalizes its task it initiating the next component by providing the necessary data or the next component gets the data itself form the cache or from the KnowledgeBase. For the purpose of prototyping we implement the Web Content Security monitoring using the system model we proposed by considering only the content changes those occurs on the AACAB sector organizations official websites. The prototype was implemented using Asp.net and C# as a main programing language and MySQL was used for the implementation of the KnowledgeBase. During the prototype implementation we understand that the way used on the implementation of a monitoring system using our proposed system model determines the performance of the system. Finally, in order to make sure that the objective was met, an evaluation on the designed system model was undertaken. And based on the result we understand that the gaps we saw during reviewing literatures and related works are somehow covered.
Even though this research done on the cases of AACAB, other organizations with similar situations and with similar requirement on monitoring their website based on the rules and policies they have can be benefited from this solution.
This research has the following contribution on the area:
· Identified a way to integrate predefined rules and policies to integrate with monitoring system
· Designed how the KnowledgeBase and the rest of the monitoring systems communicate
· Identified how change identification can be achieved based on organizational requirements
· Designed an algorithm to identify changes based on their content type
· Designed an algorithm which helps on how identified changes classified as relevant and irrelevant based on the characteristics defined on the KnowledgeBase
· Designed a way for the user to participate in change classification process
· Identified how each components should communicate with each other
· Identified a way to communicate with other external applications for the purpose of minimizing the load
· Designed a system model for monitoring web content security in Web Content Management Systems



7.2 [bookmark: _Toc8360321]  Future Work
Even though this proposed solution solves the stated problems, other additional enhancements can be done in the future. Rules and policies organizations implement are usually prepared using textual form which can be difficult to use them in computation environment, so adding a component for converting text to learning or computational friendly information should be a future work. And also a way to enable previous version restoration after change detection and classification can be a future work which helps in the process of decision making on the detected relevant changes. The crawler in this proposed system model is considered as an external application but in the future it can be another main component in the system model by designing it based on individual requirement. Adding an option to perform change classification while change identification is on the process will be a future enhancement on the proposed system model. The severity lookup preparation also requires further study to include major severity defining attributes.  





References

[1] 	P. Divya, "Content Management System (CMS) for Web-Based MIS Application," vol. 2, no. 6, 2013. 
[2] 	Cmscritic, "CMS or WCM - Which is Which?," 3 July 2015. [Online]. Available: https://www.cmscritic.com/cms-or-wcm-which-is-which/. [Accessed 2016].
[3] 	D. A. Mauthe and D. P. Thomas, Professional Content Management Systems: Handling Digital Media Assets, Wiley, 2005. 
[4] 	G. A. K.S. Kuppusamy, "CaSePer: An efficient model for personalized web page change detection based on segmentation," Pondicherry, India, 2012. 
[5] 	O. U. Press, "Monitor," Oxford University Press, August 2018. [Online]. Available: https://en.oxforddictionaries.com/definition/monitor. [Accessed 27 August 2018].
[6] 	A. A. C. Administration, THE ADDIS ABABA CITY GOVERMENT EXCUTIVE AND MUNICIPAL SERVICES ORGANS RE-ESTABLISHMENT PROCLAMATION, UNIT 2, Addis Ababa: Addis Negarit Gazeta, 2009. 
[7] 	A. A. C. Adminstration, THE ADDIS ABABA CITY GOVERMENT EXCUTIVE AND MUNICIPAL SERVICES ORGANS RE-ESTABLISHMENT PROCLAMATION,SECTION 14, Addis Ababa: Addis Negarit Gazeta, 2009. 
[8] 	C. K. G. V. Kevin Borgolte, "Relevant Change Detection, A Framework for the Precise Extraction of Modified and Novel Web-based Content as a Filtering Technique for Analysis Engines," in WWW’14, Seoul, Korea, 2014. 
[9] 	H. H. Corporation, "Introduction to Content Management Systems," 950 East Paces Ferry Road, Suite 3300, Atlanta, GA 30326, 2010.
[10] 	C. Spilotro, "What is a Content Management System (CMS) | The Complete Guide," 9 April 2018. [Online]. Available: https://www.zesty.io/mindshare/marketing-technology/what-is-a-content-management-system-cms-the-complete-guide/. [Accessed 22 November 2018].
[11] 	A.-J. A.-H. G.-P. S.-I. a. M.-D. C. Jose-Manuel Martinez-Caro, "A Comparative Study of Web Content Management Systems," Basel, Switzerland, 2018.
[12] 	P. M. &. L. Rosenfeld, Information Architecture for the World Wide Web, 1005 Gravenstein Highway North, Sebastopol, CA 95472: O’Reilly Media, Inc., 2007. 
[13] 	OASIS, "Content Management Interoperability Services (CMIS) Version 1.0," OASIS, 04 November 2011. [Online]. Available: http://docs.oasis-open.org/cmis/CMIS/v1.0/cmis-spec-v1.0.html. [Accessed 22 November 2018].
[14] 	J. blog, "What’s this thing called CMIS? Part 2," 16 May 2010. [Online]. Available: https://jenshuebel.wordpress.com/2010/05/16/whats-this-thing-called-cmis-part-2/. [Accessed 2018 November 2018].
[15] 	"Top Content Management System Vulnerabilities in," WEBARX SECURITY, 2017.
[16] 	A. C. S. C. (ACSC), "Securing Content Management Systems (CMS)," ACSC, Australia, 2015.
[17] 	I. S. C. (ISEC), How to Secure Your Website, JAPAN: INFORMATION-TECHNOLOGY PROMOTION AGENCY, JAPAN, 2011. 
[18] 	B. Rosborough, "Web Security Basics," 10 July 2018. [Online]. Available: https://www.beyondsecurity.com/blog/web-security-basics. [Accessed 22 August 2018].
[19] 	G. RUIZ, "Content Security Policy," 13 April 2018. [Online]. Available: https://blog.sucuri.net/2018/04/content-security-policy.html. [Accessed 23 August 2018].
[20] 	W. A. S. W. Group, "Content Security Policy Level 3," 13 September 2016. [Online]. Available: https://www.w3.org/TR/CSP3/. [Accessed 23 August 2018].
[21] 	M. W. (. Inc.), "Content Security Policy Level 3," W3C, 21 August 2016. [Online]. Available: https://w3c.github.io/webappsec-csp/. [Accessed 27 August 2018].
[22] 	M. e. al., "Content-Security-Policy," Moz://a, 28 September 2018. [Online]. Available: https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy. [Accessed 03 October 2018].
[23] 	K. W. Z. Gang Yang, "An Adaptive Resource Monitoring Method for Distributed Heterogenious Computing Environment," 2009. 
[24] 	M. (. ,. J. P. M. S. R.Kousalya MCA., "WEB PAGE CHANGE DETECTION THROUGH MACHINE LEARNING ALGORITHMS," vol. Volume 5– No. 7, 2015. 
[25] 	"Parsing," 20 04 2018. [Online]. Available: https://en.wikipedia.org/wiki/Parsing#Computer_languages. [Accessed 26 4 2018].
[26] 	"Hashing," techopedia, [Online]. Available: https://www.techopedia.com/definition/14316/hashing. [Accessed 26 4 2018].
[27] 	Y. W. D. J. D. J.-Y. Cai, "X-Diff: An Effective Change Detection Algorithm for XML Documents," 2003. 
[28] 	K. A. M. D. P. F. K. a. Y.-G. G. Giuliano Antoniol, "Is it a Bug or an Enhancement? A Text-based Approach to," 2008.
[29] 	E. G. J. M. M. J. H. J. B. George W. Bassel, "Functional Network Construction in Arabidopsis Using Rule-Based Machine Learning on Large-Scale Data Sets," 2011. 
[30] 	T. M. Mitchell, Machine Learning, McGraw-Hill Science/Engineering/Math, 1997. 
[31] 	Wikipedia, "Bayes' theorem," 8 August 2018. [Online]. Available: https://en.wikipedia.org/wiki/Bayes%27_theorem. [Accessed 27 August 2018].
[32] 	R. Saxena, "HOW THE NAIVE BAYES CLASSIFIER WORKS IN MACHINE LEARNING," 6 February 2017. [Online]. Available: http://dataaspirant.com/2017/02/06/naive-bayes-classifier-machine-learning/. [Accessed 27 August 2018].
[33] 	E. C. P. O. F. M. G. B. Cosmin A. Contu, "Security Issues in Most Popular Content Management Systems," Bucharest, Romania, 2016. 
[34] 	X. Y. Q. W. ,. Q. X. Shukai Liu, "A systematic study of content security policy in web applications," Zhengzhou,China, 2016. 
[35] 	S. A. A. M. Gr´egory Cob´ena, "Detecting Changes in XML Documents," in The 18th International Conference on Data Engineering, San Jose, February,2002. 
[36] 	M. ˙. a. C. Ünsalan, "Pixel-Based Change Detection Methods," in Two-Dimensional Change Detection Methods, http://www.springer.com/978-1-4471-4254-6, 2012. 
[37] 	S.-c. S. C. a. A. Zukhor, "VIDEO SIMILARITY DETECTION WITH VIDEO SIGNATURE CLUSTERING," 2001. 
[38] 	Y. Z. Y. P. Yi Wu, "Content-based Video Similarity Model," 2000. 
[39] 	H. P. K. a. P. P. Halkarnikar, "A Novel Approach for Web Page Change Detection System," in International Journal of Computer Theory and Engineering, Vol. 2, No. 3, June, 2010, India, 2010. 
[40] 	A. J. Divakar Yadav, "Change Detection in Web Pages," Orissa, India, 2007. 
[41] 	C. K. G. V. Kevin Borgolte, "Delta: Automatic Identification of Unknown Web-based Infection Campaigns," Berlin, Germany, 2013. 
[42] 	Paul Rubens, "7 Database Security Best Practices," 23 8 2016. [Online]. Available: https://www.esecurityplanet.com/network-security/6-database-security-best-practices.html. [Accessed 10 5 2018].
[43] 	G. T. SHAWO, Design of Local Web Content Observatory System, Addis Ababa, Ethiopia: Unpublished Master Thesis, 2015. 
[44] 	J.-T. L. Z.-M. Z.-B. G.-Z. S. Wei Wang, "A Policy Based Resource Monitoring System in Distributed Computing Environments," 2009. 
[45] 	IBM, "How issue severity is determined," IBM, [Online]. Available: https://www.ibm.com/support/knowledgecenter/en/SSW2NF_9.0.3/com.ibm.ase.help.doc/topics/r_how_ase_uses_cvss_scores.html. [Accessed 26 August 2018].
[46] 	"medical-dictionary," [Online]. Available: (https://medical-dictionary.thefreedictionary.com/heterogeneous+system).
[47] 	L. Kufel, "Tools For Distributed Monitoring," Foundation of Computing and Decision Sciences, vol. 41, pp. 237 - 260, 2016. 
[48] 	L. Kufel, "Security Event Monitoring in a Distributed Systems Environment," 2013. 
[49] 	2016. [Online]. Available: https://www.npmjs.com/package/html-differ. [Accessed 14 2 2018].
[50] 	"sitediff," github project, 22 3 2017. [Online]. Available: http://evolvingweb.github.io/sitediff. [Accessed 9 2 2018].
[51] 	Y. Z. Y. P. Yi Wu, "Content-based Video Similarity Model," 2000. 
[52] 	D. K. H. H. O. Mugurel T. Ionita, "Scenario-Based Software Architecture Evaluation Methods: An Overview". 
[53] 	S. Kempe, "A Look at the Architecture Tradeoff Analysis Method (ATAM)," 4 September 2012. [Online]. Available: http://www.dataversity.net/a-look-at-the-architecture-tradeoff-analysis-method-atam/. [Accessed 28 August 2018].

 
		

Declaration
I, the undersigned, declare that this thesis is my original work and has not been presented for a degree in any other university, and that all source of materials used for the thesis have been duly acknowledged. 

Declared by: 
Name: _____________________________________ 
Signature: __________________________________ 
Date: ______________________________________ 

Confirmed by advisor: 
Name: _____________________________________ 
Signature: __________________________________ 
Date: ______________________________________



Place and date of submission: Addis Ababa, May 2019.


image2.png




image3.png




image4.png
Dashboard

Monitoring 10 [ R Y m———"
Manage URLS

Manage Rules

Analysis

Report

# ChangeName  Category Prev. Value
Statstics

Panel Content Aug 17/2018

My First dataset My Second dataset

10
Deletion Insertion

Cur Value —Severity Owner Authorizaion  Status

Classification

Modefy

Date




image5.png
nysql> use change_storage;
atabase changed
nysql> show tables;

Tables_in_change_storage

thlchanges

1 rou in set <0.08 sec)

nysql> describe thlchanges;

) intc11
ChangeNane varchar<150)
Category varchar(108>
ProvlousUalue | text

CurrentUalue toxt
Severity varchar<58)
Ouner varchar¢250)
Authorization | varchar(15@>
Status tinyint i
Classification | text

Date datetine

11 rows in set <B.80 sec)





image6.png
nysql> use main_storage;
atabase changed
nysql> show tables;

Tables_in_main_storage

thlrules
thlurls

2 rous in set <8.08 sec)

nysql> describe thlrules;

) intc11
Rule varchar¢250)
RuleLocation i varchar(158)
Relevant tinyint (i
Irrelevant tinyintdd
Formula Json
RuleType

? rous in set <B8.08 sec)

nysql> describe thlurls;

auto_increnent

rous in set <8.08 sec)




image7.jpg
public RequestStatus StatusCodeChecker(WebRequest res)
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€
for (int k - 05 k < width; kes) //midth * 3
€
byte & - (byte)(255 - ptrilk);
byte 8 - (byte) (255 - ptr2[K1);
/7408 speration
byte bb - (byte)((ptrilk] & B) | (A & ptr2lk]));
string sss = Convert.Tostring(bb, 2);
byteTostring[k] - ss5;
byterray[K] - (byte) ((ptralk] & 8) | (A & ptr2[kD));
ptriss;
ptr2es;
3
int r - 100
BErL 4e remsinl;
ptr2 +e remsinz;
3

3
CurrIng. Unlockeits(datal) ;
preving. Unlockeit=(dataz) ;
return byteTostring;
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function checkServiceCall() {

var txt = {text: "you are here!" }
$.ajax({
url: "https://service.afterthedeadline. com/checkGrammar®,

type: 'POST',

dataType: "json’,

data: JSON.stringify(txt),

contentType: 'application/json; charset=utf-8',
beforeSend: function () {

3,

success: function (data) {
- alert("data");
1
error: function (xhr, statusText, error) {
alert(xhr.responseText + "¥*" + statusText + "F*" +

=rror) ;
1
complete: function () {
alert("Completed”);

¥
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<appSettings>
"ValidationSettings:Unobtrusivevalidationtiode” valu
None”/>

None” />

"ReportFormat” value
<!--1=Tabular, 2-line,3=bar, 4=pie chart-->
<add key="LastCheckedTime" value='

<l-- if value is none which means use the calculated last checking time-->

</appSettings>
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