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Abstract

Ethiopian fintech sector brought a significant transformation on the financial transaction and payment
instrument business. This change however poses concerns on various stakeholders that the country’s
ability to protect the business and to mitigate the risks caused by bad actors to exploited the vulnerability.
The research aim to investigate the cybersecurity readiness and preparedness of fintech and also how
their practice is met the international standard through answering three research questions.Regulators
and fintech companies the major stakeholders this study utilized the proposes of got the relevant infor-
mation. The research identified governance, resilience and competency as a core variable to evaluates
the readiness of the sector which is very much mapped with the international standard including NIST
CSF, ISO/IEC 27001 and FFIEC. The study also prepared two separates the questionnaires to address
the two participants current cybersecurity practice. The collected data analyzed and observed that there
is clear gap and lack of readiness. The sector lacks comprehensive framework that meet the international
standard according to the research findings. There was limited practice of the backup, business continu-
ity plan and an incident response plan which impact the resilience of the sector. The other challenge
this research identified was inadequate skilled cybersecurity experts and awareness level that impacted the
competency of fintech ecosystem to enhance the awareness level as well as creating cybersecurity culture.
The research developed a cybersecurity assessment framework that help the sector to protect their critical
assets through a proper evaluation and assessment their risk and weakness. The proposed framework
subjected to went through a validation process to make sure the framework relevance to the challenged
identified in the research and met the basic global standard. The research concludes with valuable rec-
ommendations and consideration to enhance cybersecurity practice, collaboration and developed tailored
cybersecurity framework for continuous improvement..

Key word: Fintech, Cybersecurity, Fintech Company, Regulator, Standard, Framework.
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Glossary

CFC CFC represents the independent variable that evaluates the competency of personnel in managing
and executing cybersecurity strategies within fintech Companies, focusing on their skills, knowledge,
and expertise in safeguarding digital assets. 31

CFR CFR represents the independent variable that evaluates the competency of personnel in managing
and executing cybersecurity strategies within regulatory bodies, focusing on their skills, knowledge,
and expertise in safeguarding digital assets. 29

GFC GFC represents the independent variable used to assess the effectiveness of governance frameworks
in overseeing and implementing cybersecurity practices within the fintech companies.. 31

GFR GFR represents the independent variable used to assess the effectiveness of governance frameworks
in overseeing and implementing cybersecurity practices within the regulatory bodies.. 29

PFC PFR is the dependent variable used to measure the overall cybersecurity readiness of the fintech
for fintech company. It reflects how well the sector is equipped to protect its critical digital as-
sets and infrastructure from cyber threats, taking into account various influencing factors such as
governance, resilience, and competency.. 31

PFR PFR is the dependent variable used to measure the overall cybersecurity readiness of the fintech
sector in Ethiopia. It reflects how well the sector is equipped to protect its critical digital as-
sets and infrastructure from cyber threats, taking into account various influencing factors such as
governance, resilience, and competency.. 29

RFC RFC refers to the independent variable used to evaluate the resilience of regulatory bodies in
maintaining and enforcing cybersecurity measures within the fintech companies.. 31

RFR RFR refers to the independent variable used to evaluate the resilience of regulatory bodies in
maintaining and enforcing cybersecurity measures within the regulatory bodies.. 29
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1 Introduction

1.1 Background Information

The rapid evolution of digital technology had led to profound changes in various facets of human life,
significantly enhancing connectivity, financial inclusion, and access to trade, markets, public services,
and technological advancements. Developing countries, in particular, have witnessed the transformative
potential of digital technology, which has reshaped entire industries and sectors[1]. One of the most no-
table developments within this digital revolution is the rise of the financial technology (fintech) industry,
which refers to the application of technological innovations to deliver financial services and solutions.
Fintech encompasses a diverse array of businesses, funding mechanisms, and geographical contexts, mak-
ing a substantial impact on the global financial sector [2]

The emergence of fintech as a vital component of digital business environments highlights the need for
adherence to international standards and compliance with regulations. This study recognizes the sig-
nificance of cybersecurity policy to manage the entire process of financial transactions conducted using
technology. Compliance with controls and regulations is not only necessary but also mandatory to ensure
the convenience, safety, and resilience of the fintech ecosystem[54].

As characterized in the literature, the fintech sector is distinguished by a suite of interconnected financial
technologies, driven by a culture of innovation and data-centric operations. This industry represents a
rapidly expanding domain that integrates elements of traditional banking with modern financial services,
challenger banks, and an array of start-ups. The sector’s progressive nature is evident in the wide range
of services it offers, including payments, alternative finance, mobile retail banking, currency exchange
services, investment platforms, and the integration of cryptocurrencies[3].

Fintech enterprises are transforming the traditional financial system by extending their reach to un-
derserved populations, particularly non-banking individuals in rural areas[4]. This expansion has the
potential to significantly alter the landscape of business transactions and financial services. The advent
of digital technology has opened up new opportunities within the financial sector, allowing new entrants
to introduce innovative services and products. Companies and start-ups trying to take their share, lever-
aging the technology offering financial services and products.[5].

However this sector highly targeted by cybercriminal and attacker that makes proportionally vulnerable
for cyberattack and threat actors that leads to experienced huge financial losses, with firms in this indus-
try being 300 times more likely to experience such incidents compared to other sectors[8]. The fintech
industry, as a crucial component of the global financial ecosystem, faces big threats. Projections indicate
that the global costs of cybercrime are expected to rise by 15 percent annually, potentially reaching an
alarming United States Dollar 10.5 trillion per year by 2025[9].

Fintech companies are known by their flexibility, adopt technology, and take calculative risks. It is
important to acknowledge such behavior to continues reshape banking practices, incorporates new fea-
tures in areas like payments, insurance, remittances, lending, and wealth management. yet, it requires
to recognize that the attractiveness and targeted nature of fintech also present complex and dynamic
cybersecurity challenges that must be dealt carefully [17].

In Africa, the average cost of a cybersecurity breach is estimated at $3.86 million, surpassing the global
average of $3.62 million. The rapid digitization of business operations, particularly within the financial
sector in Sub-Saharan Africa, offers substantial economic opportunities, including job creation and the
emergence of new businesses. However, this rapid digital transformation also introduces brought cyber-
security threats. The continent is estimated to incur economic losses of approximately $4 billion annually
due to cybercrime, with South Africa, Nigeria, and Kenya bearing the brunt of these losses, estimated
$570 million, $500 million, and $36 million per year, respectively[10].

In the context of Ethiopia, it is difficult to get the correct data in this regard but compared to other
African countries the industry in its infant stages, despites there is a rapid growth and initiatives.
Both the Ethiopian government and private sector are playing active roles in advancing the fintech
ecosystem. Regulatory bodies such as the National Bank of Ethiopia National Bank of Ethiopia, the
Information Network Security Agency Information Network Security Administrator, and the Ethiopian
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Communications Authority Ethiopian Telecommunication Authority are introducing new legislations and
policies to create a conducive business environment for fintech companies[6].
On the other hand, private companies increasingly adopting fintech solutions, integrating new payment
options to complement traditional transactions, enhance customer experience, and expand their customer
base. The adoption of digital technology in the financial sector presents opportunities for seamless
financial transactions, enabling users to make convenient payments via mobile devices, regardless of
geographical location[6]. This digital transformation in financial services holds the potential to drive
economic growth, promote financial inclusion, and empower individuals and businesses across the country.
However, alongside these opportunities, the sector always at risk from cybersecurity threats.
Key financial market infrastructures, such as payment and settlement systems, trading platforms, central
securities depositories, and central counterparties, are identified as critical components whose compro-
mise could result in severe financial disruption . The significance of these infrastructures as potential
single points of failure emphasizes the need for heightened cybersecurity vigilance [11].

Given the evolving nature of Ethiopia’s fintech industry and the associated cybersecurity risks, it is
imperative to assess the security readiness of fintech companies and regulatory bodies. On the other
hand, the government’s ability to safeguard citizens from cyber-attacks and financial fraud remains a big
worry. Various stakeholders, including cybersecurity experts and IT professionals, have reflect concerns
regarding these issues[13].

In order to fill the existing information gap and develop a clearer picture of the cybersecurity obstacles
encountered by Ethiopia’s fintech sector, this study endeavors to offer valuable perspectives for policy-
makers, researchers, industry professionals, and technology users. Through a detail examination, the
research assess the security readiness of the fintech industry, ultimately aiding in the growth and re-
silience of Ethiopia’s fintech environment.

The attack surfaces within the financial sector have expanded dramatically due to the digitization of
financial services and the shift to remote work[12]. This increased vulnerability has been accompanied
by a rise in the intensity and sophistication of cyberattacks, necessitating strong interventions through
research and development, as well as the formulation of stringent cybersecurity policies, particularly
within the financial sector.

By identifying gaps and proposing necessary measures, this research offer frameworks, standards, guide-
lines, procedures and tool tailored to the unique needs of the fintech industry. Ultimately, this study
seeks to enhance the industry’s ability to protect users, companies, and the nation from cybersecurity
threats.

1.2 Statement Of The Problem

In Ethiopia, the financial technology (fintech) landscape has undergone a significant transformation due
to the swift policy changes by the government, aimed at leveraging technology to enhance financial inclu-
sion for citizens and to attract a diverse range of businesses. This progress has been facilitated through
collaborative efforts among regulatory bodies, businesses, technology startups, and telecommunication
companies, leading to substantial advancements in technology adoption. These stakeholders have played
a crucial role in the development of the financial sector by implementing new regulations, embracing
innovative technologies, and forming strategic partnerships to attract fintech enterprises and businesses
[52]. While these developments hold promise, concerns have surfaced regarding the country’s readiness
to securely manage technology-driven financial transactions, especially considering its current level of
digital proficiency and security awareness.

Furthermore, the lack of detailed strategies, frameworks, standards, and technologies customized to
meet the specific requirements of Ethiopia’s fintech industry intensifies these worries. This deficiency in
cybersecurity readiness not only jeopardizes the security of crucial financial assets but also poses a threat
to the overall resilience of the fintech supply chain. Therefore, it is crucial to conduct a comprehensive
evaluation of the cybersecurity readiness of organizations and businesses in the Ethiopian fintech sector.
Such an evaluation is vital for identifying vulnerabilities and establishing a secure and robust fintech
environment capable of efficiently countering cyber risks[51].
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1.3 Research Questions

The fintech industry has swiftly become a significant player in Ethiopia’s business realm, despite its recent
inception. Although government efforts have nurtured its development through diverse interventions,
uncertainties persist regarding the nation’s readiness to fully integrate fintech solutions. This thesis aims
to explore the existing cybersecurity protocols in Ethiopia’s fintech sector, pinpoint crucial deficiencies,
and assess the industry’s overall cybersecurity readiness. To measure this readiness, the research aims
to address the following key questions:

• What are the cybersecurity practices employed by fintech companies in Ethiopia?

• What are the critical gaps in cybersecurity readiness within Ethiopia’s fintech sector?

• What practical cybersecurity assessment framework can be proposed to improve cybersecurity
readiness?

The study aims to provide valuable insights on cybersecurity practices by fintech sector in Ethiopia
through these research questions. It identify areas requiring improvement and offer practical recommen-
dations to enhance cybersecurity readiness within the sector. Ultimately, the findings of this research
contribute to the development of a strong cybersecurity environment, promoting resilience in Ethiopia’s
fintech industry.

1.4 Objective Of The Thesis Study

1.4.1 General Objective

The main objective of this research to assess cybersecurity readiness of Ethiopian’s fintech sector current
practice, identify gaps and propose assessment framework.

1.4.2 Specific Objective

The specific objectives of the study:

• To asses existing cybersecurity practices by fintech sector;

• To identify key challenges and gaps in cybersecurity practice;

• To propose cybersecurity assessment framework.

1.5 Contribution Of The Thesis Study

The major objective of this thesis to the Ethiopian fintech ecosystem cybersecurity readiness by conduct-
ing a comprehensive assessment to identify the major challenges companies facing, their gap in current
practice and developed assessment framework.

This research project contributes the countries cybersecurity ecosystem as an input particularly for fin-
tech to developed an assessment framework for the industry to address the pressing issue of their business
process by laying the foundational data about their practice so that to introduce the right solution to
mitigate risks and minimize their potential effects on the fintech ecosystem. The research involved major
players in the industry, including regulatory bodies and fintech companies, offering a broad analysis of
cybersecurity practices. The researches finding reflects overall cybersecurity practice of the country and
companies’ readiness by identifying gaps, challenges and major security requirements to mitigates risks. .

From policy perspective, this research provides valuable insights for policymakers and legislators, to use
this research finding as a reference to develop regulation and legislation to address critical gaps identified
during this assessment.

Since there is a limitation of research in these areas, the thesis adds an existing knowledge gap by pro-
viding new insights and real-world data. It serves as a valuable foundation for future research focused
on improving cybersecurity practices and reducing the risks of security breaches and technology misuse.
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Finally, the proposed assessment tool offers a practical resource for fintech companies, banks, regulators,
start-ups, and consultants. Using the proposed framework, organizations able to know their gaps and
invest on the right solution which increased investor and user confidence for the industry to anticipate the
cybersecurity practice and culture. It helps companies evaluate their cybersecurity stance and educates
employees on the importance of security and its consequences. This tool strengthens the industry’s
ability to handle security incidents and improves overall cybersecurity resilience across the ecosystem.

1.6 Scope

The purpose of this research is to find out the cybersecurity readiness of the Ethiopian fintech industry,
with a particular emphasis on areas that may reveal significant gaps and challenges in the industry
and develop an assessment framework. The study’s participants can be divided into two main groups:
fintech startups and regulatory agencies. In order to address the nation’s cybersecurity preparedness
and practice, the study attempts to provide answers to three research questions. Therefore, the study
examines current practices, finds gaps, and suggests a workable framework that improves cybersecurity
practices in the industry while adhering to global norms.
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2 Literature Review and Related Works

This section explored various research papers, articles, and publications within the fintech industry, fo-
cusing particularly on cybersecurity and related research topics to grasp global trends.

In essence, through an analysis of previous works, this section aimed to identify existing gaps that require
attention, especially concerning Ethiopia’s unique circumstances. This contextual understanding played
a crucial role in shaping the tangible outcomes and contributions of the completed thesis project.

2.1 Introduction

Fintech has dynamically changed the financial industry by revolutionizing banking, payments, asset man-
agement, and insurance. According to [18], fintech transform the way how transactions are conducted
by disrupting conventional banking practices and financial ecosystems. The widespread use of mobile
technology and smart devices has improved financial inclusion while also making financial services more
convenient and effective.

But these technologies’ quick adoption has also brought up new cybersecurity difficulties. According to
this paper[19], tackling cybersecurity risks is essential for the long-term viability of fintech due to the
growing dependence on the internet and mobile devices.

According to research given at an international conference in 2021, privacy and security issues are major
obstacles in fintech’s data consumption, but the integration of technology into finance has also resulted
in tremendous value development for businesses [13]. Fragmented banking rules are another issue high-
lighted in the World Economic Forum’s 2020 Cyber Resilience Report, which makes it challenging to
create safe cross-border fintech solutions[4].

Global trends indicate that cybersecurity frameworks and capacity-building programs within fintech
companies, particularly in developing nations, must advance along with technology. The increasing de-
pendence on third-party providers and networked services makes financial market infrastructures more
susceptible to hackers, claims [76]. Therefore, protecting sensitive financial data and guaranteeing long-
term viability in the fintech ecosystem require a proactive approach to capacity building and keeping
current cybersecurity knowledge.

According to the ITU’s Global Cybersecurity Index (2020), many poor nations’ inability to employ
enough cybersecurity experts has a direct effect on their capacity to manage advanced cyberthreats.
Additionally, it is anticipated that by 2025, there will be a skills gap in cybersecurity of over 3 million
people worldwide, with developing countries being the most affected because they have less access to
training and educational materials.[75]

2.1.1 Cybersecurity in Developing Countries

The least developed nations’ poor infrastructure, lack of appropriates regulations, and low level of cy-
bersecurity awareness make the industry highly prone to cyber threats. The 2020 World Bank research
emphasizes how fintech companies are vulnerable to cybercrime due to disjointed cybersecurity laws and
lax enforcement. Similar to this, [19] highlights how fraudsters operate globally and how difficult it is to
secure interconnected financial networks, which makes these vulnerabilities worse.

Inadequate skilled workforce capable enough anticipate, managing, and reducing cybersecurity threats.
According to a 2019 International Telecommunications Union (ITU) report, many developing countries
struggle with a lack of human capital, which makes it difficult to implement cybersecurity frameworks
that work [19]. This forces local fintech firms to rely on foreign consultants and third-party services,
which aren’t always available or economically viable.

For Ethiopia, digital transformation is seen as a driving force for economic reform across sectors like
agriculture and manufacturing, as outlined in the country’s 2020 National Digital Strategy [22]. However,
cybersecurity readiness remains a significant barrier. [21] argues that identifying digital infrastructure
requirements and integrating third-party services while minimizing cybersecurity risks are essential steps
to ensuring smooth and secure fintech operations. Ensuring data privacy, particularly in international
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13 transactions, is also vital, with compliance to the General Data Protection Regulation (GDPR) being
a critical aspect [13].

2.1.2 Role of Regulatory Bodies

The development of cybersecurity guidelines for the fintech sector is heavily influenced by regulatory
agencies. Regulatory frameworks can require strict data protection procedures, incident reporting, and
multi-factor authentication, as demonstrated by the European Union’s General Data Protection Regula-
tion (GDPR) and Payment Services Directive 2 (PSD2) (World Bank, 2020). However, similar standards
are not being adopted as quickly in underdeveloped nations like Ethiopia, which makes the sector more
vulnerable to cyber threats.

This research paper, [64] highlights the complexities of regulating the interconnected and increasingly
sophisticated financial systems. In Ethiopia, regulators have started recognizing the importance of cyber-
security, but gaps in policies still pose a threat to fintech growth.[69] suggests that adopting global best
practices, such as those embedded in GDPR, would help Ethiopia bolster its fintech sector’s resilience
against cyber threats.

The Financial Stability Board’s (FSB) 2017 report [72] emphasizes the dangers of disjointed cybersecurity
regulations, especially for international digital financial services. The FSB notes that managing cyber
risks in the fintech industry is more difficult due to the absence of uniform norms across jurisdictions.
Given the interconnectedness of fintech operations, the research emphasizes the necessity of international
regulatory organizations cooperating to provide a more coherent and uniform global framework.

In addition, the 2021 IMF Working Paper [73] examines the necessity for regulators in emerging mar-
kets—particularly in Africa—to cooperate with global organizations and take adaptable measures in
order to guarantee the safe expansion of regional fintech ecosystems. The study emphasizes how access
to global cybersecurity resources and knowledge may be made possible through international cooperation,
which can also assist close gaps in local expertise.

2.1.3 Financial and Economic Impact of Cybersecurity Breaches

Cybersecurity breaches can have significant financial and economic effects for fintech companies. The
average cost of a data breach in fintech organizations, including direct and indirect costs, is about $1.52
million, per an IBM Security survey [35]. Such breaches usually result in a loss of consumer trust, legal
implications, and damage to one’s reputation. Furthermore, 80% of consumers are likely to give up doing
business with a company after a data breach, which causes a significant loss of revenue, according to IDC.

Additionally, due cyberattacks have a cumulative impact on interrelated companies within the finance
industry, they may hamper service delivery throughout supply chains. A notable case is the June 2017
ransomware attack on Ukraine, which cost multinational companies connected to Ukrainian enterprises
in a range of sectors, including food and transportation, over $1.3 billion in losses [36]. The risks are
exacerbated by the fact that fraud and data breaches account for 43% of major cyber occurrences in
the financial industry. Cyber threats are more challenging to identify because of their dynamic nature,
which could lead to long-term financial loss [36].

Accenture estimates that over the next five years, cybercrime could cost big corporations up to $5.2 tril-
lion in losses. This study draws attention to the growing financial dangers, especially in high-tech sectors
where billions of dollars are at risk. The issue is made worse by the growing dependence on internet-based
business models, which is outpacing the creation of adequate cybersecurity protections. Cyberattacks
put businesses at risk for innovation and growth in addition to immediate financial losses [70] [71][70] [71].

In conclusion, cybersecurity breaches in fintech can lead to direct financial losses, disruption of services,
loss of intellectual property, and reputational damage [37]. As fintech continues to grow, particularly
in developing regions like Ethiopia, the importance of strengthening cybersecurity measures cannot be
overstated.
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2.2 Related Works

Fintech, an abbreviation of financial technology, represents an innovative approach that creates services
aiming to compete with traditional offerings[19]. One research paper analyses the effects of cybersecu-
rity variables on fintech, using self-efficacy (SE), information security experiment (IS), technology culture
(TC), competence and skill (CS) as independent variables, and cybersecurity as the dependent variable.
The study proposes a model to examine their relationship and finds a highly positive correlation between
fintech and cybersecurity, suggesting that a one-unit increase in fintech corresponds to an increase in
cybersecurity[19]. While this study examines the relationship between cybersecurity and fintech using
four specific variables, it does not consider other factors such as regulations, compliance, standards, and
procedures that significantly influence fintech security. Thus, the assessment proposed in this study aims
to fill this gap.

Another research paper investigates the adoption of financial technology among Ethiopian banking cus-
tomers. The study finds that adoption is influenced by customer awareness, subjective norms, and
perceived usefulness. Its further highlights that in countries like Ethiopia, where social collaboration
is high, the perception of friends, colleagues, or family members plays an important role in influencing
adoption motivation. However, the paper does not specifically address the effects of security on the
technology adoption process and government rule and regulation, beyond the factors mentioned. In
this context, security plays a crucial role in the adoption of any technology, particularly in the financial
space[24]. The literature review reveals that a lack of comprehensive studies on cybersecurity readiness
at the national and organizational levels, as identified in some of the reviewed papers. This serves as
motivation to conduct assessments within the fintech ecosystem, focusing on Ethiopia.

2.2.1 Cybersecurity Practice In Fintech Ecosystem

FinTech companies in developing countries such as Ethiopia face several challenges regarding cyberse-
curity readiness. According to [25]cybersecurity is the top challenge and a major legislative concern for
FinTech business.

A World Bank study identified that cybersecurity in developing countries faces challenges in adjusting
fintech companies’ perspectives on policy, processes, and required behaviors, which highly increase the
industry’s risk of cybercrime and technological failure [26].

An article published on [27] highlighted the importance of collaboration all stakeholders engaged in the
Fintech industry established a forum to tackle the cybersecurity by enabling a collaboration platform,
developing common standards and create a communication channel as well as information exchange
platform. The paper also emphasizes the importance of multi-stakeholder approach to going forward to
address cyber related crimes in developing countries.

A research paper identified that cybercriminals are not only targeting consumers and service providers,
regulatory bodies who are handling confidential and sensitive information in the financial sectors. One
classical example according to this research is an incident happened in 2016 at Bangladesh’s central bank
cyber heist by installing a malware on the IT system and managed to stole USD 81 million[28].

2.2.2 Major Cybersecurity Readiness Gaps In Fintech Industry In Developing Nations?

One of the biggest gaps that is practically existed in developing countries to build resilient ecosystem
is lack of a strong regulatory framework that can protects ordinary citizens from any mischiefs and
fraudulent[26]. Financial institution losing millions of dollars every year due breaches and criminal ac-
tivity. A study covering over 700 organizations in Africa revealed that the banking sector suffered a USD
1.05 trillion loss due to cyberattacks in 2017[26].

According to [29] despite the current lack of well established regulatory ecosystem, the proliferation of
diverse fintech solutions has prompted regulators to expand their focus. Notably, 2021 witnessed the
introduction of regulatory frameworks targeting previously unregulated sectors like equity crowdfunding
and open banking. Nevertheless, the literature underscores the persistent issue of sudden regulatory
shifts, exemplified by the Central Bank of Nigeria’s ban on crypto assets, which continues to pose major
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obstacle to the stability and growth of Nigerian fintech enterprises.

User trust is one of the essential components to materialize the fintech cybersecurity readiness for the
ecosystem. Individuals or organization relied on the technology to deal business transaction and the two
party who are involved should trust the system and the governments responsible to facilitate the trusty
through various interventions including building digital infrastructures that are important to protect and
guaranty the players from any malicious activity in the ecosystems. Despite the importance of cyberse-
curity in build trust in the digital realm, it has been neglected in many parts of the world. While some
countries have enacted cybersecurity laws and regulations, others lack adequate measures or have none
at all[30].

Skilled man power in the area of cybersecurity in particular developing countries like Ethiopia faced
a huge challenge to find the right person which widen the vulnerability of the industry and unable to
deploy proactive measures to minimize risks and anticipate threats landscape to protect critical assets.
According to [33] stated that in Kenyan companies encounter difficulties in recruiting cybersecurity ex-
perts. When asked about the obstacles they encounter during the hiring process, managers commonly
point out two primary challenges: a shortage of experienced candidates and the high salary expectations
of potential hires.

In the realm of cybersecurity readiness, the literature underscores the growing importance of addressing
operational risks, which encompass cyber threats, fraud, and internal errors, especially in the context of
the digital age[34].

2.3 Review Existing Cybersecurity Readiness Assessment Standard, Frame-
work and Tools

There are well-defined and comprehensive cybersecurity frameworks currently in existence, adopted for
various use cases. These frameworks and standards provide a solid foundation for developing a tailored
cybersecurity readiness assessment tool specifically for the fintech sector in Ethiopia. While these frame-
works are detailed and extensive, they are designed to be adapted to specific contexts to fully realize
their potential. By understanding the framework, it can be created a customized tool that enhances
organizational capabilities a situation where there is a resource limitation, lack of skilled experts and
ad-hoc process to practice the cybersecurity practice.

2.3.1 FFIEC Cybersecurity Assessment Tool (CAT)

The Cybersecurity Assessment ToolCybersecurity Assessment Tool from the Federal Financial Institu-
tions Examination Council One methodology created by the Federal Financial Institutions Examination
Council in the United States that used as a cybersecurity assessment tool for financial institutions and
organizations to evaluate their cybersecurity readiness and find identify vulnerability and weakness.

The tools main purpose is design measurable and reputable process to assess institution’s level of cyber-
security risk and preparedness. The tools has two main parts to assess company’s readiness. The first
part is inherited risk profile related to cyber risk and the second part is Cybersecurity Maturity, which
determines an institution’s current state of cybersecurity preparedness represented by maturity levels
across five domains[40].

This tools can be adopted and used to a similar scenarios and organization who are mainly engaged in
financial business. There are wide areas that are covered in the frameworks through different aspects
of cybersecurity and this research could emulates requirements for the countries fintech space challenges
identified in this study result.

2.3.2 NCSC CAF Cyber Assessment Framework

The NCSC Cyber Assessment frameworkNational Cybersecurity Center was created by the UK’s National
Cyber Security CentreNational Cybersecurity Center to assist companies in evaluating their cybersecu-
rity posture and identifying areas that need improvement. The procedure can be used to evaluate a
nation’s overall cybersecurity readiness, even though its primary purpose is for corporations [41].
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The CAF is organized around four fundamental tenets, according to [41]: controlling security risk,
preventing cyberattacks, identifying cyber security events, and lessening the effects of cyber security
disasters.

The cybersecurity assessment framework support organization to responsible for vitally important ser-
vices and activities. The framework is designed to be utilized in combination with existing cybersecurity
standards and frameworks, such ISO 27001 or NIST [42].

2.3.3 CIS Critical Security Controls

An established procedure known as a CIS critical security control is used by the Center for Internet
Security to help organizations identify and rank their most important cybersecurity needs. The controls
were initially created to help small businesses strengthen their cybersecurity defenses, but they may be
used for any reason to gauge a country’s or region’s cybersecurity posture and readiness.

The center identified 18 best practices for cybersecurity control in order organization to prioritized their
important process and resources to protect sensitive information and assets depending on their business
needs and objectives. The controls organized in three categories:

• Basic

• Foundational

• Organizational

A key benefit of CIS Controls is the focus on actionable, results-driven measures that can be implemented
quickly and effectively[42].

2.3.4 NIST Cybersecurity Framework Cyber Security Framework

The National Institute of Technology National Institute of Standards and Technology Cybersecurity
Framework, which offers a comprehensive and adaptable approach to mitigating cybersecurity risks.
The framework can be modified and used to solve the specific cybersecurity issues faced by fintech busi-
nesses operating in Ethiopia, even though it is not especially designed for the fintech industry [43].

When measuring cybersecurity readiness of Ethiopian fintech ecosystem, the NIST Cybersecurity Frame-
work can be highly useful. Fintech companies may efficiently assess current state of cybersecurity and
highlight opportunities for development by implementing the framework’s standardized process.

The framework includes an in-depth structure to assess numerous aspects of cybersecurity readiness
thanks to its main roles of Identify, Protect, Detect, Respond, and Recover. The Identify function, for
example, helps fintech organizations to understand the potential cybersecurity risks and threats they are
face and create inventory for critical assets, systems, and data. While the Detect function facilitates
in the deployment of optimal monitoring and detection systems, on the hand Protect function directs
businesses in establishing proper protections mechanism to mitigates risks. The Respond and Recover
functionalities guarantee that fintech companies developed a business continuity plans and incident re-
sponse plans efficiently handle and recover from security breaches[44].

Fintech organizations can also prioritize their cybersecurity efforts according to their unique risk pro-
files thanks to the NIST Framework’s risk-based approach. Fintech companies can efficiently allocate
resources and concentrate on areas that pose the greatest threats to their operations and customers by
conducting in-depth risk assessments and aligning their cybersecurity measures with the risks that have
been identified. In the fast-changing fintech industry, where new services and technology are constantly
being introduced and could bring new cybersecurity challenges, this risk-based approach is particularly
important.

2.3.5 ISO 27001

The widely accepted and widely used International Standard Organization(ISO) 27001 framework is
used by many organizations to establish an information security management system (ISMS), which
helps businesses adopt, maintain, and enhance cybersecurity practices. By assessing important sectors
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and infrastructure through the implementation of ISMS principles and control, the framework may be
adopted and utilized to measure for national cybersecurity readiness and preparedness.

Fintech businesses can safeguard their data from numerous threats by complying to these recommenda-
tions, guaranteeing that it is private, undamaged, and only available to authorized users [[45]. Building
evaluation instruments to pinpoint and resolve their unique security flaws and restrictions is another
aspect of this.

2.3.6 Cybersecurity Capability Maturity Model (C2M2)

Cybersecurity Capability Maturity Model (C2M2) well known framework for investigation organization
maturity in their cybersecurity practice and culture. This procedure aids organizations in planning to
correct their posture in a systematic and controlled manner. This kind of action is a sign that businesses
are strategically aligning themselves with globally recognized practices in order to accomplish their com-
mercial objectives. The framework included a structure that aids organizations and security actioners
in conducting cybersecurity assessments in order to find out vulnerabilities. This approach is especially
beneficial as the fintech industry places a high priority on the security of financial data and systems [46].

Fintech companies can quickly adopt and implement the framework to reduce ecosystem risk in their
daily transactions, which are highly vulnerable to attacks and breaches by a variety of actors. To pro-
tect and fully understand their capabilities against international standards and industry best practices,
Cybersecurity Capability Maturity Model (C2M2) might be quite important

2.3.7 CIS Controls

A set of priority measures aimed at reducing the most frequent cyberattacks is known as the Center for
Internet Security Controls. As the fintech sector deals with extremely sensitive financial data, Center for
Internet Security (CIS) Controls implementation offers a useful and efficient way to improve cybersecurity
preparedness. Through adherence to these policies, fintech organizations can handle important aspects
of cyber hygiene, including safe hardware and software configuration, ongoing vulnerability management,
and inventory and control of hardware and software assets. Because of its three Implementation Groups
(IG1, IG2, and IG3), the framework is especially well-suited for fintech enterprises with different levels of
cybersecurity maturity and resources. This allows organizations to prioritize actions according to their
risk profiles and available resources.

Implementing CIS Controls helps fintech companies create a cybersecurity foundation by focusing on
essential and prioritized actions. For instance, starting with IG1 ensures that basic cyber hygiene prac-
tices are in place, providing immediate security improvements without requiring extensive resources.
As fintech companies progress to IG2 and IG3, they can build on this foundation by implementing
more advanced controls, such as incident response and management, penetration testing, and applica-
tion software security. This structured approach enables fintech companies to incrementally enhance
their cybersecurity posture, ensuring that they can protect sensitive financial information, comply with
regulatory requirements, and maintain customer trust[47].
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3 Research Methodology

3.1 Introduction

This section outlined the research methodology employed in this study. It refers to the systematic
approach, methods, and procedures used to investigate specific research questions scientifically. The
methodology ensures that the research outcomes are reliable, valid, and replicable. The section covers
the research design, data collection methods, sample size determination, validation techniques, research
variables, the research model, and analysis procedures.

By providing a detailed explanation of the methodology, this section offers insights into how the research
was conducted and the steps taken to derive meaningful and credible results.

3.2 Research Design

This study employed a descriptive research design, adopting a quantitative approach to investigate the
cybersecurity readiness of Ethiopian fintech companies. By focusing on quantifiable data, the research
systematically addressed the technological and organizational factors that influence cybersecurity readi-
ness within the sector. The design allowed for a thorough analysis of measurable variables, ensuring an
objective evaluation of the state of cybersecurity.

3.2.1 Source Of Data

The primary data was gathered through structured surveys using a detailed questionnaire. The survey
was carefully designed to understand key areas of cybersecurity readiness, focusing on governance, re-
silience, skills, and preparation. Each survey question used Likert scales, allowing respondents to indicate
how much they agreed or disagreed. This allowed for a detailed analysis of the cybersecurity practices
and policies used by Ethiopian fintech companies.

The participants in this study were identified based on their roles within the fintech industry. This
involved visiting their companies and speaking directly with people in roles like Chief Information Security
Officer Chief Information Security Officer or cybersecurity manager, who are responsible for managing
cybersecurity in their respective institution.

3.2.2 Variables

The study analyzed four dependent variables and one independent variable, selected for their relevance
to the Ethiopian fintech industry and their role in digital financial services. These variables played a
critical role in assessing the cybersecurity readiness of both fintech companies and regulatory bodies. By
focusing on these variables, the research was able to capture key factors influencing the cybersecurity
landscape.

To determine the appropriate variables for this study, the Technology-Organization-Environment (TOE)
framework, originally proposed by Tornatzky and Fleischer (1990), served as the foundational model
for identifying key factors influencing cybersecurity readiness within the Ethiopian fintech sector. The
TOE framework offers a holistic perspective to analyze the interplay between technological factors, or-
ganizational characteristics, and environmental influences [31]. Leveraging this framework, Governance,
Resilience, and Competency were identified as critical dependent variables to assess cybersecurity readi-
ness.

The TOE framework has been widely adopted in various contexts, including the adoption of technolog-
ical innovations [55] and information systems research [56]. Its applicability to cybersecurity domains
has also been recognized [57], as it provides a comprehensive lens to examine the multifaceted factors
influencing cybersecurity preparedness.

By utilizing the TOE framework as a guiding theoretical model and connecting the study’s key variables
– Governance, Resilience, and Competency – with its corresponding technological, organizational, and
environmental aspects, a strong theoretical basis is formed. This approach facilitates a systematic analy-
sis of the complex relationships among these crucial factors, clarify their combined impact on determining
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cybersecurity preparedness within the ever-evolving Ethiopian fintech sector.
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Figure 1: Variable Relationship

Meaning and Definitions of Variables Used In The Study

1. Independent Variables

(a) Governance
In the context of organizations, governance refers to the rules, procedures, legal frameworks,
governance structures, enforcement framework, and compliance procedures that direct ac-
countability, supervision, and decision-making. Governance was essential to bolstering an
organization’s security posture in terms of cybersecurity readiness. Organizational traits in-
cluding management support, organizational structure, and resource allocation are impor-
tant elements influencing technology adoption, according to the Technology-Organization-
Environment (TOE) framework [58].

In this study, effective governance ensured that cybersecurity strategies aligned with organiza-
tional objectives, risk tolerance, and regulatory requirements. It also facilitated the allocation
of necessary resources, including budget, personnel, and infrastructure, to implement and
maintain cybersecurity measures. Governance further included asset management practices,
such as identifying, classifying, and protecting critical information assets. By incorporating
governance as a variable, the study assessed how organizational factors—such as leadership
commitment, decision-making processes, and policy frameworks—impacted cybersecurity pre-
paredness in Ethiopia’s fintech sector.

Theoretical Basis:

• The NIST Framework for Cybersecurity (CSF): The NIST CSF’s ”Identify” function
highlights how crucial governance is to comprehending and controlling cybersecurity
threats.Companies with a mature cybersecurity posture must have a defined framework
for decision-making, accountability, and policy-setting, which governance guarantees.

• The creation of an information security management system (ISMS) is the main objective
of ISO/IEC 27001. This standard emphasizes the importance of governance in controlling
information security risks through rules, regulations, and controls.
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• Practical Frameworks: Governance is a cornerstone in frameworks like Control Objectives
for Information and Related Technology 5, which provides a comprehensive approach to
IT governance and management, ensuring that cybersecurity efforts align with overall
business goals.

(b) Resilience
The ability of an organization to tolerate, adjust to, and recover back from cybersecurity
events or interruptions was referred to as resilience. It included putting security controls in
place, such as disaster recovery plans, business continuity management, and incident response
plans. The technical context evaluated the organization’s current technological infrastructure
and capabilities as well as the intrinsic features of the technology within the Technology-
Organization-Environment (TOE) framework [59].

By incorporating resilience as a variable, the study evaluated the technological preparedness of
Ethiopian fintech companies to effectively respond to and recover from cybersecurity incidents.
This included assessing factors such as the availability of redundant systems, data backup
and recovery mechanisms, and incident response procedures. The study aimed to examine
how technological factors influenced cybersecurity readiness and how well organizations could
maintain operations and protect critical assets in the event of a cyber attack or breach.

Theoretical Basis:

• NIST CSF: The ”Recover” function emphasizes resilience by ensuring that an organization
can restore capabilities or services impaired during a cybersecurity incident. Resilience
involves planning and preparedness to sustain operations under adverse conditions.

• ISO/IEC 27001: Includes requirements for business continuity management and incident
response, focusing on resilience to ensure that organizations can recover from disruptions
quickly.

(c) Competency
Competency referred to the knowledge, skills, and expertise of the staff responsible for im-
plementing and managing cybersecurity within an organization. It also included the avail-
ability of training programs and resources aimed at improving cybersecurity capabilities. In
the Technology-Organization-Environment (TOE) framework, the organizational context in-
volved factors like human resources, organizational culture, and management support [59].
The environmental context considered external factors, such as industry trends, regulations,
and the availability of skilled labor [60].

In this study, competency was used to assess how human capital and knowledge management
influenced cybersecurity readiness in Ethiopia’s fintech sector. The analysis covered aspects
like the availability of skilled cybersecurity professionals, employee training and awareness
programs, collaboration and knowledge-sharing among staff, and the organization’s ability to
attract and retain talent. The study also examined the external context by considering the
role of industry best practices, regulatory requirements, and access to external resources or
partnerships that supported the development of cybersecurity skills.

Theoretical Basis:

• NIST CSF: The ”Protect” and ”Respond” functions include aspects related to training
and awareness programs, as well as the skills and expertise required to implement protec-
tive measures and respond to incidents effectively.

• ISO/IEC 27001: Emphasizes the need for competency through continuous training, aware-
ness, and education programs to ensure that employees are knowledgeable about infor-
mation security practices.

• Industry Reports: Reports by organizations like International Information System Se-
curity Certification Consortium underscore the importance of a competent cybersecurity
workforce in managing and mitigating cyber risks.

2. Dependent Variable
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(a) Preparation
Using the three independent variables, the study measured the cybersecurity readiness of
Ethiopia’s fintech ecosystem, with preparedness being the dependent variable. This assessment
enabled a close evaluation of the sector’s present cybersecurity status and identify gaps. The
dependent variable, cybersecurity readiness, encompasses several crucial factors, including:

• The quality and effectiveness of security measures and controls implemented.

• Compliance with relevant cybersecurity laws and regulations. The ability to maintain
operations and recover swiftly after a cyber attack.

• Awareness and understanding of both current and emerging cyber threats.

• The capacity to build and maintain customer trust through data protection.

• The efforts made toward innovation and adopting new cybersecurity solutions and tech-
nology.

• The maturity and development of cybersecurity practices within organizations.

This approach enables a comprehensive assessment of the sector’s cybersecurity preparedness,
highlighting areas for improvement and tackling major challenges.

Theoretical Basis:

• NIST CSF: The ”Protect” and ”Detect” functions collectively ensure that an organization
is prepared to handle cybersecurity threats through proactive measures and continuous
monitoring.

• ISO/IEC 27001: Preparation involves implementing controls identified in the risk assess-
ment process to mitigate potential cybersecurity threats, ensuring that the organization
is ready to respond to incidents.

• Best Practices: Frameworks like COBIT 5 and NIST SP 800-53 highlight preparation as
a key component of cybersecurity, focusing on proactive risk management and incident
response planning.

The use of the TOE framework not only ensures a structured approach to variable selection but also
aligns the study with a well-established theoretical model, enhancing the rigor and relevance of the
research findings.

3.2.3 Study Population & Sampling

The study population was divided into two primary groups within the fintech ecosystem to ensure the
inclusion of all relevant stakeholders. This approach was designed to capture diverse perspectives and
ensure comprehensive participation, thereby enhancing the quality and reliability of the research findings.

Regulatory agencies in charge of monitoring, controlling, and guaranteeing adherence to cybersecurity
regulations and standards in the fintech sector made comprised the initial group of attendees. This
group comprised institutions including the Ministry of Innovation and Technology (MiNT), the Finan-
cial Intelligence Center (FIC), the Information Network Security Agency (INSA), and the National Bank
of Ethiopia (NBE). These organizations are essential in establishing regulations and implementing laws
that safeguard the fintech sector against new online dangers [32].

The other group comprised organizations within the financial sector leveraging technology, including tra-
ditional financial institutions, payment processors, payment gateways, fintech companies, and telecom
operators. Participants in this study included Commercial Bank of Ethiopia (CBE), EthSwitch, Abay
Bank, Tsehay Bank, Buna Bank, Ahadu Bank, Ethio Telecom, Safaricom, AddisPay, Kacha, and Kifiya
Financial Technology.

To ensure a targeted and effective selection of participants, a purposive sampling method was employed,
focusing on companies and organizations with extensive knowledge and experience in Ethiopia’s fintech
industry. This approach was specifically designed to gather insights that directly addressed the research
questions.
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The study made sure that the sample was in a prime position to offer insightful information on current
cybersecurity practices, pinpoint important readiness gaps, and aid in the creation of a useful cyberse-
curity assessment instrument by choosing these knowledgeable stakeholders. The overall relevance and
validity of the study’s findings are improved by this connection between the sampling strategy and the
research topics.

3.2.4 Data Collection

Data was collected from two groups of participants using structured questionnaires designed to address
the research questions through four variables: governance, resilience, competency, and preparedness.
Two separate sets of questionnaires were prepared for fintech companies and regulatory bodies.

The research methodology included the preparation of two tailored questionnaires: one directed at reg-
ulatory bodies and the other at fintech companies. The questionnaire for regulatory bodies comprised
28 questions, while the one for fintech companies contained 27 questions. These instruments were dis-
tributed via Google Forms and through direct visits to the identified organizations. Both sets of questions
were specifically designed to align with the respective variables and contribute to answering the study’s
research questions.

3.2.5 Quantitative Instrument

This research utilized quantitative data collection through a structured questionnaire and purposive sam-
pling. Participants were selected based on their involvement in the fintech sector and related businesses.

Structured Questionnaire: The data was collected from two categories of participants, as previously
mentioned. Separate questionnaires were prepared to address the research questions according to each
participant’s role in the industry. Regulatory bodies were given 28 questions, and 20 participants re-
sponded. Meanwhile, fintech companies were asked 27 questions, with 40 participants positively return-
ing their questionnaires. The questionnaires were distributed through two channels: Google Forms and
paper-based surveys. In addition to research-specific questions, demographic questions were included to
analyze the distribution of professionals in the industry.

3.2.6 Data Validation and Expert Consultation

A number of steps were taken to guarantee the quality and dependability of the research tools before any
data was collected. These procedures were intended to ensure that the information collected would be
reliable and consistent, improving the overall standard and reliability of the findings of the investigation.

• Pilot Testing: A small sample of individuals from the target population took part in a pilot
test. This made it possible to improve the questionnaire and guarantee that the questions were
appropriate, pertinent, and clear. Pilot test feedback aided in locating any unclear or ambiguous
elements that would jeopardize the validity of the data.

• Expert Review: The research instruments, including questionnaires, were reviewed by cybersecurity
and research methodology experts. Their insights helped in fine-tuning the questions to better align
with the research objectives and variables. This step ensured that the instruments were capable of
capturing accurate and meaningful data relevant to cybersecurity readiness.

• Reliability Testing: A reliability analysis was carried out utilizing techniques like Cronbach’s alpha
to determine internal consistency of the questionnaire items to ensure consistency in responses.This
stage contributed in assessing the extent to which the questionnaire’s items produced reliable and
consistent outcomes or unclear items that can damage the quality of the data

• Validation of Content: Content validity was achieved by aligning the questionnaire items with
established frameworks and best practices in cybersecurity. This alignment ensured that the ques-
tions covered all critical aspects of the research variables and were grounded in theoretical and
practical foundations.

• Clear Instructions: Detailed and unambiguous instructions were provided to the respondents to
minimize any potential misinterpretation of the questions. This step further strengthened the
accuracy of the data collected.
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Through the application of validation and reliability procedures, the study ensured the collected data
was of high quality, thereby strengthening the credibility of the research findings.

3.2.7 Data Analysis

After cleaning and compiling the data, analysis was performed using IBM SPSS Statistics software,
version 23. Descriptive analyses were applied to summarize the data, including calculating frequencies
and percentages for discrete variables, means and standard deviations for symmetrically distributed
variables, and medians and ranges for variables with non-symmetrical distributions. This approach
provided a comprehensive overview of the dataset, facilitating an accurate interpretation of the research
findings.

3.2.8 Ethical Considerations

The study complied with ethical guidelines to guarantee the preservation of participants’ rights and the
integrity of the research process. Before the collection of data, all participants gave their consent after
being fully informed about the study’s objectives and the confidentiality of their answers. To respect
their autonomy, participants were made aware of their freedom to leave the study at any moment and
without consequence.

Written consent was also obtained, ensuring transparency and accountability in the data collection pro-
cess. Care was taken to design questionnaires that avoided culturally sensitive, inappropriate, or intrusive
questions. No confidential organizational information was requested, ensuring that participants could
respond without concerns about compromising their company’s data security.

To further protect participants, the study ensured anonymity where appropriate, and data was handled
in a secure and confidential manner throughout the research process. In addition to that, the research
complied with data protection laws, ensuring that all collected information was securely stored and
accessible only to the research team for analysis. Any potential conflicts of interest were disclosed, and
the study maintained transparency and fairness in reporting its findings.
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4 Result And Discussion

4.1 Introduction

This section presents the quantitative data collected between May 1 and May 30, 2024, from two distinct
participant groups selected for this study. The analysis was divided into two main parts.

The first part focused on basic demographic details of the participants, such as age, gender, and work ex-
perience in the fintech industry. The following section highlighted the finding of the research topic. The
quantitative data was effectively displayed through tables and graphs using various statistical methods.

A total of 60 participants were selected for this study, with 40 from fintech companies and 20 from
regulatory bodies. A purposive sampling method was used to ensure that the participants held key roles
in cybersecurity or related functions. While the sample size captures diverse perspectives, it may limit
the generalizability of the findings. A larger, more stratified sample could provide additional insights
into the sector’s cybersecurity practices.

4.2 Demographic Characteristics Of Respondents

In this section of the results and discussion, it presented and analyzed the demographic distribution
of the research participants, focusing on variables such as age, gender, and work experience. Through
examining these dimensions, the research obtained an overview of the demographic distribution of cy-
bersecurity professionals in the fintech arena, which guided further study and investigation to impact
the overall cybersecurity practice.

The workforce composition was notably revealed by the examination of age, gender, and work experience;
this, in turn, impacted the industry’s capacity to address cybersecurity risks. The age distribution, for
example, showed a mix between younger, possibly more tech-savvy workers and seasoned experts. The
distribution of genders was equally significant because diversity in the workforce may lead to a wider
range of viewpoints and methods for addressing cybersecurity issues.

Additionally, the degree of industry competence was indicated by work experience. We were able to
evaluate the possible influence of this expertise on the sector’s preparedness and resilience by knowing
the number of experts with different levels of experience. It was possible to make links between the
workforce’s traits and the industry’s readiness to deal with risks related to cybersecurity by analyzing
these demographic aspects.

This analysis not only provided a snapshot of the then-current state of the cybersecurity workforce but
also offered insights into areas where improvements might have been necessary.

4.2.1 Gender Distribution Insights

This study had collected data on gender to understand the distribution within the cybersecurity profes-
sion in fintech companies. The findings reveal a clear gender disparity, with the majority of participants
being male, indicating that the industry is predominantly male-dominated.

This gender imbalance suggested a need for further research to explore the underlying reasons and
potential impacts of such a gap. Investigating the causes of gender imbalance in cybersecurity roles
could provide insights into the barriers that women faced in entering and advancing within the field.

4.2.2 Age Distribution In Cybersecurity Profession In Fintech

The analysis of age distribution within the cybersecurity profession in fintech companies shows that this
field is still developing in Ethiopia’s digital business landscape. The data reveals that a notab portion of
cybersecurity professional’s fall within the 31-40 age range. This concentration suggests that the profes-
sion is gaining traction and is recognized as essential in the current digital era. Many of the participant
in this age group hold managerial positions in their respective organizations.
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(a) Gender in Regulator (b) Gender in Fintech Company

Figure 2: Gender Distribution In Cybersecuirty

The presence of a noticeable number of professionals in the 20-30 age range indicates that younger indi-
viduals are increasingly pursuing careers in cybersecurity.

The smaller representation in the 41-50 and ¿50 age groups suggests that cybersecurity is a newer field
within the region, with fewer late-career professionals having transitioned into this area. This age dis-
tribution highlights the growing recognition of cybersecurity’s importance and the increasing interest
among younger professionals in pursuing careers in this field.

(a) Regulator (b) Fintech Company

Figure 3: Comparison of Age Distribution

4.2.3 Work Experience Distribution

The data reveals that the majority of participants (60%) have 3 to 10 years of work experience, as shown
by the blue segment in the pie chart.

On the other hand, 35% of participants have over 10 years of experience, representing a substantial group
of seasoned professionals with deep industry knowledge. Meanwhile, 5% of participants have 1 to 3 years
of experience, introducing fresh ideas and contemporary skills to the industry.

It is important to note that this study does not assess the participants’ understanding, expertise level,
academic competency, or specific skill sets, particularly in the domain of cybersecurity. These aspects
could be potential areas for future research to better identify the required skills and expertise in specific
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domains.

Overall, the balanced distribution of work experience among participants highlights the strength of fin-
tech companies in leveraging both experienced professionals and newer talent for dynamic and innovative
work environment. This mix is advantageous, as it combines the deep industry knowledge of seasoned
professionals with the fresh perspectives of newer employees, ensuring a comprehensive approach to ad-
dressing challenges within the fintech industry.

(a) Regulator (b) Fintech Company

Figure 4: Analysis of Work Experience

4.3 Cybersecurity Readiness Analysis

4.3.1 ANOVA and Regression Analysis Explanation

A statistical technique called ANOVA (Analysis of Variance) is used to ascertain whether the means
of three or more groups differ in ways that are statistically significant.For trials involving complicated
data sets, this approach proves essential because it delivers more accurate and trustworthy outcomes [79].
ANOVA is used in this study to determine whether the independent factors (resilience, competency, and
governance) have a significant effect on the cybersecurity readiness of fintech companies and regulatory
agencies.

In regression analysis, ANOVA is used to test whether any of the independent variables have a significant
effect on the dependent variable by comparing the variability explained by the model to the unexplained
variability (residuals)[62].

Regression Analysis is a statistical technique used to model the relationship between a dependent
variable and one or more independent variables. In this case, it helps quantify how Governance, Com-
petency, and Resilience influence the cybersecurity preparedness of both regulatory bodies and fintech
companies.

The combined use of ANOVA and Regression provides both an understanding of the overall influence of
the independent variables and a detailed examination of the contribution of each variable to cybersecurity
preparedness.

4.3.2 Regulatory Bodies Cybersecurity Readiness

Regulatory bodies are responsible for maintaining a secure fintech ecosystem by implementing policies and
enforcing compliance. This analysis evaluates their cybersecurity readiness by focusing on Governance
(GFR), Competency (CFR), and Resilience (RFR), and their collective effect on Preparedness (PFR).
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Table 1: Variables Entered/Removed For Regulator

Model Variables Entered Variables Removed Method
1 CFR, GFR, RFRb . Enter
a Dependent Variable: PFR
b All requested variables entered.

Table 2: Model Summary For Regulator

Model R R Square Adjusted R Square Std. Error of the Estimate
1 .998a .995 .994 .04706
a Predictors: (Constant), CFR, GFR, RFR

Analysis of Variance for Regulator:

The ANOVA test shows a high F-statistic (1069.082) and a p-value < 0.001, indicating that the indepen-
dent variables (GFR, CFR, RFR) have a statistically significant impact on the dependent variable (PFR).

R-square = 0.995 means that 99.5% of the variance in PFR is explained by GFR, CFR, and RFR.

Table 3: ANOVA For Regulator

Model Sum of Squares df Mean Square F Sig.
1 (Regression) 7.102 3 2.367 1069.082 0.000b

(Residual) 0.035 16 0.002
(Total) 7.137 19
a Dependent Variable: PFR
b Predictors: (Constant), CFR, GFR, RFR

The F-statistic of 1069.082 and a p-value of less than 0.001 show that the regression model is statisti-
cally significant. This implies that the model’s occurrence is extremely unlikely to have been accidental.
Statistical significance is generally indicated by a p-value of less than 0.05. In this instance, there is
substantial evidence against the null hypothesis because the p-value is significantly smaller than 0.05
(in fact, less than 0.001). This indicates that the independent factors (GFR, CFR, and RFR) together
significantly affect the dependent variable (PFR).

The high F-statistic (1069.082) indicates that the variance explained by the regression model is signif-
icantly greater than the variance unexplained (or residual variance). This implies that the model with
the predictors (GFR, CFR, and RFR) fits the data much better than a model without these predictors.
Essentially, the F-statistic measures the overall significance of the regression model. A high F-value,
combined with a low p-value, signifies that the model provides a much better fit to the data compared
to a model with no predictors.

The F-test in regression analysis examines whether a group of independent variables, taken together,
meaningfully impacts the dependent variable. A positive F-test result indicates that these variables,
collectively, contribute to explaining the variations in the dependent variable (PFR)[53]. This highlights
the importance of governance, competency, and resilience as key factors influencing cybersecurity pre-
paredness, and their combined effect is statistically significant.

In general, the ANOVA results demonstrate that the regression model used in this study is highly ef-
fective in predicting the cybersecurity preparedness of regulatory bodies. The significant F-statistic and
the very low p-value indicate that the selected independent variables (GFR, CFR, RFR) are important
predictors. This reinforces the validity of the model and underscores the importance of governance,
competency, and resilience in enhancing cybersecurity readiness. The findings suggest that improving
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these factors can lead to better cybersecurity outcomes for regulatory bodies in the fintech ecosystem.

Regression Analysis For Regulator:

The regression model aims to understand the relationship between the independent variables (GFR,
CFR, RFR) and the dependent variable (PFR).

Table 4: Coefficients For Regulator

Model Unstandardized Coefficients Standardized Coefficients t Sig.
B Std. Error Beta

1 (Constant) 0.132 0.070 1.892 0.077
RFR 0.530 0.095 0.519 5.592 0.000
GFR 0.272 0.078 0.291 3.478 0.003
CFR 0.180 0.067 0.197 2.665 0.017
a Dependent Variable: PFR

Constant (Intercept):The constant represents the expected value of the dependent variable PFR when
all independent variables (GFR, CFR, RFR) are zero. Here, the coefficient of 0.132 indicates that when
GFR, CFR, and RFR are zero, PFR is expected to be 0.132. However, since the significance value is
0.077 (greater than 0.05), the constant is not statistically significant. This means the intercept does not
provide a meaningful contribution to the model [61].

Resilience (RFR) has the strongest positive influence on preparedness, with a coefficient of 0.530 (p
< 0.001).The unstandardized coefficient of 0.530 means that for every one-unit increase in RFR, PFR
increases by 0.530 units, all else being equal. The standardized coefficient (Beta) of 0.519 indicates that
RFR has the strongest positive effect among the predictors. The t-value of 5.592 with a significance level
of 0.000 shows that RFR is highly significant (p < 0.05), indicating that resilience is a vital factor in
enhancing cybersecurity preparedness.

Additionally, preparation is highly impacted by Governance (GFR), with a value of 0.272 (p = 0.003).As-
suming all other factors remain constant, the unstandardized coefficient of 0.272 indicates that PFR rises
by 0.272 units for every unit increase in GFR. In comparison to other predictors in the model, GFR
has a significantly positive impact, as indicated by the standardized coefficient (Beta) of 0.291. With a
significance level of 0.003, the t-value of 3.478 indicates that this variable is highly significant (p ¡ 0.05),
indicating that governance plays a critical role in assessing cybersecurity readiness.

Competency (CFR) has a smaller but significant effect, with a coefficient of 0.180 (p = 0.017). The
unstandardized coefficient of 0.180 implies that for every one-unit increase in CFR, PFR increases by
0.180 units, holding other variables constant. The standardized coefficient (Beta) of 0.197 shows that
CFR has a relatively smaller effect compared to GFR. The t-value of 2.665 with a significance level of
0.017 indicates that CFR is statistically significant (p < 0.05), suggesting that competency is an impor-
tant factor in cybersecurity preparedness.

Overall Result Analysis

The analysis results revealed that all three independent variables—governance (GFR), competency
(CFR), and resilience (RFR)—played a significant role in influencing cybersecurity preparedness (PFR).
Among these factors, resilience (RFR) had the greatest impact, followed by governance (GFR) and com-
petency (CFR). The importance of these variables emphasizes their key role in shaping the readiness of
regulatory bodies to handle cybersecurity challenges. The model suggests that strengthening governance
structures, enhancing skill levels, and improving resilience would lead to notable improvements in overall
cybersecurity preparedness.

4.3.3 Fintech Companies Cybersecurity Readiness

Fintech companies are particularly vulnerable to cybersecurity risks due to their reliance on digital
platforms. This analysis evaluates their cybersecurity readiness by focusing on Governance (GFC),
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Competency (CFC), and Resilience (RFC), and their combined effect on Preparedness (PFC).

Table 5: Variables Entered/Removed For Fintech Company

Model Variables Entered Variables Removed Method
1 GFC, CFC, RFCb . Enter
a Dependent Variable: PFC
b All requested variables entered.

Table 6: Model Summary Fintech Company

Model R R Square Adjusted R Square Std. Error of the Estimate
1 .998a .996 .996 .05548
a Predictors: (Constant), GFC, CFC, RFC

Analysis of Variance For Fintech Companies :

The ANOVA test yields a high F-statistic (3023.358) and a p-value < 0.001, indicating that the inde-
pendent variables (GFC, CFC, RFC) significantly influence the dependent variable (PFC).
R-square = 0.996 means that 99.6% of the variance in PFC is explained by the independent variables.

Table 7: ANOVA For Fintech Company

Model Sum of Squares df Mean Square F Sig.
1 CRegression) 27.914 3 9.305 3023.358 0.000b

(Residual) 0.111 36 0.003
(Total ) 28.025 39
a Dependent Variable: PFR
b Predictors: (Constant), GFC, CFC, RFC

The ANOVA table offers several key insights into the effectiveness of the regression model:

27.914 is the regression’s Sum of Squares (SS), which indicates the proportion of the dependent variable’s
variation that can be explained by the independent variables in the model. This chart shows how ef-
fectively the model can account for variations in the dependent variable as the independent factors change.

The number of independent variables in the model is represented by the regression’s Degrees of Freedom
(df), which is 3. Because they represent the quantity of independent pieces of information available to
estimate parameters, degrees of freedom are significant.

The Mean Square (MS) for the regression is 9.305, calculated by dividing the regression sum of squares
by the degrees of freedom. This value represents the average amount of variation explained by each
independent variable in the model. Specifically, it is computed as::

MSregression =
27.914

3
= 9.305

The F-statistic is 3023.358, which is the ratio of the mean square of the regression to the mean square
of the residuals. A high F-value indicates that the model explains a significant portion of the variance
in the dependent variable. This suggests that the independent variables, when taken together, have a
strong and statistically significant impact on the dependent variable.

30



The Significance (Sig.) level is 0.000, indicating the probability that the observed F-statistic would occur
if the null hypothesis (which states that the independent variables have no effect) were true. A p-value of
0.000 strongly suggests that it is highly unlikely the null hypothesis is true, meaning the regression model
is statistically significant. This low p-value confirms that the results are not due to random chance, and
the independent variables significantly affect the dependent variable.

For the residuals, the sum of squares is 0.111, representing the variation in the dependent variable that
is not explained by the model. The residual degrees of freedom is 36, calculated as the total number of
observations minus the number of independent variables and one (39−3−1 = 36). The mean square for
the residuals is 0.003, derived by dividing the residual sum of squares by the residual degrees of freedom:

MSresidual =
0.111

36
= 0.003

The total sum of squares is 28.025, which is the sum of the regression sum of squares and the residual sum
of squares (27.914 + 0.111 = 28.025). The total degrees of freedom is 39, calculated as the total number
of observations minus one. This represents the overall variation in the dependent variable, encompassing
both explained and unexplained variation.

The total sum of squares is 28.025, which is the sum of the regression sum of squares and the residual sum
of squares (27.914 + 0.111 = 28.025). The total degrees of freedom is 39, calculated as the total number
of observations minus one. This represents the overall variation in the dependent variable, encompassing
both explained and unexplained variation.

Regression Analysis For Fintech Company:

Constant (Intercept): The constant represents the expected value of the dependent variable PFC
when all independent variables (RFC, CFC, GFC) are zero. Here, the coefficient of 0.033 indicates that
when RFC, CFC, and GFC are zero, PFC is expected to be 0.033. However, since the significance value
is 0.320 (greater than 0.05), the constant is not statistically significant. This means the intercept does
not provide a meaningful contribution to the model.

Resilience (RFC): With a coefficient of 0.473 (p < 0.001), resilience (RFC) is the most important com-
ponent. This means that improving preparedness has the biggest influence; if all other factors remain
constant, PFC rises by 0.473 units for every unit increase in RFC. The standardized coefficient (Beta)
of 0.469 indicates that RFC has a significant positive effect relative to other predictors in the model.
GFC is quite significant (p < 0.05), as indicated by the t-value of 5.295 at a significance level of 0.000,
suggesting that governance is essential to improving cybersecurity readiness.

Governance (GFC) has a substantial positive impact on PFC the unstandardized coefficient of 0.401
means that for every one-unit increase in GFC, PFC increases by 0.401 units, all else being equal. The
standardized coefficient (Beta) of 0.400 indicates that GFC has a significant positive effect, almost as
strong as RFC. GFC is extremely significant (p <0.05), as indicated by the t-value of 5.295 at a signifi-
cance level of 0.000, suggesting that governance is essential to improving cybersecurity readiness.

Competency (CFC) has a smaller but statistically significant effect, with a coefficient of 0.134 (p =
0.045). The unstandardized coefficient of 0.134 implies that for every one-unit increase in CFC, PFC
increases by 0.134 units, holding other variables constant. The standardized coefficient (Beta) of 0.133
shows that CFC has a relatively smaller effect compared to RFC. The t-value of 2.079 with a significance
level of 0.045 indicates that CFC is statistically significant (p < 0.05), suggesting that competency is an
important factor in cybersecurity preparedness.

Overall Result Analysis

The results for fintech companies indicate that all three independent variables (RFC, CFC, GFC) signifi-
cantly contribute to the dependent variable (PFC), with resilience (RFC) having the strongest influence,
followed by governance (GFC), and then competency (CFC). The statistical significance of these variables
highlights their importance in determining the cybersecurity readiness of fintech companies. The model
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Table 8: Coefficients For Fintech Company

Model Unstandardized Coefficients Standardized Coefficients t Sig.
B Std. Error Beta

1 (Constant) .033 .033 1.008
.320

RFC .473 .072 .469 6.559
.000

CFC .134 .065 .133 2.079
.045

GFC .401 .076 .400 5.295
.000
a Dependent Variable: PFC

suggests that improving resilience, governance, and competency can significantly enhance cybersecurity
preparedness.

4.4 Consolidated Analysis Of Fintech Cybersecurity Preparedness

This section of the analysis presents the study’s findings, offering a detailed exploration of how gover-
nance, competency, and resilience influence cybersecurity preparedness in both regulatory bodies and
fintech companies. The research demonstrates that these selected variables are effective in measuring the
strengths and weaknesses of cybersecurity readiness within Ethiopia’s fintech ecosystem. The method-
ology employed in this study provided a clear view of how these factors impact the overall cybersecurity
preparedness of the sector.

The data collection and analysis were conducted separately for the two key groups—regulatory bodies
and fintech companies. However, the consolidated analysis highlights how the independent variables
(governance, competency, and resilience) significantly influence the dependent variable, cybersecurity
readiness. This provides critical insights into the state of cybersecurity in the fintech ecosystem, reveal-
ing the essential components necessary to improve cybersecurity measures.

According to the R-square values, the investigation shows that both regulators and fintech businesses
have high levels of explanatory power. It means that resilience, competence, and governance play an
integral part in assessing cybersecurity readiness throughout the industry.

For regulatory bodies, resilience (RFR) emerged as the most impactful factor, emphasizing the impor-
tance of being able to recover from cyber incidents. Governance (GFR) and competency (CFR) also
play significant roles, although to a slightly lesser extent. In contrast, within fintech companies, both
resilience (RFC) and governance (GFC) were key drivers of cybersecurity preparedness, although gover-
nance appeared to have a stronger influence compared to its role in regulatory bodies.

The alignment of these findings between regulatory agencies and fintech companies underscores the
importance of governance. According to [66] ”Cyber governance is a critical part of modern cybersecurity
regimes in finance. The evidence from the study reveals that effective governance practices not only within
regulatory bodies but also within fintech companies are essential to improve cybersecurity readiness and
resilience in the digital financial sector. By analyzing the interaction between regulatory oversight and
industry practices, the study highlights how cohesive governance frameworks can promote a more secure
environment against cyber threats and breaches.

4.4.1 Examine Existing Practices

The research successfully investigated current cybersecurity practices by identifying the current state of
cybersecurity efforts within fintech companies and regulatory bodies in Ethiopia. It aligned well with
the first specific objective by examining key areas such as governance frameworks, resilience-building
initiatives, and the development of cybersecurity competencies.
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Although the study revealed that many organizations lack formalized cybersecurity policies, Ethiopian
fintech companies are recommended to adopt structured frameworks such as NIST CSF or ISO/IEC
27001. Implementing these frameworks could improve governance structures, incident response, risk
management, and overall cybersecurity resilience. Furthermore, providing real-world examples of how
these frameworks are used in other countries would offer a valuable benchmark for Ethiopian fintech
companies to align their practices with international standards.

4.4.2 Gaps in Cybersecurity Readiness

The research addressed the second objective by identifying gaps within Ethiopia’s fintech industry. The
findings revealed deficiencies in governance, particularly in areas such as risk management and regulatory
compliance. One major issue was the inability of regulators to effectively enforce cybersecurity policies.

Another weakness identified was resilience. Many fintech companies struggled to implement effective inci-
dent response plans and business continuity plans. Unlike international best practices—such as ISO/IEC
27001 and NIST SP 800-61—which provide comprehensive guidelines for incident response and continu-
ity planning, Ethiopian fintech companies lack the formal structures recommended by these frameworks.
Encouraging the adoption of such standards could greatly enhance the sector’s overall resilience.

Moreover, the study highlighted gaps in competency across the ecosystem, including a shortage of skilled
cybersecurity professionals and a lack of awareness, collaboration, and communication. Global initiatives
like the NICE Cybersecurity Workforce Framework [78] emphasize the importance of building cyberse-
curity competency through structured training and development programs.

4.4.3 Evaluate cybersecurity readiness and posture of fintech companies

The research results met the third objective, which set to evaluate cybersecurity readiness and matu-
rity within the Ethiopian fintech sector. The ANOVA and regression analysis models provided a clear
quantitative assessment of the sector’s readiness. The findings showed that governance, competency, and
resilience are the three critical factors that strongly influence the overall cybersecurity readiness.

Governance:

The analysis indicated that governance frameworks significantly impact the ability of fintech companies
and regulatory bodies to manage cybersecurity risks effectively. Companies with structured governance
practices demonstrated better readiness in dealing with cyber threats.

Competency:

The research revealed that the skill level and knowledge of cybersecurity professionals within organiza-
tions also play a major role in determining readiness. Organizations that invest in cybersecurity training
and awareness programs showed higher levels of maturity in their security practices.

Resilience:

Perhaps the most striking finding from the statistical models was the role of resilience. Companies that
had an incident response plans, business continuity measures, and cyber risk management frameworks
were better equipped to recover from cyber incidents and maintain their operations.

The statistical models ANOVA and regression analysis, demonstrated that these three factors—governance,
competency, and resilience—accounted for a significant portion of the variability in cybersecurity readi-
ness. This shows that improving these areas could lead to substantial gains in the sector’s cybersecurity
maturity.

4.4.4 Proposed Practical Cybersecurity Assessment Tool

The research has clearly identified several gaps in cybersecurity governance, competency, and resilience
within Ethiopia’s fintech sector. Based on these findings, this study proposes a tailored cybersecurity
assessment tool designed to address these gaps. The primary goal of this tool is to evaluate the cyber-
security readiness of both fintech companies and regulatory bodies, while offering practical, actionable
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steps to strengthen their cybersecurity postures. The proposed tool serves as a foundational resource,
helping to improve cybersecurity readiness at both the organizational and sectoral levels.

The proposed tool is built upon international cybersecurity frameworks such as NIST CSF, ISO/IEC
27001, and the FFIEC Cybersecurity Assessment Tool, but adapted to the specific needs and constraints
of the Ethiopian fintech sector. This ensures that the tool not only follows globally recognized best
practices but also considers local challenges such as resource limitations, lack of skilled professionals, and
regulatory gaps.

• Governance: The tool assesses the presence and strength of governance structures within organiza-
tions, focusing on risk management, policy development, and regulatory compliance. By establish-
ing a clear governance framework, organizations can better manage cybersecurity risks and align
with international standards.

• Competency: The tool evaluates the level of cybersecurity knowledge, awareness, and skills within
the organization. It provides a structured pathway for training programs and capacity-building
initiatives, enabling companies to bridge the skills gap. Drawing from the NICE Cybersecurity
Workforce Framework, the tool emphasizes continuous professional development in the face of
evolving cyber threats.

• Resilience: The tool measures an organization’s ability to respond to, recover from, and adapt
to cybersecurity incidents. It provides guidance on building business continuity plans, incident
response frameworks, and disaster recovery protocols, ensuring that fintech companies can quickly
restore operations after a cyber incident.

One of the key features of this tool is its adaptability to the local context. The Ethiopian fintech industry
faces unique challenges, including limited resources, lack of infrastructure, and fragmented regulatory
oversight. Therefore, the tool is designed to be scalable and flexible, allowing both large and small fintech
companies to implement cybersecurity measures in accordance with their capabilities. For instance, the
tool can help startups by offering cost-effective and easy-to-implement solutions that don’t compromise
on security standards.

In addition to addressing technical aspects, the tool focuses heavily on a cybersecurity-aware culture
within organizations. One of the research findings was the lack of awareness and inadequate communica-
tion about cybersecurity threats. By embedding cybersecurity awareness programs into the assessment
tool, the goal is to educate employees and stakeholders on the importance of security protocols.

A more educated workforce means that companies well equipped to identify and mitigate cyber threats
before they escalate into critical incidents. By promoting regular cybersecurity training and encouraging
cross-sector collaboration, the tool supports the creation of an industry-wide security culture.

The tool is designed not only to assess current cybersecurity practices but also to encourages contin-
uous improvement. Companies and regulators can use the tool to conduct regular assessments, track
their progress, and adapt to emerging threats. As the cyber threat landscape evolves, so too can the
assessment criteria, ensuring that Ethiopian fintech companies remain resilient and prepared for future
challenges.

Further more, the tool encourages collaboration between regulators and fintech companies, facilitating
information-sharing and joint initiatives to address common threats. A unified approach ensures that
both regulatory bodies and businesses move toward the same goals in terms of cybersecurity standards
and compliance.

Finally, the cybersecurity assessment tool proposed in this research provides a practical, adaptive, and
forward-thinking solution to the challenges identified in Ethiopia’s fintech sector. It offers a roadmap
for strengthening governance, improving skills, and building resilience, ensuring that the sector can
withstand the growing threat of cyberattacks. This tool is essential for establishing a secure financial
ecosystem in Ethiopia, one that cultivate trust, growth, and sustainability.
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Proposed Cybersecurity Assessment Tool

Domain 1: Governance

Category Sub-Category Requirements Sources/Map to Interna-
tional Standards

Risk Management
Risk Identifica-
tion

• Identify and catalog critical
assets, including data, sys-
tems, and hardware.

• Continuously identify and
document potential threats
and vulnerabilities.

• Assess the cybersecurity readi-
ness of third-party vendors
and partners.

• NIST CSF: ID.AM-1,
ISO/IEC 27001: A.8.1

• NIST CSF: ID.RA-1,
ISO/IEC 27001: A.8.2

• ISO 31000, NIST SP 800-
30

Risk Assess-
ment and
Analysis • Evaluate the likelihood of

identified risks and their po-
tential impact.

• Prioritize risks based on sever-
ity.

• Ensure risk assessments com-
ply with laws and regulations
(e.g., GDPR, PSD2).

• NIST SP 800-30,
ISO/IEC 27001: A.8.2.1

• NIST CSF: ID.RA-5,
ISO/IEC 27001: A.18.1

Risk Mitigation
and Control

• Develop and implement treat-
ment plans for identified risks.

• Ensure incident response and
recovery mechanisms are in
place.

• NIST SP 800-30, NIST
CSF: ID.RA-6, ISO/IEC
27001: A.8.3

• NIST CSF: PR.IP-9,
ISO/IEC 27002: A.16.1

Compliance
Regulatory Re-
quirements

• Stay informed about evolving
regulations (GDPR, PSD2,
PCI-DSS).

• Ensure timely reporting of cy-
bersecurity incidents to regu-
lators.

• Ensure all Ethiopian regula-
tory compliance with INSA
and NBE regulation and stan-
dard.

• NIST CSF: ID.GV-3,
ISO/IEC 27001: A.18.1.1

• Critical Mass Cyber Se-
curity Requirement Stan-
dard Version 2.0
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Policy and Pro-
cedure Develop-
ment • Establish comprehensive gov-

ernance policies to manage cy-
bersecurity risks.

• Ensure regular review of poli-
cies and provide employee
training.

• ISO/IEC 27001: A.6

• NIST CSF: ID.GV-2

Compliance Au-
dits and Assess-
ments • Conduct regular internal and

external cybersecurity audits.

• Ensure third-party service
providers undergo regular
cybersecurity audits.

• ISO/IEC 27001:
A.18.2.2, NIST CSF:
ID.GV-1

• ISO/IEC 27001: A.15.2,
NIST CSF: ID.SC-1

Asset Manage-
ment

Asset & Inven-
tory Manage-
ment • Classify assets based on sensi-

tivity or criticality.

• Define ownership, especially
for customer data, and ensure
accountability.

• NIST CSF: ID.AM-1,
ISO/IEC 27001: A.8.1.1

• NIST CSF: ID.AM-2,
ISO/IEC 27001: A.8.2.1

• NIST CSF: ID.AM-6,
ISO/IEC 27001: A.8.1.2

Configuration
Management

• Maintain strict configuration
baselines for financial systems.

• Follow controlled change man-
agement processes.

• NIST CSF: PR.IP-1

• ISO/IEC 27001: A.12.1.2

Continuous Im-
provement and
Monitoring

Performance
Metrics and
Measurement • Establish metrics to measure

the performance of cybersecu-
rity programs.

• NIST CSF: PR.IP-12

Continuous
Monitoring

• Continuously monitor risks
and review control effective-
ness.

• NIST SP 800-30

• ISO/IEC 27002: A.18.2
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Domain 2: Resilience

Category Sub-Category Requirements Sources/Map to Interna-
tional Standards

Incident Manage-
ment

Incident De-
tection and
Reporting • Use monitoring tools to detect

unusual activities (e.g., unau-
thorized credit card use, sus-
picious API traffic).

• Establish incident reporting
mechanisms for data breaches.

• Establish formal relation-
ships with law enforcement
agencies, national cyberse-
curity emergency response
teams (CERTs), and relevant
financial regulatory bod-
ies to coordinate responses
to significant cybersecurity
incidents.

• FFIEC Cybersecurity As-
sessment Tool

• ISO/IEC 27001: A.16.1.2

Incident Re-
sponse

• Establish incident response
procedures and regularly test
them.

• NIST SP 800-61, NIST
CSF: RS.RP

• ISO/IEC 27001: A.16.1.2

Business Continu-
ity

Business Impact
Analysis (BIA)

• Conduct BIAs to assess the
impact of disruptions on criti-
cal services

• Recovery priorities must be es-
tablished based on the poten-
tial impact of service disrup-
tion, including financial losses,
regulatory penalties, and rep-
utational damage..

• FFIEC Reference: Re-
silience (Domain 5)

• NIST CSF: ID.BE-5

Business Con-
tinuity Plan
(BCP) • Establish BCPs to ensure

rapid restoration of financial
services.

• Set Recovery Time Objectives
(RTOs) and Recovery Point
Objectives (RPOs).

• ISO/IEC 27001:
A.17.1.2, FFIEC Cy-
bersecurity Assessment
Tool: Incident Response
and Business Resumption
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Disaster Recovery
Disaster Recov-
ery Plan (DRP)

• Maintain a formal DRP for IT
systems and financial applica-
tions.

• Regularly test disaster recov-
ery plans.

• FFIEC Reference: Busi-
ness Continuity Planning
(Domain 5)

Backup

• Ensure regular backups are
conducted, and data can be re-
stored to meet RPOs.

• FFIEC Reference:
Backup and Recovery
(Domain 4)

Vulnerability
Management

Vulnerability
Scanning

• Conduct regular vulnerability
scans across the infrastruc-
ture.

• Categorize vulnerabilities by
risk severity.

• FFIEC Cybersecurity As-
sessment Tool: Vulnera-
bility and Patch Manage-
ment

• NIST CSF: PR.IP-12

Patch Manage-
ment

• Establish a patch management
policy to remediate identified
vulnerabilities.

• FFIEC Cybersecurity As-
sessment Tool: Patch
Management

Third-Party
Management

• Assess third-party service
providers’ security postures.

• Conduct periodic audits of the
supply chain to ensure com-
pliance with Ethiopian regula-
tion and international cyber-
security standards.

• FFIEC Reference: Exter-
nal Dependency Manage-
ment (Domain 5)

• ISO/IEC 27001
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Domain 3: Competency

Category Sub-Category Requirements Sources/Map to
International
Standards

Awareness and
Training

Training
Program
Development • Develop comprehensive

cybersecurity awareness
programs tailored to the
fintech industry.

• Ensure provided training
on compliance with
financial regulations
(e.g.,Anti Money
Laundering, Know Your
Customer, GDPR).

• FFIEC
Cybersecurity
Assessment Tool

• ISO/IEC 27001:
A.7.2.3

Awareness
Campaigns

• Provide regular updates
on new threats and best
practices.

• Evaluate the effectiveness
of cybersecurity awareness
programs.

• NIST CSF:
PR.AT-1, FFIEC
Cybersecurity
Assessment Tool

Roles and
Responsibilities

Role Definition
and Assignment

• Clearly define
cybersecurity roles and
responsibilities.

• Ensure relevant employees
hold certifications (e.g.,
CISSP, CISM, CEH).

• FFIEC Reference:
Governance
(Domain 1)

• ISO/IEC 27001:
A.6.1.1

Access Control

• Access rights must be
assigned based on clearly
defined roles and
responsibilities within the
organization.

• Access rights, including
those of privileged users,
must be reviewed
regularly (e.g., quarterly
or bi-annually) .

• ISO/IEC 27001
(A.9.1, A.9.2):

• NIST CSF
(PR.AC-1,
PR.AC-4):
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Collaboration and
Knowledge
Sharing

Collaboration

• Encourage internal
collaboration between
departments (IT,
cybersecurity,
compliance).

• Collaborate with suppliers
and partners to share
cybersecurity practices.

• Establish formal
relationships with law
enforcement agencies,
national cybersecurity
emergency response teams
(CERTs), and relevant
financial regulatory bodies
to coordinate responses to
significant cybersecurity
incidents.

• FFIEC
Cybersecurity
Assessment Tool:
Domain 5

• ISO/IEC 27001:
A.15.1.1

• ISO/IEC 27001:
A.16.1.4

• NIST CSF:
RS.CO-2

Knowledge
Sharing

• Participate in
industry-level
information-sharing
initiatives.

• Benchmark cybersecurity
practices with peers.

• FFIEC
Cybersecurity
Assessment Tool:
Domain 3

• NIST SP 800-181

The cybersecurity assessment tool proposed in this research is not only a response to existing challenges
but also a strategic framework for enhancing the long-term security of Ethiopia’s fintech sector. Im-
plementing this tool will provide several benefits to both fintech companies and regulators, including
improved protection of sensitive data, better compliance with national and international standards, and
enhanced risk management capabilities:

• Enhanced Security Posture: By aligning with international standards and focusing on governance,
competency, and resilience, organizations will be better equipped to safeguard their operations
against cyberattacks.

• Risk Management: A structured approach to identifying, mitigating, and responding to risks will
reduce exposure to cyber threats and enhance incident response.

• Regulatory Compliance: The tool supports fintech companies in meeting both national and inter-
national regulatory requirements, making them more competitive in the global market.

• Capacity Building: By promoting ongoing education and skill development, the tool contributes
to building a cybersecurity-skilled workforce in Ethiopia.

4.5 Conclusion

This thesis underscore the critical importance of governance, competency, and resilience in achieving
cybersecurity readiness within Ethiopia’s fintech sector. By thoroughly evaluating the current cyberse-
curity practices, identifying gaps, and proposing practical solutions, the study provided a comprehensive
assessment of the sector’s capacity to address cybersecurity challenges.

40



The analysis of the four variables revealed significant gaps in cybersecurity readiness at both regulatory
and company levels. These gaps pose notable risks to the integrity and security of the Ethiopian fintech
ecosystem. The findings highlight the urgent need for targeted interventions to close these gaps, ensuring
that both regulatory bodies and fintech companies are better equipped to manage emerging cyber threats.

To overcome these challenges, the study proposed the development of a cybersecurity assessment tool
designed to evaluate organizational readiness. This tool offers an important resource for companies to
benchmark their cybersecurity practices and identify areas that require improvement. Furthermore, the
study recommends that the fintech industry prioritize efforts to enhance their cybersecurity capabilities,
aligning with global best practices to raise their overall security posture.

The study also emphasizes the need for continuous improvement in cybersecurity practices across the
fintech sector. By adopting the proposed assessment tool and focusing on strengthening governance,
competency, and resilience, Ethiopian fintech companies can significantly improve their cybersecurity
readiness and better protect themselves against the evolving landscape of cyber threats.

4.6 Validation

The purpose of the validation process is to evaluate the effectiveness of the proposed cybersecurity as-
sessment tool within Ethiopia’s fintech sector. The focus is to ensure that the tool effectively addresses
identified vulnerabilities and fills the gaps revealed during the research. The tool has been specifically
tailored to fit the unique cybersecurity challenges faced by Ethiopia’s fintech ecosystem.

To validate the tool, experts from fintech companies and regulatory bodies were selected, alongside cy-
bersecurity professionals from other sectors to gain comprehensive feedback. These experts reviewed the
tool to assess its relevance to fintech operations and its broader applicability within the Ethiopian space.
The validation process emphasized the tool’s alignment with established international standards such as
NIST, ISO, and FFIEC, ensuring that it adheres to global cybersecurity practices while addressing local
needs.

The experts applied established evaluation methods, concentrating on several key areas of the tool:

• Its overall relevance and ease of use,

• The clarity of the requirements,

• Flexibility in adjusting to various operational contexts,, and

• The tool’s adaptability to companies of different sizes, experiences, and financial capacities, ensur-
ing its effectiveness across the industry.

Following the expert review, feedback was collected, and recommendations were made to refine the tool
for better applicability across different scenarios. All feedback was propoerly considered and incorporated
into the final tool design. The cybersecurity requirements were simplified and clarified to ensure that
companies of all sizes and capacities can easily implement the tool, regardless of their specific operational
contexts.

All comments and recommendations from the experts were carefully considered and integrated into the
final version of the tool. The requirements were revised to make them simpler, more concise, and easier to
understand, ensuring that companies of all sizes and capabilities can adopt the tool effectively, regardless
of their specific circumstances.

The validation process confirmed that the cybersecurity assessment tool offers practical guidance for
stakeholder communication, support companies to prioritizing cybersecurity threats, and assists in eval-
uating their overall security readiness. Experts highlighted the need for continual updates to the tool to
keep pace with evolving cyber threats and regulatory demands, ensuring its long-term effectiveness.

In conclusion, the validation process demonstrated that the proposed cybersecurity assessment tool
effectively addresses the research findings and industry challenges identified in this study. It offers
fintech companies a practical solution to enhance their security measures, safeguard their customers,
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reduce cybersecurity risks, and most importantly, establish a foundation for building a cybersecurity-
aware fintech community and culture across the industry. With expert input integrated into the tool, it
is now better suited to meet the specific needs of Ethiopia’s fintech sector.
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5 Limitation and Future Work

5.1 Introduction

Like any research, this study on the cybersecurity readiness of Ethiopia’s fintech sector encountered
several limitations that impacted its scope and findings. Understanding these limitations is important
for interpreting the results and for providing direction for future research. Despite the effort to explore
cybersecurity practices, resilience, and governance within the sector, certain challenges such as limited
data access, stakeholder participation, and the early development stage of Ethiopia’s fintech industry
influenced the depth of the analysis.

The Limitations section outlines the key constraints faced during the study, including response bias,
access to relevant stakeholders, and the absence of standardized cybersecurity practices in the fintech
space. Recognizing these issues allows future researchers to take steps toward overcoming these chal-
lenges in their own work.

Looking ahead, the Future Work section proposes ways to build on this study’s findings by addressing
gaps and improving research methodologies. Recommendations for enhancing stakeholder engagement,
increasing awareness about cybersecurity, and conducting more comprehensive data collection efforts
are highlighted. Further exploration of the cybersecurity skills gap and the continuous development of
assessment tools that adapt to emerging cyber threats are key areas where future research can contribute.

This section not only reflects on the limitations of the study but also sets the stage for advancing
cybersecurity readiness in Ethiopia’s fintech sector, providing a pathway for ongoing improvement in
safeguarding the industry.

5.2 Limitation

As this research progressed, several unexpected challenges arose, which ultimately affected the study’s
results. Recognizing these limitations was important for maintaining transparency and guiding future
research in this area. The difficulties encountered were related to the rapidly changing fintech industry
in Ethiopia, the research methods used, and the general lack of awareness about cybersecurity readiness
across the sector.

One major challenge was response bias, where some participants may have given subjective or inaccu-
rate answers, affecting the quality of the data. To minimize this, randomization techniques were applied,
and participants’ knowledge was checked before collecting data. Responses that appeared biased were
excluded from the final analysis. Despite these efforts, the risk of bias may still have influenced the
findings, highlighting the need for ongoing improvements to ensure data accuracy in future studies.

Another limitation was the difficulty in accessing relevant data and getting participation owner and in
full responsibility from stakeholders. Engaging with fintech companies, regulatory bodies, and other
important groups was a challenging process, which restricted the amount of data collected and may have
impacted the depth of the analysis.

On the other hand, the early stage of Ethiopia’s fintech industry posed further challenges. Both regu-
latory bodies and companies often lacked familiarity with standardized cybersecurity practices, which
limited the quality of responses. This lack of common understanding made it harder to gather deep and
meaningful insights.

In the future, research should focus on overcoming these limitations by improving stakeholder involvement
and increasing awareness within the industry. Better data collection and stronger engagement with
stakeholders would lead to deeper insights into the cybersecurity readiness of Ethiopia’s fintech sector,
allowing for more accurate and useful findings.

5.3 Future Work

This research has laid the groundwork for further investigations within the fintech domain by identifying
gaps and suggesting areas for future exploration. Several themes emerging from the study’s findings and
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demographic data present opportunities for deeper inquiry.

Gender Distribution in Cybersecurity and Resilience:

This study highlights the potential influence of gender on cybersecurity outcomes within fintech orga-
nizations. Further research could explore how gender diversity impacts cybersecurity readiness, with
particular attention to the roles of women and men in cybersecurity. This inquiry could provide valuable
insights for fintech companies, particularly in terms of team composition and hiring practices, and may
reveal how a more balanced representation could enhance organizational security.

Age and Cybersecurity Readiness:

The relationship between age and cybersecurity readiness is another area that warrants closer exami-
nation. This research suggests that age may influence an individual’s ability to recognize and address
cybersecurity threats. Future studies could investigate whether younger professionals are more adept
at handling emerging threats, while more experienced professionals might contribute through strate-
gic planning and foresight. Understanding these dynamics could inform workforce development and
cybersecurity training programs.

Cultural, Historical, and Psychological Factors in Cybersecurity:

Exploring cybersecurity readiness within the context of cultural and behavioral norms specific to Ethiopia
offers a promising avenue for future research. Understanding how local attitudes toward risk, regulatory
compliance, and trust in technology influence cybersecurity behaviors could provide critical insights for
the Ethiopian fintech industry. Further investigation into the psychological and cultural factors that
shape cybersecurity practices would enhance readiness and inform more effective policies.

Resilience, Development, and Risk Mitigation:

This study emphasizes the importance of organizational resilience in mitigating cybersecurity risks.
Future research could focus on developing resilience frameworks specific to fintech organizations and
examine case studies of companies that have successfully implemented strategies to reduce risk. In par-
ticular, examining how partnerships and risk management practices contribute to resilience in developing
economies could offer practical insights for other emerging markets.

Technology Adoption and Cybersecurity Skills Gap

A deeper exploration of the cybersecurity skills gap is essential, particularly regarding the technological
proficiency of fintech professionals. Future research could evaluate the effectiveness of existing training
programs and the role of education in bridging this gap. Such efforts would help ensure the workforce is
well-equipped to handle the evolving cybersecurity challenges within the fintech industry.

Addressing these areas will allow future research to build on the findings of this study, further contributing
to the development of a strong cybersecurity culture within companies and the broader fintech sector.

44



References

[1] UN, “A DIGITAL FUTURE FOR ALL? THE IMPACT OF DIGITAL TECHNOLOGIES,” 2020.
Accessed: Nov. 11, 2023.

[2] S. Kumail Abbas Rizvi, B. Naqvi, and F. Tanveer, “Is Pakistan Ready to Embrace Fintech Innova-
tion?,” THE LAHORE JOURNAL OF ECONOMICS, vol. 23, no. 2, pp. 151–182, Dec. 2018, doi:
10.35536/lje.2018.v23.i2.a6.

[3] www.privacysolved.com, “Cybersecurity And Cyber Resilience In The FinTech Sector,” DataGuid-
ance.

[4] World Economic Forum, “The Global COVID19 Fintech Market Impact and Industry Re-
silience Study with the support of,” 2022. Accessed: Nov. 11, 2023. [Online]. Available:
https://es.weforum.org/publications/

[5] W. B. W. E. F. CCAF, “The Global COVID-19 Fintech Market Impact and Industry Resilience
Study with the support of,” 2019.

[6] T. Asfaw, G. Advisor, and A. Mulatu, “Cyber Security Auditing Framework (CSAF) For Banking
Sector in Ethiopia Addis Ababa, Ethiopia,” 2018.

[7] N. S. Iheanacho, “LEVERAGING FINANCIAL TECHNOLOGY: A COMPARATIVE ANALYSIS
OF THE LEGAL READINESS OF NIGERIA FOR FINTECH DISRUPTION VIS-A-VIS OTHER
JURISDICTIONS.”

[8] Phoram Mehta and Steven Chan, “FinTech Cybersecurity: An ASEAN Outlook.” [Online]. Avail-
able: https://www.ibm.com/sg-en/security/data-breach

[9] “UNDERSTANDING CYBERCRIME: A GUIDE FOR DEVELOPING COUNTRIES ICT Ap-
plications and Cybersecurity Division Policies and Strategies Department ITU Telecommu-
nication Development Sector 2 nd Edition,” 2011. [Online]. Available: www.itu.int/ITU-
D/cyb/cybersecurity/legislation.html

[10] Jason Mitchell, “Africa faces huge cybercrime threat as the pace of digitalisation increases,”
https://www.investmentmonitor.ai/features/africa-cyber-crime-threat-digitalisation/?cf-view.

[11] A. Bouveret, “WP/18/143 Cyber Risk for the Financial Sector: A Framework for Quantitative
Assessment,” 2018.

[12] O. Gulyas and G. Kiss, “Impact of cyber-Attacks on the financial institutions,” in Procedia Com-
puter Science, Elsevier B.V., 2023, pp. 84–90. doi: 10.1016/j.procs.2023.01.267.

[13] L. R. Paul and L. Sadath, “A systematic analysis on fintech and its applications,” in Pro-
ceedings of International Conference on Innovative Practices in Technology and Management,
ICIPTM 2021, Institute of Electrical and Electronics Engineers Inc., Feb. 2021, pp. 131–136. doi:
10.1109/ICIPTM52218.2021.9388371.

[14] UN, “Systems of Cyber Resilience: Secure and Trusted FinTech Shaping the Future of Cybersecurity
and Digital Trust Shaping the Future of Financial and Monetary Systems,” 2020. [Online]. Available:
www.weforum.org

[15] T. Thimot, “Cyber Threats to the Fintech Industry a Growing Concern,”
https://fintechmagazine.com/financial-services-finserv/cyber-threats-fintech-industry-growing-
concern.

[16] F. Moses and N. Ogbuefi, “Cybersecurity in the Age of FinTech and Digital Business,” 2019. [Online].
Available: https://ssrn.com/abstract=3606866

[17] Ademola Adeyoju, “CYBERCRIME AND CYBERSECURITY: FIN-
TECH’S GREATEST CHALLENGES,” 2019. [Online]. Available:
https://www2.deloitte.com/ng/en/pages/risk/articles/nigeria-cyber

45



[18] P. Musuva, “Cybersecurity Risks and National Policy Implications-East African Experiences Case
2 The Research Team Sponsor The Global Business School Network (GBSN) Funder The SWIFT
Institute Report Date,” 2021.

[19] H. M. K. Al Duhaidahawi, J. Zhang, M. S. Abdulreda, M. Sebai, and S. Harjan, “Analysing the
effects of FinTech variables on cybersecurity: Evidence form Iraqi Banks,” International Journal of
Research in Business and Social Science (2147- 4478), vol. 9, no. 6, pp. 123–133, Jan. 2021, doi:
10.20525/ijrbs.v9i6.914.

[20] S. Mehrban et al., “Towards secure FinTech: A survey, taxonomy, and open research challenges,”
IEEE Access, vol. 8, pp. 23391–23406, 2020, doi: 10.1109/ACCESS.2020.2970430.

[21] J. A. R. C. Jayalath and S. C. Premaratne, “Analysis of Key Digital Technology Infrastructure and
Cyber Security Consideration Factors for Fintech Companies,” International Journal of Research
Publications, vol. 84, no. 1, Aug. 2021, doi: 10.47119/ijrp100841920212246.

[22] A. Ahmed Ali, “DIGITAL ETHIOPIA 2025A STRATEGY FOR ETHIOPIA INCLUSIVE PROS-
PERITY DIGITAL ETHIOPIA 2025A STRATEGY FOR ETHIOPIA INCLUSIVE PROSPERITY
Prime Minister Federal Democratic Republic of Ethiopia DIGITAL ETHIOPIA 2025A STRATEGY
FOR ETHIOPIA INCLUSIVE PROSPERITY,” 2018.

[23] A. A. Moustafa, A. Bello, and A. Maurushat, “The Role of User Behaviour in Improving Cyber
Security Management,” Frontiers in Psychology, vol. 12. Frontiers Media S.A., Jun. 18, 2021. doi:
10.3389/fpsyg.2021.561011.

[24] W. Jerene and D. Sharma, “The adoption of financial technology in Ethiopia: a study of bank
customers perspective,” Journal of Banking and Financial Technology, vol. 4, no. 1, pp. 53–63, Apr.
2020, doi: 10.1007/s42786-020-00015-0.

[25] S. AlBenJasim, T. Dargahi, H. Takruri, and R. Al-Zaidi, “FinTech Cybersecurity Challenges and
Regulations: Bahrain Case Study,” Journal of Computer Information Systems. Taylor and Francis
Ltd., 2023. doi: 10.1080/08874417.2023.2251455.

[26] S. Baur-Yazbeck, J. Frickenstein, and D. Medine, “CYBER SECURITY IN FINANCIAL SECTOR
DEVELOPMENT Challenges and potential solutions for financial inclusion,” 2019.

[27] S. B.-Y. Juliet Maina, “Digital Finance: Cybersecurity Requires Deeper Industry Collaboration,”
https://www.cgap.org/blog/digital-finance-cybersecurity-requires-deeper-industry-collaboration.

[28] S. Baur-Yazbeck, J. Frickenstein, and D. Medine, “CYBER SECURITY IN FINANCIAL SECTOR
DEVELOPMENT Challenges and potential solutions for financial inclusion,” 2019.
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A Appendix A: Invitation to Participate in Research Study

Dear Respondent,
You are kindly invited to participate in a research study conducted by Teklehymanot Meheret, a

graduate student in the Cybersecurity, Cyber Governance, and Management program at Addis Ababa
University (AAU), Addis Ababa Institute of Technology (AAiT). The purpose of this invitation is to
engage professionals working as cybersecurity experts, leaders, and managers in a survey.

Your participation in this study is entirely voluntary, and you have the right to decline to answer any
question at your discretion, without any penalties or consequences. Your cooperation in this research
endeavor is highly valued and appreciated.

The main objective of the research questionnaire is to collect information regarding the cybersecurity
readiness of the fintech ecosystem in the country. This will be achieved by assessing the individuals,
companies, and regulatory bodies respectively. Your involvement and responses will significantly impact
the research output and help understand the real challenges faced by the industry.

The information you provide in response to the questionnaire items will be used as part of the survey
data required for this thesis to obtain reliable and relevant information for the study. All the informa-
tion you provide will be kept strictly confidential and will be used solely for academic research purposes.
Please answer each question carefully, as there are no right or wrong answers. If you are unsure about
an answer, please respond with your best estimate.

Your participation, time, energy, and effort are highly valued and appreciated. If you have any further
questions, you can reach me at the following addresses.

Sincerely,
Teklehymanot Meheret
Email: dvisor: Elefelious G. Belay (Ph.D)

Thank you for your consideration and support in advancing this important research endeavor.

B Appendix B: DEMOGRAPHIC INFORMATION

1. Gender

a. Male

b. Female

2. Age

a. 20 - 30

b. 31 - 40

c. 41 - 50

d. ¿ 50

3. How many years of experience do you have in cybersecurity?

a. 1 - 3

b. 4 - 10

c. More than 10

4. What is your position?

•
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C Appendix C: Question For Regulator

Please choose one response 1: - Strongly Dis Agree, 2: - Disagree, 3: -Neutral, 4: - Agree 5: - Strongly
Agree

Code Question Strongly
Disagree
(1)

Disagree
(2)

Neutral
(3)

Agree
(4)

Strongly
Agree
(5)

GFRQ1 The country established a cybersecurity
policy specifically tailored for the fin-
tech sector?

GFRQ2 The cybersecurity policy is regularly
updated to address emerging cyber
threats and evolving technologies?

GFRQ3 The country has a mechanism for viola-
tions or non-compliance with the cyber-
security policy to be promptly identi-
fied and addressed through appropriate
actions or penalties?

GFRQ4 The country has guidelines and pro-
cedures in place for fintech compa-
nies to report any deviations or non-
compliance with the security stan-
dards?

GFRQ5 Compliance with cybersecurity policies
and controls is regularly monitored and
enforced within organizations?

GFRQ6 The country has a comprehensive
and well-defined regulatory framework
specifically tailored for the fintech sec-
tor?

GFRQ7 There are clear guidelines and processes
in place for fintech companies to obtain
necessary approvals, licenses, and certi-
fications?

GFRQ8 The regulatory authorities provide
guidance and support to fintech com-
panies in interpreting and implement-
ing the recommendations from cyberse-
curity assessments?

GFRQ9 The regulatory authority has made it
mandatory for fintech companies to
follow specific cybersecurity standards,
frameworks, and best practices?

GFRQ10 The data protection laws and regula-
tions governing the collection, usage,
and consent practices related to per-
sonal data within the fintech sector
are comprehensive, with adequate mea-
sures/guidelines to ensure strict adher-
ence by fintech companies?

GFRQ11 The regulatory authority provides clear
guidelines and best practices for emerg-
ing technologies (e.g., cloud computing,
mobile payments, blockchain) that fin-
tech companies can refer to while im-
plementing security controls?
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GFRQ12 There is a standard and framework for
identifying and classifying assets in the
fintech sector to put in place appropri-
ate controls and protection?

GFRQ13 A secure software development life cycle
standard and framework are in place to
encourage companies to follow and in-
corporate in the development practice?

GFRQ14 There is an effective system in place
to regularly check, assess, and monitor
that companies are properly following
and complying with cybersecurity re-
quirements?

RFRQ15 Incident response plans and procedures
are in place within the fintech ecosys-
tem to effectively manage and mitigate
the impact of cyber incidents?

RFRQ16 There is an effective risk management
framework and methodology to iden-
tify, assess, and mitigate cyber risks in
the fintech sector?

RFRQ17 There is a well-defined process for
conducting regular cybersecurity au-
dit assessments with appropriate guid-
ance/oversight from the regulatory au-
thority?

RFRQ18 Companies are encouraged to conduct
penetration testing and vulnerability
assessments on their systems and ap-
plications to identify potential security
weaknesses regularly?

RFRQ19 There is a national framework for
fintech companies to have well-
documented and tested incident
response and business continuity plans
to effectively manage and recover from
cyber incidents?

RFRQ20 Security measures such as multi-factor
authentication, encryption, and tok-
enization are implemented by fintech
companies to protect customer data
and transactions?

RFRQ21 There is effective leveraging of threat
intelligence and information-sharing
platforms to stay informed about the
latest cybersecurity threats and attack
vectors?

CFRQ22 Legal/regulatory frameworks require
fintech companies to provide compre-
hensive cybersecurity awareness and
training programs?

CFRQ23 A national cybersecurity awareness and
training program is in place to promote
a cybersecurity culture in the fintech
sectors?
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CFRQ24 The fintech sector has established dedi-
cated cybersecurity teams or personnel
responsible for implementing and main-
taining cybersecurity?

CFRQ25 The current cybersecurity workforce
possesses specialized skills and exper-
tise required to support the cybersecu-
rity needs of the fintech sector?

CFRQ26 There are effective initiatives/policies
in place to cultivate a skilled cybersecu-
rity workforce that can meet the indus-
try’s present and future talent needs?

CFRQ27 Sufficient financial, technical, and hu-
man resources are allocated specifically
dedicated to cybersecurity initiatives
within the fintech sector to effectively
implement and enforce cybersecurity
policies and programs?

CFRQ28 There is a platform for sharing, collab-
oration, and coordination with relevant
stakeholders in cybercrime, vulnerabil-
ity, cybersecurity incidents, and threats
in the fintech ecosystem?

CFRQ29 The government provides incentives,
grants, or funding opportunities to en-
courage cybersecurity research, innova-
tion, and skill development in the pri-
vate sector and academic institutions?

PFRQ30 Cybercrime has become a major con-
cern and a top priority for financial in-
stitutions and regulators in the coun-
try?

D Appendix D: Question For FinTech Company

Please choose one response 1: - Strongly Dis Agree, 2: - Disagree, 3: -Neutral, 4: - Agree 5: - Strongly
Agree

Code Question Strongly
Disagree

Disagree Neutral Agree Strongly
Agree

GFCQ1 The company has a well-defined cyber-
security policy which is regularly evalu-
ated and adopts industry-recommended
cybersecurity frameworks and stan-
dards (e.g., NIST, ISO, CIS)?

GFCQ2 The company has a data protection
and privacy policy that aligns with the
country’s regulations for the collection,
storage, and sharing of customer data?

GFCQ3 The company’s policies and procedures
are regularly reviewed and updated to
align with changes in legal and regula-
tory requirements?

GFCQ4 The company has a risk management
framework and methodology to assess,
identify and mitigate cyber risks?
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Code Question Strongly
Disagree

Disagree Neutral Agree Strongly
Agree

GFCQ5 The company has guidelines for man-
aging third-party systems and data ac-
cess?

GFCQ6 The company has a process to monitor
and ensure compliance with relevant in-
dustry standards, regulations, and legal
requirements specific to the fintech sec-
tor?

GFCQ7 The company has a comprehensive data
classification policy in place to guide
the proper handling, storage, and pro-
tection of sensitive information and cus-
tomer data?

GFCQ8 The company has a well-defined access
control and privileges access manage-
ment policy to prevent unauthorized ac-
cess?

RFCQ9 The company has a process for viola-
tions or non-compliance with the cyber-
security policy addressed through ap-
propriate actions or penalties?

RFCQ10 The company’s cybersecurity practices
are regularly audited and validated
(e.g., annually, bi-annually) through a
comprehensive process?

RFCQ11 The company has well-established pro-
cesses for reporting, investigating, and
addressing potential data breaches and
violations?

RFCQ12 The company has business continuity
plans to guarantee seamless operations
in case of a security disaster?

RFCQ13 The company has a vulnerability man-
agement program that includes regular
scanning, patching, and remediation of
identified vulnerabilities?

RFCQ14 The company has a well-defined and
regularly tested incident response plan
to effectively manage and recover from
cybersecurity incidents?

RFCQ15 The company’s cloud services have ade-
quate security controls and measures in
place to ensure the protection of data
and systems in the cloud environment?

CFCQ16 The company has a comprehensive se-
curity awareness and training program
that covers various aspects of cyberse-
curity for employees, contractors, and
third-party vendors?

CFCQ17 The company has established a process
to identify skills gaps in cybersecurity,
with a focus on recruiting, retaining tal-
ent and expertise as a top priority?
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Code Question Strongly
Disagree

Disagree Neutral Agree Strongly
Agree

CFCQ18 The company established dedicated cy-
bersecurity teams or personnel respon-
sible for implementing and maintaining
cybersecurity?

CFCQ19 The company utilizes a dedicated plat-
form or system for sharing, collabo-
rating, and coordinating with relevant
stakeholders in the fintech ecosystem
regarding cybercrime, vulnerabilities,
incidents, and threats?

CFCQ20 The company understands the commit-
ment for cybersecurity as a strategic
priority, including the allocation of an
adequate budget to maintain its market
positioning and competitiveness?

CFCQ21 The company has effective communica-
tion channels for disseminating cyber-
security updates and guidelines to em-
ployees?

CFCQ22 The company effectively monitors and
controls employee behaviors related to
the processing of sensitive data and
information-sharing practices to miti-
gate potential risks?

CFCQ23 The company has a cybersecurity cul-
ture program for integrating cybersecu-
rity training into the onboarding pro-
cess for new employees?

PFCQ24 The company demonstrates a compre-
hensive understanding of the legal and
regulatory landscape in the Ethiopian
fintech industry, and actively engages
with regulatory authorities?

PFCQ25 The company collaborates and shares
cybersecurity knowledge with industry
peers and organizations?

PFCQ26 The company keeps an effort to stay
updated about emerging cybersecurity
threats and adhering to best practices
specific to the fintech industry?

PFCQ27 The company follows secure coding
practices and incorporates security con-
siderations throughout the software de-
velopment life cycle in-house software
and application development practice?
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