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ABSTRACT 

In the designing of Wireless Sensor Networks (WSNs), it is often assumed that each sensor 

node faithfully follows the prescribed conventional standards without any deviation. 

Nevertheless, when WSNs that are located in the same vicinity are owned and managed by 

different network authorities, individual nodes will likely do what is most beneficial to its 

governing authority. As such a node may be reluctant to forward the packets of other 

authority‟s nodes, so as to preserve its resources (for instance, energy and CPU time).   

Sensor nodes are small in size and have a very limited amount of energy which considerably 

limits the lifetime of WSNs if their resources could not be properly utilized. Cluster-based 

routing algorithms preserve energy by grouping nodes into multiple clusters. Moreover, it 

selects a single node in each cluster as the Cluster Head (CH) to communicate with a Base 

Station (BS) on behalf of other nodes. In an ideal collaborative setting, nodes should alternate 

the role of CH according to some fairness rule. However, in reality, a selfish (non-cooperative) 

node might refuse to volunteer: cooperation is not guaranteed in Multi-class WSNs (MWSNs). 

The degree of compliance of nodes to this fairness rule can greatly influence the Quality of 

Service (QoS) provided by the network. Consequently, the first and foremost step to address 

such a problem consists of building a model that captures and mitigates the essential aspects of 

an existing physical phenomenon, and then, designing an energy-efficient routing algorithm.  

In this dissertation, we developed a model of an Evolutionary Collaborative Game (ECG): an 

evolutionary dynamics whereby players (i.e., sensor nodes) interact by adopting either 

cooperative or non-cooperative strategy and, then, evaluating their packet forwarding benefits. 

An analytic model of nodes‟ population evolution, called replicator dynamics is also 

systematically derived as a guide in the choice of the mechanisms. Nodes adapt their strategies 

on the basis of the outcomes of the interactions with other nodes and converge to an ESS. This 

corresponds to the anticipated behavioral outcomes in the dynamics whereby the population of 

nodes reaches a stable equilibrium.  

Considering the ESS outcome that has been a desirable state of the system, we propose two 

algorithms for WSNs in non-collaborative settings. The first algorithm consists of cluster-based 

Collaborative Packets Forwarding (CPF), where nodes in the population game interact (i.e., 

each node interacts to any others) with the same probability. By introducing a rewarding 
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mechanism (also known as an incentive), it has been observed that nodes evolve and reach a 

collaborative stable equilibrium as per our conducted analysis that has been shown both 

analytically - in a stylized scenario, and numerically - by using simulations, (assuming the 

relations between payoff parameters (cost-to-benefit ratio (w) and reward-to-benefit ratio (d)) 

and the number of nodes (N)). Given the value of d is constant, it is observed that the quantified 

equilibrium decreases when the values of w and N increase, but when the value of d decreases 

the equilibrium drops more rapidly as a large number of nodes switch into non-collaborative 

behavior in order to conserve their resources.  

Then, the achievements of collaborative equilibrium and cooperative-rate have been evaluated 

in the development of CH-determination of CPF algorithm. As such, CH role is determined and 

rotated based on the potential collaborations that the individual nodes made. The studied 

simulation results have revealed that CPF will be able to conserve the remaining energy of 

networks when comparing it with default case (i.e., Non-collaborative Packets Forwarding 

(NcPF) algorithm).  

An algorithm called GREET (evolutionary Game theoRy based Energy EfficienT cluster-head 

determination algorithm) has also been proposed by assuming that nodes only interact with 

their neighboring nodes. In the evolutionary cluster-game, it is observed that the stable 

equilibrium has been reached without the requirement of any external enforcement mechanism. 

The probability of volunteering as CH candidate decreases with the growth of w and M 

(number of nodes in the given cluster). In the achievement of equilibrium probability, CH-

enabled nodes start to decide whether to be a candidate CH or not in the current round. Then, 

considering the energy level of currently contested candidates (in case they are more than two), 

appointed-CH would be determined to represent its members in transmitting packets. 

Moreover, nodes with minimum residual energy will stay in CH-disallowed state until their 

energy level is on equal footing with others. This process, in turn, helps the algorithm to 

balance the energy consumption of nodes.   

Subsequently, simulation results for both CPF and GREET were analyzed and compared with 

respect to other standard WSN algorithms such as LEACH and CROSS. It is found that 

GREET outperforms all of them in terms of network lifetimes and packet throughputs. The 

reason is that the achievement of nodes‟ collaborative equilibriums is balanced as well as the 
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role of CH is uniformly distributed and fairly rotated in extending energy utilizations. Although 

global information is required both in CPF and CROSS, CPF performs better than CROSS for 

certain payoff functions.  

 

Keywords: Cluster-based CPF Algorithm, Energy Efficient Algorithm, Evolutionary Cluster-

Game, Evolutionary Collaborative-Game, GREET, MWSNs, Network Lifetime, Non-

collaborative Nodes. 
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 CHAPTER ONE: INTRODUCTION 

This chapter presents a brief background of the research problems that have been investigated, 

motivation of the research and objectives of this research. In addition, methodology that has 

applied to achieve the dissertation objectives has been described. Finally, the organization of 

chapters of this dissertation is outlined.    

1.1 Background 

WSNs consist of hundreds and/or thousands of sensor nodes that distributed over a 

geographical area using wireless links [1], [2], [3], [4]. These nodes are helpful for observing 

physical phenomena and making observation-based choices in processing the data [2], [4]. Tiny 

nodes collect and route data, possibly through multiple intermediate nodes, to a central node 

called the BS for further processing and decision making. The BS operates as a data sink and as 

gateways to other interconnected networks such as the Internet. In addition, it has a reliable 

power supply and a higher processing capability with respect to other nodes.    

Nodes in WSNs are constrained in resources: they have limited memory storage, limited energy 

supply, and limited computing capability. Thus, the designing of algorithms or protocols should 

take into account such constraints. An effective approach that is able to preserve 

communication resources so as to extend the lifetime of sensor networks is the cluster-based 

routing algorithm, which is based on the neighborhoods grouping [5], [6], [7], [8]. In this 

algorithm, nodes are arranged into clusters, and, in each cluster, the task of communicating 

packets is delegated to a single node (i.e., CH). The CH receives data from its members, 

aggregates and forwards to the BS. In this system, nodes are also expected to contribute their 

resources locally, by forwarding the packets to one another. In recent years, a large number of 

algorithms have been proposed and some of these include LEACH [5], LEACH-C [6], 

PEGASIS [9], BCDCP [10], BCSP [11], WCA [12], and HEED [13].  

In the course of designing these algorithms, the philosophy of the cooperation between 

neighboring nodes‟ has fundamentally been considered. In this setting, resource-constrained 

nodes commonly received enormous advantages: optimized communication energy and 

bandwidth, extended network service availability (eg., network lifetime), enhanced robustness 
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and scalability of network. Nevertheless, the research has witnessed that individual authority 

who own these nodes generally behave in a non-cooperative manner that may greatly reduce 

the expected performances [14], [15], [16]. In such perspective, self-optimizing intermediate 

nodes do not want to consume their limited resources for routing the packets of other nodes. In 

these types of networks, the network would solely run by the operation of the end users rather 

than relying on any priorly established infrastructure or centralized administration [17], [18], 

[19], [20], [21], [22]. 

The previously conducted studies claimed that the performance of networks has extremely been 

degraded by the presence of misbehaving nodes, as it is shown in [23], [24], [25], [26]. The 

result of a study in [24] shows that the QoS is vastly reduced as the concentration level 

increased: the probability of packets reachability (throughput) comes down to nearly 50% 

whereas the average of hop count reaches to a maximum of 2.5 times, and the percentage of 

dropped packet goes up to nearly 60%. The performance of an ordinary cluster-based routing is 

investigated in [25]: packet throughputs are reduced. Moreover, in [26], the shortest path 

routing algorithm is studied: packets reachability decreases as the number of selfish users 

increase. Thus, in the presence of such nodes, the functionality of the networks is massively 

affected. When their concentration levels are large, they might cause a passive denial of service 

which might even lead to the malfunctioning of the whole network communication. 

Such behaviors are performed by individual participants that intend to benefit from the whole 

network without contributing their fair share to it. One of the reasons why this happens in the 

distributed and collocated network is because thousands of nodes are left unattended after 

deployment. The tendency of a node to conserve its resources by requesting the others to 

forward its packets dubs it selfishly: its primary goal is to maximize the benefits to its agency, 

even at the expenses of other nodes. Thus, developing a model that fosters this selfishness 

towards achieving effective resource utilization is a point of interest in this study. In such case, 

collaboratively operated networks must be ensured and standardized. Generally, adhering to 

such policies can put this network performance at a better level of enactment. In fact, this is a 

big challenge in the modern multi-authority and multi-domain also commonly referred to as 

Multi-class Wireless Sensor Networks (MWSNs) design [17], [18], [19], [20], [21], [22], [27].      
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Until few years ago, the typical operation of a distributed WSNs architecture could be modeled 

as the enactment of a collaborative protocol by networked nodes or agents, faithfully executing, 

to the best of their capabilities, the programmed behavior, assigned to them by the system 

designer. Within such blind compliance, the networked nodes could be aware of the degree of 

consumption of their own resources, needed for performing the specific tasks, but would not be 

allowed to adopt any selfish behavior implying a deviation from the protocol. In that frame, the 

protocol designer‟s choices would typically represent a tradeoff between the degree of 

attainment of the network‟s goals (e.g., in terms of communication latency and efficiency, 

reliability or performance) and the level of resource consumption of the network as a whole 

(e.g., in terms of computational and communication resources).  

In today networks – often resulting from the free aggregation of nodes or agents operated by 

selfish parties, whose goals and interests are typically not aligned – such a frame turns out not 

to be adequate. In order to better capture all the aspects and forces acting in and over the 

system, the designed model must take into account the agents‟ individual preferences, as well 

as the fact that each agent could be aware of the other agents‟ preferences and selfishness, and 

perform strategic choices consequently. The natural frame for modeling such interdependent 

and possibly interactive decision landscape is Game Theory (GT). 

GT has the capabilities of tackling the issues of selfish agents that are capable of strategic 

reasoning [28], [29], [30]. It can be used to predict the outcome which will be the rational 

agents‟ behavior resulting from a specific system setup in terms of joint strategies of all the 

rational agents. This solution is called Nash Equilibrium (NE), it consists of a strategy profile 

(a collection of strategies, one for each player in the game) from which no individual has the 

interest to deviate unilaterally. The intuition behind NE is that it represents a possible stable 

state to play. A game designer-changing the incentives of a game for each combination of 

contingencies - can nudge the game‟s equilibrium; for instance, transform an equilibrium based 

on non-collaborative strategies into a collaborative-based one. The area of GT which models 

fully rational players adopting strategic reasoning is commonly called Classical GT as opposed 

to other areas where the player is endowed with lesser forms of rationality [31], [32], [33], [34].  

A model of GT approaches extensively applied in WSNs design to mitigate the behaviors of 

individual nodes [14], [15], [16], [17], [35], [36], [37]. The game analyzes the strategies of non-
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alien nodes‟ interaction in the algorithms. Considering the existing algorithms, their 

contributions and limitations are analyzed in Sections 3.2, 3.3 and 3.4. In addition to GT 

approaches, several methods or techniques are available in the ongoing research trends. Some 

of them are grouped as: identification and isolation [38], [39], [40], [41], [42], trust and 

reputation-based [43], [44], [45], and credit-payment [46], [47], [48], [49]; in the former two 

methods once selfish nodes are identified, they are punished or isolated - denied from utilizing 

the network resources while in the latter method, the cooperative nodes are incentivized. 

Because of these reasons, both the communication channels and the behavior of nodes are 

continuously monitored in these techniques. Most of the available works with respect to the 

development of WSNs are described in detail in Section 3.1, whereas their level of 

vulnerability in delivering reliable communications will be investigated in Section 3.4.    

In this dissertation, a special area of GT, assuming limited rationality, is also called EGT has 

been adopted into the ECG model in order to regulate the behaviors of self-interested nodes. 

Thus, by modeling a system of nodes, first through replicator dynamics, then by a more realistic 

WSN simulation, we have proposed cluster-based routing algorithms, viz. CPF and GREET. In 

these modeling contexts, each node player is assumed not to use strategic reasoning, but just to 

learn from recent experience and adapt its strategy consequently, pursuing a short-term selfish 

goal. In a WSN setting, EGT requires the individual node to simply observe the behavior of its 

neighboring nodes and to change its own strategies based on the observation [29], [31]. As a 

result, sub-populations of interacting nodes evolve their behaviors: the percentage of nodes 

adopting any specific strategy evolves with time (also represented as a round). In some cases, 

the percentages of the different strategies in a population can become stable, as such; this 

situation is referred to as an evolutionary equilibrium, i.e., simply ESS profile.  

A common tool assumed in EGT for analytically modeling the evolutionary population is the 

so-called replicator dynamics [50], [51]. This model of the dynamics posits that – from a round 

of interactions to the next – the proportion of sensor nodes using a definite strategy increases 

proportionally to the relative advantage provided by the strategy with respect to the average 

payoff of the population. Replicator dynamics is one of the stylized models that use the 

population approximation. This approximation assumes that the ensemble of individuals 

participating in the process is so well-mixed, that any individual node has the same probability 
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of meeting any other individuals. The population approximation does not take into account the 

fact that individuals are bound by physical constraints to specific regions of space and interact 

only with neighbors; however, it can provide a “first-order” analytic model of the phenomena, 

especially good if the individuals are characterized by a high mobility. The addition of physical 

space to the picture is most of the time achieved by giving up the analytic tractability and 

passing to simulative models.  

In developing this model, first we have analyzed a two-node contest game to gain some insight, 

and then extended the observation into a multi-node contest game. Using both theoretical and 

simulation analyses, we have enumerated an achievement of ESS where nodes reached 

collaborative equilibrium. Then, we have developed detailed algorithms for CH determination 

and studied their effectiveness by simulation in a structured population setting: we have 

checked that the system converges to equilibrium. So, the enactment of such equilibrium 

achievements has been assessed for cluster-based routing algorithms design in order to consider 

whether a good quality of network operation ensured.  

Finally, we have quantified the overall efficiency of these algorithms by using standard 

networking evaluation metrics. So, the performance evaluations of our algorithms have been 

conducted in comparison with other algorithms (i.e., LEACH [5] and CROSS [14]) by 

considering the virtual reality of network deployments. Regarding the conducted simulation of 

our algorithms, it is observed that energy consumption has been balanced and distributed 

uniformly. Thus, network lifetime is much extended to provide a better packet throughput 

services.  

1.2 Terminologies  

Non-cooperative Sensor Nodes: [17] has given the following definition of selfish nodes: “As 

sensors may be owned and supported by different stakeholders, the authors view them as 

selfish agents maximizing their own network utility by exploiting other nodes‟ resources.” It 

has been considered that individual nodes would unselfishly sacrifice their communication 

resources by relaying the message of the other nodes that only belong to the same stakeholders.  

The same definition of non-cooperativeness has been employed in this dissertation as of [17], 

[18], [19], [20], [21], [22]. In this context, resource-limited nodes act selfish behavior with their 
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objective of utilizing the services provided by other networks while in the return, they behave 

unwillingness. In addition, in [17], the justification of these nodes is reinforced by the fact that 

nodes often have very limited localization capability in their resources in the deployed field. 

This happens typically because nodes either inaccurately read the signal due to the reason of 

environmental factors or initially they are designed with low-cost, and thus, are intended to 

save their resources. Storing the topology of the entire authorities‟ network information at the 

central point appears to be impossible and the nodes‟ control regime is also decentralized. 

Consequently, they must determine with whom they need to share their resources.  

According to [27], the degree of network cooperation is affected by networking related external 

factors such as the number of available network domains, the density of nodes, the deployment 

area of networks and their topological arrangement, the location of BS, and the environmental 

propagating signal. Due to such factors, the intermediate nodes might misbehave by not 

forwarding the packets to other remote nodes. Sensor nodes are misbehaving in the cluster-

based routing algorithm of a MWSN by minimizing their contribution to other nodes [14], [15]. 

In [52], it is stated that node selfishly acts in the cluster-based algorithm either by not 

participating in the process of CH selection or by not forwarding packets of its members, 

though it is selected.   

In  [35], [36] selfish node initializes the size of its contention window to a lower value than the 

normal cases. This node deliberately deviates from the Carrier Sense Multiple Access with 

Collision Avoidance (CSMA/CA) protocol. By so doing, a selfish node (also said to be a 

cheater node) increases its throughputs. In [38] selfish node also called “Greedy Node” is 

studied as the problem that occurs in the intermediation of multipath routing: node may turn off 

its power when it does not have active communications, node may not forward the packet it 

received, node may selectively send some packets while dropping others, and node may not 

forward the reply to the request on reverse route. 

According to [23], selfish nodes are identified, they have the patterns: to avoid being included 

in the others‟ routes path, do not Relay Route Request (RREQ) messages, may not reply or 

transmit HELLO messages, deliberately delay the RREQ packet by exceeding the upper limit 

timeout, and may be part of the routing message, however, do not send the packets of others. 
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In synthesis, by taking into account everything about selfish agents, nodes that are investigated 

and modeled in this dissertation are classified as misbehaving ones. This kind of nodes 

hesitates the consumption of their own resources for the advantage of other networks. 

Henceforth, they are different from the class of nodes that deliberately misroute the data 

packets by falsely injecting. Misbehaving nodes have no intention to disrupt a usual network 

operation rather they do so to exploit the collaborators‟ resources. Conversely, they are 

unwilling to share their communication resources with others in return. In such configured 

networks, these nodes mostly drop the packets instead of forwarding. Such a misbehaving node 

is said to be selfish node otherwise known as non-cooperative node [17], [18], [19], [20].  

On the contrary, there are other kinds of nodes that can inject false packets into the 

communication packets. By so doing, they misroute the packets of other nodes. Regarding this 

point, it is possible to pinpoint that the malicious nodes whose purpose is to disrupt the 

functionalities of other nodes either by impersonating or by attacking [53], [54]. Damaging the 

other nodes‟ normal operation, by causing network outage through partitioning, is among the 

many targets of these malicious nodes. Also, they may aim to consume the sensitive 

information about other nodes. Likewise, they are sometimes said to be active attackers [54], 

[55], [56], [57], [58], [59]. Mostly, these attackers are not driven by the intention of saving their 

resources, and due to this, they are not part of current studies.   

1.3 Motivations of this Dissertation 

In recent years, the sensor network field has witnessed a tremendous growth in terms of 

network‟s connectivity and applications that have attracted more users. The smartest sensor 

nodes, that made this network, have the ability to interconnect ubiquitously. This provides an 

opportunity for these nodes to gather information from everywhere at any times. Hence, this 

network has improved people‟s lifestyles by keeping them more connected to timely needed 

information. However, these nodes have limited resource capabilities which could restrict their 

functional quality and duration unless they are given due attention during their communication 

design. Correspondingly, the capability of how much the data packets they collect and transmit 

is largely predetermined by their limited amount of battery storage. Mostly, they consume more 

energy when transmitting the packets that they have been collected or sensed.   
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Research has made it evident that nodes misbehave as they tend to use their resources only for 

themselves. To curb such a challenge, recent research efforts are oriented towards the designing 

of efficient algorithms: they are expected to maximize the battery utilization of individually-

owned nodes. One way of using the available resources efficiently to increase the network 

lifespan is to exploit the redundancy provided by the presence of multiple networks in the same 

area. In this regard, nodes that belong to one network accept to forward the packets produced 

by another, and on a reciprocally. Moreover, by standardizing the communication interfaces 

between these collocated nodes: it is possible to design the required collaboration even if they 

perform different tasks or belong to different owners.    

This standardization could enhance the resource utilization in which case individual node 

correspondingly receives the advantages. In due process, the entire collocated networks should 

be expected to conserve their energy: eg., in [18], [27], network lifetime is sustained when the 

networks cooperate than not. As such, they deliver a comprehensive service for their respective 

domains with the remaining infrastructures. Thus, bringing up these nodes into a collaborative 

operation and designing an energy-efficient algorithm has been the motive behind this study.   

Hence, this dissertation is meant to put forward an approach for designing an algorithm 

whereby the surrounded ESS can be achieved between non-aligned nodes. Indeed, a demanding 

challenge is how to design an effective model that regulates the strategic updates of mutual 

collaborative nodes. An individual node can dynamically update and adjust its strategy, in 

which acceptably entire nodes reach to share a common benefit.      

Provided that equilibrium stability is achieved, an efficient algorithm has to be adopted. Thus, 

the best way is to design a cluster-based routing algorithm which conserves resource 

powerfully. This algorithm operates in two phases [7], [8]: the preparation of grouping nodes 

into clusters, called clustering-phase, and the routing-phase where the packet is collected, 

summarized and routed. In the clustering-phase, efficient methods are utilized to determine a 

CH, and organize nodes into different clusters. In the routing-phase, the determined CH is 

becoming a representative to aggregate and communicate the packet it received. As a result, it 

avoids an ordinary node from sending packets in the far distance. If the role of a CH is fairly 

distributed and rotated between these nodes, this technique anticipates many advantages: (i) it 

reduces the total transmission power; (ii) it can reduce redundancy by aggregating data; (iii) it 
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balances power exhaustion among nodes; (iv) it makes bandwidth utilization more efficient; (v) 

it increases the manageability and scalability of the network and (vi) it reduces routing and 

topology maintenance overhead. 

Nevertheless, the classic cluster-based algorithms that deal with selfishness have several 

drawbacks with regard to the dissertation‟s motivation. Addressing this issue in the clustering-

phase is considered in the present work.   

1.4 Statement of the Problem 

Founding the cooperation between individually-owned nodes in designing a cluster-based 

routing is the most significant requirement for the networks to operate effectively. Selfishness 

is one of the key problems that recently confronts the implementations of available algorithms 

(it is the case to LEACH [5], HEED [13] and etc.).   

Regarding to these algorithms, a CH node has obviously a massive workload in comparison 

with other ordinary nodes. Thus, fairness dictates that the role of a CH has to be taken in turn 

by each node (if it is fit for that role); nevertheless, selfish agent (or node) refrains from CH 

selection. This node will like to skip itself by intentionally adopting several misbehaving 

characters: it can make itself unavailable for the role of CH, or, when in that role, can avoid 

relaying packets. If nodes widely adopt such characters, a considerable amount of energy is 

exhausted, which might affect the communication of the whole networks. Thus, the influence 

of nodes‟ behaviors in limiting the performances of the algorithm in combination with the fact 

that nodes are battery-operated motivates the need for an efficient resource allocation scheme.  

Capturing the behaviors of these nodes in the algorithm design is the research problem to be 

addressed. Subsequently, this phenomenon adds another challenge into the domain of cluster-

based routing algorithm that needs an immediate solution. Indeed, a new method of 

determining CH nodes - that takes into account the selfish nature of some nodes - is an 

inspiration to undertake this study.  

The research works conducted so far have their own shortcomings in mitigating selfishness as 

well as in algorithm design. Owing to this, it is impossible for individual nodes to compute the 

Shapley value in [60], [61], [62], again in [14], [15], [16], [63], [64], [65], [66], [67], [68], [69], 

[70], [71] the assumptions of classical GT approaches (viz. complete knowledge about the 
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game, complete information of opponents‟ type, and full rationality of nodes‟) which are 

inappropriate to implement in the WSN settings [20], [22]. Moreover, energy consumption has 

squarely increased in the course of cluster formation in [67], [68], [70], [71].  

Another key technical problem encountered can be attributed to the procedure of CH selections 

[14], [15]. Regardless of its current energy level, any node is randomly considered in order to 

represent its member nodes, in such scenario; the node with minimum energy level may soon 

get exhausted (and stops its functionality). As a result, these algorithms failed to solve the myth 

of the trade-off between extending the individual nodes as well as that of the entire networks 

lifetime. Consequently, network communication lacks the scalability and robustness to deliver 

user expectations in packet throughputs.   

Thus, in this study, we intend to overcome such a challenge by adopting EGT as a sounder 

model so as to manage the mutual collaborative achievement of all collocated nodes. In this 

regard, establishing a mechanism of stable equilibrium which is important to sustain the 

network operations has been analyzed. Then, we propose an algorithm that intends to minimize 

the effect of misbehaving nodes in terms of resource utilization. Considering the aim of design, 

the performance overheads should also be taken into account since we are dealing with 

resource-limited sensor nodes after all. As such, energy utilization is the key attribute in which 

our algorithm has to be carefully managed. In this setting, guaranteeing fair spatial dispersion, 

rotating CHs, and balancing communication energy between individual nodes within the 

network will be the proposed solution.  

Therefore, designing an appropriate CH-determination algorithm has been considered with 

respect to harmonizing the role of individual nodes in the course of packet routing. In this 

regard, determining a node which has a better performance as a CH role and organizing the 

remaining nodes into a number of balanced clusters has been found crucial in due process. The 

proposed algorithm can extend the network lifetime with regard to delivering enhanced packet 

throughputs. 
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1.5 Research Objective  

General Objective: This dissertation intends to model an evolutionary collaborative 

achievement in the MWSNs, and thereby proposing an energy-efficient cluster-based routing 

algorithm which can extend the network lifetime. 

Specifically, this dissertation was set to achieve the following objectives:  

 To model the behaviors of non-collaborative nodes so as to achieve a stable equilibrium 

strategy. 

 To propose CH-determination algorithm which determines, fairly rotates, and distributes 

the CH roles.  

 To evaluate an energy-efficient cluster-based routing algorithm where collaborative 

network operations are ensured to extend the network lifetime.   

1.6 Research Methodology 

The method adopted to achieve the objectives of this research is summarized as follows: 

i. Literatures Survey in the Area 

 Relevant literature on WSNs and cluster-based routing algorithms in MWSNs has been 

reviewed.   

 The related works around our research challenges have been critically reviewed.  

 In addressing the behaviors of selfish nodes, the available techniques have been 

investigated, in which the appropriate one is identified.   

 The possible procedure to design a cluster-based routing algorithm has been considered.    

ii. We have developed an ECG in order to model the behavior of nodes. We have defined ECG 

model by assuming: node as a player, which admits a strategy of either collaborates or non-

collaborates to get some benefits in packet transmitting. Thus, we assumed EGT approaches 

into our model where nodes engage with other population of nodes by assessing the 

advantages they received.  

Then, as per nodes‟ population dynamics, we have studied replicator dynamics in 

accordance with strategic interactions of nodes. First we studied an ECG model that focused 

on two-player interactions of a pair-wise contest game and then, generalized for a population 

game of Multi-players Contest Game (MCG) - the interaction of nodes is either globally or 
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locally. We have also introduced a rewarding mechanism for the improvement of 

collaborative equilibrium since a large number of nodes globally interacts. 

As such, the dynamic equations have systematically been developed to assess the stability 

achievement of nodes‟ behaviors. We have considered – both in the analytic model and in 

the simulation – the worst case scenario, where each node belongs to a distinct authority or 

agency. In this context, collaborative equilibrium achievement has been worked out 

analytically for a small number of nodes and numerically for a very large number of nodes. 

Then, the representation of equilibrium behaviors has been analyzed and discussed in 

accordance with the payoff parameters (i.e., w and d) and the number of N nodes (see 

Section 4.4 and 5.2).  

iii. Then, we have proposed two cluster-based routing algorithms (CPF and GREET 

algorithms) as per collaborative equilibrium achievement of our ECG model. First we have 

proposed CPF algorithm along with the equilibrium probability (i.e., an incentive-based 

global collaborative equilibrium) that has been achieved in the course of nodes‟ 

interactions. By computing a cooperative-rate of nodes, a potential node is rotated by a CH-

determination algorithm so that its performance is also compared with the default cases 

(NcPF algorithm): nodes were realized to be misbehaving (see Section 4.5). Then, by 

extending the analytic model of CPF, a more relevant assumption about the competition of 

nodes has been considered (i.e., in the proposed GREET algorithm, locally nodes share 

their information).  

iv. An evolutionary cluster-game has been adopted so as to achieve the equilibrium 

collaboration between neighboring nodes. The latter cluster-based algorithm has been 

introduced as such when the CH-enabled nodes will be contested to determine whether to 

bid for CH candidate or not. The detailed phases of GREET algorithm development have 

been described in Section 5.3.   

v. Lastly, we have conducted simulation and assessment  

 Simulation: MATLAB-based simulations have been carried out to study our proposed 

algorithms. Through evaluating the dynamic equilibrium achievement of our analytic 

model, then, the applicability of our algorithms has been assessed in a realistic context. 

MATLAB version 7.12 (its released name R2011a) has been considered. Full detail about 

MATLAB discussion has been presented in Section 6.2.  
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 Network Evaluation Metrics: The suitable network metrics that describe the enactment of 

our algorithms have been identified to drive the conclusion. Accordingly, the network 

performance evaluation criteria such as network lifetime, residual energy of nodes, and 

packet throughput were studied in order to demonstrate the achievements of our cluster-

based routing algorithms.  

 Assessment: The assessment of our newly proposed cluster-based routing algorithms has 

been conducted along with other standard algorithms such as LEACH [5] and CROSS 

[14]. Our simulation results have been analyzed and discussed in Section 6.3.    

1.7 Organization of the Dissertation  

The contents of this dissertation are organized into seven chapters: Chapter One is an 

introduction - provides a brief synopsis of the whole dissertation. The research subjects and the 

most relevant research works of the remaining chapters are outlined as follows.    

Chapter Two introduces the concept of WSNs: characteristics, topologies, routing algorithms, 

and their classifications. Correspondingly, the discourse of cluster-based routing algorithm over 

the other routing algorithms is presented. The behaviors of selfish nodes and their effect on the 

network performance are discussed by focusing on cluster-based routing. GT approach is also 

discussed with an objective of analyzing an EGT. Then, GT approaches for designing WSNs 

applications are discussed. Chapter Three critically discusses the existing methods of mitigating 

the selfishness. The detailed individual schemes of cooperative packet forwarding and cluster-

based routing algorithm in the context of the selfishness are debated.   

Chapter Four illustrates the achievements of collaborative network operation in WSNs where 

initially nodes do not cooperate. ECG model is developed and its theoretical aspect is also 

discussed. In addition, the replicator equation is analyzed by considering the interaction of 

nodes in population game, and its stable state is investigated by introducing a mechanism of 

rewarding; and the behaviors of stable equilibrium are studied analytically. For a large number 

of nodes, it is also studied numerically using simulation. Lastly, the packet forwarding scheme 

is proposed and evaluated in accordance with cluster-based CPF and NcPF algorithms. 

In Chapter Five, the model of extended ECG is considered by restricting the interaction of 

nodes‟ inside the cluster. As a result, the analytic evolutionary cluster-game (M-node game) is 
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formalized and its stable equilibrium is studied for neighboring nodes. Using numerical 

simulation, the achievement of equilibrium validation is also provided. As such, the detailed 

development of GREET algorithm is discussed, which is followed by a presented theoretical 

assessment. Chapter Six presents simulation-based performance evaluations. It provides a 

significant insight into the basic properties of our proposed algorithms in more realistic 

scenarios by introducing evaluation metrics as well. Chapter Seven summarizes the research 

results, and contributions made in this dissertation in addition to highlighting the possible 

future works.  Lastly, the bibliography is presented and followed by the Appendixes Section 

which presents some examples to show the effect of selfishness on the network performances.  
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 CHAPTER TWO: LITERATURE REVIEW 

This chapter introduces WSNs by taking into account the challenge of selfish nodes‟ behaviors 

in the multi-class network design and GT, which plays a critical role in the dissertation‟s 

solution approach.  

The chapter has five different subsections: Section 2.1 presents WSNs along with their 

characteristics, applications, topologies, and the different types of routing algorithms. In 

Section 2.2, the mechanism of conserving the communication energy in cluster-based routing 

algorithm is discussed. The concept of GT strategy is introduced in Section 2.3, while the 

concept of evolutionary population game is discussed in Section 2.4. The role of GT in 

designing WSNs is also assessed in Section 2.5. Finally, the summary of the chapter is 

provided in Section 2.6.  

2.1 Overview of WSNs 

This section briefly describes WSN, its characteristics, topologies, routing algorithms, and their 

classifications. WSNs have been recognized as one of the emerging innovative technologies. 

This is because it brings the interaction between humans and the surroundings to a new level of 

information diffusion. Although a significant progress has been made in the field of WSNs, the 

existing technology development needs a lot of improvement. In this case, research in sensor 

networking is showing a rapid and tremendous evolution [3], [4], [72]. Since WSNs provide 

ubiquitous connectivity without the need for real infrastructure, their application is very 

attractive in today‟s real-time information requirements. 

WSNs are composed of a large number of low-power multi-functioning nodes operating in an 

unattended area with limited computational and sensing capabilities [1], [2], [72]. In addition, 

these networks have diverse connectivity for the nodes that belong to different users can be 

randomly positioned and managed [17], [18], [19], [20]. These small-sized and inexpensive 

devices can sense, measure, and gather information from the environment based on some local 

decision processes. To perform these activities, nodes are scattered in a region where they 

collect the data through their sensing antennas. The collected information is then forwarded to 

other connected nodes in the network (assume a BS). The BS, in turn, sends an updated result 
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back to each node. In short, a sensor node is a device that is capable of collecting, processing 

and communicating some sensory information to the end user through a BS [1], [4].   

In most WSN application scenarios, the location of sensing nodes is far from the destination of 

BS (also called sink). As a result, the packets sent between distant nodes are expected to be 

relayed by intermediate nodes that might act as routers by providing packet forwarding service. 

That means, the packet of a remote node expected reaches the intended destination through the 

intermediated nodes. So the communication is assumed to be successful depending on the 

behavior of such intermediates. However, the collocated nodes might be refused to provide 

such services since their purpose is to save their resources [17], [18], [19], [20], [21]. 

Moreover, as their capacities such as energy, storage space, and computational capability are 

limited, nodes may intend to obtain a much larger share of network bandwidth at the expense of 

other users‟ networks. In due process, they indirectly affect the network: QoS is reduced when 

these nodes fail in forwarding packets [23], [24], [26]. To overcome this problem, a reliable 

and energy-efficient cooperative routing algorithm is required.     

The problem of misbehaving nodes toward packet forwarding is a very common phenomenon 

in the distributed wireless networks [73], [74]. User expectation may never be realized in these 

multiple networks since some of the nodes may prefer to drop the other nodes‟ packets. In 

order to ensure proper functioning of such networked schemes, designing a mechanism which 

enables cooperation between nodes is very important. The attainment of cooperation in wireless 

ad hoc networks has been addressed in [46], [75], [76], [77]. These authors assumed that node 

has the capability of acting rationally though its action is strictly determined by its 

computation. However, due to the characteristics of WSNs, their cooperative design has 

differently been addressed [20], [22].  

2.1.1 Characteristics of WSNs 

There are networks that are deployed in ad hoc manner. These are Wireless Mesh Networks 

(WMNs), Wireless Sensor Networks (WSNs) and Mobile Ad hoc NETworks (MANETs) [1], 

[2], [78]. Contrary to WMNs, WSNs and MANETS are deployed without the necessity of using 

any pre-existing infrastructure for computation and communication of data packets. Nodes in 

WSNs and MANETs are connected to each other through wireless communication links and 

they have dynamic network topology. Nodes in both WSNs and MANETs have limited 
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communication resources. On the other hand, WSNs and MANETs are ultimately different due 

to the fact that MANETs typically consist of deployed nodes that are designed for a distributed 

computing whereas sensor nodes in WSNs are typically deployed in certain sensing regions to 

collect information. The cost of individual nodes in WSNs is cheaper than that of nodes in a 

MANET. Unlike MANETs, WSNs contain a large number of nodes. Sensor nodes have much 

more limited power, computational and communication capabilities than those of MANETs. 

An individual node has the ability to sense, collect and process information depending on its 

hardware components. Obviously, these components are interrelated to facilitate the functional 

activities of sensor nodes. Within a typical node, there are four distinct units or components 

that are assigned to manage different tasks [1], [2], [3], [78]. These components are sensing 

unit, processing unit, transmission unit, and power unit.    

i. The sensing unit: is responsible for sensing a phenomenon. Usually, it is composed of two 

sub-units: the sensor which produces the analog signal by sensing the physical environment, 

and the analog to digital converter which transforms the signal into digital signal and feeds 

into the processing unit. Depending on the application of sensor network, the type of sensor 

being embedded into a node may include target tracking, wildlife monitoring, structural 

monitoring, pollution studies, and surveillance.   

ii. The processing unit: is responsible for tasks such as scheduling, data processing, managing 

and controlling the functionality of other components in the node.  

iii. The transmission unit: connects the node to neighbors so that communication takes place 

between them. Usually it has a radio transceiver that has the combination of both a transmitter 

and a receiver. Hence, it is liable for transmitting and receiving data to or from other 

surrounding nodes or a BS. 

iv. The power unit: has the responsibility to supply power to the entire nodes‟ components.  

Optionally, depending on their application, the hardware of sensors may be equipped with 

additional components such as a location finding system and a mobilizer.  

In general, WSNs are characterized by the following features [1], [2], [3], [4], [72]: (1) the 

network relies on a collection of tiny sensors to observe the real world;  (2) nodes are acutely 

limited in energy, computation, and storage capacities; (3) nodes have a modest and sometimes 

non-renewable battery power; (4) there is no real infrastructure in WSN; (5) nodes are self-
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organized, self-configured, and self-optimized network schemes; (6) their network topology 

changes dynamically; (7) most of sensor networking applications consider many-to-one data 

traffic pattern, i.e., the data sensed by individual nodes flow from multiple source nodes to a 

particular destination (expecting that nodes work together); (8) nodes are densely deployed in a 

region of interest, as a result, redundant data might reach the destination; and (9) due to a large 

number of nodes deployment, it is usually not possible to build a global addressing scheme for 

a sensor network (no global identification). 

2.1.2 Applications of WSNs 

WSNs are deployed everywhere, such as on land, underground, and underwater [4]. These wide 

deployments happen due to the fact that this network has a short system set up time; and nodes 

can be deployed ubiquitously, relatively with affordable operational cost. These nodes sense 

and gather different raw data and their applications are very broad. Depending on the 

characteristics and requirements of a system, such applications can be possibly grouped into 

monitoring and tracking [1], [3], [4]. Monitoring applications include environmental, health, 

inventory location and structural while tracking applications include objects, animals, humans, 

vehicles, and enemy. 

Its versatility and broad range of applications are attracting the interest of both the research and 

the industrial community [78], [79], [80]. As a result, much attention has been given to 

designing a routing algorithm since packets gathering and routing might differ depending on 

the application and network architecture. In this case, multi-domain networks that are deployed 

to sense different applications might be cooperated in routing to improve their performance 

(eg., network lifetime extended [27], [112], [113]); otherwise, it results in network degradation, 

reduction of network lifetime, deterioration of QoS and etc. [23], [24]. 

2.1.3 Topology of WSNs 

In order to ensure the effectiveness of packet delivery, the network connectivity must be 

guaranteed by adjusting the transmission power of each node [2], [4]. The internal resources 

constraints of nodes such as transmission power and energy level are considered in addition to 

the other environmental factors such as nodes‟ deployment schemes and locations to establish 
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their topology. Topology control is an issue in WSN since it plays a central role in the 

interconnection of the network [81], [82].   

The topological representations of WSNs are classified into four types and these are shown in 

Figures 2.1a, 2.1b, 2.1c and 2.1d [81]. These are single-hop and multi-hop flat models; single-

hop and multi-hop clustering models. In the case of single-hop, all nodes transmit their data 

directly to the BS; while in multi-hop nodes transmit their packets through their neighbors, as 

shown in Figures 2.1a and 2.1b. In large scale area of network architectures, single-hop is 

infeasible because the cost of transmission to a long distance is expensive in terms of energy 

utilization, and the BS may even be unreachable in the worst case. In the multi-hop flat model, 

all nodes share the same information such as routing tables for transmitting the data packets to 

the BS, thus, communication overhead and energy consumption might be increased. 

 In the clustering model, nodes form a group and select one potential node to communicate with 

the BS. The selected node aggregates redundant packets when transmitting, and hence nodes 

maintain low overhead and energy consumption. In clustering model, if nodes reach a BS in 

one hop, it is said to be single-hop clustering; otherwise, the clustering is said to be multi-hop 

since nodes reach the BS in multi-hop transmission, as shown in Figures 2.1c and 2.1d. 

Therefore, cluster-based topology arrangement has widely been accepted as an effective 

method of designing energy efficient, robust, scalable and distributed networks [7], [80], [81].   

2.1.4 Routing Algorithms 

Sensor nodes have to use their neighbors in order to route their sensed data packets. In this 

case, before eventually reaching the intended destination station, the packets in transit have to 

pass through several intermediate nodes. Thus, routing techniques are required for sending 

packets between source and destination nodes [4], [72], [83].  

A. Considering in Designing the Routing Algorithm   

Designing an efficient routing algorithm is an important issue in resource-limited WSNs. There 

are several metrics to be considered in designing a suitable path, and some these include energy 

consumption, scalability, topological arrangement, and application [1], [2], [4], [7]. WSNs are 

off-grid, unlike energetic networks designs. These means that nodes have limited energy 

storage, so efficient energy utilization is the key factor for extending network lifetime. The 
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reduced lifetime of the network will affect the qualities of packet communications. In other 

words, if the energy of a node is not properly managed, some of the nodes would die early 

which might further disconnect the network. As a result, it is difficult to provide effective 

operation and seamless coverage in the network application.  

 

Figure 2.1: The General Topological Representations of WSNs: (a) Single-hop Flat Model; (b) Multi-

hop Flat Model; (c) Single-hop Clustering Model; and (d) Multi-hop Clustering Model 

Designing the routing algorithm for sensor networks is a challenging when compared with 

other wireless communication networks [1], [3], [84]. Firstly, contrary to other typical wireless 

networks, sensor network supports many-to-one communication. Secondly, building a global 

addressing scheme such as Internet Protocol (IP) address is unthinkable for a large number of 

nodes available since it brings communication overheads. Thirdly, since nodes are randomly 
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deployed in most applications, there is a possibility of having different nodes in the same 

vicinity that can sense and generate the same raw data. In order to effectively utilize bandwidth 

and energy resources, routing must avoid redundancy in transmission. Fourthly, nodes have 

limited resources such as onboard energy that need to be carefully managed [2], [4], [72].      

Hence, in designing the path for packet transmission, one has to consider the landscaped 

feasibility between networks. This is to say that routing algorithm of WSNs has to be designed 

in a different way compared to other communication networks. In order to provide better 

service, because the application domains and methods of sensor networks deployment are 

decisive. Besides these metrics, what makes designing a routing algorithm more challenging is 

the behaviors of collocated nodes. In the course of the nodes deployment, the assumption of 

cooperation between them would be imperfect due to its limited resources. That means they 

want to save their resources (such as battery power and CPU cycles) and this violates the 

normal routing algorithm by adopting different strategies such as selfishness [14], [15], [17], 

[63], [85]. Thus, a routing design must consider the behavior of these nodes.  

B. Taxonomy of Routing Algorithms 

Routing algorithms of WSNs are classified into different types [3], [78], [83]. Their 

classification has been determined by various network parameters and these include mode of 

targeted applications, participation style of nodes, and network structures, as indicated in 

Figure 2.2. Thus, considering the mode of nodes functioning and the types of targeted 

applications, the routing algorithms can be classified as proactive, reactive and hybrid. In a 

proactive routing algorithm, nodes sense the environment and transmit the data to a BS through 

a predefined route. On the other hand, if there are sudden changes in the sensed attribute that 

would be reached beyond some pre-determined threshold value and that the nodes immediately 

react as such the algorithm is said to be reactive. The hybrid routing algorithms are designed 

with the objective of incorporating the concepts of both algorithms.  

Routing algorithms of WSNs can also be classified according to the method of nodes‟ 

participation [83] and this includes (i) Direct Communication - any node can sense and send its 

information directly to the BS; (ii) Flat Communication - node searches for a valid route to the 

BS and transmits the data, and (iii) Cluster-based Routing Algorithm - the total area of nodes‟ 

location is divided into clusters and each cluster has a CH as shown in Figures 2.1c and 2.1d. 
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Individual nodes transmit the collected data to a CH and then, CH aggregates the collected data 

packets and forwards to the BS.  

         

 

Figure 2.2: Taxonomy of Routing Algorithms in WSNs 

Furthermore, according to the network structure, routing algorithms can be classified as Data-

centric (Flat Architecture), Location-based, Quality of Service (QoS)-based and Hierarchical 

(Cluster-based) [3], [78], [83]. 

i. Data-centric Routing Algorithms: these types of algorithms distribute the information 

needed to any reachable nodes [3], [78]. No effort is made to organize the network or its traffic 

and the intention is only to discover the best route in hop-by-hop to transmit the data to a 

destination. In these algorithms, all nodes play the same role and there is no absolute 

hierarchy. Data-centric algorithms such as flooding and gossiping consume more energy and 

nodes located near the BS transfer more information than nodes located in other parts. As 

such, these types of algorithms suffered by data overload or congestion. As a result, sensors 

die faster and this, in turn, creates a disconnection between the BS and the WSN. 
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Consequently, these algorithms result to an uneven energy consumption in the network and 

limit the scalability of the network.  

ii. Location-based Routing Algorithms: most of these algorithms require the distance 

between sender and receiver nodes [3], [84]. Their information might be used in order to 

estimate energy consumption. Thus, to provide the information about their location, GPS has 

to be integrated into the embedded board of each node. Yet, including the GPS into sensor 

nodes is not applicable in many aspects as it consumes too much energy.  

iii. QoS-based Routing Algorithms: these routing algorithms consider delivering a better QoS 

as additional metrics in their designing [78], [86]. These provide additional capabilities to 

WSNs, where more sophisticated applications can be developed and improved. In particular, 

multimedia communication necessitates other performance metrics such as throughput, delay, 

and jitter to be considered in designing. Meanwhile, in some situations, delay may be even 

more important than energy consumption. Thus, the QoS requirements of such applications 

need to be guaranteed in addition to energy efficiency. However, providing additional 

assurances obviously increase the cost in terms of energy and, hence, reduced network 

lifetime. The trade-off between these additional capabilities and their costs should carefully be 

weighed in accordance with the applications.  

iv. Hierarchical (Cluster-based) Routing Algorithms: these algorithms attempt to arrange 

nodes hierarchically into different groups, as shown in Figures 2.1c and 2.1d. The role of 

nodes should be either CH or member nodes. When nodes are organized in a hierarchical 

structure, their divisions into the clusters form a hierarchy of layers. The CH would be selected 

for each cluster in the hierarchy where such CHs can also form a hierarchy with others which 

could represent multi-hop data transmission. In these aspects, packets coming from the CHs 

located at a far distance might pass through the others (CH-to-CH) before reaching the 

intended BS. 

As a local coordinator, the CH performs data aggregation (fusion) in order to decrease the 

number of transmitted packets in the case of redundancy. By so doing, energy of an individual 

node could be conserved, in which case the service duration that is provided by the network 

should be sustained. In short, in order to enhance the network lifetime, cluster-based algorithm 

plays an important role in providing efficient communication since the network is also scalable 

[7], [8].  
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This algorithm is initiated by a clustering-phase (also called set-up phase) which is followed 

by the routing-phase. Both phases successively compose one round of an algorithm for 

dispatching packets. Actually, the rounds increment and iterate throughout the network‟s 

lifetime. CH selection and cluster formation are the two activities in the clustering-phase: the 

former is the first step to initiate this algorithm when nodes prompt to serve their member 

nodes as a CH, (assume they are cooperative). The latter one starts when CHs broadcast 

advertisement messages to their neighboring nodes. Once the other non-CH nodes hear this 

announcement message, they request to join the CH in their surroundings. Then, CH assigns a 

time slot for its member nodes (i.e., nodes that are in the same cluster) to transmit their packets. 

The other activities are data aggregation and transmission which are performed during the 

routing-phase. Data aggregation is the process by which the CH combines similar data packets 

coming from its member nodes while data transmission or communication will be materialized 

in the course of data packet transmitting.  

2.2 Communication Energy Preservation 

As sensor nodes are battery-operated, preserving their communication energy is the most 

important challenge to extend their functionalities. A tiny sensor node uses battery power as its 

source of energy. Their deployments can be sometimes in hazards environments where either 

changing the batteries or providing energy is difficult. Data sensing, processing, and 

transmitting are the major operations of nodes; however, data transmission consumes the 

largest amount of energy. For these purposes, an energy-efficient communication is always 

demanded to sustain the services of a sensor network. Among the plenty of methods discussed, 

clustering neighboring nodes are the most popular solution [5], [7], [8], [13]. 

2.2.1 Cluster-Based Routing Algorithm 

As discussed in the previous section, this algorithm arranges the nodes into various clusters; 

accordingly the nodes that have high energies are arbitrarily selected for packets processing and 

sending while nodes that have low energies are used for the purpose of sensing and sending the 

information to the CHs. Then, CH transmits the summary of aggregated data packets and this 

process helps the network to optimize its communication bandwidth. Obviously, this process 
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has the advantage of saving energy effectively; it has the capability of extending each node‟s 

lifetime and it contributes to the scalability of a network [87], [88], [89], [90], [91], [92]. 

The application of a sensor network might determine the method of packets communication [1], 

[2], [4], [72], [78]. Routing algorithms are application specific. In some sensor network 

applications such as monitoring, for instance, the raw data that are sensed by nodes‟ flow from 

different source nodes to a single BS (i.e., the flows of traffic exhibit a many-to-one pattern). In 

this regard, grouping those nodes into a cluster is much better than the other routing methods. 

Accordingly, resource-constrained nodes need to send their raw data only to their nearest CH 

instead of a very far distance BS. So, the signal interference that might occur at a physical layer 

and the collusion of the packets would be minimized since the packets of nodes in the same 

cluster are sent through a single CH [1], [72]. Consequently, cluster-based algorithms are 

widely considered in maintaining the network topology [7], [81], [82].  

In hostile areas, deploying nodes in a pre-planned manner is impossible [93]. Rather, thousands 

of nodes are randomly placed or dropped (i.e., a possibility of finding multiple nodes in the 

same sensing field). In such an environment, neighboring nodes might sense and gather the 

same phenomena, and transmit data packets redundantly. They would waste communication 

bandwidth and consume their crucial energy unnecessarily. Yet, such problems would be easily 

resolved if a cluster-based algorithm is employed. A number of clustering methods (such as 

rotating the workload of CH, optimal clusters division, etc.) are also incorporated to conserve 

energy resources [7], [8], [94], [95]. 

Considering the advantages of this algorithm, many improvements have been made so that the 

functionalities of individual nodes can be extended [14], [15], [16], [91], [92]. Fundamentally, 

nodes are assumed to assist one another in establishing and routing that keeps the network 

alive. In spite of the common advantages, individual nodes might misbehave which occurs 

when they utilize resources alone. This leads to separately adopting unwillingness toward 

sharing CH workload. Taking the behaviors of nodes, cluster-based algorithms would be 

characterized as clustering schemes with cooperative nodes  [7], [91], [92], [96], and clustering 

schemes with non-cooperative nodes [14], [15], [16].  
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A. Clustering Schemes with Cooperative Nodes 

In this type of cluster-based routing schemes, nodes behave cooperatively. They are assumed to 

act honestly toward the others, in which CH role is voluntarily alternated. In this scenario, these 

nodes can transmit the packets in cooperation for their common advantages and work in 

agreement to sacrifice their resources on behalf of other members. In view of these scenarios, 

several conventional routing algorithms were developed [5], [6], [9], [10], [11], [12], [13].  

LEACH [5] is probably one of the first cluster-based routing protocols designed. It assumes 

that each node in the network is cooperative towards cluster establishment. CH is randomly 

self-elected and rotated in a probabilistic manner. This algorithm incorporates data fusion for 

first times, as such, it is also assumed as the foundation for many cluster-based algorithms. 

Since the early designing of this algorithm, enormous amount of researches have been 

conducted for its improvements [6], [9], [10], [11], [12], [13], [91], [97], [92], [87], [88], [89], 

[90]. Their main objectives are alleviating the communication energies by advancing the 

clustering methods. The enhancements are made at different phases although majority of them 

focused on CH-selection techniques. 

LEACH-C [6] has been proposed in order to overcome the limitation in LEACH clustering. It 

allows the participation of BS in the CH selection. For these purpose in every round, each node 

has to send its energy and location information to a BS. Then, the BS selects the potential CH 

and notifies the information of selection to every node. The BS has advanced computation 

capabilities and unlimited power for delivering the functions. However, the problem with the 

LEACH-C is its inability of using the characters of nodes self-organizing. Instead, the 

algorithm allows a BS to interfere in the process of CHs selection. This forces all nodes to 

communicate with a BS in every round to report their energy information as well as their 

location. This algorithm is also inefficient for very large networks.   

PEGASIS [9] protocol is developed by constructing chains of nodes instead of clusters to 

address the overhead caused in clustering-phase of LEACH. The greedy algorithm is used to 

perform the construction of chains, where cooperative nodes select their closest neighbors as 

next hops in the chain. There is the assumption that the nodes have a global knowledge of the 

network and the chain construction starts from the nodes that are very far from the BS. As a 

result of chain operation, each node keeps track of its previous and next neighbor. 

Communication in the chain is performed sequentially so that each node within a chain 
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aggregates data from its neighbors until all data are aggregated at one of the last node (also 

called chain leader). This algorithm is inefficient because of its packets bottleneck that might 

happen at the chain leader. Also, considering a global knowledge about the network to initiate 

the construction of the chain might be impossible for nodes.    

Another centralized cluster-based protocol, namely the BCDCP is described in [10]. This 

routing protocol forms balanced clusters, where each cluster has the same number of members 

to avoid cluster overloading. The BCSP [11], on the other hand, aims at extending the network 

lifetime by basing the clustering decision on the remaining energy of every node. The BS 

redistributes the role of CH among the nodes from time to time. In this algorithm, the 

cooperative nodes send the information such as their energy and their location to the BS 

together with sensed data. The fact that CH selection is centrally managed in both protocols, 

they face similar limitations that occur in LEACH-C. 

WCA [12] is an on-demand distributed algorithm that combines several properties in one 

parameter (weight) for clustering. The algorithm is executed only when a cooperative node is 

no longer able to attach itself to any of the existing CHs. This scheme considers multiple 

parameters: battery power, mobility, and the maximum number of cluster members and uses a 

weighted sum of the parameters in a combined metric that should be optimized. However, the 

additive character of its metric means that not all its parameters could be optimized 

simultaneously that a compromise among them needs to be made (i.e., its performance limited).  

HEED [13] is another clustering method for ad hoc and sensor networks that is completely a 

distributed algorithm, and no assumption is made regarding the location knowledge of each 

cooperative node. CHs are randomly selected on the basis of their residual energy normalized 

by their initial energy. In addition, it can be combined with a metric that takes the node density 

into account. If nodes‟ initial energies are not identical, it has been proved that HEED performs 

better than the modified version of LEACH. However, as CHs need to communicate constantly 

with their neighbors, a redundant cost is produced by HEED thus affects the network lifetime.   

An Energy Residue Aware (ERA) cluster-based algorithm is developed as an improvement of 

LEACH [91]. A path with maximum energy residue sum is associated with a CH selection in 

order to balance energy consumption of the entire networks. Unlike in LEACH, in ERA the 

entire network lifetime is extended, and also node has better remaining energy per round. CH-
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selection optimization called LEACH-E [97] is developed based on the energy threshold of 

each node. The theoretic basis of computing the optimum number of CHs for the network is 

designed. To improve the randomized CH selection procedure in LEACH, CH selection 

probability and nodes‟ remainder energy is studied. Then, the node with high remaining energy 

is selected through increasing its probability of being a CH. Thus, the energy consumption and 

the network lifetime would be balanced.   

EECS [92] is developed for periodical data gathering applications. To achieve a well uniform 

distribution of CHs across the networks through localizing radio communication, a node with 

more remaining energy is selected as a CH. During the CH selection phase, constant numbers 

of candidate nodes are selected. The nodes compete locally for CH by considering their 

residual energy with some iteration. In order to balance the CHs loads among the nodes, the 

weighted function cost is also introduced for the clustering-phase. With network lifetime, 

EECS performs better than LEACH. However, in EECS the global knowledge requirement 

about the distances between the CH and the BS might increase communications overhead. 

EECS has been extended into an unequal cluster-based routing protocol [95]. It has been 

developed according to the observation of a CH close to the BS consumes more energy on 

forwarding packets. Then, by grouping the nodes that are nearest to a BS into clusters of small 

size, the corresponding CHs utilize less energy for the purpose of communication. In that 

context, the power usage of an arbitrary CH is balanced regardless its distance from a BS.  

Deterministic CH selection [87] is proposed for selecting the expected number of clusters in 

WSNs. This method overcomes the inefficiently CH selections in LEACH. The mathematical 

modeling is used to estimate the optimum number of clusters, based on the number of clusters 

with the network lifetime relationships. If k is the expected number of CHs nodes among N 

numbers of sensor nodes in each round, in every 
 

 
 round, a node becomes CH once and non-

CH at 
 

 
   at other times. In each round, the number of CHs is predefined based on the 

remaining energy of the sensor, and such technique gives a clear estimation of energy 

consumption. At every round of CH determinations, the model considers the energy exhausted 

by non-CHs and also the energy required for initiating clustering-phase. 
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The energy consumption in LEACH, as a result of repetitive clustering-phase, has been solved 

by the method of Round-Robin Cluster Header (RRCH) [88]. It selects the CH in a round-robin 

manner by fixing the cluster status. Only at once at the initial stage that CH formation is 

defined. Then, in the data schedule, every non-CH node receives a parameter value of 

{node_id, sequence}. So, according to the sequence number that corresponds to its node_id, the 

node carries out the role of a CH. As a result, the energy consumption would be balanced 

between the CH and non-CH nodes.   

Learning based method also called rewarding based clustering algorithm is developed in [89]. 

This algorithm has two phases: cluster set-up and data flow phase. The cluster set-up is the first 

phase in the learning based method to determine the concerned CHs while the data flow phase 

is a long duration, in which the sensed data are transmitted. Thus, the algorithm starts by 

determining the CH node by calculating (i.e., the previous reward and residual energy of the 

node are considered) and comparing the reward of every node in the surrounding. The node that 

obtains a higher reward gets the priority to be a CH in order to form its cluster member by 

removing the other CHs with no members. Thus, the energy dissipation would be distributed 

evenly throughout the nodes. 

The parameter of distance and current energy status of sensor nodes have been considered in 

the cluster-based algorithm in [90]. It estimates the available energy of each node in a round of 

transmission. The node with the maximum energy in the round would be selected as a CH. 

Then, the distance parameter would be considered for determining the cluster members. Thus, 

each node has been the member of a CH by estimating the distance it has from the currently 

selected CH and the distance of that CH from the BS. The Modifications in LEACH is also 

introduced [98]. It is another version of LEACH, where CH replacement technique and dual 

amplification are improved. In short, such collaborative assumptions work only for particular 

applications where all collocated nodes priorly reached a collaborative agreement.   

B. Clustering Schemes with Non-cooperative Nodes 

Sensor networks may be deployed in the common sensing region. These WSNs may be 

controlled and owned by different authorities or they may belong to the same owner but installed 

for different purposes [21], [22], [27]. Since their applications are manifolds, there is a 

possibility of such networks collocated in the same area. For instance, non-government 
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organizations use sensor network for the purposes: wild animal‟s surveillance and monitoring 

the natural environment around wild animals and their behavior in the forest. In the same 

vicinity, sensor networks of other non-government organizations may be deployed to monitor 

plants. Another sensor network may be deployed by other non-government organizations to 

monitor weather conditions: temperature, barometric, pressure, and humidity in the surrounding 

forest. A government may also deploy a sensor network for other purposes such as natural 

disasters prevention, forest fire detection, or for military surveillance in the forest. In such 

scenario, the network performance can be improved by mutual cooperation, instead of applying 

only a single authority‟s packet forwarding policy.   

Nonetheless, the networks may be unwilling to share their resources with each other because of 

many reasons that have been driven them. The reasons that determine their cooperative 

willingness could be grouped as internal or external factors. Internally the individual node has 

onboard energy. The density of nodes, the location of the BS, deployment area of networks and 

their topological arrangements are some of the external factors that determine the degree of 

cooperation. As a result, the intermediate nodes behave non-cooperative by not forwarding the 

packets to one another. Thus, the performance of such WSNs and their service duration will be 

limited. Their communication resources in general, and that of their transmission energy, in 

particular, will be well-maintained, however, when they collaborate. If the networks are willing 

to do in forwarding one another packets, they are able to reduce their energy consumption.  

In this aspect, nodes might be reluctant to work together in spite of they are deployed in a 

common location. These nodes are not ready to volunteer themselves for clustering, and they 

could not accept the heavy communication; sometimes they may not participate in the CH 

selection; if so these nodes do not forward other node‟s packets. They are interested to adopt 

behaviors such as a free rider in the clustering scheme. Hence, the approach of grouping such 

nodes into different clusters, and selecting one node as a leader faces a serious of challenges 

[63], [60], [99], [64], [65], [66], [67], [68], [70], [71].  

On the other hand, even if a non-cooperative node takes the role of CH, it only transmits its 

packet while dropping the dropping packets belong to other nodes. The other nodes have to 

retransmit the lost packets once again. Hence, when more nodes exhibit such misbehaviors, the 

communicational and computational overhead will be increased. These will cost the sensor 
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networks lifetime, as the energy power of several nodes is depleted early. Thus, the 

malfunctioning of some nodes limits the QoS that the sensor network provides [23], [24], [25], 

[26]. The power failures of nodes can cause topology changes or miscommunication or 

miscalculation in constructing the routing paths. Thus, routing protocols should be aware of 

and prepare to handle these possible glitches.  

Therefore, the cooperation between these nodes should reasonably be managed to boost the 

quality of network functionalities. This is also based on negotiations to prevent the nodes of 

one user from being depleted of power while the other networks remain relatively intact, and 

their nodes with ample battery power. Recently, such nodes‟ behaviors have been considered 

for clustering schemes design. In a context of handling the issues that are related to 

uncooperative nodes, GTs have been utilized [53], [100], [101], [102]. It studies the 

interdependence and uncertainty of nodes‟ strategies in a clustering design [93]. Individual 

nodes analyze their strategies correspondingly the received payoffs in order to adjust their next 

time strategies. An equilibrium strategy has been reached as individual expected to adopt it.  

Considering such modeling schemes, numerous cluster-based algorithms were developed, and 

these will be discussed in Section 3.4. The issues about communication energy of multiple 

nodes are also computed in [103]. The computational intelligence is imported into the 

algorithm to make a wise decision on CHs and member selections. It is aimed to design an 

intelligent cooperative cluster-based algorithm for WSNs. Thus, it brings the nodes to form a 

cooperative transmission. The process of CH selection is constructed hop-by-hop in this 

algorithm. The selection process on the path may take into consideration the position and 

energy capacity of every node. Besides, the rate of analyzing values [52], and reputation and 

trust framework [104], [105], [106] were the patterns used to capture the misbehaving nodes for 

the designing of the cluster-based algorithm.   

According to their methodology, these clustering schemes can be grouped into distributed [14], 

[15], [16], [60], [64], [65], [66], [99], and centralized [67], [68], [70], [71]. When 

uncooperative nodes autonomously make the decisions of clustering without any central 

control, the method is said to be distributed. On the other hand, the clustering method is said to 

be centralized when the information about each node is centrally managed so that the task of 

cluster formation is performed by a BS. In line with these methods, nodes would be limited to 
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enjoy some of their features: self-organization and self-configuration. In this context, the 

performance of centralized clustering scheme is less effective compared to the distributed one. 

2.2.2 Radio Energy Model  

An energy source is the key to support sensor node‟s functionalities (such as data collection, 

processing, and transmission). In due process, the activity of a battery-operated node is 

terminated when this device has run out of energy: it is considered to be a “dead node,” and 

stops providing any kind of services that the user needs. Replacing batteries may be difficult or 

impossible in various scenarios of nodes applications. Thus, energy conservation as well as 

managing are the most important parameters in the sensor networks design [94], [107], [108].  

LEACH algorithm that was introduced by Heizelman in Massachusetts Institute of Technology 

(MIT) in 2000 is an energy-efficient communication protocol [5]. In this algorithm, nodes are 

assumed to be self-organizing and re-clustering themselves. Figure 2.3 shows the radio-energy 

model that has been designed for tiny nodes  [5], [6], [8]. The designing principle of this model 

has been considered in line with the standards of configuring communication antennas. Until 

today this model is widely applicable in various sensor hardware designs [8], [96], [107]. As a 

result, LEACH is positioned as one of the most widely customized standards for energy-

efficient protocols.  

Optimizing energy utilization is the main research stream with respect to the battery-operated 

nodes‟ internal communications [96], [109]. The energy consumption in the cluster-based 

algorithm is in accordance with the responsibilities they are assigned to such as being a 

member or CH. An available energy would further be expended: due to collision, idle listening, 

overhearing and protocol overhead at Media Access Control (MAC) protocol. In order to 

reduce the energy consumption during these allocations, a hybrid MAC protocol is proposed in 

[109]. It uses energy-efficient Time Division Multiple Access (TDMA) for intra-cluster 

communication and FDMA (Frequency Division Multiple Access) for inter-cluster 

communication. 

Energy is consumed in transmitting and receiving a packet of k bits over a communication 

channel. In this regard, the transmitter and receiver electronic circuitry of nodes would spend 

considerable amount energies. In fact, such energy consumption might be regarded to vary in 
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both electronic circuitries. Initially, the transmitter‟s electronic circuitry spends energy for the 

purpose of processing the packets of the node; let it be represented as Eelec.  

     

Figure 2.3: Sensor Node‟s Radio Energy Dissipation Model 

Then, the transmitter‟s amplifier consumes a certain amount of energy for the purpose of 

achieving the required signal level at the receiver side that must decode the signal correctly and 

represented as Eamp. Therefore, if we represent the distance between the transmitter and the 

receiver by d, the energy parameter of Eamp has usually two variations: the first one corresponds 

to the square law of distance attenuation (Efs), free space (d
2
power loss); and the second one is 

related to the proportion of the fourth power of distance attenuation (Emp), multi-path fading 

(d
4
power loss) channel models.  

On the other hand, the receiver also consumes energy when receiving a data packet of k bits; it 

can be represented as ERx. Thus, Table 2.1 shows the typical operations and values of radio 

energy expenditure parameters [5], [6], [8], [97], [98], [107]. 
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Table 2.1: Typical Operations and Values of Radio Energy Expenditure Parameters 

Transmitter Electronics (Eelec_Tx) 

Receiver Electronics  (Eelec_Rx)    

Eelec_Tx = Eelec_Rx = Eelec 

 50 nJ/bit 

Transmitter Amplifier (Eamp) 100 pJ/bit/m
2
 

Transmit Amplifier types:  Free Space Energy  (Efs) 10 pJ/bit/m
2
 

Transmit Amplifier types: Multi-Path Fading Energy (Emp) 0.0013 pJ/bit/m
4
 

Data Aggregation Energy (EDA) 

 

5 nJ/bit/message 

The energy dissipated by each node to transmit a data packet of k bits, ETx, can be represented 

as: 
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Tx                       (2.1) 

where the first expression presents the energy consumed by radio amplifier for 

free space channel (Efs) in transmitting k bit in the shortest distance while the second 

presents the energy consumed by radio amplifier in multi-path fading channel allocation 

(Emp) to transmit k bits in a far distance, and d0 is a threshold. 

By equating the above two expressions, the threshold d0 can be estimated as:  

             d0 = √
Efs

Emp
                                                                                 ( . ) 

 To receive a k bits data packet, a sensor node consumes ERx amount of energy. 

    elecRx kEkE )(                                               (2.3)
   

 

2.2.3 Network Lifetime  

The lifetime of a WSN is accustomed by the consumed energies of the individual node. Energy 

utilization is one of the main concerns for every sensor network‟s algorithm designing. 

Individuals can consume their energy sources in several aspects. These might be during 

gathering the information in the environment as well as processing and communicating to the 
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home destination. In these cases, consumed energy would be considered as either “useful” or 

“wasteful” [13], [107], [109]. The “useful” energy consumption is when individuals utilize 

their energy for the purpose of sending or receiving data, processing requests and forwarding 

queries or data to their neighboring nodes. Whereas “wasteful” energy consumption can be due 

to idle listening to the media retransmitting lost data, overhearing, rejecting neighbor requests 

or data, and generating or handling control packets. In such contexts, nodes seriously spent 

their communication energies as collocated networks belong to different owners [110], [111]. 

However, by efficiently forwarding the packets of one another, they conserve their energies 

[17], [18], [19], [20], [21], [22]. Thus, each stakeholder maximizes their network performance 

in terms of coverage and lifetime in providing better services [27], [112], [113], [114]. 

Accordingly, several methods have been designed for the networks in order to guarantee their 

cooperation. A cooperative strategy is studied based on a linear programming framework to 

prolong network lifetime with multi-domain [27]. The different domain of networks in sparse 

network deployment and harsh propagation environment are considered. In order to capture the 

essence of multiple-network operations, a framework is theoretically developed and assessed.  

A distributed algorithm called HBDR is developed by balancing an energy depletion among 

heterogeneous sensor nodes  [112]. Stackelberg model of game theoretical approach is utilized 

to study the role of each node. The node plays either cooperative or selfish behaviors. In this 

regard, nodes playing the parents role are the leaders with cooperative one while nodes playing 

the child roles are the parents‟ followers that are selfishly behaving. The parents make the 

decision before their followers through predicting what kind of decision will be taken by their 

children. In such a way, the behavior of children is influenced by their parents. These may help 

the global benefit of the networks. A balanced tree for the entire network is also constructed 

using the local information of utility functions. The result has shown that balanced tree based 

algorithm improved the network lifetime. 

Exploiting the diversity of cooperation in the WSNs is provided in order to improve their 

lifetime [113]. Cooperative transmission and relay deployment nodes are studied using bit-

error-rate and power constraints. Cooperative transmission of nodes would be developed to 

determine which sensors should cooperate and how much power must be allocated to them. 

This is in accordance with the framework of the decode-and-forward protocol when the 
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provided algorithm finds the relay locations. When the number of relays and their locations is 

given, the greedy sub-optimal algorithm is used to obtain the extended network lifetime. 

An energy-aware game theoretic data routing algorithm that induces collaborative operation 

into WSNs is introduced [114]. This is with an assumption of making nodes aware of their 

interdependence with each other based on nodes centric information. In this manner, they avoid 

compromised nodes deployment from information gathering. In a pseudo-random way, the 

payoff function is utilized by every node. In the course of packet transmission, nodes are forced 

to rotate the selection of their next hop. In this method, the next hop node selection helps each 

node to extend the network functional lifetime. The linear-regression is also incorporated to 

evaluate nodes‟ strategies and amend the strategy space accordingly. In this consideration, the 

network provides some compensation for failing nodes as a result of adopting inefficient 

strategies. Yet, the method has its own limitation to deal with misbehaving nodes. 

Using a randomized cooperation, the problem of selecting packet relay nodes has been 

investigated [115]. This has been proposed by considering a game theoretical approach. It uses 

a Distributed Randomized-Orthogonal Space-Time Coding (DR-OSTC) scheme. Two cases of 

relay nodes‟ behaviors are considered: when all nodes are selfish, and when all nodes are prone 

to cooperation. In the first case, it is considered as an ad hoc network that is consisting of peer 

nodes where each user owns its nodes in order to carry out only its own data communications. 

In this assumption, the node of one user wastes its resources if it tries to adopt any cooperation 

with others. The second case, it is quite in the opposite that it suites into nodes where all of 

them are belong to the same central network. And this is in line with the objective of improving 

the performance of each node in the network.  

2.3 Overview of GT Approaches 

GT has been widely applied in the economic world where autonomous decision makers interact 

with each other [28], [29], [30]. In the broadest sense, it is defined as a collection of 

mathematical tools that are formulated to study the situations among selfishly acting 

individuals in resource sharing. It is the best modeling we have so far in order to study and 

analyze individuals‟ behaviors in nature. In this aspect, its concern is toward looking at the best 

actions for individual players in the situations of different decision making who recognize 

stable outcomes. Thus, GT has been attributed as a method of modeling and analyzing the 
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strategic interactions individual decision makers whose actions are mutual, or probably 

conflicting. 

Although GT had started much earlier in designing different scientific research theories, the 

1944 seminal book of von Neumann and Morgenstern [116], has been set usually as the birth of 

GT. The first comprehensive concept about the theory of games and the discourse of economic 

behavior was formulated in this book. Further, in 1950 invention of Nash Equilibrium (NE) 

also called strategic equilibrium by Nash [117], is another important milestone in the 

development of GT direction. In a game of finite players, NE is a profile of strategies so that no 

player has a unilateral motivation to deviate from it by choosing another strategy. To put it in 

another way, NE is the form of strategic profile that is the “best responses” to each player in the 

game. Besides, under a general assumption, Nash also gave a proof of NE‟s existence that must 

be either a pure strategy NE or a mixed NE. The main concept of non-cooperative GT has been 

a focal point of these strategies analysis. Later in 1994, GT maintained its special attention with 

the awarding of the Noble Prize in economics to John Nash, Reinhardt Selton, and John 

Harsanyi.   

GT provides a framework and analytical approach for predicting the results of complex and 

dynamic interactions between rational decision makers or players) [29]. Hence, the players in 

the decision making can either cooperate or not while striving to maximize their outcomes. In 

the cooperative game, they are allowed to communicate by an unspecified mechanism in order 

to allocate resources before making any decision. This is concerned with coalitions which are 

composed of a group of players for coordinating actions and feasible allocations. However, the 

individually rational players in the non-cooperative game have distinct interests that interact 

according to predefined mechanisms. In this case, they cannot reach an agreement (or need to 

negotiate for cooperation).  

In general, GT consists of a set of players, i.e., the participant of the game, a set of strategies 

for each player and a set of corresponding utility functions [29], [30], [32], [33]. Accordingly, it 

can be defined as, G = {N, S, U}. Where N is the players of the game, they are a finite set of 

participants in the game, denoted by N = {n1, n2, n3, …, nn}. Each player N has the 

corresponding action or strategy space, S = {S1, S2, S3, …, Sn }. U = {u1, u2, u3, …, un} 

represents the set of corresponding utilities or payoffs that the players received in the game.   
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A. Classical GTs  

The core of ordinary GT, Classical GT (CGT), is based on the rationality assumption of an 

individual player that makes a decision [28], [29], [30]. The player must rationally act to 

engage in the interaction with other players and has to decide based on the available options or 

strategies. Maximizing payoff to a player depends on the strategies of the co-players. In CGT 

the player is considered as a rationally „thinking‟. This means players determine what is best 

for them while being aware that the others are also doing the same.  

Through these determinations, it is assumed that the players develop a common knowledge in 

the game. In [29], it is stated that “The common knowledge of a player implies that beyond the 

fact that all players are rational, they all know that all players are rational and that all players 

know that all players know that all are rational, etc. and infinitum.” Nevertheless, CGT has no 

unique prescription about what players should do, i.e., there is no a clear way out for a player. 

To that end, CGT can only provide intuitions, suggestions and partial prescriptions. 

In this regard, without a doubt, CGT has made many successful contributions in solving real-

world problems. Yet, regardless of those success cases, its paradigm has been confronted with 

some limitations that prompt to relax the important assumptions, so as to apply in more realistic 

cases [29]. Thus, EGT which will be discussed in the next section address the assumption about 

player rationality.  

B.  EGT Concepts 

An evolutionary biologist like Maynard Smith and his co-workers have introduced EGT into 

the biological sciences [32], [33]. The aim of their work was to study and predict the outcomes 

of certain animal behaviors as well as biological evolution. EGT has also been introduced into 

the field of social sciences to study and understand social learning as well as “cultural 

revolutions” (i.e., a view of referring the changes in human beliefs, values, social norms, and 

behavioral patterns) [34]. Likewise, it has found many applications in other fields of studies 

such as Economics, Sociology, Learning Theory, Physics, Mathematics and Computer Science 

[29], [34]. The defining feature of EGT is the concept of bounded rationality of the players 

[31], [50], [118], [119]. For instance, in the biological sciences, the individual in an animal 

population do not make conscious decisions about the strategy they play. EGT treats the 
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frequency distribution of the population as the strategy to which some payoff matrices are 

assigned.  

For the first time, in 1973, Maynard Smith and Price formulated and defined an ESS in the 

framework of symmetric population games [33]. This concept has been introduced to 

investigate the effect of individual behavior in a large population. If everyone in the population 

follows this ESS, no mutant can invade it to obtain a better benefit [31], [118], [119]. In simple 

terms, a population that reached ESS cannot be invaded anymore by a rare mutant. The concept 

of ESS is actually a „static‟ perspective because it does not provide any orientation for the 

dynamics of the definite game. In the evolutionary game, the only thing the ESS anticipates is 

that the population, which performs a better strategy, has a higher replication or growth rate. 

Hence, an individual adopting ESS has a higher reproductive success in the overall population 

than the individuals adopting other tactics. 

On the other hand, despite the fact that ESS has more robustness than NE, still it has some 

limitations. Considering the population evolution, there is no clear answer provided on how the 

ESS will be achieved, or which of the ESSs are selected and when. Particularly, when the game 

has more than one ESS such as classic coordination game, the ESS has its own weakness in 

providing the outcomes. In fact, both NE and ESS has a static condition. Thus, under these 

concepts, studying the state of the population in the dynamics system is impossible. The 

limitation of static problem analysis for a very large population is considered and modeled by 

using the replicator dynamics. Hence, the replicator dynamics has been considered as a solution 

to overcome the existing limitations of ESS in modeling how the state of a population is 

evolving. Thus, it has been widely accepted to study the population dynamics: over a period of 

time in what way the state of the population is changed. 

The replicator dynamics was first introduced by Taylor and Jonker [51]. It is the most 

extensively considered tool to model the system of an evolution. In that context, it provides a 

dynamic way of describing the evolution of large populations towards NEs (also called stability 

states): those NEs are stationary points of such dynamics and some of them might be 

asymptotically stable while others are unstable [29], [50], [118], [119]. In this dynamics, the 

player in the evolutionary game is represented by a replicator which is also considered as a 

central actor, while the obtained payoff is usually represented as a fitness. Normally, the 
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replicator is considered as an entity that has the capability of adopting certain strategies based 

on the benefit obtained. In the given environmental setting, a set of replicators that were 

structured in the pattern of interactions among differently programmed agents is said to be a 

replicator system. Hence, the replicator system is a process of dynamics in which the frequency 

distributions of those replicators in the evolutionary game keeps changing over time.    

2.4 Evolutionary Population Games 

The behavior of an infinitely well-mixed population is studied using evolutionary dynamics. 

Hence, an individual interacts with others in the area with an equal probability of interaction. In 

their course of interactions, individuals in the total population adopt the possible strategy. Let 

us assume the strategy to be played is either Cooperate (C) or Defect (D). Accordingly, the 

total population should be fractioned into xC  C‟s and xD  D‟s. From these fractioned 

populations, a group of N individuals is randomly sampled. 

In this scenario, the group of the population sampling consists of j C‟s and N – j D‟s. This 

population sampling is awarded a payoff of either PC(j) or PD(j) depending on their possible 

strategies, where PC(j) and PD(j) are the given payoff for the population of those adopting C-

strategy and D-strategy respectively. Thus, the strategy fitness is computed by averaging the 

payoffs over all the possible group compositions. Let us assume that the fitness will be πC (the 

fitness of C‟s strategies population) and πD (the fitness of D‟s strategies population) that were 

computed in [120], [121].  

With this regard, the evolution dictates that a strategy of the population that performs better 

than an average will spread in the whole population at the expense of the other strategy. In this 

case, the population prefers to follow a certain strategy to get a better payoff. As such, the 

population should be grouped according to their C-strategies and D-strategies. Accordingly, by 

introducing a replicator dynamics, the portion of such grouped population should be estimated 

[50], [51], [118], [119].  

Hence, the portion of C-strategy population should be: 

    =    (   –     )                                                                ( . ) 

where πavg denotes the average fitness of the population,      =            . 
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Similarly,  

    =    (   –     )                                                              ( . ) 

Equations 2.4 and 2.5 could be simplified by omitting the dependence of the population fitness 

on xC and xD. This will be analyzed in evolutionary dynamics since           =    then, 

    =  -   . Accordingly, with a simple computing of the above equations, a single differential 

equation will be formed, where       . 

  =  (  –  )(  ( ) –   ( ))                                                 ( . ) 

It is an equation of standard replicator dynamics which can be used in order to track the 

evolution of C‟s in an infinite well-mixed population (i.e., the encounters between the players 

are completely random).   

2.4.1 Social Dilemma Games  

The evolutionary game is becoming an important tool to study cooperative behavior in the 

social dilemmas with the competitive setting. Such games will be studied as of 2-Person and N-

Person Public Goods Games.   

A. Symmetric 2-Person Games 

In simplest cases, the game has two individual participants [29], [30]. These individuals interact 

with each other to receive a certain payoff. In one-shot player‟s interaction, the possible payoff 

that the players get would depend on the strategies they have chosen. Table 2.2 summarizes the 

payoff for  the most popular symmetric     games [29], [30]. 

Table 2.2: The Possible Payoff Notation of Symmetric Game 

Player A\Player B Cooperate (C)  Defect (D) 

Cooperate (C)      (R, R)      (T, S)  

  Defect (D)        (S, T)        (P, P)  

Where, the standard shorthand notation should be defined as, R – “Reward for mutual 

cooperation,” T –“Temptation to defect,” S – “Sucker‟s payoff,” and P –“Punishment for mutual 

defection.” 
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The payoff representation that player A and B collect during their interaction: both players 

obtain the reward R when they cooperate; otherwise, they obtain punishment P if both of them 

prefer to defect; when player A with strategy C meets B that has strategy D, A obtains the 

sucker‟s payoff S, whereas player B gains temptation to defect T and vice-versa. 

Usually, this type of game is said to be symmetric game since the players obtain the same 

payoff when executing the same strategy. This means every player gets an equal payoff, 

regardless of the player type (i.e., whether A or B). Whereas, in the non-symmetric (also known 

as asymmetric), each player receives a different payoff. 

i. Prisoner's Dilemma (PD): Probably it is the best well-known example that illustrates the 

problem of cooperation in which two players simultaneously choose one of the two possible 

strategies; to cooperate C or to defect D [28], [30], [122]. Accordingly, PD shows the analysis 

of why two players might not play C, even when it is in their best interests. In one-shot of PD, 

defection is the better action in a well-mixed or fully connected population, regardless of what 

opponent decided. As such, according to Table 2.2 representation, the payoff will be ranked in 

the order of (        ). The additional constraint of        is considered in the 

case of repeated version (Iterated Prisoner‟s Dilemma). 

ii. Snowdrift Game (SG): was introduced initially to describe the system of action when two 

drivers are jammed on the road by a snowstorm [120], [121], [123]. To go home, first the road 

must be cleared. The drivers have two options: (1) to get out and start shoveling (cooperate); 

(2) to remain in the car (defect). 

Accordingly, if both drivers are willing to shovel the snow from the road, they share the cost c 

for doing the shovel and each of them obtains the benefits v of getting their home. In this case, 

each receives the payoff of mutual cooperation,  =    

 
. Otherwise, if both drivers choose 

not shoveling the snow, then they obtain zero benefits ( = 0)  since, they do not get home. If 

only one of them shovels the road then both of them get home with the different cost of 

expenditure, i.e., the cooperator gets ( =   –   ) benefit, whereas, the defector gets the income 

of ( =  ) in which its benefit is not reduced by the cost of shoveling.  

In one-shot of SD, the payoff that each player received should be arranged into (      

 ). In this game, the player obtained the maximum payoff or benefit by doing the opposite of 
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what the opponent does. This type of game favored a mixed equilibrium. Indeed, it has two 

non-symmetric NEs profile: (C, D) and (D, C). In this profile of SG, two different players can 

coexist in a stable equilibrium.  

iii. Stag Hunt (SH): can be illustrated as hunting scenarios, where two hungry hunters go to the 

woods with the aim of catching a stag or at least a hare than nothing [29], [124]. According to 

Table 2.2, its payoff is represented by (       ). This implies that (D, D) > (C, D) and 

(C, C) > (D, C). This game has a NE at (D, D) from the NE of PD; in addition, it has Pareto 

efficient equilibrium at (C, C). The latter case happens due to this game provides the highest 

payoff for both hunters if they reached an agreement of cooperation. 

iv. Harmony Game (HG): is the last game that is also rarely mentioned in the GT analysis 

[124]. As the name implies it does not represent any social dilemma conflict. Usually, it 

represents an ideal situation, where the C‟s steady progress with null effort. Hence, from table 

2.2 the payoff rank of HG can be (       ). Only a single equilibrium exists in this 

game that will be at (C, C). 

Table 2.3: A Partitioning of the S-T Plane which Displays the     Games of Symmetric 

Harmony Game 
   (Cooperate)  

Snowdrift Game   
     (Opposite) 

Stag Hunt   

 (Same Strategy) 

Prisoner Dilemma            
(Defect) 
 

   

S-T Plane: In order to provide a fixed scale for the payoff, traditionally, the values of R and P 

will be imagined as  =   and  = 0. Then, by applying such constraints into     games, for 

parameters T and S, their values will be selected. The definition of such games will be enabled 

by considering their equilibrium stability [29]. 

B. N-Person Public Goods Games 

In reality, there are many different types of problems that cannot only be modeled by the 

assumptions of two-player interactive games. If the group sizes of the participants increase 

from two players to many player interactions and in view of these new independent parameters 

was also added into the game. As such, it has been addressed by generalizing the previous 

theory into the game of involving more than two-players that simultaneously interact [29], 
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[124]. Hence, the general representation for analyzing the problem of cooperation in groups of 

N interacting individuals (   ), gives a rise to a class of N-person dilemmas, also known as 

Public Goods Games (PGG). A model of PGG was considered in [124], in order to study a 

group of N-players interactive problem. As such, each player is assumed to be interacting with 

the group either through contributing a public good or does nothing.  

Usually, finding a set of possible equilibrium is the heart of the GT, regardless of which type of 

game will be investigated as a solution. In a PGG, the individuals have an option of whether to 

contribute to a common goal or not, in which a benefit is extracted and shared by everyone in 

the game. Hence, the strategy of the individual player in the collective action needs to be fully 

analyzed for a multiplayer game to reach mutual equilibrium.  

Moreover, individuals that play together in this type of game will be determined by the size of 

the participant (eg., when N is the size of participants, they composed of j C‟s and       D‟s 

strategy). Commonly, this type of game will be reduced to the previous case of 2-person games 

when N = 2. Given the complexity added into N-Person games, we discuss the following PGG: 

i. N-Person Prisoners Dilemma (NPD): considers a situation when each of N 

participants in the game has a choice between two actions: „cooperating‟ or „defecting‟. Players 

are cooperating with each other for a „common good‟ or are defecting „for their own short-term 

interests.‟ In such context, the payoff they receive depends on what the player itself chooses as 

well as what others choose [29], [122], [124].  

A more realistic and general game of the N-player Iterated Prisoner‟s Dilemma game (NIPD) 

was studied [122]. It aims to model the problem of N-player interactions. The impact number 

of players (group size) in the NIPD on the evolution of cooperation is experimentally 

conducted first. And the results show that cooperation is less likely to emerge in a large group 

when compared with small. Second, the issues on the co-evolutionary learning-generalization 

ability of evolved strategies from the point of machine learning view have been conducted. And 

the experiment shows that the importance of environments in which each individual is 

evaluated, and their effects are there on the generalization ability.   

ii. N-Person Stag Hunt Game (NSHG): is a generalization of the 2-person SH game 

when the group size of the hunters are increased [29], [124]. Similar to SH, the obtained payoff 
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will be maximum in NSHG if all individuals play the same coordinative strategy. Unlike the 

other games, in NSHG a C‟s strategy contributes to the group by paying a c cost and D‟s 

strategy does nothing. However, in this game, in order to harvest the benefits, the required 

number of contributors‟ has to be reached above some threshold in the group member. As the 

size of contributor is increasing in the group participation it leads to harvesting better benefit.   

iii. N-Person Snowdrift Game (NSG): is studied through incorporating the effects of N-

person interaction into two-person games of SG [120], [121], [123]. It is N-person 

generalization of SG. In the attempt of interactions toward cooperation, NSG revealed that a 

benefit received by each individual in the group is directly associated with its interactions.  

By assuming „cooperative‟ and „defective‟ strategies, it is possible to present this game. So, a 

total cost of completing the task should be shared among those players whoever has a 

willingness of cooperating. Contrarily, a player might play defective strategy hoping that some 

other players will do the task on behalf of it. From this perspective, as long as the task is 

completed by cooperators the defectors get a benefit for taking this action. Otherwise, the 

player gets nothing if the task could not be completed since all N-person players do nothing.   

As it has been mentioned in the above NSH, with increasing the number of C‟s in a group the 

benefits will be better. There are some situations in this game, however, where this is not the 

case. For instance, in order to construct a building, the minimum number of workers should be 

enough, yet the benefit obtained is always fixed. In addition, the less individual effort will be 

required to construct if more workers are ready to work together, i.e., the more C‟s are there in 

a group, the better off are the D‟s. 

Both PG and SG have been widely accepted in modeling many real-world situations of social 

dilemmas [29], [120], [122], [125], [126]. The strategic evolution in an iterated multi-player 

social dilemma games is studied by modeling small-world networks [126]. The study considers 

two games, namely N-player Iterated Prisoner's Dilemma (NIPD) and N-player Iterated 

Snowdrift game (NISD). The analysis has shown that in both games the regular lattice with 

strong local neighborhoods is highly favorable toward the cooperative behavior.     

In a study of cooperation in social dilemmas, the evolution of human cooperation is examined 

both under Iterated Snowdrift Game (ISG) and Iterated Prisoner‟s Dilemma Game (IPG) [125]. 

The results show that the cooperation of iterations in the ISG consistently leads to higher levels 
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than in the IPG. These significant differences happen since the cooperation in IPG has higher 

risks for someone compared to that of ISG. That is the cooperation is highly oppressed in IPG. 

It is to say that in snowdrift the risk of being oppressed by someone who does not cooperate is 

lower. In the prisoner‟s dilemma when the opponent defects, it is a greater risk to cooperate 

with someone, whereas, in the snowdrift game, even when the opponent cannot do anything, 

shoveling the snow will be always better for someone to go home. In other words, the higher 

level of cooperation in the snowdrift is the reason why it is more favored by natural selection 

(such as human cooperation). Thus, the cooperation model of ISG is more real-life related 

compared to IPG.   

Furthermore, the cooperative phenomenon of PD game was investigated in [29], [125]. This 

game has many difficulties to rank and evaluate its payoff. As a result, it might bring a serious 

of uncertainties into a model if one wants to study in practice the emergence of cooperation. 

Consequently, as an alternative to PD, evolutionary SG has been widely suggested [120], [121], 

[125]. Evolutionary SG has become greatly appealing in the recent studies of a model for 

competing settings such as in network communications to design cooperative spectrum sensing 

[127], [128]. Thus, SG is an appropriate model to adopt if one wants to design an evolutionary 

system that achieves higher cooperation. As a result, this game is considered as a tool to tackle 

the problem of non-cooperative setting sensor nodes.  

2.4.2 Dynamic Equilibrium Behaviors 

In the game of population evolution, the types of equilibrium behavior that can be reached 

should be gathered under a global and internal equilibrium [120], [121], [124]. The cases of the 

equilibrium strategies where the population prefers to adopt are always said to be global 

equilibrium. For instance, the replicator Equation 2.6 has two global equilibriums; when the 

value of x = 0 or x = 1. Thus, when the value of x = 0 the population should be shifted toward 

fully D strategy otherwise fully C since the value of x = 1.  

In addition, the equation  C( )   πD( ) = 0  has at most     internal equilibrium, when 

    (0,1). The sign of x  deduces the nature of this equilibrium at the dynamic population states. 

Thus, in Figure 2.4 the availability of these simple equilibriums are summarized [124]. The 

trends of an evolution would be represented on the diagram by the direction of the arrow: it 

shows whether the fraction of C's strategy population increases or decreases.  
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The condition of one strategy domination should be either D-dominance or C-dominance. For 

instance, it has been shown in Figures 2.4a and 2.4b. This should happen in the population, 

respectively when x' is always either negative or positive. Regardless of the initial population 

of condition x(0), the selection will always favor the possible strategies. That means the 

population adopting one strategy will grow up always. After sometime this will lead the state of 

the population toward adopting either full D, if x' < 0 (x = 0 stable and x = 1 unstable) or full C, 

if x' > 0 (x = 0 unstable and x = 1 stable). These types of equilibriums have been shown in 

Figures 2.4a and 2.4b respectively. The former equilibrium is typically a PD or a NPD while 

the latter represents a HG. 

 

 

Figure 2.4: Overview of the Possible Dynamic Equilibriums: (a) and (b) Represent Dominance 

Situations, either by D's or C's respectively; (c) and (d) Specify the Two Types of Internal Equilibrium 

Points, Coexistence and Coordination respectively 
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On the other hand, there are two types of internal equilibrium. In the evolutionary game, when 

they present, the dynamics of the population should arise in more interestingly. Hence, these 

dynamic equilibriums should be [29], [124]:  

 The equilibrium is said to be stable when x' > 0 for x <   and x' < 0 for x >  . As it has 

been shown in Figure 2.4c, it is called a coexistence point: for any x(0) near  , population 

selection will make the convergence to the equilibrium in case there is no other 

equilibrium available in such area. In such condition, there is a different equilibrium 

strategy that should be allowed to coexist in the population. 

 The equilibrium is said to be unstable, on the other hand, when x' < 0 for x <   and x' > 0 

for x >  . This has been shown in Figure 2.4d, it is called a coordination point: population 

selection will decrease x, for any x(0) <  ; and the selection will increase x instead, for 

any x(0) >  . The evolution strategies are always coordinated by equilibrium. Such a 

condition is also called bistability.   

Another type of special equilibrium that was not mentioned in the above discussion is also 

named meta-stable equilibrium (it is also not shown in Figure 2.4). The behavior of this 

equilibrium is neither stable nor unstable. For instance, in the context of the N-person 

Snowdrift Game (NSG), it can appear, however only for a particular combination of the 

parameters. When the strategy of C‟s and D‟s, both provide the same fitness, the selections are 

said to be neutral. In order to give an illustration of what this represents, let us look into 

Equation 2.6 once again. The form of equation πC(x) – πD(x) = 0 will represent the fitness 

difference of the replicator, for all   (0  ). Hence, an equilibrium will be any of x(0). For a 

more detailed study of the meta-stable equilibrium see [29], [124].  

2.5 The Role of GTs in Designing WSNs 

GT has been widely employed into the theories and systems of networking developments [53], 

[93], [100], [101], [102], [129]. In light of sensor networking operation, it has been regarded as 

an important and suitable basis for accomplishing practical and feasible designing aspects. GTs 

are also important in solving the requirements of WSNs since they are powerful and rich in 

mathematical abstractions. Thus, being also rich in strategic reasoning, GT deals with the 
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formulation of non-alien individual nodes. Besides, it is an efficient method for solving the 

strategic interaction of individuals in optimizing their communication resources. 

 

Figure 2.5: The Relationship between WSNs and GTs 

In this section, we describe how sensor nodes‟ interactions can be modeled as a game. The 

dynamic natures of nodes are able to account for game approaches. Thus, the roles of GTs in 

designing the WSNs are studied in [53], [93], [100], [101], [102]. Considering the applications 

of GTs, the relationship between GTs and WSNs designing is summarized in Figure 2.5 which 

is restructured from [101]. Accordingly, it is grouped into designing of routing algorithm, 

power management, topology control, and WSNs security. Packet forwarding, bandwidth and 

spectrum allocation, QoS control and coverage optimization are also some other applications 

where GT has been applied in WSNs.   

2.5.1 GTs for Routing Algorithm 

GT has been acceptably incorporated into the current designing of routing algorithms. This will 

be able to account with respect to catch up and modeling the behavior of nodes. It is also used 

for harmonizing the communication energy of each node for allocating dynamic and reliable 

routing path and many others. An optimal packet routing has been designed using an approach 

of GT for WSNs, in the presence of uncooperative node [130], [131], [132], [133]. A model of 

GT based reliable routing algorithm has been provided for selfish nodes [130]. The employed 
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GT finds the balanced equilibrium between the reliability and resource limitation of nodes. The 

observed NE between these sensor nodes would be assumed. Then, it is incorporated into DSR 

algorithm that lately named as DSR-G. It is shown that packet forwarding has better 

performance in DSR-G. This is due to the less impact that the selfish node has on the DSR-G 

when compared with that of DSR. 

Routing packets from the source node to the destination was formulated by an approach of 

Stackelberg games [131]. Accordingly, the game is played between a pair of source-destination 

and selfish nodes. Here, the two-stage of Stackelberg game is modeled using the interactive 

behavior of source and relay sensor nodes. Then, the formulated relay nodes (also called node 

leaders) are proposed as a solution using the concept of payoff-maximization. The equilibrium 

strategies are achieved by modeling since the relay nodes enter into cooperation of routing 

packets. In this way, the provided model balance energy consumptions between nodes. 

Routing congestion game was developed for node entities of selfish behaving in WSNs [132]. 

In this type of network, selfish nodes independently control the path of packet communication. 

So, each selfish node player participates in the congestion games with an objective of selecting 

an appropriate packet routing. As a result, everybody selfishly chooses a path from a source 

node to a destination. In certain circumstances, the achieved equilibrium guides their behaviors 

in selecting the path having a minimum edge congestion and service cost. 

Using GT approach, finding an optimal path for routing packets has also been considered in 

[133]. The reliable paths, energies, and traffic loads were incorporated into the model of pricing 

and payment in order to determine such path. If the destination node successfully receives a 

packet, it has to pay M amount to the source node. Further, the source node has to pay the same 

Q amount for each packet transmitted by intermediate nodes since they are cooperating. Since 

the benefit earned by each node for transmitting the packets is more than the cost, any node is 

willing to do in the game. Accordingly, the nodes allocate themselves in the packet 

transmission path in order to secure a positive payoff profit. Several cluster-based routing 

algorithms have been designed (see Section 3.3) by adopting the concepts of theoretic games. 
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2.5.2 GTs for Power Management 

The energy intake of nodes must be judiciously managed for the purpose of extending the 

duration of sensor networking functionalities. Hence, energy saving and power control 

strategies are incorporated into communication devices. In this regard, GT plays a leading role 

with respect to managing energy among nodes. It considers the local knowledge about nodes as 

an independent player. For this purpose, taking the solution of GT strategies was encouraged in 

recent years [134], [135], [136], [137]. 

 A non-cooperative GT based power control is considered for virtual multiple input multiple 

output wireless sensor network (VMIMO-WSN) communication architecture [134]. An 

incomplete information game was provided in which the individual node does not have 

complete information about the strategies taken by other nodes. To decide the optimal power 

level at which a node needs to transmit and maximize its utility, the NE is considered in the 

architecture of VMIMO-WSN.  

Using a non-cooperative versus cooperative game, power control algorithms are proposed for 

the formation of networking topology of selfish and cooperative nodes [135]. As such, a GT is 

applied to investigate the conflicts and coalitions between competitive sensor nodes. They 

interact with each other locally to form the clusters. The marginal contribution of individual 

node toward coalition is computed by Shapley value in order to provide an incentive for the one 

cooperates. Thus, through establishing the local coordination, their energy allocation is 

efficiently shared. To meet the demand of Multi-services WSN, GT is considered for designing 

a power control algorithm [136]. As such, a model of a non-cooperative game has been applied 

for the performance improvement of distributed Code Division Multiple Access (CDMA).   

Considering the misbehaving nodes, the power control problems are formulated by using 

strategy versus joint power optimization technique [137]. In the strategic power optimization, 

nodes are considered as rational agents in the power game that need to adjust their powers 

strategically to minimize their own energy. On the other hand, in the joint power optimization, 

the transmission powers of sensor nodes are adjusted to minimize the aggregate energy 

expenditure. Then, a simple game-theoretic model of two-sensors that play the power game 

was developed. In this game, the existence of NE has derived analytically. It is assumed that by 

adopting unilateral and un-detectable strategies, any node cannot follow a different energy 
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optimization strategy than what other nodes follow. Lastly, to protect the wireless network 

from energy attacks (for instance energy misbehavior node) effective defensive method has 

been developed based on the intelligent adversary.  

Furthermore, by using GT approaches, in [138], [139], the models of communication energy 

saving are developed. These models manage the network resources by changing the topologies 

that would be through adjusting the transmission power of the nodes. In these models, a 

topology that changes the networks to adjust the transmission power of the nodes has been 

considered. GT based scheme is also designed in [140], [141] for sensor nodes‟ power 

management by adjusting their communication coverage. Additionally, in [112], [131], 

Stackelberg game approach is assumed with respect to designing the model of routing 

algorithm that balances the communication energies among those non-cooperative relay nodes.   

2.5.3 GTs for Topology Control 

Designing an appropriate network connection and routing algorithm is an extremely important 

issue in order to maintain the balance between packet throughputs, delay, and energy lifetime 

[1], [2]. In this regard, a method of grouping nodes into clustering topology provides efficient 

energy communications [72], [81]. Thus, this enhances transmission reliability by reducing 

message overhead in the course of transmitting packets. In this aspect, GT has played an active 

role in order to formally model the interconnections and interactions of sensor nodes [82], 

[138], [139]. Accordingly, it is a suitable tool to analyze the connectivity of the network in the 

presence of selfish nodes.  

A non-cooperative GT is utilized in [142] in order to configure the communication of ad-hoc 

networks where an individual node is selfish and seeks to maximize its utility. From this 

perspective, the results of a topology formation are analyzed when nodes interact globally with 

each other. It applies GT in order to study the convergence behaviors of nodes. Thus, an 

example of topology control games is presented in line with a distributed best response 

algorithm. However, recently the weakness of this work is improved by a Quasi Distributed 

Topology Control (QDTC) algorithm [82]. The latter incorporates the methods of clustering 

nodes which assumes that the sensor plays the game with their neighbors that they achieve 

fairness and fast convergence rate.   
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A game theoretic approach also called Cooperative Topology Control with Adaptation 

(CTCA), is applied in designing network topology [138]. The solution is proposed by mapping 

the problem of maximizing the network‟s lifetime into an ordinal potential game. At this 

juncture, each node plays the ordinal potential game through adaptively adjusting their 

transmission power to extend their life. In CTCA, an employed GT allows the cooperation 

between nodes by forming the arrangement of network nodes. Moreover, a non-cooperative GT 

was applied to control the topology and joint power of sensor nodes [139]. In this game, as the 

algorithm is distributed, nodes exchange information only with their neighbors to formulate and 

adjust their own transmission power.  

2.5.4 GTs for WSN Security 

Ensuring the security of WSNs is critical and important in order to widely utilize their 

applications. In this regard, GT provides a mathematical notion that is supposed to analyze the 

strategy of non-alien individuals in the networked natures. As such, the scenarios where 

multiple players with contradictory objectives compete with each other in the sensor 

networking communication have been considered. Regarding the GT approaches, several 

frameworks have been designed for WSN security [55], [56], [57], [58], [59].  

Such security problems should generally be grouped into preventing Denial of Services (DoS) 

attacks, intrusion detection, strengthening security, and coexistence with malicious nodes 

according to the taxonomy of WSNs security [53], [101]. The security problems of preventing 

DoS attacks and strengthening the security of WSN applications have been investigated by 

using cooperative game [55] and repeated game [56]. In addition, while the non-cooperative 

game has been proposed for intrusion detection [57], the signaling game has been formulated to 

develop the notion of coexistence between malicious and regular nodes [58]. 

Further, GT has been applied in the designing of an effective communication coverage of 

sensor nodes [140], [141]. GT based mathematical framework is considered to maintain nodes 

coverage [140]. In this work, by natural mapping of the communication layer of each node, a 

distributed scheme is developed. This scheme measured the topology control systems in 

identifying suboptimal. With the help of decision-making or control authority, the status of 

node player is attributed to efficient systems components. In this context, the convergence into 

NEs is characterized as the performance of systems in terms of coverage to enhance energy 
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utilization. GT has been used by an objective of improving the coverage of self-optimizing 

nodes [141]. In this regard, an energy-aware algorithm has been adopted by using gur-game. 

This algorithm attempts to either activate or deactivate each node in order to achieve the 

maximum region coverage in conserving energies.  

Furthermore, by considering the strategy that misbehaving nodes adopt, mutual packet 

forwarding operation have been ensured in [18], [19], [21], [143]. GT approaches which 

analyze the forwarding strategies are considered in such designing. In addition to what has been 

discussed so far, there are other areas where classical GT has been applied, controlling QoS 

[132], bandwidth allocation [35], [36], and managing the communication resources of sensor 

networks [144] are some of them.  

2.6 Summary  

Several nodes might be deployed in order to assist mankind in various areas. Often sensor 

networks are designed for specific application and they are deployed for special purposes in 

order to solve user intended applications. After their deployments, nodes are expected to 

transmit the data sensed in their physical phenomena. In this respect, the designed routing 

algorithms of WSNs have many shortcomings. Because of these nodes are battery-operated 

energy conservation is one of the most important aspects in algorithm design. In this regard, in 

order to extend the network lifetime, the responsiveness of cluster-based routing algorithm has 

received much attention when compared with other routings.  

GT approaches have been considered with the objective of modeling the behaviors of 

misbehaving nodes: self-organizing, self-configuring, and self-optimizing of individual nodes 

should be characterized. Several models have been developed in order to minimize the effects 

of selfish nodes. In this consideration, studying evolutionary game has got much popularity to 

design wireless networks [59], [145], [146], [147]. The developed model studies the 

populations of large-scale nodes. The strategic nature of evolution is adopted into the condition 

of behaving nodes. An EGT approach is also used to develop an adaptive selection of 

cryptographic protocols [59]. The nodes dynamically participate in the evolutionary game to 

select the defensive strategy that helps them to behave in accordance. In such manners, they 

reach an evolutionarily stable. The more generic results illustrate that nodes quickly return to 

ESS even after perturbation.  
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An evolutionary game approach to design congestion control protocols in wireless networks 

communication (for instance sensor nodes) is introduced for non-cooperative networks [145]. 

The convergence of the replicator dynamics has been studied and achieved. It considers the 

problem of individually non-cooperative nodes into the Hawk and Dove game. The 

contradictions between maximizing the secrecy rate of a node and minimizing power 

consumption for data transmission is solved [146]. A non-cooperative evolutionary game is 

adapted into clustered WSNs. An approach to compute the secrecy rate between a node and the 

responsible CH is constructed by developing the classical wire-tap channel. A biologically-

inspired framework for improving the performance of fault-tolerant WSN is created using an 

evolutionary game approach [147]. In order to collect the information in a sensor network a 

collection protocol called Evolutionary Collection Protocol (ECP) is developed. The ECP sends 

the collected information towards the destination node in the sensor network. An evolutionary 

game is also analyzed in designing routing algorithms. In this aspect, it has been considered to 

model the behavior of an individual node in the cluster-based algorithms of [148], [149]. 

In general, there are several schemes that were developed by using evolutionary games. With 

respect to this, the typical existing examples of EGT based schemes are the following: MWSNs 

enforcing cooperation by punishment [20], developing cooperation in underwater sensor 

networks [22], promoting the selfish nodes to cooperate with each other [150], design cluster-

based algorithm for selfish sensor nodes [149], [148], adjusting multiple-access control and 

power control [151], learning for an optimal strategy [152], collaborative spectrum sensing 

[127], distributed spectrum sensing for cognitive radio networks [153], cooperative spectrum 

sensing based behavior dynamics [128], joint spectrum sensing and access for cognitive radio 

networks [154], whether and when to share collaborative spectrum sensing [155].  
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 CHAPTER THREE: RELATED WORK 

The important related works around our research challenges are reviewed in this chapter. 

Methods of mitigating selfishly behaving nodes, multi-class networks cooperative methods, and 

cluster-based routing algorithms that mitigate with such nodes are discussed in details. GT 

approaches are particularly considered.  

The chapter is organized as follows: Section 3.1 discusses the works to mitigate the behaviors 

of selfish nodes, contributions, and their limitations. The research related challenge of 

cooperative packet forwarding in MWSNs is discussed in Section 3.2. In Section 3.3 the details 

of the current state of the art that focusing on GT approach to mitigate with misbehaving nodes 

on the designing of cluster-based algorithms is assessed; the contributions and their limitations 

are also summarized. In Section 3.4 the summary of the chapter is presented. 

3.1 Methods to Mitigate the Selfish Nodes 

Various methods have been proposed to mitigate the misbehaving nodes. Some of these are 

GT-based, selfish node identification and isolation, trust and reputation, and credit-payment 

mechanisms. 

A) GT-based Mechanism  

In [35] the contention window allocation problem that occurs as a result of selfish nodes has 

been solved using GT-based approach. It is utilized by assuming each node as a player, the 

throughput as a payoff, and the size of the contention window as a move. In this mechanism, a 

simple, localized and distributed protocol of Pareto-optimal NE is developed to guide multiple 

selfish nodes to reach cooperation. Detection and punishment technique is also incorporated 

into those nodes that exhibit a non-cooperative behavior. Lastly, simulation analysis for rational 

cheating has been conducted on IEEE 802.11 of CSMA/CA networks to obtain better network 

throughput.   

The Contention Window Select Game has been defined based on a GT [36]. A node selects its 

own contention window to control the probability to access. But, the uniqueness existence of 

NE is considered in this contention game. The mechanism of penalizing the nodes that decrease 

their contention window without any permission was proposed according to repeated GT. 
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However, the proposed approach assumed that nodes are rational in order to prevent selfish 

users from the network.    

COMMIT protocol is developed in [77]. It intends to establish a route for packets 

communication between source and destination nodes that selfishly behaving. VCG payment 

scheme in combination with a game-theoretic technique is used to achieve the truthfulness of 

sender nodes. In a distributed manner, every individual node rationally acts to discover the 

most energy-efficient routing between two nodes (source and destination). A NE is analyzed 

to stimulate the cooperation between nodes by developing a truthful protocol. In NE notion, a 

node has no incentive for changing the strategy, assuming that the other nodes do not change 

their strategies as well. Regardless of the strategy played by other nodes, behaving truthfulness 

is always better for everyone. However, it is identified that due to weak NE achievement, the 

network performances have still been exploited by misbehaving nodes. 

A GT is also introduced to analyze the existing internal incentive mechanisms based on 

punishment through channel jamming [37]. It has been stated that jamming yields a fair NE 

for all nodes. Thus, all nodes can provide incentives to their neighbors by forwarding packets. 

It has been said that even when there is a neighbor node acting in a collusive manner by 

communicating only with one another, jamming is possible to enforce a selfishness. 

Nevertheless, the price of jamming can be sometimes high as it consumes extra energy (i.e., 

punishment can be unaffordable for resource-limited nodes). For more GT-based approaches, 

see under Sections 2.5, 3.2 and 3.3.   

B) Selfish Node Identification and Isolation Mechanism 

An approach to identifying and removing greedy nodes in WSNs is developed in [38]. This 

approach is called Energy Efficient removing Greedy Node (EEGN) algorithm and it aims to 

study the problem of greedy nodes that occur in the multi-path routing. The concept is based on 

the number of packets that the node can directly send and receive from its neighbor. In this 

method, the number of packets sent out is compared with the number of packets received for 

the same nodes. So, if a node under investigation considers the same packets, this shows that 

the node is not greedy. Otherwise, this node was used to send out different number packets, i.e., 

it may not send all the packets to the destination. In this case, this intermediate node must be 
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identified as a greedy node and should be removed from the communication path. EEGN is 

only provided theoretically, and its applicability is not supported by any kind of simulation. 

The techniques designed in [39], [40] are also used to identify and isolate misbehaving nodes. 

Nodes that fail to forward would be identified and isolated as misbehaving nodes. In [39], 

related mechanisms called “watchdog” and “pathrater” approaches are first introduced, 

respectively to identify misbehaving nodes and to keep the state of nodes. Then, to regulate the 

behavior of each node, they must be always running. By using “watchdog” approach, a node 

that forwards a packet verifies whether the next hop node also does the same. If such node does 

not forward, a failure tally is incremented. Thus, for each node, the tally is checked if it exceeds 

a certain threshold value whereby the node is recognized as a misbehaving. In the course of 

path selection, the “pathrater” approach utilizes the current information about misbehaving 

nodes to avoid them from the selected path.  

To overcome the shortcomings in the traditional “watchdog” mechanism [39], the work is 

extended into [40]. As such, every node needs to monitor the behaviors of its neighbors‟ 

instead of only monitoring its next hop behavior. Behavior evaluation mechanism of direct last-

hop neighboring nodes is used to collect information from MAC layer when the control packets 

RTS/CTS/DATA/ACK are enabled. However, this approach has still limitations in many 

aspects. To begin with, identifying several kinds of misbehaving nodes (mostly distinguishing 

misbehavers from transmission failures and another kind of failures) are very tough. Again 

identifying these nodes in the case of collisions or weak signals overhearing does not always 

work. Integrity and authentication are also not guaranteed for the messages routed between 

different nodes. Executing these mechanisms is also unattainable for tiny sensor nodes. 

In [41], detecting and excluding the selfish nodes from WSNs is developed. A selfish node 

detecting algorithm that considers partial greediness and replication of allocation techniques are 

considered. In the proposed algorithm, first, each node detects the greedy node according to the 

credit risk access. Then, each node makes its own topology graph and builds its own self-

centered friendship tree by excluding the greedy node. Lastly, each node uses a friendship tree 

which is self-centered and fully distributed to allocate a replication.  

In [42], heuristics ranking algorithm is proposed for the purpose of identifying and removing 

selfish nodes (also considered as the one intentionally dropping or maliciously modifying the 
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content of other nodes packets). This algorithm has three procedures: universal ranking, 

iterative ranking, and hybrid ranking. The performance of nodes to packet forwarding is 

provided with universal, while the iteration is incorporated to reduce the false positive ratio. 

Lastly, in hybrid ranking, the combination of both universal and iterative has been considered. 

This helps in order to find out the collusion among the participant nodes that reduces the selfish 

nodes although the functionality of the algorithm is not assessed in the simulation field.   

C) Trust and Reputation-based Mechanism  

In the network design, trust and reputation mechanisms can be used to detect and eliminate an 

unexpectedly behaving node. This mechanism gives penalties to nodes with a bad reputation, 

for instance, excluding selfish nodes from network services for some time.  

A utility-based cooperative mechanism is presented for sensor node using the reputation in 

[43]. This mechanism punishes malicious nodes so that the cooperation between nodes would 

be encouraged. Three types of nodes‟ categories would be assumed: normal (nodes that always 

cooperate), malicious (nodes that always drop the packets of their neighbors) and selfish (nodes 

that participate in forwarding with some probability). A utility function has been defined 

according to the reputation value and energy consumption. This function would be calculated 

as the ratio of the current global reputation value of the node to the initial reputation value, and 

the ratio of the forwarding energy consumption of the node to the total energy consumption. 

Then, a model of the mixed strategy of NE solution for two nodes is calculated and further 

extended to the scenario of multiple nodes interactions. According to its degree of cooperation, 

each sensor‟s reputation is evaluated so that the malicious node can be identified and isolated, 

while at the same time, selfish nodes can also be restricted but not excluded, it can adjust its 

behavior.  

In order to deal with selfishness, a hierarchical trust management protocol for geographic 

routing algorithm is developed in [44]. The authors also assumed selfish nodes as malicious 

nodes. Hence, by considering the trustworthiness aspects of social trust and QoS trust, a 

hierarchical trust management protocol is developed. This maintains two levels of trusts:  trust 

at sensor node-level and CH-level. The peer to peer trust evaluation method leverages the 

cluster-based hierarchical structure for efficient communications in this trust-based geographic 

routing. The results of validating this protocol demonstrate that it can approach the ideal 
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performance level that is achieved by flooding-based routing. However, although message 

delivery ratio is better, overhead affects this algorithm.  

However, in providing secure the network services, a trust management has its own limitations 

in order to implement. In this management, each node monitors the forwarding behavior of its 

neighboring nodes in order to detect selfish nodes so that such nodes‟ packets have not been 

forwarded by others. In so doing, nodes build trust knowledge about their neighbors. This way, 

nodes consume their resources to exchange and store such information. In [45], it is studied that 

the indirect trust information exchanging consumes the scarce energy resource which is 

increasing with the frequency. In addition to communication overhead, the mechanism of trust 

and reputation has a shortcoming in which the exchange of information might bring network 

attacks.   

D) Credit-Payment Mechanism  

This mechanism is also said to be an incentive-based mechanism. In such mechanism, selfish 

nodes are not punished or isolated; instead, cooperative nodes are rewarded for serving the 

other nodes. In [47], by assuming the network consisting of rational nodes, an incentive-based 

protocol is developed. It adopts the concept of virtual currency (eg.,“nuglets”) in order to 

reward those nodes that are participating in packet forwarding for other nodes.  

In [48], [49], a secure incentives mechanism to stimulate nodes cooperation is developed. An 

acceptance algorithm is proposed by using the concept of remunerating the nodes that provide a 

service, otherwise charging the nodes since they received packet forwarding service. Whether a 

node has to accept or reject a packet relay request from its neighboring is decided by 

acceptance algorithm. Each node attempts the algorithm by balancing the number of packets 

the node has relayed with the number of its packets that have been relayed by others. This 

scheme results in large packets overhead problems since it also involves per-packet processing.    

The limitations in [48], [49] are further improved by [46]. In the latter case, the acceptance 

algorithm is proposed by using RANDOM and PAY-IT-FORWARD strategies to govern the 

behaviors of selfish users in relaying traffic. According to RANDOM strategy, each node 

decides whether to relay traffic to some other nodes or not. In the PAY-IT-FORWARD 

strategy, on the other hand, each node tries to compare its performance as sympathy for 
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repaying its debt. As such, the developed algorithm balances the energy consumptions among 

sensor nodes for relaying the traffic. This algorithm finds a trade-off between energy 

consumption and session blocking probability. Thus, it takes the decisions at every session 

rather than per-packet processing. Here, it is emphasized that, since all of such acceptance 

algorithms are developed based on heuristic concepts, they lack formal frameworks to analyze 

the tradeoff between network lifetime and packet throughput. 

E) Other Mechanisms  

In order to detect and punish selfish nodes as well as to determine whether the node is a critical 

one or not is considered in [156]. To detect selfish nodes, the developed algorithm uses 

retransmission numbers. Thus, before sending packets each node‟s retransmission number is 

recorded within a certain period of time. Then, the average of retransmission numbers for each 

node is calculated. The node that achieved an average number of maximum retransmission is 

detected as a selfish node. Otherwise, the node is identified as a normal node since it satisfies 

the condition of average numbers of retransmission. The process must be repeated until the end 

of nodes. Lastly, through punishing selfish nodes, replica allocation technique is used to bring 

selfish nodes into a nature of cooperation with other nodes. That is, to make selfish nodes 

cooperating with others, simply copying the data items of neighboring nodes into the memory 

space of the selfish node. 

An Incentive Detection Mechanism (IDM) for the cooperation of nodes selfish behavior in 

WSNs is developed in [157]. It consists of a module for detection of retransmission numbers 

followed by punishment module. The detection module takes retransmission numbers as the 

conditions of selfish behavior judgment. It is possible to determine the status of a node by 

comparing the difference of averaging retransmission numbers and maximum value with the 

threshold sets. Thus, if it is satisfied, the condition indicates that the node is a selfish one, and if 

not, the node is a normal node. But, once selfish nodes are known, the punishment module 

changes the strategies of these nodes into co-operating.  

In [158], a framework for the detection of selfishness in multi-hop mobile ad hoc networks is 

developed. The development is according to Dempster-Shafer Theory-based Selfishness 

Detection Framework (DST-SDF) with some mathematical background of DSR algorithm. The 

concept is based on end-to-end packet acknowledgments, i.e., the source node waits for a 
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certain predefined time for an acknowledgment of the packet, every time it sends a packet to a 

destination node. The source node has reason to claim that all nodes on the path are cooperative 

if a packet arrives within the predefined time. Otherwise, the source node knows that there is 

selfishness on the current path since an acknowledgment does not arrive in time. In this case, a 

special message recommendation is sent out to inform the other nodes about the situation 

detected (selfish or cooperative behavior). To evaluate the selfishness of sensor nodes, the 

received recommendation messages are executed by a single node based on DST algorithm. 

The resulting values can be used as routing metrics when selecting routes in the next time. 

When compared to the traditional reputation-based systems, DST-SDF fairly detects all selfish 

nodes though end-to-end acknowledgments affect its enactment.   

In [159], a method to mitigate and detect selfishness in the routing of Disruption Tolerant 

Networks (DTNs) is proposed. In DTNs, data have to transmit between several nodes based on 

a store-carry-forward mechanism to access their intermittent connectivity. However, a 

misbehaving node drops the other nodes packets instead of storing and forwarding. This node is 

unwilling to share its own memory buffer with other nodes. As a result, system resources such 

as power and bandwidth are wasted that reduce the delivery of packets throughput. For these 

selfish behaviors, a detecting scheme that works in a distributed manner has been proposed. 

The scheme utilizes, an encrypted communication report that it is required to be signed by each 

node to locally detect packet dropping nodes. Moreover, sometimes it might happen that 

misbehaving nodes may misreport to hide its history. To detect such nodes, a normal node 

selects the witnessed nodes and transmits the record summary of each communication report to 

them. In such a way, with some probability, witnessed nodes will receive two inconsistent 

communications that help them to detect the misreporting node.  

In [160], a delay-tolerant routing algorithm based on node selfishness is developed. The 

algorithm considers the sensor nodes as social selfishness toward forwarding the other nodes 

packets. Indeed, it is formulated by using the process of the Markov Chain. In due process, the 

credibility of each sensor is estimated and utilized for the purpose of selecting suitable packet 

paths. The selected paths are expected to reduce the transmission delay and increase message 

throughout.   
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3.2 Multi-class Sensor Networks 

In this section, we present the works related to cooperative packet forwarding in MWSNs. In 

[17], a payment scheme based mechanism is considered to mitigate the behavior of selfish 

nodes. The scheme intends to motivate selfish sensor nodes to relay data as well as to ensure 

the good network performance achievements. The communication protocol selects nodes as 

mediatory nodes by incentivizing the processes of mediation. In order to transmit data, a node 

needs to pay, and the payment is discounted for nodes that act as mediators. The payment is 

also calculated according to the distance this sensor has from the center. The proposed solution 

has achieved a better performance when compared with the default case communications. 

Nonetheless, in this mechanism, since incentives are only provided to the altruistic nodes to 

motivate nodes toward collaboration, if some nodes misbehave, still it may be possible for them 

to enjoy the other nodes‟ services without cooperating. In addition, this mechanism is not 

applicable in the case of resource-limited nodes; its communication would be inefficient. Also, 

estimating the distance for a mediatory node is not always effective.  

A game theoretic model to study cooperation in packet forwarding is presented for multi-

domain WSNs in [18]. The BSs are either separated for each user‟s network or shared across all 

users. A multi-stage game is used in order to mitigate whether the individual nodes help each 

other or ignore the possible help they receive from other sensor networks. Such nodes increase 

the lifetime when they assist each other in transmitting packets; otherwise, to achieve their goal 

nodes rely on their own network by ignoring the help they receive from others. For each 

network, two packet routes are established. One route is separately established for nodes that 

belong to a single network while another route is established in common for all the networks. It 

is shown that cooperative packet forwarding improves network performance in the case of 

shared BS, and for separate BSs, the users get the benefit if they provide the service of their 

BSs for other networks. The work in [18] is further extended into [19], in spite of, their model 

and simulator are remarkably different. Moreover, in both studies, the cooperation freely 

happens without any enforcement.     

An adaptive energy aware cooperative strategy in forwarding packets in multi-domain WSNs is 

designed in [21]. Different networks that were deployed for multi-domains have been 

considered. The topology of sensors is heterogonous and deployed at the same physical 
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location. The non-cooperative GT based TIT-FOR-TAT strategy is used to develop the 

algorithm. The strategy is started by generosity, then adaptive energy aware strategy is 

incorporated to enforce the cooperation between networks and decrease the generosity 

gradually after each round. Lastly, after several iterations, the networks end up with the 

cooperation of nodes where individual nodes forward packets for one another. In the 

simulation, the hierarchical based routing algorithm is used in order to assess the computation 

of this algorithm. The produced message overhead because of iterated cooperative enforcement 

might limit its applicability.  

The studies in [18], [19], [21] have some restrictions to implement in realities. In these studies, 

the authors commonly applied the assumptions of classical GT such that strong rationality, 

complete knowledge, and information about the game and opponents behaviors of sensor 

nodes. In the reality of sensor networks, such assumptions are impractical. For instance, nodes 

have resource scarcity to compute these activities in hardcore. 

The evolution of cooperation in forwarding packets in static and mobile MWSNs is 

investigated in [20]. An evolutionary game based iterated N-sensor nodes prisoner dilemma is 

incorporated. Then, a localized distributive algorithm called Patient Grim Strategy (PGS) is 

developed at the equilibrium solution. The PGS is defined as “cooperate and continue 

cooperating until the other player defects n times (   0 ), then defect forever.” The sum of 

the payoffs over all periods, which is weighted by a discount factor, gives the payoff to each 

sensor. At the equilibrium solution, the players can be encouraged to cooperate with their 

opponent nodes. Otherwise, if the nodes defect for a certain number of times then they would 

be punished forever (denial of future network services). By using punishment the cooperation is 

enforced between different classes of nodes. Although the enforcement by means of 

punishment proved that the PGS has a NE to promote cooperation, the produced message 

overhead affects the networks. Incorporating the punishment by itself is expensive for resource-

limited nodes. Besides, in the evolutionary game, only evaluating the solution of static NE 

without studying the dynamic evolution would not necessarily bring an efficient solution.  

In [150] dynamic incentive mechanism for selfish nodes cooperation in WSNs is developed 

according to an EGT approach. Selfish sensor nodes have three strategic spaces in the game 

assumption: sensors provide service all the time (ALLC), sensors never provide service 
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(ALLD), and sensor R always provide service to ALLC and to other R sensors. In order to 

distinguish the reputation of each node, the R sensors have to pay seeking reciprocation cost. 

Under the small reciprocation cost and zero limited mutation probability, the strict NE is 

analyzed. Mixed nodes‟ population of ALLC, ALLD and R will finally converge to reach full 

ALLC nodes. The attain operation has assumed to be an ESS. However, the assumption of 

selfishness within a single network user to save their resources is unusual. Since such nodes 

might rather be assumed to be malicious in which the mechanism of incentives cannot handle. 

In [22] the cooperation in underwater sensor networks that are governed by different owners is 

investigated by utilizing the concept of EGT approach. It was aimed to reduce the energy 

consumption in these kinds of networks for maximizing the network lifetime. The analysis is 

split into the strategies of non-reactive and reactive nodes where the strategy of nodes would be 

either to cooperate in packet forwarding or to defect. Then, the simplified model of a game is 

introduced for cooperation by analyzing both non-reactive and reactive strategies. Hence, under 

certain conditions, the NEs for non-reactive strategy lead to either full defection or full 

cooperation. For reactive strategies, to find the best strategy, the current decision is based on 

the opponent‟s last moves, and that makes reactive strategy outperform non-reactive one. It is 

further extended to study the influences of cooperation in given thresholds and the number of 

sensors per user. However, network resources are easily exploited by lately added non-

cooperative networks as the achieved ESS has been weak for some topologies.    

In [143] packet forwarding cooperation in multi-hop wireless networks is studied. An 

Alternating Prisoner‟s Dilemma based evolutionary model is developed to stimulate an 

establishment of immediate cooperation. The developed Forwarder Dilemma game considers 

sensor nodes to adopt the strategies of either Forward or Drop packets. Hence, in every round 

of packet communication, the strategy adopted by a sensor node would be stored and 

considered. The strategy that entire nodes have adopted in the previous times would be 

important for the current decision. So, the proposed algorithm of a repeated game has to decide 

whether or not a node forwards a packet at a given time. To identify a good standing and bad 

standing notion of a node, the algorithm uses a memory of storing 3-move interaction history of 

a node with its neighbors. Nodes choose whether to cooperate or defect in the current round in 

order to restore cooperation with normal nodes or punishment with selfish nodes. The 
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evolutionary dominance of the proposed algorithm is proved and it also shows that the 

algorithm has an ESS. However, storing, extracting or retrieving the interactive history from 

memory-limited nodes would put the algorithm in danger. In this case, nodes will extravagantly 

consume their limited resources, which might further limit their functionality.  

3.3 GT for Mitigating Selfishness in the Cluster-Based Algorithms 

In recent years, GT is widely applied in the designing of cluster-based routing algorithms when 

nodes are initially non-cooperative. In this context, it has been adopted to mitigate the behavior 

of these nodes. Its main contribution is to optimize the network capacity and network stability 

that help to sustain the service delivered. GT based cluster-based routing algorithms are 

generally classified into cooperative and non-cooperative.  

A. Cooperative GT Models     

A cooperative based GT is the model that provides each sensor node the opportunity to create 

coalitions with other sensors by evaluating the obtained benefit. Here, the model prefers to 

evaluate the network-wide benefit rather than an individual utility. Here, certain proposed 

cooperative GT models are in the reviewing queue.  

In [60] cooperative CH selection of Cost Sharing Game-based Clustering (CSGC) algorithm is 

proposed. To eliminate the contradiction between cooperativeness and selfishness of sensor 

nodes, the authors concentrate on the sharing of cost between nodes in coalition head selection. 

As the cluster members cooperate during both under intra-cluster and inter-cluster 

transmissions, a bi-directional cooperative clustering model is presented. 

Cooperative Game theoretic Clustering (CGC) algorithm is proposed in [61]. It assumes that 

nodes are self-configured to determine their cluster member on the basis of advertisement 

signal strength received. It considers a cost-sharing game trade-off between individual and 

network-wide costs. The number of cluster members, the redundant energy, and the 

transmission energy is considered in the nodes coalition formation. The cost function is 

considered to be submodular, and thus, to approximate the Shapley values, a random sampling 

can be provided within an arbitrary degree of accuracy. As a result, the CGC algorithm suffers 

in randomizing candidate selection.   

Coalitional Game Theoretic Clustering (CGTC) algorithm based cooperative GT is employed 

in coalition formation of clustering WSNs in [62]. The beginning of the network area is divided 
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into far and vicinity region. The Coalition Head Nominees, a set of nodes with the highest 

residual energy in the far region initiated the cooperative game, and then the final coalition is 

shaped along with other nodes. Lastly, to tackle the energy consumption of data relaying task, 

some small coalitions are formed in the vicinity region.  

In the proposed cluster solution of CSGC, CGC, and CGTC the Shapley value of each node is 

considered to select the CH. In this case, the Shapley value assigns a single cost to the game of 

cost sharing. Usually, Shapley value is derived from the solution concept of cooperative GT. In 

the theory of cooperative games, Shapley value is assumed to be a representative of single-

valued solution concept for what is a “fair” way to share the cost of CH workload. Even though 

the existence of Shapley value has an advantage, it may not be in the core, even for the games 

that have a nonempty core. In general, evaluating this value is computationally difficult since it 

has been defined in terms of a formula comprising of exponentially many points of the cost 

function.  

In [99] DEEH cluster-based algorithm is developed for both selfish and non-selfish sensor 

nodes. The energy levels and transmission radius of nodes are assumed to be different in 

DEEH. The node with the maximum energy will be selected as the next hierarchy of CH by the 

algorithm. Then, the CH sends clustering message to other nodes to notify the neighbors to join 

the current CH. The authors also applied a mechanism to mitigate the behavior of the selfish 

node that can bring all nodes to act truthfully by revealing their true private information. The 

true type of node is an input for the mechanism as a vector of strategies, while its 

corresponding output function is formed as a social choice function. Then, the incentive 

payment computed by the mechanism is transferred to a node if the node reports its true energy. 

That means the mechanism will punish those nodes whose objective is to change the social 

choice objective of the system. Thus, since nodes do not want to receive punishment, they 

prefer to form cooperation with their neighbors. However, introducing additional punishment 

into non-cooperative nodes may be costly, and affect network performance. Sometimes such 

node punishment may even affect the network more than what uncooperativeness does.    

B. Non-Cooperative GT Models  

Non-cooperative GT based cluster-based algorithms have been proposed for WSNs in recent 

years. In these types of clustering, the rationalities of nodes in decision-making have been 



 
CHAPTER THREE: RELATED WORK 

 

68 

 

considered. Hence, each sensor intermingles with the other sensors in the group and optimizes 

its decisions with the objective of maximizing its own utility.  

In [14] CROSS has modeled the problem of nodes behaviors in the establishment of the 

algorithm. The problem of misbehaving nodes in the cluster formation has been solved using 

the theory of clustering game. In this game, the node has the strategy of declaring (D) or not 

declaring (ND) itself as a CH, hoping to receive certain payoff as a result of the game played. 

In this regard, CROSS has contributed an interesting concept using different theorems that were 

advanced in GT. At the first round of data communication, every node calculates the 

probability of becoming a CH. Hence, some nodes choose to be CH and send beacons. The 

other nodes (that played ND) choose their nearest CH after hearing the announcement. As per 

zero probability rules, which are set to zero for nodes who have been CH in the earlier round, 

until all other nodes have also served as CHs. In this manner, the role of CH alternates between 

sensor nodes. The NE exists where a single sensor announces as D and all others are not, and 

the mixed equilibrium strategy exists. 

CROSS performs better than LEACH in terms of node‟s lifetime (i.e., with respect to the first 

node runs out of energy). On the other hand, LEACH is better regarding the last node that runs 

out of energy. The maximum expected payoff is introduced, also renamed as CROSS2 by 

slightly modifying CROSS. LEACH is not able to outperform CROSS2, even though it 

outperforms CROSS for a large number of nodes. The limitations of CROSS is, however, that it 

is applied to the ideal assumptions that all nodes are simultaneously playing the game i.e., the 

players are too large. As a result, a node has an extremely small probability to become a CH. 

Besides, allowing all nodes for the same intercommunication is impossible: they have limited 

capability, and a longer communication range brings in much packets interference.     

CROSS is extended into LGCA in [15] by configuring the nodes to play the cluster game 

locally. In LGCA individual node can hear transmission signal from its neighbors and the node 

initially broadcasts a simple „Hello‟ message and learns the number of sensors in its neighbors. 

Then, each node computes its local equilibrium probability to declare itself as a potential CH. 

All the current potential CHs have to bid for real CH to achieve optimum payoff by ensuring 

only a single real CH in a certain communication range. Among these potential CHs, the one 

who first contests the communication media will automatically announce itself as a real CH. 
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Upon hearing the announcement of the real CH all the remaining potential CHs must return to 

the normal state and choose their closet CH. In this manner, the NE where only a single real 

CH and all other sensors are non-CH in the area is attained. 

Similar to CROSS, in LGCA the zero probability rule is applied. The latter assumes at a local 

level to exclude the previous CHs from the process of current CH selection until all its 

neighbors have served a real CH. The “left-behind node” problem is observed since the CH 

selection is performed at a local level. It is solved by using two assumptions. The first 

assumption is allowing all left behind nodes to become potential CH and bid for real CH 

through MAC contention, while in the second case the left behind node increases their 

communication power level to join the existing CHs. The former is called as LGCA1 while the 

latter is called as LGCA2. To some extent, in terms of an average network lifetime, both 

LGCA1 and LGCA2 achieve better than LEACH and CROSS. Even though in LGCA the CHs 

distribution is uniformly scattered, the energy dissemination among the nodes could not be 

balanced. It only considers the probability of nodes selected as a CH rather than the important 

parameters (such as energy). However, since nodes are battery-operated, the remaining energy 

of each node would have to be evaluated for a better improvement.  

A cluster-based routing algorithm called CORE is proposed in [16]. GT is used to determine 

the cost and reward of being a CH and formulates the probability of a sensor node to declare as 

a CH. A virtual reward is given to CH nodes to encourage nodes to become CHs. On the other 

hand, to minimize the number of CHs it is assumed that the reward is smaller than the cost. NE 

is analyzed in due process where only one sensor declares to be a CH while others restrain from 

declaring themselves as the algorithm is distributed. The achieved equilibrium considers both 

pure and mixed strategies of nodes. At each round the nodes calculate their own probability to 

play as a CH. The probability of a node to be a CH in CORE is determined by the value of cost 

(coupled with residual energy) and reward parameters. As a result, nodes with high residual 

energy have a low cost of being CH and nodes with low residual energy have a high cost of 

being CH. 

The performance evaluation of CORE is between CROSS and probability based clustering 

method. It can balance the two clustering methods. Like that of CROSS, CORE assumes that 

the CHs selection procedure is based on the game played between all nodes. However, it is 
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impractical to consider, particularly for large-scale sensor network architectures, since the 

nodes have restricted transmission capacity. Besides to this, the rewarding concept that is 

included in the algorithm affects its functionalities, in which the memory-limited node is 

incapable to store and compute such additional indicators.  

A game theoretic approach is proposed by investigating non-cooperative hedonic clustering 

game in [64]. As such, two clustering models such as fixed and correlation are developed. To 

maximize their utility function, every selfish node as the player makes a decision to join a 

cluster. Hence, the resulting clustering is the outcome of the choices of all sensors. The 

comprehensive theoretical analysis of clustering game using a mathematical method is the very 

important contribution of the works, though not supported by simulation analysis. In addition, 

its performance has not been compared with other algorithms.  

A repeated game theoretical approach with limited punishment mechanism for clustering in 

mobile ad hoc networks is proposed in [69]. The included punishments prevent a node from 

playing the “dishonest” strategy and reporting a deceitful weight value in the cluster-based 

algorithm. By doing this, all nodes will act honestly and further guarantee the correctness and 

fairness of CH election. In that manner, each node is assumed to have a weight value composed 

of residual energy, average moving speed and connectivity with its neighbors. Then, a node 

having the lowest weight value is chosen as a CH. The simulation was not conducted in order 

to compare its performance with others. Including the “watchdog” into a resource-limited node 

to detect the actions of its neighbors is unusual. In such case, node is unable to execute the 

punishment operation.  

A GT based clustering approach for selfish sensor nodes is proposed in [63]. It adopts data 

replication to increase throughput in case of network disconnection. The authors assumed that 

the network is composed of uniformly dispersed selfish nodes within a circled field and the 

entire network is divided into k = 5 equal clusters. Hence, any node with the maximum residual 

energy in a cluster is chosen as a CH. In this regard, the network can survive for a longer period 

of time by changing the CHs roles periodically. To promote cooperation of nodes, the CH 

declaration is regarded as a game, and it adopts a game-theoretic model. The idea of another 

node as candidate CH is included despite the current CH in order to overcome losing data. All 

member nodes except the current CH would participate in the method of candidate CH 
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selection. Thus, in order to win the possible payoff, one node has to turn into a candidate CH. 

When the communication between the current CH and the BS fails, the BS can continue 

receiving the replica of data from the candidate CH located in the same cluster. As a result, the 

robustness of the network is improved. However, the applicability of this algorithm is limited to 

when there is a possibility of network division. In addition, having two nodes (CH and 

candidate CH) at a time of packet transmission is infeasible in the context of sensor nodes.  

In [67] the authors proposed ACHGT which is a centralized algorithm where CH selection and 

the number of clusters are decided by the BS. This decision is based on the information of 

nodes‟ location and the remaining energy. In this algorithm, the individual nodes are also 

players to make decisions. Whether the selected node becomes a CH or not is determined by 

using the nodes‟ energy payoff functions, in that the node would weight its own costs and 

benefits to be a CH. Though this way of a CH selection is energy-efficient than a random one 

following the LEACH algorithm, its centralized operations still consume an additional energy 

from each node due to the excessive overhead in the process. No theoretical analysis has also 

been provided for this algorithm. The applicability has been restricted to the aspects where 

nodes are equipped with location detectors such as GPS. 

A centralized TEER (Trustworthy Energy Efficient Routing) algorithm is proposed in [68]. The 

algorithm aims to increase path security in hierarchical cluster sensor networks by distributing 

energy consumption evenly across sensors. A trust model is incorporated in order to evaluate a 

node‟s trust level and detect malicious nodes. The malicious nodes are the sensor nodes that are 

misreporting, modifying and dropping data packets. At the very beginning, each node‟s trust 

level is initialized to 1, i.e., it is assumed that all nodes are trustworthy. Note that, the range of 

trust level is between [0-1]. Each node stores locally a copy of its own trust value. In addition, 

the BS can also store and evaluate centrally the trust value of every node. The BS has to 

dynamically update each node in order to maintain the consistency between the locally stored 

trust value of each node and its equivalence trust evaluation stored in the BS. The BS uses an 

ACK message during this updating. When a node‟s trust level is below a certain predefined 

threshold, this node will be confirmed to be evil and it will be added to the blacklist and 

isolated from the CH election.  
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The NE of CHs selection is developed using a game theoretic paradigm. It is assumed that each 

node‟s payoff is equal to its CH‟s payoff value, in that it is calculated based on energy level, 

trust level and average path loss within neighboring nodes. Accordingly, each node tends to 

select a neighbor with maximum payoff value as a CH to maximize its payoff; otherwise, any 

other results will decrease a node‟s payoff utility. In addition to maintaining and updating all 

nodes‟ trust evaluation result, the BS is responsible for maintaining the clustering information, 

recording each cluster‟s CH and member nodes. In TEER, misreporting can only occur at 

source nodes while data packet modification and loss can only occur at the CH level. The 

results testify that this algorithm produces a safer network and longer network lifetime. 

However, as selecting the CH node is based on the ACK information of the BS, trusting the BS 

itself is one of the drawbacks of this algorithm. In addition, listening repeatedly the information 

that is centrally broadcast by the BS also limits the functionality of nodes. This also brings a 

message overhead into the networks. 

In [65] DEGRA is developed in order to resolve the resource conflict between sensor nodes in 

transmitting packets. In this aspect, the GT helps sensors in making a rational decision. The 

algorithm sets a utility function for every node by computing the density of the nodes, residual 

energy and average energy consumption of neighboring nodes. According to theoretic game 

model, specifically, CH selection turns into a procedure of nodes‟ decision making. In due 

course, the node with the larger utility function can be selected iteratively. Also, by using an 

approach of greedy geographic forwarding, the intra-cluster and multi-hop inter-cluster routing 

mechanism is designed. The results show that the proposed routing algorithm does consume 

less energy when compared with probabilistic based LEACH. Yet, the assumption of nodes 

rationality for a decision making would be uncommon, in which the CH selection procedure 

would be affected by a decision made.  

GTRF [66] is proposed in order to address the problem of massive packet loss due to the nodes‟ 

selfish behavior or VOID regions (a node has no neighbor to forward the packets) has been 

solved. GTRF constitutes of two parts: the cluster forming with Vickery Auction (VA) model 

and the packet forwarding. The behaviors of nodes (i.e., selfish and normal) are modeled by 

using VA model. Selecting and regulating the strategies of fault tolerant nodes to bid for 

becoming CHs. In this model, the situations of bidding strategies in each cluster are proved to 
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reach a NE. In the VA model, the auction is taken within clusters. In this regard, in each round 

of CH selection, each node (including the current CH and cluster members) in the cluster can 

bid its actual remaining energy for next CH. Then, the node with the highest bidding value will 

be designated as CH in the next round. The packet forwarding procedure establishes multiple 

circular transmitting paths to guarantee real-time transmission, and also it helps to avoid the 

impacts of the VOID regions. The performance of GTRF shows that it can efficiently balance 

the energy cost of the network and thus prolong the network lifetime. 

C. Other Types of GT Models  

The theoretic analysis of an evolutionary game is applied for developing the cluster-based 

algorithm in [149]. The asymmetrical distance of each CH from the BS and the remaining 

energy of each node are considered for strategies investigation. Two areas of the region where 

the sensor nodes would be deployed are regarded as the players. These areas are adopted into 

the strategies of the CH selection to optimize the energy of the nodes. ESS is analyzed 

assuming the territory and the war of energy attrition game. In order to define the area limits in 

the sensor deployment region, the Territory Game based Clustering (TGC) algorithm is derived 

from the territory game analyzed. The nodes may have several probability levels in order to be 

assigned as CHs based on their region of location.   

An unbalanced energy consumption of nodes that is caused as a result of asymmetrical distance 

from the CHs to the BS is also mitigated using TGC. The war of energy attrition game is 

analyzed normally with the purpose of deriving the War of Energy Attrition Clustering 

(WEAC) algorithm. The probability of a node becoming a CH is determined by WEAC: 

depending on its available power resources as well as the strategies of the opponents. However, 

except the theoretical aspect is a bit presented, the evolutionary game lacks details (eg., the 

achievement of the static ESS).  

Game Theoretic Energy Balanced (GTEB) based geographical routing protocol for WSNs is 

developed in [148]. Two-level combinations of EGT and CGT are used. In order to balance 

communication energy in GTEB protocol, both region level and node level energy balancing 

mechanisms are provided. It is assumed that all nodes know the location and are homogeneous 

with a transmission region. In order to decide the role of nodes in the routing algorithm, similar 

to HBDR [112], the GTEB protocol uses two types of games. In HBDR, the games are used for 
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the purpose of tree formation, whereas in GTEB the games are played among the nodes to 

make the decision between sender and forwarder region nodes. First, based on network density, 

the transmission region around a sender node is divided into a set of forwarding regions (sub-

regions) using EGT. Then based on the available energy of these sub-regions, the amount of 

traffic to be forwarded to those regions is determined by EGT. Finally, from the forwarding 

region, one potential forwarding node is selected using CGT to send a packet. The CGT 

balances the energy at node level that prolongs the network lifetime by providing a better 

packet delivery ratio. However, being a geographically based routing, nodes need to know their 

location, which further consumes nodes crucial energy.   

In [161], a game theoretic approach for CH selection algorithm is proposed to enhance the 

survivability of WSNs. It is based on the distance and the internal energy of nodes. A game of 

scheduling the nodes is an interactive decision-making process between a set of self-interested 

nodes. A Fuzzy-c algorithm means of clustering approach is applied to find the initial clusters 

along with member nodes. The Euclidian distance from the BS to each static node is calculated, 

followed by calculating the energy consumption of sending and receiving packets. The payoff 

of each node in the cluster is calculated to determine the node with a minimum payoff as a head 

node for every cluster. In every time interval, the total payoff for nodes in the cluster is 

calculated to justify that the system is stabilized with the current selected CH. Otherwise, the 

system goes to the new CH selection phase since the total payoff of a current CH falls below 

the threshold value.  

A centralized cluster-based algorithm is developed using differential game [70]. Accordingly, 

the payoff value of the differential game called forwarding contribution is proposed by which 

selfish avoidance was utilized in the clustering. Since selfish nodes report their residual energy 

untruly, the theoretic game is included to avoid these nodes from miss reporting. In this case, 

there is no opportunity for these nodes to show their selfishness. The virtual currency value of 

forwarding contribution is also provided to select the CHs. Thus, the connection between 

different CHs (in CHs-to-CHs) is theoretically analyzed. However, the overall topology of the 

network is still managed by the central BS. Thus, pre-assigning the position of the nodes would 

be required which might be difficult. In this scheme, the nodes always have to listen to the BS, 

which might affect the nodes‟ communication.  
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In [162], a clustering scheme is proposed to improve the energy utilization of nodes using both 

cooperative and non-cooperative GTs. Selecting the node having a sufficient residual energy 

and high trust level as a CH is what is suggested in this scheme. In the selection scheme, each 

node computes its respective payoff value in that the node having maximum payoff within 

neighbors will be selected by winning the game. In this scheme, the assumption about the 

rationality of the sensor nodes is not resolved yet. In addition, it lacks the details of how each 

node interacts to share the information about the game. In [71] GT based Nash bargaining 

solution strategy is applied in the cluster-based routing algorithm design. Its aim is to allocate 

the communication resources of selfish nodes in the course of cluster formation. Energy 

consumption of cluster members has been modeled using Nash bargaining the strategies. 

Other than the GT approaches discussed above, there are other available methods (such as 

reputation and trust framework) for developing algorithms. A number of trust and reputation 

mechanisms have been studied in order to control the behaviors and the activities of selfish 

nodes. In [52] an efficient invulnerable CH election model is addressed to handle selfish nodes. 

In this scheme, the rate analysis value is incorporated to capture the behavior of nodes that 

could not voluntarily accept the CH role. It is updated for every round to encourage nodes to 

honestly participate in the CH selection. According to the energy of each node and its link 

quality with the BS, a rate analysis value of a node is estimated to decide whether a node will 

participate in the CH selection or not. In the selection, the node which has the lowest rate 

analysis value participates, and finally, the head node is selected in the cluster-based algorithm 

on the number of votes it gets from other nodes. To that end, it is proved that to avoid the CH 

to become selfish, the scheme balances the resource consumption of CH and its members.  

In [104], a security framework for cluster-based WSNs has been proposed when individual 

nodes in the cluster become selfish (also called passive attack or inside attack), in the intention 

of saving their resources. In designing the framework, two special nodes per cluster are 

incorporated: CH and Inspector Node (IN) that work in a specific way in addition to some 

ordinary nodes called Member Nodes (MNs). To restrain the selfishness of nodes in the whole 

cluster, reputation scheme is adopted. The IN exploits packet overhearing of CH‟s 

transmission. Thus, if it finds some problem in an overhearing, then it blacklists the current CH 

and also informs MNs within its range to stop sending their data to that CH.  
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The MNs also evaluate their own reputation system to refuse the IN‟s decision, just in case 

when it deliberately accuses a CH. Temporarily a CH also ascertains its status by sending 

random checking requests to IN. Besides, bad reputation values are assigned by CH on those 

MNs that refused in IN nomination part for a long time to save their energy. Three levels of 

strategies were developed to fight against the selfishness. The uniqueness of the clustering 

process is shown as the first level, which incorporates a CH and an IN per cluster. The process 

of clustering is carried out in two rounds in order to obtain the topology of the cluster 

consisting of CH, IN, and MNs. The second level shows the role of the reputation scheme 

contributing to the other two levels and the third level reveals specific operations at CH, IN, 

and MNs besides their usual activities. It is shown that, by controlling selfishness, the 

algorithm has been improved so that it becomes more consistent and resilient.  

In [105] cluster-based reputation and trust framework is developed for WSNs. It is developed 

to prevent the selection of compromised or malicious nodes from CH selection. To drive the 

selection of the next CH, a reputation metric based on successful and unsuccessful network 

events is communicated between the cluster members and the current CH. The current CH 

activates the election procedure when a certain threshold (e.g., battery levels) is reached. In the 

end, a CH is selected according to the majority of votes and through a key exchange procedure 

if it is ensured that it is not a compromised node.  

In [106], a lightweight and dependable trust system has been proposed for a cluster-based 

algorithm to reduce the effect of malicious, selfish, and faulty CHs. The role of nodes identity 

within clusters is protected by the scheme of lightweight trust decision-making that applies the 

feedback cancellation process between misbehaving cluster members or between misbehaving 

CHs. A dependability-enhanced trust evaluation is considered to establish co-operation 

between CHs in transmitting data.  

3.4 Summary 

In distributed sensor networks, misbehaving nodes have been the real problems since they 

badly affect the performance. As discussed in this chapter, too many approaches are there to 

mitigate with their behaviors in particular for ad hoc networks. However, if we consider the 

resource-limited sensor nodes, no approach provides an efficient solution to the problem, 

especially if we consider MWSNs. Consider a credit-based approach that has been discussed. It 
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provides incentives to the normal nodes to bring the whole nodes toward cooperation, however, 

for selfishly behaving nodes without cooperating with others still they might be possible to 

enjoy the services of other nodes. As a result, in this kind of solution models, the limited 

resources of honest nodes are always exploited that actually causes the malfunctioning of the 

services provided by networks.     

In the trust and reputation mechanisms, once a bad reputation node is identified by other 

cooperative nodes, a penalty of not using other nodes‟ network resources is provided. It is also 

noted that in these mechanisms, though the node is working honestly, sometimes certain nodes 

deliberately accuse the other nodes. In such case, the whole nodes come to learn and develop a 

bad reputation value for this node thus, decided to blacklist it. However, excluding an 

important node from the network services usage by developing a wrong perception is 

sometimes might even affect the network more than the way a real selfishness effects.  

Detection and isolation mechanism is also following a way to penalize selfishness, i.e., 

misbehaviors isolated from receiving any network services. However, detecting and isolating 

itself can be costly for resource scarcity nodes. In this scenario, the communication channels 

need to be monitored. For instance, to identify these nodes, a normal node has to listen to the 

channel and/or process the information sent by the misbehaving nodes. The listening and 

processing consume the resources of a normal node. On the other hand, if many nodes in the 

network selfishly act (for instance, assuming nodes belong to MWSNs), and all of them are 

isolated, thus, the whole network communication might fail to function.   

Thus, this hints to us that all selfish nodes cannot necessarily be eliminated, as there might be 

situations where they can be kept and used in the network. Therefore, a mechanism has to be 

developed for the coexistence of normal and selfish nodes without the normal nodes harmed by 

the other misbehaving nodes.  

The research methods of establishing mutual cooperation between nodes of MWSNs have also 

discussed. Most of the available methods used the rationality of nodes in the GT approach. 

Each node as a participant player of the game needs to analyze its intelligent rationalities of 

whether to forward the packets of its neighboring nodes or not i.e., the methods concern toward 

looking for best actions of the individuals‟ nodes. Hence, the different decision makers nodes 

should reach and recognize the stable outcomes for the benefit of multi-class networks. 
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In addition, numerous models proposed for non-collaborative setting nodes with respect to 

establishing the cluster-based routing algorithms were assessed. This aims to analyze the 

contributions and shortcomings made in the categories of clustering schemes. As discussed 

above, the amount of game theoretic models dealing with nodes selfishness for the cluster-

based algorithm is tremendous. Yet, they have several drawbacks in relation to the 

dissertation‟s objective. These theoretic models are not directly applicable with respect to the 

characteristics of resource-limited sensor nodes. In addition, these models are too specific or 

provide too general analyses for cluster-based routing algorithm. Accordingly, the given 

models are not suitable for the dissertation‟s framework and not satisfying for our research 

challenges. 

In contrary to other game theoretic models, the theory of the evolutionary game is assumed the 

bounded rationality of the nodes which is in line with the characteristics of nodes in sensor 

networks. With its limited rational capabilities, the idea of using this dynamic evolution over 

other theories was given more attention for owing the nodes resource constraints. The 

evolutionary games found only little application in distributed sensor networks, and a directly 

suitable work is not available. Nevertheless, after some adaptations are made it can be used as 

the best solution approaches, the evolutionary game model fits well to the dissertation‟s 

methodology. 
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 CHAPTER FOUR: NODES COLLABORATION WITH 

EVOLUTIONARY DYNAMICS 

In Chapter Three, we have seen that individually owned resource-constrained nodes act non-

cooperativeness in transmitting the packets. Their aim is to save their communication resources. 

Besides these, we have discussed the limitations that the previously developed methods are 

faced while dealing with these nodes since they affect the sensor network performances. In this 

chapter, we approached these challenges using an evolutionary dynamic model. Accordingly, 

the outcome of sensor networking collaborative equilibrium is addressed. To that end, the 

proposed cluster-based packet routing is considered to analyze the model.      

This chapter is organized as follows. An overview of MWSNs collaborative designing will be 

introduced in Section 4.1. Section 4.2 introduces a model of mutual collaboration whereas its 

evolutionary dynamic development will be presented in Section 4.3. In Section 4.4 the dynamic 

system of our model is analyzed and its incentive-based collaborative equilibrium is computed 

analytically and using numerical simulation. Accordingly, packet forwarding schemas (for 

collaborative and non-collaborative nodes) are proposed and its simulation results are discussed 

in Section 4.5. Eventually, the summary of the chapter is drawn in Section 4.6.     

4.1 An Overview of Nodes Collaborative Designing 

This chapter aims to design a representative model in order to capture the behaviors of non-

collaborative nodes in designing routing algorithm. As such, a theory of EGT approach has 

been taken so as to develop an ECG model. The strategy of nodes‟ population adapts and 

converges to ESS equilibrium by considering the outcomes in the interaction state. Such 

equilibrium has been considered in line with an evolutionary process of replicator dynamics: 

dynamic natures that can model and capture the adaptation of nodes in which nodes change 

their strategies over time and reach stability equilibrium. In this stage, an individual node starts 

to share a communal strategy in communication.   

The concept of evolutionary dynamics is well-documented in the biological sciences. Our 

proposed sensor networking model has some common characteristics with the assumptions of 

biological science. In both cases, the modeled system has the behavioral aspect as well as 
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physical representation [59], [126], [145], [146], [147]. The behavioral aspect is a distributed 

nature of perhaps, non-cooperative nodes‟ or agents‟ interactions. While randomly interacting 

with each other in the large population, such entities make a decision that benefits them. 

Besides this, in a physical representation, both of them depend on the central resources, such as 

energy and other physical components to sustain their life. Thus, their survival can also be 

determined in relation to their resource conservation. From this perspective, both the model 

assumptions need to protect the internal resources of nodes or agents in the vicinity (eg., the 

fittest individuals should survive and reproduce for the next interaction, while the least fit 

should die off, corresponding to Darwin‟s theory of evolution).  

Hence, the model that was designed was conceptualized and developed along with the works of 

[30], [31], [59], [114]. The model has been built by considering the mapping of several aspects 

in routing packets. In this case, the non-cooperative nodes have been mapped into the players 

(or the replicators also called the agents) of the evolutionary game. In a given game of instance 

evolutionary mechanism, each node randomly participates with other population of nodes by 

taking certain strategies. Accordingly, the communication behaviors of nodes are mapped into 

either „Cooperate‟ or „Defect (non-cooperate)‟strategies whenever required. Then, the 

convergence of replicator dynamics is analyzed as an Evolutionary Snowdrift Game (ESG). So, 

a pair-wise contest game of two nodes that participate in the game of packet forwarding is 

modeled as a two-player ESG. Correspondingly, the effect of multi-sensor nodes‟ population is 

also modeled as an N-player ESG. In this way, the designed model can be generalized for the 

enrichment of collaborative equilibriums between nodes. Then, this dynamic equilibrium can 

be used in the designing a routing algorithm.  

Our proposed model is meant to resolve the issues of nodes‟ non-cooperativeness. It considers 

the fitness of resource-limited nodes in the state of evolutionary dynamics in which node 

adjusts its strategies of forwarding packets by reacting to a simple observation to other nodes. 

From this perspective, the strategy adjustment of nodes is expected to reach the dynamic 

equilibrium in which they receive a shared benefit for adopting that strategy. Thus, to keep 

their state of fitness, these nodes need to adjust and build their responsive strategies through 

adaptation process such as through adaptive learning. In this manner, in the course of packet 

routing, the individual node has the chance to balance its resources, in which it extends service 
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qualities. Thus, the proposed model has the capability to preserve and manage communication 

resources. 

Collaborative equilibrium aims to mitigate the behaviors of uncooperative nodes according to 

the introduced rewards in addition to the other payoff functions. By assuming that these nodes 

interact with each other as a population in the evolutionary game, the common steady 

equilibrium is analyzed for the entire nodes. Accordingly, it moderates and brings these nodes 

to a state of common equilibrium even though they are large in numbers. This is shown by 

analyzing the behaviors of equilibrium, both theoretically and numerically, with respect to the 

payoff function and the number of collocated nodes. Providing an incentive mechanism greatly 

encourages the nodes in the direction of reaching a global equilibrium which is also the same 

for all nodes that operate in that vicinity. At this state, therefore, individual node prefers to 

establish a collaborative framework.  

Finally, the concepts of this equilibrium will be extended to the development of the routing 

algorithm. As such, a cluster-based CPF algorithm is proposed: nodes collaborate with each 

other in forwarding packets since they are highly concerned about the obtained benefits. Thus, 

the performance of cluster-based CPF is compared and evaluated with the default cases, 

otherwise, called NcPF algorithm. The latter is proposed based on the general assumption of 

communications where nodes cannot cooperate. Thus, through studying systematic simulation, it 

has been shown that CPF optimizes source utilization. Unlike the default one, CPF achieves 

better network lifetime due to the achievements of mutual packet forwarding.     

4.2 A Mechanism of Mutual Collaboration  

In the MWSNs, the task of forwarding packets requires the mutual cooperation of collocated 

nodes. Sharing the communication workload is important for these nodes in order to conserve 

their resources. When a strategic adjustment and a cooperative agreement is reached between 

them, such nodes honored their communication energy for transmitting packets (for instance, the 

energy that is acutely consumed in the course of a longer range communication is avoided).  

4.2.1 Representation of an Evolutionary Approach  

In this dissertation, a GT mechanism is proposed in order to deal with the contexts of 

misbehaving nodes. For this purpose, an extended version, otherwise known as EGT, was 
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adopted to foster the strategies used by these nodes. In other words, this model is provided to 

identify and mitigate the behaviors of these nodes. In this mechanism, differently-owned nodes 

interact to get the information about their opponent's activation and update their strategies. 

Accordingly, they have to enter into a stage of common benefit. By updating their strategies 

dynamically, the evolution of collaborative equilibrium will be established between these nodes 

as they agreed to work together in forwarding packets. In this evolution, the framework of 

packet forwarding is, therefore, the joint strategy of any collocated nodes in that region.   

With respect to the assumptions of rational nodes behavior as well as the possibility of stable 

strategy states, an evolutionarily based modeling has considerable advantages over the classical 

GT. In EGT the rationality of nodes would be bounded unlike the other. In this consideration, 

individual nodes adopt suitable strategies through practicing or being pre-programmed with a 

set of actions to be performed so as to share with other without any modification. Accordingly, 

resource constraint nodes update their strategies of interactions in the meantime. This means, 

by simply analyzing their actions and payoffs, they learn how to adapt and execute well. The 

static stable state of evolutionary modeling also serves as a refinement to the ordinary 

equilibrium concept that was used in the classical one.  

We assume that each node updates its own strategies based on the benefit obtained in the latest 

rounds of interactions with peers. In many multi-agent systems of practical relevance, this is 

expected to bring the population of nodes towards an ESS. If all members of the population 

adopt ESS, then the statistical distribution of the strategies does not change. In other words, no 

mutant strategy could invade the population. The approach taken by the present work towards 

nodes‟ selfishness consists of designing an evolutionary mechanism that brings them to 

collaborate, so as to improve network performance. 

4.2.2 ECG Model  

Here, we begin by formally presenting our model, which can be defined as an Evolutionary 

Collaborative Game (ECG)   {N, S, U}. The players of the game are selfish sensor nodes that 

denoted by N = {1, 2, 3,…, n}. Assume that their actions are organized into rounds. A node 

player, at each round, can adopt a strategy from the strategy space S = {sC, sNc}   {C, Nc}, 

where C corresponds to bidding for a collaboration in packet forwarding, and Nc corresponds 

to not bidding for a collaboration in packet forwarding. At a given time, a node adopts either C-
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strategy or Nc- strategy. For the sake of brevity, hereafter, such nodes adopting strategy sC are 

called C-nodes; those adopting strategy sNc are called Nc-nodes. 

The set of utilities or payoffs that the sensor node receives while participating in the ECG 

model is represented as U. It measures the level of each player‟s satisfaction if its strategy 

space gets realized. For instance, if the data sensed and then sent out are successfully relayed 

by the other nodes to the BS, the source node experiences a positive payoff. This payoff is 

computed using variables b and c, (0       ): where b is the benefit obtained by a node 

as a result of its packets reaching the intended destination, and c is coupled with the energy and 

the other resources consumed in the course of sending the packets. The payoff of any node 

depends on the strategy of that node itself as well as the strategy of other nodes in which it 

currently interacts with.    

A node can collaborate in forwarding the other nodes‟ packets to the BS or to other nodes; 

otherwise, a node cannot collaborate by not forwarding, (i.e., dropping the data packets of other 

nodes). In any case, however, each node might forward its own packets to the destination. Yet, 

this is unattainable for nodes due to their limited communication resources. These battery-

driven nodes might reduce the service quality in such packets communications. Hence, for 

nodes, it would be advantageous to collaborate.  

In our ECG model, additionally, the following simplified assumptions have been made about 

nodes that participate in the game: 

 Sensor nodes are “bounded rational” and large in number.  

 All sensor nodes are equivalent and have identical payoff matrices (are playing a 

symmetric game). 

 Sensor nodes randomly interact with equal chance and are capable in each round. 

 Based on the average success rate of a strategy an update can be made. 

 All sensor nodes use the same strategy update.  

4.3 An Evolutionary Dynamic Model 

As already stated, our proposed evolutionary dynamic model is built around the replicator 

equations. The model assumes the dynamic behaviors of collocated nodes. Thus, in this section, 

first, its derivation process is shown step by step.  
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Then, by applying the derivation in several distinct ways, the major characteristics of our model 

is explored for sensor nodes. An equilibrium solution of our dynamic model is also studied for 

two-player nodes. Lastly, the alternative scenarios of multi-players competition game have 

been considered in order to address the interactions of a very large number of nodes.  

4.3.1 Dynamic Equation  

In this model, a dynamic equation is adopted from a standard equation of replicator dynamics 

[51], [118]. It is a structured pattern that must be monitored by a set of nodes. Nodes interact 

with other nodes to establish a relationship in forwarding their packets. With the objective of 

achieving, and then monitoring the collaborative relationship, a replicator system of 

evolutionary dynamics is required to be developed. This system will monitor the frequency 

distribution of collaborative nodes that are represented in the network region as the round of 

packet transmission changes over rounds.   

Hence, the objective of applying the evolutionary dynamics in MWSNs is not to study the 

strategy of the individual node. Instead, it is with the objective of studying and developing the 

dynamic system that controls the strategy and the relative shares of the nodes‟ population. 

Initially, these nodes are pre-programmed as having dissimilar characters in the collocated 

sensor field. In this regard, by using a methodology of understanding and then building on it, 

the set of these nodes will try the available strategies to obtain a benefit in each round of packet 

sending. From these strategic interactions and the benefit obtained, the set of nodes learn the 

behaviors of other nodes. It will repeatedly be executed by the subpopulation of nodes since 

nodes are initially unsure of others action and utility. 

With this regard, our main task will be to present how the replicator dynamics can arise 

between non-cooperative nodes. Hence, given an evolutionary dynamics, individual nodes use 

only pure strategies, S = {s1, s2, s3, …, s|S|}. Let us assume the actions of the nodes are 

organized in rounds. If nsi denotes the number of sensor nodes using si strategy during a given 

round, then the total sensor population size,   = ∑  s 
   
 =  and  s  =

 s 

 
 is the proportion of nodes 

that play a strategy si. The overall state of the population during a round is described by the 

vector, x = {xs1, xs2, xs3, …, xsi, …, x|S|}. Also, let α and µ be the time scale of node population 
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growth or decline rate for playing particular strategies, respectively. Assume also  s   as the rate 

of change of individual nodes that are using si strategy.     

Then, we have 

 s    = (  –      (s    )) s                                                         ( )   

where U(si,x) is the instantaneous average payoff of the individual node that is 

using pure strategy si at time t, in an alternative way it might be also represented as 

Usi(x) in this dissertation. 

It is given that,  s  =  s  , therefore, the above equation is rewritten     

             s   =  (  –  ) s     (s    )                                                          (  ) 

Let us also consider N  as the rate of strategic change of total sensor nodes‟ population, then  

   =∑ s  

   

 = 

= (  –  )∑ s 

   

 = 

   ∑ (s    ) s  

   

 = 

                    (   ) 

Then, by substituting,   =∑  s 
   
 =  and  s  =  s  respectively inside the first term and the 

second term  

   = (  –  )     ∑ s   (s    )

   

 = 

 

              = (  –         ( ))                                                                (  ) 

where,     ( ) = ∑  s   (s    ) 
   
 =  an average payoff of the whole population of 

sensor nodes. 

Since  s  =  s  , we have,  s   =   s     s  s   , thus,   

  s   =  s   –  s  s   

                                 = (  –      (s    )) s   –   s  (  –         ( ))                      ( ) 

The constant factor (α – µ) merely changes the rate of adjustment to the stationary. It simply 

leaves the stability properties and trajectories of nodes‟ population at a dynamic system of the 

unchanged state. Furthermore, we are interested in how the population of each strategy of 
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nodes changes over time, by assuming that nodes have uniform interaction rates. In this regard, 

nodes will interact with each other in the network indiscriminately, hence, the constant factor in 

the above equation will be (α – µ = 0). This means the time scales can be omitted.  

Thus, by canceling N from both sides of the above equation so as to consider the continuous 

time limit, we obtain the following evolution equation for our dynamic model.     

  s   =  s , (s    ) –     ( )-                                                    ( . ) 

where xsi  on the left-hand side denotes the time derivative of the proportion of 

the population adopting strategy si.  

The provided replicator dynamics analyzes the strategic adjustments of nodes in the population. 

Individuals adjust their strategies according to their relative shares of advantages. Considering 

to Equation 4.1, the core of this replicator dynamics has the following assumption. If adopting a 

strategy represents an advantage, in terms of payoff Usi(x) with respect to the average payoff 

Uavg(x) of the whole population, then the players will tend to adopt that strategy: as a 

consequence, its share will increase in the next round, and the reverse also holds true. In other 

words, the proportion of individuals that are using strategy si increases if their payoff is bigger 

than the average payoff of the whole population; otherwise, they need to decrease as their 

payoff is smaller. This equation will further be used and analyzed in this dissertation.   

A fixed point of an evolution at which also some stability conditions are fulfilled is assumed to 

be an ESS, (i.e., at ESS xsi  = 0, for all si). These stability conditions will be expressed in terms 

of second derivatives, which are presented in the next section. Accordingly, the steady-state, 

otherwise, called stable equilibrium has been specified both analytically and numerically.  

Concerning this replicator dynamics that has been employed in this dissertation, several points 

are worth mentioning. First, in this model, the frequency distribution of nodes‟ strategy 

increases when it has a payoff above the average. This means this equation is not accompanied 

by a best-reply strategy to represent the behavior of nodes, i.e., the  “rationality” of individuals 

is not required like the one in classical GT. Nodes in our assumption have very limited and 

localized information concerning to the network as a whole. Thus, for the response of strategic 

distribution of the previous round, adopting the best reply is not possible for them. Hence, the 

“bounded rationality” of nodes should always be held in our model.  
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Second, if we sum up all the equations of  s   over si strategy, we get ∑  s   = 0s , as a result, at 

one point in time if ∑  s  =  s , it remains true forever in the evolution. Moreover, although a 

particular node can vanish as      , a node that is not represented in the population of nodes at 

one point in time will never be represented at any time later, i.e., new nodes are not created in 

the due process.  

 Third, it is assumed that nodes would not make “mistakes” when switching their strategies in 

the majority of cases. That means nodes rarely switch from a better payoff strategy to a worse. 

The number of nodes should be taken into account in our replicator equation to analyze how 

nodes exchange their strategies. An arithmetic mean of nodes is vital in the system to average 

over the possible behaviors of a node. Accordingly, a system will be obligated by the dynamics 

in order to increase the frequency of a strategy with an above average payoff. Although there 

might be nodes that switch from better to worse, on average, it is assumed that the ones that 

stick to the better payoff will outnumber them in the nodes population.  

4.3.2 Pair-wise Contest Game 

In this section, we address the problem of finding the dynamic equilibrium when two-player 

interacts. Let us consider a simplified version of ECG model where two nodes participate, i.e., 

a pair-wise contest game. Since the strategy space of our ECG is S = {C, Nc}, the proportions 

in the population are indicated by xC and xNc, with the normalization condition          =  , 

i.e., model has only two pure strategies. The overall state of the population is described by the 

vector x = (xC, xNc). The replicator dynamic equations are  

     =   (  ( ) –     ( ))      

                                        =    (   ( ) –     ( )) 

However – thanks to the normalization condition – the whole dynamics can be expressed in 

terms of a single degree of freedom    = ( –    ) as  

      =   (  (  ) –     (  ))                                                    ( . ) 

The normalization condition guarantees that other equation will be given by     = –    . 

Now we formalize our assumptions about the utilities UC and UNc. We assume that they are 

determined by the benefit a node received (b) and the cost in which a node incurs (c). The cost 
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is always lower than the benefit coming from a successful message delivery: (0       ). 

The payoff matrix for 2-player interactions, from the point of view of a player, is 

  = [
               

              
]   =  [

  – 
 
        –  

                 0
]                                   ( . ) 

In the above payoff matrix, the strategies represented alongside the payoff parameters are 

defined as follows. The value of the matrix element ANcNc expresses the fact that, if both nodes 

decide to play Nc, then no data is relayed and each player gets a payoff 0. The value of ACC 

tells that if both individuals play C (and then they are interested to form collaboration in packet 

forwarding) each of them obtains an expected payoff (b – 
c

2
). The off-diagonal elements tell 

that if a node decides to play C while another chooses to play Nc, then the latter succeeds in 

sending its data to the BS at no cost and gets a payoff b, while the former gets a payoff (b – c).  

This matrix representation is well-defined as a     symmetric game. Indeed, it is clear that 

ECG is a symmetric game. Individuals have the same strategies correspondingly the same 

payoffs. They have an equal chance to contest for certain strategy and receive the same benefit 

as a result of contesting that strategy. The payoff that nodes received depends on the strategies 

of the individual nodes rather than the category we are considering for an examination. Thus, 

playing either C-strategy or Nc-strategy will be the best to try for every node.   

Thus, when a C-node meets another C-node, which happens with probability xC, it obtains a 

payoff ACC = (b – 
c

2
), whereas if it meets a Nc-node, which happens with probability xNc, it 

obtains ACNc = (b – c).  The expected value is the following utility: 

  (  ) = (  –   )(  –  )    (  – 
 

 
)    

Similarly, the expected payoff for a Nc-node is 

   (  ) =         

Using the average payoff 

    ( ) =    (s    )       (s     )    

the replicator dynamic equations can be developed as   
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     =   (  (  ) –     (  )) 

       =   (  (  ) –     (  ) –       (  )) 

       =   (( –   )  (  ) –       (  ))                                                                 

       =   ( –   )(  (  ) –    (  ))                                           ( . ) 

This first derivative vanishes at three points that we denote by xC
(0)

, xC
(1)

 and xC
(*)

. The first two 

are trivially   (0)=0  (no one plays C) and   ( )=  (everyone plays C); the reminder 

corresponds to  

    (   (  ) –     (  )) = 0                                                           ( . )   

or, explicitly,   

 ( –   )(  –  ) – 
 

 
   = 0                                                          ( . ) 

which yields 

   ( )  =
 (  –  )

   –  
                                                                            ( . ) 

The stability analysis can be performed by differentiating Equation 4.4 to get the second 

derivative     : a positive value of this derivative corresponds to stable points. Substituting each 

of the three points, one can check that xC
(0)

 and xC
(1) 

are unstable equilibrium points. The point 

xC
(*)

, on the contrary, is the stable state where it is an ESS for this pair-wise game.  

4.3.3 Multi-players Contest Game 

Now we lift the number of nodes that we have earlier discussed. Let us consider the population 

of large numbers of individual nodes that meet one another. Again assume that individuals 

adjust their strategies in line with the benefit they acquired in the population of nodes. 

With this regard, we compute the MCG in two scenarios: global population dynamics and 

group-wise interaction of nodes. The global population dynamics corresponds to studying the 

problem within a population of the whole nodes interaction (where any node player is assumed 

to interact with the same probability with any other nodes in the large population). This concept 

has been considered, in the next section, to study the behaviors of multiple nodes interactions. 

On the other hand, the group-wise interaction corresponds to a finite number of players (i.e., 
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nodes) in the neighbors. This analysis is refined from the former by taking into account that, in 

practice, the collocated nodes interact with a small set of neighbors by limiting their 

transmission range. Hence, they form a cluster in the region of their interactions. For this 

purpose, an evolutionary cluster-game is considered and its analysis will be presented in 

Chapter Five. It is slightly a more accurate (though still approximate) model in representing the 

characteristics of nodes. 

4.4 The Analytic Model of Dynamic System 

In this section, the population of nodes‟ interaction is studied. An evolutionary dynamics is 

considered for this population by using replicator systems and its behaviors are also evaluated.  

In connection to this, a rewarding mechanism that has been integrated into the model for better 

improvement of collaboration (i.e., increasing the number of mutual collaborative nodes) has 

been discussed. 

A) Global Population of Node Interactions  

According to the current modeling, the whole non-collaborative nodes interact randomly in the 

population dynamics. It is assumed that these nodes maximize their respective transmission 

ranges to act together. In this type of games, the incentive of all players would be expressed by 

a global utility function that would help the nodes to converge firmly. For instance, the 

classical GTs of such global interaction of nodes are studied in [142], [163] for the purpose of 

designing the topology of sensor networks.   

Individual node shares information about this evolutionary game in which it calculates the 

received benefits in line with the strategy it currently played in order to update its next round 

strategies. This considers the behavior of large populations of non-collaborative nodes that 

repeatedly engage in anonymous ways. Here, we assume that a system consists of well-mixed N 

nodes population; a node competes with a group of other     nodes. Concerning this issue, 

each node's interaction outcome depends not only on its particular choice but also on the other 

nodes‟ choices. The payoff of a node depends on the strategy of the node itself and the 

strategies of other     competing nodes.  

Now let us consider the ECG model. The C-node is a collaborative node, i.e., willing to 

forward the other nodes‟ packets, in addition to its own. Thus, the payoff of C-node is defined 
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as follows. If the node under consideration is the sole C-node, then its payoff is (b – c). If there 

are two C-nodes then each of them gets a payoff (b – 
c

2
). Where there are n numbers of C-nodes 

in the N nodes population, an individual C-node has a payoff of:  

    =    – 
 

 
                       *       +                                ( . ) 

The payoff of Nc-nodes also depends on whether a C-node is present or not. If at least one 

node, say node t, plays C-strategy, then the payoff of all other nodes will be b, except node t 

whose benefit b will be reduced by the cost of c. When there is no C-strategy then the payoff 

becomes 0 since the network has all Nc-strategy nodes that no one is willing to form 

collaboration. In such cases, nodes should send the packets to the BS by themselves; otherwise, 

their packets would be dropped by others. In many cases, these might be infeasible for 

resource-constrained nodes in terms of communication resources.  

A Nc-node has a payoff of: 

      =  {
0                = 0                 

                     *        – +
                                      ( . ) 

In the evolutionary game, a large population should be studied using replicator dynamics: as a 

mechanism for selecting a strategy that provides the best fitness. Then, this strategy will be 

replicated in the nodes‟ population-wide where it is adopted by every node. As such, the 

context in the ECG model has been designed in order to adjust the strategy and the relative 

shares of different nodes. The portion of individuals that play certain strategy would be 

adjusted with respect to the relative advantages they received. Accordingly, entire nodes amend 

their strategic behaviors toward a public advantage.  

Let us consider once again, our previously derived Equation 4.1. The idea behind this equation 

is articulated as follows. The number of nodes that use si strategy will increase if the strategy si 

brings a maximum payoff to them than the average level. The growth rate of such nodes will be 

represented in proportion as 
xsi 

xsi
 . It is the difference between strategy xsi‟s current payoff and the 

current average payoff in the entire nodes population.  

Similarly, we can express, a probability that one node plays a pure strategy si as xsi(t), thus, for 

this node x(t) can be equivalently expressed as a mixed strategy. A strategy si will be adopted 
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by sensor nodes more frequently if a pure strategy si brings a higher payoff than the mixed 

strategy. That means xsi(t) (the probability of taking si strategy) will increase among the 

population. The rate of this probability will be represented as xsi . Thus, xsi' is proportional to 

the difference between strategy si‟s payoff and the one achieved by mixed strategy.  

Therefore, considering the interactions of the whole nodes as a population, one can revise the 

ECG that was defined in Section 4.3.2. In this case, a large number of nodes are considered in 

which they are approximately well-mixed in the homogeneous population. These individuals 

are randomly matched to play a population game where they adjust their pure strategies from a 

given set, S = {C, Nc}. This is the case because the received payoff depends only on the 

strategies they played; not on who is playing against them.   

Thus, the previously derived replicator dynamic equation can be rewritten in the particular 

context of strategic development.                    

     =    ,  ( ) –     ( )-                                                        ( . 0) 

The strategic playing of node population is assumed to be infinite (such as sampling with 

replacement), in which the strategy should be sampled and grouped into an unlimited number 

of times with other possible strategies. This leads to the binomial distribution of nodes grouped 

composition. As such, from a large number of node interactions, the strategy of certain sub-

population nodes is randomly chosen for a consideration. The payoff (or fitness) of this chosen 

strategy is time-dependent; let us assume that xC(t) is the probability of selecting a C-node, and 

(  –   ( )) is the probability of selecting Nc-node at time t. By considering one C-node that 

interacts with other     nodes, this C-node may pick additional k C-nodes; the remaining 

population will be (     ) Nc-nodes to form a total of N-nodes packet forwarding. Then, 

according to the binomial distribution, over all the possible ways of forming such groups can be 

computed by averaging on them, such population interaction was studied in [120], [121], [123]: 

by taking into account the various strategic combinations of other     nodes within a certain 

time interval. 

Let us assume that UC(xC) - is an average payoff for C-nodes and UNc(xC) - is an average payoff 

for Nc-nodes. So, if xC is the given probability of selecting (   ) C-nodes from the group of 

N-nodes population: as such, one can compute UC(xC) and UNc(xC).    
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Thus, UC(xC) can be   

  (  ) = ∑ (
 – 

 
)     ( –   )        (   )               ( .  )  

   

 =0
 

Similarly, UNc(xC ) can be given by  

   (  ) =∑ (
 – 

 
)    ( –   )         ( )                      ( .  )

   

 =0
 

Hence, as evolution proceeds in ECG, the number of C-nodes and Nc-nodes becomes time-

dependent. Therefore, one can easily notice from an Equation 4.10 in order to study how these 

happened. For instance, if the average payoff of UC(x) is greater than Uavg(x) (average payoff of 

the whole nodes population), the proportion of C-nodes in the population will be increasing. 

Otherwise, C-strategy nodes will be decreasing, since UC(x) shall be less than Uavg(x).  Thus, 

Uavg(x) can be defined as: 

    ( ) =     ( )    ( –   )   ( )                                      ( .  ) 

Now we have all the elements, starting from the standard evolutionary dynamics of Equation 

4.1, to write the replicator equation xC'. 

    =   ( –   )(  (  ) –    (  )                                             ( .  ) 

This equation can be used as a mechanism for determining an equilibrium state in the large 

population. Thus, considering the first derivative, Equation 4.14 has three equilibriums. Two 

trivial ones with xC
(0)

 and xC
(1)

, and a non-trivial equilibrium (xC
(*)

). Both xC
(0) 

(nobody plays C) 

and xC
(1) 

(everyone plays C) are trivial equilibriums that they are unstable.  

After the strategies transient, the system evolves into stable equilibrium, i.e., ESS, in which no 

node will deviate from playing an optimal strategy (i.e., staying in this state is the perspective 

of node to receive a better benefit). When xC  (0  ), the solution of (  (xC) –    (xC) = 0) is 

the only stable equilibrium. It indicates that the dynamic system approaches to an ESS where 

C-nodes and Nc-nodes co-exist, regardless of the strategy they initially adopted.   

  (  ) –    (  ) = 0                                                                ( .  ) 

Equation 4.15 designates that the achieved system approaches to a stable state. C-nodes and 

Nc-nodes are complimented in the population by this dynamic system, in which the ratio of 
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their existence depends on the payoff matrix. In this consideration, providing an incentive will 

be expected to increase the ration of C-nodes (collaborators). Further, it is important for both 

C-nodes and Nc-nodes to balance their communication resources.  

B) Incentive-Based Collaborative Equilibriums 

Here, an incentive (also called a reward) is incorporated into the payoff that we have defined 

earlier in order to enhance and adjust the number of C-nodes in the population. 

Replicator dynamics of cooperative enhancement is studied in [123] through improving the 

works of [120], [121]. Therefore, along these works, we analyze the mutual operation of nodes: 

the presence of rewarding improves the payoff functions in the process of their interaction. As a 

consequence, the attitude that nodes have for cooperation can be changed, i.e., the response to 

set up the collaboration will be enriched. As a result, the total energy consumed per round by 

each individual node to forward the packets has highly improved. This will bring additional 

advantages to all nodes both for C-nodes and Nc-nodes since their packets reach the BS with 

minimum energy consumption.  

This implies that packets communication would be efficient if more C-nodes are there to share 

the task which has been validated by simulation results. Given a reward r and the number of C-

nodes n, this mechanism is defined as 

                   .  
 

 
/.  

A reward is coupled with a minimum energy (i.e., longer network lifetime) operations needed 

to forward packets. This mechanism increases and balances the number of collaborative nodes 

that are expected to exist for large nodes‟ population that randomly interact. 

Such benefits will be determined by the number of C-nodes. If there is a single C-node under 

consideration (let n = 1) in the intended network area, then it has (b – c) payoff. In this case, no 

additional rewarding is provided as the C-node in the sensor population is solely one (i.e., 

 .  
 

 
/ = 0, this is also true according to the rewarding mechanism). If there are two C-

nodes, the task of forwarding the packets to the BS is shared among the two nodes; as a result, 

their payoff has increased, and each of them receives .  
 

 
/    .  

 

 
/  payoff, (i.e., energy 

utilized by each node is reduced). In general, if n C-nodes have established collaborations to 
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forward packets in the field of N nodes population including the node itself, the payoff of C-

nodes becomes: .  
 

 
/   .  

 

 
/.  

The payoff of n C-nodes can be 

AC =   
 

 
  (  

 

 
) =  (   )  

    

 
        *     +            ( .  ) 

Moreover, the Nc-nodes also received the advantages from the presence of more C-nodes. The 

more C-nodes are available to share the task of forwarding, the less energy consumption, 

thereby, extending network lifetime. Thus, the Nc-nodes are benefited, i.e., they get additional 

payoffs. Accordingly, if there are n numbers of C-nodes in the network, the payoff of Nc-node 

becomes,    .  
 

 
/. When there is no C-node, their payoff becomes 0 since all nodes have 

played Nc strategies. No one is willing to perform the task of collaboration: each node should 

try to forward only its packets to the BS, which might consume much communication energy. 

So, the Nc-nodes have the following payoff:  

           = {
 0                                                      = 0                 

     (  
 

 
) = (     ) – 

 

 
       *         - +

              ( .  ) 

Therefore, this incentive mechanism is integrated into our model in computing the mutual 

collaborative equilibrium. Consequently, simply by substituting Equation 4.16 and 4.17 into 

Equation 4.11 and 4.12, respectively gives UC(xC) and UNc(xC), in terms of N, b, c, and r.  

  (  ) = ∑ (
   

 
)     ( –   )     (     ) – 

   

   

   

   
 

   (  ) =∑ (
   

 
)    ( –   )      (     ) – 

 

 

   

 =0
 

Thus, Uavg(x) will be required to be redefined:     ( ) =     ( )   ( –   )   ( ) when 

rewarding r is introduced: as such, replicator dynamics xC' can be rewrite as   

      =   ( –   )(  (  ) –    (  )).  

Formerly xC' has been computed, in the same manner: xC
(0)

, xC
(1)

 and xC
(*)

. The first two 

equilibriums are unstable strategy; either Nc or C dominates the population. However, the latter 
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is stable, i.e., an internal equilibrium when the population of both strategies coexists. Thus, for 

xC  (0  ), by introducing parameter r, we compute (UC(xC) – UNc(xC) = 0).  It is also an ESS.   

Therefore, one can work out this equation at the stable state to get a collaborative equilibrium 

xC
(*)

 by using payoff parameters (i.e., benefit, cost, and reward) and a number of N nodes.  

Therefore, the N
th

 order of xC
(*)

 equation is represented as:  

(    )  ∑ (
   

 
)

   

   
.
   

     
/  (

 

 
  
     

     
)  = 0       ( .  ) 

Since the behavior of node depends not on the absolute values of benefits, costs, and rewards, 

but on their relative value, xC
(*)

  is computed using their relations: cost-to-benefit ratio (  
    

) and 

reward-to-benefit ratio (  
   

).  

Assume that (
 

  
 = w) and (

 

  
 = d), thus, we can rewrite the above equation in simplified form:  

 = 
    d ∑ (   

 
)   

 = .
   

     
/  

 
  (   )

    d∑ (   
 
)   

 = .
   

     
/  

 
(   )

                        ( .  ) 

For a small number of nodes, this equation can be solved analytically while it can be solved 

numerically for an arbitrarily large number of nodes. Regarding to Equation 4.19, its xC
(*)

 is 

evaluated and discussed in the following numerical simulations.  

Figure 4.1 shows the evolved equilibrium distributions of nodes, for N = 6, and d (d = 0.01, 0.3, 

0.6, 0.8), and the values of w is in [0,1]. The results show that the equilibrium probability of 

collaborative nodes decreases with increasing the values of w, with more rapidly dropping for 

smaller values of d under the same number of nodes. On the other hand, the nodes achieve 

larger collaborative equilibrium for a larger value of d. The inequality (
 

(   )
 
(     )

 
) > 0 is 

used to evaluate the condition of having all nodes in collaborative condition (AllC-node states) 

for any given xC
(*)

. The collaborative equilibrium condition that all nodes evolve into AllC-

nodes (i.e., UC(xC) – UNc(xC) > 0) is stable fixed point for xC
(*) = , or an unstable fixed point 

for xC
(*)

 < 1. To get AllC-nodes, if d and w are given the inequality N < 1 +
 

 
  holds; otherwise, 
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the inequality (N – 1)c < r holds when the parameters N and c are given. For instance, the 

behavior of AllC-nodes are given for N = 6, w = 0.1 and d = 0.8.  

 

Figure 4.1: The Equilibrium Probability of Collaborative Nodes (N = 6) versus w; when the Value of d 

varies 

The equilibrium system of collaborative nodes with respect to different values of w, as the 

value of d = 0.6 is shown in Figure 4.2. The number of sensor nodes are also different (N = 4, 

N = 10, N = 20, N = 30). The probability of the collaborative equilibrium will be decreasing as 

the parameters of w increases, with a more rapidly dropping down for a large number of nodes, 

by considering the same value of d. This is due to the fact that in the presence of a large 

number of nodes with a larger value of w, more nodes will be motivated to join non-

collaborators to save their communication resources. This means that they simply tend to wait 

for some other sensors to perform the task of forwarding packets on their behalf. On the other 

hand, the equilibrium probability increases when N and w are smaller.   
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Figure 4.2: The Equilibrium Probability of Collaborative Nodes (N = 4, N = 10, N = 20, N = 30) versus 

w; when d = 0.6 

The effect of collaborative nodes equilibrium when the number of nodes increases (N = 50) for 

w = 0.1 and d = 0.8 is shown in Figure 4.3. For w = 0.1 and d = 0.8, as it is shown on the graph, 

the points of (  (  ) –    (  )   0) and (UC(  ) – UNc(  ) < 0 ) are said to be stable and 

unstable AllC-node states respectively. For example, since N < 1 +
 

 
, for all values of x and N < 

9, the system will attain an AllC-nodes (stable fixed point). Since N > 1 +
 

 
, for the large size of 

sensors N > 9, the system reaches an unstable fixed point. The point on the graph where 

collaborative equilibrium meets at stable state is called a fixed point (for instance the point 

where, N = 15 and xC
(*)

 = 0.6305).   
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Figure 4.3: The Effect of Number of Sensor Nodes (N = 50) on Collaborative Equilibrium, for the 

Parameter d = 0.8 and w = 0.1  

In a nutshell, we have shown the global asymptotic stability of equilibrium (i.e., a cooperative 

probability adjustment of nodes). We have also indicated that the stable equilibrium depends on 

the number of nodes in addition to the relation of payoff parameters. The interactions of these 

N-nodes oscillate around the equilibrium. Additionally, at the time of nodes‟ strategy updating, 

if there are enough number of C-nodes, to get a better payoff the strategy of certain nodes will 

be forced to change into Nc-strategy as of the inequality (n  1) c > r.   

Once collaborative equilibrium has been achieved, it keeps the co-existence of C-strategy and 

Nc-strategy in the evolution. If there are n C-nodes in the N-nodes, based on Equation 4.16, the 

payoff AC of each C-strategy node is computed. If one of the C-nodes changes its strategy into 

the Nc-strategy, the payoff ANc is computed using Equation 4.17 and for this node, the payoff 

condition becomes ANc  > AC which is also true that (n  1)c > r. For a given fraction of C-

nodes, more C-nodes are expected in the network, as a result, to bring a lower xC
(*)

, the larger 

C-nodes have also a tendency to promote the Nc-strategy nodes.  In this manner, an ending 

(15, 0.6305) 
 

xC
(*)

  

 

Uc(xC) – UNc(xC) > 0 

 
Uc(xC) – UNc(xC) < 0 
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time of this evolutionary dynamics is indefinite since the ending time of sending messages is 

unknown to any of the nodes in advance. A node stops sending messages only when it has 

completely exhausted its energy.      

4.5 Cluster-Based CPF Algorithm 

In this section, the first packet forwarding algorithm has been proposed by taking into account 

the strategies of individual nodes. When the global interactions of nodes achieved the 

equilibrium probability, the collaborative forwarding would be maintained. This is a 

circumstance where the achieved equilibrium guides the nodes‟ behaviors in adopting a 

common strategy (i.e., all nodes realized the benefit obtained). Then, the preliminary 

investigation of CPF algorithm is evaluated in comparison with the NcPF default case.  

Our CPF algorithm works within the specific phase of the cluster-based algorithm. As such, it 

has been designed to determine a potential Forwarder-Head (FH) node. FH determination sub-

phase has proposed in accordance with the achieved collaborative equilibrium between non-

cooperative nodes, as such, cluster formation will be followed. It is clear that initially non-

cooperative nodes adopt several behaviors during these phases in order to skip oneself from FH 

selection. For the remaining life-cycles of CPF algorithm, we have adopted the standard 

assumptions. Recently, such assumptions have been very common in cluster-based routing 

algorithm design.    

4.5.1 State of FH-Determinations  

This algorithm is intended to evaluate our analytic model with more realistic assumptions. The 

clustering topology has also been provided in order to assess the scenario in representative 

applications. Thus, CPF algorithm is proposed according to the concepts of the asymptotic 

stable state of nodes. Although the models used classical GT approaches, such an assumption 

was made by previously designed algorithms: CROSS [14] and CORE [16]. In both of these 

routing algorithms, the rationalities of selfish nodes have been assumed during nodes‟ global 

interactions that reach static NEs. However, in our case, the model is notably different as it has 

been considered the evolutionary dynamics of nodes. The numerical analytic model of our 

dynamic state has discussed in Sections 4.3 and 4.4. A cooperative stable equilibrium between 

such nodes has also been confirmed by using analytical and numerical solution.   
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In our evolutionary game, nodes decide the strategy by which they whether cooperate or not. 

So, the participant nodes analyze the resource benefits to adjust their dynamic strategy in every 

interaction. As such, they reach to the equilibrium strategy which is expected to be adopted by 

each node. This equilibrium guides nodes toward performing a better way to maximize their 

resource utilization. Owing to this, individual nodes agree to play C-strategy equilibrium; 

nevertheless, if anyone disobeys this agreement, its resources will be depleted. Hence, as far as 

the equilibrium is maintained, every node has to abide by it. As such, sensor node recalls this 

state in the course of FH selection. Hereafter, we called this node as a collaborative node.  

In CPF algorithm, the node prefers to forward its packets through another collaborative node to 

save its communication resources. As a result, the entire nodes have to announce their existence 

during the early stage of deployment. Therefore, broadcasting information is expected from 

those nodes that are interested in participating in this algorithm. By getting this information 

from each other, the nodes in the collocated network recognize one another. If a node does not 

announce itself, it will be unable to pass its packets through the others, which means that this 

node has to try by itself. Nevertheless, every node drops the data packets of the other nodes that 

it did not recognize.     

The global collaborative equilibrium xC
(*)

 and cooperative-rate of each node have been 

considered in the course of FH determination. Collaborative nodes share probability xC
(*)

 in the 

networks. The value of cooperative-rate gets updated at every round for node that is not 

currently the member of FH list (Sc). Such an update will be made in accordance with individual 

node‟s cooperative history. Sc is assumed as a set that contains the list of FH nodes (also called 

CHs). Initially, Sc is empty set since no node has served as CH. In addition, Sc will be updated 

by adding the node that has currently been on the FH in the due process.    

Nodes that have cooperative-rate greater than zero need to broadcast their respective 

cooperative-rate information. It is assumed that such nodes participate inside their respective 

communication ranges within their neighboring nodes to determine a potential FH. In that 

context, the value of their cooperative-rate is evaluated. The one that has a maximum 

cooperative-rate gets granted the permission if more than two nodes have announced themselves 

in the same range. Otherwise, the broadcasted node will be granted to be FH in the current round 

since it is the only one to be available. In due course, granted FH node sets its FH to one and be 
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added to Sc. Later, this node has to broadcast the advertisement message while all the other 

nodes are returning to the normal state after they heard such message.  

Then, the process of cluster formation will be followed. Accordingly, the nodes that have the FH 

equal to one will broadcast their announcement, whereas the other nodes that hear this 

announcement will also request to join. In addition, the latter nodes update their state of 

forwarder-member to one. On the other hand, the node might receive an advertisement message 

from more than two FHs. In this regard, such a node chooses to join a FH that has a maximum 

cooperative-rate by evaluating their cooperative-rates. Then, the CH also allocates the time 

schedule for its member nodes, i.e., for those nodes by requesting to join it. The current CH 

creates a TDMA based time slot schedule and broadcasts to all of its cluster members. Thus, by 

dividing the signal into different time slots the TDMA allows several member nodes to share 

the same frequency channel in order to communicate with the CH.     

Eventually, the node proceeds to the packet forwarding when either its forwarder-head or its 

forwader-member becomes one. During this time, every member node senses the data in its 

surrounding and sends that to its CH, according to the assigned time slot. As the packet 

forwarder leaders, the current CH collects the packets from its member nodes and performs 

packets aggregation and also forwards the result to the BS. In our assumption, the BS is being 

located at a center and FH reaches the intended destination in one-hop.  

Sometimes, there is a node that cannot hear any of the FH announcements; still, for such a node, 

its respective forwarder-member has been zero. Such things are likely happening when nodes 

might not be satisfied with the achievement of the present equilibrium. Thus, considering the 

application either it waits for some time to bring up a better equilibrium probability in which this 

node has to play C, or it switches into a direct transmission. As of a current implementation, we 

allowed nodes to evaluate their cooperative-rate information once again in order to contest for 

FH; otherwise, node considered itself as the only one in that area to send its packet directly. 

Sensor node that has been served as FH in the current round is exempted in the next round until 

all other nodes will possibly take the role. The FH status of such node returns back into zero. In 

the due course, it has to stay in the Sc set to preserve its resource. At the end of every round, the 

other nodes also return their membership status into zero (i.e., forwarder-member sets to zero). 

In addition, Sc is also reorganized (reset to empty) when all-alive nodes have been served as FH 
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currently.  From this angle, the algorithm starts a fresh round in which every collaborative node 

is expected to contest. FH selection state diagram of CPF algorithm is shown in Figure 4.4 

below. Accordingly, it will be repeated several times, as such, it has been expected to end when 

an energy resource of the whole nodes have got depleted. 

    

Figure 4.4: FH-Determination State Diagram for Cluster-based CPF Algorithm 
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4.5.2 The Default NcPF Algorithm 

A mechanism of default packet forwarding is introduced in this section, where an inability of 

nodes‟ cooperation is realized in this discussion. In this scenario, materializing collaboration 

with other nodes is not the interest of such nodes.  Accordingly, we studied the behaviors they 

implement in cluster-based routing algorithm and their effect on the network performances. It 

can be adopted according to the procedure followed in [17], [21]. For instance, the solution that 

proposed in [17] was compared with the default case when non-cooperative nodes were directly 

transmitting the packets to the destination, whereas the proposed algorithm in [21] was 

compared along with the hierarchical routing (LEACH-C [6]) when nodes were being selfish. 

In addition, in [25], the performance degradation of clustering algorithm was studied when 

selfish nodes got dropped the other nodes‟ packets. Our development context is remarkably 

different from those cases. Accordingly, in our case, the default NcPF algorithm has been 

proposed in line with comparing to cluster-based CPF algorithm (see Figure 4.4). The NcPF 

clustering has been considered at non-collaborative behaviors of a node. In this algorithm, there 

is no collaborative equilibrium that emerges between nodes. Rather we assumed in the design 

the case where nodes misbehave with their neighbors in the course of packets communications. 

Misbehaving nodes might not be interested to announce their existence in the process of 

placement as well. Thus, they might not be recognized by other normal nodes in their nearby 

communication field. 

In this regard, the behavior of selfish nodes was assumed to be a free rider in the NcPF 

algorithmic development. Interestingly, it is not its concern to participate in the process of FH-

determination as well. As such, it might not be interested in announcing itself as FH, since 

taking that role consumes its resources. As a chance, if it suddenly recognized by its neighbors, 

this misbehaving node could not be concerned in allocating the TDMA schedule for its 

neighboring request. Therefore, such neighboring nodes might follow a random time slot to 

send their own packets to their nearby recognized node, in which case, the coming packets 

from different nodes might collide. Otherwise, simply, such a selfish node prefers to receive 

and drops some packets, instead of aggregating and forwarding the similar one.   

On the other hand, if the selected FH is a cooperative node, it will forward the packets of every 

node including that of a selfish one. Provided that the considered node is selfish, a direct 
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communication or another nearest cooperative CH‟s resource is utilized egotistically while 

sending only its own packets. In this case, the BS is likely to receive duplicated packets from 

several selfish nodes located in the same area of deployment. As a result, more energy has 

consumed and also the network bandwidth is overwhelmed by such communications of nodes.   

Lastly, a preliminary investigation has been conducted to analyze the performance achievement 

of cluster-based CPF algorithm. Accordingly, the network performances for both CPF and 

NcPF algorithms have been quantified with respect to the nodes‟ remaining energy and the 

subject of payoff parameters. Thus, for this purpose, we have taken the random values (w = 0.1, 

0.5, 0.8) and (d = 0.5, 0.7, 0.9) as a representative test cases. The remaining parameters of the 

experiment are shown in Table 6.1.    

It has been observed that the performance evaluation metrics of NcPF algorithm have no 

relation with the payoff parameters. Since during their deployment, nodes have preferred to 

initially adopt selfishness, they remained into that behavior in the course of routing as well. In 

this regard, evaluating the proportion of payoff is not required; this has been confirmed in the 

simulation.  

Corresponding to the number of rounds, the distributions of nodes having a positive residual 

energy are shown in Figures (4.5a, 4.5b, and 4.5c). A non-collaborative node lacks an agreement 

in NcPF to reach cooperation on the common goal. As such, since majorities of nodes are 

adopting selfishness, the network performance is poorly utilized. However, nodes conserve their 

energy in CPF algorithm due to the existence of a stable equilibrium that happens between them. 

Thus, nodes are motivated toward forming a collaboration with other nodes (i.e., updating their 

communicative strategies) in order to receive a better payoff. So, the energy dissipated per round 

by each individual node could dramatically be improved. This shows that the individual node 

collaboration refines greatly the communication performance of multiple sensor networks. 
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Figure 4.5: The Number of Sensor Nodes with Positive Residual Energy for CPF and NcPF Algorithms with Respect to Different Payoff 

Functions: a) Payoff Parameters, d = 0.5 and w (0.8, 0.5, 0.1); b) Payoff Parameters, d = 0.7 and w (0.8, 0.5, 0.1); c) Payoff Parameters, d = 0.9 

and w (0.8, 0.5, 0.1) 
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4.6 Summary 

In this chapter, the first study on the behaviors of nodes is conducted by using an EGT approach. 

Applying the theory of evolutionary dynamics over classical GT is given more attention due to 

fact that nodes are resources constrained. Such modeling concept can be applied in a real 

context in order to conserve the communication resources. An equilibrium existence in 

providing a better network service is investigated using both analytical and numerical analysis. 

A distributed cluster-based CPF algorithm is proposed for nodes that established a global 

collaborative equilibrium. Its initial performance is assessed by comparing it with the default 

case of the NcPF algorithm. In CPF algorithm, all collaborator nodes interact locally so that 

they group themselves as a cluster in which node with a larger collaborative rate would be 

selected as a CH. Therefore, the member nodes communicate their packets to the BS through 

this CH. Contrarily in NcPF algorithm; nodes are not willing to collaborate with each other but 

are rather competing to exploit the other nodes‟ resources reducing nodes performance. 

The analysis has been shown that the CPF algorithm extends the nodes energy utilization. This 

is due to the fact that nodes are interested in mutual collaboration by forwarding the packets to 

receive their optimal payoff. Such preliminary comparisons are promising for our research as 

suggesting the implementation of collaboration among nodes so as to improve the network 

performance.  

Besides, by using extensive simulations, we have studied the effect of selfish nodes 

concentration on the performance of available clustering algorithm, (see in the Appendixes: 

Figures A.1 and A.2). According to the conducted assessments, the communication bandwidth 

has inefficiently been utilized which further increases data packets collision and interference as 

well as reduces network lifetime.     

We have traced out that our CPF algorithm has still two limitations: (1) in reality, the resources 

constrained nodes cannot afford the issues to reach the nodes‟ whole population through 

maximizing their communication coverage. Since the battery-powered nodes consume a lot of 

energy during their maximum coverage, their lifetime is affected. Accordingly, for certain 

deployment areas, it is impossible for nodes to interact with each other in large communication 
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ranges. (2) As nodes have limited memory storage, incorporating rewarding mechanism is still a 

challenging and sometimes even impossible to imagine for the tiny sensor nodes.   

Hence, in the presence of non-collaborative nodes, the resource utilization of each node must 

further be improved. The designing process must be cognizant of the actual reality of nodes‟ 

resources such as memory storage must be taken into account in addition to the battery lifetime. 

In the current designing, therefore, to improve the performance of the network, each node‟s 

behavior must be determined against its interaction with a neighbor. Thus, the work should 

concentrate on localizing the ability of nodes interaction with respect to their behaviors in the 

population. Through locally sharing the information, sensors must enhance their own estimates 

in order to evaluate the position that is related to their opponents. So, these must be incorporated 

into the algorithm designing in order to fully address the consequence of selfishness. 

Nevertheless, achieving this sophisticated collaboration solution by controlling the action of 

individual selfish nodes at a local level is challenging. In the following chapter, we have tackled 

these issues and obtained promising results.  
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 CHAPTER FIVE: GREET ALGORITHM 

Our earlier proposed model will be refined in this chapter. Accordingly, the model is expected 

to be analyzed by using slightly more accurate about sensor nodes communication assumptions. 

It takes into account that, in practice, the play-actors (i.e., nodes) interact with a small set of 

neighboring nodes. For this purpose, we use finite many players‟ evolutionary game of nodes 

that are locally clustered. In this aspect, the behavior of nodes is managed at a local level where 

the certain best strategy is expected to spread. Thus, an evolutionary clustering concept is 

implemented in the development of our algorithm. It is a distributed algorithm where 

information about individual nodes is independently disseminated.  

This chapter is organized as follows. Section 5.1 introduces the overview of GREET cluster-

based algorithm. This is followed by the analytic model of an evolutionary cluster-game and its 

stable equilibrium which is presented in Section 5.2. The details of the designing GREET 

algorithm is elaborated in Section 5.3. Its performance assessment is also discussed in Section 

5.4. Finally, the summary of the chapter is drawn in Section 5.5.    

5.1 An Overview 

In practice, the populations of nodes do not intercommunicate globally in multi-scale (very 

large) networks. Rather they interact in group-wise, with a restricted number of representative 

neighbors. As such, they are expected to form an evolutionary dynamics (whether to assume a 

C-strategy or not) in their clustering region. So, by locally analyzing the available information, 

a strategy that brings a payoff above the average will be disseminated.  

In our current consideration, we have studied a clustering process - in which individuals 

interact and update their strategies inside randomly formed finite groups - as the improvement 

of the classical assumption of a well-mixed population. Thus, in this chapter, we have proposed 

a GREET algorithm in line with the achievement of local dynamic equilibriums. Individual 

nodes that are in a CH-enabled state should initiate the algorithm: here a group of nodes 

retrieve the information about their neighbors and analyze their strategic adjustment statistics. 

These individuals attain a joint equilibrium (the system that controls the strategies and relative 
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shares of nodes), in which some of the nodes announce themselves as candidate CHs. As such, 

these candidates should further participate for an actual CH; and then the one appointed has to 

broadcast its CH information. Lastly, the other nodes (non-CHs) that receive the message must 

join as a client for the purpose of transmitting their packets. 

5.2 Analytic Model of Dynamic System: M-node Game 

In the previous chapter, we presented the analytic model where nodes globally interact as a 

population, in order to frequently share a utility function (as such, CPF algorithm has been 

designed). Such an algorithm required the comprehensive information of networks which could 

be difficult in the realities of nodes‟ dispersion. This chapter presents the group-wise 

interaction of neighboring nodes since routing algorithms only desires the local information. 

The same assumptions were made previously in [82], [139] in order to design the topology of 

the WSNs. Accordingly, the interaction of the entire nodes would be scattered over the region 

of networks. So, the whole network is divided into an independent operation of small networks. 

Thus, each sub-network or cluster will have a representative sample of nodes‟ population.  

In this context, a more accurate analytic game model will be defined in the local clustering in 

accordance with the characteristics of the sensor networks. Therefore, this is a collection of a 

number of autonomous evolutionary games, each of them involving only a finite number of M-

nodes. In an M-node game, a node competes against the other   –   sensor nodes (the 

complement set), and its payoff is computed accordingly. The replication dynamics of such a 

game has been studied in [127], building on the works in [120], [121]. Here, in line with these 

works, our localized analytical model will be amended and its numerical results will be studied.   

5.2.1 An Evolutionary Cluster-Game 

In this section, a model of evolutionary cluster-game has been defined. This is adopted since a 

small set of neighboring nodes interact in reality of networking communication. Accordingly, 

each node needs to share its information with its neighbors so as to reach a common 

equilibrium at a cluster level.  

To this effect, the model that defined previously in Section 4.2.2 should be improved as an 

evolutionary cluster-game (M-node game): where a finite number of nodes locally interact, 

group-wise communication, M = {1, 2, 3, …., m}. They are non-collaborative players that play 
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a cluster-game with their neighbors by broadcasting a simple GREETING_MSG message. 

Accordingly, the slightly modified strategy space, S = {sC, sNc}   {C, Nc}, corresponds to 

bidding for a candidate CH (C) and not to bidding for a candidate CH (Nc).   

U also represents the same parameters as it has been defined earlier. This is the set of utilities 

that each node receives while participating in the clustering game. Similarly, at a given time, a 

node adopts either strategy C or strategy Nc. A C-node is a node that adopts C, whereas a Nc-

node is the one adopts Nc.   

From the point of view of the number of individual nodes that are controlled by agencies, in our 

model, we assume that each agency has only a single node. Thus, the node that participates in 

this cluster game has to analyze its own interactive strategy as well as the obtained benefit 

when compared to the average payoff. In such a framework, a strategy that performs better in 

optimizing the resource utilization will be circulated between individuals. The same concept 

has been provided in the analytic model as well as in simulation.  

5.2.2 Analytic Equilibrium Dynamics 

In this section, we address the problem of finding the equilibrium strategy of nodes and analyze 

how this strategy will evolve into the stable state. First, we analyze of the cluster game in two-

players. Then, we consider the evolutionary cluster-game of a finite number of nodes. 

We consider the game of two-node; assume that individual node plays inside its transmission 

range: therefore, the game is said to be evolutionary cluster-game (M-node, when M = 2). This 

means, in a given round, individual bids whether to play the strategy sC or sNc, continuously by 

analyzing its respective payoff, similar to the one defined under Section 4.3.2. Thus, for locally 

contested game as well, payoff matrix and stable equilibrium is represented using Equation 4.3 

and Equation 4.4 respectively.  

In the proposed model, we considered that everyone else of a node which played Nc-strategy is 

much better to have chosen C and be the CH for the time, rather than to have chosen Nc-

strategy. In the former case, its message reaches the BS, in the latter the node saves power, but 

it fails to accomplish its mission.  

Let us assume that an evolutionary cluster-game is played by a group of individual nodes when 

they are large in numbers. As such, this game is repeatedly executed by a subgroup of nodes 
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since everybody is uncertain about its neighboring nodes‟ action and utility: percentage of 

nodes that play a confident pure strategy may change. 

In a given round, if at least one node plays C, then all the nodes in that sensing region will get a 

benefit b, within them, the C-nodes will incur to a c cost. Since only one of the volunteering 

nodes is chosen at random as a candidate CH, that cost in average will be shared equally among 

the C-nodes: if there is only a C-node, its payoff is (b – c); if there are two C-nodes in the same 

sensing region, then the payoff is (b –
 

 
) and so on. Let the number of C-nodes, in a cluster of 

M-node, be indicated by h, with h   {0, 1, ..., M} and let us denote the payoff to a node playing 

strategy si in a cluster containing exactly h C-nodes by A(si, h). Then,        

 (   ) =   
 

 
                                                                         ( . ) 

As to A(Nc, h), if h = 0 the payoff to the node playing Nc is zero, but as soon as h > 0 one has 

A(Nc, h) = b. The overall payoff matrix A
(M)

 (where the apex indicates the fact that the player 

set contains M players) is 

 ( )  =[
 (    )  . . .    (    )  . . .    (    )   (   0)

 (     ) . . .   (     ) . . .   (     )   (    0)
] 
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          . . .                   . . .                0
]                        ( . ) 

The element A(C, 0) does not apply: if one plays C there is at least a C-node. Notice, in 

passing, that the payoff matrix of Equation 4.3 is a special case for Equation 5.2: it corresponds 

to A
(M=2)

. 

Now we can compute the average payoffs UC
M

(xC) and UNc
M

(xC) of each strategy (with the 

usual meaning of the apex M). Considering the former, if the strategy of a node is fixed to C, 

then the number k of other C-nodes in the subset of M nodes chosen at random from a 

population where the fraction of C-nodes is xC, is a Binomial variable: such variable has a 

probability parameter p = xC and a multiplicity parameter   = (   ). 

The expected utility UC
M

(xC) of the C-node is obtained averaging over k 

   (  ) = ∑ .
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  = 0
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As to UNc
M

 (xC) one has   
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  = 0
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The second last simplification comes from the normalization condition of the Binomial 

function. Thus, the average utility is      ( ) =      ( )   (  –   )UNc
 ( ). Notice that for 

 =   the above average utilities equal the utilities of the game in the previous Section 4.3.2. 

We have two competing strategies in the population similar to the one in Chapter Four; 

therefore, we can write an equation of the form  

   =   (  –   )(   (  ) –     (  ))                                    ( . ) 

Like the one expressed in Chapter Four, this equation has also three critical points. The 

solutions xC
(0)

 and xC
(1)

 are unstable points, where xC
(*)

 is the only one that corresponds to the 

stability - the second derivation that yields positive value. 

(   (  ) –     (  )) = 0                                                          ( . ) 

Also in this case, by appropriate stability analysis [121] one can check that it is a stable 

equilibrium. Hence, it can be expanded as  

    –      ∑ .
 
 
/    ( –   )     

 

   
 = 0 

 

  = 0

                            ( . ) 
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Thus, for M = 2 (i.e., n = 1) it recovers the same solution that we have derived for Equation 4.7. 

Considering the parameter of w = 
 

  
, we can re-write the above equation as 

   –      ∑ .
 
 
/    ( –   )     

 

   
 = 0                              ( . ) 

 

  = 0

 

The solution xC
(*, M) 

to this equation (hereafter, for brevity xC
(*)

) can be worked out analytically 

for lower degrees n and numerically for higher degrees. We can notice that: those equilibrium 

probabilities can be pre-computed as a function of the relevant parameters number of 

neighbors and cost-to-benefit ratio) and efficiently utilized by every node for further use. 

Thus, given the parameters, the node knows what probabilities to adapt to keep the overall 

system on a statistically stable state. Then, a simulation has been conducted to study the 

dependence of the solution xC
(*)

 from the perspective of w and M.   

The curves in Figure 5.1 show xC
(*)

 vs. w for different values of M (M = 2, 4, 8, 10). We note 

that the equilibrium probability of candidate CH decreases as w increases. It will be more 

rapidly drops for larger values of M. This indicates that the benefit for being a candidate CH 

drops as w and the number of nodes increase, and each node tends to wait for some other 

nodes to perform the task of sending data on its behalf. On the other hand, when w gets 

smaller, (w   0) the nodes‟ probability of announcing as candidate CHs is high (xC
(*)   1). 
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Figure 5.1: Equilibrium Probability (Probability of Volunteering as Candidate CH) as a Function of the 

Cost-to-benefit ratio w 

The curves in Figure 5.2 show xC
(*)

 vs. M with respect to the different values of w (w = 0.1, 

0.3, 0.5, 0.9). The results show that the equilibrium probability of candidate CH decreases with 

increasing number of nodes. The decrement is more as w gets increases. That is, the higher the 

number of nodes, the less the probability that a node is willing to announce itself as CH. 

Thus, we believed that the designed evolutionary cluster-game is an appropriate model because 

it brings the population of nodes into a stable equilibrium. In such scenarios, over round, nodes 

learn how to perform well in practicing with a set of strategies and reacting to their 

observations. Considering the stable analysis (i.e., equilibrium probability), then, we have 

proposed a localized cluster-based algorithm. In the next section, the detailed description of 

GREET algorithm will be presented.  
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Figure 5.2: Equilibrium Probability (Probability of Volunteering as Candidate Cluster Head) as a 

Function of the Number of Nodes M 

5.3 The Detailed Description of GREET Algorithm 

Here, we present our Cluster Head determination algorithm, the GREET algorithm, inspired by 

the evolutionary cluster-game studied above in Section 5.2. Such an evolutionary game runs in 

each of the cluster autonomously and in parallel with the others when the equilibrium locally 

reached between nodes. The algorithm is part of a specific operational phase of sensor nodes 

life cycle. Such a life cycle – starting after node placement over the field – is typically 

structured into a self-organized initiation phase followed by a number of cyclic operational 

phases. The next phases, in the cluster-based algorithm, are the cluster set-up phase and the 

data communication phase, as shown in Figure 5.3. The set-up phase is subdivided into 

candidate CHs bidding, CH determination, and cluster formation. The data-transmission phase 

consists of data aggregation and transmission activities.    
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GREET operates within the candidate CH bidding sub-phase and the CH-determination sub-

phase, in which it has been extended from CPF algorithm. In the current algorithm, we focus on 

the development of these two sub-phases in order to improve the limitation we previously 

encountered. Thus, evolutionary based GREET algorithm will be executed locally to mitigate 

selfishness. For the remaining phases of life-cycle, the earlier assumptions will be held.  

 

Figure 5.3: Phases of GREET Cluster Routing Algorithm 

5.3.1 Initiation Phase 

After the deployment of the sensor nodes, which we assume a uniform random, a set of nodes 

has to undergo a self-organization phase [164]. Nodes start the initiation phase by collecting 

statistical information about its neighboring nodes, in addition to broadcasting its own within 

radio coverage range also called communication range. We assume that each node can 

broadcast its data in low-power consumption short-range mode or in high-power consumption 

long-range mode. The latter is used when a node is CH to send its data to the BS. For the sake 

of simplicity, we assume all the nodes have the same power for the short-range mode and the 

same high power value for the long-range mode. In ideal conditions, this translates into all 

nodes the same short-range distance (Rcontest ) and the same long-range distance (Lcontest). 

The Rcontest represents the largest transmission distance that a node can reach when it is a non-

CH in order to gather the information about its neighbors. Thus, the participants are the node 

itself and its neighboring nodes lying within this radius.     
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During its initial deployment, any node will announce its existence known to its neighbors 

since it wants to use the other nodes‟ resources to send its data to the BS. By so doing, it aims 

to save its own energy. Otherwise, if it does not announce its existence to its neighbors, it will 

be unable to pass its data through the regional CH.  

A node is expected to broadcast a simple GREETING_MSG message to make its availability 

known to its neighbors. The message also helps this node to learn the information about its 

neighbors. GREETING_MSG contains SENSOR_ID and node‟s ENERGY_LEVEL, its format 

is shown in Figure 5.4. In this phase, each node also counts the SENSOR_IDs that it receives 

from its neighbors and records as Nh.  

 

Figure 5.4: A Simple GREETING_MSG Message Format  

We denote Nh(Ni) the number of neighboring nodes Ni, namely the number of nodes that one 

can sense at certain round. The topological arrangement of nodes is illustrated in Figure 5.5. 

The circles respectively represent the different competition ranges Rcontest of nodes N1, N2, and 

N3. For instance,   (  ) =   for node N1,   (  ) =   for node N2 and   (  ) =   for node 

N3. As such, when M is the total number of nodes in the cluster game,  =     . 

At the end of this self-organizing phase, all nodes can be fully aware of the information about 

their neighbors within Rcontest transmission radius.  

5.3.1 Set-up Phase 

A node can be in one of the following states, with respect to the CH-determination goal: CH-

enabled, CH-disallowed, candidate CH, non-candidate-CH, appointed-CH, normal state, and 

loner state. At the beginning of every set-up phase, all sensor nodes are in the CH-enabled 

state, except for the ones that served as CH in the previous rounds, which are CH-disallowed. 

A) Bidding for the CH Role 

As the set-up phase starts, each CH-enabled node can explicitly announce the C-strategy (and 

become candidate CH) or tacitly adopt the Nc-strategy (and become non-candidate CH). 

SENSOR_ID ENERGY_LEVEL 
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Figure 5.5: Representation of Radio Transmission Range (Rcontest) for Nodes N1, N2 and N3 

These nodes are in the   =        node game, as the one described in the previous section, 

which admits an ESS. In the well-mixed population hypothesis, we have seen that whatever the 

proportion xC adopted at the starting would lead to the stable ESS equilibrium. Here we 

consider that, since the beginning, the nodes adopt the collaborative strategy with probability 

xC
(*, M)

. However, even if this is not the case, the mechanism of adaptive learning from 

interaction with the neighbors drives the system towards equilibrium. This finding has been 

confirmed by simulation. 

Accordingly, although the nodes act non-cooperatively toward the other during their initial 

deployments; they adjust their strategies later as they reach a state of dynamic equilibrium. 

Thus, the nodes prefer to collaborate at xC
(*, M)

 probability in order to receive a better payoff. In 

these ways, specific nodes announce themselves as candidate CHs in their respective region 

while the others do not. This should occur for the purpose of keeping the proportional nature of 

stable equilibrium that the C-strategy and the Nc-strategy nodes have in the population.  

As it was already stated, this implies that the proportion of these nodes will vary over the time 

of evolutionary changes. In this regard, the subpopulation of C-nodes increases if their payoff is 

bigger than the average payoff of the nodes‟ population; otherwise, their proportion decreases. 
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In other words, the proportion of candidate CHs announcement will grow up in the next round 

if the announcement in the current round results in a better payoff and vice versa. 

Considering the behavior of nodes toward maximizing their own payoff, sometimes there is a 

possibility of getting more than two candidate CHs in the nearby region. This happens when 

more than two nodes won the contest game without recognizing each other. It is assumed that 

the announcements of nodes might be done almost at the same time interval. In anyways, this 

brings too many candidates in the same region. In this context, there might be a chance of 

getting more than two appointed-CHs. This means that in the same competition region, several 

nodes might be found as a CH redundantly.    

Obviously, the presence of several CH nodes in the same region affects network performance. 

These CHs are unnecessarily exhausting their critical resources that will be on the way to 

diminishing their lifespan. In fact, the GREET algorithm shall reach an optimal nodes resource 

utilization, however, only where one node represents its member nodes as a CH in the nearby 

region. In light to the current appointment, all the remaining nodes that must share the same 

transmission region must be expected to join as a member node rather than staying as CHs. 

Considering these consequences, all of the present candidates must contest further for 

determining an actual CH. This latest competition, therefore, tackles the problem of getting 

more than two CH appointments. The solution will be discussed in the next section.   

B) Determining the Actual CH 

This sub-phase is important in order to ensure the optimal nodes resource performance that the 

GREET algorithm needs to achieve. Only one CH node is permitted to be present in the same 

communication region at a time. Hence, the candidate CH nodes have to further compete to set 

a chance to become the actual CH if they are more than two. In due course, an appointed-CH is 

the one with the highest residual power. In the hypothetical case of a tie, the contention can be 

resolved by randomization. 

 If only one sensor node plays C, that node becomes CH (and passes to the state of appointed-

CH). Notice that, since appointed-CHs are at least at a distance Rcontest meters away from each 

other, GREET can reasonably and uniformly distribute CHs over the field (i.e., provided that 

nodes are scattered approximately uniformly over the field). 
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The average energy of the network is just considered as a reference model for node to 

contemplate its interactive strategy at each round. As a result of such analysis and then, the 

strategy adopted, the nodes receive a certain payoff. To keep the network alive to the greatest 

extent as possible, it is truly an energy that these nodes need to own during communication. In 

such situation, at every round of transmission, the energy of the network is almost uniformly 

consumed. As a result, ideally, in this routing algorithm, the communication energy of 

individual nodes is drained near to the same round. It is also the target of the algorithm to 

balance energy utilization among the nodes collocated. Hence, our algorithm has to retain into 

this achievement in order to be considered as an energy-efficient routing algorithm: all nodes 

die almost in the same round that extends the individual‟s lifetime. 

The corresponding state transition diagram that is determining an appointed-CH is shown in 

Figure 5.6. In this manner, the role of CH could be fairly distributed and shared across sensor 

networks. The algorithm could simply achieve this performance by localizing the competition 

of CH-determination. The nodes with minimum energy will be exempted from the competition 

(such nodes will stay in CH-disallowed state). In the next round, the node that served as an 

actual CH in the current round would not be allowed to return into CH-enabled state until its 

residual energy is no more a minimum.    

Then, once the CH candidate confirmed itself for an actual CH, it has to broadcast its 

announcement to its neighboring nodes. After receiving an actual CH announcement, the other 

candidates in the same region will stop to compete for the same. Rather, they all return to the 

normal state and update their respective payoff function. As such, non-candidate CH is 

requesting to join the currently determined actual CH. It broadcasts JOIN_ACTUAL_CH 

message. Then, the nearest actual CH accepts the request by assigning a time to communicate 

packets.   

Therefore, even though there might be several candidate CHs that have been announced close 

to each other, there will be only one actual CH that has to be appointed in the end. This 

indicates that the determined CHs are at least Rcontest meters away from each other. As a result, 

the distribution of CH appointment is uniform while its role is fairly alternated between nodes 

since it considers nodes‟ residual energy. 
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Figure 5.6: State Diagram for the Sensor Node 

We assumed that GREET algorithm achieved an optimal resource utilization when there is only 

one actual CH representation in Rcontest range of nodes. Therefore, let us evaluate such 

achievement for CH determination. Consider that S contains the set of all nodes in the region, 

 s          -     s     , also assume that Cs1 contains s1 and s2 candidate CH nodes that are in 

the same Rcontest coverage range (i.e., every candidate can hear the simple GREETING_MSG 

from one another). As such, s     .    

In contrast, we assume that there is a candidate CH s2   Cs1 that is also contesting in the same 

range to become an actual CH, in which it also got granted. In due process, actual CH is 
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determined from the candidates, as the one having maximum remaining energy (e), if there are 

more than two candidates, thus, for  s     s ,   s     s . In the same manner, if s     s   then 

 s     s  in accordance with actual CH determination.    

As both nodes s2 and s1 are within the same range of Rcontest, if s2 is an actual CH then  s     s ; 

however, it is not since it is contradicting the previous assumption. As such, the correctness of 

determining only one actual CH in the same sensing region is validated. Therefore, considering, 

 s1   Actual-CH in which s     s , there must be s2 ∉ actual-CH. Thus, it is provided that there 

is only one actual CH node in the Rcontest range of GREET algorithm. 

In this regard, there is no chance for two candidate CHs winning an actual CH competition if 

one is in the other‟s range. This means two nodes that were hearing the competition 

information from each other cannot be an actual CH at the same time interval. Thus, the 

availability of actual CHs in the network should be located at least Rcontest distance from each 

other. It is the node that is having relatively an outstanding capacity to serve its neighborhood. 

Once it is served as a CH, such node returned back into CH-disallowed state where it can 

conserve its battery lifetime. In due process, sensor node will take the role turn-by-turn.  

C) Cluster Formation 

Once a node announces itself as appointed-CH, then the next step is a cluster formation. At this 

point, the appointed-CH advertises itself. The nodes receiving the advertisement go back to 

normal state and prepare to subscribe to that CH. In case of reception of more than one CH 

advertisement a node will prepare to subscribe to the one with the higher residual power. Now, 

CH-disallowed and normal state nodes send a message to their CH to subscribe as members. 

The appointed-CH creates a time slot schedule and broadcasts it to all of its candidates, which – 

from this point on – become its cluster members. There can be also sensor nodes that did not 

bid for CH and that did not receive any CH advertisement: such nodes will not be able, during 

the current round, to route their messages through a CH: we call them loner nodes. They will 

remember this info and use it to play C in the following round. As to the current information to 

be sent by the loner nodes, any implementation of the algorithm should specify whether they 

should wait until the next round for trying to route the information or they should send the 

information to the BS directly. In the simulation below, we adopted the latter option. 
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At the beginning of the next round, all of the nodes in the normal state will become CH-

enabled, while those that served as CH will become CH-disallowed. A node that served as CH 

in a round will return CH-enabled only when its residual power is not the minimum of its 

neighborhood; in the meanwhile, it will stay in the CH-disallowed state.  

5.3.2 Data Transmission Phase 

After cluster formation, the data transmission phase starts. The non-CH nodes initiate to send 

the packet to their nearest CH in relation to the assigned time slot (allocated TDMA schedule).  

In fact, one of the main objectives of designing this algorithm is to improve the performance of 

MWSNs in the data transmission stage. Since nodes might generate significant redundant data 

packets, the CH; therefore, aggregates the similar data packets it received from multiple 

member nodes. Then, it sends the aggregated data packet to the BS for further decision making. 

Hence, the number of transmitted packets to the BS would greatly be reduced. As such, 

GREET algorithm utilized the communication bandwidth more efficiently. 

5.3.3 Synchronization and Scheduling 

GREET is an algorithm that can work under different settings and can be supported in different 

ways by infrastructural services: it is organized in phases and communication rounds, thus it 

assumes that a synchronization mechanism and a scheduling schema are provided. The choice 

of those depends on how constraining is the requirements of the application setting. A synthesis 

of the tradeoffs among the main synchronization schemas is provided in [165]. For the sake of 

simplicity, in the simulation, we assumed that synchronization is provided by broadcast signals 

from the BS. The results of the power consumption comparisons in the next section are 

expected to hold even under different synchronization schemas, provided that the involved 

cluster-based algorithms use the same schema. 

As to scheduling, it depends on the varying degrees of structural organization available in the 

network during the different sub-phases. In the simulation, we assumed that, after the cluster 

has been formed, the scheduling can be coordinated by the CH, within a TDMA schema (as in 

LEACH): this avoids collisions and saves power. In the other less structured sub-phases, nodes 

should resort to contention-based schemas. As to the CH-to-BS communication, we assumed 

that scheduling is the responsibility of the BS. 
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5.4 GREET: Performance Assessment 

In this section, the performance achievement of our algorithm is assessed based on equilibrium 

ability and energy utilization. The lifetime of an individual node that can form the networks, in 

an optimistic scenario, coincides with the lifetime of its battery. Toward that end, the nodes‟ 

energy utilization at stable equilibrium is examined. Lastly, the theoretical studies will be 

investigated for the number of players grouping in agencies interaction.  

Sensor nodes consume their critical resource when gathering and transmitting the data packets. 

By its nature, transmitting the packets to an appropriate destination is a complex task for widely 

scattered devices. Several intermediate nodes are expected to transfer the packets until they 

reach the destination. Thus, our proposed algorithm provides an exciting solution to mediate 

the behaviors of such nodes. 

The algorithm brings collocated nodes toward forming a common collaboration by adopting an 

equilibrium dynamics. The problem of nodes‟ behaviors would be tackled with an objective of 

preserving the energy of individual nodes during packet routing. As such, this algorithm groups 

the nodes into multiple clusters, when only one representative node is allowed at a time to 

transmit the summary of the packets that sensed in the same cluster. This process helps to 

minimize the energy consumption in a certain region. Hence, the cost of energy resources 

would be divided into intra- and inter-cluster communication in this algorithm.        

The energy cost for the purpose of intra-cluster communication is an energy spent in the 

algorithm. It is the energy consumed by member nodes to transmit the gathered data to a nearby 

CH. After the nearby CH node is identified and the cluster is also formed, each non-CH node 

needs to consume a certain amount of energy to transmit a k bit of data packet. We assume a 

free space for propagation when the communication signal is in the line of sight with the 

receiver side and the multi-path fading propagation when the communication signal needs to 

pass for a longer distance.  

In such consideration, we assume that during cluster formation the distance between the CH 

and the non-CH node is relatively short, i.e., d
2

toCH (the non-CH uses Efs to transmit the packet). 

Let Eelec is the energy dissipated by transmitter or receiver in order to process a k bit. Therefore, 
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in our algorithm, the energy spent by each of the non-CH nodes (Enon-CH) to transmit a k bit to 

its nearest CH is estimated as:  

E       =  E        Efsd                                                                           ( . ) 

On the other hand, energy is also consumed during inter-cluster communication. It is the energy 

spent by each CH node for the purpose of communicating the packets between its member 

nodes and the BS. Generally, this energy should be spent when the CH receives the packets 

from its member nodes, and aggregates those packets, and transmits to the BS.  

In every round of our algorithm, the energy consumed by each CH node (ECH) should be 

computed. In order to analyze this ECH, we followed according to the works in [5], [6], [8], 

[91], [107]. Hence, one categorizes this energy into the dissipated energy by a CH to receive 

the packets of its member nodes (ERx), the energy expenditure to aggregate k bits packets (EAx), 

and the energy expenditure to transmit the aggregated packet to the BS (ETx).  

The ECH becomes:   

 E   = E      E     E                                                                                       ( . 0) 

Let us consider that M is the average number of nodes inside a given evolutionary clustering 

game. We assume that the distribution of nodes is a uniform random. If we consider n clusters 

in the whole network, then there are 
 

 
 nodes on average per cluster (one CH and (

 

 
  ) non-

CH nodes).  Thus, we assume that  =
 

 
  nodes.  

Hence, ERx is calculated as: 

E   =  E     (   )      

Inside every cluster, there is an averaged number of nodes (one CH and     members). The 

energy spent by the CH to aggregate the packets of its members would be computed as follows.  

E   =  E  ( )          

where EDA is the data aggregation cost expended by the CH. 

The distance between the CHs and the BS is also considered to be longer as the location of the 

BS is assumed to be far from the average location of nodes. Hence, the multi-path energy 

modeling (d
4

toBS power loss) of the CHs must be used to transmit the packets.  
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So, ETx will be:  

E    =   E        Empd                                                                                 

In a nutshell, the total energy dissipated by the CH node for receiving, aggregating and 

transmitting a single frame to the BS will be:   

E   =  E    (  –  )    E  ( )    E        Empd         

      =  E    ( )    E  ( )    Empd          

The total dissipated energy in a single cluster in order to transmitting a frame to the BS will be:  

E   s    = E      E      (  –  )     E      E      ( )          ( .  ) 

The total energy consumed in the network during a single round, Eround, will be expressed as: 

E    d =  E   s     

=  E       E                                                

 =  ,  E        E       Empd          Efsd     -        ( .  ) 

where n is the number of clusters, N is the total number of nodes, dtoCH is the 

distance between CH and its member nodes, and dtoBS is the distance between CH and 

the BS. 

The optimal number of cluster kopt in given networks has been studied in LEACH_C [6], which 

has been extended from LEACH algorithm. This to say that at every round, the expected 

optimal number of actual CH that has been distributed by GREET can be analyzed.  

Thus, one can compute by considering the derivation of Eround with respect to k to zero.   

  p  = 
 m

d     
d0 √

 

  
                                                                 ( .  ) 

However, the achievement of kopt performance has directly been determined by the radio 

coverage range. We assumed in the simulation that nodes have the same Rcontest. Thus, the 

optimized radio coverage that is represented as Ropt has to be addressed. 

 CH-enabled nodes should interact in their Rcontest short range to bid for candidate CH. Let us 

consider the equilibrium probability that a single collaborative node to announce itself as a 
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candidate CH is P(candidateCH). If n is the sum of such candidate CHs in the MWSNs, then, 

  =  (   d d     )    , where N is the total number of nodes.  

If we assume m as the number of candidate CHs that have been represented inside Rcontest then, 

m can be given as m =    
         s 

 m
, where xm is the x-coordinate. 

In the network initial configuration, all nodes under consideration have been assumed to be 

homogeneous in their energy capacity and competition capability. Therefore, these m candidate 

CHs have an equal chance to contest and win an actual CH game. So, the probability that one 

candidate node wins an actual CH game in the Rcontest, P(actualCH) should be computed as:  

            (        ) =  (            d d     ) =  
 

 
  = 

 

  
        s 

 m

 = 
 m

         s  
 

Therefore, if EX(|actualCH|) is the expected number of actual CHs, it will be calculated as:   

E  (          ) =      (        ) = 
 m

        s 
 

The GREET cluster-based algorithm is expected to optimize the energy consumption of 

individual nodes. Its expectation would be realized by optimizing the number of actual CHs 

distribution. So, one considers that the expected number of actual CHs is equal to kopt in the 

network, i.e., by assuming that EX(|actualCH|) is equal to kopt.  

Then, by merging the kopt into the above formula of EX(|actualCH|), the optimal radius, Ropt is 

computed as follows:  

   p  =√
 m

    p 
                                                                       ( .  ) 

In the contrast of GREET algorithm, our previous work of cluster-based routing algorithm (i.e., 

CPF) assumed the interaction of whole nodes‟ population. The latter assumption is also taken 

by the earlier research works of these areas, CROSS [14] and CORE [16]. They assumed non-

collaborative nodes behaving rationally to make an independent decision in the network. In 

these schemes, it was also assumed that the whole nodes of MWSNs interact with each other in 

the game by maximizing their own radio coverage. As a result, in such schemes, the 

distribution of CHs may be non-uniform. In addition, CH node was selected randomly for 
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which fairness could not be ensured between nodes. In such cases, the member nodes have to 

spend much more energy to communicate with their corresponding CHs that may be located at 

a far distance or the determined CH is an energy critical node. This concept is also true for 

LEACH algorithm, which assumes that nodes are always collaborating. 

5.4.1 Energy Cost at Equilibrium Evolution 

Sensor node plays either C or Nc strategy at the stable equilibrium stage. As such, C-nodes 

would be extended further into the competition of actual CH determination.   

In the meantime, the nodes also need to estimate and execute certain cost that is shared in their 

respective Rcontest coverage. The cost c of being a CH due to aggregating collected packets and 

transmitting to the BS is one of such cost that needs to be analyzed. In the context of this 

algorithm, the packets sent out by the nodes reach the BS either directly or through some 

intermediate nodes. As a result, sometimes the cost of packet transmitting might vary for some 

nodes. Whatsoever the methods applied, the factors such as packet size, the number of packets 

received by the CH (the number of its member nodes), and the distance between the CH and the 

node that will receive the packets are generally determining the values of c.  

Thus, let us represent approximately, the value of parameter c according to such factors. The 

value of parameter c is estimated according to the competition range. Meanwhile, it is already 

considered that the packet has always the same size in our algorithm, i.e., k bit large, regardless 

of the nodes under consideration. In addition, for our work, the average distance parameters 

and the average number of member nodes in each cluster are estimated according to the works 

of [97], [166]. The Poisson distribution of random variables was studied in [166], in which 

case, it was assumed that for homogeneous Poisson process, the distribution of each 

independent particle is uniform in the plane. Accordingly, the average distance dtoCH (the 

average distance between CH and its member nodes), and the average distance dtoBS (the 

average distance between CH and BS) can be estimated as.      

d       =
 m

√   
 and d     = 0.   

 m

 
                                       (  )  

Hence, an average distance would be computed for each dtoCH and dtoBS separately, when N 

nodes are uniformly distributed in (xm by ym) sensing field and the BS is located at the center of 

the field. It is also assumed that in Poisson distribution the nodes form a cluster with an equal 
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average number of nodes inside the nodes‟ Rcontest. Thus, in every range, we assume that the 

determined CH should receive the same number of data packets from its member nodes, 

probably in which case it consumes nearly the same amount of communication energy.   

In addition, a node with a better utility value or residual energy should be always in the 

competition of CH-enabled state. Every appointed-CH is located in the distance of Rcontest 

range. The role of CH is also cordially rotated in the network. So, as it is already assumed the 

average distance for each CH in the region from the BS is dtoBS =  0.   
 m

 
. This is providing 

us to set out what would be happening in the process of an actual CH determination. After 

certain communication rounds, sensor nodes that are found in the given region are expected to 

balance their energy level. In the same context, the energy cost of being a CH for the nodes in 

the same range Rcontest should be expected to be similar. Hence, the cost c will be locally almost 

the same for nodes that are found in the same competition range, i.e., ECH ≈ c.   

The other parameter that needs to be determined is the energy cost of communication ( ) by 

each non-CH node (i.e., member node) in transmitting its sensed raw data to its nearest CH. 

Usually, the value of   depends on the distance each node has from its respective CH as well as 

the size of the data packets (assumed to be the same: k bits) this node needs to transmit.   

Let us represent the distance node j has from its CH as djCH and the energy cost of this node as 

 j. As the CH node is determined, the distance djCH might be a bit different in each round of 

communication. Thus,     may be different that needs to be estimated. However, since the nodes 

join a CH node in their respective Rcontest as well as the role of CH appointment is also rotated 

among those nodes inside this range. Thus, it is possible to assume that a non-CH node has the 

same average distance from its CH. The CH workload alternates between these nodes. In such 

condition, the individual distance parameters are also assumed to be almost the same for every 

node after some rounds. As a result, there is no reason to assume the energy cost of an 

individual node to transmit its packets to the nearby CH to be the same after some rounds, thus, 

E   -   ≈  .  

Therefore, at an equilibrium state if we consider the energy consumption of an individual node 

as E   -   ≈  , and the energy dissipated by a CH as E      . 

  = E     E       =                                                                ( .  ) 
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Then, we may reevaluate the probability of a node volunteering itself as a candidate CH in the 

M-node evolutionary game. So, when nodes reach an optimal stable equilibrium, the cost-to-

benefit ratio of GREET cluster-based algorithm which was previously analyzed 
  

  
=   will be 

amended as, 
(  -   ) 

(  -   ) 
=    where (0     ). Accordingly, the previous assumptions of nodes 

existence at an equilibrium dynamics will be reclaimed. Here, the actual cost and benefit 

obtained by the nodes will be analyzed. The actual benefit of Nc-node is     instead of b 

while at least in its neighbor there is a C-node, since in the actual case: this node has to 

consume its energy to transmit its sensed data to the neighboring CH. In the same manner, for a 

node that is playing C-strategy (i.e., C-node) the cost of performing CH task will be    , 

instead of c. Consequently, at a local equilibrium, nodes evolution (as of Equation 5.8), the 

nodes bidding or no bidding for CH role becomes:    

   –     
(    ) 

(    ) 
∑ .

 
 
/    ( –   )     

 

   
 = 0                                     

 

  = 0

 

Thus, by substituting, 
(  -   ) 

(  -   ) 
=  : 

   –      ∑ .
 
 
/    ( –   )     

 

   
 = 0                               ( .  )

 

  = 0

 

Hence, the equilibrium probability xC
(*)

 is derived for our evolutionary cluster-game. Deciding 

whether to volunteer as a candidate CH or not is a symmetrical mixed strategy for nodes in 

order to receive the same benefits. This means for a set of CH-enabled nodes that are located in 

the same Rcontest, a cooperative operation is a natural phenomenon. Therefore, mutual network 

operation is naturally developed by this dynamic evolution. Any mechanism of cooperation 

enforcement (such as a reward) might not be required in this algorithm. The message overhead 

would have much more increased if such mechanism had introduced. That would have affected 

the network performances much.  

N-nodes need to broadcast a simple GREETING_MSG to announce their existences in the 

course of initialization phase. After these announcements, every node learns the information 

about its neighboring nodes. Hence, CH-enabled nodes evolve and execute the equilibrium 

probability at a local level in order to announce themselves as a candidate CH. Suppose K 
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numbers of nodes decided to announce the message CANDIDATE_CH_ANM at the 

equilibrium probability xC
(*)

 that should be shared with other nodes in the same Rcontest region.  

As such, determining actual CH in the given region will be the next phase.    

Hence, from accessible CH candidates (if they are more) that interact inside the same Rcontest, a 

single candidate should be allowed to win the actual CH competition. Assume the number of 

appointed-CHs is Tc. Such appointed-CHs are broadcasting an ACTUAL_CH_BRD message.   

So, the non-candidate CH nodes that hear an ACTUAL_CH_BRD message shall request to join 

the nearby actual CH. In so doing, they broadcast a JOIN_ACTUAL_CH message. Thus, 

     numbers of non-candidate CH nodes need to join their nearby actual CH during the 

current cluster formation. Lastly, the data transmission schedule is assigned to all non-

candidate CHs nodes in the surrounding of each appointed-CH. Once again the number of 

actual CHs that wish to broadcast a TDMA_SCHEDULE will be Tc.   

The total number of messages overhead becomes,               =        . 

Thus, our GREET algorithm has O(N) asymptotic order. 

In general, the issues of message complexity for GREET routing algorithm is resolved by 

adjusting equilibrium probability xC
(*)

. If an ample number of candidate CHs enters into the 

competition, a good quality of actual CH distribution would be expected. Since it has already 

been noted in the above analytic evolutionary dynamics (Section 5.2.2) the number of 

candidates K were estimated in accordance with the xC
(*)

.   

The maximum value of xC
(*)

 should produce too many numbers of K, and as a result, produced 

message overhead should be increased. Such issues are particularly observed when active 

nodes located in the certain region started to die. As the number of these nodes has reduced, 

their xC
(*)

 has increased and that affects the distribution of nodes with remaining energy, which 

has been observed in the simulation, i.e., rounds at which all node deaths have been reduced.  

On the other hand, when nodes reach small values of x
(*)

, from those available nodes in the 

neighbors, less number of candidates has to announce themselves. This increases the number of 

nodes that adopt direct communication in the current round. In the due course, such nodes 

consume much energy that limits their lifetime. So, the message overhead of this algorithm 
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should be adjusted by guaranteeing a good quality of candidate CH distribution. In this context, 

the equilibrium probability of volunteering as a candidate xC
(*)

 has to be adjusted.    

5.4.2 Players Grouping in Agencies 

In order to challenge the capabilities of our algorithms, so far we have analyzed the worst case 

scenario about nodes‟ representation. In such context, we assumed that each node represents an 

agency by itself in the evolutionary dynamic model. As a compliment, in this section, we model 

analytically the case where more nodes can belong to the same agency. In that case, the selfish 

player is the agency: nodes from the same agency behave collaboratively, forming a coalition 

whenever they happen to be in the same cluster. 

Here we outline such a generalization in terms of the analytic model. The change with respect 

to the previous setting is that if two or more sensor nodes belonging to the same agency meet in 

a region, they must collaborate with one another, i.e. form a coalition, adopting a coordinated 

strategy behavior. We denote coordinated coalition strategies with a hat sign. A coalition can 

play  ̂ or   ̂. Playing   ̂ for the coalition means that all the members play Nc; playing  ̂ at 

coalition level, means that only one chosen member plays C and the remainder play Nc. 

Let us indicate by G the number of agencies – each agency being indexed by g, and let Ng the 

number of sensor nodes of agency g; let the total number of sensor nodes be N = ∑ Ng
G
g . So far, 

we had assumed    =  , i.e.   =  . Now we allow           . Hereafter, we compute the 

payoffs in those scenarios; furthermore, we discuss the impact of the payoff on the replicator 

equation and on the equilibriums. Notice that in the payoff computation we take the point of 

view of the agency (as, in fact, we already did in ECG model, where   =  ). 

An important point is that the dynamic system can depend on whether we are assuming that the 

players are aware of each other‟s affiliation before announcing their choice (informed choice) 

or not (uninformed choice). The former case corresponds to the setting where the information 

about the owning agency is broadcasted with the Hello GREETING_MSG, which precedes the 

announcement; the latter case corresponds to a setting where that information is broadcasted at 

the time of the announcement.  

Hereafter, we assume that the nodes broadcast their agency affiliation with the Hello 

GREETING_MSG, i.e., in the informed choice setting. It follows that nodes can adopt some 
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form of inter-agency collaboration before making their choice. A simple collaborative model 

consists in assuming that nodes have some way of agreeing on a common strategy with the 

members of their agency (either by predetermined rules or with a round of further information 

exchange or negotiation). In this case, each coalition can behave as a single (“extended”) 

player. 

What counts, thus, is how many times the extended players, i.e., distinct coalitions, meet in a 

round: we fall back to the case of many-player interactions, except for the fact that the number 

of players is equal to the number of non-empty coalitions involved in the interaction and that 

this number fluctuates from one round to the next, a formal statement of the solution strategies 

follows. Assume that, at each round, clusters are formed by drawing M-players at random from 

the population. The fact that they are owned by distinct agencies determines a partition of the 

M-player set: each partition block is a coalition with kg elements belonging to the same agency 

g. Let   =    d(*    *      . . .    +        0 +) the number of the agencies actually represented in 

the M interacting player set of a round. 

Let us consider the point of view of a coalition   , represented by, at least a player. The 

nontrivial equilibrium strategy, for a player belonging to agency   , depends on the following 

conditional strategies. At the beginning of the round, we should find out kg  and k; if kg  = 1, 

i.e., there are no agency-fellows, play C with probability xC
(*, K)

, solution of Equation 5.8; if 

kg     i.e. there are agency fellows, agree with them a common strategy, so that the coalition 

plays  ̂ with probability xC
(*, K)

, Equation 5.8.  

5.5 Summary 

In this chapter, GREET, an energy-efficient cluster-based routing algorithm is proposed to 

model the behavior of individual nodes that randomly engage in group-wise interactions. Such 

interactions have been done by individuals in their independently formed group. In this context, 

individuals change their strategies in accordance with the observations about their neighbors. 

The decision of individuals is in line with comparing their relative advantage provided by an 

average payoff. As such, they achieve a stable equilibrium to adopt the strategy that performs 

better in the aspect of replicator dynamics.  
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The proposed GREET algorithm executes in round. The studied analytical stability has been 

confirmed through accompanied by numerical simulation that both C-nodes and Nc-nodes 

could co-exist in the clustered population. The primal advantages that are achieved in GREET 

are, thus, summarized as follows: 

i. GREET Algorithm is a Fully Distributed: Individual nodes interact independently with 

each other through localized communication. In the course of this interaction, these nodes share 

their own information, and also learn the information about their neighbor. This is the initiation 

phase where nodes gather the overall information they need to analyze in order to participate. 

Then, the dynamic equilibrium strategy reached when everybody agrees to adopt it, in order to 

get better benefit in packet transmitting. As such, the stable equilibrium brings up some partial 

nodes for candidate CHs announcement. Hence, the algorithm procedure is a distributed where 

node autonomously chooses how to perform well.   

ii. Low Control Overhead: In the context of sensor networks, the broadcast nature of the 

medium must be taken into account. The battery-operated nodes consumed their important 

energy during this message overhead. Hence, it is desirable to reduce the control overhead of 

nodes to extend the time of data gathering. It has been shown that this algorithm has an 

asymptotic order of O(N) control overhead. This makes GREET algorithm better in message 

overheads when compared it with others, namely CPF, CROSS, and CORE. In the former 

algorithm, the nodes consume less resource since their interaction should be limited to Rcontest 

range. In the latter case, the computational, and the operational cost of CH-determination will 

be high since the whole nodes are interacting globally. Such a global interaction is obviously 

unrealistic, for a tiny node that has limited power coverage. In addition, such a larger 

transmission distance consumes much more energy on radio communication which also brings 

in more signal interference. 

iii. Energy Balanced Clustering Mechanism: The algorithm harmonizes the energy utilization 

since packet routing workload is equally distributed and shared among every node. This would 

be executed at the equilibrium dynamics of individual nodes in which they are expected to 

track their resources in relation to their neighboring nodes. At these equilibrium strategies, each 

individual adjusts its behavior of participating in the routing algorithm by considering the 

information of its neighbors in addition to evaluating its benefit and cost. In due course, this 
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individual sets whether to contribute to the algorithm or not at the local level. Such an 

equilibrium adjustment by itself is also balancing energy consumption.   

GREET algorithm would balance the energy consumption of CH nodes in two techniques: a) 

Local CH distribution; b) Rotating the workload of CH 

a) Local CH distribution: The nodes which determined as an actual CH to represent its 

neighboring node is at least Rcontest meters away from other CHs. It is expected as a node 

that has a better residual energy. The operated-CHs should uniformly be distributed 

relatively at an equal distance in the network. Thus, the distribution of nodes in the 

formed cluster is obviously harmonized so as to balance the workload among CHs.    

b) Rotating the workload of CH: The node that has served as a CH in the previous round 

would be exempted from the current competition. This node must stay in the state of CH-

disallowed until its remaining energy is not the minimum in comparison to its 

neighboring nodes. It is an idle state when such node conserves its battery lifetime by 

sending its packets through others. In this manner, the role of actual CH is well rotated 

and adjusted among the neighbors in their Rcontest. 
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 CHAPTER SIX: PERFORMANCE EVALUATIONS 

In this chapter, we demonstrate by simulation that, the proposed algorithm takes the dynamic 

system to equilibrium, in analogy to what happens with the analytic model. Accordingly, 

network performance evaluations have been subsumed for validating and assessing our analytic 

model in more a realistic aspect. The performances of our cluster-based routing algorithms 

have been evaluated by considering the residual energy, the network lifetime and the packet 

throughputs.  

The chapter is organized as follows. The overview of simulation is discussed in Section 6.1. 

The basic simulation assumptions and parameters of network setup along with network 

evaluation metrics are provided in Section 6.1. The analyses of simulation results are discussed 

in Section 6.3, and finally, the summary of the chapter is presented in Section 6.4.  

6.1 An Overview of Simulation Systems  

Even for moderately-sized sensor networks with tens of nodes, it is impossible to judge the 

performance of the algorithm by studying it only theoretically. In this case, network simulation 

is considered in order to validate the algorithm implementation in practically. This is the 

common methodology used to evaluate different network algorithms and test the applicability 

of new theories and hypotheses. Therefore, for the purpose of determining the desired 

behaviors of a dynamic equilibrium in our algorithms, we have conducted a simulation that has 

been assessing network performances.     

Modeling techniques will be used since the behavior of the nodes is faithfully imitating the 

response to the system. This has been considered according to equilibrium state data of our 

analytic model. So, the representative data model will be considered in the simulation due 

process. With this representative equilibrium, the experiments will be conducted with the aim 

of understanding and analyzing the behavior of the real scheme. In this respect, a model of 

nodes behaviors has to be adopted. The possible strategies of nodes for packet routing are also 

incorporated into our simulation. As such, the extent of each node‟s behavior has to be studied 

in the population of nodes‟ game. Then, the performance of the system will be evaluated at 

equilibrium dynamic with the purpose of controlling the behaviors of nodes.  
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6.2 Basic Scenario-Specific Assumptions and Estimations 

a) System Network Setup 

Our systematic simulation setup considers MWSNs which consist of N = 100 nodes. They are 

static after deployment. For the purpose of nodes‟ application domain, we have simplified our 

simulation system that these nodes have a common BS. This means, the BS having an infinite 

energy, is a common resource for all authorities. It is placed at the center of the field, and 

accessible by all nodes, in which they are in long-range transmission mode. Nodes that are 

located in the same communication range are able to communicate with each other, even 

though they belong to different owners. If we assume that the deployed nodes are using reliable 

and symmetric packets communication channel, a packet is lost only if the sensor is 

misbehaving.  

In the course of nodes‟ deployment, each node randomly sets what behaviors to adopt from the 

provided possible strategies. Initially, a node considers its behaviors either as cooperative 

(normal) or as non-cooperative (selfish). Instead of statically fixing the number of non-

cooperative nodes, a random mechanism has been employed in our simulation, in which, a 

node determines its behaviors of interactions by itself. These nodes also have the same capacity 

to process it.  

The parameters of hardware designing such as energy consumption and transmission range are 

selected according to [5], [6]. In line with these algorithms, a clustering topology of the sensor 

network is also identified. Table 6.1 shows the summary of simulation parameters.  

Node’s Deployment: This can follow either structured or unstructured manner in a real 

scenario. When nodes are deployed in a pre-planned position they establish a structured 

arrangement; otherwise, their arrangement would be unstructured. The former way of nodes‟ 

deployment has a higher initial cost and it is also infeasible for certain hostile areas of 

applications. In such locations, nodes are deployed in an ad hoc manner (for instance randomly 

dropped from a plane) to perform the monitoring and reporting functions. In our case, such a 

real-time application scenario was considered to deploy nodes in the simulative environment. 

In the same context, we deployed the nodes in a two-dimensional unit square region (xm by ym) 

by assuming a uniform random mechanism [166]. In this mechanism, one assumes that there 

are several independent points where each of them will be uniformly distributed over a region.  
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Table 6.1: Network Simulating Setup Parameters 

Size of the region (xm x ym)  100x100 

Placement of nodes Random 

Number of Nodes Deployed N = 100 

Number of iterations rmax = 2500 

Packet Size k = 4000 bits 

Initial Energy of Sensor Nodes E0 = 0.5 J 

Data Aggregation/Fusion Energy Consumption EDA = 5 nJ/bit/report 

Amplification Energy (Free space power loss), d > d0 Efs = 10pJ/bit/m
2
 

Amplification Energy (Multi path fading power loss), d  d0 Emp =  0.0013pJ/bit/m
2
 

Average distance of nodes from BS d    = 0.   
 m 

 
 

Average distance of nodes close to CH d       =
 m 

√   
 

Parameter w is defined as cost-to-benefit-ratio   (0  w  1) 

Parameter d is defined as reward-to-benefit-ratio (0  d  1)  

Number of Nodes: The overall number of nodes needed in our simulation has been assumed in 

accordance with the area of nodes‟ deployment. Thus, there are 100 nodes (N = 100) that were 

considered in our virtual reality of 100m by 100m size of the sensing region. Each node has a 

unique identifier number called SENSOR_ID.   

Homogeneous Nodes: In this dissertation, we assume that the initial energy is uniform, and the 

computing power is the same for all nodes. They have equal capabilities in the evolutionary 

game involvement. Thus, sensor nodes compete equally in their due processes. As such, there is 

no external factor that can discriminate their competition. 

Transmission Power: The quality of communications will be enhanced by adopting an 

appropriate transmission power. The radio transceiver is the main source of energy consumption 

in WSNs. In this process, the transmission power should be adjusted according to the node‟s 
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current needs. Such design techniques will decrease the energy consumption and signal 

interferences effectively and result reduced packet collision and prolonged network lifetime.   

Transceiver and antenna design are the parameters that must be considered in these designs. 

However, going into the physical details of wireless channels is beyond the scope of this study. 

Thus, we adopted along with the standards given in  [5], [6], [97], [98]. 

 Energy Dissipation Mode: Since the individual node is power-driven, there has to be a 

critical sensor network design to manage its energy. Concerning the issues of designing, in this 

case, the radio-energy model that was discussed in Section 2.2.2 has been considered. Thus, 

this model is widely used in evaluating the energy dissipation of nodes in the cluster-based 

algorithm for low-energy radio devices. This has also been assumed as a benchmark standard in 

the various currently ongoing researches of cluster routing designing.  

Number of Neighbors: This is the number of sensor nodes that are located within other nodes‟ 

transmission range even though they belong to different owners. For instance, if one node 

broadcasts its information, individuals getting such announcement will be considered as its 

neighbors (this has been discussed in Section 5.3.1).  

b) Simulation Environment 

MATLAB software was developed by Math Works Inc., in which its name stands for matrix 

laboratory [167], [168], [169]. It is normally considered to be the best software package applied 

in order to study and analyze very large data. This can be attributed to its capabilities, 

flexibilities, and reliabilities combined with its powerful graphics. Moreover, it provides 

hundreds of reliable and accurate interactive functionalities that are built-in mathematically. 

Thus, these built-in functions are further used in the modeling of a broad range of our 

numerical equilibrium studies. 

A previous study in [170] indicated that little differences in selecting a network simulator can 

actually bring about quite different results. Consequently, there is a possibility of reaching 

different conclusions. This is to emphasise the fact that extreme care has to be taken in 

selecting an appropriate network simulator in representing real scenarios. Conducting 

simulation is actually the most widely accepted mechanisms to investigate the practical aspect 

of networking communications. As such, the characteristics of the selected software in 
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capturing the performances of the model should be considered as such at the moment of 

deriving the model conclusions. Developing awareness about the selected software‟s potential 

performance and inconsistencies is also another issue to be considered. 

In the current study, the aims of simulation were two-fold viz. analyzing the testability of the 

dynamic equilibrium system numerically, and assessing the validity of our proposed cluster-

based routing algorithm in terms of network metrics. These should be done through analyzing 

the strategies of uncooperative nodes that will be followed by the development of cluster-based 

routing algorithm at the equilibrium dynamics of nodes. MATLAB is a more desirable network 

simulative tool as such to be considered for simulating and assessing our proposed scheme. In 

this case, the highest performance of MATLAB in numerical computation and data analysis 

will be utilized effectively. Accordingly, the complex and the largest numerical numbers of the 

dynamic evolution of our equations can be easily analyzed and interpreted. This is analyzed by 

visualizing the interpretation and association of the equilibrium stability state of the nodes.  

Thus, these numerical results can be incorporated into the development of cluster-based routing 

algorithm that helps each node to adjust its strategies in packets communications. The behavior 

of a node in the algorithm should dynamically be captured and updated in the due process. In 

this regard, the strategy should be changed (between cooperative and non-cooperative) at every 

round of packet transmission. In these considerations, nodes in the modeling should 

straightforwardly interact with nodes in the population. In the same vein, their benefit and cost 

of strategic interaction for transmitting the packets should be analyzed. Furthermore, this 

software provides a fast and easy way of simulating the prototypes of the sensor network being 

its working interface is also user-friendly.   

c) System Evaluation Metrics 

This section discusses the set of network evaluation metrics that are used to evaluate the 

performance of our algorithms. In this regard, the objective of sensor networks deployment and 

their intended applications have been taken into account. Accordingly, the duration of nodes is 

an important issue that one needs to assume in sustaining the qualities of data sensing and 

transmission. It is the length of service time which the network is able to deliver effectively. 

This means the packets communication would be determined by whether nodes are available to 

deliver such services or not. This is an issue that is considered in the functionality of WSNs. 
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Thus, assessment of network lifetime is one of the most important and widely accepted metrics 

with respect to evaluating the performance of any proposed algorithm. 

Several definitions of network lifetime have been provided in the literature. Some of them were 

considered as the time at which a certain amount of nodes die for the first time once a network 

started to function [14], [90], [171]. The time after which there is a region no longer covered by 

the network is also another definition that has been studied in [172], [173]. It is also defined as 

the time until exactly half of the nodes are alive in the network [16]. These definitions would be 

appropriated along with the various applications of sensor networks although the one that might 

fit into the latter two definitions are very limited.  

The definition that makes more sense and which was applied in our study is the time when the 

first node dies in the network. Therefore, in our simulation analysis, network lifetime was 

measured in terms of the round when the first node dies as a result of depleting its energy. That 

is the numbers of rounds that the BS would continue to receive data packets from all sensor 

nodes. This is also considered as a time period in which the network is expected to provide a 

stable service.  

 If a node in the network dies, sometimes it would be unrealistic to assume that the remaining 

network will perform well. A likely reason could be that any data packets cannot reach the BS 

from that area where the responsible node is dead. Besides, this may lead to an early 

partitioning of network architectures into two or more where there are certain nodes‟ data 

packets that could not reach the intended destination. Obviously, this, in turn, reduces the 

packet throughputs. The time interval between the first and the last node dies is also assumed to 

be the network unstable period. 

In this case, to assess the performance achievement of our algorithms, mainly, we are 

motivated by the network lifetime as the node that first runs out of power (First Node Dead 

time, or FND). This is directly related to the network‟s energy conservation plan. When a node 

runs out of power, the network cannot fully perform the tasks which are assigned to it. This 

may affect the overall service qualities. Additionally, in order to elaborate on the efficiency of 

our routing algorithms, we have considered Last Node Dead (LND) and residual energy of the 

network. Here, the former will be defined as the round at which all nodes drain their batteries 
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while the latter is the number of nodes with positive residual energy. The residual energy of 

network measures the total number of nodes‟ distributions that are still alive.  

In the end, the performance of our algorithm is evaluated using packet throughput metric which 

is the total amount of data packets sent over network by sensor nodes [173]. It includes the 

packets that are sent from nodes to the BS, in addition to the packets sent from CHs. 

6.3 Simulation Results and Discussions  

In this section, the evaluation result of our analytic based algorithm will be presented along 

with the other standard cluster-based routing algorithms, viz. CROSS and LEACH. For such 

algorithms, their output data been reported along with the payoff parameters that have been 

taken randomly from the analytical model.  

The evaluation performance has been measured according to LND, FND, networks‟ residual 

energy, and packets throughput. The discussion for such algorithmic comparisons is 

represented as follows.    

a) Cluster-Based CPF Algorithm 

This algorithm has been evaluated according to the main parameters w and d.  As it has been 

stated in Section 4.5.1, the CH (also called Forwarder-head) is selected from C-nodes. Once it 

is announced the other nearest nodes will join it as members in their respective communication 

range. CH is also rotated among the potential nodes by computing their collaborative history. 

Energy consumption is fairly shared among all nodes to improve the network lifetime. This 

improvement should be maximum when the cost of cooperation is less, as well as the 

incorporated rewarding, is maximized. In this process, a node will be vastly interested to form 

collaboration in order to retrieve its own utility. This shows that cooperative packets 

communication among non-collaborative nodes could by far improve the network performance.    

Considering the different values of w, the FND of WSN is shown in Figure 6.1. The 

performance that CPF and CROSS algorithms achieved has a relationship with the values of w 

while, as expected, LEACH has no relationship. Accordingly, CPF achieved better network 

lifetime than both algorithms when it has w values: (  0.  and   0. ). In particular, it 

achieves longer nodes lifetime when w = 0.1 and d = 0.9. This is due to the fact that under 

fewer w and larger d, the nodes get the largest payoff value for collaboration, i.e., the 
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equilibrium probability will be increasing. As a result, a larger number of nodes will be 

interested to join C-strategy by analyzing that probability. Then, from available C-strategies, 

several times the node which has a maximum cooperative-rate has been selected as a CH.   

           

Figure 6.1:  The First Node Dead for Different Values of w 

As w increases, FND is kept decreasing for both CPF and CROSS. When compared with 

CROSS the reduction is insignificant in CPF due to the mechanism of rewarding. Thus, unlike 

CROSS, CPF performs better even though the cost of collaboration has increased. Otherwise, 

CROSS performs better than both algorithms when it achieved a better collaborative 

equilibrium, i.e., (0.        0. ). In this interval, the performance of CPF is between the two 

algorithms.  

Considering the different values of w, the LND for three algorithms is shown in Figure 6.2. It is 

clearly shown that LEACH achieves better than the two algorithms while the performance of 

CPF ranked second. This could be for the reason that, when the number of active nodes in the 

network started to decrease, the cooperative probability of the remaining nodes will get 

increased for both CPF and CROSS algorithms. This probability will be increasing 

significantly as more and more number of nodes run out of energy. In this case, both algorithms 
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begin to consume energy with an increasing rate, resulting in higher energy consumption. Thus, 

as it has been shown by simulation results, LEACH has achieved better network unstable 

period comparing it with the other two algorithms.   

Even though this is the case, still, the CPF algorithm performs better than CROSS when we 

consider the numbers of nodes that lastly died. In CPF the number of a CH node is kept 

balanced even if a larger number of cooperative nodes are present at a current round. In this 

case, each collaborative node that has not served recently as a CH needs to broadcast and 

compare its rate of cooperation with its neighboring nodes. Accordingly, only one node that has 

a larger cooperative-rate has to be determined as a forwarding node, thus, it is a CH. 

                 

    Figure 6.2: The Last Node Dead for Different Values of w 

In Figures 6.3a, 6.3b and 6.3c the comparison of LEACH, CROSS and CPF algorithms in terms 

of the number of nodes that are having positive residual energy with respect to the different 

values of payoff functions are shown. These represent the distribution of nodes with positive 

remaining energy in relation to the round of packet transmission. CPF has a large number of 

nodes with positive remaining energy when it has fewer cost-to-benefit and larger reward-to-

benefit ratios. When such proportions are inverted, on the other hand, the number of nodes with 



 
CHAPTER SIX: PERFORMANCE EVALUATIONS 

 

146 

 

positive remaining energy will be reduced. In this respect, the achieved equilibrium is less, for 

the reason that the cost of cooperation has been increased. That means some nodes might not 

hear any of FH announcements. As such, by evaluating their cooperative-rate these nodes bid 

for FH to transmit packets. In the due courses of such iterations, the CPF consumed much 

energy power compared to other algorithms. 

The distribution of nodes with positive remaining energy is shown in Figure 6.3a for the three 

algorithms when d = 0.5 and w (0.1, 0.5, 0.9). Accordingly, CPF (w = 0.1, d = 0.5) and CPF (w 

= 0.5, d = 0.5) algorithms perform better than LEACH and CROSS, while the algorithm 

performs less than the two algorithms when w = 0.9 and d = 0.5.  

The CPF (w = 0.1, d = 0.7) and CPF (w = 0.5, d = 0.7) algorithms perform better than LEACH 

and CROSS algorithms, while CPF (w = 0.9, d = 0.7) performs less than the two algorithms as 

it has been shown in Figure 6.3b. 

In the same manner in Figure 6.3c, CPF (w = 0.1, d = 0.9) and CPF (w = 0.5, d = 0.9) perform 

better than LEACH and CROSS, while CPF (w = 0.9, d = 0.9) performs less than the two 

algorithms although the highest reward-to-benefit ratio is provided.  

In all of the above cases, as a summary, it is observed that CPF (w = 0.9) performs less than 

LEACH, particularly, starting from the rounds when near to 10% of nodes are dead. This is due 

to the fact that initially, nodes will not adopt C-strategy as the cost of cooperation is high as 

well as the number of available nodes are maximum. As a result, in the early deployment 

phase, many nodes interested to assume Nc-strategy, in which unnecessarily they consume their 

energy since they bid for FH role repeatedly. Then, later when some nodes start to die and the 

number of active participants is reduced, the remaining nodes instantly opt to switch to 

cooperation.  

In short, the CPF algorithm has an advantage in achieving collaborative packet 

communications: resource consumption is well-adjusted between involving nodes by forming a 

cluster to route packets for members. The role of FH is distributed among these nodes. The FH 

is also rotated between nodes in the network based on their collaborative scenarios. The energy 

consumption of this FH has consistently balanced. Thus, the cooperation diversity has been 

utilized while the network lifetime gets improving.     
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 Figure 6.3: The Number of Sensor Nodes with Positive Residual Energy in LEACH, CROSS and CPF Algorithm with Respect to Different 

Values of Payoff Functions: a) Payoff Parameters, d = 0.5 and w(0.1, 0.5, 0.9); b) Payoff Parameters, d = 0.7 and w(0.1, 0.5, 0.9); c) Payoff 

Parameters, d = 0.9 and w(0.1, 0.5, 0.9)
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b) GREET Algorithm 

In order to validate the numerical analysis that has been described in Chapter Five, we 

simulated and assessed the results for GREET routing algorithm. As it has been noted earlier, 

this algorithm was proposed to overcome the limitations of CPF. As such, the implementation 

of a fully distributed algorithm has been materialized based on local information. A limited 

number of collocated nodes interact with their neighboring nodes to reach an evolutionary 

dynamic equilibrium that passes between them. An interesting result of network lifetime has 

been obtained and discussed.  

According to the results obtained, there is a tradeoff between the performance of GREET 

algorithm and parameter w. As w increases, i.e., (w   1),  the equilibrium probability of 

candidate CHs decreases. In this case, selfish nodes tend to wait for some other nodes to 

perform the task of sending packets on their behalf. Selfish nodes do not want to risk 

themselves by sending packets to the BS. When no node is disposed to be a candidate CH, then 

less number of actual CHs exists in the surrounding network. In this case, each sensor 

consumes much communication energy for switching into direct communication. As a result, 

the network lifetime of GREET routing algorithm is reduced as w increases, which is also the 

case for CPF and CROSS algorithms.  

The relation of FND for LEACH, CROSS, CPF, and GREET is shown in Figure 6.4 for 

varying values of w. Notice that in LEACH, the FND is not a function of the parameter w; on 

the contrary, it depends on w in CROSS, CPF, and GREET. With respect to this metrics, it is 

apparent that GREET outperforms those three algorithms. This happens because, in GREET, 

the key factor that determines the role of CH is the residual energy of nodes. The node having 

less residual energy has to be exempted from a CH-determination. As such, the role of CH is 

fairly rotated between every member node. That makes GREET better than the other algorithms 

in terms of balancing the energy consumption among nodes. Thus, the network stays for a 

longer time period to provide a stable functionality. 

On the other hand, the other algorithms are unable to consider a node with critical energy in CH 

selection process. It is observed that the procedure of CH selection is based on a probabilistic 

way in such algorithms. Accordingly, there is the possibility that „hot-spot‟ node (i.e., a node 

which has a minimum energy level) is selected as a CH. Such a selection could be made 
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regardless of whether the current node has a very low energy level or not. Then, a set of other 

nodes which are located nearest to such a CH node are likely to join it. That means they 

become members by sending their gathered data to this CH. In due course, the current CH 

depletes its energy while trying to perform the role of CH. In this scenario, this node will be 

soon exhausted. The key technical problem of these algorithms (CPF, CROSS, and LEACH) 

may be that they cannot solve the tradeoff between prolonging the lifetime for individual nodes 

and that for the entire sensor networks.   

                

Figure 6.4: The First Node Dead for Different Values of w 

The LND for LEACH, CROSS, CPF, and GREET is shown in Figure 6.5 for different values of 

w. Again GREET outperforms the other algorithms. An interesting observation is the 

following: GREET achieves a maximum LND for a value around w = 0.4, i.e., approximately 

where the simplified cluster game of the previous chapter was reaching an equilibrium state.  

For smaller values of w, LND decreases, since the average number of candidate CHs per round 

has increased. In other words, the smaller the cost-to-benefit ratio of being a CH, the higher the 

number of nodes bidding for the CH role, and thus the higher the expected number of 
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appointed-CHs per round. Otherwise, some of the currently message broadcasted candidates 

have to rollback into the normal state in which their energy has unnecessary been consumed.      

Conversely, for larger values of w, LND degrades i.e., fewer nodes are willing to be a 

candidate CH (though that might be changed later when the number of active nodes started 

decreases). In such cases, nodes have to communicate directly with the BS since they have 

been loner nodes (or some nodes might have acted as selfish), thus, reducing their lifetime. All 

nodes being CHs and no node being CH is the same as in both cases nodes established direct 

communication with the BS.    

 

Figure 6.5: The Last Node Dead for Different Values of w  

On the other hand, while in LEACH the LND has no relation with w, LND of CROSS, CPF 

and GREET decreases as the values of w increases. As such, at around w = 0.9, LEACH 

overtakes the other algorithms in terms of LND. As it has been already noted, in those 

algorithms, the probability of cooperation will decrease when nodes are unwilling to share their 

resources. Thus, non-cooperative nodes refuse to be CHs or to forward the packets to others.   
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Figure 6.6 shows the algorithms‟ performance in terms of the number of nodes with some 

residual energy. It measures the total number of nodes still alive, which is evaluated at each 

transmission round. As for the equilibrium probability in the cluster game, GREET has the 

highest energy saving around w = 0.4. Obviously, the energy expenditure rate of GREET is 

more balanced than that of LEACH, CROSS, and CPF, since CH has been determined in 

accordance with the node‟s residual energy. Nodes that have recently served as a CH also stay 

in the CH-disallowed state until their residual energy is almost the same as that of their 

neighbors. Moreover, the actual CHs are approximately uniformly distributed over the whole 

area, because every CH is at least Rcontest meters away from any others. Consequently, the 

energy usage of all nodes would be more efficient.   

 

Figure 6.6: The Number of Nodes with Positive Residual Power 

In contrast, the technique of energy balancing is not adopted into other algorithms (i.e., 

LEACH, CROSS, and CPF). In such algorithms, a CH node is assigned in a random 

mechanism regardless of node‟s current energy performance. It makes the distribution of CH 
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non-uniform. Therefore, unbalanced energy consumption appears to be the case. In this regard, 

certain nodes deplete their energy while the other nodes remain relatively intact (these nodes 

have ample energy). 

Lastly, as shown in Figure 6.7, the average number of data packets sent to the BS has been used 

for evaluation. The number of CHs determines the amount of data received by the BS since the 

data collected by member nodes can be received by the BS via the CHs. Both for the values of 

w = 0.1 and w = 0.4, GREET has a higher throughput than the other three algorithms. This 

happens because around the former value, GREET has achieved better FND, while around the 

latter value, it has achieved effective collaboration. That is, the data packets sensed by every 

node will be effectively expected to reach the BS.   

  

  Figure 6.7: Average data sent to the BS (number of packets)  

From this standpoint, when the values of w = 0.1, CROSS and CPF with d = 0.9 also deliver 

better packet throughput than in LEACH. In LEACH, selfish nodes do not relay the received 

packets to other nodes and also such nodes may not act as CHs even when required to do so. 

Moreover, honest nodes‟ energy is exploited by selfish nodes and hence honest nodes die early. 

As a result, around the values of w = 0.9, GREET features a lower throughput due to the 
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highest cost of collaboration: selfish nodes do not forward the other nodes‟ packets; it has also 

been the case for CPF and CROSS when the value of w increased.  

6.4 Summary 

In this chapter, simulation analysis has been conducted with respect to evaluating and assessing 

the performance of algorithms. Their performance results are compared with CROSS and 

LEACH algorithms using network lifetime or FND, LND, and residual energy.   

The comparison of CPF and GREET shows that CPF performs less than GREET in all aspects 

in the above analysis. It is due to an obvious reason that a larger communication distance 

consumes much more energy, and results in the early death of some nodes in CPF. In such 

interactions, nodes are simultaneously playing evolutionary population game, which makes the 

number of nodes very large. As a result, a node has an extremely small equilibrium probability 

to play C-strategy which is also the case in the CROSS algorithm. In both algorithms, nodes 

also unnecessarily consume their communication bandwidth resources. This might further 

increase the rate of packet collision among the nodes, which might increase energy 

consumption as a result of attempting a retransmission.  

In CPF, for the purpose of increasing the number of collaborators, a mechanism of rewarding is 

also introduced. However, as a matter of fact, executing and storing the rewarding payoff is 

expensive and sometimes inapplicable even. That means to compute the rewarding factor itself, 

nodes consume extra resources (for instance, memory and energy); thus, it is unattainable.       

The simulation results show that GREET outperforms the other routing algorithms (CPF, 

CROSS, and LEACH) in terms of network evaluation metrics namely FND, LND and residual 

energy). For the reason that the whole process of clustering is locally operated in GREET. In 

such local operations, nodes conserve their communication energies. Nodes play an 

evolutionary game with their neighbors to achieve local equilibrium. In such condition, a small 

set of neighboring nodes interact and bid for candidate CH. Then, a potential candidate CH 

announces itself to represent its member nodes in routing packets. As a result, the 

computational and operational cost of selecting a CH is relatively reduced in comparison with 

algorithms such as CROSS. CPF and CROSS consumed much more energy on transmission 

because of the larger communication range. This brings in more interference; thus, network 

lifetime is significantly limited in such algorithms.       
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In addition, techniques such as local distribution and CH rotation are considered in designing 

GREET to balance the CH workload among the individual nodes. Selected CH nodes are 

uniformly distributed in the network since they are Rcontest meters away from one another. In 

such range, a node that is having a maximum remaining energy would be determined as a 

current CH. Then, in the next round, this node is excused from the competition of CH-

determination by comparing its remaining energy capacity with its surrounding nodes. In due 

process, the role of CH is fairly rotated between every node. According to such distributions, 

other ordinary nodes join their nearest CH, in which the workload is balanced among the 

current CH nodes. Thus, GREET efficiently balances energy utilization among nodes compared 

to the other three algorithms. The obtained results from our simulation studies show that 

GREET remarkably extends network lifetime. Thus, unlike the other algorithms, it can 

significantly contribute to delivering better network services. 
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  CHAPTER SEVEN: CONCLUSION AND FUTURE WORKS 

This chapter concludes the dissertation by summarizing the major contributions made in terms 

of research challenges; finally, the possible future works will be presented.   

7.1 Conclusion  

Since sensor nodes are resource-constrained, this raises concerns in their communication. In 

this regard, they may prefer not to cooperate in packet routing with other non-allied nodes. 

Such nodes are selfish agents that are targeting to maximize their own utilities (such as energy 

power) while they are uncooperative in sharing their resources. In this consideration, the 

network is unable to fully provide user expectation functionalities since its performance is 

affected. Thus, achieving mutual network operations between these nodes, in the context of 

designing collaborative routing scheme, is still challenging. In the course of this study, we 

realized such a problem which required a solution.      

In this dissertation, we designed a model that regulates the behaviors of misbehaving nodes that 

is followed by developing resource-efficient cluster-based routing algorithms. Thus, by using 

an EGT framework, we defined an ECG model: a system that is consisting of a well-mixed N-

nodes population where a node competes with other     nodes. In this model, by considering 

the node as a player, we studied both pairwise and multi-players competitive game. Nodes 

contest with each other in the population game by playing a strategy of either C or Nc that 

experience certain payoff in the course of transmitting packets. As such, replicator dynamics 

has been adopted for the purpose of strategic guidance, in which a population of nodes evolves 

and reaches an equilibrium state. These nodes adjust their strategy dynamically towards 

collaboration by analyzing their benefits and other nodes relative shares. 

 The bounded rationality of nodes and their limited interaction capabilities with respect to their 

resources have been considered during model development. From this perspective, the idea of 

using the theory of an evolutionary game over the other theories is given more emphasis. An 

evolutionary process is also characterized by the evolutionarily stable state, which outlines that 

every node must share its resources so as to receive a better payoff. It is also a distributed 

model, whereby the percentage of nodes shares the information by themselves independently. 

Hence, the model gives special attention to conserve nodes‟ resource.  
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The equilibrium behaviors such as stable and unstable (nodes play either C or Nc strategy) have 

been identified. For that reason, with respect to the dynamic behavior of non-collaborative 

nodes, the system should evolve toward a stable state, where individual nodes reach an 

agreement of not turning away from in order to achieve a better network performance. Thus, 

the equilibrium strategy of nodes‟ cooperation should be selected and adopted dynamically. A 

rewarding mechanism was also analyzed, with the objective of fostering collaboration where a 

very large number of nodes‟ contest in a game.    

With this in mind, the emergence of structured equilibrium was analyzed both in theoretical 

and numerical terms. The theoretical analysis used a mathematical computation for a small 

number of nodes while numerical simulations have been conducted for a very large number of 

nodes. The results show that the level of collaborative equilibrium probability xC
(*)

 decreases 

with the growth of w and N. During these states, a large number of nodes preferred to change 

their strategies into non-cooperative. On the other hand, the number of collaborators increases 

when larger rewards are introduced. In this regard, the numerical simulation data are in good 

agreement with the result of what is theoretically analyzed.  

Further, to investigate the quality of the model in real scenarios, cluster-based routing 

algorithms were proposed. First, we proposed a CPF algorithm which is later extended into a 

localized GREET development. In CPF, we studied a model of sensor networks based on the 

introduced incentives. We observed that the system evolved based on replicator dynamics to 

reach a global collaborative equilibrium. Then, nodes considered for implementing this 

equilibrium behavior in the development of CPF algorithm. Furthermore, we developed the 

NcPF algorithm when nodes cannot reach a common collaboration. We compared the two 

algorithms by simulation, in which CPF algorithm is able to extend the nodes‟ energy 

utilization.  

In the development of GREET algorithm, neighboring nodes interact and form a cluster game. 

They autonomously decide what strategy to adapt to get a better benefit. By continuously 

adopting the stable equilibrium that is locally reached between them, these nodes receive a 

better benefit in the networks. Over time, potential nodes are determined through a process of 

natural adaptation to represent their member nodes in the ecosystem. Determining the role of 

CH at a local level and rotating between nodes according to their current energy level are some 
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of the techniques that are adopted. Such a determined node is a CH, and it executes the packet 

routing operations. As such, the correctness and fairness of localized CH selection are further 

guaranteed so as to preserve the lifetime of nodes with little remaining energy.  

Finally, the performance evaluations of our algorithms have been conducted through 

simulations. As such, the network lifetime and the residual energy along with the packet 

throughput have been assessed (i.e., our algorithms have been compared with LEACH and 

CROSS). The CPF better extends network lifetime when compared with LEACH and CROSS. 

Further, the conducted simulations have confirmed that the GREET algorithm outperforms the 

other algorithms in terms of energy utilization and network lifetime to provide better 

throughput.  

In conclusion, there are many cases where our algorithm (viz. GREET) can be applied in the 

realities of sensor networks. In certain remote area sensor network applications, the network is 

left unattended to perform monitoring and reporting once deployed. Many proposed 

environmental sensing applications are also grouped under this category. Thus, rather than 

enforcing collaborative behavior, we introduced an evolutionary mechanism which regulates 

the behaviors of nodes. Accordingly, our mechanism guides every node toward adapting 

strategic stable equilibrium in mutual packet routing.   

7.2 Summary of Our Contributions  

We have presented an achievement of evolutionary collaborative equilibrium as a mechanism 

of regulating the behaviors of non-cooperative nodes. Accordingly, we have proposed a novel 

cluster-based routing algorithm that extends the functional lifetime of the network. Thus, our 

major contributions can be summarized as follows:   

ECG: We have proposed a mechanism of modeling and regulating the strategies of non-

cooperative nodes in designing an algorithm. It has been developed by using an EGT approach 

where every node plays an evolutionary dynamics by adopting either C or Nc strategy while 

receiving payoffs. The advantage of EGT model is that it is more realistic than those 

postulating full rationality: it counts upon the use of little computation by the node, and assume 

observations as the basis for decisions. 
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The equilibrium probability has been derived for the population according to the replicator 

dynamics: the nature that can model by capturing the adaptation of nodes‟ strategy change over 

round, and reaches a stable state. Accordingly, the developed model evolves toward stable 

equilibrium with respect to the dynamic behavior of such nodes. In any case, a node adopts 

mechanisms such as adaptive learning with the objective of updating its strategies. As such, the 

node switches into a more successful strategy in the evolutionary game in order to survive its 

communication resources (such as energy utilization). The achievement of collaborative 

equilibrium is also presented both theoretically and numerically using simulation analyses. Our 

simulation results are in good qualitative agreement with the replicator dynamics results.   

In short, in ECG analytical model, we assumed that the interactions of nodes establish either a 

population game or a cluster game. In the former, the whole nodes interact and share the global 

information while in the latter nodes interact at a local level. In both cases, however, nodes 

receive certain payoffs and adjust their future strategies in the developments of mutual routing. 

Thus, in the model development, the payoff functions have been dynamically analyzed by 

sensor nodes in order to stay in a stable state once they are reached. The rewarding mechanism 

has been introduced into the population game in order to improve the equilibrium probability 

achievements. In this respect, the mutual collaborative goal is achieved when individually-

owned nodes reach a common agreement.    

The amended model called cluster game has been applied to balance the energy consumptions 

between neighbors, (limited number of nodes‟ interactions) by locally achieving evolutionary 

stable equilibrium without the enforcement of any external mechanisms. The advantages of 

locally computed analytic model are twofold: (1) dividing big sensor networks into small sized 

sub-networks with a small number of nodes, (2) GREET algorithm uses parallel processing 

which is done in each cluster. Nodes are also considered to be independent players that are only 

concerned with local knowledge. Put it in another way, individual nodes only need local 

information rather than the global knowledge of the whole network for the execution of this 

dynamic evolution. In this respect, sensor node verifies is a utility function with its neighbors in 

order to update its strategy. Thus, in such cases of limited network coverage, the model is 

employed to balance communication resources.   
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We point out that the structure of this game is rather general and applies to many contexts in 

the real world, where the costs of an achievement are shared by the contributors only, while the 

benefits of the achievement are shared among contributors and non-contributors alike. 

CPF Cluster-Based Routing Algorithm: We have proposed a CPF algorithm with the 

main objective of analyzing the behaviors of nodes in real scenarios. The default case otherwise 

called NcPF algorithm is evaluated in the case of the nodes that are unwilling to cooperate, and 

its result is compared with that of CPF. In cluster-based CPF algorithm, misbehaving nodes 

globally start adopting incentive-based collaborative equilibrium. The performances of the two 

algorithms are compared when nodes have better positive remaining energy under cluster-based 

CPF algorithm than when they are under NcPF algorithm. Even if the CPF has some deficiency 

in managing nodes‟ resources, its simulation results have achieved better network lifetime 

when compared with LEACH and CROSS algorithms. So, our proposed cluster-based CPF 

algorithm has important features in sustaining network functionalities.  

GREET Cluster-Based Routing Algorithm: We proposed localized, energy-efficient and 

distributed algorithm. GREET is encouraged by an evolutionary approach when nodes 

randomly engage and reach stable strategy with their neighbors. In such a context, it is 

implemented according to the local dynamic equilibrium which can be achieved and shared 

between nodes across their Rcontest. By so doing, GREET has enormous contributions with 

respect to regulating the behaviors of resource-limited nodes.   

The proposed algorithm sustained the lifetime of energy critical node by incorporating two-

level energy balancing processes. First, such node would not be allowed to return back to CH-

enabled state when starting any new rounds. It would be excused to stay in CH-disallowed until 

its remaining energy is not less than its neighbors. Second, in the case of presented candidate 

CHs that are more than two in the same range, only one with maximum residual energy would 

be allowed to serve an actual CH. In addition, energy consumed by the CH can be balanced 

using the techniques of local CH distribution and by rotating the CH workload. CH is 

determined at every Rcontest meters so as to make the distribution fairly uniform. Similarly, the 

workload of CH rotates between nodes. The rotation has been done according to the utility of 

every node which is computed based on residual energies and equilibrium probabilities. Thus, 
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our algorithm conserves energy by rotating and adjusting the appropriate nodes for CH role. 

Effectively, it also balances energy among the currently determined CHs.     

Further, the algorithm is distributed to help the entire nodes autonomously in forming a local 

cluster. In contrary, any central station is not required to control or to broadcast information at 

every round. According to the conducted analysis, GREET also executes in low message 

control. Furthermore, the computational and operational cost of CH-determination has 

relatively been minimized when compared with the other algorithms namely CROSS, and 

CORE. Larger communication ranges of such algorithms waste much more energy in the 

course of transmission, which is able to bring more interference.  

Extending the lifetime of individually-owned node that forms MWSNs is the advantage that 

our algorithm provides. Thus, unlike CROSS and LEACH, GREET can adapt well to the non-

cooperative nodes to be able to provide to a better packet throughput. In this respective, it 

significantly utilizes the diversity between such network agencies. Our algorithm has 

effectively been performed by establishing an evolutionary collaborative equilibrium in packet 

transmission amongst the differently-owned nodes; and to make sure that nodes accept and 

forward the packets that are produced by another one, on a reciprocity basis. In this regard, they 

can increase the network lifetime globally as well as their own locally.  

7.3 Future Works 

In recent years, there has been a considerable amount of research in the area of sensor network 

applications aimed at optimizing the communication resources. The trend shows that a small 

size sensor node is becoming a natural part of the future development of computer networking. 

As such, the smarter sensor node should be considered as the possible implementation of the 

connection of everything in the world. Thus, the integration of sensor network structures will 

be increasingly diversified in our surroundings. Nodes in such networks may or may not agree 

in routing the packets for one another. In such cases, to sustain the sensor network operations 

overall, collaborative cluster-based routing algorithms such as GREET will be considered. 

Accordingly, this algorithm will be assimilated into the network layer of sensor networks to 

route the packet efficiently.  

Some of the visualized future works that can be considered as a continuation of this work are 

listed as follows:  
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Nodes Grouping in Agencies: In the ECG model, we adopted the worst case scenario, in 

which each node belongs to a different network. This has been analyzed numerically in order to 

incorporate our model into the designing and implementation of GREET algorithm. The model 

with a finite number of selfish agencies each owning more than one sensor node is discussed in 

Section 5.4.3. Its simulative study with respect to incorporating into GREET algorithm will be 

the term of our future works. In addition, the future studies focus on the designing of network 

topologies as well as the applications, where the BS might not be shared by selfish agencies. To 

this end, our development target is extending our current work into a cluster routing algorithm 

where the BS might not be shared (i.e., each selfish agency has got separate BS). 

Heterogeneous Nodes: There are two kinds of clustering schemes on the basis of energy: when 

nodes have same initial energy, the scheme is said to be homogeneous while it is said 

heterogeneous when they have different initial energies of deployment. In the current 

development, the homogeneities of nodes (differ only in position and remaining energy level) 

have been considered. In the future study, we will incorporate the heterogeneities of differently 

interconnected network entities. Thus, the evolutionary dynamics game we proposed in this 

dissertation will be easily extended to the players of nodes with heterogeneous (see also [50]). 

Accordingly, by extending the feature of GREET algorithm, one can develop the evolutionary 

model that studies the behaviors of heterogeneous entities. In line with this, the dynamics and 

ESSs properties of the game would be analyzed for their implementation.  

Repetitive Cluster Set-up: When more than two candidate CHs contest in the same sensing 

region, the determined actual CH will be a candidate node which has a better residual energy. 

The other candidate CHs have to return back to the normal state after receiving an actual CH 

announcement. Then, once the currently appointed CH serves, the algorithm will start a fresh 

phase of the round to determine another candidate (i.e., a new set-up phase again). In such 

scenarios, the repetitious processes of cluster set-up will consume much energy.   

Minimizing such iterations will be one way to reduce such broadcasting overhead. 

Accordingly, to improve this weakness, our future works will incorporate certain mechanisms 

of scheduling. Thus, the currently announced candidate of CHs will get turn-by-turn the chance 

to serve the other nodes as an actual CH. That means, candidate CHs will avoid the state of 

returning to the normal because they need to compete for the actual CH role in the next round. 



 
CHAPTER SEVEN: CONCLUSION AND FUTURE WORKS  

 

162 

 

By so doing, the iteration of cluster set-up will be reduced. In this respect, the extended work, 

therefore, reduces message broadcasting overhead.  

Multi-hop Communication: Most of the contributions made by GREET algorithm focused on 

the cluster set-up stage. In this setting, the duple communication ranges is considered for 

designing GREET algorithm: nodes can disseminate data either in short-range Rcontest or long-

range Lcontest mode. Nodes utilize the Lcontest energy consumption when they are actual CHs to 

send packets to the BS; on the other hand, they consumed the Rcontest one for the remaining 

activities. In due process, nodes conserve their transmission energy by switching between Rcontest 

and Lcontest power amplification.  

There is still much space to improve the lifespan of individual nodes, which will further advance 

the performance of data transmission. A multi-hop communication is a mainstream technique 

for such large-scale MWSNs, in which it conserves the energy of nodes. Thus, the single-hop 

concept of GREET algorithm will be enhanced to multi-hop (CH-to-CH) communication by 

considering an energy-efficient technique. 

Security and Privacy: Securing the data packets in collaborative routing is essential in 

MWSNs. According to this context, due to the collaboration of differently-owned nodes, the 

intercommunication schemes of such networks face security challenges in the form of privacy, 

integrity, and confidentiality. The collaborative cluster routing needs to protect the security of 

the sensed information. These intercommunication resources should be protected from 

unauthorized entities. For instance, in the case when the sensed information is user‟s personal 

information, such sensitive information has to be protected. The collaborative cluster routing 

needs to keep the integrity of the sensed information.   

Such collaborative design will have the necessity of additional security and confidentiality 

mechanisms which certainly lead to extra energy overheads. Thus, to extend the lifetime of the 

sensor network, the security-related problems arising from such design are worth of studying.   
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 APPENDIXES 

A. The Effect of Selfish Nodes on the Network Performances  

Simulation setup: 100 nodes were randomly deployed on the coordination of (400m by 400m) 

with the respect to the BS located at the center (nodes shared the common BS). The other input 

parameters have been shown in Table 6.1. The percentages of selfishness were assumed to be 

fixed (0%, 25%, 50%, and 75%) in the course of deployment.   

 

Figure A.1: Network Lifetime as the First and Last Nodes Die 



 
APPENDICES 

 

182 

 

 

Figure A.2: Packet Throughput and Packet Retransmission Attempts 
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