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Abstracts 
Background: - Traditionally, most of the researchers and expelts in the field of 

infonnation security believed a technological solution to address majority of infonnation 

security issues. However, contemporary studies have shown that non-technical solutions 

including the human behavior and processes are as impOltant as technical solutions in 

safeguarding organization infonnation assets. 

Objective: - To assess the infonnation security culture of Hawassa Referral Hospital in 

order to improve the existing infomlation security culture of the hospital. 

Methods: - A cross-sectional survey was conducted in Hawassa Referral Hospital from 

March-April 2010. A total of314 study subjects were pmticipated for questionnaire and 

in-depth interview. The data was collected by using a non-structured pre-tested 

questionnaire, in-depth interview and document analysis. The quantitative data was 

analyzed by using SPSS version 15.0 and the qualitative data was analyzed manually. 

Results: - It was found that, 66.9% of the study pmticipants have no knowledge about 

infonnation security. About 63% of the respondents reported that management does not 

assist to the implementation and incorporation of infonnation security in the hospital. 

The result of the study also showed the absence of well written and documented 

infonnation security policy in the hospital. 

Conclusion and recommendations: - The study showed that majority of the 

respondents in the hospital has no knowledge about infonnation security. The study also 

revealed that there is a lack of commitment from top management for the incorporation 

and implementation of infonnation security in the hospital. Hence, it is recommended 

that there is a need to provide extra-education and training on infonnation security issues 

for health care providers, administrative staffs and medical students. It is also 

recommended that the hospital management need to increase their support and commit 

enough resources to bring acceptable level of infonnation security culture and practices 

in the hospital. 

VI 



1. Introduction 

1.1. Background 

The technological methods of protecting information may be effective in their respective 

ways; however, many losses are not mainly caused by lack of technology or fau lty 

technology but rather by users of technology and faulty human behavior (Siponen, 2007). 

Rotvold (2008) says "People not only can be part of the problem, but also they can and 

should be pal1 of the solution". People must be an integral part of any organization's 

information security defense system. Keeping information secure is not only the 

responsibility of infonnation technology security professionals, but also the responsibility of 

all people within the organization (Hinson, 2009). 

Guidelines for effective infon11ation security management practices are becoming 

prerequisite for organizations in order to promote the necessary steps to ensure successful 

outcomes. A good information security culture involves employees at all levels to ensure the 

security of data and physical assets. Studies indicate that awareness of security policies and 

procedures is considered as important mechanism to strengthen security practices in an 

organization. Organizations need to continue to be watchful about ensuring that their security 

policies and procedures are enforced and that educating employees remains a top priority 

(Rotvold, 2008). 

Security awareness programs address the need to educate all people in an organization so that 

they can help to effectively protect the organization's information assets. Although many 

organizations have implemented technical solutions to protect information resources from 

adverse events, internal security breaches continue to occur. That is why human actions 

- 1 -



account for a far greater degree of computer-related losses than all other sources combined 

(Hinkle, 2007). Therefore, an approach that emphasizes an information security culture 

within the organization is required to make security as a part of employee's daily work 

routines. In order to develop a successful information security culture within an organization, 

it is a need to understand both technical and non-technical aspects of infonnation security 

(Rotvold, 2008). 

1.2. Statement of the Problem 

According to the study conducted by Hong (2003), patient data collected and stored in 

hospitals and health care facilities is a prime target for malicious data hunters. Among the top 

reasons for tlus, the study found that lack of awareness within the health care industry around 

the frequency and seriousness of identity theft that negatively impacts efforts to control the 

problem and reduce the risk. According to Dawn and Andrew (2007), periodic security 

awareness training for all employees in most organizations is generally low to nil. A culture 

of security awareness is not encouraged in most organizations. 

Information security risks have grown with the rapid growth in the number and types of 

people who have a legitimate interest in the infonnation kept in medical records. Most 

importantly, the best known of many cases involve inappropriate access and disclosure of 

information contained in paper records or in widely accepted hospital infonnation systems 

like those that report laboratory test results. These disclosures highlight the importance of the 

individual responsibilities of those handling confidential information and the critical 

requirement for education and monitoring of individuals with access to confidential material 

(Rotvold, 2008). 
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It is not practical for most organizations to implement 100% protection against every threat 

to every organizational resource. Therefore, it is imp0l1ant to adequately protect sensitive 

infornlation. The threat environment under which the system operates needs to be understood 

in order to accurately assess organization security risk. UnfOl1unately, many organizations 

focus on protecting information from access or sabotage by those external to the organization 

and overlook insiders (Dawn and Andrew, 2007). 

While employees obviously must have access to organization faci lities and equipment, most 

do not need access to all areas of the workplace. Organizations should have a mechanism for 

controlling physical access for their infonnation system. All access must be specifically 

granted to specific individuals. In particular, physicians and nurses should not have routine 

and unlimited access to the records of patients who are not under their care at the moment. 

Because most serious violations of privacy and confidentiality involve inappropliate behavior 

by individuals with authOlized access, an essential feature of clinical infonnation system 

security is the policy for dealing with violations (Dawn and Andrew, 2007). 

Infonnation security culture has been identified as the most imp0l1ant and critical aspects of 

infonnation security. But it is not addressed very well in many researches. Hence, it is high 

time to study this issue. In line with this, lack of attention and awareness given by the health 

staffs concerning health infonnation security in most health institution in Ethiopia is another 

focus of this investigation. In addition to this, this investigation is not studied in Ethiopian 

context and due to the aforementioned reason it is a high time to study infonnation security 

culture. 
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This research allns m assessmg the existing attitudes, belief, knowledge and actions of 

medical and non-medical staff about infonnation security m Hawassa Refen"al 

Hospital/HRH/. It also aims to assess issues and factors which influence infonnation security 

culture and practice in order to help organization to improve their infonnation security 

culture. 

This research will contribute a lot to alleviate the problems that the public hospitals in the 

SNNPR face in identifying factors or issues related to infOlmation security practices. The 

main beneficiaries of this research are public hospitals in the region. The outcome of the 

research may affect the way how the public hospitals address infonnation security issues and 

also bring change in the policies, rules and guidelines in relation to infonnation security. The 

investigator attempted to understand factors or issues that hindered the implementation of 

infolmation security culture and practices in public hospitals in SNNPR, more specifically in 

HRH. More specifically, this study attempts to assess the attitude, belief, knowledge and 

actions of medical and non medical staffs towards infonnation security and aims to answer 

the following questions: 

1. Is there awareness among health care providers and other administrative staffs about 

information security in HRH? 

2. Are there an established culture, mechanisms and procedures for protecting 

infonnation and infonnation assets in HRH? 

3. Does the management have the commitment and support for the implementation and 

incorporation of information security culture in HRH? 

4. Does the hospital have a proper policy and administrative control for protecting their 

infonnation resources? 
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1.3. Objective of the Study 

1.3.1. General Objective 

The general objective of this research is to assess the information security culture of Hawassa 

Referral Hospital in order to improve the existing infonnation security culture of the hospital. 

1.3.2. Specific Objectives 

1. To assess the attitude and knowledge of health care providers and other 

administrative staffs towards infonnation secUlity. 

2. To discuss factors and issues that facilitates the implementation and adoption of 

infonnation security culture and practices in the hospital. 

3. To recommend measures for improving information security culture and practices 

in public hospitals. 

1.4. Significance of the Study 

Primarily, this investigation serves physicians, nurses, laboratory technician, record officers 

and health facility managers as a reference for their further knowledge on infonnation 

security culture. This research will also contribute a lot to alleviate the problems that the 

public hospitals in the region face in identifying challenges related to infonnation secUlity 

practices. This study also helps in filling the gap of human understanding on health 

infonnation security culture and the different factors which helps the implementation and 

incorporation of infonnation security culture. The study can also be a starting point for other 

researchers to study the issue in more detailed and wider geographical area in the country. It 

also serves policy maker or planner as additional reference for the fonnulation of national 

health infonnation security policy. Specifically, the main beneficiaries of this research are 
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public hospi ta ls in the region. The outcome of the research may affect the way how public 

hosp itals add res info rmat ion security issues and also bring change in the policies, I1ll es and 

guidelines in relation to infonnati on securi ty in the insti tuti ons. 

1.5. Scope of the Study 

The study is delimi ted onl y to Hawassa Referral Hospital, which is found in Hawassa city. 

The hospital was selected based on personal experi ence of the researcher to the city. In 

addi tion to thi s, the complex ity of the issue under investigati on, size of the instrument and 

the item, limi tati on of the research time and fi nancial resources and lack of research 

experience fo rced the researcher to delimit the study in the hosp ital. 

1.6. Operational Definition of Key terms 

Information Security: - According to Pfleeger ( 1997), information secwi ty IS the 

preservation of the confi dentiality, integrity, and availabili ty of infonnation and information 

resources. 

Information Security Policy: - A security policy is a fonnal statement of the I1lles through 

which people are given access to an organization 's technology, system and infonn ation 

assets (Weise, Joel and Martin and Charles, 2001 ). 

Information Security Culture: - According to Martins and Eloff (2006), lnfo1l11ation 

security culture is the assumption about what infonnation security behaviors is encouraged 

and what is not. 

Information Security Awareness: - Senge (1 990) refers to infonnation security awareness 

as a state where users in an organization are aware of, and ideally committed to, their security 

rrusslon. 
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2. Review of Related Literature 

2.1. Information Security 

Access to high-quality, complete, accurate and up-to-date information makes managerial 

decision-making relatively easy by reducing the margin for error. Organizations design and 

build information systems that are effective at gathering, analyzing and outputting the 

information they need and secure information systems against risks to their confidentiality, 

integlity and availability. Now days it is not possible to assure 100% information security in 

an organization, however, a comprehensive and reliable information security controls reduce 

the organization's overall risk profile. Good information security builds management's 

confidence and trust (Rotvold , 2008) 

Information security may be defined as the prevention of, and recovery from, unauthorized or 

undesirable destruction, modification, disclosure, or use of information and infonnation 

resources, whether accidental or intentional. According to Pfleeger (1997), information 

security is the preservation of the confidentiality, integrity, and availability of infonnation 

and infonnation resources. Infonnation security maintains three basic services: Preventing 

disclosure of infoffilation to unauthOlized users (confidentiality), ensuring data cannot be 

modified without authorizations (integrity) and ensuring the availability of information to 

authorized users when they require them (Pfleeger, 1997). 

It is important to adequately protect sensitive infonnation. The threat environment under 

which the information system operates needs to be understood in order to accurately assess 

organization security risk. Unfortunately, many organizations focus on protecting 

information from access or sabotage by those extemal to the organization and overlook 
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insiders. It is imperative that organizations recogruze the potential danger posed by the 

knowledge and access of their employees. Insider threats impact the integrity, availability, or 

confidentiality of information sensitive to an organization's and clients (Dawn and Andrew, 

2007). 

According to Deloitte 's 2005 Global Security Survey (2005), organizations are now 

beginning to recognize that technology is an enabler, not the solution, for implementing and 

executing a sound security strategy. According to the above study, the top three success 

factors (i.e. management SUppOlt of information security policies, users following 

infonnation security policies and qualified security staffs) hi ghlight the need for public and 

private entities to focus more time and attention on policies, processes and people, all areas 

which have been traditionally overlooked in favor of trusting hardware and software to solve 

secUlity problems. Studies have also shown that non-technical issues are as impOltant as 

technical issues in safeguarding an organization's sensitive infonnation (Dhi llon and 

Torkzadeh, 2006; Siponen and Oinas-Kukkonen, 2007). 

Technical security controls are strong but they have to be correctly specified, designed, 

developed, implemented, configured, used and maintained - all of which steps involve human 

beings. Simply put, security-aware managers, staff and infonnation technology professionals 

make better use of technical security controls (Rotvold, 2008). Fonnal security policies, no 

matter how carefully they are written, are of little value unless employees know about them, 

understand their obligations and actively comply. Infonnation security has to become second 

nature for employees i.e. an inherent part of the corporate culture, as natural as wearing a 

seatbelt in a car. The goal is to establish and maintain an organizational culture where 

infonnation security is second nature to all employees (Deloitte, 2005). 
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Management needs to incorporate infonnation security as one of the characteristics of the 

organization and demonstrate its commitment to, and involvement in, the processes of 

implementing it effectively. Management also needs to appoint a specific team or person to 

take responsibility for instilling the correct way in which things are done regarding 

information security (Mmtins and Eloff, 2006). Involving top management and getting their 

support is essential in building a strong security awareness that employees will take 

sel;ously. If management commitment is increased, and the security awareness goals and 

message are communicated and communicated often, progress and improvement can be 

made in creating a security culture (Rotvold, 2008). 

2.2. Information Security Culture 

Culture has influenced the formation of many security measures, such as national security 

policy, infomlation ethics, security training, and privacy issues (Chen and Medlin, 2008). 

Security culture covers social, cultural and ethical measures to improve the secUl;ty relevant 

behavior of the organizational members and considered to be a subculture of organizational 

culture (Schlienger and Teufel, 2002). Security culture should SUppOlt all organizational 

activities in a way that infonnation security becomes a natural aspect in the daily activities of 

every employee (Schlienger and Teufel, 2002) . Security cultures assist the enforcement of 

infOlmation security policies and practices in the organization. As a result, each organization 

goal is to be able achieve an effective infonnation security culture in their organization. 

Information security culture will emerge over time and become evident in the behavior and 

activities of the workforce (Mmtins and Eloff, 2006). 
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Organizational culture defines how an employee sees the organization (Ulich, 200 I). It is a 

collective phenomenon that is growing and changing over time and, to some extent; it can be 

influenced or even designed by the management. The organizational culture is consequently 

expressed in the collective values, norms and knowledge of organizations. In turn, those 

collective nOD11S and values affect the behavior of the employees. Schein (1999) defines 

organizational culture as the pattern of basic assumptions that a given group has invented, 

discovered, or developed in learning to cope with its problems of external adaptation and 

internal integration, and that have worked well enough to be considered valid, and, therefore 

to be taught to new members as the correct way to perceive, think, and feel in relation to 

those problems. Ultimately, the organizational culture has a crucial impact on the corporate 

success (Riihli, 1991). 

Organizational culture emerges and grows with time. It is formed by the behavior of 

dominant organization members like founders and top managers. An organizational culture 

can have different subcultures based on sub organizations or functions. Information security 

culture is a subculture in regard to general corporate functions. It is the assumption about 

what infonnation security behavior is encouraged and what is not. InfoIDlation security 

culture will also emerge from encouraging acceptable infonnation security behavior (MaJ1ins 

and Eloff, 2006). It should support all activities in a way, that infonnation security becomes a 

natural aspect in the daily activities of every employee. 
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Organizational behavior plays an impOltant role in the development of an organizational 

culture. Through the culture it will be clear what behavior is accepted and encouraged and 

what is not. To establish the desired culture in an organization, it is necessary to take a look 

at the organizational behavior of the employees. The type of culture in an organization can 

have a direct impact on the behavior and actions of the organization's employees (Martins, 

2000). In an organization with a bureaucratic culture, where everyone has to play by the 

rules, employees might follow the information security policy more strictly than in a less 

fonnal and individualistic culture (Yeats, 1996). Changing an organization's culture will in 

effect then also require the focus to be on changing ineffective behavior and procedures 

(Hellriegel, et aI., 1998). 

There is a little agreement on security culture deftnition or what exactly constitutes security 

culture. According to Martins and Eloff (2006), infonnation security culture is the way 

people behave towards information security in the organization. People have their own 

attitudes towards different situations and processes in an organization. These attitudes could 

be positive or negative and have an impact on the way people behave. Their attitude towards 

infonnation security and how they perceive it will result in certain behavior. They also 

deft ned infonnation security culture as a set of infonnation security characteristics that the 

organization values. These characteristics, such as integrity, conftdentiality and availability 

of infonnation, need to be valued and pursued by the organization. 
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Martin and Eloff (2006) made clear that certain level of infonnation security cu lture is 

already present in every organization, but this culture could be a threat if it is not on an 

acceptable level. The aim in assessing that culture is to advance it to an adequate level. This 

cou ld then aid in minimizing internal and externa l threats to infonnation in the organization. 

They n.IJther stated that people are the center of every activity. People invented infonnation 

technology; they drive it, develop it, but also pose the most serious threat, whether 

intentional or unintentional, to information used in the information technology environment. 

Studies in information security cultw·e have shown that the estab li shment of an 

organizational information security culture is necessary for effective infonnation security 

(Eloff and Von Sohns, 2000). However, organizational cu lture may have a substantial 

influence on the security of information, and this could be negative or positive (Chang and 

Lin, 2007). It is imperative that the organizational culture reflects a positive attitude to 

infonnation security in the entire organization (Schlienger and Teufel , 2003) and it is also 

important that organizational activities are consistent with good information security cu lture 

practices (Van Niekerk and Von Sohns, 2005). 

An infonnation security culture has to have at all levels of an organization including 

individual level, group level and organizational level. Each of the three levels incorporates 

different key issues, forming a total of eight key issues (Martins, 2008): at organizational 

level: policy and procedures, benchmarking, risk analysis, and budget. At group level: 

management and trust, and at individual level: awareness and ethical conduct. 
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Protecting information used in the wider context should therefore also incorporate the 

behavior of people. People manage the infonnation in an organization and interact with 

infonnation technology systems. Each organization has its own infonnation security culture 

similarly to every person having its own personality. A positive information security culture 

can aid in minimizing the people threat compromising infonnation security while interacting 

with information technology systems (Eloff and Von Sohns, 2000). The behavior of 

employees towards infonnation must be acceptable and needs to be part of everyday life in 

the organization. Every organization also has celtain infonnation security practices, which 

are followed and incorporated into the working environment. 

Although many organizations have implemented technical solutions to protect information 

resources from adverse events, internal security breaches continue to occur. That is why 

human actions account for a far greater degree of computer-related losses than all other 

sources combined (Hinkle, 2007). Therefore, an approach that emphasizes an infonnation 

security culture within the organization is required to make security as a palt of employee's 

daily work routines. In order to develop a successful information security culture witrun an 

organization, it is important to understand both technical and non-technical aspects of 

infonnation secmity (Rotvold, 2008). 
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2.3. Information Security Awareness 

One thing wOlth mentioning here is the fact that security awareness training i very impOltant 

tool to create as well as sustain information security culture in an organization. The level of 

security awareness, en itivity, and reaction of people for security threat differ from culture 

to culture (Martins and Eleff , 2006). Information security awareness is important part of 

information security management. Information security awareness, a specific form of 

information ecurity control , helps secure information assets by infonning people about 

information secUlity lisks and controls in a general sense, and providing more specific 

information and guidance where necessary, emphasizing management' s SUppOlt for, and 

commitment to, information security, promulgating the organization's information security 

policies, standards, procedures and guidelines, and externally imposed laws, rules and 

regulations and motivating people to behave in a more security-conscious manner, for 

example taking security risks into account in business decision making (Rotvold, 2008). 

Deloitte (2005), states "All parties with a need to know, including, but not limited to, 

infonnation owners and infonnation security practitioners, should have access to available 

principles, standards, conventions, or mechanisms for the security of infonnation and 

infonnation systems, and should be infom1ed of applicable threats to the security of 

infonnation. Awareness of infonnation security principles, standards, conventions, and 

mechanisms enhances and enables controls and can help to mitigate threats. Awareness of 

threats and their significance also increases user acceptance of controls". In other words, 

without user awareness of the necessity for particular controls, the users can pose a risk to 

infonnation by ignoring, bypassing, or overcoming existing control mechanisms. 
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The above tudy al 0 found that about 45% of global organizations do not sensiti ve their 

employees in respect of po ible information security tlu'eats and this lack of infOlmation 

security awareness could well lead to compromi ed information within the organization. 

Mitchell , Marcella, and Baxter ( 1999) found that infol111ation security awareness was 

concentrated around the information technology depal1ment and did not extend to 

information tecl1J1ology user. There can be major problems if organizations do not realize 

the importance of information security awarene s amongst users (Von Sohns, 2004). 

It has long been generally accepted that authorized users and employee pose the greatest 

secUJity threat to an organization and that rai sing and maintaining the awarene s level of 

those people is a crucial pal1 of an effective information security strategy (Ernst and Young, 

2002). An effective information security program should include security awareness training 

to inform personnel (inc luding managers and other users of information systems that support 

the operations and assets of the organization) about the information security risks associated 

with their activities and their responsibilities in complying with organizational policies and 

procedures designed to reduce infonnation secUlity risks. 

The objective of security awareness program is to ensure all relevant individuals understand 

the key elements of infonnation security and why it is needed, and understands their personal 

infonnation security responsibilities. Specific activities should be perfomled to promote 

security awareness (the extent to which staff understand the importance of infonnation 

security, the level of security required by the organization and their individual security 

responsibilities - and act accordingly) across the enterprise. Staff should be provided with 

guidance to help them understand the meaning of infonnation security (i.e. the protection of 
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the confidentiality, integrity and availability of information), the importance of complying 

with information security policy and applying associated standard /procedures, and their 

personal responsibilitie for information security (Rotvold, 2008). 

Organizations that do not have a security awareness program need to look seriously at 

beginning a security awarene s program to strengthen their security defen se ystem and 

protect their information resources. Technology alone is not a comprehensive solution. 

Involving top management and getting their support is essential in building a strong security 

awareness program that employees will take seriously. If management commitment is 

increased , and the security awareness goals and me sage are conunurucated and 

communicated often, progress and improvement can be made in creating a ecurity culture 

(Rotvold, 2008). 

2.4. Factors that Influence Information Security Culture and Practices 

This section examines the information security management factors and a cultural issue that 

may influence information security culture and practices. The literature drawn for this 

analysis has largely been sourced from work investigating information security culture and 

practices in developed countries such as the USA, the UK and Australia and we can use this 

analysis as a guideline for identifying factors that influences the creation of strong 

infonnation secur-ity culture and practices. According to these investigations, the different 

factors and issues which influence infonnation security culture and practices are classified in 

to: corporate citizenship, legal regulatory environment, corporate governance and Cultural 

factors which are discussed below. 
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The first factor is corporate citizenship, which is concerned with how employees gain an 

und erstanding of appropriate information secUlity culture and practice through awareness 

raising and training programs. Senge (1990) refers to information security awareness as a 

state where users in an organization are aware of and ideally conunitted to their security 

mission. lnfornlation security awareness is imp0l1ant part of infOlmation security 

management (NoswoI1hy, 2000). Increasing awareness of security issues is the most cost­

effective control that an organization can implement (Dhillon, 1999). Hinde, (2002) suggests 

that the absence of awareness programs indicate a critical gap in effective security 

implementation. Security training and awareness programs are therefore a fundamental 

component of effective information security strategy. Security awareness and training can 

help organizations to minimize some of the damage caused by misused or misinterpreted 

application procedures (Straub, 1990). 

Legal and regulatory environment is another important factor that influences infOlmation 

secUlity culture and practices. This issue is concerned with the concept of infornlation 

security policy and infonnation security management standardization and best practices. 

International best practices for infonnation security management are based on the combined 

experiences of several influential international companies concerning the way in which they 

manage their infonnation security (Von Sohns, 2001). Infonnation security management 

standards are used to establish and maintain a secure environment for infonnation. 

Infonnation security management standards can give customers and business partners the 

assurance that services are provided in a secure way, and can increase customer confidence 

in their business as well as businesses confidence in the organization 's business systems 

(Eloff and Von Sohns, 2000). 
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The major component of lega l and regu latory envirorunent i information ecurity polici es. 

The primary objective of infOlmation eCUlity policy i to defi ne the u ers' rights and 

re ponsibiliti es in terms of infonnation within an organization (Hong, et aI. , 2006) . Effective 

information ecurity polici es wi ll help users understand what is acceptable and re ponsible 

behavior in information resources and will assist in establishing a safe information 

environment (Hone and Eloff, 2002). Information security policy is an essenti al palt of 

security practices within organizations and could substantially influence on their 

orga nizational ecurity. As Higgins (1999) notes, without a policy, security practice will be 

developed without clear demarcation of objectives and responsibiliti e , and wi ll face major 

difficulties when implementing infonnation security management ystem effectively in their 

organizations' infrastructures. 

Most employees were unaware of the infonnation ecurity policy and what is expected of 

them to aid in securing the organization's information asset. This implies that the 

information security policy needs to be created, reviewed and incorporated into the working 

envirorunent for the requirements to become part of the everyday activities of the employees. 

Employees need guidance in what behaviors is acceptable and what is not. The organization 

needs to implement procedures such as awareness sessions and training programs to support 

and communicate the infonnation secUlity policy from the organizational level. This will 

encourage employees to adhere to the information secUlity policy, thereby instilling the 

COlTect behavior, which is needed for an acceptable infonnation secUlity culture (Martins and 

Eloff, 2006). 
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Organization cannot achieve effective information ecurity management y tem without the 

e tabli hment, implementation, and maintenance of an information ecurity policy (Hong, et 

aI. , 2003). The formulation and utiliza tion of infonnation ecurity policy can enhance the 

effectivene s of information security management sy tem (Fulford, 2003). However, even 

though orne organizations have established information security policy, it doe not en ure 

that employee will nece arily obey these policie . As a re ult, policy enforcement 

nece sary and essential for the organizations' success (Von Solm , et ai , 2004). 

The third factor, cOlporate governance, includes factors and i sues related to top management 

upp0l1 for information security management and information secw"ity comp liance. Top 

management suppol1 i seen as the most impol1ant factor affecting infonnation security 

management activities in organizations (Fourie, 2003). In tudies by Knapp, Mar hall , Rainer 

and Morrow (2004) top management upp0l1 was ranked number one in a li st of 25 ecurity 

Issues affecting infonnation security JI1 organizations. Other bodies, such as the British 

Standards Institute (1999), supp0l1 the argument that top management supp0l1 for 

information security management is crucial, particularly for implementing information 

security policy. 

The British Standards Institute (1999) emphasizes that visible commitment from 

management and a good understanding of secw"ity requirements is key factors affecting the 

success of the infonnation security management. Support from executive management not 

only influences uptake of affected infonnation security policy but is also necessary for 

promoting appropriate infonnation security management activities including infonnation 

security awareness and training programs, information security compliance, infonnation 

secUlity lisk analysis , and infonnation security management standardization. A lack of 
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commitment from el11 0 r management a major i ue that organization face in their 

information eCUl-ity management perations (Von Solm 1996) and may often be found in 

organization having difficulti es managing their information ecurity. lnfOlmation ecurity 

compliance proce e help organization compare thei r actual information ecurity 

operation with international information ecwity management tandard (Karabacak and 

Sogukpinar, 2006) . 

2.5. Challenges to information security culture 

While mo t research have concentrated on international organization in developed countries 

such as the USA, the UK, Au tralia, and Europe, littl e is known about the pal1iculariti e of 

information security management in the developing countrie . Globally information security 

be t practices and trends are similar. When it come to applying these best practice 

approaches to specific applications, however, localized variables and limitations need to be 

emphasized. This is the case when we consider the application of generic best practices to a 

specific country, particularly a country which may be considered as still developing 

technologically. The following points discuses the major points of difference. 

Studies have shown that non-technical issues are as impol1ant as technical issues in 

safeguarding an organization's sensitive infonnation (Dhillon and Torkzadeh, 2006; Siponen 

and Oinas-Kukkonen, 2007). The importance of non-technical issues related to security 

management, however, is de-emphasized in many studies which tend to be quantitative by 

nature (Siponen and Oinas-Kukkonen, 2007). Particularly, with respect to developing 

countries, there is a resulting lack of attention in the open literature on factors such as the 

national and organizational culture, environment and level of awareness and how these 

factors relate to genelic attitudes towards infol111ation secUlity and its management. Security 
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has always been id ntified as one of an in fo rmation y tem' important component . 

Contemporary in fo rm ation a surance management recogni ze the imperative to include 

people and processes, as well as the more trad itional technology ecuri ty i ue , in en uring 

the quality of info rmation in all modem organization . To a large extent technologica l 

solutions for the majOli ty of security issues have been previou ly developed. There are 

however still many application chall enges, the people and processe components of 

information assurance management. 

Legislati on and laws should provide the ba is for ensuring an adequate level of compli ance to 

international regu lations and laws as well a giving internal direction. The increa ed demand 

from society fo r the protection of privacy and personal data ha led several countri es to 

develop their own privacy laws, fo r example the Austra lian Privacy Act (AU, 1988) and the 

European Data Protection Directive (EUDP, 1995). Many developing countri es have yet to 

consider adopting adequate legislation related to infOlmation securi ty management, laws that 

criminalize cyber attacks and enable police to adequately investi gate and prosecute such 

activities (UN, 2005). In addition, many do not have ptivacy or network security laws or 

regulations which could be used to take action against the misuse of infOlm ation 

communication technology resources (Aljifri et aI. , 2003). This implies that many developing 

countries are not only limited in taking action against inhuders targeting their infOlmation 

assets but also against intruders who might use their country's infonnation network as a base 

to perform illegal activities globally. 
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Organizations can avoid 10 se related to computer breache if more commitment and 

deterrence is given (Dhillon, 1999). Key to the succe s of the commitment planning process 

is that comn"litments are defined and measured in objective term (S iponen, 2000) . The 

effective development of the information security program is carried out on the basis of the 

contractual attitudes between the organization stakeholder (senior management, technical 

staff, users and third parties). In many developing countries there is still a need for more 

effolt regarding developing Infonnation Communication Technology policies (UN, 2005). 

For example, the absence of Information Communication Technology seculity policy and it 

enforcement has been viewed as a major cause of fragmentation in the rules, procedures and 

practices leading to inadequate information security programs (Bakari et al.). Thi allows us 

to propose that the likelihood may be greater in developing countries, where in general 

policies are not in place, that a lower level of organizational commitment prevail s than in 

developed countries. 

Skilled staff and adequate continuous training programs have been recogni zed as an 

important factor for the success of information seculity programs (Ho, 2002). Generally in 

developing countries, even when the need for security is recognized, management decisions 

are limited by scarcity of budget and technical personnel (Rao, 2002). Another focal point is 

that senior managers and users may not be aware of the security challenges. Each one of 

them holds certain assumptions, attitudes and values towards the infonnation system 

implementation and use processes. This can lead to a mismatch of priorities between the 

organization and its staff as end users. As a consequence, the lack of senior managers' 

awareness might hinder their willingness to commit sufficient resources. On the other hand, 
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there are the users who mi ght misuse the y tem due to the absence of a proper awarene 

program (Bakiri , 2005). 

In developing countries many organization often face acute internal re i tance when 

implementing new info rmation and communicati on technology systems a employee may 

view this as a threat to their jobs. Besides individual re istance, organizations them elves are 

conservative inherently and oppose change (Salman, 2004). In terms of info rnlation security 

infrastructure, developing countries are also lack the necessary ecurity technology structures 

(Alj ifri et al. , 2003). 
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3. Research Methodology 

The main aim f thi r ar hit a th in~ rmati n urit ulture f h alth are 

pr ider , ad mini trati e t fr and medi al tud nt in the area und r n id rati n. T thi 

f~ ct, de ripti v urv y rc earch m th d wa u cd. T cure dependabl in~ rm ati n b th 

qua litati ve and quantitati v 111 th d w r I11pl ycd . Daw n (2 ) ugg ted that there i 

n hard and fa t rule t u the ne and rcject the th r. In tead pre ailing tr nd fav r th 

u e f b th de ign In a inglc tudy. Daw n (2 ) d cri cd that ach data II cti n 

in tnlm nt ha it wn weakn and trengthen. R gardl e f thi thc am auth r 

ugge ted that u ing each in trument a c rdingly a I ng a it is appropri ate t the purp e 

ize and ituati n under which the re ea rch i nducted. Daw n (2 0 ) al tated that the 

u e f multiple data c lI ection in trument a a rul e becau e each revea l di fferent a pect f 

empilical rea lity. 

3.1. Study Site 

Thi investigation wa c nducted in Hawas a Referral Ho pita!. Tl-il public ho pita l, whjch 

is the only referral hospital in SNNP Region i found in Hawa sa city. According to the data 

obtained from th e medical director' s office, the ho pital provide medical ervice for more 

than 500 patients per day. The hosp ital provide general medical (emergency general 

outpatient service like regu lar medical OPD, referral medi cal clillic, Lepro y, ART, YeT, in­

patient), surgical (minor operation, regu lar OPD, urgical refelTaI, minor orthopedic, urgical 

impatient), gynecology and ob tetlic emergency (lab r and deli ery) pediatrics (in-patient 

services, emergency and OPD level), ophthalm logy (out-patient, in-patient internal ocular 

or lens alteration including cornea tran plant), and 0 n. In add ition to these ervice the 
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ho pital ha be n providing teaching in di ffe rent department (Med icine, Hea lth officer, 

Nur ing, Environm ntal hea lth , laboratory and optometry). 

3.2. Study Design 

e ro _ ectiona l urvey wa u ed a a tudy design in thi investi gation. Thi tud y de ign 

was used to gather all the neces ary data from a popul ation at a defined period of time. The 

inve ti gator will coll ect all the necessary data and information from elected ample or 

ection of the population at a defin ed period time. 

3.3. Study Population 

3.3.1. Population of the study 

The target population of thi s study were all health care providers (Nurses, Laboratory 

technicians, Pharmacists, etc), intern hip medical tudent , and admini strative and uppOlii ve 

staffs who are primarily involved in health data gathering, processing and dis emination . 

According to the data obtained from Human Resource lnfonnation Office of the hospital in 

March 2010, there were 306 health care providers and 120 administrative and suppOliive 

staffs who are working in HRH. In addition, the data obtained fro m Hawassa University 

Medicine department indicates that there were 138 internship clinical and medical students. 

Thus, the total size of the target population of the study was 564. 
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3.3.2. Sampling Techniques and Procedure 

With re pect t th d termination of the ize of the ample, there i no one fo rmula in the 

lit rature of th re earch. A a re ul t, re earcher u e di ffe rent fo rmul a to determine it. 

o nethele , in thi tudy, the ize of the amp I wa determined by u ing the fo nTIul a which 

wa propo ed by Yemmane (1968) . The rationale behind is that it con ider the non-re ponse 

rate and tand ard erro r. On top of thi , it is hi ghl y recommended for conduct ing urvey stud y. 

Accordingly, the size of the sample wa determined a fo llows 

n = _--,,-,-__ + c 

(N + I) E2 

Where n = the required total sampl e ize, N = the total ize of the populati on (N =564), E = 

maximum standard of error (E = 0.05) and C= contingency 

564 

(564 + 1) (0.05i 

n= 35 

+ 10% 

To select respondents from the target population of the study, stratified sampling technique 

was employed. The reason behind is that the respondents do vary in their educational 

qualification, profession, exposure to health info nTIation in hospital, and so on. To say it 

differently, the target populations are heterogeneous. Hence, as shown in the table below, the 

respondents were taken proportional from each stratum. 
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Table .1- amp l in ram 

trata Population Sa mple 

H aith ar pr id r -306 190 

dmini tra ti e ta ff 120 74 

Med ica l tudent 138 86 

Tota l 564 350 

T ele t re p ndent fr m ach stratum imple rand m ampling t chnique (I a ery 

meth d) were u ed . T he I gic behind i that it gi e equal chan e ~ r ail re p ndent in each 

tratum. Added to this, it enhance the repre entati ve [the amp le drawn fr m each 

tratum. 

3.4. Data Collection Tools 

In order to get enough in fo rmation from re p ndent , a combinati n f data c Ilection 

methods were u ed. To thi end, both qu alitat ive and qu antitative re earch approach were 

found to be relevant in thi tudy to gather data. 

3.4.1. Quantitative Components 

In the quantitative approach, the investigator fo und the qu estionnaire of Martins (2008) very 

relevant for assessing the info ll11 ation security culture in the hospital. Thi que tionnaire was 

used because it contains key infonn ation secw-ity culture is ues such as infoll11ation security 

policy, procedure, benchmarkin g, lisk analy i , budget management cOlmni tment, 

individual awareness and ethical conduct. In addi tion to thi s, its u efu tne s and practicali ty 

had already been tested in di fferent studie in de eloping countri e includin g South Africa. 

The infol111 ation security culture que tionn aire wa tran lated in to 'Amhali c' to make 
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qu ti n brief and lea r t r p nd nt. h m ha ri th nn . I r \ a 

tran lated back t • ngl i h t k and t m k all th n B th 

tran lati n were made by ngli h and ma 

the data c lI ecti n 111 I a 

ba ed on their w rk xperi nee (ha 1I1g e r data I rk . nd th n h 11 t r111 

training wa given ~ r ne day by the re car her a t make th bj tive r th 

que tion.nair clear and n t P r thi the r 

a i t d and upervi ed them during th data li e ti n. The lata ndu t d 

with the 'Amharic ' ver i n fthe que ti nn aire ~ r th ntir re p nd nt. 

3.4.2. Qualitative Components 

Since thi re earch [ocu e n the tudy of i -cultural i ue , it j equally imp rtant t u e 

the qualitative approach. A a re ult, the in vesti gat r d eJ p d and u ed in-depth int I Jew 

question to obtain detai l and additi na l in£ rmati n [r In the r p nd nt. ill-d pth 

interview wa u ed only for medical direct r, med ical rec rd depa lim nt head and human 

resource record department head becau e it will n t be p ibJe t admin i ter in-depth 

interview for medical taff due to workload and h It time ch dule n dut . 

According to Beryman et a1. (2007 , pp. 322-323) , where the re p odent and re earcher 

have not been in contact before, the fir t few minute f coo er ati 0 will lla e a 

ignificant impact on the interview's outcome. The r earcher 0 eel t e ' plain the rudy t 

participants to establish credibility and ga in int r nc . Tb interview 

therefore were conducted by u iog the int r iew guideline mm n LIlg ith an 

introduction of interviewer re earch title t11 
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interview length. The pre entation wa kept clea r and brief in rder to reduc anxietie and 

make interviewees more relaxed and open. 

Interviews were all'anged in the aftemoon when interviewee had fr e time and were not in a 

hurry of work. Tape recorder wa not u ed becau e of the refu al of the key in formant to be 

recorded. In addition to this, the data gathered through in-depth interview wa uppl emented 

by reviewing such documents a trategic plan, financial r POlt and other nece sary 

documents. 

3.5. Data Processing and Analysis 

The main purpose of this investigation i to a e the information ecuri ty culture of public 

hospitals in SNNPR palticularly the case of Hawa a Referral Hospital. To d thi , di ffe rent 

statistical method were used for analyzing the data. Obtained re ponse from the 

questionnaires were systematically coded. The quantitative data wa integrated , ummari zed 

and analyzed by using SPSS version 15 .0. The qualitative data was analyzed manuall y. 

Responses of each key informant were initially categorized based on thematic issue 

addressed; then similar issues were merged to the selected thematic area. Finally, the 

responses of the in-depth interview were summarized by five thematic is ues. In addition to 

this, some of the ideas of the key infonnants were quoted. 
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3.6. Data Quality Management 

Various efforts were conducted to a ur the qu ality f data . Per nal lIpeJ i n wa 

employed to ensure the quali ty of the data c ll ecl d during the pr ce f data c li e ti n. 

Before the info rmation security culture que ti nnaire and the in-d pth 

were u sed on the stud y ite, they were pre-te t d n rand ml y el t d 20 health are 

providers and medical student in Black Lion pecialized H pital t all w the re ea rcher to 

understand the anticipated reaction of the larger gr up and to rev i e 

where necessary. 

3.7. Ethical Consideration 

Ethical clearance were initi ally obtained from the Re earch thjc 
I11mittee at the faculty 

of lnfonnatics and got approval from the joint academic c mJni J n [ Faculty of 

Informatics and School of Public Health in Addi Ababa Univer ity. In addition to 
tm 

ethical clearance was al so obtained frol11 Ethical Review Board of Hawa a ni ver ity 

RefelTal Hospital. Oral consent was sought before adminj terin g que ti onnaire and 

conducting interview from each selected partic ipant to confo rm their willingnes and tho e 

who were not willing were given the right to do so . Before start ing the in-depth interview, the 

investigator communicated the participants about the objective and the ignjficance of the 

study to get the consent of the respondents and to enhance the response rate. 
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3.8. Dissemination Plan 

Thi the i report wa ubmitt d and pr nt d t th I r Pu Ii H aith and t th 

departm nt of Lnform ati n cien e f . The findin r the r ar h \ a al har d and 

di cu ed with Hawa a Referral H pital man g ment mmitt hi the i r p rt ill 

al 0 be ubmitted to Federal Mini try r Hea lth P R i nal Hea lth Bur au and Fed ral 

Ministry fEd ucation. 
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4. Data Presentation and Analysis 

4.1 Introduction 

he attitude t \ a rd i n rill tin m u t 

ryday life in th e r aniza ti n. ing th 

urit. h Ip th 

a nd 

b ha i ur emp l yee t ward in~ lmat.i n 

f mpl yee with I' gard t urit and t th t \J U I d a t th 

rga ni za ti n t implement and in rp n ult ur nd pra ti In 

addit i n t lhi it i alway ne e ary ~ r f"Ja ni Zali n t a th ir in 1111ati n 

aetiv iti e and e ntr lI ing mcehani m t en ur that th ir a li iti PI' lu in· 

an a ptable level f inform ati n ecurity ultur r .an i!': Hi n. h main aim lhi 

re ar h t a e 

pr vid r admini trati ve emp l yee and med i al tudenl 

a R '~'rra l II ' pi tal h -a lth ell"' 

ard in~ rmati n ' urit . 

Different data c lI ection t I ba e been u ed in thi r ' 'ar h a > the e i tin 

information ecurity culture in the ho pita\. The per pm l n and a ti n f 

health care provider , medical tudent and tber admini trali e empl 

information ecurity culture wa a e ed b u ing que ti nnair in-d pth int 

document analysi . 

The fi rst section of the que tiOl1Jlaire contain len I dge qu 

eparately fro m other infonllati n ecurit cultur tatem nt . 

be u ed to obtain informati n pertaining t lh UIT nt len \. I 

re ult in pecific beha i r da eiga , Mar1in . Th nd 

r 'garding 

anal ed 

an 

uld 

th 



in~ rm ati n urity ultur tat m nt hi h a lh mp l 

ab e ight different i u fin~rmtin urit ultul' 

II tud y ubj t wh parti ipated in thc qu Ii nn Ir w r a k d ut th 

m aning f inC nnati n ecurity and it rclati n ith lh n uri ( 

P licy and PI' cedure and the a i tan e f thc managcm nl. t im l I m ntati n f 

in~ nnati n ecurity in thc h pita!. Added t thi ndu t d 

wi th medica l rec rd department h ad human rC ur c pr t am I ad r and ith 

med ica l direct r f the h pital in I'd r t get dctail in~ I'mati n a ut th und r tud 

Furthermore, to get all the ne e ary and genuine in~ rm ati n \ hi h 'ann dire tI 

c lI ected from que ti nnaire and in-depth intervie , d anal u ed in 

different organi za ti n d cument including annual r ani zaLi nal plan and r'p It, trategi 

plan and different policie t triangul ate the in~ rmati n. The la t pha c r lhi tud a Idr 

the discu sion, conclu ions and rec ml11endati n ba ed n the data btained fr 111 th' tud . 

4.2 Quantitative Study 

4.2.1. Demographic Characteristics of Respondents 

total of 311 respondent were included D r tbe final analy i f th quantitati e tudy 

making the overall re ponse rate of 8.9%. During the data c li e ti n, it \ a diffi ult t get 

completed questionnaire on time from re p ndent mainJ due t rkI ad on dut . a 

result, a total of 39 que tionoaire were excluded [r m tbe final quantitati e anal i be au e 

of the incompletene in re p n e from tbe re p nd nt . 



Table 4.1: ocio-dcrnographic characteri tic of r 

haraeteristie 

EX 

Ma le 

-emal 

TYPE OF RE PONOENT 

Mcd i al tudent 

II ea lth ar PI' vider 

Admini traliv tafr 

A E RO UP 

20-29 

0-

40-49 

+50 

' RVI E YEAR FOR B Ps 

<=5 yea r 

6 t 10 yea r 

>10 year 

DU AnON QUALJFI ATlON (H P) 

Diploma 

Fir t Degree 

bove 

PROFESSIONAL CATEGORY (H P) 

peciali t pbysician 

Clinical nur e 

Pharmaci t 

Medical laboratory 

Other 

YEAR OF STUDY 

Intern hip 

Final year clinical nul' e 

Final yea r midwives 
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F'r quelley 
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I 7 

II 

- 164 

2 

=164 

6 

=164 

4 

9 

11 

21 

N=86 

% 

7.7 

.7 

. 1 

7.7 

. 1 

.4 

.7 

12. 



n fr m thc a e ta I 

27.7% f the re P nd r 111 di al Iud 

different ard In th h pita l and 

ad mini trative and upp durin J th Iud 

re p ndent , 20 I (4.6%) f the rc p 

female. The age f the re p nd nt ran cd fr 

and mean f 26. 5. f th t tal medi al 

II nl w r ' h '. llh < r 

nt r vid ing h ' Ilh < r 

r I nd nl \ r 

" I' 111 111 I lal II 

and Lh r 1 

ar \ ith Ih 

il at d in lhi lud 

w re intern hip med ica l tud nt 4 lin i 31 < 1'111 di 31 LUd nl "hi l th 

remainj ng 20(2 . %) were mid wi e tudent . 

A m ng the t ta l re p ndent f hea lth ar PI' . % \i r di ll I11 H h Id'i' , 

0(2 1 %) were fir t degree h IdeI' and the rcma inin , 

ab ve holder . A far as their pr ~ 

pecialist phy ician, 64(3 .0%) were nul' e , 

11(6.7)ofthe rep ndent were medical lab rat r and 211 

Among tho e health care provider wb pani ipat d III th i 

'I' j mEl t'r and 

'r > pharmaci t, 

% f the 

re pondents have Ie than five year f the e penen 22. % f th ' re p nd nt ha e 

between five and ten year experience and the remairung re p ndent had a ten ear f 

expen ence. 

The fo llowing data analy i ba ed n the dim III .. hi h a lar l1um r f 

interrelated que tions were combined t gether t l11ak th data anal 

dimension were identi fi ed by the tud ndu t d 



4.2.2. Knowledge to Information Security 

he in~ rmati n e urity ulture que ti nn air di id d in I 

I) InB rmation ecurity ulture tat m nt Kn I dg qu al 

que ti n . The fir t pha e f thi qu antitati anal i In d I rmining h \ rn u h 

kn wi dge empl yee ha e ab ut i n~ rm ati n c urit and h th r 

security culture re ult fr m an educati nal pr bl m r fr 111 p r plual 

STATEMENT 

kn w what 
ecurity impli . 

2 1 am aware 
to my j b. 

5 The hospital ba 
security policy. ( 

In rrn Ii n 

Table 4.2 summarize the resp n e of re ear b parli ipant n li e kn I dg qu 

Firstly, respondents were a ked if they kn what the term inE< rmati n 
un irnplie. 

can be seen from the above table, 264 (66 .9% f I I re p ndent an \ er d that the d n t 

know what the term informati n eCUlit impli e and th r rnaining I 
.1% f II 

participant answered that they kno\ hat the t 1111 in~ n11ati n wit impli 



Th ab e tab le al illu trate th at 2 4 I I tp th t Ih d n I 

kn w inf, fm ati n ecurit r lat d t lh r \11 \I 

r p nd nt kn w in~ nnati n urit r lat d t r ull 

al verwhelming maj li t r r p nd nt lh 7. II 

d n' t know a per urit in Ih h :-, pil I \ hil \h 

rema iru ng (2.6%) f II kn w the c i tcn 

informat ion ecuri ty. 

rap r n r a t am ~ r 

Table 5.2 al 0 h w th at 2 I ( 0.4% 'r d th at th d n \ kn \ 

the ex i tenc f in f< rmati n ecurity plan and th e r 'l11oin in I 

answ r d that they kn w ab ut the ex i ten e r in ~ rl11a ti 

the abov table also h w that erwhelming maj rit 

. % r I I pOt1 i il ant 

Il an. In additi n t thi 

n ' titul' 

(92.0%) of 311 do n t know if the rganjzati n ha a \ ri ll'n i n ~ 1111ati n " uri t p Ii 

whi le the remaining 15 ( %) f 11 re p ndent kn 

ecurity poLi cy in the ho pi ta!. 

r a \ ri II >n i 11 ft rmati n 

in general, as it can be ob erved fr 111 the ab e table, 111aj lit f h alth are pr id r , 

administrative and suppolt ive staff and medi al 
\ hat th t rm 

infOlmation secUli ty implie . in addition to thi , maj rity f th re p nd nt al d n t kn \ 

the ex istence of info l111ation ecw'ity p lic r plan in the h pita l. Fr m thi , it j n t 

difficult to see that the ab ence of knowledge ab ut in D 1111ati n 
urit ma d b 

absence of infonnation ecuri tyawarene PI' gram in th h pilal. It i al p in~ r 

that respondents' lack of knowledge ab ut in f< nnati n 
Ian m 

by the absence of infonnati on ecurit p lic I' plan in th h pital. 

., 



4.2.3. Management of Information Security 

hi dimen i n includ the app li ab ilit rin~l111 li n uril I h ' und 1. 1. nding 

threat to informati n a et han uri l 

r information a et an a iIi t 1 \ rd In I'm li n ' uri l and 

ncce itie of re ource . 

Statements Disagree 

2 

3 

4 info rmation about the 
ho pita l should be avai lable fo r 
non-em loyee. 

5 All information about the 40 
hospital hould be available fo r (12 .9%) 
em loyee. 

Table 4.3 shows statements on infomlation ecurity management and il ul11marize the 

response of the research palt icipants OLl the info l111ati n e Uli ulture lat m nl r lat d I 

the management of infol111ation security. Regarding the imp rtan e f all 

budget fo r the operation of infol1nation ecurity 2 
f 11 r p nd nl r pli d 

agree or strongly agree. However, a con iderab le numb r f r 

re pondents replied unsure to the tatement her a 4 1 .4% f I 1 r p nd nl r pl i d 



tr ngly di agree r di agr . Re Ja rdin 

rd r t n ure the e urit r in~ nna ti n 

agree r agree t th tat mcnt . H \ 

the r ma ining re p ndent 7 (2 .7% r 

tatement. Thi w uld indi at that maj rit 

w rki ng practi ce in rder t en ure the 

I I re pondent replied tr 

th exi tenc of ignifi ant number r cmpl 

practic 6 r the ecuri ty r in~ rm ati n. 

2 

ar n 

I1l Ii ' in 

i un ut" \ hi l 

di agr' 

0 1" r <d 

I h ' I' \ I'd 

ir 

iti n Ihat \! ul I indi at 

hang Ih ir rking 

Rega rd ing the third item, maj rity f the rc p nd 'nt · th. t n ' titu t ' r J I 

respondent replied tr ngly di agree r di a ' rec \ hil ' r" 'I nd 'nt ' 'ai I 

un ure to tbe tatement i.e. ] have a re p ar I in~ rm ati n uri tin til' 

ho pital. The rest of re p ndent 

this explanation, it is equall y natural t t [ th e re p 

not re pon ibJe for information security in the h pita !. 

onceming the availability of informati n tempi e ut id [ the h pital, maj rit f 

the respondents that constitutes 204(66.7%) of L J re p ndent r 

di agree. Among the rest ofre pondent 59(l9.0% f II tb m r pli d th at th ar un ur 

about the statement wbile 48(15.5%) of II them aid agr r lr ngl a r 

under tood that majority of the respondent d n t beli e in~ l111ati n a ut tll h I ita l 

hould not be avail able to out ide empl t t Ih a 

infol111ation to employee, ignifi cant number [lh r p nd nl 

h pital 

I I r 



tr ngl y agree and agree. But the re t f re p nd nl i. 11 nel 

II re pondent replied tr ngl di agr c and un ur th nl 

r pectively. Thi h w that m t re p ndcnt 

be ava il able f) r empl yee in the rgani zati n. 

in 1111 ali n 

The r pon e in the ab ve table indi ate th at the h I it al n d t \ rk m r n in r a ' ing 

the awarene level of empl yee t in rma ti n urit 

in the h pita!. The entire empl y e in the h pita l need t parti ipat in th training PI' gram 

becau e ecunng info rmat i n h uld get the alt nti n f all mp l 

provider in th e ho pita!. It h uld n t be left t fe empl I. 

prov ider . In additi on to thi , the ho pital al need t mmunl 

implemented in the ho pital 

information in the bo pi ta !. 

tre what 
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and h alth ar 

nl h alth ar 

tha t ar 

in unn' 



4.2.4. Communication 

he in ~ J111 ati n curity cultural tat m nt In Iud d in thi ' dim n I n 

a the ex planati n and c mmuni ati n r in~ rmati n ulit p Ii In nning 

a timely manner h w in~ rmati n e urit l lh m < 11 in rming ' pi 

ab ut what i expected fthem r gardin g in~ rm ati n urit 

tatcmcnts 

2 

knw 

trongly 

Disagree 

144 

Table 4.4 umman ze the re pon es f palticipant n in~ t111ati n lIrit trainin and th 'f 

communication i sue in the hospital. T ta lt with , re p ndent ere a k ~d t 

response if they have received training n inf< rmati n e UJit 
rit f 

the respondents that constitute 244 (7 .5 %) f J 1 
r eli a gr~ l th 

statements while 20(6.4%) of 311 respondent agree r tr ngJ 

rest of the respondents, on the contrary, replied un ure t the tat menl. it an I am eI that 

majority of the respondents reported that the b pital didn ' t ndll t in~ l111ali n uril 

awareness training. While information ecurity a arene lraining i an imp Itanl l I ~ r 

creating as well as ustaining informati n eCUlit ultur it i ign r d in lh h pital. Thi 

may indicate that information eClIrity i not i ed a an Ilnp rlant i u in lh h pital. 
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R ga rding tatement 2 in Table .4 maj li t th I. \I 

tr ngly di agr e r di agree. Th r II an 

11 (3.6 %) of3 11 re p ndent re p nd dun ur and a~ r ngl agF m ' nl 

rc pectively. Accordingly it i fair t ay that maj ri t 

ma nagem nt ha communicated in~ rrnati n urit h 

management need to conduct pen dial g and di mi ng 

info rmation ecuri ty arrange awarcnc rcati n train in I pI" ~ ram and ugh 

budget fo r preparing and p n ith ' C urit 

mmunicate info rmati n ecurity in~ rmati n ~ r in tl1 h pi ta !. 
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4.2.5. Governance 

u h a \ h th r l11 an< 1'111 nt ... u 

p Ii y, the adeq uate PI' te ti n f in nmli n a ·t th' 

in~ rm ali n ecurity and adeq uate r In rmati n 

tatements trongly OiSlll.;r('c 

e urity 

- ~~--~----~--------~----
2 

3 

-
4 I think it i 

5 Management a sists Ll1 

implementation of lnfo rmati n 

6 

securi t is ues. 
Management 
inf< rmation 
im ortant. 

perceive 
security as 

7 Procedures are implemented to 
upport the info rmation ecurity 
olicy. 

rt th ' In 1m III n UII I 

t. 

Tab le 4.5 summaJ;zes the re ponse of pmti ipant n lh ' P r 
I11mi 1111 ' 11 l 

management towards the implemeotati n f i n~ 1111 ali n 

employee towards the impOltance of ln fo l111ali n 
in \ ilh. P 

a ked if it is impOltant to detel111jne th 
1111 Ii n 

Accordln gly, signj f:icant number of I' p ndenl lhat n titu t> 
II 
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agr'c 

di agr 

sir ngl agr 

i n ~ nnati n 

r a 'I' c t lh 

uri! In h pital 

re p nd nt aid un ur 

lnd 

di . gr ' 

II III 

Ih ( 

II 

11\ 

indicat that m aj rily r Ih rc I nd ' nlS I 'Ii" In Ih' lin II In • 

inC l111at i n e urity. 

The re ar h findin ab l ' . , lIh I " '01 ' I Ih I \Hn III 

I.e. 174 . % r I I rc p nd 'nt 

I un ur I I 

intI 1 'Ill '1\( 

II (I 

in\, I'1 '1\ lin' 

1\ \ . UII 

cultu re tat m nt i.c. mana '(:m >nt a 
Ill£' 111)1.1111\\ ' lllil 

the th rhand 11 4.7% r 11 r"p Ild 'illS " I I lin UI ' 

respondent aid agree 

(7 ,7%) f 1] repli ed 

54( 17.4%) f 11 replied un ure 

to the ta tement. 

% 

Re earch participant were al 0 a k d if Ib 

igni(icant number of them that 

r di agree. On the ther hand , 

tatem nt and 

nd it m, ignifi ant numb 

di agr r di agree hil e 

nd 'nl lh I 

r II 

n111l 1 n 

nl h 

II 

Ih' 

, hni al i u . 

Ul Ill' 



r 'up 

n. titut 

r 1 1 and 1 

From th 

. % 

min 

in lh h 

rind nt ., , II 

II r '~p nd n lS S Id un .,UI 

it an ' I 'orn t 1\\ thIn ' ,> , I il I, "',j 11\ 

pr id r , m di al tu I nt and od min i. tr ti ' ~ I If ., 

in~ rmati n urit in th h pita!. nd 

assisted th impl I11 cntati n r in ~ ('ma ti n "U llt In Ih' h ' I 1\ I I h 

II 

I Ih' h ,11th II' 

show'd th at m r nt r Ih ' r ':'P nd '1\\ ., , 11'1 i ll! III II i III " i \ 

as techni al r fun Ii nol is 'u " 
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4.2.6. Performance Accountability 

r~r 1111 n a unln ilil r U .'~ n 0"1 ' I m I. n UI I 

adh re I 

th d n I adh ' r ' I Ih ' in 1111 II n ... · UIII 

th h 
uri\. p Ii 

in~ ("mati n 

\i cy. 

ab le 4.6 ab ve ul11manze re ult 
adh ' I '11 ' I in n11J I n 

Regarding thei r adb ren e t 
II 

repl ied ill1 ure t th tatement. H \ 

re I nd nt repli d tr ngl di agr 'e r di a 
• In 

the ab e table it al indi aled that, 

214( % r II tr ngl di agr , 

rganiza ti n d n t ha e th 111 

in~ rmati n urit 

tat 111 nt . 
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f hea lth ar pr ider m di I nd 11m IU 1:1\ 1 

taff n the nd item in thc tablc h Ihal 2 

di agre r di agree while 2 Yo) f II r 111 in \ I un 'lur '. 

I I re p ndent aid agrce r t Ih \ tal 111 ' nl. II I f Ih ' 

rc pondent d n t held thcl11 cl c a unta I if Ih · j n ' l a 111 '1 ' I lh ' In!" In 'Ill n 

s<.:eu rity P Ii y. 
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5. Qualitative Study 

5. 1.1 ntroduction 

Thi ' re ar h int re t d in a e ing th In mlUtI n ~ llli t uhul 1\ unl i' h' IIh 

hospita l In PR, m re pe ifi all 111 II , WIS.,. 

inform ti n e urity ulture 111 III . I JI Ih ' 

infc mati n e urity culture m del 'n hn I in' , II .... 

ud get management tru t, a ar n ' on I ' Ihi 

To thi s end , b th qualitati e and quali ta li h \\ ' I ' r \111 I I 

thi s study t gather data. In the quantitati 

was used t a e the in~ rm ati n e 'urit 'ul tll r ' f Ih ' h spitul , ., his In , tnJII) 'Ill hi 

inc rporaLed the eight key i ue (; ' in I inf nnali !1 ulllll', '!-ol', ,I ll . 

th is study f, cu n the tud y f ultu ra l i ' 1I > " it i 'quaIl 1111\ r ell1 t u ' th ' 

qualitative appr ach which i oncerned with d' 'I ping wi un ulturdl 

phcnomen n (Mi le and Huberman 19 4 . 

5.2.De criptioD of the r c pondcDt 

total of three key info l1Jlant were In I eel in th in-d 'pth int > I'W dJ a\\ n r m OJ r 

management and medi ca l and human re ur e I' I'd de artm ' l1l. 

wa linical rv ic and practical trairun dire t r r lh hpil I. Th' lh 'r 1\\ ar' h' d r 

medical rec rd department and leader .~ r human r 
'am, Th' hnl 

el ice and practica l training dire t 

m di al department. The human re 

fi ar in the human re ur p I' 

nd a n In ru r In h' 

I 'a 111 I > d r \\ \\ r In 

In d 'partl11 'nl. h' h 

- 4 -
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dCI arim n t a rking ~ r th la t thr 

cl ar me r ummari z d th mati 

during th in-depth int r ic\ . 

• Kn r in~ rmati n uril 

• 

• 

h c i tcn c r an 

r I uc that hindcr' I ·r~ 

ulture in the h pita!. 

h 

n \\ ith th 

11111 'nl , 

n II I 

r 

. iml 1'/11 nt II n r IOC 1111.111 11... \II i 

• h I11l11itl11cnt r the manag 'm nt I \ <1 1 Is Ih' IInll'm 'nl III n 

in~ l"l11 ati 11 security. 

• Measure that h uld e takL:11 t 11111 r . th ' in 1111 III n .,. UIII uitu l ' in 

t11 11 pita!. 

5,3. The existing information ecurily ilulilioll ill the hu pitul. 

edieal rec rd h uld be afeguarded again t un aulh ri7 'd u " 111 diD all n 'md 

di cl ure. They b uld be t red in a e ur ' ar a, and lh -r' h uJd . d ·t , II 

regarding c I1fidentiality and the relea e [pati ' nt in~ rmati n. It i t ha\' a \ n I 'n 

p I icie re lating to the u e f patient inC rmali n and tafe mu t mmiiar \ III th ' , 

p licie . The re ult obta ined from the ill -depth int I i ' \. \ iu, II k> in nnant wdl at'd 

that all the key inform ant rep lied that in ~ nnali n In UF h i tal 

protect d b til phy ica ll y and ele tr ni all . 

i ting ituati n in the follow ing plain languag 

- 4 -

n t ad ' quat I 

lain'd h ' 



" " IIi! /If I m I In 11/1\1111 t . fi ll/I flllll I II III ....... ,.."",1. 

/1/1" "'I ()f I ,. 0 /11 1/1 III/It til CII I 

{til I' If it IIf , I /If If V III I (f . " 

It ".IS II-. "\ II b 

III • ' h.IIW, 111 I \ I 

r til, , Inl 111 ,III! Ih IIII 

"'\1 \ 11 11 ' 11 '111 1 d ' Llm'l1 t ,I Inl III 111 111 ~ ' u ri l 

k" Infllm In t n ' Ii ' oil I I-. ,II • I ,It III Ih . I hi' ( I 

S" II. In 1I 1 l i li n t 

.ll1d .llIt lHlI i I • I I 

I I .. ,II ' " 

.4,Knowledge 10 infurlllillillll "I' (,\IIII~ 

In thl' qua ntit ti . ,tud , it \ U'l in II 

th' dn n( I kn \: \ hal th . t '1\11 in 1Ill ' III 11 

Cl f • I 1 I til Ii 

s . , th - I m r ' than h J f I 'r ·nl r th' I . I 

s"util il11l li " t th ,tn . 11 flh'k' Irl 

1\ rIll '[11 

rd k ' ' ping. 

In nn l ll n 

"It; til( '\' Will It; 

harm 0/ da /l ·r ... 

() k 'LIIIl 1 0/ d " I PI( I fm,,11 

\ rdin 
n 

fr In elm 1 hann r dan 'r. 

J( .I 

I 



5.5. hallcngcs to informalion cC llril~ in Ih ho,pi lli . 

II the in~ rmanl b Ii Ihat in I1Tl II n In Ih h pil.11 i n I • I· lllal ., 

pr tect 'd. eli e d thaI it i Im p rtant t impl m 'nl ' n 'U \ · in! ImiJ li n 

hospital. rding t nc r th k in ~ nnanl: , I \"...0 \1 1\ hil 

. rrecti implcmcntati n r in~ rm ali n uril inlh·h Illlul' 

" [,ack (~r aliI mal d Sl m I/Id I Ti l! r ISlm '1111' I , " H'II ' () or 11111 t J II I J \I ,I /11 III 

liP ' (lI/ /() 1I111 () I lIit III r ' (11 / " II k () ,kill 'el lII III 

III J Ih\ II ' ti I It 1/ I oli I ' III II 

gOl'crn Iii , i nfo rmal i /I Wi if tli ~ li o 'pilo l " 

Another key in~ rm ant al rep lied that th . la k r <1 '1 ar n 's ' al11 n h ' Ilh UI' II \ I 1'1 

and other taff ab ut the nGdenti alit f I atient in~ 1111uti 

amount f medica l rec rd in medica l re ' I'd r 111 aI" \h ' t\ 

of effecti ve in£' rmati n eCUli ty in the h pital. 

5.6 Information protection effort in the bo pitaJ. 

Key in formant patticipated in thi intelie r p rted th at th rganiLali 11 ha 1n11 I 'm 'nt 'd 

C rtain mechani m to prote t infol1Tlati n r 
in th h pita\. m th ' m' ham m 

implem nted in the h pital are: the human re II 
n lal >d In \ 

~ rm in add iti n to the manual r rd and a 
tTl'di I r rd 

p rmitted thr ugh letter fr m th m di al dir I r. H 
nl 

eli d that the me hani m impl 
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hum n re ur e in~ nnati n fr m hann . 

the in m1at i n pr t ti n f~ rt f the h pit 

" I"formation PI' t I i 11 iff< 1'( ar II I 1/ ' q ll il • ill ,II • li e ' I I' tI 11t)\\ t \ I . \CUll( III It III h lll ' 

/t al" he >" irnp/ m 1'111 ' /i tI r ' ord, It III lIIe" til tOl I 1 mUIr 1\ 

ally /t ea ltli 'or PI' \ i I I' or I' ' 'I' '/t ' I' i. P 'rlll i f( . / '/I/'(}// ·11 / f( 1 .. 

5.7.Factors or iss ues to impro e the iluillioll. 

The key in ~ rmant participatcd In thc inl I h \I 11 an' "m'l I n' . I I 

un lerstand i u r fact r that ill ns in lh ' h ~ I II' I. II II . k' 

informant rep rtcd that in!! nnati n c urit 

hospital becau e [ la k f awarene t in ~ rl11ati n . uri t . Th ' 

considered imp rtant like any ther fun ti n in lh' h ·pi ta!. 

explained in~ rl1l ati n ecurity ituati n in the h pital a ' a I \ I 

I ~ U • 111 th . 

til' k' 111 1111 ' 111 

• \V 

in ther h pital . A a re ult, he Ii ted the f! 11 " in p int t im r V' lh' ituutl 11 : 

"improving and U 'ing I T infra tru luI" . U 'illg (I II (luLOlllat 'd 1" I'd 'y.\t ' III lid r1l1l1l t(III' 

laws. regulation or policy. " 

The medical record depaltment bead al rep rt d that all nti n h uld 'gJ n r t 31n1l1 ' 

t increa th awarene Ie el f health care pI' id rand un' La in lh' h I. 



6. Discussion 

he tti tud 

needs t 

nd 

pa ri r 

Ie ' hn I gl 

Ilowe er, it ha 

" Old rnf m)lti 

I,JIl 

lh ' I hi ' In 

Ini - d that n n-I ' hni 

in sur 'guardin g an r ni ati n in~ rm ali n ~ ' IS. h ' ttl l in ill) 

asses the kn ledge and altitude r hea lth 

1111,1\ it n 

I I hni I i u ' 

ra ' il itutc th imp lemcntali n and a I pli n r in 11 ... ' ' UIII UItUI • in Ih" h I it,ll . 

This study al rcc mmend mca ur r r "TIl r In in 1I11il\I n ". llll l 

prud ic', in th e h p ita!. 

iteraturc in th area r in~ rmali n c 'urit 
rill! 1111 1\1 I) 

security ulture i ti ll in the earl ta 

ost of the in e tiga ti n in the i ue f in~ rmati n " urit 

in d'vcloped c untri e uch a K and u "trali a, nl 

de cl pi ng c untrie ucb a utb [ri a and nit ' d "mirat' , hu, alth U' It 

practical imp \icati n take the Li n' hare, thi r' ' ar h 

knowledge in the area f inb 1U1ati n e urit in n ' ral and t in~ rmall n 'unl UItUI 

in parti ular. 

rad i ti na 11 , 111 t 
ed I hn I g.t 

maj rity f inf rmati n e urit i ue. 
r. H1 rd r t nn 

Ulily ultur and pra ti e, it ne d a 
hni 1 a 



pr esS and 1 hn lh r \ rd . . th Ie hnl I I Inn· hili I, 

• nsidcr d 1 nn fC ti 111 l1T)ali n • unl uhur in th h 

The resull tained fr m b th I III (I 

imp 11 nt {ind in a ut in~ rmali n c unl in 11 1\\ h ' 1 -( ' 1I lii II !-or ital 

m lj)r find ing I' thi tud a th Ie k r 1W r '11 '~~ l im n h -allh 

admini strati e taff and 111 di al tud nl ab L11 in nlU11 n .. - Li l lI In 111I 'Ill I . il \\ llo 

r lun I the t I' \\ h.lt Ih' I 'I III 

inf'0J111 ti n c urity il11pli . The tud al 

not kn w in~ rmati n ul'ity i ue rd tll d I 
,he \\ Ih I 

nl y 1 .1 % r th re p ndent kn w inC I'm (l ti 11 • 'uril r ·hl 'd t Ih ' lI h, 

ccorcling t 
2 , the absence r " urit (I\J al' ')1 • 111 II at ' ., J 1111 II 'Jl 111 

e r~ 'c ti ve urity il11pl ementati n. In I neral , C rlT) th' (I 
, lhr' . I • ull 'l. 11 ',11\ 

that there i la k f awa rene ab ut in~ rJ11 ati n e urit 
It \\ I JI 

o II 
Iw he1l11ing l11aj 

tr ngly di agree r di agree t tb 
tat 'm ' 1l1 i,', I am all1 d \0 h' 

in~ nT)ati n ecurity c ntr 1 1 am upp ed t u , Ln imilar manner. il i al 

infer th t the ab ence f in£ lTIlati n unt a\. ar n 

au ed by the ab en e f ecurit a\ arene lrainin in lh 

rding t the tud ndu ted b 0 I itt and h ma 

rganizati n d n t en itize th ir 

lhr t and thi la k I' inC J111ali n 

\0 

urit 
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inf' nna ti n \ ilhin lh r lani zat i n. In th ' qu II\' 11\ "IU 

lu ' k f' a m n' k in~ n11 ant 

!'ourti ' i nt re ur ~ r in rmati n ' C uril 

'ond u ted b R 

SUPP )rt were ~ 

being 'ond u ted. 

al indi al I Ihat man I m ' l1l 

f th e m re 1 .,"11 111 

" he study indi ated that maj rity 

infolJl1 uti n e urityawa rene trainin '. 

other stafr n d e lra- in~ Imati n e urit av ur '11' ~ 1l 'Iinin und ' lI ' ttl 

hillon( 1 ), in rea ing the awan;ne ' 

that an rgani zati 

'hllllln ' I 

IHI I 

1I111ll' II Illln 

f security i ue r feature i an Imp rtant t I ~ J' r 'H lin a \\ ,11 U 111 '1111 \1111111 .,. Uti 

on iou n I thi , hea lth aI" J'gani zati n and 

can a1 0 imp l ment and in rp rate a c ur e v ith a p' ial il1~ nll Htl n . 

health cu rriculum t bring adequ ate Je el fj~ J111ali 11 ' urit H\\Hr'I1' , 

en th ugh educa ti nand in- ervice a arene lrai nin or ' th r r " IJI1 • uri t 

y e, th ey d n t gUal'ant uri t n~ nll h' dall \\ r 

n ir nment. arene mea ur ut ide r t 

, m u pad pen aJ1d g n \ ith urit 

mnipr ent. In ad diti n t thi , the 

m ag u in g peri di and di I \\ ilh m m n, 



r ;anizati n al 

n cJ11ed mpl 

n cd t r al iz th 

pit I. 

n th r iml rtant findin g f thi tud 

manag ment f, r the perati nand implcl11 nlati n 

that 174 .2%) f I I re p ndcnt 

I. k 

In 1111, Ii n 'unl It 1IlII\ I II 

rnrnll tn' 1 n I llil 11 h I I 

II 11'.' uti l . I h' ,Ill I h 1\~ , I 

' ul turc t tement whi h indicate thc a i tan Ih ' man I ' ' 111 'nl f I Ih ' "" 1 I'n 'nl,lllc n r 

inf, nn ti n c urity. It i und t infcr that thi la 'nl mi dH 

be causcd by lack f awarcne ab ut inf, rmati n 

Rainer and M rr w (20 7) it wa indicat d that t I mtlna '/11 '111 'l Ull I I I 1111'" I nurnl ' I 

nc In a Ii t f 25 inf, nnati n c urity i ' u ' tiff ' ting in 111 'Ill 11 '1 "llllt II' th' 

rganizat i n. 

The study r vea led that the hi ghe tiel of re p nd 'nt 11 t 

kn w th exi tence of infi nn ation e urit p Ii 111 th' rgani /u ti 11 . Thi I ' ult \\ 

reaffirm d by the re ult btained from the in-depth intel J ' \ h 'ld \ ith th' m'dl til dll ' t 

n eming thi i ue, the medical direct r nfiJ111 'd a \\ n tt 'n \Il~ 1111t1l! 11 

e uri ly p licy in the bo pita l. According t the tud t d Ul 

an in~ nnation ecuri ty policy ecurity pra d Wllh ul 

d mar ati n f objective and respon ibilitie . inC nnati n ' urit \\ II I 

h Ip t define the u er ' li ght and re p n ibilit In r lali n t In nnali n \\ ,thln UP 

rgani zati n and h Ip u er to under tand a pta I 

r urc . The pr ence of well written and d nl d in 

h Ip eni r manager to contr I and m nit r mpl 
n l III rmati n. 



I wever, the e tabli hment and implementati n In rrna ti n 

indicated that m re than half percent (57.6% f the re p 

h ther they are adhering to the organiza ti n in ~ rmati n 

mal1J1 er, it wa al 0 indicated that 25.0% f the re p nd nt 

th above proposition. The tudy al 0 howed that o/c 

rga nization d not have a mechani m ~ r en uring 

in ~ rmat i n ecurity poli cy. The study conduct d by Karaba ak 

rganizati ns need to eva luate their in ti rmati n e uril 

h uld have a mechani sm to ensure that the pra tice f empl 

n I n ur 

thi Iud ', it \ 

I J1 t In Imil I 

th 

dh 'II n t Ih· 

in Ii t'd Ihol 

r ani/ali nO, 

ilh 111' 

in~ rm ation ecurity policy, palticulari y becau e a ignifi ant num b ' I' fi ll n1,oti n 'UI il 

br aches re ult fro m employees fa ilure to c mp\y with e urit I a r' lIll, I Ii 

en~ rcement is necessary and es ential fo r the ucce f inf< rmati n . , 'uril 

tn this study, it was indicated that 71.t % of the re pondent re p nd >d thal lJ1a na >]11 'nl d " 

n t communicate info rmation security information on a need t kno ba i I all ' b I \I I' . 

Management need to communicate information ecurity p Ii ie b u ing di~ r ' nl media 

uch a information secUlity awareness training and by u Lng pen di 

thi study, 61.7% of the respondents indicated that th ey can 11 t 

information security policy. The organizations need to place a 

convenient p lace where anyone could easil y acce or read it. 
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h tudy al revea led that 3% f the re p nd nt 

implementing and u ing in~ rmati n urit in Ih 

par1icipated 111 the in-d pth interview al rep 11 d Ih im 

inG rm ation ecurity In the ho pita\. Fr m thi it i un I I In 

irn 

inl rmanl 

r lin I'm ,,,tin 

th' 

r ca rch partic ipant beli eved the imp 11an c r impl 111 ntin in rm 1\1 n 'unl In th 

h I ita\. It wa al 0 howed in thi tudy that 64% r the re p nd 'nl ~ 'h III I' 

th eir w rking practice in order to en lire the urit r in~ Imali n, I hi ., I ;~ 1I11 1'\ 'JI, II (.; 

e I tcnce r wi \I ingne and preparation n the ide r re p nd nl I hon' I h 'II \\ ( I kill ' 

pra tic s t secure organi zation informati n a et , 
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7. Strength and Limitation of the Study 

7.1. trength of the Study 

• mbi nati on f both quantitati and qu lilali Iud . 

• in e it i the fir t tudy in thc area f i n~ I'm Ii n .• ulll I uhul ' In h . 11th 

in tituti n, it provide ba eline in~ rmati n ~ r fun h r r ' ~ ·tl i h "1 ( lh'l I t it 

Ethiop ia. 

It included hea lth car pI' videI' mcd i al Iud 'n l an I th I < 1111 ""',11 .111\ . , tJ I 

a a tud y ubj ect. 

• Oi CLi ion of the tudy result with seni I' mana' I' in th . h ~ I it II . 

• It empha ized the role of n n-technica l is ue in ·,& guor lin g Ih· 1 'u lWltl n 

inC, rmation re ource . 

7.2. imita tion ofthe Study 

• ack of imilar and pubJi hed tudie in the area f inf nn(Jli n . Ullt uiIUi' 

espec iall y in developing countri e . 

• Pre ence of incomplete que tionnaire I.e. me que Ii nnair" ar' n mpl ' 

• High workl oad to health care provider and ern r manag'l' . 

• Lack of motivation and commitment fr m me health 

pmticipate in the study. 
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8. Conclusion 

de elop appropri ate information ecurity p II' a ld t d h 1 an I 111 1111' 11 n ur it 

ultur to an adequate level in health in tituti n it i r1h I a 

bcli ef and action of emp loyee and intern hip medi al tud nl wi lh 

curity, uch kind of research in health in titution an I Ih' 

appl' priate interventions like information e urit lnd f I Ih' 

f, rmul ation of information ecurity policy, The re ult f thi h \ ' Imp Itilnt 

impli ations about the ex isting infonnation ecurityen if' nment in Ih ' h I h '" II ' 

m f the major conclu ions of this study 

• The study indicated that majority f the hea lth aI" pr id'i Illd 111'1 

admini trative employees in the hospital d n t kn hat th' 1l:1<1l1 in II11 UII 11 

security implies, 

• Majori ty of the respondents III the h pital ha ne er r' 'iv'd In 1111Utl 11 

security awareness training, 

• More than half of the respondents participated U1 thi r ~ 

management do not assist the implementation of in£ nnali n 

hospital. 

• Majority of the respondents participated in thj tud beli ed in lh> imr rtan 

of implementing and using infonnation ecurity in the b pital. 

• The study found that there is no infollJlation cun p Ii ab ul h w lh dat 1 

tored proceeds disseminated or u ed in the h pital. , , 

• The result from in-depth interview indicated that lor, nn ali 

adequately protected, 
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• 

• 

• 

More than half of the respondents reported that they are re d t 

working practice in order to ensure adequate protection t in~ nlloti n 

Majority of the respondents reported that they are un ure \ heth r th 

adhering to the information security policy of the ho pital I' n I. 

Majority of the respondents who participated in thi re ear h rep 11 d that th ' d 

not know a function, a team or a person who is re p n ible ~ I' in I'm, ti n 

security in the hospital. 
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9. Recommendations 

t researchers believe that bringing effective and acceptable inft rmati n c unt 

continuous processes which require long term commitment and u taina 

employees and management. The hospital needs to formulate an inft rmati n c urit I 

and implement procedures such as awareness session and training program t 

ultur • 

m 

e mmunicate infonnation security policy. Management also need to inc rp rate in nn II n 

ecurity as one of the characteristics of the hospital and demon trate it mmitm 'nt Illd 

involvement in the processes of implementing it effectively. The foil wing arc . 111' f Ih . 

recommendations based on the result obtained 

9,1.Short Term 

• The hospital should implement information security awarene trainin' pro'ram 

to bring infonnation security conscious behaviors. All the c ncemcd parti . , i. '. 

senior managers, health care providers and other admini trati e tafT h uld 

paJiicipate in the training program. 

• Senior managers in the hospital should support and conurut enough re our c ' for 

the operation of infonnation security in the hospital. lncrea ing the parti ipati n 

and suppOli of the management is a key issue to bring su tainable in~ rrnati n 

security culture in the hospital. 

• Improving the existing infonnation protection procedures in the ho pital t brin 

adequate protection to infonnation assets in the hospital. 

• Developing infonnation security guideline, rules or regulation that 

employees how to use infonnation assets in the hospital. 
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• Assigning a specific person or team who can tak 

infOim ation assets in the hospital. 

• The hospital should implement awareness mea ure ut ide 

r 

th 

training room to help employees remember the Ie on lea rnt. 

posters in the office and office areas and using gown and p n t tl . l1 ')mlt 

security messages helps the security topic omnipresent. 

9.2.Long Term 

• Fom1Ulating health information security policy by invol ving ke 

from the health sector. 

• Incorporation of information security topics or cour es In the urri ulul11 

health. Because the researcher believes that education i one f the n: 111 'an ft 

creating security awareness. 

• Federal Ministry of Health should incorporate infonllatioo 

processes or function in the hospitals. 

• Appropriate leT infrastructure which provides technical pr te ti n £ r 

infonnation assets should be implemented in order to impro e the in~ mlati n 

protection efforts of the hospital. 

• It is the position of the researcher that detail investigation h uld be arried ut 

involving every employee by using the survey approach to unde land th 

differences in the awareness between employees in different ward r d partm nt 

in the hospital. 

ultur in • d· . . c tion e urit 
The researcher also recommends further stu les III llllonna 

Eth ' . . . . h b t the issue in di fferent h lOpla to have detaIl mSlg ts a ou . 
ita l . 
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Annexes 

Annex 1. E nglish questionnaire. 

ADDIS ABABA UNIVERSITY 
FACULTY OF INFORMA TICS 

HEALTH INFORMATICS PROGRAM 

I am Temesgen Gebrasilase, a post-graduate student in Health InC, nnati 

ni ver ity, Faculty of Informatics. Currentl y 1 am doing m rna ter 

t Addi 

'ntitkd 

liAs essmcnt of Information Security Culture in Public Hospitals in NNPR: T he ca c 

of Hawassa R eferral Hospital ". 

The bj ective of this questionnaire IS to collect data from health r r id r , 

administrati ve staff and from medical student on their kn wledgc attitud and p'r pli n 

t ward info rmation securi ty. In line with this it al 0 help t identi fy and a 

fa il itate th implementation of in fo rmation ecurity culture and pra li 

h pita!. It wi ll take about 30 minute to fill the que tioner. Y u are cl t d t parti i 'n' 

in th i tudy j u t by chance. The info rmation yo u pro ide u xtr m'l imp rtant and 

in aluabl , a it will help the government and pri ate in tituti n 111 

h alth ervi e aro und the country. 

w uld like to a ure yo u that the info rmati n that u pr id > m(;: 

nfidenti al and will be used only fo r the re earch purp e. Y u ha > fu ll ri 

take part or to top fi lling the questi oner at any time. But the i n ~ rmati n that I 

me i qui t u eful to achieve the objecti ve f the tud and t 

i ting inD rmation ecurity cul ture of health in tituti n. 

r VI In' 

mpl t 'I~ 

n idering th info rmati on you get fr m th eneral In rmati n ave. I , ul 

thankful if yo u pend ome time to an wer que ti n rei d the i ue , 

ame f data 

!Iect r ------------------
I lnature ------------------

'arne f 

U l\ I r ___ -----



qu 1I nn Ir 

ADDI ABABA 
FA LTV OF I 

HEA LTH INFORMATI 

lh kn I dge ll ilude and lie 

lh r a mini trati e taff n in ti rmati n urit ultur in II R . c al II s i ill 

P I{T I: - 0 ' M RAPHI HARA 

III Iru Ii n: In plea fill ur p r nal In m1ali n Ihn\ . ' il I" IS ( l ll 

prided . 

A S\ U~ 

trati ·tof 

r It ' lflt 

11 fll I ' /If . 

11 (/I / ' llf 

III 

II 'olh 
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PART II. KNOWEDGE QUESTIONS 

In truction: For the following questions please put " ,(" symbol In front of th pa 

provided in each knowledge questions. 

NO STATEMENT YES NO 
I I know what the term information security 

implies. 

2 I am aware of information security related to 
my j ob. 

3 I know a person or a team respon ible for 
information security in the hospital. 

4 The hospital has a written information 
security policy. 

5 The hospital has an information security plan . 

PART II. INFORMATION SECURITY CULTURE TATEMENT 

Statements Strong Disagree Unsure Agree Strongl 
Disagree ~grcc 

I It i important to determine the 
ho pital' inform ation security 
needs. 

2 Inform ati n ecurity should be ! 
rega rded as a functional issue. 

3 Inform ation security should be 
regarded as a techn ical issue 

4 I think it i important to implement 
in form ati on security in the hospital. 

5 1 am trai ned In the inform ati n 
ecuri ty control r am uppo ed to 

use. 
6 1 have a respon ibility towa rd I inform ation securi ty in the hosIJital. 
7 Management a i ts In the 

imp lementati n of inform ation 
security issues. 

8 Managem nt perceives inform ati n I i 
securi ty as important. 

9 1 ad here to the ho pital I , 
in formation security policy . 

10 The h pital n ure that 1 adh re t 

I 
the infi rm ation e urity p lie . 

I 

J 

J 
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