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Abstract

Traffic classification is associating network flows with the applications that generate them. Traffic
classification helps ISPs (internet service providers) as the fundamental building block for any traffic
management activity, for traffic pricing and treatment (e.g., policing, shaping, etc.) and for security
activities. There are various types of methods used for network traffic classification. Port-based and
payload-based methods is widely used for application identification in the traffic. In recent years,
these methods have not worked well in practice. This is because the number of applications that
employ random or non-standard ports have increased dramatically, and payload content encryption
is required for security purposes. Therefore, machine-learning techniques have been proposed as
solutions in the literature, recently.

In this study, a machine learning method is used for the identification of applications using fixed
network traffic data collected from ethio telecom access layer devices. To build the model, two
supervised machine-learning algorithms, namely Random Forest and C4.5are selected from the state
of the art. The flow level network features extracted from the collected data to train the machine-
learning model. This study is unique from existing network traffic classification studies in that it
uses two additional new features to train the model. These are the flow index and flow state. The
performance of the models analyzed before and after the addition of new features. Finally,
application dominance in terms of flow, packet, and byte composition in fixed network traffic is
studied.

The experiment results show that Random Forest provided 90.8% and C4.5 provides 88% of the
overall accuracy-based on the flow features available in the state of the art. However, after the
addition of the flow state and flow index features to build the models, the overall classification
accuracy of the Random Forest 95.2% and 94.8 for C4.5. The overall classification accuracy
increased by 5.1% for Random Forest and 6% for C4.5.

Finally, this study shows the application's dominance in terms of flow, packet, and byte composition.
On the fixed data network, web applications consume approximately 35.5 percent of bytes, 21.5

percent of packets, and 56.6 percent of flow, making them the dominant application.

KEYWORDS: Random Forest, C4.5, Fixed network, Traffic classification, Application

identification, Application dominance.
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1. Introduction

Modern network environments are becoming more and more complex and diverse due to the
emergence of a large number of new applications [1]. Because of the dynamic and diverse
introduction of a huge number of new applications, determining which applications cause traffic
congestion is the most difficult task. Complexity of network traffic composition and dynamics,
which are difficult to manage and supervise, especially for ISP’s (Internet Service Provider)
network. In general, the characterization of network traffic provides insights for various network
management activities, such as capacity planning and provisioning, traffic engineering, fault
diagnosis, application performance, anomaly detection, and pricing [2]. In order to acquire a better
knowledge of how people utilize their networks, it is necessary to study and identify many types
of network applications that generate network traffic. There are different methods of identifying
network applications. The traditional traffic classification methods include port-based and
payload-based methods [3] [4]. Port-based identification of network traffic is quite simple and
relies on mapping applications to well-known port number[5]. These methods are effective for
application identification with The Internet Assigned Numbers Authority (IANA )registered port
numbers. However, these approaches fail with the increase of applications that use dynamic port
assignment. Payload-based methods, also known as deep packet inspection techniques (DPI),
analyze the payload of the IP packets and look for each application or protocol characteristic
signature[6]. This method is accurate and reliable in most classification cases [7]. However, the
method fails to identify and classify applications in the network traffic due to payload content

encryption and user privacy information protection.

A number of researchers are looking particularly closely at the application of machine learning
(ML) techniques (a subset of the wider Artificial Intelligence discipline) to IP traffic classification
in recent days [8]. ML methods have been using prioritized sets of features, which lead to different
dynamical behaviors during training and classification. Since these features are both port-
independent and payload-independent, the ML methods provide much more flexibility. ML
techniques may be supervised or unsupervised. The supervised techniques need a complete labeled
data set to classify unknown classes. The supervised learning techniques trains the model with

some labeled data sets and then it will produce prediction output on new data samples [3]. While
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in unsupervised, there is no need for a complete labeled dataset. The result of this technique does

not identify instances in predefined classes

This thesis work shows fixed network traffic classification by capturing raw data from ethio
telecom access layer devices in order to determine the dominating applications in the network and

to select the best algorithm for classification.
1.1 Statement of Problem

The rapid growth of the internet in size, complexity, and traffic type makes it a challenging task
for ISP to manage their network, to provide better quality of service, and to have good knowledge
of applications. There is a huge amount of network traffic flow caused by different kinds of
applications. However, there is no better understanding of the current and emerging applications
that generate network traffic. Due to this, ISP face different kinds of problems, such as security
problems, lack of knowledge about who is generating traffic, and a failure to know the nature and
type of network traffic. This case is also the same for ethio telecom as an ISP company. In ethio
telecom there is a growing network traffic flow, but different kinds of applications that generate
the network traffic flow are not exactly known. However, knowledge of network traffic patterns
is critical for gaining a better understanding of the applications that drive traffic flow, which assists
ISP as input for quality of service, security, and market forecasting. To get this benefit, accurate

classification and identification of applications is important.

There are different methods used to identify and classify applications running in network traffic,
such as port-based or deep packet inspection techniques. However, this method fails to use because
of the growing number of applications that use dynamic port assignment and encryption packet
payload for security purposes, respectively. Because there is a large amount of data traffic and
various types of applications running on the ISP network, and the drawbacks of both the port-
based and DPI methods mentioned above, which make them difficult to use in the classification
of applications running on the ISP network.

In this research, machine-learning techniques used to classify network traffic by recognizing
statistical patterns in externally observable attributes of data packets. This method is both port-
independent and payload-independent and efficient for dealing with ISPs network since it have

larger amounts of raw traffic data.
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1.2 Research Question

This thesis work used to answer the following main research questions:

»  Which applications are dominant in ethio telecom network?

> Which are the best features for the classification?

»  Which machine-learning algorithm provides a better classification accuracy?

1.3 Objective

1.3.1 General Objective

The main objective of this study is to identify applications running in ethio telecom fixed

network traffic using a machine-learning algorithm.

1.3.2 Specific Objectives

>

YV V VYV V¥V

>

To select relevant packet data from fixed network traffic that used for this study.
To select the appropriate machine learning algorithm for classification.

To identify the best features that would be suitable to train the machine-learning model.
To develop network classification models based on machine learning techniques.

To analyze the performance of the classification models.

Finally, the fixed network application trend analysis and dominance analysis carried out.

1.4 Literature Review

The author [2] uses two machine-learning algorithms for internet traffic classification. Support

Vector Machine (SVM) is a supervised algorithm, whereas K-means clustering is an unsupervised

algorithm [2]. The aim of the classification of network traffic is to map an unknown traffic sample

to given categories. The author uses SVM to construct a hyperplane and group of hyperplanes for

traffic classification in a high dimensional or infinite dimensional space. The kernel function

applied in this algorithm to avoid high-dimensional operations. On the other hand, unsupervised,

K-means classification allocates the samples into a fixed number of partitions based on a similarity

measurement. An overall accuracy of both algorithms of over 95% achieved. Meanwhile, the

system performance further improved with model tuning and feature selection. The author [6]
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worked on the clustering flow label propagation technique, synthetic flow feature generation
algorithm, and feature selection technique to classify the network traffic with a real dataset from a
large-scale supercomputer. The clustering flow label propagation technique can used to extract
correlation application flows, increasing the number of labeled flows. The author also uses a
synthetic-flow feature generation algorithm to extract and select the most effective features in raw
flows. The author also used supervised learning algorithms such as Random Forest, C4.5, and
KNN to test the performance of traffic classification and application identification. The results
show that the overall classification accuracy of this model is about 99%. The author [[9]uses a
system model that shows step by step techniques for identifying unknown network traffic classes
using machine learning techniques. These steps are network traffic capture, featurel4 extraction
selection, training process sampling, implementation of machine learning algorithm and result.
Then WWW, DNS, FTP, P3P, and TELNET application traffic duration of 1 minute using the
Wire Shark tool and extracting 23 features using the Netmate tool. After that, traffic classified
using four machine-learning algorithms. Experimental results show that the C4.5 decision
algorithm gives high accuracy results as compared to other Support Vector Machine, bayes Net

and Naive Baes machine learning classifiers.

The author [5] proposes a method of classifying traffic flowing on the network according to the
application generated by the end host. To perform these tasks, the raw data in this study consists
of two packet level traces collected on an ADSL platform by a major ISP in France [5]. The author
uses this data to perform different options of ADSL user profiling. Finally, based on network traffic
classification using a machine-learning algorithm, the author did label a client with their
dominating application [5]. Indeed, the dominating application in terms of bytes usually generates
the vast majority of users’ total volume [5]. Customers with the same dominating applications are

clustered together [5].

The author [8]considered popular end-user application classification by using machine-learning
algorithms and compared four kinds of machine learning algorithms such as j48, random forest, k-
NN, and baye net. To increase the accuracy of the results for both datasets, and to reduce the
computational complexity, the authors apply the Chi Squared AttributeEval feature selection
method. Chi Squared Attribute Eva evaluator gave the most satisfying result with a 90% reduction
of 111 features into 12 selected features for both datasets [6]. Applying the feature selection
method increases the algorithm accuracy by 2%.
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1.5 Methodology

>

>

Review related literature to identify the appropriate network traffic classification technique
and algorithm.

Select the appropriate and well-known classification algorithms and data mining tool. Network
traffic capture by open-source tools from ethio telecom access layer devices. Then, in order to
improve the performance and minimize the time taken to build the models, the data-
preprocessing task has been done.

After the data preprocessing performed, the next major role was the selection of a relevant
feature subset by removing redundant and irrelevant features. Which helps to improve the
accuracy of a classification algorithm and reduce the time taken to build a model. Finally, make
it ready for training and testing the models.

When the data processing and feature selection are finished, train the selected classification
ML algorithms by using two different kinds of network flow feature. The first one is the
network flow feature that exists in the state of art. The second one is the network flow feature
that exists in the state of art with two additional new features that are flow state and flow index.
Then, the performance of these algorithms evaluated before and after the addition of the new
feature set.

Finally, in the fixed network, application trend and dominance analysis performed.

In this research work, Wireshark, tranalyzer2, MS-excel, and weka 3.9.5 tools used for data

capture, extraction, visualization, and machine learning processes.

1.6 Scope and Limitation

1.6.1 Scope of the thesis
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This thesis focuses on fixed network traffic classification based on data captured from ethio
telecom access layer devices and classifies them into eight user applications. Then, in the fixed
network, an analysis of the dominant applications performed.

1.6.2 Limitation of Thesis

This thesis limited itself to capturing the network traffic from three sites only and the data traffic

of fixed network analysis and classified into end-user applications, not including the voice traffic.
1.7 Contribution

This research has contribution to ethio telecom mainly to fixed network internet service:
> Allow ethio telecom to perform optimization of network and improve network
Performance.
» Study of application running in the network traffic helps ethio telecom in better
Understanding of end user of the service.
» Network traffic classification also used as input for varies study such as security
analysis, network management and market prediction.
» Knowledge of application helps ethio telecom as input for quality of experience.
1.8 Thesis Organization
This thesis organized into five chapters. Chapter one deals with the introduction, statement of the
problem, objectives of study, and the methodology to achieve the objective of this study, scope
and limitations of the thesis, literature review and contribution of the thesis.
The second chapter covers the fundamentals of network traffic analysis, including why it's
necessary and how it's currently handled.
The third chapter introduces the traffic classification model and its processes, such as data
collecting, data preparation, feature selection, algorithm selection and model training.
The results of the machine-learning algorithm described and reported in chapter four.

Finally, in Chapter five, there is a conclusion and suggestions for future research.

2. Network Traffic Analysis

Network traffic analysis is the process of capturing the network traffic and inspecting it closely to
determine what is happening on the network [10].For ISPs, network analysis plays a critical role

in responding to support of their diverse business objectives. This may help them to have
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immediate access to data flowing through their networks and have detailed knowledge of the
composition of traffic as well as the identification of application usage, which required by
operators for better network design, provisioning, and quality of service (QOS) solutions [11].
First, in the network analysis, split traffic into distinct classes and then prioritize and treat them
differently based on different criteria. Second, recognize the application to which classes belong.
This traffic classification output helps to differentiate between the class of billing and the
verification of service level agreements (SLA’s). Moreover, network traffic classification used as
a significant stage for developing successful congestion control schemes, and to differentiate out
normal and malicious packets [12]. Network analyzed at different levels [13]. These levels are

packet level, flow level, and network level for security management.
2.1 Flow Level Analysis

A network flow defined as the set of IP packets passing through an observation point in the network
during a certain time interval, such that all packets belonging to a particular flow have a set of
common properties [14]. These common properties called "standard five tuples” and are typically
contained in the packet header [15]. These are the source IP, source port, destination IP, destination
port, and port id. The flow definition does not place restrictions on the five standard tuples. Beyond
these properties, they include the duration of the flow, volume of data, number of packets per flow,
average packet size per flow, and sometimes mac address and vlan tags combined with the Ip
address taken as flow[16]. In any case, flow has a network packet with the same properties.

Network analysis based on flow level aggregates information from different packets into a flow.
The purpose of aggregating packets into flows is to convert raw packets communicating over the
network into meaningful information elements about interaction. This interaction can provide a
high-level understanding of the network behavior based on its statistical information without

seeing the payload of the packet.

Different authors suggested that the performance of the traffic analysis depends on lots of factors,
such as link utilization, pattern of packet arrival, number of flows, etc[11][17]. Among them, the
number of flow counts influences the whole phases of the traffic analysis system. It is critical to
have a thorough understanding of flow-based IP traffic characteristics in order to comprehend

network traffic behavior and improve traffic performance.
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2.2 Packet Level Analysis

Packet-level traffic analysis expresses traffic flows in terms of inter-packet time, length of
the packet, packet size, mean and variance of the packet length, square of the root mean, etc. Packet
level analysis is simpler and more general than apart from allowing us to analyze network traffic
from a different perspective, they have the important advantage that their application in traffic
simulation and generation lets us measure and study network parameters like delay, jitter, packet

loss, packet corruption[18]

Level Feature Set

Flow » Packet length statistics within the flow: Mean and variance in forward and
backward direction

» Time statistics within the flow: duration of flow and interarrival time the

packet within the flow.

» Data volume statistics within the flow: Volume of data, number of packets
per flow, bytes count

» Protocol based statistics within the flow: Initial Advertised Window bytes,
advertised window byte, number of packets with PUSH bit set, Number of
out of order packets, Time to live, Response flags, Number of canonical

names, Query name rank

Packet Length of the packet

level Mean of the packet length
variance of the packet length,
Square of root mean of packet length

packet size

Inter arrive time of the packet

vV ¥V Vv Vv VY VY V¥V

payload size

Table 2.1 feature set for network analysis level
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2.3 Network Traffic Classification Techniques

Network Traffic Classification is the process to identity the network applications or protocol that
exists in a network. In order to classify unknown classes of applications in traffic, a number of
network traffic classification techniques have been developed. The first technique called Port
based techniques. This technique includes a port, which is firstly registered in Internet Assign
Number Authority (LANA)[19]. However, this technique failed due to an increase in applications,
which use dynamic port number assignment. The other technique is the payload-based methods,
which also called deep packet inspection techniques (DPI). It aims to analyze the payload of the
IP packets and look for each application or protocol's characteristic signatures[20]. Due to payload
content encryption and user privacy information protection, DPI techniques also failed to identify
real-time network applications. Machine learning techniques overcome the drawbacks of port
based and DPI by recognizing statistical patterns in externally observable attributes of the traffic.
Their ultimate goal is either clustering IP traffic flows into groups that have similar traffic patterns,

or classifying one or more applications of interest[21].

2.4 Machine Learning Algorithm

Nowadays, Machine Learning (ML) techniques are a very popular approach to identify and
classify patterns in different fields of science [22] . The main objective of ML approach is to give
the computer automatic learning capabilities, where the machines are able to extract knowledge

from a process under certain conditions [22] . Generally speaking, the ML
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Model should give the current state of the process given a number of incoming inputs. Machine
learning algorithm mainly have four categories: supervised, unsupervised, semi supervised and

reinforcement

' Machine Learing Types ]
Supervised Unsupervised Semi-Supervised Reinforcement
Learning Learning Learning Learning
Target Var. Target Var. Learns from Combined Datal Positive Negative
(Digscrete) (cggim) Unlabeled Data (Labeled + Unlabeled) (Reward) (Penalty)

ZN AN

Classification | | Regression | | Clustering | | Association | [Classification| | Clustering

Figure 2. 1 Type of machine learning techniques[23]

2.4.1 Supervised Learning

Under supervised learning, a set of examples or training modules are provided with the correct
outputs and on the basis of these training sets, the algorithm learns to respond more accurately by
comparing its output with those that are given as input[24]. It means that the supervised learning
technique trains the model with some labeled data set and then it will produce prediction output in
new data sample. Example of supervised learning Algorithms are: Random Forest, C4.5 also
known as decision tree, regression Analysis and support vector machine (SVM).

Random Forest

Random Forest is an ensemble classifier, which constructs a group of independent and non-
identical decision trees based on the idea of randomization[25][26]. In this algorithm the Bagging
principle is also used with another randomization technique called Random feature Selection [27].

In random forest, every decision tree made from randomly selected train dataset. Since the feature
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selected randomly split in each decision tree, the correction between each decision tree reduced,
which improves the classification accuracy. Ensemble and bagging techniques of random forest
algorithm also helps to overcome the problem of over fitting. The Random Forest is appropriate
for high dimensional data modeling because it can handle missing values and can handle

continuous, categorical and binary data[28].
C4.5 Decision Tree

The C4.5 algorithm constructs a model based on a tree structure, in which each internal node
represents a test on features, each branch representing an outcome of the test, and each leaf node

representing a class label.

C4.5 algorithm consists of two process, preparation of decision tree and make the rules. Then,
calculate the entropy and information gain with the highest attribute is selected [29] . Information
gain ratio measures the correlation between two random variables[30]. In case of this work, it
measures the correction between a feature and class label. The random variables X and Y, the gain
ratio defined [29] .

Gain Ratio(X/Y) = %
Where: H(X) = — S p(xi) logp(xi)

HX) =— z p(yi) Z p (g) log (;%)
j i

C4.5 has been widely used in traffic classification[5].

2.4.2 Unsupervised Learning

Unsupervised learning refers to the process of grouping data into clusters using automated methods
or algorithms on data that has not been classified or categorized [31] . In this situation, algorithms
must “learn” the underlying relationships or features from the available data and group cases with
similar features or characteristics[32].The most common unsupervised learning tasks are
clustering, density estimation, feature learning, dimensionality reduction, finding association rules,

anomaly detection, etc[23].
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K-Means Clustering

The unsupervised learning method K-means cluster categorizes a dataset into a predefined number
of clusters (assuming clusters), for example, to classify network flow. The basic concept is to pick
centroids at random for each cluster. Each input represented as a coordinator by examining the
features values, which made up of a group of points. Each point assigned to the closest centroid,
and each cluster of points assigned to a centroid is measured. The centroid of each cluster later
updated depending on the points assigned to the cluster. The procedure repeated by updating the
stages until no changes made to the clusters, or until the centroids remain the same. Network flows
are represented by points in a P-dimensional space (dimension refers to features such as packet
size), with each packet having its own dimension; the size of packet p in the flow is represented
by the coordinate on dimension p. The technique repeated, with the stages updated, until no clusters

change, or the centroids remain the same.

2.4.3 Semi-Supervised Learning

Semi-supervised learning is a machine learning (ML) technique that combines supervised and
unsupervised learning schemes. The main objective of Semi-supervised learning is to overcome
the drawbacks of both supervised and unsupervised learning [33]. However, supervised learning
requires a huge amount of training data to classify the test data, which is a cost-effective and time-

consuming process [34].

2.4.4 Reinforcement Learning

Reinforcement learning (RL) is a type of machine learning algorithm that enables software agents
and machines to automatically evaluate the optimal behavior in a particular context or environment
to improve its efficiency[35]. The RL approach based on interacting with the environment, as
opposed to supervised learning, which is based on given sample data or instances. The problem
to be solved in reinforcement learning (RL) is defined as a Markov Decision Process
(MDP)[35].Which is all about making judgments consecutively. A typical RL problem has four

components: Agent, Environment, Rewards, and Policy.
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It is a powerful tool for training Al models that can help increase automation or optimize the
operational efficiency of sophisticated systems such as robotics, autonomous driving tasks,
manufacturing and supply chain logistics, however, not preferable to use it for solving the basic or
straightforward problems

3. Traffic Classification Model

This chapter focuses on the model development procedure that carried out in this study. There are
several steps in the procedure. The first section of the discussion focused on capturing fixed
network traffic from ethio telecom access layer devices. Then the traffic flow feature generated
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and labeled with the end-user application type. After that, the data preprocessing process, which
includes methods such as data cleaning and feature selection, takes place. The selection of a

classification algorithm and model validation approaches discussed in depth. Figure 3 depicts a

summary of the experimental workflow.

- Data Feature

Raw packet preprocessing Selection Train/Test split

Testing

Training Data set

Data set

Model Testing
Building Data set

Model
Evaluation

Figure 3. 1 Summary of experimental analysis

3.1 Network Traffic Capturing

The data for this thesis gathered from ethio telecom access layer device. Wireshark used to capture
network traffic. Which is a free and open-source packet analyzer that may use for network
troubleshooting, analysis, software and communication protocol creation, and education. The data
set gathered from three locations: Bole, Leghar, and Sarbet, where the majority of

enterprise customers of the fixed network are located. The total number of rows data packets is 54,
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338, 92 in the pcapng format, which is compatible with extraction tool. Then, | used the tranalyzer2
tool in order to generate a flow feature from the captured packet. This tool is a lightweight flow
generator and packet analyzer designed for simplicity, performance, and scalability [36] and
depends on different enabled modules, denoted as plugins [36]. From these different enabled
modules in this work, the nDPI plugin classifies flows according to their protocol/application by
analyzing the payload content instead of the destination port. Using MS Excel to save the dataset

for the Weka tool in a Comma Separated Values (CSV) file format.

3.2 Data Preprocessing

The collected packets frequently contain a large amount of raw data that is irrelevant to this investigation.
As a result, cleaning the raw data before moving on to the next stage is critical. Understanding what the
data is and what you want to achieve is critical before you begin data cleaning. Without that knowledge,
you will not be able to decide what data is relevant while cleaning and preparing the required dataset. Since
the goal of this effort is to classify network traffic into end user applications. Therefore, a packet containing
network control information is regarded useless data, and a row with a missing attribute eliminated from

the data collection.

Number of Raw Packets Collected Number of flows | Number of Filtered flows

Raw packet | 54,338,92 882916 25000

Table 3. 1 Total number of row data

3.3 Feature Selection

After capturing network traffic and generating flow features from raw packet data, the attribute
reduced using the feature selection approach. Using the correlation plus ranker feature selection

approach on Weka 3.9.5, the first 16 features derived from raw packet data reduced to nine.

Table 4.2 shows the attribute before the feature selection method is applied

NO Attribute Name(In short hand) Description
1 Duration Duration of flow
2 Flow stat Flow states
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3 Flow ind Flow index

4 Std_pkt size Standard deviation layer 3 packet
5 Ave_pkt size Average packet layer 3 size

6 Max _pkt size Maximum layer 3 packet size
7 Min_pkt size Minimum layer 3 packet size
8 Pyid_entropy payload entropy

9 Pyid_chratio Payload character ratio

10 Pyid_binratio Payload binary ratio

11 Numbytesrcvd Number received bytes

12 Numbytesnt Number of sent bytes

13 Srcip Source ip

14 Scrport Source port

15 Dst Ip Destination ip

16 Dst port Destination port

Table 3. 2 Network feature used for classification

By using feature selection method, the above attribute reduced into nine.
The feature selection is the process of reducing attribute used to train a machine-learning mode.
This may help as:

» Using small features in the dataset will reduce train time for models.
» Improve accuracy of the algorithm

> Better resource usage: example memory usage.
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As a feature selection strategy, the correlation plus ranker method applied in this study. The degree
of linear linkage between two or more quantitative variables is measured by correlation [37]. Its
value ranges from one to negative one. One means there is a positive correlation, negative one
means there is a negative correlation, and zero means there is no correlation. Using the Weka
correlation plus ranker feature selection method, feature subsets with a greater correlation with the
class label and a lower correlation with other feature subsets chosen and rated higher. This method

is useful for removing redundant and irrelevant attributes from a data source.

1 2 g X-V@lVUES 5 = Feature 7

Feature [ Lminpitse |
0.05 /=

Figure 3. 2 Feature selected by correction plus ranker method

After selecting a feature, the network traffic labeled with eight end-user applications. The
application kinds seen in traffic listed in the table below.

Class Application/protocol
WEB HTTP, and HTTP browsing
VolIP Facebook, telegram, WeChat, Messenger
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Streaming MS Media Server, Real Player iTunes, Quick Time. YouTube
QQ

P2P BitTorrent, Filopodia

Mail SMTP, POP3, IMAP, IMAPs POP3s, HTTP Mail

FTP Ftp data, Ftp control, HTTP file transfer

DB LDAP, Microsoft SQL, Oracle SQL, MySQL

Unknown Unknown

Figure 3. 3 Feature selected by correction plus ranker method

After selecting a feature, the network traffic labeled with eight end-user applications. The

application kinds seen in traffic listed in the table below.
3.4 Machine Learning Algorithm Selection

The dataset utilized in this work labeled manually, allowing supervised machine learning
classification to be used. As shown in Table 4.8, two classifiers, Random Forest and C4.5, chosen.
The selection criteria for those algorithms mostly based on the dataset's properties, as well as their
application, computational complexity, and execution time, and their ability to deal with

overfitting problems. Both algorithms are widely used in traffic classification [5] [9].

Algorithm Advantage Disadvantage Applications
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C4.5

» Perform well in a variety of
multi-label categorization
situations.

» The algorithm aims to
minimize information entropy
by finding a single attribute
that best separates different
classes from each other.

» Constructed with information
gain as splitting criterion and
reduced error.

» Easy classification and data

interpretation.

> In appropriate for
excessive data

» Impact of variance

> Sensitive to wards biasness

Traffic and text

classification

Random
Forest

» Good performance on the

training data, poor

generalization to other data.

» The bootstrapping and
ensemble  scheme  makes
Random Forest strong enough

to overcome the problems of

over fitting

» Complexity on data

interpretation.

> It requires
computational

resources

more

Application
identification in

live network

Table 3. 3 Selected supervised machine learning algorithm

3.5 Model Training

To train and validate a classification model using a machine learning method, the first step is to

divide the data set into train and test sets. The 10-fold cross validation method employed as a

validation approach in this study. The data set partitioned into ten data subsets of about similar

size in the 10-fold cross validation approach, which done by randomly picking cases from the
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learning set without replacement. The model then applied to the remainder of the subset. This
thesis employed 25000 raw data for the experiment, which partitioned into 10 data subsets using
a 10-fold cross validation approach, with each subset having a 2500 row data set. The model
trained using a k-1 subset of the data, which represents the entire 22500-piece train dataset, and
it tested using a 2500-piece subset of the data.

3.6 Evaluation Metrics

There are different types of metrics to test the accuracy of supervised machine learning
algorithm. Some of them are confusion matric, accuracy, precision, recall and f-score.

Confusion Matrix

The confusion matrix is widely used in machine learning supervised classification or
determination of the behavior of classification models[38]. The square structure of confusion
matrix is represented through row and columns, where rows are the actual class of instances and
columns are predicted classes [39]. The confusion matrix has some basic terminology, which
applied to distinguish the predicted values and real values of the model in machine learning

algorithm. This basic terminology is:

True positive (TP): The actual class positive and the predicted class positive.

False Negative (FN): The actual class is positive, but the predicted class negative.

True Negative (TN): The actual class is negative, and the predicted class to be negative.
False Positive (FP): The actual class is negative, but the predicted class positive.

Classification accuracy: measures the performance of the model how often the classifier is
correct in detecting the classes of newly observed data[28]. Accuracy calculated as:

TP+TN
TP+TN + FP +FN

Accuracy =

Precision: measures the performance model how precise the classifiers when predicting positive

instance.

TP

p . . -
recision TP + FP
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Recall: measures the performance model in how the given labeled class of traffic correctly

identify by classifier.

TP

Recall = TP+—FN

F-measure: is a combined metric (weighted harmonic mean) that evaluates the trade-off between
precision and recall [2].

2.precision recall

Fy

precision+recall

4. Result and Discussion

The goal of this chapter is to compare the performance of the two-algorithm based on a new feature

in fixed network traffic classification at the access layer, as well as an analysis of the dominant
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application based on the classification result. The classification model trained using a dataset
containing nine features in this experiment. To reduce the cost of experiment time, 10-fold cross
validation used, in which nine folds randomly extracted as training datasets and the remaining data
used as validation datasets. Using the Random Forest and C4.5, the suggested classification model
trained with two additional new features: flow index and flow state, which are not included in the

state-of-the-art work, and it achieved a good classification accuracy for most traffic flows.

The experiment carried out first using features that are available in the state of the art work, then
by adding two additional features that are not available in the literature, the experiment carried out

again, and the results compared and analyzed in the part below.

90.5
90
89.5
89
88.5
88

87.5
C4.5 Randomforest

Figure 4. 1 The accuracy results of Random Forest, C4.5

Figure 4.1 shows the average accuracy results of all eight categories of applications using two
machine-learning techniques, Random Forest and C4.5. The model achieves overall
classification accuracy ranging from 88 percent to 90.8 percent, as shown in the figure. The

Random Forest algorithm has the highest overall classification accuracy, which is 90.8 percent
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1 2 Random Forest Precision 2 Random Forest Recall = C4.5 Precision Recall = C4.5 Recall

0.9
0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1

0

Unknown FTP WEB VOIP STREAMING DB

Figure 4. 2 The Recall and precision Results of Random Forest and C4.5

Figure 4.2 shows recall and precision results for Random Forest and C4.5. The Random Forest
algorithms have higher precision in the mail, P2P, ftp, unknown, VVoIP, DB, and web.
Streaming's classification accuracy has dropped to 64.9 percent. Almost all applications expect
streaming to be higher, yet streaming is relatively low. This is because the labeled dataset for

streaming applications relatively small compared to the other application sample datasets.

100%
80%
60%
40%
20%

0%

C4.5 RandomForest

Figure 4. 3 Indicates the accuracy result with new feature set

Figure 4.3 depicts the classification of all eight-application types by the addition of two new
features. Figure 4.1 depicts the classification of applications using seven features found in the
literature. This feature includes srcip, srcport, dstip, dstport, avepktsiz, maxpktsize, and
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minpktsize, but figure 4.2 illustrates classification with two additional features: flow index and
flow state, which improve the accuracy of both algorithms. This is because the two feature sets

have a higher correlation with the application class.

As illustrated in Fig. 4.3, the classification accuracy with new selected feature improves when
compared to the previous classification accuracy. The average classification accuracy of the
Random Forest and C4.5 with new selected features increased by 5.1 and 6.1 percent

respectively.

1
0.
0.
0.
0. I
: I
FTP WEB P2P

VOIP Streaming DB Mail
B C4.5 Recall Random Forest Precision B Random Forest Recall

(o]

)]

IS

N

Figure 4. 4 The Classification Results with New Selected Features

Fig 4.4 shows that the model achieved a high average classification precision when compared to
the previous model's accuracy of 95.2 percent for random forest and 94.8 percent for C4.5. The
average recall for random forest and 95.1 percent of C4.5 are higher than the previous results,
and the recall for almost all traffic classes is higher than the previous results.

At the application level, Web, p2p, ftp, unknown, and VVoIP applications have higher accuracy
(over 95%) when compared to previous models for both algorithms, while dB, streaming, and
mail applications have accuracy above 50%. This model improved precision and recall by 1%
and 5%, respectively, especially for streaming applications
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95.5

95

94.5
94
1
B Random forest Precision B Random forest Recall W C4.5 Precision
B C4.5 Recall B Random forest F-measure M C4.5 F-measure

Figure 4. 5 Shows the average classification result by using Random Forest and C4.5

The average classification result using Random Forest and C4.5 shown in Figure 4.5. The
Random Forest based model is more stable, with very high precision, recall, and f1-measure,

though the classification accuracy of a few traffics is lower

4.1 Dominance Traffic Analysis
4.1.1 Application Composition in Traffic

Application profiling is a crucial stage in the development of a QOS solution. To properly
aggregate applications into QOS classes, one must first understand the application's fundamental
characteristics as well as the percentage of application composition within the traffic. This helps
especially for ethio telecom to achieve the desired QOS targets for all applications.

This section describes the application composition in the fixed network traffic in term of bytes,

packet and flow.

= unknown

= Web
= Streaming
" p2p
= FTP
\ = DB

\ = MAIL

= \oip
Figure 4. 6 indicate percentage value of byte/packet/flow in data set
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The above graph represents the proportion of traffic composition by application. The internal

ring indicates the percentage of bytes for eight applications; the middle ring shows the

percentages of packet while outer ring shows the percentage of flow these eight applications in

the dataset.

As figure 4.6 shows there is different composition of application in term of flow, packet and

bytes.

>
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Web applications consume approximately 35.5 percent of bytes, 21.5 percent of packets,
and 56.6 percent of flow.

P2P accounts for 16.2 percent of bytes, 11.9 percent of packets, and 7.5 percent of total
flow volume.

Streaming accounts for 13.9 percent of bytes, 9.92 percent of packets, and 10 percent of

flow.

FTP accounts for 8.20 percent of bytes, 5.18 percent of packets, and 23.10 percent of
traffic.

VoIP accounts for 4.29 percent of total bytes, 3.95 percent of total packets, and 10.63
percent of total flow volume.

Mail accounts for 0.15 percent of bytes, 0.1 percent of packets, and 0.3 percent of total
flow volume.

DB accounts for 0.1 percent of bytes, 0.4 percent of packets, and 0.34 percent of total flow
volume.

Unknown accounts for 14.3 percent of bytes, 12.50 percent of packets, and 18.63 percent

of total flow volume.




4.2 CDF of Average Packet Size Distribution
This section describes the cumulative average packet size distribution of nine applications in the

flow.

WEB

0.8
0.6
0.4

0.2
0 200 400 600 800 1000 1200 1400 1600
Figure 4. 7 Cumulative distribution function for web application

According to the graph above, approximately 65 percent of the flow has an average packet size
for web applications of less than 600 bytes, 24.85 percent has an average packet size greater than

1000 bytes, and the overall average packet size for web applications is 513 bytes

Streaming

1
08 J/
0.6
0.4
0.2

0

0 200 400 600 800 1000 1200 1400 1600

Figure 4. 8 Cumulative distribution function streaming application
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Figure 4.8 shows the average packet size for streaming is around 642 bytes, with 59 percent of
the flow having a packet size of less than 400 bytes, 23.5 percent having a packet size of more

than 1000 bytes, and the overall average packet size for streaming being around 642 bytes.

P2P

0.8
0.6
0.4
0.2

0 200 400 600 800 1000 1200 1400 1600

Figure 4. 9 Cumulative distribution function p2p application

Figure 4.0. Approximately 48.4% of the flows have an average packet size of p2p less than 1000
bytes, and 51.6% of the flows have an average packet size greater than 1000 bytes, with the

overall average packet size for p2p being around 820.2 bytes

Mail

1 e
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0

0 200 400 600 800 1000 1200 1400 1600

Figure 4. 10 Cumulative distribution function for mail application

Figure 4.10 shows that approximately 78.5 percent of the flow has an average packet size for
mail application of less than 400 bytes, while approximately 10.7% of the flow has an average

packet size of more than 1000 bytes, for an overall average packet size of 328.86 bytes.
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FTP
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Figure 4. 11 Cumulative distribution function FTP application

Figure 4.11. The average packet size for FTP is 492.6 bytes, with approximately 60% of the flow
having an average packet size of less than 400 bytes and approximately 23.1 percent having an
average packet size of more than 1000 bytes.

Voip
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Figure 4. 12 Cumulative distribution function VoIP application

Figure 4.12. Around 60% of the flow has an average packet size for VoIP of less than 400 bytes,
and around 20% of the flow has an average packet size of more than 1000 bytes, with an overall
average packet size for VoIP of 479 byte
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Figure 4. 13 Cumulative distribution function for DB application

Figure 4.13 shows around 43.75 percent of the flow has an average packet size of less than 400
bytes, and about half of the flow has an average packet size of more than 1000 bytes, with an
overall average packet size of 749.2 bytes for DB.

Unknown
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0 200 400 600 800 1000 1200 1400

Figure 4. 14 Cumulative distribution function for Unknown application

Figure 4.14.Shows around 50% of the flow has an average packet size of less than 478 bytes,
36.7 percent has an average packet size of more than 1000 bytes, and the overall average packet
size for unknown applications is around 641.5 percent bytes.
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5. Conclusion and Future work

5.1 Conclusion

In this thesis, fixed network traffic collected from ethio telecom access layer devices to study

mainly which applications dominate in the fixed network traffic.

The size of the data is limited to 25000 flows, which captured from access layer devices on three

different sites. In order to collect the data, the main challenge is the size of the data, which is

very high above the capacity of the captured device and privacy issue.

In general, this thesis shows the classification of applications running on fixed networks into

eight application categories by using machine learning techniques.

>
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The overall accuracy of the model using C4.5 is 95.1 percent, and the random forest is
95.6 percent.

The accuracy of random forest is slightly higher than C4.5

Recall and precision of web, p2p, ftp, and unknown classes are higher than 90%.

The precision of streaming, DB, and mail is almost higher than 50% but lower recall.

This means a larger fraction of flow in this class classified in other classes.

The statistical distribution of applications in the traffic shows web applications make up
about 35.5 percent of bytes, 21 percent of packets, and 56.6 percent of the total flow of

applications in the traffic. This makes the web application become the dominating
application.

P2P accounts for 16.2% of bytes, 11.9% of packets, and 7.55% of total flow. P2P, on the
other hand, has a large overall average packet size when compared to other applications.

This shows that it has a smaller percentage of flow with larger packets that make up most
of the bytes consumed by the application. However, DB, streaming, and unknown next to

p2p have a large overall average packet size of 742.9%, 642%, and 641.5%, respectively.




It has a smaller percentage of flow, with larger packets that make up most of the bytes
consumed by the application.

VoIP and FTP have relatively longer flow lengths, accounting for 10.63% and 23.10% of
total flow length, respectively, but smaller overall average packet size. This indicates that
with longer flow, smaller packets of bytes consumed by these two applications. On the
other hand, mail has a smaller flow with a smaller overall average packet size. This

indicates that fewer bytes consumed by this application.

5.2 Future work

It is impossible to collect large enough packets due to a combination of time constraints, the

sensitivity of the data that the problem deals with, and the fact that the study conducted on a real

fixed network. However, the thesis presented a method for analyzing application dominance in

fixed networks and classifying network traffic using machine-learning algorithms.

Based on knowledge gathered from this research, the following future works recommended for

further investigation.

>
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Using additional new futures not found in the state of the art based on similar traffic types,
analyze the close relationship between network traffic and application characteristics, and
implement an application classification system based on machine learning to investigate
the close relationship between network traffic and application characteristics.

Future research, whose focus is on QOS design mechanisms for fixed network traffic
management, should take the findings of this study as an input

Application profiling is a crucial stage in the development of a QOS solution. To efficiently
aggregate applications into QOS classes, one must first understand the fundamental
properties of the traffic. This study helps as starting point for further research on the

application’s characteristics.
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