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ABSTRACT

Currently, telecom service providers are using Multi-Protocol Label Switching
(MPLS) technology in their IP core network to provide Virtual Private Network
(VPN) services to their customers. However, most of the current IP core network of
service providers” network does not have dynamic centralize configuration, provi-
sioning and management mechanism, and also the network is not scalable enough.
These limitations are caused by the vertical integration of data and control plane
on networking device. In addition, the IP core layers of a service provider net-
works have redundancy on their network architecture (e.g. ethiotelecom IP core
layer has five layers), which causes delay in configuration, provisioning and man-
agement. Hence, this thesis work shows how SDN based VPN is better than the
existing VPN of a service provider network by comparing two networks perfor-
mance parameters namely throughput and latency. Therefore, the simulation en-
vironment is setup using Linux routers for existing network; and openvswitches
for the Software Defined Network (SDN) network. Finally, the simulation results
for both networks have been presented on the result and discussion section. Based
on the results found, the SDN- VPN throughput is 22.2222% higher than the exist-

ing VPN, and also its latency is 70.4675% lower than the existing VPN one.
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INTRODUCTION

1.1 BACKGROUND

Currently, the limitations of traditional architectures are becoming significant: at
present, modern networks no longer optimize the costs at all (i.e. the Capital Ex-
penditure (CAPEX) and Operational Expense (OPEX) ) [1]. Therefore, most of the
existing Service Providers’ (SPs’) network is characterized as not agile, longer time
to market, and not having fast provisioning techniques. Despite these limitations,
IP/MPLS services are most dominant in the core of carrier class networks of ser-
vice providers” network (it is also in case of ethiotelecom) [2]. Hence, ethiotelecom
realizes VPN services by using MPLS technology in its IP core network; however,
the current IP core network architecture of ethiotelecom does not have dynamic
centralized configuration and resource allocation mechanism for provisioning and
managing network resources. Therefore, ethiotelecom IP core network resources
has been provisioned and managed by vendor specific systems rather than hav-
ing centralized management. In addition, its network architecture is not easy to
scale up. According to [2] SDN based VPN service is highly important to overcome
limitations on existing service providers” network such as scalability, expensive-
ness and complex on network management. Thus, service providers’ experiencing
such types of problems is highly advised to make an assessment on their network
readiness to adopt SDN based VPN service. Therefore, the new SDN paradigm is
important to overcome the problems mentioned above, because it needs: i) Overall
analysis; ii) Dynamic, rather than static configuration and policy usage; iii) Much

greater information feedback than is the case at present [3], [4].



1.2 PROBLEM STATEMENT

1.2 PROBLEM STATEMENT

Ethiotelecom has providing numerous services for its customers. One of its major
carrier grade services is IP/MPLS VPN for connecting geographically distributed
sites of its customers. However, the current ethio telecom IP network which pro-
vides VPN services has no dynamic centralized management for configuration
and resource allocation. Therefore, the current IP core network of ethiotelecom is
managed by vendor specific Network Management Systems (NMS), rather than,
having one centralize management system. This creates management complexity,
scalability limitation and innovation hindrance on the existing IP core network.
In addition to the problems mentioned above, the current ethiotelecom IP core
network layers namely, ER (Edge Router) and CS (Core Switch) are redundant;
which creates service provision delay and increases CAPEX and OPEX of ethiotele-
com. Finally, the existing IP core network has limitation on network management,
scalability, flexibility and programmability. And, this makes expansion of the net-

work more expensive in addition to increase complexity in management.

1.3 OBJECTIVE

1.3.1  General Objective

The general objective of the study is to redesign and demonstrate new SDN VPN

architecture to improve the existing limitation in ethio telecom IP core network.

1.3.2  Specific Objectives

The specific objectives of this thesis are:
¢ To extensively review literatures on SDN and IP/MPLS

* To make interview and focused group discussion with ethiotelecom experts



1.4 SCOPE OF THE STUDY

* To study VPN services management complexity, causes of delay in provision-

ing, maintenance, operation and administration
¢ To redesign SDN based VPN architecture
* To simulate and demonstrate new architecture and existing architecture
¢ To make comparison analysis between the new and existing VPN networks

* To recommend ideas based on findings in the study for improving existing

VPN services network related limitations

1.4 SCOPE OF THE STUDY

This thesis work is only considered Addis Ababa bole site which is labeled with

red color on the existing ethiotelecom VPN architecture shown in Figure 1.1 below.

1.5 METHODOLOGY

The thesis work aims mainly to show how SDN VPN is better on throughput and
latency than existing VPN network, which uses the legacy routers. The main hy-
pothesis of the study is SDN VPN throughput and latency is better than that of the
existing traditional VPN service provisioning. Specifically, the proposed method
changes vendor specific and expensive routers on existing VPN network with
OpenvSwitches. Hence, the controlling planes of these OpenvSwitches is handled

by a centralize controller called floodlight SDN controller.

1.5.1 Literature Review

Extensive literatures were reviewed which are sourced from International Electri-
cal Electronics Engineering (IEEE), Association for Computing Machinery (ACM)

and vendors white paper. This literature was highly important to understand



1.5 METHODOLOGY
how SDN network is working and what limitations are found on existing service

providers VPN network.

1.5.2 Interview and focus group discussion with ethiotelecom experts

Interview and focus group discussion were conducted on ethiotelecom experts. It
was highly important for investigating network related VPN problems with respect

to problems identified in literature review and how the exisiting VPN network is

structured.
ETC IF Backbhone Netwark f‘:'

Figure 1.1: The existing ethiotelecom VPN architecture .

1.5.3 The new SDN VPN design model

The limitations of the existing VPN network architecture have been improved by
using the SDN model proposed below in Figure 1.2. In this model, the existing
routers are replaced by SDN OpenvSwitch where their control logic is controlled

by an SDN based floodlight controller.

In Figure 1.2 shown above, the model change the existing network topology archi-
tecture which have 5 layers, namely IGW, BR, CR, ER and CS with openvswitch.
These switches are running quagga engine in order to provide L3 switch/router

functionalities.
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Figure 1.2: New SDN VPN model.
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LITERATURE REVIEW

2.1 MPLS VPN

MPLS is a technology that optimizes the traffic forwarding in a network by avoid-
ing complex lookups in the routing table. The traffic is directed based on labels
contained in an MPLS packet header. The labels define only the local node to node
communication and are swapped on every node. This process allows very fast
switching through the MPLS core. MPLS relies on traditional IP routing protocols
to determine the best routes and to receive topology updates and predetermines
the path the packet will take through the network. This process is performed by
the MPLS edge router and thus reduces the processing requirements for the core

switching routers. These paths are called LSP! (LSP!)s.

2.1.1 Lable

The MPLS header consists of a stack of 4-byte records where each record has the

following structure (depicted in Figure 2.6):

e a label field (20 bits), which carries the label value;

| | I |
e 20bits 5 3 1,4 Shits
|

Label ToS|S TTL

Figure 2.1: Structure of a record in an MPLS header [5] .



2.2 BENEFITS OF MPLS VPN

2.1.2  Label Switching

There are two different approaches to packet forwarding, each mapping to a spe-
cific structure of the forwarding table. They are called forwarding by network

address and label switching.

2.1.3 Forwarding by network address

The most intuitive approach is forwarding by network address, which is an ap-
proach of IP. When a packet arrives at a router, the router parses the destination

address from the packet header and looks it up in its forwarding table.

2.1.4 Forwarding by label switching

An alternative approach is known as label switching. Essentially, while forward-
ing by network address requires that the egress interface be chosen based on the
destination of the packet, label switching requires that such an interface be chosen
based on the flow the packet belongs to, where a flow corresponds to an instance
of transmission, i.e., a set of packets, from a source to a destination and is iden-
tified by a tag (called label) attached to each packet of the flow see Figure 2.2

below.

¢ a label field (20 bits), which carries the label value;

2.2 BENEFITS OF MPLS VPN

Virtual private network (VPN) services based on MPLS are the key business ser-
vices of Internet service providers (ISPs) for connecting geographically distributed
sites of its customers through L2 and L3 VPN. Hence, MPLS has shown an increas-

ing market since the late gos [6] and also in today network, and will be in future.
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Figure 2.2: A label switching network (where labels are not swapped at each hop) [5] .

According to [5] MPLS VPN is the most deployed and popular once, and the
reason for its popularity strongly depends on its ability to meet the demands of
customers, providers, and vendors. MPLS VPN are used by customers to connect
their geographically distributed site with additional requirements that are: (i) To
keep their own IP addressing plan for all the sites; (ii) To logically separate their
traffic from other customers that happens when using shared infrastructure; and
(iii) To have a given guaranteed quality of service [5]. Providers also benefit from
MPLS VPN since they have invested a lot on resource in building the backbone
network so they prefer to sell pseudo wires rather than physical connections to
their customers [5]. In addition, vendors” benefits from MPLS VPN because it is
not possible to easily deploy network technology without meeting the strategies

of network device producers and vendors.

Despite, MPLS VPN benefits customers and providers’ requirements; the existing
MPLS makes providers dependent on vendors” machine. Additionally, according
to [6] there are lot of concern regarding to networking technology and protocol
involved in its operation (MP-BGP, OSPF, LDP, etc.). Thus, it makes [6]: i) VPNs
difficult to provision, configure, manage, and troubleshoot. ii) Hard to cast a pre-
dictable behavior from the complex interactions of these technologies, especially
considering that configurations are distributed on several devices. And iii) It’s
controlling to routing and traffic engineering decisions methods to be limited
and inconvenient. Generally, the existing MPLS VPN services have limitations
like: management complexity, not scalable and also make the network requires
expense and vendor specific equipment’s network equipment’s [7]. In contrast,

ISPs seek for simplicity of provisioning and configuration, trouble-free manage-



2.3 SOFTWARE DEFINED NETWORKING VPN

ment, flexibility in accommodating increasingly complex customer requirements,

controllability, and predictability.

2.3 SOFTWARE DEFINED NETWORKING VPN

Service providers” are highly advised to implement SDN technology in their core
network. This is because [3] Software-Defined Networking (SDN) is an emerging
networking paradigm that gives hope to change the limitations of current network
infrastructures. Therefore, SDN helps to improve the existing network limitation
since [3] first, it breaks the vertical integration by separating the network’s control
logic (the control plane) from the underlying routers and switches that forward
the traffic (the data plane). Second, with the separation of the control and data
planes, network switches become simple forwarding devices and the control logic
is implemented in a logically centralized controller (or network operating system

1), simplifying policy enforcement and network (re)configuration and evolution

[3].

Flar® Mg 1 et A F - . - Pl & Sogpege v

A DmErmct st oer i Wl
|- e e =
ey reort oo reel o=
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. Colcrizml Mmaotwwoark i v

4 | sy mowuthbous o Al

DataPane Contol lne
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Figure 2.3: Simplified SDN architecture [3].

In the above architecture, according to [3] Forwarding devices are programmed
by control plane elements through well-defined SI embodiments. And, the control
plane can therefore be seen as the “network brain”. In addition, all control logic
rests in the applications and controllers, which form the control plane. Hence, the

service provider is free to deploy any hardware from any vendor.
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According to [8] the existing MPLS networks of acSP architecture is divided in to
parts such as core region and the edge (Provider edge). The Provider Edge (PE) de-
vices are where the customers are connected. Whereas, the core network consists
of routers using MPLS technology for forwarding traffic among the PEs, and also
to connect customer’s sites to the provider’s network through Customer Edge (CE)
devices. However, the existing SPs network architecture which provides MPLS ser-
vice has its own problems to service provider that are: complex management, not
scalability and increase CAPEX (network equipment’s supplier are vendors of the
network). To solve these problems, new design using the SDN technology called
SDxVPN has emerged. Here is below the architecture:

el

| ADuVPMN H:n.ln'limt
|—':_ﬂl"l'ﬁ_ﬂ“—]
cmrcmrr:l‘ ¢ B ..r:';
| .ﬁu A wstormer C1)
a”""""""‘"’ PE @ siteB
P‘E : .rH.L_,_ - s J
fu:l'nmtrt‘_l o e ) a
' g lf.E' ] Customer c2
':H:L m-"'ﬁ':}-' shted
Curstomer n‘.- _L}:l.‘ = '. 2 1
s.'" D P-!-_"'l = - , - -ﬂ-l'l-l'ﬂl'l'll“f i':l'
Service Provider Network \ D

Figure 2.4: Design perspective of SDxVPN [8].

Now SDxVPN helps to resolve the problems mentioned on the existing MPLS VPN
and Virtual Private LAN Service (VPLS) services of Service Providers. First, when
using SDxVPN approach, each customer has its own network application so that,
the customer can simply provision and maintain VPN services by its own. Hence,
the service provisioning/maintaining process of service provider which has ex-
posed to problem handled by the customer itself. Second, the control and data
planes are separated therefore the SPs are not obligated to buy expensive device
for scaling up their network; rather they can use their existing. Third, the network

becomes scalable because distributed control planes protocols are running on PEs

[8].

10
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In traditional, MPLS VPN network of SP: MPLS relies on a variant of BGP called
Multi-Protocol BGP Multi-Protocol Border Gateway Protocol (MP-BGP) to distribute
reachability information about customer prefixes [5]. In contrast, in Figure 2.4
shown above; The CE devices are connected to PE device to have VPN network.
And, PE routes are change to software-defined switches controlled by logically
centralized SDxVPN controller via Open Flow; therefore, PE to PE control plane
protocols like MP-BGP and their required attributes such as Route Distinguisher
(RD) and Route Target (RT) will be eliminated; rather each customer (C1 and C2
in the Figure 2.4) has a dedicated Software-defined application which operates on
top of the SDxVPN runtime and these applications are important for provisioning

and managing his/her services [8].

According to [8] the newly SDxVPN architecture of control and data plane which
helps to eliminate the problems investigated in the existing MPLS/VPLS VPN
architectures such as: management complexity, scalability and require expensive
devices. The below control plane architecture presented in Figure 2.5, helps us to

avoid the limitation of existing architecture.

In Figure 2.5 shown above, Customer and Core-Mediator applications are imple-
mented independent of the data plane protocol, running in parallel on top of
the SDxVPN Runtime, and communicate with the lower layer using Restful APIs.
SDxVPN runtime has three main responsibilities: slicing the network for higher-
level applications, discovering the topology and providing each application with
proper adapters for data plane communication [8]. In this architecture, each cus-
tomer passes the service specification to his dedicated application in which the
appropriate forwarding tables of the virtual devices will be constructed. Later, the
forwarding tables will be passed to the Open Flow adapters which are in charge of
handling inter-communication between network applications and the Open Flow

PE switches [8].

11
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Figure 2.5: SDxVPN controller Architecture [8].

2.4 QUAGGA ROUTING ENGINE

It is a package of Unix/Linux software implementing a number of common net-
work routing protocols like “Route Information Protocol” (RIP), Open Shortest
Path First, the Border Gateway Protocol (BGP) and IS-IS [9]. The package also
includes a routing-information management process, to act as intermediary be-
tween the various routing protocols and the active routes installed with the ker-
nel. A library provides support for configuration and an interactive command line

interface. Quagga is available under the terms of the GPLv2 license [9].

Quagga consists of a set of processes communicating via Interim Payment Cer-
tificates (IPC), as shown in Figure 2.6. Network routing protocols such as BGP,
OSPF and IS-IS are run in processes such as bgpd, ospfd, ospféd, isisd and so on.
One daemon process, called “zebra” acts as an intermediary between the kernel’s

forwarding plane and these routing-protocol processes. In addition, there is an
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‘u"t""ll"Sh interactive

command-line

bgpd  ospfd o
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protocel
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¢ Userspace

packet
FIB forwarding
#

Figure 2.6: ]
Quagga Architecture [9].

interactive, command-line tool called “vtysh”, which allows network professional

to monitor all the above process and modify the configuration.

Table 2.1: Quagga daemons [9]

IPv4 | IPV6
Zebra FIB/Kernel arbitration
babeld BABEL wirless mesh protocol
bgpd BGPv4+
isisd IS - IS
ospfd | ospféd | OSPFv2 and OSPFv3
ripd | ripngd | RIPvi/v2, and RIPng

13



2.4 QUAGGA ROUTING ENGINE

2.4.1 Architecture

Zebra process used to maintain a shadow copy of packet forwarding related state
such as the network interface and the table of currently active routes (or it is often
called Forward Information Base (FIB)). Specifically, the kernel is managing packet
forwarding and so the kernel maintains these. However, it is possible to customize
zebra to interact with other forwarding engines. Zebra process also collect routing
information from routing-protocol process and store these with shadow copy of
FIB. It is also responsible for selecting the best route to the destination and updates
the FIB to the best route.in addition, this best route information distributed to the
protocol daemons. The BGP routing protocol is not usual, so it possible for active
BGP! (BGP!) speakers to not involved in forwarding packets. Hence, bgpd daemon
may be run on its own without any zebra daemon. Routing processes communi-
cate with the zebra process through a protocol ZServ. Whereas, Vtysh command

line tool communicate with other processes using a simple string passing protocol.

2.4.2  Support Library

A C programming language support library called libzebra provides several fa-
cilities, both general and networking related. Table 2 below shows overview of

modules and the library

The existing Quagga code multi-processing is taken place by using distinct pro-
cesses with IPC between processes. And each process has co-operation threads
with it. The “if” networking interface module can be kept automatically update

with the underlying system, if used with the zclient module.

The co-operative threads facility provides support for a number of types of tasks
such as Timer-task (for task schedule and reschedule), Read and Write task to

access files.

Quagga Library functionality

The zebra daemon can manage FIB in forwarding plane other than the kernel.

14
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Figure 2.7: Quagga library functionality [9].

In addition, zebra can connect to other agent managing forwarding plane via
socket using the protocol described in “fpm/fpm.h”. The ospd daemon imple-

ments OSPFV2 and announces link state through OSPF-API IPC interface.

Internals overview
The bgpd BGP daemon internally contains all its data structure off a global, refers

to event handling sub-system and work queues.
Applications

1. One application is using BDP as route-server acting as a hub for processing
BGP routes and so avoiding the need for clients of the route-server to all

connect with each other.

15
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2. Another use is the data-logging of routing protocol for later analysis.

3. Can also be used with virtualization (KVM/QEMU, openvz, VMware etc.)

to cheaply simulate network scenarios.
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SOFTWARE-DEFINED NETWORKING

Software Defined Networking (SDN) is the newly proposed paradigm for drasti-
cally changing the way the existing networks are working. The basic principle of
SDN lies on the separation of the network control and forwarding planes; then an
external SDN controller can dynamically inspect rules into SDN capable nodes.
Based on these rules, the SDN capable nodes perform packet inspection, manip-
ulation and forwarding. In addition, the underlying SDN capable nodes (can be
Open flow switches, OpenVswitch or Virtual Routers etc.) can inspect and modify
packet headers at different levels of the protocol stack, from layer 2 to application

layer [1].

3.1 SDN PROTOCOLS

3.1.1  Open Flow

Open Flow considered as the first SDN standard, and it defines an open protocol
that enables an SDN Controller to interact with the forwarding plane of network
devices [2]. It is a communications protocol that gives access to the forwarding
plane of a network switch or router over the network. SDN Controller pushes
down changes to the switch/router flow-table allowing network administrators
to partition traffic, control flows for optimal performance, and start testing new

configurations and applications [10]. Benefits of Open Flow:
* Programmability

¢ Enable innovation/differentiation
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3.1 SDN PROTOCOLS

Accelerate new features and services introduction

Centralized Intelligence

Simplify provisioning

Optimize performance

Granular policy management

Abstraction:-Decoupling of Hardware, Software, Control plane, forwarding, and

Physical and logical config.

= arvd o

= b brﬂp Packeat

. Sent to normal processing pipeline

Figure 3.1: Flow-Table Entries [10].

3.1.2 NETCONF

NETCONTF refers to a device (physical or virtual) configuration and management
protocol which allows for configuration, data retrieval and event notification [2].
In addition, NETCONF provides mechanisms to install, manipulate, and delete
the configuration of network devices. Its operations are realized on top of a sim-
ple Remote Procedure Call (RPC) layer. The NETCONF protocol uses Extensive
Markup Language (XML) based data encoding for the configuration data as well
as the protocol messages. NETCONF is designed to be a replacement for CLI-
based programmatic interfaces, such as Perl and it is expected over Secure Shell
(SSH). NETCONEF is usually transported over the SSH protocol, using the “NET-
CONEF” sub-system and in many ways it mimics the native proprietary CLI over

SSH interface available in the device [11].
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3.1 SDN PROTOCOLS

3.1.3 OF- Config

The Open Networking Foundation (ONF) is a specification for configuration of
devices in an Open Flow network. It specifies NETCONF over TLS (Transport
Layer Security) with XML data models [2]. Therefore, the Open Flow Management
and Configuration Protocol (OF-Conftig) is a special set of rules that defines a
mechanism for Open Flow controllers to access and modify configuration data
on an Open Flow switch. One of the most common methods of implementing a
software-defined network (SDN) is to decouple the control plane from a physical
network and place management in a centralized controller. Often, that controller
uses Open Flow as a southbound protocol to direct specific flows between nodes
on the network. Although Open Flow determines how packets are forwarded be-
tween individual sources and destinations, it doesn’t provide the configuration
and management functions that are needed to allocate ports or assign IP ad-
dresses. Open Flow configuration protocols, like OF-Config, help with this and
give network engineers an overall view of every area of the network. It also pro-
vides engineers with the ability to set policies and manage traffic across devices.
In addition, it also used to manage physical and virtual switches in an Open Flow

environment [12].

3.1.4 XMPP

Extensible Messaging and Presence Protocol (XMPP) is used by some (i.e. Juniper)
as an alternative to Open Flow and Preferred by some due to its maturity as a
protocol [2]. XMPP is a set of open technologies for instant messaging, presence,
multi-party chat, voice and video calls, collaboration, lightweight middleware,
content syndication, and generalized routing of XML data. It was originally de-
veloped in the Jabber open-source community to provide an open, decentralized
alternative to the closed instant messaging services at that time. These protocols
are free, open, public, and easily understandable; in addition, multiple implemen-

tations exist in the form of clients, servers, server components, and code libraries.
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3.2 BASIC SDN PRINCIPLES

Internet Engineering Task Force (IETF) has formalized the core XML streaming

protocols as an approved instant messaging and presence technology.

3.1.5 Op-Flex

A Cisco proprietary protocol proposed as an alternative to Open Flow [2]. OpFlex
is an extensible policy protocol designed to exchange abstract policy between a
network controller and a set of smart devices capable of rendering policy. OpFlex
relies on a separate information model understood by agents in both the controller
and the devices. This information model, which exists outside the OpFlex protocol
itself, must be based on abstract policy, giving each device the freedom and flexi-
bility to render policy within the semantic constraints of the abstraction. For this
reason, OpFlex can support any device, including hypervisor switches, physical

switches, and Layer 4 through 7 network services [13].

Group Policy APl and OpFlax
Support for ODL
OpFlex Protocod

OpFlex Agent Croated for OpFlex Protocol

Opein vSwitch Open vSwitch

Figure 3.2: Op_flex protocol [13].

3.2 BASIC SDN PRINCIPLES

The Four basic principles for classifying a technology as SDN are:

1. Separation of Control- and Forwarding Plane externalization of the control
plane from a network device to an external control plane entity often called

the controller [14]
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3.2 BASIC SDN PRINCIPLES

Contral [_E_’Ig""._'.—'z"

8

SO

-

Figure 3.3: Control and data plane [nagyzo14utilizing.

In Figure 3.3 above, in the traditional network the control and data plane
are coupled together with in a device, where as in the SDN technology the
control and data planes are decoupled. Therefore, the underlying network
device makes only packet forwarding and the controller placed above plays

the control role.

. Logically Centralized Control: The controller of an SDN network is a logi-
cally centralized entity: it can consist of multiple physical or virtual instances

behave like a single component [14].

Hetwofkhpplimtiuns . i' i O Network infrastructure-traditional physical devices
; " ,E !i are now simple forwarding elements

Programming Languages

" 1 A O Southbound Interfaces-Southbound interfaces are

‘ g iL the connecting bridges between control and
forwarding elements
_ Commoler | s controller ] )

Network Hypervisor | O Network hypervisor-The programmability

| Southbound Interface L offered by an SDN has the means to provide full

network virtualization

O Controller — An OS & it Resource Manager

Network Infrastructure -

QO Northbound interface- Interface b/n Controller &

Application

Figure 3.4: SDN controller [14].

. Open Interfaces: For SDN to reach its full potential in terms of flexibility
and adaptability, it is fundamental that its interfaces are and remain open. A
closed or proprietary interface limits component exchangeability and inno-

vation [14].

. Programmability: The most important principle of SDN is the programma-
bility of the network. Ability to treat the network as a single programmable
entity instead of an accumulation of devices that have to be configured indi-

vidually [14].
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3.3 BASIC SDN ARCHITECTURE

3.3 BASIC SDN ARCHITECTURE

In the architecture shown in Figure 3.5 below, we see the control layer and the
application layer with the northbound and southbound Application Program In-
terface (API)s (Application Programming Interfaces) between those layers, and the
eastbound and westbound APIs with other controllers. The northbound interface
facilitates communication between the application level and the controller. Its pur-
pose is to describe the needs of the application and to pass along the commands

to orchestrate the network [1].

Application
layer

Control “
layer
Westbound API Eastbound AP

Virtualization
layer

Infrastructure
layer

Figure 3.5: SDN architecture [1].

The southbound interface (SBI) describes the signaling necessary between the con-
trol plane and the virtualization layer. With this aim in mind, the controller must
be able to determine the elements that will make up the software network for
which it is responsible. In the other direction, the current network resource con-
sumption must be feedback so that the controller has as full a view as possible
of the usage of the resources. The bandwidth necessary for the feeding back of
these statistics may represent a few percent of the network’s capacity, but this is
crucial for optimization which will improve performance by much more than a
few percent [Foukas2016. In addition to the two interfaces described above, there
are also the eastbound and westbound interfaces. The eastbound interface enables

two controllers of the same type to communicate with one another and make
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3.4 MODELS OF DEPLOYMENT FOR SDN

decisions together. The westbound interface must also facilitate communication
between two controllers, but ones which belong to different sub-networks. The
two controllers may be compatible but they may also be incompatible and in this

case, a signaling gateway is needed [1].

3.4 MODELS OF DEPLOYMENT FOR SDN

For the practical deployment of SDN, three different possible models can be ap-
proached:

1. Switched-based model:- refers to replacing entire traditional network with
SDN network, and having a centralized control system for each network

element.

2. Overlay model-SDN:- end nodes are virtual devices that are part of hypervi-
sor environment. This model controls virtual switches at the edge of a net-
work, i.e., computing servers that set up path across the network as needed.
It would be useful in cases when SDN network responsibility is handled by
server virtualization team, and its limitations include debugging problems,

bare metal nodes and overhead for managing the infrastructure.

3. Hybrid:-model-combines the first two models, and allows a smooth migra-
tion towards a switch-based design. The devices that do not support overlay

tunnels such as bare metal servers are linked through gateways in this model

[11], [15].

3.5 SDN APPLICATION AREAS: TELECOM PERSPECTIVE

3.5.1 Traffic engineering

The wide area network (WAN) that connects the datacenters of cloud providers

is critical for the performance of Internet services. WAN links are very expen-
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3.5 SDN APPLICATION AREAS: TELECOM PERSPECTIVE

sive, and to guarantee the required performance WAN routers consist of high-end,
specialized equipment. To compound the problem, providers are unable to fully
leverage their high investment on the infrastructure. Given the extreme lack of
efficiency of these inter-datacenter networks they are provisioned with an aver-
age utilization of 30-40%. Recognizing this problem, Google and Microsoft have
deployed large-scale SDN infrastructures for boosting the utilization of their inter-
datacenter links. These systems — Google’s B4 and Microsoft’'s SWAN - leverage
on SDN to substantially increase the utilization of their WAN links. In particular,
the logical centralization of network control enables centralized traffic engineering
and simpler traffic prioritization, making it possible to have these links used up to
nearly 100% utilization without impairing the quality of service. Besides avoiding
link usage inefficiencies, the network equipment used in these solutions is built

from merchant switch silicon, further reducing costs and increasing flexibility [16].

3.5.2  Mobile Edge Computing (MEC)

MEC allows developers and content providers to deploy their services over the
network edge. This presents many benefits including ultra-low latency, high band-
width and real-time access to radio network information which can be used by
applications for optimization purposes. Such applications are expected to be de-
ployed in a centralized manner and therefore doing this using the conventional
LTE architecture becomes a challenging task. Moreover, their deployment assumes
the existence of a programmable network, which is naturally enabled by Flex

Radio Access Network (RAN) Foukas2016 .

3.5.3 RAN Sharing & Virtualization

A side effect from the densification of cells is the increase of the infrastructural
CAPEX and OPEX. This leads to the creation of new business models, where mul-
tiple Mobile Network Operators (MNOs) share the same passive infrastructure

such as masts and backhaul links in order to save costs. On top of that, a second
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3.5 SDN APPLICATION AREAS: TELECOM PERSPECTIVE

level of active sharing can happen, where MNOs share the network equipment as
well as provide wholesale access to Mobile Virtual Network Operators (MVNOs),
allowing them to provide voice and data services using part of the available re-

sources [17], [18].
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CHAPTER FOUR: SIMULATION SETUPL

The work aim to show SDN VPN network throughput and latency is better than
that of the existing VPN with Legacy routers and switches. The traffic is generated

on both networks using client-server architecture.

¢ The simulation tool used to simulate the existing VPN network is MiniNAM
1.0.1 Open source GUI based tool. The main reason to choose this tool is its

capability to simulate the legacy router and legacy switch.

* For the case of SDN VPN mininet 2.3.0d4 Open source emulating tools have

been used.

4.1 OPEN SOURCE FLOODLIGHT 1.2 sdn! (sdn!) NETWORK CONTROLLER

To controller the underlying SDN VPN network, floodlight 1.2 controllers have been
used. Since, floodlight controller is java based and run with java flat form, java 8

is installed with the following specification.

goytomsdn@goytomsdn-VirtualBox:~$ java -version
java version "1.8.6_181"

Java(TM) SE Runtime Environment (build 1.8.0_181-b13)
Java HotSpot(TM) 64-Bit Server VM (build 25.181-b13, mixed mode)

Figure 4.1: Java —version

goytomsdn@goytomsdn-VirtualBox:~5 javac -version

javac 1.8.6_181

Figure 4.2: Javac —version
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4.2 QUAGGA ENGINE INSTALLATION

4.2 QUAGGA ENGINE INSTALLATION

To run routing capabilities for openvswitches and Legacy routers for quagga en-

gine install and then run.

* Open ospfd and bgpd in quagga daemons. And also enable zebra because it

is interactive to configure all protocols by telnet their process id.

fetcfquagga# 1s
debian.conf fd.conf~ zebra.conf~
ospfd.conf f

uvagga# gedit daemons

*daemons (fetc/quagga) - gedit
File Edit View Search Tools Documents Help

!_ B open - Bsave B & undo v I il

*daemons X

24 zebra=yes
25 bgpd=yes
26 ospfd=yes
27 ospfed=no
28 ripd=no

PlainText + Tab Width: 8 « Ln27, Col 10 INS

Figure 4.3: Quagga routing engine daemons setting screenshot

¢ Start the quagga service from /etc/init.d/quagga by using supper user priv-
ilege.

root@goytomsdn-VirtualBox: /home/goytomsdn# fetc/init.d/quagga start
oading capability module if not yet done.
tarting Quagga daemons (prio:1@): zebrajfusr/lib/quagga/zebra already running.

root@goytomsdn-VirtualBox: /home/goytomsdn# [ |

Figure 4.4: Quagga routing engine starting screenshot

4.3 EXISTING vpn! (vpn!) NETWORK TOPOLOGY

In Figure 4.5 the existing topology below, there are 8 linux routers and 6 switches.
The router ro and the router r1 are the border routers, and the rest routers serve

as the Edge routers, with redundant links to border routers.
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4.4 THE PROPOSED sdn! vpn! TOPOLOGY

DS S MiniNAM

File Edit Run Help

N ]

sudo python MiniNAM.py --confilig conf.c
--topo mytopo --controller=remote

) - , 53) (ha, s4) (hs, s5) (h6, s6) (ro, r1) (re, r2) (re, r4)
(r 6) ( rs) (r r7) {r2, r3) (r3, r1) {r4, r5) (r6, r7) (s1, r8) (s2, r@
) (s3, re) (s4, r1) (s5, r2) (s6, r3)
=** Configuring hosts
hi hz h3 h4a hS h6 r@ r1 r2 r3 r4 r5 ré6 r7
*%% Starting controller
ch

rting 6 switches

Figure 4.6: MiniNAM network creating

4.4 THE PROPOSED sdn! vpn! TOPOLOGY

As shown in Figure 4.8, the proposed SDN VPN topology contains 8 openvswitchs,
these works as a L3 switches. The L3 switch so and the L3 switch s1 are the border
L3 switches and the rest switches server as edge switch in place of edge routers,

and also these switches have redundant links with border ones.

Two nodes s1 and s2 works as border L3 switches whereas the rest serves as Edge

L3 switches, which have redundant links with the border L3 switches.

Figure 4.9 shown above presents how the mininet code is running to create SDN_VPN

network.
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4.4 THE PROPOSED sdn! vpn! TOPOLOGY
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Figure 4.8: The proposed SDN network design architecture

goytomsdn@goytomsdn-VirtualBox:~/mininet$S sudo mn --custom ~/mininet/custom/myto|
*** Creating network

*** Adding controller

Connecting to remote controller at 127.0.0.1:6653

*** Adding hosts:

hi1 h2 h3 ha h5 h6

s s3 s4 s5
*** Adding links
(hi1, s3) (h2, s4) (h3, s5) (h4, s6) (h5, s7) (he, sB8) (s1, s2) (s1, s3) (s1, s5)

*** Configuring hosts
hi h2 h3 h4 hs hs

»** Starting controller
co

=% Starting 8 switches

mininet>

Figure 4.9: Mininet network creating
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RESULT AND DISCUSSION

To compare the throughput and latency on both networks, two nodes where se-
lected. The selection criteria were the two nodes should not be adjacent nodes.
Finally, using client-server architecture and mininet iperf tool traffic were generat-

ing between two nodes for 30 sec.

5.1 sdn! BASED vpn! THROUGHPUT COMPARISON WITH EXISTING vpn! GRAPH

20
B AN A
16

14 W&Wﬂv
1z W ¥

e SO VPN throughput(Gbits/sec)

10

8 Existing VPN
throughput(Gbits/sec)

Throughput{Gbitsfsec)

LI B B S S B s s e |
1 3 5 7 9 11 15 15 17 19 21 23 25

Time (sec)

Figure 5.1: SDN VPN throughput vs Existing VPN

In the above Figure 5.1, from 8 switches nodes of the SDN-VPN network, two of
them were selected. Following that, the traffic is generated between these nodes
using client-server architecture. In the same way two nodes of Linux routers were
selected and traffic generated. Finally, by using iperf on mininet Command Line
Interface (CLI) the throughput pass on these nodes is extracted for 30 sec. The
result shows 26.1 Gigabytes of throughput has been transferred between these

nodes.
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5.2 LATENCY GRAPH BETWEEN sdn! vpn! AND NON-sdn! vpn! NETWORK

5.2 LATENCY GRAPH BETWEEN sdn! vpn! AND NON-sdn! vpn! NETWORK

The latency graph extracted by running client-server architecture on two different
nodes for the existing and SDN-VPN networks, the using by using iperf on mininet

the latency of both networks is extracted. Below is the latency result comparison

between to networks.

14

-
b

[
(=]

|
|
|
5 /)
. ” ——5DN Network Latency(ms)
: /|

A

L e L e
1 3 5 7 9 11 13 15 17 19 21 23 25 27 29
Time (Sec)

| egacy Network Latency(ms)

Latency {msec)

Figure 5.2: Latency comparison between Legacy (Existing VPN) and SDN VPN network

As shown in Figure 5.2 above, the time require to transmit a data sent from one
node to the other side node called latency is lower for SDN-VPN network which is

red colored, when compared with the existing VPN network.
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CONCLUSION AND FUTURE WORK

In this thesis the SDN-VPN methodology was proposed, traffic was generated be-
tween two nodes on the Existing and SDN-VPN. The throughput gained in Fig-
ure 5.1 shows the new SDN-VPN network throughput average is 17.5 Gbit/sec,
whereas the existing VPN average throughput is 14.0 Gbit/sec. hence, it show that
the SDN VPN throughput is 22.2222% higher than that of the existing VPN network.
The main reason, to get better throughput on SDN-VPN is that the network switches
on this network become simple forwarding devices; in addition, the control logic

is implemented in a logically centralized controller (or network operating system

[3]-

The routing between any nodes of SDN-VPN has been controlled by a dedicated
openflow floodlight controller. Hence, the latency of this network is lower than
the existing VPN network by 70.4675%, because the average latency for SDN VPN
is 0.328266667 msec which is less than the existing VPN latency 0.6855 msec. In
contrast, the existing VPN network has 70.4675% higher latency with respect to
the SDN one, this is because every routing has been made independently within

the controller plane of each nodes.

In this thesis work, the traffic is generated using client-server architecture be-
tween two nodes. Therefore, there is no other connection burden on connected
network nodes. The result may be different if all nodes generate traffic between
them; hence, it is advisable to generate traffic between all nodes and check the
result found with this thesis work. In addition, this works only use throughput
and latency parameters to compare the two networks, for future it is advisable to
compare these networks using Graphical Network Simulator (GNS3) version 1.5.0
and above for different legacy routers simulation with Virtual machine cloning

OpenvSwitch.
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