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Abstract 

Mobile ad-hoc networks are sel f-configuring networks of mobi le dev ices that can be establi shed 

wi thout a need for a network infrastructure. The faci that mobile ad-hoc networks lack central 

administrat ion and use wireless link for communication makes them very susceptible to various 

types of adversary' s malicious attacks. Black hole attack is one of the severe security threats in 

ad-hoc netwo rks that can be eas ily performed by exp loi ting vulnerability o f on-demand routi ng 

protocols s lIch as AODV. We implemented a solution to prevent black hole attac ks imposed by 

both single and multiple black hole nodes. Intrusion Detection lIsing Anomaly Detection 

(lOAD), works based on a general principle of Intrusion Detection Systems (IDS). It means an 

lOAD system identifies anomaly activities of an adversa ry from normalcy act ivities o f non­

malic ious mobile nodes. The identification process in volves comparing communication attributes 

of each mobile node part icipating in a given ad-hoc network . The most distinguishing 

characteristi c of lOAD is that it works in no-peer-t rust principle. Unli ke the ex isti ng black hole 

attack prevention techniques that rely on the cooperation o f mobile nodes to announce a presence 

of intrusion, lOAD enab les each mobile node to protect itself from an intruder. Implcmentati on 

of the prevention mechanism has been carried out by using the Network Simulation version 2 

(NS2). A Java Parser program and Tracegraph has also been used to analyze results of 

simulat ion. Post-analysis result proves the preven tion method implemcnted maxi mi zes network 

perfo rmance by effectively preventing black hole attacks against mobi le ad-hoc networks as wet l 

us mini mi zing generati on of control (routing) pac kets. 
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CHAPTER ONE: INTRODUCTION 

1.1. 8ackgrou nd 

A mobile ad hoc network (MANET) is a collection of wireless mobile nodes which have the 

abi lity to communicate with each other without havi ng li xcd network infrastmcturc or any 

cent ral base station. Since mobile nodes arc not controlled by any other controlling entity, they 

ha ve unrestricted mobil ity and connectivity to others. Routing and network management afC 

done cooperative ly by each other nodes. Due to limited transmission power, multi hop 

archi tecture is needed for one node to communicate with another through network. In this multi 

hop architecture, each node works as a hosl and as well as a route r that fo rwards packets for 

other nodes that may not be within a direct communication range. Each node participates in an 

ad hoc route discovery protocol which find s out multi hop routes through the mobi le network 

between any two nodes . These infrastructure-less mobile nodes in ad hoc networks dynamically 

create routes among themselves to foml own wireless network on the fl y. Thus. mobile ad hoc 

networks provide an extremely flexible communication method for any place where 

geographica l or terrestri al constra ints are present and need network system without any fi xed 

arch itectu re, such as batt le fields. and some di saster manage ment situations [I]. 

Securi ty is an essent ial requirement in mobile ad hoc networks to provide protected 

communication between mobile nodes. MANETs are vulnerable to various securi ty attacks. 

Black ho le is one of the possible attacks, which is a type of routi ng attack where a malicious 

node adve rti se itse lf as having the shortest path to all nodes in the environment by sending fake 

route rep ly. By do ing this, the ma licious node can deprive the traffic from the source node. It can 

be used as a denial-or-se rvice attack where it can drop the packets later [2]. To overcome the 

cha llenges, there is a need to build a multi-fence security solut ion that achieves both broad 

protection and desirab le network performance. 

To address this need of secure communication, this project implemented the solution to prevent 

black hole a ttack in mobile ad-hoc networks using Ad hoc On-demand Distance Vector (AODV) 

protocol and anomaly detection mechanism. 
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1.2. Motivation 

In the near future, a truly pervasive computing env ironment is expected with traditional home 

appliances attached with computing & communicating powers and small devices likc mobile 

phoncs. Persona l Digital Ass istants & wearable computers enhancing information processing and 

accessing capabilities with mobility. Millions of people nowadays have portab le computers and 

they generally want to read the ir e-mail and access thcir normal ri le systcms wherever in the 

world they may be. This demand fo r mobi lity has fucled the mpid progrcssion of computer & 

communication technologies from networks cons isting of both stationary hosts & routers, to 

networks consisting of mobile hosts and stat ionary routers, and morc recently to thc othcr 

extrcme case of networks having both mobi le hosts and mobile routers. 

The MAN ET technology truly supports pervasive compllling because in many contexts 

information exchange between mobile units cannot rely on any rixcd nctwork infrastructure but 

on rap id conriguration of a temporary wireless network [23]. Due to recent advancements o f the 

technologies in note book computers, PDA and other mobi le devices, wi reless communicat ion 

has grown faste r than ever before. Wi reless nctworking has many advantages over the traditional 

wi red networking. Freedom of mobi lity {'"Anytime-Anywhere"), easy to build and inexpensive 

network dev ices such as wireless modems are some of the advantages. On the contrary, 

vulnerab ility to a number of securi ty threats is the major dis<Jdvantage assoc iated wi th wireless 

networks. 

Recent research on MANET shows that the MANET has larger security issues than conventional 

networks [30]. Security solutions fo r stati c networks wou ld not be suitable for MANET. Zhou 

Haas [32] and Lundberg [33] di scussed several types of attacks that can easi ly be perfoml ed 

against a MANET. In the black hole attack, malicious nodes provide fal se routing infonnation to 

the source node whose packets they want to intercept. In denial of service attacks, malicious 

node floods the targeted node so that the nctwork or the node no longer operates correct ly. In 

rOlite table overflow attacks, an attacker tries to create lots of routes to non ex istence nodes and 

overflows the routing tables. In impersonation attacks, malicious node may impersonate another 

node while sending the control packets to create an anomaly update in routing table and there are 

Illany possible security threats that can drasticall y degmde the perfonnance of a mobile ad hoc 
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network. But thi s project mainly focuses on preventing the black hole attack that results in the 

absorpt ion of traffic in the network by giving false routing information to neighboring nodes. 

Black hole attack is a malicious node that falsely rep lies for route requests without having an 

,\cti ve route to the destination. It exploits the routing protocol to advertise itselfas hav ing a good 

and val id path to a destination node. It tries to become an clement of an acti ve route if there is a , 

chance. II has bad intention of di srupt ing data packets being sent to the desti nat ion node or 

obstructing the route discovery process. 

The main purpose of thi s project is, therefore, to implement a relevant detection and prevention 

mcthod to the misleading behaviors of black hole attacks. Black hole nodes will be alleviated 

from pretending to have active route and reduce overcrowd trafficki ng. 

1.3. Pro blem Description 

Security in MANET is the most important concern for the basic functionality o f the network . 

Avai labi lity o f network services, confidential ity and integrity of the data can be ach ieved by 

assuring that security issues have been met. MANET onen sutTer from security attacks because 

of its features like open medium, dynamic change of topology, lack of central monitoring and 

management , cooperative algorithms and no clear defense mechanism. 

A black ho le is a node that always responds positively with a Route Reply (RREP) message to 

every ROllle Request (RREQ), even though it does not reall y have a valid route to the destinati on 

node. Since a black hole node does not have to check it s routing table, it is the first to respond to 

the RREQ in most cases. Then the source routes data through the black hole node, which will 

drop all the data packets it received rather than forwarding them to the destinat ion. Thus, the 

malicious node can easi ly misroute lot of network traffic to itselfand cou ld cause an auack to the 

network . 

Prev iolls ly the works done on Black Hole attack involved in MANET were based on reactive 

routing prOlocol like Ad Hoc on Demand Distance Vector (AODV). Black Ho le attack is studied 

under the AODV routing protocol and its effects are elaborated by stating how these attacks 

3 
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di srupt the performance of MANET. Very little attention has been given to study the impact and 

protect more than one Black Hole attack in MANET using the protocol and vulnerability o f 

protoco l against the attack. There is a need \0 eva luate and prevent these black hole attacks using 

an Ad-hoc O n-demand Distance Vector (AODV) protocol. The contemporary rOllting protocols 

for ad-hoc networks cope well with dynamically changing lopology but are not designed to 

accommodate defense against malicious attackers. 

Researchers have proposed solutions to identify and el iminate black hole nodes. They propose a 

so lution for ind ividual black holes. However, they have not considered the case of multiple black 

hole attacks. Accordi ng to the existing solut ion, information about the nex t hop to destinati on 

should be included in the RREP packet when any intermediate node repl ies fo r RR EQ. The 

source node then sends a further request (FREQ) to next hop of rep lied node and asks about the 

repl ied node and route to the desti nation. By using this method we can iden tify trustworthiness o f 

the replied node only if the nex t hop is trusted . However. this solution cannot prevent more than 

one black hole attac ks on MANETs. 

1·laving di scussed about the prob lems associated with the existing proposed so lu tion to combat a 

black hole attack against MANETs, this project work aims to im plement a prevcnt ion mcthod 

(algorithm) to prevent performance degradation that occurs as a consequence of both single and 

multiple (2 or more black hole nodes) black hole attacks. 

1.4. Objectives 

1.4. 1. General objectiYe 

The genera l objecti ve of thi s project is to examine the effects of multiple black hole auacks and 

implement a reli able so lution using an AODV protoco l. 

1.4.2. Specific object ives 

• 

• 

To study black hole attacks in MANET and their consequences 

To design AODV protoco l based algorithm to prevent single and multi ple black ho le 

attac k on mobi le ad hoc network 

4 
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• To implement AODY based solution that ident ifi es and prevents single and multiple 

black hole attack on mobi le ad hoc network 

• To test the solution and evaluate its performance 

1.5. Methodology 

So as to achieve the above stated objecti ves various methods and too ls have been used. The 

followi ng li st will describe the methods and the tools used in this work: 

• Before implementation, literature rev iew wi ll be conducted to study and analyze the 

previous efforts specific to MANETs and securi ty issues in MANETs. It is important to 

understand the basic concepts and developments regarding MANETs and its security 

issues. 

• Literature review will be followed by designi ng the algori thm that employs easy and 

better technique to prevent that performance degradation of MANET. 

• Different tools li ke Network Simulator version 2, C++. java parser, tracegraph. and thei r 

functiona lity will be studied. 

• During implementati on stage. programming languages, simulators and other software 

tools will be used. 

• For the overall system deve lopment life cycle, an objcct.oriented softwa re deve lopment 

approach will be used. 

• Lastl y, the results wi ll be gathered. ana lyzed and conclusions wi ll be drawn on the basis 

of the results obtained from the implementation. 

1.6. Organization of the Paper 

The remaining part of this document is organi zed in six chapters. Literature rev iew is 

dealt with in chapter two. Works related with ours are presented in the third chapter. 

Chapter four presents the solution design to come up with the desired solution. The 

results from this work are presented in chapter fi ve together with discussion about the 

implementations. The final chapter concludes the whole work and states the future work. 

5 



C HAPTE R TWO: LITERATURE REVIEW 

2.1. Mobile Ad-hoc Networks 

A computer network allows shari ng of resources and infonnation among different devices 

connected to the network. Computer networks can be classi fied accord ing to the hardware and 

software techno logy that is used to interconnect the individua l dev ices in the network , stich as 

Optica l-Fiber. Ethernet, Wireless Local Area Network (WLAN), MANET etc. Ethernet uses 

phys ical wiring to connect devices. Frequently dep loyed devices include hubs, switches, bridges 

and/or routers. Wireless LA N techno logy is designed to connec t devices withollt wiring. These 

devices lise radio waves or infrared signals as a transmiss ion medium l2J. MANETs al so lISC 

radio waves or infrared signals as a transmission medium but unlike Wireless LANs, MA NETs 

have no access points. Access point is a device tilat a llows wireless communication dev ices to 

connect to a network using Wi·Fi, Billetooth or related standards. Lack of access poin ts forces 

mobile nodes in ad·hoc network to function as both host and routi ng device. 

MANETs are se lf·organizing networks with a co llect ion of mobile nodes that are capable o f 

communicating with each other as shown in figure 2. 1 [3]. Communicati on in an ad·hoc network 

does not require ex istence of a central base station or a fi xed network infrastructure. Each node 

of an ad-hoc network is both a host and a router. This means, a node that is between two nodes 

that are far away from each other's transmission range can serve as a router to forward data 

packets. Thi s multi-hop support in ad-hoc networks, whi ch makes communication between 

nodes outside direct radio range of each other possible, is probably the most disti nct difTerence 

between MANETs and wireless LANs (3, 4]. 

6 



Figure 2.1.' An example of ad-hoc nefwork wilh l'ariou~' mobile devices 

2.2. Characteristics of MANETs 

A MANET consists of mobi le platforms (e.g., a router with multiple hosts and wireless 

communications deviees)--herein simply refcrrcd to as "nodcs"--which arc free to move about 

arbitrarily. The nodes may be located in or on airplanes, shi ps, trucks, cars, perhaps even on 

people or very small devices, and there may be multiple hosts per router [35]. A MANET is an 

autonomous system of mobile nodes. The system may operate in isolation, or may have gateways 

to and interface wi th a fixed network. In the Intter operational mode, it is typically envisioned to 

operate as a "stub" network connecting to a fi xed internetwork . Stub networks carry traffic 

originating at and/or destined for internal nodes, but do not permit exogenous traffic to "transit" 

th rough the stub network [2). 

MANET nodes are equipped wi th wireless transmitters and receivers using antennas which may 

be omnid irectional (broadcast), highl y- directional (point-to-point), possibly sleerable, or some 

combination thereof [7]. At a given point in time, depending on the nodcs' posi tions and their 

transmitter and receiver coverage patterns, transmission powcr levels and co-channel 

interference leve ls, a wireless connecti vity in the form of a random, multi hop graph or "ad hoc" 

network ex ists between the nodes [10]. This ad hoc topology may change with lime as the nodes 

move or adjust thei r transmission and reception parameters. 
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MA NETs have severa l salient characteristics: [51 . 

• Dyna mic Topology: Nodes are rree to move randomly and orgamze themselves 

arbitraril y. They arc also free to leave and join the network easily. Thus, the network 

topo logy, typically multi-hop, may change rapid ly and unpredictably. That leads towards 

the need of an effective routing, a challengi ng problem to solve. 

• Low Bnndwidlh: Wireless links, which can be either bidirectional or unid irectional arc , 

characterized to have significantl y lower capacity than wi red mediums. In addit ion, the 

actual throughput of wireless communications- after accounti ng for the effects of 

multi ple access, rad ing, noise, and interference condi tions, etc.- is oftell much less than a 

radio 's max imum transmission rate. One effect or the relati vely low to modemle link 

capaciti es is that congesti on is typica lly the norm rather than the exception, so demand 

rrom users wi ll likely approach or exceed network capaci ty frequently. As the mobi le 

network is often simply an ex tension or the fixed network infrastructure, mobile ad-hoc 

use rs will demand similar services. These demands wi ll continue to increase as 

multi media computing and coll aborati ve networking appl icati ons ri se. 

• Energy-Constrained Operation: Some or all of the nodes in MANETs may rely on 

batleries or other exhaustible means fo r their energy. For these nodes, the most important 

system design criteria for optimization may be energy conservmioll . As a result, routing 

algori thms should be as simple as possible to avo id intensive computations. For example, 

ove rhearing transmissions requi res a large amount of energy to rece ive and decode entire 

packets. 

• Limited Security : Mobile wireless networks are generall y more pronc to security threats 

than wi red nets. The increased possibi lity of eavesdropping, spoofing, and dcnial-of­

service attacks should be carefully considered. Ex isti ng link sccurity techniques are often 

app lied wi thin wireless networks to reduce security threats. As a benefi t, the 

decentral ized nature of network control in MANETs provides additional robustness 

against the single points of fai lure of more central ized approaches. 
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• Scalabi lity: Network s ize may vary from a relatively small network with 10 nodes to a 

large network with 1000 nodes in mobi le ad-hoc networks. Thus, routing protocols 

should be able to scale to th is amount. 

2.3. Archi tect ure of MANETs 

The natu re ofMANETs makes them very vul nerable to advcrsary's ma licious allacks 1221. Using 

wireless li nks as a means of communicati on medium renders MA ETs suscepti ble to attacks 

ranging from passive eavesdropping to active interference. Unl ike wired networks where an 

adversary must gain physical access to net work wires or pass through several li nes o f defense at 

firewalls and gateways, attacks on MANETs can come from any di rection and target at any node. 

The damage that can occur due to the attacks can include leak ing secret infonllation, message 

contamination and node impersonation [5]. All these mean that a mobi le ad-hoc network wi ll not 

have a clear line of defense like the one that can be found in wired networks. Which in turn 

means eve ry node mllst be prepared 10 encounter an adversary di rectly or indirectly. Mobile 

nodes are autonomous that are capable of roaming independentl y. Since tracking down H 

particular mobile node in a large scale ad-hoc networks can be done easily, attacks by 

compromised nodes from within the network are far more damaging and much harder to detect. 

Therefore, any node in a mobi le ad-hoc network must operate in a mode that trusts no peer. 

Decis ion mak ing in ad-hoc networks is usually decentral ized and many ad-hoc algori thms rely 

on the cooperat ive participations of all node involved in the nelwork. The lack of cent ralized 

management means that the adversaries can exploit thi s vul nerability for new types of attacks 

designed to break the cooperative algorithms [1 7]. For example, the current MAC protoco ls for 

ad-hoc networks are all vulnerable. Although there are many MAC protocols, the basic working 

principles are similar. 

In a contention-based method, nodes must compete fo r control of the transmission channel each 

time they want to transmit a message. Nodes must strictly fo llow a predefined procedure that 

avoid collusions or recover from them. In a contention free-method , each node must seek from 

all other nodes a unanimous promise for an exclusive use of a channel resource on a one-time 

recurring basis [ 15]. 
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Regard less of the type of MAC protocol, if a node behaves malic ious ly, the MAC protocol can 

break down in scenario resembling a denial-o f-service attaek on the enti re network (4]. Although 

such attacks are rare in wired networks because the physica l networks and the MAC layer are 

isolated fro m the outside world by layer 3 gatewayslfi rewall s, every mobile node is completely 

vulnerable in the wireless open medium. 

Ad-hoc routing presents other vulnerability, Unli ke wired networks where extra protection can 

be placed on gateways or fi rewall s, an adversary that hijacks an ad- hoc node could paralyze the 

cnlirc wi relcss network by disseminating fa lse rouling in formation. False routi ng information 

could result in messages fed to the compromised node. 

2.4, Application of MANETs 

Once the basic understanding and characteristics of ad-hoc networks have been discussed, it is 

fairly appropriate to mention some of the areas that ad-hoc networks have a vital importance. 

Applications of MANETs range from mi litary operation to civil rapid deployment such as 

emergency search and rescue missions and instantaneous class room or meeting room 

applications [34]. 

A common example could be usmg ad·hoc networks to communicate after the existing 

infrastfllcture has been destructed by some natura l phenomcnon such as earth quake or volcanic 

cruption. As shown on figure 2.2 [34] , MANETs arc cxtremely useful in mili tary. 

" " ~' " ........ 
Figure 2.2: Example oj MA NETs appliClItion 
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2.S. Routing in MANETs 

Routing in ad-hoc networks is completely different from routing in traditional wired networks. 

This is due to the different characteri stics of ad-hoc networks such as no fixed infrastructures, 

usc of rad io waves as a means of communication, dynamic network topologies and many other 

reasons. Hence, the traditional rouling paradigm cannot be deployed in ad-hoc networks. 

2.5. 1. fac tors thai Affect Roul ing in MANETs 

I-laving a unique nature of mobi lity, lise of wireless li nks for communicati on and lack of central 

administrat ion makes it difficult to deve lop a standard ad-hoc routing protocol Ihal is not 

vulnerable to various types of security threats. Below arc some of the factors thai afTect routi ng 

process in MANETs [7, 8, 9]. 

• Luck of Fixed Infrastructure: An ad-hoc network is an infrastructure less network. 

• 

Unlike trad itional networks, there is no pre-estab lished infrastructure such as centrally 

administered routers or strict pol icy for supporting end-to- end rou ting. In MANETs, the 

nodes themselves are responsible fo r routing packets. Each node re lics on the other nodes 

to route packets. Mobile nodes in each other's radio transmission range can communicate 

direct ly, but nodes Ihat are too far apart to communicate directl y must depend on the 

intermediate nodes to fo rward packets. 

Dynamic Topology: Ad-hoc networks contuin nodes that may frequently change their 

locations. Hence, the topology in these networks is highly dynamic. This results in 

frequently changing neighbors on whom a node relics for routing. Random movement of 

nodes also makes it difficult to keep track of node position. As a result traditional routing 

protocols can no longer be used in such an environment. This mandates new routing 

protocols that can handle the dynamic topology by facilitating fresh route discoveri es. 

• \ Vireless Media : As the communication is through wi reless medium, it is possible for 

any intruder to tap the communication easily. Wireless channels offer poor protection and 

routing related control messages can be tampered. The wireless medium is susceptible to 

signal interference, jamming, eavesdropping and distortion. An intmder can easily 

eavesdrop to access sensiti ve routing informati on or jam the signals to prevent 

propagat ion of routing information or worse intcrrupt messages and di stort them to 

mani pulate routes. Rou ti ng protocols should be well adoptcd to handle such problems. 
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2.5.2. Types of Ad·hoc Routing Protocols 

An ad·hoc routing protocol is a convention, or standard. that cont rols how nodes decide which 

way to route packets between computing devices in a mobile ad·hoc network. In ad.llOc 

networks, nodes do not start out familiar with the topology or their networks; instead, they have 

to di scover it. The basic idea is that a new node may announce its presence and should li slen ror 

announcement broadcasts by its neighbors Routi ng prolocols bel\vee a . f d . h' . . n • ny paIr 0 no es WIt III 

an ad· hoc network can be difficult because the nodes can move randomly and can also join or 

leave the network . This means that an optimal route at H certain time may not work seconds later. 

Generally ad·llOc routing protocols can be classified into three different categories [I OJ as sho\.\'n 

in fi gure 2.3 [1 0]: 

[ ---,1----,--1 
{ R~M"'" 1>. .... ("0("<>1< Pt ...... "' ... I ..... ocob " 

;\1A:-''ET. Ro .... ". P,"'""oI. 

Figure 2.3: Classificalion of ad·//Oc r Ollling p r OIOCO/S 

Proactive Protocols: Also known as Table-driven Protocols, work out rOlltes in the background 

independent of traffic demands. Each node uses routing information to store the location 

in rormation of other nodes in the network and thi s inrormation is then uscd to move data among 

differem nodes in the network. This type of protocol is slow to converge and may be prone to 

rOllting loops [2]. These protocols keep a constant overview of the network and this can be a 

di sadvantage as they may react to change in the network topology even ifno traffic is affected by 

the topo logy modification which could create unnecessary overhead. Even in a network wi th 

little data traffic , Table Driven Protocols will use limited resources such as power and link 

bandwidth therefore they might not be considered an effecti ve routing solution for ad-hoc 

Network s. Destination Sequenced Distance Vector (DSDV) is an example of a Table Driven 

Prolocol [10]. 
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• Reactive Protocols: More often referred to as On-demand ROUling Protocols, estab lish 

rOliles between nodes onl y when they arc required to route data packets. There is no 

updating of eve ry possible route in the network instead it focuses on routes that arc being 

used or being set up. When a route is requi red by a source node to a desti nation fo r which 

it does not have route info rmati on, source node requests for one. On-demand protocols 

arc genera ll y considered efficient when the route di scovery is less freq uent than the data 

transfer because the network traffic caused by the route discovery step is low compared 

to the total communicat ion bandwidth [1 0] . 

This makes On Demand Protocols more suited to large networks wi th light tra ffic and 

low mobili ty. Ad hoc On Demand Distance Vector (AODV) and Dynamic Source 

ROllting (DSR) are common examples of on-demand Rout ing Protocol [2]. 

The AODV routing protocol enables mu lti -hop routi ng between part icipating mobi le 

nodes wishing to establish and maintain communication. AODV is based up on the 

distance-vector algorithm [30]. In an ad-hoc network that uses AODV nodes do not have 

complete routing information about the entire network that is stored in their routing table. 

To find a path to destinat ion, all mobile nodes work in cooperation using the routing 

contro l messages. With the help of control messages, AODV rout ing protocol offers 

qlli ck adaptation to dynamic network cond itions such as low processing, memory 

overhead and low network bandwidth utilization with small size control messages. The 

most distinguishing feature of AODV compared 10 the other routing protocols is that it 

uses a desti nation sequence number for each route entry. The destination sequence 

number is generated by the destination when a connection is requested from it. Using the 

destinat ion sequence number ensures loop freedom. AODV makes sure the route to the 

destinat ion does not contain a loop and is the shortest path. 

13 
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RREO 

Figure 2. 4: RREQ broadcast as a rOllle discovery process 

Route Request (RREQ), Route Reply (RREP), and Route Error (RERR) arc control 

messages used for establishing a path from source to desti nation [30]. When a node wants 

to initi ate transmission of packets, first it needs to broadcast a RREQ message (as sho\',," 

in Figure 2.4 [20]) to the neighboring nodes inquiring a fresh enough route to a spec ific 

destination node. Neighboring nodes that receive RREQ broadcast will check their 

rou ting table and respond to the RR EQ broadcasts by sending an RRE» message if they 

have fresh enough route to the destination nodc. Fresh enough means that the 

intermediate node has a va lid route to destinat ion formed a peri od o f time ago, lower than 

the threshold. To make sure the route is fresh the destination node that sends the RRE P 

will add a destination sequence number to each reply. Otherwise. the node will re· 

broadcast the ori ginal RREQ message to other nodes. Whi le the RREQ message 

propagates through the network, every intermediate node increases the hop count by one. 

If an RREQ message with the same RREQ ID is rece ived, the node silently discards the 

newly received RREQ message, controlling the ID field of the RREQ message. TIli s 

process will continue unti l the RREP message reaches the destination node or an 

intermediate node with a fresh enough route to the destination. Figure 2.5 [20] explains 
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the RREQ message propagat ion process. When the destination node or intermediate node 

that has fresh enough route to the destinat ion receive the RREQ message they create un 

RREP message and update the ir routing tables with accumulated hop count and the 

sequence number of the destination node. If there is no RREP message sent back to the 

sending node, the destination node may be unreachable and the transmiss ion cannol be 

established [30]. Once the RREQ message is received by the desti nation node or an 

intermediate node with a route to destination node, an RREP message is unicasted (refer 

to Figure 2.6 [20]) back to the source node along the way the RREQ message came. 

Here , it should be noticed that an RREQ message is broadcasted to every ne ighbori ng 

node to a source node where as an RREP message is un icastcd back via a saved route \0 

the source node that initiated the route discovery process. 

If a li nk breakage occurs an immediate notilicat ion will be sent to the neighbori ng nodes 

that will be affected by the broken link. In addition, nodes use a peri odic broadcast of 

hello messages as a local advertisement to tell neighboring nodes a specific route is val id 

and can still be used. If hello messages stop coming from a neighboring node, the 

neighbor can assume the node has moved away and mark the link to that node as broken 

and notify the affected set of nodes by sending a link fai lure notification, another special 

RREP message [15]. 

Destination sequence numbers serve as ti me stamps and allow nodes to compare how 

fresh their info rmation on the other node is. However, when a node sends an y type of 

routi ng message, RREQ, RREP, RERR etc., it increases its own sequence number as 

shown in Figure 2.6 [20]. Higher sequence number is more accurate information and 

whichever node sends the highest sequence number, its information is considered and 

route is established over this node by the other nodes. The sequence number is a 32-bit 

unsigned integer value. If the sequence number of the routes reaches the highest sequence 

number then it will be reset to zero (0) [1 3]. , 
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In Figure 2. 6, wh ile Node 2 forwards the RREP message coming from Node 4, it compares its 

own prev iously stored sequence number with that of Node 4. If it nolices that the sequence 

number is newer than its own, then it changes its route table entry as necessary. 
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• l'lybrid Routing Protocols: As their name indicates these rOllti ng protocols combine the 

strength of proacti ve (Table-dri ven) and reactive (On-demand) routing protocols to make 

up a new protocol with better routing performance [2 , 10]. l l ley use di stance-vectors for 

more prec ise metrics to establish the best paths to destination networks, and report 

rou ti ng in format ion only when there is a change in the topology of the network. Each 

node in the network has its own routing zone, the size of which is defined by a zone 

radius, which is defined by a melric such as the number of hops. Each node keeps a 

record of routing information fo r its own zone. Zone Routing Protocol (ZRP) is a good 

example of Hybrid routing protocol. ZRP was the first hybrid routing protocol with both 

a proactive and a reactive routi ng componenl. ZRP was fi rst introduced by Haas [32] in 

1997. ZRP is proposed to reduce the control overhead of proacti ve routi ng protocols and 

decrease the latency caused by routi ng discover in reacti ve routi ng protocols. As in 

Figure 2.7 [32], ZRP defines a zone around each node consisting of its k-neighborhood 

(e. g. k=3). In ZRP. the di stance and a node. nil nodes within -hop distance from node 
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belongs to the routing zone of the nod ZRP ' C c. IS !a rmed by two sub-prOlocols, a proacti ve 

rou ting protocol: Intra-Zone Routing Protocol (IARJ') , d ' 'd ' , IS use mSI c roulmg zones and a 

reactive routing protocol: Inter-Zone Routing Protocol (IEI'I') , d be ' '\ IS usc ,tween routlllg 

zones, respectively. A route to a destinat ion within the local zone can be establi shed from 

the proactively cached routing table of the source by IARP; therefore. if the source and 

destination is in the same zone, the packet can be deli vered immediately. Most of Ihe 

existing proactive routing algorithms can be used as the JARP for ZRP. 

--CD 
v 

Figure 2. 7: An example of rOllting zone 0/ node I 

For routes beyond the local zone, route di scovery happens reactively. The source node sends a 

route requests to it s border nodes, contain ing its own address, the desti nation address and a 

unique sequence number. Border nodes arc nodes which are exactly the max imum num ber of 

hops to the defined local zone away from the source. The border nodes check their local zone for 

the destination. If the requested node is not a member of thi s local zone, the node adds its own 

address to the route request packet and forwards the packet to ils border nodes. If the destination 

is a member of the local zone of the node, it sends a route reply on the reverse path back to the 

SOurce. The source node uses the path saved in the route reply packet to send data packets 10 the 

desti nation. ZRP has some features that appear 10 make it somewhat less suscepti ble to rouling 

attacks [33]. Its hierarchical organization hides some of the routing infonnation within the zones. 

ZRP provides some fo rm of security against di sclosing network topology by dividing rouling 

into zones, whieh conceal the internal organization. 
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2.5.3. I'roblcms Associated with Ad-hoc Routing I)rolocols 

"Iaving di scussed about some of the ad-hoc routing protocols developed by a special group from 

Internet Engineering Task Force (lETF) [2, 35] called the MA ET group, some of the problems 

associated with them will be explained briefly. 

• Implicit Trust Relationship between Neighbors: Curren t ad-hoc routi ng protocols 

inherently trust all participants. This means packet routing is accomplished based on the 

princ iple of peer trust [10, 21 ). Most Ad-hoc routing protocols arc cooperati ve by nalure 

and depend on neighboring nodes to route packets. This naive trust model allows 

malicious nodes to paralyze an ad-hoc network by insert ing erroneous rouling updates, 

rep lay ing old messages, changing rout ing updates or advert ising incorrect routing 

information. While these attacks are possible in fixed network as well, the ad-hoc 

environment makes detection more difficult . 

• Th roughput: Ad-hoc networks maximize total network throughput by using all available 

nodes fo r routing and forwarding. However a node may misbehave by agreeing to 

fo rward packets and then failing to do so, because it is overloaded, selfish, malicious or 

broken. Misbehaving nodes can be a significant problem. Although the average loss in 

throughput due to misbehaving nodes is not too high, in the worst case it is very high. In 

the case where there is a malicious node that continuously drops traffic that it is supposed 

to forward (black hole attack), the network throughput wi ll be decreased by a significant 

amount [24, 30]. 

• Lllck of Detecting and Isolal ing Malicious Nodes : As explained earlier, misbehaving 

nodes can affect network throughput adversely in worst-case scenarios. The ex isti ng Ad­

hoc routing protocols do not include any mechanism \0 identify misbehaving nodes. It is 

necessary to clearly define misbehaving nodes in order to prevent fal se positives. It may 

be possible that a node appears to be misbehaving when it is actually encountering 

temporary problem such as overload or low banery. A routing protocol should be able to 

identify malicious nodes and isolate them during route discovery operation (24]. 
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E~IS i ly Leak Information about Network Topolouv. Ad·hoc · I I'k 
bJ ' roullng protoco S I C 

AODY and DSR carry routes disco k ' I . very pac CIS III C car text. These packets con tam the 

routes to be followed by a packet 8 I . ' I . . . y ana YZlng I lese packets any mtruder can fllld out 

the structure of the network. The attack might usc information gained to know whi ch 

other nodes a f C adjacent to the target or the physica l location of a parti cular node. Such 

an altack can be done pass ively l23, 24]. It can revea l roles of nodes in the network and 

thei r locat ion. Intruders can use this infonnalion 10 auuck command and control nodes. 

Lack of Self-stabilization Mechanism: Routing prowcols should be able to recover 

from an aHack in finite time. An intruder should not be able to permanently disable a 

network by injecting a smaller number of mal-informed routing packets. E.g. AODV 

however, is prone to self stabil ization problems as sequence numbers are used to verify 

route validity times, and incorrect state may remain stored in routing tables for a long 

lime 125]. 

2.6. Security Threats to MANETs 

Lack of security is the main problem associated wit h mobil e ad-hoc network s [ II J. The nodes in 

MANETs are responsible for dynamicall y discovering other nodes to communicate. Allhough 

the ongoing trend is to adopt ad-hoc networks for commercial uses due to their certain unique 

properties, the mai n challenge is the vulnerability to security threats. As MANETs arc quickl y 

spread ing fo r the property of its capability in fo rming temporary network without the aid of any 

establi shed infrast ructure or centralized administrntion, security cha llenges has become a 

primary concern to provide secure communication. The absence of centra l admi ni stration and 

iixed in frastructure make it very difficult to install firewalls or other protection mechani sms. Use 

of wireless links renders an ad-hoc network susceptible to link attacks ranging from passive 

eaveSdropping to active impersonation, message replay and message di stortion. Eavesdropping 

might give an attacker access to secret information thus violat ing confidentiality. Acti ve aHacks 

could range from delet ing messages, inject ing erroneous messages; impersonate a node etc thus 

violating avai labi li ty, integrity, authentication and non-repud iation. odes roaming freely in a 

hostile environment with re latively poor physical protect ion have non-negli gible probability of 

be ing compromised [12J. Hence, we need to consider malicious attacks not on ly from outs ide but 

also from within the network from compromised nodes. Ad-hoc network is dynamic due to 

frequent changes in topology. Even the trust relationshi ps among individual nodes also changes, 
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especially when some nodes are found to be compromised. Vulnerabilities of operating systems 

and upper layer applications that belong to user programs slich as databases, browsers or clicnt ~ 

server applications are not considered as a security issue for ad-hoc networks. Attacks assoc i01cd 

with route discovery and packet routing processes afC the most devastating threats to the 

perfonnance of ad-hoc networks. These attacks can originate from both out side of the network or 

from within the network because of compromised nodes. 

In thi s section, security threats in MANETs will be di scussed for a general understanding and 

the black hole attack in detail. The following are some of the common security threats 10 mobile 

<ld-hoc networks: 

2.6.1. Ad-hoc Flooding Attack 

Flooding attack is al so one of the most common attacks thm compromise the securi ty of ad-hoc 

networks significantly. This kind of attock is classified under a general name ca lled DOS attack. 

Flooding attack can result in denial of service when used against on-demand routi ng protocols 

for mobile ad-hoc networks, such as AODY, DSR. In such attacks. an intruder broadcasts mass 

RREQ packets to exhaust the communication bandwidth and node resource so that a valid 

communicat ion cannot be kept [11 , 12]. 

Flooding RREQ packets in the whole network will consume avai lable network band width and 

results in congestion. To reduce congestion in a network, AODY protocol adopts some methods. 

A node can not originate more than RREQ_RATELIMIT RREQ messages per second. After 

broadcasting an RREQ message, a node waits for an RREP message. If a route is not received 

within round-trip milliseconds, the node may try again to di scover a fOllte by broadcasting 

another RREQ message, up to a maximum of retry times at the maximum TTL val ue. Repeated 

ouempts by a source node at route discovery for a single desti nation must utili ze a binary 

exponential back off [13]. In Flooding Attacks, the wbole network will be full of RREQ 

messages that the attacker sends. The communication bandwidth is exhausted by the nooded 

RREQ packets and the resource of nodes is also occupied at the same time. If the avai lab le 

bandwidth is dominated by a single malicious node, other nodes will be unable to communicate 

with each other because of lack of enough bandwidth. This resul t in a catastfophic damage in a 

network called Denial of Service (30). 
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2.6.2. Gray Hole Attack 

Gray hole attack is when an adversary drops some of the packets that i l has to forward to a 

destination node. Unlike black hole attack that sends a fa lse RREP message to a RREQ meS5..1gc 

from a sending node, gray hole attack does nol send false RREP messages. Rather, a gray hole 

attack sends a true RRE P message containing a genuine route to a destination node as a reply to 

RREQ messages. But in gray hole attack, an adve rsary forwards data packets correctly for some 

time and will start dropping some of the packets that arc destined to a speci fic destination node 

[17]. 

2.6.3. Impersonation 

Impersonat ion attacks are also called spoofing attacks. The attacker assumes the identit y of 

another node in the network, thus recei ving messages directed to the node it fakes. Usua lly thi s 

wou ld be one of the first steps to intrude a network with the aim of currying out furthcr attacks to 

di srupt operation. Depending on the access level of the impersonated node, the intmder may 

even be able to reconfigure the network so that other attackers can (more) easily join or he could 

remove secu rity measures to allow subsequent attempts of invasion. A compromised node may 

also ha ve access to encryption keys and authentication informat ion. In many networks, a 

malicious node could obstruct proper routing by injecting false routing packets into the network 

or by modifying routing information [17J. 

2.6.4. M odification 

Malicious nodes can cause redirection of network traffie and DoS attacks by altering contro l 

message fields or by fo rwarding routing messages with fal sifi ed values. Modi fication attacks can 

be performed in one of the following several ways. 

• Redirection by modified route sequence numbers 

• Redirection with mod ified hop counts 

• Denial-of-service with modified source routes 

• Tunneling 

r"'lIl eting _ Ad hoc networks have an implic it assumption that any node can be located adjacent 

to any other node. A wnneling attack is where twO or marc nodes may collnborate to cncapsulate 
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tWO such nodes may co llaborate to falsely represent the length of available paths by 

cncapSlllating and tunneli ng between them legitimate routing messages generated by other nodes. 

In thi s case, tunneling prevents honest intermediate nodes from correctly incrementing the metric 

used to measure path lengths [34]. 

2.6.5. Pass ive Envcsdropping 

Eavesdropping is the act of secrelly listening to the private conve rsation of olhers without their 

consent. This attack discloses the information about the network but al lhc same lime the attacker 

can access and read the contents of data packets transmi tted over the communication channe l. 

The attacker can main ly gain two types of information by mounting th is sort of attack against an 

ad-hoc network, i.e. the attacker can read data transmitled in the sess ion and also gets 

information about the packet's characteristics [18]. 

2.6.6. Scltish Nodes (Selective Exis tence Attuck) 

A selfi sh node is one that does not parti ci pate in the network operations but uses the network for 

its advantage to enhance performance and save its own resources such as powe r. To achieve that. 

se lfi sh node pUIS forth its existence whenever personal cost is involved. Therefore these selfish 

node behav iors are known as selective ex istence attacks. For instance, selfish nodes do not even 

send any HELLO messages and drop all pac kets even if they are sent to itself, as long as it docs 

not start the transmission [1 5]. When a selfi sh node wants to start a connection with another 

node, it perfo rms a route discovery and then sends the necessary packets. When the node no 

longer needs to use the network, it returns to the "si lent mode" After a whi le, neighboring nodes 

invalidate their own route entries to this node and sel fish node becomes invisible on the network . 

Actually, dropping packets may be divided into two categories <lccording to the aims of the 

attacking node [30]. Attacker may want to drop the packets of only the other nodes that it will 

attack later. To do that it must look at the packet to see whether it comes rrom thi s node. If 

attacker looks at the content of all packets aggregating from the network. it spends CPU resource 

and naturally battery life. This is not desirable behavior for selfi sh nodes because it spends 

battery life. Therefore attackers are not interested in the content or the packets ifits ai m is not to 

consume its own resources. First category of dropping packets cannot be evaluated as a sel fi sh 
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node behavior. Selective existence is kind of a passive attack, nodes just do not participate in the 

network operations and they do not change the content of packets [1 8]. 

2.6.7. Attack againsl Ro uling Table 

Every node has its own routing table to find other nodes easily in the network . At the same ti me, 

thi s roll ting table draws the network topology for each node for some pe riod o f time (max . 3 

seconds, duration of ACTIVE_ROUTE_T1MEOUT constant va lue in the case of AODV 

protoco l) [J 4]. If malicious node attacks against this table, attacked nodes do not find any roule 

to other nodes to connect. This attack is always performed by fabricating a new control message. 

Therefore such attacks are also referred as fabricat ing attacks. There are many a\lacks against 

routing tables. Each one is done by fabricating fa lse control messages. For example, to attempt a 

black hole attack, malicious node first invades into the routing table o f the victim, send ing false 

RREP message. Malicious node al so spreads false RRER messages to the network so that va lid 

working links are marked as broken. Another attack type against the routing table is an attempt 

to create too many route entries for nonexistent nodes using RREQ messages. This results a full 

routing table of an attacked node preventing it from having enough memory to create new 

entries. Thi s anack type is also known as routing overflow. Altacks against the routing tables 

also affec t the integrity of the network by changi ng the network topo logy establ ished in the 

routi ng tab les o f nodes. False control messages are di sseminated quickl y in the network due to 

route discovery process and influence the network integrity in a wide range. This type of attac k 

on routing table is called network integrity attack (7]. 

2.6.8. Bluck Hole Attack 

The contemporary routing protocols for ad· hoc networks cope we ll with dynamicall y changing 

topology but are not designed to accommodate defense against ma li cious attackers [ 11 , 34]. 

Generall y black hole attack is an attack that happens when a malicious node tries to absorb all 

the traffic that passes through it and drops it. It has already been discussed that ad-hoc networks 

that use a reacti ve routing protocol (AODY in thi s case) uses a route discovery mechani sm to 

di scover and establish a route fo r communication between part icipating nodes. In a route 

di scovery process any node that wishes to start communication with another node on the network 

must send an RREQ message to neighboring nodes in order to establi sh a two-way route wi th a 

desired destination node. Hav ing sent the RR EQ message. the sendi ng node must wa it fo r a 
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possible RREP message either from the destination node or an intermediate node thaI has a fresh 

link to Ihe dest ination node. 

A black ho le node, as in Figure 2.8 [20], waits for an RREQ message that is sent for a roule 

di scovery from another node (sending node) that wishes to establish a route and initiate 

transmission of data packets with a specific destination node. When the black hole node receives 

an RR EQ message, it will automatically provide the sending node with a so called fresh enough 

route by sending a false RREP message containing the destination node 's address copied from 

the original RREQ message. Since a malicious node never checks ils routing table for the 

requested rQule the RREP message it generates is the first to reach the sending node \4 1· 

M .. _ ~" . 1 -100(.< 
) --_ I 1 

I I-'"~ '~ I'S \ (_., ----j~- ' 

( S-'" N..,. ' 
00 .... .,"" '" ~! ~ 

..... , ..... 0 
O!Ii(O'D ,~ 
Soo.oot Nooo HoOt , 
Soo.oot~ ... N~ I,; 
00.,....""'...".. _. 
OO,,' y .... S .. No 0 

.... ~­, 

-- -, 0.....-11_ . _ . 
_.:In'" 

-~ IUI~Q O 

~-
~--I=.:. 

_Soo'" 

." 
, 
" -, ,. _ . 
• 

-­, 

r· 28' calse RR£Q message from a black hole node rlgllre .. r. 

-~ , 

. . I the sending node from a node with a genuine 
After a whi le another RREP message Will arnve a . 
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the fi rst arriv ing RREP message and di scards other RREP messages. Once RRE P message is 

received and route is established, the source node will start sendi ng data packets hopping they 

wiJi be forwarded to destination. All data packets received by the black hole node will be 

dropped rather than being forwarded to the actual destination node. By doing so a black hole 

node great ly compromises the security of ad-hoc networks resulting in a very low over all 

network throughputs [15, 16]. Reacti ve protocols such as AODV that work on a route discovery 

bas is are mostly vu lnerable to black hole attacks. 



CHAPTER THREE: RELATED WORKS 

Several researches have been carri ed out to prevent black hole attack III MANETs. Various 

tcchniques have also been proposed to protect MANETs from black hole attack that degrades 

nelwork performance dramaticall y by absorbing network tmllie. It is a crystal truth that any kind 

of soilnion to any problem might have a drawback when it is seen from other poin ts of view 

rather than the main objectives the solut ion is supposed to meet. To men tion some, the 

techniques employed in the existing solutions have a low efficiency when it comes to uti lization 

of limited resources and some are a bit complicated in their nature whi ch will make the 

implementation of the solutions fairl y complex. 

Several works [29, 30,3 1] proposed various solutions that prevent the wel l known security threat 

in mobile ad-hoc networks called black hole attack (specifically in Ad-hoc On-demand Distance 

Vector (ADDV) protocol as it is highly vulnerable to such attack). 

According to the proposed solution in (29), information about the next hop to destination should 

be included in the Route Reply (RREP) message when any intermediate node replies for Route 

Request (RREQ) broadcasts. Then the source node sends a Further Request (FREQ) message to 

next hop of the intermediate node (the node that sent RREP message) and asks it about the 

validity of a route through the particular intermediate node. By using thi s method it is possible to 

identify trustworthiness of the intermediate node only if the next hop is trusted. This method can 

work well in isolating the black hole node but it has problem when it comes to effi ciency in 

addition to the problem already mentioned in [30] that the proposed so lution does 110t consider 

attacks by more than one black hole node. 

Ex tra FREQ messages can increase the network overhead significantly as they have to propagate 

through mult iple nodes if the next hop is located far away from the source node, which will 

consume the precious bandwidth in wireless communication. 

The SohHion proposed in [31 J solved one of the problems or weakness of the solution that was 

proposed in [29]. But again the new solution docs nol consider the limitation of resources in 

wi reless communication at all. The authors in [311 have tried to solve the problem of cooperative 

bl k bllt tile mechanism emplol'ed was fairly 
ack hole attack against mobile ad-hoc networ 'S 
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complicated and far from efficient. The proposed so lution introduced two ideas or techniques to 

prevent cooperative black hole attack. 

The fist is application of Data Routing Info rmation (DRI) an exira database having information 

about past ro uting experience that wi ll be recorded and maintained by every single node in the 

network. In addition to the routing table, nodes have to maintain to communicate with other 

nodes in the network, the introduction of DRI does not only consumes the limited available 

memory to store the new database but also makes nodes busy in maintaining the DRl that takes 

up a significant amount of expensive processing time of mobile nodes 17, 101· 

The second technique is to apply cross checking of an RREP message from an intcrmcdiate node 

10 check if the source node has used this particular intermediate node to route dala. If the source 

node has used the intermediate node before to route data, then the intennedialc node is rcli!lble 

and source node starts to route data through the specified intenllediatc node. Otherwise, 

in termediate node is unreliable and the source node sends an FREQ message to nexl hop to 

check the ident ity of the intermediate node. 

In P I], anomaly detection method was used in their technique but anomaly condition checking 

depends merely on destination sequence number. However, th is is nul <11 ways Ihe case. A lnrge 

network with many mobile nodes and numerous route di scovery processes may reach maximum 

destination sequence number even under normal circumstances. 

The other drawback of this technique is broadcasting ex tra ALARM packets as a procedure to 

announce detection of malicious node. This will significantly consume network bandwidth if the 

network is large. 

Those various authors have given various proposals for detection and prevention of black hole 

attack in MANET but every proposal has some limitations and their respected solutions. 

Although these approaches lead to black hole node detection, they failed to address what single 

and multiple black hole attack can have an impact on Ad hoc mobile network. 0, this project 
r . h ' m for prevention and detection of single 
IOcused on implementing anomaly dete<:lJon mec allis 

and multip le black hole attack in ad hoc mobile networks. 
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CHAPTER FOUR: SOLUTION DESIGN 

4,1. The Routing Protocol 

The term routing [9] , in a computer network, refers to the process of selecting paths 10 send data. 

This process can be split in a routing protocol, used to exchange in fonnation about topology and 

link weights, and a routing algorithm, that actuall y computes paths between nodes. An ad-hoc 

routi ng protocol is a convention, or standard, that controls how nodes decide which way to route 

packets between comput ing devices in a mobi le ad-hoc network . In ad-hoc networks, nodes do 

not sHIrt out familiar with the topo logy of their networks; instead, they have 10 discover it. The 

basic idea is that a new node may announce its presence and should li sten fo r announcement 

broadcasts by its neighbors. 

Ad hoc On~Demand Distance Vector (AODV) is descri bed III RFC 3561 [35]. It is reactive 

routing protocol that enables multi~hop routing between part icipating mobile nodes wishing to 

establish and maintain communication. AODV is based up on the di stance~vector algori thm. In 

an ad~hoc network that uses AODV nodes do not have complete routing in rormation about the 

entire network that is stored in their routing table. 

To rind a path to destination, all mobile nodes work in cooperation using the routing control 

messages. Wi th the help of control messages, AODV routing prolocol otTers quick adaptation to 

dynamic network conditions such as low processing, memory overhead and low network 

band width utili zation with smal l size control messages. 

4.1.1 Control Messages of AODV 

AODV protocol establishes routes between nodes only when they arc required to route dma 

packets and prov ide topology infonnation fo r the nodes. For the purpose of our project the 

following control messages are required the system for route discovery and maintenance: 

• I
' I' M RREQ' Source node that needs to communicate with another 
,-oule ,-equest essage . 

, . RREQ AODV noods RREQ message using 
node In the network transmits message. ' 

d
' , h' There ',s a time to li ve (TfL) value in every RREQ meS5<1ge, 

ex pan mg rmg tee mque. 
the va lue of TTL states the number of hops the RREQ shou ld be transmitted [2 , 7, 101· 
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Route llcply Message RREP: A node having a requested 'Id ,', ' d' en I y or any mlcrmc late 

node that has a route to the requested node generates a route reply RREP message back to 

the originator node [7]. 

Route Error Message RERR: Every node in the network keeps monitoring the link 

status to its neighbor nodes during acti ve routes. When the node detects a link crack in an 

active route, Route error (RERR) message is generated by the node in order to nOlify 

other nodes that the link is down (7, 10) . 

False Ro ute Reply Message: When the black hole node receives an RREQ message, it 

will automaticall y provide the sending node with a so called fresh enough rOllte by 

sending a fal se RREP message containing the destination node's add ress copied from the 

original RREQ message. Since a malicious node never chccks its routing table for the 

requested route the RREP message it generates is the first to reach the sending node [2}. 

• Route Ma intenance Process: When the transmission of data started , it is the 

responsibility of the node that is transmitting data 10 confirm that the next hop received 

the data along with source route. The node generates a route error message, if it docs not 

receive any confirmation to the ori ginator node. The ori ginator nUlh:: again perfonns ncw 

route discovery process [10]. 

• Further Request Message FREQ: When a source node receives the RREP packet from 

an intermediate node, it sends a Further Request to the next hop to verify that it has a 

route to the intermediate node who sends back the RREJ> packet, and that it has a route to 

the dest inat ion. When the next hop receives Further Request, it sends Further Reply 

which includes check result to source node. Based on information in Further Reply. the 

source node judges the validity of the route [301· 

4.1.2 Communication between Nodes 

Mobile ad.hoc networks are self.organized networks. Communication in ad·hoc network docs 

not require existence of a central base station or a fixed network infrastructure. Each node of an 

a(1 ho k ' h d d ' ,'n of sonle information packets wh ile at the same time 
. c networ IS t e source an eslma iO 

it can func tion as relay station for other packets to their final dest ination. 
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In this system we have three types of nodes to have full communication between nodes; source 

node, destination node, and intermediate node that ex ist in two forms normal and black hole 

nodes as described below: 

• Source Node: All source nodes are mobile and can be connec ted dynamically in an arbitrary 

manner. Nodes of MANET behave as rOUle r and takes part in di scovery and maintenance to 

establ ish a re liable route of each other. When the source node wants to connect to the 

destination node, it propagates the route request packet to its neighbors [2]. Just as neighbors 

of the source node receive the broadcasted request packet, they forward the packet to their 

neighbors and this action happens until the destination is found. Af1crward, the destination 

node sends a replay packet to the source node in the shortest path. The route remai ns in the 

rOllte tables of the nodes through shortest path until the route is no longer needed. The source 

node starts the data transmission as soon as it receives the fi rst RREP, and then latcr updates 

its routing information of better route to the destination node. Each route table entry contains 

the following information [25]: 

• 

o Destination node 

o Next hop number of hops 

o Destination sequence number 

o Active neighbors fo r the route 

o Expi rat ion timer for the route table entry 

The route discovery process is reinitiated to establ ish a new route to the destination node, if 

the source node moves in an active session. If the link is broken and the node receives a 

noti fication, and Route Error (RERR) control packet is being sent to all the nodes that uses 

Ihis broken link for further communication. The source node then restarts the discovery 

process. 

Destina tion Node: The destination sequence number specifies the freshness ofa route to the 

desti nation before it can be accepted by the source node. Eventually, a RREQ will arri ve to 

d 
. . If the intcnnediate node has a route entry 

node that possesses a fresh route to the estlllauon. 
. . h h the route is fresh by compari ng the 

for the desired destination, It determmes w et er . 
. . . bl with the deslination sequence number III 

destination sequence number III liS route ta e entry 
. d . ' IS ccorded route to respond 10 the 

the RREQ received [25}. The intermediate no e cun usc I r 
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RREQ by a RREP packet, only if, the RREQ's sequence number for the destinat ion is greater 

than that recorded by the intennediate node Instead the ,·n,ermed·,a, od b d h " en c rcroaeasts l c 

RREQ packet. If a node receives more than one RREPs it updale, ." I' . r . • I rou mg in.ormatlon 

and propagates the RREP only if RREP contains either a greater destination sequence 

number than the previous RREP, or same destination sequence number with a smaller hop 

counl. It restra ins all other RREPs it receives. 

• Intermediate Node: for this work we have two types of intermediate nodes, the normal 

(malicious free) node and the black hole node: 

o Normal Node: the intermediate normal node is used if the source node is not in the 

transmission range of destination node; the intermediate node is used as a routing 

device to establi sh a route between source node and destination node and to fo rward 

data packets from source to destination. 

o Bluck Hole Node: As mobile ad-hoc networks lack an infrastructure, they are 

exposed to a lot of attacks. One of these attacks is the black hole attack. In the blnck 

hole attack, a malicious node absorbs all data packets in itself, similar to n hole which 

sucks in everything. At the black hole node, all packets in the network arc dropped. A 

malicious node dropping all the traffic in the network makes lise of the vulnerabilities 

of the route discovery packets of the on demand protocols, such as AODY. In route 

discovery process of AODY protoco l, intermediate nodes arc responsible to find a 

fresh path to the destination, sending di scovery packets to the neigbbor nodes 11 6J. 

Malic ious nodes do not use th is process but instead, Ihey immediately respond to the 

source node with false information as though it has fresh enough path to the 

destinat ion. Therefore, source node sends its data packets via the malicious node to 

the destination assuming it is a true path. Black Hole attack may occur due to a 

malicious node which is del iberately misbehaving, as well as a damaged node 

interface. In any case, nodes in the network will constantly try to find a route for the 

destination, which makes the node consume its battery in addition to losing pnckets. 
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4.2. In trusion Detection Systems 

As network-based computer systems play vital roles in modem society especially in the business 

world, they have become the main targets of intruders. While stand alone computer systems arc 

relative ly safe, those that have a di rect connection with a network environment are highl y vul nerable 

to various security problems. For example a personal computer that has no internet connection has a 

very rare chance of getting computer viruses unless the user carries a virus with external storage 

devices and infect his/her computer carelessly. But for a computer that is connected to a network 

espec ially the internet, there is a very high possibi lity of being infected by a computer virus or 

attacked by some kind of intrusion [23]. 

Intrusion Detection will be used to protect network based systems from possible intruders. For 

example, once an intruder that acts as a black hole node is detected in a network, a necessary 

measure could be taken to protect the whole network from coll apsing. This not only minimizes 

the damage that could occur because of the intrusion but also helps to gather ev idence for 

prosecution and even to launch a counter-attack [25). IDS can collect audit data for the entire 

network. Therefore, at anytime, the only avai lable aud it trace wi ll be limited to communication 

activities taking place within the radio range, and the intrusion detection algorithms mllst be 

made to work on this partial and localized infonnation. 

Intrusion detection mechanism assumes user and program acti vities are observable, fo r example 

via system audi ting mechanisms; and more importantly normal and intrusion acti vities have 

di sti nct behavior. Intrusion detection therefore involves capturing audit data that can be lIsed to 

ident ify when an intruder is trying to attack a system [24]. Intrusion Detection System (IDS) can 

be class ified as Network-based and Host.based based on the audi t data that has been collected 

and the place they will be installed (23). 

As stated in L231 etwork-based Intrusion Detection Systems are placed on gateways or firewalls 

f 
. k k tl at pass through the network hardware 

o a network and they examine networ' pac ets 1 

interfaces. Whereas Host based IDS are placed on individual hosts to monitor and analyze 

activities and events generated by hosts and users of the host. 
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Host.based IDS agents can be provided with a collection of data that can help the system identify 

an anomaly from nonnaley act ivities. This collection of information is called an Audit Data 

(AD) [23J. 

In this project, we lIsed Host-based IDS to enable the nodes protect themselves by detecting an 

anomaly activity from an intruder as shown in figure 4.1. Host-based IDS agent equipped with 

anomaly detection is installed on every node in a mobi le ad hoc network. 

. ... .. -. .... .. . . _-_ .. . . 

" 
'. " 

" "" ~/ 

"';Q" --------------- ............. 

Figure 4. J.- Architeclllre of the system 

4,3. Intrusion Detection using Anomaly Deteclion 

IDS 
• SOurcl'" IP 

OI"'!tlnillion IP 

Hopt'(XIn t 

RR£QIO 
Sourcl'" Node 

• SOUICI'" ~q No. 

• OCJtination nod e 
O"tlnat lon Seq No. 

. (lOAD) the IDS is provided with an audit data 
In Intrusion Detection using Anomaly Detection 

. . . rfonned by the nodes or users of the 
10 help it identi fy anomaly and normalcy of activities pc . ' t: h 

.. ' that deviate Slgmficantl y lrolll t c 
d . fl g observed acti VIties no es. Anomaly detection systems a I h I 

. ' 'ble intnlsions. For cxamp e, t e nom1a 
establi shed normal usage profiles as anomalies, I.e. POSS I 
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ys em cornman s used In his or profile of a user may contain the averaged frequencies of some s t d " 

her login sessions. I r for a session that is being monitored the freque ' . . ' fi , nCICS are sign! Icant ly lower 

or higher. then an anomaly alarm will go on. 

In ad·hoc routing process, there is a set of normal activities that will be pcrfomH .. -d by mobile 

nodes in communicating with other nodes. Any activities or tasks done by a mobi le node thai do 

not resemble these set of normal activities arc considered as anomaly. 

An AD may consist of possible behaviors of anomaly acti vities that could happen when a 

malicious (black hole node) tries to send a fake RREP message to deceive source nodes 1231· 

Figure 4.1 shows an example configuration of AD for IDS that protects MANETs (using AODV) 

from black hole attack as follows [25]. 

• destinat ion sequence number in RREP 

• timc·stamp of RREP 

• number next·hop in RREP 

• life time ofa route in RREP 

Contrary to the technique used in [30] which relies on cooperation of nodes, lOAD works totally 

in no.peer. trust principle to prevent black hole attack. Every single node in a network is 

responsible fo r protecting itse lf from an intruder. But in [30] ifone node detects the presence ofa 

malicious node. it will notify other nodes not to interact with the intruder by sending them the 

identity of the intruder. This will not only cause extra network overhead but also makes a gap fo r 

ma lic.ious node to perform attacks before the alarm reaches every single node in a large network. 

4.4. IDAI) algorithm 

lOAD algorithm works m a principle that every single node in MANET's topology is 

responsib le for protecting itself from a malicious node that performs a black hole attack. In other 

words, there is no co.operation of nodes in preventing black hole attack. This guarantees security 

of MA NETs aga inst black hole attacks no matter how many black hole nodes arc participating in 

performing an attack. If an !DAD system is preventing a MA ET from black hole attack by 

mult iple malicious nodes, the percentage of data loss might be slightly less than it would be in a 
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single black hole attack. This is because the number of possible roules between nodes decreases 

as the number of nodes isolated by lOAD systems gels more. 

To insure the perfection of a decision made by a source node that an RREP message is received 

rrom a black hole node, all entries of RREP messages can be checked aga inst a sel of predefined 

audit data for possible anomaly conditions. lOAD Algorithm to prevent black hole attack in 

MANETs is given in fi gure 4.2 below: 

. SOl/ree Node broadcasts RREQ 

SOl/rce Node Receives RREP 

IF (RREP (R I) is different fro m Anomaly Detected (A I , A2, A3 ... An)) 

{ 

Jfpacket destination number is >destination nl/mber 

( 

Save route to Routing Table 

WHILE (s ize of BUFFER is not zero) 

Send Data Packet 

} 

Else 

( 

Discard RREP 

) 

} 

ELSE 

{ 

Discard RREP 

Cora SOl/l"ce Node Receives RREP 

} 

Figure 4.2: lOAD algorithm to prevent black lrofe auack 

. . . in 1 AODV routing protocol in NS2, it is 
In 1mplementing the above algonthm to enable eXist g . 

I file The RREJ> message entnes arc 
necessary to modify the recvReply function of the (lotv.ce I . . 

. hole node is characteri zed by send1n g (l false 
laken as aud it data for anomaly detection. A black 
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RREP message 10 deceive source nodes that wish to communicate wilh other nodes. False RR EJ> 

messages are generated by a malicious node without looking at the current in fonnation about the 

network topology in the routing table. Since these RREP messages arc purposely designed to 

deceive source nodes that broadcast RREQ messages in the network , they conta in the best 

routing informat ion fo r the requested destination nodc. More important ly, fa lse RREP messages 

have the maximum destination sequence number that tells the freshness of a specific route and 

life -time route avail abili ty . 
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CHAPTER FIVE: IMPLEMENTATION 

This section describes about the implementation of the project in two sect ions. The first section 

explains about the development tool, and the second section describes about the system 

implementation. 

5.1. The netwo rk Simulator 

In th is project we have used the Network Simulator Version 2 (NS·2) so ftware for 

implementation of the system. NS is an event driven network si mulator program, developed al 

Ihe University of California Berkley, which includes many network objects such as protocols. 

applications and traffic source behavior [21 ). The NS is a pari of software of the Virtua l 

InterNetwork Testbed (YTNT) project that is supported by Defense Advanced Research Projects 

Agency (DARPA) since 1995 [1 5], 

AI the simulation layer NS uses OTeI (Object oriented Tool Command Language) programming 

language to interpret user simulation scri pts. aTe! language is in fact an object oriented 

extension of the Tel Language. The Te!language is full y compatible wilh the C++ programming 

language. At Ihe top layer, NS is an interpreter of Tel sc ripts of Ihe users: they work togcther 

wilh C++ codes. 

OTe! intelvreter I 
V Tracefi le 

I 
• N Animnlion fi le 

C-I-+ Compiler 

OTcl ~c .. ipt 

Figure 5. J .. Str/lClllre of NS-2 

As shown in Figure 5.1, an OTcl script written by a user is interpreted by S. While OTe! script 
' be' , ' I ' t· nultancousl)' 116]. One of them is 
]S IIlg IIlterpreted, NS creates two main ana yS]S repor s Sll . 

N 
. I . alion of the simulation. The other IS 

AM (Network Animator) object that shows the Vlsua alllm 

h 
' f II b· · . 1 thc simulation. Both of them arc 

t c trace object that consists of the behaV ior 0 a 0 ~ects II 

38 



created as a file by NS. The former is ".nam" file used by NAM sofiwarc that comes along with 

S. The latter is a .. .tr" file that includes all simulation traces in the text format. 

NS project is normally distributed along with various packages (ns, nam, tel, otel etc.) named as 

"all -in-one package", but they can also be found and dovmloaded separately. In this project we 

have used network simulator vers ion 2.34 of ns all-in-one package and installed the package in 

Ubuntu 10.04 operating system. Us ing a NS-2 We write the ';.tc!" fi les in text editor and 

analyzed the results of Ihe ". tr" file using java pareser and tracegraph 1001. The im plementation 

phase of the Black hole behavior and the prevention method to the AODV protocol is written 

using C++. 

5.2. Implementation of the Simulation System 

Simulating of ad- hoc network topology using the Network Simulator involves a number of 

processes. Writi ng a TCl script to generate a network topology that contains mobi le nodes, 

generating a mobility scenario that guides the nodes how to move during their existence in the 

simulation and generating a traffic file that contains in format ion about network traffic between 

nodes in the topo logy are some of the many pre-simulation tasks that should be done in 

simulating a network topology using one of the ad-hoc routing protocols that ex ist III 

NS2.Visualizing usmg the NAM and analyzing the trace files can be mentioned as post-

simulation tasks. 

To show the result of the simulation we generate a small size network that has 7, 10, IS. 17, 20, 

and 25 nodes and create a UDP connection between nodes, and attac h CBR (Constant Bit Rale) 

application that generates constant packets through the UDP connection. CBR packet size is 

chosen to be 5 12 bytes long; data rate is set to I Mbyte. Duration of the scenari os is 60 seconds 

and the C BR connections start at time equals to t .O second and continue until the end of the 

simulation, in a 500 x 500 nat space. We randomly selected positions in the space for the nodes 

to show the data now and also introduce a random movement 10 all nodes to show the changes of 

the data now in the network. 

We have tested our implementation of the Black Hole to sec whether it is correct I)' working or 
. k' ' sed the AM (Network Animator) 

not. 10 ensure the implementation is correctly wor 'mg, \\e u 
. . d' I (ons In thc first scenario we 

appltcation of NS. To test the implementallOn we use tWO SIIllU a I . 
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did not use any Black Hole AODV Node (the malicious node that exhibits the Black Hole Attack 

wi ll be called "Black Hole Node"). In the second scenario we added a Black Hole AODV ode 

to the simulat ion. Then we compared the results of the simulations using NAM as shown in 

sections below. 

5.2. 1. Implementation of AODV in NS2 

Implementation of routing protocols in NS2 is done by using C++ programming language. Under 

the main directory ns-2.34 there are folders named aner every routing protocol that arc 

implemented in NS2. Li ke all other rOllting protocols that fire implemented in NS2, AODV has 

its own folder called aadl'. In this folder, there arc as many as 9 componen t files lIsed in 

implementing the AODV routing protocol. 

AODV, in NS2, was implemented to simulate a scenario that consists of mobile nodes 

communicating with each other using the reacti ve Ad-hoc On·demnnd Distance Vector routing 

protocol. In a simulation environment, a mobile node governed by AODV protocol can find £I 

route to a dest ination node using a roule discovery process provided that the speci fied destination 

node exists. Once the route between a source and a destination node is found and a UDP 

COJIIIt:\:tiun i!:i t:!:i t<:tblished, transmiss ion of buffered data packets is an ensy task [20, 21, 22, 23, 

24, 25), 

In an ad-hoc network using AODY as its routing protocol to find routes from one node to 

another in the network, participating nodes work cooperatively to help succeed the root 

discovery process and maintain the rolltes for communication. A node that wants to transmit 

Some data packets to a spec ific node in the network broadcasts an RREQ message 10 find a route 

for communicating to the desired node. If the desi red destination node is within the radio 

transmission range of the sender node, the communicat ion channel could be established via a 

direct link up on the arrival of an RREP message from the destination node. 

In the simulat ion scenario shown in Figure 5.2, four mobi le nodes namely node 0, node I, node 

2 h' ' r, MANET topology node I is 
, and node 3 are pal1icipating in an ad-hoc network . In t IS SpeCI IC ' 

d 
' ' d Since both sender and receiver 

Cplcted as a sender and node a is named as a receIver no e. 
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nodes arc in each other's transmission range a direct commun'c,' I' k , I a Ion In ' could be established 

between the sender and receiver node fo r a packet transmissio a d ' d ' n S cplele In the figure below, 

• I , 

• • 

® 

I •• llSl41 , 

Figure 5.2: Nodes in each other 'S transmission range comrmmicarillg directly 

Lack of a fixed infrastructure that can accommodate a rouling device for routing packets from a 

Source node to a destination node is a vital reason for mobile devices to work both as a host and a 

routing device at the same time. This cooperative nature of mobile nodes in ad-hoc network can 

be clearl y seen when a node wishes to communicate with another node that is nOI in its 

transmission range. Whe n nodes arc far apart in a network topology to establi sh a direct link with 

each other, intermediate nodes can be used to forward data packets acting as a routing device to 

keep Ihe whole network al ive. 

Obviously a source node requests a route to destination by broadcasting an RREQ message and 

an intermediate node that has a fresh enough route to a destination node will send an RREP 

message contai ning the destination IP address. number of hop count. destination sequence 

infonning the freshness of the route and other parameters to the source node. Once the RREP 

message from an intermediate node is rece ived by the source node, a route from source to 

destination nodes can be established via the intermediate nodes. 
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Figure 5.3: Nodes communicating via all illtermediate IIode 

In Figure 5.3 above, data packet is being transmitted from node 0 to node 3, source and 

destinat ion nodes respect ively. Because node 3 is not in the transmission range of node O. the 

intermediate node 1 is used as a routing device to establi sh a route between node 0 and node 3 

and to forwa rd data packets from source to destination. 

Figure 5.4 shows the data flow from Node 2 10 Node 5. When Node I leaves the propagation 

range of Node 2 while moving, the new connection is established via Node 3. The new 

connection path is shown in Figure 5.5. 
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5.2.2. Simuhltion of MANET Topology wi th Black Hole Behavior 

The ex isting AODV protocol that is implemented in NS2 docs not simulate a network topology 

with a malicious node or a black hole behavior. Therefore. the first work in achieving the 

objectives stated in the beginning of this project is to implement a modified AODV prolocolthat 

is capable of simulating an ad-hoc network topology with a black hole behavior or in other words 

with a malic ious node that drops all traffic that pass through it. This modified AODV protocol is 

given an abbreviat ion blackholeAODV. The new routing protocol has il s own folder under the 

main folder ns-2.34. Inside th is folder, there arc implementat ion files of the modified 

blackholeAODV routing protoco!. 

In this simulation modified AODY that is blackholeAODY (that provides ad· hoc routing with 

black hole behavior) is used to simulate a network topology thaI has 6 nodes and onc of them 

acting as a black hole node. What exactl y happens is the adversary promises to forward datu 

packets to a destination node by sending an RREP messnge teiling source node it has frcsh route 

to destination node. Once the link is established via the ndvcrsary node and packet transmission 

is started, the black hole node absorbs all the traffic that it should forward . By doing SO the 

adversary compromises the security of the whole network (dropping data packets) and affects the 

network performance . 

Figure 5.7 presents a simulation of ad-hoc network topo logy with one malicious node that 

absorbs the network traffic. In this scenario, node I acts as a sending node tlmt wishes to 

communicate with node 0 that is represented as a desti nation node. All the nodes including the 

malicious node are within the transmission range of the source node. When the source node. 

node I, sends out an RREQ message for a route di scovery process, it is broadcasted to all of the 

nodes in thi s particular topo logy. When malicious node rece ives an RREQ packet it immediately 

sends RREP packet as if it has fresh enough path to the destination. Mal icious node tries to 

decei ve nodes sending such an RREP packet. In the RREP packet the highest sequence number 

of AODV protocol is 4294967295, 32 bit unsigned integer value [13). Values of RREP packet 

that malicious node wi ll send are described below. The sequence number is set to 4294967295 

and hop count is set to 1. The false RREP message of the Black Hole Attack is shown in Figure 

5.6 [1 3]. 
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Figure 5.6: False RREP message 0/ Black /-Io/e Allock 

Because the malicious node does not check ils routing table, the RREP sent by thi s black hole 

node is the fas test and the fi rst to be received by the source node. Up on receiving the first RREP 

message from the malic ious node, the source node will establ ish the communication link and 

starts transmitting data packets to the malicious node as in Figure 5.7 and 5.8 . 

• 

.. bhlidous 

CD 

Figure 5. 7: A lale RREP from OC/II(I/ destillOrioll node 
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RREP messages that arrive lately at the source node wi ll be rejected although they arc from the 

actua l dest ination node. This is because once a rOllte is establ ished with the node that sent fastest 

RRE P message. the source node saves that route to its routing table fo r the spec ifi ed destination 

and will not change it unless a notification comes in that announces the specified route is broken. 

This only happens if the intennediate node associated with the spccilied path leaves the network 

or changes its position and goes out orthe transmission range. 

In black hole attack, even if a link that is established through the malicious node is no longer 

availab le due to the reasons mentioned above, the adversary can manage to deceive the source 

node when it tries to broadcast RREQ messages fo r a new route to the previous destination. 

Hence. ir a network is once intruded or compromised by a mal icious node that ac ts as a black 

hole node, it is almost impossible to get back to normal routing environment unless the adversary 

leaves the network by itselr. Consequent ly, one black hole node in a massive network topology 

can result in a catastrophic damage on the network because or packet loss. 
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5.2.3. Ana lyzing Trace Files 

The main purpose of simulating different scenarios using the Network Simulator is to get two 

important files as output of the simulation process. The first is the animation file used to 

visualize the scenarios using the NAM. The second file is a trace. In evaluating the elTect of 

black hole attack in mobile ad-hoc networks, it is necessary to generate a trace fi le that contains 

the audit or record of the whole process during simulation. 

Trace fil es include all events in the simulation such as when the packets are sent , whic h node 

generated them, which node has recei ved. which type or packet is sent , ir it is dropped why it is 

dropped etc. In all s imulations "new-trace" file rormat (especiall y used in wireless networks and 

includes detailed event) has been used. To get results rrom the trace files a java parse r program 

and tracegraph was used. The java parse r filters the necessary parameters rrom the trace fil e that 

are used in eva luat ing measured metrics. 

The following are a li st of quantitative metrics that can be used to assess the perrormance or the 

systems routi ng protocol: 

• Nu mber of data packets sent : is the number or actual data packets that are sent by 

source node. 

• Numbe r of data packets received: is the number or actual data packets received by a 

• 
• 

• 

desti nation node. 

Packet delivery Ratio: is the ratio of received packets over sent packets in percentage . 

Normalized routing ove rhead: This is the ratio o r routi ng-rel ated transmissions (RREQ. 

RREP, RERR etc) to data transmissions in a simulation. A transmission is onc node 

either sending or forwarding a packet. Either way. the TOuting load per unit data 

successfull y delivered to the destination. 

End to End Delay: The packet end-to-end delay is the avcrage time in order to traverse 

the packet inside the network. This includes the time rrom generating the packet rrom 

. f th packet by receiver or destination and expressed in 
sender lip till the receptJon 0 e, 
seconds. This includes the overall delay of networks including bufTer queues. 
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different packet delay level. 

• Network throughput: it is the ratio of total amount of data which reaches the receiver 

from the sender to the time it takes for the receiver to receive the last packet It is 

represented in bits per second or packets per seconds. In MANETs throughput is afTected 

by various changes in topology, limited band width and limited power. Unreliable 

communication is also one of the factors which adversely affect the throughput 

parameter. 

The val ue of these matri ces will be generated for cases when there is no black hole aunek, when 

there is black ho le attack, and when there is black hole attack and prevention method is 

introduced. This will be measured by varyi ng the network load and mobility of the nodes. 

Network load is the total traffi c received by the entire network from higher layer which is 

accepted and queued for transmission. It indicates the quantity of traffic in entire network. It 

represents the total data traffic in bits per seconds received by the cntire network from highcr 

layer accepted and queued for transmission. It docs not include any higher laye r data tra ffic 

rejec ted without queuing due to large data packet size. 

5.2.4. Comparison of Results 

Simulat ion of MANET topology that contains different number of mobile nodes has been 

performed. According to the explanation in section 5.2.3, we producc an imation and trace files 

for each scenario. In all simulations the random movement of nodes was generated by an inbui lt 

Ii.mctionality of NS2 called settlest. A random CBR tranic fil e was also generated by using in 

built functionali ty of NS2 called cbrgell.tcl. The visualization of animation liles produced from 

sim ulation of MANET topology without black hole attack and MA ET topology wi th black hole 

attack is shown in Figure 5.9 and 5.10 respectively. 

48 



@ 

@ eD 
@ 

CD 
@ 

• 

Figure 5.9: Mobile nodes communicating wilh each other /Ising AODV withollt black hole (It/ack 

Figure 5.9 shows 17 mobile nodes communicating with each other using AODV rouling protocol 

to discover and establish routes between source and destination nodes. In thi s scenario nodes 

have been observed cooperating with each other to establish and maintain avai lable roules 

among themselves. It was also noticed a packet dropping when a node moves Qllt of transmission 

range in which case a new route discovery will be tri ggered by the source node. 

In the above scenario, there are 8 UDP connections established between 8 sources and 8 

destinations. Even numbered nodes including node 0 have been represented as source nodes and 

odd numbered nodes as destination nodes. We analyzed the trace fil e (a result of simulation of 

MANET topo logy without black hole attack) and extracted the measured mctrics from the trace 

file . The resu lt of measured metrics extracted from the trace file using java parser is as follows in 

table 5. 1: 
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Table 5.1: The result of measure metrics wi/how black hole allack 

Measured Metrics Number of Nodes 

7 10 15 17 20 25 
Number of dala packets sent 241 765 1829 2143 2473 2472 

Number of dala packets received 239 760 1828 2013 2470 2466 

Figure 5.10 depicts a simulation scenario of MANET with a black hole node absorbing nel\\ork 

traffic. It is almost the same process with the exception thai blackholeAOOV roul ing protocol is 

used for nodes that exhibits a black hole behavior in the ad-hoc network. After performing 

exactl y the same post simulation tasks, the following results have been found from the average of 

dilTerent scenarios that have one and two black holes: 

@ 

@ 

Malidous 

@ 

. .n: ' MANEr topology thai uses AODV 
Figure 5. 10: A single black hole node absorbing trllJJ lc 111 a 
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Table 5.2: The reslIll or I 'J measure( mefricl' wilh black hole behavior 

Measured Metrics Number of Node 

7 10 15 17 20 25 

Number of data packets sent 243 764 1838 2136 2469 24N 

Number of data packets received 72 168 9 173 374 239 

Figure 5.11 present graphs generated from th (j] . ' e trace I cs of both simulations for throughput of 

received packets In a MANET tapolo 'th bl . gy WI oul ack hole attack and throughput of received 

packets 1I1 a MANET topology under a black hole attack. 

60 

- normolnodY.lr-Throughput of receiving p/lckd , X. lime TIL: ' 
bI8Ckaod .... b~ Throughput of receiving IIckets X time Til " 

Figure 5.11: Throughput 0/ received packets in MANET willi and wilhout black hole allack 

From the infonnat io n revealed by measured melrics in lable 5.2 above, it is observed that the 

number of data packets sent by source nodes and the number of dam packets received by 

destination nodes has a big difference in a topology that contai ns a malicious node in it. This 

means, most of the traffic generated by the nodes in the topology was dropped by a misbehaving 

black hole node preventing packets from reaching \0 actual destinat ions. It is al so observed from 
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Ihe table Ihal from the total num ber of generatcd packets by source nodes in the nctwork 

topology, onl y 8.099251 percent (91.900749% packet loss) of them has actually been received 

by actual destinat ion nodes. In the case of MANET topology simulation with no mal icious node, 

the packet delivery fraction is very high (99.5% packet delivery fraction and 0.5% of p.1cket 

loss) compared to the previous one. 

From the results in the table it can be concluded that although the percentage of packet loss due 

iO a misbehaving mali cious node is significantly hi gh, there is still a slight amount ofpackct loss 

in a network wi thout any kind of malicious node. This can be due to Ill any faciors that afTect 

performance of ad-hoc networks such as a random node movement that can lead to a destination 

unreachable situat ion, dependency on a battery power leadi ng to sudden- power-interrupt during 

communication, poor transmission capacity due to suscept ible nature of a wireless channel to 

severallypes of interference. 

5.2.5. Implementing Enhanced AODV Protocol to Prc\'cnt Black 110le AH:lck 

In the previous sections, we explain how black hole auack is implemented in NS2 and the results 

arc obtained from the simulations. In this section we will describe the implementation of the 

prevention method and the results obtained from the simulation. 

In implement ing lOAD to enable existing AODV routing protocol in NS2. it was necessary to 

modify the recl,Reply function of the flOt/V.CC file. The RRE P message entries arc taken as audi t 

data ror anomaly detection. 

The recvReply was modified in such a way that it has to check every single RRE P mcssage 

against an audit data that has al ready been collected to ident ify anomaly detection. False RREP 

messages from a black hole node usually contain a max imum destination sequence number. 

1·lenec, it can be taken as an entry for audit data. 

d to avoid false positi ve alamlS in 
To prevent suc h poor decision making by a source no e or 

d 
. . . RREP ges with a given audit data invo lves multiple cl1lries of 

etcetmg lI1truders, checkmg messa . 
, h· g 10 a conclusion that an RREP message IS 

poss ible anomaly detection parameters be lore reaC In 
.. ) • ' 5 that are sent from a black hole node arc 

sent from an II1truder. For example, RREI message 
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generated exactly at the same time the RREQ message is received by the replying malicious 

node. This gives us timestamps of RREP messages as an additional audit data 10 be collected in 

addition to maximum destination sequence numbers. 

To insure the perfection of a decision made by a source node that an RR EP message is received 

from a black ho le node, all entries of RREP messages can be checked against a set of prcdclincd 

aud it data for possible anomaly condit ions. 

5.2.6. Tesling Ihe IDS-AODV in NS2 

"Iaving implemented the IDS·AODV protocol in NS-2. we tried it in U lei simulation. In the 

scenario of the simulation there are seven motionless nodes and node positions, the same as in 

the lest simulation of the two RREP messages, shown in Figure 5. 10. In this simulation IDS· 

AODV protocol is used instead of AODV for all nodes except the black hole node (Node I). To 

change the AODV protocol to IDS·AODV we only change "$1IS lIode·conjig ·adJlOcRolffi1lg 

idsAODV" . When the simulation is compiled, we saw that sending node is sending thc mcssages 

to receiving node properly. Figure 5.12 shows that CBR packets are rcaching the destination 

node as expected. 
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Figure 5.12: eBR packet are reached 10 destination node properly 

In the test simulation, we ensured that the IOSAODV implementation is correctly working. 

Then, we performed the same simulat ions on the scenarios we used in section 5.2.4 to compare 

Lhe performance of I DS approach. 

S.2.7. Simuhltion of IDSAODV and Evaluation of Resu lts 

In order to evaluate the effectiveness ofIDSAODV, the same MA ET topology that was used in 

section 5.2.4 was used. Once the (IDSAODV was implemented in NS2, it can be used as any 

other ad-hoc routing protocols to simulate MANEr topologies. To do so is as simple as defining 

mobile nodes to use IDSAODV as their rOllt ing protocol rather than the ori ginal AODY. This 

makes every single mobile node that is delined to usc IDSAODV as a routing protocol wil l be 

able to protect itself from an intruder that tries to perfOnll a black hole attack against the 

network. 



, , 
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During simulation. although a malicious node keeps sending RREJ> messages to fool source 

nodes that have broadcasted RREQ messages to di scover route to a destination node, it is 

observed that source nodes reject RREP messages from the malicious node and accept RREP 

messages from other intermediate nodes to transmit their data packets. 

Analyzing of trace files is done exact ly the same way it was done in section 5.2.4. Extract ion of 

desired data from a dump trace file resulted in the following meaningful measurement rnctrics 

values as shown in table 5.3. 

Table 5.3: The result o!mea.\'lIred mefrh:!1' willi IDS 

Measured Metri cs Number of Nodes 

7 10 15 17 20 25 

Number of data packets seot 245 757 1823 21 55 2456 2470 

Number of data packets received 24) 753 1822 1963 2451 2463 
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All the above three contexts in fi gure 5.13 are simulated and tested to see the efTccl of network 

size on Packet Delivery Ratio( PDR), Average End-to end delay and Normal ized Routing 

Overhead. From figure 5. 13, we analyze that, under black hole anack, the Packet Delivery Ratio 

of IDSAODV is improved by 90-95% than AODV under attack with Average-End-to--cnd delay 

almost same as normal AODV. In Figure 5.13, it is observed that there is slight increase in 

Normalized Routing Overhead, which is quite negligible. In AODV under anack, the delay will 

be less and routing overhead wi ll be quite high compared to normal AODV, so our comparison is 

between normal AODV and IDSAODV. 

From fi gure 5.14 we conclude that the simulat ion based on the efTect of mobility using 

IDSAODV on Packet Delivery Ratio ( PDR), Average End-to end delay and Normalized 

Routing Overhead is almost the same compared to normal AODV. The Packet Deli very Ratio, 

Normali zed routing overhead and End to End delay stays within acceptable limits almost 4-5% 

lower than it should normally be with minimum overhead. 
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From the informat ion in table 5.3 and figure 5.15 above, it can be concluded that lOAD enhances 

the network throughput by preventing the packet loss that occurs due to the black hole attack. 

The prevention technique is also effic ient in sllch a way that the number of generated routing 

packets (control messages) is lower which resu lts in minimizat ion of bandwidth consumption by 

rOliling packets. 

59 



CHAPTER SIX: CONCLUSION AND FUTURE WORK 

6. 1. Conclusion 

In thi s project, it was discussed that any secure network will have vulnerability that an adversary 

could exploit. More specifically, on-demand ad-hoc routing prolocols (such as AODV and DSR) 

have a vulnerabili ty that could be ex ploited by malicious nodes to perform the well known black 

hole attack on MANETs. 

We evaluated effect of the black hole attack in an ad hoc network by implementing on AODV 

protocol with nodes that behave as black hole in NS-2. We simulated different scenarios where 

each one use AODV protocol and also sim ulated the sallle scenarios after introducing one or 

morc black ho le nodes into the network. Moreover, we also implemented Ihe prevention method 

(lOAD) that attempted to reduce the black hole effects in NS·2 and simulated the solution using 

the same scenarios. 

During the s imulation, we saw that the packet loss is increased in the ad-hoc nctwork when we 

introduce a black hole anack. Furthennore, increase in end 10 end delay and routing packets, and 

decreases the network throughput were also evident. Thi s shows that blaek hole attack affects thc 

overa ll netwo rk connecti vity in mobile ad hoc networks. So in th is case. if the number of black 

hole nodes is increased then the data loss would also increase as expected. 

The result shown in tab le 5.3 of section 5.2.7 indicates that lOAD cnhances thc network 

throughput by preventing the packet loss that occurs due to the black ho le attack. The result of 

the simulation implementation has proved the effect iveness of the prcvent ion mcthod (lOAD) in 

preventing black hole attack against MANETs as well as maximizing performance by decreasing 

the number of routing packets. 

6.2. Future \-Vork 

Black hole attack is one of the many security threats that exist in mobile ad-hoc networks. As 

. . h. . I ~r there are many other security threats that 
di scussed in different sectIOn of t IS proJcc pat". , 
~ .. 11·0 1 eSnl"ciall y in MA ETs. 

all cel the performance of Wireless commul1Ica I 1' -
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Therefore. the author o f th is project has intention of doing simi lar works to implement the new 

technique to prevent other security threats that exist in MANETs. 
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Appendix A: Tel Script Used in Simulating blackholeAODV and IDSAODV 

!:I De ~ ine options 
. set val (chan) Channel/Wi relessChannel ;#Channel Type 

set val (prop) Propagation/ TwoRayGround :~ radio-propagation model 
set val(netif) Phy/ WirelessPhy ;It network interface type 
set val (mac) Mac/ 802_11 ;# MAC type 

set val Cifq} Queue/DropTail!PriQueue ;;:/ interface queue type 
set val (11) LL ;# 1 ink laye r type 

set val(snt) Antenna/OmniAntenna 
set val (i fqlen) 150 

set val (nn) 17 

mobilenodes 

;;; anten na mode! 
;# max packet in irq 
;;1: total number or normal 

set val (rp) AODV :1=1 routing prolocol 
set val(x) 500 ;/1 X dimension of topography 
set val (y) 500 ;# Y dimension o f topography 

set val (estop) 59 ;f:I li me of connections end 
set val (s top) 60 ;;:/ lime of simulation end 
set val (cp) "'scenari os/scen l-n I7-t60- x500-y500" ;;:Connection PalLern 
set val (cc) "scenarios/ cbr-I-16'" ;#CBR Connections 

;; Initiali ze Global Variab l es 
set ns_ [new Simulator] 
5ns use-newtrace 
set- tracefd [open idsaodv. t r w] 

5ns trace-all $tracefd 
sel- namtrace [open idsaodv. nam w] 
$n5_ namtrace- all - wirel ess $namt race $val (x) $val (y) 

;I: set up topography object 
set topo [new Topography] 
Stopo load_ flatgr id Sval(x) $val (y) 

;; Crea te God 
create-god $val(nn) 

;t Create channe I #1 
set c han 1 [new $vaJ(chan) 1 

It con figure node~ pl ease note the change below. 
5ns node- config -adhocRouting $val (rp) 

-II Type $val(ll) \ 

- macType Sval(mac) \ 

- ifqType $val(ifq) \ 

- ifqLen $val(ifqlen) \ 

-antType $val(ant) \ 

- propType $va1 (prop) \ 
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- phyType Sval(netif) \ 
-topolnstance Stopa \ 
-agentTrace ON \ 
- routerTrace ON \ 
- mac Trace ON \ 
- movementTrace ON \ 
- channel $chan_ l_ 

~ Creating mobile nodes for simulation 
puts #Creating nodes ... H 

$n5_ node-config -adhocRollling idsAODV 
ror Ise t ill I$ i < Sval(nn)) liner iI 
set node_ ($ i) [Sns_ node] 
$node_ ($i) random-motion 0 ;#disable random motion 

II Creating Mal icious node for simulation 
Sns_ node-config -adhocRouting blackholeAODV 

set node_ (0) [Sns_ node] 
Sns_ a t 0.0 "Snode_(O) label \ "Bl ack hole node\'" 
Snode_(O) random-mOL ion 0 ;#disable random motion 

R Adding connect ion pattern which is created using seldesl, parameters shown 
below 
n . Isetdest - n 17 -p 1.0 -M 20.0 - t 60 -x 500 -y 500 ) scen l-nI7- t60-x500-y500 

pu ts HLoading random connection pattern ... • 
set god [God instance] 
source Sval (cp) 

;/ CBl~ Connec tions generated by ns cbrgen. tel -type cbr - nn 16 - seed J. 0 -me 16 

-rate 8. 0> cbr- I- 16 
source $val (cc) 

:; Define initial node position 
for Ise t i 01 I$i ( $vaJ(nn) ) liner il I 
Sns_ initial_node_pos $node_($i) 30 

~ Define ini ti al ma l iciaus node posi lion 
~$ns_ initial_node_pos Snode_(6) 30 

~ Tel l all nodes when the simulation ends 
for Iset i 0) I$i < Sval (nn) I liner il I 
Sns_ at Sval(stop) . OOOOOOOO I 'Snode_(Si) reset'; 

~ Tell al] nodes when the simulation ends 
Sns_ at Sval (stop) . 000000001 'Snode_(O) reset"; 

ti Ending nam and simulation 
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$ns_ at $val(stop) " f in ish" 

Sns_ at Sval (stop) . 0 "$n5_ trace-annotate \·Simu lation has ended\~M 
$ns_ at val (stop) . 0 "puts \"NS EX ITING . .. \" Ins_ halt" 
proe finish () { 
global ns_ tracefd namtrace 
$ns_ flush- trace 
close Stracefd 
close Snamtrace 
exec nam idsaodv.nam & 
exi t 0 

putS "Start ing Simul ation ... H 

$ns at 0.0 "$ns set-animation-ratc 5ms" 
Sns run 
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Appendix B: Java Parser 

imparl. java. uti 1. *: 
import java. lang. *: 
imporl java. j o. *; 

publ ic class parsetrace 
public static voi d main (String args []) { 

String 5 , thisLine. currLine, thisLine l: 
int j=O; 
FilelnputStream fin, fin1: 
Fil eOut putStream fout, [outl; 
final int FILES = 45: 
final i nt MAXjACKETS = 1000000: 

try { 
int i=O, sends=O, receives=O; 
int drops=Q,packet_id=Q, highest_packcL_id = 0; 
i nt 1 i ne_coun t=O, current_l i ne=O, raul i ngyackelS=O: 

int count=O: 
float pdfraction, time=O, packet_duration=O, end_lo_end_delay=O: 
f loat avg_end_to_end_delay=O; 
float start_t ime[] = new float [MAX]ACKETS) : 
float end_timer) = new float [MAX]ACKETS): 
float sent_packets [) = new floa d MAXJ'ACKETS): 
fl oa t recei ved_packets [) = new fl oat [MAX_PACKETS) : 
String lokens [] = new String( IOO ] :/1 initialize the S18rt lime 

for (i =0: i (MAX]ACKETS : i ++) 
s tart time[i] = 0; 
fo ut = new FileOutputStream ("traceoutput"'); 
DataOutputStream op = new DataOutputStrcam(fout); 

for (int h=O:h(l:h++) II for (int h=O:h(FILES+ I ;h++) 

{ 
j=O: 
sends=O; receives=O; routing_packets=O; 

highest_packet_id = 0; 
end_to_end_delay=O; 
fo r (i=0: i (MAX]ACKETS : i++) 

{ 
start_t ime [ i ) = 0: end_time[i)=O: 

} ") 
fin = new FilelnputStream C"'normalaodv. tr : 
DatalnputStream br = new DatalnputStrcam(fin): 
whil e «thisLine = br.readLineO) ,= null) 

{ 
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II scan it line by line 
java. util.StringTokenizer st = new 

java, uti 1. StringTokeni zer(thisLine, '" "') ; 
i"O; 

whi I e (s t. hasMoreElements 0) 
tokens [i++]" st.nextToken(); 

if (tokens [O].equals("s") II tokens(O] . equals("r") II 
tokens (0] . equa l s (" C") ) 

I 

br» 

II parse the time 
if (tokens(I] . equa ls("-t"» 

time" Float. valueOC(tokens(2]) . f loatValueO ; 
I I parse the packet id 
i f(tokens [39]. equal s(" - I i"» 

packet_id " Integer. valueOC(tokens(10]). in tVal ueO; 
II calculate the sent packets 

if (tokens[O] . equals("s")&&tokens[18].equals(" AGT")&& tokens(31] . equa ls("c 

sends++ ; 
II fi nd the number of packets in the simulation 
i f (packet_id >highest_packeUd) 
highest_packet_id = packet_id; 
II set the start time, only if it ' s not already set 
i f (s t a rt_t ime [packet_id] "= 0) 
sta rt_time[packet_id] = time: 
II calcu late the receives and end-end delay 
if (tokens [O] . equals("r") && tokens [ 18].equals("AGT") && 

tokens [31 ] . equa Is (" cbr") ) 

I 
receives++ ; 
end_time [packet_id] = time; 
I 
e l se end_time [packet_id] "- I; 
II calcul ate the routing packets 

if « tokens [O] . equals ("s) II tokens[O].equals("f") && 
tokens [18] . equals("RTR") && (tokens [34] . equals("AODV") II 
tokens [34 ] . equa I s (" message") ») 

routing packets++; 
} 
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II calculate the packet durat ion for all the packets 
for (packet_id = 0; packet_id ( = hishest_packet_id ; packet_id++) 

{ 

packet_duration = end_time[packet_id] - s tart_time[packet_id] : 
if (packet_durat ion )0) 
end_to_end_delay += packet durati on: 

} 

II calculate the average end-end packet delay 
avg_end_to_end_delay = end_to_end_delay I (receives) ; 
I I calculate the packet delivery ratio 
dfraction = «float)receives!(float) (sends»* IOO; 
System. out. print(" H+sends) : 
System. out. print(H H+receives); 
System. out. print (" N+ rouling_packets); 
Sys tern. ou t. pr i n t ('" "+ (float) rout i ng_packelsl (rl oat) rece i yes) : 
Sys t em. out.pr int(" "tpdrraction) : 
Sys tem. out . print(" "t avg_end_to_end_dclay): 
Sys tem.out.prin t ln ("") ; 
op.writeBytes(N Htsends) ; 
op. writeBytes(H "treceives) ; 
op.writeBytes(H N+ routing_packet s) : 
op. writeBytes(H "t(float)routing_packets/ (float) rece ives) : 
ap. wri teBytes ('" "+pdfract ion) : 
op. writeBytes(H "+avg_end_lo_cnd_dclay); 
op. writeChar(' \ n' ) ; 
} 
catch (Except ion e) 
e. prin tStackTrace() : 
} 

"'''., 

.-' , ... , • 

.~.: ..... -
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Appendix C: Trace File Field Types 

Field 0: event type 

s: send r: receive d: drop f: forward 

Filed 1: General lag 

-I : time 

Field 2: Next hop info 

-H5: id for this node 

-Hd: id for nex t hop towards the destination 

Field 3: Node property type tag 

-Ni: node id 

-Nx -Ny -Nz: node's x/y/z coordinate 

-Ne: node energy level 

·NI: trace level, such as AGT, RTR, MAC 

-Nw: reason for the event 

Field 4: packet info at MAC level 

-Mil: duration 

-Md: dest's ethe rnet address 

-M s: sre' s ethemet address 

-Mt: ethernct type 

Field 5; Packet information at IP level 

-Is: source address. Source port number 

-Id: dest address.dest port number 

-It: packet type 

-II: packet size 

-I f: flow id 

-Ii : unique id 

-I v: Itl value 

Field 6: Packet info at "Application level" ARP, Te p. CBR, the type orad-hoc routing protocol 

like 

DSDV, DSR, AODV etc. The field consists ofa leading-P and the li st of tags for different 

applications. Values for AODV and CBR are described below; 

For AODV : 
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~Pt : Control message type, 

-Ph: Hop-count. 

-Pb: Broadcast ~ id , 

-Pd: Destination, 

-Pds: Dest Seq no, 

-Ps: Source. 

-Pss: Source Seqno 

_PI: Lifetime . 

. Pc: Pkt Type, REPLY IERROR 

ForCBR : 

-Pn: This denotes the application of "CBR" 

-Pi: sequence number 

~pr: how many times this pkt was fonvarded 

~Po: optimal number of fonvards 
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APpendix D: Sample Trace File 

M 1.00000 16 (254.12, 193.83, 0.00), (119.79, 436.41), 18.05 

M 1.000000 (284.34, 126.54, 0.00), (440.90, 399.25), 1.37 

M 1.00000 1 (374.38, 423.53,0.00), (463.03, 188.25), 13.08 

M 1.00000 2 (73.10,39472,0.00), (397.03, 287.55), 7.07 

M 1.00000 3 (302.83, 364.35, 0.00), (278.48, 199.89), 16.50 

M 1.000004 (141.48, 439.30, 0.00), (39445, 83.70), 13.30 

M 1.000005 (2 71.14, 461.19, 0.00), (24987, 335.60), 3.24 

M 1.00000 6 (272.47, 64.14, 0.00), (148, 348.3 1), 18.96 

M 1.00000 7 (486. 10, 72.55, 0.00), (68.50, 54. 16), 7.91 

M 1.000008 (283.94, 55.91, 0.00), (346.41,156.80),1.28 

M 1.00000 9 ( 14945, 394.3 1, 0.00), (11 1.1 4, 114.49),3.90 

M 1.00000 10 (465.34, 478.64, 0.00), (263. 14, 62.07), 14.26 

M 1.00000 11 (3 16.72, 86.30, 0.00), (4286, 325.63), 5.49 

M 1.00000 12 (380.93, 315.07, 0.00), (191.80, 214.24), 17.26 

M 1.00000 13 (34288, 203.29, 0.00), (376.93, 177. 17), 6.80 

M 1.00000 14 (152.D2, 88.26, 0.00), (2 19.87, 34461), 15.26 

M 1.00000 IS (128.24,13.85,0.00), (12.54, 477.97). 9.95 

S' I 2.556838879 .Hs 0 .Hd.2 .Ni 0 .Nx 285.40·Ny 128.39 ·Nz 0.00 ·Ne ·1.000000 '1 lAG;. 
Nw ... . M. 0 .Md 0 .Ms 0 .MI 0 .Is 0.0 · Id 1.0 ·11 cbr ·I1 512 ·lf O ·II 0 ·lv 32 ·Pn cbr ·PI 0 ·1 fO 

·Po 1 

r'l 2.556838879 .Hs 0 ·Hd ·2 ·Ni 0 ·Nx 285.40 ·Ny 128.39 .Nlzf~·~~ :~:~~~~~b;~~iRoT.~fo 
Nw .... M. 0 .Md 0 .Ms 0 .MI 0 ·ls 0.0 ·Id 1.0 ·It cbr .I1 512 . , 
'Po 1 

• . N 128 39 ·Nz 0.00 ·Ne ·1.000000 ·Nl RTR . 
S'I 2.)56838879 · Hs 0 ·Hd ·2 ·N, 0 ·Nx 28540· Y AODV .I148 . If O .li 0 ·lv 30·P aodv· 
Nw .... Ma 0 .Md 0 .Ms 0 .MI 0 ·ls 0.255 · Id .1.255 ·It 
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PI Ox2 -Ph I -Pb I -I'd I -Pds 0 -Ps 0 -Pss 4 -Pc REQUEST 

s -I 2.556953879 -Hs 0 -Hd -2 -Ni 0 -Nx 285.40 -Ny 128.40 - z 0.00 -Ne -1.000000 _ I MAC­
Nw --- -Ma 0 -Md OOffff -Ms 0 -MI 800 -Is 0.255 -Id -1.255 -It AODY -11106 -If 0 -Ii 0 -Iv 30 -
P aodv -PI Ox2 -Ph I -Pb I -Pd I -Pds 0 -Ps 0 -Pss 4 -Pc REQUEST 

r -I 2.557802026 -Hs II -Hd -2 -Ni II -Nx 310.28 -Ny 91.93 -Nz 0.00 -Ne -1.000000 -NI MAC _ 
Nw --- -Ma 0 -Md ffffffff -Ms 0 -MI 800 -Is 0.255 -Id -1.255 -It AODY -1148 -If 0 -Ii 0 -ldO _I' 
,odv -PI Ox2 -Ph I -Pb I -Pd I -Pds 0 -Ps 0 -Pss 4 -Pc REQUEST 

r -I 2.557802060 -Hs 6 -lid -2 -Ni 6 -Nx 252.08 -Ny 85.52 -Nz 0.00 -Ne -1.000000 -NI MAC­
Nw --- -Ma 0 -Md ffffffff -Ms 0 -MI 800 -Is 0.255 -Id -1.255 -It AODY -11 48 -I f 0 -Ii 0 -lv)O-1' 
,odv -PI Ox2 -Ph I -Pb I -I'd I -Pds 0 -Ps 0 -Pss 4 -Pc REQUEST 

r -I 2.55 7802 115 -Hs 8 -Hd -2 -Ni 8 -Nx 284.99 -Ny 57.6 1 -Nz 0.00 -Ne -1.000000 -NI MAC -
Nw --- -Ma 0 -Md fffffTff -Ms 0 -MI 800 -Is 0.255 -Id -1.255 -It AODY -11 48 -If 0 -Ii 0 -Iv 30-1' 
.odv -PI Ox2 -Ph I -Pb I -I'd I -Pds 0 -Ps 0 -Pss 4 -Pc REQUEST 

r -I 2.557802195 -Hs I) -Hd -2 -Ni 13 -Nx 351.28 -Ny 196.84 -Nz 0.00 -Ne -1.000000 -NI MAC 
-Nw --- -Ma 0 -Md ffTffTff -Ms 0 -MI 800 -Is 0.255 -Id -1.255 -It AODY -II 48 -If 0 -Ii 0 -Iv 30 -
P aodv -PI Ox2 -Ph I -Pb I -I'd I -Pds 0 -Ps 0 -Pss 4 -Pc REQ UEST 

r -I 2.557802214 -Hs 16 -lid -2 -Ni 16 -Nx 240.50 -Ny 218.43 -Nz 0.00 -Ne -1.000000 - I MAC 
-:-.!w --- -M. 0 -Md ffffffff -Ms 0 -MI 800 -Is 0.255 -Id -1.255 - It AODY -1148 -If 0 -Ii 0 -Iv 30 -
P .odv -PI Ox2 -Ph I -Pb I -Pd I -Pds 0 -Ps 0 -Pss 4 -I'e REQUEST 

r-I 2.557802307 -Hs 14 -Hd -2 -Ni 14 -Nx 158.10 -Ny 111.24 -NzO.OO -Ne -1.000000 -NI MAC 
-Nw --- -Ma 0 -Md ffTffTff -Ms 0 -MI 800 -Is 0.255 -Id -1 .255 -It AODY -II 48 -I f 0 -Ii 0 -Iv 30 -
P aodv -PI Ox2 -Ph I -Pb I -Pd I -Pds 0 -Ps 0 -Pss 4 -Pc REQUEST 

r-I 2.557802506 -lis 12 -lid -2 -Ni 12 -Nx 357.2 1 -Ny 302.42 -Nz 0.00 -Ne -1.000000 -NI MAC 
-Nw ___ -M. 0 -Md ffTffTff -Ms 0 -MI 800 -Is 0.255 -Id -1.255 -II AODY -1148 -If 0 -I i 0 -lv)O-
I' .odv -PI Ox2 -Ph I -Pb I -Pd I -Pds 0 -Ps 0 -I'ss 4 -Pc REQUEST 

r -I 2.557802509 -lis 15 -Hd -2 -Ni 15 -Nx 124.49 -Ny 28.89 -Nz 0.00 -Ne -1.000000 -NI MAC -
Nw ___ -Ma 0 -Md ffTfffff -Ms 0 -MI 800 -Is 0.255 -Id -1.255 -It AODY -II 48 -If 0 -Ii 0 -I v )0 -I' 
.odv -PI Ox2 -Ph I -Pb I -I'd I -Pds 0 -Ps 0 -I'ss 4 -I'e REQUEST 

r -I 2.557802534 -Hs 7 -lid -2 -Ni 7 -Nx 473.78 - Y 72.00 -Nz 0.00 -Ne -1.000000 -NI MAC -
Nw ___ -M. 0 -Md ffTfffTf -Ms 0 -MI 800 -Is 0.255 -Id -1 .255 - It AODY -1148 -If 0 -Ii 0 -Iv 30 -1' 
.odv -PI Ox2 -Ph I -Pb I -I'd I -Pds 0 -Ps 0 -Pss 4 -Pc REQ UEST 

r -12.557802582 -fls 3 -Hd -2 -Ni 3 -Nx 299.06 -Ny 338.93 - z 0.00 -Ne -1.000000 -NI M~C-
Nw ___ -M. 0 -Md ffffffff -Ms 0 -MI 800 -Is 0.255 -Id -1.255 -It AODY -1148 -I f 0 -I i 0 -Iv ,0 -1' 
aDd v -PI Ox2 -Ph I -Pb I -Pd I -Pds 0 -Ps 0 -Pss 4 -Pc REQUEST 

r -I 2 557827026 -lis II -Hd -2 -Ni I I -Nx 310.28 -Ny 91.93 -Nz 0.00 -Ne -1.000000 -NI RTR -
Nw -' __ -M. 0 -Md ffTffffT -Ms 0 -MI 800 -Is 0.255 -Id -1 .255 -It AODY -II 48 -If 0 -I i 0 -Iv 30 -I' 
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aodv -PI Ox2 -Ph I -Pb I -Pd I -Pds 0 -Ps 0 -Pss 4 -Pc REQUEST 

r -I 2.557827060 -Bs 6 -Bd -2 -Ni 6 -Nx 252.08 -Ny 85.52 - z 0.00 ·Ne ·1.000000 ·NI RTR. 
Nw -_. · Ma 0 ·Md ffffflTf -Ms 0 ·MI 800 -Is 0.255 -Id ·1.255·1t AODV ·11 48 ·l fO -I i 0 ·I v 30.1' 
aodv ·1'1 Ox2 · Ph I -Pb I · Pd I ·Pds 0 -Ps 0 ·Pss 4 ·Pc REQUEST 

r ·I 2.55782711 5 ·Bs 8 -Bd -2 ·Ni 8 -Nx 284.99 - y 57.6 1 ·Nz 0.00 ·Ne ·1.000000· 'I RTR . 
Nw _.- ·Ma 0 -Md ffffffff -Ms 0 · MI 800 -Is 0.255 · Id -1.255 ·It AODV -II 48 -If 0 ·Ii 0 ·I v 30 -I' 
aodv ·PI Ox2 ·Ph I ·Pb I ·Pd I -Pds 0 ·Ps 0 -Pss 4 ·I'e REQUEST 

r·I 2.557827195 ·Bs 13 -Bd -2 ·Ni 13 ·Nx 351.28 ·Ny 196.84 ·Nz 0.00 ·Ne ·1.000000 -Nl RTR 
·Nw --- -Ma 0 -Md ffffffff ·Ms 0 -MI 800 ·Is 0.255 ·Id ·1 .255 ·1t AODV -11 48 -If 0 -Ii 0 ·Iv 30 · 
I' aodv ·1'1 Ox2 -Ph I -Pb I -I'd I ·Pds 0 ·Ps 0 ·Pss 4 -Pc REQUEST 

r -I 2.5578272 14 ·Hs 16 ·Bd·2 ·Ni 16 ·Nx 240.50 ·Ny 218.43 · Nz 0.00 ·Ne ·1.000000 ·NI RTR 
·Nw •• - ·Ma 0 ·Md ffffffff -Ms 0 ·MI 800 -Is 0.255 · Id - 1.255 -It AODV -II 48 ·I f 0 -Ii 0 -Iv 30 . 
P aodv ·PI Ox2 ·Ph I ·Pb I · Pd I ·Pds 0 ·Ps 0 ·Pss 4 ·Pe REQUEST 

S ·1 2.5578272 14 ·Hs 16 ·Bd 0 ·Ni 16 ·Nx 240.50 -Ny 218.43 ·Nz 0.00 ·Ne -1.000000 ·NI RTR . 
Nw ••• ·Ma 0 ·Md 0 -Ms 0 -MI 0 ·Is 16.255 · Id 0.255 · 11 AODV · 11 44 -If 0 -Ii 0 · Iv 30 ·1' aodv. 
PI Ox4 -Ph I ·Pd I ·Pds -I ·1'1 10.000000 ·Pc REPLY 

r ·1 2.557827307 -Bs 14 -Bd ·2 ·Ni 14 -Nx 158. 10 ·Ny 111.24 ·Nz 0.00 -Ne ·1.000000 -NI RTR 
.Nw ._. ·Ma 0 ·Md ffffffff -Ms 0 ·MI 800 -Is 0.255 ·Id -1 .255 ·It AODV -1148 ·lfO -Ii 0 -Iv 30 · 
P aodv ·1'1 Ox2 -Ph I · Pb I -I'd I ·Pds 0 -Ps 0 -I'ss 4 ·Pc REQUEST 

r.I 2.557827506 ·Bs 12 -Hd ·2 ·Ni 12 ·Nx 357.2 1 -Ny 302.42 ·Nz 0.00 -Ne ·1.000000 ·NI RTR 
.Nw _ •• ·M. 0 -Md ffffffff -Ms 0 ·MI 800 -Is 0.255 · Id ·1.255 -It AODV -1148 ·l fO -Ii 0 ·I v 30-
P aodv ·PI Ox2 ·Ph I -Pb I · Pd I -Pds 0 -Ps 0 ·Pss 4 · I'c REQU EST 

r ·1 2.557827509 -Bs IS ·Bd -2 ·Ni 15 ·Nx 124.49 ·Ny 28.89 ·Nz 0.00 ·Ne · 1.000000 ·Nl RTR • 
Nw .-- ·Ma 0 -Md ffffffff ·Ms 0 ·MI 800 -Is 0.255 · Id ·1 .255 ·It AODV ·1148 ·lfO · Ii 0 · Iv 30 ·1' 
aodv ·1'1 Ox2 ·Ph 1 -Pb 1 -Pd 1 ·Pds 0 ·ps 0 · Pss 4 · Pe REQU EST 

r .I 2.557827534 ·Bs 7 ·!-Id -2 ·Ni 7 -Nx 473.78 ·Ny 72.00 ·Nz 0.00 -Ne ·1.000000 - I RTR · 
Nw •••• Ma 0 -Md ffffffff ·Ms 0 -MI 800 ·Is 0.255 ·Id ·1.255 ·1t AODV -1148 -If 0 -Ii 0 ·lv 30·1' 
aodv _PI Ox2 -Ph I -Pb I -Pd 1 -Pds 0 -Ps 0 ·Pss 4 ·Pe REQUEST 

r _I 2.557827582 -Bs 3 -Bd -2 ·Ni 3 ·Nx 299.06 -Ny 338.93 ·Nz 0.00 ·Ne -1.000000 -Nl RTR· 
Nw •••• Ma 0 .Md ffffffff ·Ms 0 ·MI 800 ·ls 0.255 -ld ·1.255 ·11 AODV ·1148 -If 0 ·l i 0 ·lv 30 ·1' 
aodv .1'1 Ox2 -Ph 1 -Pb I ·Pd 1 · Pds 0 -Ps 0 ·Pss 4 ·Pe REQUEST 

s .1 2.5579222 14 .Bs 16 -Bd -2 ·Ni 16 ·Nx 240.50 ·Ny 2 18.43 ·Nz 0.00 ·Ne -1.000000 ·Nl MAC 
.Nw •.• -M. 0 .Md ffffffff -Ms 10 ·MI 806 -I' arp ·1'0 REQUEST ·I'ms 16 ·ps 16 -Pmd 0 · I'd 0 

r .1 2.558610549 -Hs 0 .Hd -2 ·Ni 0 ·Nx 285.40 ·Ny 128.40 ·Nz 0.00 ·Ne -1.000000· I MAC· 
Nw •••• M. 0 .Md ffffffff .Ms 10 -MI 806 -I' arp -Po REQUEST ·Pms 16 ·Ps 16 -Pmd 0 -I'd 0 
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Appendix E: IDSAODV C++ Code 

vo id 
i dsAODV: : recvRequest(Packet *p) { 

st ruc t hd r_ip *ih = HDR_ IP (p) ; 
st ruc t hdr -"odvJequest *rq = IIDR_AODV_I1EQUEST(p) ; 
tdsaodv_rl_entry *rt; 

i f(rq - )rq_src == index) 1 
#ifde f DEBUG 

fprintf(std err, "%s : got my own 11EQUEST\ n", _ FUNCTION ) : 
#end i f I I DEBUG 

Packet : : free (p) ; 

return ; 

if (id_]ookup(rq- )rq_src, rq-)rq_bcasUd» { 

#ifdef DEBUG 
fprintf(stderr, "'%5 : di sca rding requcs t \ n .... _FU~CT lON~ : 

#end if I I DEBUG 
Packe t: : free(p) ; 
return : 

id_insert (rq-)rq_s rc, rq->rq_bcas L_id) ; 
idsaodv_rt_cnt ry *rtO; II flO is t he reverse rou te 
r tO = rtab le. ft_lookup (rq- >rQ_src) : 
if(rtO == 0) {/* if not in t he route tabl e *j 

/1 c reate an entry for t he reverse route. 
flO = rtab le. rt_add(rq-) rq_::> rc) ; 

rtO-) rt_expire = max(rtO-) rt_expire, (CU RI1ENT_TIME + REV_ROUTE_L1FE» ; 

if ( (rq-) rq_s rc_seqno ) rtO- ) rt_seqno) II 
« rq-)rq_src_seqno == r tO-) rt_seqno) && 

(rq-) rq_hop_count < rtO-)rt_hops» ) \ 
II If we have a fresher seq no. or lesser #hops for the 
II same seq no., update the rt ent r y. 
rt upda te (rtO, rq- ) rq_s rc_scqno, rq- >rQ_hop_count, i h->saddr 0, 

max (rtO-)rt_expire, (CURRENT_TIME + REV_ROUT E_L1 FE» ); 

if (rtO- ) rtJeq_timeout > 0.0) { 
II Reset the soft state and 
II Set expiry t ime to CURRENT_TIME + ACT IVE_ROUTE_TlMEOUT 
II Thi s is because rou te is used in the rorward direction, 
II bu t onl y sources ge t benef ited by this change 
rtO- >rt_req_cnt = 0; 
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rtO-)rt_req_timeout = 0.0; 
rtO-)rt_req_ last_ttl = rq- )rq_hop_count ; 
rtO-)rt_expire = CURRENT_TIME + ACT IVE ROUTE TIMEOUT' - - , 

assert (rtO-)rt_rIags == IITF_UP); 
Packet *buffered_pkt; 
while «buffered_pkt = rqueue,deque(rtO- )rt_dst))) 

if (rtO && (rtO-)rtJlags == RTF_UP)) { 
assert{rtO- )rt_hops != INFINlTY2); 

II End for putting reverse route in rt table 
rt = rtable. rt_ lookup{rq- )rq_dst}; 
II First check if 1 am the destination 
i f(rq- )rq dst == index) { 

#i fdef DEBUG 
fprintf(stderr, "'%d - %s: destination sending rcpJy\n"', 

index , __ FUNCTION __ ); 

#cndif II DEBUG 

I 

I I just to be safe, I use the max. Some body may have 
1/ incremented the dst seq no. 
seq no = max (scqno, rq - )rq_dst_scqno)+ 1 ; 

ir (seqno%2) seqno++; 
sendl~ep I y (rq- )rq_src, 

I , 
index, 
seq no, 

MYJWUTU' IMEOUT, 
rq-) rQ_tirnes tamp) : 

Packet : : free (p) ; 

/ / IP Destination 
I I liop Coun t 
II Des t 11' Address 
// Des t Sequence Num 
// I.i fetime 
// times tamp 

1/ I am not the destination, but I may have a fresh enough route. 
else if (rt && (rt->rt_hops != INF I ITY2) && 

(rt-)rt_seqno )= rq- )rq_dst_seqno) ) { 
Ilassert (rt-)rt_flags == RTF_UP); 
asse rt(rq-)rq_dst == rt-) rt_dst ) ; 
Ilassert «rt-)rt_seqno%2) == 0); II is the seq no even? 

sendRep I y (rq- )rq_src, 
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rt - ) rt_hops + I, 
rq-)rq_dst, 
rt-)rt_seqno, 

(u_int32_t) (rt ->rt_expire - CURRENT_TIME) , 
II rt ->rt_expire - CURRENT_TI ME, 
rq- ) rq_t imestamp) ; 

II Insert nexthops to RREQ source and RREQ dest inati on in the 
II precursor lists of desti nation and source respect ivel y 
rt- )pc_insertCrtO- )rt_nexthop) ; II nexthop to I~ I~EQ sou rce 
rLO- ) pc_insert(rt- )rt_nexthop) ; II nexLhop to RREQ desti nati on 

' ifdef RR EQ_GRATJ lREP 
sendRep] y (rq- >rq_dst, 

rq-)rq_hop_count, 
rq- )rq_src, 
rq-)rq_src_seqno, 
(u_ int32_t) (rt-> rt _e xp ire - CURllENT_TlME) , 

II 
rq-> rq_li mes tamp) : 

rt - >rt exp i re - CURR ENT_TIME, 

#endi f 

vo id 

Paeket :: f ree (p) ; 

1* 
* Can't repl y. So forward the Route I~ eques t 

*1 
else 

i h- >saddr () = index ; 
i h- >dadd r O = fPJlROADCAST; 
rq- ) rq_hop_count += 1; 
I I Max imum sequence number seen en route 
i r (rt) rq->rq_dst_seqno = max(rt->~t_seqno , 
forward « idsaodv_rt_ent ry*) 0, p, DELAY) ; 

idsAODV: : reevRepl y (Paeket *p) { 
Iis truet hdr emn *eh = HDRJ MN(p) ; 

s true t - hd r i p *ih = HDR_IP (p) ; ( ) 
- - HDR AODV REPLY p ; Struct hd r _aodv_reply *rp - _ -

idsaodv_rt_entry *rt ; 
char suppress_reply = 0; 
double de lay = 0.0; 
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i nt count ; 
idsBroadcast l~REP *r ::: rrep_ lookup(rp-)rp_dst); 

ai fdef DEBUG 
fprintf(stde rr , H%d - %s : received a REPLY\n

H

, index, _ FUNCTION_): 

#endi f II DEBUG 
oi f 0 

i f (j h- ) daddr 0 == index) { 
i r (r == NU LL) { 

rrep_i nsert(rp-)rp_dst) ; 
Packet : : free (p) ; 
return : 

el se 

. endi f 
if (r == NU LL) { 

coun t::: 0; 
rrep_ insert(rp-) rp_dst) ; 

e l se { 
r-)count++; 
count ::: r -)count: 

// Nole that rp dst is the dest of the data packets, not the 
/1 the dest of the repl y, whi ch is the s rc of the data packets. 
rt ::: rtable. rt_ lookup(rp-)rp_dst} ; 

1* 
* If I don't have a rt entry to this host. .. adding 

*1 
i f (n 0) { 

rt = rtab le. rt_add(rp-) rp_dst) ; 

if ( count) I I I 
(rt-)rt_seqno < rp-)rp_dst_seqno) II 1/ newer route 
«rt-)rt_seqno =::: rp-)rp_dst_seqno) && 
(rt-)rt_hops ) rp-)rp_hop_count}) ) t // shorter or better route 
// Update the rt entry 
rt_update (rt , rp- ) rp_dst_seqno. rp- ) rp_hop_count , 

rp-) rp_src, CUllIU,N'U'IMJ' + rp-)rp_1 i fet ime) ; 
rt -)rt_req_cnt ::: 0: 
rt - )rt_req_timeout ::: 0. 0; 
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rl->rt_req_last_ttl = rp->rp_hop_count; 
if (i h->daddrO == index) I II If I am the original source 

II Update the route di scovery latency statistics 
II rp-)rp t imestamp i s the time of request origination 

rt-> rt disc_latency[(unsigned char)n-> hist_ indx] = (CURRENT_TI ME - rp­

>r p_ t i mes tamp) 

1* 

1* 

I (double) rp->rp_hop_count; 
II increment indx for next time 
rt->hist indx = (rt- >his t_ indx + I) % MAX_HISTORY; 

* Send aJ 1 packets queued in the sendbuffe r dest i ned for 
* this destination. 
* XXX - observe the " second" use of p. 

*1 
Packet *bu f_pkt; 
while«buCpkt = rqueue.deque(rt ->rt_dst») I 

e lse I 

if( r t->rt_hops != I NFI NlTY2) I 
assert (rt- >rtJ lags == RTF_UP); 
I I De lay them a lit tle to help ARP. Otherwise ARP 
II may drop packets. 
forward(rt, buf_pkt, delay); 
de lay += ARP_DELAY; 

s uppress_rep! y = [. 

* If reply is for me, discard it. 
*1 

if(ih->daddrO == index II suppressJeply) 
Packet: : free(p) ; 
return; 

1* 
* Othe r"'ise , forward the Route Rep ly. 
*1 

II Find the rt en try 

idsaodv_rt_entry *r t O = rtable. r t _ I ookup(ih- >daddr(»; 
I I [f the rt is up, fo rward 

if (rtO && (rtO- >rt_hops != INF INITY2» 
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assert (rtO-)rt_flags == RTF_U P) ; 
rp-)rp_hop_count += I ; 
rp-)rp_src = index: 
forward (rtO, p, NO_DELAY); 

II Insert the nexthop towards the RREQ source to 
II the precursor list of the RREQ dest ination 
rt-)pc_insert(rtO-)rt_nexthop); II nexthop to RI~EQ source 

e lse { 

/1 I don't know how to forward .. drop the rcpI y. 
~i fdef DEBUG 

rprintf(stderr, "%5: dropping Route Reply\n", _fUNCTl ON-'; 
Uend if!! DEBUG 

drop (p, DROP _RTR_NOJWUTE) : 

) 
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