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ABSTRACT

Telecommunication fraud is one of the threat of telecom operators as it drives telecom opera-
tors to loose a portion of their annual revenue. Bypass fraud is most worrying fraud type in
today’s telecom business. The advent of new technologies provided fraudsters new techniques
to device bypass fraud. Subscriber Identity Module box (SIM box) fraud is the popular type of
bypass fraud, that has emerged with the use of Voice Over Internet Protocol (VoIP) technolo-
gies. SIM box is used to terminate international calls by diverting away from the legitimate
interconnect gateway route. SIM box fraud is more common in the operators where their tar-
iff of international call termination is much higher than the local call tariff. This high tariff is
a common method of subsidizing telecom infrastructure in the developing world. However, it

creates strong motivation for fraudsters.

Among various fraud prevention approaches, the use of monitoring call patterns and profiles
through Fraud Management Systems and Test Call Generators are common one. Yet, both ap-
proaches have drawbacks which make them insufficient because they are easily overcome by
fraudsters. Therefore, the need for more sophisticated techniques is inevitable. In recent years,

datamining techniques have gained popularity in fraud detection.

In this research, models were developed to classify Call Detail Records (CDRs) to propose a
model that differentiate fraudulent from legitimate subscribers with better performance. Three
classification techniques, Random Forest (RF), Artificial Neural Network (ANN) and Support
Vector Machine (SVM), and three user profiling datasets, 4 hour, daily and monthly aggregated
were proposed. These three algorithms along with the three datasets were applied in building
the models. Results of the work show that RF performed better among the three algorithms

with accuracy of 95.99% and a lesser false-positive on the 4 hour aggregated dataset.
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INTRODUCTION

Telecommunications industry has expanded dramatically as the result of communication tech-
nology advancements. The number of mobile service subscribers increased with the develop-
ment of affordable technologies. The expansion in telecommunication industries provides cer-
tain characteristics that motivate fraudsters. Fraud method and techniques are increased in
parallel to this dramatic expansion [1]. This increase in fraudulent activity brings tough chal-
lenges to telecom operators [2]. However, it is a must task to telecom operators to protect their
customers and their revenue. Out of the frauds that attempted on telecom operators, Interna-
tional Call Frauds are the expensive calls. International Call Frauds harm the company as well

as the customers [1].

Currently, subscribers demand is endless and the technology is moving fast and the fraudsters
are advancing in new techniques and tools. Serving customers what they require, while pro-
tected from attack encounters operator to sustain in business. This demands telecom opera-
tors to move fast and cope up with the changes. However, operators which are using similar
methods of protecting their network for several years costs them a lot. Making their telecom
ecosystem harder to fraudsters minimizes fraud attempt. This can be achieved by making the
cost of doing business for fraudsters to be expensive, through implementing better fraud detec-
tion and protection techniques [3]. Detecting frauds prematurely brings time to take corrective

action early.

Telecommunication fraud occurs whenever a fraudsters uses deception to receive services free
of charge or at a reduced rate. Telecommunication fraud is a worldwide problem and causes
substantial annual revenue losses for telecommunication companies [3, 4]. Telecom fraud has
always been a center of attraction to fraudsters as it is easy to get a subscription via fake iden-
tifications and the mobile terminal is not bound to a physical location. This provides a method

for fraudsters with relatively low risk of getting caught [4].

There are different types of telecommunication frauds and these can occur at various levels.
Different authors categorized frauds in different ways. For instance, [5, 6] divide Telecommuni-

cation fraud in to subscription fraud and superimposed fraud as the most common fraud types,



1.1 STATEMENT OF THE PROBLEM

whereas [4] classifies them in to seven groups as Superimposed, Subscription, Technical, In-
ternal Fraud, Social Engineering, Fraud based on loopholes in technology, and Fraud based on
new technology. Similarly, [7] lists the top three types of telecommunication fraud that cause a
significant loss to be International Revenue Share Fraud, Premium Rate Service Fraud and By-
pass fraud. Subscriber Identity Module Box (SIM-Box) Fraud is a bypass fraud that has emerged
with the use of Voice over Internet Protocol (VoIP) technologies which is identified as the most
harming fraud type, because it is the main cause for international revenue lose [8, 9]. Moreover,
it is a reason for networks traffic congestion that leads to quality of service degradation on the
cells overloaded by those SIM-Boxs. SIM-Box fraud is a technique by which fraudsters re-route
international calls, by means of SIM-Box device and local Subscriber Identity Module (SIM) cards,

from telecom operators and deliver as local calls.

As [9] estimated, revenue loss of telecommunication fraud is $29.2 billion USD, and that of
SIM-Box fraud is $ 4.27 billion USD in 2017. Similarly, ethio telecom revenue loss to fraudsters

estimated around $52 million USD in 2017 [10].

Major approaches used to overcome SIM-Box fraud includes, Test Call Generation (TCG) testing
different international routes of the network, rule based Fraud Management System (FMS) use
rules predefined by domain experts [11] and Controlling distribution of SIM Cards. On the other
hand fraudsters work extremely in mitigating these detection methods. Fraudsters invent new
fraud techniques that protects them from detection. Whenever it becomes known that one
detection method is in place, the fraudsters will change their methods and use new. For instance,
fraudsters use techniques to avoid test calls to prevent detection, by analyzing the voice call
traffic coming and based on defined patterns fraudsters could determine whether the calls are
real subscriber calls or originated from a TCG system. Fraudsters use Smart SIM-Boxes which
able to imitate the activities of normal subscribers using Human Behavior Simulation to avoids

being detected by rule based methods.

1.1 STATEMENT OF THE PROBLEM

SIM-Box fraud is a reason for significant amount of revenue loss for telecom operators. Telecom
operators need to have well-organized fraud detection techniques and standards in order to
protect themselves and their customers from SIM-Box fraud. Telecommunication fraud detec-
tion techniques explore Call Detail Record (CDR) and detect fraud from their patterns. Telecom

operators apply different approaches to overcome the problem such as TCG and rule based FMS.
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However, the large amount of data generated by telecommunication systems and the dynamic
behavior of fraudsters makes TCG and rule based FMS methods easily overcome by fraudsters
[5, 11]. As discussed previous fraudsters use techniques to avoid test calls to prevent detection,
by analyzing the voice call traffic coming and based on defined patterns they could determine
whether the calls are real subscriber calls or originated from a TCG system. In addition, TCG costs
much the operator to generate test calls to the entire international routes. Similarly, fraudsters
devised smart SIM-Boxes which able to imitate the activities of normal subscribers by using
Human Behavior Simulation to avoids being detected by rule based methods. Moreover rule
based systems require upgrading to keep them up to date with current methods, upgrade and
maintenance costs are high. Besides, rule based methods require very accurate definitions of

thresholds and parameters [2, 5].

To overcome this gap, there is a need to explore other techniques that learn the dynamic change
of behavior from the data to identify fraudulent activities. Data mining is one of the techniques
with a capability to learn from the situation and enrich its performance through learning which
is attained by an iterative process. This enables to detect frauds without predefined patterns [2].
Data mining techniques have been practiced based on CDR. Data mining techniques followed dif-
ferent learning mechanisms, mainly supervised and unsupervised. For this particular research,
we chose to apply machine learning techniques that able to classify fraudulent patterns from
labeled CDR data and provides an optimal solution to detect SIM-Box fraud. In contrast to the
related works, our method is trained and tested on a larger data sample, we design some fea-
tures in different approaches, such as time gap between calls, ratio of distinct outgoing to total
outgoing calls, ratio of data usage to outgoing calls and, we tested narrow granularity level.

This research attempts to answer the following questions
1. What usage data features can be sensible for SIM-Box fraud detection?
2. What data granularity level is effective in mitigating SIM-Box fraud problem?

3. What machine learning technique can effectively predict patterns of SIM-Box fraudsters

behavior form usage data?
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1.2 OBJECTIVE

1.2.1 General Objective

To build a model which uses machine learning techniques to detect redirected SIM-Box fraud

calls of fraudulent users from usage data with a better performance and accuracy.

1.2.2  Specific Objectives

In order to meet the general objective, the following Specific objectives are listed:

« To classify SIM-Box fraud usage data behaviors and select the relevant attributes for build-

ing detection model

« To build a model that will be able to classify fraudulent calls form legitimate calls based

on historical usage data

« To identify machine learning tools, techniques and algorithms which are appropriate for

SIM-Box fraud detection

« To propose SIM-Box fraud detection model which can be implemented in real environment

and attain a better performance and accuracy

1.3 SCOPE AND LIMITATIONS

There are many known fraud types and variety of data that exist in the telecom sector. However,
this study has focused only on detecting SIM-Box fraud. There are a number of ways and tools
in detecting SIM-Box. In this work we are limited to data mining techniques using CDR data. We

took ethio telecom CDR data as a case study.

1.4 CONTRIBUTIONS OF THE RESEARCH

In this research we made the following contributions. Provided insight on SIM-Box fraud detec-
tion theoretical views, and SIM-Box fraud detection methods that enables telecom operators to
detect SIM-Box fraudulent SIM cards. Increase awareness about this SIM-Box fraud and to show the
limitations of conventional techniques for this fraud detection. SIM-Box fraudulent subscribers

behavior were studied and useful features of CDR data were proposed. These proposed features

4
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have significant factor in pattern generation from user profile that facilitates SIM-Box fraud de-

tection.

Early detection of fraud provide operators to block fraudsters early before they make harm.
Applying a narrow granularity level delivers a near-to-real time fraud detection capability. To
our knowledge, different researches tested minimum of one day granularity level. A day of
granularity level may provided plenty of time to fraudsters to sustain in the business. In this
research we tested the applicability of 4 hour aggregated CDR data for SIM-Box fraud detection.
Compared to other granularity levels such as daily and monthly it attains acceptable level of
performance. This provide operators to detect fraud in near-to-real time, which helps them to

detect fraudsters early.

1.5 LITERATURE REVIEW

A number of research has been conducted in telecom fraud detection and prevention using
different tools and techniques. In this section we review some work related to fraud detection
in telecommunication industry with more relevance to SIM-Box fraud detection devised machine

learning techniques.

The paper [12] recommends to assess the changes on patterns of usage behavior of subscribers
over a period of time for fraud detection. CDR data requires analysis to make them applicable
for pattern generation and input for data mining techniques as they are unstructured and unor-
ganized. Article [13] presented a rule-based approach to detect anomalous telephone calls. The
method described used CDR data sampled over two observation periods (study and test period).
The study period contains CDR of customers with non-anomalous behavior. Customers were
grouped according to their similar usage behavior such as average number of local calls per
week and so on. They come with a probabilistic model to describe their usage for customers in

each group. Then the thresholds were determined by calculating change within a group.

A classifier comparison research made by AlBougha, [2] which compares the detection perfor-
mance of four data mining classification algorithms in detecting SIM-Box fraudulent subscribers
from a real CDR data. They trained the classification algorithms applying daily aggregated and
labeled dataset. They found that among the Classifiers, Logistic, Boosted Trees, Support Vector
Machine (sVM), and Artificial Neural Network (ANN), Boosted Trees and Logistic performed the

best.
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Hilas [14], in the research with a title “Data mining approaches to fraud detection in telecom-
munications” describes profiling as cumulated numerical summary of past behavior of users.
Future behavior compared to this profile in order to examine the consistency in behavior, any
deviation from his may imply fraudulent activity. In their work three different profile types
created and tested. The profiles were created from real CDR aggregated daily and weekly as
cumulated daily, cumulated weekly, and detailed daily. The selected features includes number
of calls duration and fee. These features were categorized as their mean, max and standard

deviation values and in time variation of working hour, afternoon, and night.

A research by Sallehuddin et al., [8] with the title “Classification of sim box fraud detection using
support vector machine and artificial neural network.” They design and compare two classifiers
SVM and ANN. A CDR data of 234,324 calls made by 6,415 subscribers from only one Cell, so it
contains only one cell-ID, for a period of two months were collected. The dataset consisted
of daily aggregated 2,126 fraud subscribers and 4,289 normal subscribers which are of two-
thirds legitimate and one-third SIM-Box fraudulents. The researchers extracted 9 features, like
Total Calls, Total Number Called, Total Minutes and Average Minutes, etc. Then they used the
extracted features to train the two proposed classifiers. They trained the algorithms applying
the prepared dataset and variety of parameter settings. Finally, they found that SVM has better
accuracy compared to ANN, SVM gave 99.06% accuracy with lesser training time, while ANN

model gave 98.69% accuracy

Another research was conducted by Murynets et al, [15] with the title “Analysis and detection
of SIMbox fraud in mobility networks.” They applied supervised classification techniques. The
classifiers are linear combination of three decision tree (alternating decision tree, functional
tree, and random forest). They applied it on real CDR data form an operator in USA, a larger
dataset was used with accounts distributed nationwide. The data is collected having 93000
legitimate accounts and 500 of fraudulent accounts. For training the classifier, they split the
dataset to two-thirds for training and one third for testing. Using International Mobile Equip-
ment Identity (IMEI) as a device identifier other than the subscriber identifier they computed 48
features characterizing patterns of legitimate and fraudulent IMEIs. They observed that fraud-
ulent SIM-Boxes have common patterns as the following. High number of International Mo-
bile Subscriber Identity (IMSI)s per IMEL Static physical location, large number of international
phone calls and large volume of outgoing calls generated compared to incoming calls. And the
classifier attained an accuracy of 99.95% with lowest false positive achieved by the Random

Forest (RF).
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In contrast, to the use of CDR for detecting SIM-Box, Reaves et al. [16] used real-time call audio
analysis. They designed a system that relies on the raw voice data received during a call to
distinguish errors from the distinct audio distortions caused by delivering the call over a VoIP.
They used fast signal processing techniques to identify whether the calls are made by a SIM-Box.
Their resultant system was able to detect 87% of real SIM-Box calls in only 30 seconds of audio

with no false positives.

To the level of our Knowledge, related works applied wider data aggregation period, i. e. daily,
weekly, monthly, etc. This may increase generalization accuracy, though it opens ample time
for fraudsters to make money by extending the time to action for operators. Which able fraud-
sters to stay in business. Subsequently narrow data granularity level is recommended in order
to adopt near-to-real-time detection scheme [2, 17]. However there is a trade-off, lesser Data

granularity level may diminish suitable patterns for fraud detection.

In this work, we tested the 4 hour granularity level with comparison to daily and monthly. In
addition, in contrast to the related works, our method is trained and tested on a larger data
sample. And we design some of features in different approaches, such as time gap between

calls, ratio of distinct outgoing to total outgoing calls, ratio of data usage to outgoing calls.

1.6 METHODOLOGY

The main purpose of this study is to develop predicting model for detecting SIM-Box frauds using
data mining techniques. In order to achieve the objectives of the study and answers the research
questions, the following method was designed. To understand and formulate the problem do-
main, academic literature on telecom fraud specifically related to SIM-Box fraud detection were
reviewed. Furthermore, successive discussions with domain experts of the field were Performed.
Dataset were prepared from collected one month CDR data, the collected data Understood, an-
alyzed and selected relevant features for the research. Then after the selected features were
preprocessed to make it ready for the experiment. Finally datasets with labeled records, fraud
and legitimate, were ready for training and testing the models. Predictive models were trained
applying the proposed supervised machine learning algorithms and prepared dataset. The devel-
oped models were tested and evaluated applying variety of performance measure tools. Results
were discussed and reported. At the end outcomes were summarized and recommendations

were provided
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1.7 THESIS ORGANIZATION

This thesis contains six chapters. Chapter 1 describes introduction to the research, which covers
the research background, statement of the problem, outline of the research objectives, review
of Literature and related works, and concludes with an outline of the structure of the Thesis.
Chapter 2 determined the techniques on telecommunication fraud and SIM-Box fraud problems,
detection mechanisms and limitations. Chapter 3 deals with the concepts of machine learning,
machine learning methodology and machine learning methods which are used in this study.
Chapter 4 is about data preparation, which deals in collecting describing preprocessing the data
to make it ready for experimentation. Chapter 5 focuses on experimentation, which includes
building models, testing and evaluating the models, and discussing the outcomes of the experi-
ment. The last chapter, Chapter 6, is dedicated to convey conclusions and recommendations of

the study.



TELECOMMUNICATION FRAUD

Telecommunication Fraud can be defined as any activity by which service is obtained with
intention of not to pay [18]. The intention of perpetrators is progressed from not willing to
pay to making money [3, 19]. Telecommunication Fraud is a worldwide problem that affects
revenue of operators. It is also a treat to the national security beyond the economic losses [19,
20]. The practice of fraud is usually related to money, but there are some other reasons like
political motivations, personal achievements and self-preservation that motivates fraudsters
[4]. Telecom fraud arise to exist from the time when the commercial telecommunication service
begins. Since then, the fraudsters have been causing financial damage to the companies who
offered telecom services. Global Fraud Loss Survey shows mobile communications industry lose
$29.2 billion in 2017 [9]. As [9, 12] indicated the fraud lost by operators is about 2% to 3% of

their total revenue.

Since the beginning of commercial telecommunications, the fraudsters have been causing finan-
cial damage to the companies who offered these services [5]. Due to the technological advances,
the cost of a fraud attack to the carrier has been decreasing, but on the other hand, the amount
of occurrences of fraud attack have been increasing creating a constant financial damage [5].
Despite the telecommunication industry suffers major losses due to fraud, there is shortage of
comprehensive published research on this area mainly due to lack of publicly available data to
perform experiments on. On the other hand, any broad research published publicly about fraud

detection methods utilized by fraudsters to evade detection [1, 7, 21].

More recently, telecommunication fraud increased with the dramatically expansion of telecom-
munication industries [1, 8] in method and techniques of frauds, this offers a high challenge to
telecom operators. However it is a must task to operators to protect their customers and their
revenue. That is why operators investing in new security systems in order to prevent and fight

fraudsters.

Even though fraudsters change their way of attacking techniques frequently, knowing patterns
of frauds deeply is vital in preventing fraud. In order to understand fraud patterns deeply stud-

ding normal usage gives way to identify anomaly behavior of the network usage. Knowing the
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patterns of fraud guides to move in parallel with the fraudsters to device new detection and
prevention method. There is endless fight between the operators and fraudsters, the operators
trying to protect their systems from fraudsters and the fraudsters also trying to identify and

use weaknesses on the systems [4].

These days, subscribers demand is endless and the technology is moving fast and the fraud-
sters are advancing in new techniques and tools. Serving customers what they require, while
protected from attack encounters any operator to stay in business. This demands to move faster
with along the change. On the other hand, operators which are using old methods of protecting
their network for several years may costs them a lot. Making the cost of doing business for
fraudsters higher, i. e. advancing in techniques of fraud detection, forces fraudsters to move to
other operator [3]. Making your telecom ecosystem harder minimizes the frequency of fraud-

sters attempt. In addition, detecting fraud prematurely gives time to take corrective action early.

2.1 TELECOMMUNICATION FRAUD TYPES

Telecommunication industry, being one of the major sectors in the world infiltrated by fraud.
Telecommunication fraud is a combination of variety of illegal activities like unauthorized and

illegitimate access, subscription identity theft and revenue share etc.

There are different types of telecommunications fraud and these can occur at various levels. Dif-
ferent authors categorized frauds in different ways. For instance, [5, 6] categorized subscription
fraud and superimposed fraud as the most common fraud types, whereas [4] classifies them in
to seven groups as Superimposed, Subscription , Technical , Internal Fraud, Social Engineering,
Fraud based on loopholes in technology, and Fraud based on new technology. Similarly, [7]
lists the top three types of telecommunication fraud that cause a significant loss to be Interna-
tional Revenue Share Fraud, Premium Rate Service Fraud and Bypass fraud. [19] classifies as

Contractual, Hacking, technical and Procedural frauds.

The development of telecommunication and technology, and the big size of telecom market that
found very attractive to fraudsters [22], the traditional types of fraud has been replaced with
more complex ways of frauds that was spread too fast in the world. Types of fraud can be also
divided into fraud in traditional networks and fraud in new technology. The first type of fraud
has many ways such as subscription fraud, which is the signing up for a service using fake
or stolen identification, with no commitment of paying the bills. And other types such as SIM

cloning, premium Rate Service fraud, internal fraud, dealer fraud, roaming fraud, and calling

10



2.2 SIM-BOX FRAUD

card fraud. The other fraud type is based on VoIP network, which can be done by using VoIP
techniques. As example of this type includes call transfer fraud, location route number fraud

and bypass fraud.

In this paper we discussed two fraud types, International Revenue Share Fraud and Interconnect

Bypass Fraud, that are categorized as the most worrying fraud type by [9].

2.1.1 International Revenue Share Fraud

International Revenue Share Fraud (IRSF) is the largest contributor to the overall fraud losses
according [9]. It occurs when an operator makes an agreement with another party which will
generate calls to premium rate number to generate revenue for increasing traffic. IRSF often

involves a combination of multiple fraud schemes. One of the technique is exploiting roaming

SIM cards or Dialer Mal-ware, call divert and call forwarding, social engineering techniques.

Fraudsters generate high traffic calls to high cost destinations and gets revenue from the sharing

agreements.

2.1.2  Interconnect Bypass Fraud

Interconnect Bypass fraud is unauthorized insertion of traffic onto another carrier’s network.

This fraud type can be named as Interconnect fraud, Global System for Mobile Communications
(GSM) Gateway fraud, or SIM-Boxing. This scenario requires that the fraudsters have access to

advanced technology such as VoIP, which is capable of making international calls appear to be

cheaper domestic calls, effectively bypassing the normal payment system for international calls.

The fraudsters will typically sell long distance calling cards. When customers call the number

on the cards, operators are able to switch the call to make it look like a domestic call.

The most common implementation of interconnect bypass fraud is known as SIM-Boxing, which
enabled by VoIP GSM gateways. SIM-Box Fraud transport international calls through voIP, then
routs them to local cellular network via a collection of SIM cards inside a SIM-Box device. The

main concern of this thesis, SIM-Box fraud, were discussed in detail in Section 2.2.

2.2 SIM-BOX FRAUD

SIM-Box fraud is a technique by which local SIM cards used for rerouting international calls away
from mobile network operators, transfer them over the Internet and deliver them back by means

of VoIP gateway device called SIM-Box, as local calls to the operators cellular network. As a result,

11



2.2 SIM-BOX FRAUD

the calls become local at the destination network, and the telecom operators of the intermediate

and destination networks do not receive payments for call routing and termination.

The drive of this fraud type is the tariff difference between local call and international call,
where termination costs of international calls is high [15]. This difference in tariff is high in the
developing world as it subsidizes their telecommunication infrastructure expansion cost [16].
Since this international call is terminated on the receiver side as local call, the operator charged
it considering as a local call. The telecom operator loses a revenue of tariff difference between
local and international calls. In the contrary the fraudster benefits from this difference in tariff
of the calls. The loss in revenue due to SIM-Box fraud globally, as estimated by [9] is about $ 4.27
billion USD, this is a 6.8% of the total fraud loss estimated globally $29.2 billion USD, so bypass
will be financially worthwhile. As [16] fraudsters device different techniques, including present
themselves as a legitimate telecommunications company, offering discounted call rates directly

through the sale of international calling cards, to collect this profit.

This fraud type is a reason for interconnect revenue lose, traffic congestion and quality of ser-
vice degradation [16]. The cells where it operates overloaded, and voice calls routed over a

SIM-Box have poor quality, which results in customer dissatisfaction.

A SIM-Box is VoIP gateway device that maps international calls from VoIP to a local SIM card of
the mobile operator. SIM-Box fraud is a fraud type that has emerged with the expansion of VoIP
technologies, and its successes is depend on the obtainability of SIM card and SIM-Box devices.
In countries that have less control on the distribution of SIM cards and availability of SIM-Box
devices as observed in some countries of Africa and Asia, this fraud type is a main challenge
[8]. SIM-Box equipment includes SIM slots, antennas, and Ethernet ports that can be used to get
the SIM-Box equipment connected to the Internet[2]. Fraudsters install SIM-Box with multiple SIM
cards, by means of this setup the fraudsters can forward international calls through local phone
numbers in the respective country to make it appear as local call. This way, fraudsters bypass

interconnect charges.

2.2.1 SIM-Box Fraud Scenario

Whenever a subscriber places a call to an international destination, the call passes through
different entities [2]. To explain how SIM-Box fraud is committed, it is sensible first to describe

the legitimate international call route, then after, discuss the fraud bypass scenario. Suppose

12



2.2 SIM-BOX FRAUD 13

subscriber A and subscriber B Reside in different countries, country A and B respectively. In

legitimate route of an international call:

+ Subscriber A places a call to subscriber B over the mobile operator and pays the service

provider for the call.
+ The call generated by subscriber A forwarded to international gateway in country A.

+ The home international gateway of country A routes the received call to a transient

operator and pays for it.

« The transient operator then routes this call to a destination (country B) international

gateway and pay a toll to the destination international operator.

« Finlay, the international gateway of country B terminates the call through his network

to subscriber B
This legitimate transaction route is Demonstrated in Figure 2.1.

Cellular Network Cellular Network

p

fis\ J — Interconnect )
fé;% Carriers ) %4\\
I8 f Ko\
I’I %[% Ga : — %O
A Party teway Gateway B Party

Figure 2.1: Legitimate Route of International Call, adopt from [7]

Where as in SIM-Box fraud route of an international call [15]:

« Subscriber A places a call to subscriber B in the domestic mobile operator network and

pays it for the call.

+ The call generated by subscriber A forwarded to home international gateway in country

A.

+ The home international gateway of country A routes the received call to a transient

operator and pays for it.

« The transient operator then routes this call to a SIM-Box placed in country B using VoIP

and pay a toll to the SIM-Boxer.
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+ The SIM-Box then places a separate call on the network of country B to subscriber B using

its local SIM card, that is why it looks like a local call, and pay only for the local call by

avoiding interconnect cost.

« Finlay, subscriber B in country B receivers a international call from abroad but with a

local number, it may Amazed.

IN Figure 2.2 the SIM-Box fraud rout of international Call is illustrated diagrammatically.
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VoIP Link
SIM-Box
Figure 2.2: SIM-Box Fraud Rout of International Call, adopt from [7]
2.2.2  SIM-Box Fraud Detection

Major methods used in battling SIM-Box Fraud nowadays includes TCG, rule based FMS and Con-

trolling distribution of SIM Cards.

TCG is used as an active method to detect bypass fraud, where operators test different inter-
national routes to their network and analyze whether calls coming through an international
number or local number routes. If it came from a local number, Definitely it is associated with
some SIM card used in a SIM-Box that granted the fraud department to process it. TCG is one of the
effective methods to detect SIMs used in SIM-Boxes. However, this method costs the operator ex-
tremely to generate test calls to the entire international routes. Also, since this method is based

on generating calls to random numbers, getting SIM cards used by SIM-Boxes is probabilistic.

FMS is based on predefined rules and threshold that are manually defined by domain field ex-
perts aimed to segregate SIM-Box fraudsters. These rules and threshold are summarized features
constructed from CDR data of subscribers. These are used to identify abnormal behavior of SIM

cards by comparing with analyzed subscriber profile. Through this process it able to distin-
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guishes fraudulent from legitimate usage, if abnormal subscriber behavior is observed then the

system generates an alarm and experts performs analysis on it.

SIM Card Distribution Control SIM cards are indispensable to SIM-Box fraudsters to survive, fraud-
sters need to maintain sufficient supply of SIM cards to be in business. However, SIM card dis-
tribution control will make this process difficult. Requiring government IDs and limiting the
number of SIM cards per ID will prevent fraudsters from obtaining a large number of SIM cards

to install in their SIM-Boxes.

On the other hand fraudsters work extremely in mitigating these detection methods. They in-
vent new techniques that makes them Subsist in the business. For instance, fraudsters use tricks
to avoid test calls to prevent detection, by analyzing the voice call traffic coming toward their
SIM-Boxes and based on usage and other patterns they could determine whether the calls are
real subscriber calls or originated from a TCG system. They could then either block the test
calls from reaching the SIM-Box, or reroute the calls to a legitimate route. Smart SIM-Boxes are
designed to imitate the activities of normal subscribers by using Human Behavior Simulation.
This technique makes generated fraudulent calls appear like legitimate, which avoids being

detected by typical detection means, such as rule based methods.

Human Behavior Simulation encompasses the following methods [2]:
SIM Migration: Fraudsters are deploying many gateways in different locations, and once in a
while they swap the SIM cards between the gateways, so it would look like that the user is

moving. The swapping operation could be done manually or automatically using software.

SIM Automatic Rotation: Fraudsters can be detected easily if they operate their SIMs excessively,
so they limit their usage by rotating SiMs. This will make SIMs operate in limited hours a day,

which simulates the behavior of ordinary customers.

Usage of Other Network Services: Most of the SIM-Boxes are using only voice services and that
exposed them to detection. In order to Safeguard themselves from this vulnerability smart
SIM-Boxes are making calls and sending Short Message Service (SMS) to each other by apply-

ing call. This helps them to look like legitimate.

Changeable IMEI: number SIMs associated to a single IMEI is important feature to identify SIM-Box
fraud. To overcome this weakness,SIM-Boxers device a technique provides the ability to change

the IMEI associated to any inserted SIM inside the SIM-Box.
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Family Lists: Traditional SIM-Boxes just reroute the call from VoIP to the GSM network, so they
make calls to large numbers of different network customers. A smart SIM-Boxes assign list of

numbers to a specific SIM. This helps evading the setup due to large different numbers detection.

Human Behavior Simulation makes the work of detecting bypass fraud challenging. Whenever
it becomes known that one detection method is in place, the fraudsters will change their tactics.
The fraudsters dynamic behavior, the vastly increase of generated amount of data, and availably

of SIM-Box equipment easily forces SIM-Box fraud detection to find advance methods.

2.2.3  SIM-Box Fraud Features

Even if the dynamic innovation of SIM-Boxers makes SIM-Box fraud detection harder through
different techniques to diminish behavior pasterns, this may not succeed for advanced methods
because changes in user behavior can be observed in the call data which define usage patterns.

The following common patterns are Still Worthwhile [7] in detecting SIM-Box fraud.

« since the probability of a SIM-Box subscriber calls to the same subscriber she calls be-
fore is very small. To the contrary a legitimate subscriber may call repeatedly to similar
subscriber, hence the ratio of distinct calls to its total calls is an important attribute in

detecting SIM-Box fraud.

+ The time between calls of fraudulent subscribers is very small whereas that of the legit-
imate subscribers is relatively larger. This is due to that of the SIM-Box will receive a call
and redirect it as soon as the previous call ended but in the case of a legitimate subscriber
it took some time to generate new call after it ends the current call. So the call duration

ratio to the time of calls is an important feature.

+ A SIM-Box contains so many SIM cards and one or few IMEIL, High number of IMSIs per IMEI

will be perceived.
« Static physical location of SIM-Boxes
« Fraudulent subscribers generate large amount of outgoing compared to incoming calls.

« Even though they send SMS and use Internet data to look like as legitimate subscriber, it

is very small compared to normal subscribers

+ The subscription age of fraudulent subscribers is lesser compared to legitimate subscribers.
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MACHINE LEARNING

Machine Learning (ML) is the study of algorithms that automatically improve their performance,
with experience enrich their performance through learning, which is attained by an iterative
process [2]. It provides tools by which large quantities of data can be automatically analyzed. ML
algorithms have been used to build classification rules from large datasets. There are several
applications for ML, the most significant of which is data mining. This chapter discusses the

concepts, approaches and techniques of ML algorithms applied in this thesis work.

3.1 DATA MINING

Data mining is the extraction or mining of knowledge from a large amount of data [23]. Data
mining is an interdisciplinary field that employs the use of analysis tools from statistical mod-
els, mathematical algorithms, and machine learning methods to discover previously unknown,
valid patterns and relationships in large data sets, which are useful for detecting fraudster be-
haviors. The strong patterns discovered by data mining techniques can be used for the non-
trivial prediction of new knowledge. Data mining is a discipline that draws on sophisticated
skills in computer science, machine learning, and statistics. Due to the large amounts of data in
telecommunication companies and fraudsters attempt to gain access to the data, Data mining,
machine learning, statistics, and other interdisciplinary capabilities are needed to address the

challenges of fraud.

The Cross Industry Process for Data Mining (CRISP-DM) provides a common and well-developed
framework for delivering data mining projects. CRISP-DM identifies six steps within a typical

data mining project: [23]
1. Problem Understanding
2. Data Understanding
3. Data Preparation

4. Modeling
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5. Evaluation
6. Deployment

Learning patterns from subscriber behaviors is critical for fraud detection and prediction. Learn-
ing these behaviors is important, as they can identify and describe structural patterns in the
data which reveals the hidden intention of fraudsters. Learning to predict require complex com-
putation that calls for machine learning algorithms. The upcoming sections discussed certain

machine learning algorithms proposed for this thesis.

3.2 MACHINE LEARNING ALGORITHMS

Machine learning is defined as the complex computational process of automatic pattern recog-
nition and intelligent decision making based on training sample data [24]. Machine learning is
considered as a subfield of Artificial Intelligence, concerned as the development of techniques
and methods enable the computing machine to learn. Machine learning is an automated detec-
tion of meaningful patterns with in the data [25][24]. Machine learning algorithms have proven
to be of great practical value in a variety of application domains, such as data mining, hidden
and dynamically adapt to changing conditions [26]. Machine learning methods are evaluated
by comparing the learning results of methods applied on the same data set or quantifying the

learning results of the same methods applied on sample datasets[24][27].

3.2.1 Types of machine learning

There are four general machine learning methods, supervised, unsupervised, semi-supervised
and reinforcement. This section introduces the types more focused on the supervised machine

learning techniques.

A Supervised Learning

Supervised models can be described as learning a function f(x) = y, where y is the label (also
called class) of the data and x denotes the attributes of these examples (also called features).
Supervised learning models are trained with data that have been pre-classified [23]. The exam-
ples of input/output functionality are referred to as the training data. Care needs to be taken in
order to ensure that the training data is correctly classified. The supervised learning methods

are categorized based on the structures and objective functions of learning algorithms. Popular
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categorizations include ANN, SVM, and decision trees [28]. In the case of fraud detection, since
legitimate calls occur more often than fraudulent calls, the training data will mostly contain
legitimate calls, leading to a misclassification of the model. This needs attention in the super-
vised learning models. In the upcoming sections discussed some popular supervised machine

Learning algorithms.

B Unsupervised Learning

In this learning method, no label is given in sample data, where instances are unlabeled. Most
of the time, to gate pre-classified training data is difficult, in such cases, unsupervised models
are used to find groups in the training data. The aim of unsupervised learning is to identify
patterns in the data that extend our knowledge and understanding of the world that the data
reflects [23]. Even though they are difficult to evaluate [28], unsupervised models have ad-
vantage over supervised models, that new types of fraud may be identified. The most famous
unsupervised learning methods include k-means clustering, hierarchical clustering, and self-

organization map.

c Semi-supervised Learning

In semi-supervised learning, the given data are a mixture of classified and unclassified data.
This combination of labeled and unlabeled data is used to generate an appropriate model for

the classification of data [25].

D Reinforcement Learning

It’s a type of Learning where an agent learns how to behave in a environment by perform-
ing actions and reinforcement based on the results. Reinforcement learning goes through the

following steps:
1. Input state is observed by the agent.
2. Decision making function is used to make the agent perform an action.
3. The agent receives reinforcement from the environment.

4. The state action pair information about the event is stored.
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3.2.2 Random Forest

From experience in data mining, models working together are better than one model doing it
all. This incites the idea of combining multiple models into a single ensemble model. These
days, it is common to see a number of algorithms generating ensembles, including boosting,
bagging, and RFs. RF is the most popular ensemble classifier [29], that rely on the principle of
combining multiple classifiers and diverse hypotheses, and can potentially lead to much more
robust model than learning a single model. RF is a supervised classification algorithm consists a
collection of tree structured classifiers. This classifier grows independent identically distributed

random vectors and each vector casts a unit vote for the most popular class at the input [29].

The output of random forest is decided by the votes given by all individual trees. Each decision
tree is built by classifying a random samples of the input data using a tree algorithm. Each tree
has a decision to label any testing data. The RF model decides the classification result of the
testing data after collecting the votes of all the tree models. The RF algorithm is presented in
terms of decision trees. Though, the RF algorithm is a meta algorithm, any one of model building

algorithms could be the actual model builder [29].

A Knowledge Representation

In any ensemble approach, the key extension to the knowledge representation is in combing the
decisions made by the individual models. In deploying the model, the builder algorithm builds
all models and then combines them into one model, resulting in a better overall model. At
each node, decision tree performs a simple test with a single feature, to improve classification
accuracy. A functional tree linearly combines several features at decision nodes and leaves,

which is advantageous for large data sets.

RF algorithm builds many decision trees, the number of trees to build is a parameter, which
can be selected during the learning phase. Every decision tree is learned with a random subset
of features from a sampled training set with replacement. The output is decided by the votes
given by all individual trees. Each decision tree is built by classifying the samples of the input
data using a tree algorithm. Then, every tree will be used to classify testing data. Each tree has
a decision to label any testing data. This label is called a vote. Finally, the forest decides the
classification result of the testing data after collecting the votes, and the most popular class is

returned. This scenario is illustrated in Figure 3.1 diagrammatically.
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Figure 3.1: An Ensemble Classifier for RF [30]

The RF algorithm tends to be much more robust to changes in the data. Hence,it is very robust
to noise, means that small changes in the training dataset will have little impact on the final de-
cisions made by the resulting model. RF models are generally very competitive with nonlinear
classifiers such as ANN and SVM. The RF algorithm tends to produce quite accurate models be-
cause the ensemble reduces the instability that observed in build single decision trees. It handle

large data set with higher dimensionality.

In building a single decision tree, the model builder may select a random subset of the observa-
tions available in the training dataset. Also, at each node in the process of building the decision
tree, only a small fraction of the available variables are considered. This Significantly reduces
the computational requirement. It is also suitable when there are many input variables and
little observations and it can handle large dataset with higher dimensionality. RF algorithms
build patterns and detect outliers [28]. The strength of individual trees in the forest and the

correlation between them determines the generalization error of the forest and its trees [29].
RF Algorithm performs the following sequence of steps to accomplish its classification.
Step:1 Choose T number of trees to grow

Step:2 Choose m no of variables used to split each node. m « M, M(input variables)
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Step:3 Grow T trees.
When growing each tree do

+ Construct a bootstrap sample of size n sampled from S, with the replacement and

grow a tree from this bootstrap sample
« At each node select m random variables and use them to find the best split
Step:4 Grow the tree to a maximal extent and there is no pruning

Step:5 To classify point X collect votes from every tree in the forest and then use majority

voting to decide on the class label

A unique characteristic of RF is that only a small number of features are randomly selected for
training each tree. Small values of features have shown to yield high performance values. The
parameter node size controls the size of terminal nodes during node splitting while training a

tree,[29] has recommended using at least 100 trees results in good performance.
Using random features has desirable characteristics such as
« Its accuracy is better than Adaboost.
« It is relatively robust to outliers and noise.
« It is faster than bagging or boosting.
« It gives useful internal estimates of error, strength, correlation and variable importance.
« It is simple and easily parallelized.
« Ability of running on large datasets.

RF model is a good choice for model building, for the reasons that, need very little preprocessing
of the data, resilient to outliers, no need variable selection (the RF model builder is able to target
the most useful variables), each tree is effectively an independent model (each decision tree is
not influenced by the other decision tree when constructed), and the model builder tends not

to over-fit to the training dataset.

3.2.3  Artificial Neural Network

ANN is a system based on the biological neural network, such as the brain. According to [31],

neural networks represent a brain symbol for information processing. ANN have the capabil-
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ity to learn from their environment through an iterative process of adjustments applied to its
synaptic weight and bias level. They are also able to improve their performance through learn-
ing. There are many varieties of learning algorithms for the design of ANN. They differ from
each other in the way in which the adjustment to a synaptic weight of a neuron (node) is for-
mulated. Learning algorithms can be described as a prescribed set of well-defined rules for the
solution of a learning problem. Error-correction, memory-based, competitive, and Boltzmann
learning are among the learning algorithms for ANN. ANN learning paradigm is either super-
vised (associative learning) or unsupervised (self-organizing). In the case of supervised, there
is a need to train or teach the input and output pattern. But for the case of unsupervised neural
network, it only requires input patterns from which it develops its own representation of the

input stimuli.

ANN can be classified in to Feed forward Neural Network, Recurrent Neural Network and Self-
Organizing Map [31]. In Feed forward Neural Network, activation is piped through the network
from input units to output units. Sometimes they are also referred as static networks. It con-
tain no explicit feedback connections. Conventional Feed forward Neural Network are able to
approximate any finite function as long as there are enough hidden nodes to accomplish this.
It is the first and simplest type of ANN. Recurrent Neural Network on the other hand, are dynam-
ical networks with cyclic path of synaptic connections which serve as the memory elements
for handling time-dependent problems. Self-Organizing Map mainly used for cluster analysis.
The big developments in ANN during the past few decades have motivated human ambitions to
create intelligent machines with human-like brain. Nowadays, ANN are considered one of the

most efficient pattern recognition, regression, and classification tools [27] [31].

When ANN is used as a supervised machine-learning method, efforts are made to determine a
set of weights to minimize the classification error. One well-known method that is common to
many learning paradigms is the least mean-square convergence. The objective of ANN is to min-
imize the errors between the ground truth Y and the expected output f(X; W) of the network as
E(x) = (f(X; W) - Y)?. The behavior of ANN depends on both the weights and the transfer func-
tion, which are specified for the connections between neurons. ANN models implicitly define
the relationships between input and output, and, thus, offer solutions for tedious pattern recog-
nition problems, especially when users have no idea what the relationship between variables

is.
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A Perceptron

Perceptron is the simplest kind of ANN, which consists of a single neuron that can receive
multiple inputs and produces a single output. Perceptrons are used to classify linearly separable
classes. As illustrated in Figure 3.2, a perceptron takes a vector of real-valued inputs, calculates
alinear combination of these inputs, then outputs a 1 if the result is greater than some threshold
and -1 otherwise using the selected function. The precise learning problem is to determine a
weight vector that causes the perceptron to produce the correct output for each of the given
training examples. The most common way that the perceptron algorithm is used for learning
from a batch of training instances is to run the algorithm repeatedly through the training set
until it finds a prediction vector which is correct on all of the training sets. This prediction rule

is then used for predicting the labels on the test set.

@ Activation
Fundamental unit of a Meural Network /_f/ function
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Figure 3.2: A Perceptron with Multiple Inputs and Single Output [32]

In perceptron model, the weighted sum is calculated using Equation 3.1 then evaluated and
passed to an activation function, which compares it to a predetermined threshold 6. If the
weighted sum is greater than the threshold 6, then the perceptron fires and outputs 1, otherwise
it outputs 0 (-1).

m
Wi Xj = WXL + .o+ WX (3.1)

J=1

There are Varieties of activation functions that can be used with the perceptron, but the step,

sign, linear, and sigmoid functions are the most popular ones.
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All mentioned above activation functions are triggered at a threshold 6 = 0. However, it is more
convenient to have a threshold other than zero. For that, a bias b is added to the perceptron
in to the inputs. The role of this bias b is to move the threshold function to the left or right,
in order to change the activation threshold. Training the perceptron aims at determining the

optimal weights and bias value at which the perceptron fires.

B Multilayer Perceptron

A single perceptron can solve any classification problem for linearly separable classes. If given

two nonlinearly separable classes, a single layer perceptron network will fail to solve the prob-

lem. Such a nonlinearly separable problem is solved by using most popular types of ANN Multilayer

Perceptron (MLP) [33]. In a MLP neural network, each perceptron receives a set of inputs from
other perceptrons, and according to whether the weighted sum of the inputs is above some
threshold value, it either fires or not. The ANN/MLPis ideally composed of three layers, the in-
put layer, the hidden layer, and the output layer as show in Figure 3.3. The input layer consists
of input nodes which represent the system’s variable. The hidden layer consists of nodes which
facilitate the flow of information from the input to the output layers. The flow is controlled by
weight factors associated with each connector. The output layer consists of nodes which rep-
resent the system’s classification decision. The values of the output nodes are compared with

Limits to determine the output and classify each case.

The weight adjustment, training process consists of running input values over the network with
predefined classification output nodes. This process runs until the weight values are minimized
to an error function. Testing samples are used to verify the performance of the trained network.
As [27] stated, training is defined as the process of iterating through the training set to adjust

the weights. To learn a neural network, random weights and biases are generated at first. Then,
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a training instance is passed to the neural network, where the output of each layer is passed
to the next layer until computing the predicted output at the output layer, according to the
initial weights. The error at the output layer is computed as the difference between the actual
and predicted outputs. According to the error, the weights between the output layer and the
hidden layers are corrected, and then the weights between the hidden layer and the input layer
are adjusted in a backward (The best-known example of a neural network training algorithm
back propagation) fashion. Another training instance is passed to the neural network and to
the process of evaluating the error at the output layer, thereby correcting the weights between
the different layers from the output layer to the input layer. Repeating this process for as many

epochs will help in learning the neural network.

Input Layer Hidden Layer OQutput Layer

Figure 3.3: A Multilayer Perceptron Neural Network [32]

ANN are popular due to their robustness, fault tolerance, ability to learn and generalize adapt-
ability, and parallel data processing. This enables them to solve complex non-linear and multi
input-output relationship problems. And also are useful in practical applications, due to their
ability to do non-linear mapping, parallel processing methodology, ability to learn from the
environment and their subsequent adaptability to the environment. When compared to other
methods, ANN have been shown to be superior as modeling technique for data sets with non-

linear relationships. This enables them to be applied for data fitting and prediction. Pattern
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recognition, forecasting, prediction, and classification are some of the business applications

where neural networks have been used [31].

There can be some issues noticed in ANN, some of them are having many local minima and
also finding how many neurons might be needed for a task is another issue which determines
whether optimality of that ANN is reached. Another thing to note is that even if the neural
network solutions used tends to converge, this may not result in a unique solution [34]. ANN
design include specification of the number of hidden layers and the number of units in these
layers. As good a starting point is to use hidden layer, with the number of units equal to half the
sum of the number of input and output units. The number of input and output units is defined

by the problem.

Generally, properly determining the size of the hidden layer is a problem, because an underesti-
mate of the number of neurons can lead to poor generalization capabilities [35], while excessive
nodes can result in over-fitting and eventually make the search for the global optimum more
difficult. The increased number of parameters increases the time complexity of the learning
algorithm.[12]. Select an initial configuration (typically, one hidden layer with the number of

hidden units set to half the sum of the number of input and output units) then change accord-

ingly [36].

3.2.4  Support Vector Machine

SVM is supervised machine learning algorithm that learn a model from fully annotated data
and then evaluate the model using test data. It is a method for classification of both linear and
nonlinear data. It uses a nonlinear mapping to transform the original training data into a higher
dimension, where it finds a hyperplane that separates the data by class using essential training
tuples called support vectors [27]. SVM gained popularity due to many promising features such
as better empirical performance. SVM was the first proposed kernel based algorithm [27]. It uses
a kernel function to transform data from input space into a high dimensional feature space in
which it searches for a separating hyperplane. SVM is a technique suitable for binary classifica-
tion tasks. SVM were developed to solve the classification problem, but recently they have been
extended to solve regression problems by introduction of an alternative loss function [26]. In
general, it is a classification and regression prediction tool that uses machine learning theory

to maximize predictive accuracy while automatically avoiding over-fit to the data.
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SVM provide a new approach to the problem of pattern recognition with clear connections to
the underlying statistical learning theory. They differ radically from comparable approaches
such as neural networks, in that, it always finds a global minimum [26], and its simple geomet-
ric interpretation provides fertile ground for further investigation. Although the training time
of even the fastest SVM can be extremely slow, they are highly accurate, can model complex
nonlinear decision boundaries. They are much less prone to over-fitting than other methods
[27]. Afterwards, the SVM will be made non-linear and non-parametric by introducing a kernel.

As explained further, it is this characteristic that makes SVM a useful tool.

A Margin Maximization

In svM, the objective is to classify the data points with a hyperplane that has the maximum
distance to the nearest data point on each side and extend this to non-linear boundaries us-
ing kernel trick [26]. Subsequently, such a linear classifier is also called the maximum margin
classifier. There are many classifiers (hyper planes) that separate the data. However only one of
these achieves maximum separation. An SVM analysis finds the line (or, in general, hyper plane)
that is oriented so that the margin between the support vectors is maximized. The reason we
need it is because if we use a hyperplane to classify, this plan may be a local classifier, thus we

see the concept of maximum margin classifier [26].

So the best hyperplane is chosen from several possibilities according to some optimization
criteria (typically training set performance). SVM algorithms find the function (hyperplane) that
returns the largest minimum distance to the examples. This distance is called a margin, and the
examples closest to the margins are then termed support vectors. In Figure 3.4, the points Laid
on the margin lines are support vectors, and the distance between these margin lines is width of
the margin. Because the solution depends only on the support vectors, the remaining examples

are not important in developing the model.

As shown in Figure 3.4, any hyperplane can be written as the set of points X satisfying w’X +
b = 0, where the vector w is a normal vector perpendicular to the hyperplane and b is the
offset of the hyperplane w’ X + b = 0 from the original point along the direction of w. Given
labels of data points X for two classes(class 1 and class 2), we present the labels as y; € {1, -1}.

Meanwhile, given a pair of (WT, b), we classify data X into class 1 or class 2 according the sign
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B wex+5b=1

Class 1 w.-x+b=20
w.Xx+b= -1

Figure 3.4: SVM Classification [23]

of the function f(X) = sin(w’X + b). Thus, the linear separability of the data X in these two

classes can be expressed as Equation 3.2 and Equation 3.3

Xi.W+bz=+1, fory =+1 (3.2)

Xi;wW+bs<-1, fory =-1 (3.3)
Equation 3.2 and Equation 3.3 can be combined to form: Equation 3.4
yi(xiw+b) =1 (3.4)

In addition, the distance from data point to the separator hyperplane w'x + b = 0 can be
computed as = (w! x + b)/||w]|, and the data points closest to the hyperplane are called support
vectors. As denoted in Figure 3.4, the distance between support vectors is called the margin
of the separator, which is simply 2/||w]||. Linear SVM is solved by formulating the quadratic

optimization problem as in Equation 3.5
Minimize (1||w||2)
wh 2 (3.5)

subject to y(wa +b)=1

In the case of linearly separable data, once the optimum separating hyperplane is found, data
points that lie on its margin are support vector points and the solution is represented as a
linear combination of only these points, other data points are ignored. Therefore, the model
complexity of an SVM is unaffected by the number of features encountered in the training data

(the number of support vectors selected by the SVM learning algorithm is usually small). For
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this reason, SVMs are well suited to deal with learning tasks where the number of features is

large with respect to the number of training instances.

Searching for the optimal hyperplane in Equation 3.5 is a quadratic optimization problem, which

can be solved by constructing a Lagrangian.

L,= %HWHZ + gi aiyi(xi.w - b) + i;nlai (3.6)
Most real-world problems involve non-separable data for which no hyperplane exists that suc-
cessfully separates instances in the training set. One solution to the inseparability problem is
to map the data to a higher dimensional space and define a separating hyperplane. This higher-
dimensional space is called the transformed feature space. A linear separation in transformed
feature space corresponds to a non-linear separation in the original input space. Mapping the
data to some other Hilbert space H as ® : IR? — H Then the training algorithm would only
depend on the data through dot products in H, that is on functions of the form ®(x;).®(x;) if
there were a kernel function K such that K(x;, x;) = ®(x;).®(x;), we would only need to use K
in the training algorithm, and would never need to explicitly determine ¢ . Thus, kernels are
a special class of function that allow inner products to be calculated directly in feature space,
without performing the mapping. Once a hyperplane has been created, the kernel function is

used to map new points into the feature space for classification.

Using kernel functions, nonlinear SVM is formulated into the same problem as linear SVM by
mapping the original feature space to a higher-dimensional feature space where the training
set is separable by using kernel functions. Nonlinear SVM is solved by using a soft margin to
separate classes or by adding slack variables &;, as shown in Equation 3.7 and Equation 3.8 for

the positive and negative classes.

xiw+b =+1-§&, fory =+1 (3.7)
XiWw+b =-1+¢§, fory =-1 (3.8)
g =0, v (3.9)

Equation 3.10 is generated combining Equation 3.7, Equation 3.8 and Equation 3.9.
L -
minimize (=||w||%)
w,b,& 2
subject to yi(wld(x;) +b) = 1-§ (3.10)

&i=0
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Thus, for an error to occur the corresponding & must exceed unity, so ), i is an upper bound

on the number of training errors. In this case the Lagrangian is:
L, = EHWHZ + czi: Ei- zl: ai{yi(xiw->b)-1+¢i} —zi:ylfl (3.11)

Where the y; are the Lagrange multipliers introduced to enforce positivity of the & and C is a
tuning parameter. Tuning this parameter can balance between the margin maximization and
the classification violation. Searching for the optimal hyperplane in Equation 3.10, which can
be solved by constructing a Lagrangian and transformed into the dual form and one kernel is

used for the points in the feature space.

It is common practice to estimate a range of potential settings and use cross validation over
the training set to find the best kernel. For this reason a limitation of SVMs is the low speed of
the training. Selecting kernel settings can be regarded in a similar way to choosing the number
of hidden nodes in a neural network. As long as the kernel function is legitimate, a SVM will
operate correctly even if the designer does not know exactly what features of the training
data are being used in the kernel-induced transformed feature space [26]. Some popular kernel

functions are the following:

« linear Kernel K(x,y) = x.y

lx-yl?
+ Gaussian Kernel K(x,y) = e 2?

« Polynomial Kernel K(x,y) = (yx.y + r)?
« radial basis function (RBF) K(x,y) = vyl
« Sigmoid Kernel K(x,y) = tanh(yx.y —r)

SVM is better than ANN for achieving global optimization and controlling the over-fitting prob-
lem by selecting suitable support vectors for classification. SVM can find linear, nonlinear, and
complex classification boundaries accurately, even with a small training sample size. However,
selecting kernel functions and fine-tuning the corresponding parameters using SVM are still

trial-and-error procedures [37].

One of the major problems in the study of SVM is kernel selection, that’s based necessarily on

the problem of deciding a kernel function for a particular task and dataset [26].

SVM can be a useful tool for Fraud detection, in the case of non-regularity in the data, for exam-

ple when the data are not regularly distributed or have an unknown distribution. SVM deliver
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a unique solution, since the optimality problem is convex. This is an advantage compared to

Neural Networks, which have multiple solutions associated with local minima.



DATA PREPARATION

A central problem in machine learning is extracting a representative set of features from which
to construct a classification model for a particular task. Recent research has shown machine
learning algorithms affected by irrelevant and redundant training information [27]. If there is
too much irrelevant and redundant information present or the data is noisy and unreliable, then
learning during the training phase became more difficult. Data Preparation involves processing
the raw data so that machine learning algorithms can produce a structural description of the
information that is implicit in the data. It defines, process and makes suitable to a data mining
technique. It is the first important step in data mining and plays a decisive role in the entire

process.

The objective of this thesis is to detect SIM-Box fraud using historical CDR and additional sub-
scriber profiles to identify anomalies behavior of fraudulent subscribers. The collected large
amounts of CDR need to be organized to form patterns and scenarios of normal usage and fraud
situations. Real-world data are typically noisy, massive in volume, and may originate from a
bulk of heterogeneous sources, hence, knowing the data deeply is a vital prerequisite for data
preparation [27]. Prior to modeling and evaluation,raw data should be prepared for the exper-
iment. Data preparation involves having a closer look at fields and data values, knowing what
the data implies, identifying the fields that make the data and type of values they contain and
their behavior, to get a better sense of it. This helps in fixing inconsistencies incurred during
data integration, identifying existence of outliers and extremes, extract similarity and defer-

ences of data objects with respect to others.

For this particular thesis, subscriber profile and CDR data of mobile subscribers, served from
ethio telecom billing system, were collected and prepared for the experiment. CDR generated
from the usage of active customers for a month period has been collected, stored in a database,

processed and outputted in a format that the experiment required.

Whenever a subscriber makes a call over the operator’s network a toll ticket is prepared which
contains complete information of the call, including subscriber id, called number, duration of

the call, call start and end time, destination location and so on. This detail information about



4.1 DATA COLLECTION

the call is named as CDR. CDR is produced by telephone switches or other telecommunication
equipments on call basis and contain all the information to describe the important character-
istics of telephone call and other telecommunication transaction be it from or to a subscriber
in the network. It contains the fields necessary for billing systems to rate a particular call and
bill the subscriber. CDRs give the details of each voice, SMS and Internet data usage transaction,
originating from and terminating on a subscriber’s device. A Field represents a characteristic or
feature of CDR instance. It may include, telephone numbers involved in the call, date and time
of the call, duration of the call, identification of the cell transmitting the call to the subscriber’s
telephone and more fields. For data preprocessing to be successful, it is essential to dig deeper

to understand the meaning of the records in order to have an overall picture of the data.

The following sections of this chapter discussed in depth the data processing i. e. collecting, un-
derstanding and preparing the data to the intended model building. The first part of this chapter
focuses on data collection process, methods and techniques in simplifying the challenges related
to transferring and storing of the raw data. Then after the next part is understanding and de-
scribing the data collected. Following this process selecting the relevant data for the experiment

is performed. Finally, the data preprocessing is executed.

4.1 DATA COLLECTION

After the approval of data access request from the company, major data source, CDR data collec-
tion started. Due to the bulkiness of the record and resource limitation, storing all CDR for an
extended period is challenging. Moreover, storing these records in a separate machine simpli-
fies the data preparation process and guaranties the safety of the business operations. Taking
this in to consideration, one month CDR stored in a dedicated server allocated for this thesis

work.

CDR dump files in a text file format, snapshot of a file shown in Figure 4.1, are pushed every five
minutes to the server. These revived files have been imported to a database prepared in advance
in this server via automated data loading tool. This process continues for a month starting from
April 26, 2018 until May 25, 2018. This time range is selected considering the access permission
approval and readiness of the allocated server. Collecting one month data is decided upon the
storage and computational resource capacity of the server, as well as sufficiency of the data for
the intended experiment. Concurrently the data imported to the database is segregated based

on call start date and stored in deferent tables, where each table contains one day records. Since
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each day contains approximately about 150 Million records and the entire month records are
about 4.5 Billion generated from about 25 million active mobile subscribers, separating records

per day simplifies data manipulation process.

In addition a sample of 5,000 fraudulent subscriber service numbers were provided by the fraud
management section. These fraudulent numbers were proven and blocked their access to the
network due to their fraudulent activities in the specified time period. These sample fraudulent

subscriber numbers have been imported in to the database as well.
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Figure 4.1: Snapshot of Raw CDR Dump File Section.

4.2 UNDERSTANDING THE DATA

Understanding the target data is primary task for mining the knowledge within it. This step
includes activities such as identifying fields, examining the values they contain and evaluating
their importance for this research. In this process careful analysis of data and its structure is
done together with domain experts. Relationships of the data with the problem at hand and
particular Data-mining tools were evaluated. The dataset acquired in this thesis is collected
from ethio telecom, the telecommunication service provider in Ethiopia. It consists CDR and

customer profile data.

The collected CDR as shown in Table 4.1, contains a total of 33 fields. Some fields are without
values like Calling IMEI others contain duplicate values like Billing Number and Calling number.
Most of them are generated for billing purpose like CHARGE, Call Fee, Account Item ID, Rate
ID, Billing Date, Billing Offering ID and Billing Cycle ID. Upload traffic and Download traffic
contains the Internet usage. CDR_ID uniquly identifies each CDR and RE_ID used to differenti-
ate Voice, SMS and Internet Data usage records. CDR_TYPE included for distinguishing Mobile

Originating ,Terminating or Forwarding call types. CELL_A and CELL_B as well contains the
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ID of Calling and Called district or Cell. Some sensitive fields such as called, calling or Billing

numbers have been hashed for privacy reasons.

Table 4.1: CDR Fields Description

NO Field Name Description
1 CDR_ID CDR Sequence Number
2 RE_ID CDR type ID for voice, SMS and Data
3 BILLING_NBR Billing Number
4 CDR_TYPE Call type Id
5 CALLING_NBR Calling Number
6 CALLED NBR Called Number
7 CALLING_IMEI Calling IMEI
8 CALLING_IMSI Calling 1MSI
9 THIRD_NBR Third Party Number
10 | START TIME Call start time
11 | END _TIME Call end time
12 | DURATION Call duration
13 | CALL_FEE Call fee
14 | CALLED_COUNTRY Called country
15 | CALLING_CARRIER Calling carrier
16 | CALLED CARRIER Called carrier
17 | CELL_A Calling district
18 | CELL_B Called district
19 | STATE_DATE Billing date
20 | CALLING_SUB_ID Calling subscriber ID
21 BILLING_CYCLE_ID Billing cycle ID
22 | CHARGE1 Charge amount
23 | CHARGE2 Charge amount
24 | PRICE_ID1 Rate ID
Continued on next page
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Table 4.1 - Continued from previous page

NO Field Name Description
25 ACCT_ITEM ID1 Account item ID

26 | TRAFFIC_UP Upload traffic

27 | TRAFFIC_DOWN Download traffic

28 | BILLING_OFFERING_ID Billing offering ID

29 ERROR_CDR_TYPE Error CDR Indicator

30 | CALL_FORWARD INDICATOR | Call Forward Indicator

31 | HOT_LINE_INDICATOR Hot Line Indicator (voice mail)
32 CALLING_TRUNK_ID Calling Trunk ID
33 CALLED_TRUNK_ID Called Trunk ID

4.3 DATA SELECTION

As ML aims to address larger, more complex tasks, focusing on the most relevant information in
a possibly sufficient quantity has become higher concern. Unnecessary data should be removed
from the collected data in order to provide relevant information to the ML algorithms. In order
to meet this requirement of the ML process, as the clarity of input dataset has significant factor

on the output, data selection needs to be accomplished with higher attention.

Data selection is a process, which requires domain knowledge to choose useful features that
capture the variability and essentiality of the data for the target ML algorithm to learn patterns
from the data successfully. In addition, it has a vital role in reducing complexity of learning
process and increase fraud detection effectiveness. The behavior of SIM-Box fraud discussed in

detail in Section 2.2.3 is an input for this selection.

4.3.1 Field Selection

As discussed in detail in Section 4.2 the collected CDR has fields with empty and duplicate
contents, and some others are irrelevant for the intended thesis work. Among the 33 fields eight
fields that are considered the most important for the study are selected. Those selected fields
are described in Table 4.2. Moreover, since SIM-Box fraud is relay on mobile phone Subscribers,

CDRs of only mobile phone subscribers are considered.
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Table 4.2: Selected CDR Fields Description

No | Field Description
1 | Calling Number Call originating subscriber number
2 | Called Number Call receiving subscriber number
3 | Call Start Time Date and time where call is started
4 | Call End Time Date and time where call is ended
5 | Call Duration Total time from call start to end
6 | Cell A The caller cell ID
7 | Traffic_up Amount of Uploaded traffic
8 | Traffic_ down Amount of Downloaded traffic

4.3.2 Sampling

Sampling is an important step in many practical data mining applications, and is often used
in handling problems with large data. Considering all the collected records in the dataset is
Challenging. Mining a database of big data is a laborious task, and requires either advanced
parallelized hardware and ML algorithms, or the use of sampling to reduce size of the data to
be considered. In addition, since the provided fraudulent subscriber numbers are much fewer
than the target subscribers, which results unbalanced dataset proportionality of normal and
fraud classes. Usually, the classification algorithms exhibit poor performance while dealing with
unbalanced datasets and results bias towards majority class. In the contrary we need a fairly

high prediction for the minority class.

It is agreed that proper sampling is important in ML [34]. Specially for fraud detection prob-
lems, there are many more legitimate than fraudulent samples. Hence, appropriate classifica-
tion approaches are needed to classify the unbalanced data. There have been several sampling
approaches for coping with unbalanced datasets. Such as selective under-sampling of major-
ity class by keeping minority classes fixed [34]. Decisions about how large of a sample to use
must be made rationally. Consulting literature [2, 8, 14, 15] and domain experts, We decide to
incorporate in the dataset a proportionality of 75% normal and the remaining 25% fraudulent

examples.
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Since the supplied fraudulent numbers are 5,000, we included 15,000 normal numbers. totaly
we used 20,000 subscriber numbers for this thesis. The included normal numbers are selected
using random sampling form about 24.5 million target mobile subscriber numbers. About 14.5
million records generated by the sampled subscribers is applied in this thesis. Detail of the

sampled data is tabulated in Table 4.3.

Table 4.3: Sampled Subscriber Number and CDR

Fraud Normal Total
Subscriber 5,000 15,000 20,000
Records 2,941,199 11,529,383 14,470,582

44 DATA PREPROCESSING

Raw data are generally incomplete, noisy, and inconsistent, it requires some work to make it
relevant for ML. One of the important stages in making ready the raw data to ML is data pre-
processing. This might entail sourcing some additional data, cleaning up the data, dealing with
missing values in the data, transforming the data, and analyzing the data to raise its efficiency

through a better choice of variables.

There are important processes that can improve success when applying machine learning tech-
niques to practical data mining problems. Preprocessing may include model building activities,
because many preprocessing tools build model of the data to transform it. In fact, data prepa-
ration and modeling usually works together for same result. It is necessary to iterate results
obtained from modeling that affect the choice of preprocessing techniques. Upcoming sections

discuss in detail this process.

4.4.1 Data Cleaning

Data cleaning is to fill the vacancy value of the data, eliminate the noise data and correct in-
consistencies in the data. It is time-consuming and labor-intensive procedure, but one that is
absolutely necessary for successful data mining. It needs domain experts support and under-
standing the data in depth. It is used for making sure that the data is free from different errors.
Applying tools that show the distribution of values of fields are very helpful in cleaning data.

These tools simplifyes identifing missing values, outliers, and errors in the data.
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When collecting data, it is not possible to ensure it is perfectly collected, there will be errors in
the data, we need to address data quality issues. The collected data for this thesis, as any big data
collection, have some errors, such as incomplete values, missing value, duplicate records and so
on. In cleaning this data, the process started by selecting only calls generated by mobile devices,
records of other than mobile subscriber numbers are removed. Records which contain any miss-
ing value in any of their fields similarly excluded from the target data. Records which contains
incomplete or invalid values (such as Calling Number length different from 12 characters) are
removed. Records which missed country code (251) prefix are modified by concatenating a pri-
fix to those records. Duplicate records are removed by keeping only a single instance of the
duplicates. In addition quality and validity of the target data is checked in accordance to the

intended machine learning techniques.

4.4.2 Data Aggregation

Another practical question when preprocessing the collected data is, the granularity level of
data aggregation. applying row CDR data in the dataset is useless for the study of SIM-Box fraud
detection. The data must be aggregated to the subscriber level. But need to consider the appro-
priate granularity level. Selecting the right level of aggregation is usually critical for success.
When considering CDR for SIM-Box fraud detection, it is important to understand with respect to
pattern analysis, the time span in which the data should be aggregated over. making too narrow
the granularity level of the time span, suitable patterns for fraud detection may not be able to
noticed. While too broad granularity level have the potential to identify the fraud, but it might
be too late to take preventative action based on the outputs. In either case the fraud detection
tool would be considered ineffective. Researches agreed that accumulated characteristics of a
user yield better discrimination results. However, aggregating for longer period is not advisable

in order to attain some level of real-time detection ability [14].

To test appropriateness of the proposed granularities levels, In this thesis work, we derived the
data into three levels of granularity i. e. 4 hour, daily, and monthly, which can aggregate user
behavior to give better fraud identification capability as well as preserve some level of near
to real time detection capability. In order to prepare the input data for the intended machine
learning algorithms, the following steps have been taken on the sampled records discussed
in detail in Section 4.3. To generate a derived aggregated attributes which are described in

Table 4.4 in a Month, a Day and a 4 Hour span of time, we folowed the folowing steps.

1. The selected CDRs are aggregated in subscriber level.
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2. The aggregated output of voice call, SMS, Internet data and Subscription age are integrated

to form single instance per subscriber per aggregation level.

3. Class label field that would be usable in training the machine to build model has been

added.
Table 4.4: Derived Attributes Description

Attribute Description
TOT_OUT Number of outgoing calls originated from the subscriber
DIS_OUT Number of unique subscribers called
TOT_IN Number of Incoming calls terminated in the subscriber
TOT_SMS Number of text messages initiated from the subscriber
TOT_DATA Sum of Data usage of the subscriber
CELL_OUT Number of distinct cells Accessed by the subscriber
TIME_GAP Average time gap between calls of the subscriber
OUT_RATE Ratio of DIS_OUT to TOT_OUT
TOT_RATE Ratio of TOT_IN to TOT_OUT
DATA_RATE Ratio of TOT_DATA to TOT_OUT
CELL_RATE Ratio of CELL_OUT to TOT_OUT
SUBS_AGE Subscription Age of the subscriber

4.4.3 Data Integration

Before beginning work on ML Process, it is necessary to bring all the data together into an
instances. Integrating data from different sources usually presents many challenges. These var-
ious sources may have dissimilar data storing formats. As discussed in Section 4.4.2 in detail
the selected data is aggregated to the format of the derived attributes described in Table 4.4.
However, voice outgoing call, SMS, Internet data usage, voice incoming calls and subscription
age records of the selected fraudulent and non-fraudulent subscriber samples are stored in def-
erent tables. So, to bring all these records in to a single instance record, that is 4 hour dataset or
daily dataset or monthly dataset of the subscribers, it should be integrated in to a single table

based on the unique value of the records. This integration is shown in Figure 4.2. As described
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all the records are integrated on the unique value (CALLING_NUM) except the voice incoming
which is (CALLED_NUM).

SM5_CDR INC_CDR
% CALLING_MNBR | — VOICE_CDR — | ¥ CALLIED MEBR
TOT_SMS _ TOT_IN
- — | ¥ CALLING MBR | — -
TOT_OUT
DATA_CDR DIS_OUT SUBS_AGE
_ CELL_OUT 7
% CALLING_MBR | «— TIME_GAP . CALLING_MER
TOT_DATA AGE

Figure 4.2: Integration of Aggregated Datasets

4.4.4 Feature Selection

Theoretically, dataset with more attributes in learning process gives better result. However, in
practice this may not be always the case [38]. Most machine learning algorithms are designed
to learn appropriate features to use for making their decisions. Adding distracting features of-
ten confuses machine learning systems. In practical situations there are many attributes for
learning process, some of them feasibly significant, and some are irrelevant or redundant. The
problem is identifying a representative set of features from which to construct a classification
model. For that reason, the dataset must be preprocessed to select useful attributes. Even though,
many learning schemes can select features appropriately and ignore irrelevant ones, but in prac-
tice their performance might be affected. Because of the negative effect of irrelevant attributes
on most ML algorithmes, it is common to precede learning with an attribute selection. More im-
portantly, dimensionality reduction yields a more compact, easily interpretable representation

of the target concept, focusing attention on the most relevant features[24].

Feature selection is a process of selecting subset of features from which to build a predictive
model or classifier [38]. This is usually done for model simplification and increased interpretabil-
ity, reducing training times and computational cost, and to help reduce the risk of over-fitting,

and thus improve model generalization.

Approaches in feature selection includes

Filter method: it makes an independent assessment based on general characteristics of the
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data, attributes filtered to produce the most promising subset.

Wrapper method: to evaluate feature subset using the machine learning algorithm that will
be employed for learning. Making an independent assessment of an attribute subset would be
easy if there were a good way of determining when an attribute was relevant. However, there

is no universally accepted measure of relevance, although several have been proposed [38].

In this thesis work we applied Correlation based Feature Selection (CFS). It evaluates the worth
of a subset of attributes by considering the individual predictive ability of each feature along
with the degree of redundancy between them. The central idea here is that, subsets of features
which are highly correlated with the class while having low inter-correlation are preferred.
However, this method have limitation of selecting features that have locally predictive values
when they are overshadowed by strong, globally predictive features [38]. While a single feature
may account for only a very small proportion of a dataset, a number of such features may cu-
mulatively cover a significant proportion of the dataset. Having this in to consideration, three
subsets of features are proposed. In this preprocessing stage we have tested the three proposed
feature subsets in small sample datasets. Out of which the subset contains all the proposed fea-
tures performed better in all the sample datasets. Then the subset containing the entire features

were taken for this experiment. The designed subsets of futures are listed in Table A.2.

4.4.5 Dataset Formatting

In a typical supervised machine learning task, data is represented as a table of examples or
instances. Each instance is described by a fixed number of measurements, or features, along
with a label that denotes its class. Formatting is a process re-engineering the input dataset into
a formats that is acceptable by the particular ML algorithm. Commonly features or attributes are
of nominal or numeric data type, attaining format consistency in all of the records in the entire
file is critical issue, inconsistency in format of records may create problem in model building. In
our case, all the records used are of numeric format except the class level which is of nominal,
and consistency of format is checked carefully in the entire document, specialty on aggregating

the raw data to derived attributes.

A classification task usually involves separating data into training and testing sets. The set of
training examples are used to produce the learned concept descriptions, and the separate set of
test examples are needed to evaluate the accuracy of the build model. Similarly in this thesis
the preprocessed dataset was partitioned in to two parts, training and testing, as tabulated in

Table 4.5. About 66% of the dataset instances are used for training and the remaining for testing.
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The refined training and test dataset is saved in Attribute Relationship file format (ARFF), which
is an ASCII file format. ARFF is a coma separated values file with a header that describes the
meta-data of the attributes, it is memory efficient and faster than csv. A sample of preprocessed

dataset in ARFF type is shown in Figure A.1

Table 4.5: Summary of Formated Dataset
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Training Dataset Testing Dataset
Aggregation | Normal | Fraud | Total | Normal% | Normal | Fraud | Total | Normal%
4 hour 149984 | 49770 | 199754 75.1 46998 | 16098 | 63096 74.5
Daily 149465 | 49842 | 199307 75.0 46305 | 16848 | 63153 73.3
Monthly 14964 4988 19952 75.0 4758 1894 | 6652 71.5

4.4.6  Removing Outliers

An outliers is an observation with values of variables that are quite different from most other
observations. Typically, an outlier appears at the maximum or minimum end of a variable that
distorts the distribution. Identifying whether an observation is an outlier is quite difficult, the
decision of an outlier vary with application as it depends on the context and the model to
be built. Perhaps under one context an observation is an outlier but under another context it
might be a typical observation. When summarizing the data, performing tests on the data, and

in building models, outliers can have an adverse impact on the quality of the results.

In general outlier detection algorithms include those that are based on distance, density, projec-
tions, or distributions. Distance based approaches are common in data mining, where an outlier
is identified based on an observation’s distance from nearby observations [23, 24]. The most
common data dispersion measures are range, quartiles, interquartile range, box plots, variance

and standard deviation of the data, these measures are useful for identifying outliers.
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Figure 4.3: Snapshot of Incoming Call Attribute
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One approach to dealing with outliers is to remove them from the dataset. However, identi-
fying the outlier remains an issue. In this thesis we applied Interquartile Range (IQR) outliers
identification and removing tool. Figure 4.3 shows a snapshot of incoming calls attribute, part
(a) before outliers removed and (b) after outliers removed. similarly, All the attributes were

examined for outliers and removed the identified outliers.
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In this chapter, we discussed the model building processes followed using selected algorithms
for classification of SIM-Box fraud. It focused on developing models via the proposed algorithms
and prepared datasets, evaluating the developed models applying various performance mea-
sures, and discussed on the outcomes of the experiment and proposed the best model in detec-

tion of SIM-Box fraud.

5.0.1 Experiment Methods

The dataset applied in this experiment, as thoroughly discussed in Chapter 4, were prepared
devoting high care, and similarly the ML algorithms are carefully chosen based on their gener-
alization capability and their detection performance. Putting into consideration the behavior
of SIM-Box fraud and the available CDR data for training and testing ML algorithms, supervised
classification techniques specifically, ANN, SVM and RF were used. These ML techniques are dis-

cussed exhaustively in Chapter 3.

For training the proposed ML algorithms two techniques were suggested. Explicitly, percent

Split and cross validation were used in training the models.

K-Fold Cross-Validation method: In this method, the dataset is divided into mutually exclu-
sive and equal-sized K subsets, then the classifier trained k times on the union of K - 1 subsets
and tested on the k™ subset. This is repeated iteratively changing the test subset from the first
to the k" subset, to get a distribution of the test error of the model. The average error rate of
each subset is therefore an estimate error rate of the classifier [27]. K-Fold Cross-Validation is
used to achieve an unbiased estimate of the model performance. 10-fold cross-validation is the

most common cross-validation technique used for medium sized dataset.

Percent Split method: In this technique the dataset splite into two parts in the model building
session the first part for training and the remaining for testing. The common ratio is 66% for

training and 34% for testing.
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5.0.2  Performance Assessment Measures

In the field of machine learning, there exist certain standard evaluation tools which are com-
monly used to describe different aspects of the developed model. The most common tools sug-
gested for this experiment includes accuracy, precision, recall, F-measure, Root Mean Squared
Error and Receiver Operating Characteristic (ROC). The raw data produced by a classification
scheme during testing are counts of the correct and incorrect classifications from each class.
This information has been revealed in a confusion matrix. A Confusion Matrix is a form of
contingency table showing the comparison between the true and predicted outcomes for a sets
of labeled examples. All the evaluation measures depends on results of the Confusion Matrix.
It shows the overall performance of a classifier. In Table 5.1 structure of the confusion matrix
is described. The rows described the actual value as positive and negative classes, whereas the

columns expressed the predicted values in evaluation.

Table 5.1: Confusion Matrix Values Mapping

Predicted

Positive | Negative

Positive TP FN

Actual

Negative | FP TN

Description of the Four values of the Confusion Matrix are listed below:
« True Positive (TP): Actual SIM-Box cases that were classified as SIM-Box cases.
« False Positive (FP): Normal customers that were classified as SIM-Box cases.
« False Negative (FN): Actual SIM-Box cases that were classified as normal cases.
« True Negative (TN): Normal cases that were classified as normal cases.

TP and TN values of the confusion matrix are the correctly predicted results of the classifier,
where as the values FP and FN are incorrectly predicted results. The suggested Performance

Assessment Measures were discussed in detail as follows.

 Accuracy: is the most common form of performance metrics especially in machine learn-
ing. Although it tells about each class, it may fail in unbalanced class situations as in fraud

detection. Formally, it is defined as the ability to differentiate the suspicious and legiti-
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mate calls correctly. It describes the ratio of correct classification. In this thesis, classifica-
tion accuracy is the primary evaluation criterion for evaluating experiments. Accuracy is
calculate as the proportion of TP and TN to all evaluated instance. Mathematically, this
can be stated as in Equation 5.1.

TP+ TN
TP+FP+FN+TN

(5.1)

Accuracy =

Precision indicates the rate with which fraction of those predicted positive are actually
positive. It is generally not so descriptive of a performance alone. Because it only focuses
on the positive instances, it informs nothing about the negative instances. Since there is
usually a significant trade-off between precision and recall, it is more important when
used in comparative to recall. Precision described mathematically as in Equation 5.2.

. TP
Precision = ————— (5.2)
TP+ FP

Recall also known as Sensitivity or True Positive Rate, measures the proportion of actual
positives which are correctly identified as positive by the classifier. Often it is considered
together with precision since there exists a visible trade off between them. Recall ex-
pressed mathematically as in Equation 5.3

TP
Recall = ———— (5.3)
TP +FN

F-measure A measure that combines precision and recall. It is the harmonic mean of
precision and recall. It can be expressed mathematical as in Equation 5.4

Presision - Recall
F - measure = 2 - — (5.4)
Presision + Recall

Root Mean Squared Error (RMSE) is a quadratic scoring rule which measures the
average magnitude of the error. It is the average of the squares of the difference between
forecast and corresponding observed values,and the square root of the average is taken.
Since the errors are squared before they are averaged, it gives a relatively high weight to
large errors. This means it is most useful when large errors are particularly undesirable.

RMSE expressed mathematical as in Equation 5.5

[1
RMSE = [=Y ;¢ (5.5)
n

ROC curve is a graph of FP Rate versus TP Rate. The area measures the ability of the

classifier to correctly classify the test data. It shows performance of models across all
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possible thresholds. A model that cover larger area in the plot have better classification

ability.

5.1 MODEL BUILDING

In this stage, different models were trained applying varieties of training modes and datasets.
Experiments are conducted on the selected three algorithms, prepared three datasets, training
methods applied, to come up with the best predictive model for SIM-Box fraud detection. All
possible combination of settings were experimented and as a result, a total of 18 models were
built. The statistics of models built per each algorithm, dataset and training modes are recorded
in Table 5.2. Detailed performance measures of all build models were tabulated in Table A.1.
The combination of settings experimented includes, three selected algorithms (RF, ANN and SVvM
were discussed in Chapter 3), for each algorithm three datasets (4, hour, daily and monthly),

discussed in Chapter 4.

Table 5.2: Summary of Built Models Statistics

No of Modle
Algorithm Training Mode 4 Hour | Day | Month | Total

Cross-Validation 1 1 1 3

RF Percentage Split 1 1 1 3
Cross-Validation 1 1 1 3

ANN Percentage Split 1 1 1 3
Cross-Validation 1 1 1 3

SVM Percentage Split 1 1 1 3
Total 6 6 6 18

The upcoming sections addressed model building process of the proposed algorithms. In Sec-
tion 5.1.1 building of models applying RF Algorithm were discussed in detail, Section 5.1.2 fo-
cused on models built using the ANN algorithm and Section 5.1.3 discussed models trained based
on the SVM algorithm. In each section some best classification models were selected and docu-

mented their detail performance measures for evaluation.
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5.1.1 Building RF Models

As it is thoroughly discussed in Section 3.2, RF is best suited for classification problems. This
experiment conducted building models on RF algorithm. We devised to experiment the classifier
in two training options, percent Split and cross validation. To train it with the ready three
datasets(4 hour, daily and monthly aggregated). Consuming all these impute combination 6
RF models were built. Among them 2 are built using 4 hour Aggregated dataset, the other 2
built using daily aggregated dataset and the remaining 2 using monthly aggregates dataset,(see
Table 5.2). This process were explained in Section A, Section B and Section C respectively. The
models were tabulated in each section. Where as, performance results of models built in the
experiment of RF algorithm within various datasets and training options were summarized in

Table A.1.

A Build using 4 hour Aggregated dataset

As described previously in the chapter, this section focuses on training of RF algorithm using 4
hour aggregated dataset. In training the model two training modes were applied. In general two
models were developed and recorded. Detail performance measures of these selected models is

shown in Table 5.3.

Table 5.3: Selected RF Models Using 4 Hour Aggregated Dataset

Time (s) Result

T . . d
raming mode Build Evaluate | F-Measure | ROC | Accuracy

10-Fold Cross Validation 100 903 0.960 0.995 95.987

Percentage Split 92 832 0.954 0.993 | 95.391

The highest classification accuracy that attained in this experiment is 95.99%, from which de-
veloped applying 10-Fold Cross Validation method. This model also attains better ROC area and
F-Measure outcomes. The time took to build a little higher than the model built by Percentage
Split. Generally the model built by 10-Fold Cross Validation method were considered the better

on overall assessment
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B Build using Daily Aggregated dataset

This section gives emphasis in building model of RF algorithm applying daily aggregated dataset.
In training the model similarly, the settings and training modes applied in Section A were re-

peated.. Detail performance measures of the models is shown in Table 5.4.

Table 5.4: Selected RF models using Daily Aggregated dataset

Time (s) Result
Training Mode Build Evaluate F-Measure | ROC | Accuracy
10-Fold Cross Validation 288.53 2596.77 0.972 0.977 97.262
Percentage Split 293.7 2643.3 0.974 0.971 97.4559

The highest classification accuracy attained in this experiment is 97.46%, which developed ap-
plying Percentage Split method. This model also attains better ROC area, F-Measure than the

other model.

C Build using Monthly Aggregated dataset

This section gives emphasis in building model of RF algorithm applying monthly aggregated
dataset. In training the model similarly, the settings and training modes applied in Section A and
Section B are repeated. In general two models were developed. Detail performance measures

of the models is shown in Table 5.5.

Table 5.5: Selected RF Models Using Monthly Aggregated Dataset

Time (s) Result
Training Mode Build Evaluate | F-Measure | ROC | Accuracy
10-Fold Cross Validation 7.06 63.54 0.989 0.995 98.932
Percentage Split 3.76 33.84 0.989 0.995 98.865

The highest classification accuracy attained in this experiment is 98.93%, which developed ap-
plying 10-Fold Cross Validation method. This model also attains better ROC area and F-Measure
outcomes. The time took to build a little higher than the model built by Percentage Split. Gen-
erally the model built by 10-Fold Cross Validation were considered the better on overall assess-

ment
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5.1.2  Building ANN Models

ANN/MLP has promising performance to fraud detection problem, this is deeply discussed in Sec-
tion 3.2. In this section building models using ANN algorithm in similar way to steps followed in
Section 5.1.1 were applied. Following arranged settings of training methods and training dataset
6 ANN models were developed. Among which 2 are built using 4 hour Aggregated dataset, the
other 2 built using daily aggregated dataset and the remaining 2 using monthly aggregated
dataset (see Table 5.2). This were presented in Section A, Section B and Section C respectively.
Developed models were recorded in each section. Where as, the entire experiment results of

ANN algorithm with various datasets and training options were summarized in Table A.1.

A Build using 4 hour Aggregated dataset

In this section models of ANN algorithm using the 4 hour aggregated dataset were built. In
training the model, in the similar approach to Section A, two training modes are applied. Two

models were developed and recorded. Detail performance measures of the models is shown in

Table 5.6.
Table 5.6: Selected ANN Models Using 4 Hour Aggregated Dataset
Time (s) Result
Training mode Build Evaluate | F-Measure | ROC | Accuracy
10-Fold Cross Validation 77 694 0.955 0.993 | 95.426
Percentage Split 336 3028 0.954 0.994 95.430

The highest classification accuracy that attained in this experiment is 95.43%, which developed
with Percentage Split method. This model also attains better ROC area but lesser F-Measure. The

time took to build and evaluate is also higher.

B Build using Daily Aggregated dataset

In this section models of ANN algorithm using daily aggregated dataset were built. In training
the model, in the similar approach to Section B, two training modes were applied. In general

two models were developed. Detail performance measures of the models is shown in Table 5.7.
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Table 5.7: Selected ANN Models Using Daily Aggregated Dataset

Time (s) Result
Training Mode Build Evaluate | F-Measure | ROC | Accuracy
10-Fold Cross Validation | 248.52 2236.68 0.98 0.973 | 97.9925
Percentage Split 236.21 2125.89 0.98 0.973 | 98.0034

The highest classification accuracy that attained in this experiment is 98.00%, which developed
with Percentage Split method. This model attains similar ROC area and F-Measure to the model
built using 10-Fold Cross Validation. The time took to build and evaluate is better than the
model built using 10-Fold Cross Validation. Generally this model is better than the other model

on overall assessment.

C Build using Monthly Aggregated dataset

In this section models of ANN algorithm using Monthly aggregated dataset were built. In train-
ing the model, in the similar approach to Section C, two training modes were applied. In general

two models were developed. Detail performance measures of the models is shown in Table 5.8.

Table 5.8: Selected ANN Models Using Monthly Aggregated Dataset

Time (s) Result
Training Mode Build Evaluate | F-Measure | ROC | Accuracy
10-Fold Cross Validation | 25.42 228.78 0.991 0.995 | 99.0577
Percentage Split 43.91 395.19 0.989 0.995 | 98.9239

The highest classification accuracy attained in this experiment is 99.05%, which developed with
10-Fold Cross Validation method. This model also attains better ROC area, F-Measure, time taken
to build and evaluate than the other model . Generally this model is better than the other on

overall assessment.

5.1.3  Building svM Models

SVM has promising performance to fraud detection problem, this is deeply discussed in Sec-

tion 3.2. In this section building models using SVM algorithm in similar way to steps followed
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in Section 5.1.2 were applied. Following arranged settings of training methods and training
dataset 6 SYM models were developed. Out of these 2 are built using 4 hour Aggregated dataset,
the other 2 built using daily aggregated dataset and the remaining 2 using monthly aggregated
dataset(see Table 5.2). This were presented in Section A, Section B and Section C respectively.
Developed models were recorded in each section. Where as, the entire experiment results of

SVM algorithm with various datasets and training options were summarized in Table A.1.

A Build using 4 hour Aggregated dataset

In this section models of sVM algorithm using the 4 hour aggregated dataset were built. In
training the model, in the similar approach to Section A, twotraining modes are applied. Two

models were developed and recorded. Detail performance measures of the models is shown in

Table 5.9.
Table 5.9: Selected SVM Models using 4 Hour Aggregated Dataset
Time (s) Result
Training mode Build Evaluate | F-Measure | ROC | Accuracy
10-Fold Cross Validation | 41062 369559 0.953 0.946 95.303
Percentage Split 24229 218059 0.953 0.946 95.302

The highest classification accuracy that attained in this experiment is 95.303%, which developed
with 10-Fold Cross Validation method. This model also attains better ROC area but equal F-
Measure. The time took to build and evaluate is larger than the other. Generally this model is

better on overall assessment.

B Build using Daily Aggregated dataset

In this section models of SVM algorithm using the daily aggregated dataset were built. In training
the model, in similar approach to Section B, two training modes are appliedand two models

developed. Detail performance measures of the models is shown in Table 5.10.

The highest classification accuracy that attained in this experiment is 97.53%, which developed

with Percentage Split method. However,its ROC area and F-Measure is the same to the model
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Table 5.10: Selected SVM Models Using Daily Aggregated Dataset

Time (s) Result
Training Mode Build Evaluate F-Measure | ROC | Accuracy
10-Fold Cross Validation 25533.25 229799.25 0.975 0.951 | 97.5104
Percentage Split 22859.62 139.05 0.975 0.951 | 97.5311

build using 10-Fold Cross Validation, and the time took to build and evaluate is better. Generally

this model is better on overall assessment.

C Build using Monthly Aggregated dataset

In this section models of SVM algorithm using the monthly aggregated dataset were built. In
training the model, in similar approach to Section C, two training modes are appliedand two

models developed. Detail performance measures of the models is shown in Table 5.11.

Table 5.11: Selected SVM Models Using Monthly Aggregated Dataset

Time (s) Result
Training Mode Build Evaluate | F-Measure | ROC | Accuracy
10-Fold Cross Validation | 20.11 180.99 0.991 0.993 | 99.0477
Percentage Split 17.56 0.14 0.99 0.993 | 98.9534

The highest classification accuracy that attained in this experiment is 99.048%, which developed
with 10-Fold Cross Validation method. However,its ROC area and F-Measure is similar the other
one, and the time took to build and evaluate is moderate. Generally this model is better on

overall assessment.

To summarize, the model building experiment were accomplished based on the combined Con-
stituents, i. e. three datasets having different granularity levels; three distinct ML algorithms ;
and two training methods. Total 18 models were developed (the detail is shown in Table A.1).
Models of each algorithm were ecorded and discussed in respective sections. The best of these

models selected and discussed their performance measures.
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5.2 MODEL EVALUATION AND DISCUSSION

The aim of this study is to build a model that performs best in detecting SIM-Box fraudulent
subscribers. To meet this goal, features from CDR data were collected and preprocessed . ML
algorithms, which are recommended by many researchers on the field of telecom fraud, were
selected. Training and testing methods applyied. Finally experiment was performed applying
all these fixings. This section presents evaluation of results collected and recorded in the exper-

iments performed in previous sections of this chapter in depth.

In the preceding sections of the chapter, for each algorithm the best models out of the models
trained using 4 hour aggregated dataset based on performance measures were selected. Detail
performance measure of those selected models is shown in Table 5.12 and their confusion matrix

output is also tabulated in Table 5.13.

Table 5.12: Selected Models Trained Using 4 Hour Aggregated Dataset

Time (s) Result
Model , .
Build Evaluate | RMSE Precision | F-Measure | ROC Accuracy
RF 100 903 0.152 0.960 0.960 0.995 95.987
ANN 336 3028 0.161 0.954 0.954 0.994 95.430
SVM 41062 9382 0.217 0.953 0.953 0.946 95.303

The result in Table 5.12 depicts that all models have comparable performance measures. How-
ever the RF model attains a little bit better than the other two in accuracy, Precision, F-Measure,
ROC, RMSE, build and evaluate time. Similarly, outcomes of the confusion matrix in Table 5.13
verifies that, the RF model have a little bit lesser FP (4150) compared to the others(5930 and 5752).
In fraud detection lesser FP is preferable because, it minimizes the risky of blocking legitimate

subscribers.

Moreover Figure 5.1 shows the area under ROC curve of the selected models. It highlighted that
the RF model performs better because, this model covers larger area, in the FP Rate verses TP

Rate plot, than the other two.

Similarly, for each algorithm the best models trained using daily and monthly aggregated datasets
were selected based on their performance measures. Detail performance measure of these se-

lected models is shown in Table 5.14 and Table 5.15 respectively. The results in Table 5.14 and
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Table 5.13: Confusion Matrix of Selected Models

SVM MLP RF
Cassified as
F N F N F N
F | 46318 | 3452 | 46385 | 3385 | 45904 | 3866
Actual
N | 5930 | 144054 | 5752 | 144232 | 4150 | 145834
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Figure 5.1: ROC Curve Comparison of Models

Table 5.15 describes that all models have comparable performance measure. However the ANN

model attains a little bit better than the other two in accuracy, Precision, F-Measure and ROC.

In general, the difference in performance measure between the models is very small. For in-
stance, the difference in accuracy between the highest and lowest performers is less than 0.7%.
From the summarized results it had been observed that all the models attained an acceptable

level of performance.

Similarly, we have taken the best model with accuracy 95.987, which is developed applying 4
hour aggregated dataset (see Table 5.12). The best model with accuracy 98.003, which is de-
veloped applying daily aggregated dataset (see Table 5.14), and the best model with accuracy
99.058, which is developed applying monthly aggregated dataset (see Table 5.15). The perfor-

mance of models developed using different granularity level datasets were compare. This com-
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Table 5.14: Selected Models Trained Using Daily Aggregated Dataset

Time taken Result
Model Build evaluate | F-Measure | ROC | Accuracy
RF 294 2643 0.972 0.977 97.456
ANN 406 3656 0.980 0.974 98.003
SVM 22860 139 0.975 0.951 97.531

Table 5.15: Selected Models Trained Using Monthly Aggregated Dataset

Time taken Result
Model Build evaluate | F-Measure | ROC | Accuracy
RF 7.06 63.54 0.989 0.995 98.932
ANN 25.42 228.78 0.991 0.995 99.058
SVM 17.56 0.14 0.991 0.993 99.048

parison of accuracy of the models is shown in Figure 5.2. The graph describes the comparison

of the accuracy of the models in a data aggregation level verses accuracy plot. From Figure 5.2

we can observe that accuracy increases with granularity level increases form 4 hour to monthly.

That means, accuracy is directly proportional to the data aggregation level of the historical data.

After that, we were tasted those three models discussed above using different granularity level
test datasets, i. e. the 4 hour, Daily, and monthly test dataset to evaluate their performance in

these data granularity levels. This result were summarized in Table 5.16. The first column of the

table lists the selected models from different granularity level, that is 4 hour, daily, and monthly.

The second column of the table displays the accuracy of the models, the third fourth and fifth
columns of the table shows the accuracy of the models test result when they were tested using

4 hour, Daily, and monthly test dataset respectively. The accuracy in the third column is the

result of the models when all the selected models tested using 4 hour aggregated test dataset.

And similarly the fourth and fifth columns are of the daily and monthly aggregated test datasets

respectively.

From the results we can observe that the 4 hour model attains acceptable accuracy level on all
different test datasets, whereas the monthly model attains well only on the monthly test dataset,

it scores less than 50% on the 4 hour and daily test datasets.
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Figure 5.2: RF Models Comparison by Granularity Level

Table 5.16: Comparison of Models Built Using Deferent Datasets

Test Test Accuracy
Model Accuracy | 4 hour Daily Monthly
4 Hour 95.987 96.535 92.669 90.120
Daily 98.003 81.270 98.003 94.527
Monthly 99.058 32.819 46.708 96.96

Comparative results of these tests is displayed in Figure 5.3 diagrammatically. The horizontal
axis displays the selected best models, and the vertical axis shows accuracy of the test results.
On the 4 hour best model all the test results are greater than 90%, whereas in the monthly

dataset model the result of the 4 hour and daily test datasets are less than 50%.

The focus of this study was to come up with a set of features that can be used to effectively
identify SIM cards originating from SIM-Box devices, and machine learning techniques that can
classify subscribers with high performance. To attain this objective, primarily, to identify use-
ful features of the data in determining SIM-Box fraud. The CDR data were collected, analyzed,
selected and processed to enhance significance of the data. From the entire 33 fields of the col-
lected CDR 8 use-full field were selected and from which a total of twelve features were derived,
aggregated and integrated. Different data reduction techniques were applied on the data and

finally we generated three different profiles, which are 4 hour, daily and monthly aggregated
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Figure 5.3: RF Models Comparison by Test Dataset

profiles. The derived features are Total Outgoing Calls, Distinct Outgoing Calls, Total Incom-
ing Calls, Distinct Cells Accessed, Total Number of SMSs, Total Amount of Internet Data Used,
Average Time Gap between Calls, Subscription Age, Total to Distinct Outgoing Calls Ratio, Dis-
tinct Cells Accessed to Total Outgoing Calls Ratio, Total Amount of Internet Data Used to Total

Outgoing Calls Ratio, and Total Incoming to Total Outgoing Calls Ratio.

Secondly, we have proposed machine learning algorithms, which have better learning potentials
for detection of SIM-Box fraudulent subscribers. The suggested ML algorithms are RF, ANN and
SVM. Besides three model training methods i. e. Training/test dataset, 10-Fold Cross Validation
and percentage split of 66%; and common performance measures were suggested and discussed

in detail.

Then after, by applying these ML algorithms in the prepared dataset 18 different models were
built. Among these models comparison have been made, based on suggested performance mea-
sures, to select the best model that resulted with highest performance level for each data profile.
Even though the difference in performance observed between the models is very small, however
the RF algorithm attains a little bit higher performance than the other algorithms in the 4 hour
dataset and the ANN model in the other two dataset profile types. For the 4 hour aggregated
dataset profile RF model which is developed using the method 10-Fold Cross Validation that
attains accuracy of 95.987% was selected. As well for the daily aggregated dataset profile ANN
model which is developed using the method Percentage Split that attains accuracy of 98.003%
was selected.For the monthly aggregated dataset profile ANN model which is developed using

the method 10-Fold Cross Validation that attains accuracy of 99.058% was selected. From these
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outcomes we had observed that, the classification accuracy increased with the granularity level

increase. This is similar to related works such as [2, 17].

Finally, these selected as the best from each data profile were tested applying the same test
dataset to all of them. A 4 hour aggregated test dataset was applied to all of them and recorded
an outcome of 32.82%, 81.27% and 96.54% for the Monthly, Daily and 4 hour models respectively.
Similarly when a daily aggregated test dataset was applied to all of these models the perform
46.71%, 98.003% and 92.67% and when a monthly aggregated test dataset was applied to all of
these models 96.96%, 94.53% and 90.12% were observed. From this observation we can finger
out that the 4 hour model performs well on all profile type test datasets. This result depicts
that a model trained with a dataset that contain easily identifiable patterns (like the monthly
dataset) will face a challenge in predicting a test dataset that contains patterns challenging to
identify (like the 4 hour test dataset). In the reverse a model trained with a dataset that contains
patterns challenging to identify (like the 4 hour test dataset) can predict well in a test dataset

that contain easily identifiable patterns (like the monthly dataset).
Initially, we started our thesis by stating three research questions to be answered i. e.
1. What usage data features can be sensible for SIM-Box fraud detection?

« For SIM-Box fraud detection useful data features were identified, derived and applied

in the experiment.
2. What data granularity level is effective in mitigating SIM-Box fraud problem?

« For SIM-Box fraud detection a data granularity level of 4 hour were tested in com-
parison to daily and monthly granularity level. It attains an acceptable level of per-
formance with less than 4% difference in accuracy to the monthly profile. Since,
granularity level of 4 hour provides a near-to-real time fraud detection capability it

is preferable for SIM-Box fraud detection.

3. What machine learning technique can effectively predict patterns of SIM-Box fraudsters

behavior form usage data?

« For SIM-Box fraud detection RF algorithm was selected as the best classification al-

gorithm compared to ANN and SVM for the 4 hour data granularity level dataset.

Therefore, when we compare the outcomes with our objectives, we meet that, useful features

for SIM-Box fraud detection were identified, the data granularity level of 4 hour, which provides
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5.2 MODEL EVALUATION AND DISCUSSION

a near-to-real time fraud detection capability, were tested and compared to other granularity
levels. The 4 hour data granularity level attains acceptable level of performance. RF algorithm
was selected as the best classification algorithm compared to ANN and SVM for the 4 hour data
granularity level dataset. Additionally, discussion with domain experts were conducted. Experts
from the fraud management domain evaluate the resulted models and suggested that, though

it needs time and resources to investigate thoroughly, it have promising outcomes.
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CONCLUSION AND RECOMMENDATION

The objective of this research was to develop model for detecting and predicting SIM-Box fraud
using data mining techniques. To achieve this objective CDR data collected and processed. Mod-
els were built, evaluated, and those with better performance were proposed. This chapter dis-
cusses on the outcomes and findings of the research. Based on these results derived a conclusion

and provided recommendations.

6.1 CONCLUSION

Telecommunication operators in developing countries subsidize their cost of expansion by tar-
iffs collected from international calls. However SIM-Box fraudsters abuse this scenario by deliv-
ering less expensive price to callers and divert the revenue from operators. The VoIP technology
with SIM-Box and local SIM cards supports them in diverting the international call and deliver
them back as a local call. A mechanism which support to detect SIM-Box frauds early, and hinder

the fraudsters making business helps the operators to minimize their loss of revenue.

In this research, we have analyzed CDR data and identified twelve relevant features to distin-
guish SIM-Box fraudulent from legitimate subscribers. The CDR features, that reveal the useful
user profile, need higher attention. Understanding behavior of the fraud type deeply is basic for
the success of the study. Data is being generated at a faster rate than ever before from mobile
devices, this data have valuable information about frauds within it. However, accumulating this
big data for long period of time for analysis is challenging. So there is a need to device mitigat-
ing this challenge. One of which is to devise near-to-real time analysis approach. In this study
we propose to test near-to-real time approach. We proposed three dataset profiles (4 hour, daily,
and monthly aggregated) by deriving the identified features. Grounded on the features of the
fraud, we have also selected three classifiers RF, ANN and SVM. Combining these constituents
a number of models were developed. Among the obtained models those with better detection

performance from each profile type were selected.



6.2 RECOMMENDATION

The RF models scores slightly higher performance than the other two on the 4 hour dataset
profiling. The accuracy of the model built with the 4 hour datasets are 95.987% and on the
daily and monthly dataset is 98.003% and 99.058 respectively. We can observe from this, the
performance of models increases with the increase of data granularity level. This is due to the
generation of more identifiable user patterns from historic user data accumulated for longer
period. However the model with lower data granularity level tested here attains acceptable

accuracy level with lesser than 4% difference from the higher granularity level.

The RF model built with the 4 hour dataset attains 96.535%, 92.669%, 90.12% when tested with the
4 hour, daily, and monthly dataset respectively. Where as the accuracy of the RF model built with
monthly dataset is 32.82%, 46.71%, and 96.96% when tested with the 4 hour, daily, and monthly
dataset respectively. This shows that the model built with monthly dataset can only used for
datasets of monthly aggregated. Whereas the model built with the 4 hour dataset can be used
in all aggregation levels. Profiling patterns with narrow granularity level have flexibility, which
can be equally applicable in higher granularity level profiles, and reliable in dealing with larger

amount of input data.

This result concludes that, model built with the 4 hour aggregated dataset is more appropriate
for use in classification model for SIM-Box fraud detection. Since it can be applied to higher gran-
ularity level profiling types and provides the near-to-real time fraud detection capability. This
allows telecom providers to detect fraudulent subscribers early and deactivate the associated
SIM cards rapidly. This capability fundamentally eliminates the economic incentive to conduct

such fraud. As a result the loss in revenue of operators decreases.

6.2 RECOMMENDATION

For the future work we recommend the following directions. More refinement of data features
may improves performance and accuracy of the technique, for instance including the ratio of
IMSI to IME], if the data is available. I our case this in not included because IMEI data were not
available. This thesis focuses on SIM-Box fraud detection, whereas there are a lot of frauds in the
industry, doing similar study on other fraud types and methods is recommendable. We analyzed
CDR data, studding SIM-Box fraud detection from the effect of traffic congestion, quality of the

audio of the calls and real time signal analysis (if data available) can be research topics.
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APPENDIX

A.l

SUMMARY OF MODELS BUILD

Table A.1: Summary List of Models Build

Time taken Result
Test mode Build evaluate | F-Measure | ROC | Accuracy
RF - 4 Hour
Cross Validation 100 903 0.960 | 0.995 95.987
Percentage Split 92 832 0.954 | 0.993 95.391
RF - Daily
Cross Validation 289 2597 0.972 | 0.977 97.262
Percentage Split 294 2643 0.974 | 0.971 97.456
RF - Monthly
Cross Validation 7 64 0.989 | 0.995 98.932
Percentage Split 4 34 0.989 | 0.995 98.865
ANN - 4 Hour
Cross Validation 77 694 0.955 | 0.993 95.426
Percentage Split 336 3028 0.954 | 0.994 95.430
ANN - Daily
Cross Validation 397 3569 0.980 | 0.974 97.991
Percentage Split 406 3656 0.980 | 0.974 98.003
ANN - Monthly
Cross Validation 25 229 0.991 1 99.0577

Continued on next page




A.1 SUMMARY OF MODELS BUILD

Table A.1 - Continued from previous page

Time taken Result

Test mode Build evaluate | F-Measure | ROC | Accuracy

Percentage Split 44 395 0.989 1 98.9239
SVM - 4 Hour

Cross Validation 41062 9382 0.953 | 0.946 95.303

Percentage Split 24229 3191 0.953 | 0.946 95.302
SVM - Daily

Cross Validation 25533 229799 0.975 | 0.95 97.5104

Percentage Split 22860 139 0.975 | 0.95 97.5311

SVM - Monthly
Cross Validation 20 181 0.991 | 0.993 99.048
Percentage Split 18 0 0.990 | 0.993 98.953
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A.2 SAMPLE TRAINING RUN INFORMATION 70

A.2 SAMPLE TRAINING RUN INFORMATION

Listing A.1: A Snapshot of RF Model Training Run Information

== Run information ===

Scheme: weka.classifiers.trees.RandomForest -P 100 -I 100 -num-
slots 1 -K 0 -M 1.0 -V 0.001 -S 1

Relation: h4 00

Instances: 199754

Attributes: 13

TOT_OUT

DIS_OUuT

OUT_RATE

TOT_IN

TOT_RATE

CELL_OUT

CELL_RATE

TIME GAP

TOT_SMS

TOT_DATA

DATA_RATE

SUBS_AGE

CLS

Test mode: 10-fold cross-validation

=== Classifier model (full training set) ===

RandomForest

Bagging with 100 iterations and base learner

weka.classifiers.trees.RandomIree -K 0 -M 1.0 -V 0.001 -S 1 -do-not-

check-capabilities

Time taken to build model: 100.35 seconds



A.2 SAMPLE TRAINING RUN INFORMATION

=== Stratified cross-validation ===

=== Summary ===

Correctly Classified Instances 191738 95.9871 %
Incorrectly Classified Instances 8016 4.0129 %
Kappa statistic 0.893

Mean absolute error 0.0471

Root mean squared error 0.1524

Relative absolute error 12.5966 %

Root relative squared error 35.2373 %

Total Number of Instances 199754

=== Detailed Accuracy By Class ===

TP Rate FP Rate Precision Recall F-Measure MCC ROC Area
PRC Area Class

0.922 0.028 0.917 0.922 0.920 0.893 0.995
0.986 F

0.972 0.078 0.974 0.972 0.973 0.893 0.995
0.998 N

Weighted Avg. 0.960 0.065 0.960 0.960 0.960
0.893 0.995 0.995

=== Confusion Matrix ===

a b <-- classified as
45904 3866 | a=F
4150 145834 | b =N
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A.3 SUBSETS OF FUTURES SELECTED

SUBSETS OF FUTURES SELECTED

Table A.2: Subsets of Selected Features

Subset 1 Subset 2 Subset 3
TOT_OUT X X
DIS_OUT DIS_OUT DIS_OUT
OUT_RATE || OUT RATE || OUT RATE
TOT_IN TOT_IN TOT_IN
TOT_RATE TOT_RATE X
CELL_OUT X X
CELL_RATE || CELL_RATE || CELL_OUT
TIME_GAP TIME_GAP TIME_GAP
TOT_SMS TOT_SMS TOT_SMS
TOT_DATA TOT_DATA X
DATA_RATE || DATA_RATE || DATA_RATE
SUBS_AGE SUBS_AGE SUBS_AGE
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A4 SAMPLE DATASET

Preliation dayos

Fattribute
Baceribuce
Bacoribute
Batcribuce
Fattcribute
Fattribute
Baccribuce
Batcribuce
Batcribuce
Battribute
FattEribute
Baceriburte
Bactcribuce
Fattribute

Fdata

CALLING NBR numeric
TOT_OUT numeric
DIS_OUT numerlic
OUT_FRATE numesric
IOT_IN numeric
TOT_RATE numeric
CELL_OUT numeric
CELL_RATE numeric
TIME GAF numeric
TOT_SHS numeric
TOT_DATRA numeric
DATA_PBRATE numeric
SUBS_AGE nummric
CLS [F,HM}

A4 SAMPLE DATASET

25193031333238325000,70,70,21,0,0,4,0.06,6.59,0,0,0,15,F

25183230353 7333225000,29,8,0.28,17,0.59,12,0.41,21..66,1,0.07,0, 2988, 1
Z2519303233333&6306000, 76,76, 1,30,0.39,3,0.04,1.59,5,139,1.83, 680, F
ZE51931303EIZATIIS000, 36,13,0.36,15,0.42,18,0.5,23.6,1,34.8,0.97,3331,. W
25193132383336346000,23,11,0.48,16,0.7,11,0.48,37.67,4,0,0,2920,H
25193337383839370000,5%,51,1,3,0.06,2,0.04,8.56,24,157,3.08, 1614, F
Z51931313213737300000,30,15,0.5,25,0.83,17,0.57,27.9,2,32.5,1.08,4785,
Z25193133323430390000, 20; 15, 0-75,50,2.5,T7,0.35,37.21;1;,16.-51,0.83,391=Z;N

25193431343836330000,21,9,0.43,7,0.33,5,0.24,7.51,1,0.01,0,1277, 1
2519313132363031500&,11.5.0.45.5.ﬂ.45.11,1,5.48.5,15.44,1.1,1294,ﬂ
25193131353439355000,14,10,0.71,4,0.29,2,0.14,28.79,1,6.42,0.46,12320,N
25193138323739345000,21,16,0.76,5,0.24,7,0.23,11.59,1,0.01,0,2893, N
25193232323230314000,11,7,0.64,4,0.36,4,0.36,17.58,1,4.75,0.43, 2430, H
25193133363030335000,5,3,0.6,3,0.6,4,0.8,36.44,8,4.15,0.83, 3581, N
25193132343334300000,3,1,0.33,6,2,2,0.67,17.49,1,0.7,0.23, 3238,
25193734303338373000,21,21,1,0,0,3,0.14,0.77,0,0,0,84,F
25193131383838376000,12,58,0.67,3,0.25,4,0.33,17.5,5,9.11,0.76, 2908, 1
25193131343234343000,10,9,0.9,8,0.8,6,0.6,19.64,2,1.96,0.2,1465,
25193032363639312000,211,11,1,5,0.4%5,4,0.36,7.7,0,0,0,11,F
25193330353431323000,8,5,0.63,7,0.88,3,0.38,13.22,1,0.24,0.03, 66, N

Figure A.1: A Snapshot of ARFF Format Sample Dataset, 4 Hourly aggregated sample profile
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