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Abstract
Customs, which is one of the three wings in Ethiopian Revenues and Customs Authority
(ERCA), is established to secure national revenues by controlling imports and exports as well as
collecting governmental tax and duties. This research focuses on identification, modeling and
analysis of various conflicting issues that Ethiopian customs faces. One of the major problems
identified during problem understanding is controlling and management of fraudulent behavior
of foreign traders. The declarants' intent to various types of fraudulent activities which result in
the need for serious inspection of declarations and at the same time, the huge amount of

declarations per day demand significant number of human resource and time.

Recognizing this critical problem of the government, ERCA adopt Automated System for
Customs DAta (ASYCUDA). ASYCUDA attempts to minimize the problems through risk level
recommendation to declarations using selectivity method that uses five parameters from the
declarants' information. The fundamental problem to ASYCUDA risk leveling is, restricting the
variables which are used to assign risk level; this may lead to direct the declaration into

incorrect channel.

This research proposed a machine learning approach to model fraudulent behavior of importers
through identification of appropriate parameters'from the observed data to improve the quality
of service at Customs, ERCA. In this research, the researcher proposed automated fraud
detection models which predict fraud behaviors of importing cargos, in which the problem
associated with ASYCUDA risk leveling will be minimized. The models have been built
through machine learning techniques by using the past data which was collected from customs

data of ERCA. The analysis has been done on inspected cargos records having 74,033 instances

and 24 attributes.

Four different prediction models were proposed. The first model is fraud prediction model,
which predicts whether incoming cargo is fraudulent or not. The second model is fraud category
prediction model, which identifies the specific type of the fraud category among the ten
identified categories. The third model is fraud level prediction model, which classifies the fraud

level as high or low. The last model is fraud risk level prediction model which is used to

classify the risk level of importing cargos into high, medium or low.



Moreover, from the recommendation of IEEE, four best machine learning approaches have been
tested for each of the identified prediction models. These are C4.5, CART, KNN and Naive
Bayes. Based on the results which are obtained through various experimental analyses, C4.5 is
found to be the best algorithm to build all types of the prediction models. The accuracy obtained
in the first, second, third and fourth scenarios using C4.5 machine learning algorithms are

93.4%, 84.4%, 89.4%, and 86.8% respectively.

The next best algorithm, Classification and Regression Tree (CART), performed an accuracy of

92.9%, 80.1%, 89.4%, 85.3% for the first, second, third and fourth scenarios respectively.

The researchers observed that both C4.5 and CART perform better for fraud prediction and
fraud level classification compared to fraud category and risk level prediction. Moreover, Naive

Bayes statistical approach is found to be very poor.

Key words: Fraud prediction, fraud category prediction, fraud level prediction, fraud risk level

prediction, classification, machine learning algorithm, ASYCUDA.
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CHAPTER ONE
INTRODUCTION

1.1 Ethiopian Revenues and Customs authority

Customs is the main revenue’s body of most countries which is responsible to administer the
tasks of importing and exporting of goods as well as collecting duties [1, 2]. The duties collected
are usually a major source of a country’s income. Ethiopian Customs Authority is a
governmental agency established to secure national revenues by controlling imports and exports
[3]. The Authority protects domestic industry through counteracting contraband activities and
held a hand in assisting the economic development of the country. It is responsible for the
customs clearance of imported goods as well as tax collection at the customs border. Presently, it
is merged with Federal Inland Revenues Authority and Ministry of Revenues; and renamed as
Ethiopian Revenues and Customs Authority (ERCA) due to the Business Process Re-engineering
[3. 4].

Consequently, the responsibilities of the authority become dramatically expanded. It is now
concerned with all aspects of revenues collection including domestic taxes. In addition to this,
the authority also responsible in issues like social security, health care, environmental protection,
and overall control of foreign transactions covering false indication of origin, illegal foreign

exchange transactions and money laundering.

Customs work has two common characteristics: huge amount of cargo transactions and
impossibility of examining all goods of the transaction. Hence, facilitating the movement of
genuine passengers and cargos is a challenge in customs administration while applying controls
to detect customs fraud. On the other hand, international organizations like United Nations
Conference on Trade And Development (UNCTAD) push in simplifying clearance and release of
genuine passengers and goods while also controlling transactional crime. As stated in negotiation
of UNCTAD, it is necessary to balance between these two conflicting issues (i.e. facilitation of

service and controlling of fraud) [5].

Furthermore, simplifying customs inspection is recommended and proposed under the revised

Kyoto convention of World Customs Organization (WCO) and. World Trade Organization
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(WTO) trade facilitation negotiation respectively [5. 6]. Using risk management technique is put

forward by WTO as a means of facilitating clearance of goods [5].

Given the high volume of transactions in customs, many customs administrations apply risk
analysis to determine which goods should be examined and to what extent. In addition to this,
risk analysis and risk assessment are processes which are used to identify the most serious risks

which need priority action [5].

Due to building risk profile, ERCA also apply risk analysis in order to handle the large amount
of transaction through Automated SYstem for CUstoms DAta (ASYCUDA) using selectivity
method. One of the main objectives of ASYCUDA is the production of accurate timely statistics
by providing an opportunity to captures Import-Export data at source; i.e. following the
submission of a declaration to customs as part of the declaration validation and Import-Export

processing mechanism [7].

Selectivity method is a technique which is used to classify risks into different level through
selectivity module of ASYCUDA. Here, risk refers to the potential for non-compliance and the
possibility of event or activities that will have a negative impact up on ERCA's main objective
which is revenue collection [7]. In ASYCUDA, there are four classes of risk levels [5, 8, 9].

They are red, yellow, green and blue and described as follows.

* Red: is a color code which is assigned for declarations that contain high risk cargos.
Cargos associated with high risk level require physical examination and document

checking.

e Yellow: is a color code which is assigned for declarations that associated with medium
risk cargo. Documentary checking is required for cargos' declaration targeted to this
channel. Moreover, Sample physical examination might be made in addition to

document checking.

o Green: is a color code for low risk cargo. A cargo directed to this channel should be
permitted for immediate release without any examination (i.e. physical examination and

document checking is not required at all for cargos directed to this channel).



e Blue: is a color code which is assigned for cargos' declaration of Authorized Economic
Operators (AEO). AEOs are special privileged organizations based on their past history
regarding fraud, the exposure to fraud and their great contribution to the country. These
organizations are assigned without considering the selectivity method equation which is
described in section 2.2.1.2. Document checking at later stage (post audit) is performed

for cargos assigned with this color.

This cargo’s risk level classification is believed to minimize resources that will be wasted in
physical examination of all cargos; by classifying incoming cargo into different risk levels and
performing selective examination based on the classification result. The risk level of cargo
indicates the possibility of fraudulent activities on certain cargo as well as the impact of fraud on

revenue collection.

Selectivity, as a risk management method, is enforced in many countries as a consequence of
using integrated customs clearance management system [6]. Presently, more than 90 countries
use ASYCUDA for import and export declaration processing [10]. This system is not efficient in
supporting risk managements of customs authorities since ASYCUDA’s risk management
module is forced to be depend on the option of being able to apply and combine simple selection
criteria (lists of importers, origins, Harmonized System code (HS-code) or commodity code,

transistor, etc.)[6].

Due to the large amount of cargo transactions in customs, large number of declarations are
registered and processed per day. Accordingly, Physical examination of all declarations' cargos
cannot be practical due to high amount of cargo transaction and limited amount of resources in
customs [11]. Recognizing this critical problem of the government, ERCA adopt ASYCUDA
which implement selectivity method, however it has problems regarding risk level assignment.
The data size in customs is increasing significantly. However, this large amount of data contains
hidden knowledge that is important to identify the fraud behaviors of importing cargo which can

be discovered through machine learning techniques.

1.2 Fraud and Fraud Detection

In [12], Fraud can be defined as the misuse of organization’s profit without necessarily leading to

direct legal consequences. According to Concise Oxford English Dictionary, fraud is defined as

3



“wrongful or criminal deception intended to result in financial or personal gain™. In the case of
customs, it may refer as incorrect description of goods, undervaluation of goods,
misclassification of goods, under payment of taxes due, invoice falsification and etc. [13].
Usually, these can be occurred when a customer tries to minimize the amount of tax due which
depends on various variables such as: incorrect HS-code, country of origin, weight, number of
items, Custom Procedure Code (CPC) and others. So that, providing appropriate controlling

technique is very important to handle fraud.

Fraud detection is one part of the fraud controlling techniques which can be achieved through
automation and helps to reduce the manual parts of screening/checking process [12]. Nowadays,
it becomes a central application area for knowledge discovery in databases and machine learning

applications, even though it has challenging technical and methodological problems to be applied

.

There are various fraud detection techniques to recognize patterns of fraudulent transactions. For
instance, in [11], a clustering method was proposed to build a fraud detection model in which the
model can select interesting subsets which return higher recovery from customs declaration. In
[2]. association rule based classification technique was proposed to build predictive model which
identify higher probability of fraud in customs. It offers an opportunity to detect customs fraud
with limited examination of imported goods by available scarce resources through directing the
appropriate customs channel. H. Shao et al. [1] proposed classification method for building fraud
detection model for identification of fraudulent behavior of customs' declaration. In [14], F.
Bonchi et al. proposed a classification-based methodology for planning audit strategies in fraud
detection of tax. In [15], A. Kumar and V. Nagadevara proposed application of classification

based machine learning techniques for detecting customs fraud.

In this research classification based fraud detection model have been proposed to predict the

fraud behavior of incoming cargo which improves the quality of service in customs of ERCA.

The remaining parts of this chapter have been organized as follows. In Section 1.3, the

motivation behind this research has been presented. The detailed discussion about the problem

! Concise Oxford English Dictionary-10th edition



which necessitated this research is addressed in Section 1.4. Section 1.5 contains the significance
of this research. The objective and scope of the research has been presented in Section 1.6 and
Section 1.7 respectively. Finally, the methodology including tools used in this research has been

described in Section 1.8. 1.9 outlines the organization of this thesis.
1.3 Motivation of the research

The common characteristic of customs work is high amount of cargo transaction and the
difficulty of checking all cargos of the transaction [5, 6]. As a result, customs administrations
face challenges in facilitating the clearance of cargo in accordance with controlling fraud [5].
This requires effective way of risk management that classifies risks into different levels, and can
solve two conflicting issues; controlling fraud and facilitating service. In order to solve this
problem, the selectivity method that is used under ASYCUDA has been used though it has
various problems. Among this, usually risk levels of cargos' declarations are assigned
incorrectly. So that, tax will be uncollected as cargos which have high risk are incorrectly
classified to low risk level and leaves custom’s zone without any physical examination. On the
other hand, when the low risk cargo is incorrectly classified as high risk cargos and physical
examination is conducted, resources will be wasted due to incorrect risk level assignment, at the
same time the genuine customer/importer might be mistreated or forced to wait for extra longer
time unnecessarily. This is due to declarations are directed improperly to wrong customs
clearance channels. In addition to this, the selectivity method directs the larger percent of the
declarations into red channel and maximizes the amount of cargos which require physical
examination. Though the actual channel for larger number of declarations is green, the usual
amounts of the declarations which are targeted by the system to red channel are above 70%. As a
result, the authority wants to minimize it into 51% (as interview with one of the customs officer).

For instance, the declarations' color assignment distribution of ASYCUDA in year 2011 looks as

Table 1.1 shows.

Table 1.1: Declaration risk level assignment in year 2011using ASYCUDA's selectivity method

Declaration in: Red Yellow Green Blue
Number 20358 7510 773 1 189
Percentage 70% 2605% | 268% 0.66% "
5
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Furthermore, the researchers also concerned with unsatisfied need of the authority which makes
the organization in need of changing the system that currently in use; because of various reasons
which are described below [7]:

e Increasing volume of international trade, a technique that process (analyze) huge amount
of data is required.

e What are the discriminate variables from customs data of ERCA to predict the fraud
behaviors of importing cargos?

e Heavy demand on customs to produce, maximizing identification of fraudulent customs
declaration and minimizing customs examination effort.

e Customs wants to minimize human intervention to the system.

e [Etc.

Taking these into consideration, ASYCUDA's risk assignment process which has been discussed
in Chapter 2 and 3, in which several peoples are involved and also the existence of human
intervention into the system, there might be occurred serious problems like hiding and deleting
risky importers profile, negligence activities like feeding erroneous information when an officer
is being tiresome, during risk metrics are fed to the system manually. In addition to this, due to
ASYCUDA’s 15% random selection and risk level assignment error, the power of modifying the
risk level of customs' declaration (i.e. on the hard copy one) goes to risk management officers.
Accordingly, when officers get an opportunity to deal with importers/agents, it might be great

source of corruption.

1.4 Statement of the problem

The underlying problem that necessitated this research is the sensitivity and vulnerability of the
responsibility which is assigned to ERCA for the existence of fraud in general. In particular, the

high level of uncollectable tax is a great problem in this organization according to the interview

with the customs officers.

Even though, ASYCUDA has contribution in mitigating problems faced regarding examination

of all cargo and attempts to determine the correct risk level of cargos, tax might be uncollected
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due to incorrect risk level assignment of cargo since it doesn’t use a scientific method to uncover
hidden patterns and learn novel knowledge which can help to classify cargos' risk efficiently.
Moreover, it doesn’t mitigate human intervention to the system. The risk management system in
ASYCUDA is subjective because it works based on simple criteria of selectivity [13]. It simply

uses a hand coded rule.

The selectivity method which is used currently in ERCA is not an appropriate method due to the
organization’s particular needs which have been stated in section 1.4. Furthermore, since
ASYCUDA's selectivity module is forced on customs and depended on the option of being able
to use and combine simple selection criteria (lists of importers, origins, etc.), more informative
attributes are not used and more interesting patterns are still hidden due to the analysis tool they
are using (i.e. manual analysis and analysis using excel). According to the volume of data they
have. the amount of transaction they performed and the performance they required, special

analysis technique that exhaustively uses the past data and the inferred knowledge is required.
This research have been answered the following research questions

e Could we find appropriate data from ERCA customs data warehouse for fraud detection
purpose?

e What are the classification-based machine learning techniques which can be applied in
fraud detection of customs cargo in ERCA to improve the quality of service and
minimize problems associated with ASYCUDA risk leveling?

e Could we find appropriate model for fraud detection of ERCA customs operation?

1.5 Significance of the Study

ERCA has a.data warchouse that keeps track of the daily transaction collected from different
custom branches across the nation. Therefore, building appropriate fraud detection model from
the data will be an opportunity to explore hidden knowledge and inform customs' officer
appropriate information associated with a specific cargo. At the same time it minimizes the
amount of uncollectable tax and duty by minimizing the amount of cargos with fraud from
leaving custom’s zone without examination. Moreover, it saves the unnecessary wastage of

resources by optimizing (maximizing) the number of declarations which are directed to low and

medium risk level channel and minimizing high risk level channel. In real situation the amount
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of declarations which have fraud are smaller in percent. In addition to this, legitimate customers
will be protected from waiting for unnecessary physical examination. Accordingly, the custom
authority also earns the goodwill by not causing harassment to the genuine importers through
identification of declaration which has not fraud. Last but not least, the study will minimize

human intervention to the system by providing fraud detection models.

In general, the benefits of this research are, in terms of both increasing customs duty recovery
and saving in wastage of resources for physical examination with associated facilitation of

customs clearance service.

1.6 Objective
1.6.1 General objective

The general objective of this research is to build fraud detection models from customs data in
ERCA using machine learning approach, that can predicts fraud behavior of importing cargo and
classify fraud risks into different levels, in which the quality of customs service in ERCA is

improved.

1.6.2 Specific objectives
In order to achieve the specified general objective, this research has undertaken the following

specific objectives:

e Identify and organize appropriate dataset for training and testing purpose
e Measure the goodness of the collected data
o Identify the appropriate classification task that would address the business problem

e Identify the appropriate modeling techniques to customs data for the intended
classification purpose

e Building the appropriate model using the collected training dataset
e Test the goodness of the model built using the test data set

e Analyze the performance of the model

e Forward possible conclusions and recommendation by addressing future work



1.7 Scope and limitation of the research

This research is conducted based on the data obtained from ERCA, on the customs transaction
records covering the period between January 1, 2011 and March 31, 2012 and the import
transaction performed in Addis Ababa Lagar (AAL) branch, in which ASYCUDA is utilized
more powerfully. AAL can be taken as a representative of the other branches of the customs:
80% percent of the total customs transaction of ERCA is facilitated in this branch. The study has
been limited in supporting risk management of ERCA customs (foreign trade for import) by
building different cargo’s fraud predictor or classifier model using machine learning approach
that can help to uncover hidden knowledge based on improved knowledge discovery mechanism
and enhances the capability to identify the certainty of fraud without opening the content of

cargo.

1.8 Methodology

The methods employ to achieve the stated objectives in Section 1.6 of this research are presented

below.

1.8.1 Literature Review

Extensive literature review was conducted to get deeper understanding on fraud detection
systems and in particular on machine learning approach to classify/predict customs’ declaration
fraud as well as to understand the problem domain. Printed materials like books, journal articles,
the ERCA training and working manuals as well as electronic materials on the Web were

referred for this purpose.

1.8.2 Problem understanding

Understanding of the requirements from a business perspective is the core component in
addressing the research objective. In this regard, the researcher should work closely with domain
experts through on site observation and interview, and analyze document with the intent of
problem understanding. This allows the researcher to define problem and determine the goals of
the study, and then converting the knowledge into a machine learning problem definition, and a

preliminary plan for controlling of fraudulent operation [16, 17]. In order to have an insight in

the overall business objectives, details of the customs authority business process was reviewed
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and evaluated from the view of their core business objectives and goal that they would achieve.

The existing system was analyzed and gaps were identified.

1.8.3 Data understanding

Usually data understanding begins with an initial data collection and continues with tasks that
makes the researcher familiar with the data [16]. Data understanding includes deciding,
collecting and analyzing the data needed to model and address the problem. The data quality
problems regarding completeness, redundancy, missing values, appropriateness of attribute

values. and others were checked.

After the problem and the objective were clearly defined, understanding what kind of data are
available and which data is the most appropriate to the problem under consideration for custom
fraud detection perspective were conducted. In order to further understand the nature of the data
and the attributes at the customs database of ERCA, discussion was made with different officers

and documents were analyzed.

1.8.4 Data preparation

All tasks which are undertaken to get the target dataset from the initial raw data are considered in
the data preparation phase [16]; it deals about placing the data in a format suitable for building
the required models. This is the phase where issues; like data selection, data cleaning and data
construction were resolved [18]. After data cleaning which includes checking the completeness
of data records, removing or correcting for noise and missing values, the cleaned data were
further processed by attribute selection. Though the ideal practice for attribute selection is
providing all the attributes in the database for the attribute subset selection tool and letting it to
find out those attributes which are the best predictors, blindly including unnecessary attributes
can create confusion for the models [17]. Therefore, after the researcher knows the meaning of
each attributes, irrelevant attributes were removed and some attributes were transformed into
suitable format for model building task. In this study, missing and inconsistency values were

handled by cross checking in different sources of the authority’s data.

Moreover, as primary objective is detection of fraud from customs declaration data, class label

attributes were identified in this phase of the research process. 1
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1.8.5 Modeling

Modeling phase focused in designing and building fraud detection models using the data of
foreign trade database. The models should extract and learn new knowledge from existing

massive amount of data by employing machine learning technique.

In order to obtain a mechanism which learn automatically and make prediction based on past
observation, machine learning methods, techniques and tools play important role [19, 20].
Machine learning is a technique which helps to use computer systems in building predictive
models and to improve the efficiency of the system based on the retrieved data from the real time

environmental setup [20].

There are a variety of machine learning techniques; each is suitable for discovering a specific
type of knowledge. In this study, using machine learning technique, models that can
predict/classify cargos’ fraud behavior have been built, to systematically select the most

appropriate strategy, to cope with fraud risk classification and management problem.

The models which were built using knowledge driven analysis, should predict fraud behaviors of

new incoming cargos and insure capability of pattern recognition from extremely large database.

In order to build models which have higher capability of prediction/classification, we did more in
algorithm selection that implement machine learning models. Accordingly. four machine
learning algorithms which are recommended by Institute of Electrical and Electronics Engineers
(IEEE) [21] were selected for initial experiments since it is practically impossible to do

experiment in all prediction algorithms that exist nowadays.

These algorithms are C4.5, CART, KNN and Naive Bayes. These algorithms are most influential

machine learning algorithms in research community [21].

Based on the comparison of experimental analysis result of these four machine learning
algorithms, algorithm which performs best prediction accuracy has been chosen for model
building task and further experimental analysis. The performances of the best algorithms have

been maximized through further parameter tuning technique.
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For validation purpose, two typical testing modes have been used. To select the appropriate
testing mode for an algorithm on the given dataset (either k-fold cross validation or percentage
split), the researcher performed learning curve analysis which informs the sufficiency of the

dataset that in turn recommend the testing mode.

1.8.6 Model Evaluation

Performance of each of the model built should be evaluated. Appropriate model evaluation
metrics were designed so as to reach proper analysis of the research finding. Accuracy of the

model was taken as the most appropriate metric.

For evaluating the performance of the model, predictive accuracy of the model in accordance
with the common machine learning evaluation metrics such as precision and recall were used
[20, 22]. Moreover, significant time difference in model construction, Confusion matrix and
Receiver Operator Characteristics (ROC) were considered in model selection. Confusion matrix

is used to visualize the detailed distribution of correctly and incorrectly classified instances.

The researcher also included performance indicator metrics such as the number of leaves, the
size of the tree, the average true positive and false positive rate, and F-Measure values to provide

further insight about the goodness of the model built.

1.8.7 Tools

Tools used for this study:

e For p;-eparing the dataset: Microsoft Excel Starter 2010, Microsoft office Access 2007,
Oracle DataBase Management System (DBMS) or Structural Query Language Procedural
Language (SQL-PL) and Waikato Environment for Knowledge Analysis (WEKA).

e For Building and evaluating the fraud detection models, we have used WEKA-3.67.
WEKA-3.67 is the latest stable version of WEKA that implements different machine
learning algorithms. According to the comparative study which was done to identify the

best freely available tools for classification, the WEKA toolkit has achieved the highest

classification performance for large dataset [23].
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1.8.8 Envirohment

e A machine with the highest possible specification is needed to handle the large dataset.
The researcher first attempt on the laboratory machine failed due to lack of availability of
the required computational resource. To avoid this problem the researcher acquire a
CORE i5 machine with 8GB RAM having hard disk capacity of 450GB.

1.9 Organization of the paper

The rest of the thesis document is organized as follows: Chapter two presents literature review
and related works. Chapter three presents the problem and data understanding part of the study.
Chapter four describes. how the final data set has been prepared. Chapter five discusses the
design of the methods employed in the constructed models including how testing modes were
selected. Chapter six presents methods employed in building the fraud detection models
including experimental evaluation of the models as well as the results achieved. Finally, Chapter

seven presents the conclusions and recommendation of the researcher.

s m= oD
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CHAPTER TWO
LITERATURE REVIEW AND RELATED WORK

2.1 Introduction

In this chapter, the researcher primarily discussed three important and related concepts. The
existing system of customs in ERCA has been reviewed in the first section. The second section
focused on review of the widely in use fraud detection approaches and/or algorithms. Related

works are discussed in the third section.

2.2 Overview of ASYCUDA

To compile this section of the chapter, the researcher used different published and unpublished
resources, physical observation and interviews as appropriate. Unpublished documents like
fraining and working manuals of the authority in addition to physical observation and interview

were primarily chosen to understand the existing system of ERCA.

Customs of different countries have started using Information Technology (IT) applications like
Electronic Data Interchange (EDI), Automated SYstem for CUstoms DAta (ASYCUDA) and
Automated Targeting System (ATS) to tackle the growing volume of paper based work [15]. On
this line, the Ethiopian customs has already adopted ASYCUDA since 1998 however the current
version which is ASYCUDA++ has been deployed on 2004.

ASYCUDA is a computerized and customizable customs management system which includes
import and export procedures, and other recognized customs regimes like transit and
warehousing. It is developed in Geneva by UNCTAD, and it works in client server environment

under Linux operating systems and Relational DataBase Management System (RDBMS) [24].

There are about 90 countries which use ASYCUDA to facilitate customs transaction [10]. Since
ASYCUDA is customizable, each country can uses it in their own context to meet their local

need.

ASYCUDA takes into account international codes which are common and internationally
understandable like commodity code, country code. currency code, etc. and standards established

by International Organization for Standardization (1SO), WCO and the United Nation (UN) to
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offer its core features. The core features include national configuration, tariff and control tables’
maintenance, declaration processing and accounting. Moreover, it also offers a number of
important new features such as selectivity module and Direct Trader Input (DTI). The selectivity
module is used to predict the risk level of customs declaration whereas DTI allows declarant to

have a capability to directly lodge their declarations on the customs server from remote [24].

Since this research is conducted in order to build automated fraud detection model, the
researcher focused on the selectivity module of ASYCUDA, in which selectivity method is
implemented. However, the selectivity criteria rules which are used in selectivity method may
not be identical in different countries in which ASYCUDA is used as ASYCUDA's core features

are customizable. The next subsections describe ASYCUDA's selectivity process in detail.
2.2.1 Processes of ASYCUDA selectivity risk level prediction

Selectivity is a technique which is used by customs risk management system through selectivity
module in order to identify cargo's risk level. Here, risk refers the potential for non-compliance
and the possibility of event or activities that will have a negative impact upon ERCA's main
objective which is revenue collection [7]; usually, it is associated with importers and declarant

fraudulent activities against revenue collection.

According to the interview, there are about 600 importing cargos’ declarations which are
declared per day in ERCA, in which number of items might be incorporated. Controlling fraud
through examining all the cargos is impossible due to shortage of resource and high amount of
transaction in customs. Therefore, customs obliged to use certain risk management technique
which helps to indicate the possibility of fraud; in which high probability of fraud will be
identified. Risk management replaces random examination of goods and its document with
planned and targeted working method and maximizes uses of customs resources [25]. Limiting
customs' inspection is also a necessary precondition for effective improvement of international

trade transactions; since international trade requires efficient and simple trade formalities,

procedures and operations [24].

Hence, ERCA has employed a risk management system through selectivity method which is used

under the selectivity module of ASYCUDA. In terms of the cargo itself, the level of intervention
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by customs is determined from risk scores assigned by selectivity method of Customs Risk
Management - System (CRMS) through selectivity module that focuses on identifying
consignment in which undeclared, misclassified, undervalued goods and incorrect origin and

description might be found.

A selectivity module offers customs with a powerful tool to facilitate the cargos clearance
process while improving its control capacity. Based on the selection criteria (including a random
rate) which can be maintained at national, regional and local levels, the consignments can be

selected for inspection [24].

Figure 2.1 shows the input-process-output description of the selectivity risk leveling process.

input process output

Figure 2.1: Components of selectivity risk leveling (input-process-output)

As can be seen from Figure 2.1 ASYCUDA selectivity risk leveling is composed of three

different components. These are the input, the selectivity method process and the output.

The inputs of the selectivity method are taken from the database based on the criteria’s value
declared for the importing cargo and the weights given for those criteria. First, the inputs (i.e.
risk indicators or selectivity criteria and their weights) are produced through various phases such
as selection and ranking. Then, the selectivity method processes the inputs in order to generate
the final risk level of particular declaration which is declared for particular cargo. The three

components of selectivity have been discussed in the following subsections.

2.2.1.1 Selectivity criteria selection and ranking (input of selectivity)

The first coniponent of selectivity process contains the major elements of selectivity which are

generated through the following activities:
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o Identification of criteria which are available in the declaration document (five criteria are
identified in ERCA. These are Tariff / value, Importer, country of origin, declarant and
CPC).

¢ Weighting of the criterion based on their discriminative power for selectivity (high level

or attribute weighting).
» Weighting various possible values of the criterion (low level or value weighting).

Figure 2.2 shows the two level weighting (attribute level and value level)

Selected attributes

Selected criterion (Tariff/Value, W;)  (Importer, W;)  (Country of (Declarant, Ws)  (CPC, Ws)

& attribute Origin, W)
weight /R
VSI VSZ ans Vy
Vo Vi eV Ws; Ws . We
War w,, - W,
2 Va Ma .« Ng
Attribute value Vi Vi . Vi Wa We o Wa
& their weights Wi Wi ... Wy
Vi, Vi Vin
Wi Wy o Wi

Figure 2. 2: Inputs of selectivity (attribute and value weighting)

Where, n is the number of possible values for the given attribute.

According to Figure 2.1, W refers to the weights of the attribute (criterion i) where as Wj; refers

the weight of the i™ attribute and j" possible value.

In order to obtain the above elements (inputs) of the selectivity method four phases are
performed. These are identifying risk, analyzing risk, assessing ?nd-"priggitizing risk and
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capturing the weight (risk level) of each criterion and the corresponding values into ASYCUDA

database.

Risks which affect the basic organizational objective of ERCA (which is revenue collection) are
identified during the 1* phase. The identified risks are analyzed due to the concept of likelihood
and consequence of risks during the analysis phase. Then, risks assessed and prioritized in order
to assign the weights of each criterion. Finally, the risk levels of each criterion (i.e. weight) and
the associated values will be assigned which tends to be fed to ASYCUDA database as inputs to

selectivity process.

a. Identifying risk

Identification of risks is used top-down approach from macro-economic analysis to the
individual tax payers (i.e. analysis which under taken from country level to individual level).
Here, theoretically the what, how and why happen the risk that affects the basic organizational
objective (i.e. revenue collection) should be answered. Among the identified risks, the loss of
revenues is the major one. There are various cases in which loss of revenue can be occurred,
such as importer and declarant fraudulent activities, register risk, tax return/declaration risk, etc.
Importer and declarant fraudulent activities consists risks associated with incorrect origin of
goods, value risk on commodities with regard to undervaluation and tariff risk on commodities
with regard to misclassification. Register risk encompasses risks concerned with duplicate
registration, unregistered taxpayers and incorrect information being hold during registration. Tax
return/declaration risk might be made due to declaring less quantity/price, abuse of exemptions

and lack of appropriate data for decision making [7].
b. Analyzing risk

The identified risks are analyzed in order to establish the significance of each risk, and in order
to be informed what strategies and resources are needed to manage them. This can be achieved
by analyzing the relationship between likelihood of the risk occurring and the resultant

consequence, of the risk. The result of this relationship provides the risk level of identified risk,

allowing the comparison and prioritizing of all the risk. Likelihood is measured in terms of the

probability of risk occurring at all, whereas consequence is measured in terms of the impact that

a risk would have on the achievement of the organizational objective. Here, mapping the
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identified risks into criteria (attribute in the database) which are directly correlated from is
important. Hence, the risks are listed and analyzed with their factors to be occurred particularly.
Then the potential risk factors will be considered as risk criteria; such as tariff/value, Custom
Procedure Code (CPC), company (importer) that declared the import, country of origin in which
the item is made, and declarant that acts as an agent for importers in conducting customs

business/works on their behalf [7].

Though this type of risk analysis was used in the early stage of compliance risk management
implementation, nowadays ERCA is also using some statistical analysis such as average and

standard deviation for analyzing risk.
c. Assessing and Prioritizing risk

Based on the analysis result in the previous phase, the five attributes are selected as criteria since

they are assumed to be the major factors for a particular fraudulent activity directly or indirectly.

In order to rank risks of the selected attributes into high, medium or low, the risk will be assessed
and prioritized based on the matrix which is done based on the relationship between likelihood
and consequence of each criterion. In line with this, the weight of each criterion is determined
based on the impact on the primary goal of the revenue authority which is revenue collection and

the probability of risk occurrence on specific criterion in relation with the others criteria.

Due to probability and impact of risk associated with particular risk criteria, the weight for each

criterion will be varied. Based on the analysis and assessment result, each risk criterion with its

corresponding weight or coefficient is presented in Table 2.1.

Table 2. 1: weights of risk criteria

Risk criteria Weight coefficient
Tariff & value 3

CPC 1

Country of Origin | 2 7|
Company 1

Declarant 2
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The rate (weight) of the criterion is determined by the relative contribution to the revenue
collection which is the main goal of the authority and the relative risk exposure among risk
criteria. Tariff-value, which rated 3, is the main factor for revenue collection and it is the most
sensitive one, there may be a probability of misclassification of goods into HS-code with
minimum value and rate. At the same time, it will have greater impact on revenue collection. The
country of origin and declarant are rated 2, the contribution and the exposure is lower than that of
the tariff-value one. The company and CPC are rated 1 because the probability of incorrectness
in CPC and company is very low even though the impact if it is occurred is very high. After the
weight of each criterion/risk element is assessed, the risk rate codes will intent to be captured to

the database as presented in Table 2.1.

In addition to this, the values of each criteria are assessed through critical thinking on how those
criteria could be a hole for a particular fraud and how could be detected, as well as experiences
from past. Based on the assessment, each value of the criteria will be assigned to a particular risk

level (weight).

The existing risk assessment methodology of ASYCUDA in ERCA is based on the assessment of

selectivity criteria as described in Table 2.2.

Table 2. 2: Risk level assessment methodology for values of each selectivity criteria

No. | Risk criteria Risk assessment technique on values of criteria

I | Tariff/Value of a commodity | Using statistical method

2 | Country of origin Direct risk assignment
3 [ Customs procedure code Direct risk assignment
4 | Importer (Company) By building risk profile
S | Transitor (declarant) By building risk profile

Due to the limitation of ASYCUDA to learn by its own from past observation, the risk level
(weight) of each selectivity criteria and its corresponding values are analyzed, assigned and fed
0 the database manually. The analysis is based on risk assignment that is determined by domain

eXpert or through statistical calculation from past data or through building risk profile. Weight
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and risk level which represent the magnitude of the five attributes and corresponding values can
be used interchangeably throughout the literature review part of this research. The five criteria

are assessed as presented in Table 2.2 and described in detail as follows.
i.  Value-tariff of a commodity

The risk level (weight) of value-tariff is assigned to each commodity which is identified by
Harmonized System (HS)-code. The codes are assigned by WCO for each commodity that is
exchanged internationally. It has also reserved digits for further classification of commodities in
local context. 'Value' and tariff are analyzed independently, and then they will be merged and
used as a single risk element. Tariff is duty or tax to be paid for particular imported goods.
'Value' is the summation of price, fright and insurance of goods purchased. It is the source for the

tax and duty which will be owed.

Tariff: the weight of tariff is assigned based on statistical analysis of past data. The analysis will
be taking place in HS-code of commodities i.e. the number of transaction, contribution to the

revenue collection, the possibility of misclassification (confusion for description).

'Value: the weight of 'value' is also assigned for every commodity which is identified with
specified HS-code using statistical calculation. Number of transaction and revenue contribution
are also considered in assigning the risk level or weight of 'value' for each commodity. In
addition to this, the commodity risk level associated with 'value' is determined regarding the
most probable 'value' which is used (i.e. declared versus reference 'value'). Reference 'value'
means the 'value' of each commodity which is dispatched by the authority within certain interval
(period). The reference 'value' will be accepted 'value of a commodity when a commodity has
been declared with 'value' less than that of reference 'value'. Whereas in case of a commodity
which is declared with 'values' greater than that of reference 'value', the declared 'value' will be
an accepted 'value' of a commodity. Commodities which do not have reference 'value', take the

declared 'value' as accepted 'value'. Therefore, commodities which are likely accepted the
reference 'value' will have high risk.

Finally, the risk level of specific commodity is determined based on the relationship between
tariff and 'value' under consideration of the main objective of the organization which is
Maximizing revenue collection.
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ii. Country of origin

Country of origin is the country in which the item is fabricated or made. The risk level of each
country is assigned using a direct assignment, based on the quality of specific product that will
be manufactured in particular country. Usually high quality goods are used better technology and
better raw material. Due to this, the 'value' of goods may raise up. At the same time, the amount
of tax and duty due will be high. On the other hand, low quality goods might be on the reverse.
Changing country of origin may minimize the 'value' of the commodity and at the same time the
amount of tax and duty due. Importers might use this hole to minimize the amount of tax and
duty due. So that, countries those produce high quality goods will have low risk level whereas

those do not will be assigned to medium and high depending on the vulnerability.

In addition to this, if the country has strong trade policy which protects against the forged
invoice, the risk level of that particular country will be low and it will be high or medium if it has

not, depending on the magnitude of fraud exposure of the country.

The assessment does not consider the possibility of separation between country of consignment
and origin. If the country of consignment and origin is differ, the risk officer will take some

adjustment like changing risk level by considering the country of consignment.
iii. Customs Procedure Code (CPC)

CPC is a code that determines the importing procedure of the cargo. It is used to manage various
customs formalities or procedures in which goods for home use (commercial goods), investment,
donation, diplomatic, etc. are identified. It also indicates the characteristics of the goods and the
purpose which the goods are imported. CPC is not most likely exposed to risks since it is cross
checkable through declaration’s supportive documents. The risk level of CPC is assigned based
on direct assignment. It is assigned to medium or low risk level only. For instance, consider three
CPC-codes 4000 000. 4100 000 and 4000 415. The first one (4000 000) is the CPC-code for
commercial importing declaration. The commercial goods are highly exposed for fraudulent
activities. So that the risk level for this CPC-code will be medium. 4100 000 is the CPC-code for
Manufacturing goods (raw materials) importing declaration. Importers who have manufacturing
license are assumed to be genuine importers. S0 that this CPC-code (4100 000) is assigned to be

low risk level. The latter code is the CPC-code for diplomat. Diplomats have special privilege
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regarding examination (i.e. it is internationally forbidden to examine diplomat’s goods).

Accordingly, CPC-code 4000 415 is assigned to be in low risk level.
iv. Importer

The importers profile is one of the five parameters to determine the final control channel line.
Every new importer is assigned initially to high risk level. Accordingly, the importers risk profile
is maintained constantly in excel format in different branches of customs. Based on the
information collected from different customs branches of inland revenues (Standard Integrated
government Tax Administration system (SIGTAS)), intelligence and Audit result, the profiles of
importers will be maintained in local database which is manipulated in the directorate level.
Though the local database which is used for building importers risk profile has about 27
attribute, the profile of importers is built using four attributes; such as total tax, Infraction, total
shipment and number of offence (frequency of fraud). Then based on these variables the
consequence and likelihood will be calculated. Consequence determines the economic impact of
the non-compliance, and it is derived as: the ratio between fotal amount of infraction to total tax
collected from an importer multiplied by hundred whereas likelihood indicates the probability
of offence by particular importer, and it is calculated as: the ratio between number of offence to
total shipment multiplied by hundred. Then the result of consequences and likelihood will be
changed into high, medium and low risks based on the threshold which is set by the authority.

Table 2.3 and Table 2.4 show the thresholds of likelihood and consequence respectively.

Table 2. 3: The three thresholds for likelihood

Threshold Risk level
<=2 Low
2<x<=5 Medium
>5 High
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Table 2. 4: The three thresholds for consequence

Threshold | Risk level
>=5 Low
5<x<=7.5 | Medium
>7.5 High

Then, the final risk level for specific importer is assigned based on the matrix that is developed

based on the relationship between likelihood and consequence; as presented in Table 2.5.

Table 2. 5: Matrix of the consequence and likelihood to assign risk level of importers

Likelihood
§ Low Medium High
S | Low L M M
=4
2 [ Medium M H
=
O [High H H H

v. Declarant

Declarant, that acts as an agent for importers in conducting customs works on their behalf
regarding importing process. Everything what is done in the risk analysis and assessment of

importer should be considered on assigning risk level of declarant also.

According to the discussion with the risk management team, since the result of the analysis using
local database required further manual investigation regarding the remaining attributes, the local
database software which helps to build importers and declarants profile could not be integrated

with ASYCUDA system. So, the result of the assessment is fed to ASYCUDA manually.

d. Capturing the weight of criteria(attribute) and value

During this phase, the weights of each criterion’s and values regarding each criterion which have
been analyzed, assessed and assigned in the previous sub-phases (Section b and c) are fed to

ASSCUDA database. So. each criterion will have the assigned weight: high (3), medium (2), and

low (1). Furthermore, each criterion’s value will have any of the three values which indicate the

risk level of specific object in the specified criteria; such as 2(high), l(mi:dium) or 0(low) risks.
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These values will be fed to ASSYCUDA database. These are the final inputs to apply selectivity
method.

2.2.1.2 Selectivity method

In this component of selectivity process, the final selectivity color is triggered through the
selectivity method under selectivity module of ASYCUDA. The selectivity criteria are assigned
based on the information declared for the attributes which are selected as risk criteria; during
cargo declaration. Based on this, the selectivity method grades the declared import into red (high

risk level), yellow (medium risk level) or green (low risk level).

The selectivity method calculates the mean using the weights of the criteria and the weights of
their values, through propagating the given weight of each criterion as coefficient for criterion's
value weight (using equation (2.1)). Then based on the given threshold (which is fixed by the
authorized body) the final risk level values will be assigned, in which the final color code which

targets declaration’s control channel will be determined.
X = Z—‘—*——; 4 (2.1)
=11
Where x; is the risk level for a criterion’s value(value level weight), w; is the weight for a
specific criterion i (attribute level weight) , M is the number of the criteria considered (i.e. five in
this context) and ¥ represent the weighted mean value that is used to determine risk level code

and color code for final clearance channel. Then, the result of the equation will be compared with

the thresholds which have been set by the authority and the risk level value (0, 1 or 2) will be set
based on the interval that % falls. The threshold for each final risk levels is a secret for the

authority,

2.2.1.3 Risk level prediction

In the output component, the risk level of certain cargo's declaration will be predicted. As a
result the ASSYCUDA selectivity color code (control channel line) will be assigned as stated in

Table 2.6 ——

-

e
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Table 2. 6: Selectivity code with corresponding color code and risk level

| Value (risk code) | Risk level color code for risk level
2 High Red
1 Medium Yellow
0 Low Green

The value 2 is interpreted as high risk level and the red control channel line (color code) will be
assigned. If the value is 1, it is interpreted as medium risk level and the yellow color code will be

assigned. If it is 0, it indicates low risk level and the green color code will be assigned.

Consignments assessed as high risk are subjected to full physical inspection. On those
consignments determined to be medium risk, either only document checking is performed or
physical checking of some samples might be made in addition to document checking.
Consignments assessed as low risk do not require physical inspection and document checking at

all (immediate release is permitted).

2.3 General approaches of fraud detection

Today fraud detection is an interesting research area in different sectors since fraudulent
activities are enlarged in type and size. There are various approaches of fraud detection
applications. In this research two fraud detection approaches were reviewed. These approaches

are knowledgebase (rule-based) and machine learning (Supervised-example based) approaches.

2.3.1 Rule-based(knowledgebase) approach

Knowledgebase approach deals about constructing a fraud detection application based on the
knowledge of domain expert in which the domain expert design the rules based on his/ her prior
knowledge of fraud. Since rule-based approach is a white box approach, it can be possible to

reason out why particular instance is identified as fraudulent however, expert who has prior

knowledge of fraud is required to design the rules [26].

J. Hollmen argued that rule-based fraud detection approach allows a domain expert 10 use their
skill in formulating the knowledge and generating rule-based model which is fully
understandable, and any possible risk provided by such a system may be understood by a set of

rules that identifies the risk [27]. However, M. Sternberg and R. Reynolds stated its management

Problem when rules are complex [28]. Rule-based systems do not consider situational change
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unlike machine learning systems which adapt the new environment if once devised for the task

27]

L. A. Digiampietri et al. argued that rule based approach has advantage of using the knowledge
of the experts to construct a model that evaluate any operation however rules needs to be updated

frequent