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Abstract

Federated learning (FL) is a technique that enables clients collaboratively train a machine
learning model on distributed data residing on heterogeneous client devices while pre-
serving data privacy. Recent studies suggest that applying knowledge distillation (KD)
in federated learning have the potential to address challenges such as device behavior di-
versity, communication issues, accuracy bottleneck on resource constrained device, slow
convergence and others faced by FL. However, in knowledge Distillation based Federated
learning, collaborative training on edge devices is adversely impacted by device dropout
and intermittent offline behavior resulting from limited resources and unstable connectiv-
ity, leading to reduced robustness and convergence on the global model. This research
mitigates these issues, using a dropout resilient KD based FL system that couples data
similarity-based client clustering with battery charge level -aware client selection strat-
egy. The clients are grouped according to data distribution similarity of their local data
distribution, that creates redundancy pool for compensating dropout by substitute client
from same cluster. A battery aware algorithm prioritizes devices with sufficient energy
levels, a strategy that reduces the probability of mid round dropouts, ensuring statistical
data preservation, and improved global model stability and convergence. Experimental
evaluations across MNIST dataset and dropout rates demonstrate improved global model
accuracy in non-IID settings among heterogeneous devices. The findings contribute to ad-
vancing robust and efficient KD based FL frameworks suitable for resource-constrained

environments, including mobile and IoT devices.

Keywords: Federated Learning, Knowledge Distillation, Client Dropout, Battery-Aware
Client Selection, Client Clustering, Non-1ID Data
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Chapter 1

Introduction

1.1 Background

Federated learning (FL) is a machine learning method in which many clients (e.g. mobile
devices, IOT devices) collaboratively train a model under orchestration of a central server
(e.g., service provider), while keeping the training data decentralized. It is a privacy-
preserving way for collaborative model training in decentralized data sources and large-
scale networks. Unlike centralized learning, FL enables edge devices to learn from local
data without transmitting it to a central server. Its ability to leverage distributed and pri-
vacy sensitive data has led to applications in healthcare, finance, mobile communications,
and the Internet of Things (IOT), establishing FL as a key research area for a secure and

efficient machine learning system [[1]] [2] [3]].

In federated learning, the scale of federation implies the number and type of participating
devices or nodes involved in the training process, and the larger the scale of federation the
more diversified the training data will be leading to better model performance. According
to the scale of federation, the parties involved in the training process are divided into two
categories ’cross device’ and ’cross silos’ [4] [5]]. The study focuses on a “cross-device”
setting that involves training a global model collaboratively across a large number of edge
devices of individual users, those edge devices include smart phones, wearable, IOT de-
vices with limited resources imposing challenges in terms of processing power, storage
capacity, battery life that can impact the training speed and efficiency of the federated

learning process.



Many methodologies have been developed to address core challenges of federated learning
consisting of heterogeneous data, high communication costs, and system heterogeneity.
Traditional federated learning strategies such as Federated Averaging (FedAvg) provide
a straightforward way to aggregate model updates from the edge devices, assuming stable
participation that is impractical in edge devices, struggling under non-IID (nonindepen-
dent and identically distributed) data or when there is edge device dropout leading to biased
and inefficient model [6] [3] [7]. In FL, the negative impact of non-IID data distributions
can be reduced through knowledge distillation-based training, which facilitates structured
knowledge exchange between the central server and edge devices. Applying KD in FL
several advantages in addressing key challenges, including improved learning under non-
IID data distribution, enhanced generalization of the global model across diverse data and
devices, and reduced communication overhead during model updates. Overall resulting
in improved model performance, efficient deployment on edge devices and reduced train-
ing time by exchanging model outputs and/or model-agnostic intermediate representations
instead of directly transferring model parameters/ model updates [3]]. While the methods
show promise, most studies fail to directly model client diversity specifically regarding

non-IID data distributions, dynamic battery constraints and edge device availability.

Current solutions for client dropout in FL use oversimplified client selection by using ran-
dom or greedy strategies that ignore dropped clients leading to update bias. Furthermore,
many fail to integrate clustering or statistical insights to promote fair client representation
[8]. Clustering-based methods improve the handling of non-1ID data but rarely consider
the joint dynamics of data similarity and device participation reliability. Other energy or
battery aware protocols do not consider model or data diversity, while others also not in-
tegrating knowledge distillation [9]] [[10] [11]. The need for a solution that considers client
data statistics, battery levels and knowledge transfer for resilient federated learning client

participation remains.



Our research focus to address the limitations by integrating data distribution aware clus-
tering with energy aware client selection, by effectively selecting clients balancing data
representation, energy constraints and risk of client dropout. The system delivers mod-
els that are more representative and robust particularly in key applications such as health
monitoring or smart city infrastructure where device resources and availability are unpre-
dictable [[12] [13]. On top of that incorporating knowledge distillation improves model
personalization and learning stability under heterogeneous devices. Our strategy helps
avoid repetitive selection of only energy rich clients by probabilistic client selection, en-
abling representative contribution across training rounds. This tackles client dropout issue

and can enhance technical effectiveness of federated learning systems in real world.

This research aims to develop and validate knowledge distillation based federated learn-
ing system, consisting of cluster-based client dropping and battery-aware client selection.
The main objectives are to mitigate the negative impacts of device dropout by: (1) trans-
mitting client data distribution statistics for similarity-based clustering, (2) prioritizing
client selection by cluster diversity and battery level awareness [9] [7] [[14]. This ap-
proach expected to enhance resilient, efficient and generalized federated learning system,
even if there are client availability fluctuations due to limited resources or environmental

changes.

Here the study further explored the integration of FL and Knowledge distillation (KD)for
resource efficient joint learning [[15][7]. This chapter introduces the foundational con-
cepts, reviews existing literature and advances in FL and KD, the outcome of deploying

such systems on resource-constrained edge devices.

1.2 Problem Statement

Previous works integrating KD into the training process of FL have been successful in ad-
dressing issues of constrained device resources, customizing FL training process to hetero-
geneous devices, adapting to complex communication channels in the FL training as well
as network typologies [16]. However, Frequent device dropouts in collaborative knowl-
edge distillation-based federated learning system impact the training processes leading
to incomplete knowledge transfer, increased global model training time, outdated local
models, unequal workload distribution among clients which affect the model training per-
formance, accuracy as well as global model convergence speed [17] [18] [19] [6]. Since
it is impractical to keep devices online all the time, how to cope with device dropout in

knowledge distillation based federated learning systems remains a challenge [[16]].



In our proposed work, the focus is how knowledge can be retained in the system despite
participating devices dropping out. We propose a method to select nodes that are capable
of restoring data from at risk or nodes with drop out history in the system. Some nodes
can be selected as representatives of other clients, having enough resource to carry out the
training process, having a history of consistent participation or good network connectivity.

We ask the following questions to arrive at the appropriate solution.
RQ1 Which client devices traits is most effective for selection mechanisms to minimize
dropout impact in Knowledge distillation-based federated learning systems?

RQ2 How can trait-based client selection strategies retain acceptable model performance

and convergence in KD-FL systems under frequent edge device dropouts?

1.3 Objectives

General Objective

Develop a method for knowledge distillation-based federated learning systems that miti-
gates the negative effects of frequent device dropouts, ensuring efficient knowledge trans-

fer and improved model performance.

Specific Objectives

* To design and Implement a Dropout-Resilient Knowledge Distillation based Feder-
ated learning system utilizing client clustering based battery aware client selection

Strategy.

* To develop a client selection mechanism for Quantifying and Adapting to Client

Dropout during federated training.

* To evaluate the Efficiency of Knowledge Transfer under Varying Dropout Scenar-

ios on the global model accuracy.

* To assess the Impact of the Proposed Method on Global Model accuracy and Con-

vergence speed towards optimal performance.



1.4 Contribution

This study presents a novel approach to enhancing the robustness and efficiency of knowl-
edge distillation-based federated learning systems by explicitly addressing the challenges

posed by device dropout. The main contributions of this work are summarized as follows:

1. Cluster-based Redundancy Strategy: A client clusterinf strategy based on data
distribution similarity is proposed to ensure data diversity while providing redun-
dency during training. when device dropout occurs, clients with in the same cluster
are leveraged to compensate for missing knowledge contributions, there by preserv-
ing the statistical representativeness of the training sata and improving the robust-

ness of the global model.

2. Battery-aware Client Selection: Our algorithm prioritizes clients with sufficient
battery levels from each cluster to minimize dropout risk. It also ensures fair par-
ticipation across device categories (low-end, mid-range, high-end), balancing reli-

ability with comprehensive data representation.

1.5 Scope and Limitation

1.5.1 Scope

This research enhances the robustness of KD based FL systems in resource constrained

environments by addressing client dropout.

The client clustering mechanism groups clients by statistical data distribution similar-
ity, enabling coherent replacement from the same cluster during dropouts. Battery level
aware client selection prioritizes energy sufficient clients while maintaining data diversity
through controlled sufficient battery participation. The system employs split learning ar-
chitecture for the KD based FL frame work, in which clients transmit extracted features

and logits to the server for classification and feature based knowledge distillation.

The proposed system is evaluated through simulations on non-IID datasets with synthetic
battery profiles to model energy dynamics. Its performance is bench marked against state
of the art feature based KD FL system with client clustering applied on it through the met-
rics such as global model accuracy, dropout resilience, convergence speed, and resource

efficiency.



1.5.2 Limitation

This study has several limitations. First, it assumes access to client level data distribution
statistics, which may not always be feasible in strict privacy preserving scenario. The
client replacement mechanisms may not fully recover knowledge from clients with highly
unique or non-redundant data distributions. The system primarily addresses client dropout
due to battery constraints and does not model other potential causes, such as unstable net-
work connections, system failures, or user initiated interruptions. Finally, the framework
focuses on dropout mitigation and does not explicitly address other FL challenges, in-
cluding adversarial behavior, privacy leakage, or communication overhead, which remain

areas for future work.

1.6 Organization of the study

This paper is structured as follows. Chapter two contains; theoretical background and lit-
erature review of federated learning and knowledge distillation based federated learning
systems. Chapter three presents the elaborated methodology of data partitioning among
federated clients, data distribution based client clustering and, client device battery mod-
eling. The experimental results and discussion part of the study are presented in Chapter

four, whereas Chapter five depict conclusion and future works regarding the research.



Chapter 2

Background and Literature Review

This study begins by establishing the foundation of federated learning (FL) as a decentral-
1zed machine learning approach that enables collaboration across client devices. Despite
its advantages in scalability and reduced communication compared to centralized methods,
FL encounters fundamental challenges such as client heterogeneity, resource constraints.
Addressing these issues has led to various optimization techniques, among those the study
focuses on knowledge distillation (KD) integration. However, persistent problems such
as device dropout, especially in KD based FL where knowledge transfer depends on con-

tinuous client dropout remain inadequately solved.

2.1 Background

2.1.1 Federated learning

Federated learning is a decentralized machine learning approach that enables multiple
clients (e.g., mobile phones, edge devices) to collaboratively train a shared global model
under coordination of central server while keeping their local data private. This paradigm
improves data privacy by reducing need for centralized data collection [[15] [3]]. There is
no need to transfer sensitive raw data to a server, clients collaboratively train the shared
model by periodically sending local model updates (weights or gradients) to a central
server, that aggregates the updates using algorithms like Federated Averaging (FedAvg)
[20]]. FL is suitable for sensitive applications such as healthcare and finance; however,
it introduces practical challenges like communication overhead, data heterogeneity and

client resource variability and reliability.



A typical centralized FL system contains a central server which act as coordinator and
distributed edge devices that participate in the training process. An iterative process of FL
model training consists of four basic steps (1) All clients send locally computed gradients
to the central server, (2) update the global model on the central server based on the gra-
dients aggregated from the clients, (3) send the updated global model to the clients that
will further participate in the training process, (4) the clients process the global model on
their local data. This iteration will continue for a required amount of time that is until
better model accuracy is found, or overall model convergence is better. Local models on
devices like smartphones train on their local data, sending updates to a central server then,

the server aggregates updates from various devices to create a global model.

In federated learning scale of federation implies the number and type of participating de-
vices or nodes involved in the training process and the larger the scale of federation the
more diversified the training data will be leading to better model performance. Under the
scale of federation, the parties that are involved in the training process are divided into two
categories “cross-device” and “cross-silo” [4] [5]]. The study focuses on “cross-device”
setting that involves training a global model collaboratively across large number of indi-
vidual user edge devices those edge devices include, smart phones, wearable, IOT devices
with limited resources imposing challenges in terms of processing power, storage capac-
ity, battery life that can impact the training speed and efficiency of the federated learning

process.

In cross-device setting, users(clients) interact with their devices in unique ways leading
to skewed data distributions besides the FL training data of each user depends largely on
the use of specific local devices. These heterogeneous data or what is also called non-
IID data (not Independent and Identically Distributed data) impose challenge to achieve
edge intelligence in FL [5]] [21] . Non-IID data refers to scenarios where clients hold data
samples drawn from different probability distributions, violating the IID assumption of
traditional machine leaning. FL. models that have been trained on non-IID data distribution
have an impact on the global model performance due to its biased nature, which performs
well on data from most participants but poorly on data from the minority. Additionally,
if the data from individual clients in the training are far from the global average it takes
longer time to converge. This issue of non-IID data and its consequences in the training
process of FL can be mitigated by Knowledge Distillation (KD) which involves sharing

knowledge between the teacher model and the edge devices.



2.1.2 Knowledge distillation

Knowledge distillation (KD) is a training technique where a smaller “student” model
learns to mimic the outputs such as logits or intermediate representations of larger or
ensemble “teacher” model [22]] [3]]. The objective is to transfer knowledge from a com-
plex teacher model to a simpler student model while preserving performance. Essentially,
it is a form of model compression that was first successfully demonstrated by Bucilua
and collaborators in 2006. It is a technique in deep learning that compresses large com-
plex(teacher) model into smaller simpler model(student). This process of learning a small
model from a larger model was formalized as a “Knowledge Distillation” [23]]. The goal
of KD is to have student model with performance similar or grater to that of the teacher

model.

Applying KD in FL offers several advantages including, enhanced execution on non-1ID
data distribution, developing generalized model that can be applied on wider range of data,
reducing communication overhead during an update. Overall resulting in improved model
performance, efficient deployment on edge devices and reduced training time. KD based
strategies can be applied to decouple client training from global model synchronization,
allowing heterogeneous models and reducing communication overhead of the FL process
by exchanging model outputs and/or model-agnostic intermediate representations instead
of directly transferring model parameters/model updates. Studies show that KD proves to
be valuable tool in FL training of efficient and accurate models while addressing the spe-
cific challenges of FL [3]]. This is especially practical in scenarios involving clients with
limited computation resources, as it allows distilled knowledge (e.g., logits or features) to

be used without sharing full model parameters.

The application of knowledge distillation (KD) in FL can be categorized into variety of
application paradigms. The first approach centralized KD (serevr side KD) which is the
most common, has an advantage to handle model heterogeneity and communication costs.
Clients train their local models on private data, then send their model’s logits/soft labels to
the server and the server aggregates these soft labels and uses them to train larger “teacher”
model which provides guidance to student models (the clients) [24] [[1]] . The second
one is decentralized KD, that makes distillation process between clients allowing them to
learn from each other without a central aggregator to improve personalization and reduce
reliance on single central server [25]]. The third approach is split learning-based KD, which

1s powerful variant were model is split between client and server.



In split learning, which is collaborative model training, clients train portion of the neural
network (e.g., feature extractor) and send the intermediate features to the server then the
server completes the forward and backward passes. Here KD is applied by having the
server’s “teacher” model provide guidance to clients’ “student” feature extractors [26]

[14]. The third approach is the one that is used for this research.

2.1.3 Feature-based KD and split learning

Knowledge distillation-based FL systems can be categorized based on type of knowledge
that is transferred between the models. Response based approach is most common that

involves student model mimicking the output logits or soft labels of teacher [27].

Feature based distillation, transfers knowledge from the intermediate layers of a neural
network [1]]. Relation-based distillation is more advanced category, focusing on trans-
ferring the relationships between data points or features [3]. Here on our study, we are

focusing on feature-based distillation.

Feature-based knowledge distillation extends traditional KD by clients sending extracted
intermediate feature representations in and logits to the server, rather than model updates
[7]]. When combined with split learning, where the model is splited between server and
clients, clients perform partial forward passes, and the server completes the model training.
This split learning strategy reduces client limitation problem in heterogeneous resource-
constrained FL environments, while preserving detailed knowledge flows. It is especially

effective in scenarios with frequent client dropout [28]].

2.1.4 Federated optimization techniques

Federated learning (FL) as compared to centralized machine learning, has unique chal-
lenges for optimization due to decentralized data storage, communication constraints, and
client heterogeneity. FL systems must handle non-IID data distributions, dynamic client
participation, and frequent device dropout all of which degrade model performance. To
address these issues, researchers have developed a verity of federated optimization tech-
niques. These can broadly be categorized in to: (1) synchronous averaging algorithms, (2)
communication efficient and model compression methods, (3) personalization methods,

(4) variance reduced and adaptive techniques [[15]].

10



These are adopted to improve according to target application and system constraints, to
improve training stability, convergence speed fairness, and model generalizability across

heterogeneous devices and data distributions.

Synchronous averaging algorithm is an optimization method where the central server waits
for set of clients to complete their local training before aggregating their update. One of
these is Federated averaging (FedAvg), that performs well under IID data settings but suf-
fers under non-IID conditions, also its efficiency degrade when clients vary in size and
computation speed [20]. Communication efficiency is the ability to reduce the amount
of data transmitted between central server and client devices during training. It is ma-
jor bottleneck in FL, particularly in bandwidth constrained and large-scale environments.
Gradient sparcification, quantization, pruning, local update compression and Knowledge
distillation (KD) are methods that reduce update size exchanged between clients and server

which is crucial for bandwidth-limited environments [29]].

Real world federated clients have non-IID data, optimization technique such as person-
alized FL have been proposed. This approach allows each client to fine-tune the global
model to its local data. Works like pFed-Me (personalized FL based on model enhance-
ment) apply frameworks so that clients can adopt the global model with minimal local data
[30]. Variance-reduced and adaptive techniques aim to reduce the “noise” or high variance
in gradient updates, leading to more stable and faster model convergence. Frameworks
like Federated optimization in heterogeneous networks (Fedprox) and scaffold are one of

the techniques which address specifically local update drift [31] [32] [33].

2.2 Related works

2.2.1 Federated learning and its fundamental challenges

Federated Learning (FL) is a concept first introduced by Google in 2016, in which multiple
devices collaboratively learn a machine learning model without sharing their private data
under the supervision of central server [34]. This offers ample opportunities in critical
domains such as healthcare, finance etc, where it is risky to share private user information

to other organization or devices.

11



Similarly, another review paper states that unlike centralized machine learning model
training, federated learning is a distributed machine learning process, which allows mul-
tiple nodes to work together to train a shared model without exchanging raw data. It
offers several key advantages, such as data privacy, security, efficiency, and scalability,
by keeping data local and only exchanging model updates through the communication

network [35]].

Client heterogeneity is differences among participating devices in federated learning in
their local data distribution (statistical heterogeneity), computational power, communica-
tion capacities and participation behaviours, that is because when FL systems deployed in
real world environments. One major source of heterogeneity arises from clients generating
or possessing data with diverse characteristics such as varying class distributions, differ-
ing sample sizes, or domain specific features leading to non-independent and identically
distributed (non-1ID) data across the devices, where clients collect data specific to their
usage patterns, environments, or regions, leading to the statistical heterogeneity [36] [8] .
This data heterogeneity often results in “drift” between the local and the global model ob-
jectives, impede the global model’s ability to generalize which slows down convergence
particularly as the number of clients increases [37]. Data heterogeneity issues emerge from
the discrepancies in data distributions across various devices in the distributed networks.
this variance is quite common in real-world scenarios, often due to the diversity of users’
behaviors or performances. This heterogeneity also degrades model convergence and ac-
curacy if not handled properly, it also leads to in consistent client participation, training
delays and even causes client dropout [[15]. Another one is behavioral heterogeneity, in
which the frequency and duration of client availability introduce in consistency in client
participation across rounds [4]]. Such inconsistency poses challenges for fair and efficient

training, along with maintain model convergence.

Resource constraint is another challenge in FL, primarily as FL deployed on edge or IoT
devices that are battery-powered with limited hardware capabilities, computational power,
battery life, storage and unreliable communication channels [38[][39] [40]. These con-
straints affect the ability of clients to perform local training or participate reliably across
multiple communication rounds. For instance, clients with limited battery led to device
dropout, disrupting collaborative learning and negatively impacting model convergence

and performance [11].
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Despite the expensive research on FL, deploying FL in practical application introduces
some bottlenecks, which affects the performance and efficiency of FL model. As noted by
Jie Wen et al. (2023) [38]], communication overhead is major bottleneck for FL, because
the communication cost is greater than the computation cost when numerous edge devices
are sending their model parameters to central server. Moreover, device heterogeneity is

another challenge.

In the process of aggregation, the federated device heterogeneity problems in practical ap-
plications, data heterogeneity arises from non-IID nature of client data distributions, while
model heterogeneity result from differences in device resource capacities, model architec-
tures and personalized task. These heterogeneity problems may reduce the performance
of the global model or makes it difficult to get convergence to some extent. To address
these issues, Jie Wen et al., propose strategies such as model compression and client se-
lection, which aim to reduce the number of communication rounds and scale of parameter
Transmissions, thereby improving communication efficacy and accelerating convergence.
Additionally, in order to alleviate heterogeneity Challenge they have focused on solutions

such as device scheduling, meta learning, and transfer learning.

While Jie Wen et al. primarily focuses on communication and heterogeneity challenges,
Tuo Zhang et al. 2022 [41] emphasizes the resource limitation of edge devices. Existing
ML models, especially deep neural networks, are known to be computation intensive,
which presents strict requirements on hardware and may result in low training efficiency
on edge devices. As a mitigation strategy, they propose the development of customized
and specialized hardware for machine learning applications on the edge is a promising
direction to accelerate inference and training tasks while using much less energy compared

to general-purpose processors.

Moreover, bandwidth limitations and high communication overhead due to model trans-
mission further increase training latency and energy usage [42]]. Such resource constraints
may force FL systems trade-off between diverse population of weak participants (cover-
age) or smaller subset of high-capacity clients (efficiency). Thus, addressing resource

constraints is critical for sustainable, inclusive, and efficient FL deployments.

Integrating knowledge distillation in to federated learning can address several key chal-
lenges by reducing communication overhead, mitigating model heterogeneity, and en-
abling collaboration between heterogeneous models through soft knowledge transfer rater

than direct weight sharing [43]] [44].
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2.2.2 Knowledge distillation in Federated learning

Knowledge distillation refers to the process of transferring the knowledge from a large
unwieldy model or set of models to a single smaller model that can be practically deployed
under real world constraints. Essentially, it is a form of model compression that was first
successfully demonstrated by Bucila and collaborators in 2006 [45]]. According to Xiaoyi
pang et al. (2024) [46]], knowledge distillation (KD) a technique for transferring learned
knowledge from one network to another in a light weight and efficient manner, can be
incorporated in to FL to address its inherent limitation as well as to enhance its usability
and universality in [oT. KD based FL can effectively achieve collaborative learning among
resource limited devices that are heterogeneous in data distribution, model architectures,

or quality of resources and offer enhanced privacy guarantees.

Knowledge distillation has emerged as a dynamic technique to address challenges in FL.
In KD, instead of sharing entire models, client and servers exchange “soft labels” (output
logits of model) or intermediate feature representation of a model [3]] [22]. KD is inte-
grated into FL primarily to overcome limitations of standard parameter-based averaging
algorithms such as Federated averaging (FedAvg). The key challenges of FL mitigated
by KD include, data heterogeneity, model heterogeneity, communication-efficiency and

privacy preservation.

Early works on KD in FL, “Distilling knowledge in neural network™ and “Multi model fed-
erated learning” has been foundational for all subsequent works to mitigate issues in FL
[47] [48]]. Other KD approaches for FL have also been done for addressing data and model
heterogeneity among clients, were devices with non-IID data and different model archi-
tecture handled by KD [49]. Methods such as FedDG and FedGKT, utilize KD into FL to
enable clients to send features or logits instead of model weights, to address issues specif-
ically related to model heterogeneity, resource constraints and communication overhead
[50] [[14]. The application of KD in FL have proven success in improving model perfor-
mance while accommodating diverse device capabilities, but still vulnerable to dropout as

they rely on consistent client participation.

Conversely, Laiqiao qin et al. (2024) [[7] has stated, KD based solutions to FL challenges
can broadly categorized into three approaches: (1) feature-based federated distillation,
which transmits only the model’s features between clients and the server, such as logits,

attention, and intermediate features.
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Since these features are much smaller and contain far less sensitive information than model
parameters, they can effectively address the communication bottleneck and privacy risks
in FL. (2) parameter-based federated distillation, which involve sharing model parame-
ters between clients and the server. This method is primarily used to address the issue
of model performance degradation caused by directly aggregating model parameters in
non-IID scenarios. (3) data-based federated distillation, which requires clients to employ
dataset distillation methods to compress their data into a small-scale dataset which is not
widely adopted in FL. Focusing on the feature-based category, Chuanguang Yangl et al.
(2023) [51], highlight that it leverages intermediate feature information to provide richer
and more comprehensive supervisory signals. This involves transforming intermediate
feature maps into meaningful knowledge and employing algorithms that guide the student
model to better replicate teacher behavior, including distillation methods tailored for vi-
sion transformers. Feature based KD emphasizes using intermediate-level information to
guide the student network, addressing the limitations of response-based KD by providing

more comprehensive supervision.

Split learning (SL) and federated learning (FL) are both model to data distributed ma-
chine learning paradigm that enable training without sharing raw data. Both FL and SL
have their strength and drawbacks in model training. According to the findings of Chan-
dra Thapa et al. (2022) [52], split fed is proposed as a hybrid framework that integrates
the strengths of FL and SL. It combines FL’S parallelism with SL’s enhanced privacy
protection, which is also more suitable for resource constrained devices, while mitigating
the limitations of each approach. Similarly, Chaoyang He et al. 2020 [14] investigate
a framework that combines the strengths of federated learning, knowledge distillation,
and split learning. It enables resource-efficient training on edge devices by having small
models learn from a large server model via KD, reducing local computation and commu-
nication. It addresses the challenge of training large CNNs on resource-constrained edge
devices. Scaling up the convolutional neural network (CNN) size (e.g., width, depth, etc.)
is known to effectively improve model accuracy. However, the large model size impedes
training on resource-constrained edge devices. For instance, federated learning (FL) may
place undue burden on the compute capability of edge nodes, even though there is a strong

practical need for FL due to its privacy and confidentiality properties.
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Small edge models train locally and periodically transfer knowledge to server via KD,
while the server updates a large CNN. The process involves alternating optimization,
with models sharing hidden features rather than entire weights, reducing communication
and computation cost. By integrating FL’s decentralization, SL.’s model partitioning, and
KD’s knowledge transfer, FedGKT experimental results on multiple datasets show compa-
rable model accuracy to traditional FL. methods but with significantly lower computational

and bandwidth costs (lower resource requirements).

2.2.3 Client selection in Federated Learning : strategies and chal-

lenges

In federated learning, client selection is the process of choosing a subset of clients to par-
ticipate in each training round. It is also crucial component for FL optimization, as not
all participating clients will be available, reliable, or useful at any given time [53]] [54].
Client selection strategies play a vital role by determining efficiency, accuracy, and fair-
ness of the global model training process. Effective client selection is necessary to address
challenges posed by clients such as device heterogeneity, as the server typically engages
only subset of clients per round due to communication bandwidth, computational con-
straints, and client availability. Much research has explored diverse selection criteria and
optimization methods to improve FL outcomes. Traditional approaches relay on random
or availability-based selection, but more recent works incorporate client data quality, re-
source status, performance awareness, network conditions and fairness metrics to guide

intelligent and adaptive selection [55]].

Here is a research synthesis of diverse strategies, highlighting approaches that balance per-
formance, fairness, energy efficiency, and adaptability in heterogeneous and constrained
environments. Fairness aware selection recognizes the risk of under representation of
clients with unique or minority data and incorporates fairness into client selection, bal-
ancing accuracy with equitable data representation among clients [56] [S7]. Energy avail-
ability is also critical constraint, particularly for mobile and IoT devices, several strategies
prioritize clients with sufficient battery levels to reduce client dropout and wasted compu-
tation so that to minimize overall energy consumption [[11] [58]] [S9]. Also, other studies,
focus on clients with higher local loss or training potential, to accelerate convergence with

minimal communication overhead [[60].
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Learning and hierarchical based selection, seek to balance trade-off between latency, en-
ergy consumption, and model performance, to select clients under budget constraints,
aiming to maximize successful participation [[61] [55]. Another principal approach uses
data distribution similarity to guide selection, grouping similar clients dynamically to re-
duce communication overhead and dropout rates. Such similarity based and clustering
approaches improve convergence speed, reduce communication overhead and enhance

model performance [62] [163]] [64].

A recent study conducted by Lei Fu et al. (2023) [[65] highlights that, in typical FL scenar-
ios, clients often exhibit significant heterogeneity in terms of data distribution and hard-
ware configurations. Thus, randomly sampling clients in each training round may not
fully exploit the local updates from heterogenous clients, resulting in lower model accu-
racy, slower convergence rate, degraded fairness, etc. To tackle the FL client heterogene-
ity problem, various client selection algorithms have been developed. FL client selection
(a.k.a. participant selection or device sampling) decides which client devices are chosen
in each training round. An effective FL client selection scheme can significantly improve

model accuracy, enhance fairness, strengthen robustness, and reduce training overheads.

Carl Smestad and Jingyue Li (2023) [66] reviewed various client selection strategies in
federated learning, highlighting that the choice of approach depends on the specific chal-
lenges a study aims to address, such as heterogeneity, resource allocation, communication
costa, and fairness. Common strategies include homogeneous dataset selection, where
clients are chosen to create a more uniform combined dataset, clustered federated learn-
ing (CFL), which balances non-IID data while scheduling clients based on round latency
and bandwidth. Other approaches involve resource condition-based selection that consid-
ers device computational and network capabilities, energy consumption minimization to
maximize client participation while reducing power usage, and fairness-guaranteed selec-
tion techniques aim to promote equitable participation among clients, though often at the

expense of training efficiency.

Clustered Federated Learning (CFL) was introduced as an efficient scheme to balance out
the non-IID data problem. In order to address the issue of label distribution skew, a method
that check the similarity between the aggregated data distribution of the selected clients
and compare it to the global data distribution. There is also another approach to clustering
clients by grouping them according to classes of data and then randomly selecting one

client with in every group.
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Conversely, a separate technique has introduced diversity into client selection by mea-
suring how a subset of clients can represent the whole when aggregated on the server for
each communication round. Yousef Alsenani et al. (2024) [67] introduced FedSiKD,
which integrates knowledge distillation (KD) in to a similarity based federated learning
framework. In their approach, clients securely share relevant statistics about their local
data distribution upon joining the system, enabling the formation of clusters with intra-
cluster homogeneity. This enhances optimization efficiency and accelerates the learning
process, effectively transferring knowledge between teacher and student models and ad-

dressing device constraints.

Amna Arouj and Ahmed M. Abdekmoniem (2022) [[11]] conducted a research study and
developed a framework named EAFL, an energy-aware federated learning framework de-
signed to address the limitations of existing methods by incorporating energy consumption
considerations on battery-powered devices. The authors identify that traditional FL ap-
proaches often ignore device energy constraints, which can lead to high dropout rates and
decreased model performance. To address this issue, they propose a novel client selection
strategy that prioritizes devices with higher remaining battery levels, thereby maximizing
participation and reducing energy drain. The methodology involves modeling the energy
consumption of mobile devices and integrating this in to the selection process to balance
training efficiency and energy usage. Experimental results show the model accuracy sig-
nificantly improves and reduces the client device dropout rate up to 2.45 times compared

to state of the art.

Client clustering based client selection in federated learning

Client clustering has emerged as a powerful strategy to counteract statistical heterogene-
ity caused by non-IID data across clients and enhance model performance. Clustering
clients based on similarity is their data distribution or learned model representations al-
lows grouping with homogeneous characteristics. These clusters are especially relevant in
heterogeneous environments where a single model may not adequately represent diverse
client populations, so clustering enable more refined aggregation, improving accuracy
and convergence speed [68] [69]. There are many forms of client clustering in FL such as,
hierarchical cluster formation to soft and adaptive methods each customized to improve

model convergence, personalization, and resilience to non-IID data.
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There are key clustering approaches in federated learning, that group clients based on data
distribution or resource constraints, aiming to improve model performance and training
efficiency. A hierarchical clustering technique that groups clients based on the similarity
of their local update and training model per each cluster, giving better convergence and

accuracy under heterogeneous data distribution among clients [70].

Other approaches, analyze correlation between model weights and data overlap of clients,
to cluster clients enabling adaptive cluster formation while lowering computational de-
mand and communication cost [71]]. Similarity between model weights to cluster clients,
effectively capturing both feature and label heterogeneity in clients, has been done by im-
proving by demonstrating up 2% - 4% accuracy improvement with least resource overhead
[72]] [73]] [74].

2.2.4 Client dropout challenge in Knowledge Distillation based Fed-

erated learning systems

Client dropout occurs when certain devices fail to participation a training round after be-
ing selected due to factors such as, battery depletion, network instability or computational
limitations. Federated learning system depends on active and reliable participation of
clients for consistent update, so dropout leads to biased global updates and degradation in
accuracy and convergence speed. Simple approaches such as aggregating only available
client updates may disproportionally exclude clients with unique data and favour overrep-
resented data. Advanced approaches like, Mimic and FL-FDMS mitigate client dropout
by using similar client update substitution and also by adjusting received updates to re-
duce divergence induced by dropout [18]] [6]]. Strategies such as asynchronous updates,
decentralized FL or redundant transmissions further increased communication overhead
and compromise privacy. Therefore, client dropout remains a fundamental bottleneck to

scalable, reliable FL deployments.

In knowledge distillation-based FL systems, where clients transmit intermediate features
or logits instead of full model weights, client dropout introduces additional complexities.
The knowledge distillation process relies heavily on continuous and representative feature
and logit exchange. When clients’ dropout frequently, knowledge transfer is incomplete
and global learning slows, further degrading accuracy and convergence speed. The aggre-
gated knowledge becomes less representative due to missing client updates, particularly

in non-IID data settings [[7]].
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Traditional KD based FL methods assume reliable client availability and presuppose avail-
ability of shared dataset or consistent model architecture across client. Thus, handling

dropout in such systems remains open and critical area [22] [[75]].

Heqiang Wang et al. (2023) [[18]], investigated the phenomenon of client dropout in fed-
erated learning (FL), defined as the unexpected inactivity or withdrawal of participat-
ing clients during training due to factors such as resource constraints, unstable network
connectivity, hardware failures, or user-driven interruptions. Unlike controlled client
selection or sampling, dropout is typically uncontrollable and can occur unpredictably,
adversely affecting FL convergence and performance. The authors identify the primary
causes of dropout as stochastic and external, including hardware limitations, connectivity
disruptions, and human intervention. Such dropouts can result in incomplete participa-
tion in training rounds, introducing bias in global model updates this in turn, can slow

convergence, degrade accuracy, and reduce the overall robustness of FL models.

To address these challenges, the study proposes a friend model substitution strategy, wherein
“friend” clients those with similar data distributions are dynamically identified based on
pairwise similarity scores. When a dropout occurs, the missing updates are replaced by up-
dates from these friend clients, thereby reducing substitution error and maintaining model

quality.

Similarly, Yuchang Sun et al. (2024) [6] when federated learning (FL), being deployed
at mobile edge networks, clients may have unpredictable availability and drop out of the
training process, which hinders the convergence of FL. Here the client dropout was in-
vestigated to often caused by unpredictable availability due to factors such as limited
battery power, poor network connectivity, or complete disconnection from the server.
These dropouts introduce challenges, including oscillations around a stationary point of
the global loss function, which occur became of the divergence between the aggregated
update and the ideal central update causing convergence rate and training efficiency re-
duction. To address this their algorithm modifies each received model update based on
historical updates, mimicking an imaginary central update regardless of the number of
dropout clients. A correction variable is employed to adjust local updates, ensuring that
the aggregated update aligns more closely with the central update and thus optimizes the

global model learning process.
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There is growing body of literature that explores about client dropout in federated learn-
ing according to the finding of Ignacy Stgpka et al. (2025) [[76] consider the problem
of persistent client dropout in asynchronous Decentralized Federated Learning (DFL).
Asynchronicity and decentralization obfuscate information about model updates among
federation peers, making recovery from a client dropout difficult. Access to the num-
ber of learning epochs, data distributions, and all the information necessary to precisely

reconstruct the missing neighbor’s loss functions is limited.

Here there is an issue of persistent client dropout where clients become permanently un-
available during training and continues training without acknowledging dropout and for-
get the dropped client, where the client is removed from the federation and excluded from
future updates, leading to loss of valuable data contribution. They have investigated adap-
tive strategy focusing on synthetic data reconstruction to replace the missing client. They
have explored two main methods gradient inversion, which recovers data whose gradients
align with those of the lost client, and model inversion, which assumes that the last avail-
able model is near a stationary point for its local objective and generated synthetic data

accordingly.

In contrast to the above studies Zhiyuan Wu et al. (2024) [16]] there are many open prob-
lems in KD-based FEL. In terms of device connectivity, it is impractical to keep devices
online all the time, and how to cope with devices offline and dropout in KD-based FEL
systems remains unsolved. This issue underscores the need for robust system designs
capable of tolerating irregular device availability. The study further highlights the impor-
tance of developing dropout aware aggregation techniques, knowledge transfer protocols,
and predictive models for device availability to proactively manage participation in train-

ing rounds.

Overall, in terms of device connectivity, it is impractical to keep devices online all the time,

and how to cope with devices offline and dropout in KD based FEL remains unsolved.

Hassan Salman et al. (2025) [22] presents a case study in the healthcare domain, intro-
ducing a framework called FedHealth 2, a weighted federated transfer learning method
that integrates batch normalization and knowledge distillation process, favoring certain
clients. They have found that client dropout caused by factors such as limited battery life
or unstable network connectivity can disrupt global model stability, emphasizing the need

for strategies that ensure robust and reliable model training under real-world constraints.
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Taken together, the literature indicates that there is a gap in addressing the impacts of
client dropout in FL system even though there are works that has been done they still have
some limitation, but our focus is mainly on KD based FL system. There is no prior work

that is done to mitigate the problem of client dropout in those systems.

2.3 Summery

knowledge distillation (KD) has been effectively integrated with federated learning (FL)
to address FL issues of device heterogeneity and resource limitation. But how to cope
with frequent device dropouts remain challenge. so, we focus on retaining knowledge in
the system despite client dropouts by employing a client selection mechanism to mitigate
the negative impact of dropouts on system performance and also system stability. here we
address the limitations by integrating data distribution aware clustering with energy aware

client selection.

knowledge distillation further boosts model personalization and learning stability across
heterogeneous devices, while the client selection prevents over reliance on energy rich
clients, promoting fair contributions over training rounds. This yields robust, representa-
tive models for real-world applications like health monitoring and smart city infra struc-

ture, where device availability varies.

The study aims to develop and validate knowledge distillation based federated learning
system, consisting of cluster-based client dropping and battery-aware client selection. The
main objectives are to mitigate the negative impacts of device dropout by: (1) transmit-
ting client data distribution statistics for similarity-based clustering, (2) prioritizing client
selection by cluster diversity and battery level awareness [13]] [9] [7]. This approach ex-
pected to enhance resilient, efficient and generalized federated learning system, even if

there are client availability fluctuations due to limited resources or environmental changes.
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Chapter 3

Methodology

3.1 Research Design

This chapter details the research approach, data preparation, proposed core methodologi-
cal components, and training process of our core KD based FL system. The study adopts
an experimental research design implementation and evaluating the KD based FL system
performance. It integrates data distribution-based client clustering and battery level-aware
probabilistic client selection in which the primary goal is to reduce the impact of client
dropout, particularly in resource constrained environment. The research is motivated by
real world challenges of client heterogeneity, non-1ID data distributions and device energy
limitations in FL. Our system adopts a centralized federated learning architecture with
asynchronous updating mechanism [77]. In this setup, a single central server coordinates
the training process, aggregating model update from selected heterogeneous clients at the
end of each communication round. The system explicitly models client energy dynamics
and non-uniform availability, focusing on the effects of mid training client dropouts on the
system performance in terms of global model accuracy, robustness and fairness. Below

on Figure 3.1 we can see the system architectural design for our proposed system.

3.2 Dataset preparation

3.2.1 Experimental Datasets

We employ an open-source widely adopted dataset particularly MNIST, due to their wide
adoption in federated setups and its simplicity, from an official repository that ensures
reproducibility. MNIST consists of 70,000 Gray scale images of handwritten digit split
into 60,000 training images and 10,000 test images of 10 classes corresponding to digit

0-9, each being 28 x 28 pixels.
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Figure 3.1: Architectural design of data distribution-based client clustering and battery

aware client selection.

3.2.2 Client Data Distribution statistics

To simulate real world statistical data heterogeneity in federated learning, the chosen
dataset will be partitioned in non-IID manner. Non-IID refers to data that is not inde-
pendent and identically distributed, that is the data on each client device has varying class
distribution such as, in MNIST a client might have one or two partition from two classes
[78]]. This implies the local data on each client device is not representative of the overall
population distribution. This mimics real world scenarios where individual devices natu-

rally accumulate data reflecting their specific usage patterns or geographical environment.
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We adopt the Dirichlet distribution-based partitioning scheme, where the probability of
data sample belonging to a client is drawn from a Dirichlet distribution. Dirichlet distribu-
tion is parametrized using a vector, called the concatenation parameters, Alpha [79]]. This
alpha parameter will control the degree or the severity of the non-I1ID ness across clients
in the Dirichlet distribution. The degree of data imbalance corresponds to real-world de-
ployments, where clients’ local datasets differ in both size and composition. Lower values
of alpha (e.g., 0.5) yield sharply skewed distributions, ideal for testing extreme distribu-
tion scenarios, while higher values (e.g., 1) produce milder, more balanced heterogeneity
which is almost close to IID or heterogeneous data distribution among clients [[80]. In
a dataset containing classes and number of clients in the federated learning system, the
Dirichlet distribution with parameter alpha governs the proportion of data from each class
assigned to each client. Here on this study, we utilize the Dirichlet distribution to create

non-IID data or heterogeneous data partitions among the number of clients.

3.2.3 Non-IID Client Data Distribution

Each client computes their local data distribution statistics, which involves mean and stan-
dard deviation calculation then sharing it with the central server [[67]. The mean and stan-
dard deviation values might be calculated from the pixel vales of the local image data of
a client. We assumed here that, as there is no raw data sharing which imposes minimal
communication overhead. No raw data sharing is also good for the privacy concern, but
there might still be an inference attack and applying other privacy model is beyond the
scope of the study. Client data statistics is the foundation for the similarity-based client
clustering which also enables informed client selection process. The mean and standard

deviation of client dataset represented as:

Client_statistics = {(u1,01), .-, (ftn, 0n) } (3.1)

Statistics computation for local data distribution, particularly involves [[67] [81]]:
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Where, xi is individual sample from each client and ni is the number of samples on client
1.
We are going to compute and share the local data distribution statistics of each client once

at the beginning of the KD based FL process.

3.2.4 Client Energy Profile

The client devices are assigned with a device specific energy model, for the demand
of power aware FL training and optimization of system efficiency over heterogeneous
battery-powered edge devices. On our experiment, each client in the KD based FL sys-
tem assigned a battery profile from a set of simulated values in the “energy profile” of
the clients. The device profile is randomly assigned to each of the simulated clients in
the KD based FL environment. Each client battery profile reflects the device category
(high-end, medium-range and low end) in terms of their power consumption, as the power
consumption for different end devices is different as well as their battery capacity. Client
device category is modeled almost similar to [[L1]] with typical battery capacity and power
consumption models, but since the research was conducted bit earlier it does not consider

recent advancements.

Here we have taken recent battery capacity and power consumption profiles from different
battery powered device manufacturers verified sites as well as other performance ranking

sites [82]].

Low end devices are those devices which are less power efficient training a model, training
model takes longer time and uses more energy per operation. They must run at high power

levels for a long time to complete task, so the total energy used become high.

Those devices include, small android phones, basic IOT sensors with battery capacity
ranging from 3000 — 4000 mAh and power consumption considering compute intensive
tasks like model training range from 3-5 Watts. Mid-range devices have good balance of
performance and efficiency that they can handle moderate training without excessive bat-
tery drain. They have more powerful and efficient that can compute tasks faster than low
end devices. These mid-range decides include, old phones, commonly android phones,
having battery capacity range 4500 — 5000mAh and with power consumption for compute

intensive tasks from 4-7 Watts.
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High end devices have lower power drain, that is more computation is done with fastest
task completion which leads to lowest total energy consumption for a given computation.
Overall, high end devices need more power but also more energy efficient than the others.
Typical battery capacity of high-end devices ranges from 5000 — 6000+mAh with power

consumption estimate of 5 — 14 watts.

The initial battery level of each client is set at random with percentage value of its total
capacity. To ensure fairness and heterogeneity, the three categories of the devices are
initialized with varying range of battery percentage. For using standardized energy mea-
surement unit, the battery capacity is converted from milli amp hours to watt hours, it

allows accurate comparison across all devices despite their voltage.

A battery recharge model is integrated to simulate real-world usage. When a client is not
selected in the current round or in the coming consecutive rounds, its battery is recharged
by a fixed recharge rate. This allows critically low-battery clients to recover over time

and rejoin the training process as they might contain unique data for the training.

The energy consumption per round is calculated as the sum of computation and commu-
nication energy by also considering other background processes. Considering that most
of the federated learning processes are carried out when the device is idle or connected
to charger, the background processes are also related to this idle state of the device. The
computational energy is computed from the product of computational time and power.
The computation time is the time it takes to carry out the KD based FL training process

and in the simulated environment measured in seconds, then converted to hours.

The power consumption that assumes compute intensive tasks like model training or in-
ference, is different for the three device categories. The communication energy is also the
product of communication time for sending an update between the server and the clients
and communication power consumed. The communicational power consumed is catego-
rized into two weather the client device is using a Wi-Fi/3G the consumption varies. So,

the total energy consumed by client i in round t is then:

Ei (t) - Ecomputation + Ecommunication + Ebackground (34)

Where, they represent the computation, communication and other background process

energy consumption respectively.
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This final computation value is deducted from the client initial battery to estimate the
remaining battery. The battery levels of the clients will decrease as the simulation takes
place and this battery profile of clients is assigned once for the whole communication

round, but that does not include battery recharging state.

The communication energy usage depends on elapsed communication time and commu-

nication technology used. The Wi-Fi and 3G energy consumption is modeled as [I83]]:

Table 3.1: Communication energy consumption function with respect to elapsed time

Download Upload
Wi-Fi | y =18.092 + 0.17 | y = 21.242 — 2.68
3G y =20.592 — 1.09 | y = 15.31x + 2.67

Where x is the communication duration in seconds with real world deviations accounted

by including a scaling factor.

3.3 Proposed methodology

3.3.1 Similarity based client clustering

In practice, FL involves clients with diverse hardware, usage patterns, and data sources,
leading to variation in both data sizes and distributions, known as data heterogeneity.
Clustering clients with similar representations in federated learning address the issue of

slow model convergence and degraded model performance [69]].

Here our system clusters clients based on their data statistics similarity as reported in
section (3.2.3). It ensures diversity and backup in case of client dropout, facilitating robust
dropout mitigation. The clustering group clients based on their statistical similarity of their
local data distributions. This aims to produce homogeneous client groups, which enables

more effective knowledge transfer with improved learning process.
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K-means clustering groups clients based on their data distribution statistics-specifically
the mean and standard deviation of data points using Euclidean distance to measure simi-
larity. Clients with in each cluster exhibit grater intra-cluster similarity than inter cluster
similarity. We selected K-means as it effectively clusters clients based on our data dis-
tribution and suited to our KD based FL scenario. The optimal number of clusters K is
determined using silhouette coefficient and Davis Bouldin index, which the server em-
ploys to asses clustering quality, in our scenario we also assigned tested the cluster value

rather than measured ones by these mechanisms.

3.3.2 Battery-aware client selection

Device dropout from energy depletion poses a major challenge in FL. to mitigate this,
we integrate battery level aware client selection in to each communication round, priori-
tizing clinerts based on their current energy levels models via realistic simulated battery

dynamics.

In every round, the server evaluated battery levels using device specific profiles from three
categories (Section 3.2.4), where initial levels are randomized with in each category’s min-
imum capacity. Clients meeting a predefined battery threshold are eligible; those below

it are excluded to prevent stability and convergence speed.

Available battery energy is computed as:

Battery = battery capacity x (battery percent/100) (3.5)

Were, the battery capacity implies capacity for those three different categories, and the

battery percent is assigned randomly to each client.

To preserve fairness and heterogeneity of devices, clients are selected from each cluster
using a weighted random selection scheme. This ensures that not only high-end devices
are consistently chosen, but also mid-range and especially low-end devices get the oppor-

tunities to participate in training, while still giving priority to more energy-capable clients.

This mechanism provides a balance between energy efficiency and fair client participation,
eventually reducing dropout rates and enhancing the robustness of the federated learning

Process.
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3.3.3 Clustering based Battery-aware Client selection

Our research strategy client clustering based battery aware clients selection enhances ro-
bustness and performance in KD based FL systems by minimizing dropout impacts and

ensuring fairness among various device resource ranges.

Data similarity clustering first groups clients with comparable distributions such as mean,
standard deviation, skewness fostering homogeneous subgroups among the clusters. With
in each cluster, battery aware selection prioritizes energy stable clients above a threshold,

reducing mid round dropouts and disruptions.

For the client dropout mitigation, clustered peers provide substitute updates, preserving
the dropped client’s data characteristics during global aggregation. Selected clients then
perform feature based KD-FL training, exchanging features and logits with the server for

efficient knowledge transfer and aggregation.

3.3.4 Knowledge distillation based federated learning framework

The KD based FL framework follows the approach in [[14], and incorporates split learn-
ing to improve communication and computational efficiency on resource-constrained de-
vices. In this architecture, the global model is vertically partitioned, with the initial layers
assigned to the client side model and the subsequent layers to the server side model. Com-
putationally intensive components, such as the classification head, are hosted on the server
to leverage its greater processing power. conversely, light weight feature extracting layers

reside on client devices, allowing local computation without excessive resource demands.
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The selected clients download the current client-side portion of the global model. They
then perform a forward pass on their local datasets, training the client-side model. In-
stead of sending gradients or full model parameters, clients extract and output interme-
diate features or logits. Then on the current communication round, the clients will send
these features/logits to the server which significantly reduces communication overhead
compared to traditional FL, as features/logits are smaller than model parameters/gradi-
ents. The server after receiving features/logits from multiple clients, their update will be
aggregated for the server-side model. The server then performs the remaining computa-
tion of classification or other tasks, and the server-side model parameters will be updated
based on aggregated features for the coming rounds. In our KD based FL set up, distilled
knowledge (features/logits) propagated in both directions of client to server and vice versa.
This “feature-based KD” significantly minimizes communication as compact knowledge

representations are sent back to clients without full model weights.

The clients apply two sources of knowledge during their local training; they use their
own hard labels from their private local datasets and soft labels/logits propagated from
the server’s global model. Since the knowledge from the client data is very small, it is not

enough for making generalized model.

3.3.5 The training process

Our overall KD based FL training process coordinating the interaction between the server
and the clients which also involves client clustering based battery aware client selection

over multiple communication rounds:

Initialization: the global model is randomly initialized on the server and, split into client
side and server-side partitions. The participating clients assigned unique non-IID dataset
partition and a battery profile with initial battery level. In federated learning system, orig-
inally the training will take place on client devices that are idle (e.g., mobile device that

is not being used by the user) or in changing state.

Client data distribution statistics sharing: all the available clients’ compute their local
data distribution statistics, mean and standard deviation of their local data points and then

transmitting those to the central server.

Client clustering: the server upon receiving client statistics, it performs k-means clustering
that groups clients with similar data distribution separately. This cluster will occur once

when the communication round between the clients and the server starts.
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Per-round client selection: for each communication round, the server selects subset of
clients to participate, by filtering and discarding clients whose battery level below the
critical threshold. The battery-aware client selection process engage weighted random
selection, from each cluster prioritizing clients with higher battery levels and also low end

devices still also has a chance of being selected to ensure not to lose unique data.

Battery recharge: some of the unselected clients in the current round or in the subsequent
rounds, their battery is recharged by a fixed recharge rate. In this way critical battery

clients may get the chance to rejoin the selection process.

Local training on selected clients: each selected client using client-side model performs
local training on private non-IID dataset. By implementing forward pass and backward
pass using client-side model. This training incorporates both the clients’ local hard labels

and distilled knowledge received from the server.

Feature/logit upload to server: after local training performed by the selected clients, the

clients computed intermediate features/logits is sent to the server.

Server training with KD: the server aggregates the received features/logits from all partici-
pating clients, then feeding the aggregated features into the server-side model for comput-
ing and updating the model parameters. Then, server based on its updated global knowl-
edge, it generates distilled knowledge (logits) to be broadcasted back to clients in subse-

quent rounds.

Dropout mitigation: if a selected client drops out during communication round e.g., due to
network issue, system failure, its contribution to the current round will be lost. However,
the data similarity-based clients clustering can provide compensatory update to the server
before aggregation in replacement to the unintentionally mid training dropped out client.
This ensures the statistical representation of the dropped-out clients’ data is still partially

included in the global aggregation, reducing the impact of dropout on model performance.

Battery level update: in the simulated environment, at the end of each round, battery levels
of participated and non-dropped clients are updated by deducting energy consumed during

their training participation and other background processes (in an idle state).

The server using the updates from participating clients to produce an updated global model.
This training steps repeat in the subsequent communication rounds until convergence cri-

teria like, peak maximum global accuracy, required number of rounds has reached.
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3.4 Evaluation metrics

A comprehensive set of evaluation metrics is employed to assess the effectiveness of the
proposed dropout-resilient, battery aware KD based FL framework. Beyond conventional
accuracy, the evaluation emphasizes robustness to client dropout, convergence behavior,

and resource efficiency, which are central to the objectives of this study.

Global model quality is assessed using classification accuracy on held out test dataset to
measure generalization, along with dropout resilience, quantified by performance degra-
dation under varying dropout rates. Convergence speed is evaluated by analyzing the
number of communication rounds required to reach a stable accuracy threshold. In addi-
tion, energy is measured through per round client participation and energy consumption
trends, reflecting the impact of the proposed battery aware client selection mechanism.
collectively, these metrics provide a comprehensive evaluation of the system’s ability to

maintain stable and reliable performance in presence of device dropout.

3.4.1 Model performance

Global model accuracy: the classification accuracy of the aggregated global model on a
held-out test dataset, that represent the overall data distribution at the end of each commu-

nication round. This is the key measurement of the model’s learning effectiveness.

Global model loss: the MSE loss of the aggregated global model on the held-out test

dataset, indicating the model’s prediction error and convergence behavior.

3.4.2 System robustness

Energy consumption per client in each round measures the average energy consumed by
selected and actively participating clients in each communication round, reflecting the re-
source demands of the proposed KD based FL process. comparing energy consumption
under battery aware client selection with random client selection highlights the effective-

ness of the proposed approach in selecting more sustainable participants.

Remaining battery level of active clients at the end of each communication round is tracked
to evaluate the system’s ability to manage client energy and sustain participation over
time. Higher remaining battery levels indicate improved robustness and more efficient

supervision of client energy resources, contributing to reduced dropout and stable training.
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3.5 Implementation and development tools

This section outlines the details of the software, hardware, and programming environments
used for the implementation, simulation, and evaluation of our proposed knowledge dis-
tillation based federated learning system. These tools were selected to fulfill the need
for robust deep learning capabilities, efficient simulation of distributed FL environment,
and for the reproducibility of results. The following subsections provide an outline of the

development environment.

The vast collection of scientific libraries was ideal for this research. to its rich selection

of scientific libraries.

3.5.1 Software environment

Programming language:

Python is the primary programming language that is used, and it is selected due to its sim-
plicity, wide support for machine learning research, and compatibility with deep learning
frameworks. The broad and rich collection of scientific libraries was ideal for this re-

search.
Deep learning framework:

PyTorch was utilized as deep learning framework due to its flexibility for defining neural
network architectures, and widespread adoption for research. It enables implementation of

complex architectures like federated learning, split learning, and knowledge distillation.

Operating systems: Ubuntu 22.04.5 LTS was used for local experiments. NVIDIA DGX
server Ubuntu 20.04.6 LTS (GNU/Linux 5.4.0-204-generic x86) used for its stability and
wide support for GPU acceleration in machine learning research for training complex deep
learning models. This server contains 8 high performance GPUs, each processing 128GB
of memory. Windows 11 was also used as an operating system on our local environment
for development, this provides a flexible environment for testing, evaluating and perform

other development functions.

Google Colab: served as a cloud-based platform for testing and rapid prototyping, provid-
ing free version GPU access for small-scale experiments. It offers a convenient platform

for code testing and demonstrating.
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Development and simulation environment: our experimental setup used both dedicated
primary server infrastructure and google Colab as secondary cloud-based platforms to

manage computational demand and scalability.

3.5.2 Hardware environment

The experimental simulations were conducted using high performance computing resources

to support the computational demands of federated learning experiments.

Primary server: an NVIDIA DGX Server was used as the primary computing platform.
The system is equipped with 8 x NVIDIA GPUs with a total of 128 GB GPU memory
(16 GB per GPU), a multi-core processor optimized for parallel computation, and 512 GB
system memory (RAM).

Cloud environment: Google colab was employed as a secondary computing platform,

providning access to NUVIA Tesla GPUs, such as T4 model, with 16 GB of GPU memory.
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Chapter 4

Result and Discussion

This section delivers a comprehensive and reproduceable description of our experimenting

environment, dataset and model configurations.

4.1 Dataset

Our experimental evaluation employs the MNIST dataset, which is widely adopted in fed-
erated learning due to its widespread use and simplicity, it is also a benchmark dataset for
image classification. MNIST dataset contain 70,000 grayscale images each of size 28x28
pixels of handwritten digits (0-9), split into 60,000 training images and 10,000 test im-
ages. MNIST characteristics makes it ideal for validating federated learning approaches,
particularly those line non-IID data distribution challenges. Relatively, it has small size
that allows for rapid iteration and experimentation, delivering straight forward metric for

performance evaluation.

The primary task is classification on MNIST dataset that involves correctly labeling each
image to its corresponding digit class, performing multi-class classification, and where the
global federated model learns to classify digits. In addition, generating non-IID variants
of MNIST data is performed, which is crucial experimental task that introduces real-world
challenge of data heterogeneity among client devices. This is essential for robustness and

practical applicability of our proposed system.

4.1.1 Data partitioning

To reflect real-world FL environments, in which clients exhibit statistical heterogeneity,

data is partitioned into non-IID data partitions using the Dirichlet distribution approach.
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This method allows for controlled generation of non-IID data by assigning a proportion
of each class to clients based on a Dirichlet parameter “alpha”. The data partitioning and
sampling process ensures that data is not uniformly distributed across classed for each
device, creating the desired heterogeneity. Here in our simulation environment, we have
used alpha value 0.5. A detailed description of the data partitioning and the mathematical
formulation of Dirichlet allocation is provided in the Appendix

Table 4.1 shows how data is being partitioning in our simulation among 40 total number

of clients via non-1ID Dirichlet distribution.
multirow

Table 4.1: Dataset Partitioning Setting

Dataset | No. of classes | No. of partitions | Partitioning method | Partitioning setting

MNIST 10 40 Non-1ID Distribution

Dirichlet distributed | parameter (o = 0.5)

4.1.2 K-means client clustering by Client data distribution

The clients perform calculation of statistics (mean and standard deviation) of the pixel
values from the flattened image data samples. After the server received each client statis-
tics, a vector of the statistics is constructed, then serve as input to the K-means clustering

algorithm.

The optimal number of clusters K in the K-means clustering, is typically found by using
metrics namely silhouette coefficient and Davis Bouldin index. The sever employ those
metrics to evaluate the quality of clustering and determining the appropriate K, much detail
is included in Appendix clients within the same cluster possess statistically similar
local data distributions based on the proximity of their statistical vector value. This clus-
tering minimizes intra-cluster variance and ensures that if dropout occurs, clients within
the same cluster provide as replacements. An appendix showing details of the similarity

calculation and clustering algorithm configurations are provided in the Appendix
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4.2 Model Architecture

A simple CNN architecture utilized suitable for the MNIST classification is employed,
which is split between client and server in our knowledge distillation based federated
learning setup. The clients handle the feature extraction while the server performs the

heavy classification task, enabling resource-efficient training on low powered clients.

The client-side model (feature extractor) runs on resource constrained edge devices. It
contains a sequential convolutional block designed for initial feature extraction. Three
convolutional layers, that processes the single channel 28x28 input image to produce 32
feature maps, that applies ReLLU activation. Two Max-pooling layers for dimensionality
reduction, that reduces dimension by half twice such as 28x28 to 14x14. Finally, there is

feature vector extraction of 128x7x7 dimensional output.

The server-side model (classifier) resides at the central server which acts as the global
model and receives the extracted features from the clients. It consists of a sequential
block of fully connected layers with dropout and normalization. Dense layers that receive
flattened features of 128x7x7 dimension and transforming them to 512 features. Then
the final layer outputs 10 logits, corresponding to the 10 classes of MNIST digits. The
split learning implementation involves feature based knowledge transfer, in which the
client model extracts features that when flattened serve as input for the server model. The
client model output dimension matching with the server input dimension enables the split
execution, where clients carry out the initial feature extraction and the server completes

the classification task. The detail of model structures is shown on Table

4.2.1 Model parameter

Here is the hyper parameter values used in the CNN models on the MNIST dataset, for
both for the client side and server-side model. The parameters demonstrate that our models
effectively learned from the data while maintaining efficient training time, additionally
they are crucial for reproducibility. on the below Table it shows the details of hyper

parameter that we have used for training the model both at the clients and the server.
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Table 4.2: Model structure for MNIST

Property Student model (client | Teacher model (server | Description
model) model)
Input layer 28 x 28 gray scale image Extracted features from client | The data fed in to the models.
model (128 x 7 x 7 dimen-
sion)
Convolutional Conv2D: 32x28x28 (output | None Layers responsible for ex-
layers shape) tracting features from image
Conv2D: 64x28x28 (output data
shape)
Conv2D: 128x14x14 (out-
put shape), by Maxpool re-
duced by half to 128x7x7.
Final classification layer = 10
(dimension)
Final layer Linear layer (128 x7x7) Linear: 1% fully connected | Last layer responsible for

layer, 128x7x7 (input di-
mension)

Linear: 2™ fully connected
layer

Linear: 3¢ fully connected

layer, 10 (output dimension)

the classification logits (10

classes)
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Table 4.3: The parameters used on our experiments with their respective assigned values

Hyper parameter description value
Client optimizer Stochastic Gradient Descent (SGD) —
Client Learning Rate | Step size for SGD 0.01
Client Momentum Momentum for SGD 0.9
Client Weight Decay | L2 regularization for SGD Se-4
Client Epochs number of local training epochs 7
on each client per communication
round
Server Optimizer Adam optimizer —
Server Learning Rate | Step size for Adam 0.001
Server Epochs number of epochs for server-side 5
model training
Batch size number of samples processed in one 32
forward/backward pass
Loss Function standard cross entropy loss KL loss
for local client training
cross entropy loss
for evaluation purposes
KL divergence loss for
knowledge distillation

4.3 Knowledge Distillation parameters

Feature-based KD was integrated to enhance the generalization of the federated learn-
ing system. Clients learn both from their own labels and the server’s softened logits,
improving performance despite non-IID local datasets. This facilitates communication-
efficient model training, enabling clients with smaller models to learn from the global

server model’s richer representations.

40



The critical hyperparameter governing our Knowledge Distillation framework is Tem-
perature (T). T is applied to the logits of both the teacher and student networks before
the Soft Max function is computed. Temperature is used to control the smoothness or
softness of a model’s output probability distribution. The standard Soft Max function
converts a model’s raw output scores (logits) into a probability distribution. A higher T
value “softens” the probability distribution, making the probabilities of all output’s classes
more uniform and less peaked. A low temperature results in a “harder” or more peaked
probability distribution, similar to standard Soft Max output. Here we have used value
of 2.0 for the T, we have chosen a lower temperature value because we want the clients
to learn more from their local dataset and less from the teacher’s “softened” outputs for

some information for the clients to learn from.

4.4 Heterogeneous Energy Profile for Battery Aware KD
based FL

In our KD-based Federated Learning system, 40 simulated clients are established and from
those a target number of 20 clients are selected for participation in each training round.
The selection is performed from each of the 4 cluster that ensure data diversity, with bat-
tery aware client selection, in which clients with higher battery level have higher selection
probability but low battery clients retain a non-zero chance to participate in order to main-
tain data diversity and fairness. Clients below a critical battery threshold are excluded

from participation.

Each simulated client is assigned a battery or energy profile corresponding to high, medium
and low — end devices. The battery modeling for each client device, which tracks their
battery profiles and consumption during the training process. Battery capacity is modeled
in Watt-hours (Wh), with computation and communication consumption deducted in each

communication round.

In FL, it is considered that the devices are idle or not in use by the user during training
process, allowing for focused analysis of energy consumption due to KD-FL task. The
battery model accounts for, energy consumption due to computation of the client devices
training consumption, communication between the client devices and the server both for
upload and download communication energy consumption and Idle or other background

processes of the device consumption.
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The computational energy consumed by each client is computed as product of compu-

tational time and power draw assigned by each client. This computation is different for

low-end, mid-range and high-end devices as stated in the Table The communication

energy consumption is calculated as a product of communication time (both for the upload

of feature to the server and download of logits to the clients) and communication power

(could be Wi-Fi or 3G based on what the device is using)

Table 4.4: Classification of device ranges based on their battery capacity and power con-

sumption profiles

Device Typical battery Power Processing
capacity per consumption | power profile
milliampere-hour per watt

Low-end 3000 — 4000 mAh 3 — 5 watts These devices are power ineffi-
cient, so they must run at high
power levels (energy per opera-
tion) for a long time to complete
a task, leading to high total en-
ergy used and computation time.

Medium-range | 4500 — 5000 mAh 4 — 7 watts They have good balance of per-
formance and efficiency and can
handle moderate training tasks
without excessive drain or heat.

High-end 5000 — 6000+ mAh | 5— 14 watts They have high performance,

high efficiency as they are built
on latest processors. They com-
plete tasks fastest, leading to
lowest total energy consumption
for a given task, being more en-

ergy efficient.

Table[d.4we have categorized client devices into three groups based on their hardware ca-

pabilities and power consumption profiles. The grouping provides a representative model

for heterogeneous client populations, enabling more accurate evaluation of our federated

learning approach under real-world conditions.
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4.5 Baseline and experimental variants

Three main experimental conditions are compared here namely the baseline (full client
participation without dropout), client dropout without replacement, and client dropout
with replacement (our system). The baseline is our main comparison point; it is client
clustering based KD based FL system. It is an ideal condition in which all selected 20
clients complete training without dropout from the training process. In our scenario, this

represents the upper bound of performance for our system without considering dropout.

We introduced a mechanism for simulating client dropout, in which selected clients ran-
domly dropout at some ratio such as 40%, 60 % and 80% of the simulated 20 clients
will dropout from the training process. They are not replaced reducing effective training
participation. We can control the dynamic dropout rate of clients, as the client dropping
increases clients have reduced opportunities to join the training rounds, leading to perfor-

mance degradation.

In our system, dropped clients will be replaced by others from same cluster; if none are
available replacements are drawn from other clusters. This highlights our key mitigation
strategy, and also maintains cluster representativeness. The battery-aware client selection
is involved in all three simulation categories, by ensuring a fair comparison under condi-
tions where battery life is considered for initial selection. But, even with battery-aware
selection, clients might still dropout due to other real-world issues like network connection
instability and others. Therefore, the dropout simulation and replacement algorithms are

crucial for demonstrating robustness of the system in realistic and imperfect environments.

For each of the above three scenarios, the performance under MNIST will be plotted and

compared against each other, to see the effectiveness of our replacement algorithm.

4.6 Experimental results

To evaluate the convergence performance of our system under clustered client settings
with varying client dropout percentages. In federated learning, convergence refers to
the stabilization of the global model’s performance across communication rounds, where

client updates become aligned and further training yields minimal improvements.
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In the setup, the participating 20 clients were grouped in to 4 clusters, where clients with
in the same cluster share similar data characteristics, that clustering allows dropped clients
to be replaced with others from same group. For comparison, we evaluated our clustered
client selection and replacement across different dropout rates and full participation ana-

lyzing accuracy and loss curves.

The table 4.5|below shows the KD based FL parameter for the global model training.

Table 4.5: Experimental Parameters

Description Value
Total clients 40
Clients per round 20
Number of rounds 70
Number of local epochs 1
Number of server epochs 5
Batch size 64
Momentum for SGD 0.9
KD parameter (7") 0.2

4.6.1 Experiment 1

On the first experiment, there are plots for test accuracy and training loss against commu-
nication rounds. These visualizations serve to validate the system’s performance, stabil-
ity, and its effectiveness in real-world complexities. We also evaluate how client dropout
and replacement strategy affect global model convergence. The accuracy versus commu-
nication rounds illustrates, final global model performance under different client device
dropout settings showing whether the proposed system can maintain accuracy close to the

full participation of all the 20 clients.
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This direct comparison provides strong evidence for the benefits our proposed method.
The training loss versus communication rounds provides complementary evidence of train-
ing stability, showing whether the system converges smoothly or suffers from oscillations
due to missing client updates. Stable curves in general indicate well-tuned hyperparameter
and robust aggregation mechanism of the knowledge distillation based federated learning
system. All these results demonstrate that the proposed clustering-based replacement and
battery-aware client selection mechanisms mitigate the negative effects of client dropout,
ensuring faster convergence, higher accuracy, and more stable training as compared to

random dropout scenarios without replacement.

Accuracy performance over rounds

Here the global model (server model) test accuracy over the given 70 communication

rounds is tracked.

During the communication rounds the relevant hyper parameters that control the knowl-
edge distillation based federated learning system dynamics, those hyperparameter are such
as in our scenario 20 clients selected in each communication round, non-IID data parti-

tioning, clustering parameters on the performance.

We will present combined accuracy over communication rounds graphs for different dropout
scenarios to facilitate comparison. The clients are intentionally dropped out randomly in

order to see the effect when different amount of clients’ dropout from the training process.

At 20 percent, 50 percent ,80 percent client dropout, there is a single combined graph
shown as below plots in which inside each of the graphs it shows (1) full participation (no
dropout) of the selected 20 clients plot, (2) 40%, 60% and,80% from the selected clients
randomly dropped out plot and, (3) our system’s performance in which 40%, 60% and,80%
of the dropped clients replaced by clients from other unselected simulated clients from
same cluster. We give more attention to substitution from the same cluster for dropped

out clients in that it avoids stale or biased updates common in dropout scenarios.

On Figure the global model test accuracy versus communication round graphs illus-
trates that cluster-based client replacement for the dropped-out mechanism has mitigated
performance degradation caused by client dropout. Replacing clients ensures that global
model continues to receive an update from similar data distributions of those who had
dropped out from the training that improves convergence speed and global model accu-

racy.
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Figure 4.1: Global model test accuracy over communication rounds under different client

dropout levels (40%, 60% and 80%) on MNIST dataset.
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The baseline accuracy (blue curve), archives comparatively higher and most stable per-
formance which is the starting point for comparison. It reflects full client participation
without any dropout and disruption. The green curve shows a client being dropped out
without replacement, and noticeable degradation in model performance is observed. The
global model accuracy converges more slowly due to reduced data diversity and repre-
sentation caused by sudden absence of several clients, leading to less informative updates
being aggregated by the server. It can be seen that the drop in accuracy becomes more
severe as dropout rate increases, signifying system’s vulnerability to large scale client un-
availability. The other curve depicts that clients that has dropped out being replaced by
other clients from same cluster (red curve). It exhibits marked improvement compared to
the dropout only step, that ensures each cluster remains represented even after dropout.
As a result, the replacement algorithm maintains accuracy much closer to the baseline
particularly at lower dropout rate, showing faster recovery and more stable convergence

compared to the non-replaced client dropout scenario.

When the dropout rate becomes extreme performance still falls short of baseline indicat-
ing, while replacement alleviates the problem it might not compensate for large scale client

availability as it might lose representative client.

Loss curves

Alongside each of the previous combined accuracy graphs, here Figure [4.2] provide cor-
responding loss versus communication rounds curves, offering a comprehensive view of

the training dynamics and convergence behavior.
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Figure 4.2: Global model loss over communication rounds under different client dropout
levels (40%, 60% and 80%) on MNIST dataset for the respective accuracy on the above

figure.
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4.6.2 Experiment 2

On this experiment, the battery dynamics across training rounds is crucial for accurately
simulating real-world federated learning scenarios, especially when resource-constrained
edge devices such as smart phones and [oT divides are targeted. Device batteries represent
a critical limiting resource impacting client participation and availability during training.
Here on our system, we model device specific battery profiles and simulating energy con-
sumption during computation and communication activities, these experiments capture the
real-world behavior of client devices. The client devices are also categorized into three
tiers namely, high end, mid-range and, low end devices based on their battery capacity
and the processing power of the device. The client selection strategy prioritizes devices
based on current battery levels, ensuring clients with sufficient energy from different cat-
egory of devices participate in that current round by reducing mid-training dropout rates
and preserving data diversity. The selection of clients for participation make sure that it’s

not only favoring high end devices.

Battery-aware KD based FL training

The Bar chart on below Figure demonstrates the battery depletion of sample clients
that are selected using a standard random selection in the KD based FL framework. As
shown, random selection approach fails to account for diversified battery capacities across
heterogeneous device pool. As a result, clients experience battery depletion and dropout
from the training process. The figure clearly establishes the necessity for resource aware

client selection from all device categories.

The other bar chart on Figure illustrate what is happening in a single communication
round, it visualizes the battery status of the participating clients in the battery in watt-
hours versus participating clients plot. The initial battery, the calculated consumed battery
(which is different for different category) and, the final battery value after the consumption
deducted from the initial battery for the participating devices in a particular selected single
communication round. as clients are selected based on their battery level they have good
battery to participate in the current training round without dropping out due to battery

depletion issue.
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Figure 4.3: Random selection of clients and battery consumption illustrated resulting

client dropout due to battery draining in a single communication round.

Battery-Aware Selection: Battery levels for Clients in Round 5
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Figure 4.4: A comparative view of battery consumption across Low-end, Medium-range,

and High-end device profiles for the battery aware client selection in a single communi-

cation round.
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4.7 Discussion

The clustering mechanism could sample diverse data from all statistical groups (Low-
end, Mid-range, High-end) ensuring global model receives more representative update
in each round. The client clustering based on their data distribution similarity success-
fully create redundancy mechanism that minimize the negative effect of device dropout.
It prioritizes clients based on their remaining battery levels from all categories, ensuring
equitable client participation across the federation. It will reduce the frequency of pre-
mature client dropout due to battery depletion and enhance stability of KD based FL by

improving overall convergence of FL training process.

RQ1 What traits of client devices can be used to design a client selection mechanism to
mitigate the impact of device dropout to retain an acceptable performance of the KD based

FL systems?

Integrating battery level awareness and cluster-based client replacement, our system en-
sures that when clients with network and other issues withdraw, an alternative client with
similar data characteristics and sufficient energy resources are selected to continue partic-
ipation. It preserves statistical representativeness and consistent participation across clus-
ters throughout the training. Consequently, the approach reduces impact of client dropout

in KD based FL training process.

Our system utilizes a collaborative mechanism of client selection by observing both the
data distribution similarity for clustering and battery-aware selection by prioritizing good
battery clients. This method aligns with prior finding of Heqiang Wang et al. (2023)
[18]], which also alleviates client dropout issue, unlike this work, our system converges
slightly faster as well as they use random clustering of clients during training. Our system
also implements resource aware client selection. As of this study conducted, there was no

previous work that has been done regarding client dropout in KD based FL system.

This research signifies an applicable path for deploying KD based FL in non-IID and
unstable environment such as mobile devices or IoT networks where battery and other
resource constraints are major concerns. As a result, this makes FL more practical for
edge computing. Despite a better global model performance achievement, the system has
some limitation in dynamically adapting the clustering and selection mechanism to rapidly

changing device statuses and ensuring scalability.
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Chapter 5

Conclusion and Future Work

5.1 Conclusion

This study examined the impact of device dropout on the performance of knowledge Dis-
tillation based Federated Learning systems operating in heterogeneous and resource con-
strained small edge devices. Device energy limitations and unreliable participation were
the major factors that affect the stability and performance of the global model. To ad-
dress these challenges, an energy aware Knowledge Distillation based Federated Learn-
ing framework incorporating data distribution similarity-based client clustering was pro-
posed. The objective of the framework is to reduce client dropout by prioritizing clients
with sufficient battery levels while improving knowledge transfer consistency through
data similarity-based grouping. Experimental results show that the proposed approach
effectively reduces client dropout and improves global model accuracy and its conver-
gence stability towards the optimum as compared to conventional Knowledge Distillation
based Federated Learning methods. These findings confirm that interacting data similarity
and energy awareness enhances the robustness and practicality of Knowledge Distillation

based Federated learning systems for real world deployment.
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5.2 Future Work

Future research may investigate several findings to further enhance dropout resilience
in federated learning. A dynamic clustering algorithm that can adapt to scalability and
real-time data distribution and device heterogeneity by enhancing selection flexibility. It
can also investigate an alternative Knowledge distillation mechanism such as a strategy
that employ multiple teacher model with one student model and other knowledge transfer
mechanism. A system that ensures the client selection techniques uphold privacy and se-
curity standards against malicious clients or adversarial attacks. Investigating the compat-
ibility of our strategy with other federated learning enhancement like differential privacy

or personalization.
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Appendix A

Data Heterogeneity Simulation and Client

grouping

A.1 Dirichlet non-IID data partitioning

For label, features and quality skew simulation of multiple clients (federated datasets),

various methods were used for creating synthetic partitions of a centralized dataset.

Label distribution skew is when the label distributions vary across clients. Example, some
hospitals are more specialized in several specific kinds of diseases and have more records
on them. To simulate label distribution skew, there are different label imbalance settings
quality-based label imbalance, distribution-based label imbalance (here we are focusing

on this).

Distribution based label imbalance: each party is allocated a proportion of the sample
of each label according to Dirichlet distribution, that is it uses Dirichlet distribution to
partition the data. The Dirichlet distribution models the probabilities assigned to each
label. An advantage of this approach is that we can flexibly change the imbalance level by
varying the concentration parameter Beta. For instance, if Beta is set to smaller value, then
the partition is more unbalanced and more distinct distributions across clients, while higher
value results in more similar distributions. On below Figure it is shown that how the data
partition using Dirichlet distribution for MNIST dataset is performed of the given Party
ID (client devices). here on the below Figure it is illustrated how data is partitioned
using Dirichlet distribution [84].
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Figure A.1: Here it is shown distribution-based label imbalance on MNIST dataset with
Beta = 0.5, each rectangle value shows the number of data samples of each class (0-9)

belonging to specific partition.

A.2 Client data similarity calculation

We have used the mean and standard deviation of a client data statistics distribution for
client similarity calculation, and they are key statistical measures that describe the char-

acteristics of data distribution.

The mean for a client means the mean of its local data distribution such as, on the MNIST
image dataset it is the average pixel intensity. So, clustering by mean groups clients whose
local data is centered around a similar point, ensures that clients with similar data content
are grouped together. On the other hand, the standard deviation for a client indicates how
diverse or uniform its local dataset. Clustering based on standard deviation groups clients’

that have similar levels of diversity in their data.

A.3 Client clustering using silhouette coefficient and Davis

Bouldin

The optimal number of clusters K in the K-means clustering, is typically found by using
metrics namely silhouette coefficient and Davis Bouldin index. The sever employ those
metrics to evaluate the quality of clustering and determining the appropriate K. for having

strong approach, we have used the two metrics in conjunction to one another.
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silhouette coefficient is internal validation metric that measure two key aspects of cluster-
ing. Cohesion, which quantifies how close data points with in a cluster are to each other
and separation, assesses how distinct clusters are from one another. It serves as an internal
basis to assess clustering quality by measuring clustering cohesion and separation, which
is applicable to many clustering algorithms like K-means clustering here as our scenario.
silhouette coefficient is computed as the difference between the average distance to points
in the nearest cluster and the average distance to points in the same cluster, divided by
maximum of the two values. The score ranges from -1 to +1 where, values close to +1
indicate well matched samples with their clusters, values near 0 suggest samples on cluster

boundaries and negative values imply possible misclassifications.

The Davis Bouldin index, measures average similarity ratio between each cluster and its
most similar neighbor. Similarity here means the ratio of with in cluster scatter to between
cluster distance. Lower value is better, indicating that clusters are more spread out from
each other and are more compact internally. This complementary metric to the above can

provide additional perspectives on clustering performance.
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