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A b str ac t 

A  c loud  com pu ting  is  a n  em erg ing  m ode l  fo r  the  p rovis ioning  o f  dynam ical ly  e las tic  and  

o f ten  virtua lized  resou rces  a t  the levels  of  in fras truc tu res , pla tfo rm s  and so ftw are . I t is 

becom ing  a  poss ible  cho ice  fo r  the  bank ing  indus try  to  benef i t  out  o f  i ts  adv antages . B anks 

a re  a t tem p ting  to  sh if t  their  se rvices  to  the  c loud  even  though  there  a re  business  risk s  rela ted 

to  da ta secur ity .  D a ta  secur ity   is   the  science   and   s tudy  o f  m e thods  o f  p rotec ting   da ta  

in  com pu te r   and   com m unica tion   sy stem s.   

W ith in  the  bank ing  m odules ,  this  thes is  concerns  on  the  paym ent ca rd  sy stem  data  secu ri ty 

s ince  f raud  on  paym en t ca rd  sy stem  is  becom ing  a  se rious  issue  fo r  the  bank ing  indus try  and 

cause  an  econom ica l  c r is is . C u rren tly , E th iopian  banks ‟ prac tice  w ith  the  involvem en t o f 

th ird pa rty  show s tha t there  is  an unsecured  w ay  of  data  transm iss ion  betw een  paym en t 

app licat ions  and  an  access  con tro l  is sue  tha t  leads  to  in terna l  and  ex terna l  frauds . 

T he  ob jec tive  o f  th is thesis  is  to des ign a  c loud  da ta  secu ri ty  fram ew ork  fo r  paym ent ca rd 

sy s tem  of  E th iop ia  in  o rde r  to  contr ibute  da ta  secu r ity  so lut ion s  to  the  ex ist ing  paym en t  ca rd 

sy s tem  and  in  the  cloud  environm en t . Inte rv iew , ques tionna ire , obse rvat ion , l ite ratu re 

rev iew , des igning  and  sim ula tion  a re  u sed  to  carry  ou t  the  resea rch  process . 

T he  p roposed  f ram ew ork  is  abou t  com m un ica t ion  be tw een  app licat ions  throughou t  the 

paym en t ca rd  sy stem  w ith  the  integ rated  secu ri ty  com ponent . T he  secu r ity  com ponen t 

con ta in s  the  p roposed  com bined  algo ri thm  (A E S , R S A  and  S H A 2)  tha t  en su re  da ta 

con f idential i ty  and  in tegr i ty  at  the  tim e  of  da ta  transfer  in to  the  c loud  and  selec ted  access 

con tro l  technique  is  also  applied  to  the  databases  and  lib rary  f ile s .  

C ryp too l2  and C loudS im  sim ula tion  tools  a re  used  to im p lem en t the p ropose d c loud da ta 

secu r ity  com ponent s . C ryp too l2  is  u sed  to  genera te  the  com bined  encryp tion  algo ri thm  and 

C loudS im  s im u lates  the  cloud  env ironm en t for  the  paym ent  ca rd  sy stem  and  com e  up  w ith  a  

c loud  da ta  secu ri ty  fram e w ork  fo r  a  paym ent ca rd  sy stem . M easu r ing  encryp tion  algo r ithm  

perfo rm ance  w ith  va r ious  pa ram ete rs and  te st ing w ith  secu ri ty th rea t a re som e o f the 

recom m enda tion s  for  fu ture  w ork .   

K eyw ord s:  C loud  C om pu ting, D a ta  S ecu r ity , P aym en t C ard  S ys tem , P aym en t C ard  S ystem  

D ata  S ecu r i ty , S ecu ri ty  C om ponen t , D a ta  C onfiden tia l ity  and  In teg ri ty  on  C loud  C om pu ting
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C h a p ter  O ne : In tr o d uc tio n 

1 .1  Ba c kg ro u n d   

D ata   secu r ity   is   the   science   and   study   o f   m e thods   o f   p ro tec t ing   data   in  com pu te r   and  

com m un ica tion   sy stem s [1 ] . P rotect ing  data  m eans  such  as  a  da tabase  from  destruct ive 

fo rces  and  f rom  the  unw an ted  ac tions  o f  unautho r ized  u se rs  w here  p rotec ting  a  da ta  is 

de f ined  by  a  com bination  o f  conf idential i ty , in tegr i ty ,  authen tic ity  and  ava ilab i li ty  (C IA ) 

fac to rs , in  acco rdance  w ith  bus iness  needs  and  any  lega l , con trac tual , o r  regu lato ry  

requ irem en ts  and  constra ints  [2 ,  3 ] . 

D a ta  p ro tect ion  o ften  thought  o f  a s  info rm ation  asset  m anagem en t spans  the  ent ire  data  li f e 

cyc le , f rom  c rea tion , u se , t ransfe r  and  s to re  to  even tua l  de let ion . A t eve ry  s tage , ce rta in 

con tro ls  m ust  be  app lied  to  pro tec t  data  f rom  unau thor ized  access  and  u se  [3 ] . 

In  f inanc ia l  in st itu tion  l ike  banks ,  da ta  is  the  li feb lood  o f  the ir  exis tence . D a ta  inc lude 

cus tom er  f inanc ial  in form ation , account  in form ation , paym en t card  in fo rm ation ,  transact ions 

and  non -pub lic  cus tom er pe r sonal  in form ation . A lm o st  al l the in form ation u ses by  a 

f inanc ia l  ins t itu tion  a re  po ten tia l ly  sens it ive  o r  pr ivate  w here  their  da ta  secu r ity  shou ld  be 

the  f irs t  concerns .   

T he  na tu re and  techn iques  o f da ta secu ri ty shou ld cons ide r  the  under ly ing com puting 

p la tform . In  c loud  com puting , w h ich  is  the  em ergin g  techno logy  and  I n te rne t-based 

com pu ting;  large  g roups  of  rem o te  se rve rs  a re  netw orked  to  al low  the  cen tral ized  da ta 

s to rage , and  on line  access  to  com pu ter  se rv ices  o r  re sources  [4 , 5 ] . C loud  com pu ting  re lie s 

on  the  sha r ing  of  re sou rces  to  achieve  cost  reduction , g reate r  f lexib il i ty  and  optim a l  resou rce 

u t i liza tion  [4 , 5] .   

C loud  com pu ting  has  serv ices  l ike  S o f tw are  as  a  S e rvice  (S aaS) , P latfo rm  as  a  S erv ice 

(P aaS ) , In fras truc ture  a s  a  S e rvice  ( IaaS )  and  D a ta  a s  a  S e rvice  (D aaS )  im p lem ented  th rough 

fou r  d iffe rent  dep loym en t m odes  [17 , 52 ] . T hese  are  pub lic , p riva te , hybr id  and  com m unity 

c lou d  th at  d if fer  on  the  secur i ty level , pe rfo rm ance  and e ffec t iveness  of  the  c loud 

techno logy . M oreover , in  al l  m odes , c loud  com puting  p rovides  a  lot  o f  benef its  like  te st ing 

and  deve lopm ent, b ig  data  ana lys is , f ile s  s torage , backup  and  disaste r  recovery  w ith  low  cos t 

http://en.wikipedia.org/wiki/Computer_network
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th rough  the  c loud com puting  prov iders  such  as  A m azon , G oog le , M ic roso f t , IB M  and  S ales 

F o rce  [6] . H ow ever , the re a re a lso  com m on cha llenges o f c loud com puting  l ike  secur it y  and 

p r ivacy , inte roperab il i ty  and  po rtab il ity , re liab il i ty  and  availabi l i ty , pe rform ance  and  

bandw id th  cos t  a re  som e  o f  the  know n  l ists  [7] . 

S ecu r i ty  is  one  o f  the  m ain  cha llenges  in  the  da ta  li fe  cycle . T he  na tu re  o f  secur ity  touches 

a l l  corne rs  on overal l  cloud  fram ew ork  such  as  phys ical  and  log ical  leve l  secu ri ty , IT  

in frast ructu re  secur ity , app lica tion  and  p rocess  secur ity  and  da ta  and  in fo rm ation  secu ri ty . 

T he  m ain  w orry  is  abou t  da ta  and  in fo rm ation  secur ity  [3 ] .  

D esp ite  a ll , com panies  a round  the  w orld  a re  increasing ly  aw are  o f  the  bus iness  va lue  o r 

benef i t that  c loud  com pu ting  b r ings  and  taking  steps  tow ards  trans it ion  to  the  cloud . A  

sm oo th  trans it ion  enta ils  a  tho rough  unders tan ding  o f  the  benefi ts  a s  w e ll  a s  the  cha llenges 

invo lved . 

F inanc ial  in s ti tut ions  l ike  banks  are  po tential  a rea s  o f  in teres t  in  th is  rega rd .  T he  typica l 

bank ing  opera tions  a re  re ta i l , loa n , in te rna t iona l  bank ing  and  e -bank ing  opera t ions . E -  

B ank ing  opera tions  are  bank ing operat ions  pe rform ed  electron ica l ly , includ ing  paym en t 

ca rd  sy s tem , Inte rnet  bank ing  and  m obile  banking  [8 ] .  

B anks  a round  the  w orld  are  p rogressive ly  adopting  cloud  com puting .  In  2014 , D u tch  bank  in 

the  N e the rland s  has  m anaged  over  €8  b il lion  in  a sse ts  recently  m oved  its  en tire  re tai l 

bank ing  p latfo rm  to  the  c loud . T he  s ix th larges t  bank  in  S pain , B ank inte r   u ses  the  A m azon 

c loud , S unco rp  B ank  in  A us tra lia  p laced  an  em phas is  on  innovation  and  launched  a  w ork ing 

v ir tual  p riva te  c loud and  Z itouna  B ank  of  T un isia  has  selec ted IB M ‟s c loud capab il it ies  to 

hos t  its  T em enos  bank ing  pla tform  [8 ] .   

T he  num ber  o f p r iva te  and co rpo rate  f inancia l  t ransac tions  tha t  are  done  electron ica l ly is 

g row in g  rap id ly . T he  paym en t ca rd  sy stem  is  one  o f  them . In  the  recent  t rend  i ts  share  is 

g row ing  s ince , f rom  a  u se r's  pe rspec t ive , e f fic ien cy  and  flex ibi li ty  a re  becom ing  clea r 

advan tages  of  ex ist ing  and  em erging  e lec tronic  paym en t sys tem s  [10] . 

A cco rd ing  to the info rm ation ga the red  f rom  the inte rview  in June , 2015 , am ong 19  banks in 

E th iop ia , half  o f  them  a re  p rovid ing  paym en t card  sy s tem  se rvices  to  the ir  cu s tom ers . O u t o f 

http://www.forbes.com/companies/bankinter/
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those  six  o f  them  outsou rced  the  paym ent ca rd sy s tem  opera tion  to  a th ird  pa rty  cal led 

P rem ier  S w itch  S o lu tion  ( P S S )  w h ich  is  w orking  as  a  paym en t ca rd  sy stem  serv ice  p rovide r . 

T here  a re  also  banks on  te st ing  s tage  w here  the  paym en t p rocess  is  hand led  by  the  third 

pa r ty .  

B ased  on  the  ques t ionna ire  rep l ie s , the  P S S  paym en t ca rd  sy s tem  f low s  f rom  te rm ina l , to 

P S S  se rve r  and  then  to  the  bank  and  a  m essage  is re turned  back to  the  term ina l  on a  s im ila r 

pa th . A n  encryp ted  da ta  w ith  Z e lix  K lassM aste r  (Z K M ) scr ipt ing  language  is  transferred 

f rom  the  A u tom ated  T e lle r  M ach ine  ( A T M ) te rm inal  to  the  P S S  se rvers  and  p lain  tex t  goes 

to  the  co re  bank ing  sys tem  w h ich  is  unsecu red  w ay  o f  com m unica tion . T here  are  a lso  l ibra ry 

f i les  w h ich  nee d  an  access  contro l  m e thod  on  the  core  bank ing  side .  

R egard ing  c loud com puting  prac tice  of  E th iopian  banks , there  is  a  sw if t  opera tion  u sing  the 

se rv ice . B u t  on  C ore  bank ing , A T M , In te rnet  bank ing  and  m obile  banking  opera tions , the 

banks  a re  hesi tat ing  to  m ove  to  the  c loud . A m ong  the  reasons , the  ques tion  o f  data  secu ri ty 

on  the  c loud  takes  i ts  par t . T hus , the  re search  focuses  on  da ta  secur i ty  o f  paym en t ca rd 

sy s tem . 

1 .2  M otiva tio n 

In  S ep tem ber  2014 , there  w as  an  event  by  N orth  W est  based IT  S upport , IT  S ervices  &  IT  

S o lu t ions C om pany  in  A dd is A baba  fo r E th iopian  banks  on  cloud  com pu ting  a rea  to 

m o tivate  the  banks  to  m ove  the ir  da ta  cente rs  to  the  cloud . B u t  the  banks  have  quest ioned  on 

the  da ta  secu ri ty  o f  the ir  con fiden tia l  data . T ha t  w as  the  b ig gest  secur ity  issue  ra ised  by  the 

bankers‟ side . O n  the  o ther  hand  the  experiences  of  som e  of  E th iopian  banks  on  the  paym en t 

ca rd  a re  contro lled  under  the  th ird pa rty . T hus , these  scenar ios  m otivated  us  to w ork  and 

con tr ibute  on  the  c loud  data  secur ity  issue , e specia lly  fo r  the  paym en t card  sy stem  m odu le .  
 

1 .3  P ro b lem  S tatem e nt 

Indus trie s , com pan ies  and  f inancia l  in s ti tut ions  are  ou tsourc ing  the ir  p r ivate  and  con fid en tia l 

da ta  over  the  c loud  and  add  the  benefi t  o f  cloud  com puting  [9] .  H ow ever , c loud  c om puting 

su ffe rs  from  var ious  secu r ity  issues  a s da ta ow ners s tore  the ir da ta  on  ex te rna l  se rvers , the re 
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have  been  inc reasing  dem ands  and  concerns  for  da ta  con fiden tia li ty , integ ri ty , 

au then tica tion , ava ilab il ity  and  access  con tro l  [9 ] .  

B anks  dem and  to  have  a  secure  w ay  o f  s to ring  and  transac ting  data . W hen i t com es  to 

paym en t ca rd  sys tem  the  secu ri ty  leve l  shou ld  be  m ore  c r it ical  s ince  the  na tu re  o f  paym en t 

ca rd  sy s tem  transact ions  is  sens it ive  to  f raudu len t . 

A round  the  w orld  due to  paym ent card  sys tem  frauds , coun trie s a re lo sing  m ill ions  o f 

do lla rs . F o r in stance , the U .S . accounted  for  51%  o f g lobal  paym ent card  sys tem  fraud  cos ts 

in  2013 , acco rding  to  B I  Inte ll igence  est im a tes  [10 ] .   

In  case o f  Eth iopia  the re  a re  a few  researches  on the a rea , [11 , 13] . B u t they a re no t  direct ly 

re la ted  to  the  paym ent ca rd  sy s tem  m odule  and  the ir  da ta  secu r ity  a spect .  

B ased  on  the inte rview  and  quest ionnaire conduc ted , t he trend  o f E th iopian  banks  o f 

paym en t ca rd  sy s tem  show s  tha t s ix banks  a re  prov iding  ca rd paym ent se rv ice  for  the ir 

cu s tom ers  under  a  control  o f  th ird  pa rty  w ith  their  ex ist ing  secu ri ty  issues  such  as  an  access 

con tro l m ethod  on  lib rary  f ile , an  unencrypted  w ay  o f  com m unica tion  be tw een  the  paym en t 

ca rd  and  co re  banking  sy stem .  

In  recen t  yea rs  the re  a re  a  few  re fe rence  arch itec tures  u sed  in  m apping  bank ing  industry  in  

the  c loud  such  as  M icroso ft  Indus try  R efe rence  A rch itec ture  fo r  B ank ing  (M IR A -B ), 

O R A C L E  R e ta i l  B ank ing  R efe rence A rch itec ture , IB M  B ank ing  Indus try  F ram ew ork  and 

H P ‟s  B ank ing  R efe rence  A rch itec ture  w h ich  is  based  on  the ir  ow n  com pany  standard  and 

regu la tions  in  favou r  of  their  produc t  [13 ,14 ,15 ,16] .  

N ationa l  In st itu te  o f  S tandards  and  T echno logy  C loud  C om pu ting  S ecu r ity  R efe rence 

A rch itectu re  (N IS T  R A )  is  the  recen t  w ork on  c loud secu ri ty and  the re  are  a  few  rela ted 

w orks  on  the  a rea  [3 , 17 ] . 

T hus , in  this  re search , da ta  secur ity  f ram ew ork  fo r  the  paym en t ca rd  sys tem  is  deve loped  to 

add ress  the  ex is ting  paym ent card  sy stem  secu ri ty  issue  in  com bina tion  w ith ex ist ing 

secu r ity  refe re nce  a rch itectu re  and  f ram ew ork  on  a  c loud . 

A cco rd ing ly , the  re sea rch  at tem p ts  to  answ er  the  fol low ing  resea rch  ques tions :   

https://intelligence.businessinsider.com/the-us-accounts-for-over-half-of-global-payment-card-fraud-2014-3?utm_source=House&utm_medium=Edit&utm_term=P-FRAUD-CHART-1&utm_content=link&utm_campaign=BIIMobile
https://intelligence.businessinsider.com/the-us-accounts-for-over-half-of-global-payment-card-fraud-2014-3?utm_source=House&utm_medium=Edit&utm_term=P-FRAUD-CHART-1&utm_content=link&utm_campaign=BIIMobile
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  W hat a re  the da ta secu ri ty  techniques  tha t  can  be  im plem ented  to  secure  paym en t 

ca rd  sy s tem  data  and  the  paym ent p rocess  in  a  cloud  env ironm ent? 

  H ow  to  deve lop  c loud  da ta  secu ri ty  f ram ew ork  fo r  the  paym en t card  sy stem ? 

1 .4  O b je ctiv e s  

G en e ra l O b j ec tiv e  

T he  general  ob jec tive  of  the  thes is  is  to  design  a c loud da ta  secu r ity  f ram ew ork  for  paym en t 

ca rd  sy s tem , for  E th iopia . 

S p eci fic  O b je ctiv es  

T o  ach ieve  the  general  ob jec tive  o f  the  thes is , the  fo llow ing  specif ic  ob ject ives  a re 

iden tif ied . 

  U nders tand  the  ex is t ing sy stem  prac tice  on  the  secu ri ty  m echan ism , m easures  and 

ana ly s is  gaps  on  paym en t card  sy stem  arch itec ture . 

  R ev iew  re la ted  w ork  on  c loud  data  secur i ty  fo r  paym en t ca rd  sy stem . 

  D esign  c loud  data  secu ri ty  f ram ew ork . 

  T est  the  secu r ity  com ponen t  in  the  p roposed  f ram ew ork  u sing  s im u lat ion  too ls . 

1 .5  M e th o d s 

In  o rde r  to  achieve  the  general  and  spec if ic  objec tives  m en tioned  above , w e  u se  the 

fo l low ing  m ethods . 

  D ata  co llect ion  and  analy sis :  -  w il l  be  conducted  through  in terv iew s , quest ionnaire 

and  obse rvat ion on  the  paym en t ca rd  sy s tem  secu r ity  techn iques  and m easu res 

th roughou t  the  business  processes  and  analy s is on  case  based  analy s i s  technique  to 

unders tand  the  ex is ting  scenar io .  

  L ite ratu re  rev iew : -  c loud  refe rence  a rchitectu re  fo r  bank ing  industry , da ta  secu ri ty 

f ram ew orks , c loud  da ta  secu ri ty  solu t ion  and  rela ted  w ork  w il l  be  review ed  to  have  

know ledge  o f  the  com ponen ts  o f  the  c l oud  data  secur ity  f ram ew ork . 

  D esign ing  a  da ta  secur ity  f ram ew ork :  -  v isua l  pa rad igm  w il l  be  u sed  to  design  the 

da ta  secur i ty  f ram ew ork .  
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  T esting  da ta secu ri ty f ram ew ork  com ponent:  -  C ryptoo l 2 .0  and C loudS im  2 .1 .1  w il l 

be  u sed . C ryp too l  2 .0  is  a  too l  fo r  a na lyzing , lea rning  and  im plem enting  a lgor ithm s 

w ith  u sua l and  p ract ica l  m anner . T hese  tools  enable  u s  to  c rea te  ana ly sis  and 

im p lem en t the  com bined  encryp tion  a lgo ri thm s [38] . C loudS im -2 .1 .1  integ rates  a s  a 

l ib rary  f ile  in  E clip se , w h ich  is  an  ex tensib le  s im u lat ion  toolk it  that  enab les  m odeling 

and  s im ula tion  o f  a  cloud  com puting  environm en t [18 ] .  

1 .6  Sc o pe  a n d  L im ita tio n s 

T his  thesis  a im ed  to  develop  a  c loud  data  secu ri ty  f ram ew ork  fo r  the  paym en t ca rd  sy stem . 

I t  par ticu lar ly focuses  on  da ta on  transm iss ion  be tw een  the  applica t ions  re lated  to  paym en t 

ca rd  sy stem  spec ifical ly  on  debit  ca rd  in a  c loud  com pu ting  environm en t. It  doesn‟t  inc lude 

loan , re tai l , in te rna t iona l  bank ing , m ob ile  and  In terne t  banking  se rvices  and  the  dif feren t 

re la ted  secu ri ty  issues  l ike  card  c loning  and  iden ti ty  the fts .  I t  focuses  on  secu r ing  the  da ta  on 

transm ission  and  s to red da ta  con f iden tia l ity , integ ri ty , and  ava ilab il ity  o f  paym ent ca rd 

sy s tem  in  a  cloud  com puting  environm en t .  

 1 .7  A p plic atio n  o f R e sults 

T he  resu lt  o f this  re search  w ill  contribu te  to  the  ongoing  resea rches  in this  dom ain  a rea . I t 

w il l  be  an  inpu t  fo r  d if fe rent  s takeholde rs , re sea rchers  and  s tudents .  L ikew ise , it  p rov ides  i ts 

ow n  co n tr ibution  to  the  benefic ia r ie s  like  banks , c loud p rovide rs  on the accep tance  o f c loud 

com pu ting  se rvices . 

1 .8  Or g a niza tio n  of the  Re st of the  T he sis 

T he  res t  o f  the  thes is  is  o rgan ized  as  fo llow s . C hap te r  T w o  exp la in s  the  issue  on  da ta 

secu r ity , paym ent ca rd  sy stem , c loud  com puting , ba nking  re fe rence  arch itec tures  on  c loud 

and  c loud  s im u lat ion  too ls  f rom  a  range  of  l ite ra tu res . C hap te r  T h ree  review s  re la ted  w orks 

tha t  have been  conducted  on  da ta  secu ri ty  f ram ew ork  on  the  c loud . C hapte r  F our  w ill  be  al l 

abou t  the  em p ir ical  f ind ings  on  th e  ex is t ing  paym en t ca rd  sy stem  and  the  p roposed  so lut ion . 

C hap te r  F ive  w il l  p resent  s im ula tion  resul ts . F inal ly , C hap te r  S ix  w ill  con ta in  the 

conc lu s ion , recom m endation  and  fu tu re  w ork . 
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C h a p ter  T w o : L iter atu re  Re view  

2 .1  O ver v ie w  

T he  ob jec tive  of  this  C hapte r  is  to  give  a  desc rip tion  o f the  re search  area  on da ta secu ri ty , 

paym en t ca rd  sy stem , c loud  com puting  w ith  its  secu ri ty  concerns , c loud  da ta  secu ri ty 

so lu tions , d iffe rent  secur i ty  re ference  a rchitec tu re s  fo r  banking  industr ie s , s im u lat ion  too ls 

o f  c loud  com pu ting  env ironm ent and  c ryptog raphy . D a ta  secu ri ty  is  one  of  the  m a in 

cha l lenges  on  c loud  com pu ting  that  re sul ts  in  lim itat ion  of  con f iden tia l ity , integ ri ty  and 

ava ilabi li ty  of  the  da ta  in c loud se rvices . D eta ils  on  da ta  secu ri ty  a spec ts , cloud  serv ice 

de l ive ry  m ode ls ,  c loud  dep loym en t m ode ls , a spec ts  conside red  on  c loud  data  secur i ty  and 

ex is ting  w orks  on  c loud  secu r i ty  refe rence  a rch itec ture  a re  p resented  in  a  w ay  to  exp lo re  the  

re sea rch  a rea  and  to  understand  the  need  and  the  im portance  o f  suc h  a  s tudy .  

2 .2  Da ta  Sec u rity A sp ec ts 

T he  te rm  data  secur ity  m eans  pro tect ing da ta and  in fo rm ation  sys tem s f rom  unau thor ized 

access , u se , disc losu re , d is rup tion , m odif ica tion , o r  des truc tion  to  p rovide  con fiden tia li ty , 

in teg ri ty  and  ava ilab il i ty  fo r  the  u s e rs  [2 1 ] . 

C onfiden tia li ty , integ ri ty  and  availabi l ity , a lso  know n  as  the  C IA  tr iad , is  a  m odel  des igned 

to  gu ide  policie s  for  da ta/ info rm ation  secu ri ty  w ith in  an  organ izat ion . T he  elem en ts  of  the 

t r iad  are  conside red  the  three  com ponen ts  of  secur i ty .  L et‟s  look  a t  them  separate ly .   

C on fiden tia li ty  ensu res that  data  is  no t d isc lo sed to an  unautho r ized  pe rson .  C on fiden tia li ty 

lo ss  occurs  w hen  data  can be  v iew ed  o r  read  by any  indiv idual  w ho  is  unautho r ized  to 

access  it . L oss  o f  con f iden tia l ity  can  occu r  physica lly  o r  e lec tronical ly . P hys ica l  con fiden tia l 

lo ss  takes  p lace  through  socia l  eng ineer ing . E lec tronic  conf idential ity  lo ss  takes  p lace w hen  

the  c lien ts  and  se rvers  a re  no t  encryp ting  the ir  com m un ica t ions  [2 2 ] .  

A  good  exam ple  o f  m e thods  u sed  to ensu re  conf idential ity  for  a  da ta  l ike  accoun t  num ber 

w hen  bank ing  online is  enc ryp tion . D a ta enc ryption is a  com m on m ethod  of  ensur ing 

con f idential i ty . U se r  ID s  and  passw ords  cons ti tute  a  standard  p rocedure ; tw o -facto r 

http://searchsecurity.techtarget.com/definition/password
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au then tica tion  is  becom ing  the  norm . O ther  op tions  include  b iom etr ic  ver if icat ion  and 

secu r ity  tokens  [3 1 ] .   

In teg ri ty  invo lves  m a inta ining  the  consis tency , accu racy , and  tru s tw orth iness  o f  da ta  over  i ts 

en t ire li fe cyc le [3 1 ] . Integ r ity  m akes su re that  data  held  in a  sys tem  are  a  proper 

rep resenta tion  o f  the  da ta  in tended  and  it  has  no t  been  m od if ied  by  an  un au tho rized  pe rson 

[2 2 ] . S om e m eans  m ust  be  in  p lace  to  detec t  any  changes  in  da ta  tha t  m igh t  occu r  a s  a  re sul t 

o f  non -hum an -caused  even ts  such  as  an  e lec trom agnetic  pulse  ( E M P ) o r  serve r  crash es . 

S om e da ta  m ight  inc lude  checksum s , even  c ryptog raphic  checksum s , fo r  ve r if icat ion  o f 

in teg ri ty . B ackups  or  redundancies  m ust  be  ava i lab le  to  res to re  the  a ffected  da ta  to  i ts 

co rrect  s tate  [3 1] . 

A vailab il i ty  ensu res  that  da ta  p rocess ing  resou rces  a re  no t  m ade  unavailable  by  m alic ious 

ac t ion .  It  is  the  sim ple  idea  tha t  w hen  a  u se r  t r ies  to  access  som eth ing , it  is  avai lab le  to  be 

accessed . T h is  is  v ita l  fo r  m ission  c r it ica l  sy stem s  [22 ] . R edundancy , fa i lover , R edundan t 

A rray  o f Independent  D isks  (R A ID )  even  high -availabi li ty c lu ste rs  can  m it igate  avai lab i li ty 

p rob lem s. F as t  and  adap tive  d isas ter  recovery  is  essential  fo r  the  w ors t  case  scenar ios  [31 ] . 

2 .3  P a ym e n t Ca r d  Sy ste m  

O ne  o f  the  e lec tron ic  t ransac tions  is  a  paym en t card  transac tion .  A n  app lica t io n  tha t 

pe rfo rm s the  opera tion  is  re fe r red  to  an  e lec tron ic  paym en t ca rd  sy stem  [2 3 ] .  

T he  under ly ing m odel  o f  a  paym ent card  sy stem  cons is ts  of  three  par tie s : a  bank , a 

cus tom er , and  a shop . T here a re  th ree  d if fe rent  types  of  transact ions  w ith in the  sy s tem : 

w ithd raw al involv ing  the  bank  and  the  custom er , paym ent invo lving  the  cus tom er  and  t he 

shop , and  depos i t  invo lving  the  shop  and  the  bank . T he  cus tom er 's  accoun t  is  deb ited  du r ing 

w ithd raw al, and  the  shop  is  c red ited  du ring  depos it . T he  th ree  transact ions  take  p lace 

s im ultaneously  o r  sepa rate ly , depend ing  on  the  paym ent sy stem  [2 3 ] .  

P aym e n t C ard  S ys tem  Indus try  D a ta  Secur ity  S tandard  (P C I D S S )  is  the  g loba l  data  secu ri ty 

s tandard adop ted  by the paym ent ca r d b rands fo r a ll  en ti tie s  tha t p rocess , sto re  or  transm it 

ca rd  ho lder  da ta  [24 ] .  It  consis ts  of  com m on  sense  s teps  that  m irro r  secu ri ty  bes t  p rac t ices . 

http://searchsecurity.techtarget.com/definition/authentication
http://searchsecurity.techtarget.com/definition/biometric-verification
http://searchsecurity.techtarget.com/definition/security-token
http://searchdatacenter.techtarget.com/definition/integrity
http://whatis.techtarget.com/definition/electromagnetic-pulse-EMP
http://whatis.techtarget.com/definition/crash
http://searchsecurity.techtarget.com/definition/checksum
http://searchsecurity.techtarget.com/definition/checksum
http://searchstorage.techtarget.com/definition/backup
http://whatis.techtarget.com/definition/redundancy
http://searchstorage.techtarget.com/definition/failover
http://searchstorage.techtarget.com/definition/RAID
http://searchvirtualstorage.techtarget.com/definition/high-availability-cluster-HA-cluster
http://whatis.techtarget.com/definition/disaster-recovery
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T here  a re  secu ri ty  con trols  fo r  u sing  paym en t ca rd  sys tem s w hen  deal ing  w ith  paym en t 

(c red it /debit)  ca rds . S om e o f  the  con tro ls m entioned  f rom  P C I D a ta  secu ri ty  standard a re 

app licable  a t  the  netw ork  level , bu t  can  be  inco rpora ted  in  the  app lica tion  too .   

T he  o vers igh t  fram ew ork  for  ca rd  paym en t schem es -s tandards :  -  is  the  m ajo ri ty  o f  E u ropean 

U n ion  cen tra l  banks  a lready  have  an  ad  hoc  overs igh t  po licy  for  C ard  P aym en t S chem a 

(C P S s) . A lm ost  al l  centra l  banks  d irect ly  oversee  C P S s  as  fa r  a s  secu r ity  issues  a re 

concerned , w ith  the  ob jec tive  o f  m a inta ining  pub lic  a ssu rance  in  m eans  o f  paym en t and  thus 

u l t im a tely  in  m oney . T he  f ram ew ork  can  be  app lied  to  al l  ca rd  paym en t schem es , includ ing 

th ree -pa r ty  C P S s  p rovid ing  card  paym en t serv ices  e ithe r  by  debit  and/o r  cred it  ca rd  [29] . 

T he  overs igh t  standards  fo r  eu ro  re tai l  paym en t sy stem s a re  a  logical  m ode l  fo r  the 

s tandards , bu t  they  have  been  adap ted  to  the  spec if ici tie s  o f  C P S s , espec ial ly  w ith  regard  to 

secu r ity  an d  operat ional  issues . T he  O versigh t  fram ew ork  fo r  card  paym ent schem es -

s tandards  a re  show n  in  Figu re  2 .1  [29 ] . 

 

F igure  2 .1 :  O versigh t  F ram ew orks  for  C ard  P aym en t Schem es -  Standards 
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T here  a re  d if fe ren t  indus tria l  s tandards  and  p rac t ices  o f  paym en t card . S om e of  them  a re  a s 

fo l low s:- 

  C ard  ho lde r  In fo rm ation  S ecu r ity  P rog ram  (C IS P ): -  in st itu ted  by  V isa  U S A , the  

p rog ram ‟s  ob ject ive  is  to  p rotec t  ca rd  ho lder  da ta  by  en fo rc ing  a  h igh  in fo rm ation 

secu r ity  s tandard  [25] . 

  P aym en t C ard  S ys tem  Indus try  D a ta  S ecu ri ty  S tandard  (P C I  D S S ):-  th is  standard 

m anda tes  the  requ irem ents  a s  se t  by  M asterC ard  In te rnat ional  and  V isa  w h ich 

focuses  on  bo th  ne tw ork  and  app licat ion  secur ity . F o r  app lica t ion  secu r ity  the 

s tandard m andates  deve lopm en t based  on  secu re cod ing  guide lines  such  as the O pen  

W eb  A pp lica tion  S ecu ri ty  P roject  gu idel ines  [2 4 ] .  

  E lec tronic  C om m erce  S ecu r ity  A rch itec tu re  B es t  P rac t ices  –  M asterC ard :  -  p resen ts 

a rch itec ture , m ethodo logies , and  best  p ract ices  for  e s tabl ish ing  a  secu re  elec tron ic 

t ransact ion  th rough  a  card  [25] .  

A m ong  these , P C I D ata  S ecu ri ty  Standard is  a  com m on  p rac tice  in paym ent  card  sy stem  

da ta  secu r ity . T he P C I D a ta  S ecu r ity  Standard specif ies  12  requ irem ents  fo r com pliance  to 

p ro tec t  paym en t card  sy s tem  transac tions , o rganized  into  s ix  logica ll y  re lated  g roups  cal led 

"con tro l  ob ject ives". E ach  ve rs ion  o f  P C I D S S  has  d iv ided  these  12  requ irem ents  into  a  

num ber  o f  sub -requirem en ts  d if feren tly , bu t  the  12  h igh  leve l  requirem en ts  have  no t 

changed  s ince  the  incep tion  o f  the  s tandard . 

T he  m ost  re lated  issues  a re p ro tec t ing ca rd  holde rs‟ data  and  im plem ent  strong  access 

con tro l m easures . P rotect  s tored  card  ho lder  da ta  prevent  their  unautho rized  u se –  w he the r 

the  da ta  is  sto red  loca lly , o r  t ransm it ted  over  a  pub lic  ne tw ork  to  a  rem o te  se rver  o r  serv ice 

p rov ide r . A ccess  con tro l  a llow s  m erchan ts  to  pe rm it  o r  deny  the  u se  o f  phys ica l  o r  technica l 

m eans  to  access  P erm anen t A ccoun t  N um ber  (P A N ) and  ca rd  holde r  data . A ccess  m ust  be 

g ran ted  on  a  bus iness  need  to  know  bas is .  P hys ica l  access  con trol  en tai ls  the  u se  o f  locks  o r 

re s tric ted  access  to  paper -based  ca rd  holde r  reco rds  o r  sys tem  hardw are . L ogica l  access 

con tro l pe rm its  o r den ies  the  u se  of  P ersona l  Iden ti fica tion  N um ber  (P IN ) en try dev ices , a 

w ire less  ne tw ork , P C s  and  dev ices .  
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2 .4  Clo u d  C o m p utin g 

C loud  com puting  is a n  em erging  del ivery  m ode l  fo r IT  serv ices  based  on  In terne t p ro toco ls . 

I t  typica lly  invo lves  p rov is ioning  o f  dynam ica lly  scalab le  and  of ten  v ir tual ized  resou rces  a t 

the  in fras truc tu re , pla tform  and  so ftw are  leve ls . C loud  env ironm ents  a re  be ing  inc reasing ly 

u sed  fo r  dep loy ing and  executing bus iness  p rocesses , pa r ticula r ly se rvice -based  business 

p rocesses  (S B P s)  that  a re  m ade  up  o f  com ponents  that  p rovide  bus iness  serv ices  [26 ] . 

2 .4 .1  S e rv ic e D eliv e ry  M o d els  

A s per  N a tiona l In st itu te for  S ta ndards and  T echnology  (N IS T ) , the re  a re th ree  basic  types 

o f  c loud se rvice  m ode ls . T hese m odels  are : In fras truc ture -as-a -S erv ice ( IaaS ) , Pla tform -as-

a -S erv ice  (P aaS )  and  S of tw are-as -a-S erv ice  (S aaS )  [17 ] . 

S o f tw are  as a  se rv ice  (S aaS): - app lica tion  is  acces sed  over  the  I nte rnet  exam ple , G oog le ; 

Z oho  p rov ide s  a  w ord  p rocessor , sp readshee t , presenta tion  and  w eb  app licat ions . S aaS  

app licat ion s can  be f ree  o r p a id v ia subsc rip tion . T hese app lica tions  a re  accessib le f rom  any 

com pu ter  connected  to  the  I n terne t e ithe r th rough thin  cl ient  in terfaces  like w eb  b row sers o r 

p rog ram  in terfaces  [27 ] .  

T he  consum er  u ses  an  app lica tion , bu t  does  not  con tro l  the  operat ing  sy stem , ha rdw are  o r 

ne tw ork  in fras truc ture  on  w h ich  it‟s  runn ing  [21 ] .  

P la tform  as  a  se rvice  (P aaS): -  the  p latfo rm  is  typica lly  an  app lica tion  f ram ew ork . I t  p rovides 

too ls and  environm en t to  the  use rs fo r c reat ing c loud app licat ions .  F o r exam ple , produc t 

ca l led  A pp  E ng ine  w h ich  al low s  anyone  to  run  applica t ions  on  G oog le‟s  in fras truc ture  [27 ] .  

T he  consum er  u ses  a hos ting  env ironm en t for  its app lica tions . T he consum er con tro ls the 

app licat ions  tha t run  in the  environm en t (and  possib ly  has  som e con trol  over the  host ing 

env ironm en t) , bu t  does  not  contro l the operat ing sy s tem , ha rdw are  or  netw ork  infrastructu r e 

on  w h ich  they  a re  runn ing  [21] .  

In frastructu re  a s  a  serv ice  (IaaS ): -  infrastructu re  a llow s  runn ing  any  ex is ting  app lica tion  on  

the  c loud . T he  consum er  u ses  com pu ting  resou rces  such  as  processing  pow er , sto rage , 

ne tw ork ing  com ponen ts  o r  m iddlew are . T hey  can  con tro l  the  opera ting  sy stem , sto rage , 
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dep loyed  app lica t ions  and  poss ib ly  netw ork ing  com ponents  such  as  f i rew a lls  and  load 

ba lance rs , bu t  no t  the  cloud  in frastruc ture  beneath  them  [21 ] .  

D a ta  a s  a  se rvice , o r  D aaS , is  a  cousin  o f  sof tw are  as  a  se rvice . L ike  a ll  m em bers  of  the  "as  a   

S e rv ice" (aaS )  fam ily , D aaS  is  based  on  the  concep t  tha t  the  p roduc t , da ta  in  th is  case , can 

be  p rov ided  on dem and  to  the  u se r , regard less  o f  geograph ic o r  o rgan izat ional  s epara tion  o f 

p rov ide r  and  consum er  [52 ] . 

In  th is  re sea rch  so f tw are  as  a  se rvice  is  u sed  s ince  paym ent ca rd  sy stem  is  so ftw are  serv ice 

p rov ided  through  the  cloud  com puting  pla tfo rm . 

2 .4 .2  D ep lo y m en t M o d els                 

T here  a re  four  basic  c loud  deploym en t m ode ls , as  ou tl ined  by  N a tiona l  In s ti tute  o f 

S tandards  and  T echnology  (N IS T ) , based  on  w ho  p rov ides  the  c loud  se rvices  [17] . 

T hese  dep loym en t m ode ls  a re:  P ub lic  c loud , P riva te  c loud , H ybrid  c loud  and  C om m unity 

c loud . 

P ub lic  C loud :  -  pub lic  cloud  se rvice  is  open  to  u se  for  the  genera l  public . T he  serv ice 

p rov ide r  m ak es  re sources  avai lable  to  the  u sers  over  the  I n te rne t . S e rvices  p rovided  by  th is 

type  o f  c loud  m ay  be  f ree  o r  pa id  depending  on  the  type  o f  the  serv ice  they  de live r  [27 ] . A  

pub lic  c loud  does  no t  m ea n  tha t  a  u ser‟s  data  is  publicly  v is ible;  pub lic  cloud  vendo rs 

typ ical ly  p rovide  an  access  contro l  m echanism  fo r  the ir  use rs  [21 ] .  

P r iva te C loud :  -  p riva te  c loud is ow ned  by  a  sing le com pany com prising  m ultip le 

consum ers , and  it  m ay  ex is t  on  or  o ff  p rem ises  [27] . A  p r ivate  cloud  o ffe rs  m any  of  the 

benef i ts  of  a pub lic  cloud , such as be ing e las tic  and se rvice based . T he d if fe rence  betw een  a 

p r iva te  c loud  and  a  pub lic  c loud  is  tha t  in  a  pr ivate  c loud -based  serv ice , data  and  p rocesses 

a re  m anaged  w ith in  the  organ iz at ion w ithou t the re stric tions  of  ne tw ork bandw id th , secu ri ty 

exposu res  and  legal  requ irem ents  that  u s ing  pub lic  c loud  se rvices  m igh t  en tai l . In  add it ion , 

p r iva te c loud serv ices o ffe r  the  prov ider  and  the  use r  gre a te r  control  o f the c loud 

in fra structu re , im proving  secur ity  and  resi liency  because  use r  access  and  the  netw orks  u sed 

a re  re stric ted  and  se lected  [21] .   
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C om m unity  C loud:  -  a  com m un ity  c loud  is  con trol led  by  a  spec ific  com m un ity  o f 

consum ers from  organ iza t ions  tha t  have  shared  concerns (e .g ., m iss i on , secu ri ty 

requ irem en ts , po licy , and  com pliance  conside rat ions) . It  m ay  be  ow ned , m anaged , and 

opera ted  by one  o r  m ore o f  the  o rganizat ions  in  the  com m unity , a  th ird  pa rty , o r  som e 

com bination o f  them  and the m em bers o f the com m unity  sha re  access to the data  and 

app licat ions  in  the  c loud  [21 , 27] .  

H ybrid  C loud : -  a hyb r id is a  com bination  of  a pub lic  and  pr ivate  cloud . In this  m ode l  use rs 

typ ical ly  ou tsou rce  non-bus iness -cr it ical  in form ation  and  processing  in  the  pub lic  c loud , 

w h ile  keep ing  bus iness -cr it ical  se rv ices  and  da ta  in  their  con tro l  [21] . T he  m ajo r  benefi t  o f 

u s ing  p riva te  c loud  is  flex ibi li ty  and  secu ri ty . O n  the  o ther  hand  pub lic  cloud  o ffe rs 

sca lab il ity  and  accessib i li ty . B o th  o f  them  have  un ique  benef its , bu t  they  a lso  have  trade -

o ffs . H ybrid  cloud  m erges  the  advan tages  o f  public  and  pr ivate  c loud  [27 ] .  

F o r  this  re sea rch , since  i t is abou t bank ing da ta , hyb r id c loud is m ore  convenien t to 

im p lem en t and  applicable  in  the  case  o f  E th iop ia .  H ybrid  c loud  is  a  p r iva te  c loud  l inked  to 

one  o r  m ore e x terna l c lou d  se rvices , cen tra lly  m anaged , p rovisioned  as a  sing le  un it , and 

c ircum scribed  by  a  secu re  ne tw or k  [14 ] . I t  p rovides  v ir tual  IT  so lu t ions  th rough  a  m ix  o f 

bo th  pub lic  and  pr ivate  clouds . H ybrid c loud p rov ides  m ore  secu re  control  o f  the  data  and  

app licat ions  and  a llow s  va r ious  pa r tie s  to  access  in form ation  over  the  In terne t  [32] .  

2 .4 .3  E ss en tia l C h a ra ct eri stic s o f  th e C lo u d    

T he  N IS T  def in i tion  descr ibes  f ive  essen tia l  cha racte ris tic s  o f  c loud  com pu ting  [21 ] .  

  R ap id  E las t ici ty:  -  e las tic ity  is  de f ined  as  the  ab i li ty  to  scale  re sou rces , bo th  up  and  

dow n  as  needed . T o  the  consum er , the  c loud  appears  to  be  inf in ite , and  the  consum er 

can  pu rchase  as  m uch  o r  a s  li tt le  com pu ting  pow er  a s  they  need .  

  M easu red  S erv ice :  -  i t  is  a  m easu red  se rvice ;  a spec t s  o f  the  c loud  se rvice  a re 

con tro lled  and  m on ito red  by  the  c loud  prov ider . T h is  is  cruc ial  fo r  bi ll ing , access  

con tro l , re sou rce  op tim iza tion  and  capacity  plann ing .   
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  O n -D em and  S e lf -S e rvice:  -  the  on -dem and  and  se lf-se rvice  a spects  o f  c loud 

com pu ting  m ean  that  a  consum er  can  u se  cloud  se rv ices  a s  needed  w ithou t  any 

hum an  in te ract ion  w ith  the  cloud  p rovide r .   

  U biqu itous  N e tw ork  A ccess :  -  m eans  tha t  the  c loud p rov ide r‟s capab il it ies  a re 

ava i lable  over  the  ne tw ork  and  can  be  accessed  th rough  s tandard  m echanism s by  

bo th  th ick  and  thin  c lien ts .  

  R esou rce  P oo ling:  -  a l low s  a  c loud  p rovide r  to  se rve  its  consum ers  v ia  a  m ulti -tenan t 

m ode l  (an  arc h itec ture  in  w h ich  a  sing le  in s tance  o f  a  sof tw are  applicat ion 

se rves  m ultip le  cus tom ers) . P hys ica l  and v irtua l  re sou rces  are  a ssigned  and 

reass igned  acco rding  to  consum er  dem and . T here  is  a  sense  of  locat ion  independence 

in  tha t  the  custom er  genera lly  has  no  con tro l  o r  know ledge  over  the  exac t  locat ion  o f 

the  p rov ided  resou rces , bu t  m ay  be  able  to  spec ify  loca tion  a t  a  higher  leve l  o f 

abs tract ion  (e .g ., c oun try , s tate , o r  da tacente r) .  

2 .4 .4  D a ta  S e cu rity  I ssu es  

D ata  secu r ity  is  the  num ber  one  issue  w hen  i t  com es  to  c loud  com puting . S ince  a  th ird  pa r ty 

s to res the sensi tive  and co n f iden tia l  bus iness  data , i t  n ever  know n  w ha t is go ing on  w ith the 

da ta . A long  w ith  the  benefi ts  o f  B us iness  P rocess  O u tsou rcing  ( B P O ) com es  an  increased 

r isk  o f  data , unless  the  o rganiza tion  can  p rotect  i ts  da ta  [28 , 32 ] . 

D a ta  secu ri ty  has p layed  an  im portant  role  in  hindering  c loud  com pu ting  acceptance . 

A cco rd ing  to  d if fe rent  re sea rch  resu lts , the  im portance  o f  secu ri ty  in  c loud  out  o f  the  o the r 

a spec ts  takes  the  h igher  pa rt  a s  sh ow n  in  Figu re  2 .2  [22] . 
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F igure  2 .2 :  Im portance  o f  Secur ity  in  C loud  C om pu ting 

D esp ite  the  beau ty  of  c loud  com pu ting  applicat ion  se r v ice , c loud  com pu ting  is f raught  w ith 

secu r ity  r isk s and  bas ic secur ity  issue s a re b rought  to  the  at tent ion o f  poten tia l c loud serv ice 

sub sc r ibers  such  as  authen tica tion , audit ing , con fiden tia li t y , in teg ri ty , ava ilab il ity  and  non -

repud ia tion  [21] .   

  A uthen ticat ion:  is  a  p rocess  by  w h ich  one  en tity  ve rif ies  the  identity  o f  ano the r 

en t i ty . T h is  can  be  a  pe rson  o r  prog ram . T he  authen tica tion  process  can  be  done  in 

th ree  w ays;  som ething  tha t the u se r know s such as passw ord  or  log in nam e , 

som ething  the  u ser  has , such as  a  P IN  and som eth ing the u se r is such as  f inger  p rin t . 

A no the r  au then tica tion  p rocess  can  be  m ach ine - to -m ach ine , w h ich  can  be  c l ien t , 

se rve r  and /or  m u tual  au thenticat ions . C lien t  au thentica t ion  invo lves  the  serve r 

ve r ifying  the  c l ient‟s  iden tity , se rver  au then tica tion  invo lves  the  c l ient  ve r ify ing  the 

se rve r‟s  iden ti ty  and  m u tua l  au thenticat ion  involves  the  c lient  an d  se rve r  ve r ify ing 

each  o the r‟s  identity .  
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  A udit ing :  is  a  p rocess  o f  co l lec ting  in form ation  about  u se r  at tem p ting  access  to  a 

pa r t icula r re source , or  perfo rm s ac tions . T he  log  in  sys tem  m ust  be  able  to  reco rd  al l 

ac t ions  perfo rm ed  on  that  re sou rce . In  case  the re  is  any  p rob lem , the  log  fi le  can  be 

checked  to  trace  such  a  u se r  out .  

  N on -repud ia tion : is  the  abi li ty  to  lim it  pa r tie s  f rom  refu t ing that  a  leg it im a te 

t ransact ion  took  p lace . S ince  cloud  com pu ting  transac tions  involve  m oney , it  is 

im portan t  tha t  the  custom er  com m its  h im se lf  by  endo rsing  h is /her  s ign atu re .   

T he  o the r  is sues  like  con fiden tia li ty , integ ri ty  and  ava ilab il i ty  are  com m on  ones  tha t  a re 

re fe rred  by  da ta  secu ri ty ,  w h ich  pose  m ajo r  is sues  fo r  cloud  ven do rs .  

T here  a re  a num ber  o f  algo ri thm s and  m ethods  im p lem en ted on  the  c loud  in  o rder  to 

im p rove  the  data  secu ri ty .  T hese  a re  as  fo llow s: - 

2 .4 .4 .1  A E S  A lg o ri th m  

A dvanced  E ncryp tion  S tandard  (A E S ) a lgo ri thm  is  an  enc ryp tion  a lgo r ithm  to  m a in ta in  da ta 

con f idential i ty . B o th  ha rdw are  and  sof tw are im p lem en tat ions a re fas te r st i ll .  I t  is the n ew  

encryp tion  s tandard  recom m ended  by  N IS T  to  rep lace  D ig ita l  S ignature  A lgori thm  (D E S ) 

[35 ] .  

A cco rd ing  to [36 ] , A E S  is  m ore  secure  and  e ffic ient  com pared  to  D E S  and  3D E S . R esea rch 

resu lts  in  com parison  betw een  A E S , D E S  and  3D E S  as  show n  in  the  T ab le  2 .1  [53] . 

T ab le  2 .1 :  C om parison  betw een  A E S , D E S  and  3D E S  

F actors A E S  3D E S  D E S  

K ey  L eng th  128 ,192 ,o r  256  b i ts (k1 ,k2  and  k3 )  168  

b i ts 

(k1  and  k2  is  sam e)  

112  b i ts 

56  b i ts 

C ipher  T ype S ym m etr ic  block  

c ipher 

S ym m etr ic  block  
c ipher 

S ym m etr ic  block  
c ipher 
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F actors A E S  3D E S  D E S  

B lock  S ize 128 ,192 ,o r  256  b i ts 64  b i ts 64  b i ts 

D eve loped  2000  1978  1977  

C ryp tana ly sis  

re s istance 

S trong  aga ins t  

d if feren tia l , 

t runca ted  

d if feren tia l , l inear , 

in te rpola tion  and  

square  a ttack 

V u lne rab le  to  

d if feren tia l , B rute  

F o rce  a ttacker  could  

be  ana lyzed  a  pla in  

tex t  u sing  d iffe rential  

c ryp tanaly s is . 

V u lne rab le  to  

d if feren tia l  and  

c ryp tanaly s is ;  w eak  

subs t itu tion  tables 

S ecu r i ty C ons ide red  secured O ne  on ly  w eak  

w h ich  is  E x it  in  D E S  

P roven  inadequate 

P oss ib le  key 2 1 2 8 , 2 19 2  o r  22 5 6 2 1 1 2  o r  21 6 8 2 5 6 

T im e  required  to  

check  a l l  poss ible  a t  

50  b i l lion  keys  per  

second  

F o r  a  128 -b it  key :  

5* 10 2 1   years  

F or  a  112 -b it  key :  

800  days  

F o r  a  56 -b it  key :  400  

days  

 

 

O ther  re search  resu l t  w hy  A E S  is  p refe rable  over  the  o the rs  is  s ta ted  as  fo llow s: 

W hy  A E S ?  

-  A E S  perfo rm s consis tent ly  w e ll  in  bo th  hardw are  and  so ftw are  p latfo rm s  under  a 

w ide  range  o f  environm en ts . T hese  incl ude  8 -b it  and  64 -bit  pla tfo rm s . 

-  I ts  inheren t  pa ral lel ism  fac il ita tes  e ffic ient  u se  o f  p rocessor  re sou rces  re su lt ing  in 

ve ry  good  so ftw are  pe rform ance .   

-  T his  a lgo ri thm  has  speedy  key  se tup  t im e  and  good  key  agili ty .  

-  I t  requ ires  le ss  m em ory  for  im p lem enta tion , m ak ing  it  su i table  fo r  re stric ted -space 

env ironm en ts . 

-  T he  s tructu re  has  good  poten tia l  fo r  benef it ing  from  in s truc tion - leve l  para lle lism . 
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-  T here  a re  no  ser ious  w eak  keys  in  the  A E S . 

-  I t  suppo rts  any b locks  s ize  and  key  sizes  tha t  are  m u ltip les  o f  32(g reate r  than  128 -

b its ) . 

-  S ta t is t ica l  analy s is  o f  the  c ipher  text  has  no t  been  poss ible  even  af te r  us ing  a  huge 

num ber  o f  te st  c ases . 

-  N o d if fe rential  and  linea r  c ryp tana ly sis  a ttacks  have  been  yet  p roved  on  A E S  [43 ] . 

A  pe rfo rm ance  com parison  am ong  A E S , D E S  and  tr ip le  D E S  fo r  d if fe rent  m icrocon tro lle rs 

show s tha t A E S  has  a  com pu tat ional  cos t  of  the  sam e o rde r a s required fo r tr ip le  D E S . 

A no the r  pe rfo rm ance  evalua tion  revea ls  tha t  A E S  has an  advantage  over  algo ri thm s T rip le 

D a ta  E ncryp tion  S tandard  (3D E S ), D E S  and  R on 's  C ode  2  (R C 2) in  te rm s  o f  execution  tim e 

w ith  d if fe rent  packe t  size  and  throughpu t  for  enc ryption  as  w e ll  a s  dec ryption  [42 ] . A lso  in 

the  case  o f changing  data  type  such as im age  in s tead  o f text , i t h as  been  found that  A E S  has 

an  advan tage  over  R C 2 , R ives t  C ipher  6  (R C 6) and  b low fish  in  te rm s  o f  t im e  consum ption 

[43 ] .  

2 .4 .4 .2   R S A  +  S H A  (d ig ita l sig n a tu r e)  

R S A  is  a  pub lic  key  encryp tion  algo ri thm  developed  by  R on  R ives t , A d i  S ham ir  and  L en  

A d lem en  in  1977 . T he  R S A  a lgo r ithm  is  the  m ost  popula r  and  p roven  asym m etr ic  key 

c ryp tog raphic  a lgor ithm  [39 ] . T he  R S A  a lgo r i thm  is  based  on  the  m a them atical  fac t  tha t  it  is 

easy  to  f ind  and  m u ltip ly  la rge  p r im e  num bers  toge ther , bu t  i t  is  extrem ely  d iff icul t  to  facto r 

the ir  produc t . T he  p r iva te  and  pub lic  keys  in  the  R S A  a re  based  on  very  large  p rim e 

num bers  [39 ] . T hus  the  secur ity  o f  th is  algo ri th m  is  based  on  i ts  dif ficu lty  to facto r ize  the 

la rge  in tegers  and  i t  can be  u sed  fo r  both  pub lic  key  encryp tion  as  w e ll  a s  dig ita l  s ignatu res 

[39 ] .  

T he  Secure  H ash ing A lgor ithm  (S H A ) is a  cryp tog raphic  hash  function and  u sed in  dig ita l 

ce r t if ica tes  a s  w e ll  a s  in  da ta  integ ri ty . S H A  is  a  f ingerp r int  that  spec if ic s  the  da ta  and  w as  

deve loped  by  N IS T  as  a  U S  F edera l  in fo rm ation  p rocessing  s tandard  (F IP S ) , intended  fo r 

u se  w ith  d igi tal  s igna tu re  app lica tions  [40] .  
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D ata  sen t  to  the  c loud  and  s to red  on  the  s to ra ge  serve r  m igh t  face  data  in tegr ity  v io lat ions . 

D a ta  in teg ri ty  ensu res  th rough  pe rfo rm ing  d ig ita l  signa ture . T he  d ig i tal  s ignatu re  is  ob ta ined 

th rough  a  com bination  o f  enc ryption  a lgor ithm  and  hash ing  a lgor i thm  such  as  R S A  +  S H A 2  

[33 ] , s ince  S H A -2  has  the  leas t com puta tiona l  cos t  am ong  the  sim ilar  a lgor ithm s.  T he  N S A  

des igned  S H A -2  to  overcom e theore tica l  breaks  in  S H A 1 . T he  new  des ign  im proved 

secu r ity  by  increasing  co ll ision  res istance . A n  a ttacker  requ ires  m ore  t im e  to  f ind  any  tw o  

m essages m 1 and  m 2  tha t hash  to  tha t sam e  value  „h‟. T hus , in term s o f co ll ision  res istance , 

S H A -2  fam ily  is  m ore  secu re  than  S H A -1 . T he  R S A  d ig i ta l s ignatu re  schem e  a lso 

guaran tees  the  authen tic ity  and  integ ri ty  o f  da ta  [44 ] . 

2 .4 .4 .3   A cc es s C o n t ro l  

R ole–based  access  contro l  (R B A C ) m ode l  fo rm ula tes  the  u se r‟s  access  to  the  sy stem  based 

on  the  ac t ivi t ie s  that  the  u se r  has  been  g iven  in  the  c loud  w here  the  role  o f  a  u se r  is  a ss igned 

based  on  the  least  p r ivi lege  concep t , i .e ., the  ro le  w ith  the  leas t  am ount o f  pe rm iss ions  o r 

func tiona lit ies  tha t  is  necessa ry  fo r  the  job  to  be  done  w h ich  has  been  cons ide red  as  a  v iab le  

m ode l  for  c loud  com puting  environm en t [34] . R B A C  a llow s  u se rs  to  execute  m ultip le  roles 

a t  the sam e  tim e  and  roles  are  u sefu l  approach  to  o rganizat ions  such  as c loud , gr id  and pee r 

to  pee r  environm en t  [46] .  

A cco rd ing  to  the  re search  resul ts  of  A na lys is  of  D ifferen t  A cc ess  C on tro l  M echan ism  in 

C loud , the  va r ious  access  con trol  techn ique s  tha t  are  popu lar ly  u sed  in  c loud  environm en t 

such  as  D isc re tionary A ccess  C on tro l  (D A C ), M anda tory  A ccess  C ontro l  (M A C ), R B A C ,  

A ttr ibute -B ased A ccess  C on tro l  (A B A C ), D is tr ibuted  R o le-B ased  A ccess  C on trol  (dR B A C ) 

and  C on tex t -O rien ted R o le  B ased  A ccess  C on trol  (coR B A C ) ana lyzed a re a s  show n  in  the 

T ab le  2 .2  [4 6 ] . 

 

 

 

 

https://www.google.com.et/url?sa=t&rct=j&q=&esrc=s&source=web&cd=2&cad=rja&uact=8&ved=0ahUKEwiHgu371YjNAhVlK8AKHWjsDp0QFgghMAE&url=https%3A%2F%2Fen.wikipedia.org%2Fwiki%2FAttribute-based_access_control&usg=AFQjCNEKSXmC0bX5GEvjSqoIiCmCzrP3oA&sig2=Qu1kBJ7ubESXOnYO4PsU8g&bvm=bv.123325700,d.d24
https://www.google.com.et/url?sa=t&rct=j&q=&esrc=s&source=web&cd=7&cad=rja&uact=8&ved=0ahUKEwilnOme1ojNAhXhAsAKHfCXDioQFgg1MAY&url=http%3A%2F%2Ffbc.pionier.net.pl%2Fid%2Fnn5gwhd&usg=AFQjCNH21WLpeMj2Mg7FxvGyZpqmGf_V0g&sig2=iKQF7XjH_7snMfgi-MrpGg&bvm=bv.123325700,d.ZGg


2 0 

 

T ab le  2 .2 :  C om parison  o f  V arious  A ccess  C on tro l  M ethods 

A cce ss C on tro l  D A C  M A C  R B A C  d R B A C  A B A C  coR B A C  

U ser ‟s  

C onve nien ce  

H igh  V aries  H igh  M e dium  H igh  H igh  

per fo rm an ce  L ow  B ase d  o n  

sec uri ty  lev el  

H igh  D epen ds 

on  

sub je cts  

H igh  D epen ds 

on  u se r  

R eus ab i l i ty  M ul t i  N ot  m ent ioned  M ul t i  M ul t i  M ul t i  M ul t i  

 

R ole A s signm e nt  N ot  M e nt ioned  S ing le N od e 

assig nm ent  

M ul t i  M ul t i  N ot  

m ent ioned  

M ul t i  

S ing le P o in t  

F ai lu re  

A uthoriz at ion  

fai lu re  

L es s  L es s  H igh  -  -  

N ode ove rh ead  L es s  L es s  L es s  H igh  V aries  -  

A uthen t icat ion  

fai lu re  

L es s  D epen ds on  

d ist ribu ted  

env ir onm e nt  

B ase d  o n  

job  ro le  

assig ned  

H igh  L es s  L es s  

 

R B A C  can  be  u sed  to  prov ide se rvice  and  assigns  ro les  to each  use r based  on the u se r 

iden tity  and  its  role  based  on  the  execu tion  env ironm ent in  the  cloud . R B A C  perm issions  a re 

a ssoc iated  w ith  roles  and  u sers  are  ass igned to  app rop ria te roles  [46 ] . S ystem  adm in istrato rs 

on ly  can be  able  to  crea te roles  and  g ranting pe rm iss ions to those roles . W ithout  R B A C  it is 

d if ficu lt  to  dete rm ine  w ha t  perm ission  h as  been  ass igned  to  w h ich  u ser  [46 ] .  

R o les  a re  a ss igne d  based  on  the  leas t  pr iv ilege  for  the  par ticu lar  ob ject , so  th is  w ill  m in im ize 

the  dam age  o f  info rm ation  by  in truder s . S eparat ion  o f  roles  w ill  be  m a inta ined  so  the re  is  no  

chance  o f  m isuse  of  in form ation  because  each  use r  is  a ssigned  to  ind ividua l  ro les  [46 ] .  

2 .4 .5  R ef er en ce  A r ch ite ctu r e fo r th e B a n k in g  In d u st ry   

R efe rence  a rchitec tu res  a re  an  im portan t  too l  that  can  he lp  f inancia l  in s ti tut ions  m odu lar ize 

and  a lign  business and  techno logy assets  in  a p redic table  w ay . T here  are  dif feren t 
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a rch itec tures  p roposed  and  im plem ented  in  te rm s  o f  d iffe rent  o rganiza tion s  w orldw ide . 

M ic rosof t  has  p roposed  re fe rence  a rchitectu re  ca l led  the  M icroso ft  Industry  R efe rence 

A rch itectu re  fo r  B anking  (M IR A -B ) tha t  depic ts  a bank ing  a rch itectu re  based -on 

M icrosof t‟s  technology  p latform  and  serv ices . M IR A -B  p rov ides  a  logica l  arch itec tura l 

po in t  o f  view  fo r  financia l  in s ti tut ions  to  u se  for  p lanning  pu rposes  [13 ] .  

O R A C L E  a lso  has R efe rence  A rchitectu re fo r R e tai l B ank ing  in  the  banking  industry . I t is 

app licable  to  he terogeneous  environm en ts  and independent  o f  spec if ic  produc ts  o r  ve rs ions . 

T he  a rch itec ture  covers  en terp r ise  inte rac tion , departm en t  bus iness  sy stem , operat ional  and 

co re  bus iness  da ta , in fras truc tu re , en terp r ise  secu ri ty , ente rpr ise  m anagem en t and  ente rp rise 

deve lopm ent. S im ilar ly , the  IB M  bank ing  fram ew ork  in  the  c loud  desc ribes  a rchitectu re , 

d iv id ing to three  laye r app licat ion , pla tfo rm  and infrastructu re w ith in com pac t and  le ss 

de ta iled  fo rm  [5] . 

H P  a lso  p resent s  an  arch itec ture  cal led  H P ‟s  B anking  R efe rence  A rch itec ture . T he  H P  

B ank ing  R efe rence  A rchitectu re  cons ists  o f  fou r  serv ice  laye rs  (C hanne l  S e rvices , B usiness 

S e rv ices , Pla tfo rm s , and  IT  In frastruct u re ) .  

B u t  a lm ost  a ll  the  above  refe rence  arch itectu res  are  based  on  the ir  ow n  com pany  standard 

and  regula tions  in  favou r  of  the ir  p roduc t . A s fa r a s their a rchitectu re concerns , i t  can  be 

u sed  as  a  basel ine  fo r  design ing  banking  rela ted  f ram ew ork . 

N IS T  C loud  C om pu ting  S ecur ity  R eference  A rch itec tu re  is  w orking  on c loud secu ri ty 

f ram ew ork  focused  on  a  h igh  level  concep tual  secu ri ty  fram ew ork  [ 3 , 17 ]  as  show n  in  

F igu res  2 .3  &  2 .4.  

https://www.google.com/search?q=IBM+banking+framework+in+cloud&biw=1326&bih=587&noj=1&tbm=isch&tbo=u&source=univ&sa=X&ei=fQhFVOPYFMqy7Qaj6YHwBg&ved=0CCwQsAQ
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F igure  2 .3 :  N IST  C loud  C om pu ting  R e ference  A rchitectu re  

 

F igure  2 .4 :  N IST  Securi ty  R eference  A rch itec tu re  F orm a l M ode l 
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2 .4 .6  E n t e rp ri se  S e cu rity  A r ch it e ctu r e F ra m ew o rk  

T here  a re  num ber  of  a lre ady  estab lished  E nte rp rise  S ecur ity  A rch itec tures  ( E A F ) in  u se 

today . S om e o f  these  f ram ew orks  w ere  developed  fo r  very  spec if ic  areas  w hereas  othe rs 

have  b roader  functionality .  O u t o f  those , the  S herw ood  A pp lied B us iness  S ecu ri ty 

A rch itectu re  Fram ew ork  (S A B S A ) and  the  O pen  G roup  A rchitectu re F ram ew ork (T O G A F  

9 .1 )  a re  the  f ram ew orks  tha t  focus  on  secur i ty .  

a . T h e  S h erw ood  A p p lied  B u sin ess  S ecu rity  A rch itec tu re  F ram ew ork   

S A B S A  is  a  r isk -based  m ethodology  fo r  del iver ing  secur ity  in fras truc ture  so l ut ions  tha t 

suppo rt  the  f i rm ‟s  bus iness  in it iat ives  to  em brace  new  technolog ical  trends  and  oppo r tun itie s 

[41 ] . S A B S A  is  u sed  successfu lly  by  num erous  o rganiza tions  a round  the  w orld . S A B S A  is  

an  open -use m ethodo logy , no t a  com m erc ia l  produc t . S A B S A  is  a s ix (C on textua l , 

concep tua l , log ical , phys ica l , com ponen t  and  serv ices  m anagem en t)  by  s ix  (a sse t , 

m o tivat ion , p rocess , peop le , loca t ion , tim e)  m atrix  laye r  m ode l  fo r  a secu ri ty a rchitectu re 

tha t  is  w ide ly  accep ted  today . T h is  s tandard  is  rela tive ly  com prehens ible  in  te rm s  o f 

bus iness d r ive rs , but  i t de fines  an im portan t  f ram ew ork  in  term s o f secu ri ty se rvices , logica l 

a rch itec ture  and  secu ri ty  m ec han ism s, physica l  arch itectu re  and  secur ity  m anagem en t, and 

opera t iona l  arch itec ture  [12 ] .  

T he  S A B S A  M ode l  fo l low s  the  w ork  done  by  Z achm an  c lo sely , a lthough  it  has  been 

adap ted  to  secu ri ty . E ach  laye r rep resen ts  the  view  o f a  dif feren t p laye r  in  the  proc ess o f 

spec ifying , design ing , and  construct ing . T he  S A B S A  m atrix  is  outlined  in  T able  2 .3  [42 ] . 

T ab le  2 .3 :  SA B SA  M atrix 
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b . T O G A F -9  S ecu r ity  A rch itec tu re   

T he  O pen  G roup  A rch itec ture  F ram ew ork  (T O G A F ) is  a  fram ew ork and  deta iled  m ethod 

and  a  se t  o f  supporting  tools  fo r  deve lop ing  en te rpr ise  a rchitectu re  [ 43 ] . T O G A F  9  is  m uch  

d if feren t  from  o the r  a rchitectu re  f ram ew orks  such  as  Z achm an , a s  i t  is  a  lot  m ore  process 

d r iven  and  gives  a  w ay  to  e ssen tia lly  cod ify  a rchitectu ral  pa tte rns  [43 ] . 

T O G A F  S ecu r i ty  A rch itectu re  is  a  cohes ive  secur ity  des ign  w h ich  add resses  the 

requ irem en ts  and  in  pa r t icula r  the  risk s  o f  a  pa r ticu lar  e nv ironm en t/scenar io  and  spec ifie s 

w ha t  secu r i ty  con tro ls  a re  to  be  app lied  w here . T he  des ign  p rocess  sho u ld  be  rep roducib le . 

T h is  de f ini tion  is  in tended  to  spec ify  on ly  tha t , a rch itec ture  is  a  des ign , w h ich  has  a  structu re 

and  add resses  the  re lat ionship  be tw een  the  com ponents  [ 43] .  

T he  T O G A F  9 .1  en te rp r ise  a rch itectu re  fram ew ork  fol low s  a rchitectu re  dom ains 

d if feren tia ted  betw een  [ 44 ]  B usiness , D a ta , A pp licat ion  and  T echnology .  

T he  „da ta‟ and  „applicat ion‟ a rch itec tures  a re  of ten  com bined  into  a  s ing le  te rm : In form ation 

sy s tem s a rch itec ture  [44] . D a ta  (o r  in form ation ) secur i ty a rchitectu re focuses  on  pro tect ing 

the  da ta . T here fo re , these  a rchitectu res  a re  ve ry  s ing le -pu rpose  in  na tu re , in  con tra ry  to  the 

ex tended  scope  o f  en te rpr ise  secu r ity  a rch itectu re . W ith  the  focus  on  in fo rm ation , com m on 
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sub jec ts  fo r  da ta  secur ity  a rch itec ture  a re  enc ryption  and  logica l  access  con tro l  [44 ] . D a ta 

secu r ity  d iagram  fo r  T O G A F  is  show n  in  F igu re  2 .5  [45] . 

F igure  2 .5 :  D a ta  Securi ty  D iagram  fo r  T O G A F  

T hus , T O G A F 9 .1  is  m ore  rela ted  en terp r ise  secur i ty  a rchitectu re  to  des ign  th is  re search .    

2 .4 .7  S im u la tio n  T o o ls o f  C lo u d  C o m p u ti n g  a n d  C ry p to g ra p h y  

A s the  adop tion  and  dep loym en t of  c loud  com pu ting  inc rease , it  is  c ri tica l  to  eva luate  the 

pe rfo rm ance  of  cloud  environm en ts . M odeling  and  sim ula tion  techno logies  are  su i tab le fo r 

eva lua ting  pe rform ance  and  secu ri ty  issues . C loud  s im u lato rs  a re  required  for  c loud  system  

tes ting  to dec rease  the  com plexity and  separate  quality  concerns  [ 50 ] . S evera l c loud 

s im ula to rs  have been specif ica l ly developed  fo r  pe rform ance analy s is o f c loud com puting 

env ironm en ts . S om e o f  them  a re  a s  fol low s:- 

C loud  S im u lato r  (CloudS im ):  -  i t  is  the  m ost  popula r  sim ula tion  too l  ava i lab le  for  c loud 

com pu ting  environm en t  [49] . I t  is  an  even t  d r iven  sim ula tor  bu ilt  up on  the  co re  o f  G rid 

S im u lato r [49 ] . A  base p rogram m ing  language fo r C loudS im  is Java , w h ich  is  one o f the 

fam ous  objec t  or iented  p rogram m ing  languages . C loudSim  m odu les  a re  easy  to  extend  as  i t 

is  based  on  Java . It  is  an  open  sourc e . O ne  un ique  featu re  o f  C loudS im  is  the  federa ted 
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po licy , w h ich is rare ly  ava ilab le in  any o ther  sim u la to rs  [ 50] . C loudS im  conta in s the 

fo l low ing  fea tures  [49] : 

  S upport  m odeling  and  s im ula tion  o f  la rge  sca le  com pu ting  env ironm ent.  

  A  se lf  con tained  pla tform  fo r m odeling c louds , se rvice  brokers , p rovis ioning  and 

a l locat ion  policie s .  

  S upport  for  sim ula tion  o f ne tw ork connec tions  am ong  the  sim ula ted sy stem  

e lem ents .  

  F ac il ity  fo r  s im u lat ion  o f  a  federa ted  c loud  environm ent that  con ta in s  in te r -ne tw ork 

resou rc es  f rom  bo th  p riva te  and  pub lic  dom ains .  

  A vailab il i ty  o f  a  v ir tual izat ion  eng ine  tha t  a ids  in  the  c reat ion  and  m anagem en t o f 

m u ltip le  independent  and  co -hos ted  vir tual  serv ices  on  a  da ta  cen ter  node .  

  F lex ib il ity  to  sw itch  betw een  space  sha red and  t im e  sh ared  al loca t ion  o f p rocess ing 

co res  to  virtua lized  se rvices .  

C loud A na lys t :  -  It  is  a  new  s im u la to r  deve loped  based  on  C loudS im . C loudA na lyst  w as  

bas ica lly  developed  for  eva lua t ing the  perfo rm ance  of  large -sca le  dis tr ibuted  c loud 

app licat ions hav ing a h igh  use r w ork load that  is  geograph ical ly d is tribu t ed over severa l da ta 

cen te rs  [50 ] .  

F ea tu res  of  C loud A na lyst  a re  the  fol low ing  [49] :    

  E asy  to  u se  G raph ica l  U ser  In terface  (G U I) .  

  A bil i ty  to  de fine  a  sim ula tion  w ith  a  high  deg ree  of  con figu rabil ity  and  flex ibi li ty . 

  B eing  ab le  to  repeat  the  exper im en ts  w ith  sl igh t  m od if icat ions .  

  G enera te  g raphica l  outpu t  in  the  fo rm  o f  char ts  and  tab les .  

  U se  o f  conso lida ted  techn o logy  and  ease  o f  ex tension . 

S m art  C loud S im ula tor  (S m artSim ):  -  I t  is  the  on ly  s im ula tor  bu il t  fo r  m ob ile  c loud 

com pu ting  t i ll  to  da te . It  is  u sed  fo r  m odeling  and  s im u lat ing  m ob ile  c loud  com puting 

app licat ions in m obile . It  u ses  resou rce p rovis ion , eva lua t ion m ethod  fo r re source  ut il izat ion 

in  the  S m art  M ob ile  D ev ice  (S M D ) [50 ] . 
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G round  S im u lat ion  T ool  (G roudS im ):  -  I t  is  a  disc rete  event  sim u la t ion  tool  fo r  c loud  and 

g r id  com puting . It  is  m ade  specif ica lly  fo r  scien tific  app lica tions  in  cloud  and  g r id 

com pu ting . It  has Java as  an underly ing lang uage [51 ] . It  has one  unique  fea ture  cal led 

G roundE n ti ty  w h ich has  its  ow n  erro r  de f ini tions  tha t  the  u ser  can  change  a t the  t im e  o f 

e rro r  occurrence  [51 ] .  

D ata  C en tre  S im u la t ion  T oo l  (D C S im ):  -  I t  is  a  da ta  cen ter  s im ula tion  too l  for  dynam ic 

resou rce  prov ision ing . It  cons is ts  of  m u lt iple  inte rconnected  hos ts  and  each  host  cons ists  o f 

a  schedu le r  and  resource  m anagem ent po licy . It  s im ula tes  da ta  cente r  w ith  a  cen tra l 

m anagem ent sy s tem  [ 51 ] . I t  a lso  suppo rts  V irtua l  M achine  ( V M ) m igra tion  am ong  the  hos ts 

and  sha r ing  of  w ork load  betw een  m u lt iple  V M s [ 49] .  

M apR educe  C loud  S im ula tion  T oo l  (M R -C loudSim ):  -  It  w as  deve loped  based  on  C loudS im  

s im ula to r . T he  un ique  fea ture  o f  M R -C loudSim  is  i ts  support  for  s im u lat ing  M apR educe 

ta sks  and  the reby  support ing  B igD ata  p rocess ing . C loudSim  sim u la to r  does  no t  support  fi le 

p rocess ing , co st  and  t im e  assoc ia ted  w ith  i t . In  M R -CloudS im , the au thors  changed som e  o f 

the  co re  cla sses  in  C loudSim  to  suppo rt  M apR educe  p rogram m ing  m ode l  [ 49] .  

B ased  on  the  info rm ation  obse rved on  the  prev ious r e search  resu lt , C loudS im  is  m ore 

app rop r iate  for  this  re sea rch . 

C ryp too l2  is  a  too l  in  cryp tog raphy  fo r  ana lyz ing , lea rn ing  and  im p lem enting  a lgor ithm s 

w ith  u sua l  and  p ract ical  m anner . It  enab le s  u s  to  c reate  com bined  encryp tion  a lgor ithm s, 

d ig i tal  signa tures  and  to  ana ly sis  and  im plem ent the  algo ri thm s [38 ] .  

C ryp too l2  is  advan tageous  due  to  the  fol low ing  reasons:  

  T here  is  a  f ree  vers ion  on  the  Inte rnet  w h ich  is  eas ily  access ible  by  eve ryone .  

   I t  can  be  eas ily  in sta lled  and  it  requires  no  s pec ia l  equipm ent. 

  I t  p rovides  the  use r- f riend ly  environm en t fo r  the  use rs  in  o rder  that  the  u sers  can 

eas i ly  use  info rm ation  sou rces . 

   I t  covers  a ll  enc ryption  m ethods  and  i t  is  very  w idesp read  [38 ] .  

T hus , C ryp too l2  is  conv incing  to  im plem ent com bined  enc ryption  a lgo ri thm s. 

 

https://www.google.com.et/url?sa=t&rct=j&q=&esrc=s&source=web&cd=2&ved=0ahUKEwjYhLub4YjNAhWE7BQKHQ7wA2MQFgggMAE&url=http%3A%2F%2Fieeexplore.ieee.org%2Fiel7%2F6560458%2F6572961%2F06573143.pdf%3Farnumber%3D6573143&usg=AFQjCNGQL9a5R3xsJI39s4I2_XVmIUr6wg&sig2=NfkRorKsNuY2rqJNnjSwyg&bvm=bv.123325700,d.d24
https://www.google.com.et/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=0ahUKEwiX2YTC4YjNAhUByRQKHdPyAawQFggaMAA&url=http%3A%2F%2Fieeexplore.ieee.org%2Fxpls%2Fabs_all.jsp%3Farnumber%3D6387186&usg=AFQjCNFBo1bdVXEhChmIa3IDvdUDsBshuQ&sig2=wJYdmLntmIcqsAjS_-fndw&bvm=bv.123325700,d.d24
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2 .5  S um m a ry 
 

F rom  the  rev iew , the  m a jor  data  secu r ity  concerns a re integ ri ty , con f idential ity  of  data  and 

ava ilabi li ty  of  sys tem . W hen i t com es  to  paym en t sy s tem s , the  data  needs  to  be s ecu red in 

a l l  a spects  s ince  it  is  sensi tive  to  f r auds . T here  a re  industry  s tandards  and  p rac tices  o f 

paym en t card  sy s tem  like  the  w e ll  recognized  P C I D a ta  secu ri ty  standard  fo r  p rotec ting  the 

da ta .  

C loud  com pu ting  is  a  type  o f  I nte rnet -based  com pu ting , w here  d if fe ren t  se rv ices  such  as 

se rve rs , s to rage  and  applicat ions  a re  del ivered  to  an o rgan iza tion 's  com pu te r  and  devices  by 

the  m eans  o f  I nte rnet  and  p rom ises  several  a tt ract ive  benefi ts  fo r  bus inesses  and  end  u se rs . 

B es ide s  tha t  secu ri ty  is  ques tion ab le fo r the c loud  prov iders  to  be  tru st ed  fo r  prov iding  the ir 

fac i li tie s . 

A lthough  the re  a re  dif fe rent  techniques  to  secu re  da ta  on the  cloud , such  as  app lica tion  o f 

enc ryp tion  a lgor ithm s, robust  au thentica tion , access  contro l m ethods  and secu ri ty  policie s 

a re  som e o f  them . T he re  a re  also  re ference  a rch itec t ure  im p lem en t on  the  cloud  through  the 

va r ious  c loud  p rovide r  com pan ies  to  be  u sed  as  re fe rence  a rch itec ture  fo r  the  var ious 

o rgan izat ions . P lus  to  that  the re  are  en te rpr ise  secu ri ty  a rchitec tu re  f ram ew orks  deve loped 

so  fa r  like  S A B S A  and  T O G A F  9 .1  w h ich  c an  be  adap ted  to  a  data  secur i ty  f ram ew ork .  

C loud  com pu ting  and  cryp tog raphy  s im u lat ion  too ls  a re the  la s t review  idea  l ike  CloudS im , 

C loud A na lys t , Sm arts im , G roundsim , D C sim , M R -C loudSim  and  C ryp tool2 . A m ong  those 

C loudS im  is  a  sui table  a lte rnat ive  f ram ew ork  fo r  m odeling  and  sim ula tion  o f  C loud 

com pu ting .  
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C h a p ter  T h ree : Re la te d  W o r k 

T his  C hap te r  p resen ts  a  rev iew  o f  f ive  m ost  re lated  w orks  am ong  c loud  data  secu ri ty 

f ram ew ork  for  the  bank ing  indus try  and  re lated  secu ri ty  fram ew ork . W e w ill  t ry  to  ana lyze 

and  iden tify  gaps  tha t  exist  in  p rev ious  w orks . Fina lly , w e  sum m arize  the  w orks  rev iew ed . 

A  c loud  secu r i ty  f ram ew ork  fo r  b ank ing  indus try  w as  p roposed  in  [12 ] . T he  resea rch 

p rob lem  is abou t the secu ri ty cha llenge o f  m ov ing f inanc ial , pe rsona l da ta and  m ission -

c r i tical  app lica tions  by  banks  to the  cloud  re lat ion  to  regula tory  po licy , com pliance  and 

s tandards . 

T he  w ork  a im ed  to  develop  c loud secu ri ty  f ram ew ork  for  bank ing  indus try  and  address 

secu r ity  needs  in  te rm s  o f  in tegr ity , con f iden tia l ity  and  ava ilab il ity  o f  in form ation  on  c loud 

by  de f in ing  secur ity  requ irem ents  o f  bank ing  se rv ices , iden tifying  the  secur ity  m echanis m  

and  m easu res  through  c lass ifying  resou rces .  

T he  p roposed  f ram ew ork  conside rs  al l  the  three  c loud  se rvice  m odels  (S aaS , P aaS , IaaS )  and 

dep loym ent m od els  (P r ivate , C om m unity , H ybrid  and  P ub lic )  of  c loud . S herw ood  A pp lied 

B us iness  S ecu ri ty  f ram ew ork  is  used  as  a  gu ide  for  design ing  and  f ram ew ork  agg regates 

d if feren t  tem pla tes  (R isk  M atrix  T em pla te , C on tro l  D om ain  T em pla te , C om pliance  M atr ix 

T em pla te  and S ecu r ity  s trategy / m ajo r)  tha t he lp to  com e up  w ith a  so lut ion  fo r m easur ing 

r isk , com pliance  and  se t ting  su itab le  secu r ity  m easure . T hen  i t  is  te sted  th rough  m ap p ing  the 

p roposed  secur i ty  f ram ew ork  to  the  com pany  secu ri ty  requ irem ent.   

L im ita tion :  -  the  w ork , iden tifie s  secu r ity  m echan ism  and  m easures  in  rela tion  to  regu lato ry 

po licy , com pliance and  s tandards . B u t since  the  re search  is  about  bank ing  da ta secu ri ty , 

secu r ity  too ls , a lgor ithm s under  the  secu r ity  s trategy  shou ld  be  inc luded . T he  p roposed  

genera l  fram ew ork  took  the  bank ing  data . N e ither  focuses  o n  paym en t card  da ta  no r  on  the 

da ta  on  transm ission . 

T he  w ork  in  [19 ]  proposes a  five  level  secur ity  m ode l  fo r  c loud  com pu ting  tha t in troduces 

s trong  authen ticat ion , conf idential ity  and  in teg ri ty m echanism s for  s to r ing  the  data  of  the 

c l ient  a t  the  da ta  ce n ter .  
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T he  paper  p roposes  a  t r iple  secu r ity  authen tica tion  schem e , w ith  hashed  passw ord  sto rage . 

T he  IP  add ress  is  sen t  w ith  the  enc ryp ted  iden tity  code  to  the  C ryp tog raphic  S e rv ice 

P rov ide r  (C S P ) , the  code  is  decoded  and  checked  a t  the  C S P , s to red  an d  passed  on  to  the 

da ta  centre w here  code is checked , passw ord is generated  and  hashe d fo rm  is  s to red in the 

sy s tem  us ing  a  hash  function . 

T he  da ta  con f idential ity  and  in tegr ity  is  p rovided  th rough  M essage-D iges t  A lgor ithm  (M D 5 ) 

c ryp to system  hash  techn ique .  In  case  o f  change  in  IP  add ress  encoun te red  a  no tifica tion  is 

sen t  to  the  u se r  fo r  the  con f irm ation  in  change , if  a ssured  then  the  m essage  is  p receded  to  the 

da ta  cen te r . T he  p roposed  5 -leve l  secu ri ty  m ode l  for  c loud com puting  tha t  p rovides 

au then tica tion , integ ri ty  and  conf idential ity  a re  show n  in  Figu res  3 .1  and  3 .2 . 

 

  F igure 3.1: Basic F ive Level Securities in  C loud    F igure 3.2: F ive Level Securities in  C loud  

T he  au then tic ity  of  data  cente r is p rov ided  through  the  encryp ted e -m ail  carry ing the 

passw ord . T h is  is  a  very  s trong  featu re , p rovid ing  a  secu re  passw ord  as  once  genera ted  and 

conver ted  cannot  be  accessed  by  anyone  excep t  the  use r .  T he  con f idential ity  and  in te g r ity  is 

p rov ided  through  hash  passw ord , M D 5 d igest .   

L im ita tion :  -  A  5 -L eve l S ecu r ity  A pproach  proposed  a  s trong  authen tica tion , con fiden tia li ty 

and  in teg ri ty  m echanism s fo r  sto ring  the  data  in  the  c loud  and  desc ribe  the  technique  phase 
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to  ach ieve  the  secu ri ty . T he  research  is  l im ited  to  da ta  on  s to rage . E ncryption  techniques  a re 

no t  exp lic i tly  sta ted .  

T he  w ork  in  [20 ]  deve loped  a  se t  of  gu ide lines  and  best  p rac tices  desc r ibing  Ind ia  R efe rence 

A rch itectu re  B ank ing T echno logy  (ID R B T ) c lou d  secu ri ty  f ram ew ork  as  a  prac tical , s im p le 

and  easy  to  u se  guidebook  tha t  w ill  he lp  banks  to  unders tand  and  exp lore  secu ri ty  conc erns 

in  the  cloud  env ironm ent . T he  general  secu ri ty  f ram ew ork  is  show n  in  F igu re  3 .3 . 

 

 

Figure 3.3: ID RBT C loud Security Fram ew orks 

ID R B T  C loud  S ecu r i ty  F ram ew ork  consis ts  o f  secu r ity  leve ls that  a re  ca tegor ized  in to 

ho r izon ta l  laye rs  and  ver tica l  laye rs . I t  desc ribes  about  each  o f  the  secur ity  layers . 

  D ata  and  In fo rm ation  secu ri ty  p rov ides  p ro tect ion  fo r  unstructu red  and  s tructu red 

da ta  f rom  da ta  pr ivacy , data  lo ss , da ta  d isposal , and  unau tho rized  access  acco rding  to 

the  na ture  and  bus iness  value  o f  in fo rm ation . 

  A pplica tion  and P rocesses  secu ri ty has  becom e a  m a jor  concern  w h ile  accessing  an 

app licat ion  from  the  c loud . In  a  m u lt i- tenant  c loud  environm en t, th is  p rovides 

secu r ity  to  applicat ions  and  p rocesses  and  to  their  patches  and  upgrades . 

  IT  In frastructu re  secu ri ty  p rovides  da ta  p rotect ion  concerns  in  ne t w orks , and  v irtua l 

env ironm en ts  and  i t  also  descr ibes  the  encryp tion  and  m onitor ing  rela ted  issues . 
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  P hys ica l  secur ity  p rov ides  aw areness  and  p ro tec tion  o f  peop le , secu ri ty , and  physica l 

re sou rces .  

  L og ica l  secu ri ty  techniques  are  u sed  along  w ith phys ica l  secu ri ty to  prov ide 

com plete  sec ur i ty  to  d is tribu ted  bus iness  c ri t ica l  data  and  sy stem s.   

L im ita tion :  -  ID R B T  is  developed  as  best  p rac t ices  desc r ibing  Indian  banking  sec to r c loud 

secu r ity  fram ew ork . T he f ram ew ork  focuses  nei ther  on  a  separate  laye r  nor  on  a  spec if ic 

da ta  l ife  cyc le . T h ere  a re  no  secu ri ty  techniques  selec ted  and  a ttached  to  the  fram ew ork 

laye rs  and  bank ing  data  sou rce  is  ind ist inguishab le .  

T he  w ork  in  [30 ]  p roposes  a  new  secu r ity  f ram ew ork  be tw een  session  layer  and  transpo r t 

laye r  such  tha t  i t  is  t ransparen t  to  the  appl ica t ion layer  and  the  low er  laye rs . S o  w henever 

da ta  is  t ransfe rred  by  the  cl ient  i t  is  fi rst  secu red  by  ce r ta in  authen tica tion  p ro toco ls  and 

saved  a t  the  serve r  end . W ith  th is , the  da ta  w il l  be  s tored  in  a  secured  w ay  a t  se rve r  end . 

T hose  w ho  w an t  to  dow n load  the  da ta  o r  view  i t  should  be  connec ted  or  have  access  th rough 

the  sam e  fram ew ork  to  v iew  the  da ta . T h is  is  done  in  applica t ion  use r  leve l  so  tha t  the  da ta 

w il l  be  secu red  and  transferred  w here  the re  is  a  need  to  d is tu rb  any  low er  laye rs  o f  the 

ne tw ork . T he  des ign  of  the  sys tem  is  show n  in  F igu re  3 .4 .    

 

F igure  3 .4 :  System  A rch itec tu re 
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W hen  any  othe r u se r w ishes  to selec t any docum ent f rom  the data  cente r , it  is  requ ired  to  be 

connec ted  to  the  sam e  secure  se rve r to  ge t  the  o rig inal  docum en t. T h is  help s  in  secu r ity  and 

p r ivacy  o f  the  docum en ts .  T he  sender  and  rece ive r  p rocess  a re  show n  in  F igu res  3 .5  &  3 .6 .  

 

F igure  3 .5 :  P rocess  a t  Sender 

 

 

F igure  3 .6 :  P rocess  a t  R eceiver 

L im ita tion :  -  the  secu r ity  f ram ew o rk  m ode l  focused on  the  secu red w ays  o f da ta 

t ransm ission  be tw een  a  c l ient  and  da ta  cen ter  w h ile  the  ava ilab il ity  o f  da ta  is  lim ited  since  i t 
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is  requ ired  to connect  a s ingle  secu re serve r  to  get  the  da ta . S ecu r ity  is  ach ieved through  a 

s ing le  secu re  se rve r .  I t  is  ne ithe r  focused  on  paym en t ca rd  sy stem  da ta .  

S ince  secu r ity  is  one  o f  the  m ain  issues  in  c loud  com puting , the  new  da ta  secu ri ty  so lut ion 

in troduced  to  inc rease  secu ri ty  in  the  cloud  com puting  [38 ] .  

T he  new  secu r i ty  solu tion  p rov ided  a  s trong  so lu tion  by  com bin ing  hyb rid  enc ryption  and 

d ig i tal  s ignatu re to guarantee  data p ro tec t ion  and da ta integ ri ty . T he  p roposed  m ethod u ses 

the  hyb rid  enc ryp tion  algo ri thm  and d igi tal  signa ture  schem e . It  u ses  both  sym m etric  key 

a lgo r ithm  and  asym m etric  key  a lgo r ithm  in  o rde r  to  transfer  and  save  the  da ta  in  the 

ne tw ork . T he  enc ryp tion  and  dec ryption  of  the  p roposed  so lut ion  are  show n  in  F igures  3 .7  &  

3 .8 . 

 

 

F igure  3 .7 :  E ncryption  of  P roposed  M ethod  
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F igure  3 .8 :  D ecryption  o f  P roposed  M ethod 

C ryp too ls2  is  u sed  to  c reate  d igi tal  s igna tu res , ana lys is  and im plem en t the  a lgo ri thm s.  

L im ita tion :  -  the  p roposed  solu tion  guaran tees  data  p rotect ion  and  data  integ ri ty w h ile u s ing 

hyb r id  enc ryp tion  and  d ig i tal  s ignatu re .  In  the  des ign  the re  is  a  repe t it i on  o f  R S A  a lgo r i thm  

tha t  w il l  take  t im e  on  the p rocess  o f  enc ryp tion  and  decryp tion . T he  evalua tion  phase 

requ ires  a  sam ple  data  passing  th rough  the  hyb rid  enc ryption  and  applied  to  the  dig ita l 

s igna ture .  
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S u m m a ry   

T his  C hap te r  p resen ted  re lated  w orks  aga in st  the  requ ired  ob ject ive  o f  the  thesis . T hey  cover 

secu r ity  f ram ew ork  on  da ta  t ransm iss ion  and  s torage  in  the  cloud , secu ri ty  f ram ew ork  fo r 

bank ing  industry  and  da ta  secu ri ty  so lut ion  th rough  a  hyb rid  enc ryption  and  d igi tal  s ignatu re 

in  the  cloud .  

F rom  the review , s ince  da ta  secu ri ty  is  about  con fiden tia li ty , in tegr ity , avai labi li ty  and 

access  contro l  of  the  data , the  re lated  w orks  at tem p ted  to  ensu re  those  issues  th rough 

encryp tions , hashing  a lgor ithm s, and  integ rat ing  secu r ity  fram ew orks  w here  sto r ed  data  and 

da ta  on  transm ission  a re  the  a rea  o f  em phas is . 

T here  a re  a lso l im ita tions  obse rved  so  far  in the  re lated  w orks that  w ill  be  add ressed  by  th is 

thes is  w ork  th rough  the  c loud da ta  secu ri ty  fram ew ork  fo r  paym en t ca rd  sy stem  focused  on 

the  s tored  an d  da ta  on  transm iss ion.  
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C h a p ter  F o ur : T he  Pr o po se d Fr am e w or k 

4 .1  O ver v ie w  

T he  ob jec tive  of  th is C hap te r is  to have a  clea r p ictu re o f  the  exist ing  scenario  in  paym en t 

ca rd  sy s tem  p rocess  flow  focus ing  on  the  da ta  secu ri ty  and  the  p roposed  so lu tion  to  secu re 

the  da ta  at  res t /s to red  and  on  transact ion /use . 

W e conduc ted  in form ation  ga ther ing  through  s truc tu red  ques t i onna ires , s truc tu red  open 

in te rview s  and  obse rva tion . D e ta iled  feedback  from  the  stakeho lders  is  analyzed  th rough 

issue  based  analy s is  techn ique  w h ich is app rop ria te  to the  spec if ic  case  w here the 

in fo rm ation  ob ta ined  is  ana lyzed  under  d iffe rent  is sues  and  ex is ting  f ram ew ork  o f  the 

paym en t card  sy stem  rev iew ed  for  fu ture  suggest ions  on  the  p roposed  c loud  data  secur ity  fo r 

the  paym ent ca rd  sy s tem  that  w ill  be  covered  under  th is  C hap te r .  

4 .2  De sig n  P re lim in arie s 

In  th is  resea rch  the  p r im ary  info rm ation  is  ob tained  th rough  structu red  quest ionnaire , 

s tructu red  open  inte rview s  and obse rvat ion . S econdary da ta sou rce like , books , repor ts , 

jou rna l , thes is , con ference a r tic le s  and w h ite paper  from  the w ebs i te s  of  rel iab le au tho rs  and 

o rgan izat ions  have  been  u sed  to  ge t  in fo rm ation  abou t  c loud  da ta  secur ity  o f  paym en t ca rd 

sy s tem . 

T he  ex is ting  paym ent card  sy stem  is  observed  w ith  re spect  to  i ts  secur i t y  and  c loud 

com pu ting p rac t ice  in  the  t h ree d if fe rent  banks  in  E thiop ia nam ely N ib  Inte rna t iona l  B ank , 

A w ash  In te rna t iona l  B ank  ,U n ited  B ank  w ho  w ere  a  f i rs t  c l ients  o f   P S S  w here  the  p lace  

ques t ionnaires  and  inte rv iew s  w ere  conduc ted . 

a . Q u e stio n n a ire   

In  th is  re sea rch  there  a re  tw o  s tructu red  quest ionnaires . T he  f irs t  quest ionnaire  is  fo r  P S S  

p ro fessiona ls  hav ing  f ive  sect ions  includ ing  responden t‟s  de ta il , A T M , techno logy  and  

in frastructu re , secu r ity  and  c loud  com pu ting  p ract ice .  T he  second  one  is  fo r  IT  

p ro fessiona ls  w ith in  the  banks  hav ing  th ree  sec tions  includ ing  responden t‟s  de tai l , p aym en t 

ca rd  sy stem  da ta  secur ity  a nd c loud com puting p ract ice . T hese  ques tionna ires  conduc ted fo r 
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a  to tal  o f  13  pro fess ionals  from  the  P S S  and  first  P S S  c l ient  banks  (A w ash , N ib  and  U n ited 

in te rnat iona l  banks) . T he  fu ll  quest ionnaire  is  a ttached  at  A nnex  B , C .  

A cco rd ing  to  the  issue  based  analy s is , the  quest ionnaires  ana lysed  based  on  four  topics  a s 

d iscussed  be low .  

  In trod u ction  ab ou t  A T M   

A ccord ing  to in form ation rep lied  f rom  the ques tionna ires , A T M  is  a m achine  tha t lets  u s 

con tro l  our  bank  accounts  to  w ithd raw , transfe r , deposi t  (no t  o pera t iona l  in  E th iopia )   and 

o the r  serv ices  and   m ake  a  l i fe  o f  cus tom ers  eas ier . T he  so  cal led paym ent ca rd sy s tem s 

se rve rs  24/7  c reat ing  cash less  soc ie ty  and  reduce  m anual  w ork  o f  banks  in  the  opening  hou rs 

o f  the  day . 

  T ech n o logy  an d  in frastru ctu re   

U nder  techno logy  and  in fras truc tu re  o f  paym en t card  sy s tem , la te st  technolog ies  a re 

invo lved . T he  database  technology  in  u se  fo r  paym ent ca rd  data  m anagem en t sys tem  is 

o rac le  11g . 

T he  opera t ing  sy s tem  technology  in  u se  by  the  paym en t ca rd  sy stem  app licat ion  and  da ta 

se rve rs  is  the  L inux  operat ing  sy stem  w h ich  is  a  secu red  opera ting  sy s tem . T he  app licat ion 

in teg rated  so  fa r  to  fo rm  the paym ent ca rd  sy s tem  in  the  sam p le  banks  a re  the  core  bank ing 

sy s tem  and  paym ent sw itch  so lut ion . 

T he  com m unicat ion  be tw een  the  bank , paym en t sw itch  so lu tion  and  the  d if feren t  term ina ls 

is  th rough  the  m eans  o f  V P N , D S L , and  o the r  w ireless  techno logy .  

  P aym en t card  system  d ata  S ecu rity  

T he  paym en t ca rd  sy stem  by  P S S  fo l low s  the  da ta  secur ity  po lice  o f  P C I D S S . D a ta  secu r i ty 

techn iques  im plem en ted  is  a s  show n  in  T able  4 .1 . 
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T ab le  4 .1 :  P SS  P aym en t C ard  Sys tem  D a ta  Secur i ty  M ethods  

S ecu rity  a sp e ct s  D a ta  s e cu rity  t ech n iq u es  

D ata  and  in form ation pub lic  key  in fras truc tu re , access  control  and 

c ryp tog raphy 

D a ta  con f idential ity da ta  enc ryption , and  use r  id  /  passw ord  

D a ta  in tegr ity R A ID  par i ty , f ile  perm iss ions  and u se r access 

con tro ls 

D a ta  ava i lab i li ty sy s tem  upgrade , redundancy , fai lover  and  R A ID  

h igh  ava ilab il ity  c lu ste rs 

S ecu r i ty  a spec ts D a ta  secu ri ty  techn iques 

A pp lica tion  and  p rocess C ryp tog raphy , access  con tro l  and  session  lock  

 

 

D esp ite  al l the above  techn iques  to secure  the  paym en t ca rd  sy s tem  serv ice , there  is  an 

unsecu red  w ay  o f  data  com m un icat ion  betw een  term ina ls  and  paym ent app lica tions .  

  C lou d  com p u tin g  p ractice 

T he  exper ience  o f  c loud  com puting  in  a  case  o f  Eth iopian  banks  is  uncom m on . A cco rding  to 

the  info rm ation ga thered , E nat  inte rnat ional  bank  adop ts  their  sw if t  ope ra tion  to  the c loud . 

T here  a re  also  a  few  signs  on  agent  bank ing  and  sw if t  opera tion  in  sim ilar  secto rs . 

A ccord ing  to  the  ques tionna ire  re sponse , E na t  in terna tiona l  bank  is  u sing  a  pub lic  c loud 

nam ed  sw if t  l ight  2  tha t p rovides  applica t ion as a  serv ice , p latfo rm  as  a  se rvice  and 

in frastructu re  a s  a  se rvice . T he  secu r ity  o f  l ight  2  is  th rou gh  the  S S L  ce r t if icate , u se rnam e/ 

passw ord  and  token . B ased  on  the  new  c loud  se rvice  tha t  the  bank  sta rted  to  rece ive 

secu r ity , ava i lab i li ty , rel iabi li ty , re spond  tim e  for  incom ing  and  ou tgo ing  sw if t  m essages 

p rob lem  is  im proved . T here  is  no  w orry  abou t  do w n  the  ga tew ay , no  need  o f  the  upda ted 

ve rs ion  and  m essage  transferr ing  speed  p roblem .  
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A ccord ing  to the ques tionna ire  re sponse , a lm ost  a l l IT  p rofessiona ls  and  opera tiona l a re 

w il l ing  to  m ove  to  the  c loud and  they  a re  aw are o f  its  benef its  like  flex ibi li t y , disaste r 

recovery , au tom atic  so ftw are  upda te , secu ri ty  and  w ork  f rom  anyw here  desp ite  the 

nego tiat ion  w ith  N B E  (N a tiona l  B ank  o f  E thiop ia)  p rocedures  and  approva l .   

C onduc ting  the  quest ionnaires , w e  real ized that  the re  is  an unsecured  w ay  o f da ta 

t ransm ission  betw een  the  A T M  te rm inals , paym en t ca rd  sys tem  and  core  banking  sy stem  

even  though  the re a re som e  secur ing  techniques  used  in the paym ent card  sys tem . T here a re 

a lso  inte rnal  f rauds  seen  in  the  area . 

A cco rd ing  to  the  quest ionnaire , P S S  paym en t ca rd sy stem  ac tiv ity  f low  is  show n in  Figu re 

4 .1 . 

 

F igure  4 .1 :  P SS  P aym en t C ard  S ys tem  A c tivi ty  F low 
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b .  In ter vie w   

In  th is  re sea rch  there  is  struc tured  opened  in te rv iew  p repared  fo r  bank  IT  m anagers , bank  IT  

s ta ffs  and P S S  p rofessiona ls . T he  in terv iew  holds th ree  sec t ions  under  each  p rofessiona l 

pos i tion . F o r  IT  m anagers , there  are  po licy , m anageria l  ques tions  and  genera l ques tions  and 

fo r  IT , P S S  p ro fess ionals , secur ity  and  techno logy  quest ions .  

T he  in te rv iew  conduc ted  for  a  to ta l  o f  8  p ro fessionals  f rom  the  P S S , f i rs t  P S S  c l ien t  banks 

(A w ash , N ib  and  U n ited  in terna tiona l  banks)  and  E na t  inte rnat ional  bank . T he  fu l l  inte rview  

is  a ttached  at  A nnex  A . 

T he  in te rv iew  ana lyzed  though  the  issue  based  ana ly s is  techn ique . T he  in te rview  f ind ings 

a re  o rgan ized  based  on  the  re search  focus  a reas  fo r  d iffe rent  p ro fessiona ls  under  po licy , 

m anageria l , genera l , secu ri ty  and  techno logical  a reas . 

A cco rd ing  to  the  in terv iew  ana ly sis , the re  a re  19  banks  in  E th iop ia  and  am ong  them  s ix  o f 

them  a re  under  P S S  se rv ice . T here a re secur i ty po lic ies , standards  and  guide lines fo r 

bank ing  indus try , w h ich  is  m ore o r  le ss sim ila r to each  othe r . T here  a re  a lso s im ila r  policie s 

w ith  the  third  par ty  handling  the  paym en t card  sy s tem  cal led  P S S .  

C oncern ing  secu ri ty , there  is  an  unsecu red  w ay  o f  d a ta  t ransm ission  and  un lim ited  access 

con tro l on  l ibra ry  f ile s  s ince it  has  som e  access con tro l  m echanism  en forced  so  far  l ike 

sess ion lock , rem ote  access , w ireless access , concu rren t sess ion  con trol , sepa rat ion  of  du tie s 

and  d if feren t  pr ivi lege . 

T he  exposu re  o f  c loud  com pu ting  seem s on-one  in  E th iopia  bu t  accord ing  to  the  in form ation 

cap tu red  so  fa r , there  a re  banks  in  E th iopia  that  u ses  the  pub lic  c loud  serv ices  l ike  sw if t  by 

E na t  inte rnat ional  bank and  the re a re  also  in teres ts  in  the  a rea  espec ial ly to i m p lem en t agen t 

bank ing  p ro jec ts  in  the  cloud .  

C oncern ing  cos t  rela ted  to  the  paym en t ca rd  sy stem  p roject , in te rview  resu lts  s tated  that  i t  is 

in  m il l ions  exc luding  the  regula r  paym ent. F o r  in stance , N ib  In te rna tional  B ank  has  inves ted 

app rox im ately  165  m i ll ion  E T B  to  im plem ent the  paym ent ca rd  sy stem  pro ject . T he  fu l l 

in te rview  is  at tached  a t  A nnex  A .  
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C onduc ting  the  in te rv iew , s im ila rly  w e  rea l ized  tha t  there  is  an  unsecu red  w ay  o f  da ta  

t ransm ission  and  access  con tro l  p roblem s in  lib rary  f ile s  re lated  to  the  paym en t ca rd  sy stem . 

Im p lem en ting  a  paym ent ca rd  se rvice  is  a  huge  inves tm en t  as  a  p ro ject  and  the re  is  a lso  an 

annua l  cost  af ter  im p lem enta tion  despite the ne tw ork , operat ional  and secur i ty  p roblem  

fac ing  by  the  cl ients . In  addit ion  to  that  in terna l  f rauds  due  to  d iffe rent  reasons  are  be ing  one 

o f  the  threa ts . 

In  add ition  to  the  quest ionnaire  and  in te rv iew , an  obse rvat ion  contr ibutes  on  data  col lect ion 

and  ana ly s is . P aym en t ca rd  sy stem  p rocess  flow  is  ana lyzed  th rough  the  p rocess  and  ve r if ied 

by  the  concerned  body . Figu re  4 .2  show s the  ex is ting  paym ent ca rd  sy s tem  flow .  
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F igure  4 .2 :  E x is t ing  P aym en t C ard  Sys tem 

A s show n  in  Figu re  4 .6 , unsecured  w ay  of  m essage exchange  be tw een  the  core  banking  and 

paym en t card  sy stem  and  un lim ited  access  control  r ights  on  l ibra ry  fi les  is  obse rved . P ublic 

key  in fras truc ture  and Z M K  encryption a re  the  w ays o f  pro tect ing transferr in g da ta  be tw een 
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A T M  te rm inals  to  the  paym en t card  sy s tem . T here fore , the  p roposed  f ram ew ork  in troduces 

a  new  secu r ity  com ponent  con tain ing  com bined  encryption  algo r ithm .  

T he  p roposed  f ram ew ork  im plem ents  hyb rid  c loud  dep loym en t m ode l  to  inc rease  the 

secu r ity  o f  f inancia l  data  transact ion  w ith in  the  contro l  of  the  da ta  ow ners and  the 

f ram ew ork  structu re  fol low s  the  da ta  secu r ity  f ram ew ork  o f  T O G A F  9 .1  to  op tim ize  the  r isk 

o f  t ransact ional  and  s to red  da ta  w here  the  T O G A F  9 .1  add resses  sim ilar  scenar ios .  C IA  – 

C onfiden tia li ty , In teg r ity  and  A va ilab il ity  o f  a  da ta  ensu res  th rough  the  com bination  o f 

enc ryp tion  algo r ithm  A E S  and  R S A  p lu s  S H A -2  hash ing  a lgo ri thm , ro le -based  access 

con tro l  (R B A C ) and  backups .  

T he  s to red  da ta  and  in  t ransi t  is  the  m a in  concern s  tha t  w ill  be  secu red  under  the  p roposed 

f ram ew ork . D a ta  in  s torage  inc ludes  paym en t ca rd  sys tem  database  and  co re bank ing 

da tabase  hav ing  custom er , accoun t  info rm ation , paym en t c a rd  info rm ation  and  transact ion  

h is to ry .  

A lthough  encryp tion  o f  s tored  da ta  is  m a inly  the  focus  fo r  secur ity  s ince  it  is  m ore  like ly 

tha t  a  hacker  w il l  ta rget  sy stem s w ith  data  on  local  d rives  or  s torage  netw orks , enc rypting 

da ta  in  t rans it  is  a lso  im portant  to  avo id  poten tia l  inte rcep tion  by  unautho r ized  pe rsons . D a ta 

in  t rans it  include s  da ta  tha t t rave ls  ac ro ss  the In terne t , f rom  tie r  to  t ie r w ithin  a n  applicat ion 

l ike  t ransac tion  data  be tw een  A T M  te rm inals , paym ent card  sys tem  and co re bank ing 

sy s tem . 

4 .3  Co m p o ne n ts o f the  Pr o p o se d  Fr a m e wo r k  

T he  p roposed  c loud  da ta  secu ri ty  f ra m ew ork  fo r  a  pa ym ent ca rd  sy stem  is  div ided  in to  th ree 

d if feren t  m odu les  a s  show n  on  F igu re 4 .2  w here  each  m odule  conta in s f ive  o r  m ore 

com ponen ts .  

4 .3 .1  A T M  T erm in a l  M o d u l e  

T he  A T M  te rm ina l  m odule  conta in s com ponents  cal led  se rv ice  reques t , card  issue , A T M  

te rm ina l  applica t ion , authenticat ion , applicat ion  select ion  and  secured  da ta  t ransm iss ion 

in te rface . 



46 
 

 

   Figure 4.3: Proposed Cloud Data Security Framework for a Payment Card System 
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S erv ice  request  rep resen ts  the  c l ient  request  bo th  to  issue  ca rds  and  o rde r  paym ent  th rough 

m anua lly  and  A T M  te rm ina ls  respec tive ly . C ard  issue  is  the  p rocess  perfo rm ed  betw een  the 

bank  and  the  cus tom er . T he  custom er  reques t s a  paym ent card  se rvice  in  o rder  to  access 

he r /h is  account . A ccord ing  to  the  fo rm al p rocedure  a ca rd is  p repared and  issued to the 

cus tom er . P aym en t ca rd de tai ls like  P A N  N o  and  P IN  are  crea ted on  paym en t ca rd sy stem  

and  a t tached  to  the  spec if ic  accoun t  in  the  core  bank ing  sy s tem  to  a l low  the  se rvice .  

A T M  te rm ina l  is  the  device  u sed  as  a  term ina l  to  t ransact  card  paym en t. A n  applicat ion is 

in s tal led  on  these  te rm ina ls  to  send  in form ation  abou t  ca rd  ow ner  and  app lica tion  se lect ion 

in fo rm ation  to  the  paym en t ca rd  sys tem  and  rece ive a  fina l  m essage  for  paym ent execution . 

T here  is  a  sub  p rocess  ca l led  A E S  a lgo r i thm  encryp tion  app lied  to  the  te rm inal  app licat ion 

da ta  to  ensu re  the  da ta  conf idential ity .  

A u then ticat ion  and  applica t ion  se lect ion  are  the  tw o  ta sks  of  term ina l  applicat ion . 

A u then ticat ion  is  a ll  abou t  authen tica ting  the  r igh t  pr ivi leged  paym en t ca rd  custom er  o f  the 

bank . W ith  the  above f ram ew ork , i t is a  place w here  cl ie nt  iden tif ica tion  o f an  A T M  use rs 

w il l  be  iden tified  u s ing  P A N  N o , and  P IN  th rough  the  com m unicat ion  be tw een  the  term ina l , 

co re  bank ing  and  paym e nt ca rd  sy s tem . A pp lica t ion  se lec t ion  is  about  the  spec if ic 

t ransact ion  type  that  the  use r  w il l  select  and  rela ted  deta ils .  

S ecu red  da ta  transm ission  in terface  is  a  secu ri ty  com ponen t  respons ible  fo r  inte rfac ing  a 

da ta  t ransm iss ion  betw een  the  non -cloud  a pp lica tion  and  c loud  based  applica t ion . I t  con ta in s 

com bined  encryption  a lgor ithm s nam ed  A E S , R S A  and  S H A 2. A E S  a lgo r i thm  is  se lec ted 

fo r  th is  spec if ic  case  based  on  the  fac t  tha t  this  a lgor ithm  is  m ore  secured  and  p re ferab le  due 

to  the  d if fe ren t  re sea rch  resu lt  s ta ted  in  S ec t ion  2 .4 .4 .1 .  I t  is  u sed  to  ensu re  the 

con f idential i ty o f da ta w ithin  the  app lica tion  and on  the  data  t ransm iss ion be tw een the 

app licat ions . 

R S A  encryp tion  is  u sed  to  ensure  da ta  integ ri ty  in  the  c loud  da ta  secu ri ty  f ram ew ork  a t  a 

t im e  of  da ta  t ransm iss ion . T ransm it  da ta  f rom  non -c loud  applicat ion  to  cloud  app licat ion  in 

an  enc ryp ted  and  s igned  w ay . R S A  encryp tion  is  selected  due  to  the  fact  tha t  R S A  a lgo r ithm  

is  m ore  sui table  to  insu re  data  in tegr ity  accord ing  to  resea rch resul t covered  under  S ect ion 

2 .4 .4 .2 . 
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T he  S H A -2  hash ing  a lgor ithm  is  a c ryptog raphic  hash function  applied in  dig ita l s ignatu re 

a s  w e ll  a s in  data  integ ri ty . S H A -2  com bined  w ith R S A  encryp tion  applied to  the  da ta  fo r 

t ransm ission  to  conserve  the  data  in tegr ity  be tw een  t he  app licat ions . A lgo ri thm  4 .1  show s 

the  p seudo  code  of  da ta  f low  in  A T M  term ina l  m odule  o f  our  p roposed  f ram ew ork .   

 

 

 

 

 

 

 

 

 

 

     

                 P S :  P aym en t S ystem  

A lgor i thm  4 .1 :  P seudo-code  o f  A T M  Term ina l  M odu le 

4 .3 .2  P a y m en t S y st em  M o d u l e  

T he  p aym en t sy s tem  m odule  conta in s  paym ent ca rd  sy s tem , paym en t sy s tem  da tabase  and 

secu red  data  t ransm ission  in te rface . 

T he  paym en t ca rd  sy s tem  is  one  o f  the  c loud  com ponen ts  w here  paym ent is  p rocessed  and  

fo rw ard ed  to  the  f inal  term ina ls  to  be  pa id  or  t ransac tion  dec line d  a fte r  the  con f irm ation 

p rocesses w ith the co re bank ing sy stem . I t  is  a p lace  w here P A N  N o , P IN , accoun t no  and 

s im ila r de ta i ls  are  val idated  and p rocessed  fo r  paym en t. A E S  encryp tion / dec ryption is 

app lied  to  the  paym en t ca rd  sy stem  da ta  to  ensu re  the  data  con fiden tia li ty .   

<User swipes the ATM card> 

Do you want to proceed (yes/no)? 

<User pushes yes button>  

Enter PIN No.:  

Choose transaction: Deposit or Withdrawal or Balance 

Inquiry:  

<User selects the button for deposit> 

Enter amount:  

Do you want to issue a ticket (yes/no)? 

<User pushes yes button>  

AES encryption is applied to the input data 

Encrypted data + RSA+SHA2 

Encrypted and signed data send to PS 
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In  the  paym ent ca rd  se rv ice  p rocess , da ta  is  s tored  on  tw o  s ides . T he  f irs t  o ne  is  on  the 

paym en t card  sy stem  database  w h ich  is  in  the c loud  having  ca rd  de tai l , tran sact ion 

in fo rm ation  and  h is tory  log  fi les . T he  da tabase  is  an  O rac le  database  w h ich  has  a  t ransparen t 

da ta  enc ryption  algo ri thm  app lied  to  p rotect  s tored  da ta .  

In  the  proposed  f ram ew ork  access  con tro l  is  a sub  p rocess  on  the  paym en t sy s tem  database .  

I t  en force s  access  con trol  m easu res fo r sy stem s, p rog ram s, processes , and  data . R o le-based 

access  contro l m odel  has  been  incorpo rated  in  the  proposed  fram ew ork s ince R B A C  is  a  

v iab le  m ode l  fo r  cloud  com puting  env ironm en t, acco rding  to  the  p revious  re sea rch  resul t 

rev iew ed  under  S ect ion  2 .4 .4 .3 . 

S ecu red  da ta  t ransm ission  in terface  is  ano the r  com ponen t  in  this  m odu le . T he  da ta  f rom  

paym en t sy stem  passes  th rough  the  secu red  da ta  t ransm iss ion  in te rface . A E S  a lgo r i thm  is 

app lied  to  da ta  con fiden tia li ty  and  R S A  p lu s  S H A 2  a t  t im e  o f  da ta  t ransm iss ion  to  ensu re 

da ta  in tegr ity . A lgo r ithm  4 .2  show s the  p seudo  code  o f  da ta  flow  in  paym en t sys tem  m odu le 

o f  ou r  p roposed  f ram ew ork .   

 

 

 

 

 

 

 

 

 

 

 

               

Data decrypted and verified in PS 

Data send to PS database 

If (PAN, PIN and Account No) exist in PS database  

{  

Encrypt the data with AES 

Encrypted data + RSA+SHA2 

Encrypted and signed data send to CS 

} 

Else 

{ 

AES encryption is applied to the replied message  

Encrypted message + RSA+SHA2 

Encrypted and signed message send to AT 

Message decrypted and verified in AT 

Application reply based on the rejection message  

 

 

 

https://en.wikipedia.org/wiki/Access_control
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A T : A T M  T erm ina l     C S : C ore  banking  S ys tem      P S :  P aym en t S ystem  

A lgor i thm  4 .2 :  P seudo-code  o f  P aym ent Sys tem  M odule 

4 .3 .3  C o re  B a n k in g  M o d u l e  

T he  C ore  bank ing  m odule  con ta in s  core  banking  sy s tem , core  bank ing  sy s tem  database  and 

secu red  data  t ransm ission  in te rface . 

C o re  bank ing  is  a  bank ing  se rvice  p rov ided  by  a  g roup  o f  ne tw orked  bank  branches  w here 

cus tom ers  m ay  access their  bank accoun t  and  pe rfo rm  basic  transact ions from  any  o f the 

m em ber  branch  o ff ices .  I t  is  o ften  associa ted  w ith  reta il  bank ing  and  m any  banks  treat  the 

re ta il  cu stom ers  a s  the ir  co re  banking  custom ers .  

T he  b anks  m ake  these  se rv ices  ava ilab le  acro ss  m ult iple  channe ls  l ike  A T M , P O S , In te rne t 

bank ing  and  m obile  banking  in  addition  to  branches .  

C o re  bank ing sy stem  is an  applica t ion w here a ll  co re  ba nking  func tiona li t ie s  com e  true . 

R e la ted  to the  paym en t ca rd  transact ion , i t  is  a  place  w here  an  accoun t  and  cus tom er 

ve r ifica tion  is  pe rfo rm ed . A E S  encryp tion /  dec ryption  a re  app lied  to  the  co re  bank ing 

sy s tem  da ta  to  ensu re  the  data  con fiden tia li ty  sim ilar  to  the  p revious  tw o  m odules .  

T he  second  da tabase  in  the  paym en t serv ice  p rocess  is  co re  bank ing  sy stem  database  nex t  to 

the  paym en t sy s tem  database w here  ful l cu s tom er and  account  in fo rm ation  is  sto red . T he 

co re  bank ing  sys tem  uses  m ostly  an  O rac le  da tabase  w hereby  da ta  enc ryption  p rotects  the 

s to red  data . R o le -based  access  con tro l  m ode l  is  inco rpo rated  on  the com ponent . 

S ecu red  da ta  t ransm iss ion  inte rface  is  ano ther  com ponen t  sim ila r  to  the  paym en t sy stem  

m odu le . T he  da ta  f rom  co re  bank ing  sy stem  passes  th rough  the  secu red  data  t ransm iss ion 

in te rface . A lgor ithm  4 .3  show s the  p seudo  code  of  da ta  f low  in  co re  bank ing  m odu le  of  ou r 

p roposed  f ram ew ork .  

 

Payment declined 

} 

 

 

http://en.wikipedia.org/wiki/Banking
http://en.wikipedia.org/wiki/Branch_(banking)
http://en.wikipedia.org/wiki/Bank_account
http://en.wikipedia.org/wiki/Transaction_account
http://en.wikipedia.org/wiki/Retail_banking
http://en.wikipedia.org/wiki/Automated_teller_machine
http://en.wikipedia.org/wiki/Internet_banking
http://en.wikipedia.org/wiki/Internet_banking
http://en.wikipedia.org/wiki/Internet_banking
http://en.wikipedia.org/wiki/Mobile_banking
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Data decrypted and verified in CS 

Data send to CS database 

If (Account No +account balance) exist in CS 

database 

{ 

Encrypt the confirmation message with AES  

Encrypted message + RSA+SHA2 

Encrypted and signed message send to PS 

Message decrypted and verified in PS 

Message checked  

AES encryption is applied to the replied 

message 

Encrypted message + RSA+SHA2 

Encrypted and signed message send to AT 

Message decrypted and verified in AT 

Application reply based on the confirmation 

message 

Payment successful  

} 

Else 

{ 

AES encryption is applied to the replied 

message 

Encrypted message + RSA+SHA2 

Encrypted and signed message send to PS 

Message decrypted and verified in PS 

Message checked  

AES encryption is applied to the replied  
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A T : A T M  T erm ina l     C S : C ore  banking  S ys tem     P S :  P aym en t S ystem  

A lgor i thm  4 .3 :  P seudo-code  o f  C ore  B anking  M odule 

A lgori thm  4 .4  show s the  p seudo  code o f  sing le  data  flow  from  a  cl ient  term ina l  to  the 

paym en t card  app lica tion  in  the  p roposed  f ram ew ork . 

 

 

 

 

 

 

 

 

 

 

 

 

Message 

Encrypted message + RSA+SHA2 

Encrypted and signed message send to AT 

Message decrypted and verified in AT 

Application reply based on the rejection 

message 

Payment declined 

} 

 

Input PAN No 

AES encryption applied to Input data 

Encrypted data +RSA_SHA2 

Encrypted and signed data sent to PS 

Verification on data 

Data decrypted 

Compare PAN No in PS database 

If (PAN No) exist 

AES encryption applied to PAN No + data 

Encrypted data +RSA+SHA2 

Encrypted and signed data sent to CS 

Verification on data 

Data decrypted 
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Compare Account No, balance detail in CS 

database 

If (account no and balance) exist 

AES encryption applied to message 

Encrypted message +RSA_SHA2 

Encrypted and signed message sent to PS 

Message checked  

AES encryption is applied to the replied 

message 

Encrypted message + RSA+SHA2 

Encrypted and signed message send to AT 

Message decrypted and verified in AT 

Application reply based on the confirmation 

message 

Payment successful 

Else 

AES encryption is applied to the replied 

message 

Encrypted message + RSA+SHA2 

Encrypted and signed message send to PS 

Message decrypted and verified in PS 

Message checked  

AES encryption is applied to the replied 

message 

Encrypted message + RSA+SHA2 

Encrypted and signed message send to AT 

Message decrypted and verified in AT 
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               A T : A T M  T erm ina l       C S : C ore  banking  S ys tem     P S :  P aym en t S ystem  

A lgor i thm  4 .4 :  P seudo-code  o f  Sing le  D a ta  F low  

4 .4  S um m a ry   

In  this  C hapte r , w e desc ribed  the  em p ir ica l  f indings , des ign cons idera tion  in  effect  and the 

p roposed  c loud  da ta  secur i ty  fram ew ork  for  paym en t card  sy s tem  w ith  i ts  com ponen ts . 

Q ues t ionna ire , inte rview  and  obse rvat ions  are  conduc ted  fo r  data  co llec tion  and  ana lys is . 

A na ly s is  re f lec ted  tha t  the re  is  an  unsecu red  data  transm ission  betw een  the  A T M  term ina ls , 

paym en t card  sy stem  and  core  bank ing  sys tem , un lim ited  access  con tro l  righ t  and  in terna l 

f raud .  

T hus  the  secu ri ty so lut ion is recom m ended  by  the  proposed c loud da ta secur ity  fram ew ork 

fo r  the  paym en t ca rd  sy stem . T he  proposed  fram ew ork  has  th ree  m odules :  A T M  term ina l , 

P aym en t sy stem  and  C ore  bank ing  having  com ponen ts  group  togethe r . S ecu red  da ta 

t ransm ission  in te rface  is  the  new  secur i ty com ponent  in the  proposed  f ram ew ork . I t is 

com posed  o f th ree  d iffe rent  algo r ithm  nam ed  A E S , R S A  encryp tion  algo ri thm  and  S H A -2  

hash ing  a lgor ithm  for  secured  da ta  t ransm iss ion  be tw een  the  c loud  and  non -c loud 

app licat ions . T he  access  con trol  m ethod  nam ed  role – based  access  con tro l  is  anothe r 

com ponen t  o f  the  p roposed  f ram ew ork .  A ll  the  com ponen ts  in  the  p roposed  f ram ew ork  a re 

Application reply based on the rejection 

message 

Payment declined 

Else 

AES encryption is applied to the replied message  

Encrypted message + RSA+SHA2 

Encrypted and signed message send to AT 

Message decrypted and verified in AT 

Application reply based on the rejection message 

Payment declined 
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d irec t  par tic ipants  in  the  secu ring  p rocess , i .e ., the  ou tpu t  o f  one  com ponen t  w il l  be  the  inpu t 

o f  the nex t com ponen t . In the nex t chap ter , w e w il l descr ibe the p roto type de tai l o f the 

p roposed  secur i ty  com ponent . 
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C h a p ter  F ive : P ro to ty p e a n d  Re su lts 
 

5 .1  O ver v ie w  

T he  p roposed  f ram ew ork  is  designed  based  on  the  da ta  secu r ity  f ram ew ork  o f  T O G A F  9 .1 .  

I t  en su res  data  con f idential ity , in tegr ity  and  ava ilabi l ity . T he  deve lopm ent env ironm en t, 

p rog ram m ing  language  and  s im ula tion  tool  that  is  u sed  for  p roto typing  o f  the  p roposed 

f ram ew ork  is  desc ribed  in  this  C hap ter . P ro to type  fo r  the  secu r ity  com ponent  o f  the  

f ram ew ork is  discussed  w ith  suppo rt  o f sc reensho ts based  on the  co rrespond ing  resu lts . T he 

p ro to type  has  tw o  pa r ts . T he  first  one  is  sim ula ting  the  com bined  encryption  algo ri thm  tha t 

w il l  be app lied  to  the  data  at  the tim e o f  t ransfe r and  the  second one  i s  apply ing the 

com bined  encryp tion  a lgor ithm  on  a  data  transfer  f rom  cl ient  to  cloud  s torage  through  the 

s im ula tion  too ls . 

5 .2  De ve lo p m e n t a n d  S im ula tio n  to ols 

C loudS im  and  C ryp tool2  a re  the  m ain  too ls  u sed  in  this  resea rch . W e have  d iscussed  abou t 

C loudS im  in  C hap ter  T w o  under  S ect ion  2 .4 .7 . I t  is a  new  genera l ized  and  extensib le 

s im ula tion  too lki t  tha t  enables  seam less  m ode ling , s im u lat ion , and  exper im en tat ion  o f 

em erg ing  C loud  com pu ting  sys tem s and app lica tion , in fras tructu res  and  m anagem en t 

se rv ices  [47 , 48] . C loudSim  is  actua lly  a L ib rary  for  C loud  Sim u la t ion w rit ten  in  Java 

L anguage  tha t  can  be  added  to  ou r  s ource  fi le s . Since  it  is  J ava , the  C loudS im  uses  fu lly -

fea tu red  Java  ID E  nam ed  E clip se . 

C ryp too l2  is the tool  for  analyz ing , lea rn ing and im plem en ting algo r ithm s w ith u sual  and 

p rac t ica l  m anner . W e have  discussed  m ore  in  C hap te r  T w o  under  S ect ion  2 .4 .7 . C loudS im  is 

u sed  fo r s im u lat ing  c loud  environm en t and  C ryp tool2  u sed to  im plem ent com bined 

encryp tion  a lgo ri thm s.  

5 .3  P ro toty pe  Im plem e n ta tio n 

T he  p ro to type  im plem enta tion  is  div ided  in to  tw o  pa r ts  a s  d iscussed  below .  

http://www.oracle.com/technetwork/java/
http://www.oracle.com/technetwork/java/
http://www.oracle.com/technetwork/java/
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5 .3 .1  C o m b in ed  E n cry p tio n  

C ryp too l2  is  u sed  to  sim ula te  the  com bined  encryp tion  show n  on  the  p roposed  f ram ew ork .  I t 

is  c ryptog raphic  tool  u sed to  ana lyze and  im p lem en t enc ryptions  and  hashing  a lgor ithm s.  

S ing le  input  da ta  is  encryp ted  th rough  the  s im u lat ion . 

T he  secu r i ty  com ponent  nam ed  secured  da ta  t ransm iss ion  inte rface  w h ich  is  com posed  o f 

enc ryp tion  a lgo ri thm s p ro tects  the  input  da ta  throughou t  the  data  f low . H ere  is  the  sim ula ted 

resu lt  o f  the  com bined  encryption  w ithin  a  secu ri ty  com ponen t  a s  show n  in  F igu re  5 .1



58 
 

[ [[ 

 
Figure 5.1: Simulation Output of AES, RSA and SHA2 on Crypto Tool2 
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5 .3 .2  C o m b in ed  E n cry p tio n  o n  D a ta  T ra n sf e r to  th e  C lo u d   

C loudS im  is  a  toolk it  (l ib ra ry )  fo r  sim ula tion  o f  cloud  com puting  scenario s .  T here a re  th ree 

s teps  required  in  o rder  to  apply  the  com bined  encryption  on  the  da ta  t ransfe r  to  the  cloud .  

M ode ling  on  the  c loud  is  the  fi rst  s tep  to  s im u late  in  C loudSim . M odeling  is  abou t  design ing 

and  c reat ing da ta cente rs , hos ts , v ir tual  m ach ines , a b roker  and c loudle ts . T he  proposed da ta 

secu r ity  f ram ew ork  for  the  paym en t ca rd  sy stem  m odel  on  the  cloud  is  show n  in  F igu re  5 .2 .  

 

F igure  5 .2 :  C loud  M ode l  o f  the  P roposed  F ram ew ork  

In  the  C loudS im  the  m ode l  is  m ode led  on  the  env ironm ent a s  show n  in  Figu re  5 .3 .  

 

F igure  5 .3 :  W ork ing  E nv ironm en t o f  C loudSim  S im u la tion  T oo l 
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T he  s im u la tion  resul t  is  show n  in  F igure  5 .4 .  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

F igure  5 .4 :  S im u lation  O u tput  o f  the  P roposed  F ram ew ork  C loud  M ode l 

 

Starting Cloud Modeling... 

Initialising... 

Starting CloudSim version 2.0 

Datacenter_0 is starting... 

Broker is starting... 

Entities started. 

0.0: Broker: Cloud Resource List received with 1 resource(s)  

0.0: Broker: Trying to Create VM #0 in Datacenter_0  

0.0: Broker: Trying to Create VM #1 in Datacenter_0  

0.0: Broker: VM #0 has been created in Datacenter #2, Host #0 

0.0: Broker: VM #1 has been created in Datacenter #2, Host #1 

0.0: Broker: Sending cloudlet 0 to VM #0 

160.0: Broker: Cloudlet 0 received 

160.0: Broker: All Cloudlets executed. Finishing...  

160.0: Broker: Destroying VM #0 

160.0: Broker: Destroying VM #1 

Broker is shutting down... 

Simulation: No more future events 

CloudInformationService: Notify all CloudSim entities for 

shutting down. 

Datacenter_0 is shutting down... 

Broker is shutting down... 

Simulation completed. 

Simulation completed. 

 

========== OUTPUT ========== 

Cloudlet ID    STATUS    Data center ID    VM ID    Time    Start 

Time    Finish Time 

    0           SUCCESS        2            0         160        

0         160 

*****PowerDatacenter: Datacenter_0***** 

User id  Debt 

3     224.8 

********************************** 

Cloud Model finished! 

 



6 1 

 

F igu re  5 .4 show s that  Host #0  and  Host #1  are  crea ted on  a Datacenter_0 .A 

cloudlet 0 is  c reated  to  send  a  reques t  to  VM #0 . 

T he  second  s tep  is  d ata  transfe r  f rom  the  te rm inal  to  the  cloud  based  paym en t applicat ion 

th rough  the  com bined  encryp tions  in  the  C loudS im . T he  s im u lat ion  show s the  f irs t  th ree 

s teps  in  da ta  f low  and  send  the  enc rypted  da ta  to  the  c loud . 

1 . A  te rm ina l  accepts  the  custom er  inpu t  data , e .g ., P A N  N o .  

2 . T he  inpu t  da ta  is  encryp ted  w ith  A E S . 

3 . T he  encryp ted  data  plu s  R S A  + S H A 2  (encryp ted  da ta  a re  signed )  and  then  send 

the  f inal  signed  da ta  to  the  c loud  based  paym ent ap p lica tion  ha rd  disk  sto rage .  

T he  s im u la tion  resul t  is  show n  in  F igure  5 .5 . 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Starting Cloud Modeling... 

Initialising... 

Enter a PAN No 

123456789lkjiou2 

* * * 

data encrpted 

á?5Áê®"?R¡B´___~ 

* * * 

encrpted data signed 

 

 
Starting CloudSim version 2.0 

Datacenter_0 is starting... 

Broker is starting... 

Entities started. 

0.0: Broker: Cloud Resource List received with 1 resource(s)  

0.0: Broker: Trying to Create VM #0 in Datacenter_0  

0.0: Broker: Trying to Create VM #1 in Datacenter_0  

0.0: Broker: VM #0 has been created in Datacenter #2, Host #0 

0.0: Broker: VM #1 has been created in Datacenter #2, Host #1 

0.0: Broker: Sending cloudlet 1 to VM #0 

160.0: Broker: Cloudlet 1 received 

160.0: Broker: All Cloudlets executed. Finishing...  

160.0: Broker: Destroying VM #0 
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F igure  5 .5 :  S im u lation  O u tput  o f  A T M  T erm inal  M odule  

F igu re  5 .5  show s a  cus tom er  P A N  N o . enc ryp ted  w ith  A E S  encryp tion  a lgo ri thm , enc ryp ted 

da ta  d ig ita l  signed  and  send  to  the  c loud  applicat ion . Number of file stored on 

hd1=1 and Used disk space on hd1=300.0 K B .  

 

 

160.0: Broker: Destroying VM #1 

Broker is shutting down... 

Simulation: No more future events 

CloudInformationService: Notify all CloudSim entities for 

shutting down. 

Datacenter_0 is shutting down... 

Broker is shutting down... 

Simulation completed. 

Simulation completed. 

* * * 

Used disk space on hd1=300.0 

* * * 

Number of file stored on hd1=1 

* * * 

Current disk space on hd1=724.0 

* * * 

Time to transfer the file=38.96484375 

* * * 

Seek time=0.29296875 

 

========== OUTPUT ========== 

Cloudlet ID    STATUS    Data center ID    VM ID    Time    Start 

Time    Finish Time 

    1        SUCCESS        2            0        160        0        

160 

*****PowerDatacenter: Datacenter_0***** 

User id  Debt 

3  224.8 

********************************** 

Cloud Model finished! 
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T he  th ird  step  is  ve r ify ing and  decryp ting  the  d ata  t ransfe rred  f rom  the term ina l to the c loud 

based  paym en t app lica tion  sto rage . T he  sim ula tion  show s the  fo llow ing  tw o  s teps in da ta 

f low . 

1 . V erify ing  the  da ta 

2 .  D ecryp ting  the  enc rypted  input   

T he  s im u la tion  resul t  is  show n  in  F igure  5 .6 .   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Starting Cloud Modeling... 

Initialising... 

Enter a PAN No 

123456789lkjiou2 

* * * 

data encrpted 

á?5Áê®"?R¡B´___~ 

* * * 

encrpted data signed 

 

---------------------------------------- 

==Digital signed verification== 

Verify: True 

Decrypt: 123456789lkjiou2 

Starting CloudSim version 2.0 

Datacenter_0 is starting... 

Broker is starting... 

Entities started. 

0.0: Broker: Cloud Resource List received with 1 resource(s)  

0.0: Broker: Trying to Create VM #0 in Datacenter_0  

0.0: Broker: Trying to Create VM #1 in Datacenter_0  

0.0: Broker: VM #0 has been created in Datacenter #2, Host #0 

0.0: Broker: VM #1 has been created in Datacenter #2, Host #1 

0.0: Broker: Sending cloudlet 1 to VM #0 

160.0: Broker: Cloudlet 1 received 

160.0: Broker: All Cloudlets executed. Finishing...  

160.0: Broker: Destroying VM #0 

160.0: Broker: Destroying VM #1 

Broker is shutting down... 
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F igure  5 .6 :  S im u lation  O u tput  o f  P aym en t Sys tem  M odule 

F igu re  5 .6  show s an  enc ryp ted  and  s igned  da ta  sen t  to  the  cloud  app lica tion  is  ve rif ied  and 

dec ryp ted  in  the  cloud  s ide  and  result  sam e  value  w ith  the  o rig inal  input . 

5 .4  S um m a ry 

In  th is  C hapte r , w e  il lu strated  the  pro to type  s im u lat ion  resu lt  o f  the  proposed  cloud  da ta 

secu r ity  f ram ew ork  fo r  a  paym en t ca rd  sy stem  secu ri ty  com ponen t . W e  use d  tw o  s im u lat ion 

too ls  cal led  C ryp tool2  and  C loudS im  to  im p lem en t one  o f  the  secu ri ty  com ponen ts  w here 

da ta  con fiden tia li ty  and  integ r ity  are  ensured . C ryp tool2  is  u sed  to  im p lem en t the  com bined 

encryp tion  a lgo r ithm s and  the  C loudS im  s im ulated  the  m ode l  o f  paym en t ca rd  sy stem  in  the 

Simulation: No more future events 

CloudInformationService: Notify all CloudSim entities for 

shutting down. 

Datacenter_0 is shutting down... 

Broker is shutting down... 

Simulation completed. 

Simulation completed. 

* * * 

Used disk space on hd1=300.0 

* * * 

Number of file stored on hd1=1 

* * * 

Current disk space on hd1=724.0 

* * * 

Time to transfer the file=38.96484375 

* * * 

Seek time=0.29296875 

 

========== OUTPUT ========== 

Cloudlet ID    STATUS    Data center ID    VM ID    Time    

Start Time    Finish Time 

    1        SUCCESS        2            0        160        0        

160 

*****PowerDatacenter: Datacenter_0***** 

User id  Debt 

3  224.8 

********************************** 

Cloud Model finished! 
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c loud  and  d ata  transfer  through  the  app lica tion  o f  the  com bined  encryp tion  so lut ion . T he 

s im ula tion  resul t  show s the  secur ity  com ponent  in  the  p roposed  f ram ew ork  p rovides  a 

secu red  data  t ransfer  be tw een  non  cloud  and  c loud  applica t ions .  
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C h ap te r  S ix :  C on c lu sion  an d  F u tu r e  W or k  

6 .1  Co n clu sio n 

T he  genera l  ob jec t ive  o f  this  re sea rch  is  to  deve lop  cloud  da ta  secu ri ty  fram ew ork  fo r  the 

paym en t ca rd sy s tem . In  orde r  to  ach ieve th is  objec tive  in fo rm ation  gathe ring  and ana lys is 

o f  the  ex is ting  sy s tem , and  assessm ent o f  recen t  w ork  on  an  a rea  o f  da ta  secur i ty , paym en t 

ca rd  sy stem , issues  o f c loud com puting , data  secu r ity  solu tions  i n  the  c loud , re fe rence 

a rch itec ture  fo r  banking  i ndustrie s , ente rp rise  secu r ity  a rchitec tu re  f ram ew ork  and  c loud 

da ta  secur i ty  f ram ew orks  for  a  paym ent card  sy s tem  and  re lated  issues  w ere  assessed .  

B ased  on  these  a ssessm en ts  to  add ress  the  re sea rch  p rob lem s w e  des igned  c loud  da ta 

secu r ity  f ram ew ork  fo r  paym en t card  sy s tem  o f  E th iopia . O ur  f ram ew ork  add resses  the 

p rev ious  f ram ew ork  gap  by  inco rpo ra t ing the  enc ryp tion  algo r ithm s and  access  con tro l 

m e thods  in  deta il  in  a  paym ent p rocess . T he  f ram ew ork  conside rs  the  bes t  p rac tices  in 

hand ling  paym en t like  P C I D S S  g loba l  da ta  secu r ity  s tanda rd , fram ew ork  for  ca rd  paym en t 

schem es-s tandards , O pen  G roup  A rch itectu re  F ram ew ork  T O G A F  9 .1  da ta  secu r i ty 

f ram ew ork  and  c loud  data  secur i ty  so lut ions .  

T he  c loud  da ta  secu ri ty  fram ew ork  fo r  paym en t card  sy stem  inco rpora tes  the  paym en t 

app licat ion , bankin g  app licat ion  w ith re spect  to  the ir  da tabases , te rm inal  app lica tion  w ith 

s to red  and  da ta  on  transm iss ion  through  secu ri ty  com ponen t  having  encryption  a lgor ithm s 

(A E S , R S A ), hash ing  a lgo ri thm s (S H A 2), R o le -based  access  control  on  the da tabases , and 

im p lem en ted  on  the  s im u lat ion  tool  nam ed  C ryptoo l2  and  on  the  C loudS im  a  s im u lat ion  o f 

c loud  com puting  in fras tructu res  and  se rvices .  

W ith  the  app lica tion  o f  the  p roposed  f ram ew ork  o f  the  paym en t ca rd  sy stem , the  paym en t 

ca rd  sy s tem  da ta  secu ri ty  fram ew ork  is  secu red  com pared  to  the  exis ting  f ram ew ork  and  it  is 

a  good  p rac tice  in  the  a rea  o f  card  paym ent da ta  secu ri ty  f ram ew ork  on  the  cloud .  

6 .2  F u tur e W o r k   

T here  a re  s t il l  severa l  issues  rega rding  the  paym ent ca rd  da ta  secur i ty  on  the  c loud 

com pu ting  environm e n t tha t  w arrant  fu rthe r  resea rch . C ard  val idat ion  p rocess , cu s tom er 

iden tif ica t ion  process  to  check  the  creden tia l  of  the  custom er , any  rela ted  data  secur i ty  on 
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t ran sm ission  can  be  seen  in  the  fu ture  and  in teg ra ted  in  the  above  fram ew ork  fo r  a  be tte r 

ou tpu t .  

T he  fo l low ing  are  futu re  w orks . 

  T esting  w ith  d if fe ren t  secu ri ty  th reats  at  the t im e  of  da ta t ransfer  and  on  the  sto red 

da ta  fo r  a  be t te r  app rova l  on  the  s treng th  and  perfo rm ance  of  the  com bined 

encryp tion  on  the  secu r ity  com ponen t . 

  M easu ring  the  pe rfo rm ance  o f  the  com bined  encryption  solu tion  th rough  var ious 

pa ram ete rs  such  as  speed  and  m em ory  required .  

  D ata  transfe r  speed  enhancem en ts . 

 L as t  bu t  no t  least , the  re search  shou ld  also  take  into  cons ide rat ion  the  fact  that  the  cloud  is 

s t il l  be ing  developed  and  con tinuous ly  changing . T hus  the  risk s  identif ied  w ithin  this  s tudy 

m ay  need  to  be  upda ted  acco rd ingly .  
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A n n e x  A : In te rv ie w  Q ue stio n s 
 

In te rview  des igned  fo r  B anks  and  P rem ier  S w itch  S o lu tion  S .C . to  ga the r  in form ation  on  the 

p rocess  o f  paym en t ca rd  sys tem  re lated  to  da ta  secu r ity  issues  and  c loud  com puting 

exper iences . 

In trod u ctory  q u estion   

-  W hat is  you r nam e; w ou ld you  p lease  te ll  m e  you r education  level  and  w ork 

exper ience?   

-   W ha t  is  your  pos it ion  in  the  organ iza t ion?   

P art  1 : -  F or  IT  M an agers   

P o licy  q u estion 

-  Is  the re  any  secur ity  po licy , standard  and  gu idel ines  tha t  exis t  for  the  bank ing 

indus try?  I f  so , cou ld  you  pleas e  te ll  m e  som e  o f  the  gu ide l ine  a reas? 

-  Is  the re  any  secur i ty  policy  in  you r  bank  to  secure  its  a sse t , applicat ion  and  da ta?  

I f  so , cou ld you  p lease  m ent ion  som e  o f  them ? 

-  D o you  th ink  a  th ird  pa rty  p rovide r  (P S S )  held  the  sam e  policie s  and  s tandards  w ith 

the  banks? 

-  W hat is you r  op inion  on  policie s  and  ru les that  shou ld  be  added  to  secu re  the  

bank ing  da ta  m ore? 

M an ager ia l  q u est ion   

-  C ou ld  you  p lease  te ll  the  dif feren t  se rvices  o f  the  banking  industry?  

-  C ou ld  you  p lease  te ll  m e how  m uch  expense  do you  spent  on  the  paym en t ca rd 

sy s tem  pro jec t  and  annual  paym en t on  rough  es tim ation?  

-  W hat w il l  be  you r  op inion  on  the  ex ist ing  paym ent ca rd  sy stem  availabi li ty , qua li ty 

o f  se rv ice , through pu t  and  secu r ity? 

-  D o you  be l ieve that  there  is  a  proper  pro tect ion o f  data  and  in fo rm ation  fo r  paym en t 

ca rd  da ta  on  the  ex is ting  scenar io? 
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-  C ou ld  you  p lease  te ll  m e  you r  op inion  on  m ov ing  paym en t ca rd  sy stem  to  the  c loud 

com pu ting  plat fo rm ? 

-  D o you  th ink  tha t  the  secu ri ty  o f  da ta  w ill  be  a ffected  w hen  a  paym en t ca rd  sy stem  

m ove  to  the  c loud  com pu ting  p latfo rm ? 

G en era l  q u est ion 

-  C ou ld  you  p lease  te ll  m e  how  m any  banks  a re  in  E th iopia?  

-  C ou ld  you  p lease  te ll  how  m any o f  them  a re p rov iding  paym en t ca rd  se rvice  to  their 

cu s tom ers  and  how  m any  of  them  a re  under  the  se rv ice  o f  a  th ird  pa r ty?  

P art  2 : -  F or  IT  p ro fess ion a ls  an d  P rem ier  S w itch  S o lu tion  (P S S )  p ro fess ion als 

S ecu r ity  q u estion 

-  C ou ld  you  p lease  te ll  m e  how  m any  banks  joined  P S S ?  

-  D o you  be l ieve that  there  is  a  proper  pro tect ion o f  data  and  in fo rm ation  fo r  paym en t 

ca rd  sy stem  on  current  cond it ion? I f  not , w ha t  are  the  secu ri ty  holes  i f  i t  is  no t 

con f idential? 

-  Is  the re  any  robust  au thentica t ion  technique  fo r  the  paym en t card  sy stem ?  If  so , 

cou ld  you  p lease  exp lain  the  au thenticat ion  param ete rs?  I f  not , w hy?  

-  Is  the re  any  access  control  m echanism  en fo rced  so  fa r  l ike  sess ion  lock , rem o te 

access , w ireless  access , access  con trol  fo r  m ob ile , concu rren t  sess ion  con tro l , 

sepa ra tion  o f  dutie s  and  d iffe rent  p riv i lege? 

-  C ou ld  you  p lease  tel l  m e  the  enc ryption  algo ri thm  being  u sed  in  the  paym ent ca rd 

sy s tem  th rough  the  exchange  of  da ta  b/n  app licat ion  if  it  is  not  con fiden tia l?  

T ech n o logy  q u est ion s 

-  C ou ld  you  p lease  tel l m e  if  you have  any exposu re  on  cloud  com puting? I f so , can 

p lease  te ll  m e  you r  exper ience? 

-  D id  you r  o rgan iza tion  adop t  any  k ind  o f  c loud  techno logy?  If  so , w ou ld  you  te l l  u s  

abou t  the  se rv ice? 

-  Is  the re  any  governm en tal  p roblem  tha t  you  know  to  adopt  c loud  in  E thiop ia?  
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-  C ou ld  you  p lease  tel l m e  your  op inion  on  adopting paym ent card  sy stem  on the 

c loud? 

A ssum ing  that  w e  a re  about  to  adap t  the  paym ent ca rd  sy s tem  to  the  c loud ,  

-  W hat shou ld  be  the  c loud  deploym ent m ode l  fo r  paym en t card  sy s tem  from  the 

secu r ity  po int  o f  v iew ?  

-  W hat k ind  o f  c loud  serv ices  ou t  o f  the  three  (S aaS , P aaS , IaaS )  should  be  adop ted  fo r 

the  paym ent ca rd  sy s tem ? 

-  C ou ld  you  p lease  te ll  m e  your  though ts  abou t  cloud  da ta  secu ri ty?   

-  C ou ld  you  te l l  m e  abou t  your  expec ta t ion  on  data  secur ity  a spec ts  that  shou ld  be 

add ressed  on  cloud  com puting? 
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A n n e x  B : Q ue stio n n aire  fo r P S S Pr o fe ssio n als  

1 . R esp on d en t’s  D eta ils 

1 .1 . E duca tion  leve l 

B S c      M S c     P hD   

1 .2 . E m ploym ent P os it ion:  _____________________  

1 .3 . W ork  E xper ience :  _________________________  

1 -2  yea rs 

3 -4  yea rs 

M ore  than  4  yea rs 

2 . A T M   

2 .1 . In troduce  w hat  an  A T M  is  and  its  m a in  purpose? 

_________________________________________________________________

_________________________________________________________________

________________________________________________________  

2 .2 . W hat is  the  un ique  na tu re  o f  paym en t card  transact ions? 

[_________________________________________________________________

__________________________________________________________________

_______________________________________________________  

 

3 . T ech n o logy  an d  in frastru ctu re  

3 .1 . W hat is  da tabase  techno logy  currently  u sing  for  paym en t card  sy stem  da ta 

m anagem ent sy stem ? 

jB ase    o rac le  11  g  S Q L  S erve r    

  I f  it  is  out  o f  the  above , p lease  specify_______________________  

3 .2 . W hat is  the  O S  technology  cu rren tly  u sing  by  paym ent ca rd app lica tion  and da ta 

se rve rs? 

 L inux    W indow s   N e tw are    

  I f  it  is  out  o f  the  above , p lease  specify_______________________  

https://www.google.com.et/url?sa=t&rct=j&q=&esrc=s&source=web&cd=2&cad=rja&uact=8&ved=0CCIQFjAB&url=http%3A%2F%2Fwww.utwente.nl%2Fen%2Feducation%2Finternational-students%2Fapplication%2F&ei=uAzsVKusAej-ywPstoKYCQ&usg=AFQjCNFJQexvBOppCDPgh9t1GYyALAIPMQ&sig2=Vc2kw6IsUeT1LK5dy4QdLw&bvm=bv.86475890,d.bGQ
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3 .3 . W hat a re  the d iffe rent  app licat ions in teg ra ted  to  pe rform  paym en t ca rd 

opera t ion ?   S e lect  the  applica tions  f rom  the  l is t . 

  C o re  bank ing  sy stem  

   P aym en t sw itch  solu t ion 

       A T M  te rm ina l  applicat ion 

I f  there  is  any  o the r , please  spec ify_______________________  

3 .4 . H ow  ca n  co re  bank ing  sy s tem , A T M  te rm ina ls  and  paym ent sw itch  so lut ion 

com m unica te? 

 D S L  

        E P O N  

        G P O N  

        W ireless  connection 

        V P N  

If  there  is  any  o the r , please  spec ify_______________________  

4 . S ecu r ity   

4 .1 . Is  the re  any  da ta  secu ri ty  policy  enfo rced  so  fa r?  I f  not , w hy?  

Y es    N o   

_________________________________________________________________

________________________________ ___________________________  

4 .2 . W hat a re  the  techn iques  to  secu re  d ata  an d  in form ation  in  paym ent ca rd  sy stem  

cu rren t  env ironm en t? 

E ncryp tion  algo ri thm   

I f  there  is  any  o the r , please  spec ify_______________________  

4 .3 . W hat a re  the  w ays  o f  ensu r ing  ava ilab i li ty  of  paym ent ca rd  sy s tem  data?   

S o lv ing  so ftw are  con fl icts   

S ys tem  upg rade   

A lloca te  adequa te  bandw idth 

P reven ting  bottlenecks 

D isas te r  recovery 

http://searchenterprisewan.techtarget.com/definition/bandwidth
http://searchenterprisewan.techtarget.com/definition/bottleneck
http://whatis.techtarget.com/definition/disaster-recovery
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R edundancy , fa i lover , R A ID  even  h igh -availabi li ty  clu s te rs 

I f  there  is  any  o the r , please  spec ify_______________________  

4 .4 . H ow  does  the  paym en t card  sy stem  guaran tee  da ta  conf idential ity?   

D a ta  enc ryp tion   

U ser  ID s  and  passw ords 

T w o -fac to r  authen tica tion 

  B iom etric  ver ifica tion   

  S ecu r i ty  tokens 

  S o f t  tokens 

I f  there  is  any  o the r , please  spec ify_______________________ 

4 .5 . W hat a re  the  w ays  that  the  paym ent ca rd  sy stem  used  to  ensu re  s tored  da ta 

in teg ri ty?   

  M irror ing 

  R A ID  P ar i ty   

  C heck  sum m ing   

  F i le  pe rm iss ions 

  U se r  access  controls 

  V ers ion  con tro l 

I f  there  is  any  o the r , please  spec ify_______________________  

4 .6 . W hat a re  the  techn iques  to  secu re  ap p lica tion  an d  p rocess  in  the  paym ent ca rd 

sy s tem  cu rrent  env ironm ent? 

C ryp tog raphy 

S ess ion  lock 

A ccess  con trol 

I f  there  is  any  o the r , please  spec ify_______________________  

4 .7 . Is  the re  a  w ay  to  secu re  IT  in frastru ctu re  in  the  paym en t card  sy s tem  cu rren t 

p rac t ice? 

Y es    N o   

http://whatis.techtarget.com/definition/redundancy
http://searchstorage.techtarget.com/definition/failover
http://searchstorage.techtarget.com/definition/RAID
http://searchvirtualstorage.techtarget.com/definition/high-availability-cluster-HA-cluster
http://searchsecurity.techtarget.com/definition/encryption
http://searchsecurity.techtarget.com/definition/password
http://searchsecurity.techtarget.com/definition/authentication
http://searchsecurity.techtarget.com/definition/biometric-verification
http://searchsecurity.techtarget.com/definition/security-token
http://whatis.techtarget.com/definition/soft-token
http://searchsecurity.techtarget.com/definition/access-control
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4 .8 . A ssess  the  l is t  o f secu ri ty  pa ram eters  accord ing  to  the ex ist ing  paym ent ca rd 

sy s tem  fu nc tiona li ty . 

    V .h igh   h igh   m ed ium  low   V . 

low  

A va ilab il i ty     

T h rough -pu t 

Q ua li ty  o f  se rvice 

R obus t  au thenticat ion   

4 .9 . W hat a re  the  au then tica tion  pa ram eters  to  iden tify  a  s ing le  cus tom er?  

  C us tom er  ID  

  A ccoun t  N o . 

  P IN  

  P A N  N um ber  

P lease  specify  if  the re  is  any  o ther  pa ram ete r , _______________________  

4 .10 . Is  the re  any  access  con trol  techn iques  im plem en ted  so  fa r?  I f  so , w h ich  o f  them  

a re  im plem en ted  f rom  the  list?  I f  not  w hy?   

S epara t ion  o f  D u ties 

L eas t  P r ivi lege    

U nsuccessfu l  L ogin  A ttem p ts    

S ys tem  U se  N o tif ica t ion 

C oncu rren t  S ess ion  C on trol 

S ess ion  L ock    

Iden tif icat ion/  A u then tica tion    

R em ote  A ccess    

W ire less  A ccess 

A ccess  C on tro l  fo r  M obile  D ev ice  

P lease  specify  if  the re  are  any  access  con tro l  techn iqu es , ___________________ 

[________________________________________________________________

___________________________________________________________  
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4 .11 . Is  the re  any  lo g  f i le  ho ld ing  the  transact ion  his tory  on  you r  side? 

                 Y es    N o  

4 .12 . Is  the re  any  aud it , ope rat ional? 

 

    Y es    N o  

4 .13 . Is  the re  any  risk  a ssessm ent done  so  fa r?  

                  Y es    N o  

4 .14 . Is  the re a  secu r ity  hole  in  the  exist ing  paym ent card  sys tem ?  If  so , w ha t a re the 

secu r ity  ho les  in  the  paym ent ca rd  sy s tem ? 

      Y es    N o  

[________________________________________________________________

_________________________________________________________________

_________________________________________________________________

______________________________________________ _______  

4 .15 . Is  there  any f raud  a ttem pt fo r  the  la s t th ree  years  on  the  paym ent ca rd sy stem  

p rac t ice?  If  the re  is , w ha t  a re  fraud  a ttem pt scenar io s?  

      Y es    N o  

[________________________________________________________________

______________________________ ___________________________________

_________________________________________________________________

_____________________________________________________ ____________

__________________________________________________  

________________  

4 .16 . I f  you r  answ er  is  yes  f o r  the  ques tion  4 .15 , w ha t  a re  the  so lu tions  g iven  to  the 

f raud  a ttem pts  and  w ha t  w ou ld  you  recom m end  for  secur ing  it  m ore? 

[_________________________________________________________________

__________________________________________________________________

__________________________________________________________________

___________________________________________________  
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     4 .1 .7 . I f possib le , ske tch  the  p rocess o f  a  sing le paym ent execu tion  in  the  paym en t ca rd 

sy s tem ? 

  

5 . C lou d  com p u tin g  p ractice 

5 .1 . D o you  know  abou t  c loud  com pu ting  techno logy?  

      Y es    N o  

5 .2 . D oes  you r  com pany  ha ve  a  plan  to  hos t  i ts  se rv ices  i n  the  c loud? 

      Y es    N o  

5 .3 . I f  you r  answ er  is  yes  for  the  quest ion  5 .2 , w ha t  is  you r  opin ion  if  the  paym en t 

ca rd  sy s tem  adopts  to  m ove  to  the  clou d?  I f  no , w hy  no t? 

__________________________________________________________________

__________________________________________________________________

__________________________________________________________________

_______________________________________ ___________  
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A n n e x  C : Q u e stio nn a ire  for  IT  P ro fe ssio n als  

1 . R esp on d en t’s  D eta ils 

1 .1 . E duca tion  leve l 

B S c      M S c    P hD   

1 .2 . E m ploym ent P os it ion:  _____________________  

1 .3 . W ork  E xper ience :  _________________________  

1 -2  yea rs 

3 -4  yea rs 

M ore  than  4  yea rs 

2 . P aym en t card  system  d ata  secu r ity 

2 .1 . Is  the re  any  paym ent card  sy s tem  fac i li ty  in  you r  bank? 

      Y es     N o   

I f  the  answ er  fo r  the  quest ion  2 .1  is  yes , p roceed  to  the  nex t  ques tion . I f  no t , go  to 

pa r t  3 . 

2 .1 .1 . w hat type  o f  data  ex is t  on  the  bank  s ide?  

H is to ry  fi le 

L og  f i le 

T ransac tion  da ta 

I f  there  is  any  o the r , please  spec ify_______________________  

2 .1 .2 . W hat is  the  m eans  o f  com m un ica t ion  in  a  W A N  techno logy  be tw een  the  bank  

and  the  paym ent sw itch  so lut ion  to  pe rfo rm  the  paym en t card  sy stem  opera tion? 

 D S L  

 E P O N  

 G P O N  

 W ire less  connection 

 V P N  

If  there  is  any  o the r , please  spec ify_______________________  

 

https://www.google.com.et/url?sa=t&rct=j&q=&esrc=s&source=web&cd=2&cad=rja&uact=8&ved=0CCIQFjAB&url=http%3A%2F%2Fwww.utwente.nl%2Fen%2Feducation%2Finternational-students%2Fapplication%2F&ei=uAzsVKusAej-ywPstoKYCQ&usg=AFQjCNFJQexvBOppCDPgh9t1GYyALAIPMQ&sig2=Vc2kw6IsUeT1LK5dy4QdLw&bvm=bv.86475890,d.bGQ
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2 .1 .3 . Is  the re  any  da ta  secu ri ty  policy  in  the  bank  s ide?  I f  no t , w hy?  

Y es     N o   

_______________________________________________________________________

_______________________________________________________________________

___________________________________________________________  

 

2 .1 .4 . Is  there  any  secu r ity  hole  i n  paym ent ca rd  sy s tem ?  If  so , please s tate  the  m ajo r 

ho les . 

       Y es     N o   

_______________________________________________________________________

_______________________________________________________________________

___________________________________________________________  

2 .1 .5 . A ssess  the  l is t  o f secu ri ty  pa ram eters  accord ing  to  the ex ist ing  paym ent ca rd 

sy s tem  func tiona li ty . 

     

V .h igh   h igh   m ed ium  low   V . 

low  

A va ilab il i ty     

T h rough -pu t 

Q ua li ty  o f  se rvice 

R obus t  au thenticat ion   

 

3 . C lou d  com p u tin g  p ractice 

3 .1 . Is  the re  any  bank ing  m odu le  i n  a  cloud  env ironm en t in  you r  bank?  

       Y es     N o   

I f  the  answ er  fo r  the  quest ion  3 .1  is  yes ,  

3 .1 .1 . W hat is  the  nam e  o f  the  app lica tion?  

R e ta i l     C red it    IB D   S w if t    

P aym en t card    M ob ile  banking 
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I f  there  is  any  o the r ,  please  spec ify_______________________  

3 .1 .2 . W hat k ind  o f  cloud  se rvice  is  that  the  bank  u sing  ou t  o f  the  d iffe rent  c loud 

com pu ting  se rvices?  S elec t  the  specific  se rvice  f ro m  the  lis t . 

       S o f tw are  as  a  S erv ice  (S aaS ) 

       P la tform  as  a  S e rv ice  (P aaS ) 

       In frastructu re  as  a  S e rvice  ( IaaS ) 

3 .1 .3 . W hat abou t  the  dep loym en t m ode?  S elec t  the  specific  m ode  f rom  the  l ist .  

  P ub lic  c loud 

  P r iva te  c loud 

  H ybrid  c loud 

  C om m unity  c loud   

3 .1 .4 . W hat a re  the  secu r ity  techniques  that  the  c loud  p rovide rs  a re  cu rren tly  u sing  fo r 

the  specif ied  bank ing  m odule? 

  A ccess  po licie s 

  A ccess  con trol  techniques 

  C ryp tog raphy 

  D a ta  lockdow n  

  D a ta  ca tego rizat ion  and  the  u se  o f  da ta  labe ls  

  E ncryp tion   

I f  there  is  any  o the r , please  spec ify_______________________  

3 .1 .5 . D o you  th ink  the re is som e  secur ity  ho le i n their  se rv ice?  If  so , p lease  sta te the 

m a jo r  holes . 

__________________________________________________________________

__________________________________________________________________

______________________________________ ________________  

3 .1 .6 . I f  there  is  a  secu ri ty  hole , w ha t  w ou ld  you  recom m end  to  be  m ore  secu re?   

_________________________________________________________________

_________________________________________________________________

________________________________________________________  
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3 .1 .7 . W hat a re  the  benefi ts  that  the  bank  incu rs  due  to  the  ex ist ing  cloud  serv ice? 

B ackup  

B ig  da ta  analy t ic s 

D isas te r  recovery 

F ile  sto rage 

In frastructu re  as  a  se rvice  (IaaS )   

P la tform  as  a  se rvice  (P aaS) 

S o f tw are  as  a  se rv ice  (S aaS ) 

T es t  and  deve lopm en t 

I f  there  is  any  o the r , please  spec ify_______________________  

 

 

 

 

 

 

 

 

 

 

 

 

 

http://www.ibm.com/big-data/us/en/%E2%80%8E
http://www.ibm.com/cloud-computing/us/en/iaas.html
http://www.ibm.com/cloud-computing/us/en/paas.html
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D e clar atio n  

I , the  undersigned , decla re  tha t  this  thes is  is  m y  o rig inal  w ork  and  has  no t  been  presented  fo r 
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