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Abstract

Bits stored in Dynamic Random Access Memory (DRAM) could flip at random instances
for various reasons such as cosmic ray incidence, electrical noise, and temperature fluctua-
tions. In order to handle these bit-flips, Error Correcting Code (ECC) is integrated in many
DRAM modules where such DRAMs are referred to as ECC-DRAM. One commonly used
algorithm in ECC to detect double bit-flips and correct single bit-flips is the Single Error
Correction Double Error Detection (SECDED) algorithm. However, the SECDED is only
available on ECC-DRAMs as such we implemented an optimized version of SECDED to
make it suitable on non-ECC devices. On the other hand, in order to increase the number
of bit-flip detection capabilities, we proposed a novel approach called hash-based soft-
ware ECC which uses the hash functions. Hash functions provide robust means to ensure
the integrity of data due to their deterministic nature and avalanche effect. After a bit
flip is detected through our method, a brute-force approach is used to correct the flipped
bit/bits. Our implementation of SECDED is up to 6x faster than the direct implementation
of SECDED for 1KB of data. The proposed hash-based software ECC is able to detect
any number of bit flips with an adjustable number of bit flip corrections. In this work, the
hash-based software ECC is set to correct up to 3-bit flips though it can be tuned to correct
any number of flips at a cost of performance overhead. We integrated our approach into an
in-memory database and the overhead introduced was found to be less than 3% for bit-flip

detection.

Keywords: Dynamic Random Access Memory, Software-based Error Correcting Code,

Bit-flip, Hash function
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Chapter 1

Introduction

1.1 Background

Memory is an essential component of any computing system. They are used to store data,
instructions, and other information that are required for the device’s operation 1, 2]. There
are two types of memory: volatile and non-volatile. Volatile memory is temporary and
loses its contents when the power is turned off. Non-volatile memory retains its contents

even when the power is turned off.

Dynamic Random Access Memory (DRAM) is a type of volatile memory that has served
as the main memory in modern computers. DRAMs offer high-density storage capacity
and fast access speeds, making them ideal for use in computers and other devices where
large amounts of data need to be stored and accessed quickly. It stores each bit of data in
a separate capacitor within an integrated circuit. The capacitor can either be charged or
discharged, representing a 1 or 0 respectively and must be periodically refreshed to avoid

losing the stored information [2, 3].

Occasionally, errors can occur within DRAM, which can lead to data corruption and sys-
tem instability. These errors can be broadly classified into two types: hard (permanent)

errors and soft (transient) errors [1].

A hard error is a permanent issue with the DRAM module that cannot be corrected through
normal means. It is commonly caused by physical damage to the module, a manufacturing
defect, or device aging. Since hard errors cannot be corrected, the only solution is to
replace the faulty module [4, 5]. Hard errors generally occur infrequently and typically
only affect a small number of cells within the DRAM module.

On the other hand, a soft error is a temporary issue resulting from external factors, such as
background radiation, electrical noise, or temperature fluctuations. Soft errors are caused
by external disturbances that interfere with memory. When a soft error occurs, the affected

memory cell may flip its value temporarily, causing data corruption [1, 6, 7, 8, 9, 10].



J. F. Ziegler and W. A. Lanford [9] in their study about the effect of cosmic rays on com-
puter memories stated that as the altitude increases the error rates also increase drastically.
W.D. Swift [11] also pointed out that higher altitudes have less shielding provided by the
atmosphere, which causes the soft-error rate to rise. Sridharan et al. [12] obtained results
that support the statement made above by studying two systems at different altitudes. This
suggests that areas with different altitude experience different error rates due to variations

in particle strikes.

Soft errors are typically corrected automatically by Error Correcting Code (ECC) built
into the DRAM module. ECC memory is designed to handle the most common kinds
of errors without user intervention. It replaced parity memory which could only detect,
but not correct, memory errors [10, 13]. ECC employs multiple parity bits allocated to
bigger data chunks to automatically detect and fix single-bit errors. It uses a 7-bit code
that is automatically created for every 64 bits of data that is saved in the Random Access
Memory (RAM). The system generates a second 7-bit code after reading the 64 bits of
data, which is then compared to the first 7-bit code. By comparing the two 7-bit codes,
the system can locate and correct any errors if the two generated codes aren’t aligned. If
the codes are aligned, the data is error-free [14, 15]. An additional 1-bit can be added to
allow the detection of two bit-flips. Such types of ECC are called SECDED. SECDED is
capable of detecting and correcting single-bit and double-bit flips.



1.2 Problem Statement

DRAM error refers to an unintentional change in the stored data that results in incorrect,
corrupted or lost data. It is important to note that even a single DRAM error can have
severe consequences, particularly for mission-critical applications where data integrity is
crucial. Some outstanding examples of incidents related to software errors are the addition
of extra votes in Belgium on May 18, 2003!, and the disengagement of the plane from the
autopilot mode of the Qantas Flight 72 (Airbus A330) on October 7, 2008, In response,
many hardware manufacturers employ various measures to detect and correct such errors,

such as redundancy and error correction algorithms.

SECDED is the most common of such algorithms which is integrated on ECC-DRAM
of high-end workstations to handle single-bit and double-bit flips. Since this feature is
limited to high-end workstations, most commodity workstations are vulnerable due to a
lack of ECC-DRAM. Commodity workstations are computer systems that are designed to
be used for general-purpose tasks. Commodity workstations are typically less expensive
than high-end workstations, but they offer a good balance of performance and price. Thus,

they require additional memory protection features to provide reliable service to the user.

In addition, SECDED is limited to the detection of double-bit flips, which can’t handle
more than two bit-flips. This algorithm can’t provide reliable memory protection. Hence,

a more optimal approach needs to be considered to provide multiple-bit protection.

To solve the problems stated above, this research attempts to respond to the following

research questions:
RQ1 What is the performance improvement of software SECDED implementations when
hand-tuned for modern Central Processing Units (CPUs)?

RQ2 What is the performance of software implementation of hash functions for efficient

detection of multiple bit-flips?

'https://radiolab.org/podcast/bit-flip
*https://web.archive.org/web/20190616175818/https://www.atsb.gov.au/media/

3532398/202008070 . pdf


https://radiolab.org/podcast/bit-flip
https://web.archive.org/web/20190616175818/https://www.atsb.gov.au/media/3532398/ao2008070.pdf
https://web.archive.org/web/20190616175818/https://www.atsb.gov.au/media/3532398/ao2008070.pdf

1.3 Objectives

1.3.1 General Objective

The general objective of this research is to implement an optimized algorithm for bit-flip

detection on commodity workstations.

1.3.2 Specific Objectives

The following specific objectives are carried out in order to achieve the general objective

of this study:

* Optimize SECDED for applicability on devices on commodity workstations

* Implement performance of hash-based software ECC for the detection of single and

multiple-bit flips

* Evaluate the performance of the proposed methods

1.4 Contribution

In this work, three main contributions are made.

* Optimizing the existing SECDED algorithm for efficient performance on non-ECC
devices. This optimization aims to increase the reliability and security of these

devices by adding another layer of error detection and correction measures.

* Use of Cryptographic Hash Functions (CHFs) and Non-Cryptographic Hash Func-
tions (NCHFs) to detect single and multiple bit flips. This proposed method is re-
ferred to as hash-based software ECC which is capable of detecting any number of

bit-flips.

* Our proposed hash-based software ECC is integrated into the Redis in-memory key-
value store database. The integration is implemented into SET and GET commands
of the Redis software. This provided protection against single and multiple-bit flips

for the Redis server.



Overall, the contributions aimed to improve the reliability and security of non-ECC de-
vices by optimizing the SECDED algorithm and applying hash functions as error detection

mechanisms in the in-memory key-value store database.

1.5 Scope and Limitation

Different algorithms have been proposed to address the limitation of SECDED. In this
work, we focus on the optimization of SECDED for its applicability in all commodity

workstations.

For the hash functions, we consider some selected functions from both CHF and NCHF.
18 hash function from CHF and 4 hash function from NCHF are selected based on their
performance previously presented by researcher [16, 17, 18]. Thus, the experiments are

based on these 22 hash functions only.

The hash-based software ECC is integrated into the Redis in-memory key-value database.
This integration is applied to the SET and GET commands of Redis. The SET command is
used to store key-value data in the database, and the GET command is used to retrieve the
stored value using the key. Since these two are important commands to store and retrieve

data, the proposed method is integrated with these two functions only.

The algorithms used in this research are mainly focused on protecting the data of a user.
The bit-flip protection is guaranteed to be delivered to the data that were encoded with
the algorithm. This means the protection does not comprehensively cover all the memory
cells, it focuses on protecting encoded data. Also, our brute force bit-flip correction algo-
rithm is tested by correcting up to 3 bit-flips. However, it can be extended when needed,
considering the trade-off between performance overhead and an increased number of bit

flip detection.

1.6 Methodology

To achieve the research objectives, the following procedures were followed:
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II.

I1I.

Literature Review: Several relevant studies on bit-flip detection, correction, and
hash functions have been reviewed in the literature. To clearly describe and com-
prehend the breadth of our research, a thorough analysis of the literature on memory
error detection and correction was conducted. We have acquired a greater under-

standing of the subject and are better able to identify the gaps in the research.

After finishing the review, we began our own research work by using a variety of
optimization methods on SECDED and implementing the hash-based software ECC
for error detection. We were able to optimize the SECDED technique that works
well for non-ECC devices and correct multiple-bit flips with hash-based software
ECC.

Algorithms: The optimization of the SECDED algorithm is aimed to provide ECC
feature for all devices that don’t have a dedicated ECC-DRAM. To do so, bit ma-

nipulation and intrinsic functions are used.

For the hash functions, different kinds of hash functions from both CHFs and NCHFs
are used. CHFs play a vital role in cryptography-related applications as they are
designed to provide an added layer of security by generating a fixed size, unique
output, or digest that is typically used in verifying the accuracy and authenticity of
the data. On the other hand, NCHFs are utilized in various applications that don’t
require cryptographically secure operations. NCHFs are primarily used to generate
a hash value for indexing, searching, and in-memory storage of data, and the com-
putation of checksums. In this work, some of the CHFs and NCHFs are investigated

for performance on bit flip detection.

Evaluation Metrics: The results obtained in the research are evaluated mainly run-
ning time of the algorithms due to that fact that hash function with same time com-
plexity can have different execution speed [19]. The running time included both
the encoding and decoding execution time of the proposed approach. Encoding of
the data refers to taking the original data and addition of some information that can
later be used to detect the existence of errors. The decoding refers to checking the
data for bit-flip and returning the corrected data if there is an error, else it returns

the original data.



The performance of the hash-based software ECC on the Redis database is measured
using the benchmark that is shipped with Redis. The number of requests served per
second and the latency (response time). The requests served per second refers to
the number of requests that Redis can handle in one second. This is a measure of
Redis’s performance and can be used to determine how well it can handle a given
workload. Latency refers to the time it takes for Redis to respond to a request. This

is a measure of Redis’s responsiveness.

1.7 Organization of the study

The remaining of this document is organized as follows: Chapter two presents fundamen-
tal concepts related to SECDED and hash functions, including the operational principles of
SECDED, various CHFs and NCHFs specifically relevant to this research. Chapter three
comprises a literature review that entails a discussion of SECDED and hash functions
while focusing on the approaches implemented for detecting and correcting multiple-bit
flip. Chapter four consists of the research methodologies utilized. The results of the anal-
ysis and their implications are outlined in Chapter Five, and Chapter Six discusses the

conclusions and future work.



Chapter 2

Background

This chapter provides a comprehensive theoretical overview of various algorithms em-
ployed for the purpose of detecting and correcting errors in computer memory. Addition-
ally, it encompasses fundamental concepts pertaining to hash functions, including but not
limited to Blake, SHA, RIPEMD, MD, and other NCHF functions.

2.1 Memory error correcting codes

In this section, we discussed Hamming code and SECDED memory error detection and
correction techniques. A Hamming code is a simple error-correcting code that can detect
and correct single-bit errors in a block of data. On the other hand, SECDED is used to
correct one error and detect two errors in a given data stream. These codes apply to various
technical fields, including computer science, digital design, and information theory. We
are interested in its application for memory bit-flip detection and correction. Let’s see

each of these techniques in further detail.

2.1.1 Hamming code

A Hamming code is a type of error-correcting code that can detect and correct single-bit
errors in a data stream. It was invented by Richard W. Hamming in 1950 [20], while he
was working at Bell Labs. The idea of hamming code is to add extra bits, known as parity
bits, to the original message (data) in a way that allows the receiver to detect if an error has
occurred during the transmission of the message. The parity bits are computed based on

the positions of the data bits and are placed in specific positions in the message [1, 21, 22].



Parity bits are calculated from the data bits and later used to check for errors. Based on
the number of parity bits and data bits, there are different types of hamming codes, one
such algorithm is the (7,4) hamming code [23]. In this hamming code, 4 bits of data are
encoded to be 7 bits by adding 3 parity bits. In the name (7,4) hamming code, 7 refers
to the total data bits and 4 refers to the original data bit before encoding. The positions
of the parity bits are chosen based on the power of 2. The bit position of 1,2 and 4 are
the position of parity bits, and the rest are for the data bit. In hamming code, the 0" bit
position isn’t used. These parity bits, which are placed in the mentioned position, are later

used to check for the existence of single-bit flip and correct it if detected [24].

For example, a (7,4) Hamming code adds three parity bits to four data bits by using the
following steps. The first operation is shifting the data bits to the right, leaving space for
parity bits. After this operation, the 4 data bits will have the position 3,5,6 and 7 leaving
the bit positions 1,2, and 4 for parity bits. The next step is computing the value of parity

bits as follows.

For parity at position 1 [P'] = Even parity of data bits at 7, 5, and 3-bit position
For parity at position 2 [ P?] = Even parity of data bits at 7, 6, and 3-bit position

For parity at position 4 [ P4] = Even parity of data bits at 7, 6, and 5-bit position

When the data stream is decoded, a new parity bit is computed using the above compu-
tation method. The newly computed parity bits are XORed with the previously encoded
parity bits. Ifthe result of XOR is 0, it indicated there is no bit-flip. If the result is different
from 0, then it indicates the position of the flipped bit (in the case of a single-bit flip). In
the latter case, the bit located in the indicated position is flipped, and the corrected data is

passed to the next layer.

Let’s elaborate on the explanation using binary data. Suppose we want to encode the
4-bit data word “0110”. To encode it using the (7,4) hamming code, the data bits are
shifted to the left, leaving space for the parity bits. After this operation, the bits become

“01 10”. The indicates the value of the parity bit at the x position. Next,

the value of each parity bit is computed using the above computation. Throughout this

research, even a parity approach is used.

P! = Even parity (7%,5%,3) = (0,1,0) = 1
P? = Even parity (7",6™,3) = (0,1,0) =1
P* = Even parity (7%,6%,5%) =(0,1,1)=0

9



Finally, the encoded data bits and the parity bits became “0110011”.

The decoder receives the data on retrieval request and computes new parity bits. Let’s say
a bit in the 5 bit is flipped. Then the retrieved bits become “0100011”. In this case, the

newly computed parity bits calculated as:
P! = Even parity (7,5%,3) = (0,0,0)= 0

P? = Even parity (7",6™,3) = (0,1,0) =1

P* = Even parity (7%,6",5") = (0,1,0) = 1

Now the XOR of the new and the previously encoded parity bit is computed.

Parity check: (encoded parity) XOR (new parity) = (0,1,1) XOR (1,1,0) =101

The XOR result is “101” which is 5 in decimal. Using this information, the value in the
5% position is flipped and the data can be forwarded. If the error was a double-bit or

multiple-bit flip, the hamming code can not correct or detect the bit-flip.

Hamming codes are very efficient at detecting and correcting single-bit errors. They are
also, very simple to implement in hardware. This makes them ideal for use in a variety of

applications.

They cannot correct multiple-bit errors. They are not as efficient as some other error cor-
recting codes, such as SECDED, Reed-Solomon codes, and others for correcting multiple-

bit errors [21].

In summary, hamming code is a simple yet effective error-correcting code that can be
used to detect and correct single-bit errors. It achieves this by adding extra parity bits to
the original message. The inability of Hamming code to detect double-bit flips can be
addressed by using SECDED.

10



2.1.2 Single Error Correction Double Error Detection (SECDED)

Single Error Correction Double Error Detection (SECDED) is a type of error-correcting
code that can detect and correct single-bit errors, and detect double-bit errors. SECDED
codes are based on Hamming codes. SECDED code adds additional parity bits at the 0" bit
position of a Hamming code to improve its ability to detect double-bit flips. The process
of adding parity bits to data is called Error Correcting Code (ECC). The additional parity
bits are used to detect double-bit errors [25, 26, 27]. Since SECDED is an extension of
Hamming, all the algorithms and methods used to detect and correct single-bit flips are
applied here too. The additional feature is using the 0™ bit for the detection. This is
achieved through computing the parity for all bits (data bits and parity bits) and storing
in the 0™ bit. To add the parity bit in the 0" position, both the data and the parity needs
to be computed using Hamming code. Once it is done, the even parity of all the bits is
computed and stored in the 0 bit. Referring to the discussion in section 2.1.1 we have the
encoded bits “0110011” before introducing a single-bit flip. The additional computation
added in SECDED is computing the parity for “011001 1”. It can be done as follows:

PP = Even parity (71,6,5%, P4 31 p2 ply=(0,1,1,0,0,1,1) =0

As a result, the totally encoded bits become “01100110”.

The SECDED decoding consists of two comparisons. The first is the XOR computation
of the parity bits excluding the 0™ bit. The 0™ bit computation is executed alone. To
determine the bit-flip as a single-bit or double-bit flip, the result from the two operations
is required. A more detailed explanation of this is discussed in section 4.1. In the case of

double-bit flips, the corrupted data is discarded, and a request for new data is sent.

SECDED codes are very efficient at detecting and correcting errors. They are also very
simple to implement in hardware. This makes them ideal for use in a variety of applica-

tions, such as digital communications and data storage [28].

In computer memory, SECDEDs are used to protect data from errors that can occur during
memory access. SECDEDs are a very important tool for protecting data from errors. They
are widely used in a variety of applications, and they have helped to make data storage

and access more reliable [27, 29].
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2.2 Hash functions

A hash function is a mathematical function that takes input data and returns a fixed-size
alphanumeric sequence, known as a digest or hash value. It is a method of converting
a large number of messages into a smaller number of message digests [17, 30, 31, 32].
This digest can be used to verify the integrity of data, detect changes or data tampering,
and provide secure password storage. Cryptographic Hash Functions (CHFs) and Non-
Cryptographic Hash Functions (NCHFs) are two types of hash functions commonly used

in computing.

2.2.1 Cryptographic Hash Function (CHF)

Cryptographic Hash Functions (CHFs) are algorithms that convert input data into a fixed-
size numerical value, known as a hash or message digest. The hash is unique to each input,

meaning that even a small change in the input data results in a change in the hash value.

CHFs are used in a variety of applications, including digital signature schemes, digital cer-
tificates, password storage, and secure communication protocols. They provide a robust
method for ensuring the integrity of data and verifying its authenticity. The basic features
of CHFs include:

1. Determinism: refers to producing always the same hash output for the same input.

2. Pre-image resistant: refers to generating the original input based on the hash output

alone as practically impossible.

3. Collision-resistant: refers to finding two messages that generate the same hash

output practically impossible.

4. Infeasible to reverse: refers to reconstructing the original input from the hash out-

put as computationally infeasible.
5. Avalanche effect: refers to producing a large change in the hash output under a

minimum change in the input.

In this research, five distinct CHFs were utilized. The deterministic and avalanche effect
traits assist in identifying any bit-flip made to the data. Meanwhile, the collision-resistance

feature is essential for correcting flipped bits.
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2.2.1.1 BLAKE

Blake hash function is a cryptographic hashing algorithm that was initially proposed in
2010 by a group of cryptographers named Jean-Philippe Aumasson, Samuel Neves, Zooko
Wilcox-O’Hearn, and Christian Winnerlein. It is based on the concept of permutation-
based compression functions and incorporates the use of several rounds to produce an
output that is resistant to preimage attacks and collisions. It is designed in such a way
that it provides security for various applications, including digital signature schemes,
blockchains, and password authentication. Blake hash function is fast, secure, versatile,

and open source [16, 33].

Blake works by iteratively applying a compression function to the data. The compression
function takes a 64-byte block of data and produces a 64-byte output. The compression
function is composed of 16 rounds, and each round consists of a number of different op-

erations, including addition, subtraction, XOR, and rotations.

The output of the compression function is then XORed with the previous state of the hash
function, and the process is repeated for the next block of data. This process is repeated

until all the data has been processed.

The final output of the Blake hash function can have 256,224,364 or 512 bits output.
Based on the number of output bits, the function is referred to as Blake-256, Blake-224,
Blake-364, and Blake-512.

Blake3 is the third version of the Blake family of hash functions that were designed by
Jack O’Connor, Jean-Philippe Aumasson, Samuel Neves, and Zooko Wilcox-O’Hearn
in 2020 [34]. Blake3 is a secure, fast, open source, efficient, parallelizable, memory-

efficient, and highly versatile cryptographic hash function.

Blake3 works by iteratively applying a compression function to the data. The compression
function takes a 1024-byte block of data and produces a 1024-byte output. The compres-
sion function is composed of 17 rounds, and each round consists of a number of different

operations, including addition, subtraction, XOR, rotations, and bitwise operations.

The output of the compression function is then XORed with the previous state of the hash
function, and the process is repeated for the next block of data. This process is repeated

until all the data has been processed.

The final output of the Blake3 hash function is a 256-bit value. This value is unique for

each input, and it can be used to verify the integrity of the data.
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Blake3 is considered to be a good choice for a variety of applications, including data
integrity verification, message authentication, fingerprinting, digital signatures, password

hashing, and other cryptographic operations.

This study utilized two different versions of the Blake hash function, namely Blake2b, and
Blake3. The Blake2b variant, also commonly referred to as Blake2, has been specifically
designed for 64-bit platforms and has the ability to generate a message digest with a size
range of 1 to 64 bytes. Blake3 is a more optimized and enhanced version of the Blake2

hash function.

2.2.1.2 Secure Hash Algorithm (SHA)

SHA-1 (Secure Hash Algorithm 1) is a cryptographic hash function that was developed
by the United States National Security Agency (NSA) in 1993 [35]. The algorithm uses a
series of logical operations such as bit-shifting, bitwise operations, and modular arithmetic
to transform the input into a new output. It takes an input message or data and generates
a fixed-length 160-bit hash value.

The process of generating a SHAT1 starts with padding the input message to ensure it is a
multiple of 512 bits. This padding process involves adding zeros followed by a one-bit
and then a sequence of zeros until the length of the message is 64 bits less than a multiple
of 512 bits.

Next, the padded message is divided into 512-bit blocks, and the SHA1 algorithm pro-
cesses each block in turn. For each block, the algorithm applies a series of data trans-
formations, including bitwise logical operations, exclusive OR (XOR) operations, and

modular addition.

Finally, after all, blocks are processed, the SHA1 hash value is generated by combining
the outputs of the previous transformations. The resulting hash value is a fixed-length,

160-bit string that represents the original input message.

SHA-1 is a secure hash function, but it has been shown to be vulnerable to collision attacks.
In 2005, a collision attack was published that could find two different files that produced
the same SHA-1 hash value [35, 36, 37, 38]. This attack was a significant breakthrough,

and it showed that SHA-1 is no longer considered to be secure.

SHA-2 is a family of cryptographic hash functions that were developed by the United
States NSA in 2001. It is a successor to the SHA-1 hash function, which has been shown

to be vulnerable to collision attacks.
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The SHA-2 algorithm begins by pre-processing the input message through several rounds
of bit manipulation and padding to ensure that the message has a consistent size and format.
This pre-processing step includes adding zeros to fill the block size, appending a 1-bit at
the end, adding additional bits to align the last block, and placing the length of the original

message.

Next, the algorithm processes the pre-processed message through a series of rounds to
mix up the bits and ultimately produce a fixed-length output. Each round uses a different
combination of operations, including bitwise XOR, AND, OR, and shifts. Each operation
modifies the bits in the message in a deterministic way, such that even a single bit change
to the input results in a completely different output. Once all rounds have been completed,

the final output is generated [36, 39].

SHA-2 has different versions based on the number of output bits. The most common
versions of SHA-2 are SHA-256, SHA-384, SHA-512, and SHA-512/224 [36].

SHA-3 (Secure Hash Algorithm 3), also known as Keccak [40] is a cryptographic hash
function that is developed by the National Institute of Standards and Technology (NIST) in
2012. The SHA-3 family consists of four cryptographic hash functions, called SHA3-224,
SHA3-256, SHA3-384, and SHA3-512, and two Extendable-Output Functions (XOFs),
called SHAKE128 and SHAKE256 [41, 42]. The SHAKE hash function is discussed in

the next section.

SHA-3 is a permutation-based hash function, which means that it works by applying a
series of permutations to the input data. A permutation is a mathematical operation that
rearranges the elements of a set. The SHA-3 hash function uses a series of 16 rounds
of permutations, and each round consists of a number of different operations, including

addition, subtraction, XOR, rotations, and bitwise operations.

The process begins by padding the input message with bits until it reaches a multiple of
the block size, which for SHA-3 is 1600 bits. This padded message is then divided into

1600-bit blocks and enters the permutation function.

The permutation function consists of a series of rounds, with each round making use of a
non-linear function called a “’theta” function, followed by a ”rho” function that rotates the
bits of each lane in the state. This is followed by a pi” function that rearranges the lanes
of the matrix, and finally, a ’chi” function that performs a bitwise operation on the rows

of the matrix.
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After the final round, the output is obtained by taking the outermost bits of each lane in
the matrix and concatenating them together to form the final hash value [41, 42]. SHA-3
is a secure and collision-resistant hash function, and it is not known to be vulnerable to

any attacks.

2.2.1.3 Secure Hash Algorithm and KECCAK (SHAKE)

Secure Hash Algorithm and KECCAK (SHAKE) is a cryptographic hash function that
was developed as part of the SHA-3 competition [40, 42]. It is a permutation-based hash
function, which means that it works by applying a series of permutations to the input
data. A permutation is a mathematical operation that rearranges the elements of a set. The
SHAKE hash function uses a series of 16 rounds of permutations, and each round consists
of a number of different operations, including addition, subtraction, XOR, rotations, and

bitwise operations.

The SHAKE hash function works by first padding the input message to a fixed length,
using the domain separation technique to differentiate between different applications of
the function. Then, the message is divided into blocks, which are processed one after
the other using a permutation function. The hash value is computed by passing the input
through this permutation function multiple times, with each iteration updating the digest
with new random bits generated from the input. The output of the SHAKE hash function
is a variable-length value. This value can be 128 or 256 bits [40, 42].

2.2.1.4 RACE Integrity Primitives Evaluation Message Digest (RIPEMD)

RACE Integrity Primitives Evaluation Message Digest (RIPEMD) is a family of crypto-
graphic hash functions that was developed by Hans Dobbertin, Antoon Bosselaers, and
Bart Preneel [43] in the European Research Consortium for Informatics and Mathemat-
ics (ERCIM) in the early 1990s. The original RIPEMD hash function was designed to
be a replacement for the MD4 hash function, which had been shown to be vulnerable to

collision attacks [44, 45].

RIPEMD works by taking input data of arbitrary length and producing a fixed-size output
known as the message digest. The message digest is a 160-bit value in RIPEMD-160, but

other variants of RIPEMD with different digest sizes are also available.
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To generate the message digest, RIPEMD processes the input data in blocks of 512 bits.
The input data is first padded with a certain pattern to make its length a multiple of 512 bits.
This padding includes adding a 64-bit sequence that represents the length of the original
data before padding.

Each block is then processed using a series of rounds that involve bitwise operations, mod-
ular arithmetic, and logical functions. The rounds use a set of constants and a nonlinear
function that operates on the data similarly to the Substitution Permutation Network (SPN)

used in other cryptographic algorithms.

During each round, the data is transformed using a combination of shifts, XOR operations,
and modular addition with a constant. At the end of each round, the result is passed through
the nonlinear function. The output of the last round is the message digest. There are
three versions of the RIPEMD hash function, namely RIPEMD-128, RIPEMD-160, and
RIPEMD-256.

2.2.1.5 Message Digest (MD)

MDS5 (Message Digest Algorithm 5) is a cryptographic hash function that was developed
by Ronald Rivest in 1991 [46, 47]. It generates a fixed-length output of 128 bits to rep-
resent an input message or file. The process of hashing involves taking an input message
and passing it through a series of mathematical operations that transform the message into

a unique hash value.

At the heart of the process is a “compression function” that takes as input a 512-bit block
of the message, as well as a 128-bit ’chaining value” that represents the output of the
previous block. The compression function then applies multiple rounds of transformation
to the block and chaining value to generate a new chaining value for the next block. This
process continues for each block of the message until a final 128-bit output is produced.
The resulting hash value is unique to the input message, meaning that any changes to the

message, no matter how small, results in a completely different hash value.

MD5 was once considered to be secure, but it has been shown to be vulnerable to collision
attacks. In 1996, a collision attack was published that could find two different files that
produced the same MDS5 hash value [48]. This attack was a significant breakthrough, and
it showed that MDS5 is no longer considered to be secure [44, 45].
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In this research, selected versions of CHFs were used. Some hash functions with known
vulnerabilities were also included. The reason is that the objective of this research is more
focused on the detection of bit flips than security. So, these algorithms could be useful if

the overhead they introduce is significantly lower than the robust CHF once.

2.2.2 Non-Cryptographic Hash Function (NCHF)

Non-Cryptographic Hash Functions (NCHFs) are an essential tool that is used in a wide
range of applications such as search engines, data comparisons, and integrity checks.
These functions take any input data, known as the key, and generate a fixed-size out-
put, or hash, that represents that data. The output is a unique fingerprint of the input data,
allowing for quick searches and comparisons in large datasets. Unlike cryptographic hash
functions, non-cryptographic hash functions do not offer any security guarantees, but they
are designed to be fast and efficient while still providing a low chance of collisions. In
the following section, we discussed the four best-performing hash functions. The hash
functions are selected based on a performance comparison presented by C. Estébanez et
al. [49]. C. Estébanez et al. have evaluated the performance of FNV-1, FNV-1a, APartow,
DJBX33A, BuzHash, DEK, BKDR, MurmurHash, lookup3, SuperFastHash functions.
The reported result shows Lookup3 hash, Murmur3 hash, Superfast hash, and Buzhash
functions are performing well than the rest. Based on this finding we considered using
these four NCHFs.

2.2.2.1 Lookup3 hash function

The lookup3 hash function is a non-cryptographic hash function that was created by Bob
Jenkins. Itis a fast and simple hash function that provides good-quality collision resistance
and can be used for hash table lookups, checksums, and error detection. Big companies
such as Google, Dreamworks, and Oracle have reportedly integrated Jenkins’ lookup3”
into their products. This hash has also become a part of PostgreSQL, Linux, Perl, Ruby,

and Infoseek’s implementations [49].

It works by initializing three 32-bit variables to random values and then processing the
message in 12-byte chunks. Each chunk of the message is processed through a series of
operations that mix the bytes together and scramble them thoroughly. In each operation,
the variables are updated based on the current bytes being processed and then XORed

together to produce the final hash value.
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At the end of the message, an additional step is taken to apply a final mixing operation that
further scrambles the variables and produces the final hash output. This ensures that subtle
changes in the input message results in widely varying hash values, making it difficult for
attackers to predict or manipulate the output. The Lookup3 hash function can be used in a

variety of programming applications for efficient and effective data storage and retrieval.

2.2.2.2 Murmu3 hash function

Murmur3 is a non-cryptographic hash function that is created by Austin Appleby in 2008.
It is a fast and efficient hash function that is well-suited for use in a variety of applications,
such as data structures and algorithms. The function possesses remarkable avalanche char-
acteristics and is utilized in essential Open Source projects including Apache Hadoop,
Maatkit, and libmemcached [49].

Murmur3 works by breaking the input data into 64-bit chunks. Each chunk is then pro-
cessed by a compression function, which produces a 32-bit hash value. The hash value
is then used as the input for the next chunk, and the process is repeated until all the data
has been processed. The compression function is a simple algorithm that consists of a se-
ries of mathematical operations, including addition, subtraction, XOR, and rotations. The

purpose of the compression function is to create a unique hash value for each input.

The algorithm is designed to be fast and produce low collision rates for a wide range of
inputs, making it well-suited for hash table and data structure implementations. It also has

good distribution properties that help to avoid the clustering of keys.

2.2.2.3 Superfast hash function

Paul Hsieh designed this hash function with the aim of achieving elegance, exceptional
speed, and strong avalanche properties. The development of this function was influenced
by the principles used in the FN'V and the lookup3 hash function. Due to its effectiveness,
it has gained popularity in the software industry. Hsieh mentioned that Apple uses Super-
fast Hash in its open-source WebKit project, which is utilized in various internet browsers
such as Safari and Google Chrome. Additionally, this function was included in numerous

releases of Macromedia’s Flash Player[49].
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Superfast Hash works by breaking the input data into 16-byte chunks. Each chunk is then
processed by a compression function, which produces a 32-bit hash value. The hash value
is then used as the input for the next chunk, and the process is repeated until all the data

has been processed.

Overall, superfast hash functions play an important role in many areas of modern com-
puting, from network security to database management and search indexing. Their ability
to quickly generate unique identifiers for data streams makes them a valuable tool for

developers and researchers alike.

Superfast Hash is a very fast hash function that is well-suited for use in a variety of appli-
cations. It is not as secure as cryptographic hash functions, but it is still considered to be

secure for most applications.

2.2.2.4 Buzhash function

In 1992, Robert Uzgalis developed a hash function that is versatile and can be used for
various purposes. It works by using a substitution table that replaces each byte of input
with a random alias, designed so that half of the aliases have one in every bit position while
the other half have zero. This function is capable of handling inputs with any distribution,

including those that are highly skewed [49].

Each time a new byte is read in, the calculated hash value is shifted left one bit and the
new byte is XORed with the most significant bit. This means that the calculation takes

into account both the current and previous byte, as well as their order.

This method of shifting and XORing values is repeated until the entire input data has
been processed, resulting in a final hash value that can be used for further computation or

comparison.

The Buzhash function is known for its efficiency and effectiveness in processing large
sets of data, making it a popular choice for tasks such as data storage, compression, and
encryption. Its unique approach to generating hash codes also makes it resistant to certain
types of data collisions, ensuring that the results produced by the algorithm are consistently

accurate.
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2.3 Summary

In general, both cryptographic and non-cryptographic hash functions serve their own pur-
pose in the world of computing. Cryptographic hash functions are primarily used for
security-related purposes such as message authentication, digital signatures, and password
storage because of their one-way nature and ability to produce a fixed-length output. Non-
cryptographic hash functions, on the other hand, are less secure but more efficient and
commonly used in applications such as database indexing, key-value stores, and bloom

filters.

In this research, we are interested in certain features of these hash functions. The required
features are speed, low space overhead, collision resistance and Avalanche effect. There
is no algorithm that satisfied this all, so we evaluated the performance for most of the

above algorithms.
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Chapter 3

Literature Review

In this chapter, a number of previous research works that have been done related to DRAM
single-bit and multiple-bit flip detection and correction are discussed. First, we began by
reviewing research about the existence and frequency of bit flips. Then, previously pro-
posed methodologies about software-based ECCs are discussed. We also have presented a
briefreview of the hash functions. Finally, researches that focuses on the Redis in-memory

key-value store database are discussed.

3.1 DRAM Errors

The research published by Schroeder et al. [6] analyzed measurements of memory errors
in a large fleet of commodity servers over a period of 2.5 years. Those servers had DDR1,
DDR2, and FBDIMM memories with the capacity of 1GB 2GB, and 4GB. In their work,
both soft and hard errors were logged in the study. Their result shows memory errors
aren’t rare. The average number of correctable errors recorded per year is about 22,000.
Their findings show that the error rate observed is significantly higher than previously
reported errors. They also stated that the lifetime of the DRAMs has a direct relation with
the DRAM being susceptible to bit-flips

Meza et al. [50] studied memory errors in Facebook’s servers. Those servers were using
2GB to 24GB DDR3 DRAMSs. The study lasted for 14 months. According to the results,
there has been a 1.8-fold increase in failure rates in recent DRAM cells compared to the
prior generation. Additionally, they found that the kind of workload can affect memory
failure rate by up to 6.5X, indicating that particular memory access patterns may lead to

greater errors.

22



The errors that occurred in DRAMs could be affected based on their operational altitude.
Sridharan et al. [12] studied faults and errors of DRAM and SRAM using two leadership
class high-performance computer systems which are Hopper, a 6,000-node supercom-
puter, and Cielo, an 8,500-node supercomputer. Both supercomputers had AMD Opteron
CPUs, which holds DDR3-DRAM. The data collection lasted for about three and two
years for Hopper and Cielo respectively. The two supercomputers had an altitude differ-
ence of 2218m (7277 ft). Cielo is located at an altitude of 223 1m (7320ft) and Hopper is
located at an altitude of 13m (43ft). The result obtained by comparing the soft error rate
of DRAM shows that, on average, the DRAMs situated at Cielo experienced 1.83X more
errors than the Hopper supercomputer. This provides insights into the effect of altitude on

the DRAM fault rate. They infer stronger DRAM resilience schemes are needed.

These researches show that memory bit flip isn’t rare, and give an indication of the need
for robust means to mitigate the errors. Besides hardware ECC different software based

ECCs are proposed. In the following section, the software bases ECCs are reviewed.

3.2 Software-based ECC

To provide software-based error correction D.H Yoon and M. Erez [51] presented an ap-
proach similar to virtual memory management to store and manipulate redundant DRAM
storage, which adds flexibility to the memory. The system is designed to dynamically
assign a location for redundant data. This allocation could make some or all redundant
information share the same physical address space as the data it protects. For this study,
they used non-ECC DIMMs and double-Chipkill devices. The benchmarks used are SPEC
CPU 2006 and PARSEC suites, which have high memory access demand. For devices
with ECC capability, the ECC chip is set to store error detection information. The re-
searchers used a two-tiered memory protection approach. The first tier is used to detect

2 symbol errors!

, meanwhile, the second tier is only needed when an error is detected.
For devices with non-ECC capability, the OS is modified to assign storage locations for
redundant information. The memory controller performs two access, one to DRAM and
the other to the ECC information. In this scheme, the average performance degradation
is between 3-9%. In the case of reduced power consumption, the degradation is no more

than 10-25%.

I'A chipkill correct used and it referred to as single symbol-error correcting double symbol-error detecting

(SSC-DSD) code. It uses Galois Field (GF) arithmetic.

23



J. Kim et al. [14] proposed an improvement for ECC named Frugal ECC that includes
fine-grained compression called coverage-oriented compression to provide versatile pro-
tection. This approach provides trade-offs between performance, efficiency, and reliabil-
ity. The main focus of the paper was the efficient compression of floating points and truly
implementing chip-kill. NAS Parallel Benchmarks and SPLASH2X and SPECFP 2006
suites were used to test the performance on floating points. The proposed method had
tiers, the first tire detects single bit flip and the second tier can correct these errors with a

6.25%-redundancy code.

Rink and Castrillon [4] proposed flexible memory error detection by combined data en-
coding and duplication, called flexMEDIC. The study presents a software-based error de-
tection method with customizable overheads that can be used to find different numbers
of memory bit flips. This is achieved via AN encoder and Dual Modular Redundancy
(DMR) enhanced back-end method. The result shows that the proposed system can detect
up to 5 bits flips within a single data word with 1.55X overhead.

Borchert et al. [52] proposed a software-based error protection approach that is imple-
mented on an Embedded Configurable Operating System (eCos). The system is designed
to protect only critical sections of the given data using different modules. The number of
bit flips to be detected is adjustable with the expense of redundant data. The result shows
very low run-time overhead which ranges from 0.09-1.7% with the benefit of being easily

pluggable error detection correction schemes.

These proposed algorithms provide a limited number of protection. To enhance the num-
ber of bits protected hash functions are implemented based on their feature to provide data
integrity. Hash functions take an input string of any length of data and produce a single,
fixed-length string known as the hash value. They are made to preserve the integrity of
the message [53]. A publication by J. Aumasson et al. [16] and Jack O Connor et al. [34]
presented a different variant of Blake hash functions can be used to provide data integrity
with minimal performance overhead. Different versions of SHA hash function is also used
to provide data integrity. M Stevens et al. [35] showedSHA-1 are vulnerable to collision
attacks with the computational effort of 2531, According to Zulfany E Rasjid et al. [54]
the SHA-2 is theoretically susceptible to collision attack, it hasn’t been shows practically.
Federal Information Processing Standards Publications (FIPS PUBS) published SHA-3
as a new standard in 2015 [41]. ZhaoYong-Xia and Zhen Ge [47] showed MDS5 hash

function is vulnerable in their analysis.
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D Rachmawati et al. [19] used the running time and complexity algorithms to compare
MD5 and SHA256 hash function. The research shows the complexity of the two hash
functions is 6(n), the running time experiment showed MDS35 has better execution time
than the SHA256.

3.3 In-memory key-value database

Yin Li H. Wang et al. [55] presented findings related to memory error correction and in-
memory key-value stores with specific case studies. The paper studied how practical it is to
add strong memory ECC to the software stack for an in-memory key-value store, without
causing a significant decrease in speed. For the software-based ECC, they developed a
high-speed parallel BCH? code encoding and decoding software-based implementation
strategy, which can process multiple bytes at one time. The impact of software-based
ECC on the speed performance of Memcached and RAMCloud is measured to be less
than 6%.

3.4 Summary

This chapter covers a comprehensive literature review of the existing works that focus on
determining the error rate of DRAM. Additionally, the various solutions to counter such
errors and their effectiveness are examined. Furthermore, a publication of software-based

ECC for in-memory key-value database is discussed.

2The BCH (Bose—-Chaudhuri-Hocquenghem) codes are a type of cyclic error-correcting codes that use

polynomials over a finite field (sometimes known as Galois field) to be built.
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Chapter 4

Methodology

In this chapter, the implemented methodology for the detection and correction of mem-
ory bit-flips is discussed. Initially, the optimization techniques applied to the SECDED
algorithm are discussed. Next, the detection of multiple-bit flip using hash-based soft-
ware ECC, and the brute-force error correction algorithm is discussed. The algorithm
used to generate bit-flip and the integration of the hash-based software ECC to the Redis
in-memory key-value store database is explored respectively. We conclude this chapter

with a discussion of the performance evaluation metrics.

As mentioned in the previous chapters, the bit-flip protection is executed using two dis-
tinct operations, namely encoding, and decoding. Let’s explain these operations in further

detail before proceeding to the optimization techniques.

Encoding refers to the process of adding additional bits of information to data in order to
detect and correct errors that may occur during the transmission or storage of that data.
During the encoding process, redundant bits known as parity or error-correcting codes are
added to the data being stored. These bits are calculated based on the values of the original
data, and their purpose is to provide a way to verify the accuracy of the data if errors
are introduced. The basic operations executed in the SECDED includes receiving data,
applying a shift operation on the received bit to leave space for the parity bits, computing
parity bits and finally storing the encoded data in the memory. Figure 4.1a presents these

sequences of operations in the flow diagram.

Decoding refers to the process of detecting and correcting errors that have occurred during
the storage or retrieval of information within a computer’s memory system. The added
bits (information) in the encoding process are compared with the newly computed one,
to determine the existence of error in the data. The SECDED decoding process can be
summarized with the flow diagram in Figure 4.1b. After reading the encoded bit, previ-
ously computed parity bits (P-parity) are extracted from the encoded data. Also, a new
parity bit value (N-parity) is computed from the encoded data bits. Next, a comparison is
applied between the two parity bits and the existence of a bit flip is determined. Finally,

the decoded data is transferred to the caller.
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In general, encoding refers to the insertion of additional bits or information into the data

bit meanwhile decoding refers to the detection and correction of memory errors.

‘ Start ’

Input en-
coded bits

Read encoded
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/ Input data bits / l

Compute new
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(a) Encoding operation (b) Decoding operation

Figure 4.1: SECDED operation flow diagram
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4.1 SECDED

The naive implementation of SECDED is designed to work efficiently on hardware ECC.
So, this approach needs to be modified for optimal implementation of the software-based
SECDED. In this section, we discussed the naive implementation of SECDED and then

the optimization features added to make it optimal for software implementation.

The basic concept of SECDED lies in using the bit position of the power of 2 numbers.
These numbers are 1,2,4,8,16,32 and 64. The binary representation of these numbers has
a single ‘1’ bit value, and all the remaining bits are ‘0’. For example, the 4-binary repre-
sentation of 1,2,4 and 8 is ‘0001°, ‘0010°, ‘0100°, and ‘1000’ respectively. These parity
values are used to monitor the bit flip on certain blocks. Figure 4.2 shows the parity bits
and the block of bits they are monitoring. The green shade indicates the bit positions that
are monitored by the parity bit which are highlighted with red color. The 0" bit position
is computed after all the other parity bits are computed. Thus, it holds the parity result of
all the computed parity bits and data bits.

0 1 2 3 0 1 2 3 0 1 2 3
4 5 6 7 4 5 6 7 4 5 6 7 Pa rlty bit
8 9| 10 | 11 8 9| 10 | 11 8 9] 10| 11 Data bit
12 | 13 | 14 | 15 12 | 13 | 14 | 15 12 | 13 | 14 | 15
0 1 2 3 0 1 2 3
4 5 6 7 4 5 6 7
8 9| 10| 11 8 9 | 10 | 11
12 | 13 | 14 | 15 12 | 13 | 14 | 15

Figure 4.2: Some parity bits and their scope of monitoring for the data bits

If the 6™ bit of the encoded bit is flipped as shown in Figure 4.3, this event is detected in
the decoding by the newly computed parity bits which are located in the 2" and 4™ bit
position. By using the parity bits in these two positions along with the remaining parity
bits, it is possible to locate the position of the flipped bit. This is done by applying the
XOR operation on the newly computed parity bits with previously encoded parity bits.

This process is explained in detail in section 2.1.1.

28



o 1 2 3

“ 5“ ! Parity bit

M Data bit

e e . Flipped bit

Figure 4.3: Bit-flip in the 6™ bit

When the data is provided to the system that supports SECDED, first the encoding op-
eration is executed. This encoding operation consists of two operations. The first is a
shift operation and the second is a computation of parity bits operation. The shift opera-
tion is required because the original data has to leave a reserved bit position for the parity
bit. These reserved positions are the power of two numbers (i.e. 1,2,4,8,... bit positions),
including 0™ bit position. Hence, the original data bits are shifted leaving these bit posi-
tions. Once the shifting is done, the second operation, which is the computation of parity
bit value, is executed. This value is obtained by computing either even parity or odd parity
of the data bits which are in the scope of that parity bit. Throughout this work, we used the
even parity computation. The obtained value is then placed on the corresponding parity

bit position.

An illustration of the above encoding operations is explained with an example in the fol-
lowing section. Let’s take the letter ‘A’ as the input data. The binary representation of ‘A’
is ‘01000001°. Figure 4.4 shows the data bit with the corresponding bit position. Once
these data are received, the shift operation follows to make space for the parity bits. Fig-
ure 4.5 shows the data bits after the shift operation. The next step is to compute the even
parity value of each parity bit and set it in the corresponding bit position. Based on the dis-
cussion in section 2.1.1 and Figure 4.2 the even parities are computed. The fully encoded

data is shown in Figure 4.6

12111|10|9|8|7|6|5|4|3|2]|1|0] Bitorder
0/1]0]0|]0|0|0|1 Data bits

Figure 4.4: The original Data bits of ‘A’ before encoding

12 /11|10|9|8|7|6|5|4|3|2|1|0| Bitorder Data bits
0| 1| 0|0 00O 1 Parity bits

Figure 4.5: The data bits of ‘A’ after a shift operation
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12111]10|9|8|7|6]5]|4|3]2]|1|0] Bitorder Data bits
0| 1| 0j0j]1|]0]0]0|0]2]0]|0]|1 Parity bits

Figure 4.6: The data bits of ‘A’ after computation of parity bits

When the encoded data is requested for access, the decoding operation is executed. The
decoding operation also involves several operations. The first one is the retrieval of the
parity bits previously stored in the encoding process. The second operation is a compu-
tation of a new parity value based on the data bits only. The previously computed sets of
parity bits are referred to as P-parity and the newly computed sets of parity as N-parity.
The P-parity can easily be read from the stored address meanwhile the N-parity is com-
puted using the same procedure in the encoding operation. Once these two parities are

obtained successive operations follow based on the XOR result of the two.

SECDED treats the 0™ parity bit different from the rest. Due to this, both P-parity and
N-parity need to have two segments. The first segment holds the 0™ bit and the second
segment holds the other parity bits excluding the 0™ bit flip. The reason behind splitting
the parity bits into two segments is for the detection of double-bit flip. The XOR operation
is executed between the two 0™ parity bits and stored. Similarly, it is executed on the two
other parity bits that exclude the O™ parity bit and stored. After having the XOR result
from the corresponding two segments, the integrity of the data is determined. To infer
the existence of a single-bit or double-bit flip table 4.1 can be used. If the calculated
XOR result from both segments is 0, then it indicates the data is free from single-bit and

double-bit errors.

Table 4.1: Parity bit XOR result indication

0™ bit XOR result | Other parity bits XOR result Indicates
~0 =0 No bit-flip
=1 =0 Single bit-flip on 0™ bit
=1 #0 Single bit-flip on other bits
=0 #0 Double bit-flip
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Referring to the previous example in Figure 4.6, the retrieved P-parity bits were “10001”.
After applying the same procedure that is used in the encoding operation, the N-parity bit
becomes “10001”. The two segments of P-parity become ”1000” and 1" which corre-
spond to the other parity bits and the 0" parity bit respectively. The segments of N-parity
are also ”’1000” and ”1”. The XOR of each value becomes 0, which indicates the data is

free from single or double bit-flip.

Now, let’s assume the 6 bit of the encoded data is flipped. The flipped bit changed to
have the structure shown in Figure 4.7. In this case, the two segments of P-parity are

1000 and ”1”. The N-parity is computed as follows.

12 (11(10/9|8|7|6|5|4|3|2|1]| 0] Bitorder Data bits
0 1 0O|0(1|0|1(0|0|1(0|0|1 Parity bits
Flipped bit

Figure 4.7: Flipped A bit on the 6™ bit position

P! = Even parity (11%,9% 7t 5t 3rd) = (1,0,0,0,1) =0
P? = Even parity (11%,10%, 7% 6t 37) = (1,0,0,1,1) =1
P* = Even parity (12% 7% 6% 5%) = (0,0,1,0) =1

P? = Even parity (12%,11% 10* 9%) = (0,1,0,0) =1

P° = Even parity (12™,11%,10%,9%, P8 70 6t 5% p4319, p2 pt)
=(0,1,0,0,1,0,1,0,1,1,1,0)= 0

From the above computation, the N-parity value becomes ”11100”. Segmenting the N-
parity into other parity bits and 0 parity bit, results in 1110 and ”0” respectively. The
result computed so far can be summarized in Table 4.2. The XOR result of the corre-
sponding parity is also shown in the table. Using this result and cross-referencing it with
Table 4.1, it shows that the XOR of 0" bit is 1 and the XOR of the other parity bits is not
equal to 0 (= the condition in row 3 of Table 4.1). This shows there is a bit flip in the data.
The position of the error can be obtained by converting the XOR result of the other parity
bits (0110) into decimal, which is 6. So before passing this data, the 6™ bit is corrected by
flipping it, and then the data becomes ready to be used. If there was a double bit-flip, the
0™ bit XOR result becomes 0 and the XOR of the other parity bit is different from 0. In

this case, since the data can’t be corrected, the data is discarded and new data is requested.
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Table 4.2: Decoding of the received data

P-parity | N-parity | XOR(P-parity, N-parity)
Other parity bits | 1000 1110 0110
0 bit 1 0 1

In this encoding and decoding of the data, the major operations are the shift operations
and the parity bit computation. Optimization is applied to these two operations and its

implementation is discussed in the next section.

4.2 Modified SECDED

The modified SECDED uses the concept of naive SECDED and optimizes two features
of the algorithm. The first modification is a bit manipulation, and the second is the of use

an intrinsic function (or built-in function) to compute the parity bit values.

4.2.1 Bit manipulation

The shift operation of SECDED is modified by appending the parity bits to the front of
the data bits instead of shifting and inserting the parity bits. This helps to replace the shift
operation that is executed on the data bits. The challenge of using this approach is the
difficulty to pinpoint the location of flipped bit. As mentioned in the previous section, for
naive SECDED, the position for a single bit-flip error can be simply obtained using the
XOR result. The change in shift operation makes this value pinpoint to the different bit
instead of the flipped bit. This problem is handled by assigning a virtual position for the
bits, and later translating the result of the XOR to the correct bit position.

32



AW

The appending of the parity bits in front of the data bits is executed in the encoding op-
eration. For example, let’s take binary data shown in Figure 4.6. After applying the bit
manipulation to the data, the final result set to have the structure shown in Figure 4.8. The
virtual position indicates the original place for each bit based on the naive SECDED. It is
used to convert the result obtain from XOR of P-parity and N-parity to the actual bit posi-
tion, for the case of a single-bit flip. Considering the bit-flip example shown in Figure 4.7,
in this context, the 6 bit in the Figure 4.7 is placed (located) in the 2™ bit of Figure 4.8.
If the bit-flip occurs in this bit, then the XOR turns a bit position of 6. This bit position is
translated using the virtual position. So, the bit to be corrected becomes the value in the

27 position.

12|11|10| 9| 8| 7| 6| 5| 4] 3| 2| 1| O] Bitorder

8| 4| 2 12 | 11| 10 Virtual position

i{ 0ol 0l 0] 2| O] 1] 0] Of| O| O] 0] 1 Data bits
Parity bits

=
o
w
~J
[+2]
(9]
w

Figure 4.8: The bit arrangement of modified SECDED

To implement this approach, the (72,64) structure definition of C programming language
is used. 72 indicates the total number of data bits and parity bits, meanwhile, 64 indicates
the number of data bits. The struct definition of parity bit and data bit for the moditied
SECDED is shown in Listing 4.1. 64-bit data is stored in the data variable, and the parity
bits are placed in the parity variable. In the decoding operation, the data is checked for
any bit flip and if it is error-free, then the data variable can be passed to the caller without
any shift operation. In the case when the incoming data is greater than 64 bits, it is sliced
into multiple 64-bit chunks. For example, if the given data is 128 bytes, it is sliced into
64-bit data and an additional 8-bit parity is computed for the 64-bit slice. As a result, the
SECDED generates 16 chunks, each holding 64-bit data and 8-bit parity. If the data isn’t
a multiple of 64, then padding is applied on the last chunk.

Listing 4.1: Definition data and parity bits for modified SECDED

typedef struct {
uint64_t data;
uint8_t parity;

} dataParity_64;
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4.2.2 Using intrinsic function

The second optimization added to naive SECDED is the use of intrinsic functions. Intrinsic
functions are pre-defined functions available for use in a given programming language,

whose implementation is handled specially by the compiler.

Popcount is a built-in feature that was implemented in several computers utilizing some
additional hardware. It is an application-targeted accelerator instruction with the goal to
determine the number of set bits that are included in a specific computer word. This built-
in feature outperformed alternative software solutions like serial shifting. It is built into
the system that allows using the specific hardware designed for it along with the machine
instructions directly. It is not available in all programming languages, only in a limited
number of them like C/C++. Since it is an intrinsic function, the compiler processes it in its
entirety and generates inline code that is typically one or two instructions long. Although
it is called a function, it does not have an externally visible library function available since

it is executed using the circuitry that is designated for it [56, 57].

The serial shifting implementation is presented in the Listing 4.2. This approach is op-
timized and implemented with the help of hardware support for the Population count
(POPCNT) implementation.

Listing 4.2: Serial shifting pseudocode

Count = 0;
While the Number != 0 do
If the LSB is 1 then
Count +=1
Number << 1
End If

End while
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The function __ builtin_popcount utilizes a particular hardware instruction internally. In
an x86 design, the Population count (POPCNT) instruction is used by the compiler. In-
tel’s Nehalem was the initial processor to introduce the POPCNT operation. To utilize
POPCNT, the compiler must support Streaming SIMD Extensions 4 (SSE4) [58]. Intel
Core 17 ("Nehalem”), Intel Atom (Silvermont core), AMD Bulldozer, AMD Jaguar, and
subsequent CPUs are among the computer architectures that support SSE4. Additionally,
SSE4.2 is supported by almost every Intel Core 13, 15, 17, AMD FX, and Ryzen CPUs.
Software developed for Intel 64 and IA-32 architecture microprocessors in prior genera-
tions is completely compatible with SSE4. A description of the implementation in Intel

processors can be referred from page 156 of Intel® SSE4 Programming Reference!.

The existence of POPCNT in the intel processor can be obtained by checking the 23™
bit of the ECX register. Execute CPUID with EAX =1 as input to see if the processor
is capable of executing the POPCNT instruction. The CPU is capable of supporting the
POPCNT instruction if bit 23 of ECX 1is set. It is not supported by the CPU if the bit is
cleared. In addition to the typical needs of the Intel 64 architecture, the operating system
does not need any extra support to allow CRC32 or POPCNT.

To compute the even parity value and determine and the number of 1’s in a given set
of bits, we used the population count intrinsic function ( __ builtin_popcount()). This
intrinsic function counts the number of set bits (bits with a value of 1) in a given value.
The function takes 64-bit data and returns an integer value. Since we are only interested in
the count being either even or odd, it is possible to apply AND operation on the returned
integer value with 1 and get the parity value. If result 1 indicates the value has an odd
number of ’1’s and if not then it has an even number of ’1’s. Listing 4.3 shows the general

syntax used in our work to compute the even parity value for all parity bits.

Listing 4.3: Instrinsic popcount operation

bit = __builtin_popcountll(bit64) & 1;

By utilizing the two optimizations feature, it becomes feasible to implement SECDED on
a device that lacks hardware support for ECC. It also helps to achieve single-bit flip cor-
rection and double-bit flip detection efficiently, without the need for additional hardware
and related costs. The performance measurement of the two algorithms is discussed in the

next chapter.

"https://www.intel.com/content/dam/develop/external/us/en/documents/

d9156103-138479.pdf
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Even though single-bit and double-bit flips are detected using SECDED, it doesn’t convey
any information when multiple-bit flips happen. Therefore, we proposed hashed-based

software ECC that is capable of detecting multiple-bit flips.

4.3 Hash-based software ECC

Hash-based software ECC is implemented that utilizes the hash functions to detect any
number of bit flips that may occur within a DRAM. This approach offers a more robust

and comprehensive means of error detection.

By using the deterministic and collision-resistant features® of hash functions, any number
of bit flips can be detected. For the correction of the flipped bit, a brute-force algorithm
is applied, leveraging the collision-resistant feature of hash functions. This ensures the
non-ECC devices remain fully operational and active for detection and correction of bit-

flips at all times.

The general structure of the encoding and decoding phases of hash-based software ECC is
shown in Figure 4.9. In the encoding operation, a hash (Hash1) is generated based on the
input data using a hash function. Then, the Hash1 and the input data are stored together
in the memory. The decoding operation beings with generating a new hash value (Hash2)
from the stored data. The Hash2 and previously stored Hash1 are compared for similarity.
If they are a match, then it indicates the data is error-free. In the case of a mismatch, then

the brute-force algorithm is initiated to try to correct the corrupted data.

The hash function used to encode and decode can be either CHF or NCHF. The general
background about each of the hash functions used in this research is discussed in sec-
tion 2.2. In the following section, we discussed the implementation of these algorithms

for the purpose of error detection.

ZRefer to section 2.2.1 for more explanation about these features
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Figure 4.9: Hash based software ECC block diagram

4.3.1 Cryptographic hash function implementation

The Cryptographic Hash Function (CHF) used in this research are Blake, SHA, MD, and
RIPEMD. Each of these hash functions has different versions. The following list shows
the CHFs used in this work.

» Blake: Blake2b, Blake2s, Blake3
* SHA:
— SHA1: SHA-1

— SHA2: SHA-224, SHA-256, SHA-384, SHA-512, SHA-512/224, SHA-512/256
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— SHA3: SHA3-224, SHA3-256, SHA3-384, SHA3-512, SHAKE128, SHAKE256
* MD5

« RIPEMDI160

For the implementation of the above CHFs except Blake3, the OpenSSL? library for C
programming language is used. OpenSSL is an open-source software library that provides
developers with access to a variety of cryptographic functions, including symmetric and
asymmetric encryption, hashing, and digital signatures. It is available on a wide range of
platforms, including Linux, Windows, and macOS. With its powerful features and ease of

use, OpenSSL has become an essential tool for implementing the listed hash functions.

The Blake3 hash function implementation isn’t provided by the official OpenSSL library.

consequently, its implementation is adopted from the official Blake3 GitHub* repository.

4.3.2 Non-cryptographic hash function implementation

For the Non-Cryptographic Hash Function (NCHF) Lookup3, BuzHash, Superfast hash,
and Murmur3 hash functions are used in this work based on the performance evaluation

of C. Estébanez et al. [49].

The Lookup3 hash function is adopted from a repository of the Google Git> by Bob Jenk-
ins in 2006. The Buzhash function (Hashing by a cyclic polynomial) is implemented using
the code in Listing 4.4. The murmur3 hash function is adopted from Peter Scott’s mur-
mur3 GitHub repository®. Finally, the Superfast hash implementation is taken from Cedric

Guillemet’s Github Gist repository’.

Using these CHFs and NCHFs the existence of bit flip can be detected but not corrected.
To provide bit flip correction on top of the hash functions, the brute-force algorithm is

used.

Shttps://www.openssl.org/
*https://github.com/BLAKE3-team/BLAKE3
Shttps://android.googlesource.com/platform/external/jenkins—hash/+/

75dbeadebd95869dd623a29b720678c5c5¢c55630/1ookup3. ¢
®https://github.com/PeterScott/murmur3/blob/master/murmur3.c
"https://gist.github.com/CedricGuillemet/4978020
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Listing 4.4: BuzHash implementation

uint64_t buzHash_64(const char *s, int length){

uint64_t result = 0;
int p =31, m = 1e9 + 7;
int hash_value = 0;

long p_pow = 1;

for (int i 0; i < length; i++){

hash_value = (hash_value + (s[i] - 'a' + 1) * p_pow) % m;

p_pow = (p_pow * p) % m;
}
result = (uint32_t)hash_value;
result <<= 32;
p = 37;
m = 1e9 + 9;

hash_value 0;
p_pow = 1;
for (int i = 0; i < length; i++){

hash_value = (hash_value + (s[i] - 'a

p_pow = (p_pow * p) % m;
}
result |= (uint32_t)hash_value;

return result;

4.4 Brute-force algorithm

Due to the pre-image resistant nature of CHFs, it is impossible to obtain some information
about the input data from the difference between the two hash values (Hash1 and Hash2).
The approach used to address this issue is the use of a brute-force algorithm to correct the

flipped bit.

The brute-force algorithm is used to iteratively flip different combinations of bit/bits and
try to obtain the correct input data. On every iteration, certain bit/bits are flipped and a
new hash value (Hash2) is computed. Then, the Hash2 is compared with the previously
stored hash value (Hashl). The iteration terminated in two cases. The first is when the
comparison of Hash1l and Hash?2 is a match. This indicates the original data is recovered
(corrected) from the corrupted data. In this case, the corrected data is returned. The flow

diagram for this case is shown in Figure 4.10.
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The other case is if iteration reaches the maximum number of bit flips set to execute.
This indicates either the number of flips that have occurred in the data is more than the
maximum number of flips the algorithm is set to compute or the bit-flip has happened in
the hashed data. In either case, the data is requested to be reloaded from the disk. The
algorithm can be set to correct any number of bit flips. In this work, we implemented the

brute-force algorithm to correct up to 3-bit flips.

/ Hashl / / Corrupted data /
|

Flip bit/bits

¥
Compute

Hash (Hash2)

|

Hash1 = Hash2?

yes

Return the
corrected data

Figure 4.10: Brute-force flow diagram to correct flip bit in the data

4.5 Bit-flip generation

To evaluate the performance of the proposed solution, a bit-flip can be generated on the
random bit or it is possible to flip the last bit of the last byte which is the worst case. In
this work, both random bit flip generation and the worst-case scenario is tested. To create
a single-bit flip, a byte, and bit indices need to be randomly generated. The byte index is
used to determine the position of the byte that is selected from the input data. Its value
ranges between 0 and the length of the data in bytes. The bit index is used to select the bit

position in the selected byte. Its value ranges from 0 to 7.
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Using the byte and bit index obtained from the two randomly generated numbers, a bit-
flip can be introduced. This execution generates a single-bit flip to the data bits. If a
multiple-bit flip is required, the execution can be iterated multiple times. Listing 4.5 il-
lustrates the C code that can create multiple bit-flip to the given data. The function called
multiple Bit F'lip takes two arguments. The first is the data to be flipped which is stored
in variable dataN ew. The second is the number of flips requested which is stored in vari-
able flip. The length of the data is computed in Line 3 and the bit and byte numbers are
generated in Lines 8 and 9. Finally, the flipping happens in line 10 and the flipped data
is returned in line 12. The syntax from Lines 7 to 10 iterates the request number of flip

times.

Listing 4.5: Random bit flip generator

char *mutipleBitFlipRandom(char *dataNew, int flip){
srand (time (0));
size_t len = strlen(dataNew) ;
int byteNum;
int shiftBit;
for (size_t i = 0; i < flip; i++){
byteNum = rand() 7% len;
shiftBit = rand() % bitsize;
dataNew [byteNum] = (dataNew[byteNum] ~ (1 << shiftBit));}

return dataNew;}

The brute-force algorithm begins flipping bits from the first byte and goes to the end. For
this implementation, the worst-case scenario is when a bit flip is in the last byte of the last
bits. To simulate this scenario the C code shown in Listing 4.6 is used. The code can flip

one or all bits of the last byte.

Listing 4.6: Bit flip generator on last byte

char *mutipleBitFlipWorst (char *dataNew, int flip){

size_t len = strlen(datalNew) ;

int byteNum;

int shiftBit = 7;

for (size_t i = 0; i < flip; i++){
byteNum = len - 1;
dataNew [byteNum] = (dataNew[byteNum] ~ (1 << shiftBit));
shiftBit -= 1;}

return dataNew;}
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4.6 Redis

Redis is a high-performance in-memory key-value data store that stores data on DRAM
for fast access. It is an open-source data structure store that is commonly used as a primary
database, cache, message broker, and queue. Redis has several commands that are used to
interact with it. From these commands, SET® and GET? commands are used to store and

retrieve data to/from the database, respectively.

The hash-based software ECC is integrated into these SET and GET commands to provide
datareliability. When a SET command is issued with a key and value, a hash value (Hash1)
is generated from these inputs, and it is stored alongside the key and value. When a GET
command is issued, the key, value, and Hash1 are retrieved, and a new hash value(Hash2)
is computed based on the newly retrieved key and value. The Hash2 is then compared

with the previously stored hash (Hash1) and if they are the same, the data is ready for use.

To demonstrate the feasibility of the proposed solution, the hash-based software ECC is
implemented for these two commands only. It can be applied for all commands and be an

optional feature integrated.

4.7 Evaluation Metrics

For the bit flip detection and correction algorithms, the evaluation metrics utilized com-
prise execution time and memory utilization. The average execution time is computed
separately for encoding and decoding operations after 1000 iterations. The encoding com-

putation time includes the time it takes

* To access the data to be encoded
* To compute the hash function from the data and

* To store the hash value along with the data
On the other hand, the decoding computation time includes the time it takes:

* To load the stored data and compute the new hash value

* To compare the newly computes hash with the previously stored hash

Shttps://redis.io/commands/set/
‘https://redis.io/commands/get/
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* To Correct a data with bit-flip/s [if bit flip detected]

The speedup ratio is computed using the formula:

timeo f slow

speedup = ——————
b P = Yimeo ffast

The time complexity of both CHFs and NCHFs is dependent on the number of data sizes.
As a result, the time complexity becomes 6(n) [19]. Hence the evaluation metrics rely on

the execution time of the encoding and decoding function.

The memory utilization is measured based on the output hash size. All CHFs and NCHFs
have fixed size output hash. Thus, a comparison of the memory space required to store

the hashed value is tested between the hash functions and also with SECDED

To evaluate the performance of the hash-based software ECC on the Redis in-memory key-
value store database, we utilized the built-in Redis benchmarks'® and latency diagnosis'!
tool. Redis benchmark is a tool that is used to test the performance and capabilities of
Redis servers. It is capable of testing various types of Redis commands and transactions
on different intensities of workloads. Redis latency diagnosis tool is used to measure the
delay between the time a client issues a command and the time the reply to the command is
received by the client. These performance measuring tools provide information about the
latency, throughput, and responsiveness of Redis data structure stores with and without

the integration of hash-based software ECC.

Listing 4.7 shows the two evaluation metrics used for Redis. Line 1 shows the syntax
that is used to evaluate the SET and GET commands. The —¢ flag is used to specify what
commands need to be evaluated meanwhile the —n flag is used to provide the total number
of requests to be sent. By default is it 100000, but in this work we tested up to 1000000.

The —¢ command is used to quit the operation and show query/sec values.

Line 2 of Listing 4.7 shows the syntax to measure the latency. The argument 100 is the
number of seconds the test set be executed. based on the Redis Documentation this value

is appropriate to simulate and evaluate the Redis.

Listing 4.7: Redis evaluation metrics

./redis-benchmark -t set,get -n 1000000 -q

./redis-cli --intrinsic-latency 100

Ohttps://redis.io/docs/management/optimization/benchmarks/
"https://redis.io/docs/management/optimization/latency/
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4.8 Summary

In this chapter, we discussed the working principles of SECDED and the modification im-
plemented to optimize SECDED for non-ECC devices. We also discussed how CHFs and
NCHFs are used to detect bit flips and correct the error using a brute-force error correction
algorithm. Finally, we discussed the integration of hashed-based software ECC to Redis
in-memory key-value store database, and the performance evaluation metrics. In the next

section, the result obtained from our experiment is discussed.
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Chapter 5

Result and Discussion

In this chapter, we discussed the experiments carried out and the obtained results. We
began by discussing the experiment setup and the result obtained from the performance
comparison between SECDED and modified SECDED on non-ECC. Next, the evaluation
result of hash-based software ECC using both CHF and NCHEF is presented. Later, the
result of the error correction algorithm with single-bit and multiple-bit flip is discussed.
The result on memory utilization of different algorithms and comparison with SECDED
follows. Finally, this chapter is concluded by discussing the result obtained from the Redis

data structure store and by addressing the research questions given in the first chapter.

5.1 Experimentation Setup

In order to evaluate the performance of the proposed method, a workstation, and a server
computing devices were used. The workstation is hp pavilion Laptop 15-cc5xx with In-
tel® Core™ 17 (7th Gen) processor, 8 GB RAM, and running Ubuntu 20.04 operating
system. The server is Huawei 2288H V5 which has a configuration of Intel® Xeon™
Gold 6126 processor, 64GB RAM, and running Ubuntu 18.04.6 operating system. The
compiler used in both systems is GCC v9.4.0 and OpenSSL v1.1.1 is used for most CHF
implementation. The proposed algorithm is integrated with Redis 7.2 which is the latest

stable release of the Redis data structure store at the time of this work.

The Result obtained from the workstation and the server yields similar trends. Due to this,
the result from the workstation is presented in this document. The workstation is selected

because it has comparatively recent computing units.
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5.2 SECDED optimization

The SECDED algorithm is optimized using bit manipulation and intrinsic functions. Fig-
ure 5.1 shows the speedup and average execution time obtained for 1KB of data with-
out any bit flip. The vertical axis in Figure 5.1a represents the speedup obtained by the
optimizations. The horizontal axis has two labels that represent the operation by which
the speedup is measured. The naive SECDED is used as a speedup reference for other
optimizations and in the figure it is referred to as just SECDED. The legend shift and
Popcount refer to the result obtained by applying bit manipulation and intrinsic functions
respectively. The legend Modified represents the optimized SECDED which is the result
obtained by applying both the bit manipulation and intrinsic functions. The result shows
using intrinsic functions optimizes the algorithms significantly compared to the bit ma-
nipulation. Also, the modified SECDED algorithm can execute 6x faster than the naive
implementation. The encoding and decoding operation exhibits a relatively similar change

in the result.

The execution time for encoding and decoding operation is presented in Figure 5.1b. The
y-axis is the average execution time in microseconds, while the x-axis indicates the encod-
ing and decoding operations. The naive SECDED and the bit manipulation takes above
50us, meanwhile the other two optimizations take less than 10us. As shown in the figure,
the result obtained by optimization of the shift operation is almost the same as the naive
one. This is because the shift operation has O(1) time complexity and optimizing such an
algorithm generates a small improvement. On the other hand, the POPCNT operation has
a time complexity of O(n). The _ builtin_popcnt instruction utilizes a built-in hardware
instruction which makes its execution must faster than the serial shifting or other related
POPCNT operations. This shows the naive SECDED can be optimized significantly using

built-in intrinsic functions.
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Figure 5.1: Comparison of SECDED algorithm with each optimization phases

Besides evaluating the performance optimization using 1KB data the optimization meth-
ods were tested for data sizes ranging from 8B to 1KB. This evaluation is also implemented
without introducing any bit flip to the data. Figure 5.2 shows the result for encoding and
decoding operation. The vertical axis indicates the average execution time in microsec-
onds and the horizontal axis indicates the data sizes used in the experiment. Figure 5.2a
illustrates the encoding result and Figure 5.2b shows the decoding result. The execution
time for both the encoding and decoding process increase significantly with the increase
in data size. This is because the input data needs to be sliced into 64 bits and then an 8-bit
parity is added to the sliced data bits. This process repeats until all data is encoded. The re-
verse process is applied in the decoding operation. The result shows that the optimization
features added to the SECDED reduced the execution time. The execution time difference

between the naive and modified SECDED increases as the data size gets bigger.
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Figure 5.3: The decoding execution time for single-bit and double-bit flip

The performance comparison is also evaluated for single-bit and double-bit flips. In the
case of a single-bit flip, the bit flip occurs in one of the sliced data segments. As a result,
the other segments are unaffected. For example, when 1KB of input data is encoded, it
is sliced into 128 different segments. When a single-bit flip is introduced to the 1KB
data, only 1 segment out of the 128 segments is affected. Due to this, the error correction
is executed on this segment only. In the case of a double-bit flip, only the bit flip is
detected. This makes the execution time overhead for correction to have minimal effect.
The result of decoding for single-bit and double-bit flip is shown in Figure 5.3. The vertical
and horizontal axis shows the average execution time in microseconds and the data size
used respectively. Figure 5.3a shows the time it took to detect and correct a single-bit
flip. Similarly, Figure 5.3b illustrates the average detection time of a double-bit flip. The
described result shows that the modified SECDED outperforms the naive SECDED in
single and double-event upsets. Since the encoding operation isn’t related to or affected by
a bit flip, the encoding operation result presented in Figure 5.2a can represent the encoding

operation for single-bit and multiple-bit flips.
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Based on the result obtained above, by optimizing the naive SECDED, it is possible to
integrate the error detection and correction capability of SECDED for non-ECC devices

to provide fast and reliable service.

5.3 Bit flip detection using hash-based software ECC

In this work, the CHFs and NCHFs are used to provide error detection for any number
of bit flips. The avalanche effect and the collision resistance features of hash functions
make them ideal for this task. The CHFs are better in collision-resistant and avalanche
effect features, meanwhile, the NCHF are faster and more resource-efficient. Therefore, it
is better to test the performance and reliability of both types of hash functions. Figure 5.4
shows the average execution time of encoding and decoding operations for 1KB of data.
The vertical axis shows the average execution time in microseconds and the horizontal

axis shows the CHFs and NCHFs used in this work.

The result in Figure 5.4a indicates that the buzhash function is performing worse mean-
while Blake3 and murmur3 are performing relatively better than the rest. This is because
uses a relatively large number of operations compared to other operations. On the other
hand, blake3 uses parallelism for optimal implementation and the other NCHFs aren’t
computationally intensive as CHFs. The experiment shows that Murmur3, superfast,

Blake3, and lookup3 hash functions finished the encoding of 1KB data less than 2pus.

Figure 5.4b shows the average decoding execution time. In this case, Blake3 and murmur3
hash functions finished their execution in less than 2us. Buzhash took about 39us to de-
code 1KB of data, which exceeds 33us from SHA3-512, which is the next poor-performing
hash function. Modern commodity workstation is equipped with dedicated hardware that
enhances the computation of CHFs. Utilizing such functionality can generate more fast

execution time.
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Since a bit flip is a seldom event, the hash function with small encoding and decoding
execution time overhead is considered best for the real-world application. The murmur3,
superfast, and lookup3 from NCHF; blake3, SHA512-224, and SHA-512 from CHF per-
formed relatively better. The average encoding and decoding time for these hash functions

1s <3ps.

The selection of the best-performing algorithm for any given task needs to be selected
based on the performance of encoding and decoding of data without the introduction of
bit-flip. This is due to the fact that bit-flip is not as frequent as an error-free operation. In
addition, different algorithms perform best in certain data sizes. As the data size varied so
is the best-performing algorithm. In light of this, it is possible to use a different algorithm

to encode and decode based on the input data size.

Due to the avalanche-effect feature of the hash functions, the slightest change in the input
data makes the newly computed hash in the decoding operation to be different from the
originally computed hash. This helps to detect any number of bit flips easily. Figure 5.5
shows the execution time it takes to detect 50-bit flips. The y-axis indicated the average
execution time taken to detect the bit flips. The x-axis shows the hash functions used in
this experiment. The result shows the detection execution time for all algorithms is <7ps.
Blake3 has the lowest detection time of 1.125us. This is because the Blake3 hash function
is designed to be a parallelizable hash function [34].

Different numbers of bit flips were introduced to the input data and the result obtained
from these experiments shows similar results as described in Figure 5.5. Irrespective of the
number of flipped bits the detection time is almost similar. This is because the correctness
of'the data is determined using the comparison between the two hash functions. The Result
described in the figure shows only the bit flip detection time, it doesn’t include the time it

to correct the bit flip.
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5.4 Bit flip correction

A brute-force algorithm is used to trace the position (index) of the flipped bit and cor-
rect it. A more detailed discussion of the implementation of the brute-force algorithm is
presented in section 4.4. The brute-force algorithm can be set to correct any number of
bits, with some effect on the performance. This effect is dependent on the number of bit
flips and the data size. Let’s first consider Figure 5.6 which shows a single-bit flip cor-
rection time for 16B data. The horizontal axis indicates the CHFs and NCHFs used in the
experiment while the vertical axis shows the error correction time in microseconds. The
result shows Superfast hash, which is NCHF, takes about 5us to detect and correct the flip
from 16B data. Murmur3 and lookup3 follow with the execution time of 11us and 8ps.
From the CHF MD5 and Blake3 performed better with 16us and 20us execution time. The
brute force algorithm using RIPEMD160 took about 4.7ms to find the flipped bit which
is located in the last bit. Since it is performing very worse, the result of RIPEMD160 is
excluded for double and triple bit flips.

Double-bit and triple-bit flip correction times are shown in Figure 5.7 and Figure Fig-
ure 5.8 respectively. The result shows the correction time significantly increases with the
increase in the number of bit flips. The NCHFs expect buzhash are performing better for
double and triple bit flips as expected. The result presented here is the outcome of flipping
double and triple bits on the last byte of the data (worst-case scenario). As the number
of flipped bit increase, the correction time approaches need a second or more. Thus, for
multiple-bit flips, it would be more efficient to re-request the data from the disk instead

of trying to correct it.
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Figure 5.8: three-bit flip correction time of hash functions for 16B data

In order to better understand the effect of input data size on error correction, Figure 5.9
is presented. The y-axis shows the log-scaled execution time in microseconds, and the x-
axis shows the data size used in this experiment. The figure consists of the data size from
8B to 1KB. Seven relatively best-performing hash functions were selected. The result
shows that as the data size is small, the time it takes to detect and correct the flipped bit
is very small. As the data size increases, so does the time for correction. In addition to
this, the best-performing hash functions also change based on the input data size. For
example, the superfast hash function is performing best up to 256B of data. After 256B,
its performance degrades compared to others. Beyond 256B data size, Blake3 and SHA-1

began to outperform other hash functions.
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Figure 5.9: Error correction hash function for variable input data
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5.5 Memory utilization

One of the critical issues to consider while evaluating memory error detection and correc-
tion algorithms beside execution speed is memory space utilization. The memory space
utilized by the error correction and detection algorithms needs to be as minimal as pos-
sible. The modified SECDED uses the same algorithm as that of the naive SECDED.
Consequently, both algorithms require 1 byte of memory for parity bits for every 8-byte
data. Therefore, 12.5% of the memory is used to store the parity bit. As the data increase,
the amount of parity bit needed to be stored increases, hence the memory requirement of

the SECDED increases exponentially with the increase in data size.

The hash-based software ECC generates a hash value that is used to verify the integrity
of the message. The output hash size for each algorithm is fixed, irrespective of the input
data size. This brings both benefits and shortcomings in the usage of the algorithms.
Hash-based software ECC provides great benefits when the input data size is large. Huge
bytes of data can be monitored with a few bytes of hash value. The shortcoming becomes
greater for small-size data inputs, where the required memory space to store hash may
exceed the data size. Figure 5.10 shows a memory space utilization for CHF and NCHF
in comparison with SECDED. In the figure ‘ Hashout X B’ indicates different categories
of hash functions, where X indicates the output byte size. The x-axis and the y-axis of
the figure show the data size and the memory space required for additional information,
respectively. The hash function used in this work with their hash output size in bytes along

with their category name is described in Table 5.1.

Up until 32B of data size, the SECDED has minimal memory utilization compared to the
other hash functions as shown in Figure 5.10. Blake3 hash function, which is a category
of "Hash out 32B’, has equal overhead as that of SECDED for 256B input data. After
256B Blake3 has less overhead than SECDED.

To address the challenge, when the input data size is small, it is recommended to inte-
grate and compute the hash value for multiple input data. This makes memory utilization

efficient and decreases the overhead.

56



Byte size

T T T T
HashOut 4B HashOut 8B
HashOut 16B HashOut 20B
—A— HashOut 28B HashOut 32B
100 -+ —e— HashOut 48B HashOut 64B
—v— SECDED

a0 |- //

\
® & =P ® o = o4 R4

Data size

Figure 5.10: Memory space utilization for different function vs SECDED

57



Table 5.1: Categories of hash functions based on the output hash size

Hash function name

Output size in bits

output size in bytes

Category based on

output size

superfast hash 32 4 Hash out 4B
Buzhash 64 8
Hash out 8B
lookup3 64 8
MD3 128 16
murmur3 128 16 Hash out 16B
SHAKE 128 128 16
RIPEMD160 160 20
Hash out 20B
SHA1 160 20
SHA224 224 28
SHAS512 224 224 28 Hash out 28B
SHA3 224 224 28
blake2s256 256 32
Blake3 256 32
SHA256 256 32
Hash out 32B
SHAS12 256 256 32
SHA3 256 256 32
SHAKE 256 256 32
SHA384 384 48
Hash out 48B
SHA3 384 384 48
blake2b512 512 64
SHAS512 512 64 Hash out 64B
SHA3 512 512 64
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5.6 SECDED vs Hash functions

In this section, we discussed the result obtained by comparing both SECDED algorithms
with best-performing hash functions. Figure 5.11 and Figure 5.12 illustrates the encod-
ing and decoding execution time comparison between SECDED and hash-based software
ECC. The vertical axis shows the log-scaled execution time in microseconds, while the
horizontal axis shows different data sizes used in the comparison. Figure 5.11 shows the
comparison of encoding operations. The result indicates, for smaller data sizes, modified
SECDED murmur3, superfast hash and Blake3 are well-performing algorithms. When the
data size increases, the encoding time for modified SECDED based algorithms is increas-
ing significantly (almost a linear increase). Meanwhile, Blake3 and superfast hash exhibit

a relatively small increase in encoding time compared to the other algorithms.

Figure 5.12 shows the same comparison for the decoding operations. In this computation
also, Blake3 and superfast hash functions are also performing better in wide ranges of
input data size. The performance of SECDED based algorithms becomes worse starting
large data size. It is recommended for small data sizes. The other hash functions follow

the same trend of an increase in execution time.
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Figure 5.11: Log scaled encoding execution time comparison with 0-bit flip

59



102

F T T T T T -
' —e— blake3 —6— MD5 ——murmur3d R
- | —e— SECDED Modified SHA1 ]
= I —&— super fasthash 7
N | |
g
1L N
= 100} |
=i X B
o N i
= i |
=
Q B B
3
s 100F E
= r .
L 5 ]
< L i
o
7 L |
&
2 107 ]
L | | ‘ \ ]

\@ ”)q’% bbfb \"lcb% qf'JGb 5\")’% N
Data size

Figure 5.12: Log scaled decoding execution time comparison with 0-bit flip

5.7 Redis with hash-based software ECC

The performance of 22 CHFs and NCHFs is evaluated in the previous section. The eval-
uation shows that superfast hash is relatively performing better than the rest. In addition,
this hash function has a small memory utilization overhead than the rest. Therefore, it is
integrated into the Redis in-memory key-value store database, to evaluate the applicabil-
ity of the hash-based software ECC. As discussed in section 4.6, the Redis server has its
own benchmark tool (command) that is used to evaluate its performance on the installed
machine. So, from this benchmark response time and the number of requests served per
second are the two evaluation metrics that are used to reckon the performance of the Redis
server with and without the integration of hash-based software ECC. The encoding and
decoding execution of the hash-based software ECC is implemented on SET and GET Re-
dis commands respectively, to provide bit flip protection. The SET command triggers the
encoding operation that computes a hash value from the data and stores both the data and

the hash. On the GET request, the decoding is executed to check the data isn’t corrupted.
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Figure 5.13a shows the overhead introduced to Redis SET and GET commands on the
number of requests served per second, due to hash-based software ECC without introduc-
ing bit flips. The vertical axis shows the number of requests served per second and the
horizontal axis shows the two commands used in this work. The original Redis refers to
the performance of Redis without the integration of hash-based software ECC meanwhile
the modified Redis refers to the result with integrated hash-based software ECC. The re-
sult indicates the overhead introduced to the Redis is <0.5% on SET and <2% on GET

command.

Figure 5.13b shows the response time in microseconds on its y-axis that is computed with
and without hash-based software ECC integration. The response time overhead created
on Redis due to the implemented error detection feature without introducing a bit flip to

the key-value pair is 2.5%.
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5.8 Comparison with previous works

The hash-based software ECC proposed in this work, address the gap of previous works by
detecting any number of flip with acceptable overhead. Table 5.2 shows the comparison of
our hash-based software ECC with previous works. Hash-based software ECC is capable
of detecting any number of bit flips and can correct an adjustable number of bits using
a brute-force algorithm. It is advisable to use the proposed method for relatively large
input data. In the case where the input data is small, concatenating the input data and then

applying the proposed algorithm is recommended.
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Table 5.2: Comparison with previous works

Authors Result Limitation

-works well for single
Yoon and Erez [51] -Detect any bit flip/chip "
chip

-Detected up to 5-bit
Rick and Castrillon[4] -partial protection

with 1.55X overhead.

-In  conjunction with

Yin Li, et al. [55] -Detect up to 3-bit flip ECC device

-Partial protection

- Space complexity
-Any bit flip detection
Hash-based software ECC - Addressed by increasing
- adjustable bit flip correction
the data size

5.9 Summary

In this chapter, we have discussed the experiment results for modified SECDED and hash-
based software ECC. Based on the results, we can conclude that the modified SECDED
can be integrated into a device that doesn’t have hardware support for ECC. With the
optimization implemented on SECDED, the modified SECDED can efficiently serve for
the detection of 2-bit flips and correction of single-bit flips.

The hash-based software ECC along with the brute-force bit flip correction algorithm, can
also be used to detect any number of bit flips. This approach servers well when the input
data is relatively large. The memory utilization also be reasonable with an increased input
data size. The has-based software ECC integrated with Redis in-memory key-value store
database and the recorded total overhead is <3%. This indicates the proposed algorithm
can be used to provide detection against any number of bit-flips and correction up to the

3 bit-flips in our case.
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The two research questions mentioned in section 1.2 are answered as follows:

RQ1

RQ2

What is the performance improvement of software SECDED implementations when
hand-tuned for modern CPUs?

The bit manipulation and the use of intrinsic functions are used to optimize the
performance of SECDED. The modified SECDED is up to 6x more efficient than
the naive SECDED. Also, using intrinsic functions has a great effect on reducing
the execution time of the SECDED algorithm than the bit manipulation. Overall,
the result shows that for any device that requires protection from single-bit and

double-bit flips, the modified SECDED serves well.

What is the performance of software implementation of hash functions for efficient

detection of multiple bit-flips?

The CHFs and NCHFs used in this work are used to detect any number of bit flips.
Since the change in a single-bit value generates a significant change in the hash
value, both CHFs and NCHFs can be used to detect any number of bit flips. Several
bit flips were detected in the experiment demonstrating the feasibility of the pro-
posed method. Based on the observed result Blake3 CHF performed better than the
other hash functions and it is recommended as the primary choice for hash-based
software ECC algorithm. Also, from NCHFs murmur3 and superfast hash function
can be used for bit flip detection in the areas where memory utilization is critical.
These mentioned three hash functions are capable of detecting a bit flip in less than
2us from 1KB of data.
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Chapter 6

Conclusion and Future Work

There are multiple reasons that can cause a memory bit/bits to flip. To address this issue,
the SECDED algorithm has been integrated into the DRAMs. This type of DRAM is re-
ferred to as ECC-DRAM and has the capability to detect and correct single-bit flips and
only detect but not correct 2-bit flips. As this approach is tailored for hardware implemen-
tation, we have significantly optimized the SECDED algorithm to be easily implemented
and available on non-ECC devices. In addition, since the SECDED is limited to double-bit
flip detection, we proposed the use of hash functions to detect multiple bit-flips and re-
ferred to as hash-based software ECC. By using hash-based software ECC, data integrity
can be assured regardless of the number of bit-flips that could occur. In the conducted
experiment, the Blake3 hash function demonstrated excellent performance for different
input data sizes. Once the existence of a bit-flip is detected, the brute-force algorithm is
used to identify and correct the flipped bit. In this work, up to three-bit flips were set to be
corrected using this algorithm. Furthermore, we have integrated the software-based ECC
into SET and GET commands of the Redis in-memory key-value store database and the

result shows the total overhead of the proposed system remains below 3%.

To enhance the current state of error correction methods, it is recommended that further
research be conducted to explore more efficient techniques for optimal implementation.
In addition, integration of hash-based software ECC at a kernel level can be explored
to provide more robust multiple-bit flip detection and correction. This process would
provide bit-flip protection for the whole memory. The integration of such software is
essential because it ensures that all data stored in the system’s memory is protected from

any possible bit flips that may occur without the need for dedicated ECC-DRAM.
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