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Abstract

Over the past 20 years data has increased in a large scale and in various fields. Managing the
produced data and gaining insights from it is often a challenge and possibly a key to competitive
advantage, consequently forcing industries to find ways to collect and integrate massive data from
widely distributed data sources. Nowadays organizations are overwhelmed by external data sources
on the top of their internal data source. The challenges that organizations are facing is multifaceted
such as the availability of big storage space (volume), the speed at which data creations takes place
(velocity) and diversification of data types (variety).

It is mandatory for an organization to always know the overall posture of their IS systems and
overall IT infrastructure at any given time. One way to always know the state of an environment is
through system logs. Although logs are abundant and very rich source of information, they are
mostly overlooked due to complexity and volume of the contents of the log.

The main objective of this research work is to design and demonstrate a generic service oriented big
data architectural solution framework for efficient and fault tolerant log management and near-real-
time monitoring of selected standard log types of syslog, metric log, net flow and audit log files. An
integrated and layered stack of Beats data shippers, Apache Katka, Apache Spark, Elastic search
indexer and Kibana Visualization Toolkit are the main technologies used in the solution framework

and Design Science Research (DSR) Methodology is applied.

Openstack Mirantis based Cloud system of 4 interconnected nodes is prepared to deploy the
proposed Log management system. The above mentioned log files contents will be redirected to the
Streaming log analytics engine in real-time. Performance, Scalability and Fault Tolerance are the
main evaluation metrics used along with assessment against results obtained by similar research

works.

The result of the research work shows that the proposed layered architecture of streaming
technology stack has proven to visualize in average of less than 1 seconds of time. Data replication
and buffering functionality provided by Apache Kafka has added fault tolerance for the system and

scalability is as fast as installing client services of the technologies used in the prototype system.

Keywords: Streaming Big data, Log management system, Big data Analytics, Real-time

monitoring, Log Stream processing
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CHAPTER ONE

INTRODUCTION
1.1 Background

Large amounts of data have been generated at an alarming rate since the invention of personal
computers. This phenomenon serves as the driving force for current and future research horizons.
Mobile devices, digital sensors, communications, computer, and storage advancements have made it
possible to collect data. The entire amount of data in the world has expanded nine times in five
years, according to the renowned IT firm Industrial Development Corporation. It is expected that
this amount will quadruple every two years at the absolute least [1].

Data has increased on a vast scale in a variety of industries over the last 20 years. Managing and
obtaining insights from created data is a problem, and it may be a key to competitive advantage,
thus industries must create ways to collect and integrate huge data from widely dispersed sources.
Cloud computing and the Internet of Things (IoT) are accelerating the accumulation of data even
faster [2].Large amounts of data have been generated at an alarming rate since the invention of
personal computers. This phenomenon serves as the driving force for current and future research
horizons. Mobile devices, digital sensors, communications, computer, and storage advancements
have made it possible to collect data. The entire amount of data in the world has expanded nine
times in five years, according to the renowned IT firm Industrial Development Corporation. It is
expected that this amount will quadruple every two years at the absolute least [1] [3].

The economic industry in the twenty-first century, dubbed the "information era," is heavily reliant
on data. How much data must be processed in order for it to be useful? Researchers found that
barely 0.5 percent of all data created globally is evaluated. In a world where “every two days we
create as much information as we did from the beginning of time until 2003,” there is a need to
connect data examined with current trends to improved business models, with systematic processing

and analysis of big data serving as the underlying element [3].

Big data is a collection of big data sets that are difficult to analyze in a timely manner using
traditional processing approaches like Relational Database Management Systems (RDBMS). The
process of extracting information, cleansing data, data integration, and data representation, as well
as the physical storage that holds Big Data and decreasing redundancy, are all problems in Big Data.

Big data is a combination of data sets which size, the rate of growth and complexity make them
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very difficult to be captured, managed, processed or analyzed by traditional technologies and tools

such as relational databases and desktop statistics or visualization packages [4] [5].

The principle of big data has been endemic within information science and the world of digital
communications since the beginning days of computing. Because data is created by everyone and
for everything, such as mobile devices, call centers, web servers, and social networking sites, big
data is rising by the day. However, the problem is that it is too large, too quick, and too difficult to
handle for existing traditional database systems and technology. Many enterprises, such as contact
centers, sensors, online logs, and digital photographs, collect huge amounts of data created by high-
volume interactions. Meeting big data challenges while continuously enhancing operational

efficiency is critical to their business's success. [6].

Big Data strives to uncover hidden patterns, and it has ushered in a shift from a model-driven to a
data-driven research paradigm. It is based on the interaction of:(1) Technology: optimizing compute
power and algorithmic precision to collect, analyze, link, and compare enormous data sets. (2)
Analysis: identifying patterns in large data sets that can be used to establish economic, social,
technical, and legal claims. (3) Mythology: the general idea that the greater the number of data sets
we have, the higher the level of intellect and knowledge that may yield previously unattainable

discoveries, all while maintaining the aura of truth, objectivity, and accuracy” [7].

Scientists usually mention that Big Data has four-dimensions. These are Volume, Velocity, Variety,
and Veracity. It is believed by many that big Data consists of “high-volume, velocity and variety
information assets that require innovative and cost-effective forms of information processing for

enhanced insights and decision making” [8].

Big data computing is divided into two categories based on the processing requirements: large data
batch computing and big data stream computing. When it comes to assessing real-time application
scenarios, batch processing of big data is insufficient. Data that is generated in real time almost
always necessitates real-time data analysis. The output must also have a minimal latency and be
created in a matter of seconds. This needs big data stream analyses, which have grown increasingly
common in recent years as a result of a variety of applications generating large amounts of data at a
high rate. This made it very difficult for existing data mining tools, technologies, methods, and

techniques to be applied directly on big data streams due to the dynamic characteristics of big data
[9].

A log is a written record of what happens in an organization's systems and networks. Logs are made
up of log entries, each of which contains details about a specific event that occurred in a system or

network. Computer security records can be found in several logs inside a company. Security

2|Page
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software, such as antivirus software, firewalls, and intrusion detection and prevention systems;
operating systems on servers, workstations, and networking equipment; and apps are all sources of

computer security logs. [1] [3].

Log data, which contains information about the kind of events/attacks that occur within an
organization's network, is extremely useful in the shifting circumstances. Log data can also be used
to trace an intruder's behavior in the course of their day-to-day job and to provide evidence in the
case of malicious behavior. Most network and system devices, including as operating systems,
routers, switches, firewalls, wireless access points, VPN servers, antivirus (AV) systems, and cloud
service platforms, generate log data for events on a regular basis. From performance data to
problem detection to intrusion detection, logs can tell you a lot about what's going on with your
system or network. After an incident, logs can be a helpful source of "forensic" information for
identifying "what happened." They can also be used to answer a variety of other questions, such as
“how well are we doing?”, “will something go wrong in the near future?”, and “did we do enough
to protect anything?” as well as a bunch of audit-related queries like, "Who did what?" [10] [11]
[12].

Streaming analytics refers to the analysis of massive amounts of data acquired at high speeds from a
variety of sources in real time. It's a new paradigm necessitated by new data-generating conditions
such as the abundance of location services, the pervasiveness of mobile devices, and the
pervasiveness of sensors. It can manage high-speed data streams from sources such as the Internet
of Things, sensors, market data, mobile, and clickstream in real time. The essential principle of this
paradigm is that data's potential worth is determined by its freshness. As a result, contrary to batch
computing, which requires data to be stored first before being reviewed; data is examined as soon as
it enters in a stream to produce findings. Scalable computing systems and parallel architectures are

in high demand. [9].

Companies benefit from streaming analysis when they need to extract crucial information from
current events in a timely and effective manner so that they can respond quickly to problems or
discover new trends that can help them improve their performance. However, scalability,
integration, fault tolerance, timeliness, consistency, heterogeneity and incompleteness, load
balancing, privacy concerns, and accuracy must all be addressed due to the nature of enormous data
streams. [9].

The challenge is determining how an organization can ensure that effective logging is deployed in
required locations, and that the logs are gathered and processed in order to derive information that
can be used to add value. The information contained inside the massive collection of logs is

frequently unavailable elsewhere. Because of the high velocity of logs, real-time ingestion,
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processing, and visualization are extremely challenging to achieve with traditional data processing
methods. This emphasizes the need of establishing effective log analysis discipline inside a

business. [13].

This research assesses various studies and trending technologies of managing log data using big
data technologies in order to design and demonstrate state-of-the-art efficient, scalable and effective
big data platform capable of on-the-fly ingestion, processing and visualization of streaming logs
from different data sources. It also presents an in depth analysis into current log analysis domains,
common problems as well as latest trends of using big data technologies to efficiently process
system and network device logs. Moreover It describes a centralized framework we developed for

semi-structured log analysis with the view of providing a solution to open problems in the domain.

1.2 Statement of the problem

Nowadays, organizations are overwhelmed by external data sources on top of their internal data
source which is called dark data. The challenges that organizations are facing is multifaceted such
as the availability of big storage space (volume), the speed at which data creations takes place
(velocity) and diversification of data types (variety).Tsunami of data from smarter planet whereby
Internet of Things and people are introducing values extractions from big data using various

analytics technologies and architectural frameworks [14].

The value of real-time data processing and monitoring various information security risks is typically
overlooked by most small and medium-sized businesses (SMEs) and even large businesses. In the
sphere of information security, it is always preferable to take a proactive rather than a reactive
approach. These tools are usually simple to use, so they can be used by anyone with basic technical

knowledge, and even a small business can use them to generate results and take appropriate action.

[15].

An organization must always be aware of the overall status of its IS systems and IT infrastructure at
all times. System logs are one approach to keep track of the condition of an environment at all
times. Despite the fact that a network can have hundreds or thousands of nodes producing logs,
most logs are rarely examined due to their complexity and volume. The volume and complexity of
log files has grown to the point where manual analysis of system logs by administrators is no longer
feasible. This fact necessitates the development of tools and procedures that will enable some type

of automation in the management and analysis of system logs. [15].

The efficiency of big data architecture must match that of the organization's supporting

infrastructure. Data from machines or sensors, as well as enormous public and private data sources,
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are generating increasing amounts of data that are not well organized or simple. Previously, most
businesses were unable to capture or store large amounts of data. Existing processing tools are also
incapable of delivering entire results in a timely manner. The adoption of new big data technologies,
on the other hand, has aided in performance enhancement, product and service innovation, and
decision-making. The three major motives for big data technology implementation are to minimize
hardware costs, check the value of big data before committing significant company resources, and

reduce processing costs [16] [17].

The proper balancing of a limited quantity of log management resources with a continuous supply
of log data is a fundamental challenge with log management that many organizations face. A vast
number of log sources, inconsistent log content, formats, and timestamps among sources, and
growing huge volumes of log data can all complicate log generation and storage. Log management
also includes safeguarding the logs' confidentiality, integrity, and accessibility. Another issue with
log management is making sure that security, system, and network managers execute effective log

data analysis on a regular basis. [18].

Because of the booming of number and variety of academic and research institutes in our country in
the past couple of decades, there is significant amount of research being published by students and
researchers. Although there are some rare efforts in applying big data for various use cases in our
country such as financial datasets, unstructured data management, mobile user data, cancer
prediction from medical dataset etc..., almost all of them solely focus on the challenge of processing

large volume of data (i.e. only Volume of the 3Vs) to recommend the other Vs for further research.

1.3 Research Questions

This research also raises the following research questions:-
1. How big data technologies can help real-time management of log data?
2. What are the current architectural trends for designing big data applications?
3. What are the challenges of applying big data technologies for log data management?

4. Which stream processing big data Frameworks and Technologies are more suited for log

analysis and monitoring?
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1.4 Objective of the study

1.4.1 General Objective
The main objective of this research is to design and demonstrate an integrated, service oriented big
data architectural solution framework for efficient, resilient and fault tolerant log management and

real-time monitoring for selected standard log types.

1.4.2 Specific Objectives

> To assess the current big data technology architectural trends and related researches
> To design a unified streaming big data solution pipeline to standard logging sources
> To explore efficient data processing and visualization techniques

> To experiment streaming log event data sets of Big Data

> To evaluate efficiency and effectiveness of the model

> To recommend further works in the domain

1.5 Scope and Limitation of the Study

The scope of this research is management of streaming logs from remote data sources to efficiently
process and visualize in real-time using available open-source big data technology stacks. It is all
about designing and experimenting a chain link of big data technologies to form a data pipeline that
will collect target data source from selected remote machines to process and visualize in real-time.
Metric data, Network flow data, Syslog file format and audit log are the selected data sources. It
also thoroughly reviews existing trends and open source log management systems in the market.

Managing velocity and variety characteristics of big data are the main focus areas of this research.

The limitations of this work include, big data platforms and frameworks that are proprietary and
commercial are not considered. The designed log management solution, in its entirety; only based
on open-source tools and frameworks. Data sources other than log files are not part of this research.
The other is, volume characteristics of big data, is out of the scope of this study, since tools such as
Apache Hadoop are solely designed to address the issue. Sub components of Hadoop, Hadoop
distributed file system (HDFS) and Mapreduce are capable of efficiently storing and processing of

high volume data respectively.
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1.6 Significance of The study

Nowadays, every business, large or small, relies on information technology for some or all of its
operations, and this necessitates the processing of data as it is generated. The usefulness of on-the-
fly data processing and monitoring various information security risks is typically overlooked by
most small and medium-sized businesses (SMEs) and even large businesses. In the sphere of
information security, it is always preferable to take a proactive rather than a reactive approach.
Once developed, tools like this are simple to use, so they can be used by anyone with minimal
technical expertise, and even a small business may use them to create results and take appropriate

action. [15].

Thanks to deployment of various Information systems infrastructures in organizations, nowadays IT
departments are tasked with monitoring and analyzing system failures and security incidents in real
time in order to significantly decrease MTTR(Mean time to repair) time of systems and prolong
MTTF(mean time to fail) of system. SOC(security operation centers) and system administers as
well as some database administrators will greatly benefit from centralized log managements

systems such as one designed in this research.

This research work also paves path for more academic research works in the area of big data
analytics and specifically in streaming analytics and log management by serving as a reference

material and initial point to dig more.

1.7 Organization of the Document

The rest of this Thesis is organized as follows:-

Chapter Two Relevant literature has been thoroughly reviewed. It starts by discussing fundamental
concepts and terms and then progresses to the need for logging and how big data going to help
manage logs. It also presents various architectural considerations for designing big data streaming
systems. Various open source frameworks and technologies are also summarized in this section.

Finally the chapter is concluded by presenting related research works.

Chapter three briefly describes the general research methodology used in this study. The proposed
architecture for unified log management and monitoring systems is also revealed in this chapter. A

selected DSR process model is followed and each step is discussed in a detailed manner.

Chapter four explains the step by step procedures and methods followed to develop the prototype
system of unified log management and monitoring system. Results and evaluations are also part of

this chapter.
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In chapter five, Final conclusions and recommendations are discussed.
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CHAPTER TWO
LITERATURE REVIEW

This chapter is intended to describe the basic concepts, ideas and related works relevant to the
subject under investigation. The review is organized into three broad sections. Section one will
thoroughly investigate various definitions, theories, and characteristics of the topic in question.
Section two presents a survey of various trending big data architectures, frameworks and
technologies currently used for stream processing in the big data community where as the last

section will thoroughly assesses relevant related works.

2.1 Basic concepts & Overview

Information age, the economic industry in the 21st century, is highly dependent on data. But when
we analyze the magnitude, how much data must be processed to be of meaningful use? A research
work by [3] states only 0.5% of globally generated data is analyzed. A world where “every 2 days
we create as much information as we did from the beginning of time up to 2003, there is a need to
bridge data analyzed with current trends to better business models. By the year 2020, it is estimated
that, there will be approximately 100 billion connected devices leading to more abundance of data
which in turn signifies the necessity for applying big data analytics. This brings the essence of

investigating and understanding Big Data [3].

Although the term “Big Data” is trending in the 21 century, there is no a standard definition for it
still now. The concept of big data analytics is continually growing as organizations remodel their
operational processes to rely on live data hoping to drive effective marketing techniques, improve

customer engagement, and to potentially provide new products and services [3].
2.1.1 Basics of Big data & Big data Analytics

The term “Big Data” was first introduced to the computing world by Roger Magoulas from
O’Reilly media in 2005, in order to define a large amount of data that traditional data management
techniques cannot manage and process due to the complexity and size of this data. Madden define
the Big Data as: “data that’s too big, too fast, or too hard for existing tools to process.” Despite the
fact that there is no universally accepted definition for big data, it refers to large sets of complex
data, both structured and unstructured which traditional processing techniques and/or algorithms are
unable to operate on. The primary aim is being to reveal hidden patterns and has led to an evolution

from a model-driven science paradigm into a data-driven science paradigm [19].
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According to a recent study, big data rests on the interplay of Technology, Analysis and Mythology.
Big data Relies on Technology to maximize computational power and algorithmic accuracy to
collect, analyze, link, and compare large data sets in timely and efficient manner. Whereas, Analysis
will help draw on large data sets to identify patterns in order to make economic, social, technical,
and legal claims. Mythology, on the other hand, is the widespread belief that large data sets usually
offer a higher knowledge that can generate insights that were previously not possible, with the aura

of truth, objectivity, and accuracy [7].

IBM scientists mentioned that Big Data has four-dimensions: Volume, Velocity, Veracity and
Variety. Gartner stipulates on the idea of IBM by stating that Big Data consists of “high-volume,
velocity and variety information assets that demand cost-effective, innovative forms of information

processing for enhanced insight and decision making” [19].

The term big data is commonly used for a gathering of data sets so large and dimensionally
complex that it gets difficult to process them accurately and in timely fashion, as the information
comes from multiple, autonomous sources with complex and evolving relationships, and keeps
growing. The datasets that is used in this case are very big, they are measured in Exabyte. With this
tremendous increase of huge global data, the notion big data is mainly used to describe gigantic
datasets. When we compare it with traditional datasets, big data usually includes masses of mainly
unstructured data that need more real-time analysis. It is about growing challenges that corporations
face as they deal with huge and enormously growing sources of data. The data could come in
various formats such as numbers, maps, videos, pictures, words and phrases, and many more. Some
Examples of big data include customer reviews on commercial websites, photos and videos posted

online, comments on social networking websites, electronic medical records, and bank records [20].
2.1.2 Stream computing

Stream computing generally refers to the processing of enormous amount of data generated at high-
velocity which comes from multiple sources with low latency and computed in real-time. It is a new
paradigm which came to existence because of new sources of data generating scenarios which
include ubiquity of location services, mobile devices, and sensor pervasiveness. It can be applied to
the high-velocity flow of data from real-time sources such as the Internet of Things(IOTs), Sensors

data, market data, various ubiquitous computing platforms, Mobile and clickstream data [21].

A more Formal definition for Stream processing could be the in-memory, record-by-record analysis

of data in motion with an objective of extracting actionable intelligence as streaming analytics, and
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to react to operational exceptions through real-time alerts and automated actions averting and or
correcting problems. Stream processing is designed to manage real-time streaming. It supports
applications that generate data from heterogeneous sources and are pushed to processing servers.
These applications are normally deployed as continuous jobs that run from inception to the time

they are canceled [19] [22].

A stream processing system is generally designed to handle data streams and to manage continuous
queries. It executes continuous queries that are not only once performed, but are continuously
executed until they are explicitly terminated or uninstalled. As long as new data arrives in the
system, it will not stop producing results and data is processed on the fly without the necessity of
storing it first. But that does not necessarily mean Data is not usually stored after processing.
Stream processing systems differ from batch processing systems, due to the requirement of real
time data processing. Real-time processing guarantees that a certain process will be executed within
a given period, maybe a few seconds or microseconds, depending on the quality of service
constraints. The term “real-time” is a bit redundant but many systems use the term to describe

themselves as low latency systems [2] [7].

The fundamental assumption of Stream processing is the fact that the potential value of data lies in
its freshness. Hence, data are analyzed as soon as they arrive in a stream to produce result as
opposed to what obtains in batch computing where data are first stored before they are analyzed.
There is a crucial need for parallel architectures and scalable computing platforms. With stream
computing, organizations can analyze and respond in real-time to rapidly changing data. The
principle of using streaming data into decision-making process signifies a programming paradigm

called stream computing [9].

Stream processing solutions are required to handle a high volume of data, coming in real-time from
diverse sources putting into consideration availability, scalability and fault tolerance. Big data
stream analysis involves assimilation of data as an infinite tuple, analysis and production of
actionable results usually in a form of stream In a stream processor, applications are represented as

Data Flow Graph(DAG) which are made up of operations and interconnected streams [9].

In a streaming analytics system, applications mostly comes in a form of continuous queries, data
are ingested continuously, analyzed and correlated, and stream of results are generated. Usually a
set of operators connected by streams, Streaming analytic systems must be capable of identifying
new information, incrementally build models and access whether the new incoming data deviate

from model predictions [9].
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As mentioned earlier, the main logic behind Streaming analytics is that each of the received data
tuples is processed in the data processing node. The process may be a kind of filling missing data,
removing duplicate files or records, parsing, feature extraction and data normalization which are
usually done in a single pass because of the high data rates of external feeds. Whenever a new tuple
or record arrives, this node is triggered, and then it expels tuples or records older than the time
specified in the sliding window. A window is basically a logical container for data tuples received. It
defines the rate at which data is refreshed in the container or window as well as when data

processing is triggered [21].

Streaming applications can be represented using a Directed Acyclic Graph (DAG), in which vertices
are the operators and the edges are the channels for dataflow between operators. The processing
then can go through operators in a particular order, where the operators can be chained and
pipelined together, but the processing may never go back to an earlier point in the graph (it should
not traverse back to earlier points). So far there are two execution models used in stream

processing:

e The first is The Stream-Dataflow Approach, in which an application is viewed as a dataflow
graph with operators and data dependencies between them (where sometimes mentioned as
operator-based approach). A task encapsulates the logic of a predefined operator like filter,
window, aggregate or join or even a routine with user-specified logic. A data stream between
two entities represents an infinite sequence of data. Data is delivered and consumed in
respective order by applying parallel. The whole scenario works by automatically pipelining

everything.

e The Micro-Batch Approach, on the other hand, enables processing of data streams on batch
processing systems. With micro-batch approach, one can treat a streaming computation as a
sequence of transformations on bounded sets by discretizing a distributed data stream into a

series of batches, and then scheduling them sequentially in a cluster of distributed worker

nodes [2].

[22] Asks the obvious questions regarding stream processing solutions is that what kinds of

challenges must it solve?
e Process large amounts of streaming events
e Integration with existing infrastructure
e Performance and scalability due to increase of datasize and complexity

e Automated alerts and reactions.
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e Live data discovery and monitoring

e Quick time-to-market for application development and deployment

e Real-time responsiveness to changing market conditions

e Developer productivity throughout the software development life cycle (SDLC)
e Continuous query processing

e End user ad hoc continuous query access

e Push based visualization.

2.1.3 What is log and log management?

[23] defined log as “A log is a record of the events occurring within an organization s systems and
networks. Logs are composed of log entries; each entry contains information related to a specific
event that has occurred within a system or network. Originally, logs were used primarily for
troubleshooting problems, but logs now serve many functions within most organizations, such as
optimizing system and network performance, recording the actions of users, and providing data
useful for investigating malicious activity. Logs have evolved to contain information related to many
different types of events occurring within networks and systems. Within an organization, many logs
contain records related to computer security; common examples of these computer security logs are
audit logs that track user authentication attempts and security device logs that record possible
attacks. This guide addresses only those logs that typically contain computer security-related
information.” [23].

Log management is a broad term that refers to a collection of activities and processes for gathering,
generating, centralizing, transmitting, parsing, storing, archiving, and disposing of massive amounts
of computer-generated log data. Those tools are used to manage all of the logs created by various
systems, applications, software, networks, or users, and to deal with them in the most efficient way
possible for an enterprise or organization. Not only among system administrators and security
operators (SOC operators), but also among developers and researchers, log management is a hot
subject. The primary reason for this is that logs are used for security, performance improvement,
and troubleshooting through many IT segments and job functions, and it is still increasing and

expanding [23].

The number, volume, and variety of computer logs has significantly increased in recent years,
necessitating the need for computer log management, which is critical for ensuring that computer
security records are maintained in adequate detail for a sufficient period of time. Security incidents,

policy breaches, illegal behavior, and organizational issues can all be identified with regular log
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review. Auditing and forensic research, assisting internal audits, setting baselines, and detecting
organizational patterns and long-term issues all benefit from logs. Certain logs can also be stored
and analyzed by organizations in order to comply with federal laws and regulations such as the
Federal Information Security Management Act of 2002 (FISMA), the Health Insurance Portability
and Accountability Act of 1996 (HIPAA), the Sarbanes-Oxley Act of 2002 (SOX), the Gramm-
Leach-Bliley Act (GLBA), and the Payment Card Industry Data Security Standard (PCI DSS) [23].

The effective balancing of a finite quantity of log management resources with a continuous supply
of log data is a fundamental problem with log management that many organizations face. A large
number of log sources, inconsistent log content, formats, and timestamps among sources, and
increasingly large volumes of log data can all complicate log generation and storage. Log
maintenance also entails safeguarding the logs' confidentiality, integrity, and accessibility. Another
issue with log management is making sure that protection, system, and network administrators

analyze log data effectively on a regular basis [23].

Log messages, or logs, are at the core of log data. In the world of computing, a log is a file that is
created automatically any time such events occur in the system, is normally time-stamped, and can
record virtually everything that happens behind the scenes in operating systems or software
applications - in a nutshell, they record anything that the server, network, OS, or application feels is
necessary to keep track of. Messages and transactions between various users, what occurred during
a backup, and failures that prevented an application from running can all be recorded in logs or the
files that have been requested by users from a website. A log message is the production of a
computer system, unit, program, or other device in response to a stimulus. What the triggers are
depends a lot on where the log message came from. UNIX systems, for example, will produce log
messages for user login and logout, firewalls will generate ACL approve and reject messages, and
disk storage systems will generate log messages when errors occur or, in some cases, when the

device detects an imminent failure [24].

A log message's intrinsic value is referred to as log data. Alternatively, log data is the information
extracted from a log message that explains why the log message was created. When anyone
accesses a resource (image, file, etc.) on a Web page, for example, a Web server will often record it.
The user's name would appear in the log message if she had to authenticate herself to access the
website. This is an example of log data: the username can be used to figure out who accessed a
resource. The word logs actually refers to a list of log messages that would be used together to

create an image of an event [25].
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There are different kinds of logs: some can be opened and read by humans, while others are only
held for auditing purposes and are not readable by humans. Audit logs, transaction logs, event logs,
error logs, and message logs are only a few examples of log files, each with distinct function. They
have a wide range of extensions, including .log, and other proprietary extensions. They can be
opened with a regular text editor (such as Notepad) or word processing software (Open Office or
Microsoft Word) depending on the extension and readability, or they can require the installation of

specific applications [23] [24].
The following general categories can be used to classify log messages:

e Informational: - Messages of this type are designed to let aware that something benign has

occurred.

e Debug:-are generally generated from software systems in order to aid software developers

troubleshoot and identify problems with running application code.

e Warning:-are concerned with situations where things may be missing or needed for a

system, but the absence of which will not impact system operation.
e Error:-are used to relay errors that occur at various levels in a computer system.

Log management (LM) is a method for dealing with large quantities of log messages created by
computers (also known as audit records, audit trails, event-logs, etc.).Log compilation, centralized
log aggregation, long-term log storage and retention, log rotation, log review (in real-time and in

bulk after storage), and log search and reporting are all examples of log management [25].
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Figure 1 Log management life cycle [28]

2.1.4 How is Log Data Transmitted and Collected?

The transmission and processing of log data is conceptually straight forward. A logging subsystem
is implemented in a machine or device so that it can produce a message whenever it sees fit. The
method used to make the determination varies depending on the unit. You can, for example, be able
to customize the device or the device may be hard-coded to send a pre-determined list of messages.
On the other hand, you must have a location where log messages are sent and received. A log host is
the term used to describe this location. A log host is a computer device that collects log messages in

one place. The following are some of the benefits of using a central log collector:
e It’s a place for storing backup copies of your logs.
e It’s a place where analysis can be performed on you log data.
e It’s a centralized place to store log messages from multiple locations.

However, one might wonder how log messages are transmitted in the first place. The Syslog
protocol is the most popular method. The Syslog protocol is a log message interchange standard. It's
most popular on UNIX systems, but it's also available on Windows and other non-Unix platforms.
While several open source and commercial Syslog implementations also support the Transmission
Control Protocol (TCP) for guaranteed delivery, there is essentially a client and server portion
implemented over the User Datagram Protocol (UDP).The actual device or computer system that
produces and sends log messages is referred to as the client component. A log collection server is
usually where the server side is found. Its primary contribution is to take a note of Syslog- based
log messages and store them to local disk storage where they can be analyzed, backed up and stored

for long-term use [26].

The Simple Network Management Protocol (SNMP) is a protocol for managing networked devices
that is based on industry standards. Traps and polling are the foundations of the protocol. A trap is a
type of log message that a device or computer system sends out when something unusual occurs.
An analogous to a log host, a trap is sent to a management station. SNMP-based systems are
managed using a management station. Polling is the process of using SNMP to query a system for

pre-defined variables such as interface from a management station [27].

Databases have recently become a popular option for storing log messages in applications. An

application can write its log messages to a database schema instead of creating a Syslog message. In
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certain instances, the Syslog server can write a relational database directly. This has a lot of
benefits, particularly in terms of storing, analyzing, and reporting log messages in a structured way

[28].

Finally, there are proprietary logging formats. These are third-party devices and software that create
and retrieve log messages using their own proprietary mechanisms. In this case, the provider either
offers an Application Programming Interface (API) in the form of C or Java libraries, or you are left
to your own devices to implement the protocol. Although the Windows Event Log is a proprietary
format, it is often regarded as an unofficial logging standard, similar to Syslog, due to its

widespread use [24].

Some of the more common protocols we have discussed can be summarized as follows:

# protocols description

1 Syslog UDP-based client/server protocol. This is the most common and

prevalent mechanism for logging.

2 SNMP [t was originally created for use in managing networked
devices. However, over the years, many non-networked systems
have adopted SNMP as a way to emit log message and other

status type data.

3 Windows Event Log Microsoft’s proprietary logging format.

4 Database Structured way to store and retrieve log messages.

S Common Proprietary Different proprietary systems are shipped with custom log
Protocols: collection protocols, systems and/or APIs.

Table 1 Major Protocols for Log collection

2.1.5 Benefits of Logging

Security, compliance & audit, IT operations, DevOps, and MSSP are just a few of the use cases for
log analysis tools. Resource management, device troubleshooting, regulatory enforcement & SIEM,

business analytics, and marketing insights all benefit from log management [24].
Here let’s study three primary reasons for logging across the entire spectrum of log sources.

First and foremost, security logging is concerned with detecting and reacting to threats, malware
infections, data theft, and other security concerns. The recording of user authentication (login) and
other access decisions with the aim of analyzing whether someone has access to the resource

without proper authorization is a classic example of security based logging [28].
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The other is to conduct operational logging in order to provide valuable information to device
managers, such as malfunction notifications and potentially actionable situations. Service
provisioning and even financial decisions can benefit from operational logging (access-based
pricing, Web server access logs are a common example of logs used for business not just for IT

operations) [23].

Furthermore, since regulations are often written to enhance the protection of systems and data,
compliance logging often overlaps with security logging. It's crucial to understand the distinction
between two forms of compliance logging: regulations and mandates that apply to IT, such as PCI
DSS, HIPAA, ISO, ITIL, and others, and system regulations, such as common requirements and

other mandates on system design and security [23] [24].

Finally, application debug logging is a form of logging that is useful to developers of applications
and systems, not to system operators. In most production systems, such logging is disabled, but it
can be allowed upon request. Many of the messages in debugging logs can be analyzed by an
application developer who has complete knowledge of the application's internals and, in some

cases, even has access to the source code.

These four types of logging are produced by all log sources (event producers), but are analyzed and
consumed differently and by different systems (event consumers).Starting from the days of early
Unix send mail program in the 1980s,Standard Unix systems have a logging technology called
syslog. The operating system itself and some major system and user applications write message to
syslog. If the system administrator has not disabled logging or removed the logs files (“because the

disk was getting full””), he/she might see entries like the following:
Nov 11 22:41:00 ns1 named[765]: sysquery: findns error (NXDOMAIN) on ns2.example.edu?

The entry contains a date, host name, name of the service that generated the message as well as the
message it-self. This particular message indicates an attempt to do a DNS lookup on a non-existent

domain.
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<100>2 1982-07-10T20:30:40.001Z myserver.com su 201 32001 - BOM ‘su root’ failed on /dev/pts/7

» Message: su root ...
» Encoding: BOM (UTF-8)

» Structured-Data: -
» Message ID: 32001

» Process ID: 201
» Application: su
» Hostname: myserver.com
» 30 mins and 40.0012 seconds after the 20th hour of 10 July 1982 in UTC
» Version: 2

» Priority: 34

Figure 2 Syslog Format Syntax Example

2.1.6 Why is log management so challenging using traditional log analysis tools?

Despite an organizations size, whether Large or Medium, Most organizations face similar log
management-related challenges, which have the same underlying problem: effectively balancing
already limited amount of log management resources such as log management systems and its entire
infrastructure it needs ,with an ever-increasing and overwhelming supply of log data. When we
discuss the most common types of challenges, they are mostly divided into three groups. First, there
are several potential problems with the initial production of logs that arises due to variety and
prevalence of the log data. Secondly, the confidentiality, integrity, and availability (CIA) of
generated logs could be breached inadvertently or intentionally. Finally, the people responsible for
performing log analysis are often disappointingly not prepared enough and supported well. In a
typical organization, many hosts’ OSs, security software, and other applications generate and store

logs. This complicates log management in the following ways:

Many Log Sources: - Logs are located on enormous hosts throughout the organization, which
necessitates log management. In addition, a single log source can generate multiple logs—for
example, an application storing authentication attempts in one log and network activity in another

log.

Inconsistent Log Content: - In its log, each log source records those entries, such as usernames
and host IP addresses. Log sources also record only the pieces of information that they consider
most relevant for the sake of efficiency. Since they may not have any common values recorded, this
may make it difficult to connect events recorded by different log sources (e.g., source 1 records the

source IP address but not the username, and source 2 records the username but not the source IP
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address). Each type of log source may also represent values differently; these differences may be
slight, such as one date being in MMDDYYYY format and another being in MM-DD-YYYY
format, or they may be much more complex, such as use of the File Transfer Protocol (FTP) being
identified by name in one log (“FTP”’) and by port number in another log. This further complicates

the process of linking events recorded by different log sources.

Inconsistent Log Formats: - Comma-separated or tab-separated text files, databases, syslog,
Simple Network Management Protocol (SNMP), Extensible Markup Language (XML), and binary
files are among the log source types that use various formats for their logs. Some logs are intended
to be read by humans, while others are not; some logs follow common formats, while others follow
proprietary formats. Some logs are generated for transmission to another device for processing,
rather than for local storage in a file; SNMP traps are a good example of this. There are several
options for the sequence of the values in and log entry and the delimiters between the values in
some output formats, especially text files (e.g., comma-separated values, tab-delimited values,

XML).

Inconsistent Timestamps: - When setting a timestamp for each log entry, each host that generates
logs usually refers to its internal clock. If a host's clock is off, the timestamps in its logs will be off
as well. This can make log analysis more difficult, particularly when multiple hosts' logs are being
analyzed. For example, timestamps can show that event A occurred 45 seconds before event B,

when in fact, event A occurred two minutes later.

Log retention: - Generally speaking, log files are kept in the system for significant amount of time
for future and further analysis. Despite the fact that log lines are usually small bytes of text data,
they may accumulate over time and become too large and storing in local disk space could become

increasingly difficult.

Log Protection:- inadvertently storing sensitive information such as users’ passwords and the
content of e-mails also may raise security and privacy concerns involving both the individuals that
review the logs and others that might be able to access the logs through authorized or unauthorized

means [29].
2.1.7 Why we need big data?

Big data analytics in general, examines large amounts of data to uncover hidden patterns,
correlations and other useful insights. With the help of current technologies, it has become feasible
to analyze your data and get answers out of it in a very short period of time, an effort that is much
slower with more traditional business intelligence (BI) solutions. Big Data analytics can assist

companies in better understanding the data and identifying the data that is most vital to the
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organization and future business decisions. Analysts dealing with Big Data are frequently interested
in the information gained from data analysis. Tom Davenport, IIA Director of Research, interviewed
more than 50 businesses for his study Big Data in Big Companies to learn how they used big data.
He discovered that they were valuable in the following ways.

e Cost Reduction. When it comes to storing large amounts of data, Big Data technologies like
cloud-based analytics provide substantial cost savings. They can also find more effective
ways to do business.

e New Products and Services. With the ability to use analytics to gauge consumer desires
and satisfaction comes the ability to offer consumers exactly what they want. According to
Davenport, more businesses are using big data analytics to create new products to meet the
needs of their consumers.

e Faster, Better Decision Making. Businesses can evaluate information quickly —and make
decisions based on what they've discovered — thanks to hardtop’s pace and in-memory
analytics, as well as the ability to analyze new sources of data.

Big Data Analytics is usually conducted using advanced software tools and applications for
predictive analytics, data mining, text mining, forecasting, and data optimization to analyze such a
large amount of data. These processes are distinct but highly integrated features of high-
performance analytics when viewed as a whole. Using Big Data tools and software allows a
company to process incredibly large amounts of data in order to decide which data is important and

can be analyzed in order to make informed business decisions in the future [30].
2.1.8 Characteristics of Big data

Big Data is vital because it enables organizations to collect, store, manage, and manipulate vast
amounts data at the right speed, at the right time, to gain the right insights. In addition, Big Data
generators must create scalable data (Volume) of different types (Variety) under controllable
generation rates (Velocity), while maintaining the important characteristics of the raw data
(Veracity), the collected data can bring to the intended process, activity or predictive
analysis/hypothesis. Indeed, there is no clear definition for ‘Big Data’. It has been defined based on

some of its characteristics [31].
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The quantity of data collected by an organization is referred to as volume. This data must be used in
order to obtain useful knowledge. Enterprises are awash in ever-growing data of all kinds, with
terabytes and even petabytes of data easily amassing (e.g. turning 12 terabytes of Tweets per day
into improved product sentiment analysis; or converting 350 billion annual meter readings to better
predict power consumption).Furthermore, according to some studies, volume is the most significant
and distinguishing characteristic of Big Data, placing strict criteria on all commonly used
conventional technologies and resources [32].

Variety on the other hand refers to the various types of data that Big Data can comprise. This data
may be either structured or unstructured. Structured and unstructured data, such as text, sensor data,
audio, video, click streams, log files etc., is classified as big data. Monitoring hundreds of live
video feeds from surveillance cameras to target points of interest, using the 80 percent data increase
of photographs, video, and documents to enhance consumer loyalty are just a few examples of how
combining data types can lead to new issues, situations, and so on [32].

Velocity refers to the time in which the incoming Data can be processed. Fast processing maximizes
productivity because certain tasks are extremely critical and require immediate responses. Big Data
flows must be processed and used as they flow into organizations for time-sensitive processes like
fraud detection in order to optimize the value of the information (e.g. scrutinize 5 million trade
events created each day to identify potential fraud; analyze 500 million daily call detail records in

real-time to predict customer churn faster) [32].

Value refers to the important feature of the data which is characterized by the added-value that the
gathered data can bring to the intended activity, process or predictive analysis. The value of data is
determined by the events or processes it represents, which can be stochastic, probabilistic, regular,
or random. Depending on this, conditions may be placed to collect all data, store for a longer period
of time (for any potentially interesting event), and so on. Data volume and variety are closely

related to data importance in this regard [32].
Last but not least, Veracity refers to the degree in which the end user or analyst trusts information in

order to use it for decision making. As a result, making the right Big Data connections is critical for

the company's potential success. However, with one-third of business leaders distrusting the
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information used to make decisions, establishing confidence in Big Data is becoming increasingly

difficult as the number and variety of sources increases [32].

2.1.9 Big data Taxonomy

Big Data Types

Big data types can be usually classified into 3 different categories.

Big Oati) Types
Structured Semi-Structured Unstructured
Machine Generated  Human Generated Machine Generated  Human Generated
Sensor Input Satellite Text to memory
Web Log Click-Stream Scientific Social Media
Point-of-Sale Game Related » Photo/Videos Mobile
Financial » Sonar/Radar Website Content

Figure 4 Big data Types and Classification /75/

Structured data: Numbers and words are examples of data that can be easily classified and
analyzed hence structured data. It is primarily generated by network sensors embedded in electronic
devices, such as smartphones and global positioning system (GPS) devices. Transaction records,
revenue statistics, account balances, and other structured data are examples of structured data. This
data form represents data that is organized into rows and columns in a standard database, i.e. a
relational scheme. Based on an organization's requirements and organizational needs, the data
configuration and consistency allows it to respond to simple queries to arrive at usable information.
Semi structured data: It's a form of structured data that doesn't follow a rigid and explicit
schema.The data is inherently self-descriptive, with tags or other identifiers enforcing hierarchies of
records and fields within it. Weblogs and social media feeds are two examples.

Unstructured data: It includes more complex data such as consumer feedback from commercial
websites, images and other multimedia, and social networking site comments. These data are

difficult to divide into groups or numerically evaluate. Big data consultancy vice president Tony
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Lewitt of Plano, Texas, defines unstructured big data as "what humans are saying. “It speaks in a
natural tone. This data is in formats that are difficult to index into relational tables for analysis or

querying. Photos, audio, and video files are examples [33].

2.1.10 Types of Big data Analytics

Big data analytics or data analytics in general, based on the nature and type of the analysis used, can

be classified into four categories.

4 types of Data Analytics What is the data telling you?
Value Descriptive: What’s happening in my business?

+«  Comprehensive, accurate and live data
+  Effective visualisation

Prescriptive Diagnostic: Why is it happening?

Ability to drill down to the root-cause
Ability to isolate all confounding information

Predictive: What's likely to happen?

*  Business strategies have remained fairly consistent over time

Diagnostic *  Historical patterns being used to predict specific outcomes
using algorithms

*  Decisions are automated using algorithms and technology

Prescriptive: What do | need to do?

*  Recommended actions and strategies based on champicn f
challenger testing strategy outcomes

+  Applying advanced analytical technigues to make specific
recommendations

Q Principa

W principa.co.zs

Complexity

Figure 5 Big data Analytics types /76]

(a)Descriptive Analytics consists of asking the question: What is happening? It's a stage of data
processing process that results in a collection of historical data. Data mining techniques organize
data and aid in the discovery of trends that provide insight. Descriptive analytics forecasts potential
odds and patterns, as well as what might occur in the future.

(b)Diagnostic Analytics consists of asking the question: Why did it happen? The aim of diagnostic
analytics is to find the source of a problem. It's used to figure out why something happened the way
it did. This approach seeks to identify and comprehend the causes of events and behaviors.
(c)Predictive Analytics consists of asking the question: What is likely to happen? It forecasts the
future using historical evidence. It's all about predicting the future. Predictive analytics analyzes
existing data and creates simulations based on what could happen when using a variety of
techniques such as data mining and artificial intelligence.

(d)Prescriptive Analytics consists of asking the question: What should be done? It is committed to
determining the best course of action. Predictive analytics helps forecast what could happen, while
descriptive analytics offers historical data. These parameters are used by Prescriptive analytics to

find the best solution [14] [20].
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2.2 Architecture of Big data Applications

Generally speaking big data follows a layered architecture. Different layers present in big data

architecture are explained below. The layered view of the architecture of big data is shown below.

Data Source Layer: - It is the layer that accepts data from relational databases as well as
structured, unstructured, and semi-structured data.

Ingestion Layer: - It's the layer that imports and processes data, filters out noise, and stores it
for later use by tools like Flume, Kafka, and Storm.

Visualization Layer: - It is the layer that allows data scientists and analysts to gain insights
and develop their ability to look at various aspects of big data using Hadoop Administration,
Data Analyst IDE/SDK, and Visualization software.

Analytics Engine Layer: - Statistical Analytics, Text Analytics, Search Engines, and Real
Time Engines are all used in this layer to manage Big Data.

Hadoop Platform Management Layer—Pig, Hive, Oozie, Map Reduce, Zookeeper, Impala,
Spark, and Shark are used in this layer to handle the massive amount of data stored in
HDEFS.

Storage Layer: - This layer stores data in a low-cost No-SQL database and uses Hadoop
Distributed File System (HDFS) for high-speed distributed algorithm processing.

Data Warehouse—It contains some analytic appliances and manages RDBMS-based data in
a centralized environment.

Memory: - The layers in which nodes are present where the data is stored or processed in
Rack, Disk and CPU.

Infrastructure Layer: - It includes bare metal clustered workstations, a virtualized cloud
service, and Hadoop Storage Layer support. Data is stored in several different locations in a
distributed model and connected together in this layer. The key goal is to verify the data
redundancy.

Security Layer: - Tasks such as Data Encryption, Data Access, Threat Detection, Nodes
Authentication and tools such as Big-IP, Apache Sentry, and Apache Knox are used to
maintain privacy and to meet the compliance requirements for proper authorization and
authentication.

Monitoring Layer: - The distributed clusters are monitored in this layer using tools such as

Chukwa, Hue, Ganglia, Open TSBD, and Nagios, and large amounts of data are treated.
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Figure 6Big data Architecture Layers /34]

Big Data architecture has seen rapid growth in recent years, and Gartner predicts that companies
will continue to spend more in IT in 2018 and 2019, with an emphasis on 10T, Block chain, and Big
Data. Data Center Systems cost 178 billion dollars in 2017, and this figure is projected to rise in the
coming years. Given the large sums of money that businesses spend in Big Data solutions, it seems
clear that proper preparation should be performed ahead of time before a solution is implemented.
However, according to the McKinsey Institute, many companies are currently experiencing
difficulties as a result of their data processing solutions' lack of architectural planning. Since they
typically design technology-driven solutions, they develop conflicting functionalities and are unable
to achieve sustainability [34].

Early and careful big data system architecture takes into account a comprehensive data approach
when concentrating on real business goals and requirements. It's critical to write down not only
current but also potential requirements in order to factor in scalability concerns from the start of the
big data system's growth. If an organization has a clear list of use cases and specifications, it can
step forward and choose the best Big Data architecture for its needs from among the many options
available.

The Lambda architecture was one of the first to be proposed for Big Data processing, and it has
since become the industry standard. The Kappa architecture was next designed to address some of
the limitations of the lambda architecture for use cases where the former standard failed to provide
satisfactory results. In the following section, we'll go over the various architectures and their
optimal use cases, as well as some of the factors to consider when making the best decision [34].
Big Data architectures are designed to handle ingestion, processing, visualization, and analysis of

data that is too massive or complex for conventional tools to handle. The way data is collected,
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stored, analyzed, and visualized is determined by the Big Data architecture. We also use it to
describe how to analyze and report on structured, unstructured, and semi-structured data.

We discuss in this section, five of the most prominent Big Data architectures that have gained
recognition in the industry over the years.

A. Lambda Architecture

The lambda architecture is a big data processing technique that strives for low latency updates while
retaining the highest accuracy possible. There are three levels to it. The first layer, called "the batch
layer," is made up of a distributed file system that stores all of the collected data. The same layer
also contains a collection of predefined functions that can be run on the dataset to generate a batch
view. Those views are saved in a database, which serves as the "serving sheet," from which the user
can query them interactively. The "speed layer" is the third layer, which computes incremental
functions on new data as it enters the device. It only re-computationally processes data produced
between two consecutive batch views, and it produces real-time views that are also stored in the
serving layer. To achieve the most reliable results, the various views are queried together. Figure

below shows a picture of this architecture [34] [35].
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Figure 7 Lambda Architecture /34/
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Advantages and Disadvantages of Lambda Architecture

Advantages

Disadvantages

Better accuracy, higher throughput and lower
latency for reads and updates simultaneously

without compromise on data consistency

Maintaining the synchronization of the batch and

speed layers is hard.

More resilient thanks to the Distributed File

System used to store the master dataset

Only analytical operations are possible from the
serving layer; no transactional operation is

possible.

Less subject to human errors (such as unintended

bulk deletions) than a traditional RDBMS.

Robustness and fault tolerance provided through

The need to maintain two similar code bases one
in the speed layer and another in the batch layer

to perform the same computation on different

the batch layer. sets of data.

Provides both real-time and batch processing

Table 2 Advantages and Disadvantages of Lambda Architecture
Several businesses from various industries have implemented the Lambda Architecture over the last
few years. Log ingestion and analytics are two areas where the Lambda architecture is especially
useful. The explanation for this is that log messages are immutable and are frequently generated at a
high rate in systems that need high availability. When there is a need for both real-time/fluid
analysis of incoming data and periodic analysis of the entire repository of data collected, the
Lambda Architecture is preferred. Analysis of social media, especially tweets, is an excellent
example of such an application. Where data loss or manipulation is not an option and a large
number of clients demand immediate input, such as in the case of a fraudulent claims processing
system, the lambda architecture is a good choice [34] [36].
Some literature discovered that the batch layer's specifications make Hadoop the most suitable
framework to use for its implementation when looking at suitable software requirements for
Lambda architecture. To fit the master dataset, HDFS provides the ideal append-only technology.
The batch functions can be developed using MapReduce, PIG, and Hive.
Real-time processing tools like Storm or S4 can be used to implement the speed layer. Spark
Streaming can also be used, but it only works for micro-batches of data rather than actual streams.
The Spark code can be reused in the batch layer, which is an advantage [34].
Any random-access NoSQL database will host the real-time and batch views in the Serving
layer.HBase, CouchDB, Voldemort, and even MongoDB are some examples. Cassandra is

especially popular because of the write-fast choice it offers. Moreover, to ensure asynchronous and
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fault-tolerant transmission of real-time data to the batch and speed layers, a queuing system is
needed. Apache Kafka and Flume are two popular alternatives [34].

B. Kappa Architecture

The Kappa architecture was proposed to reduce the lambda architecture’s overhead that came with
managing two different code bases for stream and batch processing. Its creator, Jay Kreps, observed
that the need of a batch processing system came from the need to reprocess previously streamed
data again when the code changed [37].

In Kappa architecture the batch layer was removed and the speed layer improved to provide
reprocessing capabilities. By using specialized stream processing tools such as Apache Kafka, it is
henceforth possible to store streamed data over a period of time and create new stream processing
jobs to reprocess the data when it’s required replacing batch processing jobs. The working

mechanism is shown below [34].
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Figure 8 Kappa Architecture /34]

The advantages and disadvantages of the kappa architecture are summarized below.

Advantages and Disadvantages of Kappa Architecture

Advantages Disadvantage

Simple data processing only analytical operations are possible

not transactional ones

Allows historical data querying and analysisNot native to cloud services

through replays.

It has fewer moving parts than the Lambda they do not support streams with a long Time to
architecture live (TTL)

it allows replaying streams and re-computing Short data retention policy by design

results in case the processing code changes.
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single code base

Table 3 Advantages and Disadvantages of Kappa Architecture
The Kappa architecture is particularly suited for real-time applications because it focuses on the
speed layer. Some authors introduced a comprehensive implementation of Kappa architecture for

real time analytics of subscribers, network and social data collected by a telecom operator [34].

When it comes to suitable software technologies for kappa architecture, they are very similar to
those for Lambda Architecture, with the exception of the Hadoop platform, which is not used to
implement the batch layer. Apache Kafka is the preferred ingestion tool due to its ability to retain
ordered data logs, allowing for data reprocessing, which is critical to the Kappa architecture.
Because it allows for the creation of time windows for computations, Apache Flink is particularly
well suited for implementing the Kappa architecture. Apache Samza is a popular alternative [34].

c. The Zeta Architecture

On the other hand, the Zeta architecture proposes a novel approach in which a company's
technological solution is directly integrated with the business/enterprise architecture. Any business
application can be "plugged in" to this architecture. It offers containers, which are isolated
environments in which software can run and interact without regard for platform incompatibilities.

As a result, zeta architecture can accommodate and run a wide range of applications [34] [38].

Pluggable Compute models / execution
engines wrapped in containers

// X vl . Reads / Writes I
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EnterpriTV/ppications

——
wrapped in containers Resource Manager Real time storage

Figure 9 Zetta Architecture /34]

The major advantages and disadvantages of zetta architecture are summarized as follows.
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Advantages and Disadvantages of Zetta architecture

Advantages Disadvantages

better utilized and it can be allocated to serve theStill on experimental phase and the big dataj

most pressing need at any moment community is actively investigating.

near real time backups also help avoid overSegregated processes may lead to under-utilized

extended recovery periods from failures resources

helps to discover issues more quickly

It facilitates the testing and deployment phases
by allowing the creation of binaries that can be|

deployed seamlessly in any environment without

the need to modify them

Table 4 Advantages and Disadvantages of Zetta Architecture
Organizations that handle real-time data processing as part of their internal business operations will
benefit from the zeta architecture. For instance, a good use case that has been evoked is the dynamic
allocation of parking lots based on data from sensors. It is the architecture that Google uses for
systems like Gmail. The zeta architecture is also well-suited to complex data-centric web

applications, machine learning-based systems, and big data analytics [38].

When it comes to the software stack for the zetta architecture, Hadoop Distributed File System is
commonly used to host the master data, while NoSQL or NewSQL databases can be used for real-
time storage (HBase, MongoDB, VoldDB etc.).The enterprise applications depicted in the diagram
are typically web servers or other business applications (varying from one business to the other). All
analytics operations will be performed by the compute model/execution engine. Any pluggable data
processing tool can be used for this, including MapReduce, Apache Spark, and even Apache Drill.
Apache Mesos or Apache YARN can serve as global resource manager. The container management

system can be chosen among Docker, Kubernetes or Mesos [4] [34].

d. The IoT Architecture

Because the Internet of Things (IoT) domain is so vast, no standard architecture has yet been
established in the field. Scholars have, however, proposed a number of architectures over time.
Based on the requirements of an IOT data processing system, Michael Hausenblas has proposed
high abstraction architecture for all IOT projects. The architecture is known as IoT and is depicted

below.
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Figure 10 IoT-A architecture /34/

It's difficult to discuss the architecture's benefits and drawbacks because there hasn't been enough
feedback on projects that have used it to provide a thorough assessment of its performance and,

eventually, its flaws [34] [39].

The architecture being discussed is one that is intended to be a good fit for use cases such as smart
homes and smart cities. In the automotive industry, for example, the Message Queue/Stream
Processing layer can help alert a car user in real-time about failures, preventing accidents. The
Database layer is used to query the system and obtain information about a car's status in order to
perform a checkup or develop a repair strategy. Finally, the Distributed File System layer can enable
a car owner to assess the overall metrics and performance of his vehicle on a weekly or monthly

basis, potentially identifying problems [34] [4] [39].

When it comes to software stacks that are suitable for this architecture, the MQ/SP (Message
Queuing and Stream Processing) layer could use Apache Kafka or Fluentd for data collection and
Apache Spark or Storm for processing. Any NoSQL database can be used to enforce the interactive
storage layer, and tools like Apache Drill can be used to communicate with it. For machine learning

over the master dataset, the DFS layer may use HDFS, Hive, and Apache Mahout [34] .

2.3 Tools, Technologies, Solutions and frameworks

In this section we will thoroughly investigate widely used open source Big data Stream processing

and Log management tools, technologies, solutions and frameworks.
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2.3.1 Big data Stream processing tools, Technologies, solutions and frameworks

Apache Spark

Apache Spark is a multi-purpose open-source big data analytics framework originally developed at
the University of California at Berkeley and later handed to the Apache Foundation to be open-
sourced and contributed by the community, which has maintained it ever since. The original
purpose of spark's design was to resolve some of the MapReduce model's limitations, particularly
the need for quick processing of large datasets. By employing Resilient Distributed Datasets
(RDDs), which are specifically designed to support in-memory computation, the MapReduce
system, which runs computations on disk, was found to be more effective. Spark is a project that
schedules, distributes, and monitors applications with multiple tasks across nodes in a computing

cluster [40].

Spark, on the other hand, supports its native Spark cluster (standalone), Apache YARN, and Apache
Mesos for cluster management. The RDD abstraction is also at the heart of the method. RDDs are
collections of data objects that can be manipulated in parallel and are spread across cluster nodes. It
supports several closely integrated modules for managing different forms of workloads such as

SQL, streaming, and machine learning at a higher level.

MLib GraphX
Spark SQL Spark Streaming (ma cll'lin e ( ;lgph
(structured data) (real-time) learning) processing)
Spark Core
Standalone Scheduler ‘ ‘ YARN Mesos

Figure 11 Apache Spark Architecture /77]

Since this research focuses on stream analytics, it focuses on modules used for stream Management

(Spark streaming).
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Spark Streaming is a micro-batch-based data stream processing system which Ingests data from a
variety of sources and systems, including Apache Kafka, Apache Flume, and Amazon Kinesis. It is
arguably difficult to achieve fault tolerance and manage stragglers using the conventional stream
processing approach based on a graph of continuous operators that process tuples as they arrive (i.e.

the dataflow model) [3] [40].

The discretized stream, or DStream, is a high-level abstraction used for Spark Streaming. DStreams
employs a micro-batch approach, in which stream processing is organized as a series of batch
computations carried out at regular intervals over short time windows. D-Streams stores the
obtained data for a limited time period, which the cluster resources then use as an input dataset for
parallel computations once the interval has passed. These computations result in the development of
new datasets that represent a state in between or computation outputs. The RDDs that DStreams

processes, as well as the datasets processed over the next interval, make up the intermediate state.

The Apache Spark Mllib module, on the other hand, is a library that contains common Machine
Learning (ML) functionality such as learning algorithms for classification, regression, clustering,
and collaborative filtering; and feature extraction, transformation, dimensionality reduction, and
selection. MLIib also allows for the construction of machine learning pipelines as well as the
storage of algorithms, models, and pipelines .Using Spark's core engine, these features are built to
scale out across large computing clusters [2].

Apache Storm

Apache Storm is a distributed real-time big data processing and computation platform which is open
source and fast. Clojure and Java are used to build it. Storm's cluster is similar to Hadoop, and it
fills the gap between Hadoop and MapReduce, which provide a general framework for batch

processing, and Storm, which provides a real-time stream processing framework [41].
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Figure 12 Apache Storm Architecture /41]

Storm is in favor of putting the dataflow model into use. Spouts and bolts refer to data sources and
elements that process data in the form of tuples, respectively, and are used to define the topology of
an application. Storm has sub-second latency since each tuple is processed when it arrives. Because
of its acknowledge mechanism, its mechanism supports low throughput. Each record processed by
an operator sends a confirmation to the previous operator, indicating that it has been processed [41].
This mechanism has the potential to incorrectly identify a large number of documents as non-
acknowledged. As a result, these documents would have to be reprocessed, resulting in a decrease
in throughput. It does not provide state recovery, but it does guarantee data transmission and
processing through the use of upstream backups and record acknowledgements. In the event of a
mistake (for example, a worker failure), the records are replayed by the spout if not all
acknowledgements have been issued. There will be no data loss as a result of this method, however
duplicate records can pass through the system. It's possible that mutable states are changed

incorrectly twice. That is why it guarantees delivery at least once [2] [41].

Trident Storm provides micro-batch processing for increased throughput. The state in Storm Trident
can be handled automatically, which ensures state continuity (exactly-once delivery), but the state is
stored in a replicated database, which is costly since all changes are replicated across the network.
Apache Storm is a compositional framework that requires the user to specify the application DAG

directly [2] [41].
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Apache Samza

Apache Samza is a Publish/Subscribe-based open-source stream-processing platform. It listens to a
data stream, processes messages that are its stream primitives one by one as they arrive, and then
outputs the results to another stream. It is closely integrated with the Apache Kafka messaging
framework for data streaming between tasks and Apache YARN for task distribution across cluster
nodes. Kafka provides replicated data storage that can be accessed with low latency, allowing

Samza jobs to run with latency as low as a few milliseconds [22] [42].

Samza allows tasks to keep track of their current state by saving it on disk (typically using Kafka).
To prevent performance issues, this state is stored on the same computer as the processing
operation. Samza is able to achieve high throughput by combining storage and processing on the
same computer. It also keeps track of whether a message has been sent and, in the event of failure,
redelivers it to prevent data loss using a check pointing mechanism, although it can only guarantee
delivery once. If a Samza task fails and is restarted, it is likely that certain messages consumed after
the last checkpoint will be counted twice. The user's code determines the topology of a Samza job

specifically [22] [42].
Apache Flink

Flink is a hybrid solution, and the need to handle multiple workloads within a single architecture led
to the creation of many design trends, the most common of which is the "Lambda Architecture”.
The difficulty of combining batch and streaming architectures led to the “Kappa architectural”
pattern, which fuses the batch and stream layers together. Flink is a manifestation of the Kappa
design. Despite the fact that it uses a streaming execution model, two APIs running on the same

distributed streaming execution can process both bounded and unbounded data [2] [43].

DataStream is the most common data abstraction for stream processing. It performs data-parallel
and pipelined execution of arbitrary dataflow programs, resulting in low latency. The dataflow
programming model in Apache Flink allows for event-at-a-time processing. Before being sent to the
next operator to switch the knob between throughput and latency, multiples can be collected in
buffers with an adjustable timeout. Based on current benchmarks, it performs well at a large scale,
operating on thousands of nodes with excellent throughput and latency characteristics. It guarantees

exactly once semantics by using state full computations [43].
A lightweight fault tolerance framework based on distributed checkpoints is also included in

Apache Flink. Its algorithm creates consistent snapshots of the current state of the distributed

system on a regular basis, without missing data or recording duplicates. These snapshots are saved
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to a long-term storage unit. In the event of a loss, the most recent snapshot is restored, the stream
source is rewound to the moment the snapshot was taken, and the stream is replayed. Flink is a one-
of-a-kind solution in the processing platform world right now, but it's still a young project with little
research into its scaling limitations. It's a declarative framework that gives users like Spark higher-
level abstractions. The DAG is implied by the transformations' ordering, and the engine will reorder

the transformations if necessary [2] [43].

Comparisons between Stream processing Frameworks

All streaming solutions examined in this section use a parallel distributed architecture that allows
portioning of data streams and parallelization across a cluster of machines. The attributes or criteria
that are also examined are the following:

e Processing Model: Batch processing, micro-batch processing, and stream processing tuple
by tuple are all options for a system's processing model. In this part, we're not interested in
batch processing systems like MapReduce.

e Stream Primitive: This usually Refers to the primary data structure in a streaming system.
These systems use various words for such concepts.

e Throughput: Refers to the average number of jobs or tasks or operations per time unit.

e State Management: Stateless or stateful streaming computations are also possible. “A
stateless program examines each individual event and generates a result based on the
previous event.” For example, a streaming program might receive traffic data and send out a
warning if a traffic light is broken. “A stateful program produces output based on a set of
events.” Stateful state machines are used in complex event processing (CEP) in all types. A
stateful computation is, for example, generating a warning after receiving two traffic light
violations separated by less than 5 minutes. The structures under consideration use a variety
of techniques to store states, or they may not store states at all.

e Latency: Refers to the elapsed time from job submission to receiving the first response.

e Delivery Guarantee: When comparing the results produced after a failure and a full
recovery of the system to the results produced without any failures, this term refers to the
"degree of correctness" of the results produced. The three semantics that define stream

processing systems are as follows:

> At-most-once delivery, which drops messages in case they are not processed correctly, or
in case the processing unit fails. This is usually the least desirable outcome as messages

may be lost.
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At-least-once delivery, which keeps track of whether each input was processed
successfully within a specified timeout. This ensures that messages are redelivered and
reprocessed in the event of a malfunction. No messages are lost if a mission fails, but
certain messages can be redelivered. If a message's impact on state is idempotent,
processing the same message several times causes no problems. A duplicate update
would have no impact on the outcome. At-least-once delivery promises, on the other
hand, will yield incorrect results for non-idempotent operations like counting. For

certain use cases, this method is adequate, but it may result in duplicates

Exactly-once semantics, the failure detection mechanism is the same as in the at-least-
once mode. While messages are processed at least once, duplicates can be prevented
using a variety of techniques. Such systems guarantee that the final outcome will be
identical to that of a failure-free scenario. This is the most desired element, but it is

difficult to ensure in all circumstances.

e API languages: Refers to the languages that someone can use in order to develop an

application for this framework.

¢ Programming Model: Systems can be either compositional when users have to model the

streaming application as graph explicitly or declarative when users are provided with higher

level abstractions.

e Contributors: Refers to the respective community of contributors based on Github [44].

So if we compare Spark Streaming, Flink, Samza and Storm based on those criteria we get the

following.
Platform/Criteria | Processing | Stream Latency | Throughput | Stateful Guarantee | Programming | API Contributers
Framework | Primitive Operations Model languages | (Github)
Storm Streaming Tuple Subsecs | Low No At least once | Compesitional | Any 4
{exactly with
Trident)
Spark Streaming Micro-Batch | Dstream Few Sers | High Yos Exactly once | Declarative Juva, Seala, | 1287
R, Python
Sarmzn Streaming Messape Subsecs | High Yes At least once | Compesitional | JVM 93
languages
Flink Hyhrid DataStream | Subsecs | High Yos Exactly once | Declarative Java, Seala, | 444
Python
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Spark Storm Flink Samza
Data format DStream Tuples DataStream | Message
Data sources HDFS, DBMS, | Spoots HDFS, kafka
and Kafka DBMS, and
Kafka
Programming Transformation Bolts Actions Mapreduce
model and action functions Job
(map,groupby/..)
Programming Java, Scala and | Java Java Java
languages Python
Cluster manager | Hadoop  YARN, | Zookeeper Hadoop YARN
Apache Mesos YARN,
Apache
Mesos
Latency Few seconds Sub-second | Sub-second | Sub-second
Messaging Exactly once At least once | Exactly once | Exactly once
Machine learning | SparkMLLIB Compatible | FlinkML Compatible
compatibility with with
SAMOA SAMOA
API APL
Elasticity Yes Yes No No
Sliding win- | time based time based | time based time  based
dows/Windowing and  count and  count
based based
Auto- On demand Pipelined Pipelined On demand
parallelization processing processing
Streaming query | SparkSQL No No Yes (Samza-
SQL API)
Data Partitioning | Yes No No Yes
APl Declaratif Copositionnel| Declartaif Copositionnel
Data transport RPC RPC RPC Kafka
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Apache Metron

Apache Metron is an open source platform for security monitoring and analysis that incorporates a
number of other open source big data technologies. As a result, Metron's capabilities can be divided
into four categories: platform for capturing, storing, and normalizing any sort of data at extremely
high rates, real-time processing and application of enrichments, effective information storage, and a
user interface for viewing data and notifications that have passed through the device. Apache Kafka,
Apache Storm, and Apache Hadoop are the three major open source resources at the heart of

Metron. Metron is depicted in a high-level summary diagram below [45].
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Figure 15Apache Metron Architecture /78/

Advantage and disadvantages of apache Metron

Advantages Disadvantages

e Centralized Alerts Console e Too many Configurations and

e Fast telemetry ingest from various data amalgamation of various technologies
sources such as Netflow, made is less user friendly
DPI,syslog,AV,Email etc e All or nothing:- failure of single

e Easily customizable and interactive framework such as Kafka, Storm, Hadoop
Kibana based Dashboard usually interrupts the whole flow

e modular and highly customizable design e Requires a vast amount of computing

e Uses known fellow apache based open infrastructure
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source frameworks such as e Compatibility between the frame woks is
Kafka,Storm,Nifi, Hive etc. highly sensitive to versions(i.e. upgrading
e Real-time search + UI - Metron indexes one framework most likely will break the
all events and alerts and provides Ul whole system)
dashboard to perform real-time search. e Still in its infancy stage(as of the timing
o Alerts labeled with threat Intel data - of writing of this paper it is on version 0.7
Viewing alerts labeled with threat Intel e Although the project is accelerated by
from third party feeds allows the analyst vast contribution from the open source
to decipher more quickly which alerts are community, it’s documentation is still
legitimate vs false positives. inadequate for developers and researchers
to work with.

Table 5Advantages and Disadvantages of Apache Metron

2.3.2 Log management tools, Technologies, Solutions and frameworks
ELK Stack

Elastic search, Log stash, and Kibana are three open-source products developed, managed, and
maintained by Elastic Co. The ELK Stack is a series of three open-source products developed,
managed, and maintained by Elastic Co. The Elastic Stack was renamed after the implementation
and eventual inclusion of Beats data shippers, which turned the stack into a four-legged project.
Based on the Apache Lucene search engine, Elastic search is an open source full-text search and
review engine. Log stash is a log aggregator that gathers data from a variety of sources, applies
various transformations and improvements to it, and then sends it to one of the several supported
output destinations. Kibana, on the other hand, provides a visualization layer that interacts and
works on top of Elastic search engine, providing users with the ability to analyze and visualize the

data [46].

These various components are most widely used for tracking, troubleshooting, and protecting IT
environments when used together (though there are many more use cases for the ELK Stack such as
business intelligence and web analytics).Log stash is in charge of data collection and processing,
Elastic search is in charge of indexing and storing the data, and Kibana is in charge of querying and

visualizing it [46] [47].
SIEM Technologies

SIEM (security information and event management) incorporates the previously separate product

types of SIM (security information management) and SEM (security event management) (security
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event management).SIEM technology analyzes security warnings created by network, hardware,
and applications in real time. They transform log entries and security device events into actionable
data using rules and statistical correlations. This data will aid security teams in detecting threats in
real time, managing incident response, conducting forensic investigations into previous security

incidents, and preparing enforcement audits [48].

The word SIEM was first coined by Gartner, a research and consulting firm, in 2005.SIEM evolved
from the two types of systems that had previously existed: Security Information Management (SIM)
and Security Event Management (SEM) systems. On the basis of their log lists, SIM systems
offered long-term storage in a centralized archive, trend analysis, and automated reporting. SEM
systems capture real-time events, interpret them in near real-time, submit alerts, and view
information at an operator's console so that defensive steps can be taken more rapidly. As a result,
SEM is more concerned with the present, while SIM is more concerned with the past. A combined
SIEM system collects logs and other IS-related information for analysis. The key functions of these

three systems can be summed up as follows:
e SIM - log collection, archiving, historical reporting, forensics;
e SEM - real-time reporting, log collection, normalization, correlation, aggregation;
e SIEM - log collection, normalization, correlation, aggregation, reporting.

Data forensics software and compliance reporting standards are both supported by logging event
reports from different intranet sources. Normalization transforms log messages from a variety of
systems into a standard data model, allowing organizations to connect and evaluate similar events
despite the fact that their log source formats were initially different. Correlation binds logs and
events from various systems or applications, making it easier to identify and respond to cyber-
threats. By consolidating duplicate event information, aggregation reduces the amount of event
data. In real-time tracking and long-term summaries, reporting presents the correlated, aggregated
event data. The basic event selection and record preservation capabilities are shown at the bottom of
the figure. This middle data is then used for tracking and correlation purposes. The top
demonstrates how the analyzed data can be interpreted as security details or event-driven reports

[48] [49].
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How does SIEM Technologies work?

SIEM software gathers log and event data from an organization's programs, security devices, and
host systems and consolidates it into a single unified platform. SIEM collects data from antivirus
incidents, firewall logs, and other sources, categorizing it as malware operation, failed and active
logins, and so on. SIEM produces a warning and assigns a threat level based on predetermined rules
when it detects a threat through network security monitoring. For example, someone trying to log
into an account 15 times in 15 minutes could be considered as Ok, while 150 times in 10 minutes
might be flagged as an attempted attack. In this way it detects threats and creates security alerts.
SIEM's custom dashboards and event management system improves investigative efficiency and

reduces time wasted on false-positives [49].
OSSIM

OSSIM is a SIEM technology that is open source. OSSIM is a C++ software library with advanced
remote sensing, image processing, and geospatial capabilities at its heart. Ortho-rectification,
precision terrain correction, rigorous sensor models, very large mosaics, and cross sensor fusions, a

wide range of map forecasts and datums, and a large range of commercial and government data
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formats are only a few of the features of OSSIM. The library's architecture supports parallel
processing through MPI, a dynamic plugin architecture, and dynamically connectable artifacts,

allowing for rapid prototyping of custom image processing chains [49].

The software distribution contains a wide range of command line utilities that can be conveniently
scripted for batch production systems, as well as higher level GUI applications image linker and
iview, which are designed around the heart of the OSSIM library. In addition, bindings for other

languages have been made [49].
WAZUH

Wazuh is a threat detection, integrity monitoring, incident response, and compliance security moni-
toring solution that is free, open source, and enterprise-ready. It secures workloads on-premises, in
virtualized, containerized, and cloud settings. The Wazuh system is used by millions of organiza-
tions worldwide, from small businesses to huge corporations, to gather, aggregate, index, and ana-
lyze security data, assisting organizations in detecting intrusions, threats, and behavioral anomalies.
Wazuh is made up of an endpoint security agent that is installed on monitored systems and an intel-
ligent management server that handles threat intelligence and data analysis. As cyber threats be-
come increasingly sophisticated, real-time monitoring and security analysis are required to detect
and remediate problems quickly. Our server component provides security intelligence and performs
data analysis, while our lightweight agent provides the essential monitoring and response capabili-

ties [50].

2.4 Related Works

Although there are numerous studies in the literature about the application of big data technologies
for efficient management of logs of various kinds in the international community, there is no
significant contribution to the area among the Ethiopian data enthusiasts. Most Literature in These
studies proposed different Architectural and Technological solutions to ingest, store, process,
visualize and query logs. They experimented with combinations of various open-source and
proprietary big data technologies and evaluated their efficiency with metric such as performance,
latency, Accuracy, time consumption, Speed, Bandwidth usage, scalability, integration, fault
tolerance, timeliness, consistency, heterogeneity and incompleteness, load balancing, privacy issues
etc. This section thoroughly reviews related research works on implementation of various big data

analytics frameworks to analyze and mine live streaming log files.

Log analyzers are widely used in many web based applications and there are several) research work
available on traditional static log analyzers. Few recently developed log analyzers are also became

popular and adopted to overcome the drawbacks of static log analyzer. A research work performed
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by Joshila et.al. [51] , Provides a detailed discussion about static web log analysis, Log types, log
formats, access mechanism and their usefulness for web mining. The authors of the paper also
discussed about creating an extended log file for user profiling. It proposed a hybrid web log
analyzer using both IIS and tomcat server log. They proposed an ontology mapping approach to get

required information. Data mining technique was also used to match user profiles and their interest.

The Paper gives a detailed look about the web log file, its contents, its types, its location etc., Added
to these information it also gives a detailed description of how the file is being processed in the case
of web usage mining process. The various mechanisms that perform each step in mining the log file
is being discussed along with their disadvantages. The additional parameters that can be considered
for Log file entries and the idea in creating the extended log file is also discussed briefly. The

extended work is to combine the concept of learning the user’s area of interest [51].

Agarwal & Prashad [52] proposed a framework for high speed streaming data analysis of web log
streams that can resourcefully handle the challenging issues associated to manage multiple web
based log streams that are distributed across a fleet of web based applications and present a
summarized view of statistical profile of web based applications which may be useful for web usage
mining. The proposed framework for high speed analysis of web access log streams is based on
integration of Kafka and Spark streaming module. Apache Spark processing utilizes RDDs
(Resilient Distributed Data) which are distributed collection of data and considered as a key
abstraction provided by the Apache Spark. the proposed framework has various components
assembled in way to facilitate the stream analytics task on sequence of high speed streams of web
access logs. The streams of web logs are simulated from the web access log file to work as a live

input streams from server [52].

Euginio etal in their paper [46] reported the implementation of ELK stack (Elastic Search Log stash
and Kibana) framework to analyze streaming meteorological data logs from real life sensors. They
used a data acquisition system (data logger) to collect and store data from a thermo-baro-
hygrometer, and a pyranometer, which were calibrated previously in the laboratory. This paper
aimed to analyze the open source Elastic search, Log stash and Kibana(ELK) stack to capture,
transform, enrich, store, index, select relevant time slots and generate graphs that were integrated in
a dashboard for combined visualization and analysis. Additionally, they explored its capacity to
embed metadata from sensors and correct data based on a calibration certificate, also showing some
relevant graphics. In this weather application, they observed that these sets of computational tools
are well suited to manage the daily difficulties in handling meteorological data and metadata. The
writers stipulate that, The open source Elastic search, Log stash and Kibana (ELK) stack has great

potential to analyze historical and near real-time data: geo-identify the website users, real-time
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analytics on Electric Vehicle (EV) mobility and behavior [6], collection and indexing of Tweets

with a geographical focus, log management [46].

Another research work [47] tries to compare the Elastic’s Elastic search Log stash Kibana(ELK)
Stack, an open source search engine, analytics and Log Management Software (LMS)under Apache
v2 license, and other Enterprise licensed software, mainly Splunk from high-level viewpoint. To
present in details the real-world usability and best practice compliance of ELK Stack and how ELK
was able to convert big companies to use their stack. Uncover the potential growth of development

for ELK given the conversion of these company and possible contribution.

The writers conclude that If interested in trying or switching to ELK Stack be do reminded that it is
a complicated LMS. They added that for the interested users to at least read the guides of the ELK
Stack to have some knowledge about the software and on how to use it, or have an expert taught the
administrator on how to use it. But It is very hard to conclude on whether to go with ELK or other
enterprise LMS due to feature differences and implementation because the negative effect of
plugins is that we need to set it up unlike in other LMS it is only one application but contains all the
features needed. Not considering the organizational requirements and resource availability which

includes but not limited to human resource and total cost of ownership.

Park et.al, in their paper [53] utilized a Korean web search engine named as NAVER for transaction
logs. They proposed innovative methods of log cleaning, log sessions and classification of logs. .
The goal of their research is to examine user queries in a variety of ways in order to improve search
engine performance. His research looks at current transaction log analysis methods and provides a
way for cleaning logs, defining sessions, and classifying queries. A term definition approach is also
discussed, which is required for Korean transaction log analysis. Users behave in a straightforward
fashion, according to the findings of this study: they write in short inquiries with a few query
phrases, rarely use sophisticated features, and only look at a few results pages. Users are also
passive in their behavior, rarely changing the search surroundings that the system has set for them.
It's worth noting that consumers prefer to completely change their searches rather than simply
adding or removing words to alter earlier inquiries. The findings of this study could help to improve

the efficiency and effectiveness of Web search engines and services.

Wang et al. [53] presented a web log analysis method for the E Governance website. The authors
developed a synthetic index that is made up of subjective and objective indices. A citizen-centric
survey is used to create these indices. Evaluating the functioning of E-Government websites is

beneficial.
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Recent research work has been carried out by Madhury Mohandas on Hadoop Log Analysis Tools
[54]. In the paper the need of activity monitoring in large scale computing has been highlighted.
Several log analyzers have been discussed to perform assessment of failure detection and
monitoring. Since log analysis supports optimization of the Performance of the system and resource
utilization, the paper has summarized the recent developments that have been reported in the area
related to log analysis and activity monitoring. It provides detailed scenarios of using selected

technologies for log analysis such as vaidiya, Salsa & Mochi and chukwa.

The writers emphasized that Hadoop being the most popularly used methodology for storage and
processing of Big Data, has several subprojects for failure monitoring and analysis. The majority of
these tools seize the log files to capture the behavior of the cluster and the running application. They
process the logs to retrieve the necessary information required for failure diagnosis, and some of the
tools even support the failure recovery. An expository survey of some of these log analyzers shows
that most tools try to capture only the application failure diagnosis aspect ignoring the hardware and
network failures. In such clusters, the failures are not an exception and so diagnosis of failures must

be extended to all possible levels of failures ranging from node failure to application failures [54].

Another work by Xia etal [55] which tries to design Online Visualization System for Streaming Log
Data of Computing Clusters presents an integrated visualization system that employs a two-stage
streaming process mode. Visualizing the log data of a computing cluster is a challenging problem
due to the complexity of the underlying dataset: it is streaming, hierarchical, heterogeneous, and

multi-sourced. Recently, visualizing heterogeneous streaming data has received much attention.

This paper focuses on the visual monitoring of computing cluster logs, “cluster log monitoring” for
short. In High Performance Computing (HPC) cluster environments; although large volumes of
performance log data are produced and consumed, there is a low ratio of valuable information

content [55].

This paper presents an integrated visualization system that employs a two-stage streaming process
mode. Prior to the visual display of the multi-sourced information, the data generated from the
clusters is gathered, cleaned, and modeled within a data processor. The visualization supported by a
visual computing processor consists of a set of multivariate and time variant visualization
techniques, including time sequence chart, tree map, and parallel coordinates. Novel techniques to
illustrate the time tendency and abnormal status are also introduced. We demonstrate the
effectiveness and scalability of the proposed system framework on a commodity cloud-computing

platform.
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Liu [56]proposed a novel analysis method using web logs in genealogy system for drawing user
profile and providing personalized recommendations. More specifically, firstly, all web logs are
extracted from genealogy system based on the enhanced logs which record the behaviors and data
of user. Secondly, the extracted logs are formatted for analysis, and we analyze the logs to extract
various user-related attributes for drawing user profile. Finally, personalized recommendations like
interested people and family tree are provided for each user in system. The high availability and

effectiveness of our proposed method is verified on genealogy system-Huapu system.

A survey work by Bavaskar [28] provides information which give the knowledge about tools for
log analysis like ELK Stack tool as well as different scenarios where to use log analysis. ELK stack
is combination of Elastic search which accepts the raw data to form different indexes, Log stash
which use to collect the logs and Kibana is used for visualization purpose. The paper explains that
in the present world there are many tools that are used in different scenarios in collecting the logs
and analyzing those logs to detect the malicious activity. There are many commercial tools to give

the higher accuracy. Here, our main aim is to cover the survey on abnormality detection in log

analysis.

# [Topic Author Year Architecture &Type
Technologies
used

1 |ANALYSIS OF WEB |[LK Joshila Grace,Jan 2011 Survey
LOGS AND WEB 'V.Maheswari,

USER IN Dhinaharan
WEB MINING Nagamalai ,

2 |High speed streaming [Sonali Dec 2015  [Lambda architecture |Journal
data analysis of web  |Agarwal,Bakshi Apache spark Article
generated log streams |[Rohit Prasad Apache kafka

Apache Hadoop

3 |[Exploratory study of |Eugenio Almeida, Jan 2017 ELK stack, Journal
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CHAPTER THREE
RESEARCH METHODOLOGY

3.1. Overview

The research design and methodology chapter lays out the steps for gathering data and linking it
(along with the conclusions drawn) to the study's initial questions. The primary goal of this chapter
is to go over the research design and methods used in this study. It describes the phases of the
research design such as the data collection techniques used in the research, data analysis, data

storage and presentation, as well as evaluation techniques.

3.2. Research Design

Design Science Research (DSR) is used in this research. In Information Systems (IS) research,
Design Science Research (DSR) aims to create new generalizable knowledge about design
processes, design products, and designed artifacts while also solving organizational challenges
through new work practices focused on Information Technology (IT) [57].

Design science research is a valuable paradigm for performing applicable, yet rigorous, research. It
is 1deal for studies that seek to produce artifacts at the end, such as prototypes, algorithms, models
and instantiations. This paradigm was chosen because it offers a workflow for achieving the

research's goal of developing a layered high-end technology stack data management model [58].

Design science is, in reality, becoming a part of mainstream science. Since the concept of design is
fundamental to the field of information systems, this should come naturally. One of the most
common modes of valid information generation in the IS discipline is the creation of new artifacts

that push the boundaries of possibility [59].
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Figure 17 DSRP Model /58]

While it is widely accepted that design science research produces design artifacts, the processes by
which these artifacts are created differ across studies. Peffers et al. (2006), for example, created a
six-step method for conducting design science research. Problem identification and motivation,

objectives of the solution, design and development, demonstration, evaluation, and communication

are the steps involved [58].

On the other hand, [60] had proposed another process for design science research. It is described in

the figure below.

51|Page



Streaming Big data Analytics for unified Log management & Monitoring SIS|AAU

Literature
research—
part |
Problem

identification
Pre-evaluate
relevance

\ =
I \

Literature ) r \ .
research— Design 1 - Soll.:lhon
part Il artefact o \ design

h \
"
W v st
A"

Refine
hypothesis

= Evaluation

Case study
action
research

Laboratory
experiment

Figure 18 Proposed DSR process /60]

[61], Also proposed alternative DSR process consisting of awareness of the problem, suggestion,

development, evaluation and conclusion.
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Figure 19 The DSR cycle /61]
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In this research, the researchers chose to follow the methodology proposed in [61] mainly because
it is the most widely used design science process model for this kind of research [59]and easily fits
the problem under study. The other reason for selection is the fact that it is composed of simple and
precise steps with clearly mentioned deliverables. [62] Last but not least, what makes this model
different from the rest of design process models is the fact that contribution of new (and true)
knowledge needs to be a key focus of design science research. The research process model shown
above can be interpreted as an elaboration of both the Knowledge Using Process and the
Knowledge Building Process arrows. The following are the phases of the selected DSR process

model.

3.2.1. Awareness of the problem
Nowadays, organizations are overwhelmed by external data sources on the top of their internal data

source called dark data. The challenges that organizations are facing is multifaceted and it is already
testing their abilities to match their data processing capability against the incoming tsunami of data
hence demanding a best-fit paradigm of using high-end Big data technologies and underlying
Architectural studies [14].

Growing amounts of data originate from various sources that are not organized or straightforward,
including data from machines or sensors and massive public and private data sources. Previously,
most businesses were unable to capture or store large amounts of data. Existing processing tools are
also incapable of delivering entire results in a timely manner. The adoption of new big data
technologies, on the other hand, has aided in performance enhancement, product creation, and
service and decision-making support. According to researchers, there are three main reasons to use
big data. These include lowering hardware costs, determining the value of big data before investing
substantial company resources, and lowering processing costs. [16] [17].

Despite abundance of logging mechanisms throughout the IT arena, not enough is done to utilize
the contents of logs for better decision making. The effective balancing of a finite quantity of log
management resources with a continuous supply of log data is a fundamental problem with log
management that many organizations face. A vast number of log sources, inconsistent log content,
formats, and timestamps among sources, and growing huge volumes of log data can all make log
production and storage more difficult. [23].

Streaming big data analytics is the latest weapon in combating the difficulty of capturing, analyzing
and managing high velocity data across industries. Since big data usually is about designing and
deploying complete Stack of Technologies to manage each and every cycle of a Data life cycle Such
as collection or Ingestion, Pre-processing, Analysis, Storage, Reporting and visualization, the need
to review existing literature and technological trends and best practices is imminent for this

research. The goal of those reviews is to design and demonstrate a log management layered
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architecture of big data technologies with high Scalability, Resiliency, Performance, Accuracy and

Fault Tolerance rates.

The designed architecture aims at collecting various standard log formats from remote systems in
real time into a centralized system which is then piped into a series of processes such as data pre-
processing(parsing, enriching, formatting etc.), storage, indexing and Visualization. In order to do
that a thorough analysis of existing architectural and technological trends are reviewed in great

detail.

As part of the problem awareness process step, the researchers had identified some core problems
regarding difficulties of log management and monitoring to subsequently propose and demonstrate
a solution architectural design of complete big-data technology stack tools. In order to understand
the problem in hand, the researchers had prepared a research proposal and literature review
documentations. The proposal formulates the problem in hand whereas the literature review
document asses conceptual and design trends, related works and other relevant topics regarding the

research. For further details, one can refer Chapter 1 and 2 of this Thesis report document.

3.2.2 Suggestion
The process of suggestion comes right after the development of a proposal based on an awareness

of a problem. Suggestion is a creative procedure that requires imagining new features based on a
novel combination of existing or new and existing elements [61].

Big Data is an area that focuses on the problems that available data poses, with the goal of
producing actionable results based on the data. The number of technical options covering the Big
Data area has exploded, inspired by the variety of inputs and the multiplicity of possible outcomes.
Following the trajectory of developed technologies as they solve various Big Data problems is one
way to explore this vacuum. Four distinct trajectories have developed, each of which can be
recognized as a trend: (1) batch processing, (2) query processing, (3) low-latency query processing,
(4) Continuous processing. These mentioned trends are mere categories of technologies embodied
by tools with similar purpose. This paper focuses and further investigates technology trends that are

primarily used for continuous processing.

Unlike Batch processing applications, for real-time applications there is a need to process unbound
Streams of data and convert it into desired form. Projects such as Apache Storm, Apache S4,
Apache Spark and Apache Samza, or managed platform solutions such as AWS Kinesis, address
this challenge by providing programmable interfaces for operating on countless tuples or events.

Applications like those allow one to define operations on tuples that transform incoming data as
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As needed (e.g., transform raw sensor data into a precursor for emergency situations or stock
market data into trading trends). Each transformation can be composed into a topology, which
becomes an execution workflow capable of addressing arbitrarily complex transformations [63].
The purpose of the suggestion phase in this research was to make that log management is
achievable using big data streaming technologies and consequently to show the steps and
procedures that are necessary. The suggestion phase is composed of the following steps and
procedures.
The first step of data life cycle management is data Acquisition. Data can be produced from a
variety of sources, such as data acquisition points, data entry points, signal capture and processing,
computers, and sensors installed in industries, and so on [64].
This process comprises gathering raw data of various types and converting and modifying it in
order to organize it. Cleaning data in real time cuts down on computation time and memory usage.
This level of data quality is required since it allows for the overall optimization of the data

processing circuit, which can be highly costly, especially in the context of big data [65].
Logs come in a variety of types and formats, and the absence of a common log format is a big

drawback for log monitoring systems. Syslog, HTTP, and XML-like formats are some of the most

well-known formats. After defining its log management requirements and goals, an organization can
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prioritize certain requirements and goals based on the organization's perceived risk mitigation and

the estimated time and resources required to execute log management functions.

Among handful of Log types and formats the researchers tend to experiment with 4 types of log
formats. The first one is syslog. It is a standard system log writing formats for Unix based systems
and one of the most abundant system logging mechanisms. System level logs are usually used to
monitor and log events such as applications accessed, open and close activities, transactions made
on and other system defined specific actions. System logs, such as Windows Event Logs or Linux
system logs, are an important resource for computer system management. These logs hold messages
produced from various sources in the computer system during its day-to-day operation. The

messages could be informational or they can indicate a serious or trivial problem in the system [66].

Firewall Log is the second data source that is selected by the researchers. Firewall is one of the
most abundant network devices which has a critical role for security and overall well-being of a
network in any given organization. Firewall logs hold detailed data on how the firewall deals with
traffic types. The main reason to monitor firewall logs is to see whether firewall rules work well or
to debug them if they do not work properly. A network segment firewall located in the office

premises of the researchers is used for this specific purpose.

Metric log is the third type of log the researchers considered. Nowadays, Servers such as Web
servers, Database Servers, ERP hosting servers and Cloud Servers are backbones of day-to-day
activities in most organizations. The failure or malfunction of those systems, even for short period
of time, could cost the Organization substantial amount of financial and other kinds of damage.
There for, monitoring the well-being of those systems is critical. Metric logs contain information on
how the system is utilizing Disk space, Primary Memory, Network bandwidth, Processing Power,
user activities, system Load and many more. A Private cloud server located in office premises of the

researchers is used for this specific purpose.

Netflow Data, on the other hand, is used to analyze and monitor the flow of network in a network
device such as routers, bridges, brouters and even system servers. Analysis of Netflow logs yields to
determine things such as the source and destination of traffic, class of service, and the causes of
congestion. A Network segment router located in office premises of the researchers is used for this
specific purpose.

The above mentioned log files contents will be redirected to the Streaming log analytics engine in

real-time. An agent program will be installed on each of the data sources systems and will be
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configured to listen for new log entries in the target log file. When a new entry to the log file is
detected, the agent will copy the new entry and transmit them to the unified log analytics engine

through network.

The next step is to Buffer incoming Log traffic using suitable “Publish-subscribe” type buffering
Technology. When Logs arrive to the analytics engine through the network, a buffering Technology
will handle the incoming data until it is consumed by the analysis engine. The main reason to use
buffering tool instead of directly piping data to the analysis engine is that, sometimes enormous logs
might arrive at the same time and overwhelm the engine. When that happens the engine cannot
handle the influx of data and some data might get lost. The buffering Technology will prevent this
from happening by providing the engine with adequate supply of data and queue the rest until the

engine requests more.

The pre-processing step will then parse the logs according to their formats, Normalize
inconsistencies, Validate and Tag, Enrich with Host and GeolP data and convert to a suitable data

representation format such as XML and JSON.

The next step is to analyze the data with the goal of discovering useful information, informing
conclusions, and supporting decision-making process. This phase is divided into two sub processes.
The first is stream management. As mentioned in the chapter two, there are different ways to
manage streaming data. Since Apache spark is the technology used for analysis phase, Micro-Batch
stream management is going to be used. The main tasks needed could be initiate stream from the
buffering tool, connect to the buffering tool, read data from the buffering tool, create discretized
stream (D-stream) from the data and push the data to further processing. The second process is data
modeling. It is the process of applying various statistical and descriptive analyses on the streamed
data. Tasks such as counting, reduction, regression, correlation and other descriptive statistics and
exploratory data analysis techniques will be applied. The output of this phase will be directed into
two different paths. Depending on the nature of the analysis, it could be directed to the indexing

phase or it could be stored into the storage framework.

The next step is to store the data for future references. Some analysis such as correlations and
window operations need historical data to compare and correlate new arriving data with existing
ones. A technology with low read-write latency and high throughput is a mandatory for this

purpose. Nosql databases such as Hbase, MongoDB, Couchbase and Redis could be a viable option.
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On the other hand, Hadoop ecosystem based data warehousing tools such as Apache hive is also

frequently used by many researchers.

The indexing step will pull the analyzed data from the analysis engine and provides a distributed,
multitenant-capable full-text search engine for schema-free JSON documents. The visualization
step heavily relies on the efficiency of the indexing subsystem. Lucene is the standard search library
used by most indexing systems nowadays. Search engines such as Elastic search and Solr use the

lucene library to index and search text document entries in real-time.

Eventually the indexed documents will be ready for visualization and reporting. An interactive
dashboard with bar charts, pie charts, GeolP maps, hit maps, Meters and tabular representations will
provide the user with both real-time and query based information.

A detailed explanation to each step is provided in chapter four of this thesis document.

3.2.3. Development
According to [61] the Tentative Design from the suggestion step will be further developed and

implemented in this development phase. There are many forms of artifacts that can be developed
that range from design theories to concepts, models, processes, or instantiations. And also the nature
of the artifact to be developed usually determines the specific technique to be used for developing
these artifacts.

The suggested streaming big data analytics system which is presented in section 3.2.2 above is now
seen from the implementation perspective. The integration of selected big data framework stacks in
each layer of the design is the main consideration in this phase. The main big data technologies that
are used in the development of this system are Beats data shippers, Apache Kafka, Apache Spark,
Elastic search and Kibana for collection, buffering management, process, index and visualize the

logs in real-time. The development process can be summarized as follows.
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As starting point to conduct the development of streaming log management & monitoring System,
the following step by step approach is performed. First, a Cluster of 4 nodes will be prepared with
specification that will handle huge amount of stream data and internal workings of all frameworks
that are explained above. Beats data shipper library is installed and configured on all data sources
that are explained in section 3.2.2.Every time a new log is written into the target data source, the
respective beats data shipper will copy the contents of the log and send them to the Central Log

management engine.

The central Stream log management engine will entertain integrated data pipeline consisting of
Apache Kafka, Spark Streaming, Elastic Search Indexing and Kibana Visualization Tool. Apache
Kafka will be used as a reliable and fault tolerant interface to upcoming remote logs so as Spark
streaming system work with absolute confidence that data is not lost due to delays occurred for
whatever reason. Apache spark will do all the Analysis on incoming data such as parsing, Tagging,

Converting, Normalizing and Modeling of data. Then it will push the Analyzed data to respective
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Elastic Search Indexes. Finally, Kibana Dashboards will visualize and query data stored in Elastic
search. Important logs are also dumped to Apache hive data store occasionally.
A more elaborate explanation of the development process and integration of the technology stacks

are presented in chapter 4 of this document.

3.2.4. Evaluation
It is always been not easy to evaluate a full cycle big data analytics platform because it consists of

numerous Frameworks and Technologies integrated to form a system. But Research works have
used different metric to evaluate the quality and efficiency of a big data Platform.

The general system can be described in factors such as Performance, Scalability, Fault tolerance
and Efficiency where as individual components can be evaluated using specific metrics that
depends on the purpose of the component. For example Beats data shippers can be evaluated by
Time consumed to forward log to central system, memory usage, number of bytes read/ sec and
number of bytes written/sec. Whereas Apache Kibana tend to incline to metrics such as refresh rate,
resolution and color support, adaptability and memory consumption. Apache Spark also can be
evaluated using memory consumption, Bytes processed/ sec, elapsed System and User time/ stream
and write efficiency to the indexing system.

Evaluation of the system against similar systems in various research works is the other evaluation
mechanism the researchers have used. Chapter 4 of this document presents a more detailed

explanation of the evaluation metrics.
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CHAPTER FOUR

STREAMING BIG DATA FOR UNIFIED LOG MANAGEMENT AND
MONITORING SYSTEM

4.1. Overview

This chapter details the methods and techniques followed throughout the design and development of
a Streaming big data analytics based Log management and monitoring system, as well as the
outcomes of each procedure. As discussed in Chapter three (methodology) sections 3.2 of this
document, a DSR process is followed. The chapter begins with a discussion of the suggestion phase,
in which the researchers' solution architecture is presented in detail. After that, the development
sub-section of this chapter further elaborates the overall procedures and experimental setup
followed to build the log management and monitoring model. Finally, the prototype system's overall

result is discussed.

4.2. Suggestion

4.2.1. Designing the Prototype system

Big data life cycle usually follows the path starting from business understanding followed by data
acquisition, data cleaning, data storage, data analytics and indexing finally to visualization and
reporting. Designing an efficient layered architecture is recently a hot agenda in the data science
community. Since this research deals with a complete Stack of Technologies to manage each and
every cycle of a Data life cycle, a step by Step explanation of each and every layer is an absolute
necessity. This section will start by explaining the general architectural aspects of the solution

platform followed by discussion of each component on the life cycle in a greater depth.

The first step of data life cycle management is identifying data sources and types to be used in the
process. Data can be produced from a variety of sources, such as data acquisition points, data entry
points, signal capture and processing, computers, and sensors installed in industries, and so on. As
presented in the architecture diagram in chapter three, the main sources of data come from remote

hosts in the form of real-time logs [64].

Data Types and Formats
Big data is a type of diversified data that cannot be compelled to conform to a specific format or to

conform to an organization's standards and practices. Furthermore, in a big data scenario, data has a
finite amount of value that can be extracted for decision-making or intervention. To be most useful,

data must be linked to other data sets in order to provide reliable insight [67].
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Logs come in a variety of formats and types, and the absence of a common log format is a big
challenge for log monitoring systems. Syslog, HTTP, and XML-like formats are some of the most
well-known formats. After defining its log management requirements and goals, an organization can
prioritize certain requirements and goals based on the organization's perceived risk mitigation and

the estimated time and resources required to execute log management functions [66].

User: User level audit trails are usually used to monitor and administer all commands directly
initiated by the user, all identification and authentication attempts, and files and resources accessed.
Those kinds of logs are mostly very useful to monitor authorization and authentication of users
across systems.

Application/Database: Application/database logs are usually used to monitor and log user activities,
including data files opened and closed, certain actions defined in this procedure, and printing
reports. Databases usually store sensitive and personal information and they are often backbones to
Web based systems in which automated queries will make CRUD operations which open a door for

various access violations and attacks of which SQL injection is the most common [66].

System: System level logs are usually used to monitor and log events such as applications accessed,
open and close activities, transactions made on and other system defined specific actions. System
logs, such as Windows Event Logs or Linux system logs, are an important resource for computer
system management. These logs hold messages produced from various sources in the computer
system during its day-to-day operation. Emitted messages may be informational, or they can

indicate a problem in the system, whether trivial or more serious [66].

Network Usage: Network level audit trails generally monitor what are operating, unauthorized
access attempts, and vulnerabilities. A Network Log file usually is full of useful information if
carefully utilized will provide indicative information such as network usage statistics, IP‘s

producing excessive traffic, detect unusual and possibly fraudulent behavior and many more [69].

A set of data shippers collectively known as Beats which are designed to ship various Data types
such as File logs, Network usage, Database/Application Logs, Metric and Heartbeat information
from source hosts to the Analysis engine are used to collect log data from remote hosts. Beats data
shippers are small application daemons that are installed on target data source systems and

configured to ship various logs to remote hosts in real-time [68].

File beat, metric beat, Audit beat and packet beat are the 4 beat log shippers used in this experiment.
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File beat is the most widely used beat and is used for collecting and shipping log data, as its name
suggests. File beat is available as a Docker container and can be deployed on almost any operating
system. It also includes internal modules for Apache, MySQL, Docker, MariaDB, Percona, Kafka,
and other platforms. For these platforms, there are default configurations and Kibana pieces. As of
Version 7.0.0, File beat also supports ingesting the additional log types such as audit logs, server

logs, sluggish logs, and deprecation log [69].

Packet beat, on the other hand, was the first beat implemented, and it was a network packet
analyzer. Packet beat records network traffic between servers and can be used to monitor
application and output. Packet beat may be mounted on the monitored server or on a separate
dedicated server. Packet beat monitors network traffic, decodes protocols, and keeps track of data
for each transaction. DNS, HTTP, ICMP, Redis, MySQL, MongoDB, Cassandra, and several other
protocols are provided by Packet beat [68].

The third one is Metric beat. It is a widely used beat that gathers and records system-level metrics
for a variety of systems and platforms. Internal modules for gathering statistics from specific
platforms are also supported by Metric beat. Using these modules and sub-settings known as metric
sets, one can customize the frequency with which Metric beat collects metrics as well as the

particular metrics to collect [68].

Audit beat can be used to track the operation of users and processes on your Linux servers. Audit
beat, like other standard system auditing tools (systemd, auditd), can be used to find security flaws

such as file changes, configuration changes, malicious actions, and so on [68].

Data Ingestion and Buffering
The next phase is to prepare a reliable ingestion and buffering layer for incoming high velocity data.

The main task of this layer is to temporarily store incoming traffic of logs and smooth feeding it to
the processing engine so that the engine is not overwhelmed by extreme tsunami of log data.
Apache Kafka, Apache flume, Scribe are the most common data ingestion and buffering
technologies used by the Hadoop ecosystem community.

Apache Kafka is a real-time framework that uses a distributed public-subscribed messaging
framework which can manage a huge amount of data, allowing you to send messages at the end-
point. LinkedIn created Apache Katka, which is now available as an open source project through
the Apache Software Foundation. It's a public-subscribed messaging system that's designed to be

scalable, fast, dependable, and long-lasting.
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Apache Kafka is the most developed and efficient framework for production level systems since it
supports data replication and real-time querying of data. It is also flexible enough and gives more
control to the data analyst or programmer. The other reason to single out Kafka is its neat

integration with processing engines such as Apache Spark, Storm, Flink and Samza.

In this prototype system, Kafka is used to Store Live data in their respective topics which is sent
from Remote Hosts using Beats data Shippers (i.e. Beats are the main Producers of data in this
system). Apache Spark Streaming will then read the data from the Topics that it has subscribed for
and hence play as a consumer for our Kafka Broker.

Data Pre-processing and Analysis
This process entails obtaining raw data of various types and performing the required conversions

and modifications to organize them. Cleaning data in real time reduces calculation time and
memory requirements. Data quality must be performed at this level because it allows for the overall
optimization of the data processing circuit, which can be very expensive, particularly in the context
of big data. A balance must be struck between the need for quick access to information and the need

for high quality.

Logs have a lot of different types, e.g. sever logs, database logs, event logs etc. The contents of logs
include numerical data and non-numerical data as well. For some kind of logs, like server logs,
those numerical data (e.g. CPU load, memory) is sufficiently representative as features. But the
meaningful non-numerical data (e.g. the indicators about the state of systems) are also interesting
[75].

Since Logs comes in different formats and types, the incoming data needs to pass through a series
of Data parsing, Transformation, Normalization and Enrichment processes before it is piped to the
actual processing and modeling layer. A pyspark program is written in python programming
language and submitted as a spark job using the “spark-submit” command. Various Regular
expressions (regex) and code snippets written by various github developers are reviewed and

considered to write the pre-processing module.

One of the first activities is Parsing incoming log(i.e. for example if incoming data is syslog format
we need a syslog parser which will analyze the log and break to individual pieces such as time,
User, Log type, Log content etc.). The next is to Tag the log so that it‘s sequence is known in case
there comes a need to use windowed operation and also logs can be identified from other.
Sometimes it is also a necessity to covert logs into appropriate log formats if the incoming data is
different from the expected format (for example if Log came in XML format where JSON format is

expected, we need an XML to JSON converter module to apply to the data).
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Normalization is also a task to consider in this phase. As mentioned before, the format of our logs is
not fixed. But they have some common characteristics, for example, each message in one log is
started by a time stamp with a fixed format and other characteristics like the logs are written in
English and composed by upper and lower case letters, digits and special characters. Inspired by
Natural Language Processing, it might be helpful to do some text normalization to the raw logs
before extracting features. This step can be omitted in some approaches. The following lists how

our text normalization jobs.

The stream management and analysis is handled by Spark’s Micro batch based Spark Streaming
library whereas core Resilient Distributed Data set (RDD) abstraction handles the distribution of
data and processing over multiple nodes. The Spark Streaming Library will performs task such as
subscribing to Kafka topics, Initiate connection to Kafka topic, Read from Kafka Topic, Close
connection to Topic. Spark core on the other will handle creation of RDDS, Manipulation of RDDs,
managing RDDs and Destroying RDDS when they are no longer needed.

Apache spark then creates Data frames from the RDDs and perform required analysis and modeling
techniques which are thoroughly discussed in 4.3.4. Apache Spark is also responsible to write the

result data frames to elastic search index.

Indexing
Indexing task is handled by elastic search. Elastic search is a search engine built on Apache Lucene.

It's a distributed, real-time full-text search and analytics engine that's open source. It uses schema-
less JSON (JavaScript Object Notation) documents to store data and is accessible through a
RESTful web service interface. Since it is based on the Java programming language, Elastic search
can run on a variety of platforms. It allows users to quickly and efficiently explore large amounts of
data.

Elastic Search is correlated with a number of primary principles. A single running instance of
Elastic search is referred to as a node. Multiple nodes can be accommodated on a single physical
and virtual server, depending on the capacities of their physical resources such as RAM, storage,
and processing power. The term cluster, on the other hand, refers to a group of one or more nodes.
Cluster offers collective indexing and search capabilities for the entire data across all nodes. The
index is the third concept, which is a list of various types of documents and their properties. The

definition of shards is often used by Index to improve efficiency [76].

In elastic search, a document is a set of fields organized in a specific way and specified in JSON

format. Every document is assigned to a type and is stored in an index. A unique identifier known as
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the UID is assigned to each text. Shard Indexes are subdivided horizontally into shards. This means
that each shard has all of the document's properties but has less JSON objects than the index. Shard
is an independent node that can be stored in any node due to the horizontal separation. The initial
horizontal component of an index is called a primary shard, and these primary shards are then
replicated into duplicate shards. Last but not least, Elastic search's Replicas feature enables users to
make duplicates of their indexes and shards. Replication not only increases data availability in the
event of a malfunction, but it also enhances search efficiency by running a parallel search process in

these replicas [76].

Elastic search will store indexed Document entries which are usually split into shards for the
purpose of Replication. Apache spark will be the main source of Production of indexed document
and once documents are indexed and put in elastic cluster, they remain there for consumption by

visualization tools such as Kibana.

Data Visualization, Reporting and Querying
The final step is to present the final output in various data visualization methods. An interactive,

User friendly and efficient data visualization frameworks have joined the big data arena recently.
Kibana is one of the dominant frameworks due to its easily customizable nature, support for
querying and high refresh rates. It 1is an open source browser-based visualization tool that is
primarily used to analyze large volumes of logs using line graphs, bar graphs, pie charts, heat maps,
area maps, coordinate maps, gauge, targets, timelines, and other visualizations. The visualization
makes it simple to forecast or see shifts in error patterns or other important input source events.
Kibana is synchronized with Elastic search and Log stash, forming the so-called ELK stack. Kibana
can access Elastic search logs and show them to the user in the form of line graphs, bar graphs, pie
charts, and so on. It offers features such as Dashboards, Visualization, Dev Tools and Reporting

Mechanisms, Filters and Search query, Coordinate and region maps, Timelion and Canvas features.

4.3. Development

4.3.1. Infrastructure setup
As mentioned in chapter 1, utilizing a distributed infrastructure is one of the three pillars of big data

analytics. Various Distributed Infrastructure are been come into existence in the past 20 years or so.
Cloud based systems, Grid computing, Cluster computing and Volunteer Computing are some of the
common setups to mention some. The researchers tend to use a private cloud platform to setup a 4
node distributed computing infrastructure to deploy the designed streaming log management
system. The cloud infrastructure is located in the office premises of the researchers and is not

accessible to outside world due to company policies.

66|Page



Streaming Big data Analytics for unified Log management & Monitoring SIS|AAU

# |Node name |[IP Address |Ram Size Storage Size |Os installed Flavor

1 |hode-1 10.0.35.239 |32GB 500GB onoSTXE06% oo mo_smll
> hode-2 10.0.35.240 BOGB 500GB fgeféog')‘%—m co_mo_large
3 |hode-3 10.0.35.241 [32GB 500GB oo X808% oo mo_small
4 node-4 10.0.35.242 BOGB 500GB fgeféog')‘%—“ co_mo_large
Total = 224GB >TB

Table 7Cloud Nodes Specification
This Openstack Mirantis based cloud platform which hosts the above nodes is managed and

monitored through its horizon dashboard as seen below.

& ¢ @ 0 & 10.0.35.14 0w | @y
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EopIE Instance Name Fiter || QL2
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nStances 192.168.111.232
IODE-3 CentQS7 Floating IPs: C SMa - Active nwva None Running
10.0.35.241
Ima
192.168.111.231
Aco Cent0ST Floating IPs: (0 arge - Active nava None Running
10.0.35.240
Network
192.168.111.230
Orehestration NODE-1 CentOST Floating IPs sma - Active nova None Running
10.0.35.239
Data Processing
192.168.111.223
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10.0.35.242
Identity
Displaying 4 itams
Murano

Figure 22 Horizon Open-stack Dashboard view of created nodes
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All four nodes are installed with Linux operating system. Due to its stability, the researchers chose
Centos 7-X86-64 operating system. Node 1 will host Elastic search Master node and Kibana
Dashboard and it also serve as spark worker node. Node 2 is designed to be Spark Master node and
Elastic search component node and Hive warehouse. Kafka Broker is also installed in this node.
Node 3 and 4 are slave node for Apache spark and hive client systems. Kafka clients are also

installed on those nodes.

# Node name Installed Services

1 Node-1 Elastic search master. Kibana Master

2 Node-2 Spark Master, Kafka Broker, Hive Master, Elastic Node
3 Node-3 Spark worker, Hive worker, Elastic Node, Kafka client
4 Node-4 Spark Worker, Hive Worker, Elastic Node, Kafka client

Table 8 Installed Services on each computing node
The nodes are also installed with the following software and libraries. Python2 and 3 are both
installed on all systems. Although Apache version 3 is been released, the researchers chose to use
Apache Spark 2.4 because of recurring Bug problems observed in version 3 series of Spark. Java
Version 1.8 is also installed on all systems due to some spark and Kafka libraries that are
programmed using Scala programming language require the underlying JVM to run. The four nodes
are also need to communicate via a passwordless ssh. So Private and public key should be generated
on one of the machines and then the public key should be securely copied to all the remaining

nodes.

4.3.2 Data Acquisition

As stated in the previous section, a live data from different log types will be used for this
experiment. The first setup that needs to be done is to install the beats data shippers on the target
data sources. Packet beat, Metric beat, File beat and Audit beat are the four selected beat data
shipper types which are used to ship netflow data, usage data, file log and audit log data types
respectively. To install beats data shippers first you need to download the binary or source code of

the program from the official site. The researchers used version 7.9.3 of the beat series.

For the netflow data, a Network segment gateway located in office premises of the researchers is
used. This system is software defined network (SDN) based system that is used to connect the
Segment of the office floor LAN to other office floor LANSs. It runs on Centos7 Operating system

on Huawei manufactured Server.
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For syslog data, a Linux server located in the office premises of the researchers is selected and
standard system log folder /var/log/ is set as the file log path for file beat to monitor and read

incoming log in real-time.

For Metric beat installation, we used a Fedora based Server Computer located in office premises of
the researchers. Metric logs usually contain information on how the system is utilizing Disk space,
Primary Memory, Network bandwidth, Processing Power, User activities, system Load and many

more.

For Audit log shipment, the above mentioned Linux server used for syslog data is re-used. Since file

beat and audit beat work independently, installing them on a single system will not be a problem.

The standard procedure to install and configure beats data shippers is as follows. After a Tar ball of
the binary program is downloaded to the target data source system, they will be copied to the home
directory of the user. Then the tar ball will be extracted with “tar -xvf name of the tarball”
command which yields a folder with the contents of the corresponding beat shipper. The folder
usually contains an executable program to run the beats daemon, a read me file, a “.yml”
configuration file which is usually used to configure what the beats program will do. It also contains
various folders with modules and libraries needed by the beats executable file. A sample

configuration file for packet beat is shown below.

The main parameters to be set for packet beat are described in the table below.
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1 Packetbeat.interfaces.device |ethO A network interface card to
use to record the logs from.
2 timeout 30s A session time out duration
3 period 10s Reporting  period(a  time
duration)
4 Packetbeat.protocols enabled=true Enable individual protocols in
this section
S type-http ports: [80, 8080, 8000, 5000,Monitor these ports for http
8002] traffic and record the logs.
6 index.number of shards 2 How many shards to use for
each data entry
7 output_kafka hosts: ["node- Where to push the logs after|
2.novalocal:9092", "node- reading

3.novalocal:9092", "node-
4.novalocal:9092"]

8 topic: "% {[fields.log_topic]}' Which topic to write log to.

0 required acks: 2 How many acknowledgements
are needed for each transfer of
log.

10 |compression: gz1p What kind of compression

tool to use to compress the]
logs while in route in network.
11 jmax_message bytes: 10000000 Max number of bytes for each
message

Table 9Packetbeat Configuration parameteres and values
After all the above parameters are correctly set, the next step is to start the packet beat daemon by
running the packet beat executable found in the home folder of the extracted files.
Since the other three data sources use almost the same kind of configuration steps with little
different parameters and values, lets skip the details of those data sources and head to configuring
Kafka brokers and topics to store incoming data temporarily before Apache spark Streaming reads

the contents out of the topics.

4.3.3 Data Ingestion & Buffering
Apache Katka will ingest incoming logs sent by corresponding beats data shippers. Apache Kafka is

a real-time framework that uses a distributed public-subscribed messaging framework which can
manage a huge amount of data, allowing you to send messages at the end- point. LinkedIn created
Apache Katka, which is now available as an open source project through the Apache Software
Foundation. It's a public-subscribed messaging system that's designed to be scalable, fast,
dependable, and long-lasting. In order to configure Apache spark correctly, one need to understand

the overall architecture and inner workings of the framework.
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It consists of the following components

1. Topic: All Katka messages are grouped into topics, which is a feeding mechanism through
which messages are stored and written. You read a message if you want to read it, and you
send a message to a particular subject if you want to send it. User applications read data
from topics, while producer applications write data to them. A Kafka Topic that has been
partitioned into multiple sections.

2. Producers: Messages to one or more Kafka topics are published by producers. Kafka brokers
receive data from producers. Whenever a supplier sends a message to a broker, Producers
can also send messages to a specific partition.

3. Consumers: It read data from brokers. Consumers subscribe to one or more topics and
consume published messages by pulling data from the brokers

4. Connectors: It's in charge of getting stream data from Producers and getting it to Consumers
or Stream Processors.

5. Stream processor: Stream Processors are Kafka Cluster applications that convert topic data
streams into other topic data streams.

6. Broker: To maintain load balance, a Kafka cluster usually consists of several brokers. Since
Kafka brokers are stateless, they depend on Zookeeper to keep track of their cluster state.

7. Zookeeper: Zookeeper is a tool for organizing and controlling Kafka brokers. Zookeeper
service is primarily used to alert producers and consumers when a new broker enters the

Kafka system or when a broker in the Kafka system fails [47].
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Figure 23 Apache Kafka Architecture [44]
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As show in the figure above producers are agents that generate or transport the data to the Kafka
broker. In the case of this experiment, Beats data shippers will act as Producers. Four different
Kafka Topics will be needed to be created for Metric beat, Packet beat, Audit beat and File beat type

logs. Each Topic is also managed into 4 different partitions for efficiency reasons.

Data is read from and written to the partition leader in Kafka, which is a distributed system. The
cluster's leader can be on any broker. When a client (producer or consumer) starts up, it will ask for
information on which broker is the partition's leader. This metadata request could come from any
broker. The available endpoints for the partition's lead broker will be included in the metadata
delivered. These endpoints will be used by the client to connect to the broker and read or send data

as needed.

To install and setup Kafka the following steps are required. First a tar ball of the framework should
be downloaded from the official download site. Apache Kafka Version 2.12—2.60.0.0 is used for this
experiment. Then the tar ball is extracted using “tar -xvf tarball name.tgz” command.

Home folder for Apache Kafka has the following contents:-

/bin a folder consisting all executable binaries

/config a folder consisting all configuration files used by
Kafka

/libs a folder with necessary libraries needed by
Kafka to run

/site-doc site documentation for Kafka

License text file bearing the apache license agreement
for distribution of Kafka

Notice text file that contains the information on the
owner of the software

Table 10 Apache Kafka contents
The /config folder for apache Kafka contains extensive configuration information that can be used
to setup and manage a Kafka system. Some of frequently used config files in that folder include
server.properties, consumer.properties, producer.properties, zookeeper.properties and
log4j.properties. The first file that needs to be configured is server.properties file. It it used to set the
properties for the Kafka broker.

Server.properties configuration file contains numerous variables. The following are some of the
parameters that the researchers have considered setting values in this research. It is by no means the

complete list of variables and their corresponding values.
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1 broker.id

0

SIS|AAU

The id of the broker. This must be set
to a unique integer for each broker.

2 listeners

PLAINTEXT:/node-
2.novalocal/;:9092

The address the socket server listens
on. it needs host name or IP address
and a port where Kafka broker is
going to run.

num.network.threads

The number of threads that the server
uses for receiving requests from the
network and sending responses to the
network

num.io.threads

10

The number of threads that the server
uses for processing requests, which
may include disk 1/O

socket.send.buffer.bytes

102400

The send buffer (SO_SNDBUF) used
by the socket server

socket.receive.buffer.bytes

102400

The receive buffer (SO_RCVBUF)
used by the socket server

socket.request.max.bytes

104857600

The maximum size of a request thaf
the socket server will accept
(protection against OOM)

log.dirs

tmp/kafka-logs

/A comma separated list of directories
under which to store log files

num.partitions

4

The default number of log partitions
per topic. More partitions allow
greater parallelism for consumption,
but this will also result in more files
across

zookeeper.connect

Node-
2.novalocal:2181

Address of zookeeper for Kafka to
use.

zookeeper.connection.timeout.ms

18000

Timeout in ms for connecting to
zookeeper

Table 11 Kafka Configuration Parameters and Values

There are numerous configurations setting used by the Kafka broker. Most of the parameters have

default values that are usually optimal for single node configuration but when multiple nodes are

used for Kafka, setting up the correct values is mandatory. For example the above server.properties

file is a configuration for node-2 which is the Kafka broker node. But when we configure the Kafka

clients, which are node-3 and node-4, we need client side configuration parameters to be set

correctly. After setting up the configuration files, it is time to run the Kafka broker system on the

server and start creating the necessary topics and getting ready for receiving logs from remote beats

data shippers. But before that there are some important variables that are need to be set for

zookeeper so that it can manage the Kafka broker efficiently. We need to set at least those 5 lines in

the zookeeper configuration file.

tickTime=2000
dataDir=/path/to/zookeeper/data
clientPort=2181
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initLimit=5

syncLimit=2

Since zookeeper manages the overall Kafka activities it needs to be started before we start the
Kafka server. The syntax is usually to invoke the zookeeper-Server-start.sh script on the terminal.
Once we are sure that zookeeper is running, we can start the Kafka server now. The syntax to to
start is usually to run the Kafka server start script in the /bin folder with the location of the

server.properties file that we configured above. bin/kafka-server-start.sh config/server.properties

The next step is to create the necessary Kafka topics. Since we had 4 different data sources, it is
safe to create 4 different Kafka topics so that each can write to its own. Kafka usually provides a

command line utility shell script program named kafka-topics.sh to create topics on the server.

1 bin/kafka-topics.sh --create --zookeeper node-

2.novalocal:2181 --replication-factor 2 --partitions 2 --topic
metric-beat

Creates a Kafka topic named
metric-beat using the zookeeper
instance at node-2.novalocal on
port 2181 with 2 replications and 2
partitions

bin/kafka-topics.sh --create --zookeeper node-
2.novalocal:2181 --replication-factor 4 --partitions 4 --topic
packet-beat

Since packet beat has the largest
volume of data among the 4 log
types, 4 partitions will be used for
efficiency

bin/kafka-topics.sh --create --zookeeper node-
2.novalocal:2181 --replication-factor 2 --partitions 2 --topic
file-beat

Creating a Kafka topic for file beat
data entries. It will have 2
partitions and 2 replications of the
data.

bin/kafka-topics.sh --create --zookeeper node-
2.novalocal:2181 --replication-factor 2 --partitions 2 --topic
audit-beat

Audit beat Kafka topic with
default replication and partition of
2.

Table 12 commands to create necessary Kafka topics

In the above command “--create” tells Katka broker that the operation is to create a Kafka topic.
Whereas the “--zookeeper” option tells which zookeeper instance to register the topic to so that
consumers can subscribe to it later. “--replication” tells how many times a data need to be replicated
on the servers. “--partitions” sets the number of partitions the topic needs. Eventually we need to set
the name of the topic with “--topic” label. The name of the topic in this case is metric-beat. Once
the topic has been created, you can get the notification in Kafka broker terminal window and the log

for the created topic specified in “/tmp/kafka-logs/“in the config/server.properties file. Since Spark
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is going to be our primary consumer for the Kafka topics created here, we need to make sure that

the spark streaming session can access the nodes where the topics are created.

4.3.4 Data pre-processing & Stream Management
Data pre-processing and stream management is the most important task in streaming analysis

systems. Logs have a lot of different types, such as server logs, database logs, event logs etc. The
contents of logs include numerical data and non-numerical data as well. For some kind of logs, like
server logs, those numerical data (for example CPU load, memory) is sufficiently representative as
features. But the meaningful non-numerical data (such as the indicators about the state of systems)

are also interesting.

One of the challenges of streaming big data systems is efficiently handling incoming traffic of data
and processing them without any significant delay. As explained in chapter two of this document,
Apache spark use a Dstream to micro batch incoming traffic using time slices. The stream
management in the case of this experiment focuses on subscribing to Kafka topics, establishing
connection to Kafka topic, and reading buffer from topic, closing connection, re-establishing

connection if connection is lost or timed out and pushing messages to the analysis engine.

#Stream management of logs

#Author Muluken Sholaye

import pyspark

from pyspark import RDD

from pyspark import SparkContext

from pyspark.streaming import StreamingContext
from pyspark.streaming.kafka import KafkaUtils
import json

#5park context details

sc = SparkContext(appName="StreamingLogManagement")
ssc = StreamingContext(sc,1)

#Creating Kafka direct stream

dks = KafkaUtils.createDirectStream(ssc, "Packet-beat|' {"metadata.broker.list":"node2.novalocal:9092"})
#5tarting Spark context

ssc.start()

ssc.awaltTermination()

Figure 24 Spark Streaming from Kafka Python code fragment

Lines 3 to 8 in the above code fragment imports important libraries that are needed to manage
stream data from Kafka topics. RDDs are Apache spark’s main data abstraction whereas Spark

context and Streaming context are instances for spark core and streaming modules respectively.
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Kafkautils is a library to interface Kaftka broker from spark framework. On line 11, a streaming
context instance is triggered with a 1 second streaming window. Line 13 creates a direct stream to
Kafka broker at located at “node-2.novalocal:9092” specifically to a topic named “packet-beat”.
Line 15 and 16 starts the streaming and continue streaming as long as a termination signal is
received from the system. The complete code is submitted as a spark job to a spark scheduler using

the command “spark-submit”.

One of the first activities is Parsing incoming log(i.e. for example if incoming data is syslog format
we need a syslog parser which will analyze the log and break to individual pieces such as time,
User, Log type, Log content etc.).The next is to Tag the log so that it‘s sequence is known in case
there comes a need to use windowed operation and also logs can be identified from other.
Sometimes it is also a necessity to covert logs into appropriate log formats if the incoming data is
different from the expected format (for example if Log came in XML format where JSON format is
expected, we need an XML to JSON converter module to apply to the data). To parse syslog logs
the syslog rfc5424 parser library is used. The following code fragment shows how the library is

applied to incoming socket of log data.

import argparse

import json

from syslog rfc5424 parser import SyslogMessage, ParseError
while True:

—_——— - —— - —_——e e F A Y

Figure 25Spark streaming creating Dstreams every one second
try:
message = SyslogMessage.parse(message)
print(json.dumps(message.as dict()))
except Parsekrror as e:
print(e, file=sys.stderr)

Figure 26 Code Snippet of Syslog parser python code

As shown in the figure above the syslog rfc5424 parser library will parse the syslog document and
dumps the output on a JSON file format, which is convenient data representation format for most
data analysis and visualization systems.

On the other hand packet beat data set is not usually in human readable format. But luckily there is
a python module that is designed to parse and convert it to a more manageable format such as

dictionary data and JSON data.
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import netflow

import socket

sock = socket.socket(socket.AF INET, socket.SOCK DGRAM)
sock.bind(("8.0.8.8", 2055))

payload, client = sock.recvfrom(4096)

p = netflow.parse packet(payload)

assert p.header.version == 9 # NetFlow v9 packet
assert p.flows[@].PROTO ==

Figure 27 Snippet code for Parsing netflow data

In the above python code fragment, a Data gram socket is initialized on port 2055 which is the port
where Kafka messages are routed and it will receive a batch of 4MB of data after checking that it is
version 9 net flow data. The other data types such as metric beat and audit beat usually come in

standard formats so there is no need to apply any parsing and converting.

4.3.5 Data Analysis and Indexing
Once the data pre-processing and stream management is efficiently performed, the next step is to

apply the actual analysis on the data and writing the output to the indexing tool. There are two
possible ways the researchers used to analyze incoming data set. The first is by writing a pyspark
script which takes the input data and returns the result after computing predefined analytical task.
On the other hand, it is also possible to write the data directly to elastic search index and query the

elastic search using the mathematical computation needed afterwards.
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import re
from collections import Counter
import json
data = json.dumps(sc)
ent = Counter()
ipre = re.compile(r'"(?P<ip>(([0-9]|[1-9](6-9]|1[0-9]{2}|2[0-4](8-9]|25[0-5])\.){3}([8-9]|[1-9][6-9]|1[8-9]{2}|
with open(data) as infile:
for line in infile:
m = ipre.match(line)
if m 1s not None:
ip = m.groupdict()['ip']
cnt[ip] 4= 1

e —
Figure 28 Code snippet to count frequent IP addresses from incoming log
Depending on the type of result needed, various analytical techniques were applied. It spans from a
simple counting and ranking(for example to rank the top 10 packet generating hosts in a specified
time frame, we need to count each host and display the output in ascending order) to more complex
metric manipulation function such as calculating system load from a series of program CPU load
information. Those analyses will be applied to the data RDDs in a distributed way. For example the
following python code fragment shows a simple analysis to count the number of IP addresses from
an incoming data.In the above code snippet “data” is a JSON file dump of incoming data piped
from the spark stream management system. Regular expressions are used to filter IP addresses from
the data set because different net flow data representation use different attribute names to represent
IP addresses in a log. Once spark completes analyzing the data, the result will be written to the

target elastic search index in the following way.
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rdd = json.dump(result)

es write conf = {

"es.nodes"™ : "node-2.novalocal",
"es.port" : "Sz2e0",
"es.resource" : 'filebeat/apache’,
"es.input.json": "yes",
"es.mapping.id": "doc id"
}

rdd.saveAsNewAPIHadoopFile(

path="-",

outputFormatClass="org.elasticsearch.hadoop.mr.EsQutputFormat",
keyClass="org.apache.hadoop.io.NullWritable",
valueClass="org.elasticsearch.hadoop.mr.LinkedMapWritable",
conf=es write conf)

Figure 29 Writing results to ES from Spark

Linel in the above code snippet shows the result data set being dumped to a new variable called rdd
using json.dump function. On line 3 we have provided the elastic search information to be used
when writing the data. It specifies where the instance is located, what port it is running on and other
significant information. Then starting from line 11 the data set is been written to an elastic search

index using the built in saveAsNewAPIHadoopFile function.

Elastic search is used to index and store the processed data in an efficient way so that users can
query using Kibana dashboard KQL query language or by specifying search and filter criteria on the
search bar. Elastic search provides distributed, real-time full-text search and analytics engine that's
open source. It uses schema-less JSON (JavaScript Object Notation) documents to store data and is
accessible through a RESTful web service interface. Since it is based on the Java programming
language, Elastic search can run on a variety of platforms. It allows users to quickly and efficiently

explore large amounts of data.

In elastic search, a document is a set of fields organized in a specific way and specified in JSON
format. Every document is assigned to a type and is stored in an index. A unique identifier known as
the UID is assigned to each text. Shard Indexes are subdivided horizontally into shards. This means
that each shard has all of the document's properties but has less JSON objects than the index. Shard
is an independent node that can be stored in any node due to the horizontal separation. The initial
horizontal component of an index is called a primary shard, and these primary shards are then
replicated into duplicate shards. Last but not least, Elastic search's Replicas feature enables users to

make duplicates of their indexes and shards. Replication not only increases data availability in the
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event of a malfunction, but it also enhances search efficiency by running a parallel search process in

these replicas.

Elastic search will store indexed Document entries which are usually split into shards for the
purpose of Replication. Apache spark will be the main source of Production of indexed document
and once documents are indexed and put in elastic cluster, they remain there for consumption by

visualization tools such as Kibana.

Elastic search is relatively easier to install and use than the other search engines such as Solr. After
downloading the tar ball from the official elastic search download site, it needs to be extracted and
moved into the desired location. Elastic search Version 7.9.3 is used in this experiment. The main
contents of the extracted folder are /bin which consists major executable programs, /config consists
all configuration files, /data contains slices of data pushed to elastic search, /libs contains libraries
necessary for elastic search to function properly and /module which contains major modules of the

elastic framework.

4.3.6 Data Visualization and Reporting
Data visualization and reporting is the last step in the data analytics life cycle. Once data is correctly

indexed and stored in elastic search, Visualization tools can easily query using the REST API and

display useful information to users in real time.

Kibana is an open source browser-based visualization tool that is primarily used to analyze large
volumes of logs using line graphs, bar graphs, pie charts, heat maps, area maps, coordinate maps,
gauge, targets, timelines, and other visualizations. The visualization makes it simple to forecast or
see shifts in error patterns or other important input source events. It offers features such as
Dashboards, Visualization, Dev Tools and Reporting Mechanisms, Filters and Search

query,Coordinate and region maps, Timelion and Canvas features.

Kibana Version 7.9.3 is used in this experiment. The installation and configuration needed for
Kibana is straight forward. It only involves downloading the tar ball from the official Kibana
download site and extracting it. The main contents of the extracted folder include bin, config, data,
node, node-modules, plugin and x-pack. /bin folder contains executable programs and scripts that
used to run and hot-configure Kibana whereas /config folder contains the major configurable .yml
files needed to set the necessary attributes needed. Kibana.yml is the major configuration file that is
mandatory to be configured before starting the Kibana service. The following are the main

attributes and their corresponding values to be set in the configuration files.
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1 server.port 5601 Kibana is served by a
back end server. This
setting specifies the port
to use.

2 server.host Node-1.novalocal Specifies the address to
which the Kibana server
will bind.

3 4048576 The maximum payload
server.maxPayloadBytes size in bytes for
incoming server
requests.

4 elasticsearch.hosts: ["http://node- The URLSs of the Elastic
1.novalocal:9200"],["http://node- search instances to use
2.novalocal:9200"] for all your queries

5 50000 Time in milliseconds to
elasticsearch.requestTimeout wait for responses from
the back end or Elastic
search.

6 server.ssl.enabled: True Enable SSL transport
layer security to encrypt
the traffic between
systems

7 server.ssl.certificate: home/centos/server.crt The location of the SSL
certificate to use.

8 server.ssl.key home/centos/server.key The location of the key
to be used.

Table 13 Kibana Configuration Parameters
Kibana provides an interactive and easily customizable environment to create state-of-the-art
dashboards. It allows creating dashboards with contents such as but not limited to histograms, line
graphs, pie charts, sunbursts, heat map, geographic plots and more. It also incorporates some
example dashboards that can be used as templates to design your dashboards. Kibana can let you

access all the data in a certain elastic search index using its discover tab as shown below
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May 28, 2671 § 12:57:18.357  agent hostnane: node-1.novalocal agent.neme: node-1.novalocal agent.id: b44aBAhi-Be16-Aade-Scad-3e563622073 agent.type: packetbeat Last15weeks ent.version: 7.18.8
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Way 26, 2621 8 12:57:18.357  apent.hostnane: node-1.novalocal agent.nane: node-1.novalocal agent.id: balaBdhi-Be1s-date-Bcad aqent cphemeral_ids 6 e Y ent.version: 7.10.0
destination.mac: ff.ff:ff.ff:ff.ff source.bytes: 1.3KB source.mac: fa:16:3e:7f:b9:4f source.packets: 23 type: flow network.bytes: g : seconds v
Toud. instance nane: node-1.naovalocal cloud.instance id: i-0080ATbb cloud.provider: openstack cloud.nachine.type: co_mo_small Btine hostoane: node-
1.novalocel host.os.kernel: 3.19.8-1168.11.1.¢17.x86_64 host.os.codename: Core host.os.name: Cent0S Linux host.os.family: redhat host.os.version: 7 (Core) host.os.platform: centos host.containerized: false
hest.ip: 192.168.111.230, fe8d::fd16:3eff:feB5:3e8) host.nane: node-1.novalocal host.id: dae7?feBeeBbdebb7797f25bfaf60df host.mac: fa:16:32:85:3e:B8 host.arehitecture: ¥86 64 event.duration: 177847.8
Way 28, 2821 0 12:57:18.357  agent bostnane: node-1.novelocsl agent.neme: node-1.novalocal agent.id: bAsBb-Be16-dade-Scad-3e5636262073 agent.type: packetbeat agent.ephemeral id: 67b30926-6f5:-Ac03-80e-GedS62ede®Be agent.version: 7.10.
destination.port: 9288 destination.bytes: 36.1MB destination.ip: 127.8.8.1 destination.mac: 84:09:99:80:89:98 destination.packets: 235,550 source.port: 5305 source.bytes: 347ME source.ip: 127.8.8.1
source packets: 333,608 source.nac: £6:36:89:69:09:88 type: flow network.commnity_id: 1:SX9zEZ3MBSPOAVPIYiKsSiDAKG= network.bytes: 483,148 network.transpart: top network.type: ipvd network.peckets: 569,160
cloud.aveilability zone: nova cloud.instence.name: node-1.novalocal cloud.instence.id: i-888887bb clowd.provider: openctack cloud.mechine.type: co_mo_small Otimestamp: May 28, 2821 § 12:57:10.357
ecs.version: 1.5.8 host.hostname: node-1.novalocal host.os.kernel: 3.10.8-1168.11.1.€17.x86_64 host.os.codename: Core host.os.name: CentOS Linux host.os.family: rechat host.os.version: 7 (Core)
Way 28, 2821 0 12:37: agent .bostnane: node-1.novelocsl agent.nane: node-1.novalocal agent.id: bAAsBdbi-Be16-Aade-Scad-3e5636262673 agent.type: packetbeat agent.ephemeral id: 67b30926-6f5-Ae03-80e-GedS62ede®Be agent.version: 7.10.
destingtion.port: 9208 destination.bytes: 63.1MB destination.ip: 127.8.8.1 destination.mac: 9:09:98:09:69:80 destination.packets: 230,848 source.port: 34308 source.bytes: 348.8MB source.ip: 127.8.8.1
source peckets: 331,670 source.nac: 00:09:80:00:00:00 type: flow network.community_id: 1:KAUBdBJfNIONYLgnlirgd/@T6kHo= network.bytes: 413.0NB network.transpart: tcp network.type: ipvd network.packets: 69,718
cloud.aveilability zone: nova cloud.instence.name: node-1.novalocal cloud.instence.id: i-888887bb clowd.provider: openctack cloud.mechine.type: co_mo_snall Otimestamp: Moy 28, 2821 § 12:57:10.357
ecs.version: 1.5.8 host.hostname: node-1.novalocal host.os.kernel: 3.10.8-1168.11.1.€17.x86_64 host.os.codename: Core host.os.name: CentOS Linux host.os.family: rechat host.os.version: 7 (Core)
Wey 28, 2821 D 12:37:18.357  agent hostnane: node-1.novalocsl agent.name: node-1.novalocal agent.id: bAlsBdbi-Bei6-Aade-Scad agent  spheneral_id: 67b30026-6f3s-deld-Baed agent. type: packetbest agent.version: 7.10.8

destination.port: 9208 destination.bytes: 133.3M8 destination.ip: 127.8.8.1 destination.packets: 387, 374 destination.mac: 0:00:08:00:6:80 source.port: 54174 source.bytes: 536.4MB source.ip: 127.4.8.1
source.packets: 677,518 source.nac: 09:00:92:00:00:08 type: flow network.commmity_id: 1:hynkQWIMiSRI5FHeabugSs= network.bytes: 693348 network.transpart: tcp metwork.type: ipvd network.packets: 1,064,802

cloud.aveilability_zone: nova cloud.instence.name: node-1.novalocal cloud.instence.id: i-88A887bb clowd.provider: openstack cloud.mechine.type: co_mo_snall Otimestamp: May 28, 2821 § 12:57:10.357

Figure 30 Packetbeat Live Raw data in Kibana Dashboard

The above screenshot shows that the system metric beat data in the past 15 minutes. Since going

through all data manually is not applicable, there are some circumstances under which examining

the raw data may be beneficial. In the discover tab of Kibana dashboard latest logs come up at the

beginning of the screen, which makes it easier to live view recent data very easily if you are looking

for some kind of investigative information. It is also possible to design dashboards by using any of

histograms, bar charts, heat maps, location maps, pie charts and Gauge meters.
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Memary Usage [Metricbest System] ECS
Memory Usage [Metricheat System] ECS

Figure 31Live Memory usage(left) Total Memory Usage(right)

The figure on the left shows how much of memory is used and how much is left during the past 5
seconds. Unusual system load may indicate that there is some kind of problem in the system. It is
also possible to stream the metric information as it happens by setting the duration variable to

“now” instead of 24 hours.

CPU usage is the other metric information that needs a close look. For most systems, a CPU load
exhausted by unusual load can malfunction or crash the whole system. There are also some know
denial of service attacks that try to overload the CPU by running a series of instructions so that

denying the availability of the system to the designated use.

CPU Usage [Metricheat System] ECS

00:43:42.150

usar

Figure 32 CPU load Visualization Panel in Kibana
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The above sample CPU load screen shot shows what percentage of the CPU is occupied by system,
nice, irq, softirq and iowait processes. It is snapshot information of the 2 seconds between
09:43:44:00 and 09:43:46:00. After that the window will slide left to show the next 2 seconds of

information and the pattern continues as long as the connection to the system is alive.

Audit beat can also provide useful information such as what kind of system events are happening in

the target system and user activities as well as login and logout times of each user.

System Event Histogram [Auditbeat System] ECS nan

200,000
150,000 -
100,000
50,000 ‘ | | |

021-02-11 2021-03-07 2021-03-21 2021-04-04 2021-04-18 2021-05-02 2021-05-16
From the screenshot above, it can be noticed that there is a significant drop in the number of counts

@ Coumt

Count

[@timestamp per day

Figure 33 Weekly system Event Histogram

of events on 2021-03-07. A further drill down investigation will provide the reason why did the

drop in system events happened on that specific day.

The other useful information that can be displayed about a system is a number of activities by each
user in a specific duration of time. Usually system administrators are aware of magnitude of
processes and programs that are running on high valued system assets in organizations such as web
servers, data base servers, ERP system servers etc. A sudden spike or unusual change in the process

window can be a tip off that something is happening that needs investigation.

DNS servers are also important assets to an enterprise. A DNS system that is performing below par
can cost an enterprise a lot. DNS servers can be exposed to attack such as Denial of service; R2L
attacks any other countless types of attacks. Monitoring the average number of DNS requests and
response time by each request in a specified time interval can tell the health of the DNS server. The

following screenshot shows the number of DNS requests and number of seconds needed for each
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request to be processed. The time duration in this case is set to “7 days” but it can be set to any

other duration such as 7weeks, 1 day, 5 minutes, 5 seconds or 4 months.

DMS Transactions [Packetbeat] ECS

3000 @ Avg Response Time

2,000 @ Count
250.0

R
=
=
=]

Avg Response Time
]
[
1=
Count

=
=}
=

0.0

2021-02-1 2021-03-07 200-03-21 2021-04-04 2021-04-13 2011-05-02 2021-05-16
(@timestamp per day

Figure 34 DNS requests per day and average Response time

In the above sample chart, it can be noticed that the week has a stable response time throughout the
week but the number of DNS request has spiked in the beginning and end of the week. By setting
the duration to those specific days, one can perform drill down analysis and find out the reason why

those request spikes has happened.

Network connection trends are also good indicators about the health of a network in an enterprise. A
number of unique connection can be a tip off that an enterprise is attracting more new site visitors

or it may imply to some kind of intrusion depending on the nature of use of the network.
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Connections over time [Packetbeat Flows] ECS

100,000 @ Unigue Flows

B0,000

Count

Figure 35 Number of Network Connections in 5 min 1

The above screenshot shows the number of unique connections in the past five minutes. The term
unique only means that multiple connections using the same IP address are counted as 1 connection.
It does not mean that the IP address is never been used to communicate with the target system.lIt is
also vital for a system to know which IP addresses are frequently in communication with the target

network gateway. Excessive connection to the system could possibly indicate a DoS attack on the

network.
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Top Hosts Creating Traffic [Packetbeat Flows] ECS
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Figure 36 Top hosts creating traffic to the network

The above chart shows the top most traffic generating hosts. Enterprises usually perform seasonal

internal network audits and this kind of information could be of a great use to that.

In some cases it may also be vital to track where the hosts that are connecting to our network are
located in the world. By using GeolP information, it is possible to pinpoint the country in which the
connection is coming from. This functionality might be compromised by the use of certain IP

blocker programs such as certain VPNs and anonymity platforms like Tor browser.
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Figure 37 Geographic locations of most frequent connections to the network

For statistical purposes it is also possible to know the total number of packet connections in a
specified time interval. For example the Gauge meter below shows the total number of incoming
and outgoing connection in the past 24 hours. It is also possible to set the duration to a much

smaller interval like 5 seconds, 1 minute or much bigger like 5 weeks, 10 months or 2 years.

vizl

815
@ 200-225

Count

14,886,027

Count

Figure 38 Total number of network connections in 24 hours

Sometimes it is also important for security operators to track the connections and data transfers each

hosts in the network made within a specific time interval. Enterprises that work on classified
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information such as security and intelligence agencies usually track the activities of each of their
employees in real-time. Audit reports by internal or external auditors can also use this information

to prepare employee or department level audit report.

Network Traffic Between Hosts [Packetbeat Flows] ECS

Source IP Destination IP Source Bytes Destination Bytes
127.0.04 127001 3IPE 2.2PB

1 ) 13.9PB 2.4PB
192.168.111.40 182.168.111.255 30.2GB 0B

192.168.111.40 224.00.252 B2.8MB 0B

192.168.111.40 224.0.0.22 3aMB 0B

192.168.111.40 255.255.255.255 14.3KE 0B

172.20.85121 182.168111.230 4. 6GHB 22568
5118891123 182.168111.230 B12.6MB 40MB

Export: Raw & Formatted &

Figure 39 Sample packet beat network traffic between hosts

Erroneous transaction are usually needs to be watched closely while monitoring an enterprise asset
such as servers, cloud systems and IS systems. Too many erroneous transactions will degrade the
overall productivity of an enterprise which could reflect on revenues and other Key performance

indicators.
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Transactions Errors Search [Packetbeat] ECS pam
1-50 of 35420 >

Time - clientip 3 ¥ » client.port serverip server.port event.dataset query 1

¥ May 27, 2021 @ 23:23:27070 19216B.111.23 35588 34.95113.233 443 tls

¥ May 27 2021 @14:33:47.311 182.168.111.23 - 10.0.35.127 - cmp

¥ May 27, 2021 @ 14:33:35.315  182.168.111.23 - 10.0.35.127 - Cmp

¥ May 27 2021 @ 14:28:40.8B5 182.168.111.23 - 10.0.35.127 - cmp
May 27, 2021 @ 13:27:08.402  182.168111.23 - 10.0.35127 - CMp

¥ May 27, 2021 @ 13:08:46180  192.168.111.23 - 10.0.35127 - cmp

Figure 40 Erroneus transactions in network in the past 5 minutes

All the above individual visualizations can be unified into a same Kibana dashboard page so that
system admins and security operation center workers can find a multi-dimensional view of the

health of their enterprise’s assets in one window.

4.4 Evaluation of the Model
It is always been not easy to evaluate a full cycle big data analytics platform because it consists of

numerous frameworks and technologies integrated to form a system. As a matter of fact, Evaluation
mechanisms for stream processing systems are a hot research area among the data science
community nowadays. Different researchers have proposed possible mechanisms but they are
specific to the type and nature of the system hence lacking generic and widely accepted evaluation

criteria in the domain.

The researchers have used two categories of evaluation methods. The first is to use various
evaluation mechanisms to measure the overall performance, fault tolerance, scalability and
efficiency of the log management system. For example performance can be measured by metrics
such as processing time, scheduling time, latency, total system Memory usage, Total CPU time,
total time spent on I/O ,data transfer rate and Batch processing time. Scalability, on the other hand,
can be measured through metrics like average time needed to horizontally scale the system and
average time needed to vertically scale the system. Fault tolerance is measured through replication

time and percentage of node failures that the system tolerates to continue functioning.

The second evaluation mechanism is to review research works that propose various ways to

evaluate streaming analytic systems. Although there are numerous research works on streaming big
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data analytic applied to various use cases such as security, physics, engineering, health, agriculture
and IOT, performance is the only metrics that most of the researches used as a common metrics to
evaluate their corresponding system. The specific measures used to evaluate the performance may
vary from paper to paper but the overall attempt was to measure the performance of the system
against the proposed performance needed for their respective use case. The following paragraphs

present the main evaluation metric results.

Since a log is ingested from the remote data source targets it is vital to measure the average data
collection latency of the logs. The main approach to do this is to record the time stamp when the log
is been sent by the beats data shipper and the time it is written to the respective Kafka topic. Then
we can subtract the time of the later from the previous to get the average read latency of the system.
A random batch of 100 logs from each category is taken from 12 different days and the time latency

for each is summarized in the table below.

Packet beat4.3s 8.1s [2.5s 12.1s 5.5s 6.1s 7.2s 4.4s 5.3s 5.3s 5.3s 6.85 6.0s
File beat 8.1s 4.5s [3.8s 6.1s 6.95 2.1s 1.9s [0.8s 0.9s 2.5s 3.1s 8.9s 4.1s
Audit beat |4.1s [0.8s 2.1s 3.7s 2.bs 2.0s [6.3s 0.9s 0.9s 0.9s 0.6s [1.1s 2.1s
Metric beat0.9s [1.0s 8.1s 0.5s 4.6s 0.5s [4.4s 6.7s 5.1s 2.3s 4.1s 2.2s 3.7s
Average 4.3s 3.6s 4.1s 5.6s 4.8 2.6s 49s 3.2s 1.0s 2.7s 3.2s 4.7s 3.9s

Table 14 Average network transfer time of logs to the engine

From the above table, it can be seen that Audit beat logs has the least average time of transport
whereas packet beat logs took the longest time to ingest the 100 logs in the batch. The average total
time needed to transport 100 logs is about 3.9 seconds which roughly means that 0.039 seconds are

needed to transport a single log entry from the source system to the log management engine.

Read latency is dependent on some variables that are not considered in this research. Factors such
as network speed, DNS and DHCP server’s efficiency, number of network hops between the source
and the destination systems and network technologies used such as Infiniband can influence the

network time latency.

The average processing time needed is another key indicator in the performance of a log
management system. Once the log is stream ingested to Spark’s system, it is possible to measure the
total processing time needed by each batch of data. A batch of 200 data is used from 12 different

time slots and their processing time is presented as follows.
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Packet beat0.4s 0.2s 0.5s 1.1s 0.5s [0.1s 0.2s 0.4s 0.3s 0.3s 0.1s 0.2s 0.3s

File beat 0.1s 0.5s 0.4s 0.1s 0.1s [0.1s 0.1s [0.2s 0.1s 0.2s 0.1s 0.4s 0.2s

Audit beat 0.4s 0.8s [0.1s [0.7s [0.5s 0.2s 0.3s 0.5s 0.9s 0.9s [0.6s [0.1s (0.5s

Metric beat0.9s [1.0s [0.1s 0.5s [0.6s 0.5s 0.4s 0.7s 0.1s 0.3s [0.1s [0.2s (0.4s

Average [0.4s (0.6s 0.2s 0.6s 0.4s 0.2s 0.2s [0.4s 0.3s 0.4s 0.2s 0.3s 0.3s

Table 15 processing time for 200 logs of random Dstream batches of data
The processing time for the 4 data type’s shows that file beat takes the minimum processing time of
0.2 seconds whereas audit beat logs took the longest average time of 0.5 seconds. The average
processing time is around 0.3 seconds for the 200 logs. It means it will take around 0.0015 seconds

to process a single log entry.

Scheduling delay is the third metric that is used to evaluate the log management and monitoring
system. When using distributed system, scheduling jobs and resources is the major task that should
be handled efficiently. Although YARN and Mesos are frequently used resource and job schedulers
in the Hadoop ecosystem, Spark’s built in scheduler is used in this experiment. The following table
summarizes the scheduling delay for a random of 200 logs from each data source over the period of
12 days. The method used to collect is accessing Apache spark’s web interface and querying elastic

search index data.

Packet 1ms [1.2ms 1.5ms [1.Ims [1.5ms 0.9ms [1.2ms [1.4ms 1.2s |[1.4ms [1.1ms [1.2ms [1.2ms
beat
File beat [1.2ms 1.2ms [1.7ms [1.6ms [1.2ms [1.1ms [1.5ms [1.2ms [1.3ms [1.2ms [1.6ms [1.4ms [1.4ms
Audit beat1.3ms 1.8ms [1.7ms [1.6ms [1.2ms Ims [Ims [1.2ms 1.9ms 1.6ms 0.9ms [1.2ms [1.3ms
Metric Ims [Ims [1.1ms [1.4ms [1.4ms [1.bms [1.9ms 1.7ms Ims [1Ims [1.2ms [1.3ms [1.3ms
beat
Average 1.Ims 1.3ms 1.5ms 1.4ms 1.4ms 1.1ms 1.4ms 1.3ms 1.3s [1.3ms 1.2ms (1.2ms [1.3ms

Table 16 scheduling delay for Dstream of 200 logs
According to the above results, the type of log has no significant effect on the delay of the

scheduler. An average of 1.3 milliseconds is the scheduler delay expected for 200 logs of data and

an average 0.0065 milliseconds for each log.
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It is also possible to calculate an average memory usage for a cluster of logs. The same technique of
selecting 200 random logs from each data type is used just like the previous evaluation procedures
and the total memory is usage information is read from the spark Web interface. One of the main
reasons why Apache spark is lightning fast compared to other frameworks is its support for in-
memory computing. System memory is the only memory type considered in the result. The result is

presented in the table below.

Packet beat 2.1mb2mb 2.5mbR2.1mbP2mb P2mb Pmb [1.9mb2mb 2.4mb2mb [2.2mb]2.1mb
File beat |1.9mb[1.8mb|1.9mb|1.9mb|1.8mb|1.8mb|1.8mb[1.9mb|1.8mb|1.9mb|1.6ms |1.4mb|1.8mb
IAudit beat 3.1mb(1.2mb2.9mb2.6mb2.2mb2.8mb3.1mbR2.2mb2.7mb2.2mb2.2mb2.2mb2.4mb
Metric beat 2.1mb2.4mb|1.9mb2.4mb2.6mb2.6mb2.9mb2mb 2.9mb2.1mb2.2mb2.1mb2.5mb
Average  2.3mb[1.8mb2.3mb2.2mb2.1mb2.3mb2.4mb2mb 2.3mb2.1mb2mb [1.9mb2.2mb

Table 17 Memory usage of batch of 200 logs

Packet beat logs consumed average of 2.1mb of system memory whereas file beat consumed the
minimum of all at 1.8mb of space. Audit beat and metric beat consume around 2.4 and 2.5mb of
space respectively. The average memory consumption per batch is around 2.2mb for the 200 logs

which translate to 0.011mb of space are needed for each piece of log instance.

Distributed systems are usually in need of horizontal and vertical scaling. Horizontal scaling is the
addition of a new node alongside the existing ones whereas vertical scaling is the improving the
capacity of the existing nodes by extending its computing capacity. In the log management arena,
vertical scaling usually require a minimal configuration change such as extending the minimum and
maximum memory usage limits on each node. Horizontal scaling on the other hand requires the
installation of one or more of the executor nodes on the new node and addition of the name of the
name and the address of it on the configuration file of the master node. It usually requires a reboot
of the affected services for vertical scaling to take effect whereas horizontal scaling only requires
committing the changes to the master node. Due to the fact that horizontal scaling is performed
without disrupting the whole system, it is safe to say that the log management system is easily
scaled horizontally than vertically.

Different literatures also propose various evaluation criteria for streaming applications. But most
focus on specific environment, setting or use case. But few also tried to formulate ways to measure
effectiveness of streaming analysis systems in general. For example [9] emphasizes the need for
fault tolerance in streaming analysis. Fault tolerance for distributed system is obtained through

replication of data on different nodes redundantly. In case when the node containing specific data is
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offline, the backup node that contains the exact copy of the data can be used. The minimum
replication factor for fault tolerance functionality is 2; which means each data is replicated to one
more node. Larger systems usually have a higher replication factor since the number of nodes and
the data they process is usually higher.

[9] Also argue that the main challenges in streaming analytic are scalability, integration, fault-
tolerance, timeliness, consistency, heterogeneity and incompleteness, load balancing, privacy issues,
and accuracy. The writers also argue that streaming analytic systems should be evaluated based on
those key factors. On the design stage of this experiment, the researchers have considered most of
the above mentioned key factors in the process. In the literature review part of this document, a
brief comparison of various frameworks is presented in detail.

[13] Revises mostly used log analysis tools in the market to carefully recommend that
heterogeneity, integration and performance could be the major factors when selecting appropriate

logging tools for your business.
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CHAPTER FIVE
CONCLUSION AND RECOMMENDATION

This chapter is organized into two subtopics; conclusion and recommendation. The conclusion part
starts by summarizing some of the concepts and ideas discussed in the previous four chapters in a
direction that leads to bringing the answers to the research questions that were posed at the start of
the study. The next section covers the concerns and future works that that the researchers would like

to point out so that they can be addressed or further investigated.

5.1 Conclusion
The economic industry in the twenty-first century, dubbed the "information era," is heavily reliant

on data. How much data must be processed in order for it to be useful? According to an IDC survey,
barely 0.5 percent of all data created globally is analyzed. In a world where we produce as much
data every two days as we did from the beginning of time until 2003, there is a need to link data
analyzed with current trends to improved business models; systematic processing and analysis of
big data is the underlying element.

The complexity of the IT system in most middle and large enterprises is increasing. Data is usually
dispersed among departments and branch offices and subsidiaries. Ability to collect process and
visualize those scattered data needs a new paradigm of applying big data stream processing rather
than using traditional techniques. With the expansion of IT infrastructure into hosted and cloud
deployments, there is now not only more data to manage, but it is now spread across multiple
environments. Collecting and managing a steady stream of dispersed log data can easily overwhelm

an IT department.

Despite the abundance of logging mechanisms in modern systems and devices, Logs are usually not
efficiently utilized in many enterprise environments. In most cases logs are either completely
forgotten or only noticed when something is gone really wrong other diagnostic mechanisms known
to the IT department failed to work. But logs are reach sources of information if they are been
managed and analyzed in an effective way. Log analysis isn’t easy, and can be messy. As opposed to
the “plug-and-pray” approach, effective log analysis takes some work. Logs come in a variety of

shapes and sizes, and at times it can be difficult to extract information from them.

Big data rests on the interplay of infrastructure, technology and mythology. It requires the
integration of various efficient technologies for data collection, storage, processing, visualization
and reporting by utilizing distributed environments to facilitate timely and accurate decision making

process by minimizing cost and computing time when there is a need to obtain useful knowledge
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from current happenings in an efficient and speedy manner in order to enable organizations to

quickly react to problems, or detect new trends which can help improve their performance.

Streaming analytic sub-domain of big data allows processing of massive amount of data generated
at high-velocity from multiple sources with low latency in real-time. It is a new paradigm
necessitated because of new sources of data generating scenarios which include ubiquity of location

services, mobile devices, and sensor pervasiveness.

Lambda, kappa, Zetta and lot Are the four mostly deployed architectural trends when designing big
data streaming analytic systems. The Lambda architecture was one of the first to be proposed for
Big Data processing, and it has since become the industry standard. The Kappa architecture was
next, followed by many other architectures designed to address some of the limitations of the
lambda architecture for use cases where the former standard failed to provide satisfactory results.
IoT is the latest architecture which has gotten wide spread recognition for its suitability for
designing smart systems such as self-driving cars and smart homes.

A fundamental problem with log management that occurs in many organizations is effectively
balancing a limited quantity of log management resources with a continuous supply of log data. Log
generation and storage can be complicated by several factors, including a high number of log
sources; inconsistent log content, formats, and timestamps among sources; and increasingly large
volumes of log data. Log management also involves protecting the confidentiality, integrity, and
availability of logs. Another problem with log management is ensuring that security, system, and

network administrators regularly perform effective analysis of log data.

Using stream processing platforms can easily remediate the above mentioned complexities of
handling log data using traditional computing systems. But applying streaming analytic has its own
challenges. The first challenge is selecting suitable framework that best fits the design in hand.
There is a wealth of big data frameworks in the market and choosing among those is usually not an
easy task. The other problem is difficulty of integrating different and independent frameworks. It is
known that big data usually deals with the whole data analytic ranging from data acquisition to data
visualization and reporting. In order to manage that, it requires integration of different independent
tools which usually creates lots of problems. It requires an in depth study before selecting

frameworks.

There are numerous frameworks that are designed to manage streaming data in an efficient way. But
they usually use one of the two execution models. These are two execution models used in stream

processing are stream data flow and Micro batch approaches. In Stream Data flow Approach, an
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application is viewed as a data flow graph with operators and data dependencies between them
(where sometimes mentioned as operator-based approach).A task encapsulates the logic of a
predefined operator like filter, window, aggregate or join or even a routine with user-specified logic.
The Micro-Batch Approach, on the other hand, enables processing of data streams on batch
processing systems. With this approach, we can treat a streaming computation as a sequence of
transformations on bounded sets by discretizing a distributed data stream into a series of batches,

and then scheduling these batches sequentially in a cluster of distributed worker nodes.

The most frequently used open source stream processing frameworks include Apache Spark, Samza,
Flink and Storm. Apache Spark provides in-memory computing using its native resilient distributed
dataset (RDD) abstraction model. It has also an easy integration with various other tools such as
Kafka, Hadoop HDFS and Flume. It can also be programmed using languages such as java, scala,
python and R making it by far programming friendly tool in the list. Among other reasons, because
of the above mentioned reasons Apache spark is the best open source stream processing framework
in the market.

After careful literature review of various technology designs for stream log management and
analysis, the researchers found out that the integration of beats data shippers, Kafka message broker,
Apache Spark Engine, Elastic search indexing and Kibana visualization can be used to design fault
tolerant, easily scalable, efficient and lightning fast real time log management and monitoring

platform.

5.3 Recommendations
Stream processing is in its infancy stage. There is a steady progress by researchers nowadays and it

is predicted that it will continue to develop in the coming years. The following are some of the
research areas in stream big data analytic that interested researchers can further investigate.

1. The application of streaming big data analytic for web servers click stream is in the agenda
in recent years. Since websites are becoming integral organizational assets, analyzing
website click stream and usage mining in real time will be very interesting.

2. Evaluation of stream processing platforms is usually difficult. Since abundance of social
media and IoT are forcing stream processing to be a trend, further research works that

propose better ways of evaluating stream processing systems are expected.
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systen.process. memory res.pot: 9.47% systen. process.menory. share: 1438  systen.process.cadline: jusr/1ib/jum/java-1.8.8-openjdk-1.8.9.275.b81-8 17_9.x86_64/bin/java -Xshare :auto -Des.networkaddress. cache tt1-68

Des.networ kaddress  cache. negat ve. 118 - ~Yestn -Djava.ant -Dfile encoding=UTF-8 -Djna.musys=true - “Dio.netty
Di.netty. nokeySetdptinization=true -Dio.netty.recycler nasCapacityPerThread=8 -Dio.netty.s1locator -Dlogd; -Dlogi2. disable. jme=true -Djava. locale. providers=SFT, JRE
-¥as1g -Xmclg XX - tion=75 -XX “Djava. io.tapdir= -249649627989471538 XX +HeapDunpOnOutOfMemoryError

3 Sep 7, 2821 0 15:21:51.747  grimestamp: Sep 7, 2621 0 15:21:51.747 agent .version: 7.18.8 agent.hostnane: node-1.novalocal sgent.ephemeral id: 96423faB-df6a-473b-8d00-6a67cB130¢5a agent id: 62a221d9-f21-4275-b75F-20efB2b70e3

agent.name: node-1.novalocal agent.type: metricheat host.ip: 102.168.111.238, fedd::f816:3eff:fei5:3e8 host.mac: fa:16:3e:85:3e:88 host.hostnane: node-1.novalocal host.architecture: 186_64 host.nane: node-
1.novalocal host.os.family: redhat host.os.name: Cent0S Linux host.os.kernel: 3.19.8-1168.11.1.e17.x86_64 host.os.codenant

: Core host.os.platform: centos host.os version:

(Care)
host. id: f250fafEdf host containerized: false service.type: systen systen.process.state: sleeping systen.process.enory. size: 1.3 system.process.nemory. res.bytes: 122.4H8

systen.process.memory. rss.pet: 9,305 systen.process.nenory.share: 47,448 systen.process.cpu.start_tine: Aug 17, 2021 § 10:41:01.000 system.process.cpu. total vlue: 24,043,790 systen process.cpu. total pet: 2.5%

Sep 7, 2021 8 15:21:51.747  @rimestamp: Sep 7, 2821 0 15:21:51.747 user.name: root event.dataset: system.process event.module: cysten event.duration: 74.6 service.type: system agent.type: metricheat agent.version: 7.18.8

agent.hostnane: node-1.navalocal agent.ephemeral id: B6423f28-gfta-4T3n-d8 3%5: agent.id: 62a12108-1921- 27547

-allfE2ba70e] agent.name: node-1.novalocal process.pid: 11726 process.ppid: 11724
process.pgid: 11724 process. working.directory: /hone/centos/netricbest-7.18.0-1inux-x86 64 process. executable: 7.10.8-inux-x36 process.args: . /netricheat, -2

process.nane: netricbest system.process.state: sleeping system.process.cpu.total value: 41,252,478 system pracess.cpu.total pet: 1.9% system.process.cpu. total.norm.pet: B 24% systen.process.cpu start_time: Aug

17, 20719 19:33:28.000 systen.process.nenory.size: 1,668 systen.process.nenory. rss.bytes: 71048 systen.process.memory.rss.pot: 8.27% system.process.nenory.share: 33.7HB system.process.cadkine: ./netricbeat -2

Sep 7, 2021 8 15:21:51.747  @timestamp: Sep 7, 2821 0 15:21:51.747 user.name: centos system.process.state: sleeping system. process.memory.size: 1 3G systen.process.memory.rss bytes: 265.3M8 systen process.memory.rss.pet: 8 82%

systen.process.menory. share: 16.748 systen.process.cdline: /. /node/bin/nade ./../src/clil

st systen.process.cpu. total. value: 15,652,499 system process.cpu.total.pet: 0.6%
systen.process. cpu.total. norn.pet: 0.08% systen.process.cpu. start_tine: Aug 16, 2021 0 09:62:33.000 systen.process. fd. Linit soft: 4,096 system.process. fd.Linit hard: 4,096 system process.fd.open: 93
host. os.platform: centos host.os.versi

2 7 (Core) host.os.family: redhat host.os.nane: CemtdS Linux host.os.kernel: 3.18.8-1160.11.1.e17.236 64 host.os.codenams: Core host.id: dasT2feboctfdsb@hl79]f1Sbfafetdf
host.continerized: false hast.ip: 192.168.111.23, feB::fB15:3eff:fed3:3z80 host.name: node-1.novalocal hast.mac: farib:3e:83:3e:89 host.hostname: node-1.novalocal host.architecture: x36_64 ece.version: 1.6.8
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6.Kibana Discover tab single entry packet beat geoip Information

7 Sep 7, 1821 € 15:22:33.258 server.geo.continent_name: North America server.geo.country_iso_code: US server.geo.country_neme: United States server.geo.location: { "lon": -97.822, "lat":

37.751 } server.port: 53 server.bytes: 438 server.ip: 8.8.4.4 agent.hostname: node-1.novalocal agent.name: node-1.novalocal agent.id: b44aB4bi1-Bele-dade-
Bcad-3e56362e2b23 agent.type: packetbest agent.ephemeral_id: 2b2233c9-4c98-4512-9ele-7dfBa9fffed7 agent.version: 7.19.8 method: QUERY
resource: 15.21.20.172.in-addr.arpa query: class IN, type PTR, 15.21.28.172.in-addr.arpa destination.geo.continent_name: MNorth America

destination.geo.country_iso_code: US destination.geo.country_name: United States destination.geo.location: { “lon": -97.822, "lat": 37.7%1 }

7 Sep 7, 2621 0 15:22:31.867 server.geo.continent_name: North America server.geo.country_iso_code: US server.geo.country_neme: United States server.geo.location: { "lon": -97.822, "lat":

37.751 } server.port: 53 server.bytes: 44B server.ip: 8.8.4.4 agent.hostname: node-1.novalocal agent.name: node-1.novalocal agent.id: b44aB4bi1-Bels-dade-
8cad-3e56362e2b23 agent.type: pecketbeat agent.ephemeral_id: 202233c9-4c98-4512-9ele-7df8d9fffed7 agent.version: 7.18.8 method: QUERY
resource: 118.23.20.172.in-addr.arpa query: class IN, type PTR, 118.23.28.172.in-addr.arpa destination.geo.continent_name: North America

destination.qeo.country_iso_code: US destination.geo.country_name: United States destination.geo.location: { “lon": -97.822, "lat": 37.751 }
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