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Abstract

Nowadays integration and interoperability becomes a key issue for organizations that work
together. Enterprise Service Bus has become the ideal integration architecture for heterogeneous
systems that facilitates integration between disparate applications with different hardware and

software platforms.

The aim of this work is to assess services provided by Ethiopian Revenue and Customs
Authority for vehicle declaration those require integration and study the workflows of the
existing system. This study provided an Enterprise Service Bus product evaluation matrix and
four open source ESB products evaluated and the appropriate product for implementation
selected.

After discussing core ESB concepts, features and benefits, proprietary and open source ESB
products are described briefly. The Enterprise Service Bus product evaluation matrix prepared by
reviewing variety of research papers by different professionals and organizations and the
products evaluated based on the matrix.

Based on the result from the comparison, the WSO2 ESB is used for developing the integration
scenario. The development of the scenario is done using WSO2 ESB and detail information on
the design and development is included.

Finally the design and implementation of the integration scenario is done using the selected ESB
solution that is WSO2 ESB and the integrated system evaluated by performing functional testing.
The result of the functional testing indicated a successful outcome for all the test sets.

Keywords: System integration, Enterprise Service Bus, WSO?2
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Chapter 1

Introduction

Ethiopian Revenues and Customs Authority (ERCA) is a government organization, which is
responsible for collecting revenue from customs duties and domestic taxes. In addition to
raising revenue, the ERCA is responsible to protect the society from adverse effects of
smuggling. It seizes and takes legal action on the people and vehicles involved in the act of
smuggling while it facilitates the legitimate movement of goods and people across the
border. The Authority came into existence on 14 July 2008, by the merger of the Ministry of
Revenue, Ethiopian Customs Authority and The Federal Inland Revenue Authority that was
formerly responsible to raise revenue for the Federal Government and to prevent contraband
[7].

The Organization works in collaboration with other Governmental Agencies and Ministries:
Food, Medicine and Health Care Administration and Control Authority (FMHACA),
Ministry of Agriculture (MoA), Ministry of Trade (MoT), Ministry of Communication &
Information Technology (MoCIT),Ministry of Industry (Mol), Ethiopian Shipping Lines &
Logistics Service Enterprise (ESLSE), National Bank of Ethiopia (NBE), etc; to one or more
of its business process. The current integration approach with these Authorities, Agencies or
the Ministries is mostly based on paper based information exchange which is found to be

costly, time consuming.

In this modern world, the business environment is changing drastically. Thus, maintaining a
national competitiveness turn out to be tough. Thus, facilitating trade has become a viable
and growing working option for nations to boost their shares in the global market.

Nowadays, enterprises are using multiple specialized applications to solve different aspects
of their business. These different specialized applications were developed using different
communication protocols and programming languages. Further, these heterogeneous
applications might need to be integrated together; in order to communicate as well as to
share resources and data. One of the main approaches in dealing with these challenges is the
architectural style called Service Oriented Architecture (SOA).




SOA is an architectural style and a combination of methodologies that aims to achieve
interoperability of remotely or locally located homogeneous and heterogeneous applications
by utilizing reusable service logic. Service orientation shows variation in adopting
technology for implementation, rather than focusing on the technology itself, as SOA
considers the description of the problem domain before concentrating on the usage of a

specific execution environment.

To exchange information between different systems or dissimilar platforms within
organizations and enterprises, application integration is required. The interoperability
problems get more crucial when integration is required not only between dispersed
applications of one domain but require other platform dependent applications to exchange
information. The information received at the receiving-end should be the same and accurate
as it was sent from the sender [5]. Therefore, to integrate heterogeneous applications, a

standardized communication channel is required.

Enterprise Service Bus is a middleware solution that provides high end integration between
different systems [5]. It is a loosely coupled, highly distributed approach to integration. ESB
provides a neutral language communication and resource sharing mechanism with a
specialized unit for protocol and message translation and conversion, routing, dispatching
and delivering [44]. From vendors perspective ESB can be defined as a software product
which assists the developer in application integration and therefore provides the necessary

infrastructure to implement routing, translation, and other integration facilities.

In this project, the integration barrier of custom clearance process in ERCA with the other
involved governmental organizations will be examined and identified and an ESB-based

integration solution will be devise.

1.1 Statement of the Problem
In general for import/export customs clearance process, the following problems are observed
in the current working trend at ERCA.

The first problem experienced is burdensome documentation requirements. Traders are
required to submit numerous documents to multiple agencies as part of the import/export

clearance processes. This business process is time consuming and tiresome for traders.




The second problem observed is the use of manual clearance process. Businesses must go
through a considerable number of processes to obtain clearance that can take up to 25 face-

to-face interactions with around eight agencies, all of whom employ manual processes.

The basic goals of ERCA are to provide customers with equitable, efficient and quality
service. ERCA works in collaboration with other Governmental Organizations and Ministry
offices. In order to become more efficient, competitive and adaptive to change, the need for
information system integration is a key factor. In this work, the overall gap of system
integration between ERCA, Transport authority and Bank on declaring the imported
vehicles process will be address.

This work focuses on system integration problem for the case of ERCA, Transport Authority
and Bank for custom clearance process on imported vehicles. The work also focuses on
introducing and developing an open source ESB system integration approach for the system
integration between the services provided by these organizations.

1.2 Objective
1.2.1 General Objective

The general objective of this work is to design and implement an application integration

using open source Enterprise Service Bus.
1.2.2 Specific Objective

In order to realize the defined general objective defined above the following specific
objectives are identified:

e assess and understand the business process of ERCA,

e understand the different entities that are participating in the business process of
ERCA,

e collect data about applications, data and services provided by the organizations

e Study the workflows and existing systems of the organizations,

e provide open source ESB product evaluation matrix,

e compare the different ESB solutions and select the best Open source ESB for the

integration problem,




e design and implement a ESB based integration solution using the selected ESB for
the selected governmental organizations,

e evaluate the integrated system using functional testing
1.3 Scope of the Study

The scope of this work is limited to studying the services and the workflow for declaration
of imported vehicles process, designing and implementing of the integration scenario using
the selected Open source Enterprise Service Bus solution. The organizations that participate
in this business process are Ethiopian Revenues and Customs Authority (ERCA), Transport
Authority and Banks.

1.4 Methodology

As a methodology for this work literature review, document analysis and interview will be

used.
1.4.1 Data Collection Process

Data is gathered to make a solid foundation for the research. To identify and gather
requirements a document analysis and literature review performed. For further clarification
and information gathering an informal interview conducted. The interview questions used

for the informal interview are attached at the back of this document on Annex B.
1.4.2 Review of Literature

In order to understand the state of the art in application integration, different research
papers, journals and previously conducted researches reviewed.

1.4.3 Implementation

For the implementation of the demonstration, among the currently available open source
ESB solutions under study the appropriate solution selected and implementation performed
by the selected Enterprise Service Bus solution.

1.5 Significance
The use of the open source ESB middleware for establishment and implementation of
integration aimed at improving trade competitiveness through the effective application of




trade facilitation measure and in particular testing the approach in declaring with imported

vehicles business process.

The key contribution of this project is to come up with ESB based integration solution that
shows the integration architecture between the different participating organizations with
ERCA that work together for the common purpose of import/export procedure.

1.6 Structure of the Paper
The rest of the report is organized as follows:

Chapter two presents literature review on system integration as well as a brief history and
the steps of development in this field of study which generate a foundation for the following
chapters. A number of concepts related to system integration are presented briefly. The
different Enterprise Service Bus products are also described in this chapter. It briefly
describes the proprietary and open source ESBs. This chapter presents a comparison
between proprietary and open source ESBs. It also presents the most common open source
ESB products and comparison criteria. Finally it summarizes the result of comparison and

selects the appropriate open source product for implementation.

The third Chapter presents related works in enterprise integration using Enterprise Service
Bus and review different research papers that focus on comparing different open source ESB
products.

Chapter four presents analysis of the existing system analysis under study. It describes the
overall imported vehicle declaration process and all the requirements for the process.

Chapter five presents the design and implementation of the ESB based integration solution.
This chapter designs the ESB based integration solution based on the system analysis done
on Chapter five. The implementation of the ESB is also discussed at this chapter and the
functional test result is presented.

Chapter six presents a conclusion on what has been achieved by conducting the study and
further recommendations on future work in the selected area of study.




Chapter 2

Literature Review

In today’s rapid growing business world, organizations are relying on technology and the
need for integrating disparate applications is in high demand [6]. The notion of integration
related to enterprise application integration and enterprise service bus are discussed in the

next sub-sections.

2.1 Enterprise Application Integration

Enterprise application integration defined by Anurag on [9] as “Enterprise application
integration is a business need to make diverse applications in an enterprise including
partner systems to communicate to each other to achieve a business objective in a seamless

reliable fashion irrespective of platform and geographical location of these applications”.

Enterprise application integration can be categorized according to its design structure as

Point-to-Point topology, Hub-Spoke topology and Bus topology [6].
2.1.1 Point-to-point Architecture

Point-to-point (P2P) integration is the simplest way of communication between two separate
applications and it is often considered as a traditional integration approach [27]. In Point-to-
point integration each application is directly connected to all the other applications it needs
to communicate with. For each application to communicate in point-to-point architecture, a
connector is implemented which is responsible for data transformation [6]. There exists a
tight coupling between the pair of applications in Point-to-point. This means that both the
applications need to be online at the same time for them to work properly. Point-to-point
integration is simple since all the communication happens directly from one application to
another. The communication is fast since there is no middleware that handles and processes
the data before it is being received by the other application.

Point-to-point architecture can be easily build and deployed for small infrastructure. It is
suitable for integrating few applications within small organizations. In this architectural
model, as the number of applications increases, the connections also increase exponentially

[6]. For n different applications to fully integrate using Point-to-point integration n(n-1)/2




integration points are required as shown in Figure 2.1. It does not scale since there is a tight
dependency between the applications.

In Point-to-Point architecture, the complexity and maintenance cost increase whenever
adding a new application to existing application landscape considered since it requires
implementation of a new integration channel to each and every existing application and also
requires modification of existing applications.

Application 1 Application 2

Application 8

Application 3

Application 7

Application 4

Application 6 Application 5

Figure 2.1: Point-to-point integration topology

In a complex enterprise computing environment, if several applications interact with each
other using point to point model, the relation between applications become complex and will
form a net. This will bring high maintenance costs and make the reuse of the applications
difficult [40].

2.1.2 Hub and Spoke Architecture

Hub and Spoke architecture is an integration architecture that consists of a centralized
broker called Hub and adapter commonly called Spoke. The Spoke is responsible for
connecting the applications to the Hub. The Spoke converts application data format to the
format that the Hub can understand and vice versa. The role of the Hub in Hub and Spoke
architecture is brokering all messages and taking care of content transformation/translation
of the incoming message into the format the destination system can understand. It also
handles the routing of incoming messages to their right destination application(s) [6, 9].




Unlike Point-to-point architecture, where each application has many integration points for
each application it needed to integrate, with the hub and spoke architecture, each application
has only one integration point which is connected to the broker. This simplifies the
integration process greatly when the amount of integrations needed for different application
grow. With hub and spoke pattern a single integration point per application is needed [27].
Hub and Spoke architecture has multiple advantages over Point-to-point. It enables loose
coupling since it uses asynchronous communication where recipients do not need to be
aware of each other or even know whether the other application is currently online. The hub
will receive messages from the sending application and route them to the receiving
application(s). If one or all of the receivers are unavailable at that time, then it can save the
message internally until such time that all the receiving applications have successfully

received the message [27].

For hub and spoke architecture having a single hub makes the system management easy
since all the configuration is done in one central location making it easier to modify existing
integration and create new ones. But at the same time makes scalability difficult. At some
point of time as number of messages increase, scalability gets dependent on hardware. With
the Hub and Spoke architecture the problem is that it creates a single point of failure. If the
platform that supports the hub becomes unavailable or overloaded, it can potentially

generate a single point of failure.

The diagram on Figure 2.2 shows the hub and spoke integration architecture.




Figure 2.2: Hub-and-spoke integration architecture

2.1.3 Bus Topology

The Hub and Spoke architecture lack standards and the centralized broker model is the
single point of failure. And the problem of single component leads to a single point of the
entire network for this architecture. To overcome the problems of Hub and Spoke
architecture, as a solution the bus model emerged.

In bus architecture, a centralized routing component is used. In this architecture, the
components can be grouped and hosted in different places in the network. For scalability
purpose, it can also be duplicated geographically. As the bus model evolved, additional
functionalities like security, transaction processing and error handling included.

As described in [6], the bus model is a lightweight, suitable and reliable integration solution
which is abstracted solution with consistent pattern that can be designed with less coding
and with no modification to the applications. The model finally came to be known as
Enterprise Service Bus (ESB) [6]. Figure 2.3 below shows the bus architecture for

integration.
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Figure 2.3: Bus architecture for integration

2.2 Enterprise Service Bus

An Enterprise Service Bus is a software architecture construct that enables communication
among various applications. Instead of letting each of the heterogeneous applications
communicate directly with each other, each application simply communicates with the ESB,
which provides transforming and routing the messages to their appropriate destinations [38].
This decouples systems from each other, allowing them to communicate without
dependency on or knowledge of other systems on the bus.

An enterprise service bus (ESB) is a middleware solution that enables interoperability
among heterogeneous environments using a service-oriented model [13]. It is a standardized,
message based, distributed integration infrastructure that provides routing, invocation and
mediation services to facilitate the interactions of disparate distributed applications and
services in a secure and reliable manner [14]. The general goal is then to provide messaging
and integration without writing code by only configuring. Therefore generic components are
provided which can be configured to realize a desired scenario.

Applications (and integration components) in the ESB are abstractly decoupled from each
other, and connect together through the bus as logical endpoints that are exposed as event-
driven services. With its distributed deployment infrastructure, an ESB can efficiently

10



provide central configuration, deployment, and management of services, which are

distributed across the extended enterprise [1].

One advantage of connecting clients and services via an enterprise service bus is that clients
need only look for services in a single location: The enterprise service bus. If a service is
moved from one server to another, it is only needed to reconfigure the end point of the ESB.
The clients still just access the service via the ESB.

Adding a new application is also simpler than before. New application can be connected to
the ESB with the transport protocol and technology adapter suited for the application. The
integration flows that connect the new application with the existing applications can be
handled within the ESB.

An ESB from an integration vendor perspective is a product offering that provides

integration functionality, a developer toolset, and a management environment [12].

2.2.1 Enterprise Service Bus Functionalities

ESB provides various functionalities to facilitate the integration between disparate
applications with different hardware and software platforms. According to [12, 19, 45],
ESB usually has more or less the following functionality.

2.2.1.1 Routing
Routing is the ability to channel a request to a particular service provider on deterministic or
variable routing criteria. Determining the ultimate destination of an incoming message is an

important functionality of an ESB that is categorized as message routing.

Multiple applications are involved in most integration projects. These applications can be
the target application for a particular incoming message. The ESB has to determine to which
service provider(s) a message must be sent, based on different rules and logic. The core
functionality of ESB that handles this kind of responsibility is known as message routing.
There are different types of routing: static or deterministic routing, content based routing,
policy-based routing, or complex rules-based routing [45].

In static or deterministic routing, the routing of traffic between given pair of endpoints is
preprogrammed. The message is routed to a pre-defined endpoint address that is hard-wired

in the module.

11



In content-based routing, messages routed to their ultimate destination based on their
content. The Content-based routing provides the ability to route messages to specific
addresses based on information contained in the message headers and payloads. The Figure
2.4 below is taken from [12] and it shows an example of message routing based on the

content of an incoming message.

Policy-based routing routes the messages based on policies rather than by an explicitly
specified destination. By using policy-based routing, policies can be implemented to
selectively cause messages to be routed through different paths. Policy Based Routing
provides a flexible mechanism for the ESB to customize the operation of routing incoming
messages to the appropriate endpoint based on policies. Rule based routing routes the

message based on complex rules routing criteria.

In the example illustrated in the figure below, Figure 2.4 [12], the insurance request consists
of an element named requesttype that specifies the kind of insurance request applied for by
the customer using the Internet application. Based on the value of this element, the message
is routed to the travel or the car insurance service [12].

Travel Insurance

Regquesttype = 'travel insurance’
[ e )
| Insurance |
./'_‘\I Applical - \ Service
ntemet Application - — | S0
Enterprise Service Bus
Insurance Reguest N/
LT -, v, -
I Senice | p———P —/:_—
I Consumer ! . -
p— ) / Car Insurance
Content-Based Router
N e — &
[~ ¢ T
| Insurance |
Requestiype = ‘car insurance’ \ Service |
e/

Figure 2.4: Content based message routing example

2.2.1.2 Protocol Transformation
Protocol transformation is the ability to accept one type of protocol from the consumer as

input and then communicate to the service provider through a different protocol. An ESB

12



should be able to seamlessly integrate applications with different transport protocols like
HTTP(S) to JMS, FTP to a file batch, or SMTP to TCP. The component in an ESB offering
transport protocol conversion is typically referred to as Protocol Adapters.

In the example illustrated on the figure below, a service consumer uses a different transport
protocol than the service provider. The service consumer communicates through JMS and
the service provider is a legacy system that is only capable of importing and exporting files
in a batch. The figure on Figure 2.5[12] shows the transport protocol conversion of the

example discussed that is protocol conversion from JMS to File.

(¢ ication ) s N )
AR Enterprise Service Bus

Ppp——— - JMS Message File
|  Service | p——P ! Legacy Application
(Sl

______ JMS Adapter File N:Ia:}'.er
" 4 . Py \_ o

Figure 2.5: Example on protocol transformation from JMS to File

In the example shown in Figure 2.5, a client application sends a JMS message to the ESB. A
JMS adapter accepts the IMS message and forwards it to the file adapter, which writes the

content of the JMS message to the file system of a legacy application.

2.2.1.3 Message Transformation

Message transformation is the ability to convert the structure and the format of the incoming
business service requests to the structure and format expected by the service provider. The
ESB provides functionality to transform message from one format to the other based on
open standards like XSLT and XPath.

Implementing integration between a service consumer and a service provider often requires
a transformation of the message format. In the example shown in Figure 2.6, the content of
the JMS message cannot be forwarded as is to the legacy application. There is a need for
logic that transforms the message format to the expected format of the service provider. The
ESB core functionality that helps with changing the message format is known as the

message transformation functionality.
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The example used in Figure 2.6 [12] shows a transformation from a SOAP message to an
electronic data interchange (EDI) message.

EDI Message
SOAP Message

(Glort oplcaton f _ \ r—

IR % Enterprise Service Bus

r = ;sr:-i;_s_ -‘| P —>» —» 3 Legacy Application

| Consumer }

l‘ ______

Message Transformer

\ / y / \ /

Figure 2.6: Message transformation example from SOAP message to EDI message

2.2.1.4 Message Enhancement

Message enhancement is the ability to add or modify the information contained in the
message as required by the service provider. An ESB should provide functionality to add
missing information based on the data in the incoming message by using message

enhancement.

The message transformation process can change a source message format to a target
message format. But to be able to create the correct outgoing message that will be sent to the
target application, it might be necessary to add additional data or convert the existing data. A
common way to add data to a message is by retrieving it from a database based on certain
element values of the incoming message. An example of such an element is a client
identifier. The destination of the incoming message with the client identifier can be an
application that requires some extra client information that is not available in the incoming
message. The ESB can then retrieve this information from a database based on the client

identifier in the incoming message.

The functionality described here can be categorized as a message enhancement capability
and is closely related to message transformation. The main difference between these
functionalities is that message transformation deals with data that’s already available in the
incoming message, and message enhancement deals with data that must be retrieved from a

(external) data source, for example a database [12].
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The figure below, Figure 2.7 [12], illustrate message enhancement in CRM [12] in order to

retrieve detail using customer identifier.

Order message with

Order message with clien! details
- N\ client identifier - -
Client ication & B 2 B Order Application
ot (._[{):] Enterprise Service Bus "
O TR 3 Message Ent TN R
| Service SEE— ssage Enhancer — .
| Consumer ! | Order Service |
V=== (S !
\ J = 7 . J

Retrieve customer
details with client
identifier

CRM
Database

Figure 2.7: Message enhancement functionality of ESB example

In general, types of message enhancement could be data format conversion, supplement data
not included in original message, data conversion i.e. spaces to zero or rule based

enhancement.

2.2.1.5 Service Mapping

Service mapping is the ability to translate a business service into a corresponding service
implementation and provide binding and location information. It could be implemented
through XML, a database, or embedded within the mediator ESB component. Usually
service mapping contains core information: implementation service name, service protocol
and binding information, protocol specific information and service-specific routing

information.

2.2.1.6 Message Processing
Message processing is the ability to manage state and perform request management by
accepting an input request and ensuring delivery back to the client via message

synchronization as shown in Figure 2.8.
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Figure 2.8: Message processing functionality in ESB

2.2.1.7 Process Choreography

Process choreography is the ability to manage complex business processes that require the
coordination of multiple business services to fulfill a single business service request. Usually
it is BPEL based. Process Choreography can be thought of as a manifestation of a use case

or business process.

Make Payment

l :

Figure 2.9: Process Choreography functionality of ESB.

Each of the business nodes on the above diagram, Figure 2.9, can be an independent

business service.

2.2.1.8 Service Orchestration

Service Orchestration is the ability to manage the coordination of multiple implementation
services. It can be BPEL based but it usually implemented through inter-service
communication or aggregate services. The difference between Service Orchestration and

Process Choreography is based on the type of service being coordinated. In the case of
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Process Choreography, the service coordinated is business services and in case of Service

Orchestration, implementation services are coordinated.

2.2.1.9 Transaction Management

Transaction management is the ability to provide a single unit of work for a business service
request by providing a framework for the coordination of multiple resources across multiple
disparate services. Specifically, the ESB should provide a compensatory transactional

framework for a service request.

2.2.1.10 Security

Security is the ability to protect enterprise services from unauthorized access.
Authentication, authorization, and encryption functionality should be provided by an ESB
for securing incoming messages to prevent malicious use of the ESB as well as securing out-

going messages to satisfy the security requirements of the service provider.

Because ESBs often deal with business-critical integration logic that involves a substantial
number of applications, an ESB must provide ways to authenticate and authorize incoming

messages.

For messages that might be intercepted for malicious purposes, encryption is an important
feature that an ESB must be able to provide.

The example in Figure 2.10 [12] illustrates how the authentication inside an ESB can be
implemented. Besides authentication, authorization can also be configured for an integration
flow. By using authorization, the functionality of a service provider can be secured on a
method level so that, for example, a group of users can be granted different access than an
administrator user. The example below also implements encryption for the outgoing
message before it is sent to the service provider. This is another part of the security
functionality an ESB should be able to implement. Service providers can have all kinds of
security measures implemented, and an ESB should be able to construct an outgoing
message that has the right security values set. For example, to ensure that a message cannot
be read by other parties, a message can be encrypted with the public key of the service
provider in the ESB [12].
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Figure 2.10: Example on security functionality of ESB

Security involves the confidentiality, integrity and availability of messages sent over the
ESB. This example shows an implementation of confidentiality via an authentication

mechanism.

2.2.1.11 Location Transparency

When a service consumer communicates with a service provider via the ESB, the consumer
doesn’t need to know the actual location of the service provider. This means that the service
consumer is decoupled from the service provider and that a service provider’s new server
location has no impact on the service consumer. The core functionality of an ESB that
provides this capability is known as location transparency.

The ESB allows decoupling the service consumer from the service provider location. The
ESB provides a central platform to communicate with any application necessary without
coupling the message sender to the message receiver.

It is possible to implement the location transparency within the ESB with a simple XML
configuration, a database, or a service registry. The approach depends on the requirements,
such as dynamic configuration capabilities and the need for additional information about
service providers (e.g., quality of service). The simplest and common implementation of
location transparency is the configuration of service provider endpoints in a static XML file.
Dynamic configuration can be implemented with a hot-deployment model for location

configuration files or with locations stored in a database.
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Figure 2.11 [12] shows a graphical overview of the options that are available when
implementing location transparency with an ESB.
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Figure 2.11: Location transparency implementation of ESB example

The Figure 2.11 depicts a simple case in which an application needs client information from
a CRM application. Because an ESB is used, the location of the client information service
within the CRM application is transparent to the service consumer. Notice that when the
location of the client information service changes, only the location configuration within the
ESB has to be updated.

2.2.1.12 Monitoring and Management

Managing and monitoring an ESB environment becomes complex because of the large set of
capabilities an ESB provides. Therefore, the management and monitoring functionality
consists of multiple parts, and each is responsible for a component of the ESB. For the
messaging layer in the ESB, the management and monitoring environment will, for instance,
involve managing the queues and monitoring the message size and message throughput of
queues. For web services provided by the ESB, monitoring will involve such things as
whether the web service is up and running and how many calls are made per minute;

management will address the number of instances that are running for a web service.

The graphical representation of monitoring and management functionality of an ESB is
shown in the Figure 2.12 [12] below.
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Figure 2.12: Monitoring and management on ESB

The ESB is a central product within the environment and therefore monitoring and

management capabilities are vital.

2.2.2 Enterprise Service Bus Products

Enterprise Service Bus is a software architecture that provides capabilities including
connectivity, communications, message queuing, message routing, message transformation,
reliable messaging, protocol transformation and binding, event handling, fault handling,
message level security, and so on. It enables loose coupling between service consumers
and service providers, and thus enhances the ability to rapidly change and introduce

new Business Services into the environment [27].

In general Enterprise Service Bus products can be categorized in to two as proprietary and
open source Enterprise Service Bus products. In this chapter the different enterprise service
bus products will be examined, basic information about the products presented and a product
will be selected using a well-defined criteria.

2.2.2.1 Proprietary Enterprise Service Bus Products

Proprietary software is applications that are entirely written, updated and maintained by their
owners. The organization that owns the software holds the exclusive rights to the source
code, meaning that users that want to use the software need to acquire a software license,
which entitles usages according to specific terms. So even though it is paid for a license,

altering the software to own desires not allowed. A clear disadvantage of proprietary
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software is the limited access to the source code and the other constraints that may have
been set forth by the terms and conditions in the license agreement.

The term closed source ESB refers to ESB products that have a usage-based license fee and
for which the source code is not freely available. The proprietary ESB are significantly less
flexible when compared to open source ESBs, since the development work is handled
almost exclusively via graphical user interfaces in the products, no direct access to the
source code is possible, their platform is “closed” and not based on open standards.

Some of commercial ESB Products are Websphere ESB' from IBM, ActiveMatrix ESB?

from Tibco, Oracle ESB? from Oracle and BizTalk Server* from Microsoft.

2.2.2.2 Open Source Enterprise Service Bus Products

Open source software application is entirely written, updated and maintained by a
community, allowing everyone to view the code. This means developers and organizations
are able to learn from the code, contribute to it, and reuse it in their own projects. Open-
source software also comes with a license, but does not restrict the freedom of the end-users

the way proprietary licenses do.

Open source ESBs do have a license like the Apache or GPL license, but don’t have a
usage-based license fee and the source code is freely available. In addition to the free source
code, services and support can be provided for free for open source ESBs.

In the market, there are quite a lot of open source ESBs. In this work the focus was on
products which attracted more attention in research papers and mentioned in different
published journal articles as a possible options for integration solution. The list of the open
source ESBs and their description is presented in the subsections below.

2.2.2.2.1 WSO2ESB
WSO2 is a company started in 2005 and released their first Enterprise service Bus in 2007
and latest version is 4.9.0. It is built on Apache Synapse ESB. It uses ActiveMQ for message

! http://mww-01.ibm.com/software/integration/wsesb/library/

2 http://www.tibco.com/products/automation/application-integration/activematrix-businessworks/enterprise-
service-bus

® http://www.oracle.com/technetwork/middleware/service-bus/overview/index.html

* https://msdn.microsoft.com/en-us/biztalk/biztalk-esbtoolkit.aspx
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queuing and Axis2 as web services. It is concentrated on using web services as message
procession components. The WSO2 Enterprise Service Bus is a fast, lightweight, and user-
friendly ESB distributed under the Apache Software License v2.0. WSO2 ESB allows
system administrators and developers to conveniently configure message routing, mediation,
transformation, logging, task scheduling, failover routing, load balancing, and more. It also
supports transport switching, eventing, rule-based mediation, and priority-based mediation
for advanced integration requirements. The ESB runtime is designed to be completely
asynchronous, non-blocking, and streaming based on the Apache Synapse mediation engine
[38].

Using WSO2 ESB a variety of enterprise integration patterns (EIPs) can be performed,

including filtering, transforming, and routing SOAP, BINARY, plain XML, and text
messages that pass through business systems by HTTP, HTTPS, JMS, mail, etc.

WSO2 ESB is a full-fledged, enterprise-ready ESB. It is built on the Apache
Synapse project, which is built using the Apache Axis2 project. All the components are built
as OSGi bundles [38].

Certificate
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Figure 2.13: WSO2 Enterprise Service Bus
The component architecture of WSO2 ESB is illustrated in the Figure 2.14 [38].
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Figure 2.14: WSO2 ESB Component Architecture

WSO2 ESB provides transports, endpoints, proxy service, API, Sequencing, Mediation,
QoS, registry services as is briefly described here under.

A transport component in WSO2 ESB is responsible for carrying messages that are in a
specific format. WSO2 ESB supports all the widely used transports including HTTP/s, JMS,
and VFS, and Domain-specific transports like FIX. An external destination (such as a
service) for a message defined using endpoints component. An endpoint can be specified as
an address endpoint, WSDL endpoint, a load balancing endpoint, and more. Proxy services
in WSO2 ESB are virtual services that receive messages and optionally process them before
forwarding them to a service at a given endpoint. This component allows performing
necessary transformations and introducing additional functionality without changing the
existing service. APl components are anchored at a user-defined URL context, much like
how a web application deployed in a servlet container and the APl will only process requests
that fall under its URL context. A topic component allows services to receive messages
when a specific type of event occurs by subscribing to messages that have been published to
a specific topic. Mediators are individual processing units that perform a specific function,
such as sending or filtering messages. WSO2 ESB includes a comprehensive mediator
library that provides functionality for implementing widely used enterprise integration
patterns. Sequences are the configuration component for mediators. Sequences in WSO2

ESB allow organizing mediators to implement pipes and filter patterns. The Quality of
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Service (QoS) components implement security for the proxy services. WSO2 ESB also
provides a registry with a built-in repository that stores the configuration and configuration
metadata that define messaging architecture. The Management Console of WSO2 ESB
provides a graphical user interface that allows to easily configuring the components
mentioned above as well as managing and monitoring the ESB. It is also possible to easily
write a custom component to provide additional functionality using various technologies and
plug-in to the ESB.

WSO2 ESB has various features and capabilities. It can connect anything to anything by
supporting a number of transports, multiple formats and protocols. It has limitless routing,
mediation and transformation. It has a complete control over security including
authentication, authorization and entitlement. In order to have a high performance and high
availability solution the ESB supports thousands of concurrent non blocking HTTP(s)
connections per server that will allow even the most demanding organizations to utilize the
ESB. The WSO2 ESB comes with comprehensive monitoring capabilities that include:
System status, System statistics with graphs, Mediation statistics with graphs, Mediation
tracer, SOAP tracer Logs configuring and monitoring. It is also possible to shutdown and
restart the ESB, gracefully and forcefully through the management console and the graphical
user interface. It has built-in capabilities such as: Content based routing, Service
virtualization, Load balancing, Fail-over sending, Protocol switching, Message
transformation, Logging & monitoring, Message splitting and aggregation, Enterprise
integration patterns, Request throttling and Response caching. WSO2 ESB provides a set of
management services and a graphical user interface to configure/manage/monitor the
running ESB server. Features of this graphical console includes: Sequence editor, Proxy
Service editor, Endpoints/Local Entry editor, Task scheduler, Built-in registry browser,
policy editor, Predefined security scenarios, User stores, Keystores, Configure data sources,
Transport management, Try-It for services, and Logs, trace and statistics monitor. It has also
built-in support for reading from or writing to Databases.

2.2.2.2.2 Mule ESB Community
Mule Enterprise Service Bus Community Edition is an integration tool developed by

MuleSoft. It is a lightweight event-driven enterprise service bus and an integration platform
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[3]. It is Java-based enterprise service bus and integration platform that allows developers to
connect applications together quickly and easily, enabling them to exchange data. Mule ESB
enables easy integration of existing systems, regardless of the different technologies that the
applications use, including JMS, Web Services, JDBC, HTTP, and more”.

Mule ESB includes powerful capabilities that include:

e Service creation and hosting — expose and host reusable services, using Mule ESB
as a lightweight service container

e Service mediation — shield services from message formats and protocols, separate
business logic from messaging, and enable location-independent service calls

e Message routing — route, filter, aggregate, and re-sequence messages based on

content and rules
o Data transformation — exchange data across varying formats and transport protocols

Mule ESB provides a very solid engine for mediation, routing, and lightweight
orchestration. Mule ESB has two versions; Mule ESB community and Mule ESB enterprise.

The Mule ESB enterprise is only available for subscribers [5].
Mule ESB provides different functionalities. The basic functionalities are:

e Composing several existing fine-grained components into a single higher order
composite service. This can be done to achieve appropriate "granularity” of services
and promote reuse and manageability of the underlying components.

e Transformation between canonical data formats and specific data formats required
by each application or service being orchestrated. For example, transforming
between CSV, Cobol copybook or EDI formats to either SOAP/XML or JSON.

e Transport protocol negotiation between multiple formats (such as HTTP, JMS, and
JDBC). Mule treats databases like another "service" by making JDBC just another

transport (or endpoint) where data can be accessed.

Shttps://www.mulesoft.com/resources/esb/what-mule-esb
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e Providing support for multiple interfaces for the purpose of supporting multiple
versions of a service for backwards compatibility or alternatively and to allow for
multiple channels to the same underlying component implementation.

e For application orchestration, it provides consistency around the way security and
monitoring policies are applied and implemented. Scalability and availability can be
achieved by using HA clustering.

The overview of the functionalities provided by Mule is demonstrated in Figure 2.15 [12]

below.
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Figure 2.15: Overview of the functionality provided by Mule.

The figure shows some examples of open source frameworks that can be integrated with
Mule, including CXF and ActiveMQ.

2.2.2.2.3 JBoss ESB

The JBoss Enterprise SOA Platform is a framework for developing enterprise application
integration and service-oriented architecture solutions. It is made up of an enterprise service
bus (JBoss ESB) and some business process automation infrastructure. It allows building,
deploying, integrating and orchestrating business services [15].
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The JBoss Enterprise SOA Platform provides a comprehensive server for data integration
needs. On a basic level, it is capable of updating business rules and routing messages

through an Enterprise Service Bus [15].

The JBoss Enterprise SOA Platform's JBossESB component which is originated in 2006,
supports multiple transports and protocols, listener-action model so that services can
loosely-couple together, Content-based routing through the JBoss Rules engine, XPath,
Regex and Smooks, integration with the JBoss Business Process Manager (JBPM) in order
to provide service orchestration functionality, integration with JBoss Rules in order to

provide business rules development functionality and integration with a BPEL engine.

Furthermore, the ESB allows integrating legacy systems in new deployments and have them
communicate either synchronously or asynchronously. In addition, the enterprise service bus
provides an infrastructure and set of tools that can be configured to work with a wide variety
of transport mechanisms (such as e-mail and JMS), be used as a general-purpose object
repository, allow implementing pluggable data transformation mechanisms, support logging

of interactions.

JBoss ESB must be deployed on the JBoss Java EE web server, and offers tight
interoperability with other JBoss technologies such as JEMS and JBossMQ. Because the
JBoss ESB is designed to operate in conjunction with other JBoss products, its release
schedule tends to be tied to these products. The JBoss ESB roadmap is often less aggressive

than that of other integration products.
Basic Features of JBoss are®:

e Support for general notification framework. Transports supported include JMS,
InVm, TCP/IP, email, database or file system. JMS and SQL transaction integration.

o More seamless integration when deployed into JBossAS.
o jBPM integration.
e Web Services support (jbossws-native and jbossws-cxf).

Improved deployment and configuration, using a specific ESB server.

®http://jbossesb.jboss.org/features.html
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e Support for data transformations using Smooks 1.2.5 or XSLT.

o Listeners and action model to support loose-coupling of interaction steps.
o Content based routing using Drools, regexp or XPath.

o Gateways to allow non-ESB aware traffic to flow into the ESB.

o Graphical configuration editor.

o High performance and reliability

2.2.2.2.4 Apache ServiceMix

Apache ServiceMix is an Enterprise Service Bus licensed under Apache license V2.
ServiceMix Project started in 2005 and it is now in version 6.0.0. It combines the
functionality of a Service Oriented Architecture and the modularity. The adoption of a
Service Bus allows decoupling the applications together and reducing dependencies.
Messages are used to wire the applications and connectors to exchange information using

different protocols or communications mode like FTP, HTTP, WebServices and so on [31].

Apache ServieMix is a flexible, open-source integration container that unifies the features
and functionality of Apache ActiveMQ, Camel, CXF, and Karaf into a powerful runtime
platform. It provides a complete, enterprise ready ESB exclusively powered by OSGi. There
is a commercial Enterprise Service Bus implementation called Fuse ESB that is based on
ServiceMix and can be thought of as the commercial version of ServiceMix [27].

ServiceMix is lightweight and easily embeddable, has integrated Spring support and can be
run at the edge of the network (inside a client or server), as a standalone ESB provider or as
a service within another ESB. You can use ServiceMix in Java SE or Java EE application
server [31].

It is a distributed ESB built from the ground up on the Java Business Integration
specification JSR 208. The goal of JBI is to allow components and services to be integrated

in a vendor independent way, allowing users and vendors to plug and play.

ServiceMix uses ActiveMQ to provide remoting, clustering, reliability and distributed
failover. It can be embedded into a JEE application server such as JBoss, Oracle Weblogic
or IBM Websphere.
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ServiceMix includes a complete JBI container supporting all parts of the JBI specification
including NMR, JBI Management MBeans and full support for the JBI deployment units
with hot-deployment of JBI components. It also provides a simple to use client API for
working with JBI components and services. ServiceMix includes many JBI components
including HTTP, JIMX, CXF, BPEL, etc [31].

The main features of Apache ServiceMix are reliable messaging with Apache ActiveMQ,
messaging, routing and supporting Enterprise Integration Patterns and RESTful web
services. Through additional installable features, ServiceMix also supports BPM engine,
full JPA, XA transaction management, and legacy support for the JBI standard. The various
functionalities provided by Apache ServiceMix illustrated in the diagram Figure 2.16
below.
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Figure 2.16: Overview of the functionality provided by Apache ServiceMix.

2.2.2.3 Comparison of the Open Source Enterprise Service Buses

There is no doubt on the fact that an Enterprise Service Bus (ESB) is important for company
to integrate systems at hand and for the ones to be implemented in the future. But the biggest
question and the biggest work is in which Enterprise Service Bus product to choose. There
are multiple vendors that provide an open source Enterprise Service Bus with variety of
functionalities or variety of enterprise integration patterns. For this work the research result

of other related works by professionals are referred and their evaluated results are
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considered for deciding the appropriate open source product to use. The assessment was
made using publically available product documentations, published documents, and

whitepapers.

The considered open source Enterprise Service Bus products for selection as described on
Section 4.2 of this document are; WSO2 ESB ,Mule ESB, JBoss ESB and ServiceMix. The
open source products their vendors, license information and the supported plat form

information is summarized on Table 2.1.

Table 2.1: List of Open source ESBs and their Vendors and Supported Platforms

Open Source ESB | Vendor Software License Platform Support
JBossESB Red Hat LGPL v2.1 Windows/Linux
Mule ESB MuleSoft CPAL Windows /Ubuntu/Red

Hat /Oracle Solaris
/Apple Mac/IBM

Apache ServiceMix | Apache Apache Software License v2.0 | Windows/Linux/
Unix/MacOS
WSO2 ESB WSQO2 Apache Software License v2.0 | Windows/Linux/Solaris

2.2.2.4 Open Source ESBs Comparison Matrix
After considering and reviewing the research reports by different companies and expert
professional, the comparison matrix for the open sources under study is prepared. The

comparison criteria considered are described in the following paragraphs.

Supports Enterprise Integration Patterns

e Supports all the integration patters from the different pattern categories such as
Messaging Systems, Messaging Channels, Message Constructions, Message
Routing, Message transformation, Messaging endpoints, System management

Deliver all required Enterprise Service Bus features/Core functionalities

e Delivers all the core functionalities of ESB such as Web services, Message
transformation, protocol mediation, Message Routing, Location Transparency,
Transport Protocol Conversion, Message enhancement, Security, Monitoring and

management
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Offers a complete and cohesive SOA Platform

e Offers complete SOA platforms that includes ESB, Message Broker, Governance
Registry, Business Process Server, Data Services Server, and Application Server

Core performance and quality of service capacity

e Have the quality of service capability with reliability, availability, scalability
Graphical Management and Monitoring Capabilities

e Offers a good graphical management and monitoring feature
Freedom and Flexibility of using the Source Code

e Provides the freedom and flexibility to use the full source code freely with no

restriction
Offer a Graphical ESB Development Workbench
e Provides easy to use graphical ESB development environment
Open Business Model

e Offers free product, open source, open content, open tools for development which is
based on open standards

Security and Identity Management

e Offers an identity and access management plat form with a security features that
provides authorization, authentication and encryption functionality

Ease of Installation
e Easy to install with simple procedure in any platform
Freely Available support

e Availability of free Code Base Examples, Active community, extensive
documentation, online documents, videos, 24 X7 support
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Ease of Development

Availability graphical environment for development that rapidly create and
orchestrate services, complex integration patterns can be implemented easily,
requires only the skill of an analyst, not a programmer. Availability of development,
testing and deployment of the middleware application.

No Commercial Version (Enterprise Version) Available

Is there a commercial version or enterprise version available for the open source
product? If there is a commercial product available there is a big chance for the open

source components missing that could lead to purchase the commercial version

Less Cost

No or less cost for Licensing, Operation management and development expense

Build skilled local manpower

Ethiopia is one of the developing countries and it is necessary to be able to build
skilled professionals as part of the organizations. So an ESB product that is easy to
learn with full of freely available support system is necessary. It is also mandatory
that all the development tools and environments for the ESB product to be easily
available and understandable. All the features that the ESB product provide and
future to come must be guaranteed to be available free of cost so that additional
features can be easily customized by the local professionals.

Matches with current organization plan

The organizations that participate in the integration are service providing
organizations and there is a need to facilitate these services. Currently ERCA is
planning to integrate these services by using a single window. Therefore the ESB
should comply with the current plan of ERCA by supporting the work plan with
lesser cost and long lasting solution.
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The comparison matrix result is completed based on the research papers reviewed and the
current situation and protocols of our country Ethiopia and the organizations involved on the
study.

Table 2.2 illustrates the comparison matrix and their evaluation result.
3 — Fully satisfy the criteria

2 — Satisfy the criteria at a moderate level

1 — Satisfy the criteria at a limited level

0 — Does not full fill the criteria

Table 2.2: Open Source ESBs Comparison Matrix

No. | Criteria WSO2 | Mule ESB JBoss Apache
ESB Community ESB ServiceMix
1 | Supports Enterprise 3 3 3 3
Integration Patterns
2 | Deliver all required Enterprise 3 3 3 3

Service Bus features/Core
functionalities

3 | Offers a complete and 3 0 3 0
cohesive SOA Platform

4 | Core performance and quality 3 2 2 3
of service capacity

5 | Graphical Management and 3 0 3 0
Monitoring Capabilities

6 | Freedom and Flexibility of 3 2 2 2
using the Source Code

7 | Offer a Graphical ESB 3 3 3 1
Development
Workbench

8 | Open Business Model

9 | Security and Identity 3 3
Management

10 | Ease of Installation 3 3 3 0

11 | Freely Available Support 3 2 2 2

12 | Ease of Development 3 2 3 0

13 | No Commercial Version 3 0 0 0

Available
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14 | Less Cost 3 1 1 1
15 | Build skilled local manpower
16 | Matches with current 3 2 2 2
organization plan

w
(BN
N
N

2.2.2.5 Open Source ESBs Comparison Analysis Result

After summarizing the result from the above comparison matrix table, it is reached to the
conclusion that for this work the suitable open source ESB product to implement the
integration solution for the problem under study to be WSO2 ESB.

In general WSO2 ESB has good documentation, lots of samples, tutorial (video, text),
articles and case studies available. It also has a very active community support and all
development tools are available freely and are easy to use. Therefore we have selected the
WSQO2 ESB for developing the demonstration for this work.

2.3 Difference between EAI and ESB
A lot of the early ESB products had a history in the enterprise application integration
market. It was sometimes hard to tell the difference between some ESB products and their

EAI predecessors.

As explained in [12] there are two main differences between EAI and ESB product. The first
difference between the two is the change from the hub-and-spoke model in EAI products to
a bus-based model in ESB products. The hub-and-spoke model is a centralized architecture,
where all data exchange is processed by a hub, or broker. The hub-and-spoke model can be
seen as the successor of the point-to-point model. The bus model, on the other hand, uses a
distributed architecture, in which the ESB functionality can be implemented by several

physically separated functions.

The second main difference between EAI and ESB products is the use of open standards.
EAI products like WebSphere Message Broker, TIBCO BusinessWorks, and Sonic XQ were
mainly based on proprietary technology to implement messaging functionality and
transformation logic. ESB products are based on open standards, such as Java Message
Service, XML, J2EE Connector Architecture (JCA), and web services standards [12].
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Chapter 3
Related Works

There are variety of research papers and works done on system integration using Enterprise
service bus. In this chapter description of works related to this project will be presented.

Research by Utomo and Wellem [18] successfully integrated graduation business process
that involves some units including Faculty, Library, Dormitory, Administration and
Academic Bureau, Student Affair bureau, Finance Department, and Laboratory. This

integration of graduation business process uses ESB as integration middleware.

The heterogeneity of business and information system with respect to hardware and software
platform is common in almost all company or organization. The effort to deal with the
problem is usually unsuccessful because of the complexity of technology information
architecture from a heterogenic application built from different architecture, programming
language, and platforms and the existing applications have to keep running when it is
improved. To integrate business and information system, an integration that also serves as
mediation between the two layers is needed. The authors in their research used OpenESB
tool as middleware ESB infrastructure.

The three roles of ESB in terms of routing, protocol transformation and message/data
transformation has been performed successfully in the research. JBI module produced by the
research has proven the use of ESB to route service users to local and external service
provider. Protocol transformation has also been performed successfully through the JBI
module. JBI module reveals HTTP inter-protocol communication using JDBC, between
HTTP and SMTP, or between HTTP and FILE. Message transformation can be done
through XML data format.

The Graduation business process involving the variety components successfully integrated
using OpenESB integration middleware. The use of ESB in this integration process solves
the complexity of information technology architecture from heterogenic applications built
from different programming architecture and language as well as different platform.

Another related work reviewed is the one presented on the paper [16] titled, the research

and implementation of power application system integration based on enterprise service
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bus. In the research paper, the working principle of enterprise service bus and integration
architecture was discussed and the system integration was implemented using the enterprise
service bus based on analyzing the typical business scenario of electric power.

According to electricity enterprise business applications and the construction of
Enterprise Resource Planning software, the pattern of integration platform is mainly
used to achieve common integrated platform-based application. The authors of this article
used the Oracle Service Bus for the integration.

The business scenario in this research is the enterprise resource management system
(Enterprise  Resource Planning (ERP)) and production management (PMS) system
information synchronization between the equipment accounting businesses. PMS system in
the equipment is the basis of network production operation management. Equipment
management is to achieve Kkind of basic information on equipment, technical
parameters, operation and maintenance of information and equipment change of
management; ERP system master data in the device is to realize main equipment and
assets' correspondence, which is the bridge of the PMS system equipment and the
ERP system master data. ERP system master data uses the equipment accounting
interface integration, realizing assets’ whole life cycle tracking of the physical changes
and equipment maintenance Cost Absorption and assets of the account, card, and

material consistency.

Through the interface, the equipment accounting in PMS system is shared by the
data center area and ERP data, to prevent users maintaining data duplicatedly between
PMS system and the ERP system and maintain data consistency.

The realization of PMS and ERP device management device in the process of master data
integration, the ERP related Web Services are provided and registered to the enterprise
service bus. Production management sends messages to the JMS server and achieves the
relevant service calls by the ESB.

Systems integration based on Enterprise Service Bus achieve the transporting of
information and instructions between different applications safely and efficiently,
which provide comprehensive information from cross-sectoral, cross-system, cross-

application to enable data between applications flow smoothly and reduce the business
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processing time, also, increase efficiency greatly. The result of the research showed that
the data was received and applied smoothly among systems, the processing time was
reduced, and the efficiency and accuracy of the business operation were improved greatly.

Another related work on applying Enterprise Service Bus for integration is a research on
remote sensing data service system based on Mule ESB [19]. The paper proposes the model
of remote sensing data service system based on Enterprise Service Bus to realize the sharing
of data and service. The authors planned to build a sharing and public platform to realize the
interoperation of remote sensing data among different systems. By applying the Service
Oriented Architecture to reconstruct the system, the approach abstracted the function models
from the system as services which are connected by well-defined interface or contract. The
interfaces do not depend on programming language, operating system or platform. The
interoperable platform for the integration of services by the heterogeneous applications
within service oriented architecture is provided by an Enterprise Service Bus. The research
displays the model of open Remote Sensing Data Service System and uses Mule ESB open
source product to complete the design of the model.

The overall purpose of the system is to manage the distribution of data in remote sensing.
The data in remote sensing is complicated with abundant information. The special
information systems are based on specific EsriArcGis, Maplinfo platform leading to the
tight-coupling phenomenon. In order to realize the loose coupling of services and platform,

they try to adopt the new architecture which is SOA.

Mule ESB community release is used for this research and to integrate the external
applications, web services are used. By combing Mule ESB and Web Service as a core idea
to design the spatial information system, the authors encapsulate the GIS applications of the

systems as Web Service and integrate these services via Mule ESB.

The overview of the process flow of the model is, a customer signs in the portal to send
request to Mule ESB which can get through proxy to look for the services which satisfies the
customer’s need. After discovering the GIS service, Mule will invoke the corresponding
services with inputting parameters. Then the GIS application system accesses to the spatial
database or ordinary to get available data. At last, customer receives the retuned data.
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During the system runs, Mule ESB will authenticate the customer’s identification, discover

the service meeting customer’s need, routing, transforming and dealing with the messages.

The research provides a model and puts the model in to practice, it is expected that a system
to get agile. The purpose of this work in general is making full use of remote sensing
resources and by through this model the customer can get access to more data information

easily.

By taking the characteristics of ESB and the primal principle of ESB in to account, a novel
idea of this technology is presented, and applied to a School Common Data Platform in the
research work [20]. The research is done on Shanghai Second Polytechnic University school
common data platform for specific applications. The university has nine campuses and it
needs information management mechanism [20]. In order to address the application of
existing subsystems integration and communication problems and to enable the whole
system of information application to become an organic whole, the system uses ESB

technology to manage multiple services.

The web based ESB integration in the school common data platform is the way of using web
based ESB integration within the organization not only between the legacy systems, legacy
systems with the new deployment of interoperable systems, as well as integrated application
systems organization the application and the organization of interoperability between the
systems. The use of ESB and SOA helps in reducing the coupling between the systems and

improves the system and the system robustness.

The security considerations of the web based ESB has a prominent place. The security
measures that are taken for the system are: since the system is in the internal campus
network, the network has its own security mechanism to protect it from illegal users of
external attackers. Another measure is used is use of management interface for ESB Service
center that has the capacity to authenticate, authorize and audit. This helps to avoid illegal
bypass ESB Customer Service Center. The last security measure taken is use of Secure
Socket Layer (SSL) to achieve end-to-end integrity and confidentiality of information
between service requesters and web Servers communication. Finally the authors experiment
the feasibility and the result shows the system performance is at good efficiency and it met

the actual needs.
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An open source implementation of Enterprise service bus project for eBay is another related
work on use of ESB for integration [17]. The integration is developed by WSO?2. eBay is the
world’s largest online marketplace. Today, more than 94 million active users around the
globe flock to eBay to find the best deals in cyberspace. In 2010 alone, the total value of
goods sold on eBay was a staggering $62 billion or $2,000 every second.

Along with eBay’s success comes a huge demand to ensure reliable, 24x7 availability of the
services that enable these transactions. There’s no room for error, especially during the peak
online holiday shopping season. For eBay, that has meant using the WSO2 Enterprise
Service Bus (WSO2 ESB) to carry more than 1 billion transactions per day during peak
shopping times in 2010.

As described on case study by WSO2 on eBay’s use of their open source product in
Enterprise service Bus [17], eBay used WSO2 ESB for handling the middleware
requirements of its online marketplace. The WSO2 ESB outperformed all other software
options in both speed and reliability. The WSO2 ESB demonstrated the flexibility to grow
and adapt to eBay’s evolving requirements for handling transformations, orchestrations, and

complex message flows.

Each pool of high-end WSO2 ESB servers is provisioning one of three use cases that
support eBay’s various business functions: routing, orchestration, and service chaining.
These deployments currently include dozens WSO2 ESB instances, which altogether
accommodate external and internal traffic loads from different functional areas such as

shopping, trading, checkout, and mobile, to name a few.

The resource utilization of the WSO2 ESB is very efficient, allowing massive deployments
to run on a minimum amount of servers, saving time and money for the customers.
Additionally, the memory usage of the WSO2 ESB instances remains stable irrespective of
the traffic load fluctuations at eBay to ensure high availability.

Because the WSO2 ESB instances easily inter-operate with eBay’s in-house and third-party
monitoring systems, they have helped to improve the overall monitoring capabilities of the

system.
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With the use of WSO2 ESB deployments, eBay successfully provided a reliable and an
efficient shopping experience to its vast customer base worldwide, much to the delight of the

eBay’s management team and the customers.

Between December 2010 and January 2011, Forrester conducted briefings and
demonstration reviews with five commercial and four open source ESB product vendors:
FuseSource, IBM, MuleSoft, Oracle, Progress Software, red Hat, Software AG, Tibco
Software, and WSQO?2. Interviews with more than twenty customers who are currently using
the evaluated products were conducted and hundreds of customers were spoken related to
their ESB implementation activities.

To assess the state of the enterprise service bus market and see how the vendors stack up
against each other, Forester [24] evaluated the strengths and weaknesses of top ESB
vendors. Forrester used a combination of three data sources to assess the strengths and
weaknesses of each solution: Vendor Survey, Product Demonstration and Customer
Reference Calls. Forester developed a comprehensive set of evaluation criteria and
evaluated vendors against 109 criteria, which is grouped into three high-level buckets:

Current Offering, Strategy and Market presentation.

In current offerings category the breadth of each vendor’s ESB offering across 79 criteria,
including the major categories of architecture, orchestration, mediation, connection, and
change and control is examined. In strategy, the strength of each vendor’s strategy across 15
criteria, including product strategy, solution cost, strategic alliances, and customer reference
checks were evaluated. And in the final category, market presentation, each vendor’s
penetration in the ESB market is evaluated using 15 criteria, including installed base, new

customers, annual ESB revenue, and delivery footprint.

The ESB Forester Wave evaluation spreadsheet explores all the functional areas of ESB in
depth as well as scores evaluated vendors’ capabilities within each. And after a deep
evaluation and analysis of the products it reaches to a result of conclusion that shows WSO2
is a leading open source ESB product. FuseSource and WSO2 scored highly in most of the
evaluated areas; each of these vendors’ products represents a solid ESB solution that would
be a good choice for meeting many enterprise integration and service-oriented architecture

requirements.
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Yelno on its whitepaper titled “ESB comparison” [25] describes what is needed to know to
evaluate and select the right ESB for business. It explains the differences between the ESBs

on a feature level.

After an investigation, endurance test and real-life practice the whitepaper resulted with the
comparison matrix that compares the five ESB solutions: WSO2, Mule, FuseSource 7.0.0
JbossTibco AM based on basic and important ESB features: Enterprise integration patterns,
delivers all required ESB features, complete SOA platform, SOA Governance, graphical
ESB development, architecture, cloud integration platform, cloud connectors, legacy

adapters, performance, security and identity management and open business model.

As shown on the feature comparison result table on the paper, WSO2 offers a complete and
flexible Enterprise Service Bus solution. The paper also indicates currently there are many
companies that chose the WSO2 ESB for their integration solution as their technology of
choice to solve their business challenge namely eBay, Volvo, Boeing, SUVA and so on’.

Yenlo highly recommended choosing the WSO2 Enterprise Service Bus for the reasons that
WSO02 qualifies for what is required of from an Enterprise Service Bus that is:

e Is base on Java open source;

e Is based on open standards;

e Isextremely reliable;

e Isextremely fast;

e Isa full enterprise solution with all the components that can be wish for;
e Is fully supported including 24/7 managed services;

e And does not cost a lot of money to implement.

The article [26] presents the latest performance study conducted to compare the performance
of the latest release of WSO2 ESB i.e. WSO2 ESB 4.8.1 with a number of leading open
source ESBs. The open source ESBs considered in this study are: WSO2 ESB 4.8.1,
AdroitLogicUltra ESB v2.0.0 — Enhanced, Mule ESB Community Edition v3.4.0 and Talend
ESB SE v5.3.1.

"http://wso2.com/about/customers/
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The performance test carried out in this analysis report is on machines running in Amazon
EC2 (Amazon Elastic Compute Cloud). Amazon EC2 is a web service that provides
resizable compute capacity in the cloud.

The result of the performance test conducted on the four open source ESBs for the different
proxy services: DirectProxy, CBRProxy, CBRSOAPHeaderProxy,
CBRTransportHeaderProxy, XSLTProxy and SecureProxy reported in table and graph on the
article [26]. The result [26], indicate thatWSO2 ESB 4.8.1 outperforms all other compared

open source ESBs.

A research work on ESB product evaluation by Sanjay and Amit on [30] evaluated three
open source ESBs and compared them both qualitatively and quantitatively. The empirical
results were statistically tested to determine the statistical significance of the result. The
open source ESBs selected for study and evaluation were Mule, WSO2 ESB and
ServiceMix. The intention of the study was to evaluate the core features of the ESB

according to a metrics.

The core functionalities considered are Virtualization, Content Based Routing and
Mediation. For the study, metrics were captured to evaluate the ESBs on each of these three
core features. To test load-handling and scalability for each scenario, two sets of tests are
conducted: Multiple clients sending a fixed payload of 100 KB with the number of clients
tested 1, 20, 40, 80, and 160 and a single client sending an increasing payload with a
payloads 1 KB, 10 KB, 50 KB, 100 KB, 500 KB, and 1 M.

The metrics that are considered in the study are: Mean Response Time which is the amount
of time elapsed from the moment the request was sent to the time a reply was received and
Throughput i.e. number of transactions per second.

In order to obtain the best results, each test was run a minimum of 10 times each. Testing

was done using Grinder, an open source stress testing tool.

The results of all the three scenarios tested with the two test sets to analyze the metrics were
reported in a graph on the study, which gives a clear picture of the ESBs performance for the
given metrics. A statistical analysis were also conducted on the data collected using
Student’s T-Test on each metric.
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The result of the analysis shows that ServiceMix and WSO2 handled scalability better than
Mule in Direct proxy scenario.WSO2 performed better than Mule in loading handling and
scalability for the content-based routing scenario. ServiceMix handled scalability better than

WSQO2 on direct proxy scenario and in the transformation proxy scenario.

A set of criteria for subjective assessment of the ESBs were also set in the study. The
subjective assessment includes: installation, Code base/ Examples, ease of development,
features, API/ Documentation, online help and community/ forums. The ESBs were
assigned a score for each criterion and the results were recorded. The result illustrated that
WSO2 performs better than the other two open source ESBs in the subjective assessment
followed by Mule.

The thesis work titled, Requirements for an Enterprise Application Integration tool [27],
presents four selected integration tools: IBM WebSphere Message Broker, Mule enterprise
and community, WSO2 and Apache ServiceMix. Each tool was installed for researching and
testing. The summary of the tools under study in the work are summarized in the following
paragraphs.

The Mule ESB has two versions: Mule enterprise and Mule community. As described on
[27] Mule enterprise version is a commercial product with more features that provides better
reliability, security, performance, control and message transformation. It includes a
graphical web based management console. Mule ESB Community Edition is a stripped
down version of the commercial version missing some important features. It lacks the
graphical management console but is completely free to use. The community version also
lacks some special proprietary connectors like SAP and IBM WebSphere connectors. As the
community version does not have the Mule Enterprise Security package which is included in
the commercial version it is not as secure. Performance and reliability of the community
version has also been greatly reduced by omitting the high availability and caching features.
ActiveMQ based on JMS protocol is most widely popular message bus. Nevertheless, Mule
ESB community release does not support ActiveMQ [19]. There is also no function
available to support dynamic discovering services from registry in Mule ESB community
version [19]. There is less options for performance management in community version than

what is included in the commercial version. Also many analysis tools have been omitted
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that would help problem resolution and the support is only limited to the community forums.
Lack of so many features basically makes the community mule somewhat a crippled one
[27]. Unfortunately, as listed above, all the most important features are inside the
commercial version and it seems that MuleSoft is pushing the commercial version to
customers quite heavily so the open source version is left missing on some important
features. Deciding to use this tool would require commitment on taking the commercial
route [27].

WSO2 ESB is 100% open source and there is no commercial version [27]. WSO2 has a
good looking and extensive web based management console which is not so common on
open source tools. Inside the management console is basically included everything from
message routing and transformation to server management and configuration [27]. The
community around WSO2 ESB seems quite active and there is extensive documentation on
how to get started [27].

Apache ServiceMix is a free open source implementation of an Enterprise Service Bus
licensed under Apache license v2. There is a commercial Enterprise Service Bus
implementation called Fuse ESB that is heavily based on ServiceMix and can be thought of
as the commercial version of ServiceMix [27].

The related research works reviewed in this chapter helps in grasping knowledge in the
contribution of ESB based integration approach for different environments. It also becomes
the key input for constructing the open source Enterprise Service Bus products evaluation
criteria and evaluation matrix. The result for the criteria on the evaluation matrix on Chapter
four is also gathered based on the result of the research documents by different professionals

and organizations reviewed here in this chapter.
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Chapter 4

Existing System Analysis for Declaration of Imported Vehicles

This chapter briefly describes the existing system for vehicle import procedure. The
requirement is collected by conducting document analysis and through interview.
Documents that are relevant for this study are revised and to fill the gap an interview is
conducted. The Software program coordinator from ERCA, an individual from Transport
authority, an individual from NBE and a vehicle importer, whom their names not mentioned
for privacy purpose, were communicated to gather additional information. Findings on the
existing system and business processes on import procedure for vehicles are described in
detail in the following subsections.

Import procedure refers to the processes involved and undertaken by an importer and/or
agent during importation of goods into Ethiopia. Depending on the type of commodity,

different requirements and procedures are required to be completed by the importer.

For importing a vehicle, the importer must have valid business license from Ministry of
Trade, a bank import permit from National Bank of Ethiopia and vehicle Import Permit from

Ministry of Transport.

4.1 Vehicle Import Permit
Importing of vehicles requires a registration and authorization from the Transport Authority.
The vehicle import permit process is applied for each import and covers all types of motor

vehicles; new, used, vehicles imported by investors and embassies etc.

The importer applies for permit to the Transport Authority for importing vehicles. To
proceed with the permit processing, business license from MoT, Performa invoice and
packing list are required. Detail information about the imported vehicle should be provided
in addition to the above documents. Such as:

- Imported vehicle standard inspection form;
- Forms for technical specifications (two forms in Amharic to collect technical
information about the vehicles);

- Performa invoice;
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- If an Ethiopian national returning to Ethiopia: a letter from the Ethiopian Embassy
abroad attesting the stay outside and providing detailed information about the car;

- Ifinvestor, an investment permit issued by EIA;

- If Embassy: letter from the Embassy with detailed information about the car and a
letter from the Ministry of Foreign Affairs;

- If NGO’s: letter of support from the organization with detailed information about the
car;

- If religious organization: letter from the religious organization with detailed
information about the car ;

- If companies importing a car or cars temporarily for specific purposes: agreement or
contract with the Ethiopian company with detailed information about the car(s);

- If importers of new or old cars: application form, business license (MOT) and a
vehicle competency certificate;

- If individuals: application form and letter confirming for example that the vehicle
was given following some sport event (as award), detailed information about the car
and a bill of loading.

The documents verified for its validity and Transport Authority approves, rejects or requests
additional information. If approved Transport Authority provides Import permit for
importing vehicles to the importer. This process is paper based and follows manual

procedures.
4.2 Bank Import Permit

All international trade operations must be conducted through authorized banks and a foreign
exchange permit must be obtained. All commercial banks processes linked to foreign
exchange transactions are still mainly manual. 80% of bank payments are made using an
L/C in Ethiopia. L/Cs contains information as requested by the issuing commercial bank. In
the case of L/Cs issued in Ethiopia, a confirmation process is generally required by the
foreign correspondent bank.

Before the import process, the importer has to apply for a bank import permit for foreign
exchange. To proceed with the bank import permit process, the importer is required to have

necessary documents i.e. valid business license, Performa invoice and import permit for the
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vehicle from Ministry of Transport. Performa Invoice or contract from the suppliers includes
information about the type and quantity of the commodity, price per unit, FOB amount,

fright if any and other charges. Insurance arrangement is made locally.

Payments for imports can be made by letter of credit (L/C), cash against documents (CAD)
or advance payment. Approval of an application for foreign exchange is subjected to the
following conditions [43]:

- The product to be imported must be free from any import prohibition
- the application for foreign exchange shall be:-

0 Properly completed, signed and sealed with the office stamp of the importer
in sufficient copies,

0 Supported by manufacturers’ or suppliers’ invoices in sufficient copies
showing clearly full description of the goods including quantity, grade,
quality, volume, measurement, weight, and unit and total price of the goods
at a named place of delivery;

- Terms of payment must be clearly shown in the invoice;

- Evidence must be produced that adequate insurance cover has been arranged with
Ethiopian Insurance Corporation particularly for goods imported under letters of
credit;

Modes of payment allowed for import are Letter of credit, Cash against document and
advance payment. Letter of credit is a written commitment to pay, by a buyer’s or importer’s
bank to the seller’s or exporter’s bank. It guarantees payment has been made to the suplier.
A supplier or exporter that has sold to an Ethiopian Importer on L/C basis should present to
the bank these four sets of documents: Bill of Lading, Shipping Document, Commercial
Invoice, Packing List and Certificate of Origin.

4.3 Customs Import Declaration

The Importer or the authorized Clearing Agent applies to ERCA for import declaration for
imported vehicles clearance. The Importer or the authorized Clearing Agent is requested for
important documents, which are, business license, Bank Permit and Vehicle Import Permit.
ERCA validates the application information against the documents provided. If approved,
the import declaration registered and the amount of duties and taxes will be calculated.
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4.4 Imported Vehicle Declaration Scenario
4.4.1 Scenario Description

The scenario to be demonstrated in this work is the business process that is important for an
imported vehicle declaration process. To declare an imported vehicle at ERCA, import
permit from MoTr, Bank import permit and a valid import license are required. After
checking the validity of the above documents from the different organizations, the
HS_Code® for the imported vehicle will be retrieved from the database by taking the
description of the vehicle. After retrieving the HS_Code, the corresponding tax rates for it
will be retrieved by using the HS_Code. Finally the payable tax amount for the imported
vehicle will be calculated by taking the tax rates, the cost for the vehicle, the fright amount,
insurance amount and additional cost values, if any, in to consideration. This scenario will
be demonstrated by integrating the various systems from different organizations by using an
ESB.

4.5 Imported Vehicles Declaration Use Case Diagram

The following use case diagram, Figure 4.1, demonstrates the scenario for declaring an
imported vehicle process.

® Harmonized System Codes (HS_Code) is a standard issued by the World Customs Organization
(WCO) to unify the classification of the goods. These are six digit codes for identifying different
products across the world. The country using these HS_Codes can suffix additional digits to the
existing six digits according to their needs.
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Figure 4.1: Use Case Diagram for Imported vehicle declaration
Main Flow of the Declaration of Imported Vehicles Process:

1. Request for declaring Imported vehicle/s is sent to the system by an importer or an
agent with all the necessary information about the vehicle/s imported which are
importer information, description of the vehicle, cost of the vehicle, freight cost,
insurance cost, additional cost and number of vehicles imported

2. The system checks whether the vehicle imported has a permit from the Ministry of
Transport

3. If the imported vehicle/s has an import permit from Ministry of Transport, the
system checks whether it has a bank permit or not

4. If the imported vehicle/s has both permit from Ministry of Transport and Bank, the
system will take the details of the vehicle and searches and retrieves the HS_Code
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5. The system searches and retrieves the corresponding five tax rates i.e. Duty rate,
Excise rate, VAT, Sur rate and Withholding rate for the vehicle/s with HS_Code
retrieved

6. The system will calculate the total payable tax amount for the vehicle/s by taking the
detail information about the imported vehicle/s and the corresponding tax rates

45.1 Use Cases Description

In this subsection the description of the use cases in the use case diagram above is presented.

The use cases are:

e Use Case 1 — Request for declaration of imported vehicle/s

e Use Case 2 — MoTr Vehicle Import Permit Validation

e Use Case 3 — Bank Import Permit Validation

e Use Case 4 — Search and Retrieve HS_Code for Imported Vehicle/s
e Use Case 5 — Search and Retrieve Tax Rates for Imported Vehicle/s

e Use Case 6 — Total Payable Tax Amount for Imported Vehicle/s
Use Case Name: Request for declaration of imported vehicle/s

Use Case Description: This use case describes the action for the system (ESB) to accept
request for an imported vehicle/s declaration from an importer or clearing agent

Actors:
= |mporter or Clearing Agent
= ERCA

Pre-conditions:
= The ESB is up and running

Normal Flow:
1. Importer/Agent send request for declaration of imported vehicle to the ESB
2. The ESB checks all the necessary data is provided
3. The ESB encode the input data
4. The ESB split the data and forward the data to the appropriate endpoints of the

service providers at ERCA
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Post-conditions:
= The request message is delivered to the proxy service of the ESB

Use Case Name: MoTr Vehicle Import Permit Validation

Use Case Description: This use case describes the action that a formatted message with
encoded data correctly routed to the service provider responsible for this request data by the
routing component of the ESB and the corresponding Vehicle Import Permit status
forwarded back to the ESB

Actors:
= MoTr
= ERCA

Pre-conditions:
= Successful completion of Use Case 1 as described above

Normal Flow:
1. The ESB forwards service request about the MoTr import permit to the correct
endpoint
2. MoTr checks the status of the import permit for the requested data and respond the
status
3. The endpoint accepts the result and forward it to the ESB’s Proxy server

Post-conditions:
= The ESB receives the status of the Ministry of transport permit from the system at
MoTr

Use Case Name: Bank Import Permit Validation

Use Case Description: This use case describes the process of a formatted message with
encoded data correctly routed to the service provider responsible for this request data by the
routing component of the ESB and the corresponding Bank Import Permit status result is
forwarded to the ESB

Actors:
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= Bank
= ERCA

Pre-conditions:
= Successful completion of Use Case 1 and Use Case 2

Normal Flow:
1. The ESB forwards service request about the Bank import permit to the correct
endpoint
2. Bank checks the status of the import permit for the requested data and respond the
status

3. The endpoint accepts the result and forward it to the ESB’s Proxy server

Post-conditions:
= The ESB receives the status of the Bank Import Permit from the system at the Bank

Use Case Name: Search and Retrieve HS_Code for Imported Vehicle/s

Use Case Description: This use case describes the process of a formatted message with
encoded data correctly routed to the service provider responsible for HS_Code retrieval by
the routing component of the ESB and the corresponding response which consists the
HS_Code value is forwarded to the ESB

Actors:
= ERCA

Pre-conditions:
= Successful completion of Use Case 1, Use Case 2 and Use Case 3

Normal Flow:
1. The ESB filters the data from the request important for HS_Code retrieval and
transform to the appropriate format
2. The ESB forwards formatted service request for HS_Code of the imported Vehicle to
the corresponding endpoint
3. ERCA Searches for the HS_Code for the requested data
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4. ERCA returns the HS_Code for the requested data
5. The endpoint accepts the result and forward it to the ESB’s Proxy server

Post-conditions:
= The ESB receives the HS_Code for the imported vehicle/s from the responsible
system at ERCA

Exceptions
= The system returns the HS_Code not found message for requested data

Use Case Name: Search and Retrieve Tax Rates for Imported Vehicle/s

Use Case Description: This use case describes the process a formatted message with
encoded data correctly routed to the service provider responsible for Tax Rate retrieval by
the routing component of the ESB and the corresponding tax rates forwarded back to the
ESB

Actors:
= ERCA

Pre-conditions:
= Successful completion of Use Case 4

Normal Flow:
1. The ESB filters the data from the request important for Tax Rate retrieval and
transform to the appropriate format
2. The ESB forwards formatted service request for Tax Rates of the imported Vehicle
to the corresponding endpoint
3. ERCA Searches for the Tax Rates for the requested data
4. ERCA returns the Tax Rates for the requested data

5. The endpoint accepts the result and forward it to the ESB’s Proxy server

Post-conditions:
= The ESB receives the Tax Rates for the imported vehicle/s from the responsible
system at ERCA
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Use Case Name: Total Payable Tax Amount for Imported Vehicle/s

Use Case Description: This use case describes the process a formatted message correctly
routed to the service provider responsible for Total Payable Tax Amount Calculator by the
routing component of the ESB and the total payable tax amount is forwarded back to the
ESB

Actors:
= ERCA
= |mporter/ Clearing agent

Pre-conditions:
= Successful completion of Use Case 1 and Use Case 5

Normal Flow:
1. The ESB filters the data from the request important for Total Tax amount calculation
and transform it to the appropriate format
2. The ESB forwards formatted service request for total Tax amount of the imported
Vehicle/s to the corresponding endpoint
ERCA Process the request and return the result to the ESB
The endpoint accepts the result and forward it to the ESB’s Proxy server
The result is forwarded to the client that originate the request

I

The importer or the clearing agent is notified the total tax amount for the imported

vehicle/s

Post-conditions:
= The ESB receives the Total Payable Tax amount for the imported vehicle/s from the
responsible system at ERCA and notify the importer or clearing agent
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Chapter 5

ESB Design and Implementation

This chapter refines the requirements described in Chapter Five in to a design that provides
the basis for the implementation and the implementation of the integration. It will start with
the overall architecture for the scenario described on the previous chapter and follow by a
detail design and implementation of the WSO2 ESB.

5.1 ESB Design
The ESB of this project is designed for integration of five systems at three different

organizations. The systems to be integrated are:

e System that provides the status of Transport Authority vehicle import permit,

e System that provides the status of the Bank import permit for the vehicle imported,
e System that provides the HS_Code for the vehicle imported,

e System that provides the different tax rates for the vehicle imported,

e System that calculates the total payable tax for the vehicle imported

For the scenario, it is taken the assumption that the vehicle import permission process is
taken place and the status of the vehicle import permission is available at the Transport
authority. And the same is true for the bank import permit. The scope of the scenario is
limited to checking the validity of the import permits from the two organizations only; the
detail business process that are undertaken by the organizations that leads to the decisions to
grant or deny the permit are not included. The scope of the scenario also limited to the
declaration process of the imported vehicle from ERCA. It ranges from validating the

documents and the preconditions fulfillment up to the calculation of the total payable tax.

The following diagram, Figure 5.1, illustrates the different systems that will be involved in
providing integrated vehicle declaration system and the WSO2 ESB as central point in the

integration.
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Figure 5.1: Imported Vehicle Declaration Process Service Integration with WSO2 ESB

The entire process flow of the imported vehicle declaration is as shown in the business
process diagram Figure 5.2.
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Figure 5.2: Business process diagram for imported vehicle declaration process

As illustrated in Figure 5.2, the business process of declaring imported vehicles starts when
an Importer/Clearing Agent apply for declaration. To proceed with the processing, the
Importer/Clearing Agent requested to submit the supporting documents. ERCA then validate
the application and request for vehicle import permit status from the Transport Authority. If
the permit is granted, it will request for the Bank import permit status. If the status is
granted, it will retrieve the corresponding HS_Code value for the vehicle. Finally the tax
rates for the vehicle will be retrieved and the tax amount to be paid will be calculated and
the Importer will be notified. If the result of the request for the vehicle import permit status
and the bank import permit status is denied, the user will be notified to process the two
permits prior to the declaration process.
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Figure 5.3: Import Vehicle Declaration Scenario — Summary

As shown in the Figure 5.3, in the import vehicle declaration scenario there are five service
calls involved. The user sends the request to a proxy service that will perform service
orchestration. The proxy will first invoke
TransportAuthoritylmportPermitinformationService with importers information and vehicle
description and obtain the Transport Authority import permit status. The vehicle description
should include engine capacity, status (used/new) and purpose of the import (public
transportation, NGO, investment, Embassy, religious organization, importer, etc.). It will
then invoke BanklimportPermitinformationService with the Transport Authority import
permit status, importers information and vehicle description and obtain Bank permit status.

Then after it will invoke the HS_CodelnformationService with the vehicle description and
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obtain the HS_Code value. The proxy service then will obtain the five tax rates (Duty rate,
Excise rate, VAT, Sur rate and Withholding rate) value for the vehicle by invoking the
TaxRatelnformationService ~ with  the HS Code. Finally, it will invoke
PayableTaxAmountinformationService with the five tax rates, vehicle cost information (cost,
insurance and freight) and the number of vehicles imported and will return the payable tax
amount; this payable tax amount will be sent to the user.

The vehicle declaration process that integrates the five systems described above
implemented using WSO2 ESB as shown in Figure 5.4.
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Figure 5.4: Vehicle declaration business process implemented using WSO2 ESB

In the Figure 5.4 the following takes place in the given order:

1. The request is first received by the inSequence of the IVDProxyService Proxy
service and mediation occurs

2. The message is forwarded to the TransportAuthoritylmportPermitinformationService
service via the TAIPInformationServiceEP end point

3. The response  (Transport  Authority import permit  status) from
TransportAuthoritylmportPermitinformationService is forwarded to BIPRequest
sequence for mediation

4. BIPRequest forwards the message to the BanklmportPermitinformationService
service via BIPInformationServiceEP endpoint
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5. The response (Bank permit status) from BanklmportPermitinformationService is
forwarded to HSCRequest sequence for mediation

6. HSCRequest forwards the message to HS_CodelnformationService via
HSClInformationServiceEP endpoint

7. The response (HS_Code) from HS_CodelnformationService is forwarded to
TRRequest sequence for mediation

8. TRRequest forwards the message to TaxRatelnformationService via
TRInformationServiceEP endpoint

9. The response (five tax rates) from TaxRatelnformationService is forwarded to
PTARequest sequence for mediation

10. PTARequest forwards the message to PayableTaxAmountinformationService via
PTRInformationServiceEP endpoint

11. The message is received by the outSequence of the IVDProxyService Proxy service
which performs the final mediation and steps and send the response to the service

consumer (end user)

5.2 Implementation

WSO2 ESB configuration and creation of artifacts can be done either using WSO2 ESB
Management Console or WSO2 Developer Studio. WSO2 Developer Studio provides a
featured graphical mediation flow composer to create configurations for WSO2 ESB. For
implementing the scenario described on the design section of this document WSO2
Developer Studio is used. WSO2 Developer Studio is the integrated development
environment provided by WSO2 to develop SOA projects. It supports developing projects
for most of the products in WSO2 product stack including ESB, AS, DSS and so on.

WSO2 Developer Studio is Eclipse based SOA development environment with graphical
editor for creating ESB configuration. It provides a complete Eclipse based SOA
development environment and immensely simplifies creation of artifacts with graphical
editors and management of the links and dependencies between these services. It is possible
to easily test, debug, and deploy artifacts as Composite Application aRchives onto servers

such as the Application Server, Enterprise Service Bus, and Business Process Server. The
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ESB graphical editor supports almost all building blocks of the WSO2 ESB including Proxy
Service, REST APIs, Sequences, Endpoints and many more [41].

As shown in Figure 5.4 above, the Imported Vehicle Declaration ESB contains three basic
artifacts. These are endpoints, sequences and proxy service. The brief description of these
ESB artifacts and the list of mediators and the ESB components that are included in the ESB
implementation are described below in the following subsections.

5.2.1 Endpoints

An end-point is a logical abstraction over an external destination where WSO2 ESB has to
deliver the message. The end point defined in WSO2 ESB can also take care of quality of
service aspects like security and reliability corresponding to the external destination [2].

An endpoint may be specified as an address endpoint, WSDL based endpoint, a load
balancing endpoint, a fail-over endpoint or an HTTP endpoint [38]. For this project an
address endpoint is used. Address endpoint is an endpoint defined by specifying the EPR
(Endpoint Reference) and other attributes of the configuration.

The Syntax for configuring the address endpoint is as follows.

<address uri="endpoint address" [format="soapl11|soap12|pox|rest|get”] [optimize="mtom|swa"]
[encoding="charset encoding"]
[statistics="enable|disable™] [trace="enable|disable"]>
<enableSec [policy="key"]/>?
<enableAddressing [version="final|submission"] [separateListener="truelfalse"]/>?

<timeout>
<duration>timeout duration in milliseconds</duration>
<responseAction>discard|fault</responseAction>
</timeout>?

<markForSuspension>
[<errorCodes>xxx,yyy</errorCodes>]
<retriesBeforeSuspension>m</retriesBeforeSuspension>
<retryDelay>d</retryDelay>

</markForSuspension>

<suspendOnFailure>
[<errorCodes>xxx,yyy</errorCodes>]
<initialDuration>n</initialDuration>
<progressionFactor>r</progressionFactor>
<maximumDuration>l</maximumDuration>
</suspendOnFailure>
</address>
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The “uri’ and “format’ attributes specify the ERP of the target endpoint and the message
format for the endpoint respectively.

In the implemented ESB there are five address endpoints that define the web services to be
integrated through the ESB. The defined endpoints are the following:

BIPInformationServiceEP Endpoint

BIPInformationServiceEP Endpoint is an address endpoint that defines the application
service BanklmportPermitinformationService which is responsible for retrieving the bank
import permit status of imported vehicle declaration. The endpoint is defined as shown
below.

<?xml version="1.0" encoding="UTF-8"7>

<endpoint xmIns="http://ws.apache.org/ns/synapse” name="BlIPInformationServiceEP">

<address uri="http://localhost:9764/services/BankimportPermitInformationService/"/>
</endpoint>

TAIPInformationServiceEP Endpoint

TAIPInformationServiceEP Endpoint is an address endpoint that defines the application

service TransportAuthoritylmportPermitinformationService which is responsible for

retrieving the transport authority wvehicle import permit status of imported vehicle

declaration. TAIPInformationServiceEP endpoint is defined as shown below.

<?xml version="1.0" encoding="UTF-8"?>

<endpoint xmIns="http://ws.apache.org/ns/synapse” name="TAIPInformationServiceEP">
<address

uri="http://localhost:9764/services/TransportAuthoritylmportPermitinformationService/"/>
</endpoint>

HSClInformationServiceEP Endpoint

HSClInformationServiceEP Endpoint is an address endpoint that defines the application
service HS_CodelnformationService which is responsible for retrieving the HS_Code of the
imported vehicle. HSCInformationServiceEP endpoint is defined as shown below.

<?xml version="1.0" encoding="UTF-8"?>

<endpoint xmIns="http://ws.apache.org/ns/synapse"” name="HSCInformationServiceEP">
<address uri="http://localhost:9764/services/HS _CodelnformationService/"/>
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</endpoint>

TRInformationServiceEP Endpoint

TRInformationServiceEP Endpoint is an address endpoint that defines the application
service TaxRatelnformationService which is responsible for retrieving the five tax rates for
the imported vehicle. The endpoint is defined as shown below.

<?xml version="1.0" encoding="UTF-8"7>

<endpoint xmIns="http://ws.apache.org/ns/synapse” name="TRInformationServiceEP">

<address uri="http://localhost:9764/services/TaxRatelnformationService/"/>
</endpoint>

PTAInformationServiceEP Endpoint

PTAInformationServiceEP Endpoint is an address endpoint that defines the application
service PayableTaxAmountinformationService which is responsible for retrieving the total
payable tax amount for the imported vehicle to be released. PTAlInformationServiceEP
endpoint is defined as shown below.

<?xml version="1.0" encoding="UTF-8"?>

<endpoint xmIns="http://ws.apache.org/ns/synapse” name="PTAlInformationServiceEP">

<address uri="http://localhost:9764/services/PayableTaxAmountinformationService/"/>
</endpoint>

5.2.2 Sequences

A sequence is a logical group of a set of mediators arranged sequentially. It is used to define
a sequence of mediators that can be invoked later by name. A given sequence may have an
arbitrary number of mediators and message flows through them in sequential manner. A
sequence can be either in-line or named. In-line sequences are sequences defined in the
place they are used. Named sequences are sequences defined and saved with a name and
can be recalled at different places by name. In other words, a named sequence can be reused
in different places. Also note that a given sequence can call another sequence during its
execution via the Sequence mediator [2]. In this ESB based integration solution, there are
four named sequences defined. The sequences are described hereunder.

63



BIPRequest Sequence

BIPRequest Sequence is a set of mediators that are responsible for processing the Transport
authority vehicle import permit status for the client that requested for vehicle declaration and
forward the process to the BIPInformationServiceEP endpoint. The BIPRequest Sequence

graphical view that shows the mediators involved is shown in Figure 5.5.
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Figure 5.5: BIPRequest Sequence

The objective of this sequence is to extract the Transport Authority vehicle import permit
status from the TransportAuthoritylmportPermitinformationService response and construct
the required payload suitable for BankImportPermitinformationService. This can be
achieved via a property mediator (to extract the TA Import permit Status) and payload

factory mediator.

As shown in the Figure 5.5, fist the log mediator is used to log the full response that we get
from TransportAuthoritylmportPermitinformationService. Then the TA Import Permit
Status will be extracted from the response by using property mediator and the extracted
value will be logged. Then by using the Filter mediator the TA Import Permit Status value
will be checked and if the status is ‘Granted’ the payload will be constructed using a payload
factory mediator and the constructed message will be sent to BIPInformationServiceEP
endpoint by the Send mediator and the receiver for the response from
BankimportPermitinformationService will be set to be HSCRequest sequence. If the TA
Import Permit Status value is ‘Denied’ the message is logged and a message that indicates
failure in TA Import Permit will be constructed using Payload factory and it will be sent to
the outSequence of the proxy service.
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HSCRequest Sequence

HSCRequest Sequence is a set of mediators that are responsible for processing the Bank
import permit status for the client that requested for vehicle declaration and forwards the
process to the HSCInformationServiceEP endpoint. The HSCRequest Sequence graphical

view that shows the mediators involved is as shown in Figure 5.6.
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Figure 5.6: HSCRequest Sequence

The process flow in the HSCRequest sequence starts with logging the full response from
BankImportPermitinformationService and then Bank Import Permit Status is extracted from
the response by using property mediator and the extracted value will be logged. The
extracted value will be evaluated by the filter mediator and either of the two options will be
executed. If the value is ‘Granted’ the payload will be constructed by payload factory
mediator and the constructed message will be sent to HSCinformationServiceEP endpoint by
the Send mediator and the receiver for the response from HS_CodelnformationService will
be set to be TRRequest sequence. If the Bank Import Permit Status value is ‘Denied’ the
message is logged and a message that indicates failure in Bank Import Permit will be
constructed by Payload factory and it will be sent to the outSequence of the proxy service.

TRRequest Sequence

TRRequest Sequence is a set of mediators that are responsible for processing the HS_Code
for the wvehicle declaration and forwards the appropriate request message to the
TRInformationServiceEP endpoint to retrieve the tax rated to be paid. The TRRequest
Sequence graphical view that shows the mediators involved is as shown Figure 5.7.
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Figure 5.7: TRRequest Sequence

As shown in the Figure 5.7, TRRequest sequence begins by logging the full response
message from HS_CodelnformationService and the HS_Code value is extracted from the
response by the property mediator. The extracted HS_Code value will be evaluated by the
filter mediator and either of the two options will be executed. If the HS_Code value is valid
the payload will be constructed by payload factory mediator and the constructed message
will be sent to TRInformationServiceEP endpoint by the Send mediator and the receiver for
the response from TaxRatelnformationService will be set to be PTARequest sequence. If
HS Code value is ‘NOT FOUND’ the message is logged and a message that indicates
failure in retrieving the HS_Code will be constructed by Payload factory and it will be sent
to outSequence of the proxy service.

PTARequest Sequence

PTARequest Sequence is a set of mediators that are responsible for processing the tax rates
for the vehicle declared and forwards the formatted request message by the payload factory
mediator to the PTAInformationServiceEP endpoint to retrieve the total payable tax amount
to be paid. The PTARequest Sequence graphical view is as shown in Figure 5.8.

Figure 5.8: PTARequest Sequence
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The PTARequest sequence starts by logging the full response from
TaxRatelnformationService and followed by five properties that extract the five tax rates i.e.
Duty rate, Excise rate, VAT, Sur rate and Withholding rate. The extracted tax rates will be
logged by using the log mediator and a payload that contains the five tax rates and the
vehicle cost information will be constructed by a payload factory and it will be sent to
PTAInformationServiceEP endpoint by the Send mediator and the receiver for the response
from PayableTaxAmountinformationService will be IVDProxyService proxy service’s
‘'outSequence'.

5.2.3 Proxy Service

A proxy service is a virtual service that receives messages and optionally processes them
before forwarding them to a service at a given endpoint. It is a virtual service hosted in the
ESB runtime and it allows performing necessary transformations and introduces additional
functionality without changing existing service [38]. The proxy service mediates any
accepted requests and forwards them to a specified endpoint, most of the time to an actual
Web Service. The responses coming back from the target endpoint are mediated back to the
client that sent the original service request. Proxy services often make references to
sequences, endpoints and local entries.

There are different types of proxy services on WSO2 ESB namely Pass Through Proxy,
Secure Proxy, WSDL Based Proxy, Logging Proxy, Transformer Proxy and Custom Proxy.
For this demonstration Customs Proxy is used. In custom proxy service it is possible to
customize the sequences, endpoints, transports, and other QoS settings.

In WSO2 ESB, a proxy service is built with an In-Sequence, an Out-Sequence, and a fault

sequence.
In-Sequence

A request message coming in to a given proxy service will hit the In-Sequence defined for
that proxy service. An 'inSequence’ in a proxy service would decide how the message would
be handled after the proxy service receives the message.
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Out-Sequence

A response message coming from a concrete or a business service will go through the Out-
Sequence defined for the corresponding proxy service. The '‘outSequence' defines how the
response is handled before it is sent back to the client. Unlike sequences and endpoints
which can be stored and loaded from the registry, proxy services cannot be loaded from the
registry. However a proxy service can make references to sequences and endpoints stored in

the registry.
Fault sequence

It is also possible to associate a Fault-Sequence with a proxy service and it will get executed
when an exception happens in a proxy operation. This sequence won't get executed for the
exceptions thrown from the backend business services. Those will still go through the Out-

Sequence.
IVDProxyService Proxy Service

In the implemented enterprise service bus a custom proxy service, IVDProxyService, is
defined. As shown in Figure 5.9, the IVDProxyService has two sequences 'inSequence' and
‘outSequence' that contains various mediators. The full request message coming to the proxy
service will be logged by using the log mediator in the 'inSequence' first and then the values
of the request message i.e. vehicle description, business license, cost, fright, insurance, other
costs and amount will be extracted by using a property mediators. Then the vehicle
description will be logged by using a custom log mediator and a payload will be constructed
with the vehicle description and business license by PayloadFactory mediator. After the
message is constructed it will be sent to TAIPInformationServiceEP endpoint by Send
mediator and the receiver for the response from
TransportAuthoritylmportPermitinformationService will be set to be BIPRequest. When the
response message arrives to the 'outSequence’, it will be logged by a full log mediator and
the response will be sent back to the requesting client by using the send mediator.
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Figure 5.9: IVDProxyService Proxy Service

The IVDProxyService proxy service is a secured proxy service that can only be accessed by
the legitimate users. It is only accessible by the group of users with admin privilege group.
The green lock icon in Figure 5.10 indicates the proxy service is secured and it can be
accessed only by legitimate users.
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Figure 5.10: Secure IVDProxyService Proxy Service from the Management Console

5.2.4 Mediator

Mediator is the smallest functional unit in WSO2 ESB. A mediator is granular enough to
perform a given specific task. WSO2 ESB comes with a rich collection of mediators
addressing most of the common integration problems [2]. For this scenario different set of
mediators are used for different purposes. The list of different mediators used and their

description is described in the following sections.
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Log Mediator

The Log mediator is used to log mediated messages [38]. The Log mediator can be used to
log any incoming/outgoing messages. In the demonstration there are two types of log
mediators used frequently: full and custom mediator. In custom log only the properties
specified to the log mediator are logged. In full mediator all attributes included in the log

level and any properties are logged.

The Log mediator configuration takes the following general form.

<log [level="string"] [separator="string"]>
<property name="string" (value="literal" | expression="[XPath|json-eval(JSON Path)]")/>*
</log>

The 'level' attribute is used to specify how much information should be logged by the log
mediator. This attribute can take values Simple, Headers, Full or Custom. The separator for

properties and attributes logged can be configured using the 'separator" attribute.

Property Mediator

Properties provide the means of accessing various types of information regarding a message
that passes through the ESB. Properties can be used to control the behavior of the ESB on a
given message [38]. The property mediator is used to set or remove properties. Properties
provide a way of accessing different attributes of the message, passing through the WSO2
ESB. It is also possible to use properties to change the behavior of the message flow as well
as to set different attributes on the message passing through [2].

The syntax for configuring the property mediator is as follows.

<property name="string" [action=set|remove] [type="string"]
(value="literal" | expression="xpath") [scope=default|transport|axis2|axis2-client]
[pattern="regex" [group="integer"]]>
<xml-element/>?
</property>

The 'name' attribute specifies the name of the property which needs to be either set or
removed while the "action’ attribute specifies the exact action that needs to be carried out by
the mediator. The 'value' attribute can be used to set a constant as the property value
whereas the ‘expression’ attribute can be used to specify an XPath expression.
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Send Mediator

The Send Mediator is used to send messages out to an endpoint. The Send Mediator also
copies any message context properties from the current message context to the reply
message received on the execution of the send operation, so that the response could be
correlated back to the request [38].

The send mediator is configured using the following XML syntax.

<send [receive="string">
(endpointref | endpoint) ?
</send>

An optional receiving sequence can be configured using the 'receive’ attribute.

Filter Mediator

The Filter Mediator can be used for filtering messages based on an XPath, JSONPath or a
regular expression. If the test succeeds, the Filter mediator executes the other mediators
enclosed in the sequence. The Filter Mediator closely resembles the "If-else” control
structure [38].

The configuration of the filter mediator takes the following form.

<filter (source="[XPath|json-eval(JSONPath)]" regex="string") | xpath="[XPath|json-
eval(JSONPath)]">
<then [sequence="string"]>
mediator+
</then>
<else [sequence="string"]>
mediator+
<[else>
<ffilter>

The filter mediator either tests the given XPath expression as a boolean expression, or
matches the result of the source XPath expression as a string against the given regular
expression. If the condition evaluates to true, the filter mediator enclosed by the 'then’
element will be executed. Failed messages will be mediated through the mediators enclosed
by the 'else’ element. Failed messages will be mediated through the mediators enclosed by
the ‘else’ element.
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PayloadFactory Mediator

The PayloadFactory Mediator transforms or replaces the contents of a message. Payload
factory mediator is used to transform the message in desired output. WSO2 Payload Factory
Mediator is for transforming or replacing message content in between the client and the
backend server. Incoming message from client can be transformed by the Payload Factory
mediator into the format expected by the service. Then the response message can be

formatted into which is expected by the client.

Each argument in the mediator configuration could be a static value or an XPath expression.
When an expression is used, argument value is fetched at runtime by evaluating the provided
XPath expression against the existing SOAP message. Also the format of the request or

response message can be configured which is mapped with the arguments provided in order.

The following syntax is used to configure the transformation performed by PayloadFactory

mediator.

<payloadFactory media-type="xml | json">
<format>"xmlstring"</format>
<args>
<arg (value="string" | expression="{xpath} | {json} ")/>*
</args>
</payloadFactory>

‘format’ sub-element of the mediator configuration specifies the format of the new payload.
All $n occurrences in the format will be replaced by the value of the n th argument at

runtime.

5.2.5 Application Services

There are five separate services running at different places in the scenario demonstrated. The
application services for this demonstration are developed and deployed on WSO2 AS. The

list of the services and their functionalities are described hereunder.
TransportAuthoritylmportPermitinformationService

This service is capable of mapping the importer information and the imported vehicle
information with the status of its Transport Authority import permit. It will process the given

customers and the vehicles information and provide the information whether the customer is
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granted a vehicle import permit for the vehicle to be imported or denied. The service is
provided by Transport Authority. TransportAuthoritylmportPermitinformationService
application service is developed by using Eclipse Java EE IDE for Web Developers and is
hosted on WSO2 AS application server. The service uses Excel database table as a back end
to access and acquire the required information on the Transport Authority import permit

information.
BanklmportPermitInformationService

This service is capable of mapping the importer information and the imported vehicle
information with the status of its bank import permit. It will process the given information
about the Transport Authority vehicle import permit, importer customer and the imported
vehicle and provide the information whether the customer is granted a bank import permit
for the wvehicle imported or denied. The service is provided by the Bank. The
BankimportPermitinformationService application service is developed by using Eclipse Java
EE IDE for Web Developers and is hosted on WSO2 AS application server. The service
uses MySQL database as a back end to access and acquire the required information on the

Bank import permit information.
HS_CodelnformationService

This service takes a description of the vehicle imported from the customer and retrieves the
corresponding Harmonized Code for the imported vehicle described. This code is a unique
identity for imported goods. It is important for retrieving the corresponding tax rates to be
paid. The service is provided by ERCA. HS_CodelnformationService application service is
developed by using Eclipse Java EE IDE for Web Developers and is hosted on WSO2 AS
application server. The service uses Excel database table as a back end to access and acquire

the required HS_Code information.
TaxRatelnformationService

This application service is responsible for retrieving the list of type of taxes to pay for the
imported product and the tax rate amounts. It searches from the Ethiopian_import_tariff_rate
database. This Application service takes the HS_Code of the vehicle imported as an input
and retrieves the five tax rates, Duty rate, Excise rate, VAT, Sur rate and Withholding rate,
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for the vehicle imported. This service is provided by ERCA. TaxRatelnformationService
application service is developed by using Eclipse Java EE IDE for Web Developers and is
hosted on WSO2 AS application server. The service uses Excel database table as a back end

to acquire the tax rates value.
PayableTaxAmountinformationService

This Application service takes the five different tax rates for the vehicle imported i.e.
customs duty, excise tax, VAT, surtax and withholding tax, cost of the vehicle, fright paid
for the vehicle, insurance amount, other cost and number of the vehicle imported as an input
and calculate the total payable tax amount for the vehicle to be released. This service is
provided by ERCA. The PayableTaxAmountinformationService application service is
developed by using Eclipse Java EE IDE for Web Developers and is hosted on WSO2 AS

application server.

The implementation code for all the ESB component described above is attached at the end
of this document.

5.3 Tools used for Development and Testing

For developing and testing the application services and the enterprise service bus based
integration, the following tools are used.

e WSO2 Developer Studio Version 3.7.1: WSO2 Developer Studio is a complete
tooling platform for easily developing, deploying, testing and debugging SOA
applications. Developer Studio works in the popular open-source integrated
development environment (IDE) Eclipse. For this project it is used for developing
the ESB artifacts that can be deployed on the WSO2 ESB.

e Eclipse Java EE IDE for Web Developers Version Kepler Service Release 2:
Eclipse Java EE IDE is used to develop the simulated applications.

e WSO2 ESB Version 4.8.1: WSO2 Enterprise Service Bus (WSO2 ESB) is used to
deploy and configure the ESB Scenario.

e WSO2 AS Version 5.2.1: WSO2 Application Server (WSO2 AS) is used for

deploying the application simulated so that the enterprise service bus can tested.
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e SoapUl Version 5.2.1: SoapUl is used for testing the functionality of the ESB and
the applications developed and deployed on WSO2 ESB and WSO2 AS.

5.4 Testing

For testing the implemented enterprise service bus that integrates the five different
applications the SoapUIl and Trylt is used. The screenshot of the ESB using these tools is as

shown in the figures hereunder.
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Figure 5.11: ESB test result using SoapUl1

Figure 5.11 shows the test result for the 1VDProxyService proxy service by providing a
legitimate user name and password as well as valid request input values and the response
which indicates a secured communication with a valid payable tax amount for the inserted

input information by using SoupUl.

The test result in Figure 5.12 shows a valid request message sent with appropriate
authentication account and the result indicates the transport authority vehicle import permit
is denied by using SoupUlI testing tool.
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Figure 5.12: ESB test result using SoapUI2

The test result in Figure 5.13 shows the failure due to accessing the ESB without providing
legitimate user name and password by using SoapUI.
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Figure 5.13: ESB test result using SoapUI3
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Figure 5.14 shows test result by using Trylt testing tool providing a valid account and
request information which provides a valid result that indicate a corresponding payable tax

amount for the request values inserted.
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Figure 5.14: ESB test result using Tryltl

In Figure 5.15, the ESB is accessed by a legitimate user with a valid request value by Trylt
testing tool and the result indicates bank import Permit is denied by displaying a message.
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Figure 5.15: ESB test result using Trylt2

Figure 5.16 indicates the failure occurs by trying to access the ESB without providing

legitimate account information by using a Trylt testing tool.
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Figure 5.16: ESB test result using Trylt3

78



5.4.1 Functional Testing and Result Evaluation

The features and operational behavior of the ESB scenario demonstrated tested to ensure its
correspondence with the specifications by using a functional testing. The goal of this testing
is to verify whether the ESB developed meets the basic functionality of an ESB described in
section 2.2.1 in Chapter Two of this document. It also aims to test the functionality of each
of the applications to be integrated separately and also test whether the overall system
functions as it should be.

For the functional testing, a functional testing document is prepared to be filled by different
individuals. The document is divided in to nine test sets: Component Testing, Routing,
Message Transformation, Message enhancement, Message processing, Service
Orchestration, Database, System and Security test sets.

The proper functionality of each application services hosted on the application server is
tested on the Component Testing test set. The implementation of the major capabilities of
ESB are tested on Routing, Message Transformation, Message enhancement, Message
processing, Service Orchestration and Security test sets and the overall developed ESB
functionality as a system is tested on the System test set category of the functional testing
document. The proper coordination of the backend databases with the application services
and the ESB is tested on the Database test case section of the document. The functional
testing document is attached at the Annex B section at the back of this paper.

For the functional testing five different individuals from different work environment are
participated. The testers are: Customer Service Officer Biruk H/Mariam from CBE, Vehicle
Importer Abreham Bersisa, G. Manager Soresa Tesfaye from SOWMECH Engineering Plc,
Project Manager Tekachew Gobena from INSA and Software program coordinator Niguse
Seid from ERCA. As observed from the functional testing document filled by the
individuals listed above, all the functional requirements listed are fully functional. The result
indicates all the five applications services are fully functional separately, all the incoming
requests to the ESB are routed to the corresponding services properly and appropriate
responses are routed back to the requester, all the required message structure
transformations, message enhancements and message processing are handled properly by the
ESB, the services coordinate to handle requests properly, retrieval of data from the Excel
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and MySQL databases works as expected, the necessary security measures such as
authentication of the ESB users, verification of users roles and responsibilities, delivery of
messages through a secure communication channel and the password protectedness of the
proxy service of the ESB during being accessed by external means are implemented
successfully and the ESB system as a whole integrates the application services successfully.
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Chapter 6

Conclusion and Future Work

An ESB is a service-oriented middleware solution that enables integration of heterogeneous
systems by modeling application endpoints as services. It is an open source standard,
message based, distributed integration infrastructure that provides routing, invocation and
mediation services to facilitate the interactions of disparate distributed applications and
services in a secure and reliable manner. It facilitates integration between disparate

applications with different hardware and software platform.

As observed from the literature review and the scenario developed, an Enterprise Service
Bus is an ideal solution for system integration. It is easy to develop without major change on
existing systems; it is easily scalable; any maintenance on the ESB that might be required
for the future is possible with less effort and cost; and it is not application dependent that
means it can integrate any type of system Application without any preconditions. As
mentioned on the comparison between proprietary and open source Enterprise Service Bus
products, considering an open source ESBs for integration will benefit the organization from
variety of angles. It is cost effective, modifications and customizations can be done without

the request for license.

The integration solution described in this paper is ESB based integration that integrates the
services provided by the different organizations to enable facilitated business process flow.
This integration solution simplifies the procedures from the trader’s perspective and
increases the efficiency of operations within the agencies without the need for significant
changes to internal processes and without relaxing the existing levels of control.

The Enterprise Service Bus will provide a means of integration between all the government
entities that participate in customs import export procedures at ERCA. It facilitates the
service procedures. From this integration the importers and exporters/Traders and also the
organizations that participate in the process will benefit and the service will be facilitated.

ERCA is planning to establish an Electronic Single Window system. The system will be
used to accelerate international trade by helping stakeholders access documents needed for

customs clearance in one location. To successfully implement Electronic Single Window
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system, it will require the different systems of the Governmental Organizations and
Ministries that work together with ERCA to integrate. The institutions are National Bank of
Ethiopia (NBE), Ministry of Trade (MoT), Ministry of Industry (Mol), Ministry of Health
(MoH), Ministry of Communication & Technology (MolT) and Ministry of Agriculture
(MoA). Therefore, we recommend ERCA to consider open source Enterprise Service Bus
integration approach for its Electronic Single Window project.

Future work could evaluate the currently available open source Enterprise Service Bus
Products based on experiments in local environment and make the selection best suited for
integrating Applications and Services in Ethiopian Organizations.
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Annex A - Functionality Testing Document

In this testing the features and operational behavior of the ESB demonstrated will be tested
to ensure it corresponds to its specifications. The goal of this testing is to verify whether the
ESB developed meets the intended ESB functionalities mentioned in Chapter two of the
document.

Project Name Open Source ESB Based Integration: The Case of ERCA

posiion | |

1. Navigate to the The appropriate
Transport Authority status of the
Import Permit Web import permit
service from the displayed
Application service
2. Click on Trylt

3. Insert input value

1. Navigate to the Bank | The appropriate

Import Permit Web status of the
service from the import permit
Application service displayed

2. Click on Trylt
3. Insert input value

1. Navigate to the The appropriate
HS_Code Retrieval Web | HS_Code
service from the displayed
Application service
2. Click on Trylt

3. Insert input value

1. Navigate to the Tax The appropriate
Rate Retrieval Web Tax Rates
service from the displayed
Application service
2. Click on Trylt

3. Insert input value
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1. Navigate to the
Payable Tax Retrieval
Web service from the
Application service

2. Click on Trylt

3. Insert input value

1. Open SoapUl

2. Insert the input value
on the request window
3. Click on send button

The Payable Tax
amount displayed

The request is
passed to the
appropriate Web
services and no
error massage
displayed

1. Open SoapUl

2. Insert the input value
on the request window
3. Click on send button
4. Check on the response
from the response
window

1. Open SoapUl

2. Insert the input value
on the request window
3. Click on send button
4. Check on the response
from the response
window

5. Check for any error or
exception message
displayed due to message
structure format miss
match

1. Open SoapUl

2. Insert the input value
on the request window
3. Click on send button
4. Check on the response
from the response
window

5. Check for any error or
exception message
displayed due to missed
input value for services

The request is
routed to the
appropriate web
services and the
result is displayed
with no error
message

The request
processed without
any message
structure format
miss match error
message

The request
processed without
any to missed
input value for
web services error
message
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1. Open SoapUl

2. Insert the input value
on the request window
3. Click on send button
4. Check on the response
from the response
window

1. Open SoapUl

2. Insert the input value
on the request window
3. Click on send button
4. Check on the validity
of the response that
coordinates the services

1. Navigate to the
Transport Authority
Import Permit Web
service from the
Application service

2. Click on Trylt

3. Insert input value

4. Click on send button
5. Cross check the status
result displayed with the
actual status on the excel
table for the input value
inserted

The ESB manages
states and process
the request and

result is displayed

The ESB manages
the coordination
between the
variety of services
hosted and the
appropriate result
is displayed

The status result
displayed from the
service is the same
as the status on the
table

1. Navigate to the Bank
Import Permit Web
service from the
Application service

2. Click on Trylt

3. Insert input value

4. Click on send button
5. Cross check the status
result displayed with the
actual status on the
MySQL database table
for the input value
inserted

The status result
displayed from the
service is the same
as the status on the
table
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1. Navigate to the
HS_Code Retrieval Web
service from the
Application service

2. Click on Trylt

3. Insert input value

4. Click on send button
5. Cross check the status
result displayed with the
actual status on the excel
table for the input value
inserted

The status result
displayed from the
service is the same
as the status on the
table

1. Navigate to the Tax
Rate Retrieval Web
service from the
Application service

2. Click on Trylt

3. Insert input value

4. Click on send button
5. Cross check the status
result displayed with the
actual status on the excel
table for the input value
inserted

1. Open SoapUl

2. Insert an invalid input
value on the request
window

3. Click on send button
4. Check the response
returned

The status result
displayed from the
service is the same
as the status on the
table

Appropriate
message that
describe the case
displayed

1. Navigate to the Web
service from the
Application service one
by one and use Trylt

2. Open SoapUl and
execute the ESB with the
similar input value

3. Cross check the status
result displayed from the
ESB and the Web
services executed

The final result
obtained from the
web services and
from the ESB is
the same
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1. Ruth the WSO2 ESB
2.Login to the ESB

3. Perform some tasks
4. Browse to the log file
location and open and
check the log entry

1. Run the WSO2 ESB
2. On login page try to
login without account
3. Tryto log in with a
valid Account

Appropriate
information is
written on log file
and the activity is
traceable

The WSO2 ESB
rejects users
request with
invalid account
and allows to login
to the system with
a valid account

1. Run the WSO2 ESB
2. On login page try to
login without account
with user privilege

3. Check the main
window provided is with
user privilege

4. Try to log in with
administrator privilege
Account

5. Check the main
window provided is with
Admin privilege

The user main
window is
displayed for
account for user
and admin main
window for
administrator
account is
displayed

(The user should
not be able to
access the admin
page and admin
privilege)

1. Run the WSO2 ESB
2. On login page try to
login with wrong

password several times

The system locks
out the user

1. Run the WSO2 ESB
2. Check the URL of the
system on the browser

The URL of the
page of the system
iSHTTPS
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1. Run the WSO2 ESB
2. Login to the ESB
system

3. Change the password
for the account

4. Log out

5. Login to the account
with the old password

The system
shouldn’t be able
to log the user in

1. Run the WSO2 ESB
2. Login to the ESB
system

3. Navigate to proxy
services

4. Look for the
IVDProxyService

5. Check its security
status

The security status
of
IVDProxyService
proxy service is
secured with a
green locked key
icon

1. Open SoapUl

2. Insert input value on
the request window

3. Insert the user name
and password

4. Click on send button
5. Check the response
returned

Error message
should be
displayed for
accessing with
wrong accounts
and trying to send
request without
providing user
name and
password and
should display
result value for the
request with
correct account
with the privilege
to use the ESB
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Annex B - Interview Questions

Ethiopian Revenue and Customs Authority

1. What is the overall process flow for declaring an imported vehicle?

2. What is expected from the importer/trader/clearing agent to declare imported
vehicle?

3. What are the preconditions that the importer should fulfill before starting imported
vehicle declaration process?

4. What are the documents that are required for vehicle declaration process?

5. Is there an automated system in use for processing declaration process? If yes,
briefly describe the system.

6. What are the governmental organizations that participate in the imported vehicle
declaration process?

7. How is the collaboration between the different organizations work process handled
considering the imported vehicle declaration process?

8. Is there any plan for integration between the varieties of governmental organizations
that participate on customs import/export process?

9. It is on the news that ICF and the International Finance Corporation (IFC) are
working with the Ethiopian Revenues and Customs Authority (ERCA) that aims to
reduce the procedures, time and costs of international trade transactions in Ethiopia
by deploying an end-to-end electronic Single Window System for trade. Can u
explain the project briefly?

10. What is the status of the electronic Single Window project?

11.Is there any development plan reached to handle the integration between the
participating governmental organizations?

Transport Authority

1. What is expected from an importer to import vehicles to Ethiopia?

2. To obtain a vehicle Import permit, what is expected from the importer to fulfill?

3. What are the preconditions that the importer should fulfill to obtain vehicle import
permit?

4. s there a list of vehicles model and type that are allowed to be imported to Ethiopia?
If yes, is it possible to get document that describe the list

5. Is there a list of countries or source of origin that is possible to import from? If so,
describe.

6. What kind of document is provided by the authority to the importer to confirm the
import permit?

7. Is there any automated system that the organization uses for this process? If yes,
describe the systems. If paper based, describe how the process is under gone and
what kind of document s kept in the archive.

8. What kinds of documents are required from the importer to process the import
permit?

9. Inaverage how long will it take to process for an import permit?
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10.

11.

Bank

Is there any payment for the process? If yes, how much and how is the payment
taken care of?

Is there any vehicle standard inspection measure taken place? If so what is the
measure and how?

What is expected from an importer to obtain bank import permit for imported
vehicles?

What are the preconditions that the importer should fulfill to obtain bank import
permit?

What kind of document is provided by the bank to the importer to confirm the bank
import permit is granted?

Is there any automated system that the organization uses for this process? If yes,
describe the systems. If paper based, describe how the process is under gone and
what kind of document s kept in the archive.

What kinds of documents are required from the importer to process the bank import
permit?

In average how long will it take to process for bank import permit?

How does the organization communicate with the Transport Authority to check the
vehicle import permit status?

Is there any means of communication between Transport Authority, Bank and
Ethiopian Revenue Customs Authority considering the imported vehicle declaration
process? If yes, explain briefly. If no, how does the business flow by various
organizations coordinate?

Importer/ Trader/ Clearing Agent

1. What is the overall process (business process) to import a vehicle?

2. What are the organizations that involve in the business process above?

3. Which organization is responsible for which business process?

4. Briefly describe the process step by step according to their occurrence for the imported
vehicle declaration?

5. What are the required documents and preconditions required by the organizations?
5.1. What are the documents required by Bank to obtain L/C and Bank import Permit?
5.2. What are the documents required by Transport authority to obtain vehicle import

permit?

5.3. What are the documents required by ERCA to process imported vehicle declaration?
6. How long does it take to declare a single imported vehicle?
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