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A B S T R A C T

Mobile roaming data-internet fraud, committed on visitor networks is a contin-

ued challenge and significant source of revenue losses for telecommunications

societies including customers. The actually introduced prevention and detec-

tion mechanism have limitations in protection of the service.

In this study, we used different data-sets and build roaming mobile data fraud

detection model. Three supervised machine learning algorithms: Artificial Neu-

ral Network (ANN), Support Vector Machine (SVM) and J48 decision tree (J48

DT) where used to build model from each data-set. The model performance

was computed based on different metrics. The model with merged data-set

(roaming in and roaming out) achieved better performance and J48 DT is re-

sulted greater in accuracy of 99.50, average F1_Score 99.00 and ROC 99.30.

For compiled usage behavior exceeds the detection of such fraud, organiza-

tion better to periodically analysis of data rather than waiting for TAP file-user

usage from visited network in addition to revising roaming agreement.

Keywords: User behavior, Mobile data roaming fraud detection, Mobile data usage,

Machine learning algorithms, Machine learning tools, Home network, Visited network
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1
I N T R O D U C T I O N

The increased communication service demand pushes global telecommu-
nication networks to encompass many different technologies and has ex-
perienced fundamental changes in the past several decades [1], [2]. The
introduction of new communication technologies and merging with the in-
ternet, inflation its complexity which introduced security challenges such
as fraud in telecommunication [1], [3], [4]. ethio telecom who is currently
the only telecommunication operator and service provider in Ethiopia is in
part of this challenge.

There are many different definitions of telecommunication frauds and the
International Telecommunication Union (ITU) [5], specialized agency con-
cerned with information communication technology defines fraud in telecom-
munication: it is the use of telecommunications network to avoid payment-
with incorrect payment, no payment at all or someone else pays. According
to Global Telecommunications Fraud Trend Analysis [6], several researchers
were overlooks as: telecommunication fraud is defined as the stealing of
telecommunication services or the use of telecommunication service to com-
mit other forms of fraud. Such definition has aspect that, the use of the
telecommunications service to perpetrate fraud in which the loss is tends
to third party rather than telecommunication.

For the difficult understanding of the telecommunication complex ecosys-
tem and rapid flexibility of fraudsters, a comprehensive understanding and
avoiding fraud in the phenomena is a challenging task. To manage the prob-
lem by individuals in the sector, one needs to have a balanced knowledge
of telecommunication systems such as expected threats and their detec-
tion and prevention techniques. Nevertheless, industry experts working in
fraud management have a partial view because they usually specialize in
the fraud type most likely encountered or detected in their businesses [1].

Fraud in telecommunication is a major source of revenue loss for telecom-
munication service provider and their customers [2], [7], [6]. The experts
feedback-from phenomena states that, most telecommunication providers
are losing three (3) to ten (10) percents of their income doe to frauds chal-
lenges in telecommunication [8].
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1.1 motivation of the study

Nearby (2019) Communications Fraud Control Association (CFCA) [7], is
the non-profitable organization who conducting surveys on annual global
fraud loss in every two years periods shows that, global fraud loss esti-
mated $28.3 billion (USD) and billions of dollar losses associated with roam-
ing fraud. [6], [7], [9].

The recent three years (2015, 20117, and 2019) of global telecommunication
operators and losses from ethio telecom annual report due to frauds are
discussed in table 1.1.

Years
Global Telecom Revenue

Losses in case of Fraud ($)

Annual Income

Lost in Percentage ($)

ethio telecom Revenue

Losses in case of Fraud ($)

2015 38.1 Billion 1.69 33 Million

2017 29.2 Billion 1.27 89 Million

2019 28.3 Billion 1.74 48 Million

Table 1.1: Telecom Operators Revenue Loss in case of Fraud [7], [6].

Penetrative technology, employee disappointment, organizational inefficien-
cies, weakness of business models, financial crimes (money laundering),
geopolitical and socioeconomic influences are some indication for the moti-
vation of fraudsters [1], [3].
International mobile data roaming is one of the highly affected areas by
such frauds.
It is possible to decrease the dimension of financial loss generated by im-
pacts of fraud in the telecommunications industry by building models that
notice fraudsters’ acts.

1.1 motivation of the study

In addition to resulting in revenue losses, the ongoing challenge of inter-
national roaming data fraud decreases user satisfaction and experience, as
well as an organization’s reputation.
To fight such fraud, telecommunications organizations like ethio telecom rely
on using antiquated system-rule-based systems like the Fraud Management
System (FMS). However, it is not advanced because it generates a high num-
ber of false positives.
Delay of a TAP file for further analysis from a visited network provides
fraudsters with an extended possibility to execute similar frauds.
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1.2 statement of the problem

1.2 statement of the problem

In order prevent and detect roaming fraud, several mechanisms, guidelines,
and suggestions have been declared by many studies.

The recommended Near Real-Time Roaming Data Exchange (NRTRDE) or
CDR back to the home network for quick analysis as wel as exploring the
weakness of technology and poor business process in the area are not ad-
vanced detection and prevention mechanism of fraud as it did not consider
the subscriber behavior can changed frequently [1], [3], [10]. On other way,
NRTRDE takes bout four hours-based on GSMA [11], roaming agreement
which is long enough for fraudster to introduce benefit.

Similarly, [12], [13], [14], [15], have been built rule-based algorithms and
applications to notice this fraud. However, a rule-based system, in which
thresholds are set to produce alarm signals based on predefined rules, is
ineffective in detecting such fraud. It can introduce significant proportion
of false positives sometimes exceeding 50%, limited coverage and delay
in response [16],[17] and the analysis needs a significant amount of human
resources because it must constantly regulated to stay successfully. All these
results in fraud losses.

Recently, a predictive model for detecting international roaming fraud is de-
veloped in [18]. This has substantial value for detecting roaming fraud. The
model is confined to roaming out subscribers with a togethering of voice,
SMS, and data-mobile internet service types. However, there are notable
frauds with roaming in on the visited network-in this case ethio telecom.
However, such considerations may limit from deep sight with a specific
service type’s fraud as usage behaviors are contributed from many service
types as features. The study also utilized TAP file-out roamer’s usage from
the visited network forwarded through a third parties, which takes a long
time and maybe enough time for a fraudster to commit fraud. The only
evaluated long usage time as high usage, which is restricted in terms of
depicting fraudsters’ overall behavior.

By using mobile roaming user behaviour that can available in an organiza-
tion’s network, it is possible to detect roaming fraud from both roaming in
and out, and also possible to minimized fraud detection time along with
algorithm classification performance.

In light of the mentioned issues and the inadequacies of the state of the arts,
this study would reflect and answer the following research questions.

3



1.3 objective

1.2.1 Research Questions

1. What usage behavior or data features can be suitable for mobile data
roaming fraud detection?

2. Which machine learning algorithms can significantly used in predict-
ing the patterns of roaming fraudster’s?

1.3 objective

1.3.1 General Objective

The main goal of this research is to detect mobile data roaming fraud-based
on the user behaviour using machine learning algorithms.

1.3.2 Specific Objectives

The specific objectives of this study are:

• To insight the international roaming fraud nature specifically mobile
data fraud with the tendency to ethio telecom.

• To select relevant usage fields or feature used in building the fraud
detection model.

• To evaluate and compare selected ML classifiers based on their perfor-
mance results.

• To build three alternative models and choose the optimal approach
for holistic detection of mobile data roaming.

1.4 scope and limitation of the study

From many forms of frauds discussed under common types of fraud in
telecommunication, this study confined to an in-depth understanding of
what is roaming data fraud and its detection mechanism.
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1.5 contributions of the study

Because data beyond these months is inaccessible, we look for about 12

months of data during developing model_1. However, it does not appear
less for the development of this model.
When compared to roaming out customers, roaming in customers have
a much higher daily usage and subscriber base. As a result of storage
constraints and limitation of device processing performance, we are con-
fined to three months of data in the development of model_2, whereas
we integrated common features from model_1 and model_2 used to build
model_3.

1.5 contributions of the study

In respective to the thesis work, the conceptual and technological signifi-
cance of the study are provided as the following.

• Identifies undisclosed roaming fraudulent activity.

• Provides telecom operators awareness and allows them to identify
and detect mobile data roaming fraud and related.t

• Provide practical approaches which can assist experts and analysts to
understand roaming fraud effectively.

• Contribute by overcoming the existing fraud management system of
the organization.

• Suggests potential machine learning algorithms for detecting the fraud.

• Future studies on topics related to the title could benefit from using it
as a citation.

1.6 related works

Several studies were conducted on telecom fraud detection and prevention
to explored fraudster’s impact on telecom operators, service providers, and
customers. The influences continued measured in financial loss and cus-
tomer satisfaction and numerous detection methods are proposed.
To have insights into the research topics about fraud detection and preven-
tion mechanisms specifically international roaming fraud detection, related
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1.6 related works

kinds of literature like journals, articles, magazines besides the internet are
reviewed and discussed as follows.

According to Merve Sahin [1], the systematic exploration of fraud in telecom-
munication is studied. In the journey of the study the root causes of frauds,
the vulnerabilities of industry, the exploitation techniques, the fraud types,
and the way fraud benefits fraudulently is covered. To have an allencom-
passing understanding of the area many available the state of arts were
conducted, domain experts in different telecom operates were interviewed,
many telecom security detection and prevention techniques forums at global
are attended and surveys were conducted for other community having
knowledge in the phenomena.
The study contributed to the field of fraud detection a taxonomy that distin-
guishes the origin of fraud, the exposures, the fraud types the exploitation
techniques, and finally the way fraud benefits fraudsters. For detecting in-
ternational roaming high usage, the authors recommend that implementing
Near Real-Time Roaming Data (CDR) Exchange (NRTRDE) systems back to
the home network is important to detect on-time frauds in the area through
quick analysis.
Following the fact of this conclusion, the transmission of CDRs from the
visited network to the home network still takes about four hours [1], [3].
which is a long enough time gap for the fraudsters to make a profit.

In Gebriel.M [3], comprehensive ideas about how roaming service works,
and the vulnerability of the service in the roaming scenario were discussed.
Fraud enabled by technical factors and fraud enabled by errors in business
areas is two main categories that exposure the service. Following the clas-
sification, they proposed different existing methods to challenge the prob-
lems. These proposed approaches are ranged from a statistical model to
more complex methods such as data mining and machine learning such as
neural networks [1],[3]. In the era of fraud, detection using either statistical
or machine learning algorism are required data for analyzing, building a
predictive model, and forecasting [19].
However, neither collected data nor tools from the machine were applied
to detect fraud in the roaming scenario for high usage.

As Maciá-fernández, G.[10], roaming fraud attack and defense strategies
which focused on the telecom service and their network security threats
were discussed. The authors had been proposed fraud classification tech-
niques for the expected attacks and highlighting the role of different play-
ers in joint actors to commit the fraud. The quantitative research method
was used to quantify fraud techniques and their protection policies. As a

6



1.6 related works

conclusion from assessment, less maturity of the technologies in the fiend
was, sightsee as a reason for fraud in the phenomena.
On the other hand, in today’s world, the behavior of fraud and the degree
of impact is changing frequently. Therefore, limiting fraud detection to the
high maturity of technology is not sufficient for fraud detection.
Moreover, using a mechanism such as a machine learning algorism that can
learn the trends of subscribers or data is an advanced technique to detect
such fraud.

Moudani and Walid [20] were built an algorithm that determines suspected
fraud numbers. The purpose is to increase the income of the telecom ser-
vice provider through the detection of international roaming fraud and to
minimize the dependence on third parties in fraud detection. The algorism
can also classify whether the fraud has been treated as local or international
call fraud such as fraud during roaming.
To easy, understanding of store procedure-built algorism, in this case, a de-
cision tree was used to illustrate the procedure. The algorism was verified
with data from home networks and data from the cleaning house. From
CDR data used, challenges such as timestamp or time zone and call dura-
tion were required adjustment in the process of classification.
Even though the built algorism used to classify the calls based on used
CDR, it does not analyze the behavior or pattern of frauds. Also, the store-
procedure was verified only with three days of CDR data.
However, verify using fewer data may not effective as much as very with
large data [15]. Data is collected only from the billing system even with
missed some data in time-bound and data from network elements was con-
sidered. Considering a larger pool of historical data and signaling data are
better to speed up the cycle of fraud detection [12].

In H. M. Marah [13] detecting fraud based on user profiling and fuzzy logic
was discussed. The user profiling approach was used which analyze the
subscriber’s (SIMs) activity and behavior on detection patterns. In this case,
techniques used for fraud detection fall into two primary classes: statistical
techniques such as data manipulation including computing user-profiles
and artificial intelligence such as machine learning techniques.
Five features such as subscriber’s mobility, incoming to outgoing calls ra-
tio, suspicious cell activity, irregular calls, and service type were extracted
and engaged as detection patterns in the proposed technique. Fuzzy logic
was used in the decision-making process by using a fuzzy logic member-
ship function. The degree of membership for all features was calculated
from obtained each membership function. The result is compared with the
threshold which the operator can set. Depending on the comparison deci-
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1.6 related works

sion is made either it’s fraud or not.
Following the model, no data is verified to show the degree of detection. In
today’s world, the behavior of customers may not be limited to a specified
number of detection patterns or features.
Moreover, weights for each selected pattern were not specified to prioritize
frauds based on their risk of impact and the last step is a rule-based fraud
management system in which is threshold has been set by the operator.

In Q. Zhao [14] detect telecommunication fraud by analyzing the contents
of a call was discussed. In process of achieving the objective, to understand
the fraud behavior or contents of the call, the telecom operator’s reports
or claims related to fraud were used as input data for the study. Machine
learning algorithms were used to realize its relation with the definition of
fraud stated in the internet or social media optimum prediction accuracy
was achieved with the selected dataset. The Natural Language Processing
(NLP) technique is another method used to extract features from the data
and voice conversation to text to meet the requirement. Using the contents,
an application that alerts the user by understanding the content of calls
was developed on the android platform. The application uses speech recog-
nition techniques to identify the content of the call and justifies fraud calls
based on the features before warning the user.
On the other hand, identifying fraud late is earnings inefficient savings as
most of the loss has already occurred [17], [21]. The developed application
is used to perform online detection of telecommunication frauds. However,
the fraudster does not require the internet or being online even for interna-
tional calls to commit fraud when calling and unencrypted content stored
on call receivers equipment.

Article [22], [23] and [24] aimed to show possible security vulnerabilities
of signaling elements or SS7 and cyber attacks for roaming network and
implementation machine learning against rule based filtering for detection
of SS7 attacks. Specifically, article in [23] relies on inclusive review of the
SS7 expected attacks and provides mitigation techniques such as machine
learning based framework to detect anomalies in the SS7 network with
comparative to rule based filtering. However, the real user data was not
considered in the scenario which may makes fail to show the real behavior
of roaming fraudster.

In parallel, in study of [22], a fake base-station is installed to establish a
connection to a subscriber through the air interface. The IMSI (International
Mobile Subscription Identity) is captured using this fake station. To explore
the network-network communication an emulator based (jSS7 simulator)
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LTE test bed is used. The author has investigated how Diameter messages
can be manipulated over the S9 interface to perform a fraud or DoS attack
using the IMSI number and in its result shows the difference between ab-
normal and legal usage. On the other hand, analyzing using labeled data
from real network traffic is better realistic than using such fake base station.

Worku, Tarikua in [18] to build a predictive model used to prevent and
detect international mobile roaming fraud through analyzing the interna-
tional roaming traffic. In the process of developing the model, roamer’s
CDR data with different service types were considered and analyzed. The
developed models experimented with selected three supervised machine
learning namely Random Forest, ZeroR and J48 algorisms.
Finally, one algorism (Random Forest) with a better outcome was selected
and recommended. We credit this works for detecting roaming fraud.
However, the measurement parameter or the evaluation of this model is not
inclusive [16], [25] or evaluated with a limited number of parameters which
may place the precision of the model under the question. In addition, all
services with different data types such as Voice, Data, SMS and MMS were
grouped under the same category and even in this case, less amount of at-
tributes were considered. In accounting for this limitation and others, one
needs to come up with a model that detects roaming fraud with selected
service mean voice roaming service with both inbound and outbound roam-
ing subscriber customer usage and CDR data.
In the process, multi-dimension measurement parameters, which include
confusion matrix, accuracy, recall, precision, F-Measure, Receiver Operating
Curve-ROC, and other required evaluation parameters will be considered.

Tekeste, Derebe in [16], to detect subscription fraud through analyzing sub-
scriber usage behavior or CDR data. They build and train the model with
classified dataset into training and test dataset with three to one (3:1) ratio.
Three selected supervised machine learning (ANN, SVM, and J48) algorism
have been used for the experiment. Deferent evaluation parameters such as
confusion matrix, accuracy, recall, precision, F-Measure, and others were
computed to select algorism with the best outcome. From experimented al-
gorisms, one with optimum evaluation parameter (J48) was recommended
as the best algorism for detecting subscription fraud with parameter set
and data used.
The objectives and methodology to overcome the roaming fraud problem
are recognized, but it is better to consider roamers CDR data since such
fraud is committed on different operator’s network and the traffic pattern
of the fraudulent is different from those of fraud.

9



1.7 research methodology

1.7 research methodology

This study combines quantitative as well as qualitative (data science) ap-
proaches. Numerous indexes including the number of data collected and
months taken into account, the ratio of fraudulent to non-fraudulent indi-
cators, the number of training and test data (the ratio of training data to test
data), the number of models and machine learning algorithms compared,
and the number of tools used, lists of quality factors and their associated
attainable values are determined using the quantitative system.
The qualitative approach is used in the expression of expert views, data
preparation procedures, and narrative reasoning to determine which classi-
fier and modeling approaches are recommended for feature use.

Concisely, this thesis used the following methodology to achieve the objec-
tives and stated research questions.

• Phase 1: Insight the telecommunication related frauds specifically mo-
bile data roaming fraud through reviewing related the state of the arts
and domain experts interview.

• Phase 2: Collect legitimate and fraudulent mobile roamer usage(roaming
out and roaming in) CDR data from ethio telecom business relation
management and fraud management system and formulating domain
expert’s view.

• Phase 3: Applying data prepossessing (cleaning, Integration, Aggre-
gation and Transformation).

• Phase 4: Building three models i.e detection for roaming out (model_1),
for roaming in (model_2) and detection with merged data set (model_3).

• Phase 5: Evaluating models using identified metrics (Accuracy, F1

score, and ROC) to select one with higher classification performance.
To do this, the python tool packages and libraries described in the
tools for machine learning section are employed.

• Phase 6: For potential development, an option model in association
with a better performance classifier is recommended.
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1.7.1 System Model

In order to achieve goal of the study a compressed system model is illus-
trated in figure 1.1

Figure 1.1: System Model of the Study

1.8 thesis organization

This thesis paper categorized into six chapters and the focus of each chapter
is discussed as follow.

• Chapter_1: Address the study’s background, the problems it attempts
to address, the goals and scopes, related works, and methods of study.

• Chapter_2: Describe major telecommunication services, such as ser-
vice subscriptions , roaming services, as well as common frauds.

• Chapter_3: Deal with the machine learning classifiers algorithms [J48

DT, ANN, and SVM] and tools (python libraries).

• Chapter_4: Takes into account the data preparation techniques, in-
cluding preprocessing, transformation, and train and test data split.

• Chapter_5: Explains compares, and contrasts the results of various
algorithms and modeling approaches.

• Chapter_6: Concludes and makes suggestions for further studies con-
nected to the claim.
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2
C O M M O N T E L E C O M M U N I C AT I O N S E RV I C E S A N D
F R A U D S

2.1 service subscription types

Telecommunication service providers offer types of services to their sub-
scribers to reach the mission and to win the heart of their subscribers be-
cause of the market competition when numerous telecom operators have fo-
cused on the same market area as well as when telecommunication service
providers are sharing the same infrastructure or others like ethio telecom
also provide various services to join its mission and intensification their
customer comfort. Nevertheless, most subscription services are common to
most the operators, which includes prepaid and postpaid services [26]. The
difference is defined by their commitment and ways of payment for their
usage. With prepaid, you will always pay/recharge for your plan upfront;
whereas postpaid is bases on monthly billing for the usage. In addition to
the interest of the customer, segmentation may be based on the subscriber’s
capability of paying their bills after investigating customers recharging his-
tory [27].

The current total number of subscribers of ethio telecom is about 51 million
with 85% geographical network coverage [28]. Some common service types
provided by telecommunication service providers such as ethio telecom and
its characterization are discussed under this section.

Prepaid Service: This is the most popular service provided by mobile op-
erators; users of a mobile apparatus can use a prepaid Subscriber Identity
Module (SIM) card to access particular or more services made available by
the prepaid SIM card like internet or data, voice, and short message service
(SMS) services. All transaction in this service is pay-as-you-go and it is easy
for the mobile operator to maintain in the event of fraud and also less sus-
ceptible to fraud as compared to postpaid services as of the subscriber also
supervise its timely usage [26], [29]. Subscription and SIM-Box fraud are
examples of conman frauds that affect this service. [16].
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2.2 roaming service

Postpaid Service: A postpaid or pay-monthly subscription in mobile com-
munications refers to a service contract where a user is billed towards the
end of every month for the mobile services they have consumed in a given
period [27]. It is the most convenient service offered by telecommunication
service providers [26]. ethio telecom launched postpaid services with it’s
available technology. One of its advantages is that it provides clients with
more alternatives and allows users to stay connected at any time and any
where[30]. The services such as roaming use are currently limited to such
categories.

2.2 roaming service

According to GSMA [11]- is an industry organization that represents the in-
terests of mobile network operators globally, international mobile roaming
is a service that allows mobile users to continue to use their mobile device
to get the services remotely through accessing different networks referred
to as the visited mobile network.
The seamless extension of coverage is enabled by roaming agreement be-
tween home mobile network operator and the visited mobile operator net-
works. This agreement addresses the technical and commercial components
required to enable the services for roamers.
The service was globally introduced in 1990 and signed in 1992 between
telecom of Finland and Vodafone UK [18] . Similarly, ethio telecom brings
together its postpaid customers in 2011 and is currently active with 442

operators globally [31].

Common international roaming services are discussed below:
Voice Roaming: Making and receiving calls to or from home country, vis-
ited country or a third country, while abroad.
SMS Roaming: Sending and receiving text messages to or from home coun-
try, visited country or a third country, while abroad.
Data Roaming: It refers to the use of mobile data services in time traveling
through visited networks. The most common mobile data roaming services
are:

• E-mail Service: Reading and replying to e-mails using a visited net-
work, automatically delivered to mobile devices or other recipient de-
vices.
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2.2 roaming service

• Multi-Media Service(MMS): Exchanging high multimedia informa-
tion at the moment a broad with other customers on networks at home
or elsewhere.

• Handset Internet: Accessing internet services such as interesting web
page applications, music upload or download, and video streaming
through mobile devices.

• Mobile Broadband: Connect devices by data cards or USB dongles
to the internet to gain access to applications such as e-mail, web
browsers, and an organizational network.

• Applications: Using mobile applications while abroad that require
mobile data, such as location-based services and language translators.

The roaming service also includes hotel services, such as Wi-Fi, national
SIMs, and visited operator SIMs [11].

2.2.1 Roaming Scenario

There are three main players in the roaming scenario: the subscriber- who
makes use of telecom services, the home mobile network-management sub-
scriber profile, and the visited mobile network-who provides users with
access to services on the owned network through a contract with the home
mobile network of the user [3], [10].

When roamers beyond the home network switch on their cellular telephone,
the device attempts to communicate with a visited mobile network. This net-
work takes care of the connection from the user’s device and verifies if it
is registered with home system by checking the user’s home network. For
devices that are permitted to actually employ roaming agreements, a tempo-
rary subscriber record is created in the visiting country’s network resource
and the home network’s subscriber record is updated with the device’s cur-
rent location. In this manner, the request is made using this mobile, it may
be suitably routed by the visited network towards an international transit
network [11]. When it comes to getting service requests to their destina-
tions, carriers are in charge of delivering them over international transit
networks. Once this is completed, the destination network will establish
a connection and begin using. The overview of international roaming sce-
nario is illustrated in figure 2.1.
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2.2 roaming service

Figure 2.1: Roaming Scenario [3] , [10].

The roamer pays the home operator a regular fee for the roaming service
and does not repay the visiting operator in either form. If the mobile user is
not also roaming, there will be no additional costs for receiving or making
calls to the roamer mobile user. TAP file is sent from the visited operator to
a clearinghouse, which then delivers them to the home operators. The file is
used to charge customers for their usage when roaming. The home operator
can then pay the fees to visit the operator based on the usage volumes
recorded in the and the international roaming contract’s rates [3], [10].

There are certain criteria that separate mobile data roaming from voice us-
age while roaming. After querying the HLR, the subscriber is assigned to
a node known as the serving General Packet Radio Service (GPRS) sup-
port node (SGSN). The roamer then specifies the data network to which
a connection should be made, and a context is established between them
through a node known as the gateway GPRS support node (GGSN) [3]. In
a summary, figure 2.2 depicts the scenario for the data path in roaming.
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2.3 telecommunication frauds

Figure 2.2: Scenario for Data Access in Roaming Based on [11], [10].

Referring to figure 2.3 numbers indicates:

• 1 Shows a network connection request to SGSN

• 2 Is SGSN inquiry to Home Public Mobile Network (HPMN) about
the subscription status Home Location Register (HLR),

• 3 Designates a context establishment request to GGSN.

• 4 Indicates data connection setup.

Clear that the SGSN is part of the VPMN, whereas the GGSN is part of
the HPMN. As a result, both the data sent and received by the mobile
user must pass through the HPMN. However, in the case of voice traffic,
this does not appear to be the case, as the VPMN-HPMN interaction is
frequently reduced to simply the first inquiry to the HLR.

2.3 telecommunication frauds

Authors and experts articulate the frauds from many perspectives. Nassau
County-Security/Police Information Network (SPIN) Department[32], ITU
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[5], GSMA [11] characterize as it is the theft of telecommunication services
and other articles whereas others such as [26] , [33], [2], it is the use of
telecommunication service to commit other forms of fraud.
Based on the fraudsters’ targeting and technology behaviors, frauds telecom-
munication are grouped into the following categories.

Contractual fraud: fraudster uses telecom services with no intention to pay
the service charge.
Hacking fraud: fraudsters breached the systems of business and take ad-
vantage of available resources illegally.
Technical fraud: fraudsters in this category capitalize on weaknesses that
exist in mobile system technology.
Procedural fraud: frauds under this group involved attacks against the pro-
cedures implemented to reduce the risk of exposure to fraud, and often
attack the weaknesses in the business procedures used to grant access to
the system.
Internet Fraud: the use of internet technologies to display fraudulent so-
licitations to potential victims, to perform fraudulent transactions, or to
move the proceeds of fraud to financial institutions or others linked with
the scheme is referred to as a fraud scheme.
Identity Theft: the use of personal information to mislead others that the
impersonator is that person, essentially passing oneself off as someone else.

2.4 common types of telecommunication frauds

There are numerous types of fraud that threaten the telecommunication
sectors. It is estimated that more than 200 variants of frauds exist in the
telecommunications industry according to [33]. The most commons are dis-
cussed below.

2.4.1 Subscription Fraud

Subscription fraud is in which the fraudsters tend to subscribe to telecom
services by using false or fake personal information with no intention to
pay for the service and usually it is known as an originator to other types
of fraud meant for Premium Rate Fraud, International Revenue Share Fraud
(IRSF), SIM-Box fraud and Roaming fraud[16]. The real impact of this type
of fraud is difficult to measure because it does not stop with revenue loss
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alone as it extended to poor customer experience and dissatisfaction sup-
port staff.

2.4.2 SIM-BOX

SIM-Box fraud is a technique by which local SIM cards are used for rerout-
ing international calls away from mobile network operators and transfer
them over the internet, and deliver them back through VoIP gateway de-
vice called SIM-Box as local calls to the operators cellular network [34], [33].
It can be committed as individuals or organizations by using thousands of
SIM cards offering free or low cost calls to mobile numbers.

2.4.3 International Revenue Share Fraud

According to [34], [33], International Revenue Share Fraud (IRSF) is a telecom-
munication fraud that occurs when an operator agrees with another party
that will make calls, especially to a premium rate number to generate rev-
enue. This usually involves a combination of multiple fraud schemes such
as misusing roaming service, call divert, or call forwarding techniques.
Fraudsters generate high traffic calls to high-cost destinations and gets rev-
enue from the sharing agreements [33]. This is the most challenging fraud
for mobile network operators and service providers.

2.4.4 Wangiri Fraud

According to definition from [35], [36] Wangiri is a Japanese term states
stated to as “one ring and cut fraud”. It relies on this single ring method
for a quick way to make money whereas either receiving missed calls from
international numbers do not recognize on a mobile or a fixed-line phone is
normal call or fraudulent calls. The fraudsters generating the missed calls
and then immediately disconnect the calls to them hope that their expen-
sive international numbers will be called back so that they can profit.
As [1] state, these techniques taking advantage several weaknesses in tele-
com system, which could be related to the basic technologies such as lack
of caller ID authentication, third party services like offensive premium rate
number which is expensive than normal tariff. The presence of legacy proto-
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cols, convergence of multiple technologies and variety of service providers
are also considered as the basis causes that result in these weaknesses.

2.5 fraud in roaming scenario

The fraud in the roaming case begin internally when subscription in the
home network and ranged to international revenue-sharing fraud, in which
fraudsters typically use illegal resources to gain access to an operator’s net-
work [10], [33].
According to the roaming synopsis the corresponding CDRs-usage detail
is generated and transmitted from the visited network operates to the sub-
scriber network-based or home network based on a global roaming service
agreement for billing [37], [3].
Receiving roamer usage data passes various stages and takes several hours
due to roaming behavior, which is a considerable amount of time to commit
fraud.
The transfer of TAF file from the visited mobile network to the home mobile
network for billing purposes is visualized in fig 2.3.

Figure 2.3: Billing information flow from VMN to a HMN: [3], [10].

• Step 1: CDRs are generated from mobile switching centers (MSCs).
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• Step 2: CDR data is transferred from MSCs to billing systems.

• Step 3: TAP/CIBER is used to transmit CDRs from visited mobile
network operators to home mobile network’s through data clearing
house (DCH). A DCH is a single interface for an operator that is re-
sponsible for all elements of transmitting, receiving, and transforming
TAP CIBER data on behalf of the service provider.

As part of a roaming deal, the home network should pay the amount owed
to the visited mobile network only by subscriber. However, the user can
receive the service by using fraudulent and exaggerated CDRs data, and
the home network is unable to charge the customer the equivalent price.
As a result, the operator suffers loss [3], prompting the company to pur-
sue. Moreover, SIM snatching, device theft, SIM cloning, identity theft, and
renting a phone are a few ways to actively perpetrate such fraud.
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3
B A S I C S O F M A C H I N E L E A R N I N G

Arthur Samuel [38] a pioneer in the fields of computer games and artificial
intelligence, characterized machine learning as a area of research that pro-
vides computers the ability to learn without being explicitly taught.
According to experts from [39] and [40], Machine learning, is the capacity
of the machine to generalize knowledge from data by utilizing algorithms
to collect data, learn from it, and then forecast future patterns for that topic.
The goal of machine learning algorithms is to learn how to do specific tasks,
such as making correct predictions or locating particular patterns in data.

The machines are fed processed data, and various techniques are employed
to create models through train the machines using data. In fact, the algo-
rithm used is determined by the nature of data and the sort of activity
that has to be handled. However, in order to work with machine learning
techniques, we should be familiar with prevalent terms.

3.1 common terminologies of machine learning

A working knowledge of several terminology is required while dealing
with Machine Learning (ML). The following are examples of machine learn-
ing terms, according to [41] and others.
Feature: It is a measurable property or parameter of the data set.
Feature Vector: A set of multiple numeric features used as an input to the
machine-learning model for training and prediction purposes.
Model: It is the mathematical representation of a real world process. The
machine-learning algorithm along with the training data builds a machine-
learning model.
Training: Machine-learning algorithm such as supervised learning takes a
set of data known as training data as input and the learning algorithm finds
patterns in the input data and trains the model for expected results and the
output of the training process is the machine-learning model.
Training Dataset: A subset of a more complete data set used to train a
model whose practical performance will be tested on a test data set.
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Test Dataset: A subset of a more complete data set used to test the experi-
mental performance of an algorithm trained on a training data set.
Prediction: Once the machine-learning model is ready, it can be fed with
input data to provide a predicted output.
Target (Label): The value that the machine-learning model has to predict is
known as the target or label.
Overfitting: When a massive amount of data trains a machine-learning
model, it tends to learn from inaccurate data entries such as noise and
the model fails to characterize the data correctly.
Under-fitting: It is the scenario when the model or the algorithm does not
fit the data well enough. The model fails to decipher the underlying trend
in the input data and destroys the accuracy of the machine-learning model.
Accuracy: Proportion of results correctly classified against to total number
of results predicted.

3.2 types of machine learning

The types of machine learning algorithms differ in their approach, the type
of data they input and output, and the type of task or problem that they
are intended to solve.

3.2.1 Supervised Learning

Supervised machine learning is a category of machine learning defined by
its use of labeled datasets to train and classify data or predict outcomes
accurately. The training dataset includes inputs and correct outputs, which
allow the model to learn over time [16] [42].
The typical supervised machine learning algorithm consists three compo-
nents to identify historical trends to inform future models [40].
A decision process: a method of calculations or other steps that takes in
the data and returns a conclusion at the kind of pattern in the data your
algorithm is looking to win.
An error function: by comparing the estimate to known cases, you can de-
termine how good it was? Is it safe to say that the decision-making process
was successful? If that’s the case, how can you determine "how awful" the
error was?
Optimization process: where the algorithm looks at the error and then up-
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dates how the decision process comes to the final decision so that the next
time the miss won’t be as great.
Supervised learning helps organizations solve for a variety of real-world
problems at scale, such as classifying frauds (financial, spam, subscription,
SimBox, Roaming etc.), intrusion detection, network traffic prediction and
others. Supervised learning problems can be grouped to two:

Regression Problems: it is as supervised learning that used to understand
the relationship between dependent and independent variables. The aim is
to model the relationship between a certain number of features from the
historical data used to build model that predict future values.
Linear regression, logistical regression, and polynomial regression are pop-
ular regression algorithms [42].

Classification Problems: classification models are used to predict new out-
puts based on classification rules by train the algorithm to identify items
within a specific category. Detecting fraud or classifying fraud calls from
the non-fraud call is an example of the classification category. Common
classification algorithms are, support vector machines (SVM), decision trees,
k-nearest neighbor, and random forest [42], [39].

3.2.2 Semi-supervised Learning

In this type of learning, the given data are a mixture of classified and un-
classified data [43]. Such types of machine learning lies between supervised
and unsupervised learning since it involves a small number of labeled sam-
ples and a large number of unlabeled samples.
The main goal of this approach is to train a classifier from both labeled and
unlabeled data. Such learning has more advantage compared to supervised
learning because it achieves better performance by utilizing both types of
data (labeled and unlabeled).
Semi-supervised learning are applied in studies such as removing noise im-
ages happened dues to noise corruption in digital images through develop-
ing model that uses a devised cost function on a vast amount of corrupted
image [44] and others areas like, real-time network traffic classification, text
classification and others field of studies [45].
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3.2.3 Unsupervised Learning

Unsupervised machine learning, is a method of analyzing and clustering
unlabeled datasets using machine learning algorithms. Without any need
for human participation, these algorithms find hidden patterns or data
groupings. Because of its capacity to find similarities and contrasts in data,
it’s perfect for exploratory data analysis, cross-selling techniques, consumer
segmentation, and picture identification [39, 46]. The approach in which the
algorithm learns by itself and discovers an impressive structure in the data.
In case, the output is unknown and only the input variable at hand. The
purpose of this technique is to translate the underlying distribution in the
data to gain more knowledge about the data. The example of these cate-
gories are:

Clustering: In which the input variables with similar aspects are belonging
together. For example grouping customers based on their call or data usage
history and group fraudster based on committing pattern.
Association: Computations are rule-based in determining the relationship
among input or variables and to make predictions. For example, fraudsters,
who do roaming call fraud will also commit mobile data fraud.[39], [46].
Pattern Recognition: Computations are used to provide a description or
label to input data, such as in classification. Each input is evaluated against
a pattern identified. This can also be used for supervised learning [16],
[39]. This types of machine learning were applied in many flied of study of
fields like [15] to identify the user model that best identifies fraud cases and
network traffic classification using Kmeans and expectation maximization
(EM) algorithm to cluster the network traffic application based on similarity
between them overcome the drawback of port based classification and K-
means have resulted higher accuracy for single traffic class and then EM
for all class of application [47]. Such learning also adapted in the field of
optical communication networks [48] and applied in many others field of
studies.

3.2.4 Reinforcement Learning

Reinforcement learning is the training of machine learning models to make
a sequence of decisions. The agent learns to achieve a goal in an uncertain,
potentially complex environment [49]. The agent receives positive feedback
for each good action, and negative feedback or a penalty for each wrong

24



3.3 machine learning algorithms or classifiers

action. Unlike supervised learning, the agent learns naturally utilizing feed-
backs and no labeled data in Reinforcement Learning. Reinforcement Learn-
ing is made up of four basic components: policy, reward signal, value func-
tion, and environment model [50].
An agent is set up for performing an individual task without any instruc-
tion. To achieve this final goal, that agent performs a trial and error through
interaction with that specific environment. That agent then receives a re-
ward value which indicates the quality of the performance. Consequently,
the agent updates its strategy immediately based on the rewards and focus
on maximizing the reward value [51].
Reinforcement based on a model learning optimal behavior is accomplished
indirectly by constructing a model of the world by doing actions and seeing
the results, which include the next state and the immediate reward. Because
there is no response provided, such learning differs from supervised learn-
ing in that the reinforcement agent determines the steps to complete a task
[50], [16].
Some articles such as "Analysis of Network Intrusion Detection System
(IDS) with Machine Learning Algorithms (Deep Reinforcement Learning
Algorithm)" case in which deep Q network intrusions detection model were
built and its accuracy is evaluated . The goal is to detect different types of
attacks at its first attempt with new ways of study. As stated in [51], they
were achieved improved accuracy and intrusion detection system. Similarly,
adaptive neural networks that is capable of autonomously learning new at-
tacks rapidly through the use of a modified reinforcement learning method
that uses feedback from the protected system is applied in [52] to detection
of next generation network intrusion. It is also applied in areas such as
financial fraud detection and others.

3.3 machine learning algorithms or classifiers

Machine-learning algorithms can effectively classify complex data-sets of
two-biclass or more multi-class data-sets through the classifier or algorithm
that maps the input data to a specific category. For this study, three machine
learning algorithms-classifiers are selected to compare and recommend one
with better resulted in classification parallel to selecting a better modeling
approach in detection of mobile data roaming fraud. Artificial Neural Net-
work (ANN), Support Vector Machine (SVM), and J48 decision tree (J48

DT) are the selected classifiers. Further details are discussed as the follow-
ing based on [13], [16], [39].
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3.3.1 Support Vector Machine (SVM))

Support Vector Machine is a discriminative supervised machine learning
approach with given labeled data to categorize the classes [53],[54]. SVM is
a new technique suitable for binary and multi-class classification tasks in
addition to a new promising non-linear, non-parametric classification tech-
nique [16]. It is the state of the art classification and regression algorithm
and optimization procedure to maximize predictive accuracy while auto-
matically avoiding over-fitting the training data. It draws hyperplane in
multidimensional space, which segregates data based on their classes [53].

One advantage SVM classifier uses only a small subset of the total training
set for classification, thus reducing the computational complexities through
the use of kernel trick and over-fitting of data is avoided by classifying with
a maximum margin [55]. On other side SVM often involves higher time to
train the model. SVM successful in many areas of fraud detection in such as
subscription fraud in telecommunication based on the subscriber’s usage
behavior [16], and intrusion detection [55]. Figure 3.1 shows the simple
architecture of SVM.

Figure 3.1: Support Vector Machine Architecture Based on [55]
.
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Line or hyperplane, classifies the classes at random. Support vectors are
input vectors that simply hit the margins H1 and H2. The training stage
is used to define the region (border) where data is classified as normal in
this approach. The occurrences are compared to that region during the test-
ing step, and if they fall within the delimited region, they are classified as
normal; otherwise, they are categorized as fraud. The main goal is to keep
points in the margin as small as possible [16], [55] . Equation 3.1 defines the
linear kernel of SVM function-decision surface separating the classes.

y(x) = w1.xj1 +w2.xj2 +w3.xj3 + .... +wn.xjn + b (3.1)

Where y(x) indicates a function that is linearly discriminant, x represented
the feature vector chosen for classification, w is hyperplane’s place space
and b denotes the space bias that controls hyperplane location.

Maximizing the Margin: The hyperplane and nearest data point are sepa-
rated by the maximum perpendicular distance. The function (hyperplane)
that gives the most least distance to the data points is found by using mar-
gin SVM techniques. The data closest to the margins is referred to as sup-
port vectors, and the distance between them is called a margin. Referring
to figure 3.4, the support vectors are the points set on the margin lines, and
the distance between these margin lines is the margin width. The remaining
variables are not significant in creating the model because the solution is
only dependent on the support vectors. The tips of the support vectors are
the places on the planes H1 and H2. The plane H0 is the midpoint plane,
with wx1 + b = 0. The margin of hyperplane is discussed in equation 3.2.

d+ d− or(
(1− b) + (1+ b)

||w||
=

2

|w||
(3.2)

Where d+ is the shortest distance to the closest positive point and d- is the
shortest distance to the closest negative point. As a result, the margin is
maximized while some measure of loss on the training data is minimized
and the optimization problem for computing w and b like equation 3.3.

minw
1

2
||w||2 +C

n∑
i=1

Ei (3.3)

Ei is errors, capacity (C) is a tuning parameter. As stated in equation (3.12),
C is a tuning parameter that regulates the generalization ability of an SVM
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3.3 machine learning algorithms or classifiers

by weighting classification errors. The higher C, the more weight is given to
in-sample abnormal classification and the worse the machine’s generaliza-
tion. Such generalization means that while the machine looked impressive
on the training set, it would fail poorly on a new sample.

3.3.2 Artificial Neural Network

Artificial Neural network (ANN) stands as a computing system, which con-
sists of highly organized elements called nodes, which is known as neurons.
The neurons are organized in multiple layers with each layer receiving in-
puts from previous layers, and passing outputs to further layer[39]. The
weight assigned to a certain link, which is determined by the cost function
and the optimizer, determines how each layer output becomes the input for
the next layer. The epochs are the number of times a neuron iterates. The
cost function is evaluated after each epoch to determine where the model
can be improved. Based on the information provided by the cost function,
the optimizing function then changes the internal mechanics of the network,
such as weights and biases, until the cost function is minimized [39], [56].
Such a machine learning (ML) model becomes a famous and applicable
model for classification, clustering, pattern recognition, and prediction by
learning.
One good advantage of ANNs application is that it can make models easy
to use and more accurate from complex natural systems with large inputs.
In another way, the complexity to design is comparatively slow due to it’s
number of hidden layers [39], [57].
There are types of neural networks. The categories depends on their data
flows, layers, and depth activation filters. Based on the data flow, it can be
categorized as discussed under figure 3.2.

Figure 3.2: Classification of Artificial Neural Network [57]
.
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A feed-backward neural network (FBNN): it uses internal state mean mem-
ory or store information to process a sequence of data inputs. The Feed-
backward neural network application areas include mathematical proofs,
data fitting, engineering, time-series prediction, classification such as fraud
detection and prediction problems.
Recurrent neural network (RNN) that feeds into the next time step rather
than feeding into the next layer concurrent time of step is an example of
FBNN. It is dynamical networks with the recurring path of synaptic con-
nections help as monitoring time-dependent problems [16], [39], [57].

A feed-forward neural network (FFNN): A types of ANN classification al-
gorithm that contain organized layers and each unit in a layer relates to
all the other units in the layers. The layers’ connections with units are not
all equal because each connection can have a different weight or strength.
The weights of the network connections measure the potential amount of
knowledge of the network. Single Layer Perception (SLP), which is a sim-
ple form of the neural network, and Multi-layer Perception (MLP) that has
dense fully connected layers used for deep learning are the two examples
of FFNN.

Single Layer Perceptron (SLP): The smallest unit of a neural network per-
forms specific functions to detect characteristics or business analysis in the
incoming data. Nodes in the input layer are fully linked to a node or a
group of nodes in the output layer. Hence, Input layers and output layers
are the only layers in a single perceptron. Activation functions are applied
to weighted inputs, and the output is obtained as a result. The following
layer’s node determines a weighted average of all of its inputs [58], [16].
The simple diagram of SLP is illustrated in figure 3.3.

Figure 3.3: Simple Architecture of ANN [39], [16].
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XN, Reflects the network layer’s feature inputs.
WN, The weight assigned to each input and is multiplied by a connection
weight create the output.
The architecture of SLP contains:
Input layer: The input layer represents the dimensions of the input vector
and takes the values.
Output layer: Represents the output of the neural network.
Weights: Weights are numeric values which are multiplied with inputs or
machine learnt values from ANN. It’s self-adjust depending on the differ-
ence between predicted outputs vs training inputs. In back-propagation,
they are modified to reduce the loss [58], [16].
Single perceptron is a supervised learning model that is used to undertake
binary classification. It divides the input space into two categories using an
hyperplane equation 3.4.

Y = f(

N∑
N=1

(X1W1 +X2W2 +X3W3...XNWN)) (3.4)

Y Represents the output, f denotes function (sigmoid), XN input (features)
and WN reflects weight of bias.

Multi Layer Perceptron (MLP): Unlike SLP, the multi layer perceptron has
one or more hidden layers. An introduction to sophisticated neural net-
works, in which input data is routed through many layers of artificial neu-
rons. It is a fully linked neural network since every node is connected to all
neurons in the next layer. Figure 3.4 shows a basic MLP architecture.

30



3.3 machine learning algorithms or classifiers

Figure 3.4: MPL Architecture of ANN [39], [16].

MPL architecture includes hidden layer, in addition to the SLP shown in
figure 3.2:
Hidden layer: An intermediary nodes that divide the input space into re-
gions with boundaries.It contain a set of weighted used to identify the
relationship between successive inputs, and produces output through an
activation function. The layers make the network faster and efficient by
identifying only the important information from the inputs and leaving out
the redundant information [59], [16].

MLP has the capability to solve problems that are not linearly separable.
It is widely utilized to solve supervised learning challenges. The FFNN
is a system that transforms a set of inputs into a set of output is, a di-
rected graph that connects multiple layers in a single-direction neural net-
work. The MLP is commonly used for pattern recognition, classification,
prediction, optimization, control, time series modeling, and data mining.
The presence of dense completely linked layers and back-propagation is an-
other advantage of MLS, which is commonly employed in deep learning.
Increasing the number of hidden layers, on the other hand, increased the
design and maintenance complexity.

When training a neural network, the optimal weight for the edges between
all of the network’s units is taken into account. Its advantages over other
statistical methods include high accuracy, noise tolerance, independence
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from prior information, and ease of maintenance, while the ability to be
implemented in parallel hardware, minimal human intervention, and suit-
ability to be implemented in non-conservative domains are some benefits
of classifying with ANN features [58], [16]. Although it is not robust due
to factors such as low transparency, trial-and-error design, data hungriness
and dependency on data quality, overfitting, a lack of a clear set of prin-
ciples for picking an appropriate neural network, and a lack of classical
statistical features [55]

3.3.3 J48 Decision Tree

J48 decision three is a non-parametric supervised learning method used for
classification and regression. It follows a top-down approach in which data
recursively splitting into smaller mutually exclusive subsets. Root node, in-
termediate branches, and leaf nodes are parts the tree. A decision tree be-
fore starting usually considers the entire data as a root. It starts splitting
by means of branches or intermediate nodes and makes a decision until
it produces the outcome as a leaf and reduces impurity present in the at-
tributes of data and simultaneously gains information to achieve the proper
outcomes while building a tree.

Each internal node denotes a test on an attribute, each branch denotes the
outcome of a test, and each leaf node holds a class label. One of the advan-
tages of a J48 decision tree is that it produces unambiguous findings when
the data is largely categorical and conditional. However, if complications
occur in the computation, outcomes are connected and training a model
can take longer.
There are certain parameters help to decide how well a decision tree per-
forms during the final building of a model [58], [16], [60].

Entropy(E): It’s a measure for the amount of impurity in the data set. When
the sample approaches homogeneity, the value is close to zero, but when it
divided in balance, the value tends to one. Because it segregates the classes
better, entropy with the lowest value makes a model better in terms of pre-
diction. Entropy has a greatest value in the middle (up to 1) and a minimum
value at the ends (up to 0). Entropy is computed as equation 3.5.

E(s) =

n∑
i=1

P(ci) log2 P(ci) : (3.5)

Where Pci is probability of class ci in node
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Information Gain(IG): It is the measure of change in the entropy after the
dataset is split based on an attribute. The decision tree always tries to max-
imize the information gain and the node means that the attribute having
the highest information gain is split first. An event with low probabilities to
occur gives lower entropy and high information knowledge and vise versa.
The idea of information gain as computes as equation 3.6.

IG = E(s)parent − E(s)Avg(childs) (3.6)

Gini Impurity(GI): It is a measure of the impurity/purity or misclassifica-
tion used while building a decision tree in the algorithm with multi-class
labels data. The Gini Impurity is equated as equation 3.7.

GI = 1−

n∑
i=1

(Pi)
2 (3.7)

The three steps of J48 DT follows to perform the classification are discussed
below.
Step 1: The leaf is labeled with the same class if the instances belong to the
same class.
Step 2: The potential information is computed by using entropy, which is a
measure of the data disorder for each attribute and the gain in information
taken from it.
Step 3: Lastly, attribute with high values will be assigned for root.
Nodes with an entropy of zero are thought of as leaf nodes whereas nodes
with entropy higher than zero fragmented until entropy vaue getting zero.

Easy handling of missed attribute values of data, easily remove over fitting
or tuning, as well as minimized error pruning and increasing precision
through pruning are some advantages of J48 DT.

3.4 machine learning tools

Machine learning tools are algorithmic applications of intelligence that en-
able systems to learn and develop without need for human interference.
Experts in machine learning used a number of tools and approaches in a
variety of contexts to create a high-quality model [39]. Prior to narrowing
our emphasis to one tool utilized in this study, we discussed the top three
machine learning tools, as well as their specialized applications and bene-
fits based on various studies including predictive modeling, to have better
understand of their fitting domains.
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3.4.1 R Programming Studio

R Programming Studio is one of frequently used open-source and program-
ming language tools for statistics, visualizations, and data analysis, and it’s
one of the most frequently used in data science. [61]. Classic statistical tests,
linear and nonlinear modeling, time-series analysis, classification, and clus-
tering are only a few function R programming tool [62].
The language enables for the creation of high-quality plots and is the ideal
option for analysis or visualization because it allows for rapid prototyping
and works with datasets to create machine learning models [63]. In a com-
parison of five data analysis tools namely, Python, Statistical Package for
the Social Sciences (SPSS), R-language, Statistical Analysis System (SAS),
and WEKA conducted in [64], based on the state that, R language is taking
the best analysis tool among all and benefited for novel method prediction.
However, it is a challenging language [63].
In the R language, the dplyr package provides tools for subsetting, summa-
rizing, reordering, and merging data sets. The mlr platform, which includes
classification and regression algorithms for data processing and analysis, is
another set of popular R-based tools.The tidymodels-collection of packages
for modeling, and the tidyverse principles-collections includes resample,
parsnip, recipes and room are some libraries in R language used to model
data [65].

3.4.2 Waikato Environment for Knowledge Analysis (WEKA)

WEKA is a Java-based, open-source Data Mining (DM) platform developed
at the University of Waikato. It contain a collection of packages for ma-
chine learning which can widely adopted in academic and business prob-
lems [63]. It provides a user interface such as exploratory data analysis
to support different data pre-processing, an experimental environment for
evaluating machine learning algorithms, and the flow knowledge for new
process model and suitable for developing new machine learning schemes.
Several authors such as [16], [18] have used the tool for data analysis.
Similarly, for comparison conducted in [63], [66] it is better performed next
to python. Moreover, it acts as the best data mining tools in classification
of for defective software modules and non-defective modules conducted in
[67] with Decision Tree and Logistic Regression algorithms classifier.
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3.4.3 Python Programming Language

Python is an open-source programming language that provides large num-
ber of standard library for machine learning algorithms [68]. The built-in
libraries assist in the development of useful models that perform effectively
in solving business challenges. It is fast, powerful, easily extendable and
simple [64]. Python is quite popular nowadays, and employed in a lot of
machine learning-based data processing.

The experimented survey were conducted among MatLab, R, and Python to
identify which language can be easily understood by students in [68]. The
survey were addressed top thirty-nine (39) computer science departments
in the United States. As a result, Python is simplest for students to under-
stand and write for the projects they want to achieve, whereas MatLab is
the runner-up.
Recently, researchers in [69] used python libraries such as Keras, which
is built on TensorFlow and Scikit-Learn, to detect long short-term mem-
ory based classifiers for wireless intrusion a detection system (WIDS) and
achieved an accuracy of more than 99% with ANN algorithm.

Similarly, python libraries such as sci-kit-learn in [35] were used to detect
wangiri fraud in telecommunications using collaborative learning with se-
lected random forests, AdaBoost, and XBoost algorism, with the perfor-
mance of the XBoost algorism scoring more than 99 percent in accuracy,
precision, recall, ROC, and F1 measures.
Similarly, in [70], from Jupyter Notebook (Anaconda)-python open source,
a package of libraries was utilized for feature selection in the modeling of
network intrusion detection with multiple optimization strategies using J48

and SVM machine learning classifiers.
According to a different rule, reducing the amount of features in an intru-
sion detection system improves accuracy, and the J48 DT classifier achieved
over 90% accuracy.
The same used in the area of medical to predict cardiac disease [71]. A
survey undertaken in this case is to compare the performance of machine
learning algorithms such as Nave Bayes (NB), SVM, and Decision Trees
such as J48 DT, Random Forest (RF), and K-Nearest Neighbor (KNN). As
a result of their triumphs, the researchers prefers to use python program-
ming code in cooperation with the machine learning techniques that have
been proposed.

To be sure, we compare the described tools with data followed the same ap-
proach of this study, and as the result a python programming tool achieved
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better performance comparatively based on the same parameters.
On the anaconda3 navigator Jupyter Notebook, the python programming
language provide useful packages and libraries for data pre-processing
and classification with function help to importing data, data processing
and computing evaluation metrics as well as plotting and visualizing re-
sults. The mainly packages and libraries used in this thesis study are de-
tailed further below [72–76].

Numpy: It is python library provides us fundamental packages for data
preprocessing such such as scientific calculations like removing inconve-
nient data from the data-sets, merging data-sets for example concatenating
data-sets, slicing fields, extracting samples of data such fetching fraudulent
numbers from non-fraud data, and bug fix. The handling of files in any en-
coding is also possible using this library in Python. Importing Numpy as np
is part of the library’s import statement, and we were using np throughout
the program.

Pandas: It a python library frequently used in data processing and analysis
tools.In this study it looked for importing and handling data-sets using
extendable functions like pandas import read_csv() function. One of the key
benefits of the Pandas library is it’s ability to translate complex operations
of data using one or two instructions. It is introduced as import pandas as
pd, and used pd as a simplification of library through this study.

Scikit-learn: It is mostly efficient and comprehensive machine learning
package in Python.It providing a variety of efficient tools for modeling in-
cluding classification.
In this study, the LabelEncoder class from the sklearn.preprocessing pack-
age is used to successfully encode the variables into digits, and the train
test split() function from sklearn.model selection to split the dataset into
the training and test sets. This library was also used to import the classifier
algorithms MLPClassifier from sklearn.neural network, DecisionTreeClassi-
fier from sklearn.tree for J48 DT, and from sklearn.svm for SVM. As part
of the feature selection, ExtraTreesClassifier class from sklearn.ensemble
and the mutual-info-classif, SelectKBest and chi2 functions classes from the
sklearn.feature-selection libraries are imported to complete this part. For
evaluation the models, sklearn library for model evaluation metrics like
classification_report, confusion_matrix, and accuracy_score from sklearn.metrics
used to evaluate models. Additionally, make_classification function from
sklearn.datasets is used in solving of data imbalancing problem faced. Mat-
plotlib: A python 2D charting library, used to create charts required expres-
sions such as illustrating of feature’s correlation and feature importance,
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verifying outliers in data-set for example using quantile approaches with
boxplot function as well as figuring of results in bar chart.

Others built-in libraries from the Python version mentioned included, for
example, RepeatedStratifiedKFold for model testing and validation, Vari-
anceThreshold to set the threshold used to remove fields with high duplica-
tion, pipeline for count weighted training data-sets between classes when
balancing, and SMOTEoversampler for re-sampling data-sets.
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4
D ATA P R E PA R AT I O N

The most valuable resource in every business is it’s data. However, if we do
not look deeper into the concept, it has the potential to neutralize itself.

Data from industries such as ethio telecom used for a variety of purposes
example to make well-informed business decisions, for effective manage-
ment of traffic flow, customers churn monitoring, fraud detection and so
on. These, on the other hand, cannot be done just on the basis of raw data.
The fraud detection model development process includes several steps,
from data collecting to model building. Nevertheless, it is always a good
idea to make a hypothesis prior diving into the data as well as trying to fig-
ure out the relationships between variables. As a result of these practices,
better features can be built that not really influenced by rather data present
in the data-set. This is a big determinant which enhances the accuracy of a
model.

4.1 problem identification

Annual reports for the previous three years that are related with revenue
loss due to roaming fraud are revised in order to recognize the reality of
the problem in the sector. Informal interviews are conducted with domain
experts from various departments of an organization’s ITsec-division that
is concerned with security in the organization to validate the presence of a
problem and it’s potential to damage business. This is helpful contribution
to follow better approaching in solving the problem.

4.2 literature review

The available of state-of-the-art and accessible supportive materials par-
ticularly literature related the problem with their proposed detection and
preventive approaches are revised. This enable us to get unbiased picture
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of the challenges and provide possible fraud detection methods. The do-
main experts’ such as analysts, specialists, and supervisors opinions are
also included to enhance the carrier of study.

4.3 data collection

To succeed in this study through overcoming the prevailing problems, the
mobile data roaming subscriber’s usages or CDR and fraud data are col-
lected from ethio telecom systems for further insight into their behaviour.
The data were collected in every two hours by fraud management experts
using a familiar CDR exploration script.
All the collected data are Comma-Separated Values (CSV) format- a file
format which allows us to save the tabular data, such as spreadsheet and
particularity much useful for large data-sets.

First, we examine the data used to develop a model that used to detect
roaming out fraud, which we refer to as model_1. We collected the data
from the international system division (ISD) switch because this data can
be accessed from a local switch—in this case, ethio telecom. The interna-
tional business division is an interface of an organization that handles in-
ternational usages including roaming warnings such as high usage while
roaming.

In this case we consider 12 months of consumption from June first 2020

to May end 2021 with total of 295,446 records. Considering much month’s
usage in past may handle variety of user’s behaviours increase the model’s
quality. In addition to the CDR data, the corresponding month’s fraud
number-single field contains service numbers stored after fraud analysts
identified as fraud usage are collected. The total number of unique rows in
this data is 1536, and we classified it as fraud for further labeling.
With these fraud records in hand, the corresponding CDR data for fraud
numbers are extracted from the entire CDR data in mentioned months.
In this process, pandas (discussed earlier in python libraries)-filter data
frame method on anaconda3 navigator version 2.0.4 of jupyter notebook
6.0.1 version, and base root environment is used and possible to find 26,701

fraud-related CDR data for discussed months.Following this separation, the
previous entire CDR is reduced to 268,745, which is tagged as normal or
non-fraud. Finally, we have labeled data frames related to the prediction of
roaming out fraud.
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The second (model_2) is intended to detect roaming in fraud. In this case,
the mobile data roaming CDR from roaming in users are looked in. This
CDR can also be found on visiting mobile networks-in this case ethio tele-
com. The visited network operators can assess the usages of roaming in
addition to sending TAP files to a clearing house which should passed to
the home operator for billing purpose. The three months CDR data (Jan-
uary, February, and April) of 2021 is considered to develop this model. The
CDR is generated from switches managed by the international system divi-
sion (ISD).
The number of roaming-in subscribers and their monthly traffic of mobile
data is very high compared to roaming out subscribers’ usage. This may
be for unmatured WiFi everywhere in the country. We hope that it will be
balanced in the near coming years for the speedy growth of ethio telecom
both in service quality and coverage.
Accordingly, 3,138,055 data CDR from three months in concern are col-
lected.
A similar approach from the same system in roaming out fraud number col-
lection is used to acquire related fraud numbers and can find 527 numbers
over the three months mentioned.
From the entire CDR data, the corresponding usage behaviors of fraud-
ster are extracted and the CDR are letting classified or labeled into fraud
and non-fraud data frames. And accordingly, 32,068 fraud-related CDR are
extracted. This usage behaviors are termed as fraud, while the rest are
marked as normal or non-fraud usage. The number of normal data is re-
duced 3,105,987 due to the separation of fraud information.

In order to build third (model_3) from two data-sets, the shared fields ap-
pear common for both data-sets (roaming our and in) are discovered. This
section is fully described in Chapter 5 of the experimental setup subsection.

4.3.1 Data Understanding

Before going through more data preprocessing steps, data is reviewed to-
gether with the fraud management specialists to incorporate their unique
quality, which is then used to get insight into essential fields that important
for attribution. This is a significant task to develop quality models.
In addition to the expert’s feedback, the sample data before gathering data
for model formulation were reviewed, and preliminary models were inves-
tigated.
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The roaming out data contains 262 columns whereas roaming in usage
holds 171 at all. As a result of the previewed sample data, we found data
that is irrelevant to the study’s goals. Some fields are exceptional-empty by na-
ture whereas a few are hold homogeneous data-all values in the columns
are similar. As a result, not all of these fields have well-suited contribution
in the creation of models and these challenges us to focus on some of the
important fields-columns contain variety values. After some investigations,
42 columns are included from the data fields discussed. It also does not
mean that these data are good and clean enough to build a model from.
Furthermore, it is required to adapt to the various levels of data prepa-
ration to verify the data completeness, redundancy checking, missing ele-
ments handling, and attribute values’ sensibility, and others to meet the ML
objectives.

4.4 data preprocessing

When learning from data, algorithms use analytical equations that deal
with values from the data-sets. “If garbage goes in, garbage comes out,” as
the general goes. According to this reality, data projects can only be effective
if the data used in machine learning is at good quality. In the experience
of this study, the concept from experts [77] and [78]. The data analyzing
related project is about data preparation. Data scientists spend about 80%
of their time on preparing and managing data and from this, data prepro-
cessing shares about 60%.
This section discusses data cleaning, transforming, aggregation techniques
as well as feature engineerings such as feature selection and data balancing
techniques by using predefined python libraries discussed under tools for
machine learning-python programming subsection of chapter three.

4.4.1 Data Cleaning

To develop advanced models-intended optimal detection range, it is impor-
tant to work more on data to make it suitable for machine learning. The two
focused important areas in this section are: error detection-identified poten-
tial unreliability occurs in a way to machine learning accepted data-sets,
and repairing errors-to make data-sets more acceptable through correcting
likely errors in model creation.
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After loading data into Python with the help of the Panda library, opera-
tions and activities discussed below are carried out through data.

Cleaning Duplicates: The zero-variance predictors are input features that
have homogeneous data across the entire column of observations. As a re-
sult, they contribute no value to the prediction process because the target
variable is unaffected by the input value presenting them redundant.
With received roaming CDRs data, columns such as "HMANAGER" roam-
ing home manager-located to the home network for roaming-out, "CDR_TYPE"-
types of subscriber usage presented in both data frames (roaming in and
out), "SERVICE_TYPE"-types of service used, "DEST_CURRENCY" -a type
of currency should be paid for the usage across operators base on the roam-
ing agreement are stored with similar values in the column entirely. There-
fore, the columns with such value dropped out from entire data using the
Panda drop function- a single line of code and store the modified frames;
this process is also working for all data frames referenced in this study.

Handling Missing Values: In python, the data frame with missed value is
represented by NaN. Later checking of NaN value exiting in each column
and records by using panda’s library such isna() function. Mainly such val-
ues are treated in two ways: removing columns and rows with NaN values
greater than 60%-based on data analyzing basics by using dropna function
from panda with setting the threshold at a specified value. Accordingly, the
number of columns was reduced to 22 fields. Similarly, the records with
less than the defined threshold value are treated by substituting the values
with one (1) by using the fillna function from the options presented for
NaN value handling and that makes sense for subsequent steps.

Outlier Handling: Outliers are data points that appear differ significantly
from other observations in a data-sets. The purpose of outlier detection is
to find useful abnormal or irregular patterns masked in large data-sets.
To find outliers in an input feature, we applied Inter-Quartile Range (IQR)
technique-each data-set is divided into quartiles(upper quartile and lower
quartile). It defines data range as Q1–1.5*IQR for the lower limit and Q3+1.5*IQR
for the upper limit. Any data point that falls outside of the range is regarded
as an outlier and should need further analysis or treatment. The advantages
of IQR are it can easily be visualized on boxplot-python box plotting func-
tion and is also not affected by extreme value in data like others such as
variance outlier detection technique.
Through plotting outlier values by using boxplot function from the Python
Matplotlib library, the columns with an outlier, such as "TOTALBYTE",
"TOTALBYTE UP", "TOTALBYTE DOWN", "GGSN", "DURATION" roam-
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ing out, as well as others like "FLOWUP1", "FLOWDOWN1" from roaming
in the data-set are detected. The cutoff values are computed for outliers in
third and first quantile than 1.5 times IQR above and the 75th percentile
and less. Then subtract this cut-off from the lower_bound then add it to
the upper_bound. To repair data at least near to it’s value, values out of
ranges are replaced with corresponding limits. This is handled by using
the replace_with_thresholds_iqr function.

4.4.2 Data Transformation

To make up our data fit for machine learning models, further data process-
ing like scaling, integration, aggregations, feature selection, and balancing
is required to build optimum model.
Data Scaling: Scaling is the technique of measuring and assigning numbers
to independent variables by predetermining standards. The preprocessed
data contain attributes with a mixture of character and numbers quantities
measures such as kilobyte-subscriber usage volume, seconds-usage dura-
tion. To make it understandable for machine learning, these measures and
other mixed data types are transformed into some scale one(1) and zero(0)
by using label encoding function from sklearn library.

Data Instigation: Data integration refers to transforming features into sin-
gle data frames. Our data sets were previously segregated into fraud and
normal data frames, and we combined them into a single data frame with
the peculiarity of maintaining target values by applying the concatenation
function from Python’s Panda package.

Data Aggregation: Data aggregation is the process of grouping and compil-
ing subscriber’s usage behavior. We use the panda’s library groupby func-
tion to aggregate data based on the two-hour usage as discussed earlier.
Accordingly, the records from roaming out and roaming in are shrunk to
170373 and 1584230, respectively.

Feature Selection: The process of finding a subset of significant attributes that
most contribute to the prediction model. Irrelevant features in the data can
negatively affect the performance of the model for the algorithm trains from
less or zero information contributor features.
Additionally, redundant variables lowers the model’s decision capabilities
and have a similar effect on the model’s overall accuracy.
More variables in a model also increases its complexity. The purpose of fea-
ture selection in machine learning is to determine the best set of features
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for building effective models for stated problem under study.
With the help of the seaborn library, we calculated correlations, which is a
measure of the linear relationship between two or more variables, and visu-
alized them using matplotlib in Python. The computed correlation matrix
are attached with annex.
For two features are interrelated, the model only requires one of them, as
the second one provides no extra information and thus we removed one
of them from consideration. As a result, we eliminated features whose in-
formation is correlated with 85% or higher-basics of data analysis. Based
on this, SelectKBest, a scikit-learn library, provides the most useful fea-
tures.SelectKBest, a scikit-learn library, provides the optimal learning in-
put features. The higher the score, the more important the feature is in
predicting our target feature.
The top features selected from roaming out and merged data-sets are fig-
ured by figure 4.1a and figure 4.1b respectively.

(a) Selected Roaming Out Data-set (b) Selected Feature Merged Data-set

Figure 4.1: Selected Features from roaming out and merged data-set

Data Balancing: An unbalanced data set is one that has skewed-observation
in one class exceeds that of in other classes, when classification. Such classi-
fication occurs when the class distribution in a data-set is not relatively com-
parable. There are strong class biases with roaming in data as the detail was
stated in data collection section. The ratio of the range is visualized in fig
4.2.
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4.4 data preprocessing

Figure 4.2: Roaming in Class Distribution.

When building the model before data balancing, we achieved a significantly
higher accuracy predicting tending to the majority class and we fail to cap-
ture the minority compatibly.
To consider out both classes equivalently, Synthetic Minority Oversampling
Technique (SMOTE) is applied to the training data-set. The SMOTE creates
new training data based on the original training data. It chooses a minority
class as the input vector and finds its neighbors (k nearest)-specified as an
argument in the function. One of the selected neighbors placed a synthetic
point anywhere point under consideration and the process is continued un-
til data is balanced.
Such a method is advanced compared to simple random oversampling be-
cause it adds data variety in parallel to increase minority class.
As a result of this transformation, both the fraud and normal classes are pre-
dicted in a balanced manner. Model evaluation parameters such as recall,
precision, and F1 score are used to clearly show this classification results.

4.4.3 Cross Validation Techniques

Validation Techniques: Cross-validation is an analytical method for deter-
mining machine learning model performance. After training the model, it
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4.4 data preprocessing

is important to determine how it really performs by using the testing data-
set.
The hold out method used-which entire data-set is divided into: training
data and testing data. We split 70 to 30 ratio for training and testing data
respectively-based on machine learning for data analyzing basics. From
sklearn Python machine learning library, the train_test_split function eval-
uation is used for the implementation. The weight of train-test split is illus-
trated in figure 4.3.

Figure 4.3: Train Test Data Split.

Training Data-set: When the classifier is evaluated, it is based on how well
it predicts the class of the cases it is trained on, which is used to fit the
model.
Test Data-set: The efficiency of the classifier algorithms is measured by how
effectively they predict the type of a set of instances to determine how well
a model fits. Figure 4.4 depicts the train test system model that is applied.

Figure 4.4: Train Test Supply System Model Based on [16].

4.4.4 Algorithm Training

A total of nine experiments performed with training and test data set
options. For model_1, model_2, and model_3 mentioned earlier, 119261,
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1108959, and 898633 instances are used to train the model using the fit func-
tion to fit the predictor and target, correspondingly. The function used dif-
fers ways depending on the classifiers’ library built-in python. Based on the
data clarifying techniques and methodology applied, the DecisionTreeClas-
sifier from sklearn.model is the quickest and most well-trained classifier in
this experiment.
To evaluate how well fit is predicted, 51112 instances for model_1, 475268

cases for model_2, and 385129 data for model_3 are utilized to forecast test
data set.
The evaluation is based on various measurement metrics. The details of
model evaluation metrics used for this study are discussed in section 4.5.

4.5 performance evaluation metrics

It is important to measure how well our classification models predicts the
desired outcome when building and optimizing it. The inclusive model
evaluation parameters for classification are employed to get a complete pic-
ture of our models.

4.5.1 Confusion Matrix

Confusion matrix is a 2x2 matrix that describes the model’s performance.
It provides a more detailed view that includes not only the performance
of a predictive model, but also which classes are predicted correctly and
wrongly, as well as the types of errors produced. In our demonstration, we
deals with the following four classification metrics.

• True Positive(TP):The cases in which we predicted positive and the
actual output was also positive.

• True Nagative(TN): The cases in which we predicted Negative and
the actual output was Negative.

• False Positives(FP): The cases in which we predicted Positive and the
actual output was Negative.

• False Negatives (FN): The cases in which we predicted Negative and
the actual output was Positive.
The confusion matrix working principle is is clearly given in the con-

47



4.5 performance evaluation metrics

fusion matrix table 4.1. However this constraint can be computed in
ROC evaluation parameter.

Actual Positive Actual Negative

Predicted Positive True Positive(TP) False Positive(FP)

Predicted Negative False Positive(FP) True Negative (TN)

Table 4.1: Confusion Matrix [16]

4.5.2 Accuracy

Accuracy is one of the metrics for evaluating classification models that de-
pict single class accuracy measurement. It is a common performance mea-
surement parameter in many machine learning comparisons and it is com-
puted as the ratio of correctly predicted observation to the total observa-
tions (rate of total correct classification). Mathematically it is computed as
equation 4.1.

Accuracy =
TP+ TN

TP+ TN+ FP+ FN
(4.1)

However, if the data-sets are not balanced—both negative and positive clas-
sifications have varying numbers of data instances, accuracy may not be
sufficient.

4.5.3 Precision

Precision is the positive predictive value or ability to only predict posi-
tive samples as positive. Precision considered as a measure that indicates
us, how well our model performs in terms of false positives..The estimated
precision value will be computed with equation 4.2.

Presicion =
TP

TP+ FP
(4.2)
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4.5.4 Recall

The recall is known as the actual positive rate or the number of positive test
samples that will be classified as positive. Recall, gives information about
the performance with regards the false negatives. The recall value for the
single class will be computed as the equation in 4.3.

Recall =
TP

TP+ TN
(4.3)

In our case scenario, it would show us the proportion of mobile roaming
data-sets that report to the normal and that were predicted correctly by the
model.

4.5.5 F1_Score

The weighted harmonic mean of the precision and recall of the test is the
F1_Score (F-measure), which is a measurement of a test’s accuracy. The
F1_score is computed as equation 4.4.

F1_Score = 2 ∗ Recall ∗ Precision
Recall+ Precision

(4.4)

4.5.6 Receiver Operator Characteristic (ROC)

AUC - ROC is one of the critical evaluation parameter for evaluate the
effectiveness of any classification model at various threshold settings. It
indicates how well the model can distinguish between classes. The greater
the AUC, the more accurate the model is at predicting negative classes
as negative and positive classes as positive. An exceptional model has an
AUC close to one, implying that it has a high level of separability. A poor
model has an AUC close to zero, showing that it has the weakest measure
of separability.
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5
R E S U LT A N D D I S C U S S I O N

This section presents the details of the experiments carried out for each
model in the building as well as comparative analysis among classifiers
and models.
The experiments are carried out on selected classifier algorithms (J48, ANN,
and SVM)-discussed under chapter_3-ML algorithms subsection. As a con-
sequence of experimentation with every possible combination of settings, a
total of nine (9) models were created.
The implementation is conducted on the anaconda3 jupyter notebook python
environment which provides several packages for experimentation. The de-
tails are discussed in the chapter_3 machine learning tools section.
The model evaluation parameters discussed before are applied in the eval-
uation of each classifier’s performance as well as models.

5.1 results comparison of algorithms and models

It is advisable to measure performance evaluation for the specified classi-
fiers to determine the more suitable algorithm for the detection of the stated
problem.
Furthermore, performance comparison for proposed approaches should be
carried out in order to suggest one with a good outcome. For each modeling
technique, the analysis is conducted on particular algorithms.

5.1.1 Result Comparison of Algorithms

The performance metrics that were used for comparisons are accuracy, pre-
cision, recall, F-Measure, Receiver Operator Characteristic (ROC). For this
binary classification, a value of zero(0) represents non-fraud-normal usage
of data, whereas a value of one (1) indicates fraud usage-irregular usage of
data. However, for such an unbalanced data-set, it is challenging to classify
both classes equivalently or nearly at the same level. Table 5.1 shows the

50



5.1 results comparison of algorithms and models

classifications performance results of the algorithms for Mode_1.

Classifiers Accuracy Target Class Precision Recall F1_score ROC

J48 DT 98.35%
Normal(0) 98.00% 99.00% 97.00%

98.70%Fraud(1) 100.00% 98.00% 99.00%

Weighted

Average
97.00% 99.00% 98.00%

ANN 98.29%
Normal(0) 95.00% 99.00% 97.00%

98.65%Fraud(1) 100.00% 98.00% 99.00%

Weighted

Average
97.00% 99.00% 98.00%

SVM 94.27%
Normal(0) 83.00% 99.00% 93.00%

95.70%Fraud(1) 100.00% 92.00% 96.00%

Weighted

Average
92.00% 96.00% 93.00%

Table 5.1: Model_1 with the Three Classifiers: Summarized Performance Results

According to the considered data-set in the building of model_1 as well as
research methodology followed with selected algorithms and concerning
evaluation metrics, a J48 DT classifier scores accuracy of 98.35% and ROC
of 98.70%, which is better performance compared to the described classi-
fiers. SVM, on the other hand, ranked lower on the criteria mentioned for
accuracy and ROC, with scores of 94.27% and 95.70%, respectively. With an
accuracy of 98.29% and ROC of 98.65%, ANN performs in the mid-range
when comparing to the decision tree and SVM classifiers.
In respect of F1_score, which evaluates insight precision and recall, ANN
was found similar to J48 DT, which achieved 98.0%. However, using such
metrics from SVM, the classification result is 93.0%, which is significantly
small compared to others. The variations in classification performance are
due to the better classifier functionality composed from and data approach
fitting with the technique relatively.

To illustrate our comparison criteria more comprehensively and concisely
in that one can be described by another, we imply the F1 score as well
as precision and recall- concerning chapter 4. Similarly, when we evaluate
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5.1 results comparison of algorithms and models

ROC, on other hand, it does mean to evaluate the true positive rate and true
negative rate, which optimizing is affect the model’s accuracy positively. In
addition, accuracy is taken into account to evaluate the model’s capacity
to classify the classes. Figure 5.1 provides a comprehensive summary of
performance results relatively.

Figure 5.1: Model_1-Summary Comparison of Performance Results

To develop and evaluate Model_2, we supply data-set from roaming in with
mounts of outlined and train-set split approach discussed under algorithm
training subsection of chapter 4.
The same classifiers, approach and evaluation parameters from model_1 is
used while building this model. Accordingly, the achieved results regarding
to each algorithms and metrics are discussed in table 5.2.

52



5.1 results comparison of algorithms and models

Classifiers Accuracy Target Precision Recall F1_score ROC

J48 DT 99.24%
Norma(1) 98.0% 100.0% 97.0%

98.24%Fraud(0) 100.0% 98.0% 99.0%

Weighted

Average
100.0% 100.0% 98.0%

ANN 98.98%
Norma(1) 99.0% 100.0% 99.0%

97.79%Fraud(0) 100.0% 96.0% 98.0%

Weighted

Average
99.0% 98.0% 99.0%

SVM 98.29%
Norma(1) 97.0% 99.0% 98.0%

98.50%Fraud(0) 99.0% 98.0% 98.0%

Weighted

Average
98.0% 99.0% 98.0%

Table 5.2: Model_2 with the Three Classifiers: Summarized Performance Result

In general, all algorithms within consideration performed better than the
performance given while analyzing model_1 with nearly all parameters in
the perspective. When classifiers are analyzed separately, there are some
difference in actual performance.
When compared to ANN, which has an accuracy of 98.98% and a ROC aver-
age weighted true positive and true negative of 97.7%, the J48 DT classifier
performs well in this scenario, with an accuracy of 99.24%, and a ROC of
98.24%. When applying the accuracy measures, SVM results were nearly
ranked lower than the other classifier algorithms presented, with a differ-
ence of 0.95 from J48 DT and 0.69 from ANN.

The SVM algorithm, on the other hand, rated 98.50% in ROC, which is
higher than results from equivalent measures of J48 DT by 0.26 and ANN
by 0.71. We could conclude from this that, although data training takes a
while, the algorithm has a greater capacity to optimize true positive and
true negative rate than other algorithm in comparison accordingly to this
parameter.

In comparison, ANN has achieved an optimum result of 99% in the aver-
age of F1-score-consisting of precision and recall, whereas both J48 DT and
ANN perform equal 98% in this case. This clearly shows that using the hid-
den layer function of ANN delivers nearly all predicted actual positive rates
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5.1 results comparison of algorithms and models

that tend the model well predictor. Figure 5.2 illustrates a comprehensive
and brief comparison of Model_2’s classifier performance.

Figure 5.2: Model_2-Summary Comparison of Performance Result

Model_3 is built from shared features from roaming out and roaming in.
The classifiers are fed based on the train-test split rate provided in the algo-
rithm training section of chapter_4.
The evaluation techniques and the parameters used to measure the per-
formance of the model follows the same steps in prior models evaluation
principles. Accordingly, the detail achieved results are discussed in the table
5.3.
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Classifiers Accuracy Target Precision Recall F1_score ROC

J48 DT 99.50%
Norma(1) 99.0% 100.0% 100.0%

99.30%Fraud(0) 100.0% 99.0% 99.0%

Weighted

Average
100.0% 99.0% 99.0%

ANN 99.41%
Norma(1) 98.0% 100.0% 99.0%

98.00%Fraud(0) 100.0% 96.0% 98.0%

Weighted

Average
99.0% 98.0% 98.0%

SVM 98.49%
Norma(1) 96.0% 100.0% 98.0%

98.70%Fraud(0) 100.0% 98.0% 98.0%

Weighted

Average
98.0% 99.0% 98.0%

Table 5.3: Model_3 with the Three Classifiers: Summarized Performance Result

Comparatively, the overall performance result of all classifiers are resulted
better with near all metrics stated. When limited to a model, J48 DT per-
forms better with the accuracy of 99.50%, average F1_Score 99% and ROC
99.30%. Although the result from ANN and SVM regarding these metrics
are not neglected. ANN has performed next to J48 DT algorithm with
accuracy resulted 99.41%. It is computed equivalent result in the average
F1_score with SVM which is 98%. The SVM scored accuracy result 98.49%
this is relatively ranked less compared to other classifiers.
On other hand, SVM acting middle in ROC with result of 98.70%, which
is less ranked compared to J48 DT with resulted 99.30% and more than
ANN resulted 98%. The summarized and inclusive comparison metrics are
illustrated in figure 5.3.
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Figure 5.3: Model_3-Summary Comparison of Performance Result

5.1.2 Result Comparison of Models

Since the goal of goal this study extends beyond comparative of classifier
algorithms, it is interesting to conduct a comparison modeling approaches
based on the stated constraint in parallel with the comparison of the algo-
rithm’s performance .
As discussed early in each model comparison with different constraints or
metrics, the J48 DT classifier has resulted in better performance compared
to the others mentioned. Although the performance result shown in this
algorithm is even different in almost all metrics under consideration. The
detailed results are discussed in table 5.4 comparatively.

Classifier Models Accuracy Precision Recall F1_score ROC

J48 DT
Model_1 98.35% 97.00% 99.00% 98.00% 98.70%

Model_2 99.24% 98.00% 100.00% 98.00% 98.24%

Model_3 99.50% 100.00% 99.00% 99.00% 99.30%

Table 5.4: Result Comparison of Model Based on Data-sets.

This variety of performance of the algorithm with the same parameters is
due to the flexibility of models in the detection of mobile data roaming.
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Here also the viewpoints are narrowed down into accuracy, F1_score, and
ROC which can inclusively and concisely analyze the performance of mod-
els. As results expressed in figure 5.4 show, the performance of Model_1

delivered less rank in almost all metrics mentioned compared to Model_3.
However, it is observed largely in only ROC when compared to Model_2

whereas they achieved the same result 98.00% in average F1_score. Simi-
larly, Model_2 has computed high with an accuracy of 99.24% compared to
Model_1 which is accurate to 98.35%. In summing-up, Model_3 has com-
puted better in accuracy, average F1_scores, and ROC with performance
results of 99.50%, 99.00%, and 99.30% respectively. The respected detail is
discussed in figure 5.4.

Figure 5.4: Model_4 The Summary Comparison of Models

This variety can be reflected in two ways in addition data preparation meth-
ods followed under chaper_4. Firstly, rather than threatening roaming data
independently, algorithms fit to learn more from mixed data-set in addition
to saving time and storage. Secondly, the inbuilt classification functionally
of tree-based classification such as J48 DT is better in training and classify-
ing data from supervised machine learning considered.
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6
C O N C L U S I O N A N D F U T U R E W O R K S

Regarding this thesis results and techniques followed, some concerns need
to be addressed. There are areas and suggestions for further studies for
more improving the prevention and detection techniques of roaming fraud.
This section perceived with a general conclusion and suggests future study
areas regarding the problem.

6.1 conclusion

For the flexibility of fraudsters and intelligence in adapting to new and
complex technologies, it is a continued challenge to secure telecommunica-
tions services. Beyond various security checks in place, mobile data roam-
ing fraud is still a significant source of revenue loss for telecom operators
and service providers such as ethio telecom.

To close out this security gap, this study is concerned with analyzing roam-
ing mobile data usage to distinguish between legitimate and fraudulent
usage. To solve the problem, roamer CDR data from ethio telecom net-
work elements are collected and the detection models are built after ap-
plied steps of data preparation techniques. J48 DT-tree-based classifiers,
ANN-neural function centered classifier, and SVM-marginal oriented classi-
fier are the three supervised machine learning classifier algorithms debated.

To make the detection mechanism more comprehensive, three alternative
models were built and evaluated independently. The evaluation is based
on the performance of the classifiers regarding each modeling approach.
The evaluation of models was carried out using key model performance
measurement metrics such as accuracy, precision, recall average F1 score,
and ROC. The true positive and true negative rates are measured in ROC
and precision and recall are measured in F1_Score, which are in tension
with each other. In comparison to other classifiers, J48 DT performed better
overall.
Throughout the process of evaluating the model, the success model from
each data-set is not neglected. However, the model built from a mixed data-
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6.2 future works

set is a good fit in detecting roaming mobile data fraud. This implies that
organizations better periodic analysis of data rather than waiting for TAP
file-user usage from the visited network. Additionally, it is also important to
enhance the roaming business process such as maximizing TAP file transfer
time and network security.

For compiled usage behavior exceeds the detection of such fraud, organi-
zation better to periodically analysis of data rather than waiting for TAP
file-user usage from visited network.

In this way, it is important to detect and prevent roaming fraud related
to mobile data and possible to minimize losses, maximizing profits and
customer trust and the company’s reputation can be improved.
Improving roaming agreements among operators which shall includes the
tendency to preventing roaming frauds is important. It is also necessary to
improve the security holes on signaling system (SS7 or S9) for 3G networks
and 4G or long term evolution (LTE) signaling system.

6.2 future works

This study used mobile roaming CDR data from network elements with a
fixed month dataset, and increasing the data size can improve the accuracy
of the approaches. However, researchers should worry about the selection
of classifiers and the machine performance that they can avail for some
algorithms such as SVM, which falls or takes a long training time with a
large data-set and ordinary computer performance.

For the study, only CDR data from various systems were used, but another
researcher can conduct the same study using live signaling data. However,
before dealing with signaling data, researchers needed special intermediate
tools to label or structure data.

Assessments on improving roaming agreements among operators, which
include the tendency to preserve roaming frauds and improving the secu-
rity of hole signaling systems are also another suggested area.
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A N N E X E S

Annex: 1

Attributes Descriptions

FIRSTLAC VN location area code

APNOI APN operator identifier

CALL_DIRECTION Address to which used

CHARGE11 Charge unit/cycle

DURATION(2) Total measured time

FEE11 Total usage in byte

FIRSTCELLID 1st position connected

FLOWUP1 Active byte for roam in

GGSN Gateway address

MSISDN User service number

PDP_ADDRESS Context request adress

TAPFEE(2) Cost for TAP

TOTALBYTE Total usage in byte

TOTALBYTE_UP Total active in byte

Table A.1: Features Description
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annexes

Annex: 2

(a) Sample Data Visualazation (b) Sample Feature Selection

Figure A.1: Sample data visualization and feature selection

Annex: 3

Here blows are sample results achieved with selected classi-
fiers and different data-sets.

(a) Result of J48 DT
with 1st model

(b) Result of ANN with
1st model

(c) Result of SVM result
with 3rd model

Figure A.2: Results from roaming out and merged data-set

Annex: 4

Here Under Annex: 4 are the Publishable Manuscript Ready
Along with Main Document.
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Abstract—The convergence of heterogeneous technology and
flexibility of fraudster behaviors introduces security challenges
like a fraud in the telecommunication industry. The mobile
roaming data-internet fraud committed on visitor networks is
a continued challenge and significant source of revenue losses
for telecommunications societies. The introduced prevention and
detection mechanisms such as minimizing usage detail transfer
time and building the model using one-way data have limitations.
In this study, we used three data sets to build the model for
detecting mobile roaming data fraud by using three different
supervised machine learning algorithms. The model is evaluated
by different metrics and the model with merged data-set (roaming
in and roaming out) achieved better performance and similarly,
J48 DT has resulted greater with an accuracy of 99.50, average
F1 Score 99.00, and ROC 99.30.
Organizations are better at the periodical analyzing of data
rather than waiting for TAP file-user usage from visited networks
in addition to revising roaming agreement.

Index Terms—User behavior, Mobile data roaming, Fraud
detection, Machine learning algorithms, Machine learning tools,
Home network, Visited network

I. INTRODUCTION

The increased communication service demand pushes global
telecommunication networks to encompass heterogeneous
communication technologies including the internet. These
complexity and flexibility of fraudster behaviors, introduced
security challenges such as fraud in telecommunication society
[4] [9] [6].
Telecommunication fraud is the use of telecommunication net-
works to avoid payment- with incorrect payment, no payment
or someone else pays according to International Telecommu-
nication Union (ITU) [5]. Others such as [8], articulate it as,
the stealing or use of telecommunication services to commit
other form of frauds.
International mobile data roaming is one of the highly affected
areas by such frauds. The ongoing challenge of its fraud
decreases user satisfaction and experience, as well as an orga-
nization’s reputation. ethio telecom who is currently the sole
telecommunication operator and service provider in Ethiopia
is in part of this challenge. For the difficult understanding of
the complex ecosystem and rapid flexibility of fraudsters, a
comprehensive understanding and avoiding fraud is a chal-
lenging task in the sector. Nevertheless, industry experts have
a partial view because they usually specialize in the fraud
type detected the businesses [4]. Telecommunication fraud is

a major source of revenue loss for the service provider and
their customers [2][1][8]. As the expert’s feedback, telecom-
munication providers are losing 3% to 10% of their income
due to frauds challenges in the sector [3].
According to Communications Fraud Control Association
(CFCA) report 2019 shows, global fraud loss estimated $28.3
billion (USD) and billions of dollar losses associated with
roaming fraud. [8][1][12]. The recent three years (2015,
20117, and 2019) of global telecommunication operators and
losses from ethio telecom annual report due to frauds are
discussed in table 1.

Revenue Losses in case of Fraud
[Global Telecom] [Ethio Telecom]

Years $ Billion (USD) % of Loss $ Million (USD)
2015 38.1 1.69 33
2017 29.2 1.27 89
2019 28.3 1.74 ∼48

TABLE I
TELECOM OPERATORS REVENUE LOSS IN CASE OF FRAUD [1][8].

Penetrative technology, employee disappointment,
organizational inefficiencies, weakness of business models,
financial crimes (money laundering), geopolitical and
socioeconomic influences are some indications for the
motivation of fraudsters [4][9].
To fight such fraud, telecommunications organizations like
ethio telecom rely on using antiquated system-rule-based
systems like the Fraud Management System (FMS). However,
it is not advanced because it generates a high number of false
positives. Studies were conducted to detect and prevent for
minimizing fraudster’s impact on the sector.
In [4], the taxonomy that distinguishes frauds into the origin
of fraud, the exposures, the fraud types the exploitation
techniques, and the way they benefit was introduced through
study root causes of frauds, the vulnerabilities of industries.
The proposed implementation of Near Real-Time Roaming
Data (CDR) Exchange (NRTRDE) back to the home network
for the prevention of roaming data still takes about four hours
which is a long enough time gap for the fraudsters to make a
profit.
Studies in Maciá-fernández, G.[10] and [9], the roaming
fraud attack and defense strategies focused on the telecom
service and their network security threats were discussed. It
explores the weakness of the business process in securing the
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service and the vulnerability network in telecommunication.
This proposed approach ranged from a statistical model to
more complex methods such as data mining and machine
learning such as neural networks. However, it needs further
data analysis not implemented.
Others such as [13],[11] and [19] were built an algorithm that
determines suspected fraud numbers from normal to increase
the income of the telecommunication service provider through
the detection of international roaming fraud. However, it is a
rule-based fraud management system in which is threshold
has been set by the operator and usages compared to it.
Recently, in [18] and [16] build a predictive model used to
detect international mobile roaming fraud and subscription
fraud respectively. In the process of developing the roaming
model, roaming traffics was used and local usage is used for
subscription fraud and it states that all frauds are started from
subscription fraud. However, roaming fraud is not limited
to subscription fraud characteristics as committed both on
visited and home networks.
The roaming fraud detection build has a substantial solution
for the problem. However, it is confined to roaming out
subscribers with a togethering of all services currently
provided. But, there are notable frauds with roaming in on
the visited network and considering many service types,
may limit from deep sight for a specific service type’s fraud
as usage behaviors are contributed from many services as
features. The study also utilized TAP file-out roamer’s usage
from the visited network forwarded through third parties,
which takes a long time and maybe enough time for a
fraudster to commit fraud.
Additionally, other roaming fraud prevention and detection
mechanism are proposed like in [14][17][7] aimed to show
possible security vulnerabilities of signaling elements or
SS7 and cyber attacks for roaming networks and implement
machine learning against rule-based filtering for detection
of SS7 attacks. Specifically, the article in [17] relies on an
inclusive review of the SS7 expected attacks and provides
mitigation techniques such as a machine learning based
framework to detect anomalies in the SS7 network with
comparative to rule based filtering. However, the real user
data was not considered in the scenario which may make fail
to show the real behavior of roaming fraudsters.
In parallel, in the study of [14], a fake base station is
installed to establish a connection to a subscriber through the
air interface. The IMSI (International Mobile Subscription
Identity) is captured using this fake station. To explore the
network-network communication an emulator-based (jSS7
simulator) LTE testbed is used. The author has investigated
how Diameter messages can be manipulated over the S9
interface to perform a fraud or DoS attack using the IMSI
number and in its result shows the difference between
abnormal and legal usage. On the other hand, analyzing using
labeled data from real network traffic is better realistic than
using such a fake base station.

The main goal of this research is to detect mobile data

roaming fraud based on the user behaviors using machine
learning algorithms through:

• Insight the international roaming fraud nature specifically
mobile data fraud with the tendency to ethio telecom.

• Selecting relevant usage fields or feature used in building
the fraud detection model.

• Comparing the ML algorithms based on their perfor-
mance results.

• Build model from alternative data-sets to select the opti-
mal approach for better detection of roaming data fraud.

The compressed system model of the study is like in figure 1

Fig. 1. System Model of the Study

The rest of the paper is organized as follows. Section II
explains the data-set and approaches followed in developing
the model. Section III discuss detail about the result achieved
with each data-set. Finally, the conclusion and future works
points are discussed in section paper IV.

II. METHODOLOGY

The mobile roaming data-internet subscriber’s usages and
fraud data are collected from ethio telecom systems in every
two hours separately. All the collected data are Comma-
Separated Values (CSV) format- a file format that allows us to
save the tabular data and much useful for large data-sets. First,
we examine the roaming out data set to build model used to
detect roaming out fraud. In this case, we consider 12 months
of consumption from June first, 2020 to May end 2021 with
a total of 295,446 records. Considering much month’s usage
in past may handle a variety of user behaviors increase the
model’s quality.
In addition to the CDR data, fraud service numbers for the
corresponding months are collected and which is numbered
to 1536 unique data. The pandas (python libraries)-filter data
frame method on anaconda3 navigator version 2.0.4 of jupyter
notebook 6.0.1 version with base root environment is used and
find 26,701 fraud-related CDR data for discussed months and
know we have labeled data-set.
Secondly, we consider roaming in usage or data to build a
model used to detect roaming in fraud. It is also collected
from the organization and the three months CDR data (January,
February, and April) of 2021 traffic usage are considered to
develop the model. Accordingly, 3,138,055 data usage or CDR
are found which is very high traffic compared to roaming in
our data. A similar approach from the same system in roaming
out fraud number collection is used to acquire related fraud
numbers and can find 32,068 fraud-related CDR are extracted
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and labeled accordingly.
Thirdly, two data-sets from roaming in and roaming out
used. The shared fields appear common for both data-sets are
discovered.
To make data suitable for machine learning, data cleaning
activities are followed with help of panda libraries.
Cleaning Duplicates: The zero-variance predictors are input
features that have homogeneous data across the entire column
of observations and they contribute no value to the prediction
process because the target variable is unaffected by the input
value presenting them redundant. Fields stores similar values
in the entire column is dropped out from data with the help
of the Panda drop function. The process is also carried out in
all data frames referenced in this study.
Handling Missing Values: Later checking of NaN value
exiting in each column and records by using panda’s library
such isna() function. These values are treated in two ways:
removing columns and rows with NaN values greater than
60%-based on data analyzing basics. Accordingly, the number
of columns was reduced to 22 fields. Then, the records with
less than the defined threshold value are treated by substituting
the values with one (1) by using the fillna().
Outlier Handling: There are data points that appear to differ
significantly or irregular patterns from other observations in
our data-sets. To detect it, the Inter-Quartile Range (QR)
technique-each data-set is divided into quartiles(upper quartile
and lower quartile). For features that appear different, we
detect outliers by using boxplot function on python Matlib
libraries. To repair data at least near to its value, values out
of ranges are replaced with corresponding limits.
Feature Selection: Irrelevant features in the data can badly af-
fect the performance of the model. With the help of the seaborn
library, we computed correlations of variables and visualized
them using the matplotlib function in Python. The correlation
matrix of the merged data-set is visualized in figure 2.

Fig. 2. Correlation of model one in Class Distribution.

For two features are interrelated, the model only requires
one of them, as the second one provides no extra information
and thus we removed one of them from consideration. As a
result, we eliminated features whose information is correlated
with 85% or higher-basics of data analysis. Based on this,
SelectKBest, a scikit-learn library, provides the most useful

features.SelectKBest, a scikit-learn library, provides the op-
timal learning input features. The higher the score, the more
important the feature is in predicting our target feature. Figure
3 shows the top features selected from merged data-set.

Fig. 3. Selected Features in Building the Model.

Data Balancing: The data are skewed-observation in one
class exceeds that of in other classes and this leads strong class
biases. Class Distribution of Roaming in data is visualized
in figure 4. Building the model with such data, the accuracy
predicting tending to the majority class and we fail to capture
the minority compatibly. To threat equivalently, Synthetic
Minority Oversampling Technique (SMOTE) is applied to the
training data-set. The SMOTE creates a new training data-set
based on the original training data. It chooses a minority class
as the input vector and finds its neighbors (k nearest)-specified
as an argument in the function. Such a method is advanced
compared to simple random oversampling as using data variety
in parallel to increase minority class.

Fig. 4. Roaming in Class Distribution.

Validation Techniques: To determine how the model is
really performing, the hold out cross-validation techniques
used-which entire data-set is divided into training data and
testing data. We split 70% to 30% ratio for training and testing
data respectively-ML for data analyzing basics. From the
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sklearn Python machine learning library, the train test split
function evaluation is used for the implementation.
Training Data-set: When the classifier is evaluated, it is based
on how well it predicts the class of the cases it is trained on,
which is used to fit the model.
Test Data-set: The efficiency of the classifier algorithms is
measured by how effectively they predict the type of a set of
instances to determine how well a model fits. Figure 5 depicts
the train test system model that is applied.

Fig. 5. Train Test Supply System Model Based on [16].

Training the Model: A total of nine experiments are con-
ducted with three data-set options. Each data-set is categorized
into the number of training and test data-sets. From the first,
second, and third data-sets, 119261, 1108959, and 898633
instances are respectively used for the train using the fit
function-based on the classifiers’ library built-in python and
in parallel, we noticed that the DecisionTreeClassifier from
sklearn.model is the quickest and most well-trained classifier
in this experiment. To evaluate(test) how well fit is predicted,
51112, 475268, 385129 instances from the first, second and
third data-sets are used respectively.
J48 Decision Tree: It considers the best attribute as the root
from the entire data-set and then divides it into subsections
to build a tree. It produces unambiguous findings when the
data is largely categorical and conditional. However, affected
by noise and unsuitable for very large data-sets.
Support Vector Machine: Creates decision border-hyperplane
at the extreme point and separates n-dimensional space into
classes. The classier uses only a small subset of the total
training set for classification, thus reducing the computational
complexities through the use of kernel trick and over-fitting of
data is avoided by classifying with a maximum margin [15].
On the other hand, training time headache with large data sets
and not in effect with noisy data.
Artificial Neural Network: Data forwarded from input to
output and hidden layers are the computational engine of
the Multi-layer Perceptron (MLP)-ANN contains more than 1
hidden layer. It can solve non-linearly separated problems and
tolerate noise data. However, the data hungriness, dependency
on data quality, and sensitivity to overfitting are some of its
drawbacks.
Performance Evaluation Metrics: The inclusive model eval-
uation parameters for classification such as: Confusion matrix-

provide the detailed view of model performance including
predicting degree. Accuracy- computes the rate of total correct
classification. Precision-measure that indicates how well our
model performs in terms of false positives. Recall- gives
information about the performance with regards to the false
negatives. For both recall and precision are tension for each
F1-score- weighted harmonic mean of the precision and recall
is used to measure both under one and Receiver Operator Char-
acteristic (ROC)- indicates how well the model can distinguish
between classes are applied.

III. RESULT AND DISCUSSION

The experiments are carried out with selected algorithms
on an anaconda3 jupyter notebook python environment which
provides several packages for experimentation. For this binary
classification, a value of zero(0) represents non-fraud or nor-
mal usage which is the 1st row of trebles whereas a value of
one (1) indicates fraud usage-irregular usage of data denoted
in 2nd row. However, for such an unbalanced data-set, needs
special threat to classify both classes nearly at the same level.
Result Comparison of Algorithms: To show the detailed per-
formance of the model, metrics that were used are, accuracy,
precision, recall, F-Measure, Receiver Operator Characteristic
(ROC). However, to make it more comprehensive one can
be described by another, we need deep through F1 score
(precision and recall) and for ROC(true positive rate and true
negative rate) and accuracy.
According to the methodology followed and applied metrics
in the building of the model from the first data-sets, the detail
is summarized in table 2.

Classifiers Accuracy Precision Recall F1 score ROC

J48 DT 98.35%
98.0% 99.0% 97.0%

98.70%100% 98.0% 99.0%
97.0% 99.0% 98.0%

ANN 98.29%
95.0% 99.0% 97.0%

98.65%100% 98.0% 99.0%
97.0% 99.0% 98.0%

SVM 94.27%
83.0% 99.0% 93.0%

95.70%100% 92.0% 96.0%
92.0% 96.0% 93.0%

TABLE II
MODEL FROM 1st DATA-SET

According to the considered data-set in the building
of model as well as research methodology followed with
selected algorithms and concerning evaluation metrics, a J48
DT classifier scores accuracy of 98.35% and ROC of 98.70%,
which is better performance compared to the described
classifiers. SVM, on the other hand, ranked lower on the
criteria mentioned for accuracy and ROC, with scores of
94.27% and 95.70%, respectively. With an accuracy of 98.29%
and ROC of 98.65%, ANN performs in the mid-range when
comparing to the decision tree and SVM classifiers.In respect
of F1 score, which evaluates insight precision and recall,
ANN was found similar to J48 DT, which achieved 98.0%.
However, using such metrics from SVM, the classification
result is 93.0%, which is significantly small compared to
others. The variations in classification performance are due
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to the better classifier functionality composed from and data
approach fitting with the technique relatively.

To develop a model from second data-set, we supply
data from roaming in with mounts of outlined and train-set
split approach discussed. The achieved results regarding to
each algorithms and metrics are discussed in table 3.

Classifiers Accuracy Precision Recall F1 score ROC

J48 DT 99.24%
98.00% 100% 97.00%

98.24%100% 98.00% 99.00%
100% 100% 98.00%

ANN 98.98%
99.00% 100% 99%

97.79%100% 96.00% 98%
99.00% 98.00% 99%

SVM 98.49%
97.00% 99.00% 98.00%

98.50%99.00% 98.00% 98.00%
98.00% 99.00% 98.00%

TABLE III
MODEL FROM 2nd DATA-SET

Almost all algorithms performed better than the
performance in the previous data-set with nearly all
parameters. However, there is some difference when treating
in actual performance figures.
When compared with accuracy, J48 DT has resulted better
with 99.24%. On another way, ANN with an F1 score result
of 99.0% performed great. Similarly, J48 DT again achieves
a higher result of 98.24% in ROC. On the other hand, SVM
rated 98.50% in ROC, which is higher than results from
ANN and J48 DT and this clearly shows that, although data
training takes a while with SVM, the algorithm has a greater
capacity to optimize true positive and true negative rate and
similarly, using the hidden layer function of ANN delivers
nearly all predicted actual positive rates.

Another model is built from shared features from roaming out
and roaming in. The evaluation techniques and the parameters
used to measure the performance of the model follow the
same steps in prior data-sets mode. The detail achieved results
are discussed in table 4.

Classifiers Accuracy Precision Recall F1 score ROC

J48 DT 99.50%
99.0% 100% 100.0%

99.30%100% 99.0% 99.0%
100.0% 99.0% 99.0%

ANN 99.41%
98.0% 100.0% 99.0%

98.0%100.0% 96.0% 98.0%
99.0% 98.0% 98.0%

SVM 98.49%
96.0% 100.0% 98.0%

98.70%100.0% 98.0% 98.0%
98.0% 99.0% 98.0%

TABLE IV
MODEL FROM 3rd DATA-SET

Comparatively, the overall performance result of all clas-
sifiers has resulted better. When limited to a data-set model,
here also J48 DT performs better with the accuracy of 99.50%,
average F1 Score 99%, and ROC 99.30%. Although the result
from ANN and SVM regarding these metrics are not neglected.
ANN has resulted equal in the average F1 score with SVM

which is 98%. The SVM scored accuracy result 98.49% this
is relatively ranked less compared to other classifiers.
Result Comparison of Model Based on Data-sets: Since the
goal of goal this study extends beyond comparative classifier
algorithms, it is interesting to conduct a comparison of the
model from different data-sets. As discussed early in each
model comparison with different constraints or metrics, the J48
DT classifier has resulted in better performance compared to
the others mentioned. Although the performance result shown
in this algorithm is even different in almost all metrics under
consideration. The detailed results are discussed in table 5.

Classifier Model from: Accuracy F1 score ROC

J48 Dta
1st Data-set 98.35% 98.0% 98.70%
2nd Data-set 99.24% 98.0% 98.24%
3rd Data-set 99.50% 99.0% 99.30%

TABLE V
RESULT COMPARISON OF MODEL BASED ON DATA-SETS.

The viewpoints are narrowed down into accuracy, F1 score,
and ROC which can inclusively and concisely analyze the
performance of the model. The performance of the model for
the first data-set ranked less in almost all metrics compared
to that of the third data-set. However, it is observed larger in
only ROC when compared to model performance from the
second data-set and they achieved the same result 98.00%
in average F1 score. Similarly, model performance from the
second data-set computed high with an accuracy of 99.24%
compared to first which is accurate to 98.35%. In summing-
up, the model from the third data-set has computed better
in accuracy, average F1 scores, and ROC with performance
results of 99.50%, 99.00%, and 99.30% respectively.
These varieties can be reflected in two ways in addition data
preparation methods followed. Firstly, rather than threatening
roaming data independently, algorithms fit to learn more
from mixed data-set or variety of feature contributes more
information about user behavior in addition to saving time and
storage. Secondly, the inbuilt classification functionally of tree-
based classification such as information gain or entropy in J48
DT is better in training and classifying data from supervised
machine learning considered.

IV. CONCLUSION AND FEATURE WORKS

For the flexibility of fraudsters and intelligence in adapting
to new and complex technologies, it is a continued challenge
to secure telecommunications services. Beyond various
security checks in place, mobile data roaming fraud is still
a significant source of revenue loss for telecom operators.
To close out this security gap, this study is concerned
with building a model for the detection of roaming mobile
data fraud using three alternative data-sets. Model from
compiled usage behavior exceeds in the result and therefore
organization better to periodically analyzing usage data rather
than waiting for TAP file to detect and prevent such fraud
and then possible to minimize losses, maximizing profits and
customer trust, as well as the company’s reputation, can be
improved.

66



In the future, the researcher can conduct the same study using
live signaling data. However, before dealing with signaling
data, it needed special intermediate tools to label or structure
data and worry about selecting classifiers for some algorithms
such as SVM, which falls or takes a long training time
with a large data-set. Assessments on improving roaming
agreements among operators, which include the tendency to
preserve roaming frauds and improving the security of hole
signaling systems are also another suggested area.
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