
  

 

 

ADDIS ABABA UNIVERSITY 

COLLEGE OF NATURAL AND COMPUTATIONAL SCIENCES 

SCHOOL OF INFORMATION SCIENCE 

 

  ASSESSMENT OF INFORMATION SYSTEMS CONTINUITY 

MANAGEMENT AT COMMERCIAL BANK OF ETHIOPIA (CBE): 

CURRENT PRACTICE, PROBLEMS, AND WAY FORWARD 

 

 

By 

ASHEBIR ENDALE  

 

 

 

DECEMBER 2017 

ADDIS ABABA, ETHIOPIA 

 



 

 

 

ADDIS ABABA UNIVERSITY 

COLLEGE OF NATURAL AND COMPUTATIONAL SCIENCES 

SCHOOL OF INFORMATION SCIENCE 

 

ASSESSMENT OF INFORMATION SYSTEMS CONTINUITY 

MANAGEMENT AT COMMERCIAL BANK OF ETHIOPIA (CBE): 

CURRENT PRACTICE, PROBLEMS, AND WAY FORWARD 

 

A Thesis Submitted to School of Graduate Studies of Addis Ababa University in 

Partial Fulfillment of the Requirements for the Degree of                                   

Master of Science in Information Science 

 

By: Ashebir Endale 

Advisor: Lemma Lessa (PhD) 
 

DECEMBER 2017 

Addis Ababa, Ethiopia 

 

 



i 
 

 

 

 

ADDIS ABABA UNIVERSITY 

COLLEGE OF NATURAL AND COMPUTATIONAL SCIENCES 

SCHOOL OF INFORMATION SCIENCE 

 

ASSESSMENT OF INFORMATION SYSTEMS CONTINUITY 

MANAGEMENT AT COMMERCIAL BANK OF ETHIOPIA (CBE): 

CURRENT PRACTICE, PROBLEMS, AND WAY FORWARD 

 

By: Ashebir Endale 

Name and Signature of Members of the Examining Board 

 

Lemma Lessa (PhD)   __________   _________ 

Advisor     Signature   Date 

Tibebe Beshah (PhD)   __________   _________ 

Examiner     Signature   Date 

Workshet Lamenew (PhD)  __________   _________ 

Examiner     Signature   Date  

 

 

 



ii 
 

Declaration  

I declare that this thesis entitled “Assessment of Information Systems Continuity Management at 

Commercial Bank of Ethiopia (CBE): Current Practice, Problems, And Way Forward” is a result 

of my own investigation, except where otherwise stated. I have undertaken the study independently 

with the guidance and support of my research advisor. Other sources are acknowledged by citations 

giving explicit references. A list of references is appended. The thesis has not previously been 

accepted for any degree and is not being concurrently submitted in candidature for any degree in 

any university. 

 

Signature: _________________________ 

Ashebir Endale  

 

This thesis has been submitted for examination with my approval as university advisor. 

 

Advisor’s Signature: ______________________ 

Lemma Lessa (PhD) 

 

 

 

 

 



iii 
 

Dedicated  

To  

My sister Yimegnushal! 

 

Thanks for being an awesome sister. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



iv 
 

Acknowledgements 

I would like to take this opportunity to express my deepest gratitude and appreciation to the people 

who have given me their assistance throughout my postgraduate study and during the preparation 

of this thesis. First, I would like to thank the almighty God for his endless blessing and helping me 

to finalize this thesis.  

I would like to express my very special thanks to my advisor Dr. Lemma Lessa, for his tireless 

encouragement and especially for his academic committed guidance. He has been my source of 

inspiration throughout this thesis research and there is a quote in his office that I do not want to 

skip without mention … የእግዚአብሔር ይበልጣል… (“God’s is great!”).  This is one of the inspiring 

quotes for me. In addition, I would like to thank all the staff at the School of Information Science 

and my classmates. 

I am also grateful to my friends, especially my classmate Abraham, Beza B., Beza G., Getenet, 

Yibeletal, and coworker Amesalu, Keno, Melaku M, Robel, and Dear friends Ashenafi, Brother 

Kassye, Dereje, Mintesnot , and Sami, who were always there for me during my studies. Thank 

you guys I could not do it without your friendship and support. I am also grateful to the CBE 

Information System staff members for providing me relevant information for this study.  

Finally yet importantly, my very special thanks and love to my Mom and Dad who made this 

whole thing possible with their unconditional love and support. Thanks to my brother, Bochera 

and sister, Yimegn and to all my family members who believed in me, especially Konde and 

Mushi. I hope I can always be worthy of your trust and love. In addition, to all who has involved 

directly or indirectly during this study, Google, YouTube, and the Internet Guru. I pray that God 

would repay your kindness and assistance to me. Thank you very much.  

 

Ashebir Endale 

December 2017 

Addis Ababa, Ethiopia 

 

 



v 
 

Abstract 

Nowadays, financial institutions are becoming highly IT dependent. The IT services can be 

interrupted by natural or human made disasters such as, Hurricanes, Floods, Fires, Earthquakes, 

Terrorist, and Cyber-attacks. These kinds of disasters can happen on the information system at any 

time. Therefore, such kind of disaster can create loss of revenue, damage reputation, and create 

customer dissatisfaction. In a study by Cummings (2005) revealed that 43% companies having no 

business continuity plan in place have never reopen, 51% were closed within two years, and only 

6% have survived for long-term. Similarly, a study by Snedaker (2007) revealed that 44% of 

companies whose premises experience a significant fire do not recover at all, because of lack of 

business continuity in place. Business continuity management is a process of proactively 

preventing the organization from any disruption events that the organization may encounter and 

enable the organization to manage before, during and after disaster happen. The aim of this 

research is to assess and identify the gaps and challenges of business continuity management in 

Commercial Bank of Ethiopia and recommend management intervention based on best practices 

and ISO standards. 

This research is conducted in Commercial Bank of Ethiopia. Data was collected using self-

administered questionnaire, from senior information system professionals and managements. The 

data is analyzed using statistical software (SPSS). Thirty-seven questionnaires were distributed to 

head office IS staffs and 33 of them collected and analyzed, with response rate of 89.2%. Seven 

elements of ISO 22301, business continuity management were investigated at Commercial Bank 

of Ethiopia 

The result showed that Commercial Bank of Ethiopia is applying business continuity management 

in traditional way. The organization is good in some of the best practices and in some areas, there 

are gaps. Specifically, support, operation, and evaluation activities areas are not addressed well. 

Finally, it is recommended that Ethiopian banks have to give more attention to their business 

continuity strategies. By following best practices and integrating international business continuity 

management standards to their information technology service management in order to survive in 

the contemporary market.      

Keywords: Business continuity planning, IS continuity management   
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CHAPTER ONE 

INTRODUCTION 
1.1 INTRODUCTION 

This chapter introduces an overview of the research, statement of the problem, research question, 

general objective, and specific objective. In addition, significant of the study and scope of the study 

are presented.   

1.2 BACKGROUND 

Due to advancement of Information Technology (IT), business nowadays depends heavily on IT. 

With the emergence of e-business, many businesses cannot even survive without operating 24 

hours per day and 7 days a week. A single downtime might mean disaster to their business. 

Therefore, the traditional way of disaster recovery plan is not acceptable nowadays. A traditional 

way of disaster recovery focuses on restoring the central data center. More comprehensive and 

rigorous business continuity plan is needed to achieve a state of business continuity where critical 

systems and networks are continuously available (Herbane, et al., 2004). The  reliable  delivery  of  

data  and  information  is  indicative of the  information  management  capability  of  an  

organization. If a firm is able to recover from an Information System incident more quickly than 

its competitors are, it gains competitive advantage  

Today most organizations are exposed to some kind of risks that can damage their business in 

different ways and threaten their survival. Therefore, it is vital to organize a plan to prevent the 

risks, to be able to recover from disasters, and to minimize the damage when a risk occurs as well. 

Organizations wishing to remain competitive and successful must be protected, through increased 

resilience, to continue profitably in the event of any serious business interruption. In a changing 

world, organizations must prepare and plan largely than they traditionally have for all potential 

threats. Business continuity management (BCM) can enable the continuation of key business 

processes, whatever the cause of the disruption/crisis/catastrophe, through its holistic approach. 

Effective BCM can allow organizations to gain an advantage over competitors in today’s 

contemporary marketplace, which is dynamic, global, and customer driven (Cummings, 2005).  
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Business continuity management, as a recognized business program, has evolved over the past 

twenty plus years from a technology centric disaster recovery function dealing almost exclusively 

with data protection and recovery to a much wider holistic and enterprise wide supporting focus 

(Wheatman, et al., 2001). BCM is a tool that can be employed to provide greater confidence that 

the outputs of processes and services can be delivered in the face of risks. It is concerned with 

identifying and managing the risks that threaten to disrupt essential processes and associated 

services, mitigating the effects of these risks, and ensuring that recovery of a process or service is 

achievable without significant disruption to the enterprise.  

Commercial Bank of Ethiopian (CBE) is established in 1942 and named as a state bank of Ethiopia. 

Later CBE established as a share company in 1963. In 1974, CBE merged with the privately owned 

Addis Ababa Bank. Since then, it has been playing significant roles in the development of the 

country. CBE has more than 1160 branches all over the country and playing as a catalyst for the 

major economic development of the country. CBE has opened four branches in South Sudan and 

has been in the business since June 2009 and the vision is to become world-class commercial bank 

by the year 2025. The mission of the organization is to support national development priorities by 

deploying state of the art technology as well as skilled employees.    

Pioneer to introduce modern banking to the country by using state of the art technology. The first 

bank in Ethiopia to introduce electronic card banking service for local customers. Currently CBE 

has more than 13.3 million account holders and the number of Mobile and Internet Banking users 

also reached more than 1,352,000 as of September 30th 2016 (68% active users). Active ATM 

cardholders reached more than 3 million (61% active users). It has strong correspondent 

relationship with more than 50 renowned foreign banks like Commerzbank A.G., Royal Bank of 

Canada, City Bank, HSBC Bank... CBE has a Society for Worldwide Interbank Financial 

Telecommunications (SWIFT) bilateral arrangement with more than 700 others banks across the 

world1. 

Hence, in order to accomplish this stretched vision the organization should be ready for any kind 

of disruption whether it is planned or unplanned, human made or natural. The business continuity 

                                                           
1 www.combanketh.et, July 27/2017 

http://www.combanketh.et/
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management is the one that can assure the continuity of the bank’s service without major disruption 

by deploying a well-planned and periodically refined business continuity plan.        

1.3 STATEMENT OF THE PROBLEM 

An enterprise is exposed to risks such as acts of terrorism, natural disasters, and utility failure, 

which may disrupt operations, push away customers, compromise business reliability, and 

decreases revenue of the organization’s (Gibb & Buchanan, 2006). Banks and financial institutions 

are the most vulnerable organizations to disruptions because of internal or external planned or 

unplanned threats like earthquakes, fire, terrorist attacks, incidents, cyber-attacks, etc. Due to the 

fact that most of the financial institutions are dependent on information technology to gain 

competitive advantage and deliver services in a more efficient and effective way, it is crucial for 

organizations to ensure a high level system reliability and availability. Business continuity 

management (BCM) is becoming increasingly important in this regard. 

In a study by Cummings (2005) revealed that 43% companies having no business 

continuity/disaster recovery plan in place have never reopen, 51% were closed within two years, 

and only 6% have survived for long-term. Similarly, a study by Snedaker (2007) revealed that44% 

of companies whose premises experience a significant fire do not recover at all, primarily because 

they have no Business Continuity/Disaster Recovery plans in place. Hence, Business continuity 

management is an integral part of crisis management and disaster recovery, and continuity 

problems can arise from different sources. Supply chain, customers, employers, and facilities can 

be the source (Herbane, 2010b). Business continuity management is often regarded as part of 

information security; although it can be considered part of the general information system risk 

(Butler, 2006). Information security breaches are one of the many possible business continuity 

threats (Cerullo, 2004). From the perspective of information system, one of the primary objectives 

of business continuity is achieving the availability of the data, which is also the main objective of 

information security management (Ma, et al., 2008).  

The ever-increasing dependence on banks for both electronic and traditional banking services 

made it almost mandatory for the banking industry to plan for business continuity (Shirshendu, et 

al., 2013). After the September 11, 2001 terrorist attacks in the United States, for instance many 

of international organization give due focus for their business continuity and disaster recovery 
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plans. This study tries to analyze the disaster preparedness of Ethiopian banks to major disasters 

and disruptions by examining the status and challenges in relation to business continuity 

management policies, standards, and practices in Commercial Bank of Ethiopia (CBE), the largest 

bank in Ethiopia. Some researcher attempts to address information security management practices 

in Ethiopian banks but not from business continuity management perspective.   

1.4 RESEARCH QUESTION 

The researcher aims to answer the following research question:  

What are the current practices in relation to business continuity management in commercial bank 

of Ethiopia from information system perspective? 

1.5 GENERAL OBJECTIVE 

The main objective of this study is to assess the degree to which CBE is implementing business 

continuity management practices and techniques in dealing with disruption. In addition, 

recommend action items for management intervention from information system perspective. 

1.5.1 SPECIFIC OBJECTIVE 

 Examine the current business continuity practice and its adequacy  

 Assess  between the current BCM practices at CBE and the ISO standard requirement  

 Identify the gap in relation to business continuity management in the bank 

 Suggest possible solution for management intervention for short and long terms   

1.6 SIGNIFICANCE OF THE STUDY 

The study tries to identify current practices that are related to business continuity management in 

Ethiopian banks, information system in focus. A well designed and tested business continuity plan 

(BCP) is a guarantee when things go wrong. A comprehensive business continuity plan guides 

bank in making adequate preparations to deal with possible business interruption scenarios. 

Ethiopian banks can benefit from the outcome of this research in that they can be aware of current 

practices of Business Continuity Management in Ethiopian context and get prepared to attain high 

productivity and become more efficient and effective. 
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1.7 SCOPE OF THE STUDY 

The scope of the study is limited to Commercial Bank of Ethiopia (CBE) head office. Respondents 

are from head office information system staffs and they are IT professional. CBE is selected 

because it is a major player and the largest bank in Ethiopian banking industry.  

1.8 ORGANIZATION OF THE THESIS 

Chapter one present an overview of the study, statement of the problem, research question general 

objective and specific objective, significance of the study and scope of the study. Chapter two 

covers a literature review of the business continuity management and define information security 

and information security management. After that define the business continuity and compare the 

business continuity versus disaster recovery. Business continuity management, element of 

ISO/IEC 22301, factors affecting BCM, business continuity plan, critical success factors of 

business continuity management and business continuity management in Ethiopian banks will be 

discussed. Chapter three explains the research methodology, research design, research data, data 

collection, research population, and research sample. Moreover, in this chapter research tool, pilot 

study, reliability, and validity will be discussed.  In addition, research procedure as well as the 

research ethics part will be discussed in this chapter. Chapter four discusses data analysis, 

statistical methods, and answering research questions and presents the study findings, and the 

results. Chapter five is about conclusions and the research contributions, recommendations, and 

future studies.   

 

 

 

CHAPTER TWO 

LITERATURE REVIEW 
2.1 LITERATURE REVIEW 

This chapter deals with review of related literature on business continuity management (BCM). It 

starts presenting core concepts in information security and dives deep into BCM. Among concepts 
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and issues reviewed are information security, information security management, critical success 

factors of business continuity management, information security standards/frameworks, business 

continuity, business continuity vs. disaster recovery, business continuity management, business 

continuity management in Ethiopian banks and summary of this chapter.   

2.2 INFORMATION SECURITY 

These days, Information and Communication Technology (ICT) become vital for the success of 

organizations. Organization’s dependency on information can make them more productive. At the 

same time, they become more vulnerable to failure and attacks that comes in relation to ICT 

systems (Inger, et al., 2014).  

In recent years, information security is changing from IT security towards a broader and more 

business focused concern for the protection of information. The ultimate goal of information 

security is not only keep the confidentiality, integrity and availability of information but also 

deliver real business benefits. Protecting and facilitating the controlled sharing of information and 

managing the associated risks in the changing threat environment is the expected results of the 

information security (Ashenden, 2008). Similarly, Cyber security comprises tools, policies and 

guidelines, risk management approaches, best practices and technologies that can be used to 

protect the cyber environment, organization, and user’s assets. Organization and user’s assets may 

include connected devices on the net, applications, services, telecommunications systems and the 

transmitted and stored information in the cyber environment. It tries to make sure the attainment 

and keeping of the security properties of the organization and user’s assets against relevant security 

risks in the cyber environment (Solms & Niekerk, 2013).  

The general security objectives comprise Confidentiality, Integrity, and Availability (CIA) 

(Bakar, et al., 2015): 

 Confidentiality refers to information assets should be readily accessible and useable upon 

demand by an authorized party 

 Integrity refers to the property of safeguarding the completeness and accuracy of 

information assets 

 Availability refers to the property that information is not disclosed or made accessible to 

unauthorized parties 
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2.3 INFORMATION SECURITY MANAGEMENT 

Management is the way something is conducted, controlled, and supervised.  Management in the 

organization is about controlling the business activity in order to get performance improvement to 

achieve organizational objectives. Information security management is the way of controlling and 

managing resources that are configured in order to achieve information security objectives. 

Information security management is a systematic process of effectively deal with information 

security threats and risks in an organization. This also contributes the success of the organization’s 

business in this competitive world. Good management of information security is contextualizes 

the management and provides mature approach (Ashenden, 2008).  

Effective information security cannot be implemented efficiently without being concerned on the 

information security development. Information security development includes information 

security plan, information security awareness, quality training program, information security 

policies and procedures, and organizational culture (Dorca, et, al., 2014).   

Addressing minor and harmless security breaches to managing those with a huge impact on 

organization’s economic growth is expected from Information Security. As times changed,  

attacks also changed. Nowadays, information security breaches can creates negative impact on 

business’s reputation and customer confidence, profitability and overall economic growth 

(Dlamini, 2009). Researchers suggest that the development of information security policy is the 

first step to prepare an organization against attacks from internal and external sources. 

Organizations are obliged to establish security programs in order to protect the organization’s 

information system from the increasing cyber threats (Kenneth, et al., 2009).  

2.4 INFORMATION SECURITY STANDARDS 

The primary benefit of implementing information security management systems (ISMS) is 

reducing information security risks. Specifically, benefits realized for an organization to achieve 

sustainable success from the adoption of the ISMS family of standards. This includes increase 

stakeholder trust in the organization, satisfying societal needs and expectations, more effective 

economic management of information security investments. Information security management 

(ISM) guidelines or standards are best practices used by organizations. By adopting a trustworthy 

guideline, organizations can show their commitment to secure business practices. Some of the 
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standards are TCSEC/Orange Book, GMITS, CobiT,  IT Baseline Protection Manual, Generally 

Accepted Information Security Principles (GAISP), The System Security Engineering CMM 

(SSE-CMM) and BS7799 and its derivatives (BS7799, BS ISO/ IEC17799: 2000) (Siponen & 

Willison, 2009).  

Each of the ISMS family standards is described below by its type (or role) within the ISMS 

family of standards and its reference number: 

Standards describing an overview and terminology 

 ISO/IEC 27000 :Information technology — Security techniques — Information security 

management systems — Overview and vocabulary 

Standards specifying requirements 

 ISO/IEC  27001 :Information technology— Security techniques— Information security 

management systems — Requirements 

 ISO/IEC 27006 :Information technology — Security techniques — Requirements for 

bodies providing audit and certification of information security management systems 

Standards describing general guidelines 

 ISO/IEC 27002 :Information technology — Security techniques — Code of practice for 

information security controls 

 ISO/IEC 27003 :Information technology — Security techniques — Information security 

management system implementation guidance 

 ISO/IEC 27004 :Information technology — Security techniques — Information security 

management — Measurement 

 ISO/IEC 27005 :Information technology — Security techniques — Information security 

risk management 

 ISO/IEC 27007 :Information technology — Security techniques — Guidelines for 

information security management systems auditing 

 ISO/IEC TR 27008 :Information technology — Security techniques — Guidelines for 

auditors on information security controls 
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 ISO/IEC 27013 :Information technology — Security techniques — Guidance on the 

integrated implementation of ISO/IEC 27001 and ISO/IEC 20000-1 

 ISO/IEC 27014 : Information technology — Security techniques — Governance of 

information security 

 ISO/IEC TR 27016 :Information technology — Security techniques — Information 

security management – Organizational economics 

Standards describing sector-specific guidelines 

 ISO/IEC 27010:Information technology — Security techniques — Information security 

management for inter-sector and inter-organizational communications 

 ISO/IEC 27011 :Information technology — Security techniques — Information security 

management guidelines for telecommunications organizations based on ISO/IEC 27002 

 ISO/IEC TR 27015 :Information technology — Security techniques - Information security 

management guidelines for financial services 

 ISO 27799 :Health informatics — Information security management in health using 

ISO/IEC 27002 

2.5 BUSINESS CONTINUITY 

Business continuity is defined as the capability of an organization to continue delivery of products 

or services at acceptable predefined levels following disruptive events (ISO 22301, 2012). It 

measures the capability of an organization to remain at or quickly recover to operational states 

after being affected by disruptive events.  

In modern Ethiopia, most organizations are in infant stage in using information communication 

technology but they are rapidly immersing and become ICT dependent organizations. This starting 

point need a careful planning and considerations because of the consequences it can bring to the 

organization.  Using ICT obviously can benefit the organizations and their service delivery become 

efficient and effective. In the networked environment, there are many threats that can encumber 

the delivery of services or products. Therefore, the continuity of any IT dependent organization is 

highly dependent on the service or the smoothly running of its overall information system. 
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Information system (IS) continuity is a key issue in information management because of IS 

incidents that affect the operations of the business and it also has severe business impacts. The 

reliability of the technology and the systems is the foremost objective of information management. 

Having an extremely complex system may not always guarantee the delivery of service perfectly 

(Järveläinen, 2013).  

2.6 BUSINESS CONTINUITY vs. DISASTER RECOVERY 

Making sure of the continuous information system operations is the responsibilities of the 

company’s information security management.   However, operations may be disrupted because of 

not security related reasons. The traditional method to ensure information system continuity is 

through disaster recovery planning (DRP) (Järveläinen, 2013). Taking backup copies of the system 

and store it in a save location is not enough in this information centric business world. The restoring 

activities can take intolerable amount of time by the interested parties. 

Business continuity is not focusing on the survival of Information System incidents, like disaster 

recovery but it is broad by including the identification and avoidance of potentially damaging 

incidents that could have a severe business impact (Järveläinen, 2013). 

Disaster recovery is defined as a recovery and resumption of critical technology assets in the 

catastrophic event. Disaster recovery can include the resumption of each critical systems or 

recovering all critical aspects of the IT environment. Disaster recovery is a part of an overall 

business continuity management program (protiviti, 2015).Disaster recovery is part of business 

continuity, and deals with the immediate impact of an event. Recovering from a server outage, 

security breach, or hurricane, whether it is manmade or natural disaster, all fall into this category. 

However, business continuity has to do with keeping the company running, regardless of the 

potential risk, threat, or cause of an outage. Disaster recovery planning is typically a subset of 

business continuity planning because it deals with stopping the effects of the disaster or event. 

Once the effects of the disaster or event have been addressed, business continuity activities 

typically begin. (Susan Snedaker, 2007). 

Disaster recovery planning is a part of business continuity and deal with the worst-case scenarios 

whilst business continuity planning deals with specific incident within the organization. Unlike 

disaster recovery planning, business continuity is about predicting failures and taking planned, 
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rehearsed, and tested steps to protect the business and its interested parties interest (Herbane, et 

al., 2004). Moreover, Disaster recovery is not a proactive way of protecting the operation of the 

firm’s and it cannot avoid incidents from appearing.  It is rather a reactive approach to disaster. 

The resumption may take several hours and even days. Therefore, not having business continuity 

planning may incur the organization’s lots of revenue and loss of customer confidence. 

Disaster recovery options can be seen as a pyramid model. The most time consume and 

inexpensive DR solution is founded at the bottom of the pyramid. In this kind of option is not 

possible to recover 100% of data lose in the primary data center. When moving to the top of the 

pyramid the required investment in software, communications facilities, system server, and storage 

hardware is expensive but the return of the investment is shorter recovery time and minimal data 

loss after disruption. The top of the pyramid is reserved for mission critical applications with zero 

data loss with rapid resumption after disruption (Shirshendu, et.al, 2013). 

2.7 BUSINESS CONTINUITY MANAGEMENT 

2.7.1 OVERVIEW 

The increasing rate of incidents, whether it is natural or manmade, which is happening every day 

in the world encourages organizations to adopt and customize their own business continuity 

management system in order to get prepared for the worst possible disruption. By implementing 

business continuity management, the organizations can have a suitable business continuity plan to 

respond possible incidents, which can create major disruption on the business, in an efficient and 

effective way.  In this way, BCM can be viewed as a risk management system that enables 

organizations to improve their organizational resilience level (Torabi, et al., 2016). 

Business continuity management emphasize the importance of understanding the organization’s 

needs and the necessity for establishing BCM policy and objectives, implementing and operating 

controls, measures for managing an organization’s overall capability to manage disruptive 

incidents. Monitoring and reviewing the performance and effectiveness of the BCM and continual 

improvement based on objective measurement (ISO/IEC 22301:2012). 

Business continuity management has been defined as: 
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holistic management process that identifies potential threats to an organization and the 

impacts to business operations of those threats, if realized, might cause, and which provides 

a framework for building organizational resilience with the capability for an effective 

response that safeguards the interests of its key stakeholders, reputation, brand and value-

creating activities (ISO/IEC 22301:2012).  

It is a tool that can be engaged to deliver the outcome of the processes and services in the face of 

risks. BCM is concerned with the identifying and managing of the risks that can be major incidents 

for the business. Mitigating the effects of these risks and ensuring that the recoveries of the 

processes or services are achievable without significant disruption of the business (Gibb & 

Buchanan, 2006).   

According to ISO 22301:2012, ISO 22301 applies the Plan, Do, Check, Act (PDCA) model to 

planning, establishing, implementing, operating, monitoring, reviewing, maintaining, and 

continually improving the effectiveness of an organization’s BCM. This makes it consistence with 

other management standards (like ISO/IEC 27001, ITSM ISO/IEC 20000). 

 

 

 

 

 

Figure 2.1. PDCA model applied to BCMS Processes (ISO/IEC 22301:2012) 
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Table (2.1). Explanation of PDCA Model 

 

2.7.2 ELEMENT OF ISO/IEC 22301 

There are seven major areas in the ISO/IEC 22301 BCM standard (ISO /IEC 22301:2012). These 

are context of the organization, leadership, planning, support, operation, performance evaluation, 

and improvement.  
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2.7.2.1 CONTEXT OF THE ORGANIZATION 

The organization shall identify and document the organization’s activities, functions, services, 

products, partnerships, supply chains, relationships with interested parties, and the potential impact 

related to a disruptive incident. Moreover, links between the business continuity policy and the 

organization’s objectives and other policies, including its overall risk management strategy as well 

as organization’s risk appetite (ISO/IEC 22301:2012).  

The following should be considered under context of the organization: 

 Understanding the needs and expectations of the interested parties (Legal and regulatory 

requirements )  

 Determining the scope of the business continuity management system (there may be some 

exclusions but the exclusions should not affect the continuity of the business ) 

Plan (Establish) Establish business continuity policy, objectives, targets, controls, processes, and 

procedures relevant to improve to improving business continuity in order to 

deliver results that align with the organization’s overall policies and objectives.  

Do (implement 

and operate) 

Implement and operate the business continuity policy controls, processes, and 

procedures. Try to address business continuity requirements  

Check (Monitor 

and Review) 

Monitor and review performance against business continuity policy and 

objectives, report the results to management for review and determine and 

authorize actions for remediation and improvement. compliance with standards 

and seek management feedback  

Act (maintain 

and improve) 

Maintain and improve the BCMS by taking corrective action, based on the results 

of management review and evaluating the scope of the BCMS and business 

continuity policy and objectives. Identify and act on BCM non-conformity    
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2.7.2.2 LEADERSHIP 

Top management involvement is the indication of the BCM development in the organization and 

they have the capability of motivating employee for the effectiveness of the BCMS. Top 

management must show their commitment for the establishment of policies and objectives for the 

BCMS and make sure its compatibility with organization’s strategic direction. Ensuring the 

integration of the BCMS requirements with the organization’s business process and promoting 

continual improvement of their integration can make the BCMS suitable for the organization’s 

resiliency approach (ISO/IEC 22301:2012).  

Top management ensures:  

 the achievements of the BCMS as intended,  

 defining the acceptable level of risks,  

 internal audits of the BCMS are conducted regularly,  

 conducting management reviews of the BCMS,  

 Set appropriate policy that match with the organization’s purpose and  

 assign responsibilities and authorities for relevant roles  

 BCMS conformity with international standards 

2.7.2.3 PLANNING 

The organization must plan to address the risk and opportunities of the organization by 

understanding the organization and its context as well as the needs and expectations of interested 

parties. If the plan is proactive, it can prevent and reduce the impact of incident on the organization 

business. Plan must achieve the business continuity objectives and be consistent with the business 

continuity policy as well as states the minimum level of services that is acceptable to the 

organization to achieve its objective (ISO/IEC 22301:2012).  

The following should be identified in order to achieve business continuity of the organization: 

 Who will be responsible  

 What will be done  

 What resources will be required 
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 When it will be completed and  

 How the results will be evaluated  

2.7.2.4 SUPPORT 

Appropriate resources allocation is needed for the establishment, implementation, maintenance, 

and continual improvement of the BCMS. The organization’s performance can be affected by its 

employee competence. Therefore, to make them competent appropriate education and training 

should be given. Employee of the organization should have appropriate awareness of the business 

continuity policy and the implication of not conforming to the BCMS requirements as well as their 

role during disruptive incidents. The organization should have a ways of communicating with its 

interested parties. What, when and with whom to communicate should be determined and ensure 

availability of means of communication at the time of disruptive incidents. Documented 

information based on the type of the organization‘s activities, processes, products and services is 

needed. The document may contain the competence of its employee and the complexity of 

processes and their interactions. The documented information should be adequately protected from 

unauthorized modification and deletion (ISO/IEC 22301:2012). 

2.7.2.5 OPERATION 

The organization operational plan and control must address the risk and opportunity of the 

organization from its environment. The organization control planed changes and review the result 

of unintended changes, and take action to mitigate before it gets worse. The organization should 

have evaluation mechanism to decide continuity and recovery priorities. The business impact 

analysis helps the organization to identify activities that support the provision of products and 

services. Assessing the impact of not providing products and services as required for specific 

amount of time, setting timeframes for prioritized service resumption, states unacceptable level of 

disruption as well as identifying dependencies and supporting resources for these activities, 

including interested parties are what is expected from business impact analysis (ISO/IEC 

22301:2012).         

The organization must have a formal documented risk assessment process that systematically 

identifies, analyses and evaluates the risk of disruptive incidents to the organization. Identify risks 
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of disruption to the organization’s prioritized activities and treatments equal with business 

continuity objectives and in accordance with the organization’s risk appetite. 

The outputs of business impact analysis and risk assessment can help us to develop business 

continuity strategy. The organization should have an appropriate business continuity strategy to 

protect, stabilizing, continue, resume, and recover prioritized activities. Appropriate resource 

allocation for the implementation of business continuity strategy is required. The types of 

resources can be people, information, and data, working environment and associated utilities, ICT 

systems, transportation, finance and suppliers, etc (ISO/IEC 22301:2012).  

In order to reduce the chance of disruption, shorten the period of disruption and limit the impact 

of disruption on the prioritized products and services organization must consider proactive way of 

protecting and mitigating mechanism. Otherwise, the reactive measurement cannot save the 

reputation of the organization and loss of customer confidence (ISO/IEC 22301:2012).    

Establish and implement a business continuity procedure to manage a disruptive incident and 

continue its activities based on recovery objectives identified in the business impact analysis. The 

procedures has to include an appropriate internal and external communication protocol, a specific 

immediate steps to solve a disruption, a flexibility to respond unexpected threats, an 

implementation of appropriate mitigation strategies and a mechanism to identify an event that 

could potentially disrupt operations (ISO/IEC 22301:2012).   

Business continuity plans are a documented procedure for responding to a disruptive incident and 

it contain how to continue or recover services within a predetermined timeframe. It has to address 

the requirement of the interested parties. The organization should exercise and test the business 

continuity procedures in order to make sure that they are consistent with the business continuity 

objectives. The exercising and testing should be based on appropriate scenarios that are well 

planned with clearly defined aims. The outcomes of the exercising and testing can be used to 

recommendations and improvement of the procedures (ISO/IEC 22301:2012).   

2.7.2.6 PERFORMANCE EVALUATION 

The organization should identify what needs to be monitored, measured, and the methods of doing 

it in order to assure the validity of the results. The result of monitoring and measurement should 
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be analyzed and evaluated. This kind of action helps the organization to address undesirable trends 

and nonconformity. Monitoring whether the organization BC policy and objectives are met as well 

as its continuing suitability, adequacy, and effectiveness (ISO/IEC 22301:2012). 

 Internal audit check the BCMs conformity to the organization own requirements for its BCM and 

other international best practices (ISO) and the effectiveness of its implementation and 

maintenance. In order to ensure the continuing suitability, adequacy, and effectiveness of BCMS 

top management periodic review is mandatory. Management review includes decision related to 

continual improvements opportunities and the possible need for changes to the BCMS (ISO/IEC 

22301:2012). 

2.7.2.7 IMPROVEMENT 

The organization deals with the consequences of nonconformity and takes action to control and 

correct it. Review the effectiveness of any corrective action taken and make changes to the BCM, 

if necessary. The continuing suitability, adequacy, and effectiveness of the BCM needs continual 

improvement (ISO/IEC 22301:2012).       

The following figure shows how PDCA cycle applied to the BCMS process and the continual 

improvement of business continuity management in summarized way.  
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Figure 2.2 PDCA cycle applied to the BCMS process (summarized ISO elements) 

Business continuity management has evolved from the notion of disaster recovery planning, 

combining practices from risk, crisis, and supply chain management. It also invites top 

management to discussion for non-security related incidents. The scope of continuity management 

spreads to all business operations, but its proactive application in the IS area could foster its 

evolution and increase the robustness of IT services (Järveläinen, 2013). 

In modern day, BCM is no more an optional task in large public and private organizations. The 

organization’s preparedness for disaster is become the concern of the external interested parties 

such as the legislators and regulators.  The regulatory requirements enforced by the government 

authorities and sometime even by the customers will motivate the management to further 

enhancing the service continuity of their information technology and systems (Bakar, et al., 2015). 
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2.7.3 CRITICAL SUCCESS FACTORS OF BCM 

When business continuity management (BCM) becomes significant as a way to mitigate risk and 

create peace of mind, ensuring the money and time spent on BCM creates the desired results is 

important. Measurement is one way of checking the maturity and realistic of the organization 

business continuity management and a vital step to manage (Karen, 2016).  

Ensuring the survivability and competitiveness of the organization depends on effective BCM 

implementation. The international standard certification may also indicate that the maturity of the 

organizations in practicing BCM. Organizational performance can be improved with matured 

BCM processes. Management support, External requirements, Organization preparedness, and 

Embeddedness of continuity practices are identified as a critical success factors from previously 

BCM studies (Bakar, et al. 2015). In addition, these factors are important elements to ensure the 

successful implementation of BCM in an organization. The above success factors need to be 

evaluated regularly against to best practices and day-to-day practice of the organization.   

According to Abdullah, et,al.  (2015), there are four main factors that affect BCM organization, 

people, process, and technology. Organizations with lack of policy, unable to allocate adequate 

budget, not creating awareness among employees and fail to get compliance certification from 

recognized body. People are one of the key part of the overall planning and execution of BCM 

initiatives. They are the vital resources for crisis management and business recovery. People are 

the one who actually manage the BCM process and manage appropriate communication among 

stakeholders. People are mostly associated to their skill, role and responsibility, and training. 

Process refers to the recovery process that specified and documented in the BCP. It is a set of 

activities performed to ensure the responds to any incident in a planned and rehearsed way and 

achieve the objective set. Processes that lack the recovery requirements will results the failure of 

recovery action. The process is evaluated in term of their completeness, complexity, adequacy, 

and the simplicity. Technology comprises any hardware, software, or infrastructure that provided 

by the organization to support and enable the recovery processes to ensure business continuity. 

The deliveries of online services are very dependent on the continuity of information technology 

systems. Technology is evaluated based on easy to use, sufficient, reliable, and up to date to enable 

recovery action.                
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The ever-increasing usage of ICT in the current marketing arena and the dependency of banks in 

the electronic services, it has become mandatory for the banking industry to prepare for the worst 

by having business continuity plan (BCP) in place. BCP is an iterative process that involves 

business risk and impact analysis, preparation of required emergency procedures, testing and 

auditing recovery procedures, staff training and awareness of recovery procedures, updating of 

business continuity plan (Shirshendu, et.al, 2013).Preparing a business continuity plan (BCP) 

helps an organization to survive in the time of such crisis natural disasters, accidents, and infectious 

diseases (Jingye & Takehiro, 20016). Assuring the continuity of the business is the outcome of the 

business continuity planning and keeps the organization’s reputation, customer confidence, and 

meets interested parties’ expectation. This also makes the organization competitive in this 

cotemporary market. 

In the process of BCP formulation, a business impact analysis (BIA) is conducted in the first place, 

where targets, activities, and impacts related to business continuity are clarified and subsequent 

risks are identified. Then, systems and facilities on which priorities of restoration should be placed 

are selected and restoration procedures are designed (Jingye & Takehiro, 20016).The preparedness 

of the organization is the indication of the organization’s familiarity with different risk avoidance 

and recovery approaches, such as maintaining business continuity plans, establishing crisis 

management teams and develops key personnel redundancy. The business continuity plans should 

be regularly updated, rehearsed, and tested. Organizational preparedness includes readiness of 

alternative sites; a well prepared and tested recovery plans, and redundancy of critical resources 

(Bakar, et al., 2015). 

The following should be clearly identifiable within each plan (ISO/IEC 22301): 

 Purpose and scope 

 Objectives and measures of success in terms of prioritized activities 

 Activation criteria and procedures 

 Implementation procedures 

 Roles, responsibilities, and authorities 

 Communication requirements and procedures 

 Internal and external interdependencies and interactions 
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 Resource requirements 

 Information flow and documentation processes 

The following are the indicatives of BCM effectiveness (ISO/IEC 22301:2012).   

 Key products and services are identified and protected, ensuring their continuity  

 An incident management capability is enabled and provides an effective response 

 The organization’s understanding of itself and its relationships with other organizations, 

relevant regulators or government departments, local authorities and the emergency  

services is properly developed, documented and understood  

 Regular exercising ensures that staff are trained to respond effectively to an incident or 

disruption 

 Requirements of interested parties are understood and able to be delivered 

 Staff receive adequate support and communications in the event of a disruption 

 The organization’s supply chain is secured 

The following two scenarios can show how BCM can mitigate business disruption. Figure 2.2 

shows how sudden disruption can be mitigated through effective BCM.    

 

 

 

 

 

Figure 2.3 shows how gradual disruption can be mitigated through effective BCM. 

 

 

 



23 
 

 

 

 

 

 

 

 

 

 

 

Figure 2.3: Illustration of BCM being effective for sudden disruption 
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Figure 2.4: Illustration of BCM being effective for gradual disruption (e.g. approaching 

pandemic) 

2.8 RELATED STUDIES 

Musonda Simwayi (2008) in his study, titled “An investigation into the effectiveness of business 

continuity plans for commercial banks in Zambia” aimed to investigate the effectiveness of 

business continuity plans in Zambia’s commercial banks. The researcher used qualitative and 

quantitative methods to address the objective. The researcher found that all of them have business 

continuity plans except two banks. The researcher also discovered that BCP in eight banks are 

ineffective and BCP personnel from twelve commercial banks were not adequately trained to 

handle BCM programs. The researcher concludes, as they did not have a clear understanding of 

BCM international standards. Therefore, the researcher recommends adopting a more holistic 

approach to BCM and its relevance to the strategic and operational aspect of the banks and 

adequate allocation of resources to the BCM programs.   

Ashish Mahal (2008) in his study, titled “Business continuity management maturity model for 

banks in UAE” aimed to develop a maturity model for banks in UAE that can serve as a basis for 

analysis tool. This will help to have an in-depth knowledge of an organization’s BCM process, 

comparing themselves with other similar organizations and provide insight on how to enhance 
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their BCM process. The BCM model developed by the researcher is based on the existing maturity 

model, i.e. Business Continuity Model for Banks in India (Mohan & Rai, 2006), Maturity Model 

for the implementation of Software Process Improvement (Wilson, Noazi & Zowghi,2003), 

Business Process Orientation (BPO) Maturity Model (SEI, 2002), CMM & CMMI models for 

Software Process Improvements , GPIS Model (Alshawi & Saleh, 2005). The researcher used 

survey to collect data. The researcher found out the rising pressure from the regulators and 

competitions, organizations in UAE are beginning to pay attention to BCM. Compliance too 

industry standards and regulators drive the decision on the scope of BCM, an organization intends 

to implement. The researcher recommends using the developed maturity model to analyze the 

organization’s maturity level and aid organizations on how to achieve their target maturity level.       

Daniel Kofi Antwi (2011) in his study, titled “Business continuity for financial institutions a case 

study of sg-ssb limited” aimed to affirm the relevance of business continuity plan to financial 

institutions. The researcher has done investigation of the existence of business continuity plan in 

Societé Generalé Social Security Bank (SG-SSB) Limited in Ghana. The researcher used 

questionnaire and oral interview with BCP manager for data collection. The researcher found that 

SG-SSB has a business continuity plan in place that covers its major operation based on specific 

scenarios or incidents. The researcher revealed company’s board of directors, senior management, 

BCP manager, and including some staffs developed the BCP. The researcher found that the bank 

has communication channels in place to train and inform staff so that they know their obligations 

and there is a program to test the plan periodically in order to review and update the plan. The 

researcher concludes and recommends it is a priority for the bank to have BCP to meet pressures 

and demands in the financial industry.  

Ihab Hanna S. Sawalha (2011) in his study “Business Continuity Management and Strategic 

Planning: the Case of Jordan” aimed to develop an understanding of the significance of placing 

BCM in the context of strategic planning. The researcher used interviewer-administered 

questionnaires that were conducted with general managers and other key managers from Jordanian 

organizations, including banking insurance, industrial and services sectors. The researcher found 

that 80.9% of the surveyed organizations in Jordan used BCM but 51.8% of the surveyed 

organizations had BCM placed in the context of strategic planning. 48.2% of the surveyed 

organizations did not have BCM placed in the context of strategic planning. The researcher found 
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factors that were obstacles in some Jordanian organizations, such as cost of implementation, lack 

of skilled human resources, fear of culture change, lack of senior management support, and illusion 

of invulnerability. There are also some encouraging factors founded by the researcher, such as to 

protect and maintain customers, to minimize risk, to ensure long-term survival of the organization, 

to understand the business environment and environmental relations, and the need to prepare for 

the unexpected disasters and crises. The researcher recommends issues that can help to raise BCM 

to strategic level and support the existence of an integrated framework for BCM and Strategic 

planning.  These are BCM as a responsibility of senior management, the participation of all 

business areas in BCM, the comprehensiveness of BCM and the effectiveness of the BCM 

approach. The researcher also recommend organization should make vulnerability assessment and 

analysis in order to improve their understanding of their weaknesses that can stimulate the 

development of further actions and will encourage the integration of BCM and Strategic planning. 

2.9 Business Continuity Management in Ethiopian Banks 

There are some studies related to information security and disaster recovery. These are, Practices, 

Challenges, and Prospects of Information Security Policy in Ethiopian Banking, Industry 

Assessment of IT Disaster Recovery Practices in Ethiopian Commercial Banks and Information 

Security Management Framework for Banking Industry in Ethiopia. However, none of them deals 

with information system continuity management in Ethiopian banking sector. Therefore, this 

research can be considered the first research in this field to study the status of BCM in Ethiopian 

banks and its effectiveness from information system perspective.   

2.10 Chapter Summary 

Current trends in information security are changing from IT security towards a broader and more 

business focused concern for the protection of information. The ultimate goal of information 

security is not only keep the confidentiality, integrity and availability of information but also 

deliver real business benefits.  Effective information security cannot be implemented efficiently 

without being concerned on the information security development. Information security 

development includes information security plan, information security awareness, quality training 

program, information security policies and procedures, and organizational culture. 
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The increasing rate of incidents, whether it is natural or manmade, which is happening every day 

in the world encourages organizations to adopt and customize their own business continuity 

management system in order to get prepared for the worst possible disruption. The ever-increasing 

usage of ICT in the current marketing arena and the dependency of banks in the electronic services, 

it has become mandatory for the banking industry to prepare for the worst by having business 

continuity plan (BCP) in place.  

Disaster recovery is part of business continuity, and deals with the immediate impact of an event. 

Recovering from a server outage, security breach, or hurricane, whether it is manmade or natural 

disaster, all fall into this category. However, business continuity has to do with keeping the 

company running, regardless of the potential risk, threat, or cause of an outage. Disaster recovery 

planning is typically a subset of business continuity planning because it deals with stopping the 

effects of the disaster or event. 

 

 

 

CHAPTER THREE 

RESEARCH METHODOLOGY 

3.1 INTRODUCTION 

This chapter presents the research design and methodologies that the researcher used to analyze 

the current practices of continuity management in commercial bank of Ethiopia information 

system. In this chapter the research design, research data, data collection, research population, and 

research sample are discussed. In addition, this chapter discusses research instrument, pilot study, 

reliability, and validity.        

3.2 RESEARCH DESIGN           

Research design is the overall plan or framework for the study. It is used as a guide to identify 

what data is required and what method is going to be used to collect and analyze the collected data. 
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In order to find answers for the research question. A descriptive research studies are those studies 

that are concerned on the describing of the existing trend of particular organization (Kothari, 2004) 

This research has used the descriptive survey, which tries to describe and assess the factors that 

affect the business continuity management of Commercial Bank of Ethiopia’s information system 

from information security perspective. This approach satisfies the research goal in order to 

compare and evaluate the results against with the standards and best practices. 

The researcher used survey research method involving the use of BCMS self-administer 

questionnaire, prepared by BSI UK group with some amendment, to collect data in a systematic 

manner. Data that is necessary to answer the research question were collected and has quantitative 

nature.  

3.2.1 RESEARCH APPROACH 

Quantitative research is an approach for testing objective theories by examining the relationship 

among variables (Creswell, 2014).The researcher used a quantitative research approach to identify 

the relationship between dependent and independent variables. 

Quantitative research generates by large-scale survey research, using methods such as 

questionnaire or structure interviews. It is better to reach more people within a short period than 

qualitative research (Dawson, 2002). The approach is suitable to collect, organize and analyze 

numerical data using statistical procedures.     

3.2.2 STUDY SETTING 

The study took place at Commercial Bank of Ethiopia head office information system division. 

Commercial bank of Ethiopia is one of the largest governmental banks in Ethiopia with fifteen 

district and more than one thousand branches throughout the country and four branches in south 

Sudan. Around 80% of the branches are online. Among the banks in Ethiopia, CBE is one of the 

leaders in the use of technology. As indicated in CBE website,2 currently CBE has more than 13.3 

million account holders and the number of Mobile and Internet Banking users also reached more 

                                                           
2www.combanketh.et, July 27/2017 

http://www.combanketh.et/
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than 1,352,000 as of September 30th 2016 (68% active users). Active ATM cardholders 

reached more than 3 million (61% active users). 

3.2.3 SAMPLE SELECTION 

The target population is senior information system employees and managements. The researcher 

has used purposive sampling. The researcher purposely took the total population of information 

system senior and management staffs in head office. The head office senior information system 

employees are the one who design and implement, and administrate the information technology. 

They are responsible for the daily smooth operation of the overall information system. The 

population of this study is the commercial bank of Ethiopia’s information system head office staffs 

only, because the targeted population only exists in the head office. The research focused on IS 

Security, IS Audit, e-payment, Infrastructure and Application management staffs. The researcher 

selects these departments because their daily activities directly affect the organizations 

performance and their practices related to information system continuity can save loss of revenue 

that may happen and help the organizations to retain customer for long time. 

3.3 DATA COLLECTION 

There are two types of data, primary and secondary. In this research, the researcher used both type 

of data. Primary data is a type of data that is collected directly by the researcher for the purpose of 

this research. Like, questionnaire that was distributed to the bank information system staff. 

Secondary data is a kind of data collected by other researchers for their research purpose. In order 

to address the theoretical part of the study the researcher used secondary sources. Such as books, 

journals, articles, websites and technical reports. 

The researcher distributed the questionnaire to the bank staff, and asked their willingness to fill 

the questionnaire and then data from the questionnaire was received. Thirty-seven questionnaires 

distributed and thirty-three questionnaires were returned from the bank CBE IS staffs. Therefore, 

the total response rate for this questionnaire was 89.2%, which is acceptable response rate. The 

questionnaire was developed based on international standards and best practices of business 

continuity management (ISO/IEC 22301:2012). Furthermore, some adjustment and refinements 

were made. Several changes were applied before the final edition of the questionnaire was 

developed and the supervisor approved every change.  
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The bank IS staff were asked if they are willing to fill in the questionnaire. The process took several 

days and staffs were contacted several times to fill the questionnaire.  

3.4 DATA ANALYSIS 

Quantitative data analysis techniques were used for generating frequencies and percentage. The 

Statistical Package for Social Science (SPSS) software was used to analyze this research data. 

Descriptive statistical tests such as percentage and frequency were used to analyze the collected 

data and represent the data in meaningful figures.  

3.5 PILOT STUDY 

To conduct pilot study six questionnaire were distributed to three Ethiopian banks in order to get 

feedback and insure that questionnaire was clear and understood. After done some changes related 

to the options based on the result from pilot study, the researcher had distributed the questionnaire 

to the Commercial Bank of Ethiopia’s employees of the population. Therefore, the total number 

of questionnaire subjected to the study and the statistical analysis in chapter four are 33 

questionnaires representing of the study population. The detailed will be studied in the next chapter 

of the study.    

3.6 RELIABILITY AND VALIDITY 

Reliability is the degree to which an assessment tool produces the same and consistent results. In 

order to test and evaluate the research questionnaires consistency level and its results if it will be 

distributed several times to the same conditions. Research instruments were derived from 

international business continuity management standards and best practices. Therefore, the research 

instrument could measure what it intent to measure. The modifications and adjustments on the 

instrument were made and discussed with my research advisor. Furthermore, questionnaire was 

refined and all the advices were taken in order to make sure the research instrument could achieve 

the research objective. Before the research instruments were distributed to CBE’s IS staff, my 

advisor confirmed the final version. 

3.7 CHAPTER SUMMARY 

This chapter has given an overview on the research methodology, research data, data collection, 

research population, and sample. In addition, it highlights the benefits of pilot study and reliability 



31 
 

of the instrument and its validity. Quantitative research approach was found suitable to conduct 

the study. Self-administered questionnaire were used for data collection. The collected data 

analyzed using SPSS statistical software in order to achieve research objective. The next chapter 

covered the statistical techniques used to analyze the collected data to answer the research 

objective.   

 
 

 

 

CHAPTER FOUR 

DATA ANALYSIS AND DISCUSSION 

4.1 INTRODUCTION 

This chapter presents the findings followed by discussion. The results section report findings of 

the study based on the methodology applied to gather information. The discussion is to interpret 

and describe the significance of the findings against to research question.  

4.2 RESPONDENT’S DEMOGRAPHIC CHARACTERISTICS 

This section introduces the descriptive statistics of the study respondent’s characteristics. These 

sample characteristics include their job title, gender, qualification, and work experience. This 

descriptive statistical analysis was done using the available data in the first part of the study 

questionnaire. This indicates that the respondents IT profession and their experience related to 

information system.  

4.2.1 RESPONDENTS’ GENDER: 

 

Table (4-1): 

Respondents’ Gender Representation 

  

Gender  Frequency Percent (%) 
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Male 26 78.8 

Female 7 21.2 

Total 33 100.0 

 

Table (4-1) illustrates that (21.2%) of the respondents are female, while (78.8%) of them are male. 

It is clear from this result that the males’ proportion is greater than the females’ one. This reflects 

the limitation of the women participation among the information system workforce.     

 

 

4.2.2 RESPONDENTS’ LEVEL OF QUALIFICATION: 

Table (4-2): 

Respondents’ Level of Qualification Representation  

Level of Qualification Frequency Percent (%) 

Diploma  0 0.0 

Degree 23 69.7 

Master’s 10 30.3 

PhD 0 0.0 

Total  33 100.0 

Table (4-2) illustrates that (69.7%) of the respondents are having the bachelor degree, and (30.3%) 

of them having the master’s degree.  From the result it is clear that most of the respondents are 

well educated and having bachelor and master’s degree.  

4.2.3 RESPONDENTS’ JOB TITLE: 

Table (4-3): 

Respondents’ Job Title Representation 

Job Title Frequency Percentile (%) 
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Network and Server Administrator 9 27.3 

Datacenter Administrator 4 12.1 

 IS Security Specialist 4 12.1 

IT auditor  4 12.1 

Application Administrator 4 12.1 

Intranet and Database Administrator 4 12.1 

E-payment technical Administrator 4 12.1 

Total  33 100.0 

Table (4-3) illustrates that (27.3%) of the respondents are network and server administrators, 

(12.1%) of them are security specialists administrators, (12.1%) of them are datacenter 

administrators, (12.1%) of them are security audit specialists, (12.1%) of them are application 

administrators, (12.1%) of them are intranet and database administrators, while (12.1%) of them 

are e-payment technical administrators. This reflects the diversity of the respondents and their 

relation with the information system department.    

4.2.4 RESPONDENTS’ WORK EXPERIENCE: 

Table (4-4): 

Respondents’ Work Experience Representation  

Work Experience Frequency Percent (%) 

1-5 years 5 15.2 

5-10 years 17 51.5 

10-15 years 10 30.3 

Above 15 years 1 3.0 

Total   100.0 
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Table (4-4) illustrate that (15.2%) of the respondents have experience less than (5) years, and 

(51.5%) of them have experience between (5) and (10) years, (30.3%) of them have experience 

between (10) and (15) years, while (3.0%) of them have experience more than (15) years. This 

clarifies that half of the respondents have experience less than (10). This means that the 

respondents have a good experience in their working field. 

4.2.5 RESPONDENTS’ DEPARTMENT: 

Table (4-5): 

Respondents’ Department Representation 

Department  Frequency  Percent % 

IS Security  4 12.1 

IS Audit  4 12.1 

E-payment management 4 12.1 

Infrastructure management 17 51.5 

Application management 4 12.1 

Total  33 100.0 

 

Table (4-5) illustrates that (12.1%) of the respondents are from the IS Security, and (12.1%) of 

them are from the IS Audit, and (12.1%) of them are from the E-payment, and (51.5%) of them 

are from the Infrastructure Management, while (12.1%) of them are from the Application 

management. This result reflects the number of participants from each department. This indicates 

that information was collected from both administrative and technical perspectives, which is very 

important for this research because it study the business continuity from management side. 

4.3 DATA ANALYSIS 

Statistical package for social science (SPSS) software was used to analyze data obtained through 

questionnaire.  

The “Yes”, “Partial”, “No”, options were used to identify the level of the independent variable 

practiced by the CBE IS department and encoding the questionnaire. The three options are used to 
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indicate the level of the CBE business continuity practices from fully implementation to rarely 

practiced items in the ISO or completely not practiced. The following table (4-6) clarifies the 

options.  

Table (4-6): Options 

Options Yes Partial No 

Meaning 

The organization is  

Performing well and 

consistently  

The organization is 

not doing it 

consistently   

The organization is 

not performing at all   

 

Responses frequency and percentile for each independent variables and every section was 

calculated by SPSS. The application and effectiveness level of each independent variable and 

section were identified by classifying the response frequency and percentile of the options.  

4.4 ANALYSIS OF BUSINESS CONTINUITY MANAGEMENT ITEMS 

The seven elements of business continuity management (ISO/IEC 22301:2012). These elements 

are as follows:  

I. Context of the organization: this area contains (9) items  

a. The organization and its context 

b. Needs and expectations of interested parties 

c. Scope of the BCMS 

II. Leadership: this area contains (5) items 

a. Leadership and management commitment 

b. Business Continuity Management (BCM) policy 

III. Planning : this area contains (4) items 

a. Risks and opportunities of BCMS implementation 

b. Business continuity objectives 

IV. Support : this area contains (8) items 

a. BCMS resources and competence 
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b. Awareness and communication 

V. Operation : this area contains (47) items 

a. Operational planning and control 

b. Business Impact Analysis (BIA) 

c. Risk assessment and treatment 

d. Business continuity strategy(plan) 

e. Establishing and implementing BC procedures 

f. Incident Response Structure (IRS) 

g. Incident communications and warnings 

h. Business continuity response and recovery plans 

i. Exercising and testing 

VI. Performance evaluation : this area contains (12) items 

a. Monitoring, measurement and evaluation 

b. Internal audit 

c. Management review 

VII. Improvement: this area contains (2) items 

a. Corrective action and continual improvement 

Tables (4-7) to (4-28) illustrate the results using frequency and percentage in analyzing each item 

in the fields of business continuity management.  

Context of the organization: this area contains (9) items  

a. The organization and its context  

b. Needs and expectations of interested parties  

a. Scope of the BCMS 

The following Table (4-7) to Table (4-9) present about context of the organization and the 

respondents’ response with related to this section items. There are three subsections within the first 

section.       

4.4.1.1.1 SECTION ONE: CONTEXT OF THE ORGANIZATION 

Table (4-7): 

Frequency and percentage of the first section’s subsection: The organization and its context 
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 The organization and its context 

NO Items (Questions) Yes Partial No Total 

1 

Have the issues that will drive the 

(Business continuity management 

system) BCMS been defined 

N 14 15 4 33 

% 
42.4 45.5 12.1  

2 

 

Has the environment within which the 

BCMS will operate (internal & 

external), and the expected outcomes 

of the system, been identified 

N 15 12 6 33 

% 
45.5 36.4 18.9  

3 

Has an appropriate and repeatable risk 

assessment method and the acceptable 

levels of risk been defined and 

documented 

N 12 10 9 31 

% 

38.7 32.3 29.0  

Total 41 37 19 97 

Average Percentage 42.3% 38.1% 19.6%  

 

Table (4.7) shows the respondents’ opinions towards the items of the first subsection of “Context 

of the organization” which is “The organization and its context”. 

Regarding the organization and its context 42.3% of the respondents agree that the organization 

identify and define the organization and its context variable. However, as shown in table (4.7) 

45.5% of the respondents indicate that the issues that drive the business continuity management 

system is partially addressed.   

Table (4-8): 

Frequency and percentage of the first section’s subsection: Needs and expectations of 

interested parties 

Needs and expectations of interested parties 
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No Items (Questions) Yes Partial No Total 

1 

 

 

Is there a procedure in place to identify, document 

and maintain information on the applicable legal 

and regulatory requirements for the BCMS? 

N 13 5 14 32 

% 40.6 15.6 43.8  

 

2 

Have these legal, regulatory, and other 

requirements been communicated to affected 

employees and identified interested parties? 

N 7 9 15 31 

% 22.6 29.0 48.4  

Total 20 14 29 63 

Average Percentage 31.7% 22.2% 46.0%  

 

Table (4.8) shows the respondents’ opinions towards the items of the second subsection of 

“Context of the organization” which is “Needs and expectations of interested parties”. 

Concerning needs and expectations of interested parties as shown in table (4.8) 46.0% of the 

respondents agree on the lack of documented information on the applicable legal and regulatory 

requirement for BCMS and communicated to affected employees and interested parties.  

Table (4-9): 

Frequency and percentage of the first section’s subsection:  Scope of the BCMS 

Scope of the BCMS 

No Items (Questions) Yes Partial No Total 

1 

Is the scope of the BCMS clear and documented?  N 7 13 11 31 

% 22.6 41.9 35.9  

2 

 

Have options for risk treatment been identified and 

evaluated? 

N 13 12 8 33 

% 39.4 36.4 24.2  
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3 

 

 

Does the scope define the BCMS in terms of its 

extent, purpose, deliverables, needs, and 

expectations in a way that is appropriate to the 

organization? 

N 12 13 7 32 

% 37.5 40.6 21.9  

4 

 

 

Is there any exclusion from scope, and if so is it in 

an area that will not affect the organization’s 

ability to provide continuity of operations? 

N 13 6 10 29 

% 44.8 20.7 34.5  

Total 45 44 36 125 

Average Percentage 36.0% 35.2% 28.8%  

 

Table (4.9) shows the respondents’ opinions towards the items of the third subsection of “Context 

of the organization” which is “Scope of the BCMS”. 

As displayed in table (4.9) 36.0% of the respondents indicate scope of the BCMS clearly define 

the purpose, deliverables, and any exclusion from the scope that does not affect the continuity of 

the organization’s operations. On the other hand, 41.9% of the respondents partially agree on the 

availability of the documented scope of BCMS. In addition, 40.6% of the respondents partially 

agree on the defined BCMS in terms of its extent, deliverable, needs and expectation in a way that 

is appropriate to the organization.  

In general, context of the organization has three subsections from which needs and expectations 

of interested parties is not addressed. As displayed in table (4.8), 46.0% of the respondents indicate 

that there is no legal and regulatory requirements and these requirements are not communicated 

with affected employee and interested parties. However, there is positive things regarding to the 

driving force of BCM and the identified internal and external working environment of BCM and 

expected outcome. From table (4.7), (4.8) and (4.9) respondents response the overall result 36.7% 

of the respondents show that there is positive things on understanding of the organization’s context.  

The following Table (4-10) to Table (4-11) present about Leadership and the respondents’ 

response with related to this section items. There are two subsections within the second section.   
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4.4.1.1.2 SECTION TWO: LEADERSHIP 

Table (4-10): 

Frequency and percentage of the second section’s subsection:  Leadership and 

management commitment 

Leadership and management commitment 

No Items (Questions) Yes Partial No Total 

1 Is the organization’s leadership commitment to 

BCM visible and repeated? 

N 13 13 7 33 

% 39.4 39.4 21.2  

2 Is there a policy, program and roles to evidence 

top management commitment to the BCMS?  

N 15 9 8 32 

% 46.9 28.1 25.0  

3 Has top management been appropriately 

involved in the BCMS implementation and 

review through a formal management review 

process?  

N 14 11 7 32 

% 43.8 34.4 21.9  

Total 42 33 22 97 

Average Percentage 43.3% 34% 22.7%  

 

Table (4.10) shows the respondents’ opinions towards the items of the first subsection of 

“Leadership” which is “Leadership and management commitment”. 

In relation to leadership and management commitment in table (4.10) 43.3% of the respondents 

indicate that as there is a management commitment for the BCMS and there is evidences that show 

their commitment related to policy, program and roles of BCMS and their involvement in the BCM 

implementation and review through a formal management review process. Nevertheless, as shown 
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in table (4.10) in relation to item (1) 39.4% of the respondents partially agree on the visibility and 

repeatability of the organization’s leadership commitment to BCMS.    

Table (4-11): 

Frequency and percentage of the second section’s subsection: Business Continuity 

Management (BCM) policy 

Business Continuity Management (BCM) policy 

No Items (Questions) Yes Parti

al 

No Tot

al 

1 Is there an established BCM policy that is 

appropriate, maintained, communicated, and 

documented?  

N 14 8 11 33 

% 42.4 24.2 33.3  

2 Is the policy available to employees and all 

interested parties identified? 

N 5 13 15 32 

% 15.2 39.4 45.5  

Total 19 21 26 66 

Average Percentage 28.8

% 

31.8

% 

39.4

% 
 

 

Table (4.11) shows the respondents’ opinions towards the items of the second subsection of 

“Leadership” which is “Business Continuity Management (BCM) policy”. 

Among the total respondents as shown in table (4.11) 39.4% of them indicate that there is no 

business continuity management policy in the organization. However as displayed in item (1) 

42.4% of the respondents agree on the availability of a documented BCM policy that is appropriate 

to the organization. Nevertheless, 45.5% of the respondents on item (2) indicate that it is not 

available to employees and interested parties.   

In general, in the section of the leadership there are two sections: Leadership and management 

commitment, and BCM policy. In the first subsection in table (4.10) 43.3%the respondents 

response show that there is management commitment related to BCM but in table (4.11) 40% of 
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the respondents show that there is no BCM policy which is available to employee and interested 

parties. From table (4.10) and (4.11) respondents response the overall result 36.25% of the 

respondents show that positive leadership commitment.  

The following Table (4-12) to Table (4-13) presents about Planning and the respondents’ response 

with related to this section items. There are two subsections within the third section. 

4.4.1.1.3 SECTION THREE:  PLANNING 

Table (4-12): 

Frequency and percentage of the third section’s subsection: Risks and opportunities of 

BCMS implementation 

 

Risks and opportunities of BCMS implementation 

No Items (Questions) Yes Partia

l 

No Tot

al 

1 Has an analysis of the threats and opportunities that may 

impact the implementation of the BCMS been 

conducted? 

N 14 8 11 33 

% 42.2 24.2 33.3  

2 Has a plan to manage the risks and opportunities of the 

BCMS implementation been developed and actioned?  

N 11 11 11 33 

% 33.3 33.3 33.3  

Total 25 19 22 66 

Average Percentage 37.9

% 
28.8% 

33.3

% 
 

 

Table (4.12) shows the respondents’ opinions towards the items of the first subsection of 

“Planning” which is “Risks and opportunities of BCMS implementation”. 

From the total respondents as shown in table (4.12) 37.9 % of them indicate that the threat and 

opportunity of the BCMS implementation analysis been conducted and risk management as well 

as opportunities of the BCMS implementation been developed and actioned.    
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Table (4-13): 

Frequency and percentage of the third section’s subsection: Business continuity objectives 

Business continuity objectives 

No Items (Questions) Yes Partial No Total 

1 Have measurable business continuity (BC) 

objectives been established, documented and 

communicated throughout the organization? 

N 11 13 9 33 

% 33.3 39.4 27.3  

2 Is the achievement of these objectives evaluated 

by both internal audit and the management 

review? 

N 9 11 12 32 

% 28.1 34.4 37.5  

Total 20 24 21 65 

Average Percentage 30.8% 36.9% 32.3%  

 

Table (4.13) shows the respondents’ opinions towards the items of the second subsection of 

“Planning” which is “Business continuity objectives”. 

In relation to business continuity objective, from the total respondents as displayed in table (4.13) 

36.9% of them show that business continuity objective is partially established, documented and 

evaluated by internal audit and management review. However, 37.5% of the respondents show that 

achievement of the objectives is not evaluated by internal audit and management review.  

In general, the organization planning concerning BCM as shown in table (4.12) and (4.13) the 

respondents response show that 34.35% of the respondents agree that the planning requirements 

been done in order to assure the business continuity.     

The following Table (4-14) to Table (4-15) present about Support and the respondents’ response 

with related to this section items. There are two subsections within the fourth section. 

4.4.1.1.4 SECTION FOUR:  SUPPORT 

Table (4-14): 



44 
 

Frequency and percentage of the fourth section’s subsection: BCMS resources and 

competence 

 

Table (4.14) shows the respondents’ opinions towards the items of the first subsection of “Support” 

which is “BCMS resources and competence”. 

Concerning BCMS resources and competence as shown in table (4.14) 44.6% of the respondents 

indicate that there is no adequate resources for BCMS and competent BC roles. However, there is 

equal number of “Yes” and “No” respondents for the item (4) in table (4.14).  

Table (4-15): 

Frequency and percentage of the fourth section’s subsection: Awareness and 

communication 

Awareness and communication 

BCMS resources and competence 

No Items (Questions) Yes Partial No Total 

1 Are roles within the BCMS clearly defined?  N 11 8 14 33 

% 33.3 24.2 42.4  

2 Is the BCMS adequately resourced?  N 13 6 14 33 

% 39.4 18.2 42.4  

3 Is there a process defined and documented for 

determining competence for BCMS roles? 

N 13 6 13 32 

% 40.6 18.8 40.6  

4 Are those undertaking BC roles competent, 

and is this competence documented 

appropriately?  

N 9 6 17 32 

% 28.1 18.8 53.1  

Total 46 26 58 130 

Average Percentage 35.4% 20% 44.6%  
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N

o 

Items (Questions) Yes Parti

al 

No Tota

l 

1 Is everyone within the organization’s control 

aware of the importance of the BCM policy, their 

involvement in implementing it and their role in a 

disruption? 

N 5 14 14 33 

% 

15.2 42.4 42.4  

2 Has a communication needs analysis been 

conducted for the BCMS? 

N 8 12 10 30 

% 26.7 40.0 33.3  

3 Have procedures been confirmed and facilities 

made available for communicating incidents? Are 

they regularly tested with results recorded? 

N 7 12 14 33 

% 
21.2 36.4 42.4  

4 Is appropriate documentation created, maintained, 

and controlled to demonstrate the effectiveness of 

the BCMS? 

N 3 17 13 33 

% 
9.1 51.5 39.4  

Total 23 55 51 129 

Average Percentage 17.8

% 

42.6

% 

39.5

% 

 

 

Table (4.15) shows the respondents’ opinions towards the items of the second subsection of 

“Support” which is “Awareness and communication”. 

Regarding table (4.15) from the total respondents, 42.6% of them partially agree, as there is 

awareness and communication in the organization. However, 42.4% do not believe on the 

existence of BCM policy and their involvement in the implementation of it and their role in a 

disruption. In addition, 42.4% of the respondents agree on the lack of facilities for communicating 

incident and not tested regularly with results recorded. 
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In general, from the total respondents as show in table (4.14) and (4.15) 42.1% of the respondents 

show that there is no support for BCM resource and competence as well as awareness creation and 

communication.     

The following Table (4-16) to Table (4-24) presents about Operation and the respondents’ 

response with related to this section items. There are nine subsections within the fifth section. 

4.4.1.1.5 SECTION FIVE:  OPERATION 

Table (4-16): 

Frequency and percentage of the fifth section’s subsection: Operational planning and 

control  

Operational planning and control 

No Items (Questions) Yes Partial No Total 

1 Have you devised and implemented a 

program to ensure the BCMS achieves its 

outcomes? 

N 7 9 16 32 

% 21.9 28.1 50.0  

2 Has there been analysis of the threats to 

any outsourced processes and their impact 

on achieving BCMS and recovery time 

objectives? 

N 9 6 16 31 

% 29.0 19.4 51.6  

Total 16 15 32 63 

Average Percentage 25.4% 23.8% 50.8%  

 

Table (4.16) shows the respondents’ opinions towards the items of the first subsection of 

“Operation” which is “Operational planning and control”. 

Among the total respondents as shown in table (4.16) 50.8% of them indicate that there is no an 

implemented program and plan to ensure the BCMS achieves its outcomes and analysis of the 

threats to any outsourced processes and their impact on  achieving BCMS and recovery time 

objective.   
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Table (4-17): 

Frequency and percentage of the fifth section’s subsection: Business Impact Analysis 

(BIA) 

Business Impact Analysis (BIA) 

No Items (Questions) Yes Parti

al 

No Tot

al 

1 Is there a formal and documented process for 

understanding the organization through a BIA?  

N 10 8 15 33 

% 30.3 24.2 45.5  

2 Is there a formal process for determining continuity 

objectives based on understanding the impact of 

disruptive incidents?  

N 14 5 14 33 

% 42.4 15.2 42.4  

3 Does the BIA enable prioritization of time frames 

for resuming each activity (Recovery Time 

Objectives)?  

N 14 5 14 33 

% 42.4 15.2 42.4  

4 Have minimum acceptable levels for resuming 

activities been identified? 

N 10 8 9 27 

% 37.0 29.6 33.3  

Total 48 26 52 126 

Average Percentage 38.1

% 

20.1

% 

41.3

% 
 

 

Table (4.17) shows the respondents’ opinions towards the items of the second subsection of 

“Operation” which is “Business Impact Analysis (BIA)”.  

As displayed in table (4.17) from the total respondents 41.3% of them show that there is lack of 

formal and documented process for understanding the organization through Business Impact 

Analysis (BIA). However, 37.0% of the respondents as shown in table (4.17) indicate that the 

minimum acceptable levels for resuming activities been identified.  
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Table (4-18): 

Frequency and percentage of the fifth section’s subsection: Risk assessment and 

treatment 

Risk assessment and treatment 

N

o 

Items (Questions) Yes Parti

al 

No Tota

l 

1 Is there a formal risk assessment process for 

analyzing the risk of disruptive incidents?  

N 15 11 7 33 

% 45.5 33.3 21.2  

2 Does this risk assessment method identify risk 

treatments appropriate to BC objectives?  

N 12 12 9 33 

% 36.4 36.4 27.3  

3 Is there evidence of prioritizing risk treatments with 

costs identified? 

N 12 8 13 33 

% 36.4 24.2 39.4  

Total 39 31 29 99 

Average Percentage 39.4

% 

31.3

% 

29.3

% 
 

 

Table (4.18) shows the respondents’ opinions towards the items of the third subsection of 

“Operation” which is “Risk assessment and treatment”.  

As shown in table (4.18) from the total respondents 39.4% of them indicates the existence of risk 

assessment process for analyzing the risk of disruptive incidents. Nevertheless, in table (4.18) item 

(3) 39.4% of the respondents confirm there is no evidence of prioritizing risk treatments with costs 

identified.  

Table (4-19): 

Frequency and percentage of the fifth section’s subsection: Business continuity strategy 

(plan) 

Business continuity strategy(plan) 
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No Items (Questions) Yes Partial No Total 

1 Is the BC strategy based on the outputs of the 

BIA and risk assessment?  

N 13 8 12 33 

% 39.4 24.2 36.4  

2 Does the BC strategy protect prioritized 

activities and provide appropriate continuity and 

recovery of them, their dependencies and 

resources?  

N 12 9 12 33 

% 36.4 27.3 36.4  

3 Does the BC strategy provide for mitigating, 

responding to and managing impacts?  

N 14 7 12 33 

% 42.4 21.2 36.4  

 

4 

Have prioritized time frames been set for the 

resumption of all activities?  

N 12 8 13 33 

% 36.4 24.2 39.4  

5 Have the BC capabilities of suppliers been 

evaluated?  

N 12 8 13 33 

% 36.4 24.2 39.4  

 

6 

 

 

Have the resource requirements for the selected 

strategy options been determined, including 

people, information, infrastructure, facilities, 

consumables, IT, transport, and finance and 

partner/supplier services?  

N 9 14 10 33 

% 27.3 42.4 30.3  

 

7 

 

Have measures to reduce the likelihood, 

duration, or impact of a disruption for identified 

risks been considered and implemented, and are 

these in accordance with the organization’s risk 

appetite? 

N 14 10 9 33 

% 42.4 30.3 27.3  

Total 86 64 81 231 

Average Percentage 37.2% 27.7% 35.1%  
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Table (4.19) shows the respondents’ opinions towards the items of the fourth subsection of 

“Operation” which is “Business continuity strategy (plan)”.  

As indicated in the table (4.19) 37.2% of the respondents show that BC plan is based on the output 

of BIA and BC provides a mechanism to mitigate and manage the impact. In addition, 42.4% of 

the respondents on item (7) indicate there is an activity to reduce the impact of a disruption. 

However, 39.4% of the respondents for item (4) and (5) indicate that the suppliers BC capabilities 

are not evaluated as well as there is no timeframes for resuming all activities.   

Table (4-20): 

Frequency and percentage of the fifth section’s subsection: Establishing and implementing 

BC procedures 

 

Establishing and implementing BC procedures 

No Items (Questions) Yes Partial No Total 

1 Have BC procedures been put in place to 

manage a disruptive incident, and have 

continuity activities based on recovery 

objectives been identified in the BIA?  

N 9 11 13 33 

% 27.3 33.3 39.4  

2 Are the business continuity procedures 

documented?  

N 10 8 15 33 

% 30.3 24.2 45.5  

3 Have internal and external communication 

protocols been established as part of these 

procedures? 

N 10 7 15 32 

% 31.3 21.9 46.9  

Total 29 26 43 98 

Average Percentage 29.6% 26.5% 43.9%  
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Table (4.20) shows the respondents’ opinions towards the items of the fifth subsection of 

“Operation” which is “Establishing and implementing BC procedures”.  

As shown in table (4.20) from the total respondents 43.9% of them indicate that the absence of a 

documented BC procedures to manage a disruptive incident and lack of continuity activities based 

on recovery objectives that identified in the business impact analysis. In addition, 46.9% of the 

respondents on item (3) show that there is no internal and external communication protocol as part 

of the BC procedures. 

 

Table (4-21): 

Frequency and percentage of the fifth section’s subsection: Incident Response Structure 

(IRS) 

Incident Response Structure (IRS) 

No Items (Questions) Yes Partial No Total 

1 Is there the management structure and 

trained personnel in place to respond to a 

disruptive incident?  

N 18 8 7 33 

% 54.5 24.2 21.2  

2 Does the IRS and associated procedures 

include thresholds, assessment, activation, 

resource provision and communication?  

N 13 9 10 32 

% 40.6 28.1 31.3  

3 Do the people in your IRS have the 

necessary competency to perform their 

duties, and have you kept records to 

demonstrate their competence? 

N 14 5 14 33 

% 42.4 15.2 42.4  

Total 45 22 31 98 

Average Percentage 45.9% 22.4% 31.6%  
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Table (4.21) shows the respondents’ opinions towards the items of the sixth subsection of 

“Operation” which is “Incident Response Structure (IRS)”.  

Regarding Incident Response Structure (IRS) as shown in table (4.21) 45.9% of the respondents 

indicate that there is a management structure and trained personnel in place to respond to a 

disruptive incident and the associated IRS procedure include thresholds, assessment, activation, 

resource provision and communication. However, in table (4.21) item (3) there is equal number of 

respondents related to IRS personnel competency. 42.4% of the respondents show that there are 

no competent people but the same percent of respondent agree, as there are competent people.   

Table (4-22): 

Frequency and percentage of the fifth section’s subsection: Incident communications 

and warnings 

Incident communications and warnings 

No Items (Questions) Yes Partial No Total 

1 Is there a procedure for detecting and 

monitoring incidents?  

N 16 9 8 33 

% 48.5 27.3 24.2  

 Is there a procedure for managing internal 

communications and external communications 

from interested parties during a disruptive 

incident?  

N 17 7 9 33 

% 51.5 21.2 27.3  

2 Is there a procedure for receiving and 

responding to warnings from outside agencies 

and emergency responders?  

N 13 10 9 32 

% 40.6 31.3 28.1  

 

 

3 

Is there a structure to communicate with 

emergency responders and other authorities 

during an incident, or for responding 

organizations are communications 

interoperable with others?  

N 13 14 5 32 

% 40.6 43.8 15.6  
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4 

Is there a procedure for recording vital 

information about the incident, actions taken 

and decisions made?  

N 13 9 11 33 

% 39.4 27.3 33.3  

 

5 

Is there a procedure for issuing alerts and 

warnings if appropriate?  

N 13 12 8 33 

% 39.4 36.4 24.2  

 

6 

Are the organization’s communication and 

warning systems regularly exercised, and 

records kept of the results?  

N 12 10 11 33 

% 36.4 30.3 33.3  

Total 97 71 61 229 

Average Percentage 42.4% 31.0% 26.6%  

 

Table (4.22) shows the respondents’ opinions towards the items of the seven subsection of 

“Operation” which is “Incident communications and warnings”.  

As displayed in table (4.22) 42.4% of the respondents indicate that there is a procedure for 

detecting and monitoring incidents as well as there is a good communication between internal and 

external interested parties. However, in table (4.22) item (3) 43.8% of the respondents indicate that 

the communication between emergency responders and other authorities during an incidents is 

partial.     

Table (4-23): 

Frequency and percentage of the fifth section’s subsection: Business continuity response 

and recovery plans 

Business continuity response and recovery plans 

No Items (Questions) Yes Partial No Total 

1 N 14 9 10 33 
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Are there documented plans/procedures for 

restoring business operations after an incident? 
% 42.4 27.3 30.3  

2 Do these plans reflect the needs of those who 

will use them? 

N 12 8 12 32 

% 37.5 25.0 37.5  

3 Do the plans define roles and responsibilities? N 14 7 10 31 

% 45.2 22.6 32.3  

4 Do the plans define a process for activating the 

response? 

N 15 6 9 30 

% 50.0 20.0 30.0  

5 Do the plans consider the management of the 

immediate consequences of a disruption, in 

particular the welfare of individuals, options for 

response and further loss prevention? 

N 11 9 13 33 

% 33.3 27.3 39.4  

6 Do the plans detail how to communicate with the 

various interested parties during the disruption? 

N 10 10 13 33 

% 30.3 30.3 39.4  

 

7 

Do the plans contain details on how prioritized 

activities will be continued or recovered within 

predetermined time frames? 

N 10 8 15 33 

% 30.3 24.2 45.5  

8 Is there a planned media response to an incident? N 10 9 14 33 

% 30.3 27.3 42.5  

9 Do the plans include a procedure for standing 

down the response? 

N 10 8 15 33 

% 30.3 24.2 45.5  

10 Does each plan contain the essential information 

to use it effectively? 

N 12 10 11 33 

% 36.4 30.3 33.3  



55 
 

Total 118 84 122 324 

Average Percentage 36.4% 25.9% 37.7%  

 

Table (4.23) shows the respondents’ opinions towards the items of the eighth subsection of 

“Operation” which is “Business continuity response and recovery plans”.  

In relation to business continuity response and recovery plans as shown in table (4.23) 37.7% of 

the respondents indicate that lack of recovery plans. However, in table (4.23) item (1) 42.4% of 

the respondents stated that there is a plan for restoring business operation after an incident. In 

addition, in table (4.23) item (3) 45.2% of the respondents indicate role and responsibilities are 

defined in the plan.   

Table (4-24): 

Frequency and percentage of the fifth section’s subsection: Exercising and testing 

Exercising and testing 

No Items (Questions) Yes Partial No Total 

1 

 

Have business continuity procedures been 

tested to ensure they are consistent with your 

BC objectives?  

N 8 9 16 33 

% 24.2 27.3 48.5  

2 Do top managements actively engage in testing 

and exercising the BCMS? 

N 8 7 18 33 

% 24.2 21.2 54.5  

3 

 

Are the test exercises clearly defined, 

consistent with the scope of the BCMS and 

business continuity objectives, and based on 

appropriate scenarios?  

N 7 10 16 33 

% 21.2 30.3 48.5  

4 

 

Will the test exercises that have been 

conducted over time validate the whole of the 

N 7 8 18 33 

% 21.2 24.2 54.5  
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organization’s business continuity 

arrangements?  

 

5 

Are the test exercises designed to minimize the 

risk of disruption to operations?  

N 11 8 14 33 

% 33.3 24.2 42.4  

6 Have formal post-exercise reports been 

produced for the conducted tests? 

N 10 8 15 33 

% 30.3 24.2 45.5  

7 Are the outcomes of exercises reviewed to 

ensure they lead to improvement?  

N 8 12 13 33 

% 24.2 36.4 39.4  

8 

 

Are test exercises undertaken at planned 

intervals, and when significant changes occur 

is this process documented within the BCMS? 

N 8 9 16 33 

% 24.2 27.3 48.5  

Total 67 71 126 264 

Average Percentage 25.4% 26.9% 47.7%  

 

Table (4.24) shows the respondents’ opinions towards the items of the ninth subsection of 

“Operation” which is “Exercising and testing”.  

As displayed in table (4.24) from the total respondents 47.7% of them show that lack of business 

continuity procedures exercising and testing mechanism and lack of top management involvement 

on the testing and exercising BCMS.    

In general, from the total respondents as shown in table (4.16) to (4.24) the average of the 

respondents response result (38.2%) indicate that the organization lack operational planning and 

control, not understand the organization through business impact analysis, there is no a well-

established and implemented BC procedures, BC response and recovery plan as well as exercising 

and testing.         
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The following Table (4-25) to Table (4-27) present about Performance evaluation and the 

respondents’ response with related to this section items. There are three subsections within the 

sixth section. 

4.4.1.1.6 SECTION SIX:  PERFORMANCE EVALUATION 

Table (4-25): 

Frequency and percentage of the sixth section’s subsection: Monitoring, measurement 

and evaluation 

 

 

 

Monitoring, measurement and evaluation 

No Items (Questions) Yes Partial No Total 

1 

 

Has it been determined how (i.e. metrics or KPI’s) 

and when performance of the BCMS will be 

monitored?  

N 11 9 13 33 

% 33.3 27.3 39.4  

2 

 

Has the performance and effectiveness of the 

BCMS been evaluated and documented, including 

recordings of any proactive corrective measures 

taken?  

N 8 12 13 33 

% 24.2 36.4 39.4  

3 

 

Has an appropriate procedure for monitoring the 

BCMS been documented?  

N 7 13 13 33 

% 21.2 39.4 39.4  

4 

 

 

Are reviews conducted, both periodically and when 

significant changes occur, to ensure that the 

business continuity capability is effective and 

compliant?  

N 10 7 16 33 

% 30.3 21.2 48.5  

 N 10 8 14 32 
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5 Are post-incident reviews undertaken and 

documented following disruptive incidents? 
% 31.3 25.0 43.8  

Total 46 49 69 164 

Average Percentage 28.1% 29.9% 42.1%  

 

Table (4.25) shows the respondents’ opinions towards the items of the first subsection of 

“Performance evaluation” which is “Monitoring, measurement and evaluation”.  

From the total respondents 42.1% of them as shown in table (4.25) indicate that lack of monitoring, 

measurement, and evaluation mechanism for the BCMS performance and effectiveness. However, 

in table (4.25) item (3) 39.4% of the respondents show that the partial availability of appropriate 

procedure for monitoring BCMS.      

Table (4-26): 

Frequency and percentage of the sixth section’s subsection: Internal audit 

Internal audit  

No Items (Questions) Yes Partial No Total 

1 

 

Are internal audits conducted periodically to 

check that the BCMS is effective and conforms to 

both ISO 22301 and the organization’s 

requirements?  

N 8 10 15 33 

% 24.2 30.3 45.5  

2 

 

Is the audit conducted with an appropriate method, 

audit program, and based on the results of risk 

assessments and previous audits?  

N 11 10 12 33 

% 33.3 30.3 36.4  

3 

 

Are corrective actions implemented and verified 

without unnecessary delay?  

N 10 7 16 33 

% 30.3 21.2 48.5  

Total 29 27 43 99 
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Average Percentage 29.3% 27.3% 43.4%  

 

Table (4.26) shows the respondents’ opinions towards the items of the second subsection of 

“Performance evaluation” which is “Internal audit”.  

As shown in table (4.26) from the total respondents 43.4% of them indicates that the lack of 

periodical internal audit assessment to check that the BCMS’s effectiveness and conformity to the 

organization requirements’ and the ISO standard (ISO 22301:2012) and show that the delay to 

implement corrective actions.     

Table (4-27): 

Frequency and percentage of the sixth section’s subsection: Management review   

 

Management review   

No Items (Questions) Yes Partial No Total 

1 Do top managements undertake a periodic 

review of the BCMS?  

N 10 9 14 33 

% 30.3 27.3 42.4  

2 Does the management review of the BCMS 

capture the outlined input and output 

requirements? 

N 8 13 11 32 

% 25.0 40.6 34.4  

3 Does the output from the BCMS 

management review identify changes and 

improvements?  

N 10 11 11 32 

% 31.3 34.4 34.4  

4 Are the results of the management review 

documented, acted upon, and communicated 

to appropriate interested parties?  

N 8 12 12 32 

% 25.0 37.5 37.5  

Total 36 45 48 129 
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Average Percentage 27.9% 34.9% 37.2%  

 

Table (4.27) shows the respondents’ opinions towards the items of the third subsection of 

“Performance evaluation” which is “Management review”.  

Among the total respondents as shown in table (4.27) 37.2% of the respondents show that the lack 

of top management periodic review of BCMS. In addition, in table (4.27) item (3) and (4) shows 

equal number of “Partial” and “No” respondents 34.4% and 37.5% respectively.  However, in table 

(4.27) item (2) 40.6% of the respondents show that the management review of the BCMS capture 

the outlined input and output requirements.    

In general, as shown in table (4.25), (4.26), and (4.27) 41.0% of the average respondents’ response 

result indicates that lack of periodical performance evaluation mechanism to ensure that the 

business continuity capability is effective in the organization.      

The following Table (4-28) present about Improvement and the respondents’ response with 

related to this section items. There is one subsection within the seventh section. 

4.4.1.1.7 SECTION SEVEN:  IMPROVEMENT 

Table (4-28): 

Frequency and percentage of the seventh section’s subsection: Corrective action and 

continual improvement   

Corrective action and continual improvement   

No Items (Questions) Yes Partial No Total 

1 Have corrective actions for any non-conformity 

been identified and implemented in the BCMS? 

Is this reported at management review? 

N 10 13 9 32 

% 31.3 40.6 28.1  

2 Do the reviews result in an improvement to the 

BCMS?  

N 11 14 8 33 

% 33.3 42.4 24.2  
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Total 21 27 17 65 

Average Percentage 32.3% 41.5% 26.2%  

 

Table (4.28) shows the respondents’ opinions towards the items of the first subsection of 

“Improvement” which is “Corrective action and continual improvement”.  

As displayed in table (4.28) 41.5% of the respondents are partially agreed on the corrective actions 

taken for any non-conformity on the implementation of BCMS and reported on the management 

review. In addition, in table (4.28) item (2) 42.4% of the respondents indicate that the top 

management review partially applied to improve the BCMS.   

4.4.1.2 ANALYSIS OF BCM ISO ELEMENTS 

The following tables summarize the seven ISO elements in their subsection and try to visualize 

CBE BCM strength and weakness based on the result.   

The following Table (4-29) to Table (4-36) present about the seven ISO elements and the 

respondents’ response with related to this section items.  

4.4.1.2.1 SECTION ONE: CONTEXT OF THE ORGANIZATION 

Table (4-29): 

Frequency and percentage of the first section: Context of the organization 

Context of the organization 

No Items (Questions) Yes Partial No Total 

1 The organization and its context 

N 41 37 19 97 

% 42.3 38.1 19.6  

2 Needs and expectations of interested parties 

N 20 14 29 63 

% 31.7 22.2 46.0  

3 Scope of the BCMS N 45 44 36 125 
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% 36.0 35.2 28.8  

Total 106 95 84 285 

Average Percentage 37.2 33.3 29.5  

Table (4.29) shows the respondents’ opinions towards the items of the first section, Context of the 

organization.   

Regarding the organization and its context 37.2% of the respondents, agree that the organization 

identify and define the organization and its context items. However, as shown in table (4.29) 46.0% 

of the respondents indicate that the need and expectations of interested parties are not addressed 

well.  

4.4.1.2.2 SECTION TWO: LEADERSHIP 

Table (4-30): 

Frequency and percentage of the second section: Leadership  

 

Leadership  

No Items (Questions) Yes Partial No Total 

1 
Leadership and management commitment 

 

N 42 33 22 97 

% 43.3 34.0 22.7  

2 

Business Continuity Management (BCM) 

policy 

 

N 19 21 26 66 

% 28.8 31.8 39.4  

Total 61 54 48 163 

Average Percentage 37.4 33.1 29.4  

 

Table (4.30) shows the respondents’ opinions towards the items of the second section, Leadership.   
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Concerning leadership 37.4% of the respondents, agree that the organization identifies and define 

leadership. However, as shown in table (4.30) 39.4% of the respondents indicate that the business 

continuity management policy is not addressed well.  

4.4.1.2.3 SECTION THREE: PLANNING 

Table (4-31): 

Frequency and percentage of the third section:  Planning  

 

Planning  

No Items (Questions) Yes Partial No Total 

1 
Risks and opportunities of BCMS 

implementation 

N 25 19 22 66 

% 37.9 28.8 33.3  

2 

Business continuity objectives 

 

 

N 20 24 21 65 

% 30.8 36.9 32.3  

Total 45 43 43 131 

Average Percentage 34.6 32.8 32.8  

 

Table (4.31) shows the respondents’ opinions towards the items of the third section, Planning. 

Concerning planning 34.6% of the respondents, agree that the organization identifies and define 

Planning. However, as shown in table (4.31) 36.9% of the respondents indicate that the business 

continuity objectives are partially addressed.  

4.4.1.2.4 SECTION FOUR: SUPPORT 

Table (4-32): 

Frequency and percentage of the fourth section:  Support  

SUPPORT 



64 
 

No Items (Questions) Yes Partial No Total 

1 BCMS resources and competence 

N 46 26 58 130 

% 35.4 20 44.6  

2 Awareness and communication 

N 23 55 51 129 

% 17.8 42.6 39.5  

Total 69 81 109 259 

Average Percentage 26.6 31.3 42.1  

 

Table (4.32) shows the respondents’ opinions towards the items of the fourth section, support.  

Concerning support 42.1% of the respondents, indicate that the support, which includes resources 

allocation for the BCM lacks top management involvement. However, as shown in table (4.32) 

42.6% of the respondents show that the awareness and communications are partially addressed.  

4.4.1.2.5 SECTION FIVE: OPERATION 

Table (4-33): 

Frequency and percentage of the fifth section: Operation 

Operation  

No Items (Questions) Yes Partial No Total 

1 Operational planning and control 

N 16 15 32 63 

% 25.4 23.8 50.8  

2 
 

Business Impact Analysis (BIA) 

N 48 26 52 126 

% 38.1 20.1 41.3  
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3 Risk assessment and treatment 

N 39 31 29 99 

% 39.4 31.3 29.3  

4 Business continuity strategy(plan) 

N 86 64 81 231 

% 37.2 27.7 35.1  

5 
Establishing and implementing BC 

procedures 

N 29 26 43 98 

% 29.6 26.5 43.9  

6 Incident Response Structure (IRS) 

N 45 22 31 98 

% 45.9 22.4 31.6  

7 Incident communications and warnings 

N 97 71 61 229 

% 42.4 31.0 26.6  

8 
Business continuity response and recovery 

plans 

N 118 84 122 324 

% 36.4 25.9 37.7  

9 
Exercising and testing 

 

N 67 71 126 264 

% 25.4 26.9 47.7  

Total 545 410 577 1532 

Average Percentage 35.6 26.8 37.7  

 

Table (4.33) shows the respondents’ opinions towards the items of the fifth section, operation.  

Concerning operation 37.7% of the respondents, indicate that the operation, which includes    

Operational planning and control, Business Impact Analysis (BIA), Establishing and 

implementing BC procedures, Business continuity response and recovery plans, Exercising and 
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testing are not practiced well. However, as shown in table (4.33) there are some good activity 

related to risk assessment and treatment, business continuity strategy (plan), incident response 

structure (IRS), incident communications and warnings.  

4.4.1.2.6 SECTION SIXTH: EVALUATION 

Table (4-34): 

Frequency and percentage of the sixth section: Evaluation  

Evaluation 

No Items (Questions) Yes Partial No Total 

1 Monitoring, measurement and evaluation 

N 46 49 69 164 

% 28.1 29.9 42.1  

2 Internal audit 

N 29 27 43 99 

% 29.3 27.3 43.4  

3 Management review 

N 36 45 48 129 

% 27.9 34.9 37.2  

Total 111 121 160 392 

Average Percentage 28.3 30.9 40.8  

 

Table (4.34) shows the respondents’ opinions towards the items of the sixth section, evaluation.  

Regarding evaluation 40.8% of the respondents, indicate that the evaluation practice is not good. 

4.4.1.2.7 SECTION SEVENTH: IMPROVEMENT 

Table (4-35): 

Frequency and percentage of the seventh section: Improvement   

Improvement 

No Items (Questions) Yes Partial No Total 
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1 
Corrective action and Continual 

improvement 

N 21 27 17 65 

% 32.3 41.5 26.2  

Table (4.35) shows the respondents’ opinions towards the items of the seventh section, 

improvement. Regarding improvement 41.5% of the respondents, indicate that the BCM corrective 

action and continual improvement is practiced partially.  

4.4.1.3 SUMMARY OF BCM STATUS RESULT 

Table (4-36): 

Frequency and Percentage of the Seven BCM ISO Elements summary  

 

 

 

 

No Items (Questions) Yes Partial No Total 

1 Context of the organization 

N 106 95 84 285 

% 37.2 33.3 29.5  

2 Leadership 

N 61 54 48 163 

% 37.4 33.1 29.4  

3 Planning 

N 45 43 43 131 

% 34.6 32.8 32.8  

4 Support 

N 69 81 109 259 

% 26.6 31.3 42.1  

5 Operation 

N 545 410 577 1532 

% 35.6 26.8 37.7  
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6 Evaluation 

N 111 121 160 392 

% 28.3 30.9 40.8  

7 Improvement 

N 21 27 17 65 

% 32.3 41.5 26.2  

Total 958 804 1038 2827 

Average Percentage 33.9 28.4 36.7  

 

Table (4.36) shows the respondents’ opinions towards the seven BCM ISO elements.   

Concerning overall status of BCM in CBE 36.7% of the respondents, indicate that the BCM is not 

practiced well in the information system department.  Specifically, support, operation, and 

evaluation activities areas are not well addressed.   

4.5 DISCUSSION 

In the first section of the BCM elements, context of the organization, there is a positive things 

related to understanding the organization’s context and the scope of the BCMS. However, in the 

context of the organization the need and expectations of the interested parties are not well 

maintained and addressed. Additionally 46.0% of the respondents indicate that lack of documented 

information on the applicable legal and regulatory requirement for BCMS and communication to 

affected employees and interested parties. Ashish (2008) found in his study, there is a general 

understanding and agreement that BCM is very important in organizations today, in light of the 

changing business environment. Only two interviewees think there is too much attention for BCM 

within their organizations and the reasons provided by them is that these organizations are too big 

in size and therefore any interruption can have a cascading internal effect covering various 

processes. This shows lack of strong competitors in the country and strong regulatory body.  

 Regarding leadership, 36.25% of the respondents agree there is a management commitment. This 

implies that there is a good top management involvement in the implementation of the BCM and 

review through a formal management review process. However, 40.0% of the respondents show 

that there is no available BCM policy to the employees and interested parties. Ashish (2008) found 
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in his study, only 4 of the organizations have a special BCM policy for the whole organization. 

Separate BCM policy is made by the security department in 1 case, by the operations department 

in another case and by a specialized BCM department in the last two cases. This implies that there 

are no national and international standards that the organization follow and lack of strong legal 

and regulatory body that enforce.  

Concerning planning 34.35% of the respondents agree on the identification of risk and 

opportunities of BCMS implementation. However, 37.5% of the respondents indicate that lack of 

BC objective achievement evaluation by internal audit and management review. Swalah (2011) in 

his study, 51.8% of the surveyed organizations had BCM placed in the context of strategic 

planning. Similarly, a study by Ashish (2008) found that most organizations say that the attention 

to BCM is as a result of Central Bank’s mandate to comply, 50% of the responses indicate there 

was an immediate cause that actually put BCM on the agenda, and 25% say there was already 

attention for BCM. Kofi (2011) in his study found that the company’s board of directors, senior 

management, BCP manager, and staff were the main stakeholders involved in the development of 

the plan even though not every staff was involved. This indicates there is no well-established 

information technology internal audit and lack of governmental enforcement. 

In relation to support, 42.1% of the respondents show that lack of clearly defined role and BCM 

resource adequacy. In addition, 53.1% of the respondents indicate that there is no appropriately 

documented BC role. This result different from Kofi. Kofi (2011) in his study found that the 

company has programs and communication channels in place to train and inform staff so that they 

know their obligations and there is a program to test the plan periodically in order to review and 

update it. This implies that there is no strong human resource structure in the information system 

department. In addition, 42.4 % of the respondents indicate that they are not aware of their 

involvement in the implementation of BCM policy and their role in the disruptions. The result 

shows that there is lack of periodical awareness creation and communication.  

In relation to operational planning and control, 50.8% of the respondents indicates that there is no 

a well-organized program to ensure the BCMS achieves its outcomes and show that the 

organization is not conduct analysis of threats related to outsourced process and their impact on 

achieving BCMS and recovery time objective. This may be there is no BCM maturity model that 

the organization follow in order to check the suppliers BC capability. In addition, 45.5% of the 
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respondents show that the organization is not undertaking a formal and documented business 

impact analysis to understand the critical business area. From this, we can say that if the 

organization does not conduct business impact analysis they may not give attention to protect their 

critical system. Furthermore, 39.4% of the respondents show that there is no evaluation mechanism 

to supplier’s business continuity capability. This indicates lack of service level agreement.   

Related to establishing and implementing BC procedures 45.5% of the respondents indicate that 

lack of documented business continuity procedures. This is may be lack of top management 

attention for the development of documented procedure and update it when there is a major 

changes. The finding is different from Simwayi, (2008) in his study found that all the commercial 

banks have Business Continuity plans apart from one Commercial Bank and the Bank of Zambia.In 

relation to incident response structure, 54.5% of the respondents agree that there are structured and 

trained personnel in place to respond to disruptive incidents. However, 42.4% of the respondents 

show that the incident response structure people do not have the necessary competency to perform 

their duties and lack of records related to their competency. This implies that the organization is 

not providing appropriate training to employee in a regular base.   

Concerning incidents communication and warning, 48.5% of the respondents show that the 

availability of procedure for detecting and monitoring incident. In this area, the organization is 

good and it may need some enhancement. In addition, 51.5 % of the respondents show that there 

is a procedure to manage internal and external communications with interested parties during 

disruptive incident. Furthermore, 43.8% of the respondents partially agree on the availability of 

structure to communicate with emergency responders and other authorities during an incident. This 

implies that some enhancement from both side required in order to ensure the continuity of the 

business.  

Regarding business continuity response and recovery plans, 45.2% of the respondents’ show that 

roles and responsibilities are defined in the plan and 50.0% of the respondents indicate that a 

process for activating response is included in the plan. However, 45.5% of the respondents show 

that the plan lack predetermined timeframes to recover the prioritized activities. In addition 42.5% 

of the respondents indicates that there is no a planned media response to an incident. The result 

shows lack of service level agreement among the bank’s interested parties. Furthermore, 45.5% of 

the respondents show that the plan lack when to stop the response activities.  
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Concerning exercising and testing, 48.5% of the respondents show that lack of business continuity 

procedures exercising and testing in order to ensure the consistency with BC objective. In addition, 

54.5% of the respondents indicated that the organization top management is not involved in the 

testing and exercising of the BC plan. The result shows there is lack of top management 

commitment and resource allocation to test and exercise the scenarios. Furthermore, 42.4% of the 

respondent’s show that the test is not minimizes the risk of disruption to operation. This is may be 

lack of redundant device placement in the production site and lack of configuration that support 

the redundancy features. In addition, 45.5% of the respondents indicate that a formal post-exercise 

report is not presented for the conducted test. Moreover, 48.5% of the respondents show that test 

exercises are not undertake at planned intervals and when significant changes occurs and it is not 

documented in the BCMS. This indicates lack of standards in the organization that should be 

followed and checking mechanism whether the organization follow the good practices that tested 

in the same institution.    

Concerning monitoring, measurement and evaluation, 39.4% of the respondent show that the 

organization’s BCMS performance is not monitored and there are no key performance indicators 

(KPI) that show to determine the performance.  The performance and effectiveness of BCMS is 

not evaluated and documented. This shows lack of KPI to determine the performance of BCMS. 

In addition, 48.5% of the respondents show that BCMS review is not conducted periodically and 

when significant changes occur to ensure that, the business continuity capability is effective and 

compliant. Moreover, 43.8% of the respondents indicate that a post-incident review is not 

undertaken and documented after disruptive incidents. This indicates lack of incidents resolution 

checklist that show to document and review. 

Regarding internal audit, 45.5% of the respondents indicate that internal audit is not conducted 

periodically to check that the BCMS’s is effectiveness and conformity with the organization’s and 

ISO 22301 requirements. Additionally, 48.5% of the respondents show that the corrective actions 

are not implemented and verified immediately. This implies that there is no dedicated person that 

follows whether the corrective actions are taken or not and report to top management.  

In relation to management review, 42.4% of the respondents indicate that lack of top management 

periodic review of BCMS. This is maybe due to lack of dedicated person for BCMS in the top 

management meeting. In addition, 37.5% of the respondents show that management review is not 
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documented and communicated to interested parties. This implies that there is no a culture to 

document every activities in the organization and communicate the affected interested parties.  

Regarding corrective action and continual improvement, 40.6% of the respondents show that the 

corrective action for the identified non-conformity is addressed and reported at management 

review partially. 42.4% of the respondents indicate that the reviews result in an improvement to 

the BCMS is done to some extent. The result indicates that there is no strong internal audit and 

external regulatory bodies. 

4.6 CHAPTER SUMMARY 

In this chapter, the researcher has presented the results and following discussions. The results were 

presented in seven categories according to the provisions of ISO. The result showed that 

Commercial Bank of Ethiopia is applying business continuity management in traditional way. The 

organization is good in some of the best practices and in some areas, there are gaps. Specifically, 

support, operation and evaluation activities areas are not well addressed. The next chapter covered 

the conclusions and recommendations of the gaps between the current practices and the 

international standard. 
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CHAPTER FIVE 

CONCLUSION AND RECOMMENDATION 

5.1 INTRODUCTION 

This chapter concludes the research. It also proposes important recommendations that could be 

used as a valuable input to enhance the business continuity management in Ethiopian banks.    

5.2 CONCLUSION 

The following are noticeable conclusions drawn out of this study: the study revealed that the level 

of the current business continuity management status in commercial bank of Ethiopia (CBE) is 

very weak.  

 The study also revealed that the level of needs and expectations of interested parties is 

46.0% NO. Therefore, the needs and expectations of interested parties need attentions and 

more effort should be exerted to assure their satisfaction.     

 Forty percent (40%) of the respondents indicate that there is no a properly documented 

policy that is available to all employees as well as interested parties. Therefore, there is a 

need of preparing a documented policy that is available to all interested parties and 

leadership involvement is expected.     

 The study revealed that the level of business continuity objectives planning is 36.9% 

Partial. Therefore, there is a need of measurable BC objective establishment and evaluation 

mechanism by internal audit and management review. In addition, it has to be 

communicated throughout the organization.    

 The study revealed that the level of support related to BCMS resources and competence is 

44.6% NO and awareness and communication is 42.6% Partial. There is no clearly 

identified role and there is an indication of lack of adequate resource allocation. Therefore, 

the organization’s top management is expected to create an environment that is suitable to 

communication and awareness creation as well as allocating resources whenever necessary. 
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 The study revealed that the level of operational planning and control is 50.8% NO and 

therefore, the organization us expected to assess the threats related to outsourced processes 

and their impact on achieving BCMS and recovery time objectives.   

 The study revealed that the level of business Impact Analysis is 41.3% NO. This indicates 

the organization is less concerned on the identification of its critical system and follow the 

hard way to learn. Business impact analysis is one of the inputs for preparing business 

continuity planning to protect the organization’s mission critical system by understanding 

the impact of disruptive incidents.  

 The study revealed that the level of establishing and implementing BC procedures is 43.9% 

NO. Therefore, the organization should prepare a documented BC procedure based on the 

output of BIA that includes internal and external communication.     

 The study revealed that the level of business continuity response and recovery plans is 

37.7% NO. The organization should plan with details on how prioritized activities will be 

continued or recovered within predetermined time and when to stop the resumption 

activities.    

 The study revealed that the level of exercising and testing is 47.7% NO. Therefore, the 

organization is expected to test and exercise the business continuity procedures to ensure 

their consistency with BC objectives. Top management involvement is required in order to 

achieve the periodic testing with different scenarios on isolated environment to minimize 

the risk of disruption.  

 The study revealed that the level of monitoring, measurement, and evaluation is 42.1% 

NO. Therefore, the organization should put a documented metrics in place to monitor 

performance of BCMS and evaluate the effectiveness of BCMS. Periodic reviews are 

necessary to ensure that the business continuity capability effectiveness and compliance.       

 The study revealed that the level of internal audit is 43.4% NO. Therefore, the organization 

better to conduct a periodically check that the BCMS effectiveness and conformity with 

both the organization’s requirement and ISO standards. The internal audit should conduct 

based on the result of risk assessment and previous audits and make sure the 

implementation of corrective actions without unnecessary delay.  

 The study revealed that the level of management review is 37.2% NO.  Therefore, the 

organization’s top management is better to undertake a periodic review of BCMS, identify 
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changes and improvements as well as document, act upon, and communicate the 

appropriate interested parties.   

 The study revealed that the level of corrective action and continual improvement is 41.5% 

Partial. Therefore, the organization is expected to enhance the implementation of corrective 

action for any non-conformity.   

 Lack of business continuity management standards for Ethiopian financial and also 

national BCM standards.   

5.3 RESEARCH CONTRIBUTIONS 

The result of this study can serve as a basis for Ethiopian banks to assess their business continuity 

management from information system perspective. Ethiopian banks can use this study to structure 

their information technology management system and identify major gaps in their current 

performance that can be enhanced.          

Furthermore, academicians can use this study as a base for further research that can address 

different aspects of the subject. The major contributions are, indicating the gaps of business 

continuity management of commercial bank of Ethiopia, identify factors influencing the 

effectiveness of business continuity management strategies that can make business continuity 

management effective in Ethiopian banks, Ethiopian banks can use this study to assess their 

business continuity management process, the study can be an input to the regulatory bank to 

enforce the business continuity management requirements implementation by Ethiopian banks, the 

country also can use this study as an indication of the same requirements for other areas that need 

attentions 

5.4 LIMITATION OF THE STUDY 

Lack of previous research studies on the subject, lack of BCM standard in Ethiopia, and it is 

considered new to business continuity management focused on information system in Ethiopian 

banking sector. All CBE IT staffs and specialists who design the overall infrastructure and decision 

maker exist in head office. Therefore, the targeted population was small and limited to information 

system staff’s at the head office.  
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5.5 RECOMMENDATION 

 The organization should provide the BCM policy to all employee and interested parties  

 The organization is required to ensure that employee and interested parties are informed 

and act according to the BC policy that is documented  

 The organization is recommended to strengthen its information technology internal audit  

 The organization is advised to clearly define BC roles and allocate adequate resource  

 The organization is advised to take periodic business impact analysis in order to ensure the 

protection of mission critical businesses 

 The organization is required to give attention and exert some efforts to establish BC 

procedures and foster the use of it (create the culture) 

 The organization recommended to exercise and test business continuity procedures in order 

to ensure the consistency with BC objective  

 The organization advised to include top management involvement in the exercising and 

testing of the business continuity procedures  

 The organization is advised to set BCM key performance indicators for performance 

monitoring  

 The organization is recommended to conduct periodic internal audit to check the BCMS 

effectiveness and conformity with the organization’s and ISO 22301 requirements  

 The organization is recommended to take corrective action for the identified nonconformity 

immediately 

5.6 FUTURE STUDY 

The following are recommended future topics that could be studied: 

 Study the role of regulatory bank (National Bank of Ethiopia) in improving the 

implementation of information systems continuity management in Ethiopian banks. As a 

regulatory bank the national bank is expected to enforce the implementation of BCM and 

make banks in Ethiopia to be prepared for the worst to keep the peace of the society  

 Study the requirements to develop Ethiopian standard for information system continuity 

management. As a country, there should be a national level information system continuity 

management standard based on the Ethiopian context.    
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 Study the implementation of business continuity planning  in banking industry (technical 

part of the BCP) 
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APPENDIX A:  SURVEY QUESTIONNAIRE 

 

Dear Respondent, 

I am Ashebir Endale a postgraduate student. Currently, I am attending Master of Science in 

Information Science at Addis Ababa University, Ethiopia. 

As part of my accomplishment for the program, my research topic lies on challenges in relation to 

Business Continuity Management in Ethiopian banks: Information Systems (IS) Security in Focus. 

Therefore, this is to kindly ask you to participate in the survey that needs data from technical and 

top management person to assess the issues in relation to the challenges of Business Continuity 

Management in Ethiopian Banks.  

This survey is anonymous. No one, including the researcher, will associate your responses with 

your identity. Your participation is voluntary. You may choose not to take the survey, to stop 

responding at any time, or to skip any question that you do not want to answer. Your response is 

extremely important and valuable for the success of the research to achieve the objective of the 

study by indicating possible gaps, if any, and possible solutions that need to be taken by concerned 

parties. 

Therefore, I appreciate if you spend few minutes from your valuable time according to the 

instruction for each part.  

If you require any assistance or clarification, please do not hesitate to contact me through either of 

the following methods. Mobile +251912289127 or Email:Ashebirendale@yahoo.com 

Thank you for your willingness to participate in this study. 
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Term definitions 

Business Continuity Management system (BCMS) is a management process that identifies risk, 

threats and vulnerabilities that could impact an entity's continued operations and provides a 

framework for building organizational resilience and the capability for an effective response. 

A business continuity plan (BCP) is a plan to help ensure that business processes can continue 

during a time of emergency or disaster. Such emergencies or disasters might include a fire or any 

other case where business is not able to occur under normal conditions. 

A business impact analysis (BIA) is a process that identifies and evaluates the potential effects 

(financial, life/safety, regulatory, legal/contractual, reputation, and so forth) of natural and man-

made events on business operations. 

Business Continuity (BC) is defined as the capability of the organization to continue delivery of 

products or services at acceptable predefined levels following a disruptive incident. 

Disaster recovery (DR) involves a set of policies and procedures to enable the recovery of vital 

technology infrastructure and systems following a natural or human made disaster. 

The recovery time objective (RTO) is the targeted duration of time and a service level within 

which a business process must be restored after a disaster (or disruption) in order to avoid 

unacceptable consequences associated with a break in business continuity. 

ISO 22301 (Business Continuity Management standard). Understand and prioritize the threats to 

your business with the international standard for business continuity. ISO 22301 specifies the 

requirements for a management system to protect against, reduce the likelihood of, and ensure 

your business recovers from disruptive incidents. 

Your answer has the following meaning: 

 Yes = the organization is doing it fully 

 No = the organization is not doing it fully 

 Partially = incomplete and not fully exercised in the organization  
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Instruction: Please fill the blanks and put” ” sign to the box related to your answer 

I. Respondent Information  

a. Job Title : _________________________________ 

b. Sex :                      Male              Female   

c. Qualification : 

                                        Diploma             Degree           Master’s           PhD          

d. Work experience  

   1-5 years           5-10 years       10-15 years          above 15 years        

 Business Continuity Management Questionnaire No Partially Yes 

1 The organization and its context    

 Have the issues that will drive the (Business continuity 

management system) BCMS been defined?  

   

 Has the environment within which the BCMS will operate 

(internal & external), and the expected outcomes of the system, 

been identified? 

   

 Has an appropriate and repeatable risk assessment method and 

the acceptable levels of risk been defined and documented? 

   

2 Needs and expectations of interested parties    

 Is there a procedure in place to identify, document and 

maintain information on the applicable legal and regulatory 

requirements for the BCMS? 

   

 Have these legal, regulatory and other requirements been 

communicated to affected employees and identified interested 

parties? 
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3 Scope of the BCMS    

 Is the scope of the BCMS clear and documented?     

 Have options for risk treatment been identified and evaluated?    

 Does the scope define the BCMS in terms of its extent, 

purpose, deliverables, needs and expectations in a way that is 

appropriate to the organization?  

   

 Is there any exclusion from scope, and if so is it in an area that 

will not affect the organization’s ability to provide continuity 

of operations?  

   

4 Leadership and management commitment    

 Is the organization’s leadership commitment to BCM visible 

and repeated? 

   

 Is there a policy, program and roles to evidence top 

management commitment to the BCMS?  

   

 Has top management been appropriately involved in the 

BCMS implementation and review through a formal 

management review process?  

   

5 Business Continuity Management (BCM) policy    

 Is there an established BCM policy that is appropriate, 

maintained, communicated, and documented?  

   

 Is the policy available to employees and all interested parties 

identified? 

   

6 Risks and opportunities of BCMS implementation    

 Has an analysis of the threats and opportunities that may 

impact the implementation of the BCMS been conducted? 
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 Has a plan to manage the risks and opportunities of the BCMS 

implementation been developed and actioned?  

   

7 Business continuity objectives    

 Have measurable business continuity (BC) objectives been 

established, documented and communicated throughout the 

organization? 

   

 Is the achievement of these objectives evaluated by both 

internal audit and the management review? 

   

8 BCMS resources and competence    

 Are roles within the BCMS clearly defined?     

 Is the BCMS adequately resourced?     

 Is there a process defined and documented for determining 

competence for BCMS roles? 

   

 Are those undertaking BC roles competent, and is this 

competence documented appropriately?  

   

9 Awareness and communication    

 Is everyone within the organization’s control aware of the 

importance of the BCM policy, their involvement in 

implementing it and their role in a disruption?  

   

 Has a communication needs analysis been conducted for the 

BCMS?  

   

 Have procedures been confirmed and facilities made available 

for communicating incidents? Are they regularly tested with 

results recorded?  
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 Is appropriate documentation created, maintained and 

controlled to demonstrate the effectiveness of the BCMS?  

   

10 Operational planning and control    

 Have you devised and implemented a program to ensure the 

BCMS achieves its outcomes?  

   

 Has there been analysis of the threats to any outsourced 

processes and their impact on achieving BCMS and recovery 

time objectives? 

   

11 Business Impact Analysis (BIA)    

 Is there a formal and documented process for understanding 

the organization through a BIA?  

   

 Is there a formal process for determining continuity objectives 

based on understanding the impact of disruptive incidents?  

   

 Does the BIA enable prioritization of time frames for resuming 

each activity (Recovery Time Objectives)?  

   

 Have minimum acceptable levels for resuming activities been 

identified? 

   

12 Risk assessment and treatment    

 Is there a formal risk assessment process for analyzing the risk 

of disruptive incidents?  

   

 Does this risk assessment method identify risk treatments 

appropriate to BC objectives?  

   

 Is there evidence of prioritizing risk treatments with costs 

identified? 

   

13 Business continuity strategy(plan)    
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 Is the BC strategy based on the outputs of the BIA and risk 

assessment?  

   

 Does the BC strategy protect prioritized activities and provide 

appropriate continuity and recovery of them, their 

dependencies and resources?  

   

 Does the BC strategy provide for mitigating, responding to and 

managing impacts?  

   

 Have prioritized time frames been set for the resumption of all 

activities?  

   

 Have the BC capabilities of suppliers been evaluated?     

 Have the resource requirements for the selected strategy 

options been determined, including people, information, 

infrastructure, facilities, consumables, IT, transport,finance and 

partner/supplier services?  

   

 Have measures to reduce the likelihood, duration, or impact of 

a disruption for identified risks been considered and 

implemented, and are these in accordance with the 

organization’s risk appetite? 

   

14 Establishing and implementing BC procedures    

 Have BC procedures been put in place to manage a disruptive 

incident, and have continuity activities based on recovery 

objectives been identified in the BIA?  

   

 Are the business continuity procedures documented?     

 Have internal and external communication protocols been 

established as part of these procedures? 

   

15 Incident Response Structure (IRS)    
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 Is there the management structure and trained personnel in 

place to respond to a disruptive incident?  

   

 Does the IRS and associated procedures include thresholds, 

assessment, activation, resource provision and communication?  

   

 Do the people in your IRS have the necessary competency to 

perform their duties, and have you kept records to demonstrate 

their competence? 

   

16 Incident communications and warnings    

 Is there a procedure for detecting and monitoring incidents?     

 Is there a procedure for managing internal communications and 

external communications from interested parties during a 

disruptive incident?  

   

 Is there a procedure for receiving and responding to warnings 

from outside agencies and emergency responders?  

   

 Is there a structure to communicate with emergency responders 

and other authorities during an incident, or for responding 

organizations are communications interoperable with others?  

   

 Is there a procedure for recording vital information about the 

incident, actions taken and decisions made?  

   

 Is there a procedure for issuing alerts and warnings if 

appropriate?  

   

 Are the organization’s communication and warning systems 

regularly exercised, and records kept of the results?  

   

17 Business continuity response and recovery plans    
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 Are there documented plans/procedures for restoring business 

operations after an incident?  

   

 Do these plans reflect the needs of those who will use them?     

 Do the plans define roles and responsibilities?     

 Do the plans define a process for activating the response?     

 Do the plans consider the management of the immediate 

consequences of a disruption, in particular the welfare of 

individuals, options for response and further loss prevention?  

   

 Do the plans detail how to communicate with the various 

interested parties during the disruption?  

   

 Do the plans contain details on how prioritized activities will 

be continued or recovered within predetermined time frames?  

   

 Is there a planned media response to an incident?     

 Do the plans include a procedure for standing down the 

response?  

   

 Does each plan contain the essential information to use it 

effectively?  

   

18 Exercising and testing 

Have business continuity procedures been tested to ensure they 

are consistent with your BC objectives?  

   

 Do top managements actively engage in testing and exercising 

the BCMS? 

   

 Are the test exercises clearly defined, consistent with the scope 

of the BCMS and business continuity objectives, and based on 

appropriate scenarios?  
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 Will the test exercises that have been conducted over time 

validate the whole of the organization’s business continuity 

arrangements?  

   

 Are the test exercises designed to minimize the risk of 

disruption to operations?  

   

 Have formal post-exercise reports been produced for the 

conducted tests? 

   

 Are the outcomes of exercises reviewed to ensure they lead to 

improvement?  

   

 Are test exercises undertaken at planned intervals, and when 

significant changes occur is this process documented within 

the BCMS? 

   

19 Monitoring, measurement and evaluation    

 Has it been determined how (i.e. metrics or KPI’s) and when 

performance of the BCMS will be monitored?  

   

 Has the performance and effectiveness of the BCMS been 

evaluated and documented, including recordings of any 

proactive corrective measures taken?  

   

 Has an appropriate procedure for monitoring the BCMS been 

documented?  

   

 Are reviews conducted, both periodically and when significant 

changes occur, to ensure that the business continuity capability 

is effective and compliant?  

   

 Are post-incident reviews undertaken and documented 

following disruptive incidents? 

   

20 Internal audit    
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 Are internal audits conducted periodically to check that the 

BCMS is effective and conforms to both ISO 22301 and the 

organization’s requirements?  

   

 Is the audit conducted with an appropriate method, audit 

program, and based on the results of risk assessments and 

previous audits?  

   

 Are corrective actions implemented and verified without 

unnecessary delay?  

   

21 Management review    

 Do top managements undertake a periodic review of the 

BCMS?  

   

 Does the management review of the BCMS capture the 

outlined input and output requirements? 

   

 Does the output from the BCMS management review identify 

changes and improvements?  

   

 Are the results of the management review documented, acted 

upon and communicated to appropriate interested parties?  

   

22 Corrective action and continual improvement    

 Have corrective actions for any non-conformities been 

identified and implemented in the BCMS? Is this reported at 

management review? 

   

 Do the reviews result in an improvement to the BCMS?     

 


